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Abstract—The securities of a large fraction of zero-knowledge
arguments of knowledge schemes rely on the discrete logarithm
(DL) assumption or the discrete logarithm relation assumption,
such as Bulletproofs (S&P 18) and compressed X-protocol
(CRYPTO 20). At the heart of these protocols is an interactive
proof of knowledge between a prover and a verifier showing
that a Pedersen vector commitment P = h” - g® to a vector x
satisfies multi-variate equations, where the DL relations among
the vector of generators g are unknown. However, in some cir-
cumstances, the prover may know the DL relations among the
generators, and the DL relation assumption no longer holds,
such as ring signatures, ring confidential transactions (RingCT)
and K-out-of-N proofs, which will make the soundness proof
of these protocols infeasible.

This paper is concerned with a problem called knowledge
of known discrete logarithms (KKDL) that appears but has
not been clearly delineated in the literature. Namely, it asks
to prove a set of multi-exponent equalities, starting with the
fact that the prover may know the DL relations among the
generators of these equalities. Our contributions are three-
fold: (1) We propose a special honest-verifier zero-knowledge
protocol for the problem. Using the Fiat-Shamir heuristic
and the improved inner-product argument of Bulletproofs, the
proof size of our protocol is logarithmic to the dimension of
the vector.

(2) As applications, our protocol can be utilized to con-
struct logarithmic-size RingCT securely which fixes the issues
of Omniring (CCS 19), ring signatures (with signature size
2 - [logo(N)] + 10 for ring size N) and K-out-of-N proof
of knowledge (with proof size 2 - [log,(N)| + 14) which
achieves the most succinct proof size improving on previous
results. Meanwhile, we propose the first account-based multi-
receiver privacy scheme considering the sender’s privacy with
logarithmic proof size (to the best of our knowledge). (3) We
describe an attack on RingCT-3.0 (FC 20) where an attacker

can spend a coin of an arbitrary amount that never existed on
the blockchain.

Index Terms—Zero-Knowledge Proof, Bulletproofs, Com-
pressed X-Protocol, Knowledge of Known Discrete Logarithms,
RingCT, K-out-of-N Proof of Knowledge, Omniring, Anony-
mous Zether, Cryptanalysis on RingCT-3.0

1. Introduction

Zero-knowledge arguments of knowledge [1] have been
widely used in many prominent applications, such as cryp-
tocurrencies [2], [3], [4], [5], verifiable outsourced computa-
tion [6], [7], [8], [9], and anonymous credentials [10], [11],
[12], [13]. A zero-knowledge proof of knowledge is a proto-
col that enables the prover to generate a proof for convincing
the verifier of the validity of a particular statement without
revealing anything else except the statement itself.

In [14], [15], Biinz et al. proposed a special honest-
verifier zero-knowledge (SHVZK) proof without a trusted
setup, called Bulletproofs, based on the techniques of Bootle
et al. [16]. In [17], Attema and Cramer proposed a com-
pressed X-protocol to strengthen X-protocol theory while
shortening its communication complexity from linear to
logarithmic. In [18], Attema et al. extended the compressed
Y-protocol of [17] from linear equations to general homo-
morphisms. At the heart of these protocols is an interactive
proof of knowledge between a prover and a verifier showing
that the Pedersen vector commitment [19] to a vector of
length n satisfies multi-variate equations. More concretely,
suppose G is a cyclic group of prime order p, and choose
g= (91, ,9n) € G" and h € G with unknown discrete
logarithm (DL) relations [20]. These protocols aim to con-
vince the verifier that a vector © = (x1,---,%,) hidden
in the Pedersen vector commitment P = h” - g* satisfies
some constraints (a multi-variate polynomial equation of



degree 2 for [15], linear equations for [17], and general
homomorphisms for [18]) without leaking any information
about x where p <—g Z,. After that, these protocols use the
improved inner-product argument to reduce the sizes of the
proofs from linear to logarithmic.

The securities of the protocols mentioned above rely
either on the discrete logarithm assumption or the discrete
logarithm relation assumption, i.e., the DL relations among
the vector g should be unknown ““in nature”, e.g., using some
cryptographic-secure hash-to-point functions [21] to deduce
g . The reason is that one should be able to deduce x = y
from g” = g¥ in the soundness proof of the Bulletproofs-
like protocols. However, the unknownness of the DL re-
lations among g may not be guaranteed “in nature” when
dealing with public keys or commitments generated from
the same generators, e.g., the ring confidential transactions
(RingCT) in the blockchain [3], [22], [23].

RingCT is the cryptographic core component of Monero
[3], which is one of the largest privacy-preserving cryp-
tocurrencies. In this private transaction, the sender takes
a set of public keys as the input which were outputs of
previous transactions. He proves that he knows the secret
keys of some of the public keys without showing which
ones and just claims they have not been used before. It
is similar in spirit to linkable ring signatures and achieves
anonymity and double-spending prevention simultaneously.
But in the original RingCT construction [3], the transaction
size is linear with the size of the ring.

1.1. Related Works and Issues

A natural idea for applying the techniques of Bullet-
proofs to RingCT is to replace g with the ring of public
keys. However, it raises a new issue. In this setting, the
public keys were generated and chosen arbitrarily by users
and the unknownness of the DL relations among these
public keys is not guaranteed by the cryptographic-secure
assumptions. The user may know the DL relations among
these public keys since they may know more than one private
key. This will make the soundness proof of Bulletproofs-
like protocol infeasible. Therefore, this method should be
used very carefully. We will give an overall introduction to
Bulletproofs and explain previous works that some of them
are flawed.

1.1.1. Bulletproofs. From a higher perspective of Bul-
letproofs, if we want to prove that by, = 07, these n
constraints are equivalent to one inner-product constraint
(br,y™) = 0 where y € Z, is a random challenge cho-
sen by the verifier. The probability that one can deduce
by # 0™ from (br,y™) = 0 is n/p, which is negligible.
Meanwhile, suppose we have m inner-product constraints by
taking a random linear combination of these inner-product
constraints using another challenge z € Z, from the verifier.
In that case, one can convert these constraints into a single
inner-product constraint. Hence, all the constraints can be
proven at once. Based on these ideas and the improved
inner-product argument, Bulletproofs are well suited for

constructing an (aggregated) range proof protocol with log-
arithmic size in the witness size and an arithmetic circuit
proof protocol with logarithmic size in the circuit size.

1.1.2. RingCT-3.0. In FC 2020, Yuen et al. proposed
RingCT-3.0 [23] for blockchain confidential transactions
to replace the RingCT-1.0 of Monero [24] with a shorter
size and stronger security. It is based on Bulletproofs and
enjoys the logarithmic proof size. Suppose there are N
unspent coins, and vk = (vky,---,vky) is the vector
of corresponding verification keys (the real protocol also
includes commitments of the amounts, we show the detailed
one in Appendix B). Let § = (g1, - ,gn) be a vector
of generators with unknown DL relations, and ind be the
index of the coin that belongs to the prover. The prover
commits vk;ng, Ging Using By = h* - vking - ¢4 and
COMMIts §;ng USing By = h*? - §;nq, Wwhere oy, ap € Z,, are
random numbers, and d is a challenge sent by the verifier at
the beginning of the protocol. At the verification procedure,
the prover uses By and d to cancel gi,q from B; and then
convinces the verifier that he knows the private key sk;nq
corresponding to vk;pnq.

Unfortunately, this scheme is vulnerable such that a
malicious user can spend a coin that never existed. The
attacker generates a random verification key vk’ = gSk,, then
appends vk’ and vk;inq to By as Ba = h* - §ing - (Vking -
vk/~1) i, During the verification procedure, the attacker uses
Bs and d to cancel vk;,q from By as well as g;,q and
appends vk’ to B;. The attacker only needs to show that he
knows sk’ instead of sk;.q, S0 he can “forge” a proof and
pass the verification procedure without knowing any private
key in vk.

Although RingCT-3.0 shows a soundness proof in Ap-
pendix A of [25], it has some mistakes. The main drawback
is that the components of By are not deduced from a strict
security proof (i.e., rewinding technique). The authors omit
the discussion for By and think that By “defaults” to consist
of §inq and h. Therefore, the attacker can pad vk’ and vk; g
to By, and the verifier cannot notice this change due to the
hiding property of the commitment scheme. We have noticed
the author of [25] about this attack.

1.1.3. Omniring. In [22], Lai et al. proposed a fully-fledged
RingCT scheme in the discrete logarithm setting, which
also has a proof size logarithmic in the size of the ring
inherited from Bulletproofs. Their zero-knowledge proofs
are based on the Bulletproofs framework. The main dif-
ference between Omniring and Bulletproofs is the way to
embed the set of verification keys vk into the commitment
P and the way to extract the multi-exponent equalities about
the private keys in the soundness proof. Briefly speaking,
Omniring notices the public key issue, so it embeds vk into
the generator vector g to keep the DL relations unknown,
which avoids the problem regarding soundness. We take
one relation qi’fl -qg’ ! =1 as an example, where the DL
relations among q;1 € G™ and g2 € G™ may be known
to the prover. When b, € Z%' is a binary vector with
one component that is “1”, q11 = vk, g2 = {g} and



1 = {—sk}, then ‘I?ﬁ -q;bl = 1 is the relation of ring
signature. For this relation, one can deduce the DL relation
assumption of g. = g o (gi1,1/|g2)° from the DL relation
assumption of g, where e € Z, is a random challenge.
Since qi’fl : q;p ! = 1 is an equality, one can deduce that

P = he . gbelv) = pe. gébL”wl). Therefore, the prover
can commit by, |4, using P = h?-g(®rl1¥1) at the beginning
of the protocol and then use P = h” - gébL 1) at the veri-
fication procedure after receiving e from the verifier. Using
two different values of e, an extractor can be constructed
to extract the above equality in the soundness proof of the
protocol.

As a RingCT protocol, Omniring considers more rela-
tions rather than one ring-signature relation. Considering
relations qi’g . qg’ ‘=1 for 1 <i < m, we introduce two
random challenges e,v € Z, from the verifier following
the ideas of [22]. The challenge v gathers all equalities
qi’j . q;p ‘ =1 into one, and the witnesses become by, and
a = Y v’ ;. The challenge e combines the gathered
equality with the commitment P. One can construct an ex-
tractor that extracts the gathered equality using two different
values of e and then extracts each equality using m different
values of v in the soundness proof of the protocol.

However, when constructing the RingCT, the soundness
proof of [22] is problematic. Taking the above version as an
example. Since the randomness v is chosen at the beginning
of the protocol before committing by, in Section 5.1 of [22],
one cannot use the normal rewinding technique to extract
the witness 1); because the prover may choose by, depending
on v. Therefore, the authors use the Schwartz-Zippel lemma
[26] to overcome this in Appendix D.2 of [22]. For the
Schwartz-Zippel lemma, the polynomial coefficients should
be selected before choosing the random variable. However,
in their scheme, the random variable v is chosen before com-
mitting the coefficients, so one may choose the coefficients
according to v. Hence, the way how [22] uses the Schwartz-
Zippel lemma is problematic which makes the soundness
proof infeasible.

1.14. K-out-of-N proof of knowledge. K -out-of-/N proof
of knowledge is a generalization of one-out-of-N proof
of knowledge, i.e., a prover can convince the verifier that
he knows the witnesses for some K-subset of N public
statements without revealing the exact K-subset. One can
apply the K-out-of-N proof of knowledge to threshold
ring signatures [27], allowing only a significant enough
subset to compute a valid signature. In [28], Diamond
proposed a generalization of one-out-of-N proof of knowl-
edge, called many-out-of-many proofs, which reduces the
communication complexity of the Zether payment system
[29]. However, this generalization considers a prover that
claims to know the private keys of all public keys in one
of the orbits of a public permutation of N public keys.
Therefore, the protocol only works for permutations with
orbits of equal size. Since the permutation is public and
of this specific form, this protocol does not constitute a
general K-out-of-N proof of knowledge. In [18], Attema et

al. proposed an SHVZK protocol for the K-out-of-IN proof
of knowledge with logarithmic communication for general
K and N using the compressed Y-protocol. The proof size
is 4 [logy(2N — K 4 1)] — 1, and the authors argue that
one can reduce the size to 2 - [log,(2N — K + 1)] + 3 but
it is restricted on pairing-friendly elliptic curves.

1.2. Our Contributions

In this paper, we abstract a general problem called
knowledge of known discrete logarithms (KKDL) and pro-
pose a special honest-verifier zero-knowledge (SHVZK)
protocol Ilxkpr. It can be used as a black box for proving
the knowledge of many secret vectors even when the prover
knows the DL relations among the given generators and still
enjoys the logarithmic proof size.

This protocol finds applications in many topics, for
example, RingCT [3], [22], [23], K-out-of-N proof of
knowledge (threshold ring signatures) [18], [27], [28] and
ring signature [30], [31]. These schemes share a common
characteristic, which is the requirement to prove knowledge
among a set of group elements generated from the same
generators, e.g., public keys or commitments. This paper
considers a general case of these schemes and proposes a
zero-knowledge protocol Ilxxpr, to solve this problem. As
a result, based on our Ilxkpr, protocol, we give secure and
more efficient constructions of RingCT, K-out-of-N proof
of knowledge, and ring signature.

Our Ilgxp;, protocol consists of inner and outer pro-
tocols with the linear witnesses substitution for commitment
lemma. It is different from Bulletproofs and Omniring. We
demonstrate the novelties of our work by showing the gaps
between them.

o Admittedly, the basic security proof procedure of the
inner protocol and the way to compress the proof
size are borrowed from Bulletproofs. Nevertheless, our
primary emphasis lies in addressing the case of known
DL relations. It is a common issue in many scenarios, but
is not covered by Bulletproofs.

o Omniring noticed the known DL issue and tried to address
it. But their technique falls short of encompassing the
entire RingCT protocol, and their construction poses prob-
lems as we discussed in Section 1.1.3. Different from it,
we not only embed the ring public keys into the generator
vector, but also design the outer protocol to fix the
issues identified in Omniring. This involves dividing the
input commitment P into two parts and committing the
witness before selecting the randomness. Consequently,
our IIxxp1, protocol covers a broader range of relations and
can be seamlessly applied (as a black box) in constructing
RingCT.

1.2.1. KKDL Proofs. Let us describe the Ilxxp; protocol
more concretely. It is a protocol for proving that m + 1
secret vectors by, € Zy* and 1, - -,y € Z? satisfy m
multi-exponent equalities qi’f; 'q;p t=1forl <i<m.
Note that the prover may know the DL relations among



911, sq1,m € G™,q2 € G", and by satisfies n
public quadratic relations and k& public linear relations (the
quadratic relations constraint each component of by to a
specific value, e.g., “0” or “1”, and the linear relations
constraint the combinations of the components of by, e.g.,
only one component of by, is “17).

Ilkkpr, consists of two parts, i.e., the inner protocol
and the outer protocol. We give a general protocol that
applies to the Pedersen vector commitments and proves that
a committed vector satisfies nq, public quadratic relations
and k public linear relations for the inner protocol. The
inner protocol is an extension of Bulletproofs. There is
a gap between the input commitment P = h” - gb~ and
the commitment P = h” - gPL - hP® of the Bulletproofs-
like proof system for the public quadratic relations. We
propose the linear witnesses substitution for commitment
lemma to fill the gap. Since the inner protocol only
supports the generators g of unknown DL relations and
cannot support multi-exponent equalities qfﬁ- ~q§p ¢ =1 with
generators of known DL relations, we propose the outer
protocol for embedding these equalities into g just as how
g becomes g, in the former part of this section. Using the
Fiat-Shamir heuristic [32], we can convert IIzxp;, into a non-
interactive protocol that is secure and full zero-knowledge
in the random oracle model. Finally, we compress the proof
size of Ilxkp; from linear to logarithmic using the improved
inner-product argument from [15], [17]. The proof size is
2 - [logy(2n1 + n2)| + 2 - [logy(ne + 1)1 + 9.

1.2.2. RingCT. As we mentioned in Section 1.1.3, there are
some issues in previous Bulletproofs-based RingCT. By im-
plementing our protocol in RingCT, we get a secure RingCT
scheme without encountering any previous issues, while
still enjoying logarithmic communication cost. To overcome
those problems, note that P is the commitment of (a, b))
and a is based on v, we split the commitment into two
parts. Firstly, the prover commits by, at the beginning of the
protocol before receiving v. Secondly, the prover commits
a after receiving v and adds an in-line >-protocol to ensure
that this commitment does not contain any information about
by,. Then, P is the combination of these two commitments.
These methods solve the soundness problem of Omniring
since by, is fixed at the beginning of the protocol and one
can rewind v many times in the soundness proof because
v is chosen after committing by,. Section 3.2 and 4 gives a
more detailed description. The proof size of the scheme is
2- [log, (3-+[R|+|R|S|+BIT|+3|S])] +2 logy (4+R|)] +
12 elements !, where R, S, and T are the size of the ring,
the set of source accounts, and the set of target accounts in
a transaction respectively, and 27 is the maximum currency
amount that can be sent in a single transaction. Since the
proof size is logarithm, our scheme enjoys a shorter size than
One point from G can be stored as 32 bytes plus one bit in the
compressed form when G is the elliptic curve secp256rl [33], and
one element from Z; can be stored as 32 bytes, so we measure them
as the same.

all the previous RingCT schemes without trusted setup and
pairing-friendly elliptic curves to the best of our knowledge.
We compare our scheme with prior works without a trusted
setup in Table 1.

1.2.3. Anonymous Zether. In [28], Diamond proposed an
account-based privacy-preserving protocol for blockchain
transactions called Anonymous Zether. The way for anony-
mous is that a sender may hide herself and the receivers
in a larger ring R = {pk;,0 < i < N — 1}. The original
paper [28] only consider the case that the number of receiver
is one, but it may be larger than one. In this paper, we
consider the multi-receiver scenario. Although [34] also
considers the multi-receiver scenario, they do not consider
the anonymity of sender since an artifact of Ethereum where
invocation to smart contract trivially reveals the identity of
the invoking party. However, the identity of the invoking
party can be different from the identity of the smart con-
tract, and we can trivially use Tor network [35], paymaster
[36] and ring signature to avoid this. The proof size is
2 [logs (5 +10|R|)] + 2[logy (5 + 7|R| + (IR +1)3)] + 9
elements. The term (|R|+1)0 arises because there are more
than one receivers. For the case of one receiver, we have
better proof size compared to [28].

1.2.4. K-out-of-N proof of knowledge. We construct an
SHVZK protocol for the K-out-of-N proof of knowl-
edge using Ilxxp, and the proof size of our scheme is
2 [logy(IN)] + 14 elements. To the best of our knowledge,
our scheme enjoys a shorter size than the previous scheme
without pairing-friendly elliptic curves, and we compare our
scheme with prior works in Table 1. The reason why our
scheme enjoys a shorter size is that we use the improved
inner-product argument to compress the vector of dimension
2N to 2-log,(N), while the compression mechanism of [18]
can only compress it to 4 - log, (V).

It also implies a ring signature scheme as follows.
Firstly, we build an SHVZK protocol for the one-out-of-
N proof of knowledge [38] using IIxxpr. This protocol can
be converted to a signature of knowledge [39] which implies
a ring signature scheme. The signature size of our scheme
is 2 - [logy(N)] + 10 elements, where N is the number of
verification keys in the ring. The signature size is almost the
same as the state-of-the-art construction from [22].

2 [37] also has logarithmic proof size, but it is less efficient than ours

with the same anonymous set since it requires separate rings for sep-
arate source accounts. Meanwhile, the separated range proof system
will incur unnecessary computational and communication overheads.



Type Scheme Size

RingCT RingCT-1.0 [24] (IR +2)(|S| + 1) + [logo(BITI)]

RingCT PBT [37] 2 (IS 4+ 1)(7logs(IR| + 3) + [logo (BIT1)]

RingCT Section 4 2[logy (3 + |R| + |R|IS| + B|T| + 3|S])] + 2[logy (4 + |R|)] + 12
K-out-of-N [18] 4-[logo(2N — K +1)] -1

K-out-of-N Section 5 2 - [logy(N)] + 14

TABLE 1: Efficiency comparisons between our instantiations and the most efficient RingCT/ K -out-of-N proof of knowledge

schemes. 3

1.2.5. Cryptoanalysis of RingCT-3.0. As another contribu-
tion of this paper, we give an attack on RingCT-3.0 where
a malicious user can spend a coin of an arbitrary amount
that never existed on the chain. We have discussed it briefly
in Section 1.1.2 and will show the detailed cryptanalysis in
Appendix B. Note that in our protocol, we do not use such
cancellation techniques of RingCT-3.0. Meanwhile, we add
an in-line X-protocol in the outer protocol to ensure that
the commitment does not contain any other generator.

1.3. Organization

The rest of the paper is organized as follows. We pro-
vide the definitions of commitments and zero-knowledge
arguments of knowledge, along with notations in Section
2. Section 3 gives the definition, the construction, and the
security proof of Ilxxpr. Section 4 proposes a protocol for
RingCT using ITxxpr,. Section 5 proposes a protocol for the
K-out-of-N proof of knowledge using Ilxxp;,. Meanwhile,
Appendix A provides the detailed construction of multi-
receiver Anonymous Zether. Appendix B provides the de-
tailed cryptanalysis of RingCT-3.0. Appendix D constructs
a ring signature scheme using Ilxxpr.

2. Preliminaries

This section gives the notations used in this paper and
reviews some underlying tools.

1. Notations

Let A denote a security parameter, and p be a prime
number of length A. Let G denote a cyclic group of prime
order p, Z, denote the ring of integers modulo p, and
3 Although [40] gives a RingCT scheme, we do not consider it here

due to the following two reasons: (1) In Section V.C of [40], it aggre-
gates steps 19 and 20 to shorten the proof size. However, one cannot
distinguish equations (19) and (20) from the aggregated verification
equation in the soundness proof. Meanwhile, g should be sent at
the beginning of the protocol as Omniring instead of fixing at the
beginning to make the DL relation with the public keys unknown. (2)
In Section VLB of [40], they use u to gather public keys, tags and
prime tags together to form the RingCT protocol. However, the way
to generate u follows Omniring and RingCT-3.0 which may face the
same problems as we analyzed in this paper.

Zj;, denote Z, \ {0}. Let (G,p) <+ GroupGen(1*) be an
algorithm that inputs a security parameter A and outputs
a cyclic group G of prime order p. x <g Z, denotes
the uniform sampling of an element from Z,. Throughout
this paper, we will use bold letters to denote vectors, i.e.,
a € 7" is a vector with elements a,as, - ,a, € Z. Let
a, b denote vectors from Z,, and G, H denote vectors from
G.

For two vectors a,b € Z;}, the inner product between
a and b is defined as (a,b) = Y.  a; - b; € Zp, and
the Hadamard product between a and b is defined as

aob = (ay-bi, - ,a,-b,) € Zy. For a scalar ¢ € Z,
and a vector a € ZZ, the scalar multiplication is denoted
as c-a = (c-ay,- can)GZ"ForaEZ”

G € G", the multl exponent is denoted as G* — [T G‘“
and G°* = (G{',---,G%). Meanwhile, for k E Z*
we use k™ to denote the vector containing the first n
powers of k, i.e., k" = (1,k,k?,---  k"~1). For example,

=(1,2,4,---,2" Y and k=" = (1,k~L, - kL),
Forg € G" and c € Zy, g° = (95, - - , g5). For two vectors
a € Zy and b € 7,7, the concatenation of a and b is denoted
as allb € Z7",

2.2. Basic Assumptions

The security of our protocol depends on the discrete log-
arithm (DL) assumption and the discrete logarithm relation
assumption defined in Definition 1 and 2, respectively.

Definition 1 (Discrete Logarithm Assumption). We say that
the discrete logarithm assumption holds relative to Group-
Gen if for all non-uniform polynomial-time adversaries A,
there exists a negligible function p(\) such that

z (G,p) < GroupGen(1?),
Pr [g =" ’ g.h s G,z — AG,p,g.h) | < HA).

Definition 2 (Discrete Logarithm Relation Assumption). We
say that the discrete logarithm relation assumption holds
with respect to GroupGen if for all n > 1 and all non-
uniform polynomial-time adversaries A, there exists a neg-
ligible function p(X) such that

(3a; # 0 for (G,p) <+ GroupGen(1?),
Pr|: 1€ [1,n])A g1, gn —5 G
(H:L 1gal = 1) {a’l}z 1 A(G p, {g }1 1)

2.3. Pedersen Vector Commitment

} < p(A).

A commitment scheme consists of three algorithms:
Setup, Com, and Open. The setup algorithm outputs the



public parameters pp for this scheme inputting the security
parameter A. The commit algorithm Com is a function
Mppx Rpp — Cpp, Where Mp,,, Ry, and Cp,, is the message
space, the randomness space, and the commitment space, re-
spectively. To commit a message v € M, the sender com-
putes C' < Com,,,(v, ) by choosing r <—g R,,. The open
algorithm Open is a function Cpp, X My, X Ry, — {0,1}. To
de-commit a message v € M,,,, the sender sends v and r to
the receiver. The receiver outputs “1” if C' = Com,,, (v, 1)
and “0” otherwise.

In this paper, we use Pedersen vector commit-
ment [19], where M,, = Z;, R, = Z, and
Cpp = G. The setup algorithm works as follows:

(G7p7g = (gla U 7gn)7h) A Setup(lA)’ where (G7p) —

GroupGen(1*) and g1, - - , gn, h <—g G with unknown DL

relations. The commit algorithm works as follows: C <«
n

,Un),T), Wwhere C = h" [] g;" € G.

i=1

Com,,(v = (v, --

n

The open algorithm outputs “1” if C' = A" [] g;* and “0”
i=1

otherwise.

2.4. Zero-Knowledge Arguments of Knowledge

A zero-knowledge argument of knowledge is a two-party
protocol between a prover and a verifier. The prover tries to
convince the verifier that a statement holds without reveal-
ing any information about the witness. This proof system
consists of three probabilistic polynomial-time algorithms
Setup, P, and V. The setup algorithm outputs a common
reference string o on inputting a security parameter A. The
prover P and the verifier )V are interactive algorithms. The
transcript produced by P and V when interacting on inputs
2 and y is denoted by tr < (P, V). As the output of this
protocol, we use the notation (P,V) = b, where b =1 if V
accepts and b = 0 if V rejects. The proof is public coin if
an honest verifier generates his responses to P uniformly.

Let R be a polynomial-time verifiable ternary relation
for common reference string o, statement x, and witness
w, and let £ be the corresponding language, ie., L =
{z | Jw, s.t., (0,z,w) € R}. The argument of knowledge
is defined as follows.

Definition 3 (Argument of Knowledge). The triple
(Setup, P, V) is called an argument of knowledge for the
relation R if it satisfies the following two definitions.

Definition 4 (Perfect Completeness). (Setup,P,V) has
perfect completeness if for all non-uniform polynomial-time
interactive adversaries A,

(P(o,z,w),V(0,x)) =1

o+ Setup(1®) | _
Pr V (o,z,w) ¢ R =1

(z,w) + A(0o)

Definition 5 (Computational Witness-Extended Emulation).
(Setup, P, V) has witness-extended emulation if for any
deterministic polynomial-time prover P*, there exists an
expected polynomial-time emulator € such that for all non-
uniform polynomial-time interactive adversaries A, there
exists a negligible function 11(\) such that the difference

between the following two probabilities is smaller than
1(A)-

Pr [A(tr) =1 '

o < Setup(1*); (z,s) + A(o); and
tr « (P*(0,z,s),V(o,z))

A(tr)y=1A
if #r is accepting,

Pr ’ )
(P*(0,2,5),V(0,2))
{ then (o, z,w) € R (tr,w) < & (o,2)

o « Setup(1Y); (z,s) + A(o); ]
where & has access to the oracle (P*(o,x,s),V (0, x)) that
permits rewinding to a specific round and rerunning with V
using fresh randomness.

We use the witness-extended emulation to define knowl-
edge soundness as in [15], and the value s can be regarded
as the state of P* including the randomness. Whenever
an adversary produces an argument that can pass the ver-
ification with some probability, an emulator can produce
an identically distributed argument (i.e., witness) with the
same probability. The way the emulator produces such an
argument is to rewind the interaction between the prover
and the verifier, the internal state of the prover is the same.
Still, the randomness of the verifier is fresh.

The protocols in this paper require the zero-knowledge
property. We use special honest-verifier zero-knowledge
(SHVZK), i.e., given the verifier’s challenge values, it is
possible to simulate the entire argument without knowing
the witness efficiently.

Definition 6 (Perfect Special Honest-Verifier Zero-Knowl-
edge). A public coin argument (Setup, P, V) is perfect spe-
cial honest-verifier zero-knowledge (SHVZK) for R if there
exists probabilistic polynomial-time simulator S such that
for all non-uniform polynomial-time interactive adversaries

2]

") = o + Setup(1*);
Pr (“;l(; )wsé % ‘ (z,w, p) + A(o); :|
o tr « (P(o,z,w),V(0,z, p))
— Py A(tr) =1 A ‘ (z,w, p) < A(o);
(o,z,w) ER tr < S(z, p)

where p is the public coin randomness used by V.

3. General Proof System for Knowledge of
Known Discrete Logarithms

In this section, we construct an interactive protocol for
proving that m + 1 secret vectors 1, -, Y, € Z;?

and by € Zy* satisfy m multi-exponent relations qfﬁ .
q;b =1 for 1 < i < m, where the DL relations among
g1, ,qim € G™,q2 € G™ may be known to the
prover and by, also satisfies n; public quadratic relations
and k public linear relations. More concretely, we construct
an SHVZK protocol for knowledge of known discrete loga-
rithms (KKDL) problem, i.e., we give an SHVZK protocol
for the following relation

d PR 7d ’ i

((1511 ¢: I b, i, st qi’ﬁ- gy =1
RxxoL = q;l R for1<i:<mA f(br) =0™ )

Qo [, G2) A ¢jbr)=d;jfor1<j<k

)]



where d; € Z, for 1 < j < k. The function f : Z3' — Z;*
is a quadratic function such that f(by) = aobroby +Bo
bz, +~ where v € (Zy)™, B € Zy* and v € Zj* are public
coefficients, and ¢; : Z7' — Z, is a linear function such
that ¢;(br) = (br,(;) where (; € Z;* is a public vector.
We split the protocol for Rxxpr, into two parts, i.e., the
inner protocol and the outer protocol. The inner pro-
tocol (Section 3.1) gives a protocol that applies to Pedersen
vector commitments and proves that a committed vector
satisfies ny public quadratic relations and k public linear
relations. Since the inner protocol can only support the
generators g of unknown DL relations and cannot handle
multi-exponent equalities g% - qg’ * =1 with generators of
known DL relations, we propose the outer protocol to
embed these equalities into g. Informally, one can deduce
the DL relation assumption of g. = go(q1.1/|g2)¢ from the
DL relation assumption of g, Where e 6 Zy is a random
challenge from the verifier. Since q1 1 q2 = 1is an equal-

ity, one can deduce that P = h” - g(bL“”’1 = pe . glbrlivy),
Then, the inner protocol can be used to handle the com-
mitment P with generators g.. After that, we provide the
outer protocol (Section 3.2), which proves Rxxpr, using
the inner protocol as a sub-protocol. In Section 3.3, we
analyze the securities of the inner protocol and the outer
protocol. Section 3.4 compresses the proof size from linear
to logarithmic using the improved inner-product argument
from [15] and [17].

3.1. The Inner Protocol

In this section, we generalize the ideas of Bulletproofs
and construct an interactive protocol for proving that two
secret vectors by, € Z;* and a € Z,? satisty a public vector
commitment P = hrt - gt - g% € G, a public quadratic
function (n, quadratic relations) f : Zj* — Z;* and public
linear functions ¢; : Zgl — Zy for 1 < ¢ < k without
leaking any information about by and a. More concretely,
we want to construct a zero-knowledge protocol for the
following relation (we treat di,---,d, as public values
while Bulletproofs treat them as private witnesses):

(g1,92,h, P, 3br,a,pr, st., f(br) =0™
Rinner—{ fadla"'vdkv /\P:hpLg?ng‘ }
G100 dx) Api(br) = difor 1 <i <k
2
where P € G, g1 € G, g» € G", pp € Zyp, by € Z;}l,
a € ZZ’Z and d; € Z, for 1 < i < k. The DL relations
among g1, g2, g and h are unknown.
Attema et al. give X-protocols for the following relation:

}7 ©))

where y € Zy, ¢ : Z,* — Zj is a linear function (Section
31 of [17]) and y € G, ¢ : Z;* — G is a group
homomorphic function (Section 3.1 of [18]). The differences
between (2) and (3) are that (2) is more expressive since it
supports the quadratic function and more than one linear
functions. Meanwhile, (2) is only an inner relation, and we

Abr € Zy',p € Ly, sit.,

Rf:{ (et ’ P =h*-g* Ny =(br)

will make it more expressive by adding equalities of known
DL relations related to by, in Section 3.2.

Rewrite f(br) = br,o(aobr,+3)+~. Construct another
vector bg that satisfies

br=aob, +B€Z,. “)
Then, one can rewrite f(by) = 0™ as
bL e} bR = —. (5)

Since by = a¢o by, + B and P = hPE: ~gbL - g%, one
can transform the commitment of by, into the commitment
of by, and by using the following lemma.

Lemma 1 (Linear Witnesses Substitution for Commitment).
Given one vector of generators h € G"' where the DL
relations among h, g1, go2, g, and h are unknown, P =
P-hB is a commitment of by, and b using g = g10h°~* €
G"™ and h as generators.

Proof. By the definitions of br and P, one has that
P=P -hP =hre.gbc.g3.hP

= hPL . gg . (91 ° hofa)bL ,hOLObL+[3 (6)
= hPL gg’ .gbL . th.

Since the DL relations among g1, g2, h, g, and h are
unknown and a € (Z;)", the DL relations among g =

g1 0oh°~ %, go, h, g, and h are unknown. Therefore, Pisa

commitment of by, and bg. L]
By Lemma 1, Ripner is equivalent to 7~2imer defined

as follows:

H bL,bR,a pL, s.t.,

(dgmgQ:héiha — hPL . th
~ _ 1, 5 d, B
Rinner - P,a,,@,'y, /\AbgL:OCI;B; ;L —"_‘/IB
¢17"' 7¢k)

A ¢i(br) =d; for 1 <<k
5 @)
A proof system for R nner gives a proof system for R;qner-
Hence, it suffices to provide a proof system for R;,ner. In
the following part of this section, we will give an SHVZK
protocol ITi,.o, for Rinner, which is also an SHVZK
protocol for Rinner-

Next, we will convert 2n; constraints of (4) and (5) as
a single inner-product constraint. Using randomness y € Z,
from the verifier and the Schwartz—Zippel lemma [41], the
prover can prove that (4) and (5) hold by proving that

(br,broy™) = —(v,y™") and (aob, —br+B3,y™) = 0.

()
Then, one can prove that (2) holds by proving that (8) and
¢:(br) = d; hold for 1 < i < k. We can combine these
equations into one using the same technique: the verifier
chooses z <—¢ Z,, and then the prover proves that

k
ZZi+1'<bL,Ci>+z'<aObL_bR+ﬁ,yn1>+<bL’bRoym>
i=1

“di — (v, y"). )

||M»



This equality can be re-written as:

k
(br—z1", y"o(brtz-a)+y 2 G =8y, 2), (10)

i=1

k k
where §(y,2) = — > 272 (¢, 1) + Y0 24 — 22
& :

i= =1
(o, y™)—z-(B,y™)—(v,y™) is a quantity that the verifier
can easily calculate, the problem of proving that (2) holds
is reduced to proving one single inner-product equality.

We show the full protocol f[inner between the prover
and the verifier in Protocol 1, and it consists of five moves:
the first two moves between the prover and the verifier are
used to commit sy, s)s, and sg, which is used to blind by,
a, and bp, respectively.

With y and z, we define two linear vector polynomials
I(X),r(X) € Zp*[X], which are the blinded vectors of
the inner-product in (10) using blinding vectors s; and
sr. Due to s; and sg, one can publish [(z) and r(x)
for x <g Z, without revealing any information about
by, and br. Meanwhile, we define the inner-product poly-
nomial ¢(X) = ({(X),r(X)) as [14], and the constant
term of ¢(x), denoted as tp, is the result of the inner-
product in (10). The representations of {(X), »(X), and
t(X) are defined as follows: {(X) =by, —2z-1™ + s, - X,
X)) =y o(br+z-a+sg-X)+ 30 2. ¢,
t(X) = (U(X),r(X)) =to+t1- X +t2- X*.

Now (10) is equal to top = 6(y, 2), i.e., the prover needs

k

to convince the verifier that to = — > 272 . ({;,1™) +
i=1
k

Soatld; — 2% (o, y™) — 2+ (B, y™) — (v, y™) holds.
= The last three moves between the prover and the verifier
are used to commit coefficients ¢; and ¢, of ¢(X) and then
reveal the value of #(X) at a random point = chosen by
the verifier. After that, the protocol shows that the revealed
value is consistent with all the former commitments.
During the verification procedure, the vector of gener-
ators h = (hy, -+, hy ? is switched to b’ = h°Y ' =
(hl,h(Qy 1), e ,h;yl " )) to construct a commitment to
y™obg for r(X). Hence, P and S is the vector commitment
of (by,y™ obgr,a) and (s, y™ o sy, sy ), respectively.
The first verification equation of Protocol 1 is to check
whether equation (9) is consistent with by, i.e., check the

constant term of ¢(X), to < 0(y, z), at a random point
x. The remaining verification equations check whether the
commitments used during the protocol are consistent.

Since the prover only needs to prove the knowledge of
a, a three-move Y-protocol [42] is used inside II; o With
S as the first-move commitment from the prover, = as the
challenge from the verifier, and 77 as the third-move response
from the prover. ~

We present the security of II;.,., as an interactive
protocol in Theorem 1 of Section 3.3.

ﬁinner<p(gv.92,hvhadivpaanga’77¢i;blnbR7a7pL)a
V(g, g2, h,h,di, P, B,7, ¢:)) where 1 <i < k

‘P computes :
SL,SR <$ Z;l,sM 3 ZZQ,ps —$ Zp
S:hps~gSL~g§M~th€G
P—=V:S
V computes :
Y, 2 $ Ly
V=+P:yz
‘P computes:
l(X):bsz-1n1+SL-X

k
T(X):ynlo(bR+Z'a+SR'X)+ZZi+l~Ci
i=1
HX) = (UX),r(X)) =to+t1 X + 2 X2
T1,To <3 Zp, Ty = g"" W™, Ty = g2 h™
P =V :T1,T:
V computes :
T 45 ZLp
V—=+P:x
‘P computes:
l=lz)=b,—2z- 1" + x5
k
r=r(z)=y™ O(bR+Z'a+w'5R)+Zzi+1~ci
1=1
n=a+zx-sSu
t=(lr)
Tx:Tz-x2+T1~x, w=pL+x-ps
PVt lrn
V : Verification procedure:
Leth' = h%Y ",
gffé?(y,z)h‘rm ; le . T2z2

ko
§* —z1m ’ Z‘O‘Oyn“r.zl AR}

LetT=P-S"-g (h i=
g (h) - g]
i)

|

Protocol 1: The ﬁinner protocol.

3.2. The Outer Protocol

In Section 3.1, we have constructed the protocol to prove
that secret vectors by, € Z;* and a € Z;? satisfy relation
Rinner Without leaking any information about by and a.
The information about by, is hidden in the Pedersen vector
commitment P = hPL . gi’L - g5, and the DL relations
among g, g» and h are unknown. However, in some circum-
stances, the prover may know the DL relations among the
generators, and the discrete logarithm relation assumption
(Definition 2) no longer holds, making the soundness proofs
of Bulletproofs-like protocols infeasible. In the following
part of this section, we will give the outer protocol Ilxxp;,



which proves Rgxpr, of (1) using the inner protocol as a
sub-protocol.

Following the basic ideas of [22], we give an SHVZK
protocol for the relation Rxkpr, by combining the equality
q’k q;/’ =1 of (1) with the commitment P = h*~- ~gi”“ -G%
as 7follows, where h, g1, and g» are chosen randomly by the
verifier at the beginning of IIxxp;

1) Introduce two new random challenges, e and v, from the
verifier. The challenge v is used to gather all equalities

qi’fi . qg”' = 1 into one equality Hl((Ii’,Li 'q;pi)viil =
1=

m i— m i—1 m X

(H Oqii 1)bL_q22:1:171 Yi _ 1. Let a — Z ,szl_,d]i’
i=1 i=1

the challenge e is used to combine the gathéred equality

with the commitment as follows:

A A m i
P=hr-g7r - g8 [(J[oats )% - a8l
w7 ()
=h - (gro[Joass )b - (G20 g5)”

i=1

Since the DL relations among h, §;, and g2 are unknown,
the DL relations among h, g;, and g, are unknown,
where g; and g, are defined as follows:

i i—1
g1=§g10 H ogi; andgy=gooq; (12)
i=1
Therefore, we can use g; and g, of (12) and
(di,--- ,dg,h, P, f, 1, , ¢r) of Ryxpr. as the public
inputs of R;pner of Section 3.1, and use (br,a, pr) as
the witnesses of R;nner, and then execute the SHVZK
protocol of Section 3.1.
2) In [22], randomness v € Z,, is sent at the beginning of
the protocol before committing by, which will bring the
following two problems:

a) Since v is sent before committing by, the prover
may choose b;, depending on v, which will make
the commitment P unfixed and make the witness
1); unextractable in the soundness proof. More con-
cretely, one can extract (b, a, pr) from the inner
protocol satisfying

P=hrr-gt g8
. i opi-1 R . (13)
=h" - (gio HOQI,i )%% - (G2 0 g5)*.
i=1

Then, one can deduce equality ([];, oqulfl)bL .

g5 = 1 by fixing v. For m different values of v,

one can deduce m such equalities by the rewinding

technique. However, since b;, may be different, one

cannot deduce p; that satisfies qffi . q;p ‘=1 for
In the non-interactive version, h, g1, and g2 can be deduced by
inputting q;,; and g2 to some cryptographic-secure hash-to-point
functions [21], which will make the DL relations between (g1, g2)
and (h, g1, g2) unknown.

1 < ¢ < m with the same by,.

b) Since v is sent at the beginning of the protocol, one
cannot rewind v many times using the Fiat-Shamir
heuristic [32] because all the protocol statements are
fixed. The authors of [22] use the Schwartz-Zippel
lemma [26] to overcome this. For the Schwartz-
Zippel lemma, the polynomial coefficients should
be fixed before choosing the random variable (i.e.,
v). However, when they apply the Schwartz-Zippel
lemma, the coefficients may be selected according to
the random variable since v is sent at the beginning
of the protocol, which will make the soundness proof
infeasible.

To overcome the problems mentioned above, since P
is the commitment of (a,bz) and a is based on v, we
split the commitment into two parts. Firstly, the prover
commits by, at the beginning of the protocol before re-
ceiving v. Secondly, the prover commits a after receiving
v and adds an in-line Y-protocol to ensure that this
commitment does not contain any information about by,.
Then, P is the combination of these two commitments.
These methods solve Problem (a) since by, is fixed at the
beginning of the protocol and solve Problem (b) since
one can rewind v many times in the soundness proof
for the reason that v is chosen after committing b;,. We
show the detailed explanation in the witness-extended
emulation part of the proof of Theorem 2.

We give the SHVZK protocol Ilxxp:, for the relation
Rxxor in Protocol 2, consisting of six moves. Firstly, the
prover commits by and sends the commitment P; to the
verifier. Then, the verifier chooses v <—¢ Z, and sends v to
the prover. After receiving the challenge v from the verifier,
the prover and the verifier conduct the three-move in-line
Y-protocol using @ = 7" | v'" ! - a; € Z7? as the witness,
where the commitment of a is denoted as P,. Here, we use
P = P; - P, as the commitment of b;, and a. Afterward, the
verifier chooses e <—g Z;, and sends e to the prover. Finally,
the prover and the verifier proceed to the protocol for R;nner
of Section 3.1 using (g1 < g1 o [[1~, oqu’;_l,gg — goo
g5,dy, -+ ,di,h, P, f,é1,--- , ¢r) as the public inputs and
(br,a,pr) as the witnesses.

We show the security of Ilxxpr, as an interactive pro-
tocol in Theorem 2 of Section 3.3. Since the verifier is a
public-coin verifier, we can convert the protocol into a non-
interactive protocol that is secure and full zero-knowledge
in the random oracle model using the Fiat-Shamir heuristic
[32].

3.3. Security Analysis

In this section, we prove the security of II;,,., and
Ilkkpr, presented in Section 3.1 and Section 3.2, respectively.
We give the security analysis of II;,,., in Theorem 1 and
the security analysis of Ilxxp; in Theorem 2.

Theorem 1 (Security of Ilin,er). The protocol 11;,per
presented in Section 3.1 has perfect completeness, perfect



IIxkor : <'P(dz‘,¢i,qu,QQ,f;bL,’lbj),V(dh‘?i’ql,jqu’f»
where 1 <i<kand1<j<m

V computes:

h+s$G,g1 <sG™,

g2 «<$G"? h +sG™
V—>P:hgi,g2,h
P computes:

p1 < Ly, Py = hP' - gbr
P—=V:P
V computes:

vV $ ZLp
V—=>P:v

‘P computes:

m

Let a = ZvFl “p € Zy?,
i=1

P2, p3 <5 Ly, € <5 L2,
Py =h"-g3,Ps=h" g3
P—=V:P,Ps
V computes:
w = Zp
Vo>Prw
‘P computes:
0h=ps+w-p2,02=c+w-a
P—=V:601,0,
V : Verification Procedure:

W' g3t = Py Py

If passed, both prover and verifier compute P = P; - P
V computes:

e <$Zp
V—+P:e

Proceed to the proof of Rinner using gi < gi o H OQT,U;? ,
i=1
g2 <_g2oq§7d17"' >dk>h7pvf7¢17"' 7¢7€) as pubhc

inputs, and (br, a, pr = p1 + p2) as witnesses of prover.

Protocol 2: The Ilxkpr, protocol.

special honest-verifier zero-knowledge, and computational

witness-extended emulation.

The proof process follows the process of Bulletproofs,
we show the detailed proof process in Appendix C.

Theorem 2 (Security of Ilxkpr). The protocol 1lkyp; pre-

sented in Section 3.2 has perfect completeness, perfect
special honest-verifier zero-knowledge, and computational
witness-extended emulation.

Proof. 1) Perfect completeness. Perfect completeness fol-

2)

3)

lows directly.

Perfect special honest-verifier zero-knowledge. The
proof of special honest-verifier zero-knowledge is almost
the same as the proof of Theorem 1 except (1) the
randomness set is (v,w,e,y, z,x); (2) the commitment
P = P . h B is chosen at random; (3) the generator
g =goh = g o[l oq oh°* and
g2 = g2 o q5; (4) the special honest-verifier zero-
knowledge of the in-line X-protocol can be deduced from
the special honest-verifier zero-knowledge property of ¥-
protocol [42] directly.

Computational witness-extended emulation. We con-
struct an extractor yxxp; t0 prove the computational
witness-extended emulation. The extractor runs the
prover with m different values of v, two different values
of w, and two different values of e. Additionally, it
invokes the extractor Xinner for the relation Rinne, Of
Theorem 1 on each of (v,w,e), resulting in 4m total
transcripts.

For each (v,w,e), the extractor yxgpr first runs the
extractor Xinner to extract a witness (br, a, pr,) for the
relation R;ner, satisfying

P:hpL,gi’L.gg
m
A i1 . (14)
= 1#r - (gro [[oat )P - (620 45)
=1

For given values of v, using two valid transcripts for
different e challenges e and €', one has that

—p' AbL—b] viTl\ebp—e' b, sa—a’
hPL pL.gl L.(Hoql’i ) L L.g2
=1
e-a—e’-a’ __ 1 15
" qy — b ( )

where (b, a,pr) and (b},a’,p}) is the transcript for
e and €', respectively. The correctness of this step is
based on the general forking lemma [16] which is also
used in Bulletproofs and Omniring. The commitments
and randomnesses form a tree of accepting transcripts,
where the nodes denote the commitments and the edges
denote the randomness. One parent node has different
child nodes (subtrees) w.r.t. different randomnesses, but
the parent node is fixed for its subtrees, and one can
extract the witnesses of this parent node from different
transcripts of its subtree using the rewinding technique.
Meanwhile, the parent node can be used to extract the
grandparent node with its peers. Hence, the commitment
P is fixed for its subtrees starting from e and €', so one
can deduce two different transcripts satisfying (14) with
the same P.

From (15), one can deduce that p;, = p}, by = b}
and a = a’. Otherwise, we can deduce a non-trivial DL



relation among generators h, §g;, and go, contradicting
the DL relation assumption. Then, we have

m

([Teats Hor a5 =1 (16)

i=1

Next, let’s turn to the in-line X-protocol. Using two
valid transcripts (P, Ps,01,02) and (Py, P;, 07, 6)) for
different w challenges w and w’, one has that

0,—0 92*9:2 w0 —w’-01 “"9/2*1”:'92
Py =hw=v .g,""" and Py =h" w=v" .g, “7"
A7)
Otherwise, one can deduce a non-trivial DL relation
among generators h and §o.
By (14) and (17), one can deduce that gi’L of P has noth-
ing to do with P, i.e., it all comes from P;. Therefore,
we have that by, is fixed and has nothing to do with v by
the binding property of the commitment scheme. Then,
one can deduce that by of (16) is fixed for different
values of v.
Using m valid transcripts a; for different v challenges
v; where 1 < ¢ < m, constructing a system of equations
for unknown variables ¥, € Zp?, - ¢y € Z;* as

follows:
Zvi “p=ay
i=1
(18)
van : 1!’1 = any
i=1

Since the coefficient matrix of (18) is a Vandermonde
matrix, there exists one solution (11, - - - , 4, for (18).
Then, one can deduce the following equality

m m
o ayi—1, i—1 m i,
[Tt e " = ([oats H)or-as=" =1

i=1 =1 (19)
Since (19) holds for m different values of v, we can
deduce that qffi ~q;/’ ¢ =1 for 1 <i < m. Of course,
one can sample fresh ¢, --- ,1,, depending on v;, but
the verifier will not see this, the only thing they can see

m
is a = > v'~! .1, and the final verification processes

=1

are passed. We can treat different (¢1,--- ,,,) as the
same and construct the system of equations. Since the
coefficient matrix is a Vandermonde matrix, one can

always get the only value of (¢1,--- ,,,) satisfying
m .
I1(q%-q¥ )" " = 1ic, gt -q¥" = 1for1 <i<m.

ZFhese equations are sufficient for our Ryxkp; since we
only consider the relations. Therefore, one can deduce
Rxxor of (1).

]

3.4. Improved Inner-Product
Logarithmic-Size Proofs

Argument and

3.4.1. Improved Inner-Product Argument. The maximum
component of Bulletproofs is two N-dimensional vectors 1
and r satisfying relation (20) where g,h € GV, P € G, t €
Zpandl,r € Z]JDV . Bulletproofs employs the improved inner-
product argument to reduce the size of (I,r) that satisfies
the following relation from 2N to 2[logy(N)] + 2:

Rourier = {(g,h, P,H|3 1,7, st, P=g'h" Af = (I,7)}.
(20)
In [17], Attema and Cramer generalize the improved
inner-product argument, and give an argument of knowledge
for the following relation (Section 4 of [17]).

Raczo = {(§,P,L,1) | 3 z,,st, P=§* At =L(2)}, (1)

where g € GN, P € G, z € Z) and L : ZY — Zg is
a linear function. The size of this argument of knowledge
is 2[logy(IN)]. The basic idea of the protocol for R.cz¢ is
almost the same as Ryu11.c by representing P = g7* - g7",
where the dimension of gy, gr, 21, and zg is [%1
3.4.2. Logarithmic Size Proofs. Using the Fiat-Shamir
heuristic, II; ., consists of three elements S,T},T> € G,
three elements 7,, 4,1 € Z,, two ni-dimensional vectors
l,r e ZZI, and one no-dimensional vector ) € ZZ? Hence,
the total proof size is 2n; + ng + 6.

The maximum component of Il; .., is two ni-
dimensional vectors I, and one ns-dimensional vector n
satisfying the following relation from Protocol 1:

, - dl,r,n, st,t=(,r
Rinner—ipa = { (g7h‘ 7927P7 t) AP :ngl . (h’)"’ <g2"l> } ’

(22)
where g,h’ € G™ and g> € G"2. Let § = (9,31, h’, g2),
z = (l,m,r,n2), N =2n; +ne and L(z) = (l,r), and
then one can transform relation (22) to relation (21) and use
the PoK in Section 4 of [17] to compress the size of (I, 7,n)
from 2n + na to 2[logy(2ny + n2)l, where (g1, g2) = go,
(M.m2) = 2. §1.G2 €GIF and gy, mp €2, 7 .

Using the Fiat-Shamir heuristic, IIxxp;, consists of three
elements Py, P, P3 € G, one element 0; € Z,, and one ns-
dimensional vector O, € ZZQ. Hence, the total proof size is
N9 + 4

The maximum component of Ilgxp; iSs one ns-
dimensional vector 65 and one element 6, satisfying the
following relation from Protocol 2

Router—ipa = {(h,§2,P) | 3 01,0, st., P =h% . 3821, (23)

where g, € G™2 and h € G. Let g = (h, §2), z = (01, 02),
N = mny + 1 and L(z) = 0, and then one can transform
relation (23) to relation (21) and use the PoK in Section
4 of [17] to compress the size of (01,605) from ns + 1 to
2logy(n + 1)].

Combining II; ., and Ilkgpr, the proof size of the
whole protocol is 2 [log, (211 +n2)]+2- [logy (na+1)]+09.

We measure the time complexity using the number of
exponentiations. For the proving time, II; ., requires about



13n; + 5n9 exponentiations (including 8n; + 4ny exponen-
tiations for inner-product argument), I1; .., requires about
n1 +6ng exponentiations (including 4n9 exponentiations for
inner-product argument), and transforming the parameters
from II; 0 to Iy requires about m - nqy + no expo-
nentiations. Hence, the proving time is (m + 14)n; 4+ 12n9
exponentiations. Using the technique of [15], the verification
time is managed by a single multi-exponentiation of size
about 4nq + 4ng + [log,(2n1 + na2)| + [logy(ne + 1)].

4. Application: Omniring-style RingCT

In this section, we give a RingCT construction in
the Omniring framework [22] which doesn’t have the
problems mentioned in Section 1.1.3 and 3.2. We use
the same notations as [22] in this section. Let G/ =
(gl7g27g37g47g5) s Gm—|R\—3 where g1 € G\RHS|’
g2 € GﬂlT" g3 € Glsl’ gs € (G,I‘Sl, gs € G‘Sls
and m = 3 + [R| + [R||S| + B|T| + 3|S|. Also, let
H = (hy,hy hs, hy,hs) <5 G™ where hy € G3tIR,
hy € GI®IS| by € GPITI, hy € G5/, and hs € GISI.
Denote g; = g1 o hy and g2 = g5 o hg.

We replace the first two moves from Section 5.1 of
[22] with an outer protocol shown in Protocol 3. Then,
continue executing the Omniring protocol after the prover
receives w from the verifier. Denote 74 = 74,1 +74,2, these
steps are compatible since

Ay - Ay - (h2||h3)_1

—Fra . gie®)  guee®) pa® e g,

RE . (h|lhs) ! - PElnlILIe) (24)
:FTA . (PHG/)CL . HCR
=A.

The security proofs, including balance, privacy and non-
slanderability, are inherited from [22] except for the security
proofs for argument of knowledge construction (Appendix
D of [22]). The completeness is quite straightforward. The
zero-knowledge can be deduced from the SHVZK of The-
orem 2 and the SHVZK of Omniring.

The soundness proof is almost the same except for
the last few steps, i.e., steps after deducing the witnesses
(a®,rS" 2’ E) and equations

¢ = - u-a¥ +u 2
n o= —@l & +u-r)

o= 1

é/

= VSIE = Z o't e
leflsl]

Then one can deduce
= H (H—%Rei)v”l.
le[|s]]

1

[T (5 = gy
le[|s]]

[T (" tag)="". 5

leflsl]

Ilouter : (P(R, CR: Ta CT; Ea €x, aS’ T'S’ B7 aT7 rT)v
V(R,Cr,T,C7))

V computes:

F +sG,P «sG**Rl

G +sG™IRI=3 H +5G™
V—-sP:F,P G H
P computes:

TA1 —$ Zp,
S S o—1

Ay = Fras . gie® . gie® . ga” g7 . g8 - hE
P—=V:A
V computes:
U,V <$ Zyp
V—=>P:u,v

P computes:
TA2,TA3 <$ Lp,C S Z?,HRl,
Ay = FrA2 _P(EHW\UHé)’
Az = F"43 . p°

P—=V: Az As

V computes:

e S Zp
V—>P:e
‘P computes:
01 =ras+e-raz,
02 =c+e-(&lnllille)
P—=V: 01, 92
V : Verification Procedure:

F . P2 L Ay A5

If verification passed, both prover and verifier compute
and verifier compute A = A; - Az - (h2|h3) ™"
V computes:

w S Zp
V—=+P:w
Continue executing the Omniring protocol after the prover
receiving after the prover receiving w from the verifier as
described in Section 5.1 of [22].

Protocol 3: The outer protocol of Omniring.

In [22], the authors deduce the desirable relations from
the above equation/usin/g the Schwartz-Zipple lemma. Since
the witnesses (a® ,7° ,x', E) are committed after send-



ing (u,v), these witnesses can be chosen according to
(u,v), i.e., the coefficients are not fixed for the Schwartz-
Zipple lemma. Hence, one cannot apply the Schwartz-Zipple
lemma here. Meanwhile, one cannot apply the rewinding
technique here due to the same reason.

We complete these steps using the soundness proof
of Theorem 2. From the in-line X-protocol of Protocol
3, one can deduce that the witnesses(a’ , 75" @/, E) are
committed before sending (u,v). Hence, by the rewinding
technique, (25) holds for |S| different values of v and 3
diff/erent va%ues gf u. Then one can deduce that R®! = H ”’f,
Csl = Go7 H™ , and tag; = G*1 for | € [|S]] as desirable
just like the proof of Theorem 2.

The proof size of the scheme is 2-[log, (3+|R|+|R||S|+
BIT|+ 3|S])] + 2[logy(4 + |R|)] + 12 elements. The veri-
fication time is dominated by a single multi-exponentiation
of size about 4|R| + 2|R||S| + 26|T| + 6|S| + [logy(3 +
IR|+RIIS| + BIT] 43S T + [ogy (4 + [R])].

5. Application: K-out-of-N Proof of Knowl-
edge

In this section, we construct an SHVZK protocol for
K-out-of-N proof of knowledge using the general model of
Section 3, where 1 < K < N. More concretely, we will
give an SHVZK protocol IIx- for the following relation

iy, vk, ski; for 1 < j < K,
s.t., i; € [1, N] A each ¢; is different
A vki; € vk N vki; = gSkij
for1<j <K

_ ) (g,vk,
RENZ1 KN
(26)
where vk = (vky, - ,vky) € GV and g € G.
One can deduce Rg-n from Rgxpr, of (1) as follows.

1) In RKKDL’ let m = K, ny = N, Nng = 1, k = 1,
N

f(br) =brobr,—br, =0V, ¢1(br) = Y brj,di = K,
=1

g = {g} and ¥; = {—sk;} for 1 <4 % N. Meanwhile,
let qi1; = {07 70,1}]{71‘,07"' 70} for 1 <1 < N,
where the " component of g;; is vk; and the other
components are zero.

2) Since f(bL) = bL @) bL — bL = bL @) (bL — ].N) = ON,
each component of by, is either 0 or 1. Since ¢;1(by) =

N
> br; = K, by has exactly K components which
j=1
are “1”. Denote i1,--- ,ix as the positions where the
components of by, are “1”, and denote S' = {iy, -+ ,ikx}.
3) By the analysis above, one has that

sk .
qu.-q¢j: Ukj.g sk —1 jES (27)
Ly A2 vk:? g0 =1 j¢8

The case j7 € S above means that the prover knows the
DL relation between vk; and the generator g, and the
case j ¢ S is trivial that the prover does not need to
consider in the protocol. Hence, Rx-n can be directly
deduced.

Then, one can use Ilxxp;, and II; o to construct a zero-
knowledge protocol Il - for R - . The security of ITx-n
is shown in Theorem 3.

The total proof size of Ix-y is 2 - [logy(N)] + 14
using the improved inner-product argument and the Fiat-
Shamir heuristic (since no and |n| = 1, we do not use the
improved inner-product argument to 6, of Protocol 2 and 7
of Protocol 1). The verifier’s cost is dominated by a single
multi-exponentiation of size 2N + [log,(N)].

Theorem 3 (Security of Ilx-x). The protocol lk_N has
perfect completeness, perfect special honest-verifier zero-
knowledge, and computational witness-extended emulation.

The proof of Theorem 3 can be deduced from the proofs
of Theorem 2 and Theorem 1.

Remark. In the case K = 1, it is a one-out-of-N proof
which implies ring signatures. The details can be found in
Appendix D.
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Appendix A.
Application:
Zether

Multi-Receiver =~ Anonymous

In Anonymous Zether, a sender may hide herself and the
receivers in a larger ring R = {pk;,0 < i < N — 1}. The
original paper [28] only consider the case that the number of
receiver is one, but it may be larger than one. In this paper,
we consider the multi-receiver scenario. Although [34] also
considers the multi-receiver scenario, they do not consider
the anonymity of sender since an artifact of Ethereum where
invocation to smart contract trivially reveals the identity of
the invoking party. However, the identity of the invoking
party can be different from the identity of the smart contract,
and we can trivially use Tor network [35], paymaster [36]
and ring signature to avoid this.

To an observer, it should be impossible to discern which
among a ring’s members sent or received funds. Specifically,
a sender should choose indices I and (I,9,--- ,I,) for
which pk;, and (pky, ,,- -, pki, ) belong to the sender and
¢ receivers, respectively. Let @ = {ag, -+ ,any_1} be a list
of amounts where a; is the amount for the user with pk;.
Indeed, we don’t need to consider the number of receivers,
we only need to consider that the amounts is non-negative
except the amount of sender and the sum of amounts for
all uses is zero, i.e., Z -0 al =0 with a;, = —a < 0 and

a; > 0 for j #ZS.Leth{CO, +,Cn—1} and D be the
list of ciphertexts that encrypt @ using R.

To apply the transfer, the contract should homomorphi-
cally add (C;, D) to pk;’s balance for each i; we denote the
list of new balances by (Cf, l,CRZ)Z 0 . Denote C;, and
CR be the vector of Cp,; and Cg ;, respectively.

The relations we need to prove are:

« The indexes of sender and receivers are in the proper
ranges, i.e., [; € [0, N —1].

« Sender knows the secret key, i.e., 3sk, s.t., pk;, = g“"’c

o dr, s.t., sender knows the randomness, i.e., D = g";

e The sum of all amounts are zero, i.e., Zf\;l a; = 0.

o The amounts of receivers and the account balance of
sender are in the proper range, i.e., a; € {0,--- , MAX}
for i # ls and a5 € {0,--- ,MAX} where a; is the
remaining account balance of sender.

o The epoch of this transaction is correct.

In conclusion, we will give a SHVZK protocol II 4 for
the following relation

31, sk,r as,d

Raz = (RD% ’C;R’
CLI _QGSCSk[ A Cep

/\ZZ 0 Yai=0A as,a; €

(28)
To prove (28), one can construct one unit vector €y of
length N where the /;-th position of €p is 1 and 0 otherwise.

st ls € [0, N —1]A
. C; = g%pk! for Vi € [0, N — 1]
AD=g" A pk =g**A
— 5k
- gep
0, MAX]
for Vj € [0, N — 1]

=/ !
For @ = {ap,---,
as follows:

/ 13 =/
a’y_,}, construct an auxiliary vector @

!/

{afs s 29)

a; = a;, otherwise

. Meanwhile, construct N unit vectors_’of length 8 where
b; is the binary representation of a}, and b, is the unit vector
of length 8 where b, is the binary representation of a.
Construct the witness vectors ¢z, and Cr as equatlon (30)
where £ = (0N, @) 4+ u - as +u? - sk +u3 - r, sk is a vector
of N IeputﬁtIOIlS of sk, 7 is a vector of N reputations of r,
and E = (bo||b1]] - - - [[ox—1)-
Hence, (28) can be transformed into inner equations and
outer equations as follows:
« For the outer equations:

1) The amounts are correct: C7 = ¢(@" @ R7 "

2) The _account balance of sender is correct: C}° =
gaSCf%k'e".

3) Sender knows the private key: Réo — g**

4) The construction of D is correct: D = g".

5) Epoch is correct: Ce,, = gSk.

« For the inner equations, construct the vectors as (32):

1) The components of binary representations are zero or
one, i.e., €y, b; (0 <i < N-—1)and b, are unit vectors:
<€L7 ERO170> =0and <€L—5R—TN+(N+1)B, ’17:17> =0.

2) €p is unit vectors with only one position which is one:
(Cp, ty) = 1.

3) Construct an auxiliary vector @’ satisfying (29). This
condition can be divided into the following two con-
ditions:

— The relation between the seventh, tenth and eleventh
positions of @z are correct: (Cg,ws) = (IV,7V)
and <ER, 11714> 0.

- aq, = —al : (Cp,Cr o) =0.

- a; = aj for i # ly: (Cp, g o Us) + (Gp,13) = 0.

4) bi and bs is the binary representation of a} and as for
1€ [O,N — 1]2 <€L,ﬁ5> =0.

5) The sum of all amounts is zero, i.e., Zivzgl a; = 0:
<5La ﬁ6> =0.

6) Since the outer equations are fulfilled using the relation
between ¢, and éw of (31), the following conditions
ensure the correctness of the construction of ¢.:

— The first position of &, is correct, i.e., £ = (¥, @)+
u-as +u?-sk+u-r: (Cp,i7) = 0.

— The second position of &7, is 7™ (¢r, ig) = 0.

— The third position of &7, is 1N: (1, i) = (1, 7N).

he fourth and seventh positions of ¢z are equal:
L, o) = 0.
He fifth position of ¢f, is sk - €, this condition can
e fulfilled by the following two conditions:
The fourth position of ¢r consists of N reputa-
tions of the last position of ¢y, i.e., The fourth
position of ¢g is sk (CL, u12> + <E’R, wWya) = 0.
x The fifth positions of cg are i (b},w15> =



o _N TN o . o
L = (67 r 71 eOaSk - €0, Sk5607
ST = - N -
ér = (0, 0,0V, sk 1V,
(TN, ™).

= éb o S_j{il <EL,ER o 171) =0.
— The sixth position of ¢y, is sk, i.e., it equals the last
position: (¢, u11) = 0.
Combing all the six condition of the outer equations
using the powers of randomness u, one can deduce the
generator

* sk-éyolN

éw = ((gH‘l—zﬁnHC'717 epoch”
Cou Rou ||le||gepoch)ow © P||G/) (31)

The dimension of G, G’ and P is m = 7N +(N+1)3+5,
3N + (N +1)8+ 3 and 4N + 2, respectively.

A.1. The Protocol

Let@—Zz oz ¥, ¢ = Zz 32 Uy, I = 221233
W + 210 - W, 7 = 210 - @, & = Z;iuz T
0 lo@—0),8=0" 00 I(X)=¢c,+a+3- X,
F(X) =00(Cr+5r-X)+jiand t(X) = t2 X2+, X +1,,
one can deduce equation (33).

Let G’ = (90791,92,93794795796797) s
G3NFTWNHTDEES where g, g3, 51 € GV, gi € GNP, and

92 S GB Also, letH (h07h1,h2,h3,h4,h5,h6_> g G™
where ho € GAN+2, hi € GV, hy € GNB, hy € G5,
h4 e GV, hr e GV, and he € G3 Denote
gO —g00h10h30h4, 91 —glohg, and ¢. 92 —920h3 The
detailed protocol is shown in Protocol 4.

Appendix B.
Cryptanalysis of RingCT-3.0

In FC 2020, Yuen et al. proposed RingCT-3.0 [23],
[25] for blockchain confidential transactions to replace the
RingCT-1.0 of Monero [24] with a shorter size and stronger
security.

Ay - Ay - (hallhs) ™t

—FTA . AVCC(E) g;’ec(B) . gg's . gZS _gg:_

R (h2||h3)*1 . plnliiie (34)
:FTA . (PHGI)CL . HcR
=A.

B.1. Basic Construction of RingCT-3.0

In [25], the authors consider the case of multiple input
coins and output coins. For ease of explanation, we consider
the case of one input coin and one output coin, i.e., k = 1 in
Section 5.1 of [25]. One can easily extend our cryptanalysis

— TN
0560 -1 )

(30)

E - TNﬁa_’s - Tﬁa €0,€0, 0,0, 0)
to the case of multiple coins.
Let N denote the size of the ring, vk = (vky, - ,vkN)

be the verification keys of input coins (the ring), and
c=(c1,- - ,cn) be the corresponding commitments of the
amounts of input coins. The relation we need to prove for
RingCT-3.0 is
3 ind,o,7, A, sk, s.t.,

E=glh? A ¥ €0, Vinax]

A vking = g°F A U=uswk (°

A Cind/é = gcA

Rrcr-3.0 = (;;76};)’]?]1)17

(335)
where ind € [1, N] is the index of the ring that the prover
knows the secret key sk of vki,q and the opening of the
commitment ¢;.q, ¢ € G is the commitment of the output
amount ¥ € Z, using randomness 7 € Zjp, Vpax is the
maximum number of the amount, and U € G is the key
image. One can split relation (35) into the following three
parts.

1) ¢ = g"h? and ¥ € [O Vinax] mean that the commitment
of the output coin is well-formed, and the amount is
in the proper range. This relation can be fulfilled using
Bulletproofs, so we do not consider it here.

2) vking = ¢g°F means that the prover knows the private
key sk corresponding to one verification key in the ring.
U = u5F means that the key image is well-formed.

3) ¢ina/C = gcA means that the input amount equals the
output amount.

Let g,h € GV and ¢, h,g.,u,h. € G be the generators

with unknown DL relations. Let by, € Zi)v be a binary vector

where by, ; = 1 when j = ind and by, ; = 0 otherwise. The
zero-knowledge protocol of RingCT-3.0 without the range

proof part is shown in Protocol 5 where §(y, z,w) = 2% +

w(z — 22) - (1N, yN) — 2. (1N, 1V),

B.2. Cryptanalysis of RingCT-3.0.

Next, we will construct an attack on RingCT-3.0, which
can pass the verification procedure without knowing any
secret key of vk and any opening of c.

1) Choose an amount v" € [0, Viax] and two random num-
bers 7,1/ € Z,, construct a commitment & = g7 h¥" for
the new output coin, and a commitment ¢’ = ggl h}:’/ for
a “forged” input coin (a coin never existed in the chain).
Since v" € [0, Vinax|, One can construct a correct range
proof for &. Denote A’ =1/ — 7.

2) Choose a random secret key sk’ € Z,, and generate
a verification key vk’ = ggk for the “forged” 1nput
coin. Meanwhile, generate the key image U’ w
Choose an input coin from the ring, and denote its index
as ind (without knowing its secret key, amount, and
randomness). Construct by, and by as RingCT-3.0 using
ind.



7o = (-, - - LGN HOHDB ’ o - )
= (- . N —gN, . . . )
v = (- " o s S ARTAR o )
U3 = (, s ) s =g, s )
s =(, " o " o =i ,7 )
iy = (- . . IV . . . )
is = (-, - - - gN+ 0 38 gt . )
i = (-, . . . . .., . )
ur = (1, )y )y ,s vy =N —u, — u?, —u?)
N-1
ﬁs = ( ) _'N7 ? 0 ) ? ) T Z yi’ ) (32)
i=0
iy = (-, g, s s s s . )
1o = (, R T =, = = s )
i = (-, s s Yy = = = —y)
N-1
g = (, " s " " " "y —Zyl)
i=0
Wo = (-, . TS . . . . )
Wiz =(, -, " =g, ST AR o )
wa = (-, 5 " o oo g, =, " )
w5 = ( > ETAR " " - " )
@6 = (-, . - SN+(N+1)3 ’ - - )
to = (€1, 00 @) + (@, 000 Cr) + (L, i) + (d, /i)
15
=Y 2 (e, Eroli) + Y 2" (Cr W) — 2"+ (Er,ilre +Zz (i) + 2'% - (@p, dr6) + (d, i) (33)
— 429 (TN, Y _’_2113 -121]\, VY 4 215 (TN Ny 4 216 <TN+(N+1)B7:JN+(N+1)B>
=6
3) We give the protocol for the “forged” proof in Protocol A’z instead of z5, = rsp+sk-x and zp = ra+A-x.
5. The goal of the “forged” proof is that the attacker During the verification procedure, since
(cian legally spf:nd a coiq that never e?xisted. The main Sy (Bi- (@) d | g- dz)
rawback of RingCT-3.0 is that the verifier cannot ensure
By consists of (1, §ina) or (h, Gina, VEina, V', Cina, ¢) =hFe Tz gre L gTA ok - ol - gt - (&)
by the hiding property of the commitment scheme. 91;((112 (v klnld vk') - (ci_nddl . C/dl)]

Meanwhile, the construction of By cannot be fixed by o —dyz o dira . nzdy
the verification procedure and defaults to be h and §; g =h* 2-g"h gt A 0k ()
in the soundness proof of RingCT-3.0 (Appendix A of —pFe1—d22as gZon dle

o S 9" ge
[25]). The main idea of our cryptanalysis is that one can
replace the commitment and the verification key of a
legal input coin in the ring with a “forged” commitment
and a “forged” verification key silently as follows.

a) After receiving dq,ds from the verifier, the prover

the prover can eliminate vk;,q and ci,q from Bj
using BY, and append the verification key vk’ and
the commitment ¢’ of the “forged” coin into Bj.
Meanwhile, since sk’, A’ and the opening of ¢’ are
, . L known, the proof can pass the fifth equality of the
computes By = A% - Gina - (Vking - 0K™1) % - (Cing - verification procedure.
c’_l)ﬁ instead of By = h®? - g;nq. Meanwhile, the b) Since S} - u* = U'rsetesk’ — 1720 the proof can
prover computes 2., = rg + sk’ -z and 2\ =ra + pass the sixth equality of the verification procedure.



Iz : (P(R,C,CL,CRr, D, Cep, gep; ls, sk, 1, as, @),
V(é7 C_:v éL7 éR7 D7 Cepy gs’p)>

V computes:

F +sG,P «sG*N*2,
Vo P:FPG H
P computes:

& s GSN+2ﬂ+47H— s Q™

o E by ~ad' as

Tan 45 Ly, Ay = FT40 Gt giF L giPe . g§ - gi gt
P—=V: A1
V computes:

r sk
“96 " 97

U, v <8 Zy
V—->P:uv

P computes:
Ta2, Az <8 Ly, € d s ZOVT?

L pras . PEIFITN [€olisk-gollr-eolisk) | ;0118 lI5Y sk TN [TV]j0)
Ay = F'a2 . P A

Ay = Fras . PeLRd
P —=V: Az As
V computes:
e <$Zyp
V—>P:e
‘P computes:
01 =ras+e raz0:=cld+e- (&|nll1]e]o]é]|0™ |sk|TV|T™]0)
P—-V: 91,02
V : Verification Procedure:

F% . (P|ho)® £ As - AS

If verification passed, both prover and verifier compute

. S13NEB N
and verifier compute A = A; - Ay - (h1||hz||h3||ha) - hs
V computes:

w S Zp
V-=P:w
P computes:

s <3 Ly, 8L +S LY, 8r +$ Z) Vi€ [m],Erli] =0 =5 =0
S = F"SﬁgLGHiR
P—=V:S
V computes: y, 2 <5 Zyp
V-=>P:iyz
‘P computes:
Define the following polynomials (in X) :
I(X):==¢éL+a+8L - X,r(X):=00(Cr+38r-X)+f,
HX) =< U(X),r(X) >=1t2- X> +t1- X +to and to =&
T1, T2 45 Zp, Th = g F™ Ty = g F2P -V :T1, Ts
P computes:
r=mz+mn,r=ra+rs-z (7 t) = ((z),r(z),t)
PoVinrl it
V check if the following relations hold:
t2< > FrGEHT " 2 As*GEHP atFm L GO ey

Protocol 4: The protocol of Anonymous Zether.

Meanwhile, since sk’ is generated randomly, U’ does
not exist in the former key image set.

c) Since By, A, S1, S3, 11, To, Tu, ts Zays Zass i, 1
and r are generated as RingCT-3.0, the proof can
pass the other equalities of the verification procedure.
Hence, the “forged” proof can pass the verification
procedure without knowing any secret key of vk and
any opening of c.

By the analysis above, one can forge a proof and spend
any coin of any amount he wants, and the verification proce-
dure would never catch him. For the case of multiple input
coins and output coins, we need to adjust the construction
of By and make sure that all the legal verification keys and
all the legal commitments can be eliminated from B;, and
the verification keys and the commitments of the “forged”
coins can be appended into Bj.

Appendix C.
Security Proof of Theorem 1

We give the security proof of Theorem 1 as follows.

Proof. 1) Perfect completeness. Perfect completeness fol-
lows directly.

2) Perfect special honest-verifier zero-knowledge.

Given all the randomness (y, z, z) from the adversary,
we construct a simulator that produces one proof
(8,11, To, T, i, t,1,7,m)  without  the  witness
(br,br,a,pr). The distribution of the “produced”
proof is indistinguishable from a valid proof.
The simulator randomly chooses (Ts,7s, i, t,1,7,1)
from their respective domain and then calculates S and
Ty according to the verification equations in Protocol 1
as follows:

k
n r—z-aoy”l—>3 zi+1~g,; ~ _
S = (h" - gtt=1" gl (B i=1 —Lyz!

2 —1

T, = (gf—(i(y,z) R T2—1 )m

1)9:

All proof components (S, Ty, Ty, 7o, t, t, 1,7, m) are cho-
sen randomly or deduced by the verification equations,
the distribution is identical to a real one. This protocol
has perfect special honest-verifier zero-knowledge since
the running time of this simulation is quite efficient, the
distribution is the same as a real one, and the “produced”
proof can pass the verification procedure.

3) Computational witness-extended emulation. To prove
the witness-extended emulation, we construct an extrac-
tor Xinner that rewinds the protocol 3 - k - n; times
for different (x,y,z) and deduces 3 - k - ny different
transcripts.

o From the second and third verification equations in
Protocol 1, one can deduce:

k .
r—z-aoy™l -3 zitl.e;

g7 - (h') =
(36)

For given values of (y, z), using two valid transcripts
for different = challenges 1 and z2, one can compute

P.ST = pi. gtz



& and & such that & + & =1 and z1&1 + 2262 = 0.
By equation (36), we have

[:) — h51#1+52ﬂ2 . gﬁl~l1+§2-l2+z-1”1 _g§1~n1+£2~n2

.
r ‘ry—2z oyl — 2itlg
. (h/)fl 1+€2-m2 y"t igl < 37)
Let P = h*t gbr g& hbr With unknown variables p; €
Ly, b, b € € Z,*, and a ¢ Zy?, and then we can
deduce the followmg equations from 37).

pr = &ipn + Sapiz
by =& -h+&-L+z-1™
R=(& ri+& r)oy™

K
- E 2 Goy™™
iz

a' =& m+&om

Meanwhile, for given values of (y, z), using two valid
transcripts for different x challenges z; and x2, one
can compute & and & such that & + & = 0 and
1€} + o2&, = 1. Then, one can deduce the only value
ps € Ly, 87,8, € Zy*, and s, € Zp? such that

—Z -

(38)

S —pEiHtEspe .gii‘l1+ff’z‘l2 . 92§i‘n1+§é"flz
CpSTite T2 (30)
1P gy 5 gy

Suppose for any other set of challenges (v, z, z), the

extractor can compute a different representation of

P and S. Then, this yields a non-trivial DL relation

among generators h, g, g2 and h, which contradicts

the DL relation assumption.

Combining with equation (36) and the representations
of P and S, one can deduce that for all challenges

(y, 2, 2):
l=by —z-1" +z-5) (40)

k
r=y"o(by+z-ataz-sh)+y TG @D
=1
n=a +z-s\ (42)

Suppose these equalities do not hold for all challenges
and (I,7) from the transcript. In that case, we have
two distinct representations of the same group element
using generators h, g, g2, and h. This would be a non-
trivial DL relation.

From the first verification equation in Protocol 1, one
can deduce that

g =Ty Ty (43)

For given values of (y, z), using three valid transcripts
of different = challenges x;, x2, and 3, one can
deduce that:

gfl—£2h7m1 —Tzy _— Tll’l*fl’z . T;%*‘Tg (44)
gfs—fz hTes " Tes — Tlﬂﬁsffz . T;%*IS (45)

where ({1, 7y, ), (t2,74,), and (f3,7,,) is the transcript
corresponding to x1, T3, and x3, respectively. Using
linear combinations of (44) and (45), one can deduce
the only values ¢}, th, 7|, 75, s.t., Ty = g'1h7t and Ty =
gt’2 hTz.

Substituting the representations of 7} and 7% into (43),
we can deduce that

t=0(y,2) + thx + tha? (46)

Otherwise, this will yield a non-trivial DL relation
between g and h.

Let p(X) = ({(X),7(X)) and t(X) = t{, + ) X +
t, X2, for all (y, z) challenges and three distinct chal-
lenges X =z;, j € [1,3]:

th+ X + X% —p(X) =0

with ) = §(y,2) and p(X) = po + p1 X + pX? =
(I(X),r(X)). Since t(X) — p(X) is of degree 2,
but has at least three roots xi,xs,xr3, and then we
have t(X) — p(X) = 0, ie., t(X) = ((X),r(X)).
Therefore, py = t,. By equations (40) and (41), we
have for all y, z challenges:

(Lr)y=(b, —z- 1" +x- -8,y o (br+2 «

k
+x-s§;)+2zi+l-ci>

k

Z Sit2 C“ lnl _|_ Z i+l ;C1,>

=1 =1

=22 (o y™) + 2 [{aobp,y™)

= (b, y™)] + (b, Y™ 0 by) + i + tha
=4(y, )+t1x+t2x2
47)
Then, (47) is equivalent to:

k
Zz”l —dj]+z-(aobl, —by+B,y™)
+ (b obk +v,y™) =0 (48

If this equation holds for n; distinct y challenges and
k distinct z challenges, one can infer that b’L o b’R =
—y, aob — by + B = 0", and (b,¢;) = d; for
1<i<k.

Meanwhile, from (38), one can deduce the only value
a’ that satisfies P = h*L g by a5 "hP%. Otherwise, there
is a non-trivial DL relation. Hence, the extracted value
(b, bR, a’,p}) is a valid witness for relation Rinner
of (7). Meanwhile, the extracted value is also a valid
witness for relation R;.ner of (2) since Rinner and
Rinner are equivalent.

The extractor rewinds the prover 3 - k - ny times in
total. The extraction is very efficient, and the number
of transcripts is a polynomial of the security parameter.

O



Appendix D.
Applications: Ring Signatures

Ring signatures allow a signer to dynamically choose
a set of verification keys vk = (vkq,--- ,vky) (including
his own) and sign the message on behalf of the set without
revealing his identity. The verifier can ensure that one user
in the verification key set vk signs the message without
knowing who signs it.

A ring signature scheme consists of four PPT algorithms
(Setup, UKGen, Sign, Vfy) for generating public parameters
available to all users, generating keys for users, signing
messages, and verifying ring signatures.

Next, we will give an SHVZK protocol for the one-out-
of-N proof of knowledge using the model of Section 3, i.e.,
a zero-knowledge protocol II;-y for the following relation:

Ri-n = {(g,vk)|3 vk, sk, s.t., vk € vk Avk = ¢g°F},  (49)

where vk = (vky, - ,vky) € GV, g,vk € G and sk €
Z,.

D.1. One-out-of-N Proof of Knowledge

In this section, we construct an SHVZK protocol for
the one-out-of-N proof of knowledge using the model of
Section 3, i.e., one can deduce Ri-n of (49) from Rxxpr,
of (1) as follows.

DLetm=1,n =N,ny =1, k=1, f(by) =bro
N
by —br, =0, ¢1(br) = Y bridi =1, q11 = vk =

=1
{Ukl, e ,UkN}, qs = {g} and 1/)1 = {—Sk} in RKKDL~
2) Since f(by) = br oby — by = bg o (b, — 1Y) =0V,
each component of by, is either 0 or 1. Since ¢;(br) =
N

> br; =1, by, has exactly one component that is “1”.

=1
Meanwhile, g7% - q¥' = vkbr . g~ = 1 means that

there exists vk € vk and sk € 7Z, such that vk = gSk,

s0 R1-n can be deduced directly.

Therefore, one can use Ilxkp;, and II; .. to construct a
zero-knowledge protocol IT;- for R-x. Since m = 1 and
ng = 1, the in-line X-protocol of Protocol 2 is no longer
needed. At the beginning of the protocol, the prover commits
(—sk,by,) and sends P = h”oQi’L oQQ_Sk to the verifier, where
p <—s Zp. Secondly, the verifier chooses e <—¢ Z,, and sends
it to the prover. After that, the prover and verifier proceed
to II; jper with g1 = 1 o vk€ and g = g © g°.

The security of II;-n is shown in Theorem 4. The total
proof size of II1-y is 2 [logy(N)] + 10 using the improved
inner-product argument and the Fiat-Shamir heuristic (since
no = 1 and |n| = 1, we do not use the improved inner-
product argument to 7 of Protocol 1).

Theorem 4 (Security of IIi-n). The protocol 11i.x has
perfect completeness, perfect special honest-verifier zero-
knowledge, and computational witness-extended emulation.

The proof of Theorem 4 can be deduced from the proofs
of Theorem 2 and Theorem 1.

The above protocol can be converted to a signature
of knowledge (SoK) [39] which implies a ring signature
scheme following the methods of [31].



Prover Verifier

di,dy <57y
dy,dz

Both prover and verifier
compute g < vk o cho gd2
Compute:

a1, 2, B, P, Tay, Tag, Tsk, A <5 Ly

SL,SR <% Z;,v

By = h*'g"t = h™ vk - ¢ - g2

A= h@ . hbn’s2 — hpgsL hSR

Sy = h?‘ulfdzrrqg"m 'gngAﬂ

By = h*? - §ing, S3 = U"*"

d
By = K - g - (Wi - ok ) (i - T
Sy =U'"sk
Bi1,B2, A, S1, 52,53
Bi,Bj, A, S1, 82,55
Y, 2, W <$ Ly
Y, z,w
Compute:
(X)=br—z-1V 48, X
r(X)=yNo(w-br+wz-1V +s5-X) 4221V
H(X) = (U(X), (X)) =to + 1 X + t2 X"
T, 72 8 Zp, Tt = g W™, Ty = g"2h™
Ty, T
T $Zyp
z

Compute:

l:l(z):bL—z-lN-O—z-sL

r=r(z)=y" o(w-bp+wz -1 +z-sp) + 2> -1V
t=(lr)

Te=To-2 4T p=0c1+f-wtp-w,

Zay =Tay T Q1 Ty 2Zay = Tay + Q2 T,

Zsk =Tsk +sk-x,2a =rAa+ A

2 =rek+ sk a2y =ra+ A

Tay Hs Zay s Zags Zsks 20, 1, T

o
Tay My Zars Zags Zsky 20 6 LT

Verification procedure:

-N
Let ' = h°Y |
g[*d(y,z,w)hw,, Zrp -’]“2““2

N wzyN 4221V

LetT =B, -AY-S5-g~ = - (k)

TLw g (1)

i)

pre1—d2%ay gk gglm < S1(B1 - & B;‘h)"
U=k = Ss - u”

’ 27
I

Si - (B _(E/)*dl _B/;dz)z

e
Uk £ 8h . u®

Protocol 5: The RingCT-3.0 and the cryptanalysis of RingCT-3.0 (the cryptanalysis procedures are shown in the box that
replaces the corresponding steps of the original protocol).
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