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Abstract

A threshold signature scheme allows distributing a signing key to n users, such that any
t of them can jointly sign, but any ¢ — 1 cannot. It is desirable to prove adaptive security
of threshold signature schemes, which considers adversaries that can adaptively corrupt honest
users even after interacting with them. For a class of signatures that relies on security proofs with
rewinding, such as Schnorr signatures, proving adaptive security entails significant challenges.

This work proposes two threshold signature schemes that are provably adaptively secure with
rewinding proofs. Our proofs are solely in the random oracle model (ROM), without relying on
the algebraic group model (AGM).

- We give a 3-round scheme based on the algebraic one-more discrete logarithm (AOMDL)
assumption. The scheme outputs a standard Schnorr signature.

- We give a 2-round scheme based on the DL assumption. Signatures output by the scheme
contain one more scalar than a Schnorr signature.

We follow the recent work by Katsumata, Reichle, and Takemure (Crypto 2024) that pro-
posed the first threshold signature scheme with a rewinding proof of full adaptive security.
Their scheme is a 5-round threshold Schnorr scheme based on the DL assumption. Our results
significantly improve the round complexity.

Katsumata et al.’s protocol can be viewed as applying a masking technique to Sparkle, a
threshold Schnorr signature scheme by Crites, Komlo, and Maller (Crypto 2023). This work
shows wider applications of the masking technique. Our first scheme is obtained by masking
FROST, a threshold Schnorr protocol by Komlo and Goldberg (SAC 2020). The second scheme
is obtained by masking a threshold version of HBMS, a multi-signature scheme by Bellare and
Dai (Asiacrypt 2021).

Katsumata et al. masked Sparkle at the cost of 2 additional rounds. Our main insight is that
this cost varies across schemes, especially depending on how to simulate signing in the security
proofs. The cost is 1 extra round for our first scheme, and is 0 for our second scheme.
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1 Introduction

A threshold signature scheme is a protocol for distributing a main secret key to a group of n users,
such that any subgroup of ¢ users can jointly sign under the common public key using their own
secret key shares, while any set of ¢t — 1 users cannot. In recent years, threshold signatures have
attracted significant interest from both academia and industry, mainly for their wide applications
in distributed systems.

A basic security notion for threshold signatures is the static security, where the adversary decides
on which ¢ — 1 users to control before the protocol starts. A more advanced notion is adaptive
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security, which allows the adversary to adaptively corrupt at most ¢ — 1 users during the execution
of the protocol. In particular, the adversary can decide which parties to corrupt depending on its
interaction with the honest users.

Many important signature schemes are proved to be secure based on rewinding in the random
oracle model (ROM). The Schnorr signature scheme is a representative example. Rewinding-based
security reductions face difficulties when considering adaptive adversaries: rewinding doubles the
number of corruptions that the reduction needs to handle. Intuitively, the reduction thus needs to
know up to 2(t — 1) > ¢ secret key shares. In many cases, these shares allow reconstructing the main
secret key, so the reduction cannot embed an instance of a hard problem in the main public key, as
for Schnorr signatures.

Adaptive security for such schemes was first considered by Crites, Komlo, and Maller [CKM23]
who studied the adaptive security of their threshold Schnorr signature scheme Sparkle. Owing to the
above difficulty, their proofs either achieve partially adaptive security, only allowing the adversary to
adaptively corrupt (¢ — 1)/2 users, or rely on the algebraic group model (AGM) [FKL18] to bypass
rewinding. Bacho et al. [BLT"24] proposed a scheme with fully adaptive security without the
AGM, but the signatures are modified to support a DDH-based rewinding-free proof. The resulting
signatures are relatively large and not compatible with systems that employ Schnorr signatures.

Recently, Katsumata, Reichle, and Takemure [KRT24a] proposed an ingenious solution to prove
full adaptive security with rewinding. Their result is a threshold Schnorr signature scheme with a
rewinding-based proof of adaptive security without the AGM. One main drawback is a 4-round and
stateful signing protocol. Specifically, before the protocol runs, the signing users have to agree on a
session identifier that is distinct for each signing, which requires them to store states that provide
information about used identifiers. The authors also gave a general transformation to convert the
scheme into a 5-round and stateless scheme. More recently, Bacho et al. [BDLR24] proposed a
threshold Schnorr scheme that improves upon [KRT24a] in several aspects but is still 5-round. In
comparison, most schemes proposed in recent years, which may not be proved to achieve adaptively
secure without the AGM, are 2 or 3-round. Our main objective is to construct provably adaptively
secure schemes of low round complexity.

1.1 Owur Contribution

We propose two new schemes in this work. Both of them are proved to be adaptively secure with a
rewinding proof in the ROM without the AGM.

e In Section 3, we present FROST-Mask, a stateful 2-round scheme based on the algebraic one-
more discrete logarithm (AOMDL) assumption. The resulting signature is a standard Schnorr
signature. The general transformation in [KRT24a] can compile FROST-Mask into a stateless
3-round scheme.

e In Section 4, we present HBTS-Mask, a stateless 2-round scheme based on the DL assumption.
The resulting signature contains one more scalar than a Schnorr signature.

We review the masking technique used in Katsumata et al.’s construction [KRT24a] in depth
and find wider applications of this technique. Katsumata et al.’s construction can be viewed as an
application of the masking technique to Sparkle [CKM23]. To get our first scheme, we mask FROST
[KG20], a well-known 2-round threshold Schnorr scheme. For our second scheme, we mask HBTS, a
threshold version of 2-round multi-signature scheme HBMS [BD21].

Our main insight is that the cost of masking varies for different underlying schemes, particularly
depending on how signing is simulated in the security proofs. The cost of masking Sparkle is being
stateful and an extra round. For FROST, we only introduce the state. To mask HBTS, neither of
these is required!

Table 1 summarizes our schemes and compares them with existing schemes in the pairing-free
discrete logarithm setting. Previously, only [BLT"24] (Twinkle), [KRT24a], [BDLR24] (Glacius) ,
and [Che25] (Dazzle) were proved to be adaptively secure without the AGM. Only [KRT24a] and



Scheme Adaptive Assumption AGM Rounds State Sig. Size

[KG20] (FROST) X AOMDL X 2 X 1G)+1(z,)
[T723)] X DL X 2 X 1G) +2(z,)
[CKM23] (Sparkle) X DL X 3 X 1G)+1(z,)
[CKM23] (Sparkle) half ~ AOMDL X 3 X 1G)+1(z,)
[CKM23] (Sparkle) v AOMDL v 3 X 1G)+1(z,)
[BLT*24] (Twinkle) v DDH X 3 X 2G)+3(z,)
[Che25] (Dazzle) v DDH X 2 X 1G)+3(z,)
[KRT24a] v DL X 4 vV G +1(Z,)
[BDLR24] (Glacius) v DDH X 4 v 1G)+1(Z,)
FROST-Mask v AOMDL X 2 vV 1G)+1(Z,)
HBTS-Mask v DL X 2 X 1G)+2(z,)

Table 1: Comparison between our schemes and existing schemes. We compare whether they are
proved to be secure in the adaptive model, the algebraic assumptions they rely on, whether the
proofs are in the AGM, their round complexity, whether their signing algorithms are stateful, and
the size of their signatures. In column “Adaptive”, “half” means that the adversary is allowed
to adaptively corrupt (¢t — 1)/2 users (and statically corrupt the others). We remark that stateful
schemes can be turned stateless at the cost of one extra round. We let (G) and (Z,) denote the size
of a group element and a scalar, respectively.

[BDLR24] produce standard Schnorr signatures, ensuring compatibility with systems that currently
employ Schnorr signatures, a highly desirable property. Our FROST-Mask also outputs a standard
Schnorr signature. While relying on a one-more assumption, it reduces the number of rounds by
2. Our HBTS-Mask does not output a standard Schnorr signature, but it only contains one more
scalar. Its main advantage is being 2-round and stateless. Previously, only [Che25] achieved this,
while our HBTS-Mask is based on DL rather than DDH and outputs signatures containing one fewer
scalar.

We also mention two downsides of our schemes. First, as pointed out in [KRT24a], the masking
technique makes signers’ signature shares unverifiable and thus prevents non-interactive identifiable
abort, a functionality that non-interactively traces misbehaving users that prevent the generation
of valid signatures. Except [KRT24a] and our schemes, all other schemes in Table 1 support non-
interactive identifiable abort. Second, the masking technique also causes FROST to lose the online-
offline property. The first round of FROST can be preprocessed before the signing group and the
message are decided. In contrast, FROST-Mask needs the signing group to be known in the first
round to generate masks.

Future Work. Katsumata et al. [KRT24a] also gave a lattice-based version of their threshold
Schnorr scheme. We note that the schemes we mask, FROST and HBMS, both have lattice vari-
ants [EKT24, Che23]. We consider finding lattice versions of FROST-Mask and HBTS-Mask as an
interesting direction of future work.

1.2 Technical Overview
The Difficulty of Adaptive Threshold Schnorr with Rewinding.

The Schnorr signature works over a cyclic group G of order p with generator g. The secret key is
a scalar © € Z,, and the public key is its exponentiation X = g*. To sign message p, the signer
commits randomness r in R := ¢, obtains a challenge by hashing ¢ := H(u, R), responds with
z :=r + cx, and finally outputs (R, z) as the signature.



The Schnorr scheme is proved to be secure from the DL assumption in the ROM by rewind-
ing. After receiving a forgery (R, z), the security proof runs the adversary for a second time. By
reprogramming the random oracle, it expects to receive another forgery (R, z’), with the same com-
mitment R but responding to a different challenge. These two related forgeries are used to extract
the discrete logarithm of X.

A homomorphic signature scheme can be compiled into a threshold scheme as follows. The users
secret-share the main secret key using Shamir’s t-out-of-n secret sharing, each holding a share x;.
For a group S of t users to jointly sign, each user signs with As; - z; as the secret key to provide a
signature share o;, where Ags ; is the reconstruction coefficient. Then using the homomorphism, the
signature shares can be combined into a valid signature o = ;s 0; under the main key. Although
the Schnorr signature scheme is not strictly homomorphic, the idea of the above compiler still works.

However, when aiming at adaptive security, the above framework faces a significant challenge
when thresholdizing the Schnorr signature scheme. In this framework, each user issues Schnorr
signatures using As ;-x;. Even if the “public key share” X; = ¢”* is not made public at the beginning,
the signature shares will totally reveal X;. The public shares provide binding commitments to the
secret key shares: whenever user i gets corrupted, the reduction must output z; = dlog,X;.

The problem arises when the rewinding happens before the adversary A corrupts parties, but
after the public shares are revealed. The former means that A may corrupt different sets of users in
two runs, forcing the reduction to output up to 2(¢ — 1) > ¢ secret key shares. The secret key shares
have been committed before the rewinding point, so they must be related in the two runs, and any
t of them reconstruct the main secret key x. Therefore, the reduction has to be able to figure out
x = dlog, X on its own, so it cannot embed a DL instance into the public key X.

One-Time Masks to The Rescue.

The above problem occurs because the public key shares are revealed as commitments to the secret
key shares. What if they are never made public, and each user’s signature share is independent
of its secret key share? Then each secret key share x; is independent of A’s view until user 7 gets
corrupted. Consequently, the security game is statistically unchanged if we defer the sampling of x;
to the corruption of user . Since at most ¢ — 1 users can be corrupted in the game, we only need to
sample ¢ — 1 shares. By the security of Shamir’s secret sharing, these ¢t — 1 shares are independently,
uniformly distributed and independent of the main secret key .

Now there is no problem for rewinding! The answer to each corruption query is just a newly
sampled secret key share. For a query made after the rewinding point, the answers in two runs are
sampled independently. The secret key shares output in the second run do not reconstruct z with
those output in the first round, so the reduction does not have to know x by itself.

Katsumata et al. [KRT24a] found that the masking technique, first used in lattice-based threshold
signatures [DKM™24, EKT24] for a different purpose than adaptive security, can make signature
shares independent of their secret key shares. The ¢ signers generate one-time random masks {A; };cs
that sum to 0. Each of them masks its signature share using the mask and output o; + A; = &;.
Since the masks sum to 0, the signature shares still combine to ), 7 = >, 50 = 0, but every
(t — 1)-subset of these signatures is uniformly random and leaks no information. The adversary can
get information from honest users’ signature shares only by combining them, and the information it
obtains is no more than a signature o issued with the main secret key x. Nothing about secret key
shares is leaked.

Moreover, Katsumata et al. showed how to non-interactively generate the masks. For this
purpose, we require every pair of users ¢ and j to share seeds seed; ; and seed; ;. We also need some
distinct information sinf related to each signing session. User k € S generates the mask as

A = Z (H(seedy, ;, sinf) — H(seed; x, sinf)). (1)
€S\ {k}



It can be verified that )7, ¢ A; = 0, and in the ROM {A;};cs are (T — 1)-wise independently,

uniformly random.

Masking Sparkle, and The Cost.

An immediate challenge in masking threshold Schnorr is the interactive signing protocol. The users
do not output their signature shares in one shot. Instead, two components of Schnorr signatures are
generated separately in a multi-round protocol. The signing protocol of Sparkle is as follows:

e In the first round, each signer k samples r; < Z, and computes Ry := g"*. It outputs a hash
commitment d; := Heom (K, Ry).!

e In the second round, user k receives other users’ hash commitments and outputs Rj.

e In the third round, user k receives {R;};cs and verifies that they are consistent with the
hash commitments. It computes R := Hie5 R; and obtains the challenge ¢ := Hepa(, R). Tt
outputs the response zj, := 1, +c- As i - Tk

e Finally, a combiner receives {z;}ics and aggregates them into z := ), s 2. The threshold
signature is o := (R, z).

The homomorphism needed to combine signature shares holds only when every signer responds to
a common challenge ¢. Therefore, the protocol lets the users first produce their commitments and
exchange them. They can obtain the common challenge ¢ by hashing the aggregated commitment
R.

To make signature share (Ry, zx) independent of xy, it suffices to mask the response zi. The
masked Z, then becomes independent of Rj and leaks no information about x;. We generate the
mask Ay by Fq. (1) using Hpask, where the session information sinf contains the message p and the
set of commitments {R;};cs. We have successfully hidden secret key shares. Unfortunately, this is
insufficient for adaptive security, as two subtle problems arise.

So far we argued that secret key shares are statistically hidden. What remains is to efficiently
simulate the security game in the reduction. The problems are about how to simulate signing without
the secret key. Thanks to the masks, we only need to simulate signatures under the main public
key X. Importantly, the signature is issued interactively, which means that two components of the
simulated signature (R, z.) should be produced. More precisely, the simulator controls honest users
in a signing session as follows. It decides honest users’ commitments with R, embedded in. The
aggregated commitment R is determined after the corrupted users also output their commitments.
Then the simulator decides honest users’ responses based on z,, where (R, z.) is required to be
a signature under X in response to ¢ = Hcha(p, R). Essentially, this procedure is the same as
simulating a single honest user in the unmasked scheme, so the simulation method of the masked
scheme is inherited from the unmasked one.

The simulation method of Sparkle works as follows. The simulator samples a challenge ¢ and
calls the honest-verifier zero-knowledge (HVZK) simulator of Schnorr protocol to obtain a signature
(Rx, 24), a signature under X responding to ¢. The simulator has to make sure Hepai (i, R) = ¢ even
though R is partially decided by the corrupted users. In the ROM, the hash commitment becomes
extractable for the reduction while still hiding in A’s view. Such properties allow the simulator to
know the corrupted users’ commitments before revealing honest users’ commitments, and therefore
know R before the adversary. Hence, the simulator can program Hcnai(p, R) := ¢ before A queries
Hchal (Na R) .

Now we are ready to discuss the two remaining problems. First, corruption not only leaks the
secret key shares, but also secret states in signing sessions, specifically r,. Suppose that rewinding
happens after {R;};cs are all output in a signing session. During the two runs, A may corrupt more
than ¢ different users, so the reduction may need to reveal r; for all © € S. This means that there is
no place to embed R, whose discrete logarithm is unknown.

IWe stress the difference between “hash commitment” d and “commitment” R (to randomness 7).



The solution is to also mask the commitments with another set of one-time masks that sum
to 0. To understand the effect, one can analogize r; to x, Ry to Xg, and HieS R; to X. Now
Ry as the commitment to rj is never made public before rewinding, and the masked commitment
Ry, is independent of rj,. This allows the reduction to defer sampling r; until user k is corrupted.
As a result, randomness r;’s output in the second run do not reconstruct the discrete logarithm of
Hie s i with the randomness r;’s output in the first run. The reduction does not have to know the
discrete logarithm of [ [, s R;, which provides a place to embed R..

Masking commitments has a cost of turning the scheme stateful. Recall that one-time masks are
generated by hashing some distinct session-specific information sinf. The distinctness is crucial for
ensuring the masks are indeed “one-time”. When masking zj, the distinctness of sinf is guaranteed
by the high entropy of {R;};cs contained in sinf. However, now we want to mask Ry in the first
round, before any protocol message is output. We require users to agree on a distinct session id sid
and use it to generate the mask. To ensure the distinctness of sid, users have to maintain long-term
states across different challenges.

The second problem is more subtle. Recall that the HVZK simulator prepares a signature
(Rx, 24) for a predetermined challenge c¢. However, we will show that adaptive corruptions make the
challenge ¢ not determined before the simulator needs R, even with the help of hash commitments in
the first round. We remark a signature under X will be revealed to A at the moment when a signing
session has been consistently completed by all honest users. This may happen not only following
a signing query, but also a corruption query. Consider the following behavior of A. It lets ¢ users
inconsistently finish a signing session by sending different protocol messages to different honest
signers. As a result, the honest signers saw different aggregated commitments and responded to
different challenges {¢;};cs. So far A gets no information, because the honest users’ one-time masks
were generated by hashing different sinf and do not sum to 0. However, A then corrupts all users
that participated in the session except one user k. As the only remaining honest user in the session,
it definitely has “consistently completed” the session, and a signature responding to ¢ should be
revealed. In the above process, multiple candidate challenges remain until A corrupts ¢ — 1 users,
and more importantly remain after the simulator used R, to decide honest users’ commitments. The
HVZK simulator fails in such a situation.

The solution is to detect inconsistency in the signing protocol. The users run an additional
echo round after they exchange the hash commitments. In the echo round, the users authentically
exchange what they received from the first round (in fact, it suffices that each user broadcasts a
signature). As a result, A can no longer send inconsistent protocol messages to different honest
users, as the inconsistent messages cannot be both authenticated all honest users in the echo round.

In summary, two problems arise when masking Sparkle. The problems are caused by the following
features of the signature simulator of Sparkle, respectively:

e The simulator embeds R, with unknown discrete logarithm into honest users’ commitments.

e The simulator can only respond to a predetermined challenge.

To resolve them, Katsumata et al. make the users stateful and add an echo round, respectively,
resulting in a 4-round stateful protocol.

Masking FROST.

This work explores wider applications of the masking technique. Since we want to improve on round
complexity, masking FROST [KG20, BCK™22], a well-known 2-round threshold Schnorr scheme,
becomes a natural choice. For a set S of users to sign u, the signing protocol of FROST works as
follows:
e In the first round, each user k samples 71 1, 2 1 < Z;, and outputs commitments Ry j := g""*,
RQ,k = gk,
e In the second round, user k receives protocol messages M = {(R1;, Ro,;) }ies. It hashes p and
M to obtain a combination coefficient b := Heomb (S, 11, M). Then it calculates the aggregated



commitment R := HiES RLZ—Rg,i. It obtains the challenge ¢ := Hcpal(pt, R) and outputs a
response zp ‘=711, +brap +c-Ask - T

e Finally, a combiner aggregates the individual responses into z := ), s 2; and outputs the
threshold signature as o := (R, z).

The roadmap toward adaptive security is the same as Sparkle. First, we mask the responses
with one-time masks. As a result, we can reach a statistically indistinguishable security game where
each secret key share xj is sampled only when user k£ gets corrupted. Next, the reduction needs to
efficiently simulate this game. We need a simulator that interactively issues signatures under X.
The simulation method is inherited from FROST. Let us review the simulation technique of FROST.

Instead of plain DL, FROST relies on the algebraic one-more discrete-logarithm (AOMDL) as-
sumption. The AOMDL problem asks to solve g + 1 discrete logarithms with ¢ calls to oracle DLoa
that solves the discrete logarithm. By “algebraic”, every DLOG query is required to be represented
as a linear combination of the ¢+ 1 input elements. The simulation of FROST crucially exploits the
DLoG oracle.

The reduction takes an input element as the main public key X. Let C denote the set of cor-
rupted users. The simulator decides honest users’ commitments {R1;}ics\¢ with R . embedded
in and {Rg’i}ies\c with Rj . embedded in, where R; . and Ry . are two input elements. When
the corrupted users also output their commitments, the combining coefficient b and the challenge
¢ are determined. After that, the simulator decides honest users’ responses based on z,, where
(R1,4, Ra «, 2+) is required to satisfy g* = Rl,*RS,*XC, like a signature share in FROST. The sim-
ulator makes a query DLOG(Rl,*Rg,*XC) to obtain such a response z.. We remark that in the
rewinding-based reduction, the simulator may have to respond to a different challenge in the second
run. The key is that the reduction takes 2¢s + 1 input elements, where g is the maximum number
of signing queries, Each signing session uses two input elements as R; ., R ., and the reduction has
two chances to call dlog, one for each run.

Now let us examine the cost of masking FROST by checking if it also has the features of Sparkle
that causes problems. First, FROST simulator also embeds R; ., R2 . with unknown discrete loga-
rithm into honest users’ commitments. The reduction faces the problem that during the two runs,
all honest users in a signing session may be corrupted and leak their signing randomness r; ;, 72,;.
To resolve this problem, we mask the commitments. Generating masks in the first round relies on
distinct session id and requires users to be stateful.

In contrast, the second feature of FROST simulator is different from Sparkle. FROST generates the
response z, using dlog oracle instead of the HVZK simulator. The oracle can handle any challenge
¢, not just a pre-determined one. Therefore, the additional echo round is not necessary to mask
FROST. In conclusion, the only cost is to be stateful!

Masking HBTS.

Can we do even better? We introduce a new DL-based 2-round threshold signature scheme. The
2-round multi-signature scheme HBMS (which stands for “Hash-Based Multi-Signature”) [BD21] can
be adapted to the following threshold signature scheme, which we call HBTS:
e In the first round, each user £ € S obtains a second generator h := Hgen(pt), samples 7y,
Y < Zp, and outputs commitment Ry := g™ h¥*.
e In the second round, user k receives {R;};cs and computes the aggregated commitment R :=
[I;cs Ri- It obtains challenge ¢ := Hepai(p, R) and outputs a response (zx,yx), where z :=
TE +cC- >\S,k Tk
e Finally, a combiner aggregates the individual responses into z := ), g2 and y 1= >, s ¥
and outputs o := (R, 2, y).
The resulting signature contains one more scalar than a Schnorr signature. It can be verified by the
equation g*hY = RX°.
Let us apply the roadmap toward adaptive security for the third time. We mask the responses



(2k, yr) with one-time masks, which statistically hide z) until user k is corrupted. We then use the
simulation method from HBTS to simulate signatures.

To understand the simulation of HBTS, we point out a connection to the Okamoto signature
scheme [Oka93]. The Okamoto scheme is similar to the Schnorr scheme but works with two generators
g and h. The secret key is (z,w) € Zg, and the public key is X := g”h"™. The signer samples r,
s < Z, and computes commitment R := g"h®. It responds to the challenge ¢ := Hehal(pt, R) with
(2,y), where z = r 4+ cx and y = s + cw. The verification is to check whether g*hY = RX°. The
important fact for us is that the Okamoto scheme is witness indistinguishable. Specifically, a public
key X corresponds to many possible secret keys (z,w), while signatures issued with different secret
keys are identically distributed.

In HBTS, each user actually produces an Okamoto signature, with h being message-specific and
(z,0) as the secret key. The reduction partitions the message space, such that for some messages,
Hgen (1) = h = XY/* with some known w, while for the remaining messages, Hgen (1) = h = g% with
known a. The first partition of messages are signable for the reduction. It uses (0, w) as the secret
key to issue an Okamoto signature, which by the witness indistinguishability, is identical to what an
honest user produces using (x,0). Forgery on the second partition of messages can be used to find
the discrete logarithm of X.

Signature simulation just does the same thing as normally signing. The simulator does not have
to carefully embed some R, into honest users’ commitment. Instead, it normally generates honest
users’ signing randomnesses and commitments. They decide the randomness and commitment R,
for the simulator to sign under X. The simulator decides honest users’ responses based on (z., y.),
which it obtains by responding to the challenge with Okamoto secret key (0, w).

Let us examine the cost. The simulator has exactly the same features as a normal signer: the
committed randomness is known, and any challenge can be handled. None of the two problems come
up, and we already reach adaptive security, statelessly and without extra rounds!

1.3 Related Work

The reader is referred to [KRT24a] and [BDLR24] for comprehensive reviews of related work. Here
we mention two important topics that we do not focus on in this work.

Robustness and Identifiable Abort. This work does not consider robustness. A robust thresh-
old signature scheme outputs a valid signature even with malicious users participating. This prop-
erty is desirable in some distributed systems but usually requires higher complexity. See recently
proposed robust threshold Schnorr schemes in [RRJ722, Sho23, BHK ™24, GS24, BLSW24].

Identifiable abort provides a similar functionality: tracing the malicious users that prevent the
protocol from issuing a valid signature. Prior works that we mentioned in Table 1, except [KRT24a],
all support non-interactive identifiable abort, since users output verifiable signature shares in the
protocol. In contrast, signature shares become unverifiable after masking, so [IKKRT24a] and this
work lose identifiable abort.

Distributed Key Generation. This work assumes a trusted dealer for key distribution, like prior
works including [T723, CKM23, BLT 24, KRT24a]. In general, the trusted dealer can be replaced
with multi-party computation. Specially designed distributed key generation for DL-based schemes
was studied in [Ped92, CGJT99, JLOO, GJKRO07, KMS20, DYX 22, KGS23].

2 Preliminaries

Notations. For an integer n, [n] denotes {1,2,...,n}. For vectors of group elements B((; ], R% ],

the multiplication is element-wise: [%] . [2] = [f{éé ] For scalar a, the exponentiation is also



¢-AOMDLZ, ¢ (N) o return [A(G,p, g, X1, ..., Xg41)PE0¢ =
octr:=0 ($1,...,$q+1)]]
> (G,p,g) + GrGen(1*)
5. for i € [q+1] do DLOG(X,O[l,...,OLq_;,_l)
! Li “Zp_ »ifcar=qVv X #Hf:ll X" then
Xi =g s | return L
o ctr:=ctr+1
0. return ;1;1 Xy

Figure 1: Game ¢-AOMDLE,¢.,()).

s [X11e [ XY
element-wise: [{!] = [ g }
Algebraic Assumptions. A group generation algorithm GrGen takes a security parameter 1* as
input and outputs a set of group parameters (G, p, g), where G is a cyclic group of order p, and g is
a generator.

Definition 1 (DL). The discrete logarithm (DL) problem is (7,¢)-hard for group generation algo-
rithm GrGen if for all algorithm A that runs in time at most 7(\),

Pr[A(G,p,g,9%) =z : (G,p,g) + GrGen(l’\);m — Zy) < e(N).

The algebraic one-more discrete logarithm (AOMDL) problem asks to solve ¢ 4+ 1 discrete loga-
rithms with ¢ calls to the DLOG oracle. “Algebraic” means that queries to DLOG oracle are required
to be represented as a linear combination of the input elements. This allows a challenger to efficiently
implement the DLOG oracle, so the AOMDL assumption is falsifiable.

Definition 2 (AOMDL). The g-algebraic one-more discrete logarithm (¢-AOMDL) problem is (7, ¢)-
hard for group generation algorithm GrGen if for all algorithm A that runs in time at most 7(\),
Pr[g-AOMDLE, ., (A) = 1] < £()), where the game ¢-AOMDLE, ., (}) is defined in Fig. 1.

Shamir’s Secret Sharing. Shamir’s secret sharing scheme [Sha79] allows sharing secrets over
Zp. On input the number of users n < p, the threshold ¢ < n, and the secret x € Z,, the sharing
algorithm Share(n,t,x) samples ¢ coefficients «q, ..., a;—1 < Z, and returns the secret shares
{®i}icin) where x; = Z?;ol a;ji?. On input {z;}ies where |S| = T, the reconstruction algorithm
Rec({z;}ies) recovers x by polynomial interpolation. In particular, x = s As iz, where the
Lagrange coeflicient for S is defined as As; = Hjes’j#j/(i — 7). Shamir’s secret sharing scheme is
perfectly secure.

General Forking Lemma. We state the general forking lemma by Bellare and Neven [BNOG].

Lemma 1 (General forking lemma [BNO6]). Fiz an interger ¢ > 1, a set H of size |[H| > 2. Let A
be a randomized algorithm that takes as inputs X, hi, ..., hq, takes as random coin tosses from set
R, and outputs a tuple (I,Y) where I € {0,...,q}, and'Y is what we call “side output”. Let Dx be
an unspecified distribution. Let

e=Pr[I>1: X+ Dx;hi,....;hg — H;(L,Y) < A(X, h1,..., hy)]



forka (X)
1 p%R
hl...7hq<*7'[
= (LY) «— A(X, hi,...,hg; p)
4 if I =0 then
s | return L
o Wy hy = H
7 (I’,Y’)eA(X,hl,...,hI_l,h’I,...,h;;p)
s if I #1I'V hy = h; then
o | return L
0. return (I,Y,Y”)

Figure 2: Algorithm forka(X) in Lemma 1.

Exec(S, {ski}ies, p;5id)
for j € S do
2 (stj, msg;) < Sign(8, j,skj, u,5ic)
s for j € S do
o | msg) < Sign'(8, j, sk, 1, 5id, st;, {msg; }ies)
5. return o < Combine(S, i, sid, {msg, }ics, {msg }ics)

Figure 3: Procedure Exec for defining the completeness of threshold signature schemes.

Define the forking algorithm forka with respect to A as in Fig. 2. Let
¢’ = Prlforka(X) #L: X + Dx].

Then )
€
e >e —).
2.1 Threshold Signatures
We define stateful and stateless two-round threshold signature schemes. Text in is only for

schemes; text in purple is only for stateless schemes. The key generation in our syntax is
assumed to be trusted but can be implemented by a distributed protocol in practice. The signing
protocol is described by three algorithms that each signer runs locally. The first stage of signing
returns a secret state and a protocol message. After exchanging protocol messages with each other,
each signer runs the second stage of signing to obtain the second protocol message. The last stage
is a combining algorithm that takes all the previous protocol messages as inputs and outputs the
final threshold signature. The combining algorithm does not take any secret state as input and can
be executed by any designated party. An honest execution of the signing protocol is described as
the procedure Exec in Fig. 3, which we use to define completeness.

Definition 3 (Two-Round Threshold Signature Schemes). A two-round threshold signature scheme
TS consists of the following algorithms:
e Setup(1*) — par: On input the security parameter 1*, the setup algorithm Setup outputs
global parameters par. All algorithms related to TS implicitly take par as input.
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e KGen(n,t) — (pk, {ski}ic[n): On inputs an allowable number of user n and a threshold ¢, the
key generation algorithm KGen outputs a public key pk and n secret key shares {sk;}icp-
Each secret key share implicitly indicates n and t.

e The signing protocol consists of three algorithms:

— Sign(S, k, skg, p, sid) — (st,msg): On inputs a set of signer indices S, a signer index k,
a secret key share sk, , and a message p, the first-round signing
algorithm Sign outputs a state st and a protocol message msg.

— Sign'(S, k, sky, 1, sic, st, M) — msg’: On inputs a set of signer indices S, a signer index k,
a secret key share sk, , & message U, a state st and a set of protocol
messages M, the second-round signing algorithm Sign’ outputs a protocol message msg’.

— Combine(S, p, sid, M, M") — o: On inputs a set of signer indices S, a message ,

, and two sets of protocol messages M, M’, the combining algorithm outputs
a signature o.

e Vf(pk,u,0) — 0/1: On inputs a public key pk, a message i, and a signature o, the verification
algorithm Vf outputs 0 or 1.

For the completeness, we require that for all n and ¢ that the scheme supports, all (pk, {sk; }ic[n]) €

KGen(n,t), all subset of signers S C [n] with |S| = ¢, all messages p , we have

Pr[Vf(pk, u,0) = 1| 0 + Exec(S, {sk; }ies, 1, sid)] = 1,

where the procedure Exec, modeling an honest execution of TS, is defined in Fig. 3.

Security Model.

We define the adaptive security of two-round threshold signature schemes. The adversary is given
the public parameter, a public key, and oracles that allow corrupting and querying signatures from
the signers. It can concurrently open many signing sessions with each signer. When the adversary
corrupts a signer, it learns not only the secret key share but also all secret states st the signer output
in the first round of each signing session, including completed sessions. The target of the adversary
is to forge a signature o* on a message p* that it has never made signing queries on.

For stateless schemes, we maintain a counter per signer to set up session identifiers to keep track
of signing sessions with the signer. We remark that this identifier appears in the security game but
is not used in the scheme, unlike stateful schemes. For stateful schemes, a signing query is valid only
if adversary provides a distinct session identifier. We store all previous identifiers for each user to
check distinctness.

Our security definition models an adversary that fully controls the channels. In particular, we do
not assume authenticated channels. As the inputs to the second-stage signing oracle, the adversary
decides every protocol message, even on behalf of every honest party. In fact, honest signers will
not realize the signing sessions of other signers. The adversary need not care about the consistency
of protocol messages.

We also do not assume secure erasure. When the adversary corrupts a signer, it learns all
randomness used in the signer’s previous signing sessions. This implicitly requires the secret state
st, output by the first-round signing algorithm Sign, to contain all randomness used during that
session. While this not guaranteed by all schemes, it is true for our schemes, so we omit the
corresponding definitional complication.

Definition 4 (Adaptive Security of Threshold Signature Schemes.). A threshold signature scheme
TS is (gs, 7, €)-adaptively secure if for all security parameter A, all adversary A that makes at most
gs = @¢s(\) signing queries and is of running time at most 7 = 7(A), for all allowable n and ¢,
Prladp-UFfs(\,n,t) = 1] < & = (), where the security game adp-UF is defined in Fig. 4.
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adp-UFZs(\, n, t) s ifkec then

L Q:=0,C:=0 4 | return L
.. for 1 S [n] do 15 Q = QU {/,L},
3 L ctr; :=0 16 Ctry :=ctry + 1
| 17: sid ;= ctry,
. par < Setup(1?*) 1 (st,msg) < Sign(S, k, sky, i1, sicl)
o (pk, {ski}iem]) < KGen(n,t) 19 Sty gid 1= St
- (M*7U*) — ASIGN,SIGN’,CORR(pk) 50 (Sk,sid;,uk,sid) = (37111)
« return [u* ¢ Q A Vf(pk,p*,0%) =1] 210 roundy gig =1
22. return msg
CoRr(k)
. If[C[>t— 1 then SIGN'(k, sid, M)
o | return L 25 if k € CV roundy sig # 1 then
. Ci=CU{k} 2o | return |
12 return (skg, {Sty i ficicer, ], ) 250 (S, 1) := (Sksidy 1k sid)
26 msg’ <« Sign’ (S, k, sk, i, 51, sty sid, M)
SIGN(S, k, 1, sicl) 27 roundp sig := 2

25 return msg’

Figure 4: The adp-UF security for defining the adaptive security of threshold signature schemes.

3 FROST-Mask
3.1 Scheme

In this section, we present our stateful two-round threshold Schnorr signature scheme FROST-Mask.
The scheme is described in Fig. 5. With group parameters (G, p, g) chosen in the setup algorithm,
the scheme uses hash functions Hpask @ {0,1}* — G2, H/ 4 : {0,1}* = Z,, Heomp : {0, 1} — Z,,
Hehat ¢ {0,1}* — Z,. Based Shamir’s secret sharing scheme, FROST-Mask supports all practical
choices of (n,t). It is rather direct to verify the completeness of FROST-Mask. Note that in an
honestly executed signing session, [[,.5 ®; =[], and Y, 5 A; = 0, and therefore [], ¢ Rl,iRS,i =
Hies Rl’iRg,iv Zies Zi = ZieS Zi-

As shown in [KRT24b], such a stateful scheme can be generically transformed into a stateless one
with one more round. In the additional round at the beginning of the signing protocol, each signer
samples a random string. The concatenation of those strings plays the role of the session identifier.

3.2 Security

Theorem 2. If 2¢;-AOMDL is (Taomdl, €aomdl)-hard for GrGen, then FROST-Mask is (gs, Tuf, €ut)-
adaptively secure in the random oracle model against any adversary that makes at most q, hash
queries in total, where essentially Taomdl = 27ys, and

4 2
9 n* + gn 4+ 1
€aomdl = 5(511{ - oA—1 ) - p )

where ¢ = qs + qn + 1.

Proof (Part I). Assume that an adversary A (gs, Tuf, Eut)-breaks the adp-UF of FROST-Mask making
at most g, hash queries in total. The first part of this proof contains a series of hybrid games. Let
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Setup(1?)
(G, p,g) < GrGen(1*)

.. return (G, p, g)

KGen(n,t)

3 l‘(—Zp

X :=g"

- {Zi}iepn)  Share(n,t,z)

21

for i #j € [n] do

 seed; ; < {0, 1}

pk := X

for i € [n] do

- ski = (x, {seed; j, seed; i} i)\ fiy)
return (pk, {sk;}ic[n])

Sign (S, k, sk, p, sid)

2 (.’L‘k, {seed;w», seediﬂk}ie[n]\{k}) = Skk

Tk, T2,k $— Ly
Aptd
Rog | "7 | g"2k
D), = Hies\{k} Hmask (S, seedy, ;, sid) -
HiES\{k} Hmask (S, seed; 1, sid) 1

)= (]
st := (7’17;2., 7’27@

msg := (Rik, Ra)
return (st, msg)

Sign’(S, k, sk, u, sid, st, M)

(2, {seedy i, seed; 1 }icin)\ {k}) = Sk
(r1,5,T2,5) == st

{msg; }ics = M
for i € S (~io
- (Ru, Ray) == msg;

25 sinf := (sid, u, M)
b= Hcomb(é’,sigf)

R:= HieS Rl,iRg,i

C = Hchal(ﬂ; R)

Zg =11+ b?”g’k +c- )\S,k - Tk
Ak =3 s\ (k) Himask (S, seedy i, sinf) —
Eies\{k} H! ek (S, seed; i, sinf)
Zp =z + Ag

return z

Combine(S, sid, u, M, M)

+ {msg;ties := M

{msgé}ies =M

5. for i € S do

L (Rl,i7 Rgﬂ‘) = msgi
Z; == msg;

sinf := (sid, u, M)

b := Heomb (S, sinf)

Ri=][es RLiRg,v:

Ci= Hchal(My R)

2 2= ) s Fi

return (R, z)

Vi (pk, 11, 0)
X :=pk

. (R,2) =0

¢ := Hepar (p, R)
return [¢° = RX°]

Figure 5: FROST-Mask.




Go be the security game adp-UFRgost mask (X 75 1). Let &; denote the winning probability of A in G;.
We will end up with a game that can be simulated by a reduction that solves AOMDL. We provide
the pseudocode description and a quick checklist of these games in Appendix A.

We make the variables used in the signing oracles global, so they can be referenced in other oracle
calls. We rename them to avoid ambiguity. Specifically:

e We rename the variables [747% ], [g;”, [21‘:], and ®j, referenced in SIGN(S, k, u,sid) to
, s N

[:gsl:;i ] , [gs,sfd,l,k ] ; |:1?S,sid,1‘k
S1e 2, S,sid, 2,k Rs sid,2, k
has a distinct sid, the added index (S, sid) eliminates ambiguity.
e We rename the variables b, ¢, 2k, Z, and Ay referenced in SIGN'(k,sid, M) t0 bs sinf, CS.sinfs
28 sinf,k, 28 sinf.k, and Ag sinf,k, Where sinf is the one referenced in the same oracle call, i.e.
sinf = (sid, u, M) where p = pssq. Similarly, the added index (S,sinf) is distinct for every
user.
We need to be careful with b and c. They are renamed to bssinf and cs sinf, Where the index
does not contain k. Hence, those referenced in SIGN’(k,sid, M) for different & may become
the same global variables. We need to ensure that they do not conflict. This is true, because
b and c is determined by (S, sinf): b is the hash of (S,sinf), and then ¢ can be computed from
sinf and b. In S1GN'(k,sid, M) with different k, as long as (S, sinf) is the same, then b and ¢
have the same value, so renaming them to bs sinf and cs sins does not cause conflict.
We will use the terms “define” and “initialize” interchangeably for variables. At some point in
the proof, we will define a variable but only assign it a pending value 7. A variable with a pending
value should be distinguished from an undefined one.

], and ®s sd,k, respectively. Since for every user, each session

Defer Sampling the Seeds.

The purpose of the first several games is to defer sampling the seeds.

Gi. In this game, we ensure the distinctness of seeds. After generating the seeds {seed; ;};jcin],
G, aborts if the seeds are not distinct. The probability that G; aborts is at most n#/2*, so

4

61250—27.

Gy. In this game, we modify how values are assigned to fresh hash queries to Hpask and H/
and introduce two families of indexed global variables es sid,i,; and ds sinfi,7. Initially essigs,; and
ds sinf,i,; are undefined. When egs sid.4,; Or ds sinf i,; is referenced for the first time, the game initializes
it to a uniformly random value. They are only referenced for the assignment to fresh hash queries,
which we change to the following:
e When a fresh query in the form of Hy,aek(S,sid,seed; ;) is made (internally by the game or
externally by A), program Hp,ask (S, sid, seed; ;) 1= es sid,i.;-
e When a fresh query in the form of H. (S, sinf, seed, ;) is made, program H,__, (S, sinf, seed; ;) :
dS,sinf,i,j~
Recall that it has been ensured by G; that the seeds are distinct, so from seed; ; being queried, Go
can indeed determine the corresponding (4, j).
In this game, essid,i,; and ds sinf,i,; are just intermediate variables for programming the random
oracle. The change in this game is invisible to A, so

€9 = £1.
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Gs. This game changes the way that the signing oracles calculate the mask ®s siq,x and As ginf k-
In response to query SIGN(S, k, u, sid), we replace

Ossiak = || (Hmask(S,sid,seeds;)/Humask (S, sid, seed; 1))
i€S\{k}

with
Ds sid i 1= H (€8 sid,k,i/ €S ,sid,ik)-
€S\ {k}

In response to query SIGN’(k,sid, M) with signer group S, we replace

AS,sinf,k = Z (H;nask (S, sinf, seed;w-) — Hinask(S, sinf, seedm))
1€S\{k}

with
As sinf k= Z (ds sinf ki — A8 sinf,ik)-
ieS\{k}

The signing oracles do not make internal hash queries to calculate the masks. We remark
that if some esgidi,; (resp. dssinfi,;) 1S referenced for the first time here, it will be uniformly
sampled, while the corresponding Hmask(S, sid, seed; ;) (resp. HI . (S, sinf,seed; ;)) will not be
programmed at this time. Still it will be programmed to Hmask(S,sid,seed; ;) = essid,i,; (resp.

{msk(& sinf, seedi,j) := ds sinf,i,j) When it is queried. The change in this game is invisible to A, so

E3 = €2.

G4. In this game, seeds are not sampled in the setup phase. Instead, G4 only samples seed; ; when
it has to be output for the corruption of user ¢ or j. The game still aborts when some seeds collide.

Gs has made the signing oracles not make Hyyasx and H/ . queries, and therefore not use any
seed. Gg differs from G4 only if A queries some seed; ; to Hpyask or Hi . before user i or j is
corrupted. In this case G3 programs some essidi,j O dsgsinf,i,; t0 the random oracle, while G4
programs a uniform value since seed; ; has not been generated. The probability that A queries a

seed that has not been output is at most g, /2%, so

€4 > € —g—};.

Defer Sampling Secret Key Shares.

The purpose of the following games is to defer the sampling of secret key shares to the corresponding
corruption query. This is made possible by masking responses.

Gs. So far, Agsinf,i is only defined in S1GN’ for uncorrupted user k. In this game, we additionally
initialize Ag sinf,x When answering H/ . (S,sinf,seedy ;) or H! . (S,sinf,seed; ;) if user k is cor-
rupted. Same as in SIGN', it is initialized to Ag sinf k := ZS\{k} (ds sinf ki — s sinf,i k), and also recall
that ds sinf,s,; Will be initialized to a uniformly random value when it is referenced for the first time
here.

We note that this change is invisible to A: Ag sinf 5 initialized in Hinask will never be referenced.
Its initialization just causes some related ds sinf,;,; being initialized, from the same distribution as in
Gy.

€5 = &4.
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Gg. In this game, we reverse the order of generating As inf,x and ds sinf,i,j, both in SieN’ and
H! .- Instead of setting Ag ginf i := ZS\{k}(d‘S’sinf’kﬂ‘ —ds sinf,i k), we directly sample Ag ginf 1 from
its distribution. Then we initialize those ds sinf,;,; that are related to Ag sinf,; and undefined.? The
initialization of ds sinf,;,; is modified accordingly: they are uniformly sampled under the constraint
that Agsinfr = Zies\{k}(ds’sinf’kﬂ‘ — dssinf,i,k)- Equivalently, all but one undefined dg sinf;; are
uniformly sampled, and then the last one is determined by the constraint.

Now we specify how to initialize Ag ginf,k:

o If AS,Sinf7Z‘ has been initialized for all i € S \ {k}, set AS,sinf,k = - ZieS\{k} As7sinf7i.

e Else, uniformly sample Ag sinf,-

To show that Gg is identical to Gg, it suffices to show that the above initialization of Ag sinf,k
indeed follows its distribution in Gs. Below we analyze this distribution in Gs.

If Assinf; has been initialized for all i € S\ {k}, then dsnf;,; for all i # j € S has been

initialized. One can verify that Ag gnf 1 is determined by Ag sinf.px = — Zies\{k} As sinf,i, since
E AS sinf,i = E E (ds sinfi,; — ds sinf,ji) = g ds sinfij — E ds sinf,j,s = 0.
i€S i€S jeS\{i} i£jES i£jES

In the other case, there exists some j such that Asgnfr and Asgnf; are both undefined.
We claim that this implies dssinf,k,; and dssinf,j,r are both undefined. Therefore, Asginfr =
Zies\{k}(ds’sinf7k7i — ds sinf,i k) 1s uniformly random, since ds sinf,k,; and ds sinf,j,x Will be referenced
for the first time and uniformly sampled.

To see the claim, note that Gs only references ds sinf,i,; When

e initializing As7sinf7i or As7sinf7j;

e or programming H. . (S,sinf,seed, ;).

For the second case, since seed; ; has been generated, user 4 or j must be corrupted. Hence, G5 must
assure at least one of Ag sinf,i O Ag sinf,; has been initialized when A first queries H! _, (S, sinf, seed; ;),
before it is programmed. Therefore, dssinf,i,; only get referenced for or after the initialization of
As sinf,i OF Ag sinf,j. Now in our claim, we have Ag sinf r and Ag sinf; both undefined, so ds sinf k.
and ds sinf,j,x have never been referenced and initialized.

In conclusion, we have

€6 = €5.

G7. In this game, we change the way to initialize Agginfr in the case that Ag gnf,; has been
initialized for all ¢ € S\ {k}. In Gg it is calculated as Ag ginf i := — Eies\{k} Ag sinfi- Our goal is
to avoid referencing As sinf,; if user 4 is uncorrupted. It will reference the secret key shares, while
we also eusure that it only references z; for corrupted user 1.

Here user k can be corrupted or uncorrupted. We first discuss the case that k is corrupted. Note
that if 7 is uncorrupted, As sinf,; could only be initialized in the signing oracle, and it holds that

AS sinf,i = 28 sinf,i — 28 sinf,i = 2Ssinf,i — (TS ,sid,1,i + DS,sinf - 'S sid,2,i + CS,sinf * AS,i = T3,

for the sid contained in sinf. By substituting into As ginf,x = — Zies\{k} As sinf,i the above equation,
we can instead calculate Ag ginf,x by
As sinfk = — Z (Zs sinfi — (Ts.sid1,i + b8 sinf - TS,sid,2,i + CSsinf - AS,i - Ti)) — Z AS sinf,i
i€S\C i€SnC\{k}
= Z (rs.sid,1,i + DS sinf - 'S sid.2,i) + €S sinf(T — Z AS,i - X;) 2)
ieS\C i€eSNC
- Z ZS sinf,i — Z AS sinfi-
1€S\C i€SNC\{k}

2We say ds’sinﬁi’j is related to Asﬁinf’k if ds,sinf’i,]' appears in the equation Asysinf’k = Zs\{k}(ds,sinﬁk,i -
ds sinf i,k )s 1., (4,5) € {(k, D) ies\ (k) U {(E k) Fies\ (x}-
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For the second equation, we used the reconstruction of Shamir’s secret sharing x = Zie S AS,iTi-
For uncorrupted user k, we do a similar substitution and get

Assinfe =— Y (Zssinfi — (Tssid 1 + bs.sinfTs.sid. 2. + Cosinf - As,i - Ti)) — Y Assinfii
ieS\C\{k} iesnc
= Z (75,5id,1,i + b7 sid,2,i) + €5 ,sinf (T — Z As,i " Ti) (3)
ieS\C\{k} ieSNCU{k}
- Z ZS sinf,i — Z AS sinfi-
ieS\C\{k} iesnc
This game just uses alternative ways to calculate Ag ginfx = — Zies\{k} Ags sinf,i- The change is

invisible, so
E7 = €¢-

Gg. For any honest user k, As sinf 1 can only be initialized in the signing oracle. Since sinf contains
sid, and each signing session has a distinct (S, sid), we know that (S, sinf) are distinct across different
signing sessions for a single user. Therefore, each honest user k must initialize a Ag ginfx (instead
of referencing an already defined one) in each signing session.

In this game, we swap the order of initializing Ag sinf,; and generating masked response Zs ginf, 1 in
the signing oracle. In Gz, we first initialize Ag ginf,;; and then compute Zs sinf,k = 28 sinf,k + AS sinf k-
Now in Gg, we first sample Zs sinf,,x from its distribution and then compute As sinf ik = ZS sinf,k —
Z8 sinf k-

Let us specify how to sample Zs sinf,x. There are two cases. If there is some ¢ € S\ {k} such that
As sinf,i is undefined, then Ag ginf 1 here is uniformly random. Hence, we uniformly sample Zs sinf -

Else, for all i € S\ {k}, Assinf,; has been initialized. In this case, Aginfx is determined by
Eq. (3). We have

28 sinf,k = 28,sinf,k + S sinf,k
=TSsid,1,k T DS sinf - TS sid, 2,k T CS,sinf * AS,k * Th

+ Z (rs.sid,1,i + DS.sinf - 'S sid2,i) + €S sinf(T — Z ASi - x;)

1€S\C\{k} 1€SNCU{k}
- E Z8 sinf,i — g AS sinf i (4)
1€S\C\{k} ieSNC
= E (r8,sid,1,i + DS sinf * TS sid,2,i) + €S sinf (T — E ASi - i)
ieS\C sne
- E ZS sinf,i — E AS sinf i
1€S\C\{k} eSNC

where sid in contained in sinf.
This game just changes the order of generating variables while keeps the distributions, which is
invisible to A. Hence,
g — €7.

Gg. Recall that G7 and Gg has ensured that the generation of Ag ginf i and Zs sinf,5; does not reference
any Agsinf,; for uncorrupted user ¢. Now Ag gnf,r only affects the view of A by constraining the
initialization of related ds sinf,k,; and ds sinf,i,k, Which occurs right after the initialization of Ag sinf k-
Moreover, since Gg, dssinfi,; is invisible to A until programmed into H. . (S,sinf,seed; ;), which
can happen only after the generation of seed; ; when user ¢ or j is corrupted.
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Therefore, we can defer the calculation of Ag sinf ik := Zs sinf,k — 2S,sinf,k and the initialization of
related ds sinf,k,; and ds sinf,i,x from the signing oracle to the corruption of k. In particular, As ginf,x
is still initialized in the signing oracle, but to a pending value Agsinfr :=7. Only when user k
gets corrupted, it is set to Agsinf.x ‘= Zssinf,k — 2S.sinf,k, and we initialize related ds sinfk,; and
ds sinf,i,k that have not been initialized. We note that ds sinf,x,; and ds sinf,s,c may be initialized for
the corruption of ¢ rather than k if 7 is corrupted earlier than k. Changing the time of initializing
variables ds sinf,i,; does not change their distributions: they are still uniformly distributed under the
constraint of related Ag inf,i, whose distributions are the same as in Gg.

The modification in this game is invisible for A, so

€9 = €8.

Gio. Note that response zs sinf,i; is only referenced when calculating As sinf,k := Zs sinf,k — 28 sinf. k>
which was just deferred to the corruption of user k. It suffices to also defer the calculation of
28 sinf,k 1= TS,sid,1,k + DS sinf * T'S.sid,2,k T CSsinf = As,k - T until the corruption of user k, just before
calculating Ag ginf . It holds that

€10 = &9.

G11. Note that secret key share xj is only referenced when being output for the corruption of k,
for calculating zs sinf .k, and in Egs. (4) and (5). The calculation of zs sinf,x Was just deferred to the
corruption of user k, and Eqs. (4) and (5) only reference x; for corrupted user i € SN C. Thus, it
suffices to defer the sampling of x; until user k gets corrupted, just before the calculation of zs sinf k-
Since at most ¢ — 1 users can be corrupted, by the security of Shamir’s secret sharing, it suffices to
sample z; uniformly. It holds that

€11 = €10-

Defer Sampling Committed Randomness.

The purpose of the following games is to defer the sampling of randomness s sid,1,k, 7s,sid,2,% until
the corruption of user k. This is made possible by masking commitments.

Gio. Like G, we additionally initialize ®s siq,x Wwhen answering Hyask (S, sid, seedy, ;) and Hpask (S, sid, seed; 1)
for corrupted user k. It is initialized to HiQS\{k}(eS,sid,kJ/eS,sid,i,k)» where eg sid ki and es sid,i k are
uniformly sampled if they are referenced for the first time. ®g g4 5 initialized in Hy,ac will never be
referenced and does not change the distributions of es 44, Hence, this change is invisible to A.

€12 = €11-

Gi3. Like Gg, we initialize ®ssd,x by sampling directly from its distribution, then we initialize
those related €S sid,k,i and €S sid, i,k under the constraint that Ds sid k= Hies\{k}(657Sid7k71/65,51d,i7/€)'
Specifically, we initialize ®s g, as follows:

o If ®gs g, has been initialized for all i € S\ {k}, set Ps gid .k := Hz’eS\{k} @g}sid’i.

e Else, uniformly sample ®s giq -

The same argument as in Gg can show that G5 is identical to Gis, so

€13 = €12.
Gy4. Like G7, we change the way to initialize @5 gq , Wwhen ®s gq.; has been defined for all i € S\ {k}.
The goal is to avoid referencing ®s ¢iq,; if user ¢ is uncorrupted.

User k can be corrupted or uncorrupted. We first discuss the case that k is corrupted. For
any uncorrupted user i, ®s g, could only be initialized in the signing oracle and used to mask
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; : : Rssd,1,i Rs sid,1,i
the commitment, which satisfies [ -S'Sd‘l”'] = [Rs’svd’l’?
RS,sid,Q,i S ,sid, 2,1

Pssiak = [Lies\xy @g}siw and we get

Rssid1.i RS sid i |\— .
e K P i [ G )

R . .
ies\¢ L Ssid2i ieSNC\{k}

} - ®sgig,i. Substitute this equation into

For uncorrupted user k, the substitution gives

_ Rssid1,i Rssid1,i|\-1 —1
s sid k= H ({~ ]/[Rs,sid,lz}) H Pssia,i: (6)

R . .
i€S\C\ {k} S,sid, 2,1 ieSNC

We solely change the way to calculate ®s qgx when it is already determined. The change is
invisible to A, so

€14 = €13-

Gis. The security game ensures that each session has a distinct (S, sid), so an honest user k¥ must
initialize a ®g g, (instead of reference an already defined one) in each signing session. Like Gg, in
és,sid,l,k :|

this game we swap the order of initializing ®s ¢4 ; and generating masked commitment [ P
= S,sid, 2,k

e 1. Rs s RS sid 1.k
In G4, we initialize ®5 g and then compute [ -S’s"’l”“} = {R?:;Z
9 bl ,S1d, 2,

] . (I)S sid. k- Now in G15, we
Rs sid,2,k [

first sample {@S’Sid’l’k} from its distribution and then compute ®g gq  := [13'5'5“"1”“ ] /[gs’sfd’l”“ ]
Rs sid,2,k 31, Rs sid,2,k S ,sid, 2,k
There are two cases. If there is some i € S\ {k} such that ®g g ; is undefined, then ®s g4 x here
RS,Sid,l,k} :|
éS,sid,2,k :

Else, for all i € S\ {k}, ®s sid,; has been initialized. In this case, ®s sk is determined by Eq. (3).
Hence, we have

R ~ -1
Rssd1k|  |Rssidik o Rssidn.i RS sid 1.0 .
|:~ N Rs sid 2,k Pssidk = H Rssid2,i H R H (I)S,sid,i' (7)

Rs s Recio
S,sid, 2,k ies\c ieS\C\{k} S,sid, 2,7 ieSNC

is uniformly random. Hence, we uniformly sample [

We just swapped the order of generating variables while keeping the distributions, which is
invisible. Thus,
€16 = €15-

Gis. Recall that Gi4 made the initialization of ®s 4, 1 not reference any ®s q,; for uncorrupted user

Rs sid,1,k

1. G15 made the generation of [ } not reference ®s siq,x. Now @5 g 1, only affects the view of A

S,sid, 2,k
by constraining the initialization of related es sid k,; and es sig,i,k, Which occurs right after the initial-

ization of ®s sd,x. Moreover, es sd,;,; is invisible to A until programmed into Hpyask(S, sid, seed; ;),
which can happen only if user ¢ or j is corrupted. Like Gg, it suffices to defer the calculation

Rs.si Rs e e
of D gak := [stj;i]/[ﬁizz.:;:} and the initialization of related es sd k; and essdqx from the
,sid, 2, »sid, 2,

signing oracle to the corruption of user k or i. Specifically, ®s g ; is still initialized in the sign-
ing oracle, but to a pending value ®s4qr :=7. Only when user k gets corrupted, it is set to

Rs Rs s e e .

Pssia e = | 520 |/ R34 |, and then the related es sidk,i and esgiq,i, are initialized. This is
,Sid, Rs dd2k S ,sid, 2,k ,SId, R, ,S1d,12,

an invisible change, and we have

€16 = €15-
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Rs sid, 1,k

. . Rs g1,k Rs.
Ra ayo k] is only referenced when calculating ®s g x := [ Sysid, 1,k ] /{ S’S"’l”“}
,s1d, 2, > 9

Rs sid,2,k Rs sid,2,k
and in Egs. (5) and (7). The calculation of ®g g, was just deferred until user k gets corrupted.

Egs. (5) and (7) only need the product [] [R‘S’Sid’l’i ] Therefore, it suffices to defer the calcu-

1€S\C | Rs sid,2,i
gi::;:} = {g:i:i;:] until user % is corrupted. In Egs. (5) and (7) we directly

calculate the product by

Gy7. Commitment [

lation of single [

H Rssidp,i| _
Rssid2,i

gzqyes\c TS,sid,2,i
i€S\C

gZiES\C Ts,sid,l,il

Specifically, we replace Egs. (5) and (7) with

~ -1
i 8 ,Sil 3y ,'. .
B B gzles\c S,sid,1,i ) H E}S,gd,l,i . H @71 8
S,sid,k = gZiES\C TS ,sid,2,i RS sid 2. S,sid,1? ( )
ieS\C SISt ieSnC\{k}
~ _ L ~ -1
[@S,sid,l,k _ ngES\C T'S,sid,1,i . H ES,sid,l,i . H (1)71 (9)
R . ZieS\C TS,sid,2,i R . . S,sid, i
S,sid, 2,k g ieS\C\ {k} S,sid,2,7 iesne
respectively. This change is invisible, and
€17 = €16-
Gis. In Gi7, the committed randomness [ ;53917 | is only referenced
e . Rs .1,k
e to calculate individual commitment [ Ri'sf:’;‘: };

e to calculate individual response zs sinf,k;

o to calculate [[;cs\¢ [gi:j;l} in Egs. (8) and (9);

e in Egs. (2) and (4).
Recall that the calculation of individual commitment and response have been deferred until user k
gets corrupted in Gip and Gi7, respectively. In Egs. (2), (4), (8) and (9), we only need the sum

TS ,sid,1,i

Zies\c [ TS ,sid,2,i ] .

In this game, we make the following change. When (S, sid) is queried to SIGN for the first time,
we uniformly sample [ ;5557 ]. This is the sum > ieS\Co s [75se27] that we pre-sample here, where
Cs.sid is the current set of corrupted users.

When user i € Cssiq is corrupted, we sample [ 5557, We will specify how to sample them
later. When we need 5, g\ ¢ [ raiz: ] in Egs. (2), (4), (8) and (9), since these can only occur after

T'S,sid, 1,%
TS sid, 2, %

Z TSsid,1i| _ Z TSsid 1| Z TSsid1i| _ |TSsid1x| Z TS sid,1,i
TS sid,2,i TS sid, 2, TS sid,2,i TS sid,2,* TS sid,2,i

’iES\C iGS\CSYSid l’ESﬂC\Csysid iGSﬂC\CsYS;d

] are sampled, we have Cs sig € C, and thus we can calculate it as

Specifically, Egs. (2), (4), (8) and (9) are replaced with the following Eqgs. (10) to (13), respectively:

AS sinf .k = TS ,sid,1,% + DS sinf * 'S sid, 2, + CS,sinf * T
- E (rs.sid,1,i + DS sinf - TS sid.2,i) — CS,sinf * E ASi - X

i€SNC\Cs sid iesnc (10)
— E ZS sinf,i — E AS sinf,i
ies\C ieSnC\{k}
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ZS sinf,k = T'S,sid,1,+ T DS sinf * TS sid,2,% + CS,sinf * T

- E (rs.sid,1,i + DS sinf - 'S sid.2,i) — CS sinf E AS,i " Ty

i€SNC\Cs sid iesnC (11)
- Z ES,sinﬁi - Z AS7sinf,i
ieS\C\{k} iesnc

—1 ~ -1
grs s grSsid:Li Rs sid,1,i .
Bsaap = |:g"‘s,sid,2,* . H Ny . H LS sid, 1,4 . H ‘I)s,sid,i (12)

R . .
1€8MC\Cs s ies\¢ L OS2, i€SNC\{k}

~ —1 ~ —1

Rssigpn| _ |grs=ens I1 gresen 11 Rs sia1,i I1 ®s

|:RS . - g S a2, : grS 2 ' RS 2 : (I)S,sid,i' (13)
ssid2, i€8NC\Cs s ieS\C\{k} & T desne

It remains to specify how to sample [75%5}7 | when user i € Cs g gets corrupted. It should be

TS ,sid,1,i } _ [Ts,sid,l,* ]

uniformly random under the constraint of the pre-sampled sum, i.e. ZS\CS w I:"‘S,sid,Z,i T |-

Equivalently, for all but the last i € Cssia, [ roays: | is uniformly sampled. The last one is determined

by the constraint. Moreover, since A can corrupt at most ¢ — 1 users, it is impossible that all users

. T, i i . .
in § are corrupted, so the last [rijlj;j] is never referenced. Hence, we always uniformly sample

[r5393"] when user i € Cs g gets corrupted.
The change is invisible to A, so

€18 = €1r.

Collect everything together, and we have

N* +q

€18 Z €0~ — o3

O

The remaining part of this proof is a reduction that solves the 2¢,-AOMDL problem by simulating
Gyg for the adversary and applying the general forking lemma. The reduction is similar to the one
for FROST [BCK22).

Proof (Part II). The reduction B takes 2¢s + 1 group elements as inputs. We first show how a
wrapper W takes these group elements and simulate Gyg for A. The main structure of the reduction
will then be applying the general forking lemma [BNOG] to W.

W takes group elements U, Vi1, Va1, ..., Vig, Va4 as inputs. It simulates Gig for A using
these group elements as follows:

e It sets the target public key X as the first input element. Hence, the secret key z is the

unknown discrete logarithm of this element.
e Whenever a fresh (S,sid) is queried to SIGN, [73393 ] should be sampled. Here, W takes

Rssid1,« | _ [ g"Swsid1,«
Rssdzx | = [grs=d2x |’ Hence, 75sid,1,» and rssig,2,« are the

unknown discrete logarithms of these elements.

Now we specify how W simulates Gig when those unknown values z, rs sid,1,«, and 7s sid,2,« are
referenced, which only occurs in Egs. (10) to (13).

e In Eqgs. (12) and (13), [75552 7| is referenced in the form of {g:i;:; }, ie. {giﬁ:; }, which

two unused input elements as {

is known by W.
e In Egs. (10) and (11), the unknown part is 75 sid.1,« + DS sinf - 'S sid,2,+ + €S sinf - . Other terms in

the equations are (publicly) known. W queries Rs gid,1,+ -Rg‘sjg‘fZ .- Xessnt to DLOG to obtain
the unknown part.
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For each Hcomp (S, sinf) query with returned value b, we say Hepai(p, R) is its resulting query if
sinf parses into (sid, y, {(IN%M, Rg)i)}ies), and R =[], R“Rgl The Hepal query made in SIGN' is
always the resulting query to the Heomp query just made. W does the following in addition:

e When A makes a query Hcomn (S, sinf), before returning b, W internally makes the resulting

Hchal query.

To fit in the syntax specified in Lemma 1, W takes hq, ..., hy as inputs and assigns them to
Hcnal in order. If the simulated Gig outputs 1, i.e., A outputs a valid forgery on a message that
has never been queried to SIGN, then W returns I such that h; was assigned to Hepai(p«, Ry) that
corresponds to the forgery. If the game aborts, or A does not output a valid forgery, then W returns
I = 0. For simplicity, we do not specify the side output Y. We just note that Y can contain all
internal variables of W that B needs.

Reduction B runs forkw(inp) as specified in Lemma 1, with inp being its input group elements.?
If forkw returns non-_L, then B gets two valid forgeries (R, z,) and (R., z,) satisfying g** = R, X
and 921 = R, X, with the same commitment R, but different challenges c, # . It then extracts
the discrete logarithm of the first input element, i.e. the secret key, as x := (2. — 2.)/(cx — ).

What remains is to extract the discrete logarithms of other input elements, i.e. those [:gsji ]
For each such a pair, W makes at most one DLOG query to obtain

TS sid,1,% T 0S.sinf - TS sid,2,% + CSsinf * T, TS/ sid’ 1,4 T b./sr,sinf/ TS sid’ 2, T Ciggsinf/ T

in each of the two executions, respectively. We note that here [;ﬁiji ] = [:?:::1 ] are the discrete
logarithms of the same pair of input elements — the same pair may correspond to different (S, sid)
in two executions. Here, B already knows x, so the answers to such queries constitute two equations
with two unknown rs siq,1,« and rssiq,2,. B can solve them to obtain [:22'31 } if bs sinf # b:S",sinf" If
W did not make such a query in one or both executions, then B can make the remaining queries to get
enough equations. If W made such a query in both executions, and (bs sinf, ¢s,sinf) = (b5 ginfs cg,’sinf,),
then these two queries are repeated and only count as one, so B can also make one more query to
get enough equations. The only bad case is bs sinf = bs’ sinf and cs sinf 7 Cs' sinf’, Where two distinct
queries have been made but only provide one equation.

We claim that if the returned values of Heomp in the two executions are all distinct (except that
those whose assignment is before the forking point must be identical), then this bad case never
happens. These values are not distinct only with probability at most 4¢?/p. To prove this claim,
bs sinf and cssinf are the answers to a Heomp query and its resulting Hepar query. Recall that W
makes the resulting query internally. Therefore, the value cssinf is assigned at the latest right after
the assignment to bssinf in an atomic operation (so the forking point cannot be in between). If
bs sinf = b:?’,sinf” then they are the answers to the same query made before the forking point. Hence,
their resulting queries must also be the same and made before the forking point, so ¢s sinf 7 s’ sinf’
is impossible.

By Lemma 1, and taking account of the above bad event, B solves (2¢s + 1)-AOMDL with the
stated probability. O

4 HBTS-Mask

4.1 Scheme

In this section, we present our stateless two-round threshold signature scheme HBTS-Mask. The
scheme is described in Fig. 6. With group parameters (G, p, g) chosen in the setup algorithm, the
scheme uses hash functions Hpask @ {0,1}* — Z2, Hgen @ {0,1}* = G, Hepar = {0,1}* — Z,. Tt

3More formally, B also runs a subroutine that handles the DLOG queries of W by forwarding them to the DLocG
oracle of B, and the forking is applied to W plus this subroutine with DLOG considered inside.
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Setup(1*)
1 (G,p,g) + GrGen(lA)
> return (G, p, g)

KGen(n,t)
/A
s X = gw
o {Zi}tiepn)  Share(n,t,z)
o for i # j € [n] do
7 L seedm- — {07 1}>\
s pk:=X
o. for i € [n] do
o sk = (s, {seed; ;, seed; i }iepp giy)
1. return (pk, {sk; }icpn)

o (wg, {seedy i, seed; k bic ]\ {x}) = Sk
= (1)

14: Thy Yk < Zp
15 Rk = gmhy’C
6. st = (T, Yk)
7. msg:= Ry

15 return (st, msg)

Sign’(S, k, sk, p, st, M)
10 (x, {seedy i, seed; k Fic[n)\ (k}) = Kk
200 (ThyYk) = st
21 {msg; ties = M

for i € S do

| Ry = msg;

R:=lics R

5. Ci1= Hchal(ﬂ, R)

2p =Tk 4 CAS K Tk

sinf := (u, M)

Ak = e s\ () (Hmask (S, seedy ;, sinf) —
Hmask (S, seed; g, sinf))
HETEEY

return (Zj, Jx)

Combine(S, p, M, M)
{msg; tics == M
{msgi}ics == M’

;. for i € S do

L R; := msg;
(Zi, §i) == msg;

5 R:: HieSRi

¢ := Henal (11, R)

(5] = Zzes[f}q]

return (R, z,y)

Vf(pk, 1, o)
X :=pk
(R,z,y) =0

o b= Hgen (1)
30 C 1= Hchal(M, R)

return [¢°hY = RX]

Figure 6:

HBTS-Mask.




supports all practical choices of (n,t). To see the completeness of HBTS-Mask, note that in an
honestly executed signing session, y,. s A; = [§], and therefore ), ¢ [2] = eslml-

4.2 Security

Theorem 3. If DL is (71, £q1)-hard for GrGen, then HBTS-Mask is (gs, Tut, €ut)-adaptively secure in
the random oracle model against any adversary that makes at most qn hash queries, where essentially
Tal = 2Tus, and

where ¢ = qs + qn + 1.

Proof (Part I). The first part of the proof is virtually the same as the proof of Theorem 2 until Gy .
We do not need G5 to Gig here since the commitments are not masked. While we largely omit this
part, the pseudocode description and a quick checklist of the games is provided in Appendix B. We
highlight two main differences from the proof of Theorem 2.

First, recall that in the proof of Theorem 2, we globalize the variables in SIGN and SIGN’. In this
proof, we only globalize the variables in SIGN’. Specifically, we rename the variables 74, Yx, ¢, 2k, &,
Uk, and Ay, referenced in SIGN'(k, sid, M) tO TS sinf,ks YS,sinf,k> CSsinfs 28,sinf ks 28 sinf,k> US,sinf,k, and
As sinf i, Tespectively, where S = Sy, g and sinf = (pg sia, M). The indexing ensuring unambiguous
reference to these variables in other oracle calls. Similarly to the proof of Theorem 2, note that the
index of cgs sins does not include k. This does not cause ambiguity, since sinf uniquely determines c
referenced in SIGN’. Note that in this proof, SIGN is never modified and hence remains the same as
in the original adp-UF game.

Second, a minor difference is that, since sinf does not contain sid, the distinctness of sinf relies
on the distinctness of M, which comes from the entropy of Ry rather than from the distinctness of
sid. Thus, an additive loss of ¢s?/p is introduced in Gg. We end up with

N4+Qh QS2
511250—7—?-

O

Similar to Egs. (2) and (4), we have the following two crucial equations in Gj; which correspond
to the initialization of Ag gnf,; for the last £ € S in Hpagx and SIGN’, respectively. These are the
only places where x is referenced.

B TS sinf,i _ x AS,i - T
Asntk = D |:y8,sinf,i:| + e sinf - <{O] > [ 0 })

ieS\C

- (14)
_ Z |:;S7sin:,l::| _ Z AS,sinf,i'
jes\c ISRl she\ (k)
28 sinf,k TS sinfi x ASi - T
e 5 — s s +C i . _ 5
|:y5,sinf,k:| Z [ys,sinf,i] S sinf ([0] Z [ 0 ])
ieS\C ieSNC (15)
SHD SN Fiid B e
. YS sinf,i .
i€S\C\ [k} iesnc

Proof (Part II). In the second part of the proof, we construct a reduction that uses the adversary
to solve DL. We want to embed the DL input group element into the target public key, but the
reduction cannot calculate Egs. (14) and (15) without knowing the secret key . Therefore, we need
to define more hybrid games.
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Gio. We first introduce some internal queries. When A makes a Heua query on message pu, the
game makes an internal query Hgen(p). The total number of fresh Hgen(t) queries is at most g.

In this game, when a message p is queried to Hge, for the first time, we flip a coin coin(p) with
probability p = ¢s/(gs + 1) to be 1 and 1 — p = 1/(gs + 1) to be 0. This game aborts if A queries a
message @ to SIGN with coin(u) = 0 or outputs p. with coin(u.) = 1 at the end. Note that SIGN and
the verification of the forgery both make internal Hgen queries, so the coin must be defined. Since
these coins are independent of the view of A until the game aborts for this reason, we have

1
e12 = p=(1 —p)enr > PRt

s

Gi3. In this game, we answer each fresh query Hgen (1) based on coin(p). If coin(u) = 1, we sample
wy, 4 Z, and let the answer h := XYwu, If coin(u) = 0, we sample a, < Z, and let the answer
h := g% . Each answer h in Gi3 is at most 1/p away from the answer in Gy, in statistical distance.
Thus, we have

q
€13 = €12 — —.

Gi4. In this game, Eqgs. (14) and (15) are replaced with the following equations, respectively.

_ TS sinf,i _ 0 AS,i - X
AS sinf l; = Z |:y5,sinf,i:| + ¢85 sinf - (L"#] - Z [ 0 ])

ieS\C 1€SNC
2 . .
B Z |:~S,s!nf,f:| _ Z AS sinfi-
) YS sinf,i .
ieS\C i€SNC\{k}
[g&sinf,kil -3 [Tsysi"fv’} + €8 sinf - ({ 0] -y [ASZ%D
B ) = . ) ,sin 0
YS sinf,k ieS}C YS sinf,i Wi iesSneC (17)
e
— Z |:~8,s!nf,2l:| — Z AS,sinf,z'~
) YS sinf,i .
1€S\C\{k} 1€SNC

That is, [§] is simply replaced with [U?J for the p contained in sinf. We note that the game
calculates these equations only if 1 has been queried to SIGN, and the game aborts if coin(u) = 0.
Therefore, such w,, must exist. Our reduction will execute G4 for A. We claim that

€14 = €13.

We prove this claim through additional hybrid games. We will modify G;3 and Gy4 in parallel
while keeping the view of A unchanged. We will end up with G335 and Gi4,3, which turn out to be
exactly the same game. We note that the following games are not efficiently executable. This is not
a problem since no reduction needs to execute them.

Gi3,1 (resp. Gig1). In this game, SIGN directly generates Ry < Z, and set r and y; to ?, which
denotes being pending. They remain to be pending when they are globalized to 7s sinf,x and Ys sinf,k
in SIGN’. They are uniformly sampled conditioned on Ry = g"*h¥* for the corresponding R}, and h
when being referenced elsewhere, specifically:

e In Egs. (14) and (15) (resp. Egs. (16) and (17)); and

e When being output as the secret state of user k in CORR(k).
One can verify that r, and y;, are independent of the view of A until being referenced in these places.
Thus, G131 (resp. Gi4,1) is identical to Gi3 (resp. Gi4).
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Gis2 (resp. Gia2). Inthis game, we directly sample the sum ), 5\ ¢ [yoi] in Eqgs. (14) and (15)
(resp. Eqgs. (16) and (17)) conditioned on g2-ies\c "Ssinfip3lics\c Yssnti — [Ties\c Bt for the corre-
sponding h and R;. Since not all users in S\ C will be corrupted later, the sum sampled here will
not constraint the individual r;, y; sampled in CORR(z). That is, they are still uniformly sampled
condition on g™ h¥: = R;.

Gi3,3 (resp. Gigg). In this game, in Egs. (14) and (15) (resp. Egs. (16) and (17)), we replace

e " re o 0
e R I i e Bl
ies\c LS sinf ies\c S !

[e3

with uniformly random [§] conditioned on g*h? =T, s\¢ RiX for corresponding i and R;. Given
the distribution of ZIES\C[{;S:?] and the fact that ¢* = X (resp. h¥» = X), this modification
does not change the view of A.

Note that Gi3,3 has exactly the same description as Gy4,3. We therefore conclude that the views
of A in Gy3 and G4 are identical, and 14 = €13.

Now we define a wrapper W that follows the syntax defined in Lemma 1. W takes a group element
X and hq, ..., hq as inputs. It executes G4 for A with X being the target public key and assigning
hi, ..., hq to Hehar. If A wins in Gi4, W returns I such that h; was assigned to Henai (1, R+«) that
corresponds to the forgery. Otherwise it returns I = 0. We assume that the unspecified side output
contains all the internal information that our reduction needs.

On input X, the reduction B runs forkw (X) as specified in Lemma 1. If forky returns non-_,
then B gets two valid forgeries (R, z«, ¥« ) and (Rx, 2., y.) satisfying g**h¥ = R, X and g h¥e =
R. X C/*, with the same h and R, but different challenges ¢, # .. We have the same h because since
the forgeries in two executions correspond to the same Hepal (s, Rs) query, then it also corresponds
to the same Hgen () query. Moreover, the assignment to Hgen(ft4) is earlier than the forking
point Hepar (s, Ry), which is ensured by the internal queries introduced in Gis. Also note that
h has a known discrete logarithm a,,. Therefore, B can compute the discrete logarithm of X as
T = (2 +ap,ye — 2 —ap,y.)/ (e — ). O
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A Figures for Proof of Theorem 2

In Figs. 7 to 12, we provide the pseudocode description of the games in part I of the proof of
Theorem 2. For readability, we avoid putting all hybrid games together. Instead, we organize SIGN
(Fig. 9) using conditional branches, each covering a subset of the games: Go—Gi2, G13—G14, and
Gi5-Gis. We use a similar strategy for SIGN (Fig. 10). Oracles Hpagr and H! . (Figs. 11 and 12)
are rewritten multiple times to reflect the changes across the games. In some places, we use informal
description like “Initialize related dssinfq,; conditioned on Agginfx” to simplify the presentation.
The precise formulation of such statements is provided in Fig. 8. We omit H¢omp and Hepag, since
they remain unchanged throughout the hybrid game sequence.

We provide a quick checklist that outlines the modifications made in each hybrid game.

e Gi: Check the distinctness of seeds.

e Gy: Introduce intermediate variables dg sinf ;,; and €s sid.i,; for Hmask (S, sid, seed; ;) and H. ., (S, sinf, seed; ;).

e Gs: Reference the intermediate variables instead of calling Hyyask and H. . in SIGN and SiGN,

respectively.

e G,: Defer sampling the seeds until the corresponding user is corrupted.
Gs: Initialize Ag sins,x When answering H! . (S, sinf,seed ;) or H, . (S,sinf,seed; ;) for cor-
rupted user k.
Gg: Reverse the order of generating Ag sinf ; and those related ds sinf i, ;-
Gr: Avoid referencing Ag sins,; and z; for uncorrupted user ¢ when initialize Ag ginf k-
Gg: Reverse the order of generating Ag sinf,x and Zs sinf i in SiGN'.
Gg: Defer the calculation of Ag sinf,, and the initialization of those related ds sinf,i,; from SieN’
to CORrRr(k).
Gio: Defer the calculation of zs ginf,x from SIGN' to CORR(k).
e Gyp: Defer the generation of secret key shares until the corresponding user is corrupted.
o Gio: Initialize ®s sqr When answering Hmask (S, sid, seedy, ;) or HL (S, sid, seed; ) for cor-

rupted user k.

e Gy3: Reverse the order of generating ®s siq,x and those related es gid,i,;-
o Gys: Avoid referencing ®s q,; for uncorrupted user ¢ when initialize ®s sig .

Rs sid,1,i

e Gi5: Reverse the order of generating ®s qiq, and [ ] in SIGN.

Rs sid,2,i
o Gig: Defer the calculation of ®s g1 and the initialization of those related es sid,i,; from SIGN

to CORR(k).

29


https://doi.org/10.1007/3-540-46766-1_9
https://doi.org/10.1145/3548606.3560583
https://doi.org/10.1145/359168.359176
https://eprint.iacr.org/2023/1019
https://doi.org/10.1007/978-3-031-30589-4_22
https://doi.org/10.1007/978-3-031-30589-4_22

A
adp-UFERosT-Mask

Qi =0,C:=0

2. (G, p,g) < GrGen(1*)

30 T <= Lp

1. X = g*

s5: {Zi}iem) « Share(n,t, z) > Go-Gio
6. for i # j € [n] do > Go-G3
7. | seed; ; < {0,1}* > Go-G3
s if 3(4,5) # (¢, 5') : seed; j = seed;s ;s then > G1-Gg
9: | Game Abort > G1-G3
10: pk:i=X

11: for i € [n] do

12: L sk = (x4, {seed; j,seed; ;i }jcin)\ {i})

1 (@t 0%) — ASIGN,SIGN/,COKK,HmaSk,Hcomb,Hcha](pk)
1. return [u* ¢ Q A VE(pk,u*,0*) = 1]

Figure 7: Setup in proof of Theorem 2.

Rs sid,1,:
Rs sid,2,i

e Gy7: Directly calculate HieS\C[ RS’Sid'l'i]

Rs sid,2,i

} without calculating each [
e Gis: Pre-sample the sum of [73%917 ]| over uncorrupted users when (S, sid) is queried to SIGN
for the first time, and defer the generation of each [;37571] until the corresponding user is

corrupted.

B Figures for Proof of Theorem 3

In Figs. 13 to 16, we provide the pseudocode description of the games in part I of the proof of
Theorem 3. We omit SIGN, Hgep, and Hehal, as they remain unchanged throughout the hybrid game
sequence. The pseudocode description of the games defined in part II of the proof are not included
here.

We provide a quick checklist that outlines the modifications made in each hybrid game.

G1: Check the distinctness of seeds.

Ga: Introduce intermediate variables ds sinf,i,; for Hmask (S, sinf, seed; ;).
: Reference the intermediate variables instead of calling Huagi in SIGN'.
Gy4: Defer sampling the seeds until the corresponding user is corrupted.
Gs: Initialize Ag ginf,rx; When answering Hy,aqk (S, sinf, seedy ;) or Hupask(S, sinf, seed; ;) for cor-
rupted user k.
Ge: Reverse the order of generating As sinf i and those related ds sinf,q,;-
e G7: Avoid referencing As sinf; and xz; for uncorrupted user ¢ when initialize Ag ginf .

e o 0 o o
()
w

e Gs: Reverse the order of generating Ag gnf,x and [;i:":’;} in SIGN’.

o Gg: Defer the calculation of Ag sinf, and the initialization of those related ds sinf,i,; from SieN’
to CORR(k).

e Gyg: Defer the calculation of zs sinf . from SIGN to CORR(k).

e Gyp: Defer the generation of secret key shares until the corresponding user is corrupted.
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1:
2.
3:
A

5

CoRrr(k)
if |C| >t—1 then

. L return L

C:=Cu{k}

. for i € [n] \ {k} do

if ¢ ¢ C then
| seedy ;,seed; , « {0,1}*

S if 3(4,5) # (7', 5') : seed; j = seeds ;s #1 then

Game Abort

T Zp
. for sid € Z;; do

S := Sk.sid
TS,sid,1,ks TS,sid, 2,k < Zp

Sti,sid i= (7'S,sid,1,k> 7S ,sid,2,k )
[Rs,sid,l,k] o [grs,sid,l,k ]

Rs sid, 2,k gTS,sid,2,k
Rs sid,1,k Rs sid,1,k
Doy = | 2SS, ssid, 1,
Ssid,k Rs sid,2,k / Rs sid,2,k

Initialize related es siqg,i,; conditioned on s g,k
if roundy sy = 2 then
sinf := Sinfk:,sid
28 sinf,k '= TS,sid, 1,k T OS sinf * TS sid,2,k T+ CS sinf * AS,k * Tk
AS sinf,k ‘= Z8 sinf,k — 28 sinf,k
Initialize related dsysinf‘iyj conditioned on AS’Sinf’k

- sk i= (g, {seedy,;, seed; k Ficn)\ (1))
. return (sky, {sty sid }sidez;

Initialize related ds sinf,i,; conditioned on Ag sinf &

. Let 4* be the smallest number in S\ {k} such that dj ; =L
- for (7', 5') € {(k,9)}ies\(ky U L0 k) Fies\ (k3 \ 1(k,i%)} do

if dS,sinf,i’,j’ =1 then
ds sinf it jo + Lp

o ds sinf kit 7= DS sinfk — 2ies\{k}\{i*} AS sinf.k,i T 2ies\ {k} AS sinf i,k

Initialize related es siq,s,; conditioned on ®s g,k

20: Let ¢* be the smallest number in S\ {k} such that eg siq ks =L
s0: for (i,5") € {(k,9)}ies\(ry U {(E K ies\ (ry \ {(k,i*)} do

if Esysidyilyj/ =1 then
2
€S sid,i’,j’ — G

‘ T e -1 .
©essidyk,ir = Pssidk - Tlies\ op\(i} €5.sid ki~ [lics\(x} €S sidyisk

DG,rl Gm
> G4-Gig
> G4-Gig
> G4-Gig
> G4-Gig
> G11-Gig
> Go-Gig
> Go-Gig

> Gig

> Gig

> G17-Gis

> G16-G1s

> Gi16-Gis
> Go-Gig
> Go-Gig
> G10-Gis
> Gg-Gig
> Gog-Gis
DG_lfGlg

> Sample all but one

> Calculate the last one

> Sample all but one

> Calculate the last one

Figure 8: CORR in proof of Theorem 2.
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28:

- s sid,k 1=

SIGN(S, k, u, sid)

. if k € CVsid € Z;, then
. L return L

- Qi=Qu{u}

: Ik = Ik U {Sld}

LTS sid, 1,k TS sid,2,k < Lp

[Rs,sid,l,k]

_ [grSsid Lk
Rs sid, 2,k

g7 S sid, 2,k

. if CS,sid =1 then

TS sid,1,%> TS,sid,2,% < Zp
Cssia :=C

Go-Gi2

if es siq,i’,;+ =L then
2
€S sid,i’,j’ +— G

Rs sd,1,k o [Rs,sid,l,lcjl.q) )
Rs sid, 2,k | Rs sid,2,k Sisid,k

G13-Gig

. if 3ie S \ {k} : qDS,sid,k =1 then
o Pssia R — G2
. else

—1
s sia b = [lics\r} Ps.sidi
s siak = [Lies\o\(r} (

I?S,sid,l,lc — [Rs,sid‘l,k].q) )
Rs sd2.k | Rs sid, 2,k Ssid,k

Rs sid,1,i
Rs sid,2,i

ies\(k} (€S sid,k,i /€5 sid,i,k)

I

> Go-G17
> Go-Gie

> (S,sid) us queried for the first time, Gig

- @i,k = [Ties\ (k} (Hmask (S, sid, seedy ;) /Himask (S, sid, seed; 1))
- for (7', 5") € {(k,9) }ies\ (k) UL k) Fies\fxy do

Rs sid,1,i |y—1 1
Rs sid,2,i )7 Tliesne (I)S,sid,i

Initialize related es siq,s,; conditioned on @ sig

G15-G1s
2 if 3 € S\ {k} : Ps6iq,; =L then
Rssid1,k | 2
e R G
| Bs,sid,2,k |
. else
I?S,sid,l,k

=11, Rs sid,1,i
1€S\C | Rs sid,2,i

|:gz7:e$\c TS,sid,1,i

| Bssid,2,k |

Rs sid, 1,k
| s ,sid,2,k | g

_ [gTS,sid,l,x

>ies\C TS,sid,2,i

Rs sid, 1,k
| Bs,sid,2,k |

Rs sid,2,i

RS sid,1,k Rs sid,1,k
Dsen = { sk | /RS sid1,

Rs sid,2,k Rs sid, 2,k

© Strsid i= (VS ,sid, 1,k 7S sid, 2, k)
- msg := (Rs sid,1,k>» RS sid,2,k)
- (Sk,sids Mk sid) = (S, 1)

- roundy 6ig := 1

;: return msg

Rs sid,2,i

~ -1
Rs sid1,i —
] 'HieS\C\{k}[ St } Tliesne s sa.;

- -1
Rs sid,1,i -1
} Tlies\evir} [ ! ] Tliesnc P54,

Rs sid,2,i
g7 Ssid, 1,0 ] -1

g sid,2,% ] ) HieSﬁC\CS,Sid [grs,sid,z,i

~ 1
Rs sid,1,i -1
Tlies\e\iry { ! } Tliesne @55,

- Initialize related es siq,;,; conditioned on ®s gq
- @5 sid,k =7

> Gig
> Gig

> Go-Go

> Initialize for the first reference, G3—-G12

> G3-Gi2
> G3-Gi2
> G3-Gi2

> Go-G14

> G13-Gis
> G13-G14
> G13-Gis

> Gi3

> FJq. (6), Gl4
> Gi12-Gig

> G13-Gis

> Gi13-Gis
> Gi15-Gis
> Gi13-Gis
> Eq. (7), G15-Gi6

> FEgq. (9), Gi7

> Fg. (13), Gis

> Gis

> G13-G15
> Gi16-Gis

Figure 9: SIGN in the proof of Theorem 2.
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10:
11:

CEEY)
S o

SN
00

Sien’(k, sid, M)

- if k € CVroundy g # 1 then
. L return L

- (S, 1) = (Sksids Bk sid)
 {msg; tics =

. forieSdo

- | (Ru,i, Ra,i) == msg;

- sinf := (sid, u, M)

: bS,sinf = Hcclmb(:S,sinf)

. R:= HieS RlyiRS,i

CS sinf ‘= Hchal(uv R)

28 sinf,k "= TS,sid,1,k T S sinf * TS sid,2,k T CS sinf * AS,k * Th > Go-Go
Go—Gs
- AS sinf k1= ZieS\{k} H! ok (S, sinf, seedy ;) — Zies\{k} H! <k (S, sinf, seed; 1) > Go-Go
s for (i/,5") € {(k, 1) ies\{ky U{(E k) }ics\ (k) dO > Initialize for the first reference, Gz-Gg
: if dS7sinf’il,]'I =1 then > G3-Gs
L dS,sinf,i’,j’ — Zp > G3—Gs
C Assinf b = 2ics\ (k) (A8 sinf ki — S sinf k) > G3-Gs
ZS sinf,k = 25 sinf,k T AS sinf,k > Go-Gr
Ge—G7
- if 3i € S\ {k} : Ag sinf,i =L then > Ge-Gis
| Assinfk — Zp > Gg-Gr
. else > Ge-Gis
AS,sinf,k == 2155\{]@} AS,sinf,i > Gg
Assinf b 7= 2ies\c\{k} (TS,sid,1,i + Ds,sinf * TS sid,2,i) + s sinf (T — 2sesncufr) AS,i  T4)
- ZiES\C\{k} gs,sinf,i - ZiESﬁC AS,sinf,i > Eq. (3) Gr
¢ 28 sinf k= 28 sinf,k T AS sinf,k > G5-G7
Initialize related ds sinf,i,; conditioned on Ag ginf, > Gg-Gg
Gg-Gisg
cifJies \ {k} : AS,sinf,k =1 then > Gg—Gisg
c| Zs sinfk — Zp > Gs-Gis
. else > Gg-Gi1s

Zs sinf ok 1= 2ies\c(TSsid 1,0 T b sinf  TS,sid,2,i) + CS,sinf * (T — Dogne As,i - T4)

- ZieS\C\{k} 2$,sinf,i - ZiGSﬁC AS,sinf,z‘ > Eq. (4), Gs—Gi7
ZS,sinf,k "= TS,sid,1,x T DS sinf * TS sid,2,% T CS,sinf * T

— 224eSNC\Cos g (TS sid, 1, + S sinf * T sid,2,i) = €8 sinf Dicsne AS,i * T

= Dies\C\{k} ZS sinfi — Diesnc DS sinfi > Eq. (11), Gig
E S,sinf,k 1= ES,sinf,k — 28 ,sinf,k > Gg
: As’sinf’k =7 > Gg) G]g
. Initialize related ds sinf,s,; conditioned on Ag ginf,k > Gg-Gg

- sinfy g 1= sinf
: roundkysid =2
- return Zg ginf, k

Figure 10: SIGN in the proof of Theorem 2.
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1:

2.

Hymask (S, sid, seed) > Go-Gi
if Tmask(S,sid,seed) =1 then

Trnask (S, sid, seed) + G2
return 7T aqk (S, sid, seed)

Humask (S, sid, seed) > G2-Giq

- if Thask (S, sid, seed) =1 then

if 3i # j € S : seed = seed; ; then
€s sidyi,j < G2
Tmask (S, sid, seed) := eg sid,i,;
else
| Tmask(S, sid, seed) + G2

. return T ask (S, sid, seed)

Humask (S, sid, seed) > Gio

- if Thask(S,sid, seed) =1 then

if 3i #j € S : seed = seed; ; then
for k € {i,j} do
for (¢',5') € {(k,)}s\(x} U {(i, k) Yies\{x} do > Initialize for the first reference
L if s gq,i7,;» =L then
es’sidyi/’j/ < G2
Ps sia,k = [lics\ (k) (€5 sid ki €5 sid,i. k)
Tmask(& Sid, seed) ‘= €S sid,i,j
else

1| Timask(S,sid, seed) + G2
- return Tpack (S, sid, seed)

Humask (S, sid, seed) > G13-Gig

2. if Tmask(S, sid, seed) =L then

if 3i #j € S : seed = seed; ; then
for k € {i,5} do
if ‘I)S,sid,k =1 then

ifdiesS \ {k} : (I)S,sid,i =1 then
| Dssigr — G
else
— -1
D5 sid, b 1= HieS\{k} P sid,i > Gi3
— Rs 51,0 Rs sid,1,i |\—1 _1
s siak = liesve(| rg7,, ij|/|:RS,sid,2,ij|) Tliesnevimy Pssiai © P (5), GraGi
Yies\c TS sid, 1, Be. 1.1t
|9 B o RS sid, 1,0
D5 sid,k == [gZiES\C S sid,2,i HzES\C R sid 2.0
-1
Tliesne\iry ®ssia,i > Eq. (8), Gi7
TS,sid, 1, rS,sid, 1,4 71
o | g Ssdt g"Ssid,1,
D5 sid k 1= [gTs,sid,z,* ] ’ HiesmC\Csﬁs;d |:g7'5,sid,2,i ]
- -1
Rs sid,1,i -1
HieS\C |:Rs :id 2 z} . HieSmc\{k} Ps sid,i > Eq. (12), Gis
Initialize related es giq,4,; conditioned on @5 g

Tinask (S, sid, seed) := e qid,i,;
else
| Tiask(S,sid, seed) <+ G2

. return T .61 (S, sid, seed)

Figure 11: Hyyaqx in the proof of Theorem 2.

34




1:

2.

16:

19:

20:

0

2 RN M
© 3 d

I
35

35:

36:

1:

NN
s W N

o

3
34:

S, sinf, seed) > Go-G1

mask(

if 77

ask

(S,sinf,seed) =L then

o ask (S smf ,seed) < Zp

. return

mask(

T sk (S, sinf, seed)

mas.

S, sinf, seed) > Go -Gy

if T (S, sinf,seed) =L then
if 3i # j € S : seed = seed; ; then
ds sinf,i,j < Lp
T ask (S, sinf, seed) 1= ds sinfs,5

else

T

. return

mask(

else

L

return

mask(

o ask (S, sinf, seed)  Zjp
T sk (S, sinf, seed)

mas

S, sinf, seed) .
- if Tmask(svsmfv Seed) =1 then

if 3i # j € S : seed = seed; ; then

for k € {i,j} do

for (i',5") € {(k,)}s\{x} U{(E, k) }ies\fxy do > Initialize for the first reference
if dS,sinf,i’,j/ =1 then
ds sinf,i’ j» < Lp
As sinfk 7= 2ies\ {k} (48 sinf ki — A sinf i, k)
o ask (S, sinf, seed) := ds sinf,i, 5

o ask (S, sinf, seed) « Zp
T sk (S, sinf, seed)

S, sinf, seed) > Gg—Gis

Wd) =1 then

else

L 7

if 3i # j € S : seed = seed; ; then
for k € {3,j} do

if AS,sinf,k =1 then
if 3i € S\ {k} : Agsinf,i =L then
‘ AS,sinf",k <~ Zp

else
(sid, p, M) := sinf
Assinfk =~ 2ies\k DS sinfi > Gg
Assinf,k = Dies\c(TS,sd,1,i + b8 sinf TS ,sid,2,1) + Cs,sinf (T — 2iesnc As,i - Ti)
= 2ies\c ZSsinfi — 2iesne\{k} DS sinfi > Bq. (2), Gr-Gi7

AS sinf,k = TS sid,1,% T DS sinf * TS sid,2,+ T CS sinf * T
— 2 ieSNC\Cs g (TS sid 1, + S sinf * TS sid,2,i) — €S sinf * 2iesne AS.i * Ti
Zzes\c Z8,sinf,i — ZieSﬁC\{k} AS,sinf,i > Eq. (1())- Gis
Initialize related ds sinf,i,; conditioned on Ag ginf,k
magk(S sinf, seed) := d‘g,s,nf’m

(S, sinf, seed) < Z,

mask

37. return 7;nask(8 sinf, seed)

Figure 12: H/ _ . in the proof of Theorem 2.
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A
adp-UF\ig s Mask

1 Q:=0,C:=0

2. (G, p, g) < GrGen(1*)

30 X 4 Lp

1 X = g%

5 {@i}ie[n) = Share(n, t, z) > Go-Gio
6. for i £ j € [n] do > Go-G3
7. | seed; ; + {0,1}* > Go-G3
s if 3(4,5) # (¢,5') : seed; j = seed;s ;» then > G1-Gg
9. |  Game Abort > G1-G3
10: pk =X

11: for i € [n] do

12: L Ski = (xi,{seedm-,seedjyi}je[n]\{k})
(0t o) ASIGN,SIGN’,CORR,HmaSk,ngn,Hchal(pk)

14: return [p* ¢ Q A VFf(pk, pu*,0*) = 1]

Figure 13: Setup in proof of Theorem 3.
CoRrr(k)

1 if |C| >t —1 then

2. _ return |

. Ci=CuU (k)

1. for i € [n]\ {k} do > G4-G11
5: if i ¢ C then > Ga-Gi1
6 L | seedy ;,seed; , « {0,1}* > Ga-G11
7. if 3(i,5) # (¢/,5) : seed; ; = seed;s ;s #1 then > G4-G11
8 Game Abort > Ga-G11
0 T < Lyp > G
10: for sid € [ctrg] do > Go-Gi1
11 if roundy siq = 2 then > Go-Gi1
12 sinf := sinfy, gq

13 28 sinf,k *= TS sinf,k F CS sinfAS kT > G10-G11
1 As s = [ goitt ] — [J3mer ] > Go-G11
15: Initialize related d"s‘,sinfyi’j conditioned on Ag ginf,k > Gg-G11
16: > G4-G11

17:

19:

Skk = ($k7 {seedk,i,seedi7k}ie[n]\{k})
return (sk, {Stk,sid }side[ctr;]

Initialize related ds sinf,;,; conditioned on Ag ginf,k

. Let i* be the smallest number in S\ {k} such that dj ; =L

for (i, j') € {(k,)}ies\(ky UL B bies\ (k) \ {(k,i")} do
if dS,sinf,i’,j/ =1 then
dS,sim‘,i’7 i’ Z;%

o ds sinf k,i* = DS sinfk = 2ies\{k}\{i*} ASsinf,k,i T 2ics\ (k) DS sinf i,k

> Sample all but one

> Calculate the last one

Figure 14: CORR in proof of Theorem 3.
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SiaN’ (k, sid, M)

cifkeCv roundk,sid 75 1 then
[ return L
(S, 1) = (Sksids Bk sid)
- {msg;}ies == M
. for i e S do
L R; = msg;
- R:=[l;cs Ri
- sinf .= (u, M)
: (T'S’sinf’k,ysysinf’k) 1= sty sid > Global variables
: CS sinf ‘= Hchal(ﬂv R)
28 sinf,k 1= TS sinf,k T CS sinfAS, kTk > Go-Go
Go—Gs
 Assinf,k = 2 e\ (k) Hmask (S, sinf,seedy, ;) — 37, c s\ (k) Hmask (S, sinf, seed; 1) > Go-Go
. for (i/,j') € {(kﬁi)}ie.s‘\{k} U {(iﬁk)}ies\{k} do > Initialize for the first reference, G3—Gs
if dg gnf,i7 j+ =L then > G3-Gs
ds sinf,it 5 L2 > G3-Gs
s Assinfk = 2ies\ {1} (A8 sinf ki — S sinf k) > Gs
(G ] =[5k ] + As s > Gy Gr
Ge—Gr
- if 3i € S\ {k} : Ag sinf,; =L then > Gg-G11
] Asinfr — 22 > Gg-Gr
. else > Ge-G11
Assinf b = = 2ies\{k} DS sinfi > Gg
for i € S\ C\ {k} do > G7-Gis
TS sinf,i AS.iT;
AS sinf .k = Dies\e\ (k) [y??] +essint([5] = Ziesncuin [ %" ])
ZS sinf,i
= 2ies\e\{k} [gsysi"“] = 2iesne DS sinfi > Gy
[ o= (53] + Assnr > G5 G
Initialize related ds sinf,s,; conditioned on Ag ginf, > Gg-Gg
Gg—G11
26 if J1 €S \ {k} : AS,sinf,k =1 then > G(;*G] 1
28 sinf, k 2
' ‘ [gs‘sinf,k] Ly > Gg—G11
28: else > Gg-G11
Z8 sinf, L TS ,sinf,i AS . iT4
[siii] = Siesie [0 ]+ esam((5] = Sne[ 2™ )
Z sinf,4 1
- ZieS\C\{k} [@Zs.nil] - Eiesmc AS sinf i > Eq. (15), Gg—Gi1
- AS sinf k= [Zi::ﬁi] - [iﬁilﬂii] > Gs
: Asysinf’k =7 > Gg—-Gi1
. Initialize related ds sinf,s,; conditioned on Ag ginf,k > Gg-Gg

- sinfy g = sinf

34: roundkysid =2
5 .

35. return [JS’S'"““]
IS sinf, k

Figure 15: SIGN’ in the proof of Theorem 3.
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N

Hmask (S, sinf, seed) > Go-G1

- if Thnask (S, sinf, seed) =L then

L Tmask(s, Sinf, seed) < Z;%

5. return T ek (S, sinf, seed)

NN N NN
=

SN
AW N

o

e:

Hymask (S, sinf, seed) > Go-Gy
if Tmask (S, sinf,seed) =L then
if 3i # j € S : seed = seed; ; then
ds sinf,i,j + 73
Timask (S, sinf, seed) := ds sinfi,;
else
| Tiask(S, sinf, seed) + z2

- return T aek (S, sinf, seed)

Huask (S, sinf, seed) > Gs

- if Thask (S, sinf,seed) =1 then

if 3i #j € S : seed = seed; ; then
for k € {3,j} do
for (',5") € {(k,)}s\{x} U{(E, k) }ies\fxy do > Initialize for the first reference
if dg ginf,i7,;» =L then
dS,sinf,i’, i Z;%
Assinf kb = 2ies\ (1} (A8 sinf ki — A8 sinf,i k)
Tmask(s’ sinf, Seed) = dS,sinf,i,j
else
L Tmask (S, sinf, seed) +— Zg

. return T, (S, sinf, seed)

Huask (S, sinf, seed) > Gg—G11
if Tmask (S, sinf,seed) =L then

if 3i # j € S : seed = seed; ; then

for k € {3,j} do

if 3i € S\ {k}: Assinfi =L then

if AS’Sinfyk =1 then
‘ AS,sinf’,k <~ Z%
else

AS,sim‘,k = Zies\k AS,sim‘,z‘ > Gg

TS sinf,i As.iTi
Assinf.l = Xies\c [ys,;ﬂf,i] + s sint - ([5] = ZieSﬂC[ 0 ])
Zs,sinf,i X 7

- ZieS\c [@s,sinf,i] - EieSmC\{k} As sinf i > Eq. (14), G7-G11

Initialize related ds sinf,s,; conditioned on Ag sinf,%

Tmask(87 sinf, Seed) = dS,sinf,i,j
else

L Tmask (S, sinf, seed) + ZIQ,
return 7T ask (S, sinf, seed)

Figure 16: Hpask in the proof of Theorem 3.
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