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Abstract

(Preprint) Zero-Knowledge Proofs (ZKPs) are rapidly gaining im-
portance in privacy-preserving and verifiable computing. ZKPs
enable a proving party to prove the truth of a statement to a verify-
ing party without revealing anything else. ZKPs have applications
in blockchain technologies, verifiable machine learning, and elec-
tronic voting, but have yet to see widespread adoption due to the
computational complexity of the proving process. Recent works
have accelerated the key primitives of state-of-the-art ZKP proto-
cols on GPU and ASIC. However, the protocols accelerated thus far
face one of two challenges: they either require a trusted setup for
each application, or they generate larger proof sizes with higher
verification costs, limiting their applicability in scenarios with nu-
merous verifiers or strict verification time constraints. This work
presents an accelerator, zkSpeed, for HyperPlonk, a state-of-the-
art ZKP protocol that supports both one-time, universal setup and
small proof sizes for typical ZKP applications in publicly verifi-
able, consensus-based systems. We accelerate the entire protocol,
including two major primitives: SumCheck and Multi-scalar Multi-
plications (MSMs). We develop a full-chip architecture using 366.46
mm? and 2 TB/s of bandwidth to accelerate the entire proof gen-
eration process, achieving geometric mean speedups of 801x over
CPU baselines.

1 Introduction

Zero knowledge proofs enable a prover to produce a certificate
or proof that some computation (possibly with secret inputs) was
performed correctly. The proof itself reveals no information about
the secret inputs and can be verified much faster than the original
computation. Proof systems can be characterized by several impor-
tant criteria: The prover time, the verifier time, the proof size, and
the cryptographic assumptions required for the proof to be secure.
Each application of proof systems results in a different set of re-
quirements on these criteria. For instance, private transactions [6]
require a proof per transaction to be posted on a blockchain and
distributed to all blockchain nodes, thus prioritizing proof size.

Recent years have seen an explosion in proof systems [10, 18,
21, 61]. Each of them achieves a different Pareto optimal point
with respect to the criteria. In all applications, prover time is im-
portant, and fast provers enable new applications. Recently, two
proof systems have been accelerated in hardware: Groth16 [21] in
pipeZK [64] and SZKP [12], and Orion with NoCap [49]. Groth16
produces very short proofs (188 bytes) and enables millisecond
verification, independent of computation size. However, it relies on
a strong cryptographic assumption; a circuit-specific trusted setup
where a trusted party generates keys using secret randomness. If
this randomness is not properly discarded or the party is malicious,
the system’s security is compromised, allowing false statements to
be proven. Hence, Zcash and other applications have moved away
from circuit-specific trusted-setup protocols [42]. On the other
hand, Orion does not require a trusted setup, has a fast prover, and
does not rely on elliptic curve cryptography, but has very large
(8MB) proofs. This is 4% larger than the maximum block size of
about 2MB in Ethereum cryptocurrency. Thus, a private transaction
with an Orion proof would not fit into a single block.

In this work, we accelerate HyperPlonk [10], a recent ZKP sys-
tem gaining attention for its intriguing set of tradeoffs, making
it suitable for many applications. Its proofs are about 5 KB and
it uses a so-called universal trusted setup [22]. This is run only
once and reused for any computation. It is easy to run the setup
among many parties. The security is guaranteed as long as at least
one party is honest. Unlike Groth16 and others, it does not use
the Number Theoretic Transform (NTT), instead using SumCheck.
NTTs asymptotically run in time O(nlog(n)) (n represents the size
of underlying computation), while SumCheck runs in linear time.

Accelerating HyperPlonk presents its own challenges. First, as
noted, the protocol replaces NTT, well studied in the hardware
literature, with the SumCheck protocol, which is relatively less
understood from a hardware standpoint. Although implemented in
NoCap [49], as we will shortly discuss, HyperPlonk’s SumChecks
are significantly more complex, incurring greater bandwidth costs
and design complexity. Further, HyperPlonk introduces additional
runtime computations like modular inverses that are not needed in
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Groth16 and Orion, and thus not studied from a hardware stand-
point in this prior body of work. The additional design complexity
requires careful architectural design, new hardware optimizations,
and thorough design space exploration to identify architectures
with area-performance tradeoffs that justify hardware acceleration.

In this paper we present zkSpeed, a modular HyperPlonk acceler-
ator that overcomes the above challenges. zkSpeed comprises eight
unique accelerator units that are composed into a complete architec-
ture, including shared and local scratchpads to capture on-chip data
reuse. Units and SRAMs communicate via a multi-channel shared
bus, and we develop a mapping of complete Hyperplonk protocol
onto zkSpeed. This paper makes the following contributions:

o A high-throughput, fully-pipelined accelerator to handle
three flavors of SumCheck for HyperPlonk-based proofs

e A novel implementation for modular inversion to compute
fraction polynomials not seen in other ZKP protocols

o Additional optimizations across all hardware units that save
upwards of 50% area per unit and up to 85% in bandwidth.

e A comprehensive design space exploration of all hardware
units to investigate design tradeoffs as we scale to high-
performance designs and advanced memory technologies.

o A full-chip design that achieves 801X gmean speedup over
CPU at iso-compute area

2 Background
2.1 zkSNARKs

State-of-the-art ZKP protocols are zero-knowledge Succinct Non-
interactive Argument of Knowledge (zkSNARKSs). zZkSNARKs have
three properties: (i) zero-knowledge, i.e., the proof does not reveal
any information about the secret witness w; (ii) succinct, i.e., the
proof has a few hundreds of bytes; and (iii) non-interactive, i.e., P
sends the proof to V in one exchange.

zkSNARKs like HyperPlonk use polynomials to encode the cor-
rect execution of the target program. Polynomials can encode com-
plex computations and constraints in a compact form, reducing
the computational burden on the V to a few checks, instead of
requiring inspection of individual operations in the program. In
HyperPlonk, the two most time consuming kernels are SumCheck
and Multiscalar Multiplications (MSM). The SumCheck kernel lets
the $ demonstrate knowledge of a polynomial by verifying that
its properties hold over a large set of inputs without revealing
the polynomial. MSMs ensure that # is bound to that polynomial,
preventing manipulation of the polynomial in the proof.

2.2 The SumCheck Kernel

SumCheck is an interactive protocol between a prover $ and a
verifier V. $ demonstrates to V, that it has correctly computed
the sum of a polynomial over the boolean hypercube, i.e., over all
Boolean (0/1) assignments of its variables [57].

Given a multivariate polynomial P(x1,x2,...,xy), Where x; €
Fql, P wants to prove to V that it correctly computed the sum

=)

x1€{0,1} x€{0,1}

Z P(x1,x2, ..., %p).

x,€{0,1}

!each variable can be an integer modulo a prime number q.

% and V engage in a multi-round protocol. In Round 1,  com-
putes g1(x1), a univariate polynomial of x; by summing over all
binary values of the remaining variables:

g1(x1) = Z Z Z P(xl,xz,..,,xﬂ)

x2€{0,1} x3€{0,1} x,€{0,1}

and returns it to V in the form of its coefficients. V checks that
91(0) + g1(1) = H, and if so, generates a random challenge r; € Fyq
and sends it to . V asks P to prove that

= Y, D DL POruxe.x),

x2€{0,1} x3€{0,1} x,€{0,1}

which is an instance of SumCheck, except over a (u — 1)-variate
polynomial. Thus, in Round 2, £ computes and returns

ga2(x2) = Z Z Z P(r1,xz, ..., xy)

x3€{0,1} x4€{0,1} x,€{0,1}

to V and the protocol repeats recursively for a total of y rounds. If
all checks pass, V accepts $’s claim about H.

2.3 Multilinear Polynomials

ZKPs like HyperPlonk use multilinear polynomials, that are linear
in each of their variables. For example,

fx1, x2,x3) = x1x2 + 2x1X3 + 3X1 X223

is multilinear because the maximum degree of individual variables
is one. ZKP protocols use a general representations of multilinear
polynomials, shown below for a 2-variable multilinear polynomial:

Flre,x2) = (1=x2) (1—x1)ag +x2(1—x1)a1 + (1 —x2)x1 a2 +x2x143.

These representations map cleanly to hardware, since we can
store polynomials as lookup tables indexed by the binary values
of (x1,x2). In general, a multilinear polynomial with y variables
X1 ...Xy can be stored in a lookup table of 2/ entries. As we will
discuss in Section 3, HyperPlonk uses multilinear polynomials as
building blocks for higher-degree polynomials on which we then
perform SumCheck and other computations. In the rest of the pa-
per, we will use the term MLE table to refer to these lookup data
structures (MLE stands for "multilinear extensions" [57]; the word
“extension" reflects the fact that these polynomials can also be eval-
uated at non-binary, or extended, values).

2.4 The MSM Kernel

MSMs are dot products between a vector of scalars s and a vector
of 2D or 3D points Ponan elliptical curve, e.g. Z?:_Ol siP;. MSMs
are used in ZKPs to perform commitments. A commitment is a
cryptographic primitive that binds a prover to a value without
revealing it. In zkSNARK protocols like HyperPlonk [10], the scalars
are the entries of the MLE tables. Computing a dot-product reduces
these polynomials to a single value, i.e., the commitment.

MSMs are a bottleneck in ZKP provers and recent work has
focused on accelerating them on ASIC and GPU [12, 25, 31, 35, 36, 64,
66]. The bottleneck is due to the extremely expensive elliptic curve
point multiplications that they use. To reduce this cost, MSMs use
Pippenger’s algorithm [44], which performs point multiplications
via several point additions (PADDs). PADDs are still expensive,
typically tens of regular multiplications. In the context of ASIC
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accelerators, the state-of-the-art (SZKP [12]) presents a framework
for building scalable MSM architectures.

3 The HyperPlonk Protocol

3.1 Plonk-based encodings

This is the first work to accelerate HyperPlonk, a zkSNARK protocol
that replaces Number Theoretic Transform (Fast Fourier Transforms
over finite fields) with the SumCheck protocol. In ZKPs, the program
being proven must be converted into a specific form before generat-
ing the proof. While most prior works use Rank-1 Constraint System
(R1CS)—a series of sparse matrix-vector encodings—HyperPlonk
adopts a Plonk-based structure [18], which we describe shortly.
R1CS and Plonk encodings map all program values into addition,
multiplication, and boolean operations, with nonlinear operations
(branches) resolved via bit-wise decompositions.

Plonk-based encodings mapping each operation in a program’s
execution to an arithmetic logic unit (or "gate") that supports only
addition, multiplication, and equality checks, as shown in Eq. 1:

f=qrwi +qrw2 + quwiws — qow3 +qc (1)

Terms qr, qr, gM. o are binary “control"” signals for left, right,
multiply, and output ports. Terms w1, wy represent the gate’s inputs,
and ws is its output. g, represents a constant input. An addition
operation, for instance, is implemented by setting q;, = 1, gg = 1,
qo = 1 and other control inputs to 0. This yields: f = wi + wy — ws.
That is, f = 0 if and only if the addition is correctly performed.

Each operation in a program is mapped to a Plonk gate. A pro-
gram with 2# operations has 2# Plonk gates interconnected to
form a “circuit” A p-dimensional polynomial f(X1,X; ..., X)) rep-
resents the entire circuit, with binary assignments to variables
{X1, Xz ..., X}, } representing individual gates. For example, if u = 4,
the circuit has 16 gates, and f(X; =0, X2 = 0, X3 = 0, X4 = 0) rep-
resents the first gate.

f(X) is constructed using multilinear polynomials represent-
ing every term from Eq. 1. For example, g1 (X) is the left control
input polynomial, w1 (X) is the first data input polynomial, and
so on. Each of these polynomials also takes X = [X3,Xp,...,X4]
as an "index". For example, in a program that maps to 16 gates,
qm([0,1,0,0]) will tell us whether or not the "multiply” control
signal is enabled in gate 2. w3([1, 1, 1, 1]) tells us what the output
data signal is at gate 15. All individual polynomials are encoded in
this fashion, and can be stored as MLE tables. These MLE tables are
populated from the program trace in software before running the
HyperPlonk prover. The MLEs are then used by the steps of the
HyperPlonk protocol, which we discuss in the following sections.
A consequence is that the SumCheck algorithm (Section 2.2) has to
be modified to account for Plonk polynomials.

3.2 SumCheck on Plonk-based Encodings

The key difference between the SumCheck used in HyperPlonk
and the example shown in Section 2.2 is in the polynomial struc-
ture. While that example shows how SumCheck runs on a single
polynomial of arbitrary degree, HyperPlonk runs SumChecks on
the Plonk polynomial, which involves the products of multilinear
polynomials. The polynomial in Eq. 1, for example, consists of 5
terms, each of a different degree. Figure 1 shows an example of how
a SumCheck of a three-polynomial product is computed.

X = [X1, X2, X3]; f(X) = g(X)h(X)m(X)

X [g(x)] |~ Compute vo :=9(0,0,X; = 0) = goo(X1 = 0) = ag
(0,0,0) | ap | g“’“g‘ = (l)g | v1:=9(0,0,X; =1) = goo(X1 =1) = a1
GoolA1 =
0,0,1 ! X, =2) |
001 a1 Sﬁjﬁ§xi:s§ | 900(X1 = 0) = (v1 —wp) - 0 + vy
(0,1,0) | a2 NG =)\ g00(X1 =1) = (v1 —vg) - 1 +vg
0,1,1 | o = 90,0§X1=2g:gv1—vug~2+vu
( ) | as \ gg’i(%:;) : 900(X1=3) = (v1 —0) -3+
(1,0,0) [ | 7 =S
(1,0,1) | a5 | ; ! f(X1=0)=
(1,1,0) | ag [ g:»:g: jl]; | 900(X1 = 0) - oo (X1 = 0) - mo(X, = 0)
(1,1,1) | a7 > g...g.:gg L) + g0.1(X1 = 0) - hoy (X1 = 0) - mo,1 (X1 = 0)
| gn(xi=
L s +g1,0(X1 = 0) - hig(X1 = 0) - my (X1 = 0)
X (X ]| [ X [mX) o S0 I Ch 0 (R =
m|
(0,0,0)| by (0,0,0)| co Similarly, compute
. g : f(X1=1), f(X1 =2), f(X1 =3)

Figure 1: SumCheck Example. The subscripts (0, 0 etc.) refer
to the specific instances of Xy, X3.

In the example from Section 2.2, we computed the evaluations
at 0 and 1, because the result of summing over all variables yielded
a univariate polynomial of degree 1. In this example, however,
when we sum over all variables, we have a univariate degree 3
polynomial. From elementary algebra, such a polynomial must be
evaluated at 4 unique points to fully characterize the polynomial.
In the figure example, in the blue region, we are iterating over
[X2,X3] =[0,0],[0,1], [1,0], [1, 1] to compute the evaluations. For
each iteration (red region), we must evaluate each polynomial at
X1 =0,1,2,3. Then, in the green region, we compute the product for
X1 =1 across all polynomials, and then sum across iterations. This
is repeated for X7 = 2, 3, 4. After the summations, each polynomial’s
MLE table is updated with a random challenge r from the verifier.
For example, a table ¢’ (for round 2) can be constructed from an table
¢ (from round 1) using the formula ¢’ [i] « (t[2i+1]-¢[2i])r+¢[2i].

These core computational steps are more expensive than the
baseline SumCheck. An additional layer of complexity is that in the
polynomial shown in Eq. 1, there are 5 terms of varying degrees.
The varying degrees leads to imbalance in how many evaluations
are needed (i.e. gr w1 needs 3 evaluations, while gj;wiwy needs
4). This is handled by the HyperPlonk SumCheck protocol with a
fixed interpolation step before the MLE tables are reduced. While
these computations are expensive, many of these operations can
be performed in parallel. All polynomials can compute their eval-
uations independently, and within a polynomial, evaluations at
different binary values can also be parallelized. Thus, HyperPlonk’s
SumChecks have high compute and degrees of parallelism.

3.3 HyperPlonk Protocol Steps

In this section, we outline the steps of the HyperPlonk protocol, as
seen in Figure 8, what each step achieves, and what hardware units
are needed to perform each step.

3.3.1 Commit Witnesses. The first step in HyperPlonk’s prover
involves witness commitments. In this step, we compute MSMs be-
tween elliptic curve points and the witness polynomials wy, wa, w3
to reduce each polynomial to individual commitments. The witness
polynomials in HyperPlonk are typically "Sparse”, meaning that
90% of the values are either 0 or 1, and 10% are up to the full scalar
width. SZKP [12] handles this by using Sparse MSMs. We implement
Sparse MSMs using the MSM unit for this step.
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Mult Tree / MLE Evaluation

Build MLE
T3 - —
T (D) = .
e (1) " T ]
:
ol nlon) o e
1 T2 T172 \:33 L ]

Compute Product MLE

TTTTTTT
Fraction MLE

Figure 2: Different computation patterns that fit in the multifunction tree unit. Computation outputs are marked in red.

3.3.2  Gate Identity. The Gate Identity step confirms that each gate
in the circuit performs its computation correctly. The intuition is
that if so, then f(X) should evaluate to 0 for each gate, equivalently,
for each binary assignment of X. Further, the sum of f(X) should
also equal 0, which can be confirmed by running SumCheck on
f(X).However, since the prior statement is only a necessary but not
sufficient condition for correct computation, HyperPlonk performs
SumCheck over a polynomial f(X)r(X), where r(X) is a multilinear
polynomial with coefficients computed from p random challenges
as shown in Figure 2 (left). This is known as a ZeroCheck.

The Gate Identity step relies on three units: the “multifunction
tree unit" (Section 4.3) to build r(X), a SumCheck unit, and the
MLE Update unit to update MLE tables between SumCheck rounds.

3.3.3  Wiring Identity. This step verifies that the outputs of each
gate are routed correctly to inputs of downstream gates. This is
achieved via a PermutationCheck, which is performed by construct-
ing a numerator polynomial N that encodes the "natural order"
of the outputs and a denominator polynomial D that encodes the
permuted ordering, and then checking that ¢ = N/D, called the
fraction polynomial, equals 1. As we will discuss, computing D! is
time consuming, since inverting (or, in effect, performing divisions
on) elements of a finite field is difficult. From ¢, a product polyno-
mial 7 is constructed by computing the product of all elements of
¢. The ¢ and 7 polynomials are both committed to via MSM com-
putations. A final ZeroCheck is also performed to ensure that the
structure imposed upon the ¢ and 7 polynomials was not violated
during their creation, i.e., the sum of these polynomial should be
zero everywhere. All polynomials are stored in the form of MLE
tables. The Wiring Identity step uses the construct N&D unit, the
FracMLE unit, the Multifunction Tree unit (to construct the 7 MLE
and later within the ZeroCheck step), the MSM unit, the SumCheck
unit, and the MLE Update unit.

3.3.4 Batch Evaluations. The SumCheck protocols require eval-
uating the MLE at a specific point. Batch evaluation reduces the
evaluation of multiple polynomials at multiple points into a single
polynomial evaluated at a single point. The batch evaluation step
consists of querying the input MLEs, as well as ¢ and 7, at a set of
6 points, some of which are derived from round challenges in the
SumCheck portion of the Gate and Wiring Identity steps, and some
of which are fixed at compile time. In total, 22 total evaluations are
performed among 13 polynomials using 6 distinct points. This step
is almost the exact reverse of the step in 3.3.2 used to construct
r(x), since we are compressing an entire MLE into 1 value, while
r(x) builds an entire MLE from p values. These polynomial queries
are then used by the verifier to check that the prover obeyed the
protocol. The Batch Evaluation step uses the Multifunction Tree
unit to compute each MLE query.

3.3.5 Polynomial Opening. This step is used to succinctly verify
the correctness of the prover’s batch evaluations. For brevity, we

will omit details of thepolynomial opening step. To summarize, it
involves first computing 6 MLEs as a linear combination of the
MLEs from Eq. 1, ¢ and . Then, 6 more MLEs are constructed
from the query points in Section 3.3.4. These 12 MLEs are com-
bined into a MLE “dot-product”, upon which a final SumCheck
is computed. To avoid confusion, we will refer to this final Sum-
Check as "OpenCheck" and "SumCheck" to refer to the underlying
computation.

After OpenCheck, the first 6 MLEs used as OpenCheck’s inputs
are linearly combined with the OpenCheck’s round challenges to
construct a final MLE, which is denoted as g’. This MLE is first
reduced to half its size, and it is used as the scalar set for a 2#~1-
point MSM. We then halve the scalar set and perform MSMs. For
example, if ;1 = 10, we compute a 2°-point MSM, then a 28-point
MSM, all the way to a 2°-point MSM. The Polynomial Opening uses
the MLE combine unit to compute the linear MLE combinations,
the Multifunction Tree unit to build the 6 MLEs, the SumCheck
unit to perform OpenCheck, and the MSM Unit to compute MSMs.

3.3.6 SHA3. zkSNARKs are non-interactive and use SHA3 to gen-
erate challenges as well as transcripts. (Transcripts are logs of proof-
related computations checked by the verifier.) Because SHA3 is used
in-between HyperPlonk steps to log computed values, SHA3 acts
as an order-enforcing mechanism. This means most of the protocol
steps must be executed in series, as shown in Figure 8.

3.3.7 Compute Demands of HyperPlonk. Table 1 summarizes profil-
ing results to characterize key functions and understand the sources
of performance overhead and hardware needs when accelerating
HyperPlonk. There are too many functions to list, and we present
the twelve with the highest computational density, which is de-
fined as modular multiplications (modmuls) per Byte, as done in
prior work [13, 27] (note SHA3 has no modmuls). Additionally, the
reference CPU implementation is provided as a link. First, we ob-
serve that all functions require an immense amount of computation:
ranging from millions to billions of 255/351b modmuls (comprising
three integer multiplications) over all invocations of each function.
For example, the data for Wire Identity MSMs modmuls reflects
two function calls; for ZeroCheck Rounds there is one function call
(see links in table). This motivates the need for both specialized
modmul units and a high degree of parallelism to mitigate overhead.
Second, compute intensity drops off sharply after the third function
(since data reuse is limited), and the data input/output sizes for all
functions are large, typically hundreds of megabytes up to terabytes
as problem sizes scale to more gates. This motivates the need for
large on-chip scratchpads to mitigate off-chip data movement when
possible and high off-chip (i.e., HBM) bandwidth.

2SumCheck code (used by Zero, Perm, and OpenCheck) is at L154-182 and L123-181

407
408
409
410
411
412
413
414

416
417
418
419
420
421
422
423
424
425
426
427
428
429
430
431
432
433
434
435
436
437
438
439
440
441
442
443
444
445
446

447

456
457
458
459
460
461
462
463

464


https://github.com/EspressoSystems/hyperplonk/blob/main/subroutines/src/poly_iop/sum_check/mod.rs#L154
https://github.com/EspressoSystems/hyperplonk/blob/main/subroutines/src/poly_iop/sum_check/prover.rs#L123

465
466
467
468
469
470
471
472
473
474
475
476
477
478
479
480
481
482
483
484
485
486
487
488
489
490
491
492
493
494
495
496
497
498
499
500
501

502

504

505

507

Table 1: Modular multiplications, memory requirements, and
arithmetic intensity of select functions for 220 gates. Links
to the source code are provided?.

Source Modmuls  Input Output  Arithmetic Intensity

Kernel Code (millions) Size (MB) Size (MB)  (modmul/byte)
Poly Open MSMs 10 127 0.00 8.70
Wire Identity MSMs l'_.’ 2290 254 0.00 8.59
Witness MSMs Z 0 167 0.00 7.83
Batch Evaluations Z a1 775 0.00 0.28
ZeroCheck Rounds e 77.6 332 0.00 0.22
Fraction MLE (FracMLE) (5 519 0.00 319 0.16
PermCheck Rounds £ 94.4 701 0.00 0.13
Linear Combine C 19 775 191 0.07
OpenCheck Rounds ez 315 765 0.00 0.04
Construct N & D Ll’ 10.5 18.2 255 0.04
Product MLE (ProdMLE) r_l)l 1.05 0.00 31.9 0.03
All MLE Updates Ll’ 33.6 1800 900 0.01

4 HyperPlonk Accelerator Units

HyperPlonk’s protocol is based on the BLS12-381 elliptical curve.
Here, all MLE datatypes are 255 bits wide, and all elliptical curve
points in the MSMs are 381 bits wide. All MLE and MSM operations
involve modular arithmetic primitives. These are built into each
accelerator unit that requires them. In total, zkSpeed comprises
eight accelerator units, we describe each below.

4.1 SumCheck and MLE Update

Three HyperPlonk steps use SumCheck: ZeroCheck (Section 3.3.2),
PermutationCheck (Section 3.3.3), and OpenCheck (Section 3.3.5).
Each step has a unique polynomial shown, respectively, below:

Jeero = qLwifzy + qrW2fz; + quwWiw2fz — qowsfz +qcfz (2)
foerm = 7fz, — p1p2fz, + @(¢D1D2Ds) fz, — a(N1N2N3) fz,  (3)
fopen = y1k1 + yaka + ysks + yaka + ysks + yeke 4)

In these equations, « is a challenge from the SHA3 unit, and
all other symbols represent multilinear polynomials. These poly-
nomials share a common sum-of-products representation, but are
each unique and require slightly different datapaths. We develop a

unified SumCheck Unit that can handle each of these polynomials.
We highlight the key contributions of our architecture next.

4.1.1  Sumcheck Round PE Microarchitecture. In ZeroCheck and
PermutationCheck, there are polynomials that appear multiple
times across terms. In HyperPlonk’s CPU baseline, the boolean
hypercube summations are performed iteratively term-by-term,
incurring redundant computation for these repeating polynomials.
We address this by computing all evaluations for each polynomial
in parallel. For example, in Equation 2, the polynomial f;, has to be
evaluated at X; = 0, 1, 2, 3 and 4. This computation only needs to be
performed once before being used to compute the product in each
term of fzero. Figure 3 shows an example of how our Sumcheck PEs
handle ZeroCheck computation for fz¢r,. Each unique MLE takes
its respective X; = 0 and 1 values (e.g., co = qr(X; = 0)), and uses
these values to construct the needed X; evaluations. Then, each
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Figure 3: SumCheck Round unit example. Subscripts of f
indicate which X3, X3 instance is being handled by the PE. For
simplicity, each MLE is renamed from a — i. Their subscripts
indicate the evaluation, e.g., X; = 0...4. The products p; ;. are

labeled to indicate the i‘" term evaluated at X; = Jj.

product in Equation 2 must be computed for each X; evaluation.
The products at the evaluation points are then accumulated into
registers. Due to the inherent degree imbalance, some terms have
fewer evaluations; the additional evaluations are computed via
Barycentric Interpolation [7]. This is omitted in the figure since it
only adds a fixed cost at the end of each round (23 modmuls for
ZeroCheck and 46 modmuls for PermCheck). Each MLE observes
different datapaths, so we use a specialized design to exploit high
reuse, full-pipelining, and high levels of parallelism.

4.1.2  Streaming approach. At the start of the protocol, the MLE
tables that are provided to the prover can be stored on-chip. How-
ever, as these MLEs undergo rounds of SumCheck, the process of
incorporating challenges into the MLE values expands binary val-
ues to the full 255 bits. Though the number of MLE table entries
reduces by half each round, the data itself grows by over 100X, so
the total storage cost for storing all MLEs is intractable. However,
each round, the intermediate values of MLE tables are only used by
the main SumCheck computation and then by the MLE Update to
be halved in size. Since there is no data reuse in-between rounds,
we adopt a streaming-based solution to alleviate the pressure on
on-chip SRAM storage. The key tradeoff here is that our SumCheck
and MLE Update units become memory-bound, since each MLE
in Equations 2-4 must be updated and written back to off-chip
memory after SumCheck rounds, necessitating off-chip traffic. For-
tunately, recent advances in high-bandwidth memory (HBM) can
supply very high bandwidths to offset this. This is inline with many
other cryptographic computing accelerators, which also rely on
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https://github.com/EspressoSystems/hyperplonk/blob/main/subroutines/src/pcs/multilinear_kzg/mod.rs#L254
https://github.com/EspressoSystems/hyperplonk/blob/main/subroutines/src/poly_iop/prod_check/mod.rs#L198
https://github.com/EspressoSystems/hyperplonk/blob/main/hyperplonk/src/snark.rs#L186
https://github.com/EspressoSystems/hyperplonk/blob/main/hyperplonk/src/snark.rs#L279
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https://github.com/EspressoSystems/hyperplonk/blob/main/subroutines/src/pcs/multilinear_kzg/batching.rs#L128
https://github.com/EspressoSystems/hyperplonk/blob/main/subroutines/src/poly_iop/perm_check/util.rs#L30
https://github.com/EspressoSystems/hyperplonk/blob/dc194f83ef5cae523b869f7256f314bdbeb2a42c/subroutines/src/poly_iop/prod_check/util.rs#L65
https://github.com/EspressoSystems/hyperplonk/blob/main/subroutines/src/poly_iop/sum_check/prover.rs#L91
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Figure 4: MSM bucket aggregation comparison.

HBM [12, 17, 26-28, 47, 48]. We analyze the bandwidth sensitivity
of the SumCheck computations in our evaluation section.

4.1.3  Scaling to Multiple PEs. Each SumCheck PE handles the prod-
uct and sum for one iteration of the boolean hypercube sum. For
example, in Figure 1, this corresponds to one red region and the first
product in the green region for each X; = 0, 1, 2, 3. These iterations
run in parallel with multiple PEs storing their own accumulation
registers. The bottom of Figure 3 shows the accumulation of each
evaluation across boolean hypercube values (equivalently, across
indices of the MLE tables). After all evaluations are done, an MLE
Update PE handles the updates for one MLE, and can provision
multiple modmuls. Multiple PEs can run in parallel, handling each
MLE independently.

4.1.4  Unified SumCheck PE. The three polynomials fzero, fperms
fopen have different datapaths. We use HLS to generate a unified
PE that handles each SumCheck variation used in HyperPlonk.
Each PE requires 94 modular multipliers, compared to 184 modular
multipliers without resource sharing, saving 48.9% on area. Hyper-
Plonk’s CPU baseline is designed to support any composition of
multilinear polynomials for different protocols, not just the three
we have shown. In software, repeating polynomial computations
greatly improves programmability as opposed to having specialized
functions to handle the specific computation patterns we optimize.

NoCap [49] is a recent accelerator that also accelerates Sum-
Check, but there are critical differences at the protocol-level that
motivate our architecture. NoCap implements Spartan [51], which
uses R1CS encodings resulting in two SumCheck instances that
look as follows: fi = g19294 — 9394 and fo = gs5gs. NoCap uses a
vector architecture with 2048 PEs to process boolean hypercube
instances with a Bene§ network to sum across PEs. This makes
sense for NoCap because Spartan’s polynomials are degree 2 and 3
with up to two terms. In contrast, HyperPlonk’s polynomials have
a more heterogeneous structure; there are more terms of varying
degree. This complexity arises from the usage of the control sig-
nal MLEs (g1, qr, 9M. 90, qc) to represent gates. These MLEs are
required to keep HyperPlonk verifier costs low (in Section 7, we see
NoCap’s verifier is slower). Consequently, mapping HyperPlonk’s
polynomials to a vector architecture would put more pressure on
vector register files because of the high amount of intermediate
values needed to be read. As seen in Figure 3, our SumChecks also
require very complex communication, which can increase band-
width pressure and may not be efficient to implement with a Bene$
network. Further, our specialized PEs immediately reuse values
without relying on register files to store the numerous amount of
intermediates. We have fewer, heftier PEs so data movement costs
are less relative to those incurred by a vector processor.

4.2 MSMs

MSMs are used in three Hyperplonk steps: Witness Commitments,
the Wiring Identity, and Polynomial Opening. Several prior works
accelerated MSMs. We begin with the base MSM design from
SZKP [12], the state-of-the-art for accelerating Groth16, and pro-
pose two optimizations for better performance and area efficiency.

In HyperPlonk, the sparse MSMs run in series are on the criti-
cal path. (This is unlike prior protocols like Groth16 where their
execution could be masked via parallel processing with the dense
MSMs.) Consequently, we opt to use the same MSM hardware unit
for both sparse and dense MSMs in zkSpeed (as opposed to separate
units in SZKP). zkSpeed uses a similar scheme as SZKP for handling
sparse computations. First, we compute the sum of all points corre-
sponding to 1-valued scalars. This is done by fetching the points
corresponding to 1-valued scalars into the MSM unit’s SRAM banks.
Then, using a tree-based approach, we feed two points at a time to
the pipelined Point Adder (PADD) unit, with the result written back
to the SRAM banks. This process repeats until we have reduced
all points to the final sum for points corresponding to 1-valued
scalars. Note that in this step, we need not fetch scalars into the
MSM’s SRAM banks since they are all 1. Then, we use Pippenger’s
algorithm [44] on the remaining ~ 10% of (dense) scalars. For the
Dense MSMs in the Wiring Identity and Polynomial Opening steps,
we use Pippenger’s algorithm for the full MSM computation.

We improve upon SZKP’s architecture in two ways. First, we
note that elliptical curve points, while being three-dimensional, are
initialized as (X, Y, 1) coordinates in HyperPlonk. Thus, we only
fetch two coordinates per point, saving off-chip bandwidth. We fur-
ther save on-chip SRAM area. SZKP provisions one scalar memory
bank and three point memory banks, to hold X, Y, Z coordinates. In
Hyperplonk Sparse MSMs do not need to store scalars, however, the
tree-based addition partials still need buffering (their Z coordinates
are no longer 1-valued) necessitating a Z coordinate memory bank.
Therefore, zkSpeed allocates three SRAM memory banks. In dense
MSM operation, the Z memory bank is reused to store the scalars,
and since partial sums are only stored in bucket registers, we do
not need to provision another dedicated memory bank, as in SZKP.
This represents a savings of 18% in on-chip SRAM area compared
to having a dedicated scalar memory bank.

The second optimization addresses a runtime bottleneck in SZKP’s
bucket aggregation step. After sorting points into buckets and com-
puting each bucket’s sum, SZKP employs a naive aggregation algo-

rithm to calculate the sum Z%:;_l iB;, where W is the window size
[12, 44], and B; represents the accumulated sum of the i-th bucket.
This is inefficient when processing smaller MSMs, e.g., 32-point
MSMs, which are prominent in Polynomial Opening. The fixed
bucket aggregation latency becomes a performance bottleneck be-
cause the point additions are serially performed and do not leverage
the pipelining available in the PADD unit. Consequently, the PADD
is underutilized in this step. To address this, zkSpeed adapts bucket
aggregation introduced in [31]. This scheme divides aggregation
into smaller groups, computes the partial sums within each group
in parallel, and finally combines the results. As shown in Figure 4,
it reduces the bucket aggregation latency by an average of 92%
across all window sizes compared to SZKP. We select a group size
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of 16, which provides the best overall performance and ensures the
aggregation step no longer dominates runtime for small MSMs.

4.3 Multifunction Tree Unit

Many HyperPlonk functions exhibit binary-tree compute patterns,
including building MLE, MLE evaluation, and constructing Product
MLE (7). zkSpeed supports these in hardware with our multifunc-
tion tree unit, specially designed to handle these compute patterns
effectively. Building MLE is a function used in ZeroCheck and
Opencheck steps. It constructs a table with 2N entries from random
values r| to ry, where 2N represents problem size. The computa-
tion is divided into N — 1 layers to reduce the number of modular
multiplications from (N — 1)2N times to 2N*! — 4. The multiplier
tree is used for batch inversion during Fraction MLE generation,
where it efficiently calculates the product D[0]D[1]---D[n — 1]
for an inversion batch size, n. Similarly, the MLE evaluation in the
Batch Evaluation operates like a multiplier tree but includes ad-
ditional modular additions in each operation. The Product MLE
generation in the Wiring Identity outputs all layer results. The
functions’ dataflow are presented in Figure 2.

The original (CPU) HyperPlonk implementation uses breadth-
first (level-order) tree traversal (BFS). This is inappropriate for
hardware acceleration as it puts increased pressure on SRAM ca-
pacity and off-chip bandwidth. For example, a problem size of 223
requires up to 222 intermediate elements in a layer, each 255 bits
wide, which would require 128MB for the intermediates alone. We
propose to use depth-first traversal (DFS) to address these chal-
lenges. This approach reuses and consumes intermediate results as
they are computed, reducing the up to 255MB intermediates that
must be stored on-chip or spilled to DRAM for problem size 223

As shown in Figure 2, for Build MLE, if the PEs produce two
outputs per cycle at the last layer, other PEs will keep generating
one element each cycle in the previous layer, and one element every
two cycles of the first layer. Outputs are produced continuously
in the last layer, and intermediate results like (1 —r1)(1 — r2) are
discarded after use. The multiplier tree (in FracMLE) and MLE
evaluation also benefit from DFS. For instance, as long as the unit
reads two MLE table entries each cycle, it can keep generating
one item of the first layer per cycle, one item every two cycles of
the second layer, and so on to sustain computation similarly to
a pipeline. For ProdMLE, the design outputs all layers. Since we
generate an item of the second layer during the first layer, we label
each item’s layer index to store results correctly.

Figure 5 shows how the multifunction tree unit works. Each
PE includes a modular multiplier and modular adder. (E.g., for
Build MLE, (1 —ry)rz and (1—r;)(1—ry) only require one modular
multiplication since (1—r1)(1—ry) is computed as (1—r1)—(1—r1)73).
The hardware supports three processing modes of Figure 2. For the
Inverse Tree (e.g., MLE Evaluation), the unit accepts p inputs in
parallel and reduces tree-level partials via a matching hardware
dataflow; in Figure 5, p = 8, and the data flows from left to right.
If the tree has more levels than hardware supports (three levels
in the example; a problem size 22° workload has 20 levels), the
remaining levels are scheduled and processed via the accumulator.
Outputs from the hardware tree (Level 3 in Figure 5) are pushed
in an accumulator-local register file and once operands are ready,
popped to the accumulator PE. The bottom of Figure 5 shows its
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:
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Figure 5: Hardware structure of the multifunction tree unit
and accumulator schedule (blue: forward, black: inverted,
red: outputs to HBM/other modules. Level for binary tree).
Accumulator schedule shows the level and node index.

schedule. Initially, there are gaps as the accumulator must wait
two cycles for each input pair. However, once multiple levels are
processed, the gaps are filled; this can be seen at cycle 44, where
layer 4 and 5 are processed by the PE at the same time (i.e., both in
the pipeline). Thus the PEs in tree have high utilization: for a 220
workload, they are over 99% utilized during the whole computation.
The red arrows coming out of each PE show how computations are
sampled and output to support ProdMLE. Forward Tree (Build MLE)
support is shown in blue and data flows from right to left. Each PE
takes the previous level and a challenge r; as inputs and generates
two outputs that are fed to the next level. Similarly, if the tree has
more levels, the accumulator PE is scheduled to generate (roughly)
one output per cycle to feed the rest of the PEs, which correspond
to the last 3 levels, outputting 8 results in the end. Switching is
supported by muxes at the PE inputs and configuring them.

The advantages of DFS are noticeable: it eliminates the need
to store entire intermediate layers, making it practical for large
problem sizes, and provides the ability to rate-match with upstream
or downstream units and maintain throughput. By adjusting the
number of PEs, the unit can handle varying input and output rates,
forming a full pipeline with other units. The ability to reuse across
multi-functions eliminates the need to allocate multiple dedicated
units, saving 41.6% area across global Pareto design points in Sec-
tion 7. The HyperPlonk code uses BFS. BFS has greater dependence
distance; we tile DFS and schedule work to avoid dependence stalls.
Executing nodes already stresses CPU’s limited compute resources,
and we expect DFS to have little performance impact in software.

4.4 Construct N&D and Fraction MLE

The construct N&D stage generates the N and D MLEs discussed in
Section 3.3.3. Elements of six intermediate MLEs, Dy 2, and Ny 2,
are computed in parallel from modular additions and multiplications
of the witness and wiring permutation MLEs stored in on-chip
SRAM, and two random challenges from SHA3. These intermediate
MLEs are written off-chip for the subsequent PermutationCheck.
The intermediate MLEs are multiplied to obtain the D and N MLE
(e.g., D[i] = Do[i]D1[i]D2[i]) elements, and fed to FracMLE unit.
Fraction MLE, ¢, requires computing the modular inverse of
every element of the Denominator MLE table (D~1), and multiply-
ing each inverted element with the corresponding element of the
Numerator MLE table (N). Given x, modular inversion outputs a
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Figure 6: Modular inverse unit using multiple batched inverse
units and a shared multiplier tree.

y, such that x - y mod p = 1. We use the constant time Binary Ex-
tended Euclidean Algorithm (BEEA) [45] for this operation to make
it data-oblivious and ensure constant scheduling. The algorithm
requires 2W — 1 iterations of a loop consisting of shifts and sub-
tractions, where W is the number of input bits (W = 255), resulting
in a 509-cycle latency. A data-dependent implementation is faster
for smaller input values, but since we are computing on random
inputs (derived from SHA3 hashes), the average latency of this
implementation (2(2?2‘;’ % — 1 = 505 cycles) is only 1% better.
In exchange for this negligible latency overhead, our constant-time
implementation reduces design complexity as this ensures elements
of D™! (and thus FracMLE) are generated in-order if we execute
multiple inverses in parallel (as we will discuss shortly). Parallel
execution of the data-dependent algorithm may output elements
out-of-order and would require buffering or stalling to resolve.
This is an expensive operation for HyperPlonk as 255-bit ele-
ments are used, and each element of an MLE must be inverted, so we
heavily optimize it. We leverage Montgomery batching [38], which
allows us to compute the inverse of multiple elements at the cost of
one inversion and additional multiplications, to amortize the cost of
one inversion across multiple elements and improve per-inversion
throughput. The common optimized approach to batching, stores
the partial products generated while computing the overall prod-
uct using sequential multiplications. After inversion, the inverted
output is sequentially multiplied by batch elements to isolate in-
verted batch elements. The sequential multiplications, combined
with the latency of modular multiplication, can limit performance
for hardware implementations. We address these limitations with
two modifications. First, we use a multiplier tree, detailed in Sec-
tion 4.3; this significantly reduce latency and improve scaling for
large values of n, from O(n) to O(log, n) multiplications. Second,
we pre-compute the sequential multiplications needed to obtain
the partial products in parallel to the modular inverse operation.
This hides the latency of sequential multiplications and maximizes
the work done during the long latency of the modular inverse.
Figure 6 illustrates the architecture of our modular inverse unit
using batching. We use multiple batched inversion units in round-
robin fashion to completely mask long inversion latencies and
enable the FracMLE unit to accept one input and generate one
output per cycle, behaving as a pipeline with depth batch size X
number of units. We achieve this by using enough batched inverse
units to mask the latency of one batch inversion. The multiplier
tree and one multiplier are reused across all units to compute their
inputs and produce the individual elements of D!, respectively.
One batch inversion latency is the maximum of the parallel partial
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Figure 7: Latency imbalance of batched inverse unit on the
left (blue) and area cost of the FracMLE unit on the right
(red). Both are optimal at 64. The area includes all hardware
resources needed and does not account for area savings from
reuse in the overall architecture.

product latency and the combined multiplier tree & modular inverse
latencies. The former scales O(n) while the latter scales O(log, n).

We frame choosing the ideal n as an optimization problem to
minimize the imbalance between the two latencies. The left y-axis
of Figure 7 plots the latency imbalance as a function of n. The initial
latency imbalance is due to the high constant latency of modular
inverse, which decreases as the partial product latency increases
- reaching a minimum at 2% (64) - then increases as the partial
product latency overtakes the multiplier tree and modular inverse
latency. Another consideration when choosing n is the area cost due
to the multiplier and storage overhead. The right y-axis of Figure 7
plots the total area of the Modular Inverse unit for different batch
sizes, including the multiplier tree, partial products SRAM, batch
element registers, and multipliers. The minimum area is also seen
at 64 because more inverse units are needed to mask the latency of
one inversion at smaller batch sizes. For example, n = 2 requires
256 batched inverse units while only 12 units are required at n = 64.
Also, starting at n = 64, we can reuse the multiplier tree across
all units since the tree can compute a batch’s product before the
next batch is ready thanks to its O(logzn) scaling. The total area
increases past n = 64 because the latency of the multiplications
for the partial products overtakes the latency of modular inversion
(hence latency imbalance also starts to increase), and the number of
batched inverse units no longer decreases while the area overhead
of batching (e.g., SRAM) continues to increase without additional
benefit. Using these metrics, we get a batch size of 64.

4.5 MLE Combine Unit

The MLE Combine Unit is used in the Polynomial Opening step. As
mentioned in Section 3.3.5, there are several linear combinations of
MLEs that are performed before OpenCheck and before the MSMs.
These operations are straightforward, and use a combination of
MLEs stored in on-chip SRAM and off-chip memory to construct
the MLEs used in subsequent steps. Because Opencheck happens
in series with the MSMs, the respective MLE Combine operations
also happen in sequence. Consequently, we can share resources
between these two operations. For the design point we highlight in
Table 5, without sharing, we would require 122 modular multipliers.
With sharing, we require only 72, representing a 41% area savings.
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Figure 8: A) HyperPlonk Protocol Steps, B) zkSpeed Architecture, and C) Step Dataflow. Each step is executed in the numerical
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4.6 On-Chip MLE SRAM

The MLE table size scales with the number of gates, i.e., for a
problem size of 2# gates, each MLE table has 2# entries. In prac-
tice, input MLEs are sparse. Control MLEs qr, qr, gm, qo are all
binary, and gc, w1, w2, w3 are roughly 90% 1s and 0s and 10% full
bit-width. These MLEs get reused throughout the protocol, so we
store them on-chip in Global SRAM. We compress the tables, pack-
ing together control MLEs and using address translation units to
perform lookups to either binary or 255-bit data. These compression
strategies save 10 to 11X on MLE storage across problem sizes.

5 zkSpeed Architecture & HyperPlonk Mapping

Figure 8 provides an overview of the HyperPlonk protocol and zk-
Speed architecture. HyperPlonk is expressed as a series of five steps,
with the final steps (4A and 4B) executed in parallel. Colors indicate
the mapping of protocol steps (Section 3.3) to the accelerator units
(Section 4) they run on. The zkSpeed architecture is streaming in
nature and captures on-chip data reuse when feasible via explicitly
managed scratchpad memories. The architecture has four major
components: accelerator units (Section 4), local and global SRAM,
a multi-channel shared bus, and HBM interface. HBM is needed to
feed the chip with high bandwidths needed by HyperPlonk, and
we conduct bandwidth sensitivity studies in Section 7.

zkSpeed uses a shared bus rather than a crossbar or NoC. This
design choice was made after rigorously analyzing the HyperPlonk
dataflow. The dataflow of each HyperPlonk protocol step is shown
in Figure 8(C). Colors indicate the hardware module each kernel ex-
ecutes on and annotated wires show data movement. We observed
that at any given time, only 1-2 zkSpeed units typically communi-
cate, and at most 4 independent bus channels are needed to avoid
stalling — this is during Wire Identity where Construct N&D sends
results to FracMLE, FracMLE simultaneously feeds ProdMLE and
MSM units, and ProdMLE streams to MSM. Units overlap computa-
tion with each other, e.g., enabling MSM to start processing partial
outputs from FracMLE, effectively masking latency. Without bus

stalls, we are able to rate match each accelerator unit to pipeline
across modules when possible, further improving performance.
zkSpeed deploys a highly banked global SRAM and two local
SRAMs for FracMLE and MSM units that store data unused by other
units (the FracMLE SRAM captures MLE table reuse, the MSM’s
SRAM reuses elliptical curve points). All other units share the Global
SRAM, which stores input MLEs. At the start of execution, these
MLE:s are prefetched from HBM and remain unchanged on-chip
throughout execution. They are read at the beginning of multiple
protocol steps, thereby reducing HBM pressure. zkSpeed allocates
a single-channel shared bus for units to read the global SRAM since
only one unit requires access at any given time. HBM access is
managed by a memory controller that has dedicated point-to-point
connections to each module and the Global SRAM, with enough
wires to a given component to accommodate the widest access
needed. The controller interfaces with the HBM PHYs and arbitrates
access to the HBM channels to ensure that no channel is being used
more than once simultaneously (i.e., no channel conflict).
Dataflow. HyperPlonk is data oblivious at the stage granular-
ity. This allows it to statically schedule computations and manage
units, SRAM, and the buses via a simple controller. The Batch Eval-
uation and Polynomial Opening steps run in parallel because the
same MLEs used prior to Opencheck also undergo MLE evaluations.
Both steps require simultaneous access to 13 MLE tables. With our
on-chip MLE storage scheme, only two of these MLEs are stored
off-chip, 7 and ¢. This saves bandwidth by 84%. By synchroniz-
ing the off-chip accesses between the two protocol steps, zkSpeed
further halves the bandwidth pressure. We provision six hardware
units for computing Batch Evaluations, since this step is not on the
critical path, and the remaining MLE evaluations only rely on MLEs
already stored on-chip. Thus we eliminate batch evaluations from
the critical path without incurring additional bandwidth costs.
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zkSpeed Programmability. zkSpeed modules are programmed
by instructions specifying problem sizes and configuring local con-
trollers and address data from the buses, SRAM, and HBM. Due to
the ASIC nature, much of the fine-grained control is handled by
FSMs within each unit. For each HyperPlonk protocol step, each
unit (e.g., bus, modules, Global SRAM, and HBM controller) are
configured with complex instructions and run to completion. Then
next set of instructions are loaded to execute the next protocol step.
Hyperplonk Trends and Outlook. Zero-knowledge protocols
are still continuously evolving and improving in several aspects.
However, zkSpeed, with its focus on Hyperplonk still has significant
stability. Firstly, Hyperplonk has seen adoption both in industry
implementations [15, 65] and academic research [15, 16, 29]. In
addition, our design is modular, and the key components of Hyper-
plonk SumChecks, MSMs, and MLEs, are present in essentially any
modern SNARK protocol [8, 21, 30, 51, 52, 56]. Therefore, zkSpeed
can also be targeted to new protocols so long as they comprise the
fabricated modules, including proof composition methods [58] that
seek to compose protocols like Orion and Hyperplonk.

6 Methodology
6.1 Performance Modeling

SumCheck has a fixed dataflow and is data oblivious. Thus, we
model performance using analytical models. Modules that feed
directly to the SumCheck units are handled in a data-oblivious
manner, so they are also modeled analytically since we assume
rate-matching. For the MSM, we use a cycle-accurate simulator
to model performance. Each unit within zkSpeed is modularized.
To understand full-chip performance, we conduct a design-space
exploration of all combinations of design parameters detailed in
Table 2 and then analyze the pareto-optimal space to pick a suitable
configuration for profiling runtimes. We also construct power traces
to estimate average power for the full-chip architecture.

We use Catapult HLS 2023 to generate the RTL for Montgomery
multipliers (as done in prior work [12]), the fully-pipelined, uni-
fied SumCheck unit (to handle ZeroCheck, PermutationCheck, and
OpenCheck), and the fully-pipelined PADD unit. Consistent with
HyperPlonk, we use the BLS12-381 elliptical curve, where all MLE
datatypes (e.g., in the SumCheck unit) are 255b, and all elliptic curve
points (e.g., in the PADD) are 381b. Using Design Compiler with
TSMC 22nm, we find the critical path in our design is the 381b
PADD unit at 1.05ns. We use Synopsys 22nm Memory Compiler to
generate SRAM estimates. For SHA3, we use the publicly available
IP block from OpenCores [43]. We scale down to 7nm using scale
factors of 3.6 for area, 3.3X for power, and 1.7X for delay (as in
prior work [12]), and clock all zkSpeed accelerators at 1 GHz.

6.2 Benchmarks

HyperPlonk was evaluated using mock circuit workloads [10], as
there is no publicly available compiler to generate real workloads.
We similarly use synthetically generated workloads to model the
performance of our architecture, which is standard for ZKP bench-
marks, as performance primarily depends on the size of the work-
load. Similarly, GZKP [36] uses synthetic workloads to benchmark
their implementation for workload sizes of 222 and higher. No-
Cap [49] uses workloads from libsnark [1] that prove relatively
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Figure 9: Pareto Frontiers for 22° Gates. We plot the individual
pareto curves for each bandwidth model and the globally
optimal pareto curve (for designs under 50ms) in the inset.

small circuits and scales them up to larger problem sizes because
their proving times are dominated by fixed overheads on smaller
ZKP circuits. In the context of HyperPlonk, workload statistics
primarily affect the witness commit (sparse MSM) step. The scalar
distributions of the MSMs in the Wiring Identity and Polynomial
Opening are random because they are constructed in part from
SHA3 challenges. Therefore, while the MSMs are data-dependent,
they are not workload dependent and their runtimes are roughly
the same at iso-problem size. All other steps in HyperPlonk are
data-oblivious. From prior work [1, 12, 36, 64], we know that in
sparse MSMs, the scalars are typically 5-10% dense (i.e., full bit-
width), and 95-99% sparse. Since the dense components of sparse
MSMs are still runtime dominant, we assume a pessimistic upper
bound of 10% dense scalars and 90% sparse scalars, of which 45%
are 1s and 45% are 0s. The rest of the protocol steps operate on 100%
dense scalars/MLE values. In our evaluation, we use five workloads
from prior work [1, 10], and show our results in Table 3.

7 Evaluation

7.1 Pareto Space Analysis

Figure 9 shows the design space for a problem size of 2" gates
under four bandwidth scenarios. We sweep all the parameters in
Table 2 and obtain Pareto curves for each bandwidth individually,
and then construct the global Pareto curve from these four local
Pareto curves. The key highlight from this plot is that HBM3-scale
bandwidths (e.g. 1-4 TB/s [2]) do yield significant performance gains
over, e.g., an HBM2-scale bandwidth (0.5 TB/s [24]). Beyond 300
mm?, the globally pareto-optimal design configurations yield over
2x speedups compared to 512 GB/s designs and over 700x speedups
over the CPU baseline. This is because high-performance SumCheck
designs quickly saturate 512 GB/s of bandwidth. In this analysis,
we also include the cost of HBM PHYs [17, 24, 26-28, 37, 47-49]
where the PHY cost is 14.9 mm? for a single HBM2 PHY and 29.6
mm? for a single HBM3 PHY. For low-performance designs (below
100mm?), higher bandwidth becomes less effective because of the
related PHY area costs. Figure 9 shows that zkSpeed remains viable
even at bandwidths typical of DDR5 [50] (256 GB/s and below).
While HBM allows exploring scalability benefits, less expensive
memory technologies can be used to achieve Pareto-optimality
within a target performance range (e.g., within 50 ms).
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Table 2: Design Space of zkSpeed Architecture.

| Module | DesignKnob | Values |
MSM PEs 1,2,4,8,16
MSM Window Size 7,8,9,10
MSM Points/PE 1K, 2K, 4K, 8K, 16K
FracMLE PEs 1,2, 4
SumCheck PEs 1,2,4,8,16
MLE Update PEs 1,2,...,11
MLE Update Modmuls/PE 1,2,4,8,16
- Bandwidth (GB/s) | 64, 128, 256, 512, 1T, 2T, 4T

We analyze the area and runtime of selected points on the Pareto
curve in Figure 10 to further understand bandwidth sensitivity.
We pick Pareto points representing the highest-performing design
point for each bandwidth level. In the area breakdown, moving from
low to high-performance design points (A to D), the proportion of
the SumCheck area increases significantly, because SumCheck is
bandwidth intensive, and higher bandwidth allows more parallel
SumCheck PEs, boosting throughput. The MSM unit accounts for
a large portion of the total area, but its absolute area remains un-
changed when switching to high performance. This trend is also
evident in the runtime breakdown: total runtime decreases as band-
width increases, and the runtime contributions of the SumCheck-
related processes (ZeroCheck, PermutationCheck, and OpenCheck)
become smaller. Our analysis of the Pareto design points shows that
high performance significantly depends on sufficient bandwidth,
particularly improving the SumCheck computation. Conversely, for
low-performance designs, the system utilizes less bandwidth and
allocates more resources to MSM computation.

7.2 Bandwidth Sensitivity

Figure 12 shows how the speedups for MSM-related computation
and SumCheck-related computation scale with increased PE count
and bandwidth. These are two runtime-dominant components in
our design points shown in Figure 10. We take the runtime of
all MSM and SumCheck operations for 1 PE under 512 GB/s, and
compute respective speedups to these numbers. Because MSMs are
compute-bound, adding compute resources improves the speedups
significantly, while adding bandwidth does not. We do not see
perfectly linear speedup because of the serialization incurred in
PolyOpen MSMs. SumChecks, which rely on a streaming-based
approach, are memory-bound. As we add compute, we see linear
speedups initially and then diminishing returns after saturating
bandwidth. Consequently, in our pareto-optimal design space, we
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ized to 1 PE at 512 GB/s.

see most points along the curve outside high-performance regimes
use at most 2 SumCheck PEs compared to 8 or 16 MSM PEs.

7.3 Iso-CPU-Area Comparisons

Our CPU is an AMD EPYC 7502 32-core processor [5, 12, 39, 55].
The total die size is 296 mm?. We sweep the problem sizes, and for
each problem size, pick a pareto-optimal design point that is close
to 296 mm?. In these comparisons, we exclude the PHY cost, since
the AMD EPYC processor has its own separate die for I/O [40].
Therefore, we compare our total compute and on-chip memory
area with the CPU’s total core area, including on-chip caches. We
assume 2 TB/s HBM to achieve pareto-optimality in Figure 9.

After picking each design, we run synthetic benchmarks over
problem sizes 217 — 223, Figure 11 shows the speedup of each design
over CPU baseline, and the breakdown across different steps of the
protocol to understand where our speedups come from. In general,
we get more speedup from our MSM units than the SumCheck
units. This intuitively follows, given our observations that MSMs
are compute-bound and more robust to bandwidth constraints. Ad-
ditionally, the CPU poorly handles sparse computations because it
serially computes the point addition for 1-valued scalars. PolyOpen
MSMs also incur serialization costs that we reduce by overlapping
MSM executions where possible. The variations in speedups over
different problem sizes are an artifact of our choice to highlight
different Pareto points per problem size; for example, at 22 size
problems, a dual-core MSM is used, while at 222 size a single-core
MSM is chosen. This is because the area costs of on-chip MLE
SRAM begins to dominate; choosing a weaker MSM in turn reduces
achievable speedup. Storing MLE tables entirely off-chip may yield
larger MSM speedups at higher bandwidth costs for SumChecks.
These tradeoffs can be explored in future work.
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Table 3: zkSpeed evaluation on real-world workloads.

Problem Runtime (ms)
Workload Size CPU zkSpeed
Zcash 2! 1429 | 1.984 (720x)
Auction 220 8619 | 11.405 (755%)
212 Rescue-Hash Invocations 221 18637 | 18.335 (844X)
Zexe’s Recursive Circuit 222 37469 | 43.451 (862X)
Rollup of 10 Pvt Tx 223 74052 | 86.181 (859%)

Table 4: Comparison of zkSpeed with Prior ZKP Accelerators
on 2%* Constraints/Gates. N = NTT, S = SumCheck, M = MSM

Accelerator NoCap SZKP+ zkSpeed
Protocol Spartan+Orion Groth16 HyperPlonk
Main Kernels N&S N&M S&M
Encoding R1CS R1CS Plonk
Proof Size 8.1 MB 0.18 KB 5.09 KB
Setup none circuit-specific universal
Prime fixed arbitrary arbitrary
Bitwidth 64 255b/381b 255b/381b
CPU Prover (s) 94.2 51.18 145.5
HW Prover (ms) 151.3 28.43 171.61
Verifier (ms) 134 4.2 26
Chip Area (mm?) 38.73 353.2 366.46
# Modmuls 2432 1720 1206
Modmul (mm?) 0.002 0.133/0.314  0.133/0.314
Power (W) 62 >220 W 170.88
Poly Open Dense MSMs Batch Evals & Poly Open
Sparse 24.6% Witness
. N
|deﬁ§§§ m A‘iﬁ Batch Evals Ideﬁgti

PermCheck
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Figure 13: Runtime breakdown for CPU and zkSpeed at 2%°
gates. CPU’s sequential kernel execution enables finer break-
downs; aggregate step times are presented for zkSpeed.
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Figure 14: Utilization of zkSpeed modules, with compute area
utilization (AU) listed on top of each bar. Stacked bar colors
reflect the protocol steps in which each module is active.

7.3.1 Runtime Breakdown and Utilization. Figure 13 shows the
latency breakdown of HyperPlonk on a CPU and zkSpeed. The
CPU executes kernels sequentially, enabling detailed profiling; we
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Table 5: Area and power of zkSpeed. Other includes the SHA3
unit and interconnect.

Area (mm?) Average Power (W)
MSM (16 PEs) 105.64 76.19
SumCheck (2 PEs) 24.96 5.38
Construct N&D 1.35 0.19
FracMLE 1.92 0.25
MLE Combine 9.56 0.34
MLE Update 5.84 1.13
Multifunction Tree 12.28 4.16
Other 1.98 0.04
Total Compute 163.53 87.68
SRAM 143.73 19.60
HBM3 (2 PHYs) 59.20 63.60
Total Memory 202.93 83.20
Total 366.46 170.88

report step latency for zkSpeed due to its parallel scheduling of
kernels. As expected, the majority of time goes to processing MSMs,
while a handful of other kernels account for single percentage
points of runtime. Figure 14 presents the utilization of each unit
and relative (datapath) area allocation (design in Table 5). The
utilizations vary from over 70% to 5% for some modules. zkSpeed
was intentionally designed (via the design space search in Figure 9)
to allocate resources to cores to optimize high performance per area,
i.e. the Pareto front. This can be seen in our analysis in two ways.
First, the cores taking up most area, notably MSM at 64.6%, are the
most used, and following the profiling data (Figure 13) require the
most speedup. Second, though some units are used infrequently,
they (i) take up little area and (ii) are essential to accelerate to
achieve the speedups desired (i.e., 2-3 orders of magnitude). For
example, the SHA-3 unit is rarely used, but provides a speedup of
over 300X over the CPU and takes only 5888um? area. Additionally,
consider that MLE Combine makes up 3.3% of the CPU runtime, but
without acceleration caps speedup to a mere 30.3x, thus justifying
its 5.85% area allocation and relatively low utilization.

7.4 Workload Evaluation

We pick a fixed design and show the end-to-end speedups in Table
3. As mentioned in Section 6.2, we assume a pessimistic 10% sparse
scalar statistics for each workload. Our fixed design has one MSM
unit with 9-bit windows, 16 PEs, and 2048 points per PE, with
1 FractionMLE PE, 2 SumCheck PEs, 11 MLE Update PEs, and 4
modular multipliers per MLE Update PE. The area is provided in
Table 5. At roughly iso-CPU-core compute cost, zkSpeed achieves
a geometric mean speedup of 801 over the CPU, with total area
of 366.46 mm?, total average power of 170.88 W, and total power
density of 0.46 W/mm?, which is within that of our CPU [12].

8 Related Work

Much of the prior body of crytographic hardware and systems
research has focused on Fully Homomorphic Encryption and Multi-
Party Computation [19, 26-28, 37, 41, 47, 48, 54]. ZKP hardware
research is relatively newer, and has focused primarily on accelerat-
ing NTTs and MSMs [9, 11, 23, 25, 31-33, 35, 46, 59, 60, 63, 66, 67].
A few recent works have accelerated SumChecks on GPU [34]
and ASIC [49] as well as hashing alternatives to SHA-based hash
functions [4, 53, 60]. Some systems accelerate end-to-end Groth16
proofs (using NTTs and MSMs) on GPU [36] and ASICs [12, 64].
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SZKP is presently the only ASIC that accelerates Groth16 proofs
entirely on-chip. NoCap [49] is an ASIC that accelerates the Spartan
protocol, using Orion as the polynomial commitment scheme. No-
Cap focuses on SumCheck and NTTs used in Spartan. We compare
zkSpeed with two ASICs that accelerate full proofs end-to-end.
SZKP is the state-of-the-art for accelerating Groth16 proofs, focus-
ing on scalable MSM designs and (quasi)-deterministic scheduling
for Pippenger’s algorithm. It accelerates all MSMs, including Sparse
G2 MSMs, achieving geomean speedups of 493X over a CPU. SZKP
improves on PipeZK [64], the first hardware accelerator for Groth16
proofs. While Groth16 and HyperPlonk have similar application
spaces, as mentioned in Section 1, the key advantage of using Hy-
perPlonk is the universal setup, which means that the protocol
parameters are application-agnostic. For Groth16, every new appli-
cation that wants to use a ZKP needs its own trusted setup ceremony
[3], which is impractical as the application space grows. Given this
context and the recent shift away from Groth16 [42], the slightly
larger proof sizes are considered a reasonable tradeoff.
NoCap is a vector-based processor for accelerating Spartan+Orion
proofs, but its application space differs from zkSpeed’s. NoCap
thrives in applications where proof size is not critical or there are
few verifiers. It achieves 41X geomean speedups over PipeZK. In
contrast, zkSpeed is ideal for many verifiers and in consensus-based
systems; this is where ZKPs are experiencing growing interest.
For easier comparison, Table 4 compares zkSpeed, NoCap, and
SZKP’s protocols and software and hardware costs. zkSpeed’s par-
ent Hyperplonk has the slowest software prover, reflecting the
complexity of the protocol. Of note, Spartan’s prover is slow; No-
Cap’s authors explain this is due to inefficient implementation.
We compare NoCap’s hardware implementation using the de-
sign point and numbers from their paper scaled to 7nm using scale
factors from prior work [12, 37]. We then select a zkSpeed con-
figuration with roughly similar prover time. At iso-prover time,
zkSpeed incurs a nearly 10X area cost in return for a three orders-
of-magnitude reduction in proof size. NoCap’s lower costs come
from eliminating MSMs, having simpler sumchecks, and using a
64-bit Goldilocks-64 prime field that yields smaller modmuls. In
contrast, zkSpeed supports arbitrary 255-bit and 381-bit primes for
MLEs and elliptic curves points, respectively. Consequently, NoCap
runs all operations several times, including SumChecks 3 times, to
obtain 128 bits of security. We further compare zkSpeed with an
iso-area SZKP (Groth16) implementation, giving them the benefit of
zkSpeed’s improved MSMs, and optimistically scale up their design
to use the BLS12-381 curve. This design, SZKP+, enjoys a 6X reduc-
tion in proving time compared to zkSpeed, largely because it has
fewer MSMs on its critical path. These speedups come at the cost of
circuit-specific setup, incurring large costs any time the application
is updated. In sum, NoCap, SZKP, and zkSpeed each address differ-
ent application domains, representing a range of trade-offs ranging
from security and protocol properties to software/hardware costs.
Jellyfish: Jellyfish is a HyperPlonk variant supporting gates
of arity (fan-in) higher than 2. Unlike R1CS, it supports higher
degree constraints, e.g. x’ = y° + y? + 7. The additional expres-
siveness means, iso-application, the total size of all MLE tables
decreases (the number of tables increases with arity, but table size
decreases super-proportionally). High-degree gates have utility in
many applications[14]; this is especially pronounced when proving

the correctness of cryptographic operations like encryption[62] or
hash-functions[20]. zkSpeed could be extended to support Jellyfish,
in which case the ratio of table count to table size may improve the
runtime (with sufficient bandwidth). We leave this for future work.

9 Conclusion

This paper presents zkSpeed, the first work to accelerate Hyper-
Plonk proofs in hardware, which offers O(n) time complexity com-
pared to prominent zkSNARKSs that rely on computational primi-
tives that have O(nlogn) complexity (e.g. Groth16). zkSpeed con-
stitutes accelerator units for all core HyperPlonk functions, with
special attention paid to prominent kernels: SumCheck and MSM.
zkSpeed is a modular architecture, and we leverage a performance
model to conduct design space optimization, and analyze the pareto
frontier to identify well performing designs. A zkSpeed accelerator
with 366 mm? and 2 TB/s of bandwidth achieves gmean speedup
of 801X over CPU baselines, demonstrating the promise zkSpeed
offers to accelerate HyperPlonk.
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