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Abstract. The Middle-Product Learning with Errors (MPLWE) as-
sumption is a variant of the Learning with Errors (LWE) assumption.
The MPLWE assumption reduces the key size of corresponding LWE-
based schemes by setting keys as sets of polynomials. Moreover, MPLWE
has more robust security than other LWE variants such as Ring-LWE
and Module-LWE. Lombardi et al. proposed an identity-based encryp-
tion (IBE) scheme (LVV-IBE) based on the MPLWE assumption in the
random oracle model (ROM) by following Gentry et al.’s IBE scheme
(GPV-IBE) based on LWE. Due to the benefit of MPLWE, LVV-IBE
has a shorter master public key and a secret key than GPV-IBE with-
out changing the size of a ciphertext. However, Lombardi et al.’s proof
is not tight in the ROM, while Katsumata et al. proved that GPV-IBE
achieves tight adaptive anonymity in the quantum ROM (QROM). Re-
vocable IBE (RIBE) is a variant of IBE supporting a key revocation
mechanism to remove malicious users from the system. Takayasu pro-
posed the most efficient RIBE scheme (Takayasu-RIBE) based on LWE
achieving tight adaptive anonymity in the QROM. Although a concrete
RIBE scheme based on MPLWE has not been proposed, we can construct
a scheme (LVV-based RIBE) by applying Ma and Lin’s generic transfor-
mation to LVV-IBE. Due to the benefit of MPLWE, LVV-based RIBE
has an asymptotically shorter master public key and a shorter secret key
than Takayasu-RIBE although the former has a larger ciphertext than
the latter. Moreover, the security proof is not tight and anonymous in
the ROM due to security proofs of Ma-Lin and Lombardi et al. In this
paper, we propose a concrete RIBE scheme based on MPLWE. Com-
pared with the above RIBE schemes, the proposed RIBE scheme is the
most asymptotically efficient since the sizes of a master public key and
a secret key (resp. ciphertext) of the proposed scheme are the same as
those of LVV-based RIBE scheme (resp. Takayasu-RIBE). Moreover, we
prove the tight adaptive anonymity of the proposed RIBE scheme in the
QROM. For this purpose, we also prove the tight adaptive anonymity of
LVV-IBE in the QROM.

Keywords: Identity-based Encryption - Revocable Identity-based En-
cryption - Middle-Product Learning with Errors - Tight Security -
Anonymity - Quantum Random Oracle Model.
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1 Introduction

1.1 Background

Lattice-based cryptography based on the Learning with Errors (LWE) assump-
tion [26] has been actively studied because they are resilient even against quan-
tum attacks. Moreover, we can construct cryptography schemes with advanced
functionality based on the LWE assumption such as identity-based encryption
(IBE). Among several adaptively secure IBE schemes based on the LWE as-
sumption [TIR2IBI7IRITIB4I35], Gentry et al.’s IBE scheme (GPV-IBE) [13] is the
most efficient. Specifically, the sizes of a master public key, a secret key and a
ciphertext of an n-bit plaintext are O(n?log®n), O(n?log®n), and O(nlog®n),
respectively for the security parameter n. Although Gentry et al.’s original proof
is not tight in the random oracle model (ROM), Katsumata et al. [I7] slightly
modified the scheme and proved the tight adaptive anonymity in the quantum
ROM (QROM) [6]. Since a proof in the ROM may not ensure post-quantum
security [36], Katsumata et al.’s proof ensures the post-quantum security of
GPV-IBE under better parameters.

Rosca et al. [27] proposed the Middle-Product LWE (MPLWE) assumption
as a variant of LWE. The MPLWE assumption can reduce the key size of corre-
sponding LWE-based schemes by replacing matrices and vectors in LWE-based
schemes with sets of polynomials. While other LWE variants over a specific
ring such as Ring-LWE [23] and Module-LWE [19] also reduce the key size, the
MPLWE-based schemes have more robust security guarantees than these vari-
ants because the MPLWE problem is as hard as the polynomial LWE (PLWE)
problem [29], which is a variant of the LWE over broader class of rings. So far,
various MPLWE-based schemes have been proposed by modifying LWE-based
schemes such as public key encryption [22127], digital signatures [4[T4121], ring
signatures [T0[21], IBE [12I22], hierarchical IBE [20], and inner product encryp-
tion [37U38]. Among known MPLWE-based IBE schemes [1222], Lombardi et
al.’s scheme (LVV-IBE) [22] which is a MPLWE variant of GPV-IBE is the most
efficient. Due to the benefit of MPLWE, LVV-IBE has a shorter master public
key and a secret key of the size O(n log? n) than GPV-IBE without changing the
size of a ciphertext O(n log? n). Therefore, LVV-IBE is asymptotically more effi-
cient than GPV-IBE. LVV-IBE is the only known adaptively secure IBE scheme
based on MPLWEE| Although Lombardi et al. [22] did not provide a concrete
security proof, they claimed that we can apply Gentry et al.’s proof technique of
GPV-IBE [13] to LVV-IBE; thus, a proof is not tight in the ROM. In other words,
it is not known whether we can prove tight adaptive anonymity of LVV-IBE in
the QROM as GPV-IBE [I7].

Since IBE cannot revoke malicious users efficiently in a generic way,
Boldyreva et al. [5] proposed a notion of revocable IBE (RIBE). Since Ma and
Lin [24] proposed a generic transformation from IBE to RIBE that preserves the

3 Although Fan et al. [I2] tried to construct an adaptively secure IBE scheme based
on MPLWE, the security definition is weaker than the standard adaptive security
since the number of adversary’s secret key queries is a-priori bounded.
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adaptive security, we can obtain LWE-based and MPLWE-based RIBE schemes
(GPV-based RIBE and LVV-based RIBE) by applying the transformation to
GPV-IBE [I3] and LVV-IBE [22], respectively. Since Ma-Lin’s transformation
preserves the sizes of a master public key and a secret key, the sizes of GPV-
based RIBE (resp. LVV-based RIBE) are both O(n?log®n) (resp. O(nlog?n)).
However, since Ma-Lin’s transformation suffers from large ciphertexts, the sizes
of GPV-based RIBE and LVV-based RIBE become O(Lipnlog®n). Since Ma-
Lin’s transformation does not also preserve the tight security and anonymity,
the security of GPV-based RIBE is not tight or anonymous although GPV-
IBE satisfies the tight anonymity. Among several concrete LWE-based RIBE
schemes [ITHB0I31I32I33], Takayasu’s scheme (Takayasu-RIBE) [30] that is a
modification of GPV-based RIBE is the most efficient and resolves the above
issue of GPV-based RIBE. In particular, the sizes of a master public key, a
secret key, and a ciphertext are O(n?log®n), O(n?log®n), and O(Lipnlogn),
respectively; thus, Takayasu-RIBE is asymptotically more efficient than GPV-
based RIBE. Moreover, Takayasu RIBE satisfies the tight adaptive anonymity
in the QROM. However, Takayasu RIBE is not strictly asymptotically more ef-
ficient than LVV-based RIBE since the sizes of a master public key and a secret
key of the former O(n?log®n) are larger than those of the latter O(nlog®n).
As MPLWE-based LVV-IBE [22]| improves the efficiency of LWE-based GPV-
IBE [13], MPLWE may enable us to construct an RIBE scheme that is asymp-
totically more efficient than Takayasu-RIBE [30]. Then, it is desirable to prove
the tight adaptive anonymity of such an MPLWE-based RIBE scheme in the
QROM.

1.2 Owur Contribution

In this paper, we propose an RIBE scheme based on MPLWE. We modify
LVV-based RIBE and obtain the proposed RIBE scheme by following the way
Takayasu [30] modified GPV-based RIBE and obtained Takayasu-RIBE. We
reduce the size of a ciphertext of LVV-based RIBE from O(Lipnlog®n) to
O(Lipnlogn) as Takayasu reduced the size of a ciphertext of GPV-based RIBE
from O(Lipnlog®n) to O(Lipnlogn). Similarly, the proposed scheme preserves
the sizes of a master public key and a secret key O(n log? n) of LVV-based
RIBE as Takayasu-RIBE preserves the sizes of a master public key and a secret
key O(n? log? n) of GPV-based RIBE. Thus, the proposed scheme achieves the
shortest master public key, the secret key, and the ciphertext, simultaneously
compared with known LWE-based and MPLWE-based RIBE schemes. The top
of Table [I] compares the efficiency among GPV-based RIBE, LVV-based RIBE,
Takayasu-RIBE, and the proposed scheme. Although we have not explained the
detailed syntax of RIBE, there are also key updates and decryption keys. We do
not compare the efficiency of key updates and decryption keys in Table [T since
they are the same among all four schemes. The bottom of Table [I| compares the
security among GPV-based RIBE, LVV-based RIBE, Takayasu-RIBE, and the
proposed scheme.



4 T. Nishimura, A. Takayasu

Table 1. Comparison among adaptively secure RIBE schemes based on LWE and
MPLWE in the (Q)ROM

Scheme |mpk| |ct] |skip|

GPV-based RIBE [I3]+ [24] O(n?log®n) O(Lipnlog®n) O(n?log®n)
LVV-based RIBE [22]+ [24] O(nlog®n) O(Lipnlog®n) O(nlog®n)
Takayasu-RIBE [30] O(n?log?n) O(Lipnlogn) O(n’log?n)
Our Scheme (Section ) O(nlog®n) O(Lipnlogn) O(nlog®n)

Reduction

Scheme Anonymity 1 Model Assumption
0ss
GPV-based RIBE [I3]+ [24] O(Lp) QROM LWE
LVV-based RIBE [22]+ [24] O(QuLp) ROM MPLWE
Takayasu-RIBE [30] v O(1) QROM LWE
Our Scheme (Section ) v O(1) QROM MPLWE

GPV-based RIBE (resp. LVV-based RIBE) denotes a resulting RIBE
scheme by applying Ma-Lin’s transformation [24] to GPV-IBE [13] (resp.
LVV-IBE [22]). n denotes the security parameter. |mpk| and |ct| denote
the size of a master public key and a ciphertext for an n-bit plaintext,
respectively. Lip = O(n) denotes the length of an identity. Qu denotes the
number of adversary’s random oracle queries.

We try to prove the tight adaptive anonymity of the proposed RIBE scheme
in the QROM as Takayasu-RIBE [30]. Although a naive approach to complete
the task is combining security proofs of LVV-IBE and Takayasu-RIBE, it is
insufficient for our purpose since Lombardi et al.’s proof of LVV-IBE [22] is not
tight in the ROM. Therefore, we first prove the tight adaptive anonymity of
LVV-IBE in the QROM. To this end, we slightly modify LVV-IBE and prove
the tight adaptive anonymity in the QROM by following Katsumata et al.’s
approach [17] for GPV-IBE [I3]. As a result, we successfully prove that LVV-IBE
ensures the post-quantum security. Table [2| compares the original LVV-IBE [22]
and our modification. We achieve the tight adaptive anonymity in the QROM
without sacrificing the efficiency of LVV-IBE [22]. Then, we prove the tight
adaptive anonymity of the proposed RIBE scheme in the QROM by combining
our security proof of modified LVV-IBE and Takayasu’s proof [30].

1.3 Technical Overview

We explain an overview of our proposed RIBE scheme. We first review GPV-
IBE [13] and show how to obtain Takayasu-RIBE [30] by modifying GPV-IBE.
Then, we review LVV-IBE [22] and show how to obtain the proposed RIBE
scheme by modifying LVV-IBE. We note that all the schemes encrypt an n-bit
plaintext m € {0,1}"™.
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Table 2. Comparison among adaptively secure IBE schemes based on MPLWE in the
(QROM

Reducti
Scheme |mpk]| |ct] CEUCHON Model
loss

LVV-IBE [22] O(nlog®n) O(nlog®n) O(Qu) ROM
Our Scheme O(nlog®n) O(nlog?n) O(1) QROM

n denotes the security parameter. |[mpk| and |ct| denote
the size of a master public key and a ciphertext for an
n-bit plaintext, respectively. Qu denotes the number of
adversary’s random oracle queries.

GPV-IBE. Let H denote a hash function that maps an identity ID to a ma-
trix Up € Z;LX". A master public key and a master secret key are a matrix
GPV.mpk = A € Zp*™ and its short trapdoor basis GPV.msk = Ta, respec-
tively. The short trapdoor basis T can sample a secret key for ID as a short
matrix GPV.skp = Rip € Z;”X” such that AR)p = Ujp mod ¢q. A ciphertext
for ID and a plaintext m € {0,1}" is GPV.ctip = (b,b’) € Z]" x Zy;

b= ATs + noise, b'=m- EJ + U\ bs + noise,

where s € Zj is a uniformly random vector and both noise’s are short vectors
with compatible dimensions sampled from the discrete Gaussian distribution.
The second element b’ embeds a plaintext m masked by U,Bs + noise, while the
first element b is multiplied by a secret key Rip and becomes U s + noise to
cancel the mask of b’. Specifically, the decryption algorithm computes

b ' —Rpb=m-: FJ + Ujps + noise — ([ARyp]"s + R, - noise) mod ¢

2
=m-: {%J + Ugs + noise — Ujgs 4 noise mod ¢
=m- EJ + noise mod ¢

by using the fact that Rp is a short matrix such that AR;p = U)p mod ¢. Since
noise is small, we can recover a plaintext m € {0,1}" by comparing whether each
coordinate of b’ — R,5b is close to 0 or ¢/2.

In Katsumata et al.’s security proof [I7], the LWE assumption ensures that
b = ATs + noise is indistinguishable from uniform. Since an IBE adversary
cannot receive GPV.skp~ = Ryp+ for the target identity ID*, the entropy of
Rp+ ensures that Ul—B*s + noise ~ R|—||5*b is indistinguishable from uniform and
completely masks a plaintext.

Takayasu-RIBE. Takayasu-RIBE is a revocable variant of GPV-IBE. Let H
denote a hash function that maps a binary string to a matrix in Zg*". We use
the hash function to compute H(ID) = Ujp and H(#, T) = Utg. Let RLy be a
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revocation list at T, a set of identities that are revoked at T. Let Z;p (resp. Z7)
denote a set of binary strings associated with ID (resp. RLt). Although we omit
the detail, Naor et al.’s KUNode algorithm [25] ensures that there is a unique
binary string 0 € Ip NIy if ID ¢ RLt and Zip N Zt = () holds if ID € RLy.
See Section [5| for the details of the KUNode algorithm. A master public/secret
key pair (Tak.mpk, Tak.msk) = (A, Ta) and a secret key Tak.skp = Ryp are
the same as GPV-IBE. A ciphertext for (ID,T) and a plaintext m € {0,1}" is
Tak.ct|D7T = (b, {b/e}GEIm) € Z;n X (ZZ)'I'Dl;

b = ATs + noise, by =m- gJ + [Uip + Ut 4] s + noise,

where s € Z; is a uniformly random vector and all noise’s are short vectors with
compatible dimensions sampled from the discrete Gaussian distribution. All the
latter elements b), embed a plaintext m masked by [Ujp+ Ut ] " s+ noise. Unlike
the case of GPV-IBE, a secret key Rjp itself cannot decrypt a ciphertext ctip 1
since the first ciphertext element b multiplied by Rjp becomes UlTDs—i— noise that
cannot cancel the mask U{as—i— noise of by, for all § € Zip. To decrypt a ciphertext
ctip, T, we have to use a key update kut = {0, Rt g }oecz, such that ART 9 = Uty
mod ¢q. If ID is not revoked at T, the property of the KUNode algorithm [25]
ensures that there is a binary string 6 e Zip N Zt. Thus, a non-revoked ID can
cancel R{eco ~ U{es + noise and decrypt a ciphertext Tak.ctjp t from (b, bé).

In a security proof, the LWE assumption ensures that b = ATs + noise is
indistinguishable from uniform. Let ID* (resp. T*) denote the target identity
(resp. target time period). Unlike the case of IBE, an RIBE adversary may
receive Tak.skip» = Rp~. If the adversary receives R p«, the security definition of
RIBE ensures that ID* is revoked by T* to prevent trivial attacks. Therefore, the
property of the KUNode algorithm [25] ensures that Tak.kut+« = {Rg 1+ }oez
which the adversary receives satisfies Tak.kut« N (Zip+ N Z1«) = 0. As a result,
each entropy of Ry 1+ for € Zip+ ensures that U;T*s + noise = R;T*b is
indistinguishable from uniform and completely masks a plaintext as the case of
IBE. If the adversary does not receive Tak.skipr = Ryp~, it can receive Tak.kut+ =
{Rg 1+ }oez,. that contains R(;’T* for 8 € Zip~ N Zt«. Since the property of the

KUNode algorithm [25] ensures that 0is a unique binary string in Zipx N Zt+,
each entropy of Ry 1+ for 6 € Zip» \ {9} ensures that U;T*s + noise = R;—,T*b
is indistinguishable from uniform and completely masks a plaintext of bj. On
the other hand, the entropy of Ryp+ ensures that U.s + noise ~ R,5.b is
indistinguishable from uniform and completely masks a plaintext of b%.

LVV-IBE. LVV-IBE is an MPLWE variant of GPV-IBE. For simplicity, we
ignore degrees of polynomials to explain overviews of LVV-IBE and the proposed
RIBE scheme. Hereafter, we assume all polynomials have compatible degrees.
LVV-IBE and the proposed RIBE scheme use a middle product between two
polynomials a,b € R[X] denoted by a ®b. The result a ®b is a polynomial whose
coefficients are the same as the middle degrees of a - b, where “-” denotes the
standard polynomial multiplication over R[X]. Let H denote a hash function
that maps an identity ID to a polynomial ujp € R[X]. A master public key and
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a master secret key are a set of polynomials LVV.mpk = (a;)!X]7 € R[X]*+7

and a set of small trapdoor polynomials LVV.msk = (w”)gj);) (1,1)7 respectively.

(t»’YT)
(4,5)=(1,1)
for ID as a set of small polynomials LVV.skp = (ﬁDﬂ-)E:YT € R[X]*™7 such
that Zfif a;np,; = wp. A ciphertext for ID and a plaintext m € {0,1}" is
LWV.ctip = ((b:)iE]7,¥) € RIX]*7T x R[X];

The set of small trapdoor polynomials (w; ;) can sample a secret key

b = a; ® s+ 2 - noise, b'=m+up ®s+2- noise,

where each coefficient of s € R[X] follows the uniform distribution and that of
noise follows the discrete Gaussian distribution. The latter element b’ embeds a
plaintext m masked by up ® s+ 2 - noise, while a property of the middle product

(a; ©® s) @ rp,; = (a;"p,;) @ s ensures that the former elements (bl)fir are

computed with a secret key (TID,i)EJ:qT and becomes Zfi;ﬂ b; ©Tip; ~ wp © 8+

2-noise to cancel the mask of b’. Specifically, the decryption algorithm computes

t+yT
V= b Orp,
i=1

t+yT

=m-+up® s+ 2 noise — Z ((a; ©® ) ©7ip,; + 2 - noise ® Tip ;)
i=1
t+yT

=m-+up® s+ 2-noise — Z ((airp,i) © s +2 - noise ® rip ;)
i=1

=m+ wup-~S + 2 - noise — wp-rS + 2 - noise

= m + 2 - noise

by using the fact that (rp;)!2]” € R[X]**77 is a set of small polynomials

such that Zfir a;Tp,; = wp. Since noise is small, we can recover a plaintext
m € {0,1}" by computing (b’ - Z::;T b ®rip,; € R[X]) mod 2.

In our security proof following Katsumata et al. [I7], the MPLWE assumption
ensures that (b; = a;©s+2-noise)'=]" is indistinguishable from uniform. Since an
IBE adversary cannot receive LVV.skp« = (r.D*?i)Eii’T € R[X]"7 for the target
identity ID*, the entropy of (rip-;):2]" ensures that up®s+2-noise ~ Zfir b;®
Tip,; is indistinguishable from uniform and completely masks a plaintext.
Proposed RIBE Scheme. The proposed RIBE scheme is an MPLWE variant
of Takayasu-RIBE and a revocable variant of LVV-IBE. Let H denote a hash
function that maps a binary string to a polynomial in R[X]. We use the hash
function to compute H(ID) = wp and H(#, T) = ut 9. A master public/secret key
pair (mpk, msk) = ((a;)iX]7, ( ”)8]7)2(11)) and a secret key skip = (rip;)i2]"
are the same as LVV-IBE. A key update kut = {6, (TT,H,i)EI’lyT}GeIT such that
Ef;ﬂ airT,0, = uT,6 combines the structures of Takayasu-RIBE and LVV-IBE.
A ciphertext for (ID,T) and a plaintext m € {0,1}" is an MPLWE variant of
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Takayasu-RIBE’s ciphertext ctip T = (b, {0} }aez,) € R[X] x R[X]ITel;
bi = a; ® s+ 2 - noise, v =m—+ (up + utg) © s+ 2 - noise,

where each coefficient of s € R[X] follows the uniform distribution and that of
noise follows the discrete Gaussian distribution. All the latter elements bj, embed
a plaintext m masked by (wip + utg) © s + 2 - noise. If ID is not revoked at T,
the property of the KUNode algorithm [25] ensures that there is a binary string
0 € Iip N I7. Thus, a property of the middle product a; © s ® (rip; + r1.0,:) =
(ai(rp,i +77,0.i)) ©s ensures that a non-revoked ID can cancel Zfi;ﬁ b ®(rip,i+
r7.0.4) ~ (wp + ut,9) ® s + 2 - noise and decrypt a ciphertext ctip T.

We prove the security of the proposed RIBE scheme by combining secu-
rity proofs of Takayasu-RIBE and LVV-IBE. In a security proof, the MPLWE
assumption ensures that (b; = a; ©s+2-noise):]” is indistinguishable from uni-
form. If the adversary receives skp« = (r“y,i)ziw, the property of the KUNode
algorithm [25] ensures that kut = {0, (r1- ¢.);~1" }oez,. which the adversary

receives satisfies ku N (Zip- NZ1+) = 0. As a result, each entropy of (1« 9.;)i- 1"

for 0 € Zp+ ensures that ut+ p©s+2-noise & Zfi;ﬁ b; 7T 9,i is indistinguishable
from uniform and completely mask a plaintext. If the adversary does not receive
skipx = (7’|D*7i)fir, it can receive kuts = {6, (TT*,97i)§i’1yT}961T* that contains
(rys g.)it]™ for 6 € Tip NZ7-. Since the property of the KUNode algorithm [25]
ensures that 6 is a unique binary string in Zjp« NZ7+, each entropy of (TT*79,i)§I¥T
for 0 € Zip» \ {0} ensures that ur+« 9 ® s+ 2 - noise ~ Ef:{r b; © 710, is indis-
tinguishable from uniform and completely masks a plaintext of bj. On the other
hand, the entropy of (rp+ ;)‘2]" ensures that wp @ s+ 2- noise ~ Z‘;Li” b; ®Tip ;i

is indistinguishable from uniform and completely masks a plaintext of bg.

1.4 Difference from the Conference Version

Here, we highlight differences from the conference version of our paper. In this
paper, we first review LVV-IBE and prove the tight adaptive anonymity of LVV-
IBE in the QROM. The security proof of our RIBE scheme is based on that
of LVV-IBE. We also provide the complete proofs of the correctness and the
tight adaptive anonymity of our RIBE scheme. Moreover, we give a construction
of the proposed anonymous RIBE scheme with bounded decryption key expo-
sure resistance, which is a stronger security notion proposed by Takayasu and
Watanabe [3132].

1.5 Roadmap

In Section [2, we review mathematical preliminaries. In Section [3] we review the
definition of IBE and the construction of LVV-IBE and prove the tight adaptive
anonymity in the QROM. In Section [ we review the definition of RIBE. In
Section 5] we propose our RIBE scheme and prove the tight adaptive anonymity
in the QROM. In Section [} we proposed our anonymous RIBE scheme with
bounded decryption key exposure resistance and a proof overview of the tight
adaptive anonymity in the QROM.
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2 Preliminaries

Notation. Let X denote the security parameter. Let Z, = Z/qZ and R, = R/¢R.
Let J,, be an n x n anti-diagonal matrix whose all anti-diagonal components
are one. For positive integers n,m such that m > n, let [n] = {1,...,n} and
[n,m] = {n,...,m}. Let Func(X,)) be a set of all functions from a set X to
a set ). For a distribution D over R", x <~ D and = < |D] denotes that
x is sampled from D, and z is sampled from D and then each coefficient is

rounded to the nearest integer, respectively. For a finite set S, x & S denotes
that z is sampled uniformly at random from S. Let poly()\) and negl(\) denote
unspecified functions f(A) = O(A) for some constant ¢ and f(\) = o(A7°)
holds for all constant ¢, respectively. A function f is called negligible function
if f(A) = negl(A). For an event E, probabilities of occurrence of E are called
negligible probability and overwhelming probability if Pr[E] = negl()) holds and
Pr[E] = 1 —negl(A) holds, respectively. For a finite set A, let U(A) be a uniform
distribution over A. The statistical distance between two distributions X and Y
over a countable domain (2 is defined to be £ 3", (, | X(d) — Y (d)|. We say that
two distributions X and Y (formally, two ensembles of distributions indexed by
n) are statistically indistinguishable if >, |X(d) — Y (d)| = negl(n) holds.

Quantum Computation. We briefly give some background on quantum
computation. Let {|z)},e(0,1}» denote an orthonormal basis of C?" and
er{o,l}n oy |z) € C?" denote a quantum state representing n qubits, where
o is a complex such that -, g 1yn |z |? = 1. If we measure a quantum state
> zefo,1}n O T) € C?", a bit sequence z is observed with probability |a,|?. In
the QROM, we assume that a quantumly accessible oracle hash function H ex-
ists. The quantum random oracle takes > . as 4 |z)|y) as input and outputs

dowy Qay ) [H(z) ®y). Let AM) denote a quantum algorithm A that accesses
to H. The running time Time(A) of a quantum algorithm A is defined to be the
number of universal gates (e.g., Hadamard, phase, CNOT, and 7/8 gates) and
measurements required for running A. Here, an oracle query is counted as a unit
time if A is an oracle algorithm.

The following lemma states that if an oracle outputs independent and almost
uniform for any inputs, this oracle is indistinguishable from a random oracle even
with quantum oracle accesses.

Lemma 1 ([6]). Let A be a quantum algorithm that makes at most Q oracle
queries, and X and Y be arbitrary sets. Let H be a distribution over Func(X,))

such that when we take H < H, for each x € X, H(x) is identically and inde-
pendently distributed according to a distribution D whose statistical distance is
within € from uniform. Then for any input z, we have

A(AT(2), A%(2)) < 4QVE,
where RF <& Func(X,Y) and H &

We review the definition of quantum-accessible pseudorandom functions
(PRFs) [6].
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Definition 1 (Quantum-accessible PRF). For sets X and Y, we say a func-
tion F : X x Y — K is a quantum-accessible pseudorandom function if for any
quantum polynomial time algorithm A, the advantage defined below is negligible:

AdVTE (V) = [Pr[ARP (1%) = 1] — Pr[AFE) (12) = 1)),

where RF <~ Func(X,)) and K LK.

Lattices and Discrete Gaussian Distribution. We represent column vectors
in bold font small letters and matrices in bold font capital letters. When we
simply refer to vectors, we mean column vectors. A symmetric matrix P € R"*"
is called positive semi-definite if x " Px > 0 holds for all x € R™. For a vector
a e R"™ let ||a|| and ||al| be Lo norm and Le, norm of a, respectively.

For m linearly independent vectors (b;)?; € (R™)™, an n-dimensional lattice
generated by (b;)™, is defined as A = {>_", z;b; | x; € Z}. For a matrix
A € Z*™ and a vector u € Z!', let AfL(A) = {z € Z™ | Az =u mod ¢}. For
a positive semi-definite matrix 3 € R®*", the n-dimensional discrete Gaussian
function p, : A — (0,1] is defined as px(x) = exp(—7x' £~!x). For a positive
semi-definite matrix ¥ € R™*", the discrete Gaussian distribution D 5 on a
lattice A C R™ is defined as the distribution whose density is px(x)/ > e Px(X)
for x € A. Especially, for an identity matrix I,, and areal o, Dp , denotes Dy o1, .

Lemma 2 ([13], Lemma 2.9). For ¢ € (0,3), 0 > /In(1+¢e1)/x, t >
w(vlogn), a matriz A € Zy*™ and a vector u € Z7, it holds that ||x| < to
with overwhelming probability in n, where X < Dy1(a).o-

Polynomials and Matrices. For a matrix M, let s;(IM) be the i-th largest
singular value of M. For a vector a € R™, let a be a degree n— 1 polynomial over
R whose coefficient vector is a. For a ring R, let R<"[X] C R[X] denote a set of
polynomials of degree at most n— 1. For a ring R and a polynomial a € R<"[X],
let a € R™ be a coeflicient vector of a. For a degree n polynomial a over R, let
lla|| and ||a||s denote Lo norm and L., norm of the polynomial a’s coefficient
vector a, respectively. For a distribution D, let # +— D<?¢[X] denote an operation
of sampling each coefficient according to D to obtain a polynomial of degree at
most d — 1. For a distribution D, let # < |D]~%[X] denote an operation of
sampling each coefficient according to D and rounding to the nearest integer to
obtain a polynomial of degree at most d — 1.

We use the following lemmata to construct our schemes.

Definition 2 ([27], Definition 2.5). For positive integers d,k and a polyno-
mial a € R<YX], let T%*(a) € RHE=DXF denote a matriz whose i-th row is
a coeffcient vector of x'~1 - a. By definition, T%'(a) is a coefficient vector of a.

d.k
Moreover, we define Tﬂi’p =Jgip 1 TERT,.

Lemma 3 (|27]). For positive integers £,k,d and polynomials a € R<F[X]
and b € R<YX], it holds that THHd=1(q)T44(h) = T —1d(ab) and

kl+d— 0,d l+k—1,d
Tﬂip+ 1(G)Tﬂip(b):TﬂiJg ! (ab).
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Lemma 4 (implicit in [22], Theorem 3 and Lemma 11). For a dis-
tribution x = Dz, we define a distribution V = ((a,;)le,z;l a;r;) over
S = (Z3"[X])" x Zg" T X], where a; & Z:X] and r; + x[X]. If d < n,
o = w(l), ¢ = poly(n), ¢ = w(vIogn)o, and % = Q(logn), then V is sta-
tistically indistinguishable from U(S). Let A = [T™%(ay)|---|T™%(a;)] and r =
el |- |17, where r; <= x¥[X] for each i € [t]. For a fived u € ZZ"T242[X],
the conditional distribution of r, given u = Zle a;r; mod q is DyL(a)o-

Lemma 5 ([16], Lemma 1). Let q,¢,m be positive integers, r >
max{w(v/Iogm),w(vIogf)} be a positive real, b € ZJ* be a vector, and x <
Dym . For a matriz V € Z;”XZ and a positive real o > s1(V), there is a PPT
algorithm Rerand(V,b + x,7,0), which outputs b’ = Vb +x' € Zg. The dis-
tribution of X' is statistically indistinguishable from Dge 5,

Lemma 6 ([I3)22]). Suppose that ¢ = poly(n), d < n, % = (logn), and

v = %. Then, there exist the following three PPT algorithms.

TrapGen(1") — ((a;)!1]7, (wivj)g,’;);)(l,n): TrapGen algorithm takes n as input,
t,yT)
S

and outputs (a;) 217 € (Zg"[X])! x (Zg" =1 X])" and (wi»j)gij):(l n
(Z;d[X])tW. (a;)iE07 s statistically indistinguishable from uniform. For
each (i,j) € [r] x [y], it holds that ayi(i—1)yr; = 27 'zd0—1 —

¢
2 he1 AW (i— 1)+ -

SamplePre((a;)!X]7, ( ”)E:;{)T:)(l 1) U, 0) = (r:)iX77: SamplePre algorithm takes

(a:)i2]7, (wi,j)Ezg)T:)(l)l), u € Z:"22[X], and 0 = w(log®n)vndt as
input, and outputs (r;)i2]7 € (Z<** VX))t x (Z<UX])". Let A =
[Tr2d=1(qq)| - -« |[TH"1d(qu )] v = [r1] - |44, is statistically indis-
tinguishable from Dpi(ay,o- In particular, (rz)zzﬁ 18 statistically indis-
tinguishable from (Dzza-1 5)" x (Dgza ,)?7 subject to the constraint that
ZZ:T a;r; = v mod q.

SampleZ(o) — e: SampleZ algorithm takes o > 16+/log2m/7 as input and out-
puts e € Z™. The distribution of e is statistically indistinguishable from
Dy .

Middle-Product Learning with Errors. We use the following definitions and
lemmata to define the MPLWE assumption.

Definition 3 ([27], Definition 3.1). Let d,,dp,d, k be positive integers such
that d, +dy — 1 = d+ 2k. Middle Product ®4 : R<%[X] x R<®[X] — R<4[X] is

defined as a g b = {WJ This operation extracts the middle-degree

d terms after the multiplication of the input two polynomials.

For example, for a = 22 + 22 + 3 and b = 22 + 222 + 32 + 4, we have a - b =
2% + 42t + 1023 + 1622 + 172 + 12 and a ©®5 b = 10z + 16.
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Lemma 7 (J27], Lemma 3.2 and Lemma 3.3). Let d,k,n > 0 be positive
integers. For polynomials r € R<*T1[X], a € R<"[X], and s € Z;"*‘”’“WX],
it holds that (a ®gyx s) ©g 1 = (ar) ®q s. For polynomials 1 € R<FTX], ¢ €

R<kX], and b € R<IX], it holds that b=r ©gc b =Tt (1) e.

We review the MPLWE assumption.

Definition 4 (MPLWE Assumption [22], Definition 9). For an even num-
ber n > 0, positive integers ¢ > 2, m > 0, a positive integer vector d = (d;)!_; €
(2], a distribution x over Zq, and a quantum polynomial time algorithm A,

2
the advantage for the MPLWE problem MPLWE, , 4 s defined as follows:

Advly T Emax () = ‘PT[A((% a; ©Oa, s+ €i)j=y) = 1] = PrlA((ai, wi +e:)izy) =
1]|, where s & Zs"[X], a; & 274X, e+ x~4[X], and w; & L34 [X] for
MPLWE

q,m,d,Xx

each i € [t]. We say that the MPLWE, ,, q. assumption holds if Adv 4
is negligible for all quantum polynomial time algorithm A.

Rosca et al. [27] first defined the MPLWE assumption which is slightly dif-
ferent from Definition [} In Rosca et al.’s one, all d; are equal and Lombardi et
al. [22] called Definition [4| Degree-Parametrized MPLWE assumption.

We also define the MPLWE assumption against adversaries that can access
to a quantum random oracle.

Definition 5 (MPLWE Assumption relative to the QROM). For an even
number n > 0, positive integers ¢ > 2, m > 0, a positive integer vector
d = (di)i_, € [5]", a distribution x over Zq, and a quantum polynomial
time algorithm A, the advantage for the MPLWE problem MPLWE, ,, 4. rel-

ative to a quantum random oracle is defined as follows: AdVXPQLVP\iE;’"':d’X \) =

Pr[A‘H>((a¢,ai Oa, s+ €)iy) = 1] — Pr[A|H>((ai,wi +e)i_y) = 1]|, where
s 4 ZEX], ap <5 ZEH (X, e - xSH[X, wg < ZE4 (X)) for each i € [t],

and H <~ Func({0,1}2,{0,1}"). We say that the MPLWE, . a., assumption to an

: MPLWE
(a,b)-quantum random oracle holds if Adv ,

tum polynomial time algorithm A.

amdiX g neglzgzble fO?” all quan-

If we assume the existence of a quantum-accessible PRF, the MPLWE assump-
tion relative to the QROM in Definition [5|is tightly reduced from the MPLWE
assumption in Definition [4]

Lemma 8 (|39], implicit in Lemma 6.1). Let F : K x {0,1}¢ — {0,1}®
be a quantum-accessible PRF. For any q,n,d, x and a quantum polynomial time

algorithm A making at most Q oracle queries, there are two quantum polynomial
time algorithms By and By such that

MPLWE, . a.x MPLWE, . a.x
AdV.A,QROaVbd (A) < Advy, XN + AdVZS,FF()\)7

Time(B1) = Time(A) + Q- Tr, and Time(Bs2) ~ Time(A), where Tr denotes the
time to evaluate F.
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We review the PLWE assumption.

Definition 6 (PLWE assumption). Let f be a polynomial of degree m, q > 2,

and x be a distribution over Z4[X]/(f). For a quantum polynomial time algo-

rithm A, the advantage AdeLWE“’X (M) is defined as follows:

Adv;LWEq’X (M) = |Pr[A(a,as + €) = 1] — Pr[A(a, w) = 1],

where s < Z4,X1/(f), a el ZyX]/(f), e < x, and w Y ZyX1/(f). We say

that the PLWE, , assumption holds if AdviLWE“’X s negligible for all quantum
polynomial time algorithm A.

We review a reduction from PLWE to MPLWE.

Lemma 9 ([4], implicit in Theorem 2). For any polynomial f € E(T,d,n)
and a real o such that1 > a > 2{}#, there is a PPT reduction from PLWEE;Q)W »
to MPLWEq,n,d,DZq,a/q; where o = a - \/n - EF(f).

3 Tight Adaptive Anonymity of LVV-IBE in the QROM

In this section, we prove the tight adaptive anonymity of LVV-IBE in the QROM.
In Section we review the definition of IBE. In Section we propose a
slight modification of LVV-IBE. In Section we prove the correctness and set
parameters. In Section we prove the tight adaptive anonymity.

3.1 Identity-based Encryption

We review the definition of IBE.

Syntax. A plaintext space, a ciphertext space, and an identity space are denoted
by M, CT and ZD, respectively. An IBE scheme IT consists of the following four
algorithms.

Setup(1*) — (mpk, msk): Setup algorithm takes a security parameter 1* as in-
put, and outputs a master public key mpk and a master secret key msk.
SKGen(mpk, msk, ID) — skip: SKGen algorithm takes mpk, msk, and an identity

ID € ZD as input, and outputs a secret key skjp for the identity ID.
Encrypt(mpk, ID, m) — ctip: Encrypt algorithm takes mpk, ID, and a plaintext
m € M as input, and outputs a ciphertext ctjp € CT for ID.
Decrypt(mpk, skip, ctip) — m’: Decrypt algorithm takes mpk, skp, and ctp as
input, and outputs a decryption result m’.

Correctness. A ciphertext ctip € CT for an identity ID has to be decrypted cor-
rectly by a secret key skip for the same ID. Namely, for all A € N, (mpk, msk) +
Setup(1*), ID € ZD, and m € M, we require m’ obtained by running the
following algorithms to satisfy m’ = m. (1) skip < SKGen(mpk, msk, D), (2)
ctip < Encrypt(mpk, 1D, m), and (3) m’ < Decrypt(mpk, skip, ctp)-
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Security. The security of IBE is defined via a security game between an adver-
sary A and a challenger C.

In the beginning of the security game, C runs (mpk, msk) < Setup(1*). A
may adaptively make the following two queries.

Secret Key Reveal Query: Upon a query ID € ID by A, if ID = ID*, C
returns L to A. Otherwise, C runs skip - SKGen(mpk, msk, ID) and returns
Sk|D to A.

Challenge Query: A is allowed to make this query only once in this game.
Upon a query (m*,ID*) by A, C picks coin el {0,1}. If coin = 0 holds, C
runs ct* < Encrypt(mpk, ID*, m*). If coin = 1 holds, C picks ct* &oeT.
Then, C returns ct* to A.

At some point in this game, A outputs coin € {0,1} as a guess value of coin
and terminates this game. -

We say that A wins if coin = coin holds. Let Advﬂ%ﬂ(/\) = | Pr[coin = coin] —
5| be the A’s advantage in this game.

Definition 7. An IBE scheme 11 is said to satisfy the adaptive anonymity if
Advﬂ%i(/\) = negl()\) holds for all PPT adversary A.

3.2 LVV-IBE

Construction and parameter settings are almost the same as LVV-IBE [22]. Let
q be a prime number, and n, d, t, k, v, 7, and Lzp be positive integers. Let
a,a’, 0 be positive real numbers. The plaintext space, the identity space, and
the ciphertext space are defined as M = {0,1}**2 D = {0,1}27, and CT =

(Zg2HR[X])E x (ZZRHX])IT x ZgFT2[X], respectively. A hash function H :

{0,1}Fzp — Z57+242[X] will be modeled as a random oracle in the security

proof.

Setup(1") — (mpk, msk): Run ((a;){2]7, (w; /)77, 1)) + TrapGen(1") and
output mpk = (a;)!X]" and msk = (w”)gf];:)(l -

SKGen(mpk, msk, ID) — skip: Run (rp;)i=;" « SamplePre(mpk, msk, uip, o),
where wp = H(ID). By Lemma@ it holds that Zfir a;"p,i = wp. Then,
output skip = (rip.i)i; "

Encrypt(mpk, ID, m) — ctip: Sample s & Z;”*szrk*l[X], e; D;jiqu[X] for
each i € [t], e; « DZ%I,’ZH[X] fori € [t+1,t+ 7], and € + D;ﬁi?q[X].
Then, compute

b — a; Oogrk s +2¢; ifielt]
i a; Odtk+1 S +2e; Hiet+1,t4 7]

b =m + uip Ok+2 s+ 2¢

and output ctp = ((bz)fir, b).
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Decrypt(mpk, skip, ctip) — m’: Output

t+yT
m’ = (b/ _ Z bi Ok4+21ip,; mod q) mod 2.

i=1

Here, we slightly modify LVV-IBE’s Encrypt algorithm to apply the noise
rerandomization algorithm. Concretely, in the Encrypt algorithm of LVV-IBE,
the error polynomials are e; < |Dg, a/q] R [X] for each i € [t], e; «
| Dr,,o/q| <t [X] for each i € [t + 1,t + 7], and €’ < |Dg, a/q] <tz [X].

3.3 Correctness and Parameter Settings
We prove the correctness by following the original LVV-IBE [22].

Theorem 1 (J22], Lemma 12). For a positive real number o <
(8v2w(logn)o K + 1)~1 and a positive integer K = t(2d — 1) + yrd, LVV-IBE
satisfies the correctness with overwhelming probability in n.

Proof. Since b; = a; ®24+k s+ 2¢; holds for each i € [t] and b; = a; ©g4x+1 5+ 2¢;
holds for each i € [t+1,t+~7], when the Decrypt algorithm operates as specified,
we have

t+yT

/

b = > bi Q21D
i=1

t
=m+up Ok+2 s + 2 — Z(ai O2d+k ) Ok42 7D,

i—1
t+yT t+yT

— E (a; @dtk+1 S) Ort2 D — 2 g €; Ok+2 TID,i-
i=t+1 i—1

Then, by Lemma [7| and the fact that Zf:” a;7p,; = wp holds as we explained
in the SKGen algorithm, we have

t
m + up G2 s+ 2¢’ — Z(ai ®2d+k S) Ok+2 TID,i

i=1

t+yT t+yT
— E (@i Odtkt1 S) Okt2 1D, — 2 E €; Ok+2 TD,i
1=t+1 1=1

t+y1 t+vyT

= m + up Sz + 2¢ ‘W— 23" e Oz 10

=1 i=1

t+yT
m + 2 <e/ _ Z €; Ok+2 rlD,i) .

i=1

error terms
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If ||ej — Z::{T €i Ok+2 1D, illoo < £ holds, the decryption of our IBE scheme
satisfies the correctness. Let rip = [rp 4| - - |r|B’t+7T}T and

A = [T ()] T2 () [T )| [T ).

By Lemma [6] the property of the SamplePre algorithm ensures that rp is dis-
tributed statistically close to Dy. (a). Therefore, by Lemma it holds that
D

I71D,illoe < w(v/logn)a,  leillee < w(y/logn)a'q

with overwhelming probability in n. Since it holds that

t+yT
lep = > ei Orra mip.illo
i=1
t4+yT
< lleflloe + 11D € Orramipilloo
=1

w(v/logn)a'q + K(v2w(y/log n)o) (w(y/log n)a'q),

we have [le) — 327717 €; Opp2 Tipsillo < & if @ < (8v2w(logn)o K + 1)~ holds.
O

To guarantee the correctness and the adaptive anonymity of LVV-IBE, the
parameters have to satisfy the following restrictions.

— For the correctness, o/ < (8v/2w(logn)oK + 1)~! holds.

— By Lemma@7 q = poly(n), d < n, % = R(logn), o = w(log?n)v/ndt, and
v = %‘H hold to apply TrapGen and SamplePre algorithms properly.

— By Lemma d < n, o =w(l), g =polyn), ¢ =w(ylogn)o, and % =
2(logn) hold so that the master public key is statistically indistinguishable
from uniform.

— By Lemma |§|, o > 164/log2(2d — 1)/7 holds to apply SampleZ algorithm
properly.

— By Lemma ‘X—/ > /02((2d — 1)t + dy7) + 1 and aq >

w(+/log(t(2d + k )+ ~7d + (K + 2))) hold to apply ReRand algorithm prop-
erly

— Let ¢ > 0 be a constant. For some polynomial f€&(T,d,n+2d+k) of degree

m € [2d+k,n] with EF(f) = O(n®), a = 2(y/m/q),and 1 > & > @

PLWE(Zf ) aq dssumption holds. Furthermore, ¢ is a prime and ¢ = 2(a~ nCH)
holds so that MPLWE, »12d+k,d,Ds,.., @ssumption holds by Lemma @

We note that the restrictions are almost the same as those of LVV-IBE, but we
add another restriction to apply ReRand algorithm.
To satisfy these restrictions, we set

2d — 2
d=06(n), k=60(n), t=logn, v= HT, o =nltH,
g =t o= flogg], of = (n2H) 1, o = (ndOHe)
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where 1 > 0 can be set arbitrarily small and ¢ > 0 is a parameter of the PLWE
assumption.

3.4 The Adaptive Anonymity in the QROM
In this section, we prove the tight adaptive anonymity of LVV-IBE in the QROM.

Theorem 2. LVV-IBFE satisfies the adaptive anonymity in the QROM under the
parameter settings and the MPLWE assumption. In particular, for any quantum
adversary A making at most Qu queries to |H) and Q\p secret key reveal queries,
there exists a quantum algorithm B making Qu + Qip quantum random oracle
queries such that

MPLWE
IBE a,n+2d+k,d, Dz ag
AdVva-IBE,A(n) < Ade,QR

(n) + (Qf + Qi) - negl(n)

OLID+“0g(t+’Y7’ﬂ+1,N

and
Time(B) = Time(A) + (Qn + Qip) - poly()),

where k denotes the length of randomness for SampleZ and

_J2d+k if i € [t]
Cld4E+1 ifiet+1,t+ 7).

Proof. Let E; denote an event that 4 wins in game 1.

Gameg: Gamey is the original security game. The challenger C chooses a hash
function H : {0, 1}F7> — Z;"*zd”[X] at the beginning of the game. Upon a
quantum random oracle query Z|D,y aip,y |ID) |y) by the adversary A, C returns
>_ip,y @D,y [ID) [H(ID) & y).

Game;: We change how to answer the quantum random ora-

. . =~ U
cle queries from Gamey. In Game;, C chooses a function H <+

Func({0, 1}=Lzptllogt+9m)1 £ 1}%) at the beginning of the game. With
respect to H(ID), sample coefficient vectors rip; < SampIeZ(a;/I-\I(IDHi)) for
each i € [t+~7] and compute H(ID) = 377 a;rip ;. Here, SampleZ(a; H(ID||4))
denotes running SampleZ(o) with ﬁ(lDH ;) as an input random seed.

By Lemma' 4] H(ID) is statistically indistinguishable from unlform Therefore,

Lemmaensures that | Pr[Eo] —Pr[E1]| = negl(n)+4Q3/negl(n) = Qu-negl(n),
where Qy is the number of random oracle queries.

Gamey: We change how to generate a secret key (TID,i)EiT— from Game;. In
Gamey, we do not use SamplePre algorithm. Instead, upon a secret key reveal
query of ID, return rip ; < SampleZ(o; H(ID||¢)) for each i € [t +~7] to A.

Let A = [T 1(qq)|---|T"F4"L4(q;,.,)]. By Lemma @ the property of
the SamplePre algorithm ensures that rip = [r£’1| e \rBHW]T of Game; is
statistically indistinguishable from the discrete Gaussian distribution D AL, (Ao

Moreover, by Lemma rip = [ryp |- 0D . ] | Of Gamey is also statistically
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indistinguishable from the above distribution. Since A obtains at most Qp secret
keys during the game, we have | Pr[Es] — Pr[E;]| = Qb - negl(n).
Gamez: We change how the master public key is generated from Games. In
Games, the master public key is chosen by running (a;)/Z]7 <= (Z7[X])t x
(Z;Hd 1[X]) T

By Lemma [6] the property of the TrapGen algorithm ensures that mpk

of Gamey is statistically indistinguishable from uniform, and thus |Pr[E3] —
Pr[E2]| = negl(n) holds.

Gamey: We change how to compute the challenge ciphertext of coin = 0
from Games. Let K. = ¢(2d + k) + v7(d + k + 1). In Gamey, C samples
s <& Zznt2TE=LIX] e Dgzizk[ | for each i € [t], and e; + ngzgﬂ[X]

foreach i e [t + 1,t+ 'yT]. Then, C computes

v = {ai Oo2d4k s+e; ifiel]t] (1)

a; Od+r+1 5 +e; ifie [t+1,t+’y7’].

By Eq. and Lemma we have

T () s + e if i € [{] .
Vl = n . . .
Tﬂl:)rd 1d+k+1( ) s+e; ifie [t—|—]_7t—|—fy7-]
Let v =[v]]|--- |V;F+W]T € foﬁ and
R, szlﬁjl,kw(rm ) € ZEURXUED ey
K T;1||§+2(T|D*,i) Zéd+k+1)><(k+2) ifie [t + 17t + 77_] ’
Rip+1
RlD* = c Zé(ex(k+2)' (3)
Rip* t4+r
Then, run
_ o
[b1] -+ by | B'] « 2 - ReRand <2 Ik, | Rip+], v, aq, 2a> (4)

and output the challenge ciphertext ((b;)i=]7, b 4 m*).

We will show that the ReRand algorithm can be applied properly. Since there
is a restriction on the maximum singular value of the ReRand algorithm’s input
matrix, we will evaluate it. We have

o
s1([Ix, | Rip])* < s1(Rip+)? Z (Rip-)* +1

and

s1(Ripe)? = max [T - ) b
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e [T (e T (1)
h|=1

max || T24H51 (rp. i h) |2
s [T ()|

IN

1D+ il
< o*(2d—1)

for each i € [t]. By a similar argument for each i € [t + 1,¢ 4 7], it follows that
if % > /02((2d — 1)t + dy7) + 1 holds, the ReRand algorithm can be applied

properly.
We will show that the challenge ciphertext is statistically indistinguish-

able between Games and Gamey. Let e = [e]|---|e/,]T € ZK< and A =
- d+k—1)x K,
T ()] [T () € 2425705 By Bq. @), we have
2d+k
Thin " (an) " e
Als+e= : s -+
Tgigd71>d+k+1 (arsn)T -
T T T
= [Vl | e |vt+'y‘r]
=v. (5)
Let U = T:lli';zd_Q’k+2 (wip+) € Zé””d*’“‘”x(’“”). By Eq. , we have
! 2d+k Py d—1,d-+k+1
ARpp- = ZTﬁi’p F(ai)Ripr; + Z Tan ' " @) Ripe 4
i=1 i=t+1

t
2d+k 2d—1,k+2
= Z T;Lip (ai)TfIip (riD*,)
i=1
t+y7

ntd+1,d+k+1 d,k+2
+ Z Tﬂip (ai)TfIip (D% )
i=t+1

t+yT
n+2d—2,k+2
=Tg Z aiTID* i
p
=1
= Up-. (6)

With respect to the challenge ciphertext in Gamey, Eq. , Eq. @, and the
property of the ReRand algorithm in Lemma [5| ensure that

bl |- b, BT =2(2""A [Ig, | Rip:]) s +¢€)
=[A|Up:|"s+2¢ (7)

and the distribution of €’ is statistically indistinguishable from DZK6+(k+2) o'q’
q B
By Lemma and Eq. , the challenge ciphertext in Gamey (bl)fir and b’ can
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be written as

a; Odrk+1 S+ 2e; ifie [t—i‘l,t—‘r’yT]

b = ujy Orao s+ 2¢€,

b {ai O2d+k s +2¢;  ifi € t]

where the distribution of e; for each i € [t], e; for each i € [t +1,¢ + v7], and €
g e 2d+k d+k+1 k+2

are statistically indistinguishable from Dz<q, og 1 X]; DZ<q7 og 1 X], and DZi,I’ 21X,
respectively.

Thus, the challenge ciphertexts of Games and Game, are statistically indis-
tinguishable, and | Pr[E,] — Pr[Es]| = negl(n) holds.
Games: We change how to compute the challenge ciphertext of coin = 0 from
Game,. Namely, we change how to compute (v;)X77 in Eq. (). In Games, first

sample z; < Z32HR(X] and e; < D;ﬁi;k[X] for each i € [t], and z &

ZZHRHX] and e; D;j;f“[X} for each i € [t + 1,t + 7). Then, compute
v; = z; + ¢; for each i € [t + v7], run ReRand algorithm as Eq. , and output
the challenge ciphertext ((b;)!X]7, b + m*).

X MPLWEy nt2d+k.d.Dg, g
We will show that | Pr[Es] — Pr[Es]| = Advg gro, hones "’)Hl (n) holds.
, I+ og(t+~T R

We construct a reduction algorithm B which solves MPLWEq7n+2d+k7d,DZq)aq

relative to the QROM using A. B receives (a;)2]7 and (z; + e;)!2]7, where

2z € Z32HX] and ¢; + DZjizk[X} for each i € [t] and z; € Zg74TFH[X] and

e; DZ<qu§+1[X] for each i € [t +1,¢ + 7).
The task of B is to distinguish whether z; is uniform or

L, )i Ouprs i€ [t] (8)
! a; Odrk+1 s i€ t+1,t+~7],

U g<n+2d+k—1 U cn . U
where s <« Z; [(X], a; < Z3"[X] for each i € [t|, and a; <
2zt X] for each i € [t + 1,t + 7).

B sends  mpk = (a)if)" to A Let H &
Func({0, 1}=Ezp+log(t+y7)1+1 10 11%) be a hash function chosen by B at
the beginning of the game. Upon a secret key reveal query ID € ID by
A, B returns mp; < SampleZ(o;H(ID||¢)) for each i € [t + 7] to A
Upon a quantum random oracle query ZIDya|D7y [ID) |yy by A, B returns

> ipy D,y [ID) [H(ID) @ y), where H(ID) = ST airip . B picks coin & 0,11,
and if coin = 1, send a uniformly random ciphertext to A. Otherwise, let
v=[w] +el|---|w]  +el . ]" and run ReRand algorithm as Eq. (). Then,
send the challenge ciphertext ((b;)i=]7,b" + m*) to A.

A returns coin as a geuss value of coin to B. If coin = coin holds, B outputs 1.
Otherwise, outputs 0. If (zl)f:” is obtained as Eq. , the view of A corresponds
to Gamey. Otherwise, it corresponds to Games. Therefore, it holds that | Pr[Es]—

MPLWE 1 42d+k,d,Dy,
Pr[E4]| = Adv o (n).
[ 4” B»QROLID+]’log(t+’y‘rﬂ+lﬂ‘i( )
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Gameg: We change how to compute the challenge ciphertext of coin = 0 from
Games. In Gameg, first sample (v;)i]" < (ZZ2HFX])E x (ZZ4RHX))T,
ei + D3R X for each i € [t], e; < Dy @TET[X] for each i € [t + 1,t 4 7],

quaq quaq
and ¢’  Dy*2 [X]. Let Ko = 2d+ k)t + (d+k+ 1)yr, v =[v]|--- v/ T,
e=le/|---le),,, | €"]", and Rip- as specified in Eq. Then, compute
|- b/ ., b T]" =k, | Rip-]"v +2e

and output the challenge ciphertext ((bz)f:”, b 4+ m*).

As mentioned in Gamey, by Lemma [5 the challenge ciphertext of Games
and Gameg are statistically indistinguishable. Therefore, it holds that | Pr[Eg] —
Pr[Es]| = negl(n).

Note that b; can be written as b; = v; + 2¢;. Also, by Lemma [7| b’ can be

written as
t+yT

b = Z TID*,i Okt2 V; + 2¢’. (9)
i=1
Game7: We change how to compute the challenge ciphertext of coin = 0 from
Gameg. In Gamey, the challenge ciphertext when coin = 0 is ((b;)i2]", ') e,
By the definition of IBE’s security game, A cannot obtain (rp+;)2]" by
making the secret key reveal query. ZZ:T 71D,i Ok42 v; in the right hand side
of Eq. @ is statistically indistinguishable from a uniform polynomial since
S Tibei v € LAk =21X] is distributed statistically close to uniform by
Lemma [@] Therefore, the challenge ciphertext of Gameg is statistically indistin-
guishable from that of Game; and | Pr[E7] — Pr[Es]| = negl(n) holds.
In Gamez, both the challenge ciphertexts of coin = 0 and coin = 1 are random
polynomials in C7 and Pr[E7] = § holds. Thus, we have

1
AdVi%%—IBE,A(n) = | Pr[Eo] — §|
6
S Pr(E] — PrlEi ] + |PrlE]
=0
MPI—WEq,n+2d+k,d,DZq,nq

IN

1\
2

IA

(n) + (Qf + Qip) - negl(n).

\%
B,QROL 1 [log(t4v7)]1+1,x

4 Revocable Identity-based Encryption

In this section, we review the definition of RIBE by following Katsumata et al.’s
one [I5] and Takayasu’s one [30].

Syntax. A time space, a plaintext space, a ciphertext space, and an identity
space are denoted by T, M, CT, and ZD, respectively. Let RLt C ZD be a key
revocation list for a time period T € 7. A key revocation algorithm of RIBE is
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to add newly revoked identities to the revocation list. Users on the list are not
deleted. An RIBE scheme II consists of the following six algorithms.

Setup(1?) — (mpk, msk): Setup algorithm takes a security parameter 1* as in-
put, and outputs a master public key mpk and a master secret key msk.
SKGen(mpk, msk, ID) — skip: SKGen algorithm takes mpk, msk, and an identity
ID € ZID as input, and outputs a secret key skip for the identity ID.

KeyUp(mpk, msk, T, RLt) — kut: KeyUp algorithm takes mpk, msk, a time pe-
riod T € T, and a revocation list RLy C ZD for the time period T as input,
and outputs a key update kut for the time period T.

DKGen(mpk, skip, kut) — dkip v / L: DKGen algorithm takes mpk, skip, and kut
as input. If the identity ID has not been revoked by T, this algorithm outputs
a decryption key dkip 1 for ID and T. Otherwise, this algorithm outputs L.

Encrypt(mpk, ID, T,m) — ctip t: Encrypt algorithm takes mpk, ID, T, and a
plaintext m € M as input, and outputs a ciphertext ctpt € CT for ID
and T.

Decrypt(mpk, dkip 1, ctip, ) — m’: Decrypt algorithm takes mpk, dkp T, and
ctip,7 as input, and outputs a decryption result m’.

Correctness. A ciphertext ctip 7 € CT for an identity ID and a time period T
has to be decrypted correctly by a decryption key dkjp v for ID and T if ID has
not been revoked by T. We consider all the possible situations of creating the
decryption key dkp 1. Namely, for all A € N, (mpk, msk) < Setup(1*), ID € D,
TeT,me M, and RLt C ZD \ {ID}, we require m’ obtained by running
the following algorithms to satisfy m’ = m. (1) skp < SKGen(mpk, msk, ID),
(2) kut < KeyUp(mpk, msk, T,RLt), (3) dkip,t < DKGen(mpk, skip, kut), (4)
ctip,7 < Encrypt(mpk, ID, T, m), and (5) m’ + Decrypt(mpk, dkip T, ctip,T)-

Security. The security of RIBE is defined via a security game between an ad-
versary A and a challenger C. This game has a global counter T, which denotes
the current time period initialized with 1.

In the beginning of the security game, C runs (mpk, msk) < Setup(1*),
initializes a list SKList to (ID = kgc, msk), and sets a decryption key ku; «+
KeyUp(mpk, msk, T = 1,RL; = ¢) for T = 1. Then, C sends mpk and ku; to A.
A may adaptively make the following four queries.

Secret Key Generation Query: Upon a query ID € ZD by A, C checks if
(ID, x) € SKList and returns L to A if this is the case. If not, C runs skip +
SKGen(mpk, msk, ID), adds (ID, skip) to SKList, and returns nothing to .A.
We require that all identities in the following queries except the challenge
query are “activated”. In other words, skip is generated via this query and
hence (ID,skip) € SKList.

Secret Key Reveal Query: Upon a query ID € ZD by A, C finds skp in
SKList and returns it to .4 until the challenge query. After the challenge
query, C checks if T, > T* and ID ¢ RLy+, then ID # ID*. If this is not the
case, C returns L to A. Otherwise, C finds skp in SKList and returns it.
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Revoke & Key Update Query: Upon a query RL C ZD by A, C checks if
RLt,, € RL until the challenge query. After the challenge query, C also checks
if T, = T* — 1 holds and A has already made the secret key reveal query
on ID*, then ID* € RLy. If these conditions are not satisfied, C returns L
to A. Otherwise, C updates T, < Tey + 1 and RLy,, < RL, runs kut,, <«
KeyUp(mpk, msk, T, RLt_,), and returns kur,,.

Challenge Query: A is allowed to make this query only once in this game.
Upon a query (m*,ID*,T*) by A, C checks if T* < T, holds and skjp~
has been revealed to A, then ID € RLy«. If this is not the case, C re-
turns L. Otherwise, C picks coin A {0,1}. If coin = 0, C returns ct* «

Encrypt(mpk, ID*, T*, m*) to A. If coin = 1, C returns ct* & CT to A.

At some point in this game, A outputs coin € {0,1} as a guess value of coin
and terminates this game.

We say that A wins if coin = coin holds. Let AdV%ﬁE()\) = |Pr[<5;1 =
coin] — %| be A’s advantage in this game. We say that an RIBE scheme II satisfies

the adaptive anonymity if Adv%{E‘E()\) = negl(A) holds for all PPT adversary

A.

5 Our RIBE Scheme

In this section, we propose an RIBE scheme. In advance, we prepare parameters,
binary tree data structures, and the KUNode algorithm [25] to describe the
proposed scheme. In Section [5.1] we propose our RIBE scheme. In Section [5.2]
we prove the correctness of the scheme and set the parameters.

Here, we define notation to describe our RIBE scheme. Let ¢ be a prime
number, and n = O(A), d, t, k, v, 7, Lzp, L7, and T be positive integers.
Let a,a’,0 be positive real numbers. The plaintext space, the identity space,
the ciphertext space, and the time period space are defined as M = {0, 1}¥+2,
ID = 0][{0, 1577, €T = (Z52HHH(X])" x (2541 X])" x (Z5+H2(X) 2o+,
and 7 = {0,1}%7, respectively by following Takayasu [30]. For ID € ZD and
¢ € [0, Lzp), let ID[0 : ¢] be the first ¢ + 1 bits of ID. A hash function H :
{0, 1}sbrotbrtl y 7<nt2d=2[X] will be modeled as a random oracle in the
security proof.

We use a binary tree BT which has 277P leaf nodes to manage users’ iden-
tities. BT’s nodes of depth ¢ are assigned ¢ + 1 bits whose first bit is 0. Es-
pecially, the root node is assigned 0. For a node assigned a bit sequence 6,
the left and right child nodes are assigned 6||0 and 6||1, respectively. We note
that each leaf node is assigned some identity ID € ZD. We use the KUNode
algorithm [25] to realize a key revocation mechanism as known lattice-based
RIBE schemes [I580/3TI32I33]. The KUNode algorithm takes a set of leaf nodes
RLt = {IDy,...,IDgr} as input and outputs a set of nodes KUt = {6;,...0,}
such that

— If ID ¢ RLt holds, there exists a unique node ID[0 : ¢] € KUt for some
le [O,LZ'D].



24 T. Nishimura, A. Takayasu

KUNode’s
output

ID[0 : 0]

Revoked Revoked
(input) (input)

Fig. 1. Example of how identities are managed and the KUNode algorithm works

— If ID € RLt holds, there is no node ID[0 : £] € KUt for all £ € [0, Lzp].

Moreover, |[KUT| = O(|RLt|(Lzp — log|RL7|)) holds.

Figure [I] illustrates how identities are managed and the KUNode algorithm
works. In Figure [T} let Lzp = 3. The algorithm takes a revoked identities list
{0010,0011} as input and outputs a node list {01,000}. For each non-revoked
identity, we can find a unique node which is in the output and on the path to
the corresponding leaf node.

5.1 Construction

We describe our RIBE scheme II.

Setup(1*) — (mpk, msk): Run ((a;)2]7, (w; ,])E:’;)T)(l 1)) < TrapGen(1") and
t+yT

output mpk = (az) 2" and msk = (wz,J)E?;'y)T:)@ 1)

SKGen(mpk, msk, ID) — skip: Let uip = H(IDJ||0). Output skp = (7’|D2)t+77 —
SamplePre(mpk, msk, uip, o). By Lemma@ it holds that ZEJFY a;TID,; = UID-

KeyUp(mpk, msk, T, RLt) — kut: First, run the KUNode algorithm with input a
key revocation list RLy C ZD and obtain KUt = {61, ...6,.}. Then, for each
node 6; € Kit, run (rrp, )it]T « SamplePre(mpk, msk, utg,,0), where
utp, = H(6;||T). Finally, output kur = (KUt,((r1,6,1)i1 )o,;exus)- By
Lemma |§|, it holds that ZH'Y @iTrT,0,i = UT,0,-

DKGen(mpk, skip, kut) — dkip,t / L: DKGen algorithm takes mpk, skp =
(T|D’Z—)ﬁiiﬁ, and kur = (KUt = {61,...,6,}, ((r1, 9]’1)1—’_? )o,exuy) as in-
put. Then, find 6; € KUt such that ID[O 0] = 6, for some ¢ € [0, Lzp].
If such 6; does not exist, output L. Otherwise, output a decryption key
dkipt = (dip1,0)i2]” = (ripi + 11,0,,)i; - By Lemma |§L it holds that
ZHY a;dip,T,i = Zfi a;(rip; +rr ej,z) wp + uT,9;-

Encrypt(mpk, ID, T,m) — ctip t: Sample s A ZZnP2AELX] ey DZ<2‘i+qk [X]

for each i € [t], e; « D;dz’f;rl[ | for each i € [t + 1,¢t + 7], and €} +
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D;q’f;”?q[X] for £ € [0, Lzp]. Then, compute ctip 1 = ((b;)!2]7, (b)) 1Z2);
b ) O2dsk 5+ 2¢;,  ifi e t]
! a; Odtk+1 S+ 2e;, fiet+1,t+~7] ’

by = m + (wp + ut,ipj0:¢)) Okt2 S + 2€5.

Decrypt(mpk, dk|D7T,Ct|D7T) —m’: Find ¢ € [0, LID] such that Zf:ﬂ aid|D7T7i =

wp + uT,Ip[0:¢) and output

t+yT
m’ = (b} — Z b; Ok42 dID,T,i mod q) mod 2.

i=1

5.2 Correctness and Parameter Settings

The following lemma states that our scheme satisfies the correctness with over-
whelming probability.

Theorem 3. For a positive real o < (83/2w(logn)o K + 1)~ and a positive
integer K = t(2d — 1) + y7d, our RIBE scheme satisfies the correctness with
overwhelming probability in n.

Proof Overview of Theorem Before giving the complete proof, we first
briefly sketch our proof overview.

By the property of the KUNode algorithm, each non-revoked user can find a
unique node #; € KUt such that ID[0 : ¢] = 6; for some ¢ € [0, Lzp|. Therefore,
the DKGen algorithm does not output L. When the Decrypt algorithm operates
as specified, by Lemma [7] and the fact that Z::{T a;dip,T,i = Z::’T a;(rip,; +
TT,ID[O:Z],i) = upp + UT,ID[O:Z] hOldS, we have

t+yT
by — Z b; ©® dip, T
i=1

t+y1 t+y1

= m+ (up + Ut D[0:g]) © 5 + 2€) — Z (a; ®s)OdipT: —2 Z e ©dip,T,i
; i—1

i=1
t+yT t+yT
m + (wp + uripEg) © § —W+ 2 (62 - e dlD,T,i) .
=1 =1

error terms

Since the error terms are small by Lemma [2] we can recover the plaintext m.
Proof of Theorem [3] Hereafter, we provide the complete of Theorem [3] and
parameter restrictions.

Proof. By the property of the KUNode algorithm, each non-revoked user can
find a unique node 6; € KUt such that ID[0 : ¢] = 6; for some ¢ € [0, Lzp].
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Therefore, the DKGen algorithm does not output L. Since b; = a; ®a44% s + 2¢;
holds for each i € [t] and b; = a; ©g4r+1 S + 2¢; holds for each i € [t + 1, + 7],
when the Decrypt algorithm operates as specified, we have

t+yT
by — Z bi Or+2 dip,T,i
i=1
t
= m+ (wp + ur, Do) Oht2 s+ 26 — Y (i @21k §) Ok 2 diD T

i=1
o7 t+yT

- Z (@i Odtk+1 8) Okt2 dip,T,i — 2 Z €i Ok+2 dip,T,i-
i=t+1 =1

Then, by Lemma [7| and the fact that Zfir aidip,T,i = wp + uT,pj0;¢ holds as
we explained in the DKGen algorithm, we have

t
m + (wp + Ut D[0:¢]) Okt2 5 + 2€) — Z(ai O2d+k S) Ok+2 diD.T i

i=1
t+yT t4+yT

— E (@i @dtk+1 S) Ok+2diD,T,i — 2 E € Op+2diD T,
i=t+1 =1

= m + (uip + upow) Dhrz s +2¢)
t+yT t+yT
_W— 2) e OrpadipT
=1 1=1

t+yT
=m+2 (62 — Z €; Okt2 dlD,T,i) .

i=1

error terms

If |lej, — ZZ:YT ;i Or42dip,Tillcc < & holds, the decryption of our RIBE
scheme satisfies the correctness. Let

A= [T @] [T @) [T @) - [T @),
T T
rp = [rﬁg,ﬂ T ‘rI—IrD,t+'y7—]T7 I'TID[0:¢] = [r{m[o:a,ﬂ T |rT,ID[0:Z],t+'y-r]

By Lemma [ the property of the SamplePre algorithm ensures that rp and
7 p[0:¢) are distributed statistically close to Dy (a) and Dy (A)» Tespec-
uvip

uT ID[0:¢]
tively. Therefore, by Lemma [2] it holds that

IT1Di |0 < w(y/logn)a, l71,1010:ill 00 < w(/logn)o
leilloo < w(y/logn)a'q, leglloo < w(y/logn)a’q
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with overwhelming probability in n. We have

t4+vyT
leg = > ei Okr2 dio il
i=1
t+yT
< llegllos + | Z €; Ok+2 dip,T,il oo
=1

< w(v/logn)a'q + K(v2w(y/log n)o) (w(v/log n)a'g),

where K = ¢(2d — 1) 4+ dy7. Thus, we have ||e} — Zfir i Ort2 dip,T,illoc <

if o/ < (8v/2w(logn)oK +1)71. O

To guarantee the correctness and the adaptive anonymity of our RIBE
scheme, parameters have to satisfy the following restrictions.

— For the correctness, o’ < (8v/2w(logn)oK + 1)~! holds.

— By Lemrna|§|7 q = poly(n), d < n, % = N(logn), o = w(log?n)v/ndt, and
v = %H hold to apply TrapGen and SamplePre algorithms properly.

— By Lemma d < n, o =w(l), g =polyn), ¢ =w(ylogn)o, and % =
2(logn) hold so that the master public key is statistically indistinguishable
from uniform.

— By Lemma EI, o > 164/log2(2d — 1)/m holds to apply SampleZ algorithm
properly.

— By Lemma % > \/202((2d — 1)t + dy7)(Lzp + 1) + 1 and ag >
w(y/log(t(2d + k) + y7d + (K + 2)(Lzp + 1))) hold to apply ReRand algo-
rithm properly.

— MPWWE, n12d+k,d,D;.., assumption holds. In other words, by Lemma EI,
q = 2(a"tntt) and PLWE(Zqu assumption holds for a constant ¢ > 0,
a polynomial f € E(T,d,n + 2d + k) of degree m € [2d + k,n| such that
EF(f) =0(n%), a= 2(y/m/q), and 1 > & > 27”1;7?””’“ by Lemma@

We set the parameters as follows:

n—+2d—2
d

1
q= n4.5+4,¢0+c@, r=[logq], & = (n2+2p.0)—1’ o = (n3'5+4“° @) ’

where pg > 0 can be set arbitrarily small and ¢ > 0 is a parameter of the PLWE
assumption.

d=0(n), k=06(n), t=1logn, v= , Lzp = O(n), o =n'tHo,

5.3 Tight Adaptive Anonymity in the QROM

The following theorem states that our RIBE scheme IT in Section [p|satisfies the
tight adaptive anonymity in the QROM.
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Theorem 4. Our RIBE scheme I1 in Section[5 satisfies the adaptive anonymity
in the QROM wunder the parameter settings and the MPLWE assumption. In
particular, for any quantum adversary A making at most Qu queries to |H)
and Q\p secret key reveal queries, there exists a quantum algorithm B making
Qu + Qb + D> _rcr #kut quantum random oracle queries such that

MPLWEg n+2d+k.d, Dz, g

AdVEEE()) < Advy or (M)+(QE+Qip+ Y #kur)-negl())

TeT

and Time(B) = Time(A) + (Qn + Qip + > _1c7 #kuT) - poly()), where k denotes
the length of randomness for SampleZ, > ', #kut denotes the number of key
updates created during the security game, and

Jed+k (tiell)
Cld+k+1 (ifiet+1,t+7)).

OLZD+L7—+|'log(t+'y7').\+l,n'

Proof Overview of Theorem [ Before giving the complete proof, we first
briefly sketch our proof overview. Let ct* = ((b;):X]7, (b, )LID) be a challenge

ciphertext for coin = 0. In the first step, we show that ct* for coin = 0 is

computationally indistinguishable if we replace (bz)f:” with a set of uniform
polynomials. In the second step, we show that ct* for coin = 0 is statistically

indistinguishable if we replace (be)LID with a set of uniform polynomials.

First, we explain an overview of the first step. We do not run the TrapGen
algorithm but sample (a;)i2]" + Y (Z2=1X]))" x (Z2[X])" and send mpk =
(az)tJrW to A at the beginning of the game. The property of the TrapGen algo-

rithm (Lemma@ ensures that the change is statistically indistinguishable. To an-
swer A’s quantum random oracle query >, , caip,y [ID) |y), we first choose a hash

function H <~ Func({0, 1}=Lzp+T+[log(t4rm)1+1 1) 1}%) where & is the length of
a random seed for the SampleZ algorithm. To program H(ID||0) (resp. H(8,||T)),
we use ﬁ(|DHO”Z) (resp. H(QJHT”Z)) as an input random seed and run rip; +
SampleZ(a;ﬁ(lDHOHi)) (resp. Ty, SampIeZ(U'ﬁ(HjHTHi))) for each i €
[t+77]. Then, we set H(ID||0) = ZHYT a;rip,; (resp. H(0;(|T) = 0217 airro,.0)-
Lemma [ ensures that the change is statistically indistinguishable. To cre-
ate skp = (r.Dl) U7 (resp. (TT79_7.7¢)EIYT € kurt), we use the above rp; +
SampleZ(o; H(ID||0|i )) (resp. r1g,i SampleZ(a;ﬁ(HjHTHi))) for each i €
[t + 77]. Lemma [4] and the property of the SamplePre algorithm (Lemma [6])
ensure that the change is statistically indistinguishable. To answer the challenge
query on (m*,ID*, T*), we replace (b;);=]" with a set of uniform polynomials if
coin = 0. The MPLWE assumption ensures that the change is computationally
indistinguishable. Finally, we use skp~ = (7’|D*’i)f+1 and (71« 1p*[0:4], )Z+¥ , and
set b} for ¢ € [0, Lzp] by computing

t+vyT

by = Z (iD= i + 77,10 [0:4),i) Or42 bi + 2€).
i=1
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The property of the ReRand algorithm (Lemma [5|) ensures that the change is
statistically indistinguishable. Thus, we can replace (b;)!X]7 with a set of uniform
polynomials.

Next, we explain an overview of the second step. For this purpose, we divide
A’s attack strategy into two types depending on whether A receives skipx by
making a secret key reveal query. If A receives skip«, the security definition of
RIBE ensures that ID* is revoked by T*. Then, the property of the KUNode
algorithm ensures that A cannot receive (71« p+[04, DT for £ € [0, Lzp) by
making revoke and key update queries. Thus, each Zi:l TTID*[0:0],i Ok+2 bi +
2e;, for £ € [0, LID] is indistinguishable from uniform due to the entropy of
each (r7+ 1p+[0:],i )i2]7. Therefore, we can replace (b});Z2 with a set of uniform
polynomials. If A does not receive skjp+, the property of the KUNode algorithm
ensures that there is (1« ip[¢+, )*7 for a unique ¢* € [0, Lzp] which A receives
by making a revoke and key update query. In other Words A cannot receive
(715 1D*[0:0], ) 'YT for ¢ € [0, Lzp]\{¢*}. Thus, each El 1T 7T D% [0:0],i Okt2bi+2¢
for ¢ € |0, LID] \ {¢*} is indistinguishable from uniform due to the entropy of
each (rT*7|D*[0:g]7i)§i¥T. Therefore, we can replace (b))sc(o,Lop]\{¢+} With a set
of uniform polynomials. Finally, ZHW 7D+ i Ok+2 b; + 2€). is indistinguishable
from uniform due to the entropy of skip~ = (rip*;);~ .+7 . Therefore, we can also
replace bj. with a set of uniform polynomials.

Proof of Theorem [4l Hereafter, we provide the complete proof of Theorem

Proof. We show the tight adaptive anonymity of our RIBE scheme via the fol-
lowing security games. Let F; denote an event that A wins in game 3.

Gamey: Gamey is the original security game. The challenger C chooses a hash
function H : {0, 1}SEbrotErtl — 7<nt2d=2[X] at the beginning of the game.
Upon a quantum random oracle query }ipt,, |,y |IDI[T) [y) by the adver-
sary A, C returns } p 1, @i,y |ID|T) [H(ID[|T) & y).

Game;: We change how to answer the quantum random ora-

. . 5 U
cle queries from Gamey. In Game;, C chooses a function H <+

Func({0, 1}StzptLr+log(t+ym)1+1 £0 11%) at the beginning of the game. With
respect to H(IDJ|0), sample coefficient vectors rip ; <— SampleZ(o; ﬁ(IDHOHz)) for
each i € [t+~7] and compute H(ID]|0) = 3177 a;7ip ;. With respect to H(6;]|T),
sample coefficient vectors rt g, ; < SampleZ(c; H\(QJHTHZ)) for each i € [t + 7]
and compute H(6,||T) = Zfﬁ” a;rT,9,i- Here, SampleZ(o; ﬁ(IDHOHz)) and
SampleZ(o; ﬁ(9]||T||2)) denote running SampleZ(c) with H(ID|0]ji) and
H\(QJHTHZ) as input random seeds, respectively.

By Lemma [4] H(ID||0) and H(6,||T) are statistically indistinguishable from

uniform. Therefore Lemma [I| ensures that |Pr[Ey] — Pr[Eq]] = negl(n) +
4Q%+/negl(n fi - negl(n), where Qu is the number of random oracle queries.
Gamey: We change how to generate a secret key (rip;);— JW and a key update

t+'y‘r

(r1.0,,i)i—1 from Game;. In Gamey, we do not use SampIePre algorlthm Instead,

upon a secret key reveal query of ID, return rip; < SampleZ(o; H(ID||0H ) for
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each i € [t + 7] to A. Similarly, upon a key update query of (;,T), return
r19,i < SampleZ(o; H(0;||T||i)) for each i € [t + 7).

Let A = [T™2d71(qq)|- - |TE" 41 (q;,..)]. By Lemma |6} the property of
the SamplePre algorithm ensures that rip = [rl—'[—)71| e |r|7|—3)t+w] of Game is sta-
tistically indistinguishable from the discrete Gaussian distribution Dp1 () o-

D ’
Moreover, by Lemma rp = [r£’1|~~~|r£’t+w]T of Gamey is also statisti-
cally indistinguishable from DA%( A),o- Similarly, the distributions of rrg, =
[r19, 1l |r10, 11-.] " in Game; and Game; are statistically indistinguishable
from Dp1  (a),.- Since A obtains ) ;. #kut key updates and at most Qip
uT, 04 ’

secret keys during the game, we have | Pr[Es] — Pr[E]| = (Qip + > o #kuT) -
negl(n).

Gamez: We change how to generate the master public key from Games. In
Games, the master public key is chosen by running (a;):X]" < (Z7[X])t x
(Zy = X))

By Lemma [6] the property of the TrapGen algorithm ensures that mpk
of Game, is statistically indistinguishable from uniform, therefore |Pr[E3] —
Pr[E2]| = negl(n) holds.

Gamey: We change how to compute the challenge ciphertext of coin = 0 from
Games. Let K. = t(2d + k) + v7(d + k + 1). In Gamey, first, sample s &
ZZmH2ATRLX] ey« D24k (X for each i € [t], and e; + Dy *TAH[X] for

quaq Zq’aq
each i € [t + 1,¢+ ~y7]. Then, compute

i i ifi et
v = a; O2q1k S+e 1@6[] (10)
a; Oqrk+1 s +e; ifieft+1,t+~7].
By Eq. and Lemma we have
n,2d+k op .
v, — Thin Ha) s+ e ifi e [t] (11)
O\ TR ay) Ts e i€ [t 4 1, 4 y7].
Let v =[v{|--|v/) ] € ZEK: and
Rip* 1+ 0,i
- d+k)x (k o
_ Tﬁii 1JHQ(TID*J‘ JrTT*,lD*[e],i) € Z¢(12 +h)x (k+2) if ¢ € [t]
Tg;§+2 (TlD*,i + rT*,lD*[Z],i) (S Z((Id+k+1)x(k+2) if7 € [t + 17 t+ ’}/T]
Rip* 1+ .01
Rips -0 = : € ZK** 2 (1 €0, Lzp)). (12)
Rip* 1+ ,0,t4~7
Then, run

[bol -+ [bryqr[by]-- - b7 ,,]

Lzp



Efficient Revocable Identity-Based Encryption from Middle-Product LWE 31

_ o
< 2-ReRand <2 "Ik, | Rips1e0l - [Rip* T+ 11p], V5 0, 2a> (13)

and output the challenge ciphertext ((b;)!X]7, (b, +m*);Z2).
We will show that the ReRand algorithm can be applied properly. There is
a restriction on the maximum singular value of the ReRand algorithm’s input

matrix, therefore we will evaluate it. We have

Lzp
81([11((, RID*,T*,O| e |R|D*,T*7LZD])2 < Z Sl(RID*vT**Z)Q +1
£=0
Lzp t+~T7
< Z Z s1(Rips +,00)% + 1
=0 i=1
and
s1(Rip= 1+.04)° = Hllrll‘fijil||T2d_1’k+2(T|D*,¢ + 77 104 [g,) || B

= m?_xl||T2d_1’k+2(T|D*,i + TT*,lD*[e],i)Tk+2’1(h)||2

= Hr}rl1ua_><1||T2d+k’1((T|D*,i +7"T*,ID*[Z],i)h)||2

< [lrioe l® + o7+ 10e a1l

< 20%(2d — 1)

for each i € [t]. By a similar argument for each i € [t + 1,¢ + 7], it follows that
if % > /202((2d — 1)t + dy7)(Lzp + 1) + 1 holds, ReRand algorithm can be
applied properly.

We will show that the challenge ciphertext is statistically indistinguish-
able between Games and Gamey. Let e = [e]|---|e/, . ]T € ZK: and A =

[T"’2d+k (ag)]--- |Tn+d71’d+k+1(at+w)] € Zfln+2d+k_1)XKe. By Eq. 7 we have

flip flip
2d+k
T;Lip (al)T e
ATs+e= s+
T:ILI—",)-d—l,d+k+l (at+w)T i iyr
T T 3T
= [Vl | e |Vt+'yv'] =V. (14)

Let

n+2d—2,k+2
Upps 10 = Thp (wip* + uT+ 1D*[)

c Z((Jn+2d+k*1)x(k+2) (¢ €0, Lzp])-
By Eq. , we have
. t+yT

n,2d+k n+d—1,d+k+1
ARps 1+ ¢ = E T (ai)Ripe1v 0 + E Thip (a;)Rip* T+,

i=1 i=t+1
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t

_ n,2d+k 2d—1,k+2

= E :Tflip (ai) Taip (r1iD* i + 77+ ID* (1)
=1

t+yT
ntd1,d+k+1 dk42
+ > T (ai)Tgip ~ (Mip*,i + 71+ 1D*[0),0)
1=t+1

t+y1
n42d—2, k-2
= Thip ( > ai(rip-i + TT*JD*[Z]J)>

i=1

= Up* 1+ ¢ (15)

for each ¢ € [0, Lzp]. Eq. , Eq. , Eq. , and the property of the ReRand
algorithm in Lemma [f] ensure that

(b1 -+« [bryqr[bg| - b7, ,]

Lzp
=2 (271 (A [Ix, | Rips 10|+ [Rips 1o,020]) s+ e/)
= [A ‘ UID*,T*,O| e |U|D*,T*,LID]TS + 2(3/ (16)

and the distribution of e is statistically indistinguishable from
Dzé(e+(k+2)(LID+l)$a,q- By Lemma (7| and Eq. 7 the challenge ciphertext

in Gamey (b;)i]" and (b});Z> can be written as

b, — a; O2d+k S+ 2e; ifi € [t]
’ a; Odyk+1 S+ 2e; fie[t+1,t+ 7]

by = (wp* + Ut 1p*[g]) Ort2 s +2e; (£ € [0, Lzp]),

where the distribution of e; for each i € [t], e; for each i € [t + 1,t + 7],
and ¢} for each £ € [0, Lzp] are statistically indistinguishable from D3 2¢F*[X],

ZLq,0'q
DZdZ,IZJrl[X ], and DZ“;‘,QQ [X], respectively.
Thus, the challenge ciphertexts of Games and Game, are statistically indis-

tinguishable, thus | Pr[E,] — Pr[Es]| = negl(n) holds.

Games: We change how to compute the challenge ciphertext of coin = 0 from
Gamey. Namely, we change how to compute (vz)f:” in Eq. . In Games,

first sample z; & Zq<2d+k[X] and e; « ngfgk[){] for each i € [t], and z; &
ZZHRHX] and e; DZ‘%;ZI;H[X] for each i € [t + 1,t + 7). Then, compute
v; = z; + e; for each i € [t 4+ 7], run ReRand algorithm as Eq. , and output
the challenge ciphertext ((b;)/X]7, (b, + m*);Z2).
. MPLWE, n.d, 0, .,
We will show that |Pr[E5] — Pr[Ey4]| = Ade:QROLIDJrLiJr(1og(t+w)1+1,~(n)

holds. We construct a reduction algorithm B  which solves
MPLWE, »+2d+k,d,Ds,.., relative to the QROM using A. B receives (a;) 207

i=1

and (z; + ¢;)'2]7, where z; € LR [X] ey D;ﬁi;k[X] for each i € [t] and

zi € L3R HX] s D;jl‘f;“[X] for each i € [t + 1,¢ + 7).
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The task of B is to distinguish whether z; is uniform or
i ifielt
L a7)
a; Odtk+1 s fiet+1,t4 7],

where s <= ZZnP2Hh1X) g <L ZSM(X] for each i € [t], and a; -
2zt X] for each i € [t + 1,t + 7]

B sends  mpk = (a)iX)™  to A Let H &
Func({0, 1}stzptLr+logt+ym)1+1 0 11%) be a hash function chosen by B
at the beginning of the game. Upon a secret key reveal query ID € D by A, B
returns rp; < SampleZ(o; H(ID||0||2)) for each ¢ € [t + 7] to A. Upon a revoke
and key update query RLy C ID by A, B runs the KUNode algorithm and
obtains KUt = {01,...,0,}. Then, B returns 714, ; < SampleZ(o; H(8;||T||7))
for each (i,6;) € [t + 7] x KUt to A. Upon a quantum random oracle query
ZIDHT,y aip|Ty [IDIIT) [y) by A, B returns ZIDHT,y aup|| Ty [ID[IT) [H(ID[|T) @ v),
where H(ID||T = 0) = Y'*7" airip,; and H(ID|IT > 1) = Y7 airripa. B
picks coin & {0,1}, and if coin = 1, send a uniformly random ciphertext to A.
Otherwise, let v = [w] +e/|---|w/ . +e/ 7 and run ReRand algorithm
as Eq. (I3). Then, send the challenge ciphertext ((b;)/*]7, (b, + m*);ZP) to A.

A returns coin as a geuss value of coin to B. If coin = c/oﬁ, B outputs 1.
Otherwise, outputs 0. If (z;)!X]7 is obtained as Eq. (L7), the view of A corre-
sponds to Gamey. Othery&i\%gt corresponds to Games. Therefore, it holds that

a,n,d,Dgz_ oq
| Pr[Es) — Pr[Ey]| = AdVBvQROLID+LZ:+ﬂog(t+w)w+1,~(n)'
Gameg: We change how to compute the challenge ciphertext of coin = 0 from
Games. In Gameg, first sample (vi)ﬁir el (Z;Qd"'k[X])t X (Zq<d+k+1[X])7T,
e; + D3*RIX] for each i € [t], e; «+ DyeTFFX] for each i € [t + 1, +

ZLg,o'q Zq,0'q
~7], and €} < DZT;“,%}[X] for each ¢ € [0, Lzp]. Let K. = t(2d + k) + y7(d +
k+ 1)7 v = [VIT‘ T |V;:-fy7-]T € Z§c7 € = [e1T| T |etT+'yT‘eE)T‘ e |elLIDT]T €
Z§C+(LZD+1)(’€+2)7 and Rip~ 1, € Zfﬁx(kﬁ) as specified in Eq. . Then,
compute

(b [+ |b/ . [bG |- |by,, 1T
= [Ix, | Rip~ 150 -+ |Rip* 7+, L,5] v + 2

and output the challenge ciphertext ((b;)iX]", (b, + m*)Z2).

As mentioned in Gamey, by Lemma [5] the challenge ciphertext of Games
and Gameg are statistically indistinguishable. Therefore, it holds that | Pr[Es] —
Pr[E5]| = negl(n).

Note that b, can be written as b; = v; + 2e;. Also, by Lemma 7| 0} can be

written as
t+yT

by = Z (riD* i + 77+ 1D+ [0,4) k2 Vi + 2€5. (18)
i=1
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Game7: We change how to compute the challenge ciphertext of coin =
0 from Gameg. In Game7, the challenge ciphertext when coin = 0 is

(b)), (b')LID) < CT. We will show that the challenge ciphertext of Gameg
and Gamey is statistically indistinguishable.
If ID* € RLy+, A cannot obtain (1 ip+[g,i); iﬁ in the key update kut« for

each ¢ € [0, Lzp] by the property of KUNode algorlthm. For each ¢ € [0, Lzp],
a statistical distance between a distribution of

t+y1
t+ T
(vi);2] E 7T+, 1D*[¢],i Ok+2 Vi

in Eq. and a uniform distribution is negl(n) since

t
<(’Ui)§i’1w—a ZTT*JD*[E],i v € Zq<4d+k_2[X}>
i=1

is distributed statistically close to uniform by Lemma[d] Therefore, a statistical
distance between a distribution of

t+yr Lzp
t+vyT
(vi)iZ1" (Z TT+,1D*[0],i Ok+2 Uz’)

i=1 £=0

and a uniform distribution is (Lzp + 1) - negl(n) = negl(n). Thus, challenge
ciphertext ((b;)i2]7, (b});Z2) in Gameg is statistically indistinguishable from the
challenge ciphertext in Gamesy.

If ID* ¢ RLt~, by the definition of RIBE’s security game, A cannot ob-
tain skipx = (7°|D*,i)§:” by making the secret key reveal query. Furthermore,
the property of the KUNode algorithm ensures that A receives the key up-
date (rT*JD*[@])i)ZZ?T for only one ¢ € [0, Lrp]. By a discussion similar to
that of ID* € RLy«, for £ € [0,Lzp] \ {¢'}, a statistical distance between
a distribution of ((vl)“r;” Zfﬁ’ 1+ 10%[0)i Ok+2 Vi ) and a uniform distri-
bution is negl(n). Similarly, a statistical distance between a distribution of

(vl)iir ZHY TID* i Okt2 vi) and a uniform distribution is negl(n). There-

fore, the statistical distance between a distribution of

7 7
t+yT
(vi)isq s Z TID* i Ok+2 Vi, (Z TT+ID*[¢],i Ok+2 'Ui>
¢e[0,Lzp]\{¢'}

i=1 i=1

and a uniform distribution is (Lzp + 1) - negl(n) = negl(n). Thus, challenge
ciphertext ((b;)i2]7, (b})£22) in Gameg is statistically indistinguishable from the
challenge ciphertext in Gamer. Therefore, | Pr[E;] — Pr[Eg]| = negl(n) holds.

In Gamey, both the challenge ciphertexts of coin = 0 and coin = 1 are random
samples in CT and Pr[E;] = 1 holds. Thus, we have

AdviiR¥(n) = | Pr[Eo] — f|
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6

1

> Pr{Ed = PrlEsn]| + | PrlEr] - 5|
i=0

MPLWEq,n+2d+k,d,qu,aq

IN

IN

(n) + (Qf + Qip + Y _ #kur) - negl(n).

v
B.QROL ;4 L+ Tog(t447)1 41,5
TeT

O

6 Our RIBE Scheme with Bounded DKER

In this section, we propose an RIBE scheme achieving bounded decryption key
exposure resistance (DKER). We give some backgrounds and preliminaries on
RIBE with bounded DKER in Section [6.1] and Section [6.2] respectively. We
propose our construction and prove its adaptive anonymity in Section [6.3] and
Section [6.4] respectively.

6.1 Background

Seo and Emura [28] introduced a security notion called decryption key exposure
resistance (DKER). DKER is a stronger security notion than the simplest notion
defined by Boldyreva et al. [5]. DKER ensures an RIBE scheme is secure even
when the decryption key of the target identity ID* is revealed. It is believed that
an adaptive-identity secure RIBE scheme with DKER based on LWE can be
constructed, but no concrete construction has been proposed so far. E| Moreover,
all previous adaptive-identity RIBE schemes achieving DKER do not satisfy the
anonymity. However, a selective-identity RIBE scheme that satisfies DKER and
the anonymity can be obtained by applying Katsumata et al.’s generic construc-
tion [I5] to our RIBE scheme and the selective-identity hierarchical IBE scheme
on MPLWE [20)]. Takayasu and Watanabe [31I32] introduced a weaker security
notion called bounded DKER. Bounded DKER is a variant of DKER and there
is a~-priori number () p and an adversary is allowed to make the decryption key re-
veal query of ID* at most Qp. As discussed in [3132], bounded DKER is enough
to be secure against exposure of the decryption key in practice because it rarely
happens so many times. Takayasu’s RIBE scheme [30] can be transformed into a
scheme with the anonymity and bounded DKER. However, an adaptive-identity
RIBE scheme with the anonymity and bounded DKER based on MPLWE has
not been constructed. In this paper, we propose an RIBE scheme with bounded
DKER based on the MPLWE assumption. Table [3| compares Takayasu’s RIBE
with bounded DKER and our scheme. Our scheme achieves a shorter master
public key and a secret key compared to Takayasu’s RIBE.

* Wang et al. [33] claimed to construct the adaptive-identity hierarchical RIBE scheme
on LWE in the ROM. However, this scheme is based on Agrawal et al.’s [3] hierar-
chical IBE scheme on LWE which is selective-identity secure, therefore, the security
proof is doubtful.
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6.2 Preliminaries on RIBE with Bounded DKER

We give some preliminaries on RIBE with Bounded DKER.

Cover Free Family. We use the following result of the cover free family to
construct an RIBE scheme achieving the bounded DKER.

Definition 8 ([11]]). Let o, G, W, Q be positive integers and F = {F;}3, be a
family of subsets of [G], where |F;| = W for each i € [a]. If U?Zl Fi; D Fig
holds for any Fi,, ..., Fig,, € F such that F; # F;, for any distinct k,{ €

[Q+ 1], F is termed as W -uniform Q-cover-free.

Lemma 10 ([18]). There is a deterministic polynomial time algorithm CFF.Gen
which takes positive integers a and Q as input, and outputs a positive integer
G and a W-uniform Q-cover-free family F = {F;}%, over [G], where G <
16Q%log o and W = %.
Anonymous RIBE achieving Bounded DKER. Takayasu and Watan-
abe [31] formalized bounded DKER which is a weaker security notion than the
full DKER. In RIBE with bounded DKER, an adversary A is allowed to make
the decryption key reveal queries on the target identity ID* at most Qp times
for a-priori positive integer @ p as well as the queries described in Section [

Decryption Key Reveal Query: Until the challenge query, upon a query
(ID,T) € ID x T by A, C checks (1) T < T¢, and (2) ID ¢ RLy. After
the challenge query, C also checks (3) (ID,T) # (ID*, T*) and (4) Te, > T*,
dkip+ T has been revealed to A @ p times by the decryption key reveal queries,
and ID # ID*. If the all conditions are satisfied, C finds sk;p from SKList and
returns dkip v <— DKGen(mpk, skip, kut) to A. Otherwise, returns L to A.

To capture this query, we change several queries described in Section [ Upon
the revoke & key update query by A, C also checks T, = T* — 1, dkjp~ 1 has
been revealed to A Qp times by the decryption key reveal queries, and ID* € RL.
Upon the challenge query by A, C also checks (1) T* < T, and A has made
a decryption key reveal query (ID*,T*), and (2) T* < T, dkip~ 1 has been
revealed to A more than Qp times, and ID* € RLy+.

We note that our RIBE scheme in Section |5 does not satisfy (bounded)
DKER. A can obtain ID*’s decryption key (d.D,T,i)EiYT = (rpy; + TT,aj,i)ziYT

and the key update (rt,,,;)=]" if ID* has not been revoked by T*. Therefore, A

can retrieve ID*’s secret key by computing (rip<;)*]" = (dip,1. — 77.0,.1)i01 -

6.3 Construction

In this section, we propose our RIBE scheme with bounded DKER.

Let G be a positive integer. A hash function H : {0, 1}SFzp+L7+[logGl+1 _,
2" +2472[X] will be modeled as a random oracle in a security proof. Other no-
tations are the same as in Section 5l Our bounded DKER RIBE scheme consists
of the following algorithms.
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Table 3. Comparison among adaptively secure RIBE schemes with bounded DKER
based on LWE and MPLWE in the (Q)ROM

Scheme |mpk| |ct] skip]

Takayasu-RIBE [30]

O(n*log®n) O(Lzpnl O(Gn?log?
(with Bounded DKER) O 108 ) OlLzonlogn) O(Gn™log™n)

Our Scheme O(nlog*n) O(Lzpnlogn) O(Gnlog?n)
Reducti
Scheme Anonymity eluc on Model Assumption
oss

Takayasu-RIBE [30]
(with Bounded DKER)
Our Scheme v O(1) QROM MPLWE

O(1) QROM LWE

n denotes the security parameter. |mpk|, |ct|, and |skip| denote the
size of a master public key, a ciphertext for a n-bit plaintext, and a
secret key, respectively. Lzp = O(n) denotes the length of an identity.
Let G = poly(n) be a positive integer proportional to Qp, where Qp
is the bounded number of the decryption key reveal queries.

Setup(1™) — (mpk, msk): Run ((a;):%]7, (w”)g];:)(l 1)) < TrapGen(1") and
(ty7)

output mpk = (a;)!2]" and msk = (Wi )i 2 (1,1)-
SKGen(mpk, msk, ID) — skip: For g € [G], run ((r|D7g,i)f:’T)§:1 —

SamplePre(mpk, msk, uip ¢, o), where uip ; = H(ID||g||0), and output skip =
((r|D7g7i)§I¥T)§=l. By Lemma@ it holds that Z:Zr a;"D,g,i = UID,g-
KeyUp(mpk, msk, T, RLt) — kut: First, run the KUNode algorithm with input a
key revocation list RLy C ZD and obtain KUt = {61,...6,.}. Then, for each
node 0; € KUy, run (TT,ej,i)Eir < SamplePre(mpk, msk,utg,,0), where
utg, = H(0;0[|T). Finally, output kut = (oj,(T’T,e,-,i)Z:fT)ejelcuT for the
time period T. By Lemma@ it holds that Zﬁi;ﬁ AiTT,6,0 = UT,0, -
DKGen(mpk, skip, kut) — dkip.t / L: DKGen algorithm takes mpk, skip =
((r1D,9.)i 0" )gerrs and kur = (KUt = {01, ., 0.}, (110,021 o, exur) as
input. Then, find §; € KU+ such that ID[0 : /] = 6, for some ¢ € [0, Lzp]|. If
such 6; does not exist, output L. Otherwise, output a decryption ke@d kip,T =

(o)1 = (e r TD.g.i +77.0,:)i1" for (ID, T). By Lemma/6 it holds
that > 1" aidio i = i) ai(3 jer Mg + TT0,0) = Dger, UiDg +
uT’gj.
Encrypt(mpk, ID, T,m) — ctip 1: Sample s < Z;””‘”k’l[X], e « Dyzae
o foreachi € [t+1,t4+~7], and €, Dyt 1
for £ € [0, Lzp]. Then, compute

for each i € [t], e; <= Dja+r+1
q

/
e

b — a; ®2d+k S+ 2e; ifie [t]
! a; Odik+1 S +2e; ifiet+1,t+~7)
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bz =m+ Z UID,g + UT,ID[0:¢] | Ok+2 S + 262 (E € [0, LID])
geFT
and output ctip T = ((b:)/2]7, (b,)5Z0).
Decrypt(mpk, dkip T, ctip. 1) — m’: Find ¢ € [0, Lzp] such that Zf:ﬂ a;idp T, =
wp + uT,1p[0:¢)- Then, output

t+y1
m = (b} — Z b; Oky2 dip,1; mod q) mod 2.

i=1

The following lemma states that our scheme satisfies the correctness with
overwhelming probability.

Theorem 5. For a positive real number o < (8/W + lw(logn)oK +1)~t and
a positive integer K = t(2d — 1) + y7d, the scheme satisfies the correctness with
overwhelming probability in n.

Proof. By the property of the KUNode algorithm, each non-revoked user can
find a unique node 6; € KUt such that ID[0 : ¢] = 6; for some ¢ € [0, Lzp].
Therefore, the DKGen algorithm does not output L. Since b; = a; ®24+% s + 2e¢;
holds for each i € [t] and b; = a; Ogyr+1 s+ 2¢; holds for each i € [t + 1, ¢+ 7],
when the Decrypt algorithm operates as specified, we have

t+vyT
by — Z bi Ok+2 dip,T,i
i=1
t
=m-+ Z wp,g + UT ID[0:4] | Ok42 5+ 2€p — Z(ai O2d+k $) Ok+2 diD.T i

gEFT i=1
t+yT t+yT
- E (@i Odtkt18) Okt2 dip,T,i — 2 E € Ok+2 dip,T ;-
1=t+1 =1

Then, by Lemma [7| and the fact that ZE:T aidip,T,i = D ge Fy UID,g + UT ID[0:4]
holds as we explained in the DKGen algorithm, we have

t
m+ | D upg+ut g | Oria s+ 26, — Y (@i Oaak 5) Qg2 dio T

geFT i=1
7 7
- E (@i Odtk+1 S) Ok42diD,T,i — 2 E €; Ok+2 diD,T,i
i=t+1 =1

=m-+ Z UIp Ok42 S+ 262
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t+y1 t+yT
— E (a;deT17) Okt2 s — 2 E € Ok+2diD.T,i
=1 i=1

t+yT

=m+2 (e@ — Z €; Ok42 dlD,T,i) .

i=1

error terms

If ||ej — Zfi;ﬁ ei Or+2 dip,T,illoo < &, the decryption of the scheme satisfies
the correctness. Let

A = [T ag)[ - [T ) [T Y agp) |- [T @)
T T T T T T
I'D,g = [rID,g,1| T |I'|D,g,t+w] ) I'TID[0:¢] = [rT,ID[O:E],1| T ‘rT,ID[O:é],t+'yT]
By Lemma [0} rip,4 and rr pjo.¢ are distributed statistically close to Dy1 ()
» ) up,
and Dy (A), respectively. Therefore, by Lemma H for each g € Ft and
]

UuT,ID[0:£

¢ € [0, Lzp], it holds that

I71D,g,ill0c < w(y/logn)o, 77,10[0:4),ill 00 < w(y/logn)o
eilloe < w(y/logn)a'q, let]loo < w(y/logn)a'q

with overwhelming probability in n. We have

t+yT
lleg — Z i Ok+2dip,T,ill 0o
i=1
t+yT
< [leglloc + | Z €; Ok+2 dip,T,i|s
i=1
7 t+yT
< lletlloe + 1D € Orra rrippeaillos + Y 11 € Okya 1D gilloo
i=1 gEFT =1

<w(y/logn)d'q+ K(VW + lw(y/logn)o)(w(+/logn)a’q),
where K = t(2d — 1) + dy7. Thus, we have ||e} — ZZ:T €i Ort2 dip,T,illoc < &
if o/ < (8vW + 1lw(logn)o K + 1)~ ! holds. O
To guarantee the correctness and the adaptive anonymity of the scheme,
parameters have to satisfy the following restrictions.

— For the correctness, o/ < (8y/W + lw(logn)oK + 1)~! holds.

— By Lemma@, q = poly(n), d < n, % = 2(logn), o = w(log® n)v/ndt, and
v = %‘H hold to apply TrapGen and SamplePre algorithms properly.

— By Lemma d < n, o =w(l), g = poly(n), ¢ = w(ylogn)o, and L =
2(log n) hold to the public key is statistically indistinguishable from uniform.

— By Lemma |§|, o > 164/log2(2d — 1) /7 holds to apply SampleZ algorithm
properly.
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— By Lemma , % > /202((2d — 1)t + dy7)(Lzp + 1) + 1 and ag >
w(y/log(t(2d + k) + y7d + (K + 2)(Lzp + 1))) holds to apply ReRand algo-
rithm properly.

— MPWWE, n12d1k,d,D;.., assumption holds. In other words, by Lemma EI,
q = Q(a"tnt) and PLWE(ZQ@ assumption holds for a constant ¢ > 0,
a polynomial f € &(T,d,n + 2d + k) of degree m € [2d + k,n] such that

EF(f) =0(n°), a = 2(y/m/q), and 1 > a > 27%“ by Lemma@

To satisfy these restrictions, we set

n+2d—2

14112
d b

d=06(n), k=06(n), t=1logn, v=

g = VW Lzpn*> ¥ 7 = flog ],
a/ _ ( /VVnQnLQ,uz)fl7 o= (\/WTIDRB.5+4;L2)71’

where ps > 0 can be set arbitrarily small and ¢ > 0 is a parameter of the PLWE
assumption.

, Lzp =6(n), o =n

6.4 Security

A security proof is also almost the same as that of Theorem[d] The only difference
is the discussion in Game; because Eq. is replaced by the following equation.

t4+yT
b/ _ . . 2 /
= TID* g,i + 7T 1D*[¢],i | Ok+2 Vi + 2€;
i=1 geFT

If ID* € RLy+, by the same discussion in Game; of the security proof of The-
orem [ the challenge ciphertext is statistically indistinguishable from uniform.
If ID* ¢ RLt+, even when an adversary A obtains at most Qp decryption keys
dkip» 7+ for T # T*, Lemmaensures that at least one rip~ 4 In (Fip* g.5) ge 7y
is not revealed to A. Therefore, by a similar discussion in Game; the proof of
Theorem [4] the challenge ciphertext is statistically indistinguishable from uni-
form.

7 Conclusion

In this paper, we prove the tight adaptive anonymity of LVV-IBE in the QROM
and propose an RIBE scheme achieving tight adaptive anonymity in the QROM.
Moreover, we also propose an RIBE scheme achieving bounded DKER as well
as tight adaptive anonymity in the QROM.
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