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Abstract

The Fiat—Shamir transformation underlies numerous non-interactive arguments, with variants that
differ in important ways. This paper addresses a gap between variants analyzed by theoreticians and
variants implemented (and deployed) by practitioners. Specifically, theoretical analyses typically assume
parties have access to random oracles with sufficiently large input and output size, while cryptographic
hash functions in practice have fixed input and output sizes (pushing practitioners towards other variants).

In this paper we propose and analyze a variant of the Fiat—Shamir transformation that is based on
an ideal permutation of fixed size. The transformation relies on the popular duplex sponge paradigm,
and minimizes the number of calls to the permutation (given the amount of information to absorb and
to squeeze). Our variant closely models deployed variants of the Fiat—Shamir transformation, and our
analysis provides concrete security bounds that can be used to set security parameters in practice.

We additionally contribute spongefish, an open-source Rust library implementing our Fiat—Shamir
transformation. The library is interoperable across multiple cryptographic frameworks, and works with
any choice of permutation. The library comes equipped with Keccak and Poseidon permutations, as well
as several “codecs” for re-mapping prover and verifier messages to the permutation’s domain.

Keywords: Fiat—Shamir transformation; duplex sponge



Contents

1 Introduction
1.1 Ourresults . . . . . . o o o e e e
1.2 Application: a BCS transformation from duplex sponges . . . . . . ... ... ... ... ......
1.3 Openproblems . . . . . . . . . . e e e e e e
1.4 Related work . . . . . . oL
2 Techniques
2.1 Review: starting point and the basic variant . . . . . . .. .. . L L L L oL
2.2 DSFS: a Fiat—Shamir transformation based on the ideal duplex sponge . . . . . . ... ... .. ...
2.3 Soundness and knowledge soundness . . . . . ... ... oL
2.4 Zeroknowledge . . . . .. L Lo
2.5 Application: BCS transformation from a duplex sponge . . . . . . . . . ... ... ... .......
3 Preliminaries
3.1 NOtAtION . . . . o o v o e e e e e e e e e e e e e e e e e e
32 BaSICS . . . .
3.3 Duplex sponge in overwrite mode . . . . . ... L Ll
3.4 Non-interactive arguments in oracle models . . . . . . . .. ... ... L L L L.
3.5 Interactive proofSs . . . . . L L e e e e
3.6 Fiat—Shamir transformation . . . . . . . . . . ... Lo
4 Duplex-sponge Fiat—-Shamir transformation
5 Security analysis
5.1 Backtracking procedure . . . . . ... L L e
5.2 Lookahead procedure . . . . . . . . . . . . e
5.3 Prover transformation . . . . . . .. L. oL e e e
5.4 Trace transformation . . . . . . . . Lol e e
5.5 Analysisof aborts . . . . . ...
5.6 Proofof LemmaS.1 . . . . . . . . . . . e
6 Soundness and knowledge soundness
6.1 Proof of Theorem 6.1 . . . . . . . . . . . . . e
6.2 Proof of Theorem 6.2 . . . . . . . . . . . . e
7 Zero knowledge
7.1 Definitions for zero knowledge . . . . . . . . . . ..
7.2 Thesimulator . . . . . . . . . . . e e e e e e e
7.3 Proof of Theorem 7.1 . . . . . . . . . . e e e e e e
8 Implementation
8.1 Core library and software stack . . . . . . . . . . .. .
8.2 Concrete security and ergonomiCS . . . . . . . . . v i et e e e e e e e e e e e e e e e
A Example: codecs for Schnorr’s protocol
B Bias of modular reduction
Acknowledgments
References

27

29
30
31
32
34
35
41

46
47
47

50
50
51
51
59
59
60
62
63
64

64



1 Introduction

The Fiat—Shamir transformation [FS86] is a technique that uses a hash function to convert a public-coin
interactive protocol between a prover and a verifier into a corresponding non-interactive protocol. The
beautiful idea underlying the transformation is that one can replace the verifier’s random messages with
suitable outputs of the hash function (if sufficiently “secure”), eliminating the need for interaction. This
technique, in various incarnations, has numerous and diverse applications across cryptography.

The Fiat—Shamir transformation is often studied in the random oracle model (ROM), where the hash
function is modeled as a random function (every input is mapped to a random output). This is setting is
an idealization, as any hash function that one would use in the real world would not be a random function.
Nevertheless, this idealization provides an elegant model where security can be precisely quantified and
then, in practice, one replaces the random oracle with a “random-looking” hash function such as SHA256,
making the heuristic assumption that this replacement does not compromise security. This is an example of
the random oracle methodology that, despite suffering from notable limitations,' has had an immense impact
on the construction and analysis of highly-efficient cryptographic primitives for practical use.

In this paper we propose and analyze a variant of the Fiat—Shamir transformation, aimed at closely
modeling deployed variants of the Fiat—Shamir transformation. We motivate this in the next few paragraphs,
highlighting why prior work does not adequately capture features of practical interest.

Different shades of Fiat—-Shamir. “Fiat-Shamir transformation” is an umbrella term that refers to a class of
related but distinct transformations that apply to different classes of interactive protocols. Differences arise
due to round complexity (one verifier message or multiple verifier messages), salts for zero knowledge (how
many and where they are introduced), and oracle setting (which random oracles are available to parties). We
review the main variants in Section 2.

A security gap. The motivation for this paper is a gap between variants analyzed by theoreticians and
variants implemented (and deployed) by practitioners. On the one hand, theoreticians assume access to a
random oracle (or multiple random oracles) with sufficiently large input and output size. For example, one
assumes that a prover message (or even all prover messages up to a certain round) can be an input to the
random oracle. On the other hand, cryptographic hash functions in practice act over blocks of fixed length, so
practitioners consider (more complex) variants that process sufficiently large inputs via multiple calls to the
fixed-size hash function. These variants have not been analyzed in the appropriate oracle models (where
parties have access to, say, a random oracle with fixed input size). This open security gap should be closed (or
at least reduced) in light of the widespread adoption in practice of the Fiat—Shamir transformation (e.g., in
zkSNARK constructions).

Permutation-based cryptography. Permutation-based cryptography has developed into a viable alternative
to traditional block-cipher-based cryptography, leading to simple and diverse constructions now used in
practice. These include duplex sponges for lightweight authenticated encryption [BDPVA12], eXtensible
Output Functions (XOFs) [MF21], deck functions such as Farfalle for high-speed authenticated encryp-
tion [BDHPVAVK18], compression modes such as Jive [Bou+23], and more. Most notably, the SHA-3
standard [Sha] based on Keccak is an example of a hash function designed according to this methodology: it
is a duplex sponge that enables “absorbing” arbitrary-length inputs and “squeeze” arbitrary-length outputs.

"For example, there are interactive protocols for which the Fiat—Shamir transformation yields a secure protocol if the hash function
is a random oracle but not if the hash function is any efficient function [Bar01; GK03; CGH04; BBHMR19; KRS25].



1.1 Our results

We propose and analyze the security of a Fiat—Shamir transformation based on a duplex sponge, aimed at
closely modeling deployed variants of the Fiat—Shamir transformation. We accompany our analysis with a
flexible Rust library that enables practitioners to conveniently and efficiently use our variant. We elaborate on
our results below, and then in Section 2 we summarize the ideas for proving our results.

The ideal permutation model. We consider a setting where parties have access to a random permutation
p: X7 5 271 where X is a finite alphabet, ¢ is the capacity, r is the rate, and r + ¢ is the permutation
length.2 These parameters are fixed (independent of any specific interactive protocol). In practice, p would
be heuristically instantiated by a binary permutation (e.g., Keccak [Sha]) or an “algebraic” permutation
(e.g., MiMC [AGRRT16], Poseidon [GKRRS21], Anemoi [Bou+23]). This is the aforementioned setting
of permutation-based cryptography. In particular, p directly gives rise to a corresponding duplex sponge
construction [BDPVA12], a mode of operation that enables absorbing and squeezing strings over .

Our transformation. We transform a given public-coin interactive proof IP = (P, V) for a relation R
into a corresponding non-interactive argument NARG = (P, V) for R, in the ideal permutation model
described above. The transformation additionally depends on a codec cdc that bridges the (typically different)
representation of IP’s messages and p’s alphabet >:: cdc specifies maps (%’)ie[k] to encode prover messages
into strings over > and maps (wi)ie[k] to decode strings over X into verifier messages. The transformation
hardcodes a salt size § € N used to ensure (preservation of) zero knowledge. Overall, our transformation is a
function DSFS (“duplex-sponge Fiat—Shamir”) of the following form:

NARG := DSFSJ[IP, cdc, ] .

We outline the transformation in Section 2, and formally describe it in Section 4. Briefly, the permutation p
is used to absorb a random salt in ©° and then to alternately absorb prover messages and squeeze verifier
messages (suitably relying on the encoding maps and decoding maps in the codec cdc of the given IP).

The transformation minimizes the number of calls to the given permutation p. Specifically, when using p
in a duplex sponge, each call to p absorbs r elements of X or squeezes r elements of X. For every ¢ € [k], let
l5(1) and £, (7) be the length of prover and verifier messages for round ¢ when represented over ¥ according
to the codec’s maps. Then (up to rounding effects that we ignore here):

* the minimum number of calls to p to absorb all the relevant information is % (0 + Zie[k] lp(i)), and

« the minimum number of calls to p to squeeze all the relevant information is < - 3", ek Lv ()
This is essentially what our transformation achieves.

One can view DSFS as a “cleaned up” variant of several deployed transformation variants. These include:
(i) Trail of Bit’s Decree [Wri], internally relying on Merlin [Val] which in turn is based on the STROBE
protocol framework [Ham17]; (ii) POKSHO [Sig], the library used in Signal for the generation of credentials
in group chats; and (iii) ad-hoc, non-interoperable implementations used in the wild, such as the ones from
arkworks.rs [Ark], Aztec [Azt], Microsoft Research [Set], StarkWare [Sta], and Zcash [BLHG].

Soundness and knowledge soundness. The soundness (resp., knowledge soundness) of NARG is, as with
other Fiat—Shamir transformations, primarily determined by the state-restoration soundness (resp., knowledge
soundness) of IP; see [CY24] for discussions on why state-restoration security intuitively captures the security
of the technique underlying Fiat—Shamir transformations. Here it suffices to note that state-restoration
soundness is implied by sufficiently strong notions of soundness such as round-by-round soundness and
special soundness (and similarly for state-restoration knowledge soundness); see [CY24] (and [AFK22]).

2 . . —1 . . . . .
In security analyses, adversaries also have access to p ~, as in practice permutations are not designed to be hard to invert.



The informal theorem below puts this in quantitative terms. The take-away is that security against ¢-query
adversaries is determined by: (i) the state-restoration security of |P against -move adversaries; plus (ii) a

4t” +max; g [€p (1) /7] (t+max; e g £p (3)/7)
=

permutation p: X' — X' 7. (There is also another additive error term, relevant in practice, that is incurred
due to decoding biases. We ignore this term in the informal theorem, and postpone its discussion till further
below.)

term that represents the security of a duplex sponge based on the ideal

r4-c r4-c

Theorem 1 (informal). If IP has state-restoration soundness error <), then NARG has soundness error &g

such that )
2t

[B

Moreover, a similar statement holds for knowledge soundness: if |P has state-restoration knowledge soundness
error Ky, then NARG has knowledge soundness error kg such that

ENARG (t> < 5?:@) +

Knare(t) < “ﬁf(t) + e

We outline the ideas underlying the theorem in Section 2.3, and formally state and prove it in Section 6.
Our analysis in fact shows better upper bounds than stated above: the state-restoration terms &), (t)
and £, (t) can be replaced by the better terms ey, (6, (¢)) and ), (0,(t)) with the smaller move budget
0,.(t)~t/ min;e ] @. Reducing ¢ by a multiplicative “scale-down” factor represents the (intuitive) fact

that one needs @ queries to the permutation p to fully absorb an encoded prover message in 3Rl

Zero knowledge. The zero-knowledge error of NARG is, as with other Fiat—-Shamir transformations,
primarily determined by the honest-verifier zero-knowledge error of IP. The main difference compared to
prior variants is the fact that we use only a single random salt in »0 (independent of the number of rounds).
Establishing zero knowledge of NARG with this improvement demands a significantly more delicate analysis.
Specifically, the distinguishing advantage against ¢-query adversaries is the sum of: (i) the honest-verifier
zero-knowledge error of IP; (ii) a term W representing the probability of guessing the salt; and (iii) a
t'zz'e[k] [y (i)/7]
E‘T+C
(Similar to Theorem 1, there is an additional error term due to decoding biases, which we discuss later.)

term representing the probability of guessing intermediate permutation states while squeezing.

Theorem 2 (informal). If IP has honest-verifier zero-knowledge error z, then NARG has adaptive zero-
knowledge error zy g Such that

Lt Tl )
’E‘min((s,c) |E’T+C '

ZNARG (t> < Zp+

We outline the ideas underlying the theorem in Section 2.4, and formally state and prove it in Section 7.

Decoding biases. All our analyses explicitly handle an additive error term coming from a mismatch that
often arises in practice (and must be accounted for).

A codec for IP abstracts the process of encoding prover messages in IP to strings over X (to provide as
input to p) and decoding verifier messages in |IP from strings over X (obtained as outputs from p). For the
decoding, the distribution matters: since |P is public coin, the verifier message for round i € [k]| is a uniform
random element p; sampled from a message space M, ;; in contrast, in the Fiat-Shamir transformation, the



verifier message is obtained as the decoding p; := 1;(p;) of a uniform random string p; in »hv @ (up to bad
events that are already captured by the other error terms).

However, many decoding maps do not preserve the uniform distribution. For example, if ¥ = {0, 1} and
£y (i) = 100 and M, ; is a 100-bit prime field then every map from 2iv® o My, ; introduces some bias

(i.e., does not map the uniform distribution on 2 (o the uniform distribution on My ).

We account for this by explicitly tracking decoding biases. We say that a codec has bias €y if, for
every i € [k], ¥;: yhv@ My ; is a €4 ;-biased map (¢); maps the uniform distribution on >V (o a
distribution that is £ 4. ;~close to the uniform distribution on My, ;). Our analyses show that the total bias

Z €cde,i

i€[Kk]

appears as an additional additive error in Theorem 1 and Theorem 2. The takeaway is that in practice one
must ensure that the total bias (for the chosen codec) is also suitably small.
To aid practitioners, we provide basic lemmas for establishing the bias of common decoding maps.

Implementation. We implement and evaluate our transform DSFS in Rust, and make it open-source

under a BSD license. Our library, called spongefish (duplex sponge Fiat—Shamir), is freely available at

https://github.com/arkworks-rs/spongefish. Features that stand out compared to other deployed
variants of the Fiat—Shamir transformation include:

* Any permutation. The library supports arbitrary permutation functions over any alphabet. With the library,
we include two permutation functions, keccak [Sha] and poseidon [GKRRS21], plus byte challenges
with grinding (a proof of work integrated within the verifier messages).

* Built-in codecs. The library includes common encoding maps and decoding maps. We provide encoding
maps for absorbing prover messages from field and elliptic curve points. We support traits defined in
arkworks-rs/algebra and zkcrypto/group (two popular Rust frameworks for argument systems).
The non-interactive argument string is interoperable across the two frameworks. We provide decoding
maps, with negligible biases, for converting byte hash outputs into field elements, and converting field
elements hash outputs into bytes (taking into account Lemma B.1). This avoids manual (and error-prone)
conversions that are typically seen in the wild.

We elaborate on our library in Section 8. At present, our library does not target lattice-based argument systems,

which often require rejection sampling and sampling from discrete Gaussian or Bernoulli distributions.

1.2 Application: a BCS transformation from duplex sponges

The Fiat—Shamir transformation is a building block of the BCS transformation [BCS16], which transforms a
public-coin interactive oracle proof (IOP) into a corresponding non-interactive argument in the ROM. The
BCS transformation is widely used in practice, enabling the construction of highly-efficient post-quantum
zkSNARKSs (e.g., zkSTARKS).

Our transformation can directly replace the relevant building block in the BCS transformation. This
modified BCS transformation inherits the efficiency advantages of our transformation, benefitting from an
efficient use of the underlying random permutation.

We elaborate on this application in Section 2.5.


https://github.com/arkworks-rs/spongefish

1.3 Open problems

Post-quantum security. Establishing the security of DSFS against superposition queries to the permutation
function remains a challenging open question. Such a result falls in an exciting line of work that establishes
the (unconditional) security of notable non-interactive arguments in the QROM: this includes the Fiat—Shamir
transformation for sigma protocols [DFMS19; LZ19], and the BCS transformation (which includes the
multi-round Fiat-Shamir transformation [CMS19]). Such results are especially valuable given that, in general,
security of a non-interactive argument in the ROM does not imply security in the QROM [YZ21].

UC security. In this paper we target (adaptive variants of) soundness, knowledge soundness, and zero-
knowledge for single instances; this is for simplicity and should be taken as a valuable starting point.
Applications may demand stronger variants, for example: security notions that consider multiple adaptively
chosen instances; non-malleability; simulation-secure soundness; simulation-secure knowledge soundness;
and so on. The gold standard, which in particular implies all of these security properties of “intermediate”
strength, is universally composable security (UC security) in an appropriate global model (such as the global
random oracle model [CJS14; CDGLN18]). The BCS transformation, which includes as a building block the
Fiat-Shamir transformation, does satisty UC security [CF24]. Establishing the UC security of DSFS within
an appropriate context remains an important open question.

Other FS variants. Variants of the Fiat—Shamir transformation are typically proved secure via a security
reduction to the “basic variant” (which we happen to discuss in Section 2.1). Examples of such reductions
include those for the hash-chain variant in [CY24] and for the duplex-sponge variant in this paper. In practice
one may need to modify these variants or consider yet other variants, which would require adapting a rather
delicate argument to account for these modifications. Superficially, the notion of indifferentiability [MRHO04]
may help in reducing some of this recurring work, by proving that modifications are indifferentiable from the
reference oracles. The notion of indifferentiability does not, in fact, suffice as is; nevertheless, we conjecture
that a stronger notion of indifferentiability may suffice; see the discussion in Remark 2.2.

1.4 Related work

This paper is about the security of DSFS, a variant of the Fiat—Shamir transformation, in the ideal permutation
model. In Section 2.1 we review prior variants that have been studied by theoreticians for other oracle models
(i.e., variants in oracle models with a security analysis). Below we summarize two types of other prior work:
(1) research on the Fiat—Shamir transformation in the plain model (no oracles); (2) implementations of the
Fiat—Shamir transformation (without security analyses).

(1) Fiat—-Shamir in the plain model. An oracle model is merely an idealization. A concrete (efficient)
function replaces the oracle in the real world. Doing this securely is delicate, as there are examples of
interactive protocols for which no efficient function can securely replace the oracle in the Fiat—Shamir
transformation [GK03; CGHO4; BBHMR19; KRS25]. On the other hand, there are classes of interactive
protocols for which there is a way to securely instantiate a random oracle. Most notably the Fiat—Shamir
transformation is secure in the plain model for IPs that are round-by-round sound when the oracle is replaced
by correlation-intractable hash functions (for a suitable relation) [CCHLRR18]. This has led to a beautiful
line of work exploring how to construct such hash functions and to understand for which IPs the Fiat—Shamir
transformation “works” [CCR16; KRR17; CCRR18; HL.18; CCHLRR18; Can+19; PS19; BKM20; JKKZ21;
JJ21; HLR21; KLV23; CGJJZ23]. Separately, the Fiat—Shamir transformation can be extended with a suitable
proof-of-work, which rules out many problematic cases [AY25].

(2) Fiat-Shamir in the wild. Differing variants of the Fiat—Shamir transformation can be found in the



wild. The STROBE [Ham17] framework is used by several implementations [Val; Ark; Wri], and internally
relies on a fixed (not changeable) duplex binary sponge. Akworks [ark] supports arbitrary sponges (to be
used in duplex mode). Some projects internally rely on compression functions, but expose an “absorb” and
“squeeze” interface mimicking duplex sponges: Signal [Sig] internally relies on SHA-2, and Halo2 from
Zcash [BLHG] internally relies on BLAKE2. Some IETF standards [DFHSW; CKGW; Hao; LKWL] perform
the Fiat—Shamir transformation, each in a slightly different way, and targeting a specific set of binary hashes;
no generalized approach or shared design structure is affirmed in the standards community.



2 Techniques

We outline the main ideas underlying our results. In Section 2.1 we review the basic variants of the Fiat—Shamir
transformation and their limitations. In Section 2.2 we discuss our variant. In Section 2.3 we outline the proof
of Theorem 1 (soundness and knowledge soundness) and Section 2.4 we outline the proof of Theorem 2 (zero
knowledge). Finally, in Section 2.5 we discuss how our variant can be applied to the BCS transformation.

Throughout, we let IP = (P, V) be a public-coin IP for a relation R with round complexity k. We denote
by (Mg ,)ic and (My ;)ic[i the message spaces of prover messages and of verifier messages.

2.1 Review: starting point and the basic variant

A Fiat-Shamir transformation maps IP = (P, V) to a non-interactive argument NARG = (P, V), for the
same relation R, in a certain oracle model. Different transformation variants share a similar template.

* Oracle setting. A variant specifies the distribution D from which a list of oracles f is sampled.

* Argument prover. On input an instance x and witness w, the argument prover P queries the oracles f and
outputs an argument string 7 that includes IP prover messages (a; € /\/lp_yi)ie[k] (as well as some salts for
the purpose of zero knowledge as we discuss in Section 2.4). Prover messages are obtained by emulating an
interaction between the IP prover P(x, w) and an imaginary IP verifier by somehow deriving each verifier
message p; € My, ; via queries to the oracles f.

* Argument verifier. On input an instance x and argument string , the argument verifier ) queries the oracles
f and outputs a decision bit. The decision corresponds to whether V (x, (i)ien» (pi)ie[k]) accepts, where
(v;) ;e[ are the IP prover messages in 7 and (p;);c[x are the IP verifier messages derived, using the oracles
f, the same way as the (honest) argument prover P.

Variants of the Fiat—Shamir transformation differ in two main features:

* the choice of oracle distribution D; and

* how IP verifier messages (p;);e|q are derived.

We summarize the main variants of the Fiat—Shamir transformation, and explain their limitations. For
simplicity, we ignore the matter of zero knowledge (and salts) until we discuss it explicitly in Section 2.4.

(1) The basic variant. The basic variant of the Fiat—Shamir transformation, which we denote as FS]IP],
derives each IP verifier message by hashing the instance and all prior IP prover messages. Specifically, for
every i € [k|, the i-th verifier message p; is derived as

Pi = fi(xvala'-'yai)

where f; is a random oracle dedicated to round 7. This variant typically appears in theory research papers, and
its security is discussed in detail in [CY24]. Briefly, the soundness (and knowledge soundness) of the resulting
non-interactive argument is determined by the state-restoration soundness (and knowledge soundness) of IP.

(2) The hash-chain variant. The hash-chain variant of the Fiat—Shamir transformation, which we denote as
HCFSJIP], derives each IP verifier message by hashing the current IP prover message and the prior hash.
Specifically, for every i € [K], the i-th verifier message p; is derived as

p; = e .
filpicy,0q) ifi>1

9



This variant is more common in practice-oriented papers, and its security is also discussed in detail in [CY24].

2
L | ) against t-query adversaries, representing

Informally, this variant incurs an additive error of O(W
il |[Mv i

the (small) probability that a t-adversary can “break” the hash chain.’

Limitations in practice. Neither variant described above is used in practice due to the same limitation. Hash
functions in practice have fixed input and output sizes; instead both variants rely on oracles whose input and
output domains are not fixed. In FS[IP], for each i € [k], the oracle f; receives inputs in Mp | X -+ X Mp ,
(plus the instance x) and produces outputs in M, ;. In HCFSJIP], for each i € [k], the oracle f; receives
inputs in My, ; (plus the instance x or verifier message p;_;) and produces outputs in M, ;. These message
spaces depend on the protocol IP and instance x, so the oracles’ domains and ranges are not fixed.

A separate, and typically ignored, issue is message encoding/decoding: there is often a mismatch between
the domains/ranges of oracles (e.g., binary strings) and message spaces (e.g., field elements or group elements).

2.2 DSFS: a Fiat-Shamir transformation based on the ideal duplex sponge

Practitioners consider variants of the Fiat—Shamir transformation that, intuitively, support sufficiently large
inputs and outputs via multiple calls to a fixed-input-size hash function. Roughly, one can divide variants
based on whether one assumes access to an ideal compression function or an ideal permutation function.

In this paper we consider the case of a permutation function, in line with the trends in symmetric
cryptography that we discussed. Let cdc be a codec for IP that specifies encoding maps (¢;: My, —
Ezp(i))ie[k} and decoding maps (1), : niv® My )il We denote by DSFSJ[IP, cdc| the transformation
variant for the interactive proof IP and codec cdc that we outline below; see Section 4 for the formal description.
Duplex sponge. The duplex sponge construction [BDPVA12] is a well-established mode of operation for a
given permutation p: ¥" ¢ — %", which allows absorbing and squeezing strings over 3, with each call to
p handling at most r elements of 3 at a time. This idea has been foundational to the design of hash functions
like SHA-3 and primitives like extensible output functions [MF21].

In Section 3.3 we recall in detail the duplex sponge construction based on an ideal permutation
p: £ — 7% (as well as an additional oracle h: {0,1}=" — X° for offline preprocessing as motivated in
Remark 2.1 ).4 Here it suffices to summarize the main interfaces.

e st := DS.Start”(x). Initialize the sponge state st, given a binary string .

« st’' := DS.Absorb” (st,x). Absorb the input string x € X", changing the sponge state from st to st’.

s (p, st') := DS.Squeeze”(st, £). Squeeze an output p € Ze, changing the sponge state from st to st’.

Warmup: the sigma-protocol case. For simplicity first we describe the use of the duplex sponge in the
special case of a sigma protocol, which is a particularly simple public-coin IP.

In a sigma protocol, the prover sends a first message o;; € My ,, the verifier sends a random message
p1 € My 1, and the prover sends a second message ay € My ,. To bridge the gap between message
spaces and the permutation’s alphabet, the codec specifies an encoding function ¢y : Mp, — yirl) (that is

injective) and a decoding function vy : niv® My 1 (that has small bias).5

’In particular, one must ensure that each ‘MV1| is super-polynomial in the security parameter A\. If not the case, one can
straightforwardly modify IP to have enough additional dummy randomness per round.

4Speciﬁcally, we consider the duplex sponge in overwrite mode rather than canonical duplex sponges “in XOR mode” as it is
simpler and suffices for us.

°An example for Schnorr’s protocol can be found in Appendix A.
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The argument prover P (x, w) initializes the sponge state st := DS.Start” (x), uses P(x, w) to compute
the first IP prover message oy € My, ,, and then derives the single IP verifier message as follows:

. a; = ¢(a;) € 2 (encode the IP prover message);
2. st} :== DS.Absorb”(st, &;) (absorb the encoded IP prover message):;
3. (py,st;) == DS.Squeeze” (st}, £y, (1)) (squeeze the encoded IP verifier message);
4. py = Y1(p1) € My ;1 (decode to obtain the IP verifier message).
Finally, the argument prover gives p; to P(x, w) in order to obtain the second IP prover message ay € My ,,
and outputs the argument string 7 == (o, as).
The argument verifier V¥ (x, 7) checks that V (x, (ay, o), py ) accepts, where p; is derived from x and
« following the same procedure used by the argument prover.

The multi-round case. The above extends to the general case where IP = (P, V) is a k-round public-coin
IP: for each round ¢ € [k]|, the IP prover sends a message o; € My, ; and then the IP verifier sends a random
message p; € MV’Z»;E’ after the interaction, the IP verifier’s decision is computed as V (x, ()i ( pi)ie[k]).
In this case, to bridge the gap between message spaces and the permutation’s alphabet, the IP’s codec specifies
encoding functions (¢;: Mp, — Eep(i))ie[k} and decoding functions (¢, : niv® My i)iel-

The argument prover P?(x, w) and argument verifier V' (x, 7r) each initialize the sponge state st :=
DS.Start”(x) and then rely on the codec and duplex sponge to derive the relevant IP verifier messages.7
Specifically, for every i € [K], the IP verifier message p; € My, ; is derived according to these steps:

. a; = p;(ay) € 2@ (encode the IP prover message);

2. st; := DS.Absorb”(st;_1, @;) (absorb the encoded IP prover message);

3. (p;,st;) = DS.Squeeze” (st;, £ (i)) (squeeze the encoded IP verifier message);
4. p; = 1;(p;) € My ; (decode to obtain the IP verifier message).

Efficiency. DSFS is essentially optimal in terms of number of calls to the (fixed-size) permutation p.
Specifically, putting aside the initialization based on the instance x (typically an offline computation),

the argument prover makes Zie[k_l] ({M—‘ + [M—‘) queries to p and the argument verifier makes

T T
Zz‘e[k} ({M-‘ + [M-‘) queries to p. This is essentially optimal for the information that must be

T T
absorbed/squeezed, given that p can absorb/squeeze at most r elements of 3 per query.

Unlike other Fiat-Shamir libraries used in the wild [Wri; Ark], DSFS does not hash lengths or labels of
the prover and verifier messages. Moreover, differently from HCFS, DSFS uses only a single oracle and,
after squeezing a verifier message, r symbols can be immediately absorbed without calling the permutation
function. These efficiency details save precious (and unnecessary) queries to p.

Remark 2.1 (alternative instance hashing). The argument prover P and argument verifier V initialize the
sponge state as sty := DS.Start”(x), which is a computation that solely depends on the instance x. The
natural implementation of this step is sty := DS.Absorb”(st,, ¢y (x)) where st, is a fixed sponge state and
(o 1s an encoding for binary strings. However, there are settings where initializing sty given x can be
viewed as a distinct offline computation with possibly different priorities compared to the other duplex sponge
computations (that depend on prover messages), which may favor alternative methods to hash x, rather than

We adopt the convention that each round consists of a prover message followed by a verifier message (in particular, the prover
moves first); other conventions can be supported with straightforward changes.

"The argument prover derives (p;);c[k—1) in order to compute the IP prover messages (cv;);c[x)» and the argument verifier derives
(ps)icpy in order to compute the decision bit.
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DS.Absorb?(st,, po(x)).® Hence, in Section 3.3 (and subsequent technical sections) we consider a more
flexible oracle setting: for instances x of size at most n, we consider an additional oracle i : {0, 1}§" — ¢
to be used only for the sponge state initialization st, := DS.Start” (x) via a computation that stores h(x) in
sty. Accordingly, our analysis separately keeps track of an adversary’s queries to & and to p. The analysis then
covers, as a special case, the particular choice where DS.Start” (x) = DS.Absorb? (st,, ¢ (x)) (with h = p).

2.3 Soundness and knowledge soundness

We outline the ideas behind Theorem 1, which establishes the soundness and knowledge soundness of
DSFS|[IP, cdc]. The key technical lemma is a reduction that relates the security of DSFSIIP, cdc| to the
security of FSJ[IP] in a precise sense that we explain below. Intuitively this reduction suffices to prove
Theorem 1 because the security of FS[IP] is determined by the state-restoration security of IP (see [CY24]).

Below we let (P, V) be the argument prover and argument verifier of DSFS[IP, cdc], and (Pyq, Vstd)
be the argument prover and argument verifier of FS[IP]. The oracle model for DSFS[IP, cdc] is a random
permutation p: ¥" ¢ — X" and its inverse p~ ' (we refer to this oracle distribution as D), and the oracle
model for FS[IP] is random oracles (f;);c[ Where each f; receives inputs in Mp, X - -+ X My ; (plus the
instance x) and produces outputs in My, ; (we refer to this oracle distribution as Dy;). Recall that, for security,
we must consider adversaries that also have access to the inverse of p because, in practice, permutations are
typically not designed to be hard to invert.

On the security reduction. We seek a procedure D2SAlgo that converts a query-efficient malicious argument
prover P for V into a query-efficient malicious argument prover Py, for V4 that “behaves the same” as P up
to a certain additive error 77, (which quantifies the security loss of DSFS[IP, cdc] over FS[IP)).

The precise meaning of “behaves the same” that suffices for our goals is not obvious. Below we motivate
the specific form of our key technical lemma, which provides the desired precise meaning.

First we discuss the goal of reducing the soundness of DSFSJ[IP, cdc] to the soundness of FS[IP].
Informally, the (adaptive) soundness property upper bounds the probability, over the choice of oracles, that a
query-efficient argument prover outputs a pair (x, 7) such that x is not in the language and the argument
verifier accepts (x, 7). The key quantities in this experiment are the instance x, argument string 7, and
decision bit b. Showing that the following two distributions are 7, -close in statistical distance suffices:

(p’p—l) < D¢ (fi)ie[k] A DJP
(x,m,b)| (x,7) pro and (x,m,b)| (x,7) D2SAlgo!#)ick (P)
b+ VP (x,) b+ Vs(tf(j)ie[k] (x,m)

However, showing that these two distributions are close does nor suffice for knowledge soundness, as we
now explain. Informally, the (adaptive) knowledge soundness property upper bounds the probability, over
the choice of oracles, that a query-efficient argument prover outputs a pair (x, 7) such that (x, w) is not in
the relation and the argument verifier accepts (x, 7), where w is the output of the knowledge extractor. The
knowledge extractor receives the instance x, argument string 7, black-box access to the argument prover, and
the query-answer trace of the argument prover. The query-answer trace is not part of the above statement, so it
does not suffice to reduce the knowledge soundness of DSFS]IP, cdc]| to the knowledge soundness of FSIIP].

¥For example, in recursive composition of zkSNARKS, the recursive circuit may directly receive as input sty (rather than having
to compute sty from x); this means that a different, possibly convenient, hash function can be used to hash x without affecting the
recursive circuit’s efficiency.
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We fix this by following the pattern, developed in [CY24], of relying on an additional component: a
procedure D2STrace that converts a query-answer trace for the permutation function p into a corresponding
query-answer trace for the oracles ( f,-)ie[k], in a way that is consistent with the prover conversion by D2SAlgo.

This leads to our key technical lemma, which considers two distributions over quadruples (x, 7, b, tr).

Lemma 1. The following two distributions are 0, -close in statistical distance:

(p,p_l) < Dg (fi)ie[k} Dy

ét'r75 Spp <tr75 D2SAlgo ) icl (P

(x, 7, b,tr) (X’W)tr P and { (x,m,b,tr) (e, 7) tryy S %;)_ (P)
b~ VP(x, ) b+ V.M (x, m)

tr .= D2STrace(trz||try) tr = trpltry,
)

The formal statement is Lemma 5.1, and in Section 6 we prove that the lemma enables us to straightforwardly
establish soundness and knowledge soundness of DSFS[IP, cdc].

Establishing the key lemma. The technical core of the security reduction is establishing that the two
distributions in Equation 1 are statistically close. Specifically, we prove that if P makes at most ¢ queries then
the statistical distance is at most

_ oy (0)
oo LZ D) o
1€[K]

We outline the salient points of our proof, which works across several hybrids.

* First, we replace access to the random permutation p with access to the random oracles

g= (gi: 2513(1) N Efp(i) - va(i)> :
1€k

where each g; takes as input encoded prover messages and outputs an encoded verifier message. We seek a
reduction R that converts an argument prover P with oracle access to p into an “equivalent” argument prover
R(75) with oracle access to g. Informally, R is tasked with using g to generate encoded verifier messages,
rather than the duplex sponge based on p. This entails that 2 must do all the necessary book-keeping: it
responds to queries in "¢ with random answers in X" ¢ and, whenever a sequence of queries to p can be
recognized to be absorbing encoded prover messages in ne® oyl (i), for some 7 € [k], it queries
g; to obtain a corresponding output in 2@ (o later use when another sequence of queries to p can be
recognized as the corresponding squeezing operations. The challenge is that, in the world with p, encoded
messages are absorbed/squeezed across multiple queries whereas, in the world with g, a single query to the
relevant oracle g; with encoded prover messages yields the corresponding encoded verifier message.

Intuitively, each query to p has input (g i, Scin) € > and, by the duplex sponge construction, the
capacity segment S, j, “points” to a previous output in the query-answer trace (it matches a previous output
capacity segment). This allows us to recover a sequence of rate segments. We refer to this as backtracking.
If backtracking yields a list of encoded prover messages (&1, . .., @;), R can query g; with it.

However, a malicious argument prover might attempt at make backtracking ambiguous. For instance, if a
collision in the capacity segment is found, backtracking might not find a single sequence of rate segments.
We carefully prove that this event happens with probability at most O(t2 /1Z)).
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Even if backtracking is successful, there remains another obstacle: if /5, (i) > r, then R cannot just return
g;’s output p; (else P would trivially distinguish). The reduction R splits p; into segments of length r, and
builds a sequence of queries and answers that would the duplex sponge to yield the same squeezed output.
However, each of these [/, (i) /7| queries may have been already queried in the past and, in the unfortunate
case where this happens, R cannot respond with a different answer than before (else P would trivially

distinguish). We carefully prove that this event happens with probability at most ¢ - (ZZ €[k %)

* We replace access to the random oracles g = (gi)ie[k} with access to the random oracles

f= (fz Mp, X o X Mg, — Mv,i)

ie[k]

incurring a statistical distance that is at most Zie[k} Ecdc,; (the sum of the biases of (¥;);cq)-

This entails showing that, for every i € [k], messages can be converted from 2P o M ; and from

»iv () ¢4 M, ;. Specifically, we prove that oracle access to f is (3 (k] €cdc,i)-close to oracle access to

i€

wogop = (viogoy )

iclk]
Fixing i € [k], we sketch how f; is £.4c ;-close to ; 0 g; 0 po; L

The inverse encoding map ¢, ! does not “disturb” the oracle: ; 1s injective, so two images under @, are
different if and only if their corresponding inputs are different. We deduce that g; o ¢, ! produces random

(

(and consistent) outputs over v @, (Technical remark: the running time of <p71 = (¢; 1)i€[k] ultimately

affects the running time of the security reduction, due to the need to compute cpfl for the above translation.)

The decoding map ¢; may bias the distribution but we are expecting to account for this: by definition, the
statistical distance between 1), (U (EKV(Z))) and U (M, ;) is at most £qc,.

Throughout the execution, the inverse permutation ]f1 does not help the adversary and the claimed result
follows from the difference lemma, adding the error terms together.

Remark 2.2 (on indifferentiability). We do not know how to obtain Lemma 1 from the fact that the duplex
sponge construction is indifferentiable from a random oracle (in particular, our proof of Lemma 1 is from
scratch), and we suspect that this is not possible. We elaborate on this here.

Indifferentiability is a relaxation of indistinguishability that facilitates flexible security reductions between
systems [MRHO4]. In particular, the duplex sponge construction is indifferentiable from the regular sponge
construction [BDPVA12, Lemma 3] and, in turn, the latter is indifferentiable from a random oracle [BDPVOS].9
Lemma 1 appears stronger than indifferentiability because it also concerns the query-answer trace of the
adversary with the oracles, which has size ¢. Our result also tackles the problem of encoding prover
messages, re-mapping verifier messages, and re-constructing the query-answers given to the random oracles
( fi)z-e[k]. Nevertheless, we believe that a stronger notion of indifferentiability (that remains weaker than
indistinguishability) may suffice, and leave distilling such a notion to future work.

*These references focus on the sponge in XOR mode and mention that similar results hold for the sponge in overwrite mode.
Conversely, our Lemma 1 can similarly be proved for the duplex sponge in XOR mode with appropriate changes in our proof.
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2.4 Zero knowledge

The desired privacy behavior for a Fiat—Shamir transformation is the following: if the interactive proof IP is
honest-verifier zero knowledge then the corresponding non-interactive argument NARG is zero knowledge (in
the relevant oracle model). Theorem 2 says that DSFS[IP, cdc] has this desired behavior. Here we summarize
the efficiency improvement achieved over prior variants, and how this affects the proof of zero knowledge.

Programming for zero knowledge. The zero-knowledge property for a non-interactive argument considers
an adversary that chooses an instance-witness pair (in the relation) and then receives an argument string that
is either the output of the argument prover or the output of the simulator. As in other settings the simulator
must have an edge over the adversary; in this oracle setting, the simulator can program oracles (necessarily
so [Pas03; Wee(09]). Briefly, in addition to a simulated argument string, the simulator outputs a list of
query-answer pairs for programming oracles, and the adversary subsequently receives query access to oracles
modified this way. (See Definition 7.4 for the definition of zero-knowledge for a non-interactive argument.)
In particular, the adversary sees oracles before programming (when it chooses the instance-witness pair)
and after programming (when it receives a simulated argument string). We deduce that any programmed
location must be unpredictable, or else an adversary could trivially distinguish programmed oracles from
non-programmed ones (and thereby distinguish the real-world and simulated-world distributions).

Programming for Fiat—-Shamir. Informally, in a Fiat—-Shamir transformation, the zero-knowledge simulator
samples a simulated IP transcript (by using the honest-verifier zero-knowledge simulator of the IP) and
then programs the oracles so that certain query answers match the verifier messages in the simulated IP
transcript. Details of this programming differ across variants due to the differing use of oracles to derive
verifier messages; regardless, as noted above, in all cases programmed points must be unpredictable.

In simple variants of the Fiat—Shamir transformation this unpredictability is “for free”. For example, in
many sigma protocols the first prover message «; is uniformly sampled from a cryptographically-large group
and the (single) verifier message is derived as p := f(x, o), and the simulator for the sigma protocol also
outputs a random element «;. Hence, the programmed location (x, cv; ) is unpredictable.

In general, however, we cannot rely on unpredictability coming from the simulated IP transcript. For
example, consider an honest-verifier zero-knowledge IP where the verifier moves first (equivalently, the first
round consists of a fixed prover message followed by a random verifier message). In this case there is no
entropy coming from a prover message prior to the verifier message.

Salts, salts, salts. The common solution is to introduce salt strings into random oracle queries in order
to make them unpredictable. For example, [CY24] analyses the variants FS[IP] and HCFSJIP] of the
Fiat—Shamir transformation where a salt string per IP round is used (i.e., a total of k rounds).

The same approach of “one salt per oracle query” would work for DSFS[IP, cdc] but, unfortunately,

would result in foo many salt strings, specifically Zie[k] ( Vf_(?-‘ + Vr"f(?-‘ ) salt strings of length §. Indeed,

we consider a setting where the oracle has fixed size, which means that the number of oracle queries is
proportional to the communication complexity, not round complexity. Including all these salts in the final
argument string 7 would be unacceptable due to the significant increase in argument size.

One salt suffices. We show that, in DSFS[IP, cdc|, absorbing a single salt at the beginning suffices.

The (honest) argument prover PP (x, w) initializes the sponge state st;, == DS.Start”(x) (as before),
samples a random salt 7 € 2°, and absorbs it sty := Absorb? (st), 7) € X" x [0, 7] x [0, r]; the rest of P
remains unchanged, except the salt is included in the argument string as 7 := (7, (@;);c[x)- The argument
verifier V¥ (x, 7) similarly initializes the sponge state and absorbs the salt before proceeding as before.

Establishing zero knowledge entails showing that every absorb and squeeze query after initialization
is unpredictable (over a random 7T € 25). We do so via a direct proof (without reducing zero-knowledge
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of DSFSJIP, cdc| to zero knowledge of FS[IP]). We carefully quantify the statistical distance between the
real-world distribution and simulated-world distribution, by taking into account not only the effect of the
(single) salt, but also the biases incurred by the decoding maps.

The analysis is split in intermediate hybrids, isolating different distinguishing advantages: (i) arising from
queries that absorb the salt 7, of which there are [§/r]; (ii) arising from queries that squeeze verifier messages,
of which there are 3, [y (2)/7]; (iii) arising from decoding biases. The latter involves measuring the
statistical distance between

USYD) and (o o UU)(EVD).
This can be done in two steps: first showing that ), (U (ZéV(i) ) is €cqc ;-close to U (M, ;), and then showing
that 1; ' (U(Mp,)) is identically distributed to 2/ (£v(®)).

Overall, our proof of Theorem 2 is significantly more delicate than corresponding ones in [CY?24]. See
Section 7 for the formal statement of Theorem 2 and its proof.

Remark 2.3 (one salt in prior variants). Our analysis leads to an efficiency improvement in FS[IP] and
HCFS]IP]. Specifically, our analysis can be adapted to show that one salt would have sufficed for zero
knowledge in both of those constructions, rather than k salts as done in [CY24].

2.5 Application: BCS transformation from a duplex sponge

The BCS transformation can be viewed as the composition of two separate transformations: (i) the iBCS
(interactive BCS) transformation, which maps a public-coin IOP into a corresponding public-coin (succinct)
interactive argument, by relying on a Merkle commitment based on a random oracle; (ii) the Fiat—Shamir
transformation, which maps the public-coin interactive argument into a corresponding non-interactive
argument, by relying on other random oracles. This can be informally summarized via the following
“transformation equation” (and is formally discussed in [CY24]):

BCS[IOP] = HCFS[iBCS|IOP]]. )

We can replace the inner transformation with our variant to obtain a variant of the BCS transformation that
internally relies on a (fixed-size) ideal permutation for the purpose of a Fiat—Shamir transformation. (The
compression function for the Merkle commitment remains.) This can be informally summarized as follows:

BCS[IOP] = DSFS[iBCS[IOP], cdc]| . 3)

where cdc is an appropriate codec for encoding Merkle commitments (rather than IOP prover messages) and
decoding IOP verifier messages for IOP.
Upper bounds on the soundness and knowledge soundness follow as a corollary of Theorem 1, replacing

2 2
the error ;7 of HCFS with ét‘c of DSFS. The multi-extraction error k. that arises in iBCS remains.

Corollary 1 (informal). IfIOP has state-restoration soundness error €5, then NARG := DSFS[iBCS[IOP], cdc]
has soundness error eyuge Such that
- 2t°
Enara(t) < €rop(t) + Ky (t, 1, (B 4+ 1) -k k) + W .
Moreover, a similar statement holds for knowledge soundness: if IOP has state-restoration knowledge
soundness error k5, then NARG has knowledge soundness error kyupe such that
2t

HNARG(t) < H?(r)P(t) + HMT(tv |7 (t + 1) ' k7 k) + W :
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3 Preliminaries

Several definitions in this section (most notably related to interactive proofs, non-interactive arguments, and
the Fiat—Shamir transformation) are direct adaptations of definitions in [CY?24].

3.1 Notation

With [n] we denote the range {1,...,n}. An alphabet X is a non-empty finite set'", containing an element
0 € X denoted default value. The Kleene closure ¥* denotes all finite-length strings over Y. Let A and B be
algorithms. We say that A uses B as a black-box, denoted A( B), to emphasize that A relies only on the
input-output functionality of B, rather than also using its description. If A invokes B some number of times
(on inputs of its choice) and otherwise does not “look™ at B’s description. More precisely, for every two
algorithms B; and B, that represent the same function, A(B;) = A(By).

3.2 Basics

The preimage of a function f: X — Yisamap f': 2" »2%: C— {r € X: f(x) € C'}. With a slight
abuse of notation, for z € X we denote by ' (z) the preimage of the singleton {2} under f.

A relation R is a set of instance-witness pairs (x, w). The language associated to a relation R is the
set L(R) of all instances x for which there exists a witness w such that (x, w) € R. We denote by |x| the
length of the instance x (according to some length measure, e.g., the number of bits used to describe x).

We write a < D to denote that the element a is sampled according to the distribution D. We denote by
U(S) the uniform distribution over a given non-empty finite set S. We denote by X — Y the set of functions
from X to Y, so U (X — Y) refers to the uniform distribution over all such functions. To ease notation, the
act of sampling multiple functions f;: X,; — Y, is denoted as

F=(fiepq < UU(X; = Yi)iew) »

indicating that, for each i € [k], f; < U(X; — Y;) is sampled uniformly and independently at random.

We denote A’ the fact that algorithm .4 has query access to the function f, and A7 the fact that A has
query access to the functions f = ( fi)ie[k]- We say that A is t-query if it makes at most ¢ queries (to any
oracle), and is (t;);c-query if, for every i € [k], it makes at most ¢; queries to the i-th oracle. We write

a & A7 to denote the fact that the query-answer trace of A with respect to the oracle f is tr; we also write
a & AS for the case of multiple oracles, in which case tr additionally includes for each query-answer pair
the information about which oracle it is for. When sampling from multiple oracles f; for i € [k], we denote
query-answer trace as tr.

Definition 3.1. We assume the random oracle is implemented via lazy sampling, that is, via the following

stateful algorithm:

o Set the internal state tr to be the empty mapping.

* Upon receiving a query x, if © € tr, return tr(x|; otherwise, sample y <— U(Y") uniformly at random, set
trlz] == y and return y.

The list of key-value pairs of tr is called the trace of the random oracle.

"We will generally assume that X has partial order. This is only needed in order to perform dichotomic search in logarithmic
time over a list of X-tuples (cf. Sections 5.1 and 5.2).
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3.3 Duplex sponge in overwrite mode

We describe a duplex sponge (in overwrite mode) that is directly inspired from [BDPVA12, Sec. 6.2]. The
setting is one where there are two random oracles:

« arandom function h: {0,1}=" — X, and
« arandom permutation p: "¢ — X" (that we sometimes view as a function p: £ x £ — X" x %),

Here X is a finite (non-empty) alphabet, c is the capacity, r is the rate, and r + c is the permutation length.
Informally, the duplex sponge consists of three procedures that initialize and evolve a sponge state st,
which is a tuple
st = (s,i,,i5) € X7 x [0,r] x [0, 7]

consisting of a permutation state s = (sg, o) € ¥ (with a rate segment sy and a capacity segment

S¢), an absorbing index i, € [0, 7] for (over)writing parts of the permutation state, and a squeezing index
is € [0, ] for reading from parts of the permutation state; reading and writing is always to the rate segment.

* Aninitialization phase, given an input z, produces the initial sponge state sty = (s, 1,,i5) = ((OT7 S¢), 0, 7“)
where the rate segment is initialized to 0" and the capacity segment is initialized to s, := h(z).

 An absorbing phase, where an input block x € X" is written into rate segment of the sponge state,
interleaved with applications of the permutation p. (The overwrite mode refers to the fact that we overwrite
the rate segment with the input block, rather than “xoring” the rate segment with the input block.)

* A squeezing phase where, for a desired output length ¢ € N, yields an output p € ¢ that is obtained from
the rate segment of the permutation state, in blocks of r elements interleaved with calls to the permutation p.

In more detail, the duplex sponge is constructed as follows.

Construction 3.2. Forr,c,n € N, let h: {0,1}=" — X and p: ©""¢ — X" be oracles. The duplex
sponge (in overwrite mode) is a list of procedures DS := (Start, Absorb, Squeeze) that have query access
to the oracles (h, p, p_l) and work as follows.

* sty := DS.Start"(z).
Given as input x: € {0,1}=", compute s, = h(z) € X, set the initial permutation state s = (0", s,) €
Y"1 set the initial absorbing index i, = 0, set the initial squeezing index i, *= r, and output the initial
sponge state:
sto = (8,1,,45) = ((07,80),0,7) € X7 x [0,7] x [0,7].

« st' := DS.Absorb”(st, x).
Given as input st = (s,i,,i5) and x € ¥, output st’ computed as follows.

1. Setiy:=r.

2. If x is the empty string, then return st == (s,i,, i).

3. Otherwise:

(a) If0 < i, < rthen:

— Let  be the first element of x, and let X' be the remaining elements of X.
— Let ' be the permutation state obtained by overwriting the i,-th element of s with x.
— Set i, =i, + 1 (increment the absorbing index).
— Setst' == (s, 1%).
— Output DS.Absorb(st’, x").
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(b) If i, = r then:
- Set s’ == p(s).
— Set i:, = 0 (reset the absorbing index).
— Setst' == (s}, 1iy).
— Output DS.Absorb(st’, x).

* (p,st’) = DS.Squeeze” (st, £).
Given as input st = (s,1,,i5) and { € N, output p € > and st’ computed as follows.

1. Set i, := r (the absorbing index is not used while squeezing).
2. If{ = 0 set p to the empty string, set st' := (s, 1i,,1i,), and output (p, st’).
3. Otherwise:
(a) If 0 < ig < 1 then:
— Set iy == iz + 1 (increment the squeezing index).
- Setst' = (s,i\,i%).
— Compute (p',st’) == DS.Squeeze(st’, £ — 1).
— Output (sis||p/,st’).
(b) If iy = r then:
- Set s' == p(s).
— Set z; = 0 (reset the squeezing index).
— Setst' == (s}, 1iy).
— Output DS.Squeeze(st', /).

x1[0: 7] xq[r: 2r] p1[0: 7] py[r:2r]  x[0: 7]
N | oY
2 2R
U U

JC absorb squeeze absorb

Figure 1: Diagram of the duplex sponge in Construction 3.2.

3.4 Non-interactive arguments in oracle models

An oracle distribution D receives as input a security parameter A € N and an instance size bound n € N,
and samples a list f of functions. A non-interactive argument (NARG) in the D-oracle model is a tuple
NARG = (P, V), where P is an oracle algorithm known as the argument prover and V is an oracle algorithm
known as the argument verifier, that works as follows. For a given security parameter A € N and instance size
bound n € N, a list of functions f is sampled according to D(\, n) and is made public; anyone, including the
argument prover P and the argument verifier V, can query any function in f. The argument prover P receives
as input an instance x and witness w, and outputs an argument string 7. The argument verifier } receives as
input the instance x and argument string 7, and outputs a bit denoting whether to accept (the bit is 1) or reject
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(the bit is 0). Both P and V additionally also receive as input A and n, but we omit them for ease of notation.
We consider several properties for a non-interactive argument, stated below. The definitions are from [CY24]
(and straightforwardly adapted to any oracle model); we refer the reader to the relevant discussions there.

Definition 3.3. A non-interactive argument NARG = (P, V) for relation R in the D-oracle model has
(perfect) completeness if for every security parameter A € N, instance size boundn € N, and instance-witness
pair (x,w) € R such that |x| < n,

f+< D\ n)

i) —
Pr [V (x,m) =1 7T<—77f(x,w)

The probability is taken over f and any randomness of the argument prover P and verifier V.

Definition 3.4. A non-interactive argument NARG = (P, V) for relation R in the D-oracle model has
soundness error ¢ if for every security parameter A € N, query bound t € N, t-query malicious argument
prover P, and instance size bound n € N,

x| <n
Pr| Ax¢ L(R)
AV (x,7) =1

f+<D\n
(X 7[') 4(_ ’]Sf? < €NARG(/\, t, n) .

The probability is taken over f and any randomness of the argument verifier V.

Definition 3.5. A non-interactive argument NARG = (P,V) for a relation R in the D-oracle model
has straightline knowledge soundness error ryec (A, t,n,05(\, 1)) if there exists a polynomial-time
deterministic algorithm & (the extractor) such that for every security parameter A € N, query bound t € N,
t-query deterministic argument prover P, and instance size bound n € N,

x| <n f < D\n)
Pr| ANx,w)¢ R (x, ) &pf < Fnare (A, E,m)
AV (x,7) =1 w < E(x,m,tr)

Definition 3.6. Let NARG = (P, V) be a non-interactive argument in the D-oracle model. A deterministic
argument prover P has failure probability ¢5 if for every security parameter A € N and instance size bound
n €N,

P x| >n ’ f < D\n)

\/Vf(x,ﬂ)zo (x,w)(—ﬁf

Definition 3.7. A non-interactive argument NARG = (P, V) for a relation R in the D-oracle model has
rewinding knowledge soundness error x, . ()\, t,n,05(A, n)) with extraction time et if there exists
a probabilistic algorithm £ (the extractor) such that for every security parameter \ € N, query bound t € N,
t-query deterministic argument prover P with failure probability 6.5 and running time 75, and instance size
boundn € N,

} <650\ n).

x| f <D\ n)
x| <n tr 5f
x,m) P
Pr A(X7W)¢R ( trv) I SHNARG()‘vt¢n7575()\an))'
Ab=1 b<«— V' (x,)

w <+ E(x,m,tr,tr,, P)

Moreover, £ runs in expected time ety g ()\, t,n,05(An), (A, n)) (over the given inputs and internal
randomness).
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3.5 Interactive proofs

An interactive proof (IP) for relation R is a tuple of interactive algorithms IP = (P, V') that works as follows.
The IP prover P receives as input an instance-witness pair (x, w) and the IP verifier V receives as input
an instance x. They interact across k rounds and, in each round i € [k], the IP prover sends a message
«; and then the IP verifier sends a message p,. After the interaction, the IP verifier outputs a decision bit
b € {0,1}. We denote by (P, V), the random variable that equals the output of V after interacting with P
(the probability is taken over the randomness of P and of V).

Definition 3.8. IP = (P, V) for relation R is (perfectly) complete if for every instance-witness pair
(x,w) ER
Pr(P(x, w), V(x))p = 1] = 1.

Definition 3.9. IP = (P, V) for relation R has soundness error e if for every x ¢ L(R) and malicious
IP prover P

Pr <137V(X)>|P = 1] < 6|SF?01(X)-

We additionally define £2(n) = MaX, gz (k) e (x).
[x|<n
This work focuses on public-coin interactive proofs. An IP is public coin if every message sent by V is a
random string in ¥.*, each sampled independently at random, and V has no other randomness. In this case,
we can view the IP verifier as a deterministic algorithm V (x, «, p) that outputs a decision bit (where « is the
sequence of messages sent by the prover and p is the sequence of random messages sent by the verifier).

Message spaces. For every i € [k], we denote by My, ; and M, ; the prover message space and verifier
message space for the ¢-th round. (These spaces may be functions of, e.g., the instance size.) The message
spaces induce corresponding function spaces that we use later on.

Definition 3.10. For every instance size bound n € N and salt size § € N, we define the following function
spaces: for every i € [k|, Z;(6,n) == {0,1}=" x {0, 1}3‘S X Mp, X X Mp, — My ;.

State restoration. We describe a state-restoration soundness and knowledge soundness, security notions
that (informally) allow a malicious prover to obtain (up to a query bound ¢) verifier messages for the same
prover input. Our formulation is more permissive than [CY24, Def. 12.1], as it allows the prover not to pick a
salt for each round. This change does not affect the soundness results given in the book.

Definition 3.11. The IP state-restoration game for IP = (P, V) with salt size 6 € N, random oracles
= (fi)icp € U((Z2:(6,n))ic), and IP state-restoration prover P*' is defined below.

SRip s 6o (6): _
1. Repeat the following until P> decides to exit the loop.

(a) P™ outputs (x, T, (..., ;)), where x is an instance, (o, . . ., o;) are IP prover messages, and
T are salt strings in {0, 1}9'5.
(D) Set Pi = fi(xv T, (ala <o ?ai))'

(c) Send p; to P™.

2. P¥ outputs (x, 7, (v, ..., ), where x is an instance, (aq, .. ., o) are IP prover messages, and
7 € {0,135V gre salt strings.
3. Foreveryi € [K|, set p; = fi(x, 7T, (q1,...,q;)).
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4. Output (x, 7, (0;)icn: (Pi)ic[)-

We denote by tr*" the list of move-response pairs of the form ((x, T, (o, . .., ;)), p;) performed in the loop.
We show tr® in an execution of the IP state-restoration game using the following notation:

t ST
(x,T, (ai)ie[k]a (pi)ie[k]) ¢t SRup,f,fasr (6).
P is t-move if P*" exits the loop after at most t iterations.

The above game directly leads to the notion of state-restoration soundness error: it is an upper bound on
the probability that any IP prover in the IP state-restoration game can find an instance not in the language and
an accepting transcript for it.

Definition 3.12. IP = (P, V) has state-restoration soundness error ¢, if for every salt size § € N, move
budget t € N, t-move malicious IP state-restoration prover P*, and instance size bound n € N:

x| <n _(r
Pr| Ax ¢ £(R) {X_ ({l)

il < U(Zi(6,1))ici)
A V(Xv (ai)ie[k]v (ﬂi)ie[k]) =1 T az‘)ie[k]

<ep(d,t,n).
7(Pi)i€[k]) A SRIP,f,f’sr (5> A

The straightline variant of state-restoration knowledge soundness considers a (deterministic) knowledge
extractor E™ that is tasked with finding a witness w while given the final output (x, 7, (aq, . .., o)) of the
state-restoration prover P*" and its move-response trace tr" . The knowledge extractor E* does not receive
the randomness (p; );c(i] used by the IP verifier.

Definition 3.13. IP = (P, V) has straightline state-restoration knowledge soundness error x,, if there
exists a polynomial-time deterministic algorithm E™ (the extractor) such that for every salt size 6 € N, move
budget t € N, t-move deterministic IP state-restoration prover P, and instance size bound n.:

x| <n = (fiiepg < U(Z3(9, nzr)ie[k})

Pr| A(x,w) ¢ R (x5, 7, (@ )ieig» (Pi)iel) <— < KZ(5,t,n).

v _ SRy, g (6)
A X, (&g ); s \Pi)i =1 P, f,P .
( (@sdicpq; (p:) e[k]) w + E¥(x, T, (ai)ie[k],tr“)

The rewinding variant of state-restoration knowledge soundness relaxes the prior notion by considering a
knowledge extractor that additionally receives the randomness ( pi)ie[k} used by the IP verifier and black-box

access to the state-restoration prover P*". In this case, the error may additionally depend on the failure
probability of P* (an upper bound on the probability that the final output of P* does not convince the IP
verifier). Intuitively, as the failure probability increases, the error of extraction increases.

Definition 3.14. Ler IP = (P, V) be an IP. A deterministic IP state-restoration prover P* has failure
probability dgs: if for every salt size § € N and instance size bound n:

x| <n f = fiiew < U(Z:(6,n))ie)

(x, T, (O‘i)ie[k]v (pi)ie[k]) —
A V(x, (05)icis (0i)i =0
( ( ) G[k} (p ) E[k]) SR")’f’ﬁSY (5)

Pr < (5135r ((5, n) .
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Definition 3.15. IP = (P, V) has rewinding state-restoration knowledge soundness error x,, with
extraction time et,, if there exists a probabilistic algorithm E* (the extractor) such that for every salt size
8 € N, move budget t € N, t-move deterministic IP state-restoration prover P™ with failure probability Opsr
and running time Tpst, and instance size bound n:

I =(iepw < U(Z:(0,n))icpq)

Ix| <n o
Pr| A(x,w)¢ R (x, 7, (a)iep (Pi)icky) <—
’ _ SRyp ;= (6)
AV (x, (@)icis (pi>z’€[k]) =1 P.J.P -
w < E7(x, ()iepqs T (03)icp), t 5 PT)
< K (6,t,m, 0ps(d,n)) .
Moreover, E™ runs in expected time et} (0,t,n,dpsr (8, 1), 7psx (6, 1)) (over the given inputs and internal
randomness).

3.6 Fiat—Shamir transformation

Let IP = (P, V) be a public-coin IP with round complexity k and message spaces (M ,,, My ;))ic-
Define the oracle distribution D,, with salt size ¢ as follows: for every security parameter A € N and an
instance size bound n € N,

Dy(An) = U((Z:(6.1)ierw) )

where (2;(0,n));e[ are the function spaces in Definition 3.10. We present the canonical Fiat-Shamir
transformation for public-coin interactive proofs. The construction here is a simplification of [CY24,
Construction 14.1.1] that relies on a single salt rather than k salts. This simplification does not affect the
soundness (and knowledge soundness) results given in that book.

Construction 3.16. Let § € N. We define NARG := FS[IP, §] to be the non-interactive argument NARG =
(P, V) in the D,p-oracle model constructed as follows. The argument prover P receives as input an instance
x and witness w, and the argument verifier V receives as input the instance x and an argument string .
Both receive query access to oracles f sampled from Dy, (\, n) defined in Equation 4.

o PF(x, w):

1. Sample a random salt T € {0,1}°.
2. Fori=1,...,k:
(a) Compute the i-th message (and auxiliary state) of the IP prover:

P(x,w) ifi=1
(ay, aux;) = s .
P(aux;_y,pi—1) ifi>1

(b) Ifi <k, derive the i-th random message of the IP verifier:
p; = fi(x, T, Q- - ,ozi) .
3. Output the argument string m == (T, (ai)ie[k])-
« V(x,7):

1. Parse the argument string T as a tuple (T, (ai)ie[k]).
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2. Fori=1,...,k, derive the i-th IP verifier message p; (as P does):

Pi = fz(xa 7,07, ... 7ai) .
3. Check that the IP verifier accepts: V (x, (@i)iel (pi)ie[k]) =1

The canonical Fiat—Shamir transformation for public-coin IPs described above satisfies soundness and
knowledge soundness, as we now explain. Theorem 3.17 below (adapted from [CY24]) links the soundness
error of NARG = (P, V) to the state-restoration soundness error of IP = (P, V); similarly, Theorem 3.18
(also adapted from [CY24]) does the same for knowledge soundness.

Theorem 3.17. If IP = (P, V) has state-restoration soundness error ey, (see Definition 3.13) then
NARG := FSIIP, 0] in Construction 3.16 has soundness error eyasc (see Definition 3.4) such that, for every
security parameter A € N, query bound t € N, and instance size bound n € N,

Enarc(A, 1, m) < 5?:(5, t,n).

Theorem 3.18. If IP has rewinding state-restoration knowledge soundness error ki, with extraction time
et (see Definition 3.15) then NARG := FSIIP, 0] in Construction 3.16 has rewinding knowledge soundness
error Kyarg (A, t,n,05(A, n)) with extraction time ety g (see Definition 3.7) such that, for every security
parameter A\ € N, query bound t € N, and instance size bound n € N,

* Fyara (A 6,1, 05(A\,n)) < kip (6,t,n,05(\,n)), and

* etyarc( N t,n,05(A, 1), 75(A,n)) < ety (6,t,n, 05N\ n), 75N\, n) +O(r,,, - t)) + O(r,. - 1)
Moreover, if the IP state-restoration extractor is straightline (see Definition 3.13) then the NARG extractor is
also straightline (see Definition 3.5). In this case:

o the (straightline) knowledge soundness error is fiyppc(\, t, 1) < Kip (6,t,n); and

o the (straightline) extraction time is ety,pc (N, t, 1) < ety (6,t,n) + O(r,, - t).

Above r,, = max;c logy ‘MVA denotes the maximum verifier randomness length.
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VI

Pr—1 € My k1

-/

ay € Mp,

(Tv (O‘i)ie[k])

J

-

V(x, ) A

* Parse 7 as (7', (ai)ie[k])
e derive IP randomness:

Era)—p—— o
Ty P2
(Erm )y s

X, T, Qqy - vy O 0 Pk

¢ check IP decision

[ V(x, ()ieis (Pi)ielk) ]

J

Figure 2: Diagram of FS[IP, §] as defined in Construction 3.16.
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a; € Mg,
pLE My,
1w € M & ‘e (2)
o2 22 2 Gac> Absorb”
p2 € My o Py € nv®
hd Yy Squeeze”
3
My, Ly (3)
p3 €My . Ps € P
3
g € Mp oy ey &, e el
M 5 ty (1)
Pt €Myt e Pt €X
-1

ay € Mp,

™= (7'7 (%’)ie[k])

-~

V(x, )
* Parse 7 as (7, (a;)ie()
e derive IP randomness:

¢ check IP decision

V(x, (a)ie> (Pi)iel)

v

-

v

Figure 3: Diagram of DSFS[IP, §] as defined in Construction 4.3.
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4 Duplex-sponge Fiat—-Shamir transformation

We describe the Fiat—Shamir transformation that we propose in this paper; the transformation is based on
the (ideal) duplex sponge described in Section 3.3. The main security reduction for the transformation is in
Section 5, from which in Section 6 we deduce soundness and knowledge soundness. Separately, in Section 7,
we establish the zero knowledge property for the transformation.

First we give the definition of a codec which is a way to encode prover messages and decode verifier
messages relative to a given alphabet X..

Definition 4.1. Let X be a finite alphabet and |P = (P, V) be an IP with round complexity k and message
spaces (Mp ;, My ;))ic- A codec for IP over ¥ with bias e.q. is a function cdc that maps every security
parameter A\ € N and instance size bound n € N to a tuple

cde(A, n) = (bp, Iy, @, 1)

where

* o, 0y N — N are length functions for each round,

*  is a list of injective maps (p;: Mp, — ng(i))ie[k], and

* v is a list of maps (;: nv@ My i)ici where, for each i € [k, ¥; is ecqci(A,n)-biased (the
distributions 1; (U(EKV(i))) and U(M, ;) are ey ; (A, n)-close in statistical distance)."!

Next we give the definition of the oracle distribution Dg(\, n) that we consider.

Definition 4.2. The ideal permutation oracle distribution D over alphabet 3. with capacity c € N, and
rate r € N is defined as follows: Dg(\, n) outputs (h,p,p” ") where h: {0,1}=" — X is a random function,
p: Y 3" s a random permutation, and p_1 is the inverse of p.

Finally we describe our Fiat—Shamir transformation. (Note: p_1 will only be used by the adversary and is
not present.)

Construction 4.3. Let IP = (P, V) be a public-coin IP with round complexity k. Let ¥ be a finite alphabet
and cdc a codec for |P over X (the codec’s bias does not matter for describing the construction). Let Dy be the
ideal permutation oracle distribution over ¥ with capacity ¢ € N and rate r € N. For a salt size § € N, the
non-interactive argument NARG = DSFSIIP, cdc, d] in the D¢-oracle model is the non-interactive argument
NARG = (P, V) constructed as follows. The argument prover P receives as input an instance x and witness
w, and the argument verifier VV receives as input the instance x and an argument string . Both receive query
access to oracles (h, p) sampled from Dg(\, n) defined in Definition 4.2. Let ({p, ly,, @, 1) = cdc(A, n).

. Ph’p(x,\w):
1. Initialize the sponge state with the instance: sty = DS.Start”(x) € "7 x [0, 7] x [0, 7].
2. Sample a random salt T € 0,
3. Absorb the salt: sty = Absorb® (sty, ) € X" x [0, 7] x [0, r].
4. Fori=1,...,k:
(a) Compute the i-th message (and auxiliary state) of the IP prover:
{P(x,w) € My, ifi=1

(v, aux;) = s .
Paux;_1,p;1) € Mp, ifi>1

e, 1b; maps the uniform distribution on v (o a distribution that is €cde,i (A, m)-close to the uniform distribution on My, ;.
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(b) Ifi < k, encode the prover message: &; ‘= p;(«;) € e,
(c) If i < k, absorb the encoded prover message:

st; :== DS.Absorb?(st; 1, @;) € "¢ x [0,7] x [0,7].
(d) Ifi < k, squeeze the encoded verifier message:
(P, st;) = DS.Squeeze®(st}, £y, (i) € RVH x 57T x [0,7] x [0,7].
(e) Ifi < k, decode the verifier message: p; = 1;(p;) € My ;.
5. Output the argument string m = (T, (@;);c[i)-
. Vh’p(x,ﬂ):
1. Parse the argument string 7 as a salt T € 0 and prover messages (Oéi)z‘e[k} € Mp, X X Mp,.
2. Initialize the sponge state with the instance (as P does): st(, = DS.Starth(x) e X% [0,r] x [0,7].
3. Absorb the salt (as P does): sty == Absorb?(st, 7) € £ x [0,7] x [0,7].
4. Fori=1,...,k, derive the i-th IP verifier message p; (as P does):
(a) Encode the prover message: &; = p;(a;) € nte (),
(b) Absorb the encoded prover message:
st; .= DS.Absorb”(st;_1, ;) € X" x [0,7] x [0,7].
(c) Squeeze the encoded verifier message:
(P, st;) == DS.Squeeze® (st}, £, (1)) € VD x 27 % [0,7] x [0,7].
(d) Decode the verifier message: p; = 1;(p;) € My, ;.
5. Check that the IP verifier accepts: V (x, (i)iel (pi)ie[k]) =1
Efficiency. We discuss efficiency properties of the above constructions.

* Argument size. The argument string 7 contains a salt T € > and all IP prover messages (and none of the
IP verifier messages). Hence the number of bits in 7 is

len(T) + Z len(a;) = 9§ - logy [X| + Z logy | Mo ,| -
ic[k] i€ (k]

* Prover complexity. The cost of the argument prover P is essentially the same as that of the underlying IP
prover P. The difference is that the argument prover P additionally:
— makes 1 query of length n to the oracle h, in the call to DS.Start;
— makes PH" W + Z VP ﬂ queries of length r 4 ¢ to the oracle p, across calls to DS.Absorb;

T

— makes Ek ! V" ﬂ queries of length r 4 ¢ to the oracle p, across calls to DS.Squeeze;

— invokes once each of (¢;);e(—1) and (¥;)iefk—1]-

* Verifier complexity. The cost of the argument verifier V is essentially the same as that of the underlying IP
verifier V. The difference is that the argument verifier } additionally:

makes the same queries to i and p as P does;

— makes {ww queries of length r + ¢ to the oracle p, due to another call to DS.Absorb;

makes VV( )W queries of length r 4 ¢ to the oracle p, due to another call to DS.Squeeze;

invokes once each of (;);cqq and (¢;) e[
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5 Security analysis

We provide the main security reduction in this paper: we reduce the security of the duplex-sponge Fiat—Shamir
transformation to the security of the basic Fiat—Shamir transformation. In Section 6 we show that this directly
implies the soundness and knowledge soundness of the duplex-sponge Fiat—Shamir transformation.

Let IP = (P, V) be a public-coin IP for a relation R with round complexity k. Let 3 be a finite alphabet
and cdc a codec for IP over ¥ with bias 4. (see Definition 4.1). Let Dg be an ideal permutation oracle
distribution over X with capacity ¢ € N and rate r € N (see Definition 4.2). Let 6 € N be a salt size (in
Y-elements) and §, := § log, |X| be its corresponding bit-size.

Consider the following two non-interactive arguments:

* (P,V) := DSFSJIP, cdc, 0] is the non-interactive argument in the D-oracle model in Construction 4.3;
* (Pstds Vstq) == FS[IP, d,] is the non-interactive in the D,,-oracle model in Construction 3.16.

We reduce the security of (P, V) to the security of (Psy, Vstq) via Lemma 5.1 below. Informally,
Lemma 5.1 shows that any (1, tpq )-query malicious argument prover P for )V can be transformed, in

a black-box way via an auxiliary procedure D2SAlgo defined in Section 5.3, into a 0, (1), t,, tp71)—query

malicious argument prover 755td for Vg (where 0, (1, t,,, tp_1) is defined below) that “behaves the same” as
P up to a certain additive error 1, (X, (tp, t,, £ )). Specifically, the output instance, argument string, and
convincing probability are preserved, as are the query-answer traces (after an appropriate transformation by
an auxiliary procedure D2STrace to account for the differing constructions).

Lemma 5.1. There exist algorithms D2SAlgo and D2STrace such that the following holds: for every
security parameter \ € N, instance size bound n € N, and (t,, t,, tp71 )-query argument prover P, the two
distributions below

(h,p,p™") + De(A,n) f < Dp(An)
. -1 trs ~
(x,m) €2 phrp (x,7) 2= D2SAlgo (P)
tr
b= V2P () b+ VI ()

tr := D2STrace(trz ||try)

tri=trp |try,_,
return (b, x, 7, tr)

return (b, x, 7, tr)
have statistical distance at most:

th(ty + 3ty +2Lp +1) 4 (t, + Lp)(2t, +3Lp — 1) + t (2t), +2t, + b1 — 1)

77*()" (thatpvtp—l)) = 2‘2’6
+ Z Ecdc i )‘ ’fl
i€k
- (5)
Moreover, D2SAlgo(P) is a 0, (tp,, t,, t - )-query algorithm where
t.+1t -1
P
Ou(th, by, t 1) = ; (6)

=

minje(q { z
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We prove the lemma in Section 5.6. Before proving it, we define the two algorithms D2SAlgo and
D2STrace in Sections 5.3 and 5.4. In turn, these rely on two other algorithms, BackTrack and LookAhead,
defined in Sections 5.1 and 5.2. After defining them, we study the probability that these procedures abort in
Section 5.5 to set the stage for the main lemma.

Throughout, we use the following notation to count number of blocks:

=[6/r] » Le()=[le(i)/r] , Ly(i):=[ty()/r]. ™)

5.1 Backtracking procedure

The backtracking procedure BackTrack(try, tr,, s) takes as input query-answer traces tr;, and tr, and a
permutation state s = (sg, s.) € X1, and returns a special symbol (err or none) or a tuple (i, x, T, &)
with a round index i € [k], an instance x € {0,1}", a salt string 7 € X°, and a tuple (@j,...,q;) €
2@ k22O of encoded prover messages. Informally, BackTrack uses the query-answer traces to
recover from the permutation state s the list of elements absorbed so far, returning the current round index %
and absorbed instance x, salt string 7, and encoded prover messages a.

BackTrack(try,, tr,, s):
1. Initialize an empty list Outs := [].
2. Parse the query-answer traces try,, tr,, into a list

ins = (x) (sW) W) ) () s () ()
Chains == (x , (s S: S s J))j (8)

in,0’ outU’ in,1° outl’ ) 1nm]7 out,m ;> “in,m

where, for every j € [|Chains|]:
@ (x9, 59 yetr, (e, s = hxD).

7 cmO C,in,0
@)
(b) Slnm

© Vi€ [0,m) (), 80) € tr i o, = Pl

mn,s? n,¢

= s (i.e., the last capacity segment is the input query).

(d) Ve e [0,m;—1], S(CJ;ZM,L = sgzmﬂ (i.e., the capacity segments of s(()f‘l)w and Si(l’{,)L—l-l equal).
Each element in Chains is a candidate sequence of absorb and squeeze operations.
().

3. For every j € [|Chains|], assemble a candidate salt T

6) = (50)

T

89 0z 8] €

in,Lg

4. For every j € [|Chains|| and every i € [k], assemble a candidate list of encoded prover messages:
- Letw® = L; + > ,<i Lp(t) + Ly (1) be the current “state offset”.
- Ifw® + Ly (i) # m;, then the j-th candidate has not yet fully absorbed the i-th input in full and the

candidate is not valid.
Discard the j-th element of Chains from the list and continue to the next element in the list (if any).

ifw? 4+ L (i) < m; then we read Ly (i) rate segments and interpret them as:
a(j) = (s ()

v Rlnw()H mem—&-l

s ol s o, 0 (@] € 2RO, ©)

) . ) : .
Letz;”’ = SR,,in,w(i)+LP(i) [lp(i) mod r: 7.
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— Check that the remainder of the message is equal to the previous output:

) ) :

) = (S . E Od . .

2 = (59 oy o) (i) mod 7
If the above does not hold, discard the j-th element from Chains from the list and continue to the next
element in the list (if any).

— If 7 > 1, check that the previous verifier message was squeezed correctly by checking that the rate
part is preserved across invocations of the permutation function (to match the overwrite mode of the

sponge):

©) _ )

R,out,i—1 — “R,in,i—1 °
If the above does not hold, discard the j-th element from Chains from the list and continue to the next
element in the list (if any).

~ w4+ Ly (i) = m;, store the message read so far as (7, X, T, @) into Outs, where a is a collection
of ¢ vectors, indexed in ¢, such that the (-element is a vector of length ¢ (¢) from Eq. 9. Otherwise,
discard the j-th element from Chains from the list and continue to the next element in the list (if any).
5. Final output:
— If Outs contains more than one element, return err.
— If Outs contains no element, return none.
— Else, return the only element in Outs, (7, x(l), T(l), &(1)).

Time complexity. We assume that the caller of BackTrack provides sorted query-answer traces:
* tr;, is assumed to be sorted lexicographically by output capacity segment, and
* tr, is assumed to be sorted by output capacity segment, then output rate segment, then input capacity
segment, then input rate segment.

In particular, this requires the alphabet 3 to possess an order.

The time complexity of BackTrack is dominated by the time to construct Chains in Eq. 8. Constructing
an element of Chains involves at worst ‘trp‘ <t + tp71 lookups. Each lookup takes time (log(t, +
tpq) +logty,) - ¢ - log || to find the element via dichotomic search. The last lookup is done over the trace
tr;, and takes time logt; - ¢ - log |X|. Once a chain is constructed, each block (of length r + ¢) and the
initial instance (of length n) must be checked according to step 4 to be consistent with the construction
DSFS|[IP, cdc, d]. The search can stop when it encounters two “conflicting” chains. Overall, the total running
time is O((t,, + tp—1) - (log(t, + tp—l) +logty) - c-log|X|- (r+c+mn)).

5.2 Lookahead procedure

The procedure LookAhead(tr,, s,7) takes as input a query-answer trace tr,, a permutation state s =

(8, 86) € X', around index i € [k], and returns a special symbol (err or none) or a vector p; € niv),
Informally, LookAhead recovers an encoded verifier message p; obtained from a hash chain starting at s.
LookAhead(tr,, s, 1):
1. Parse the query-answer list of tr,, into a list
Chains :— <(s(j) W) ) (s(j) s ), ... (s(j) s ))m

in,0° “out,0 in,1° “out,1 in, L/ (2)? “out,L~/(7) j=1

where, for every j € [m]:
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()

= Sino = S

- Y€ [0, Ly (i)-1], sgﬂlb = si(giﬂ (i.e., the «-th output state equals the (¢ + 1)-th input state).
2. Final output:

— If Chains is empty then return none.

— If Chains contains more than one element (m > 1) then return err.

— If Chains contains exactly one element (m = 1) then return

Bi = (8rou0 | Swoull -+ [8x.om 1y () [0 £y (8)] € VY.
Time complexity. The time of LookAhead is dominated by Item 1. Producing an element in Chains
involves, at worst, L, (i) lookups in tr,, over elements >". Bach lookup can be performed via a dichotomic
search. The caller of LookAhead will provide tr, sorted: tr, is a list of query-answer pairs of the form
((Swini> Sc,in,i)> (Sr,outi» Sc,out,i)) sorted lexicographically by input (capacity segment, then rate segment) and
then by output (capacity segment, then rate segment). The search stops when it encounters two “conflicting”
chains. Therefore, the overall time complexity is O (L (@) - (r 4 ¢) - log || - log(t,, + tp71>).

5.3 Prover transformation

The auxiliary procedure D2SAlgo translates queries of a malicious prover P for V into oracle queries of a
malicious prover 755td for Vyq.

The procedure D2SAlgo not only has to deal with converting the queries for oracles sampled from
Ds (A, n) to oracles sampled from Dy, (A, n), but also has to deal with the fact that the prover messages are
encoded differently. To reduce the complexity of this step, we first define D2SQuery (re-mapping oracle
queries for D2SAlgo) to deal with most of the complexity of translating the oracle queries, and then define
D2SAlgo as a thin wrapper around it, dealing with the encoding of the prover messages.

Oracle wrapper D2SQuery. The oracle D2SQuery responds to oracle queries for (h, p, pil) by translating
and forwarding them to oracles of the form

g = (g < U ({0,115 x 2¥ x 2P M oo 2P o V) )

Looking ahead, such oracles (91‘)5:1 will be implemented using oracles sampled from D,,(\, n) and the codec
maps ¢, 1. The oracle D2SQuery works as follows:

1. Initialize list Cache,,, sorted lists tr, trh tr]'ZT.
The lists tr}', tr;T are sorted lexicographically by output capacity segment, then output rate capacity
segment, then input segment.
The list tr will host queries to h and p, stored as triplet (‘n’, x, s,) for queries to h and as pairs (‘p’, Sin, Sout)
for queries to p, ordered by query time of the adversary.
2. For every query x € {0, 1}§" to the oracle h:
(a) Let 8¢ oy € I be the first to match (x, 8¢ oy) € try, . if any.
(b) Else, sample s, o +— U(X) and add (x, ¢ o) tO try .
(¢) Add (x, 8¢ out) to try,.
(d) Add (‘»’,x, 8¢ o) to tr and return s oy
3. For every query Sy, € X" to the oracle p~ '
(a) If 3s;, such that (s, Sou) € tr;T, then return s;,.
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(b) Else, sample s;, + Z/{( ey,

(C) Add ( Sins out) to tl’
(d) Add (‘p’, Sin, Sout) to tr.
(e) Return sm.
4. For every query s;, = (stm Scn) € to the oracle p:
(a) If I s, € B77 such that (s, 8oy) € Cache,
i. Pop the first such element from Cache,,
ii. Add (siy, Sou) to tr ,
(b) Else, if 35, € 2" 1° such that (S, Sour) € try . let the first such match be denoted sy
(¢) Else, run BackTrack(tr;', trZT, Sin), and proceed as below according to its output.
i. If BackTrack’s output is err then abort.
ii. If BackTrack’s output is none:
A. Sample a sponge state Sout — U
B. Add (i, Sou) to tr,"
iii. If BackTrack’s output is a tuple (i, x, T, &), then:
iv. Let p; == g;(x,7,&) and £, := r — ({y,(i) mod 7).

Er—f—c

(2719,

v. Sample random capacities séo) e (LV( ) u (X), and a random remainder z + U (Zzz).
Let (s, ..., s&VD) = (B]2).
vi. Append to Cache,, the following pairs in IR M
(30 (62, 500 (600D {0 (o) i
vii. Let sy := (s%), séo)).

(d) Add (“p’, Sin, Sout) to tr.
(e) Return sout.

Auxiliary procedure D2SAlgo. The algorithm D2SAlgo” (A) is defined as follows:

D2SAlgo” (A):
1. For every i € [k], initialize an empty list tr;.
2. Run APV answering its queries as follows.
3. For every query (x, 7,8y, .. ., &) to oracle g; (with i € [k, x € {0,1}=", 7 € ¥°, and &, € 2PV,
(a) If the query is already present in tr;, respond with the corresponding answer.
Otherwise, proceed as follows.
(b) Set o, := . *(&,) for . € [i] (compute the unique preimage of c, under ,).
(c) Let 7 := bin(T) € {0, 1}6* be the binary representation of 7 € X°, where §, := log |X]-6
(d) Setp; = fi(x,T,0q,...,q;).
(e) Sample p; + 1 (p;) (sample a preimage of p; under 1;).
(f) Add the query-answer pair ((x, T, &y,...,Q;), p;) to tr;.
(2) Respond to A with p;.
4. Output A’s output.

To simplify notation in the analysis, we use the following shorthand when referring to D2SAlgo:

- ofo<p71

D25Algo” (A) = AP2SQuery” . (10)
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Query complexity. Intuitively, D2SAlgo groups random oracle queries to p of length r into a single query
then forwarded to f. Therefore, assuming no collisions are found during the adversary’s execution, to trigger
a random oracle query to f;, A must perform at least Ly (i) queries in order to trigger a query to f;. Given a
(th, tp, t- )-query adversary A making at least one query to f; (i € [k|), the procedure D2SAlgo makes at
most:

- 0p(i)

ty+t 1 w tp+ 1,1
minegq | 7 |

Oultn, byt 1) = {

p
min;e ) Lp (1)

queries to the oracles f.

Time complexity. D2SAlgo has an additive cost on the runtime of .A.

» For each query to h, a lookup over tr;, is made and n + log |X| bits are copied.

* For each query to p, BackTrack is called, and its output is re-mapped via ¢, ! v; ! foreachi e [k].
Assuming ¢, > max;¢y Ly (4) (for notational simplicity), D2SAlgo runs in time

O(th~logth-(n+c-log|E])+(tp+tp_1)2~(log(tp+tp_1)+logth).c~log|E|-(r+c+n)+t St ),

L

where
. t(pq is a bound on the time to compute each ¢, ! and

° 1 ! is a bound on the time to compute each ), L

5.4 Trace transformation

Similarly to Section 5.3, before defining D2STrace we introduce StdTrace, re-mapping query-answer traces
into input-output traces from Z;(0,n) for i € [k] (cf. Definition 3.10), and then define D2STrace as a thin
wrapper around it dealing with encoding and decoding of prover messages.

Auxiliary procedure StdTrace. The procedure StdTrace works as follows:

StdTrace(tr):

1. Initialize an empty list tr.q and lists try,, trIB,T, tr;A.

2. Parse the query-answer trace tr and partition its elements in h-traces tr;, and p-traces tr;T, tr;A.
The lists try,, tr;iT are sorted lexicograplgically by output capacity segment, then output rate capacity
segment, then input segment. The list tr,,” are sorted lexicographically by input capacity segment, then
input rate capacity segment, then output segment. The two lists will contain the same elements and are
kept in sync for element addition and deletion. For clarity, we will talk about tr,, whenever we refer to

BT LA . .. .
tr, ,tr, for membership, addition, or deletion.
3. For each query-answer in tr indicating a query to p of the form (s;,, Sgu) € e

(a) Run BackTrack(try,tr,", s;;) and LookAhead(tr,", si, 7):
i. If any of them outputs err, then abort;
ii. If any of them outputs none, then continue to the next element in tr,;
iii. Else, denote the output of BackTrack as (¢, x, 7, &) and the output of LookAhead as p;.
(b) Add (i, (x, T, @), p;) tO trey.
4. Return trgy.

Auxiliary procedure D2STrace. The algorithm D2STrace is defined as follows:
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D2STrace(tr):

1. Initialize an empty list trgq.

2. Set trgy = StdTrace(tr).

3. For each (i, (x, T, @), p;) in trey:

- Setag =@ (@q),...,q; = cpi_l(&i), that is, compute the (unique) preimage of & under .
- Set p; == 1;(p;), that is, map the output to the verifier message space via 1);.
- Let 7 := bin(1).

Append (7’7 (X, 7;, O’.), pz) 0 trgiqg-
4. Return trgy.

With a slight abuse of notation, we indicate the above procedure with

D2STrace = (cp_l, 1) o StdTrace.

Time complexity. The time of D2STrace is dominated by the time of StdTrace, which internally runs
BackTrack and LookAhead for every query-answer pair made by A to p (Item 3). Queries to A are also sorted
and copied into trj ', tr} (see Item 2). All prover messages recovered are mapped to the relative prover and
verifier message. For notational simplicity, we assume that L, (i) < ¢, for every i € [k]. Then, the time of
D2STrace is:

Oty -n-logty + (t, +1 1) (log(t, +t 1) +logty) - ¢ ((r+¢) - log [T +n) + 1, - (t_1 +1y)),

where t¢_1 is a bound on the time to compute ; and t, is a bound on the time to compute ), for i € [k].

5.5 Analysis of aborts

To help bound the abort probability of the auxiliary procedures D2SAlgo and D2STrace, we consider a
sequence of “bad events”. Let tr be the query-answer trace of an algorithm .A with oracle access to (h, p, p*1 ).
An entry in tr is denoted as (‘r’,x, s.,) if the query was made to h with input x € {0, 1}§n and output
Se € X° oras (9, Sin, Sour) if the query was made to p with input s, € X" and output s, € X", or as
(p™", Sin» Sou) if the query was made to p~* with input s, € %' and output s;, € X" .

Tree of permutation calls. It is central for the analysis (and the sub-procedure BackTrack) to consider, for a
given permutation state (sy,, s.) € X' °, the sequence of permutation calls that led to s.. Let S = {O'(k) }k

is the set of sequences indexed in k

(k)

in,2’

(k) (k)

ok = (x(k), s(k) s(k) out,2 * * 3 Sinymy, 0 s((,ﬁfmk) ) (n

in,1> “out,1° S

S

such that, for every k:

o (‘w, x(k), s(cki)n 1) € tr, that is, the first query is to h with input x outputs the capacity segment of sl(f )1
o (p, si(f)j, s((,g]) etror(p ", s(()ﬁzj, sl(rlf)j) € tr for j € [k], that is, the input-output states are consistent

with the permutation.

(k)

* Sout,m, — S, thatis, the last permutation state is the one given as input.
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LetTq = {A(k)} be the set of indices in the query-answer trace associated to the set S above, that is

AW = (0 5 (12)

7]mk

where:

. j(()k) is the index of the first query to h with input x(k), that is:

o) k k . . Py k k
trj, = (‘h ,x( )7S£:,i)n,1) and Vj' < jy: tr # (‘n ,x( ), S(C,i)n,l)'
. (k) . o (k) (k) N (k)
J.’ 1s the index of the first query to p with input s; " and output s, (or to p = with input s,,; , and

output s for s € [m]. That is,

in,¢

trj(k) € {(‘P77 Si(rlf,)w s(()lflz,b)a (‘P_1’7 s(()lflz,u S(k) )} and

in,

vi' <3t g {0 s st (0 shil s |

’ 2in,? » Sout,er Zin,.

Bad events. Given query-answer trace tr and permutation state s, two events make it hard to invoke D2SAlgo
and D2STrace consistently.

» Forking events, where backtracking from s using tr leads to two different sequences of query-answers
chains to h and p (cf. Eq. 8). If S has more than one element, we have a fork.

* Inconsistent answers, where backtracking will provide inconsistent answers across two different queries.
Queries are inconsistent if AP
not the identity.

. . . . . . —1 -1 .
is not monotonically increasing, or if there are queriesp ~oporpop " is

We capture the above with the following predicates, whose conjunction is denoted E/(tr, s):

1. E,,(tr). Checks if a collision happened, for any of the random oracles:

(0, x,80), (‘n,x,85) €tr: s, = s Ax # X, (13)
ro / /
or (‘p’, Sins Sout)v (‘p’, Sin» sout) € tr: Sc,out = Sc,out N Sin 7& Sin» (14)
_ _ / / / /
or (‘p 1,7 Sout> sin)a (‘p 1,7 Sout> sin) € tr: Sc,out = Sc,out N Sin 7é Sin - (15)

(While collisions over h and p lead to a fork event, collisions over p_1 do not. Instead, collisions over p_1
will inconsistencies since p will not behave like a permutation function anymore.)

2. Ei,(tr, s) Checks if there exists a sequence of permutation states o) € S that was built using p_l. That
is, 3AW ¢ T'g such that

3800 = G, 50, 50) € T tr, = (57", o ) a6

3. Eiime(tr, s) if the indices associated to o*) € S are not ordered. Checks if IA™ € T 's such that

jL(k) > jfi)l-
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4. Egari(tr). Checks if there is a collision between the output of h and an output of p, that is:

. ) « / / !
45,7 trj - ( b, X, Sc,out) A trj’ = ( p 7Sin730ut) A Sc,in = Sc,out (17)

We now present a sequence of claims that bound the probability of the above events. Let h: {0, 1}9” — X
be a random oracle and p: X" ¢ — X" be an ideal permutation with p~ " its inverse oracle. As defined

~ —1 ~
in Section 3, for (1, tp_l)—query algorithm P, the expression y & A"MPP T denote the execution of P

with random oracles h, p, whose output is denoted y. In sums, our argument is as follows: if we exclude the
presence of p_1 queries in S (that is, Eq. 16 does not hold) then:

* If a forking event happened, it means that two capacity segments collided. If the lengths of the two
reconstructed sequences mismatch, then E ., must have happened (that is, Eq. 17 holds). Otherwise, a
collision can be found in the query-answer trace (that is, one of Eqs. 13 to 15 happened).

* If inconsistent answers are found, then the adversary must have guessed an output capacity segment before
it was sampled by the oracle. This is covered by Ey; -

We upper bound the probability that /(tr) = 1 via a counting argument. We index the queries to h and p
by j € [tn, + t, + tp71]. Let tr;j be the first j — 1 entries of the form (‘p’, -, -) in tr, trs _1 be the first j — 1

entries of the form (‘p™"’, -, -) in tr, and, similarly, tr;j be the list of j — 1 entries of the form (‘n’,-,-) in tr.

Lemma 5.2. For every (ty,t,, tp_1 )-query algorithm P,

(hyp,p ") 4 De(A,)
Pr|3ds: E(trg|ltry, s) | (x,n) i 75h,p,zfl
b+ P P(x, )
th(ty + 3ty +2Lp +1) 4 (t, + Lp)(2t, +2Lp — 1) + t-1 (2t), + 2t, + to— 1)

<

Proof. The proof follows from Claim 5.3, Claim 5.5, Claim 5.4, Claim 5.6 (used in the penultimate inequality):

(hpp ™) ¢ Do)
Pr|ds: E(tr75||trv,s) (x, ) <_ phpp
b +— iy 1% ’p(x, )
(hap7p71) — Dg{é, n)
S Pr Ecol(trﬁHtrV) (X, 77) (”_73 ﬁh,p,p
b Vh’p(x,ﬂ')
(h7p’p71) — Deg)l\, ’I’L)
+Pr|3ds: By (tralltry,s) | (x,7) P phpp
bV Vh’p(x,w)
(h)p7p_1) <~ DG()l‘a n)
trs ~ -
(x,m) 2 PP

b2 VP (x, )

Js: Estart(trﬁHtrVa 3)

+ Pr
A Einv(trﬁHtrVa S)
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-1
Etime(tr'ﬁHtrV:S) (hapap ) — Dg(_i\,n)
+Pr|3s: ABp(trpltny,s) | (x,7) &2 PhPP
A Egare (trpltry, s) | b &2 php (s )
th-(th+ 1)+ (p+Le) (b +Le =)+t -t —=1) - (tnt+tp)  (t,+ Lp) -ty

= 2] TTTET T
(ty+Lp)- (ty+ Lp—1) 1t
2] B
) th(th + 3ty +2Lp + 1) + (t, + Lp) (2, + 2L — 1) +1 1 (2t + 28, + ¢ 1 — 1)
—_ 2‘2|C .

Claim 5.3. For every (tp,t,, t - )-query algorithm P,

(h7p7p_1) <~ DG()\7 Tl)

By (tn+ 1)+ (ty + Lo) - (b + Lo — 1) 1 1+ (1 — 1)

trs  ~ -1
Pr Ecol(tr’ﬁHtrV) (X; 7T) = /th’p < 9. |EC|

b VP (x, )

Proof. We partition ) into three events E) 5, Ecol s E

colp! that correspond to collisions in the output
of h (Eq. 13), p (Eq. 14), and p~ ' (Eq. 15). We write:

(h.p,p™ ') D.(\n)
tre o~ N
Pr Ecol(trﬁHtrv) (x’ 7[-) & 'Ph7p7p
b try Vh,p(X’ 7T)
(h.p.p”") ¢ De(A.n)
tre -~ >
= Pr Ecol,h(trﬁHtrv) (X, 7T) <i ’Ph,lﬁp
b <Y VP (x, )
(h,p,p ') D.(\,n)
tre ~ >
+ PI‘ ECOl,p(trﬁHtrV) (X, 7"') < rp thp’p
b ¥ VP (x, )
(h,p,p ') + De(\n)
tr=  ~ >
+Pr Ecol p ! (tr75||trv) (X, 71') <_ri 'thp,p
b2 Vh’p(x, )

<.7 tp71 ’trijl ’

B |trh / |trp »
2yt 2 Dal 2 Dl

7j=1 7=1 7j=1

tp+1 . tp+LP . tp7l .

J—1 Jj—1 Jj—1

< g =
ST X ety

7j=1 j=1 7=1

by (b + 1)+ (b + Le) - (b + Lo — 1)+t 1+ (¢ 1 — 1)
- 2. |%° '
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Claim 5.4. For every (tp,t,, t - )-query algorithm P,

(hyp,p~ ") < Dg(\,n)

~ S t 1 (ty +1,)

trs ~ ! h

Pr|3s: By, (trsltry,s) | (x,7) P phpp < %
b VP (x )

Proof. Let . be the first index (if it exists) for which a sequence of permutation states o®) € S has associated
timestamps T contains AW = (Jos J1s -+ s Jm, ) suchthattr; = = (‘p™", 84y, 8iy) . We partition the event

in two cases: the inversion happens after a query to A (i.e., «* = 1in Eq. 16), and the inversion happens after
aquery to p (i.e., t* > 1in Eq. 16). Therefore:

(h,p,p~") + De(X,n)

tre -~ -1
Pr|3s: Bu(trpltn,s) | (x,m) <2 pher
b <V PP (x 1)
tri = (‘h’, X, Sq.out) -1
j » X5 8¢ out (hyp,p ") < Dg(A,n)
= A(k) S TS A trj/ - (‘p_l” Sguta Sgn) s Sh pjfl
< Pr . *) . — 4 (3, m) = P
d4,5 € AW A sc,gut - ISC,in ;o try L hp
AN V] < ] : trj” 7é (‘p’, Sin, Sout) b=V (X’ 7T)
" tr; = (‘p’78i27180u}) , (h7p7p_1) — 'DG()\,H)
L Pr JA & TS . Ntro = ( p » Souts Sin) (X, 7'(') <tr_75 75717]7,1071

dj j/ € A(k) A Sc,out = Sc,out tr
’ n o] A il h,p
AVG<J trj” # ( P Sin; Sout) b v (X,?T)

<j tp_l < tp_1 tp—1 " ) (t 4+t )
2 T S T AR T

(]
p
<X
j=1
Claim 5.5. For every (tp,t,, t - )-query algorithm P,

(hvpvp_1> <« D6<)\7 n)

Pr 38 Estart(trﬁ”trlh S) (X ﬂ') <tr_75 ,ﬁh,p,p_l < (tp + LCP) : th
/\Einv(tr']SHtrV7s) ;rv hp o |Z |
— V" (x, m)
Proof. We have:
—1
(h,p,p ") < De(A,n)
Pl" 3 . Estart (tr'ﬁHtrVJ S) (X 7'(') (_tl'—?s_ ﬁh,p,p71
A Einv(trﬁ”trl)v S) Ztrv h
b+ V" (x, )
-1
trj = (‘h’,x, sC/,out)/ (h”p’p tr—) <_~ DGS)I‘v n)
=Pr|3j,5: Atr,= (D, S Sout) (x,7) = phrp
N Scin = Sc out b <tr_v Vh’p(x, 7T)
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t 4L
_ pzp ty _ (t, +Lp) -ty
|3 |

Claim 5.6. For every (ty,t,, t )-query algorithm P,

-1
Eime(trplltry, s) (h,p,p ") < Ds(A,n)
’ . ty+Lp)-(ty+Lp—1)  t
Prl3s: ABg(trpltg.s) | (om) ez phoe | < Ut lel (otle 21 difh

= 2 X ZC EC *
A Egpar (trplltry, s) | 5 & Vh’p(x,ﬂ) ol ol

Proof. Since Eg,,(trs||try, s) and Ey,,(trs, s), we have two cases:
« The case where 3A®) € T, s with indices j, > j,q and tr; , tr;  are queries to h and p, respectively.

« The case where 3A®) ¢ T's with query indices j, > j,4q and tr; , tr;  are both queries to p.

Therefore:
—1
Etime,p(tr’ﬁ”trlh 3) (h’ b, p ) +D ()‘>n)

1
Pri{ds: A Ey(trzlltry,s) (x, ) P phipp
A Estart(tr’ﬁHtrV’ S) b <tr_v % 7p(X, 7T)

-1
Etime,p(trﬁ”tr]h S) (h’p’p tr~) <_~ DG(,);’ TL)
<Pri{ds: A Ey(trslltry, s) (x,7) = PrPP
A Egare(trplltry, ) | p &2 php(x 1)

-1
Etime,h<tr75HtrV7 S) (haP,P ) — Dggi\, n)
+Pr|ds: A E(trz|try,s) (x, ) P phpp
A\ Estart (trﬁ”trv7 S) b try, Vh’p(x’ 71—)

trj = ( h', X, SC/,out), (h’p,pil) — DG()\yn)

. . /\tr-/:(‘p’,S' y S ) trs ~ -1
SPr\37 < (x, m) &2 Pl
B ) | 8 Vo
AV <j: trj” # ( h, X, sc,out) x
t;{tf ( p i:SiP7‘:louti/ ) (h7p,p_1) i DG()I\,TL)
. . =P Siny trp ~ -
+Pr EI]/ <7 N Scin = S¢ ouin ™ (X,ﬂ‘) <i ’th’p
i ) tl’v h7
N Vj” <J: tl’j// # (‘p’asinasgn) b=V p(x’ ﬂ-)
L L
§ tpip ytr<ﬂ\ +Z e | ti" : (tp + Lo ) (ty+ Lo —1)  tty
= 2 =T 5 2 2| bil
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5.6 Proof of Lemma 5.1

We finally prove the lemma via a hybrid argument; hybrids are summarized in Figure 4.

Hyb,. The first hybrid is the left-side experiment in the lemma statement, where the malicious argument prover

P queries the oracles h: {0,1}=" — Xand p,p *: ©" 7 — "¢ sampled from D, (cf. Definition 4.2).

Hyb, . In this hybrid we make the following changes:
* in line 1 we sample oracles as

g = (9i)icq < U (({07 115" x 22 x BP0 o gl EéV(i))ie[k]) (18)

instead of the oracles (h, p, p_l) < D¢ from Hyb;
~ g ~ —1
* in line 2 the argument prover is PPy instead of P"PP  from Hybg;
9
* in line 3 the argument verifier is YPBueY instead of VP (x, ) from Hyby;
« in line 4 the query-answer trace is set to (¢, ¥)(trp||try) instead of D2STrace(tr||try,) from Hyby,.

Claim 5.7. The statistical distance between Hyb, and Hyb, is at most

ty(ty +3t, +2Lp + 1) + (t, + Lp)(2t, +3Lp — 1) + t (2t, + 2t, + t1— 1)
2|5 '

To prove the above, we proceed with a sequence of smaller intermediate steps.
Hyb, ; In this hybrid, we modify line 2 adding two conditions:

* We introduce Item 4(c)i of D2SQuery (for every query of P, we run Back Track and abort if it returns
err).

* At the end of the execution of P and the verifier V, we run StdTrace(tr||try,) and throw away the result.
The hybrid Hyb, ; is a strengthening of Hyb, since we abort the experiment if BackTrack or D2STrace

returns err. In particular, the game aborts every time D2STrace aborts (since D2STrace runs BackTrack
for every permutation state). Therefore

(h7p7p_1) — DG(_)I\vn)
A (Hybg, Hyby ;) = Pr| StdTrace(trz[|try) aborts | (x,7) JP phrp

b2 VP (x, )

The procedure StdTrace(tr) (Item 2) aborts in one of the following two cases (cf. Item 3(a)i).

1. BackTrack returns err. This happens only if there exists two different sequences in Chains, which in
turn means that two different input segments led to the same output capacity segment. More precisely,
BackTrack returns err if there exists two different sequences in Chains:

1 _(1 1 1 1 1
G, 7Y, (830 Sttoutor Shoin 1> Skeou 1))
2) _(2 2 2 2 2
2,79, (500 Sioouior St 1> Sheou 1))

from which it is possible to read a valid sequence of prover messages &(1), a?. Both chains are tied to
the same final capacity state s queried to BackTrack. We have the following cases:
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* If the sequences have different length, then without loss of generality h(x(l)) is the capacity state
of a segment of a permutation state 3<()1212,L in the second chain. In this case, E,, (trs[|V, sgab) or
Egtart (tr][V) hold.

o x(M % x| and yet h(x(l)) = h(x(2)). This event happens when FE; holds.

* There exist kq, kg > 0 such that sgi)n Ky %+ sgi)n oy and yet sglut Ky = s(CQim ey and all previous

elements are equal. In other words, there are two different inputs in tr,, for which the output capacity
is the same. This event is covered by the collision predicate E,(tr).

: (1) (2) (1) _ @ :
* There exist kq, ky such that Sk.out #* Sk out kg and SGoutk; = SC.outky’ and all previous elements

are equal. In other words, two outputs share the same inputs, the same output capacity segment, but
have different output rate segments. This means that p answers queries inconsistently, and in this case
Eeo(trp(|try) holds.

2. LookAhead returns err. This can happen only if the input-output queries are inconsistent. As above, in
this case E ) (tr||try) holds.

We conclude that

A (Hyby, Hyb, ;)
(h,p,p~ ") < Ds(A\, n)
<Pr| Js: E(tr|ltry,s) | (x,7) KB phop
b+ VPP (x )
§ th(th + 3ty + 2Le + 1) + (8, + Lp) (2, + 2Lp — 1) +¢ 1 (28, + 2, +1 1 — 1)
- 2|%° :

(by Lemma 5.2)

Hyb, , We introduce Items 4a and 4c of D2SQuery to the experiment. Before starting the experiment, we
initialize an empty list Cache,,. Throughout the execution of P, for each query p(s;,) for some s;, € e
we first check if 3s,, € e (Sins Sour) € Cache,,, and if so we pop the first match and return it (as
in Item 4a). Else, we run BackTrack.

« If, as in the previous hybrid, BackTrack returns err, we abort the experiment.

* If BackTrack returns none, as in Item 4(c)ii, we sample a fresh answer (;,, Sou(), append it to trf,T, and
return it.

« If BackTrack returns a tuple (4, x, 7, &), for ¢ € [Ly(i)], sample fresh s <= "¢, Then, add the
pairs ((s(l), 3(2)), (3(2), 3(3)), cee (s(LV(i)fl), s(LV(i)))) to a list Cache,,.

t,+t —
p+p1

Claim 5.8. The statistical distance between Hyb, | and Hyby, , is bounded by Zie[k} {M—‘ Tkl

T

Proof. Upon receiving a query p(s;,) or p ! (Sout)» We have two cases.

e If s;, is not a query stored in Cache,,, then either the query was previously made (cf. Item 4b), in which
case the query is responded to consistently if F'(tr) = 0. If BackTrack is called, the output is either none
or a tuple, in which case a uniformly distributed element in > is returned.

42



* Else, let s, € X" "¢

queried to p_l, denote with j the first time that s;, is queried to p receiving sy, and with ;' the index of
the query that received a different output b 7 Sour as a result of Item 4a. That is, during the j'-th query,
P made a query p(s;,) that matched an element in Cache,,, whereas during the j-th query, a match for

be such that (s;,, 8oy) € Cache,. If s;, was previously queried to p or s, was

sin was not found in Cache,, (cf. Item 4a) nor in the oracle trace (cf. Item 4b). (Same goes for pil.) In
this case, since E(trz) = 0, the response is sampled uniformly random after BackTrack’s execution.
This means that, for some query index j” € [th +tp,5 <] " < j exists, which led to adding elements
to Cache,, (cf. Item 4(c)vi) and one of those sampled elements was already appearing in tr. Since the

r+-c % Zr+c

entries of Cache,, are pairs sampled uniformly at random from X , and since Cache,, receives

at most Zie[k] V"(i) -| , the probability of this bad event happening is bounded by

v - VVYW et .

e ‘ErJrc

Hyb, ; We now change the way elements are added to Cache,,: instead of sampling them uniformly at
random, if BackTrack responds with a tuple then we forward the queries to the oracles g (cf. Item 4(c)iv).
The capacity states and the “remainder” elements (cf. Item 4(c)v) are sampled uniformly at random. This
last hybrid is identical to Hyb,.

Claim 5.9. Hyb, , and Hyb, 5 are perfectly indistinguishable.

Proof. We first prove that all invocations of g are on different elements, and then argue their distributions.

If a query p(s;, ), for some s;, € ¥" led to Item 4c, then it must have not been present in tr, and therefore

not previously queried. In particular, this means that one of the following holds: the rate segment sy, ;, is
different from all previous queries, which implies that the output triple of Back Track is different in the last
r elements of & (cf. Item 2b), or the capacity segment s, j, is different from all previous queries, which,
since E(tr) = 0, implies that BackTrack’s output must be different.

Since g’s queries are always different throughout the execution of P, then g;’s output is independently and
uniformly distributed in SV, for i € [k], just like (85 ou0llSroutll -~ [Snoury@)[0: by (@] O

Putting the above intermediate changes together:

A (Hyb07 Hyb1)
_ ty (t, + 3tp +2Lp+ 1)+ (tp + LP)(2tp +2Lp— 1)+ tp—l (2t, + 2tp + tp—1 -1) ty Zie[k} [l (7)/7]
+

— 2 ‘E|C ‘E’r-&—c
§ th(th + 3ty + 2Lp + 1) + (t, + Lp)(2t, + 2Lp — 1)+t 1 (2, +2t, + 10— 1) £, 3, [y (i) /7]
- 21%° 215
th(th +3t, +2Lp + 1)+ (t, + Lp)(2t, + 3Lp — 1)+t -1 (2t +2t, +t 1 — 1)
< L L .

Hyb, . In this hybrid we make the following changes:

43



* in line 1 we sample oracles as
e 1= (ei)iep U ({0, 115" x 27 x 2P W s 2D o5 My i) (19)

instead of the oracles g from Hyb, (see Equatlon 18);

o ~ 9
* in line 2 the argument prover is PDzSQ”ery instead of PPZY” from Hyb,;

-1
D2SQueryw DZSQueryg (

* in line 3 the argument verifier is V " instead of V x, 7) from Hyb;;
* in line 4 the query-answer trace is set to cpfl(trﬁHtrv) instead of (¢, Y)(trpl|try) from Hyb,.

Claim 5.10. The statistical distance between Hyb, and Hyb, is at most
Z 5cdc,i(>‘7 n) .
1€[K]

Proof. This is immediate from the definition of £.4.(\, n)-biased maps, since the statistical distance between
Hyb, and Hyb, is bounded by the distance between (U(My, ;));cpq and (¢; (Z/{(ZKV(Z))))iE[k]. O

Hybg . In this hybrid we make the following changes:
* in line 1 we sample oracles as

< 5,
J= (fi)ie[k] «—u (({07 1}771 X {Oa 1} X MP,l X X MP,i - Mv,i)ie[k]) (20)
instead of the oracles e from Hyb, (see Equation 19);
1o_fo -1 _loe
* in line 2 the argument prover is PDzSQ”ery * instead of PD2SQuery from Hyb,;
D2SQuery1!’71°f°“‘;1 . D25Query¢71

* in line 3 the argument verifier is V (x, ) instead of V (x, ) from Hyby;
* in line 4 the query-answer trace is set to tr||tr), instead of o ! (trp|[try) from Hyb,.

Claim 5.11. Hyb, and Hyb, are identically distributed.

Proof. The difference in the two hybrids is the query-answer trace: while the oracle query-answer trace in
Hyb, is of the form but stores mappings in {0, I}S" x 20 x 2P 2t My, ;, in hybrid Hyb,
it is of the form {0, I}S" x {0, 1}5* X Mp, X --+ x My, then composed with <p;1 to obtain the final
output. The map ¢; is into and hence ¢; 1o ; is the identity. A similar argument applies to bin(-), which is
used to encode the salt. Therefore, at most one element of M, ; is associated with the malicious prover query
and the two are perfectly indistinguishable. O

This hybrid corresponds to the right-side experiment in Lemma 5.1:
in hne 1 we sample oracles f < D,,(\,n), the same as the oracles f in Hyb, (see Equation 20);

« in line 2 the argument prover is run as D2SAlgo” (P), which by definition (see Equation 10), equals the

1 _
ofoep
argument prover pP25Query” in Hyby;
-1 -1
v Tofop
* in line 3 the argument verifier is run as Vs{d(x, ) instead of as 1)P25Query

* in line 4 the query-answer trace is not translated as in Hyb.

(x,7) in Hybs; and

Claim 5.12. Hyb, and Hyb, are identically distributed.
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Proof. We discuss the argument verifier (line 3) as that is the only potential difference: we argue that

¥ Lofop™
VI ,(x,7) in Hyb, behaves the same as D25 Query (x,7) in Hyb,.

S
We are left to prove that, if D2SAlgo does not abort, then the decision bit output by VSJ:d (x, ) on the left,

wofop '
and by D2SAlgoP?> ey (V)(x, ) on the right, are the same. Both verifiers return 1 if and only if
V(x, a, p) = 1, so it is sufficient to prove that the vector p is the same in both cases.

e In VS{d(x,w), for each i € [k] has p; == f;(x, bin(T), ay,...,q;).

. D2SQuery7’bO'fo“"_1 . . P L
In D2SAlgo (V)(x, ), the verifier algorithm will initialize the state st := DS.Start(x).
Since the oracle is queried only once, a value s, is always returned by D2SQuery when queried on x.

Then, the verifier proceeds running DS.Absorb(st, 7||@) after encoding the prover message &; = o; ().
Internally, DS.Absorb procedure will chain calls to the random oracle wrapper D2SQuery which, since
it never aborts, will always produce different capacity states. When querying D25Query on the last
permutation state s, the procedure BackTrack invoked on s; will return (1,x, 7, ;). This is shown
by inspection, noting that a single chain exists since each capacity state is different and used only once.
Then, a query to f;(x, bin(7), gpl_l(&l)) is made. Since ¢ ' o ¢, is the identity (p,; being injective),
©1 (@) = o, and the output is exactly p;. The output is then mapped into the permutation’s alphabet
sampling a preimage via 11 ! (p1). D2SQuery is then programmed to return blocks of it when permutation
queries are chained starting from s;, which are recovered by the verifier via DS.Squeeze and mapped into
the verifier message space via ©; (p; ). Since ¢ o 1y Lis the identity, the output is exactly p; and the first
verifier message is equal to the one produced by VS{d (x, ).

The cases for i > 1 (i € [k]) proceed analogously and thus, as claimed, the two distributions are identical.

O]

L: (hvp'/p_l) <;,Z)G()\vn)

g U (({0,1)5" x T° x T W x . x 2@ o 3O, )
e U (({0, 1157 x 32 x 5 L 2@, Mv,i)ie[k])
F U (10,115 X {0,117 X My, x oo X My, = My ey
f < De(An)
trp (tep — - g - =1ee - “Lofop L =
5 (X,ﬂ') 75h,,p,p ! ,PDQSQuery ,PD2SQuery¢ PDZSQueryw o DZSAIgof('P)
e B efam "
) PR Gom)
4:  tr:= D2STrace(trp||try) (¢71,¢)(tr75\|trv) <p71(tr75\|trv) tra||try,

5: return (b,x,m,tr)

1

try, [ =
b vh,p (X, 7T) VDZSQuery‘q (X, T() VD2SQuery

Figure 4: Hybrid experiments Hyb,, Hyb, , Hyb, , Hybs, for Lemma 5.1.
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6 Soundness and knowledge soundness

We formally state and prove the theorems about soundness and knowledge soundness for our Fiat—Shamir
transformation (in particular, the two theorems below formally restate the two bounds in Theorem 1). Let
IP = (P, V) be a public-coin IP for a relation R. Let ¥ be a finite alphabet and cdc be a codec for IP over
3 with bias ey, (see Definition 4.1). Let D¢ be an ideal permutation distribution over ¥ with capacity
¢ € N and rate r € N (see Definition 4.2). For a salt size 0 € N, let NARG := DSFSIIP, cdc, J] be the
non-interactive argument for R in the Ds-oracle model constructed in Construction 4.3.

The theorems below rely on the following expressions for a query bound 6, (¢), an additive error 7, (\, t),
and a privacy parameter J,:

t
0,(t) = | ——F—=| <t,
minge| {MW
4% + max;e ] Vpr(i)—‘ (t + max;e[ gpr(i)> ey
(A1) = Blk + 3 eei(Ain) and
1€[K]
J, = dlog || .

Theorem 6.1 (soundness). If |P has state-restoration soundness error €, (see Definition 3.13) then NARG
has soundness error eypre (see Definition 3.4) such that, for every security parameter A € N, query bound
t € N, and instance size bound n € N,

ENARG()‘7 t, n) < 5?5(5*7 9*(t7 n)) + 77*()‘7 t) .

Theorem 6.2 (knowledge soundness). If |P has rewinding state-restoration knowledge soundness error
Ky with extraction time et (see Definition 3.15) then NARG has rewinding knowledge soundness error
KNARG ()\, t,n,05(A, n)) with extraction time ety ¢ (See Definition 3.7) such that, for every security parameter
A €N, query bound t € N, instance size bound n € N,

* KnARG ()\,t,n, 575()\,n)) < Kp (6*,9*(t),n, 5;5()\,71)) + 0, (A, 1), and

o etypc(N, 1,1, 05(N, 1), 75(A\ n)) < ety (0,,0,(t),n,05(A\ n), 75(\,n)) +t*-logt- ((r+¢*) log S| +
Above,

0p(A,n) = 85N\ n) + 0.\ 1)
Th(n), =T\ n) + - logt- ((r+c*)log|Z| +n).
Moreover, if the IP state-restoration extractor is straightline (see Definition 3.13) then the NARG extractor is
also straightline (see Definition 3.5). In this case:

o the (straightline) knowledge soundness error is kyspe( N, t,n) < kip (64, 0,(t),n) + 0, (N, t); and
o the (straightline) extraction time is €ty (N, t,n) < ety (6,,0,(t),n) + 2 logt - ((r+ ) log |2+ n).

The proof of Theorem 6.1 is in Section 6.1, and the proof of Theorem 6.2 is in Section 6.2. Both theorems
are proved by using Lemma 5.1 to reduce the security property (soundness or knowledge soundness) to the
corresponding property for the basic variant of the Fiat—Shamir transformation (Section 3.6).
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6.1 Proof of Theorem 6.1

We reduce the soundness of (P, V) := DSFSJIP, cdc, 6] (Construction 4.3) to the soundness of (Pyq, Vi) =
FS[IP, 4,] (Construction 3.16). Specifically, by Lemma 5.1, every (ty,t,, t )-query malicious argument

prover P for DSFS[IP, cdc, 6] can be translated to a 0, (th,tp, tp_l)—query malicious argument prover

Petq = D2SAlgo(P) for FS[IP, d,] that “behaves the same” up to an additive error 7, (A, (£, 1, tp—l)). The
result then follows from Theorem 3.17, which states that the soundness of FS[IP, ¢,] is determined by the
state-restoration soundness of IP. Specifically:

8NARG(A7 (th7 tpv tp’1>7 TL)
(x| <n

—pr| Ax¢L(R) )
L AV () =1 (x,7) « PP

h,p,p ') « De(,
(h,p,p) = De(Am) (by Definition 3.4)

[ x| <n

<Pr| Ax¢ L(R)

L A VS{d(x, m) =1
< Erspip,s, | (A, 0, (tp, 1y, tp_l)7 n) + 0. (A, (th, tp, tp—l)) (by Definition 3.4)

< ep (04, 0, (tp, Ty, t1)sn) (A, (ty by, 1)) (by Theorem 3.17)

f < Dp(An)

(56, ) D2SAIgof(75) + 1A, (th, Ty, tpq)) (by Lemma 5.1)

where 0, is defined in Eq. 21. Finally, by combining the above derivation with the definition of
NN (s Ty, t )) in Equation 5 in Lemma 5.1, we obtain the upper bound claimed in the theorem:

ENARG()‘a (thv tp? tp*1 )7 TL)
< ep (05, 04 (tps L, t ),n) + (A, (B, t o ) (by the above derivation)
= slsPr((S*a 0*(th> tpa tp*1 )a TL)
b (b3t +2Lp+ 1)+ (6, +Lp) (21, +3Lp—1)+ _1 (26,42t _1-1)

o (by Equation 5)

+ Zie[k] Ecdc,i(/\a TL)
0 maxa 2] (trmenen0)
cdc,z\ 7Y

|Z|C i€]k]

— 26, 0,(8),m) + (A 8). (by definition of 7, (\, £))

S 8?5(5*7 9*(t)7 n) +

6.2 Proof of Theorem 6.2

First we describe how to obtain a knowledge extractor £ for V from the knowledge extractor 4 for V,y; this
additionally relies on the two algorithms D2SAlgo and D2STrace from Lemma 5.1.

Construction 6.3. Let .4 be the knowledge extractor for V4. The knowledge extractor £ for V receives as
input an instance x, argument string T, query-answer trace tr of the argument prover P, query-answer trace
tr, of the argument verifier, and (black-box access to) the IP prover P, and works as follows.

E(x, m,tr, tr,, P):
1. Compute the query-answer trace trgy = D2STrace(tr||tr,).
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2. Set trgy , to be the suffix of trgy of length k.
3. Let Pyy = D2SAlgo(P).

4. Compute W = Eg (X, T, trsd, trerd 755td ).
5. Output w.

We reduce the knowledge soundness of (Pgy, Vstg) := DSFS|IP, cdc, d] (Construction 4.3) to the
knowledge soundness of (P,V) := FSIIP,d,] (Construction 3.16). Specifically, by Lemma 5.1, every
(th, tps t - )-query malicious argument prover PP for DSFS[IP, cdc, ] can be translated to a 0, (ty, t,,, tp—l)-

query malicious argument prover Py = D2SAlgo(P) for FS[IP,§,] that “behaves the same” up to an
additive error 1, (A, (tp, t,, t )). The result then follows from Theorem 3.18, which states that the knowledge

soundness of FS[IP, ¢, ] is determined by the state-restoration knowledge soundness of IP. Specifically:

"{NARG(}‘a (th7 tpa tp_l)v n, 03

)
(h,p,p ) Ds(A,n)
p |AX|(Sn)¢R (3, m) < WMI (by Definition 3.7)
=Pr X, W ) y Definition 3.
Ab=1 b<t—VVh’p(X>7T)
I w — E(x,m,tr, tr,, P)
[ (hop,p~ ') Ds(A, ) ]
tr 3h,p,p
x| < n (XtT&')<—P PP
=Pr| AN(x,w)¢R btV " (x,m) (by Construction 6.3)
Ab— treq == D2STrace(tr||tr,)
trsea,, 1s the suffix of trgy
B W 4= Egq (X, T, trgq, tretd v Psta ) i
_| < .f(_DlP()‘n)
x| <n
= & pf
<Pr| A(x,w) ¢R l() tr”)V std + 0, (A, (th,tp,tp—l)) (by Lemma 5.1)
ANb=1 A td(X )
L W gstd(xaﬂ-vtntrw d)
< Fnare (A, (En, tps tp_l), n, (5755td) + (A, (tg, tp, t _1)) (by Definition 3.7)
< Knare <)‘7 0, (th, tps tp*1)7 n, 575 + 1. (A (T tps tp* ))) + 1, (A, (s tps tp*)) (by Lemma 5.1)

< (5*,9 (b byt 1)1, 05 + 0, (A, (th,tp,tp_l))) + (A (tytpt 1)) . (by Theorem 3.18)

Finally, note that n, (X, (tp, t,, tp—l)) < n,(A, t) (as argued in Section 6.1).

Next, we discuss the running time of £ on P. The extractor £ runs D2SAlgo on both traces in time
ty, - n - logty + (t, + tp71)2 - (log(t, + tp—l) +logty) -c- ((r+c)-log|S| +n)+t,- (tcp” + ty), and

then emulates the execution of gy on Pyy = Psa(P). We deduce that

etyarc (A, (th7tpatp*1> n 5737779)

< etlss(d*ae*(thvtpytpfl) n, 5 W TP )+

std

ty, - n-logty, + (t, + tpf1) - (log(t, + tp71) +logty) - c- ((r+c)-log|X| +n) +t,- (tcpfl +ty) -
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: 2
Since 0p < 0p + (A1), 75 < Tp Aty - logty + (T, + tp—1) - (log(t, + tp—l) +logty,) -c- ((r+
c)-log|X|+n)+t,- (t¢_1 + ty), and using Theorem 3.18 we get that
etNARG(Av (th’ tpv tp—l)a n, 5757 7—75)
< etlsg(é*a 0*(th7 tp? tp*1 )7 n, 5755td ) Tﬁstd)
2
+tp, - - logty, + (¢, + tpf1) - (log(t, + tpfl) +logty)-c- ((r+c)-log|¥|+n)+t,- (tcp—l +ty) -

We can simplify the expression by using the fact that ¢;, + t,, + tp—1 <t

tunsa(A, 171,35, 7) <t (84, 0,(6), 1,05 + 0.\, 1), 75 + 12 ot ((r + ) log [ + ) )
+ 12 logt - ((r+ c*)log S| +n).
The straightline case. The above analysis directly specializes to the straightline case. Suppose that E* is a
straightline extractor (Dgﬁnition 3.13): it is a deterministic algorithm that does not need access to the IP
state-restoration prover P*". Then, by Theorem 3.18, £ is a straightline extractor (Definition 3.5): it is a
deterministic algorithm that does not need access to the argument prover Pg4. In turn, £ in Construction 6.3
is a straightline extractor (Definition 3.5): it is a deterministic algorithm that does not need access to the

argument prover P. In this case, the knowledge soundness error bound does not depend on the failure
probability of the prover, and simplifies to

Finara (As (s T £-1),m) < Kip (0x, 05ty 1), 1) + (A, (s 1))
< Kip (00 O (ts b 1), 1) + 10 (A, ) -

Similarly, the extraction time bound does not depend on the failure probability or running time of the prover,
and simplifies to

etNARG(A> (th7 tp: tp*1)7 n)
< etlslf((s*a9*(th7tpatp*1)vn)

2
+tp, - - logty, + (1, +tp—1) - (log(t, +tp—1) +logty)-c-((r+c)-log|X|+n)+t,- (t¢_1 +ty) -

We simplify the expression using ¢;, +t,, + tpfl <t

Ctyane (M ,1) < etip (3, 0,(t),n) + - logt - ((r + ¢*) log [Z] + n) .
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7 Zero knowledge

We formally state and prove the theorem about zero knowledge for our Fiat—Shamir transformation. Let
IP = (P, V) be a public-coin IP for a relation R. Let X be a finite alphabet and cdc be a codec for IP over
> with bias €.y, (see Definition 4.1). Let D¢ be an ideal permutation distribution over ¥ with capacity
¢ € N and rate r € N (see Definition 4.2). For a salt size 6 € N, let NARG := DSFSIIP, cdc, J] be the
non-interactive argument for R in the Dg-oracle model constructed in Construction 4.3.

Theorem 7.1. If|P has honest-verifier zero-knowledge error z, (see Definition 7.3) then NARG has zero-
knowledge error zyxc (see Definition 7.4) such that, for every security parameter A € N, query bound t € N,
and instance size bound n € N,

Lt Tl
|2‘min(5,c) |E’T+C '

ZNARG()\atvn) < Zp+

The definitions of honest-verifier zero-knowledge for IPs and zero-knowledge for non-interactive arguments
are in Section 7.1. The simulator is in Section 7.2. The analysis of the simulator, establishing the theorem, is
in Section 7.3.

7.1 Definitions for zero knowledge

Definition 7.2. The IP verifier’s view in |IP = (P, V) on the instance-witness pair (x,w), denoted
View,, (P, V,x, w), is the random variable (x, p, (az’)ie[k]) where:

* pis a random choice of randomness for the IP verifier V; and

* (@;)ic[ are the prover messages received in an interaction between P (x,w) and V (x, p).

Note that the honest IP prover P (x, w) may use its own private randomness (and is not part of the IP verifier’s
view). If the IP is public-coin then the view shows each round’s randomness: (x, (Pi)ieis (ai)ie[k])'

Definition 7.3. IP = (P, V) for a relation R has honest-verifier zero-knowledge error z, if there exists a
polynomial-time probabilistic algorithm S such that for every instance-witness pair (x, w) € R the following
random variables are z,(x)-close in statistical distance:

View,;(P,V,x,w) and S(x).

We additionally define zp(n) == max wer Zp(X).

Ix|<n
Definition 7.4. A non-interactive argument NARG = (P, V) for a relation R has (adaptive) zero-knowledge
€ITOr 2y (in the EPROM) if there exists a probabilistic polynomial-time simulator S such that, for every
security parameter A € N, query bound t € N, t-query admissible adversary A, and instance bound n € N,
the following two distributions are zysge(, t, n)-close in statistical distance:

f < D(\n) f< D\ n)
o (x, w,aux) « AT o (x, w,aux) « AT
D.... = { out e Pf(x,w) and D, = < out (7 1) Sf(x)
out < Af (aux, 1) out + A (aux, )

Above, A is admissible if it always outputs x, w such that (x,w) € R and |x| < n. With f|u], we denote the
function f modified to be consistent with the query-answer list .

In the simulated-world experiment (the one on the right), the simulator has access to the random oracle,
and “programs” the random oracle via a list u of query-answer pairs.
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7.2

The simulator

We describe the simulator S that we use to establish zero knowledge for NARG.

Construction 7.5. The simulator is an algorithm S hup (x) that works as follows. Below we denote by S the
honest-verifier zero-knowledge simulator of |P (see Definition 7.3).

S"P(x):
1. Sample a simulated view of the IP verifier: (x, (Pi)icls (ai)ie[k]) +— S(x).
2. Initialize the sponge state with the instance: st := DS.Start” (x).
3. Sample a random salt T € ¥,
4. Absorb the salt: sty := DS.Absorb” (sty, T).
5. Fori=1,...,k:
(a) Encode the prover message: o; ‘= p;(ay).
(b) Absorb the encoded prover message: st; == DS.Absorb?(st;_;, &;).
(c) Sample an encoded verifier message: p; < 1; 1(pi).
(d) Sample (ju,;, upq’i,sti) « ProgramBlocks(i, st;, p;) (see below).
6. Set the argument string 7 = (T, (0;);c[i])-
7. Let py, be the empty list. (The oracle h is not programmed. )
8. Set pu, to be the concatenation of the query-answer lists ( upﬂ-)ie[k}.
9. Set i1 to be the concatenation of the query-answer lists (upﬂ’i)ie[k}.
10. Set j1 = (fup,, fhp, upﬂ) to be the list of all programmed locations for the oracles.
11. Output (7, ).

Note that S does not query the inverse permutation p_1 and does not program h.

Programming blocks. The auxiliary procedure ProgramBlocks used in Construction 7.5 outputs the
permutation blocks to be programmed: it receives as input the round index i € [k|, a sponge state

st € X" x [0, 7] x [0, r], and a message p; € ¥ and outputs a query-answer list 1, for the permutation

oracle p, a corresponding query-answer list 1,1 for the inverse permutation oracle p_l, and a new sponge
state st; corresponding to the sponge state for the next round.

ProgramBlocks(, st, p;):

7.3

R U

Set Ly, (i) := [Z"Tﬂ-‘

Parse the sponge state st as a tuple ((sg o, 8¢,0), ia; %s)-
For every j € [Ly ()], sample random s, ; < U(X°).
Sample random z; « ¢/(X" (v (@ med 1)y,

Parse p; |z; into segments (Sg 1, Sg 2, - - - » Sk, Ly, (7)) €ach of length 7.

Set p,,; == ((SR,Z'—17 Sc,i—l)v (SR,iﬂ sc,i>)ie[LV(i)} and Hot i = ((SR,i7 sC,i)v (SR,i—lv Sc,i—l))ie[LV(i)]‘
Set st; = ((Sk, Ly (i)s Sc,Ly (i) ia» Bs) Where i, = 7 and i := £y (i) mod 7.

Return (g1, ;, Hot g st;).

Proof of Theorem 7.1

We prove the theorem via a hybrid argument; hybrids are summarized in Figure 5. Throughout we consider an
(admissible) adversary A that makes at most ¢, queries to h, at most t,, queries to p, and at most tp_1 queries
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to p_l. We show that the statistical distance between D, ., and D, , by adding the errors across all hybrids,

s tp +1 (tp + 1) - Diepq [ (D)/7]
it i)Y, i)/r
P p P P ielk] ¥V
+ . + + g Ecdei(A,m) .
‘E|m1n(6,c) ‘2’T+c P d,( )

Zp (1)

The bound in the theorem statement follows from the fact that ¢;, + ¢, + tpﬂ <t.

Hyb,. This is the distribution D,_,. The argument prover is displayed in Figure 5 in the non-boxed lines.
To simplify hybrid exposition, the argument prover also computes the last verifier message p, (even though it
does not use it).

Hyb, . In this hybrid we program the permutation p. We alter line 11 and, instead of using DS to produce

encoded verifier messages, we sample fresh p; < U (EzV(l)), U (EeV(k)) uniformly at random
and use the procedure ProgramBlocks (see line 6) to obtain query-answer lists used to program the oracles p
and p~'. Overall, L, = > iei Lv (1) = Xiepq [4v (i) /] locations are programmed.

Claim 7.6. The statistical distance between Hyb, and Hyb, is at most

tp + tpfl N (tp + tpfl) : Zie[k] Mv(i)/ﬂ
DR DS |

We prove the claim by showing that Hyb, and Hyb, are perfectly indistinguishable conditioned on a
certain bad event not happening, and and upper bounding the probability of this bad event.
Consider the following two predicates.

* Fiart- For a query-answer trace tr and permutation state s, € ¥"¢, we define the predicate

. 113 / + AR / ¢« —1» / LR}
Estart(trsz) = Elsl ex™: (p aSOasl) etr Vv (p ' 731730) etr.
* Egquecere- For a query-answer trace tr and permutation states Sy, ..., Sy, € >"¢, we define the predicate
T r+c . < ”
Esqueeze(tr7 (817 ) SLV)) =%duve [LV - 1] » Sout € by * Sout 7é Si+1 A ( PS8, Sout) ctr.

Next, consider the following two events.
* In Hyby, Ej is the (bad) event that F,.(tr, 89) V Esqueere(tr; (81, - - -, 81,,)) holds, where:

— tr is the query-answer trace of APPP 1 at the end of line 2;

— 8¢ is the permutation state in st after absorbing the salt 7 at the end of line 5; and

- S1,...,8g, are the permutations states in the encoded verifier messages P1,- -, Pk produced by
DS.Squeeze? in line 11 (across all k rounds).

* In Hyb,, E, is the (bad) event that F,.(tr, $9) V Esqueere(tr; (81, - - -, 8,,)) holds, where:

— tris as above (tr is the same in Hyb; and Hyby));

— 8qis as above (s is the same in Hyb, and Hyb,));

- 81,.- -, 8[,, are the permutations states contained in the query-answer lists (1, ;);c[ and ('pr—lﬂ,)ie[k]
produced by ProgramBlocks in line 11 (across all k rounds).
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We argue that Pr[E,] < Pr[E;]. This follows from observing that E, is identical across Hyb, and Hyb,,
and that E,ce e never holds in Hyby (because there is no programming) In fact, p’s outputs are consistent

and therefore

(3] [ I I . J— / —_— /
\V/( p 7'susout)? ( p ’Smsout) etr: 8, =8, = Sout = Sout>

which implies that E
Pr[E]

<Pr Estart(tra SO)

queeze

never holds. Therefore:

(h,p,p_l) — De(/\7n)
(x, W, aux) <= Ah’p’;{l

T +— Z/{(Eé)

st} == DS.Start” (x)

sty := DS.Absorb” (stg, T) |
(h, p, pil) — DG()\7 TL)
(x, W, aux) <= Ah’p’pil
T U(Zé)

sty = DS.Starth(X)

1 Pr| Bueese(tr,(s1,...,81,)) | Sto = DS.Absorb(sth, 7)

= Pr Estart (tr, SO)

< Pr[E].

for:=1,...,k

a; = g;(a;)
st; := DS.Absorb?(st;_;, &)

(hyp,p ") ¢ De(An)
(x, W, aux) <= AhPp
T U +0
stf) := DS.Start” (x)
sty := DS.Absorb” (stg, T) |

We argue that Hyb, | E identically distributed to Hyb, | E:

(a,aux;) == P(x,w) if i = 1 else P(aux;_1,p;_1)

(P, st;) == DS.Squeeze” (st}, £, (i));  p; = 1;(P;) i

* In Hyb,,, p’s answers are uniformly and independently sampled in >"¢ and there is no programming.

* In Hyb,, the permutation states sy, . .

Since F; does not hold,

Ve [Ova_l]: (‘p’,sb, Sout) Etr = Sout = 841

which implies that p’s answers are consistent.

Together with Claims 7.7 and 7.8, this implies:

A (Hybo, Hyb1) < max(Pr[Ep|, Pr[Ey]) + A (Hybo ‘ FOv Hyb, ’ E)

= PI‘[E]_] + O

tp+ tp’1 (tp + tpfl) : Zz’e[k} [4y(3)/r]

- |E|min(5,c) + |E‘T+C
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Claim 7.7. The following holds:

Pr Estart (tr7 SO)

(hyp,p~") = De(A,n)
(x, W, aux) - Ah’p’pil
T U

st(, := DS.Start” (x)

sty := DS.Absorb”(st;, T) |

iy + tpfl
- |E‘min(§,c) ’

Proof. Let Ls := [§/r] be the number of blocks in the salt string 7. Without loss of generality, we assume that
A queries x to h and let s, 71 = h(x) € X be the query answer. (Construct the (t;, + 1,1, t )-query

adversary A’ that internally runs A and, after A outputs (x, w, aux), queries x to A and outputs (x, w, aux).)

We distinguish two cases.

e Case 1: Ls =1 (i.e. § < r). The permutation state s is (70", h(x)) € &' °. Therefore:

)+ De(A,n)
(x, W, aux) <- Ahpp

Pr Estart(trv 30) T < U(Eé)

stf) := DS.Start” (x)

sty := DS.Absorb”(st(, T) |

(h,p,p~

(h,p,p~") ¢ De(\,n)

<Pr|(p,sg,) €tr

So

tp tp_l

< + .
= =

* Case2: Ls > 1(i.e. § > r). Parse 7|0

]
(x, w,aux) <= A"PP
T UE)

r—0
= (71077, h(x))

r—(6 mod r)

+Pr|(p ", 89) €tr

(h,p,p~ ") + Ds(A,n)
(x, W, aux) <= Ah’p’[l
T U

so = (70", h(x))

into the sequence of L; blocks (sg 741/l [/Sk,0)

that are to be absorbed. Either all these blocks appropriately appear in the trace, or they do not.

(a) Suppose that there exists a sequence of queries to p that match the salt, i.e., 38¢ _1,49,--., 8¢, 1 € ¥

such that

Vje{—L(;—i-l,...,O}Z

Then:

Pr Estart (tl’, SO)

(h,p,p ") Ds(A,n)
(x, w, aux) <~ AhPp
U

stf, := DS.Start” (x)

st, == DS.Absorb”(st(, T) |
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(h,p,p~") ¢ De(\,n)

—1
Vje{-Ls+1,...,0}: (x, w, aux) <= A"PP

< Pr [3 b
N (‘" (Srij—1:7)s (Srys ) €tr | 7 U(X%)
—(6 d
(S, 11l |8m0) = (07~ mod ™)y
(hvpvp_l) — DG()‘)WL)l
4 Pr Vje{—-Ls+1,...,0}: (x, w,aux) < A"PP
(P, (8ry»)s (Srj—157) €tr | 7 Z/I(EJ)
—(6 d
(Sn—ryr1ll - lI8m0) = (r]l07~ @ modm))
t t 1
<P 4 2
TP

(b) Suppose that some blocks of the salt do not appear in the trace. Denote with ;j* the last such index:

Bsc_rs40:--->8c,1 € X° such that
(P’s (8rj—1,80,j—-1) (8r,j» 80 j)) € tr
AP, (k> Sc,5)s (Smyjm1,8c,j—1)) € tr.

-k

(22)

max .
je{—Ls+1,...,0}

In this case, while absorbing the salt in line 5, the capacity state s, 41 is sampled uniformly at
random from X%, and coincides with a query to the permutation oracle from the adversary. That is,

(h,p,p_l) — De()‘v n)
(x, W, aux) <— Ah’p’p_l
T U

stf) = DS.Starth(x)
sty := DS.Absorb”(st(, T) |
(h,p,p_l) — ,D@O‘v n)

—1
(x, w,aux) <& A™PP

Estart (tl’, 30)

35" as per Eq. 22 A

1
<Pr (‘P55 (- 804%)) € tr T U’ C
Sc,—L5+1, RN 3070 — U(E ) 6 )
) (Snr,r1ll -+ lI8m0) = (w07~ modr)y |
_ (h,p,p™") D.(\n) _
tr ghpp”
Jj as per Eq. 22 A (X,W,auxé) <A
+Pr (‘p—l’ ( S .*) ) c tr T <_U(E )
Y\ T, )
J 807_L5+1, ey 8070 — u(zc) 6 )
) (r—rgt1ll -~ sn0) = (T”()T_( mo 7’)) |
ty tpfl
< .
S |E\C + ]Z\C
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Putting together all above (mutually-exclusive) cases, we conclude that:

B (h,p,pil) — DG(A’ n)

(x, w, aux) <= Ah’p’pil

Pr Estart(tr7 80) T < U(E5)

sty == DS.Starth(x)

sty := DS.Absorb” (st, T) |
Lotoot to ot byt

< max{ |E‘6 + ’2|5, ‘2’6 + ’2‘57 |E’C + |E’C} ’Z‘min(é,c) .

Claim 7.8. The following holds:

(h,p,p ') De(A,n) I
Pr Esqueeze(tr7 (517 s SLV)) (X, w, aux) & Ah,p,p < (tp + tpfl) ’ |E|7rv+c :
S1,-- "SLV < U(ET+C)

Proof. The adversary A makes at most ¢,,, -1 queries to the oracles p, jo_1 respectively, and has to guess any
of the L, states that have been sampled uniformly at random. In other words:

(hvpvpil) — DG()‘> 7’L)

-1
Pr Esqueeze(tra (817 ] SLV)) (X, W, aux) <£ Ah,p,p
S1,..., 8L, — UET)

(hvpvpil) <~ DG()‘JE)I
<Pr|3ve(Ly —1]: (9,8,°) €tr| (x,w,aux) < AWPP
S1,..., 8L, — UET)

o))

Ly,
< (tp +tp71) . |E|T+C .

O]
Hyb, . In this hybrid we modify line 11. In each round i € [k], we sample p; € 2@ in a different way:
sample p, < U(Ez"(i)), set p; == 1;(p;), and sample p; < z/Ji_l(pi).
Claim 7.9. Hyb, and Hyb, are perfectly indistinguishable.

Proof. We argue that, for every i € [k], the distributions of p; € niv@® ip Hyb, and in Hyb, are identical.
By definition of statistical distance, we have:

A (UEYD), (5 oot (V)

56



| 2 —uEv)
= Y |Pr [w’ =z ‘ x — U(Eé"(l))} —Priz’ =z| y=y()
pestv® 2 1 (y)

Letx == {m/ e xivl, () =, (a:/)} be the set of representatives of x in v /1;. Recall that 1; ' ()
samples uniformly at random a preimage of y. Then:

A (uEVO), @ o v ou) (=)

1 .
= 2 v Prie’ == |2’ « U(z)] -Pr[wi(m/) = () ‘ o M(ng(z))}‘
zexiv®
1 . ' ' tv (i)
- Y | e = ) | )
I S S
extv(® ‘E|€V(Z) |i| |Z|ZV(1)

O]

Hyb; . In this hybrid we modify line 11 (relative to Hyb,). Specifically, we compute the encoded verifier
message p; as follows: sample a verifier message p; <— U(My, ;) and set p; v ().

Claim 7.10. The statistical distance between Hybs and Hyb, is at most ;¢ €cde,i(A, 7).

Proof. The IP prover uses the verifier messages (pi)ie[k] to compute its messages (ai)ie[k]. (The last verifier
message p) does not affect the prover messages.) Observe that:

* In Hyby, (p;);ci are decodings of random encoded verifier messages: p; := ;(p;) for p; + U (EZV(i)).
* In Hybg, (p;)ie[x are random verifier messages: p; <= U(My, ;).

The claim follows from the fact that each 1; is €cqc ; (A, n)-biased. O

Hyb, . In this hybrid we replace the IP prover P with the IP simulator S. Instead of computing the prover
messages (;);e[x as in hybrid Hyb, (line 8), we compute («;);c[i) using the IP simulator S (line 6); the
verifier messages sampled in line 11 are replaced with the simulated verifier messages from line 6. By
inspection, this hybrid corresponds to the distribution D, .

Claim 7.11. The statistical distance between Hyb, and Hyb, is at most zp(n).

Proof. The statistical distance is the distance between real and simulated messages, hence is at most z,,(n) by
the definition of honest-verifier zero knowledge for IPs (Definition 7.3). O]
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10 (hp,p ')« De(An)
2 (x,w,aux) = Arr”
30 T U
4: st} = DS.Start"(x)
5: sty = DS.Absorb”(sty, T)
7: fori=1,....k
B (0y,aux;) = P(x,w) if i = 1 else P(aux;_;, p;_1)

9: a; = pi(a;)
10 st} := DS.Absorb”(st;_;, a;)
11: (p;,st;) == DS.Squeeze” (st}, £y, (i));  p; = ;(P;)
pi u(zfv(i)); pi = %s(Pi); (/'Lp,'iaup_17iasti) = ProgramBlocks(i, st;, p;)

i UENEY; pi =y, (B1); Bi + i (1) (Hp,is b1 3»ti) = ProgramBlocks(i, st;, ;)

pi < UM, )5 ps ¢z’_1(Pi)§ (,u'p,i;/‘&p—l’iasti) = ProgramBlocks(i, st;, p;)
12 = ()
130 py = ,u'p,1|| t ||:U‘p,k
e pr =g |l g,

15: 7= (7, ()icn)

—1 1
16 : y(—A(h’p’p )(aux,ﬁ) A(h’p’p )[”h’“p’up_l](aux,ﬁ)

Figure 5: Hybrid experiments Hyb,,, Hyb, , Hyb,, , ! for Theorem 7.1.
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8 Implementation

We implemented DSFS][IP, cdc, 6] (Construction 4.3) in Rust as an open-source library called spongefish
(duplex sponge Fiat—Shamir), released under a BSD-3-Clause license and available at https://github.
com/arkworks-rs/spongefish.

The library is type-safe and relies on Rust’s traits, using generics, associated types, and trait bounds to
offer a generic implementation that behaves consistently across different permutation functions.

8.1 Core library and software stack

The core of our library, illustrated as a software stack in Figure 6, consists of the following components.

* A trait Unit defines the alphabet 3. for the permutation (and hash function). We only require that a Unit
can be set to zero (via zeroize: : Zeroize) and converted into bytes.

* A trait Permutation<U: Unit> defines the permutation state, of size Permutation: :R (the rate) plus
Permutation: :C (the capacity), in units U. The trait is publicly exposed, so that one can use arbitrary
permutation functions. As examples, we provide a Keccak implementation that replies on the existing
keccak crate, and a Poseidon implementation that relies on the arkworks library. Moreover, hash function
designers can implement their own permutation functions without having to re-implement the duplex
sponge construction and the Fiat—Shamir transformation.

* ADuplexSponge<P: Permutation> implementation is given, which implements the duplex construction
in overwrite mode as described in Construction 3.2, on the top on an arbitrary permutation P.

On the top of the duplex sponge implementation, we build two structures to implement the argument prover
and argument verifier in Construction 4.3.

* APrivateProverState<P: Permutations structure, which contains the NARG prover state. At its
core, this structure allows absorbing/squeezing units, and internally update the argument string. It contains:
(i) the current sponge state, (ii) the NARG string serialized so far, and (iii) the private coins of the prover.

* AvVerifierState<P: Permutation> structure, which implements the NARG verifier. This structure
takes as input an argument string, and during the verifier execution, it deserializes the string into prover
messages (as units), and feeds them into the duplex sponge to generate the verifier messages.

We exploit some of Rust’s type safety features to make the library resilient against misuse. For instance, it
is not possible to clone the prover state during the execution. Another example: by design, the NARG string
contains only those prover messages that have been included in the Fiat—Shamir transformation.

Codecs. Via extension traits' we add the ability for prover and verifier to absorb and squeeze from arbitrary
domains. In particular, a submodule codecs implements the following.

* An extension ProverMessageField<F> that provides an encoding map ¢ translating prover messages
from a field F into units U (the permutation alphabet). Supported field types are either in ark-ff (within
arkworks-rs/algebra) or £f (within zkcrypto/ff).

* Anextension VerifierMessageField<F>, that provides a negligibly-biased map 1) that sends uniformly-
distributed units into uniformly-distributed elements of a field F following Lemma B.1. The extension
supports bytes (U = u8) and field elements (U = F). The extension is implemented for both arkworks
and zkcrypto/ff.

"*Extension traits are a programming pattern that enables adding methods to an existing type outside of the crate defining that type.
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NARG Codec maps
) . ByteProverMessage GroupProverMessage
PrlvateProverState] [ VerifierState ]

argument prover argument verifier
. FieldvVerifierMessage cee
struct DuplexSponge<P: Permutation>
the duplex sponge construction

trait Permutation<U: Unit>
r4c r4c

describes p: X - X

a ol

trait Unit
the alphabet X

Figure 6: Overview of the software stack developed in the library.

* An extension GroupProverMessage<G> that provides an encoding map ¢ that compresses and serializes
elliptic curve group elements into the unit.

* An extension ByteProverMessage that allows to map units (squeezed from the duplex sponge) into bytes.
In the case of binary units the implementation is trivial, as it relies on squeezing field native units. In the
case of algebraic permutations, we follow Lemma B.1 to make sure that the squeezed verifier messages are
indistinguishable from uniformly distributed ones.

8.2 Concrete security and ergonomics

In the following, we explore some design choices and its trade-offs in security and usability.

Byte-level interface. Cryptographic libraries typically expose cryptographic objects as “opaque” byte
payloads (e.g., see PKCS#11 and the NaCL cryptography library). We take a similar approach in our library,
and make PrivateProverState the argument string themselves, which is exposed to the user as a byte
sequence. On the other end, VerifierState reads incrementally the IP prover messages from the NARG
string recovering the IP messages and re-computes the verifier messages in the correct sequence. This is
beneficial for two reasons: (i) The argument string object is guaranteed to contain all messages that have been
provided as input to the Fiat—Shamir transformation and to include those messages in the correct round.
(ii) serialization is internally made by the library, offloading the burden of delicately re-mapping verifier
messages without introducing noticeable biases, in a way that can be used also by other libraries.

Customization label. It is common in Fiat-Shamir implementations to provide a label that uniquely
identifies the scope where the NARG is being used. We provide a language to uniquely describe a protocol
where, in addition to familiar names, the prover will describe the coded cdc(A, n) and the hash function used.
A concrete customization label example for Appendix A using Poseidon with rate 3 and capacity 1 for over
BLS12-381’s coordinate field is:

"example.com <A2S1Al1>Poseidon-3-1"

Indicating that the proof acts over the domain example . com, the protocol will absorb 1 element, squeeze
one element, and finally absorb one element, using Poseidon-3-1 as hash function.

"In most implementations today, the prover returns a “NARG string” that contains all prover messages, but ensuring their inclusion
in the Fiat—Shamir transformation is left to the programmer.
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Private randomness of the argument prover. A common pattern in signature scheme implementations is
generating deterministically proofs seeding the prover randomness with the witness (e.g., see RFC6979 [Por13]).
Deterministic signatures have the advantage of retaining the cryptographic security features associated with
digital signatures, but can be more easily implemented in various environments, since they do not need access
to a source of high-quality randomness [Por13]. The argument prover PrivateProverState internally
holds the state of two sponges: one duplex sponge acting over a generic alphabet U that generates the verifier
messages of the IP protocol, and a (private) duplex sponge. Both sponges absorb the (public) prover’s
messages, but in addition the private duplex sponge can be re-seeded with external input (e.g., the witness)
and used to provide randomness that is dependent on the private information and the current IP protocol state.
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A Example: codecs for Schnorr’s protocol

We review Schnorr’s protocol: we describe a codec for binary permutation functions (where the alphabet is
Y ={0,1}), and a codec for algebraic permutation functions (where the alphabet is a field).

Let G be an additive elliptic curve group of prime order » where DL is hard, and let G € G be a generator
for G."* Let Z,, be the coordinate field of the elliptic curve. Schnorr’s protocol is a 3-message IP for the
relation R := {(X ) €G xZy: X =2G } In particular, k = 2 and the second round consists of a prover
message and no verifier message. To prove knowledge of = € Z, such that X = xG, the prover sends
K = kG, the verifier sends a challenge ¢ € Z,., and the prover sends s := k + cx mod r. The verifier accepts
if sG = K + ¢X. In our notation:

* x = X € G withn := [logy p| + 1, the size of the “x” coordinate and the sign of the “y” coordinate;

c My, = ZZ is the message space of the first prover message, seen as the affine representation of an elliptic
curve point;

s My 1 = Z, is the message space of the verifier message;

* My, = Z, is the message space of the second prover message.

Binary codec. An example of a binary permutation function is Keccak- f[1600] [Sha], which has alphabet

¥ = {0, 1}, capacity 512, and rate 1088. The binary codec for Schnorr’s protocol is a tuple (¢, l~,, ¢, 1)

where:

* v Zi — {0, 1}£P(1), with /(1) == [log p]| + 1, is the big-endian binary encoding of the “x” coordinate
and the sign of the “y” coordinate. Note that ¢, is injective, and its preimage is efficiently computable
using the elliptic curve’s equation.

* y: {0, 1}KV(1) — Z,, with £,(1) = [logr] + A, is the big-endian decoding of the given binary string
interpreted as an integer modulo r (i.e., b € {0, 1}2"(1) is mapped to Zf‘z’il) b;2" "' mod ). The additive
term A ensures that v, has bias at most 27 (see Lemma B.1).

* py: Z, — {0, 1}ZP(2), with ¢, (2) := [logr] is the big-endian binary encoding of the second prover
message.

Algebraic codec. Algebraic permutation functions typically have a larger alphabet. An example is
Poseidon [GKRRS21], whose alphabet can be set to be the field Z,, (the elliptic curve’s field of definition),
with capacity 1 and rate 2. The algebraic codec for Schnorr’s protocol is a tuple (¢, ¢y, ¢, 1) where:

* Y Zg — Z; (with £, (1) = 2) is the identity function.

* ¢y : Z, — Z, (with £y, (1) = 1) maps z to 2 mod . The bias of this map is 2%‘;&’(1) — (p mod 1)), by

Lemma B.1. If we consider a pairing-friendly elliptic curve such as BLS12-381, the bias is at most 97126,

* vy Z, — {0, 1}ZP(2), with ¢, (2) = [logr/log p], is the big-endian binary encoding of the response. In
typical pairing-friendly elliptic curves, such as BLS12-381, this map is the “identity” function, mapping an
element of Z,., seen as an integer [0, 7—1], into Z,.

A common concern, when using algebraic hashes, is the number of invocations of the permutation function.
In this example, the permutation function is invoked only once: the construction DSFS absorbs two Z,
elements, writing two elements in the rate (see Item 3a in Construction 3.2). At the end of the execution, the
state has i, and i equal to the rate of the sponge (and no call yet to the permutation function). Then, DSFS
squeezes one Z,, element from the duplex sponge, which invokes the permutation function, sets i = 0, and
then reads the first element of the rate segment in the permutation state.

“The group choice is merely an example, and captures, for instance, the elliptic curves in the SEC2 standards [Bro10]. Other
choices are possible (e.g., the subgroup of squares in Z;,, where q is a safe prime).
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B Bias of modular reduction

We state and prove a simple lemma about the bias of modular reduction, which is useful for bounding the bias
of the distribution that arises from a common decoding strategy from binary strings to prime field elements.

Consider the setting where the verifier message is a random field element in a prime field F,,, equivalently,
a random integer in [0, p—1]. Moreover, suppose that the function (or permutation) used in the Fiat—Shamir
transformation is binary, which means that one must somehow decode a field element from a (random) binary
string 2 in {0, 1}", for a sufficiently large m.

A common decoding strategy [Hao] is to interpret = as a base-2 integer and outputting its remainder
modulo p, i.e., the decoding function ¢ : {0,1}" — [0, p—1] is

P(x) = (Z xiZi_1> mod p.

=1

The lemma below directly implies that, for m := [log p| + A, the bias of 1 is at most 2. The extra
length X ensures that ¢ (F,,) = ([0, p—1]) and ¢ (¢4 ({0, 1}"™)) are close enough. More generally, for positive
integers a,b with b > a, the lemma below upper bounds the statistical distance between U([0, a—1]) (the
target distribution) and the distribution arising from ([0, b—1]) reduced modulo a.

Lemma B.1. Let a, b be positive integers with b > a, and set v := b (mod a). Let ¢, : [0,b—1] — [0, a—1]
be the function that maps x to x mod a. Then

A (UU0,0-11), 9, U(0,0-11) < 22 (a 7).

a
In particular:
* if a | b then the statistical distance is 0, and
* if [logy b] > [logy a] + A then the statistical distance is at most 277,

Proof. Letb = q-a+r with0 < r < a. Forevery y € [0,a—1], the probability that v, ,(/([0, b—1])) is

equal to y is % if 0 <y < r,and % if r <y < a. Therefore:

A (U([O, a—l])7 d}a,b(u([ov b—l])))

_ 1 g+l 1 ¢
_ke[oz,r:ﬂ a b +ke[§1] b‘
:Tb_ac(:;)—’—”'—i_(a_r) b;an

= (7o~ qa —al + (a— )l

-2 a-n)

The case where a | b is straightforward since it implies » = 0. The case where [logy b] > [logy a] + A
follows the fact that (a — ) < a®/2:

27”( ) < a? < 1
—(a—r —.
ab —a22/\—2>\
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