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Abstract

In the realm of fully homomorphic encryption on the torus, we investigate the
algebraic manipulations essential for handling polynomials within cyclotomic rings
characterized by prime power indices. This includes operations such as modulo reduc-
tion, computation of the trace operator, extraction, and the blind rotation integral
to the bootstrapping procedure, all of which we reformulate within this mathematical
framework.

Keywords: fully homomorphic encryption, residue number system, trace operator,
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1 Introduction

Non-power of two cyclotomic polynomials, which pertain to cyclotomic rings indexed by
integers M that are not restricted to the form M = 2%, carry significant implications for
fully homomorphic encryption (FHE) systems. Non-power of two cyclotomic polynomials
®), are associated with a wider variety of primitive roots of unity. Generally speaking,
this diversity allows for richer algebraic structures and facilitates computations on more
complex data types, thus enhancing the versatility of FHE schemes. In particular, we
highlight four main advantages that we believe justify the current work:

e Increased Input Space: Utilizing cyclotomic rings beyond powers of two can sig-
nificantly expand the plaintext space available for bootstrapping operations. This
makes it feasible to encrypt and perform homomorphic computations on a greater
range of data, improving the overall utility of the encryption scheme.

e Flexibility in Parameter Choices: Non-power of two cyclotomic polynomials enables
the tailoring of FHE parameters to better suit particular applications or security
requirements. This adaptability is crucial for developing practical implementations
that meet specific performance benchmarks or operational contexts.
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e Potential for Optimized Bootstrapping: With a broader range of polynomial forms
to work with, one can devise methods that enhance the efficiency and effectiveness
of noise reduction techniques.

e Beginning the Transition to General Cyclotomic Polynomials: Advancing toward
fully general cyclotomic polynomials presents several computational advantages,
which will be examined in an upcoming paper.

The standard TFHE [13] and FHEW [I8] schemes, primarily operating under the
assumption that M = 2%, have rarely been practically extended to more general cyclotomic
rings. In fact, such extensions have typically been limited to cyclotomic polynomials of
the forms M = 2%3° [21, 22] or M = t* as shown in [2], particularly for homomorphically
testing the equality of an encrypted message with a specified plaintext message. Here, we
propose an extension of both the FHEW and TFHE comprehensive frameworks to include
the class of M-th cyclotomic polynomials with M = t%, where ¢ is any prime integer greater
than or equal to 3, and « is any non-zero integer. More concretely, whereas traditional
TFHE systems often operate within the polynomial ciphertext space defined as:

ZIX)/(X% +1) and T[X]/(X¥+1), T=0Q/z,
we are addressing a broader scenario characterized by:
R:=Z[X]/(®Pm(X)) and T :=T[X]/(Pn(X)),

where M adopts the aforementioned form M = t*. The extension to the fully general case
M = t7t5?% - - -2, which introduces additional complexities as well as new possibilities,
will be elaborated upon in Part II.

In the following sections, we will delve into the processes of extraction, bootstrapping,
and fast homomorphic evaluation of the trace operator. Tasks such as blind extraction
and fast packing will be addressed in a forthcoming publication. Our objective is to clarify
the purpose of each procedure and illustrate how the original methods can be adapted
and improved or simplified for the current context. Before exploring these topics, we will
introduce in Section |3| the essential algebraic tools needed for constructing the various
algorithms detailed. Furthermore, we will provide a brief overview of standard procedures
for LWE and RLWE, including encryption, decryption, addition, and external product,
as discussed in Section [5| It is important to note that throughout this text, we consider
messages in %Zp, with applications to large integers through the Residual Number System
in mind, as explored in [6] [7, [8, ©].

We will now summarize the main content of the paper: Section [0] centers on the
extraction of the coefficient p; from the encrypted polynomial p(X) expressed in any basis
of 7. Although this process is a common practice, we propose a systematic approach
to defining it within any prime-power cyclotomic field. This section also presents an
opportunity to highlight the importance of the dual basis with respect to the scalar product
associated to the trace and sets the stage for the situation where the index 7 is encrypted-an
aspect that will be explored in an upcoming publication, as previously mentioned.

In Section [7, we redefine the standard functional bootstrapping procedure in terms
of the trace operator and the dual basis. We will show that this formulation allows for
a clear articulation of the “negacyclic” conditions that the functions to be bootstrapped



must satisfy, particularly within the context of prime-power cyclotomic fields. Moreover,
we will emphasize the advantages of considering polynomials that are not powers of two.

Section [§| offers a comprehensive overview of different traces. We will demonstrate how
standard Galois theory is utilized within our particular algebraic framework to enhance
the efficiency of computing the trace from a field to its subfield. The authors believe that
the trace operator is highly beneficial for a range of applications, which is why its factored
homomorphic evaluation holds a prominent position in this paper.

2 Related works

The selection of underlying algebraic structures, particularly cyclotomic polynomials, is a
crucial element of Fully Homomorphic Encryption (FHE) schemes, as these choices sig-
nificantly influence efficiency and functionality. Notably, several studies have investigated
the adaptation of the Number Theoretic Transform (NTT) for these polynomials, which
can greatly enhance the speed of polynomial multiplication, with efficiency gains being
especially pronounced for specific parameter selections, as demonstrated by Bajard et al.
[1] in their RNS variant of FV-like schemes. In addition to efficiency, noise growth be-
havior presents another critical concern, particularly as it differs from what is observed in
power-of-two cyclotomic rings; this issue was examined in the recent paper by De Micheli
et al. [I7], underscoring the importance of understanding noise dynamics for establishing
the parameters and overall effectiveness of FHE schemes. For instance, Kim et al. [23] ex-
plore how these polynomials specifically impact noise growth within the context of private
query processing. When employing prime-power cyclotomic polynomials, selecting opti-
mal parameters becomes increasingly complex due to the interplay between polynomial
structure, noise growth, and security considerations. Costache and Smart [I5] provide a
comprehensive comparison of various ring choices, offering detailed evaluations of schemes
that utilize different prime-power cyclotomic structures. Given the critical nature of se-
curity in FHE schemes based on prime-power cyclotomic polynomials, Eric Crockett and
Chris Peikert [16] explore significant obstacles associated with the Ring Learning With
Errors (Ring-LWE) problem. They discuss various factors that complicate the imple-
mentation and security of RLWE-based schemes, including issues related to parameter
selection, the implications of error distributions, and the impact of specific polynomial
structures on both security and efficiency. Finally, extension to multivariate RLWE with
several cyclotomic polynomials is for instance considered in [3] while Chen et al. [I1] in-
vestigate potential vulnerabilities and attack strategies that could be exploited due to the
unique characteristics of Galois non-dual RLWE families.

3 Algebraic setting

In this section, we present several basic definitions essential for the foundation of the
encryption protocol. While some of this material could have been introduced later in the
paper, doing so would have compromised clarity, as many concepts here also possess more
compact though more abstract definitions we could have relied upon. The identification
of the dual sets RY and 7" with their expressions is provided below.



3.1 Prime power cyclotomic polynomials

We begin by briefly revisiting the definition of cyclotomic polynomials, along with some
of their properties and representations when M is a power of a prime.

Definition 3.1 The M cyclotomic polynomial is defined by the formula

ou(X) =[] (X - e%”%> .
1<k<M
ged(k,M)=1

The cyclotomic polynomials are monic polynomials with integer coeflicients that are irre-
ducible over the field of the rational numbers. Except for M = 1,2, they are palindromes
of even degree. The degree of ®,;, or in other words the number of M- primitive roots
of unity, is N = ¢(M), where ¢ is Euler’s totient function. As we consider indices of the
form M = t%, where t is a prime number and « > 1, only two relational definitions are
necessary for computing the cyclotomic polynomials we need:

tth

1. Cyclotomic Polynomial for a Prime: If ¢ is a prime number, the cyclotomic

polynomial ®;(X) is defined as:
t—1
OUX) =1+ X+ X2+ -+ X =) XF
k=0

This polynomial has roots that are the primitive t*” roots of unity, and it is irreducible
over the integers.

2. Cyclotomic Polynomial for Prime Powers: If M = t“ with « > 2, where ¢ is prime,
the M cyclotomic polynomial can be expressed as:
t—1
By (X) = By(X*T) =3 Xk
k=0
This relation indicates that the cyclotomic polynomial for the prime power t“ is
derived by substituting X " into the ¢t cyclotomic polynomial. The resulting
polynomial captures the multiples of t*~! in its exponents.

We end up this subsection by stating a useful (and well-known) relation on cyclotomic
polynomials:

Proposition 3.2 Let M be a positive integer and d a coprime with M. Then
©ar(X)|@ar(X).

3.2 The cyclotomic field £ and the ring of algebraic integers R

All sets of polynomials examined in the following sections are embedded within the set
of polynomials with rational coefficients modulo ®,s, which we will refer to as K. This
set constitutes a Galois extension of QQ and possesses the structure of both a field and a
Q-linear space with dimension N = ¢(M). It is thus natural to consider the action of the
trace operator on K, the associated scalar product on K? and to develop the dual basis
of the canonical basis from which both RY and 7V can be described. In this paper, we
will use the notation P mod ®,; interchangeably to refer either to the equivalence class
P(X)+ ®y(X)Q(X), where Q € Q[X], or to the representative element P of this class.



Definition 3.3 (Field of rational polynomials modulo ®,;) The field of polynomi-
als with coefficients in Q modulo ® (X)) is defined as the quotient ring

Q[X]

= o)

— {P mod @y, P € QN—I[X]}'

The field K is also a Galois extension of Q of dimension N = o(M). We denote the ring
of algebraic integers of KK as R: it is made of the equivalence classes of K which have
representatives in Zyn_1[X], that is to say

R = {P mod @y, P € ZN_l[X]}.

The trace operator in the context of Galois extensions is a linear map from a field extension
(here K) back to its base field (here Q). Denoting the associated Galois group Gal(K/Q),
the trace of an element P € I is given by

Trep(P)= >, 7(P)eQ,

TeGal(K/Q)

where the sum accounts for the action of each automorphism 7 in the Galois group (that
is to say here the group of substitutions X ++ X for all 1 < d < M coprime with M) on
P. As the trace plays a crucial role in studying the structure and properties of K, we give
below its definition instantiated in the context of cyclotomic rings:

Definition 3.4 (Trace operator) The trace operator Tr is defined as the linear map

Tr: K — Q
P(X) +— > P(X%) mod dy (1)
1<d< M
ged(d, M) =1
The trace is a well-defined operator on /X, as its value does not depend on the particular

representative of a class in K: for any d such that ged(d, M) = 1, the cyclotomic polynomial
®/(X) indeed divides ®57(X?) (Proposition [8.1]), so that

> (P+EDy)(X) = ) P(X%) mod ;.
1<d< M 1<d< M
ged(d, M) =1 ged(d, M) =1

We are now in position to introduce the following scalar product:

Definition 3.5 (Scalar product) The scalar product (-,-) is defined on K? as follows
V(P,Q) e K*, (P,Q)=Tr(P(X)Q(X)) €Q (2)
with Q(X) = Q(X 1) mod @y = Q(XM~1) mod ®yy.

Once more, this definition demonstrates consistency since the value of (P, (Q)) remains in-
variant regardless of the particular representatives selected for P mod ®; and Q mod ®;;.
This invariance is a consequence of the relation ®3; = 0 mod ®,; (see Proposition [8.1)).
Furthermore, it is straightforward to verify that this scalar product adheres to the typical



requirements found in vector spaces, such as bilinearity, symmetry, and positive definite-
ness. This ensures that (P, Q) is both a well-defined and fundamentally sound operation
within the context of this algebraic framework.

Now, given any basis (B;)o<i<n of K, it possesses a dual basis that we shall denote
(B} )o<i<n C K defined by

V0 <i,j <N, (Bj,Bj)=0dj.

It is important to notice that the dual basis (€2)o<i<n of the canonical basis (X i)05i< N
has the following explicit form (see Proposition [8.1))

1 . ;
Q:(X) — M (Xz o XN+MM/t> , 0<i<N, (3)

=37 |+ D> 9(X)

0<j<N-1
st. [j—ily =0
T

where for 0 < i < N, [i]p;/; denotes the integer 0 < j < % such that i = j mod %
Conversely, the inverse formula is given by

o) = M) - Y i) 4

0<j<N-1
st [j—iam =0
t

A few remarks are now in order. First of all, since Qj(X) = 1_]\5[(]\] and /(X)) are
coprime elements of the euclidean ring Q[X], the Bezout identity asserts that there exist
U and V in Q[X] such that

(XU (X) + By (X)V(X) = 1

so that
U = ()" mod &y,

and it can be checked that whereas V(X) =14 1 (X — ®y/(X)) € T,

t—2
() ~H(X) = t‘“‘l(l +Y (k+1-1t) X’“¥> mod @,
k=1

€ZN_1[X]

is the representative of an element of R. In particular, it has integer coefficients. This
implies, not only that the N-dimensional Q-linear space
N-1
K= { Z A X" mod Dy, ()\0, .. -7/\N71) S QN}
=0
coincides, through the paring (-, -) and the usual identification of linear forms with elements
of K, with its dual space
N-1
K = { 3w mod ®ar, (W5 wi_y) € @N} K=K
i=0



where the last equality stems from the fact that K is a field, but also that the dual RY of
R can be identified similarly to jR. As a matter of fact, a linear form ¢ on

N-1

R = { Z n; X" mod ®y7, (ng,...,nN_1) € ZN}
i=0

is the restriction to R of a linear form defined on K and is thus the action though the
pairing (-, -) of an element Q* mod ®;; € £V = K with Q* = Zi]i_ol wiQy, ie.

30* mod @y, € KY, VP € R, {(P) = (Q*, P) € Q.

For the image of £ to be included in Z, as is required for a linear form on the Z-module
R, it can be seen that for all P mod ®,; € R with P(X) = Zi]\!ol n; X', one must have

N-1
Vn e ZN i(P) = Z win; € Z
i=0

that is to say w* € Z", or in other words

N-1
Q2 mod &)y € RY = { Zw:‘Q:‘ mod Py, (wg,...,wh_1) € ZN} = QR.
=0

The last equality is derived from the fact that (Q(’;Q])jv: _01, which forms a basis for the

Q-linear space K, also acts as a basis for RY. Specifically, we have:
(€69, Q) = (Q0, Q%) € Z

owing to the fact that Q_;€; € R. In particular, the change of basis

1 1 1
OF 719* X X
( 0>. ' :(bt(J%) ) =Py (J) , mod @y
()1, XNt XN
where
0 0
1 :
J=10 . - L | e My (Z),
0O ... 0 1 0

is cleary unimodular with inverse (I —J ¥) € Mn(Z). Furthermore, we observe in passing
that RY C ;R.



3.3 The module 7 of polynomials with coefficients in T and its dual 7

We start by recalling that the torus T is defined as the set of rational numbers modulo 1,
ie. T=Q/Z.

Definition 3.6 The quotient of the Z|X|-module K by the sub-module R is the quotient
Z[X]-module T = K/R, that is to say the set of equivalence classes

N-1

T = { Z ;X" mod Z[X] mod ®y, (z0,...,xN_1) € QN}.
i=0

Definition 3.7 The quotient of the Z[X]-module K by the sub-module R" is the quotient
Z|X]-module TV = K/RY, that is to say the set of equivalence classes

N-1
TV = { 3 wE(X) mod QFZIX] mod ®ar, (W, .. wh_y) € @N}.
=0

Remark 3.8 The polynomial product is well-defined from RY x T to TV, as well as from
R x TV toTV. Specifically, we have:

(26()21(X) + @ (X)Qu(X) ) x (Po(X) + Z5(X) + @y (X)Qs(X) )

— () Zu(X) Po(X) + 25(X) Z1(X) Za(X) + Bar(X)Qs(X)
VA

)Pa(
= Q5(X)Z1(X)Po(X) mod RY

And symmetrically,

(21(X) + @ (X)Q1(X)) x (2%(X)Po(X) + Q(X) Z2(X) + Par(X)Qa(X) )
5(X) Z1(X) Po(X) + 25(X) Z1(X) Zo(X) + @y (X)Qs(X)
$(X)Z1(X)Pa(X) mod RY

Q
Q

Here, Z1 and Zy are polynomials in Z|X], while Py, Q1, Q2, and Q3 are polynomials in
Q[X]. Note that the multiplication of a polynomial of R by a a polynomial of T also makes
sense, in contrast with the case where both are in the duals RV and TV.

Remark 3.9 Consider a linear form ¢ € L(K,Q) represented by
N-1 )
D Wi (X) + S (X)Q(X)
i=0

in K = K, where Q is a polynomial in Q[X]. The application ¢ can be consistently defined
on T as follows:

L: T = T
N—-1 A N—-1 N-1 A
3 wX 4 Z(X) + Pu(X)QX) < W (X), Y :BX> mod 1
1=0 =0 1=0



provided that (wg,...,wy_q) € ZN=Y. In fact, the value of

N-1
(22 i) + a(X)QX). 3 X+ Z(X) + Ew()Q(X))

_ NZ Wiz + < Z WEQH(X X)> mod 1

depends on Z unless (YN o' wiQF, Z) € Z, which necessitates that (W, ..., wi_,) € ZN~L.
In other words, £ is defined by an element of RY.

4 Plaintext messages in the TFHE framework

In the context of TFHE, all messages, also referred to as plaintext messages or simply plain-
texts, can be classified into two types: either as elements of the torus T, or as polynomials
within a cyclotomic ring, with coefficients that belong either to T or Z.

4.1 The set of torus plaintexts

Despite the fact that all elements of the torus can be encrypted, only a discretized subset
can be safely decrypted. This observation leads to the following definition:

Definition 4.1 (Discretized torus for messages) Let p > 3 be an odd integer. The
structure of the discrete torus Ty is inherited from (Zy,+, %), with privileged representa-
tiv

1 mods p.

The discrete torus T, C T = [—%, %) + Z is defined by T, = %Zp:

T,={-(p—1)/(2p),....(p —1)/(2p)} + Z

This definition is crucial in the design of schemes such as TFHE, where ensuring the
integrity of decrypted messages relies on restricting the plaintext space to a manageable
and well-defined subset. The choice of this discretized subset ultimately influences the effi-
ciency, security, and overall functionality of the homomorphic encryption system. It allows
the framework to balance between operational flexibility and the necessary constraints im-
posed by noise growth during cryptographic operations. Note that T,, the p-adic torus, is
a ring that is isomorphic to (Zy, +, x). Its structure can be outlined as follows:

1. Addition: The addition operation in T, is inherited from the torus T. Specifically,
for any (z,y) € T, x T):
r+y=x+ymodl.

2. Multiplication: The multiplication in T, is inherited from the integers modulo p.
For any (z,y) € T, x T)p:
x Xy = (pr)xymod 1.

'The symmetric modulo operation returns the remainder of a division such that the result is centered
around zero. For a number ¢ and odd modulus p, it maps i to the interval { —(p-1)/2,...,(p— 1)/2}7
ensuring the result is balanced symmetrically around zero.



4.2 The set of polynomial plaintexts

The extension to prime power cyclotomic rings manifests itself when considering polyno-
mial messages and all subsequent attached procedures (packing, extraction, bootstrap-

ping...).
Definition 4.2 (Polynomial plaintext) Let M be a non-zero integer and let ®p; be

the M cyclotomic polynomial. Polynomial plaintexts are polynomial representatives of
equivalence classes, either in R or in

Tp = {P(X) mod Z|X] mod @y, P € ;Z[X]} cT.

The polynomials in 7, can not only be encrypted and manipulated but also decrypted
exactly with a high probability under standard parameter conditions (see next Section).

5 LWE and RLWE encryptions cryptographic schemes

5.1 Encryption/decryption schemes in T

Learning With Errors (LWE) is a cryptographic problem widely used in post-quantum
cryptography due to its hardness against quantum attacks [30]. The LWE problem consists
in solving systems of noisy linear equations. More specifically, given a secret vector s € S”,
where S is a finite subset of Z, if we are given a set of linear equations of the form

c=A -s+e,

where A is randomly chosen matrix over a finite field (e.g., modulo Z;) and e is a random
noise vector with small entries, recovering s from the equations is computationally hard.
Of course, if A € M,,(Z,) and e € (Z4)", the actual hardness depends on how large ¢ and
n are. When it is hard enough, the LWE-problem is said to be secure.

Now, assume the LWE-problem on Z, is secure and assimilate T = %Zq for the purpose
of the following definition [12] [13].

Definition 5.1 (EncryptLWEg (1)) The LWE-encryption of a message p € T with the
secret key s € S™ is defined as

c =LWEg(p) = (a,b) € T

with
a:(al,...,an)ﬁ’ﬂ’”, e+ N(0,0°)
and
b=s-a+pu+te.

Algorithm 1 LWE Encryption of Message u
Input: Message € T, secret key s € S™.

$
1: Generate random vector: a = (aj,...,a,) < T"

2: Sample error term: e <+ AN (0,0?)
3 bs-atpute
4: Return c = (a, b).

10



Definition 5.2 (DecryptLWEs (c,p)) The LWE-decryption of a ciphertext (a,b) € T}
with secret key s € S™ is defined as

mp(b—s-a)eT,

where m, is a projection on the discrete torus T,.

Algorithm 2 LWE Decryption
Input: Ciphertext (a,b) € 7", secret key s € S, modulus p.

I: p<b—s-a
2: Return
lpel T,
D

It is clear that if ¢ = (a,b) is the LWE-encryption of a message p in T, then

molb—a-s) =
if |e| is small enough, more precisely if |e| < %. Here, the projection 7, is defined as

() = % for all p e T.

5.2 Encryption/decryption schemes in 7 and T

The security of Ring Learning With Errors (Ring-LWE) is rooted in the same principles as
the standard LWE problem [31]. As mentioned earlier, the dual sets 7 and T respectively,
while abstractly well-defined, can be represented in the following respective forms that are
convenient to work with:

T = {P mod Z[X] mod @y, P € @N,l[X]} — K/R,
TV = {Q;;P mod QAZ[X] mod &y, P e QN_l[X]} — K/R.

The Ring-LWE problem (adapted to the torus in this context) as articulated by Regev in
[31] is defined as follows:

Ring-LWE problem. For M > 1, consider the cyclotomic ring R and the cyclotomic
Z[X]-module 7. Given samples of the form

(a*, ") e TV xTY,
with b* = s - a* + ¢* and where
e a* is chosen uniformly at random from 7
e s is a secret element in R with coefficients in S;

e ¢* is a small error term sampled from a normal distribution over 7V;

11



it is a computationally hard problem to distinguish such samples from uniformly random
pairs in 7V x TV.

The security of Ring-LWE is built upon its reduction to hard problems on ideal lattices
[31], such as the Ideal Shortest Vector Problem (Ideal-SVP) and the Ideal Closest Vector
Problem (Ideal-CVP). Once again, the effective level of security depends in particular on
how large parameters M and ¢ in T = %Zq are.

Now, assume the RLWE-problem is secure. We may encrypt and decrypt polynomial
messages as follows:

Definition 5.3 (EncryptRLWE*,(1*)) The RLWE*-encryption of a message p*(X) €
TV with the secret key

N-1
S(X): ZSiXiER, (80,...,8N_1)€SN,
=0

is defined as
(X)) = RLWE! (u* (X)) = (a*(X),b* (X)) € TV x T

with )
* $ * * *
(a07'--7aN—1)<_TNa a (X): ain(X)v

i=0

N(0,02) =

(€5s-- - en_y) TV, e (X) =) Qi (X),
1=0
and

b =s-a* 4+ pu* 4 e* mod RY.
In other words, the equality holds modulo Q§Z[X] and ®pr, and b* € TV.

Algorithm 3 RLWE* Encryption of a polynomial message in 7"
Input: Message pu*(X) € TV and secret key s(X) € R.

: Generate: (ag,...,ayN_q) & TN and (€5--reN_1) M ™
a*(X) < SN Parr(X) and e*(X) < SN erQi(X)

c 05(X) « s(X) - a*(X) + p*(X) + e*(X) mod RY.

. Return ¢*(X) = (a*(X),0*(X)) e TV x TV.

Definition 5.4 (EncryptRLWE; (1)) The RLWE-encryption of a message u(X) € T
with the secret key

N-1
S(X): ZSiXiER, (80,...,8N_1)€SN,
=0

is defined as
c¢(X) =RLWE;(u(X)) = (a(X),b(X)) € T xT

12



with a = (Q3)~La* mod @y, b= (Q5)~1b* mod @y and where
(a(X),b"(X)) = RLWE (6(X) (X))

Note that
b=s-a+ p+emodR,

with e = () ~te*. The equality holds modulo Z[X] and ®y;, and b € T.

Algorithm 4 RLWE Encryption of Message u
Input: Message p(X) € T, secret key s(X).
1: Compute the RLWE*-encryption: (a*(X),b*(X)) = RLWE} (Q5(X)n(X)).
2: a4 ((Qa)_la* mod <I>M> mod R
3 b ((Qg)—lb* mod <1>M) mod R
4: Return ¢(X) = (a(X),b(X)) € T x T.

Definition 5.5 (DecryptRLWE? (c*(X),p)) The RLWE*-decryption of the ciphertext
(X)) = (a*(X),b*(X)) € TV x TV with the secret key s € R is defined as

T (b*(X) . s(X)a*(X)) €T,

where m, is a projection coefficient by coefficient (in the basis (2 (X))o<i<n) on the dis-
crete torus T).

Algorithm 5 RLWE* Decryption
Input: Ciphertext ¢*(X) = (a*(X),0*(X)) € TV x TV, secret key s € R, modulus p.
1 *(X) + b*(X) — s(X)a*(X) mod RV.

2: Return
= el
(X)) = E : p@ QF(X) e7;v.
1=0

Definition 5.6 (DecryptRLWE; (c(X),p)) The RLWE-decryption of the ciphertext c¢(X) =
(a(X),b(X)) € T x T with the secret key s € R is defined as

- (b(X) - s(X)a(X)) €T,

where T, 1s a projection coefficient by coefficient on the discrete torus Ty,.

Algorithm 6 RLWE Decryption

Input: Ciphertext ¢(X) = (a(X),b(X)) € T x T, secret key s € R, modulus p.
1 (X)) b(X) — s(X)a(X) = 2V, i X mod R.
2: Return

N—-1
=0

13



It is clear that if ¢(X) = (a(X), b(X)) is the RLWE-encryption of a message p(X) in 7p,
then
7 (b(X) = s(X)a(X)) = p(X)

if ||e]|co is small enough, more precisely if ||e]|c < %. The norm || - [ of a polynomial
denotes here, as is customary, the maximum of the absolute values of its coefficients.

5.3 Encryption/decryption schemes in R and RY

In this subsection, we describe the encryption of elements in the dual sets R and R":

R = {P mod @y, P e ZN_l[X]} C K and RY = {Qgp mod @y, P € ZN_l[X]} c K.

Definition 5.7 (EncryptGRLWE*,(1*)) Given two intergers D > 2 and £ > 1, the
GRLWE*-encryption of a message

N—-1
W(X) = 3 p0r(x) e RY
=0
with the secret key
N—-1 '
s(X) = ZsiXZER, (50,...,5n_1) € SV,
=0

is defined as

RLWE (“5Y)
C*(X) = GRLWE? (u*(X)) =

RLWE? (M}f >)

Algorithm 7 GRLWE* Encryption of Message u* € RV
Input: Message p*(X) € RY, secret key s(X), integers D > 2 and £ > 1.
1: Initialize an empty vector: C*(X) <« (.

2: for each k from 1 to ﬁ*do

3. ci(X) « RLWE! (%)

4:  Append ¢ (X) to C*(X).

5. end for

6: Return
)

CH(X)=]:

o

14



Definition 5.8 (EncryptGRLWE; (1)) Given two intergers D > 2 and £ > 1, the
GRLWE-encryption of a message

N-1

w(X) = Z X eR
1=0

with the secret key

N-1
S(X): ZSiXiER, (80,...,SN_1)€SN,
i=0

is defined as

RLWE, (452)
C(X) = GRLWE;(u(X)) =

RLWES. (“g,f ) )

Algorithm 8 GRLWE Encryption of Message 4 € R
Input: Message u(X) € R, secret key s(X), integers D > 2 and ¢ > 1.
1:

Initialize an empty vector: C(X) « 0.
for each k from 1 to £ do

¢ « RLWE, <“g,§)).

Append ¢ to C.
end for

Return

Definition 5.9 (EncryptRGSW*,(u*)) Given two intergers D > 2 and ¢ > 1, the
RGSW*-encryption of a message p*(X) € TV with the secret key

N-1
s(X) = ZsiXiER, (50,...,5n-1) € SV,
=0

is defined as

¢*(X) = RGSW (1" (X))

(GMWQF%MMMD)
GRLWE!(u*(X)) )

15



Algorithm 9 RGSW* Encryption of Message u*
Input: Message p*(X) € TV, secret key s(X), integers D > 2 and ¢ > 1.
1: Compute the RGSW* encryptions: C; = GRLWE}(—s(X)u*(X)) and C5 =
GRLWE? (p*(X)).
2: Return

Definition 5.10 (EncryptRGSW; (1)) Given two intergers D > 2 and ¢ > 1, the
RGSW-encryption of a message p(X) € T with the secret key

N-1
s(X) = ZsiXiER, (so,...,sN_l)eSN,
i=0
is defined as

CUX) — RESW, (1(X)) — ( GRLWE,(—s(X)u(X)) ) |

GRLWE; (1(X))

Algorithm 10 RGSW Encryption of Message p

Input: Message u(X) € T, secret key s(X), integers D > 2 and ¢ > 1.
1: C1 < GRLWE;(—s(X)u(X))
2: Oy + GRLWE,(u(X)).
3: Return

5.4 Homomorphic addition

We denote unambiguously by @ the addition of (R)LWE-ciphertexts and RGSW-ciphertexts,
as well as (R)LWE*-ciphertexts and RGSW*-ciphertexts,. We recall that, if ¢; and ¢ are
two (R)LWE-ciphertexts, i.e.

c1 = (R)ILWE (1) and ¢z = (R)LWE, (u2),

then
a1 ® ez = (R)LWE, (11 + p2)

where the equality means that
Decrypt(R)LWE,(c1 @ c2,p) = 1 + pio.
Similarly, if C7 and Cs are two RGSW-ciphertexts, i.e.
C1 = RGSWg(my) and Cy = RGSW,(my)

then
CioCy = RGSWS(ml + mg)

16



where the equality means that both sides are (possibly different) encryptions of mj + ma.
Finally, if C} and C5 are two RGSW-ciphertexts, i.e.

C7 = RGSW7;(m]) and C5 = RGSW(mj3)
then
CT @ C5 = RGSW(m] + m3)

In all cases, the effective addition is component-wise (with polynomial coefficients).

5.5 Homomorphic modular product

We recall that the Zy 4[X]-module Ty 4[X] is by definition endowed with a modular prod-
uct - whose counterpart on RGSW-ciphertexts is the co-called external product L. Besides,
if
C* = RGSW*(m*) € RY and ¢ = RLWE(u) € T,
then
C*Hec=RIWE:(m*-p) € T

in the sense that

C* [ ¢ is an RLWEg-encryption of m* - . (5)

The effective external product of C* and c is obtained through the vector-matrix multi-
plication (with polynomial coefficients)

C*Bec=decpy(c) C*
where decp ¢(c) = (decp(a(X)),decp ¢(b(X))) and

N-1 N—-1
decp(a(X)) = <Z decpe(ar1 X", ..., Z decB,g(aT)ng>
r=0 r=0

for some integers B > 2 and ¢ > 1. To complete the definition of decp ¢(c) we decompose

any z € T = [—3, 3) as:

V4 —0
B
T = g decB7g(x)tB_t +6(x), decpy(x), € {—-B/2,...,B/2}, |i(z)| < —5
=1

The dual product C [ ¢* is defined similarly.

5.6 Key switching

Key switching is a technique that changes a RLWE-ciphertext (or RLWE*-ciphertext)
encrypted under one key to another RLWE-ciphertext (or RLWE*-ciphertext) encrypted
under another key, without decrypting the message. This process uses a key switching key:
the key switching key, written as KSKj, _s,, is created by encrypting the first key s; using
the second key sg. This is a standard method described in many research papers (see, for
example, [12] 13} [18]), and for our purposes, we will just assume we have a function called

KeySwitchSl (X)—s2(X)
that performs this operationf]

ZWe don’t need to go into the details of how it works internally, as the process is the same regardless
of the specific cyclotomic polynomial used in the encryption scheme.

17



6 Extraction of a LWE from a RLWE

This section describes a procedure aimed at extracting an LWE-encryption LWEg(p;) of
the i'" coefficient p; € T from a RLWE-ciphertext RLWE,(p), where the polynomial
message is expressed as

N-1
wX) = Z 1i€2(X),
=0

where (2;(X))o<i<ny = (X")o<i<ny but which could be any basis of R. The connection
between s and s will be elucidated in the subsequent discussion.

The extraction operation can be articulated using the scalar product: from the poly-
nomial message 1(X), the coefficient p; can be obtained as

pi = (2 (X), u(X))
This expression is equal to y; by definition of 2. Now, considering that
1(X) = b(X) — s(X) - a(X) — e(X),

that is to say that p(X) is given in RLWE-encrypted form ¢(X) = (a(X),b(X)) € T x T,
we have the following relations:

pi = (27 (X), (X)) = {27 (X), b(X)) — (27 (X), 5(X) - a(X)) = (7 (X), e(X))
N—
= ((X),b(X)) = D 5;((X), Bi(X) - a(X)) — (2 (X), e(X))

—

.

) _g. @ _ o0

where we have assumed that s(X) is written in the basis (Bj)o<j<n as
N-1
S(X):Zsij(X) and s;j=s;_1 for j=1,...,N. (6)
=0

The values 5@, a® and e are thus defined as
b = (Q(X),b(X)), &) = (Q(X), Bi1(X)-a(X)) for j=1,...,N,
and e = (Q#(X),e(X)). Thus, we obtain an LWE-encryption of j; as
LWE; (1) = (2@, @),

In order to get explicit expressions, we can assume for instance, that B;(X) = Q;(X) =
X® and that a(X) = Y001 a;Q5(X), b(X) = YN 5;Q;(X). Using the expression of
$(X) - a(X) mod @y furnished in Lemma 8.7, we then obtain

(1)

aj = Aj—j+1 —aN,jJrlJr[i]M for j = 1,...,N,
[

and a LWE-encryption of y; as

LWEg (1) = (2@, ;).
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The dual version of this procedure can be derived in a similar fashion: given an RLWE*

encryption (a*(X),b*(X)) of the polynomial message
W

the coefficient i can be obtained as

pi = {Q1(X), p* (X))

;_n

N—

= (Q(X), b*( 5;(Q
=0

Bj(X) - a*(X)) — (Q(X), e"(X))

<.

— ) _g.al) _ o

where we have assumed relations @ The values b@, a® and e® are thus defined as

agé'):<Qi(X),Bj_1(X).a*(X)> for j=1,...,N,

b = ((X),b"(X)),
and e = (Q;(X), e*(X)). Thus, we obtain an LWE-encryption of y; as
LWE; (1) = (a®,5@).
Again, explicit expressions can be obtalned by assuming for instance, that B;(X)

Q;(X) = X* and that o*(X) = Y21 a3 (X), b*(X) = Y1001 07Q%(X). In that case

al!) = (X, 0 (X))

and using the expression of X*~7*! mod ®,, furnished in Lemma we finally obtain

(B _ =« * .
a;’ = a;_ji1— ON_ji14]i],, for j=1,...,N,
t

and a LWE-encryption of p} as
LWE,(f) = (2, 55).

Proposition 6.1 Given an encryption (a(X),b(X)) € T X T of

N-1
1182 (X
=0

with key s(X) = ZN:_OI 5;Bj(X) and an integer index i € {0,...,N — 1}, a LWE-
) of p; is obtained as

encryption with key s = (sq,...,SN-1

LWEs (1) = (a®, b)),

§i) = (Q5(X),Bj—1(X)-a(X)) for j=1,...
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If we furthermore assume that Q;(X) = Bj(X) = X* for 0 <i < N and that

N-1 ‘ N-1 '
X)=)Y ;X7 and bX)=) bX,
j=0 j=0
then
b(l) = bi and agz) = Qj—j4+1 — aN_j+1+[i]¥ fOT’ j = 1, v ,N.

Similarly, given an encryption (a*(X),b*(X)) € TV x TV of

Z HEQH (X
with key s(X) = Zé-v:_ol 5;Bj(X) and an integer index i € {0,...,N — 1}, a LWE-
encryption with key s = (so,...,sn—1) of pf is obtained as
LWEs(y17) = (a,0),
where
b = (Q(X),0"(X))  and &' = (Q(X),Bj_1(X)-a*(X)) for j=1,...,N.

If we furthermore assume that Q;(X) = B;(X) = X' for 0 <i < N and that

a*Q* and b ( b*Q*
Z Z

then

b(z) = b:( cmd a‘gl) = a:7j+1 _a}(\/—j-kl-‘r[i]% fOT .] = 17"‘7N'

Remark 6.2 Alternatively, we could have expressed

pi = (7 (X), ) = (27 (X), 0(X)) — ((X), 5(X) - a(X)) = (4 (X), e(X))

:bi—s.a—ei

by assuming

N-1 N-1
a(X) = a;Q;(X)  and  b(X) = b;jQ;(X),
j=0 7=0
and writing o
(€47 (X), s( a;( (X)s(X)),
=0

so that
aj=aj—1 and s;=(Q(X),Q_1(X)s(X)) for j=1,...,N.

This corresponding encryption is characterized by the use of a secret key with components
drawn from a larger set than the original set S, which could be a disadvantage in certain
implementations.
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Algorithm 11 LWE extraction of u; from p(X) = Zj-v:_ol pi(X) eT
Input: (a(X),b(X)) = RLWE(u(X)) € T x T, index i € {0,..., N — 1}.
1: for each j from 1 to N do

Aj < Qi1 — AN—j+1+[i]
S; < Si—1 '
end for
: bi — (b(X))Z
: Return: LWEg(1;) = (a,b;)
Note: a(X), b(X), s(X) are expressed in (£2;)o<j<n

S gk W

Algorithm 12 LWE extraction of p} from p*(X) = ZN:_OI pis(X) e TV

Input: (a*(X),b*(X)) = RLWE(u*(X)) € TV x TV, index i € {0,..., N — 1}.
1: for each j from 1 to N do
9 aj <Xi+ij+1’a*(X)>
3 Sj < Sj—1
4: end for
5
6

2 by = (0°(X))i
: Return: LWE(u;) = (a,b})
Note: a*(X), b*(X) expressed in (Q;)()SKN and s(X) in (€2))o<j<n

7 Bootstrapping in the prime power cyclotomic setting

The primary objective of bootstrapping in fully homomorphic encryption (FHE) is to
reduce the noise that builds up in ciphertext during operations, as excessive noise can
impede decryption. The key objectives of bootstrapping can be summarized as follows:

(i) Noise Reduction: Enables an unlimited number of homomorphic operations by
refreshing the ciphertext and lowering the noise level;

(i) Function Mapping: Facilitates the application of a function during the bootstrap-
ping process;

(iii) Security Maintenance: Ensures that the original data remains secure throughout
the operation.

In the context of TFHE, this goal can be articulated as follows:

Goal of bootstrapping: Given a LWE-encryption ¢ of u € T, with error e and a
function f that maps T, to T, produce a LWE-encryption of f(u) with a fresh error of
smaller size than e.

In summary, bootstrapping is crucial for the practical implementation of encrypted com-
putations in HE. A significant contribution of the authors of TFHE was the improvement
of the efficiency of their variant of FHEW bootstrapping, highlighting the need to pre-
serve this efficiency in the context of prime power cyclotomic polynomials. Therefore, it
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becomes essential to reformulate the mathematical representation of bootstrapping in a
manner that aligns with our context. The following function serves as the foundation for
our formulation of the bootstrapping process:

Definition 7.1 Given a polynomial v*(X) € TV, the bootstrap function ©,« is defined as

Op: T — T
§oe Tr(X—LM%*<X>) = (XM * (X))

It is important to highlight that this definition and its implementation retain the concepts
of the bootstrapping procedure proposed by Ducas and Micciancio [18], with the distinction
lying solely in its formulation. It is evident that ©,« is fully characterized by the values

@M&), 0<i<M-—1,

along with the observation that

VpeT, Oy (n)= G)v*(LMM)-

A homomorphic and efficient implementation of this function, essential for the correctness
of the bootstrapping procedure, must satisfy the following:

Requirement: For all 4 € T, and for all error e € T such that |e| < ﬁ

O (1+¢) = f(p) (7)

Note that condition implies that

VueT, O (u) - f(u;f”).

In this section, we aim to establish clear and concise compatibility conditions on f that
guarantee the existence of v* and explicitly determine its form.

7.1 General formulation of the compatibility conditions

Let the function F' be defined on the interval 0 <¢ < M — 1 by
F(i) =00 (57) = Tr(X 70" (X)), 0<i<M -1,

that is to say

Fi) =00 (7)) = (X,0" (X)), 0<i<M-1.
The coefficients of the polynomial
N-1
V(X) =) v i(X) e TV
i=0
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are completely and uniquely determined by the relations

F(i) = O (]:’4) — (X, 0"(X)), 0<i<N—1,

which leads to
v; =F(), 0<i<N-1.

However, the values of F'(i) for N <i¢ < M — 1 are then constrained by
F(i) = (X' v*(X)), N<i<M-1.

For N <i < M, we can express X' as
N-1
X'=Y" ByXi.
j=0

Under this condition, we find that

N-1 N-1
YN <i<M—1, F@)= Y Bijui(X),Q5) =Y BiF(j)
7,k=0 j=0

This results in M — N compatibility conditions that may be equivalently expressed in
terms of f as

. pr] P
VN <i< M -1, f(LM)z Bij f(LMW).
p = p
7.2 Explicit formulation
It is easy to check from Lemma [§.6] that
VN<i<M-1, X'=- > X7,

so that
Bij = =0i N+[jlni e

where, as is standard, ¢; ; = 1 if i« = J and 0 otherwise. The compatibility relations thus
write
N<i<M-1, F(@i)+ Y F(j)=0
0<j<N-1,
Ularye =i—=N
or equivalently
1
1, F(kta—l n r) —0.
0

-
|

M

el
I

In summary, we can state the following:



Proposition 7.2 There exists a polynomial v* € TV such that
Vi €Ty, Oy (u + e) = f(n)

for all errors e € T with |e| < 5- zf and only if the function f satisfies the compatibility
conditions

t—1 a—1 Tﬂ
V0 < r S% 7 Zf<wft +)M-|>:O‘ (8)

k=0 p

The polynomial v* are then determined by the relation
P37 1\ (o
Z 7P ).

Remark 7.3 In the specific case where p = t, the compatibility relations simplify to a

single equation: X
t_
k
>/ (3)-
k=0

This can be understood by noting that for any integer ¢ € 7, it holds that

t—1 t—1
k / k
Sr(3+5) -2 ().
k=0 k=0
It is important to note that this condition can be easily eliminated by adding a constant to
f prior to bootstrapping and subsequently removing it from the result.

7.3 Homomorphic implementation

We now convert Definition into a practical algorithm that operates on the ciphertext
(a,b), which encrypts p € T, with a secret key s:

u=b—s-a—e.

The first step, while not critical to the definition of bootstrapping, is essential for enhancing
its efficiency. This step involves re-encrypting the ciphertext with a smaller key § € S?,
such that

p=b—5§-a—eé.
Bootstrapping fundamentally entails the homomorphic computation of an LWE-encryption
of ©y+(p) from an LWE-encryption of p. Since rounding to an integer is not inherently a
homomorphic operation, it is necessary to first approximate

[Mu] = [M(b—5-a—0)]

To achieve this, we employ the collapsing strategy from [7]. For the sake of simplicity, we
suppose here that m divides 7. We denote, on the one hand,

ék:( m(k—1)+1> m(k 1)+27'--7*§mk) GSma kzlv"'aﬁ/ma (9)
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and on the other hand

ék: ( (k 1)+17 m(k 1)+27‘--7dmk) ET?7 kzla"wﬁ/ma (10)

so that

0‘)
Ms’
??‘

&

E

u+e:3

=

=1

As explained in [7], we then round partial sums § - a5 and not individual products sgag
as it is customary [12), 13}, [18]. This leads to the approximation

n/m n/m
SYPRTIEES 3h DY TOTHE 3 g )
k= ljegm k=1

where we denote d; 3 for ( ) € S™ x S™, the symbol with value 1 if i = j and 0 otherwise,
and where

= |May-j—Mb],  a,;=|Ma-j] for k=2,...,7/m and jeS™.  (12)

Note that the sum in is valid for all m dividing 7, in particular for m = 1, where we
recover the usual expression, as seen in [12], for example, or for m = 7, where the two
sides (of the approx sign) in equation become equal. We finally observe that

i/m n/m n/m
X o= JTx®==1]>. JSX‘”W—HHk (13)
k 1 k IJGSm
with
X)=> 55, XM ER, k=1,...,7/m, (14)
jesm

so that X" - v*(X) can be computed as the result of n/m successive modular products
R x TV applied from the right to the left

X7 v™(X) = Hyy(X) - (H2(X) - (H1(X) - v (X)))...) (15)
The full bootstrapping procedure involves three steps:

1. Keyswitch Operation: Given ¢ = (a,b) a LWEg-encryption of a message p € Ty,
compute ¢ = (a,b) a LWEg-encryption for a reduced size key §;

2. Blind Rotate Operation: Given RGSW-encryptions of the 55 5> computes a
RLWE;-encryption of X~ - v*(X);

3. Extract Operation: Compute an LWEg-encryption of the constant term of X * -
v*(X), which is the final output of the bootstrapﬂ

The first step is entirely standard and resembles for instance what is done in the context
of powers-of-two cyclotomic polynomials; therefore, we will omit its description. Below,
we will outline the two other essential steps in detail.

3The final LWE-key is fully specified by the polynomial key s(X) = Zj.\’:_ol s; X7 € R, and the extraction
procedure we adopt guarantees that s = (so, s1,...,SN-1).
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7.3.1 Blind rotation

Given RGSW-encryptions of the (53 5 it is straightforward to compute the homomorphic
RGSWg-encryptions of Hi(X) for k = 1,...,7n/m,as outlined in Formula . Specifically,
we have:

RGSW, (Hy) = @) (X" - RGSW,(575,) ), (16)
jesm

where the - denotes the product of the polynomial X®i € R by each of the polynomial
components of RGSWS((SJ: ék)’ all of which reside in 7V. The RLWE?-encrypted value
X" v*(X) can now be computed homomorphically according to Formula as follows:

RGSW,(Hyy /) B (... (RGSW,(Hy) B RLWEZ (v4)) . ... (17)

Note that RLWE}(v*) is defined here as the trivial noise-free zero-mask (0, ...,0,v*(X)).
Additionally, we assume that v* aligns with its definition in Proposition [7.2]for the specified
target function f.

Algorithm 13 Blind Rotation Algorithm

. Input: ¢ = (a,b) € T**! and RGSWS(&ES;C) forjeS™ k=1,...,a/m.
2: forj € S™ do
3. Compute: a; ;= |Ma;-j— Mb]
4:  for k=2 ton/m do

5 Compute: q, ; = [Ma; -j].

6: end for
7

8

9

—_

: end for
: for k=1 ton/m do
. Initialize: RGSW,(H}) = RGSW,(0)
10 for j€S™ do
11 Compute: RGSW,(Hy) = RGSW,(Hy) @ ( X3 RGSW,(5; ))
12 end for
13: end for
14: Initialize: ACC* = (0,v*(X)).
15: for k =1 to n/m do
16:  Compute: ACC* = RGSW,(Hy) L ACC*
17: end for A
18: Output: ACC* = RLWE? (X ~v*(X)) with 2 = — 30/ a5,

7.3.2 Extraction of the trace

The final step of the bootstrapping procedure mirrors the second scenario outlined in
Paragraph [0 where we have p* = v* and ¢ = +. Utilizing the output from the Blind Rotate
algorithm, our objective is to derive an LWE encryption of the trace of X ~*v*(X) from its

* . . N-1 * * *
RLWE] encryption with s(X) = 27" 5;€;(X), denoted as ACC*(X) = (a*(X),b*(X)).
Without further elaboration, we can summarize this as follows:

LWE(Tr(X "v*(X))) = (a*, bg)
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with b = Tr(b*(X)) and

a;f:<XM_j+1,a*(X)> and sj=s;_1 for j=1,...,N.

Algorithm 14 Extraction of an Encryption of the Trace
Input: ACC*(X) = (a*(X),b*(X)) = RLWE4(X "v* (X)) with s(X) = Zj.";(f 595 (X).
1: for j =1to N do
2 &l (XMt a*(X)
3 Sj < Sj—1
4: end for
5. Output: LWEg(X 0" (X)) = (a*,b) with s = (so,...,sn-1)

8 Trace operators and their homomorphic evaluations

The trace operator is a crucial concept in the study of algebraic fields and structures.
It fundamentally allows for the mapping of elements from a field extension back to the
base field. Moreover, the trace operator is utilized to analyze and manipulate algebraic
structures effectively, enhancing the security and functionality of TFHE/FHEW systems.
In this section, we will demonstrate how it can be computed efficiently and highlight its
significance for fast packing algorithms.

8.1 The complete trace and its encryption

We recall that if K is a Galois extension of a number field Ky, then the associated Galois
group Gal(K/Kp) is defined as the collection of all automorphisms of I that leave the
subfield Ky unchanged. In our context, the field K = Q[X]/®(X) serves as a Galois
extension of the field Ky = Q. It is well-known that the Galois group in this scenario
comprises the automorphisms 74 defined by

4(P)(X) = P(X?%) forall PcKk,

where d is any integer that is co-prime to M. Notably, this group is isomorphic to Z3, and
its cardinality is precisely N = (M), which also represents the degree of the extension.
In what follows, we will explicitly denote the extension and base fields in the notation of
the trace (refer to Definition as follows:

Ty, (P)(X)= > P(X%, for all PeK.

1<d< M
ged(d, M) =1

We have the following useful identities, from which the expression of the dual basis
(QF)o<i<n can be derived (see Formula (B))). Their proof is straightforward and there-
fore omitted:

Proposition 8.1 When M = t* with o > 1 and t being a prime, we have the following
identity in IC : For all n, k € Z,

. M

Trc/ico(X™) =0 if [n]arye # 0 and Tr i, <XkM/t) = Moo —

As a result, we obtain the following:
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e For any polynomial pn(X) = Z -0 Lun X e K

t—2 M M t—2
Tric i, (X)) =) (M%}z,o - t) patje = Npo — = > tkage
k=0 k=1

e For any index i € Z and any polynomial p(X) = Zn 0 unX” € K, we have

Tryc/ico (4 (X)(X)) = pa
where the definition of the coefficients p; is extended to indices i in Z as above.

Now, to derive an RLWE-encryption of the quantity Try /i, (#(X)) from a RLWE-
encryption of u(X) € T, a well-established and intuitive strategy can be employed. Start
with an encryption ¢(X) = (a(X),b(X) € T x T of u(X) using the key s(X) € R:

b(X) =s(X)-a(X)+ pu(X)+e(X) mod R.
For any integer d that is co-prime to M, we can rewrite the expression as follows:
b(X?) = s(X?) - a(X?) + (X + e(X?) mod R.

Since ®57(X?) is a multiple of ®,7(X) for all integers d co-prime to M (see Proposition), it
follows that (a(X?),b(X?)) constitutes an encryption of u(X?) with the secret key s(X%).
Next, a simple key switching from s(X%) to s(X) transforms this encryption into one of
(X% under the key s(X), which is now independent of d. Finally, by summing these
encryptions over all integers d that are less than M and co-prime to M, we obtain an
encryption of Try/x, (1(X)) with the key s(X).

Algorithm 15 RLWE Encryption of the Trace of u(X) € T
Input: RLWE encryption ¢(X) = (a(X),b(X)) € T x T of u(X) with key s(X) € R
Initialize: (ax(X),bx(X)) = (a(X),b(X)) €T x T
for d =2 to M — 1 such that ged(d, M) =1 do
Compute: (a(X?),b(X%) mod R
Perform key switching:

(aa(X), ba(X)) = KeySwitch, (xas(x) ((a(X?), (X))

2

((;LEf(X)vbz(X))  (ax(X), bs(X)) + (aa(X), ba(X))
Output: (ax(X),bs(X)) = RLWE,(x)(Tr/x, (1(X))) with key s(X)

Despite its straightforward nature, we note that the algorithm necessitates
p(M) =N = (t— 1)t

key-switches to obtain homomorphic encryptions of all quantities P(X?) from the encryp-
tion of P(X). To mitigate this cost, we will utilize a Galois tower of field extensions

Q=KycKicCc...cKkyo=K

along with the associated partial traces.
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8.2 Partial traces and fast evaluation of the complete trace

When dealing with a tower of field extensions Q C £ C K, the complete trace from K
to Q can be efficiently expressed in terms of partial traces. The procedure involves first
calculating the partial trace from X down to £, and then from £ to Q. This decom-
position effectively simplifies what might otherwise be a complex computation into more
manageable steps. We will explore these optimization opportunities further in this section.

8.2.1 Fast evaluation of the trace: a first approach

A tower of fields can be intuitively constructed by introducing, for 1 < j < «, the exten-
sions K; over Q, which have degree (t — 1)t/~1, defined as follows:

Q=Ko:= {P(XM/l) mod ®5,(X), P € @[X]} ,
Ky = {P(XM/t) mod ®p/(X),P € @[X]} ,

Ky = {P(XM/tQ) mod @ (X), P € @[X]} ;

K;

{P(XM/) mod B1,(X), P € Q[X]},

Ko = {P(XM/ta) mod ®(X), P € Q[X]} — K.

It is noteworthy that K; is isomorphic to the field Q[X]/®+(X), while K2 corresponds
to the field Q[X]/®;2(X). This pattern continues until K, which coincides with £ =
Q[X]/®ap(X). We then examine the tower structure defined by the following inclusions:

Q=KycKicKkeC---CKy1CKoa=K,

which enables the decomposition of the trace utilizing the tower structure of the associated
Galois groups as follows:

TrlC/ICo = TrlCl/lCo (e] TrlCz/ICl Oo--+-0 TrIC/ICafl' (18)

Lemme 8.2 The Galois groups associated to the successive field extensions may be de-
scribed as follows: for all 1 < j < a,

Gal(K;/Ko) = {ra|0 <d <t/ — 1, ged(d, t) = 1},
and for all0 < j < a—1:

Gal(K/Kj) = {rald=kt! +1,0 <k <t*7 —1}.
Furthermore, we have, for all 1 < j < a:

Gal(Kj11/Kj) ={ra|ld=kt! + 1,0 <k <t—1}. (19)
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Proof. To prove 7 observe that we must have
Vg€ Gal(KCj/Kj), Tq (XM/tj) _ M/

Hence, X(@DM/Y — 1 5o that (d — 1)M/t/ = 0 mod M. In other words, d = kt/ + 1 for
some k € Z. In order to prove that we only need to consider values of k in {0,...,t — 1},
we decompose k = gt + r with 0 < r <t — 1, and notice that

dM  (kt/ + )M ((gt+r) + )M ((rt/ + 1)M

This completes the proof of .

Efficiency: We now elucidate why the decomposition formula facilitates a more
efficient homomorphic evaluation of an encryption of Try k., (u(X)). The costs can be
assessed in terms of the number of necessary automorphisms (or key-switchings). Recall
that directly computing the complete trace requires N —1 = (¢t —1)t®~! — 1 non-trivial au-
tomorphisms. By utilizing the decomposition , only ¢ — 1 non-trivial automorphisms
are needed for each partial trace Trg,  /k,, for 1 < j < a —1, and ¢ — 2 automor-
phisms for evaluating Tri, /i,. Indeed, the order of the Galois group Galg,,,/k; is t for
1<j<a-1,and t —1 for j = 0. Consequently, the total number of required automor-
phisms is (o« — 1)(t — 1) + ¢t — 2 = a(t — 1) — 1, which is significantly less than N — 1.

Ky = % +— degree (t — 1)t3

degree t
Ks
degree t
Through partial traces: Direct Evaluation:
4t—1)—1=4t-5 K (t—1)t2 -1

degree t

K1

—_

degree t —

Ko=Q ——

{Efﬁciency Achieved Through Decomposition]

Figure 1: Hlustration of the Galois tower with a = 4 and the decomposition of the trace.

The structure of the Galois groups allows us to express the successive traces, for 1 < j <
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a—1,as

VPeEK, T(P)(X)= Y P(X", (20)
0<k<t—1
and for the case j = 0:
VPeK, Tro(P)(X)= Y P(XF) (21)
0<k<t—1

Note that Tr;(P)(X) = Tri,,,/x,(P)(X) for P € Kj41. Introducing the notation for
0 <j < a (note that 7, =7 and Ty = T)

T; = {P(XM/tj) mod Z[X] mod ®x(X), P € @[X}} )

their homomorphic computation can be carried out as described in the following algorithm:

Algorithm 16 Partial Trace Tr;(p) of u(X) e Kfor1<j<a—1

1: Input: RLWE encryption ¢(X) = (a(X),b(X)) € T x T of u(X) with key s(X) € R
2: Initialize: (an(X),bn(X)) = (a(X),b(X)) e T x T

3: fork=1tot—1do

4:  Compute: d =kt! +1

5. Compute: (a(X?),b(X?)) mod R

6: Perform key switching: (aq(X),ba(X)) = KeySwitch,(yay_,4x) ((a(X?),b(X9)))
7 (an(X),bs(X)) « (an(X), bs(X)) + (aa(X), ba(X))

8: end for

Ne]

: Output: (as(X),bs(X)) = RLWE,(x)(Trg,,, /x,; (#(X))) with key s(X)

We will temporarily defer discussion of a similar algorithm for the trace Trg since it can
be further decomposed and optimized. In the meantime, we can present the following:

Proposition 8.3 Let M = t* with a > 1, where t is a prime. We have the following
identities in KC : For allv € Z and all 1 < j <« — 1, the trace is given by:

£X" if W =0,
Tr; (X") =14 0 if W #0 and [V =0,
t—1 Xu(lJrktj) Zf [l/] ) 75 0
k=0 M/ti+1 :
And for j =0:
t-1 i =0,
Tro (X¥) =< -1 if Wlm#0 and [v]p =0,

i X5 g # 0.
In particular

t if [vlm =0,
Tro ((1 - XM/t)X”) ={0 if W #0 and [V]py =0,
L XVE (1= XEMIYGif (W] # 0.

—
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8.2.2 Fast evaluation of the Trace: the algebraic approach

We recall that a tower of fields can be constructed using the corresponding tower of Galois
groups via the fundamental theorem of Galois theory. This theorem asserts that for every
subgroup G of Gal(K/Q), there exists an intermediate field G such that Q C G C K, with
G being the fixed field of G. Specifically, the fixed field of G comprises those elements
in IC that remain unchanged under all automorphisms in G. In our context, identifying
subgroups of Gal(K/Q) is particularly straightforward, as these subgroups are isomorphic
to the subgroups of Z},. To enumerate the elements of these Galois subgroups, it is
customary to utilize the generators of the group Zj,. It is well-known that for a prime
t > 3, the group (Z)* has a generator, unlike the situation for ¢ = 2, which only possesses
a generator if a = 2 or @ = 4. Furthermore, this generator can be readily derived in one
of the following ways:

o If gisof order t — 1 in (Zsa)* then g = (t + 1)g serves as a generator of (Za)™;

e Alternatively, if g is a generator of Z;, it is known that either g = gor g = g+t
will act as a generator of thz and also a generator of (Z,s)* for any power > 2 .

Thus, assuming that g is a generator of (Za)*

generator of Z.), we have

Gal(K/Q) = {7y, k=0,...,N — 1} 2 23, = (Zy, +)

coinciding with g or § + ¢t (where § is a

and we have the following sequence of inclusions of additive sub-groups:
(t—1)t*1Z c (t—1)t2Z C (t = Dt 322 C ... C (t — V)tZpa—2 C (t — 1)Zya—1 C Zy,
to which we can associate a tower of Galois groups
{n}cGr={rp, ket —1t"2Z} C...C Gamr = {7, k€ (t —1)Zo1} C Galg/q,
and by the Galois correspondence, a tower of Galois fields

KDOKa-1D...0K1DQ. (22)

Note that the fixed field G; associated with G for 1 < j < o — 1 is unique and must
coincide with with KC; due to the following relationships:

[ : )] = |Gal(K/K))| = 177 = |Gj| = [K : Gj].
In summary, we can state the following:

Lemme 8.4 The successive Galois groups associated with the field tower described in (@
can be characterized as follows:

Gal(Kj41/Kj) = {Td, d= gk(t_l)tj_l, 0<k<t-— 1} , foralll<j<a-1,
Gal(KC;/Ko) = {Td,d =g 0<k<@t—-1t'-— 1} , foralll<j<a.
The corresponding composition of partial traces
TTIC/ICO =TrgoTrjo---0Tro_1.

involves
(a—Dt-1+t—2=at—1)—-1

non-trivial automorphisms.
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Another “natural” tower of Galois groups is given by the sequence
{r} CHi={rp, k€t* ' Z1} C... C Ha1 = {7y, k €tZy_1)0—2} C Galy g
which is associated with the field tower
KDHa1=Q(X), 7€ Hyp—1)D...D0H1 =Q(7(X),7 € H) D Q.

where Q(7(X), T € H;) represents the field generated by the elements 7(X),7 € H;. The
associated trace decomposition differs slightly from the previous one but does not provide
any computational advantage; thus, it will not be further discussed.

Remark 8.5 In general, there are several possible configurations for towers of Galois
groups. For illustration, we will comprehensively construct these towers with t = 7 and
a = 2. Specifically, we create the Tower of Subgroups of the Multiplicative Group Zjy:

(i) The group Zj, consists of integers from 1 to 48 that are coprime to 49. There are
|Z3o| = ©(49) =7 -6 = 42 elements in ZLjy:

73 ={1,...,6,8,...,13,15,...,20,22,...,27,29,...,34,36,...,41,43,...,48}.

(ii) The possible orders of the subgroups must divide 42 (the order of the group). Thus,
the possible orders are: 1,2,3,6,7,14,21,42.

(iii) The subgroups of Zy, are thus:
Order 1: Gy = Hy = {1}.
Order 2: Hpo = {1,48}.
Order 3: Ho3 = {1,18,30}.
Order 6: Hy = {1,18,19, 30,31, 48}.
Order 7: Gy = {1,8,15,22, 29, 36, 43}.
Order 14: G153 = {1,6,8,13,15,20,22, 27,29, 34,36, 41,43, 48}
Order 21: Gy = {1,2,4,8,9,11,15, 16,18, 22, 23,25, 29, 30, 32, 36, 37, 39, 43, 44, 46}..
Order 42: Gy = Hy = Zy

Note that we have not represented the more elementary towers with fewer subgroups such
as G(] C Hi C Hs.

Now, a last observation is in order: as can be seen on the example in Remark the
subgroups G2 or G1,3 can be introduced in the sequence

G C GLQ C Gy or Gy C G173 C Go.

If ¢ divides t—1, it is in fact always possible to introduce a subgroup G,—1 ¢ in the sequence
of inclusions
Ga—l - Ga—l,@ C Ga = Z1>\<4

into strict subgroups of cardinals ¢ and (¢t — 1)/¢ as soon as t > 3. The Galois subgroup
Go—1, is again characterized by the corresponding subgroup ¢Zx of Zy
[

Gafl,é = {Tgk,k‘ S £Z¥}
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Go = Hy = {1}

Hpo = {1,48} Hpsz={1,18,30}

G1 = {1,8,15,22, 29, 36,43}
H, = {1,18,19,30, 31, 48}
Gis={1,6,8,...,41,43,48}

Gio={1,2,4,...,43, 44,46}

/

Go=Hy =17}
Figure 2: Tower of subgroups of the multiplicative group Zgg.

to which we can associated the field extension K; ¢ := Q(7(X), 7 € G4—1¢) in such a way
that
KiD Klyg O Q.

More generally, if t — 1 = #14y--- £, with 7 > 2, we can establish the following tower of
subgroups:

Ga-1C Go—t14yt, CGac1pyty 1 C oo CGoo1y C Go =1Ly,
Let Ky ,...0; denote the associated fixed field such that:
KiDKigt, DK1yt, 1 DO -.- D K1 DQ.
For 2 < 5 <r, we have:
Gal(KC/ K1 py05-0;_1) = {Tgrs b € (b1 4j—1)Zy,;.p, }
Additionally,
Gal(K1 40, /K1yt 1) = {Tgul...gﬂ, ke Zgj} .

As an immediate consequence, the first term of the decomposition in (18| can be factored
as follows:

Tl“,cl/(@ = Trlcl,ll/Q © Tr’Cl,zlez/’CLzl -0 Tr’@,elzgmz,«//C1,21/z2~-e7.,1‘

The evaluation of this trace requires:
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non-trivial automorphisms instead of ¢t — 2. This reduction is particularly significant when

t—1=27 since
-

v
-1 =) (2—1)=7=logy(t - 1).
j=1 J=1

It has become quite straightforward to obtain the following algorithm for the optimized
partial trace Try, /g

Algorithm 17 Partial Trace Tro(u) of u(X) € K
1: Input: ¢(X) = (a(X),b(X)) = RLWE,x)(u(X)) of u(X) with key s(X) € R, g a
generator of Z3, and ¢ — 1.
2: Initialize: I =¢—1, ¢ =2 and (a(X),b(X)) = (a(X),b(X)) € T x T
3: while IT > 1 do

4:  while ¢{1II do
5: ¢ < NextPrime(¢)
6: end while
7 II « H/E ~
s (an(X), bu(X))  (a(X),b(X))
9: fork=1tof¢—1do
10: Compute: d = g+
11: Compute: (a(X%),b(X%)) mod R
12: Perform key switching:
(aa(X), ba( X)) = KeySwitch, (xus(x) ((@(X), 5(X%)))
13; (ax(X), bs(X)) = (an(X), b2(X)) + (@a(X), ba(X))

14: end foE'

15 (@(X),b(X)) « (a5 (X), bn(X))

16: end while R

17: Output: (a(X),b(X)) = RLWE, x)(Tro((X))) with key s(X)

8.2.3 General expression of the trace for t > 3.

Assume g that is a generator of Zj, and that N = £1£3 - - - {,, where ({;)1<k<, represents
a sequence of prime divisors, some of which may occur more than once. We define

Fy={rp, ke ZZ%} C Zjy
resulting in the following sequence of subgroup inclusions:
{1}y =Fyp.0, CFpp, , C...C Fy CFL =17}
Let F; denote the fixed field associated with Fy, such that:
K=Fn=Fo.t, D Ftyt, , D...02Fy DF1=0Q
Consequently, the trace can be expressed as:

Ty =Trr, oo Trr, o 7, 0 0 T/ Fr gy, -
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The corresponding Galois groups are given for 0 < j < r by
Gal(fgl...gj /.7:@1...@].71) = {Tgk, ke (ty-- -fj_l)Zgj}

where we adopt the convention that £y = 1. We now present the corresponding algorithm:

Algorithm 18 CompleteTrace: computes an encryption of Tri q(p) for u(X) € T
1: Input: ¢(X) = (a(X),b(X)) = RLWE,x)(u(X)) of u(X) with key s(X) € R, g a
generator of Z3, and N = ¢(M).

2: Initialize: IT < N, £+ 2 and (a(X),b(X)) « (a(X),b(X)) € T x T
3: while II > 1 do
4:  while ¢{1I do
5: ¢ + NextPrime(¢)
6: end while
7 II « H/ﬁ ~
s (an(X), bu(X))  (a(X),b(X))
9: fork=1tol—1do
10: Compute: d = g+
11: Compute: (a(X%),b(X%)) mod R
12: Perform key switching:
(aa(X), ba( X)) = KeySwitch, (xu)s(x) ((@(X%),5(X%))
13; (ax(X), bs(X)) <= (an(X), b2(X)) + (@a(X), ba(X))

14:  end for

15 (a(X),b(X)) + (an(X), bs(X))

16: end while 3

17: Output: (a(X),b(X)) = RLWE x)(Trx/q(p(X))) with key s(X)

We conclude this section by presenting Algorithm [19| for the partial trace Tr; ;, which
maps a Q-extension of degree i to a Q-extension of degree j|i within the field K:

T‘I‘i,j = TI'j Oo... OTI'Z'.

Note that if i/j has a non-trivial divisor, say d for instance, then it is more efficient to
compute Tr; ; by applying Algorithm (19| twice, specifically as Tr; 4; o Try; ;.

Appendix

Elementary operations in prime power cyclotomic rings

In this section of the paper, we explore the elementary operations necessary for manipu-
lating the polynomials in I when the M-th cyclotomic polynomial ®,; is defined by

t—1
Oy(X) =Y XHT (23)
k=0

so that o
Py(X)(X* —1)=xM 1.
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Algorithm 19 PartialTrace;,;: computes an encryption of Tr; ;(u) for u(X) € T

1: Input: ¢(X) = (a(X),b(X)) = RLWE,x)(u(X)) of u(X) with key s(X) € R, g a

generator of Z5,, jli, i|N = @(M).
Initialize: ¢+ i/j and (ax(X),bx(X)) <+ (a(X),b(X)) €T x T
for k=1to /¢ —1do

Compute: d = ¢ and (a(X?),b(X9)) mod R

Perform key switching:

(aa(X), ba( X)) = KeySwitch, (xu.(x) ((a(X), b(x%)))

6 (ax(X),b(X)) « (ax(X), bs(X)) + (aa(X), ba(X))
7: end for
8: Output: (ax(X),bs(X)) = RLWE,(x)(Tr; ;(1(X))) with key s(X)

Taking the modulo @),

We begin by deriving a straightforward formula that allows to take the modulo ®,; of any
polynomial of degree less than or equal to M — 1 within the ring . This can always be

assumed as XM =1 mod ®,,.

Lemme 8.6 Given M =t and N = (t — 1)t*"1, consider the polynomial

M-1 -
R(X)=) rnX' ek
1=0

Then its unique representative modulo ®yr of degree less or equal to N — 1 is given by

N-1
(R mod @x)(X) = 3 (ri =7y mod ) X
i=0
Proof. We first split R into two sums
M—1 N-1 M-1 N-1 M—N-1
R(X): ZTka:ZTka+ZTka:ZTka+ Z Tk+NXk+N.
k=0 k=0 k=N k=0 k=0
and then use the following expression of ® s
t—2
XN ==-3"X'"  mod dy,
j=0
to rewrite R as
N-1 M—N—-1 t—2 .
RX)=> mX"— > rynd X% mod @y
k=0 k=0 j=0
Denoting
M
i=k + .777
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and taking into account that 0 < k< M — N —1 = % — 1, we have

M M
0<i<M-N-1+(@-2—=N-1 and k=imod .

t
Eventually,
N-1
R(X) = Z (ri — Tnas mod M) X mod ®y.
t
i=0

Multiplication of polynomials
We now give the expression of the product modulo ®; of two polynomials.

Lemme 8.7 Consider the following two polynomials of degrees less than M — 1

M-1 M—-1
DX)=> dXFek and PX)=) aX'ek.
k=0 k=0

The product D - P results in a polynomial in KC, and its unique representative modulo ® s
of degree less than or equal to N — 1 can be expressed as follows:

N-1 (M-1

(D-PYX) =" | X di(ais—ay iy mog ae) | X' mod @y,
i=0 \ j=0

where we adopt the convention that agypy = ag for all k € Z.

Proof. The product D - P modulo X™ — 1 can easily be written as

M-1 [M-1 '
DX)P(X)=>_ | > djaij | X' mod XM —1,
i=0 \ j=0

with the convention that api; = a; for all j € Z. Now, by applying Lemma to
R =D - P, we obtain the result stated in this lemma.

Remark for ¢t = 2, M = 2N. If either of the polynomials D or P has a degree less
than or equal to (N — 1) —let’s assume D for instance- the summation over j can be re-
stricted to indices between 0 and N — 1. In the case where both polynomials have degrees
less than or equal to N — 1 and M = 2N, the sums can be further truncated. Specifically,
we have:

N-1 % N-1
DX)P(X)=>|> djaij— Y djanyi—j | X' mod XN 41.
i=0 \ j=0 j=i+1

Now, provided that the coefficients of D and P are extended by zeros for indices between
N and M —1, and that both the negacyclicity and M-periodicity conventions dy4; = —d;,
an+y; = —a; and dyrv; = d; 5 apr+i = a; for all @ € Z hold, then we obtain the simple (and
well-known) formula

N—-1 [N-1 ‘
D(X)P(X) =) dja;_; | X' mod XV +1.
i=0 \ j=0
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8.3 Estimates of the error growth resulting from a polynomial product

We now turn our attention to the number of non-zero terms in the coefficients of the
product modulo ®,; of two polynomials of degree less than N — 1. Specifically, we seek
to determine the number of non-zero terms in the sums given by

N-1

Z d; (aifj ~ 4N—j+i mod %) :

J=0

We will show that an accurate estimate of this quantity allows us to effectively evaluate how
the noise is amplified during various encryption operations, including bootstrapping, key-
switching, and packing. For instance, in the particular case where ¢t = 2, this number equals
N (as opposed to 2IV), which elucidates the multiplicative factor of N that appears in the
noise levels of nearly all encryption operations involving polynomials. More specifically,
we have the following lemma:

Lemme 8.8 Let t be a prime integer, M = t%, with o > 2, and N = (M) = %M
Consider the polynomials

N-1 ' N-1 '
D=) dX'eR, E=)Y eX'eT
1=0 1=0

where the coefficients d; and e; are independent random variables with common standard
deviations o(D) and o(E), respectively. Finally, let

N-1
P(X)=D(X)-E(X) mod ®p/(X) = > pX'
=0
The variance of the random variable p; can be expressed as follows:
M M
o(p)? = <N+i—i mod - + max <N— 1- 4 —i,0>> o(D)*0(E)?, 0<i<N-1.

Proof. For 0 <i< N —1, let

ai={o
5= {0

M
CZ-:{OSjSN—l, s.t. (i—j)mod M <N -1 and (N—j—i—imodt)zN}.

Il
IN
IN

M
J<N-1, s.t. (i—j)mod M <N —1and (Nj+imodt)§N1},

Il
IN
IN

M
j<N-1, s.t. (i—j)mod M >N and (N—j+imodt>§N—1},

We have from lemma [8.7) the following expression for the coefficient p;:

pi = Z dj (ei—j ~ ®N—j+i mod %) - Z djen_j1i mod M + Z djei—j.
JEA JEB; JECi

This formulation relies on the conditions that

M
0SN—j+imod— <M-1
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and
M
(i—j)mod M>N = N-—j+imod —<N-1

Given the mutual independence of the random variables d; and e; for 0 < i < N — 1, we
can derive the expression for the variance of p;:

o(pi)’ = o(d;)? (U(ez‘—j)Q +olen_jvi mod %)2)

JEA;
2
T Z o(en_j1i mod M 2+ Z 2oleij)”.
JjEB; jeC;

(Note that i —j mod M # N —j+¢ mod %)for(O < j < N—1.) We can easily determine
the sets:

Ai:{j such that 1+imod¥§j§i or M—N+z’+1§j§N—1},
By = {j such that i+1<j <min(N—1,M - N+i)},
C; = {j such that 0 < j < i mod %}
From this, we derive the sizes:
|A;| =i — (i mod %) + max(2N — M —i—1,0),
|B;| = min(N — 1, M — N +1) — 1,
Gl = 1+ (i mod 1),
Now, taking into account o(d;) = o(D) and o(e;) = o(FE), we obtain:
a(pi)? = (2|Ail + | Bi| + |Ci]) o(D)?0 (E)*.
Finally noting that |A;| + |Bi| + |C;i| = N, we conclude with the result of the lemma.
Remark 8.9 In the case where t = 2, we can verify that:
Ai=0, |Bil=N-1—i and |Cij|=1i+1.

This observation aligns with the expressions derived under the more standard condition
t=2.

Remark 8.10 We may seek an index that exhibits minimal variance. Such an index could
be particularly beneficial in extraction operations, as it would help to minimize the error
associated with the extracted ciphertext. We have

M
, s 3N —jmoa L —1, if i< <(t-2)— -1,
o((DP);)* = o(D)"o(E)" x 20-3 ;i 2)]\/_/'
a2 if P> (t—92)—
t—1"" t
The coefficient zero yields a factor 5= 2 3N 1 while the coefficient i = ——1 yields a smaller

factor 5= 2 4N In Fzgure@ we zllustmte this behavior through a numemcal experiment. We
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consider the product of a polynomial D with coefficients sampled from a quasi-uniform
distribution over the interval [—B/2,B/2] N Z, and another polynomial with Gaussian
coefficients possessing a standard deviation of o. Both polynomials are of degree N — 1.
The results clearly show in the figure that the variance exhibits a periodic pattern, with
a period of M/t, up until the index (t — 2)%, beyond which the variance remains nearly
constant. For this experiment, we set M = 11° and N = 1210, with around 10° samples

taken.
Quasi-uniformly/normaly distributed coefficients

192 b
?‘ 1.89 M h
L
(a\]
2 e “ | |
N |— N=112+10, B=2, 0=2"(13)
~ | T
< o1
)
= 183t
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>
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Figure 3: Behavior of the variances after a product of two polynomials
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