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Abstract

Efficient implementation of a pairing-based cryptosystem relies on high-performance arith-
metic in finite fields I, and their extensions F,x, where k is the embedding degree. A small
embedding degree is crucial because part of the arithmetic for pairing computation occurs
in F,» and includes operations such as squaring, multiplication, and Frobenius operations.
In this paper, we present a fast and efficient method for computing the Frobenius endomor-
phism and its complexity. Additionally, we introduce an improvement in the efficiency of
cyclotomic cubing operations for several pairing-friendly elliptic curves, which are essential
for the calculation of Tate pairing and its derivatives.
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1 Introduction

Bilinear pairing is a mathematical operation that maps a pair of points on an elliptic curve
to an element of a finite field. Pairings have become a cornerstone in modern cryptography
due to their unique properties (bilinearity, non-degeneracy, computability) and applications.
Indeed, they enable the construction of advanced cryptographic protocols that were previously
difficult to achieve. For instance, they are used, among others, in identity-based encryption [9],
attribute-based encryption [19], short digital signatures [I1], key exchange [22], broadcast en-
cryption [10], deep package inspection over encrypted traffic [29] [12], and cryptocurrency [30].
However, the efficiency of cryptosystems that rely on bilinear pairings is largely dependent on
the speed of pairing computation. Consequently, over the past decades, researchers have fo-
cused on optimizing this process, particularly by identifying pairing-friendly curves [I8, [26].
For example, the BLS (Barreto-Lynn-Scott) curves are known for their simplicity and efficient
implementation, making them popular for applications like digital signatures and identity-based
encryption [30, 15, 20]. Additionally, studies have explored various types of pairings, including
the widely-used Tate pairing and its variants (e.g., Optimal Ate Pairing) [31]. The Tate pairing
computation relies on Miller’s algorithm and a final exponentiation. Therefore, these compo-
nents have also been a focus of optimization efforts [14, 2] [1].

To delve into the specifics of Miller’s algorithm and final exponentiation, we consider E as an
ordinary elliptic curve over the finite field F,,, and let 7 be a large prime number that divides
the order of the group of points E(F,). The embedding degree k of E with respect to r and
the prime number p is defined as the smallest integer k such that r divides p* — 1. Miller’s
algorithm is used to compute an intermediate result, a function f;g(P) where P and @ are



two points on the elliptic curve E, and s an integer related to the order of the points. This in-
termediate value, which is an element in the finite field F, is raised to the power pk%l in order
to ensure the unicity of the pairing. This final exponentiation involves raising the intermediate
result to a large power, leading to complex calculations in the finite field F,x. To secure against
several attacks (e.g., ExXTNS [6] [24] [4], subgroup attacks [7]), the size of the two finite fields F,
and F,x should follow the recommendations in [5]. Thus, the efficiency of pairing computation
relies mainly on three factors:

- The size of [Fp;

- The size of F,x, which depends on the embedding degree k of the curve;

- The arithmetic in F,, involving squaring, multiplication, and Frobenius evaluation.

Several studies have already been conducted on optimizing arithmetic operations in F,, and
the search for suitable embedding degrees k.

In [5], the authors highlight the existence of additional families of elliptic curves with embedding
degrees k =9 and k£ = 15 which exhibit competitive performance when compared to the well-
known BN curves and BLS curves with & = 12. However, these elliptic curves with odd
embedding degrees face a significant drawback: the lack of fast squaring, known as cyclotomic
squaring, within the cyclotomic subgroup. In [28], the authors provide the first explicit formula
for performing fast cubing, in cyclotomic subgroup, referred to as cyclotomic cubing. This
method is especially beneficial for elliptic curves with embedding degrees that are multiples
of three. The proposed formulae utilize the cyclotomic structure to reduce the computational
complexity of cubing operations, which are crucial in the final exponentiation step of pairing
computations. However, this method remains less efficient compared to the simple square-and-
multiply technique in the final exponentiation and necessitates further optimization. In [32],
the authors demonstrate that using a ternary representation of the seed w, which is an integer
used in the parameterization of the prime p and the order r of the elliptic curve, can lead
to better performance in the final exponentiation in some particular cases of the seed u. To
evaluate the cost of the final exponentiation for elliptic curves with embedding degrees divisible
by three, they leverage the cyclotomic cubing method described in [2§].

Additionally, to provide an accurate complexity of the final exponentiation step, it is essential to
compute the number of operations required to perform the Frobenius morphism. However, com-
puting the Frobenius morphism in various finite fields involves numerous algebraic operations,
with the exact count depending on the specific characteristics of each field. This variability com-
plicates the determination of operation counts and, consequently, the computation of pairing
complexity. Therefore, developing a method to accurately determine the number of operations
required for the Frobenius morphism is considered an important and valuable area of study.

Our contribution. In this paper, we present new methods to enhance the arithmetic in F,
leading to an easiest way to determine the complexity of the Frobenius evaluation as well as,
a reduction in the operation counts needed to perform the final exponentiation. We also apply
these new results to BLS curves with specific embedding degrees and provide a comparison with
the state-of-the-art. More specifically, our main contributions are as follows:

- Frobenius computation in the finite field F,.: we introduce a new method utilizing Kro-
necker product of matrices to perform more efficiently the Frobenius operation and sim-
plifies the complexity analysis.

- Squaring: during the final exponentiation computation, squaring can sometimes be sub-
stituted with cubing, more specifically when the embedded degrees k is divisible by 3.
This paper aims to provide an optimized approach for cyclotomic cubing, improving the
results, in terms of operations counts, obtained in [28].



- Application of fast cubing optimization to the pairing based on the BLS curves for em-
bedding degrees k = 15 and k = 27 cuves.

Organization of the paper. In section [2| we provide an overview of the necessary back-
ground information to comprehend this work. In section |3] we introduce a novel approach
based on the Kronecker product to compute the Frobenius map. In section [ we focus on the
optimization of the cubing computation. In section [5] we demonstrate the application of the
method explained in the previous section to pairing-based cryptography on BLS (Barreto-Lynn-
Scott) curves and give a comparison of complexity.

Notations. In this paper, we use the following notations to define the operations in the finite
field Fpx: My, Sk, Ay, F) and my . denote multiplication, squaring, addition, Frobenius and
multiplication by an element c¢ in [, respectively. To simplify the notations, we denote by
M, S, A, and m. multiplication, squaring, addition, and multiplication by an element ¢ in
Fp, respectively.

In addition, we refer to Ceyc, as the cyclotomic cubing and to Icye, as an inversion in the
cyclotomic subgroup of the finite field F .

2 Background

This work is based on various mathematical notions, which we recall in this section to provide
the necessary background to comprehend our results. We focus particularly on pairing-based
cryptography and related notions such as pairings, Frobenius endomorphisms, and the Kro-
necker product.

2.1 Pairings

Let E be an elliptic curve defined over a finite field F,, where p is a large prime number.
Let r be a large prime divisor of #FE(IF,). In practice, (E,p,r) are provided using parametric
families [I8]. Let k be the smallest integer such that r divides p* — 1. This k is called the
embedding degree of E relative to r.

Let G1 = E(Fp)[r] be the r-torsion subgroup of E(F,). Let G2 = E'(F 4)[r] N Ker(m, — [p]),
where E’ is the twist of E (if it exists) of degree d, 7, represents the Frobenius map over E,
and [p] is the scalar multiplication by p over E. The subgroup of F;k, consisting of r-th roots
of unity, is denoted by G3 = .

Let s be an integer derived for the optimal Ate pairing [31], depending on r and p. Then the
(optimal) Ate pairing is given by:

T, : Gl X G2 — G3
(P,Q) — fug(P)? 00",

The pairing computation is divided into two main steps [I7, Chap. 3|. First, we compute
fs,@(P) using an iterative algorithm known as the Miller algorithm [27]. As with any algorithm
based on the double-and-add method, the overall computational cost is directly influenced by
both the length and the Hamming weight of the integer s.

The second step in computing the Tate pairing and its variants is the final exponentiation,
which involves raising the final result of the main loop, fs g(P), to the power pk%l. The final
exponentiation has become a significant component of the overall computation. Utilizing the



cyclotomic polynomial, this exponentiation can be efficiently divided into two distinct parts as
follows:

p’“—l_p’“—lxqﬁk(p)

o dr(p) T
pF-1
- The computation of T(), known as the easy part of the final exponentiation, requires
k\D
some Frobenius operations (two if k is even), several multiplications, and an inversion in
F .
p

- The hard part of the final exponentiation, M, is expressed in terms of the basis p
r

using the cyclotomic polynomial. This computation encompasses numerous multiplica-
tions, squarings, cyclotomic squarings or cubings, and several Frobenius operations. The
complexity of this stage is significantly higher compared to the easy part of the final
exponentiation and the Miller loop [5].

In this paper, we aim to optimize operations essential for the computation of the final exponen-
tiation, specifically Frobenius operation and cyclotomic cubing.

Let us first recall the definition of the Frobenius endomorphism that is used at different steps
of the final exponentiation.

2.2 Frobenius endomorphism

Definition 2.1. Let p be a prime number and k£ € N*.
For a field extension F /Fp, the p-Frobenius mapping is the F,-linear mapping

Wp:Fpk/Fp — Fpk/]Fp
T — zP.

Observe that m, is in fact an Fj-algebra automorphism of F,x. In particular,
(o + ) =2+,

for all z,y € F.
For i € N*, the ith iterate of the Frobenius map, 7 := m,0...0m,, is the automorphism
7 times
B /Fp — Fp/Fy
r — P,

Note that we have 7% = IdIFpk .

In this paper, the new method proposed to improve the Frobenius endomorphism calculation
is based on the use of the Kronecker product of matrices. In the following, we provide some
general details on the Kronecker product.



2.3 Kronecker Product

The Kronecker product is defined for two matrices of arbitrary size over any ring. However, in
this work, we focus on matrices over finite fields F.

Definition 2.2. Let p,q,r,s € N*, the Kronecker product, also known as tensor product, of
matrix A € My, ,(F) and matrix B € M, s(F) is defined as

allB e aqu
A®B = : ; € Mprgs(F) .
aplB ... apyB

The Kronecker product has interesting properties; many of them are stated and proven in the
basic literature about matrix analysis. We provide the following properties which are needed in
the sequel.

Basic Properties

1. The product of two Kronecker products yields another Kronecker product:
(A®B)(C®D)=AC®BD VAecMpyBeM,,CeMyp,De Mg,

In particular,
(A®B)’=A°@B° VseN,VAe M, BeM,.

2. If A and B are diagonal matrices, then A ® B is a diagonal matrix.

3. I, ® I, = Ly, where I, is the (r x r) identity matrix.

3 Efficient Frobenius operation in a tower of subfields

The Frobenius operation is an integral part of several steps in the final exponentiation process
in pairing-based cryptography. Therefore, analyzing the number of operations required for the
Frobenius morphism in various finite fields is essential for optimal performance. In this section,
we introduce a method to simplify the complexity analysis of the Frobenius operation using the
matrix representation and the Kronecker product of matrices. This approach offers a structured
and efficient means of determining the operation counts required for the Frobenius morphism.
We also provide examples of this method applied to different pairing-friendly fields.

3.1 Frobenius operation in a simple field extension

We first explain how the Frobenius morphism can be computed in a simple field extension using
a matrix representation, and then provide the operation counts needed to perform the Frobenius
operation.

Lemma 3.1. Let p be a prime number and k > 2 an integer. Let 3 € F), be an element such
that k | p— 1 and such that the polynomial X* — 3 is irreducible over F,.

We denote Fr =Fp()\) and B = (1, ), N2 0N the standard basis of For/Fp.

Consider the p-Frobenius mapping

WpIFpk/]Fp — Fpk/Fp
r +— zP.



Then,

1 0 0
MatB(ﬂp) = 0 ¢ h : )
o T 0
0 0 ot
where 0 := fP~V/k ¢ Fp.
Moreover, for all 1 <i <k, we have
1 0 ... 0
; ; 0 o
MCLtB(T( ) = (MatB(ﬂ'p)) =
0
0 0 ei(kfl)

Proof. We note that

mp(A) = NP = Wl = )\()\k)(p—l)/k _ ABP-V/k _ gy

Consequently, m,(M) =67\ forall 0 <j <k—1.
In particular, for A = Z?;Ol aj)\j € Fx with a; € F),, we have

a0 1 0 ... 0 a0
a . a
AP = (A) = Matp(r,) | | =0 ¢ : 1
: : .0
k-1 0 ... 0 o%-1DJ \ak1

k—1 o
= a;0'N.
=0

O]

This formula is essential for determining the operation counts of a p’-Frobenius map. Indeed, the
complexity of the Frobenius operation is determined by counting the number of multiplications
involving #7 # 42!, for | € N. Multiplication by £2' can be performed using bitwise shifts,
combined with a negation step in the case of a multiplication by —2'. These operations are
generally very fast and considered computationally inexpensive compared to other arithmetic
operations. Thus, instead of performing the computation for a general A € F, it suffices to

count the occurences of #7 # +2! in the matrix representation of the Frobenius map. From this

observation, we derive the result specified in Proposition

Proposition 3.2. Using the same notations as in Lemma[3.1], we have the following

1. Let sy :=Card{0 < j <k—1167 =42 | € N}; then the number of multiplications to

compute the p-Frobenius map is

(k) — 81>M.

2. More generally, for 1 <i <k —1, let s; := Card{0 < j < k—1| 67" = +2!; | € N}.
Then, for all 1 < i < k — 1, the number of multiplications to compute the p'-Frobenius

map 18
(ki — Sl)M



3.2 Frobenius operation in a tower field extension

Similar to the approach used for a simple field extension, in this section, a matrix representation
of the Frobenius map is used to calculate the number of operations needed to compute the
Frobenius morphism. Specifically, for a Frobenius map on a tower field extension, we write
a representative matrix of the Frobenius map as a Kronecker product of smaller matrices,
according to the decomposition of the finite field extension.
Let p be a prime number and let k1, k2 € N* be two integers such that ki,ke | p— 1.
Suppose that 51 € F, and (8 € Fx, are two elements such that we have the following tower of
finite fields:

F =Fy(M); \' =61 €T,

Foory = Fopy (A2); A5? = By € Fopy.

Let By := (1,1, )2,.. .,)\]fl_l) and By = (1,9, A3,.. .,A]§2_1) be the respective standard
basis of the vector spaces Fx, /Fp, and Fryx; /Fpp, -

Let B := By ® By = (M), M)Ay, ... ,)\%‘/\’flfl)ggjgkz_l. Then it is straightforward to see that B
is a basis of the vector space [ x,r, /Fp, leading to the result stated in Proposition

Proposition 3.3. The representative matriz of the Frobenius map

ﬂ'pZ]Fkakl/Fp — Fpkgkl/]Fp
z — P

with respect to the basis B := By ® By is given by

1
gl 0
03
Matp(mp) =
i nk1—1
0307
0 gl
91532—107161—1
My,
- 63 M,
0
05271 My,
= M92 ® M91



where 01 := ﬁgpﬁl)/kl eF,, Oy := Bépﬁl)/lw € Fyr and

1 0 ... 0
0 6

Mg = | 7 S 1=1,2
N
0 ... 0 o+t

Proof. As m, is a [F)-linear map, to determine the representative matrix of the Frobenius map,
it suffices to compute the images of the basis elements

B:i=Ba® By = (A, XA, ., AR ik,

of the vector space Fkr, /Fp.

We have

N = AT = A () Em DR = gD = g
and

Ab = Mo Ab ! = Ap(M2) (= D/Re — o gl — g\,
Thus,

Tp(AAL) = ()P (AP = G501 X5
This completes the proof and provides us with the desired representative matrix of the Frobenius

map mp. O

From the representative matrix, we derive the Theorem which provides the formula to
determine the operation counts of the Frobenius map m,.

Theorem 3.4. Using the same notations as in Proposition the number of operations to
compute the p-Frobenius map is

(k1 — s1)M + k1(k2 — 1)my, p,,

where 51 = Card{0 <i <k, —1 |6 = £2"; [ € N}. More precisely, we can distinguish two
cases:

o If 0y € Fpy \ Fp, then my, 9, = k1M, and the number of multiplications to compute the
p-Frobenius map is

(k1 — s1)M + k2 (ko — 1) M.

o If 0o € [Fy, then mgp, = M, and the number of multiplications to compute the p-Frobenius
map 1S

(k1 — s1)M + ki(ko — 1) M.
Proof. To determine the operation counts of the Frobenius map m,, we need to compute the
number of multiplications required Wheg performing the power a? for @ € F /Fp.
Let © € Fon, /Fp, then o= Y52 a0 with a; € Foey for 0 < j < ky—1.
Forall 0 <j<ky—1, z; =" ;M with x;; € F, for 0 <i <k — 1, then

ko—1k1—1

T = Z Z .%'jﬂ')\%)\il

j=0 =0



with z;; € F, forall 0 <i <k —1,0<j <k —1.
By Fermat’s Theorem, w?l =uz;; forall 0<i <k —1,0<j < ky—1, thus

ko—1ki—1
mp(x) =2 =Y > 2 (A ()’
=0 i=0
ko—1ki—1

=) 2i(020) (Gr10)f

j=0 i=0
ko—1ki—1
— YAV
= E 20507 Ny A1
j=0 i=0

This demonstrates that raising x to the power of p requires multiplications involving 9%«9% in
the finite field F,,. Consequently, the number of operations needed to compute the Frobenius
map 7, is determined by the number of the multiplication by 0%«9{ in the finite field F),.

More precisely, for a simple computation of this complexity, we consider the matrix representa-
tion of m, as the Kronecker product:

MatB<7Tp) = M92 & Mgl.
Thus,
0,0
Z0,k1—1

MatB(Wp(a;)) = M92 ® Mgl

Llo—1,0

xkg—l,k‘l—l
P _ Zkl_l 9 \i
Loy = i=0 351071 1M1
D __ 1— 0\
Oy = 02(D iy 21,:01A])

ko—1 _p _ pko—1 k1—1 7\
0"y, 1 =03 (Xilo” The—1,101A7)

This implies that the count of the operations of m, is as follows: we count the number of
multiplications by 6% such that % # +2!: [ e N. This corresponds to (k1 — s1)M . Then, we
need to perform (ks — 1) X k; multiplications by 65; 1 < j < ko — 1. This completes the proof.

O

The preceding result can be readily extended to a finite tower of finite fields, as presented in
Proposition [3.5]

Proposition 3.5. Let k = k; ... ks be a composite number such that k; | p—1, forall 1 <i <s,

and suppose that
IFpkl = ]Fp()‘l); )‘lfl = /81 € Fp;



ks _
}Fpksmkl = Fpks,lmkl ()\5); )\S =fs € Fpks,l.“kl

forms a finite tower of finite fields. For 1 < j <s, let B; denote a standard basis of ]Fpkj /Iﬁ?pkj_1 ,
and m, the p-Frobenius mapping,

Tp : Fpksmkl /Fp — Fpks~<~k1 /Fp
r — xP.

Then,
MCLtB(T(p) =My, @ - ® My,

where B=B,® - ® By, and for 1 <1< s; 6= 7™ and

1 0 ... 0
My, := O 7
o 0
0 ... 0 @t

Remark 3.6. We note that:

1. In the case of a finite tower of finite fields with more than two levels, the operation count
of the p-Frobenius mapping can be computed using a recursive approach.

2. To determine the number of operations needed to compute an iterate of the Frobenius
mapping, we use the fact that Matg(n') = (Matg(mp))" for all i € N.

3.3 Examples of Frobenius Computations in Pairing Friendly Fields

In [25], N. Koblitz and A. Menezes emphasize the importance of using specific finite fields to
optimize the efficiency of cryptographic pairings. These fields, referred to as pairing-friendly,
are chosen to enhance computation within the extension and simplify the analysis of the cost
of multiplications used in pairings. Specifically, the authors define a finite field F,x as pairing-
friendly if p =1 mod 12 and k is of the form k = 2*37, where ¢,j € N. Under these conditions,
the polynomial X* — j is irreducible over F, if B is neither a square nor a cube in [F,,. The
extension can be constructed by first adjoining a cube or square root of a small 3, followed by
successively adjoining a cube or square root of each newly adjoined root until the tower is fully
constructed.

If j =0, then it is sufficient that p =1 mod 4 and that § be a quadratic non-residue in [F),.
This result provides an easy method for constructing towers over pairing-friendly fields: identify
an element 8 € I, that is a quadratic non-residue, and, if necessary, a cubic non-residue. Then,
adjoin successive cube and square roots of 3, beginning with Fp

We can choose 3 as a small value in [F,,. Then, the multiplications by 8 can be reduced to a
few additions, making their cost negligible.

3.3.1 Frobenius Computation in F,2.

For the finite field F,12, with p a prime number such that p = 1 [12], we have the following
tower of extension, as given in [3]:

F,o = Fplu]; where u? =2

F,o =F[v]; where v = 21/2

10



Fpi2 = Fpe[w];  where w? = 21/6

Let 6 = (2)P=D/2 g, = 2(=D/6 and #5 = 2(P=D/12 We note that, as p = 1 [12], we have
1,02 and 03 € IF,,. Thus, we obtain

1 0 O
1 0 1 0
MatB(ﬂ'p):<0 03>® 0 6, 02 ®<0 01>'
0 0 65

Lemma 3.7. In the finite field F2, and supposing that 12 | (p — 1),
1. The computation of the p, p*, p°-Frobenius maps costs 11M .

2. The computation of the p?, p* -Frobenius maps costs 10M .

3. The computation of the p® -Frobenius maps costs 6M .

Proof. The result is a consequence of Theorem and the fact that 62 =07 = 60% =1, 03 = 0y,
S = 1. Thus, we obtain

1 0 O

MatB(WQ):<(1) %) 0 62 04 ® Iy
0 0 6

and

1 0
Mat(') = (o 91) Bl L

3.3.2 Frobenius Computation in F,s.

Let p a prime number such that {3, 5}| p — 1. Suppose that we have a tower extension for
15 as follows:

Fs = Fplu]; withu’ =8, =7

Fpis =Fsfv];  with v® = 8y = u € Fpp.

Let 6, = 7®=1/5 and 0y = 7®?~D/15 Then 6, £ 1, 6, € F, and, as 15 | p— 1, 6 € F,,.
Moreover, 0y # 1, (62)3 = 7®=D/> =9, £ 1 and (f3)'® = 1. Thus,

1 0 0 0 0
1 0 0 06,6 0 0 0
Matg(mp) =10 62 0|®]|0 0 62 0 0
0 0 62 00 0 6 o0

00 0 0 6
Lemma 3.8. In the finite field F,15, and supposing that 15 | (p — 1),

1. For 1 <i <14 and i # 5 or i # 10, the computation of the p'-Frobenius maps costs
14M .

=

2. The computation of the p° or p'°-Frobenius map costs 10M .

Proof. The result is a consequence of Theorem and the fact that 7 = 61° = 1. Thus, we
obtain

1 0 0
Matg(m®) = [0 65 0 |®I.
0 0 69

11



3.3.3 Frobenius Computation in F7.
For IF27, we consider the following tower extensions:

Fys = Fplu); with v’ =8, =7
Fpo =Fv]; with v® = gy = 7V/3

P p
Fpor = Fpolw]; with w? = B3 = 7.
Then
1 0 0 1 0 0 1 0 0
MatB(Wp): 0 93 0 ® 0 92 0 & 0 91 0
0 O 9% 0 0 9% 0 0 0%

where 0; = 7?P=D/3 g, = 7(0=1)/9 and 5 = 7(P—1)/27

Since 7 is not a cube in F,, 01 = 7(0—1)/3 # 1 and 9? = 1. Observe that 0; € F,,.

As 7TV/3 ¢ F,s, we have o = 7(=1)/9 ¢ F,3 \Fp (unless p=1 mod 9 for example). Moreover,
Oy # 1, (02)3 =7P1D/3 =9, £ 1 and (69)° = 1.

Finally, 3 = 7—1/27 ¢ Fpo \ F, (unless p =1 mod 27 for example). Thus we have 03 # 1,
(03) = 7=1/9 = 9, £ 1 and (63)%" = 1.

The cost of the computation of the iterates of the p-Frobenius map is given in the following
lemma:

Lemma 3.9. 1. In the worst case, the computation of the p; p*; p*; p°; p”; p®-Frobenius

maps costs:
2M + 6Mp, + 18mg g, = (2 + 18 + 162)M = 182M.

However, in the case where 27 | (p — 1), which is used for constructing pairing tower
extensions, the cost of the above Frobenius mappings is 26M..

2. In the worst case, the computation of the p* and p®-Frobenius maps costs
6M + 18ms g, = (6 + 54)M = 60M.
However, in the case where 9 | (p—1), the cost of the above Frobenius mappings is 24 M.

3. The computation of the p?-Frobenius maps costs 18 M.
Proof. The results are a consequence of the Theorem and the fact that:

1 0 0 1 0 0 1 0 0
Matp(m®)=(0 63 0]®(0 6 o0]®|0 6 0
0 0 6§ 0 0 6§ 0 0 &
1 0 0 1 0 0
=10 6 0|®([(0 6 0]|&I3
0 0 63 0 0 62
1 0 0 1 0 0 1 0 0
Matg(7®)={0 65 0 |®|0 65 0 |®[0 6 0
0 0 08 0 0 038 0 0 6
1 0 0
0 0 63

12



O]

Remark 3.10. In this study, we distinguish between the different exponents of p in Frobenius
evaluations, achieving more efficient Frobenius computations. For instance, in F,i5, Frobenius
evaluation can be reduced to 10 multiplications in specific cases.

4 Cubing computation

Besides the computation of Frobenius morphism in finite fields, efficient methods for computing
cubing can have a significant impact on the performance of pairing-based cryptosystems. As
highlighted by Nanjo et al. [28], while elliptic curves with odd embedding degrees such as k =9
and 15 can lead to efficient pairings, they face the disadvantage that cyclotomic squaring is
not applicable. This limitation necessitates alternative techniques to optimize computational
efficiency. One of the methods discussed in their paper is fast cubing, referred to by Nanjo et
al. as cyclotomic cubing, which is applicable to elliptic curves where k is divisible by 3. In this
section, we propose other methods to compute the typical cubing and cyclotomic cubing that
result in better complexity.

In the following, let p be a prime number and let k£ € N*, divisible by 3, be such that & | (p—1),
we denote ¢ = p*/3. The cubic extension field of F,, F,s is defined as Folz]/(z* — &), where £
is an element of F; that does not have a cube root in Fy.

4.1 Typical Cubing

In [28], Nanjo et al. present the complexity of computing a typical cubing in Fy,. In this section,
we introduce an alternative method that combines the Chung-Hasan technique for squaring and
the Karatsuba algorithm for multiplication in F,.

Let a be an element in F s represented as a = ag+a1z+asz?, with coefficients ag, a1, as € F,.
Then,

a’ = (ap + a1z + a2x2)3 = (ag + a1z + a2x2)2 (ap + a1z + CLQ.ZE2).

For the first part, which involves squaring the polynomial (ag + a1z + az2?), we employ the
Chung-Hasan method as detailed in [I3]. According to this method, the computational com-
plexity of performing a squaring in F, is given by

2Mk/3 + 3Sk/3 + 8Ak/3 + ka/:g’f,

After computing the first part (i.e., the squaring), we need to perform a multiplication. For the
multiplication involving the result of the squaring and the second term (ag+ a1z +agz?), we use
the Karatsuba method as described in [23]. The computational complexity of this multiplication
in I, is given by

GMk/3 + 15Ak/3 + 2mk/3,§'

By combining the Chung-Hasan method [I3] for squaring calculations, and the Karatsuba
method [23] for multiplication computations, we find that the complexity of computing a typical
cubing in [F, is given by

8Mk/3 + 3Sk/3 + 23Ak/3 + 4mk/37§

Thus, as shown in Table using the Chung-Hasan method combined with the Karatsuba
method reduces the complexity for performing a typical cubing in [F, compared to the method
explained in [28].
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Method \ Complexity ‘

This work SMk/3 + 3Sk 3+ 23Ak 3+ 4mk 3.6
Nanjo et al. [28] 7Ml~c 3 + 5Sk,’ 3 + 18Ak 3 + 4mk/37§

Table 1: Comparaison of operations counts for typical cubing in [,

4.2 Cyclotomic cubing

In their use of fast cubing for the final exponentiation calculation in the Tate pairing on BLS
curves, Nanjo et al. [28] demonstrate that the cyclotomic cubing calculation is more efficient
than typical cubing but remains less efficient than the squaring even though it is performed
in the cyclotomic subgroup. However, according to [32], incorporating cyclotomic cubing im-
proves the efficiency of final exponentiation in the Tate pairing and its derivatives, especially
when ternary representation is used in the final exponentiation evaluation.

In this section, we introduce a new method for computing cyclotomic cubing, which enhances
the complexity measure obtained in [28], thus improving the efficiency of the final exponentia-
tion in the Tate pairing and its derivatives in specific cases.

Our proposal presents a new approach for decomposing the cube a?, where a belongs to the
cyclotomic subgroup of Fy, denoted as G, (4. The element a € G, can be represented as
ag + a1z + asx?, with coefficients ag, a1, as € Fy.

In [28], the authors provide an explicit formula for the cube of a, as detailed in Lemma
This formula is derived from the typical cubing equation, by utilizing the specific order of the
element a and the following relation:

a® @ = a3 + (=3agarag + a3)¢ + ade? = 1.

Lemma 4.1. Let a an element of Gy, - The cyclotomic cubing a® is calculated as follows:

3

a’ = (ap + a1 + a2x2)3

=1+ 9apaiaxé + 3 a%al + as(apag + a%){ x+ 3 | ag(apaz + a%) + alagf x>

(1) (2)

By developing the terms in the brackets (1) and (2), we can establish a relation between them
as given in Lemma 4.2

Lemma 4.2. Let B] = a%al + az(apaz + a%)ﬁ and By = ag(apaz + a%) + ala%g We obtain the
following equations:

{31 + By = (a1 + ao)(a1 + az)(&az + ao) — (€ + 1)agaiaz
By — By = (a1 —ap)(a1 — az2)(§az — ag) + (£ — 1)apaiaz

14



Proof.

Bi1+ By = agay + az(agas + a})§ + ao(agaz + af) + arasé
= ai(af + a3€) + (af + agaz)(ag + azf)
= a1 ((ap + a2€)(ag + a2) — agas — apazf) + (ai + agaz)(ap + azf)
= a1(ao + a2€)(ao + az) — agaraz(1 + &) + (ag + a2€)(ai + agaz)
= (a0 + a2€) (a1(ao + ag) + af + apaz) — (1 + €)agaray
= (ap + a2€)(apar + aras + a} + agas) — (1 + &)apaias

= (a1 + ap)(a1 + a2)(€az + ap) — (£ + 1)apaias

For the calculation of By — By, we apply the same approach as for By + By detailed above. [

With this presentation of By + By and Bj — By, we can deduce that:

By = %((Bl + Bs) + (B1 — B2)>
1

2

(1)

Bs ((B1 4 By) — (By — BQ))

To achieve optimal complexity in computing By and By, both terms B; + By and B; — By

should be even. In this case, multiplication by — is essentially free, as it can be performed

with a simple bitwise shift. This is only possible if £ is chosen as an odd positive integer as
demonstrated in Lemma [4.3]

Lemma 4.3. Let £ be an odd positive integer. Then, for all ag,a1, a2 € Fy,
(a1 + ap)(a1 + a2)(Eaz + ap) is even,

and
(a1 — ap)(a1 — a2)(Eag — ag) is even.

Proof. £ is an odd positive integer. Let’s assume that the terms (ay + ag), (a1 + a2) and
(£az + ap) are all odd. Thus, we have:

ap+a =2s+1 (1)
art+ar =2t+1 (2); sl tel,
ag+E&as =20+1 (3)

We distinguish two possible cases:

. . . 3 . 1 . 2 . . .
1. First case: as is even = £ag is even (:>) ap is odd (:>) ay is even (:>) as is odd which is

not possible.
. ) 3 . 1 . 2 . .
2. Second case: ay is odd = £ay is odd (:>) ag is even (:>) ap is odd (:>) as is even which
is not possible.

Therefore, we can conclude that (a; + ag), (a1 + a2) and ({as + ag) cannot all be odd simul-
taneously. Consequently, (a1 + ag)(a1 + a2)(€az + ag) is even.
By the same way, we can conclude that (a1 — ag), (a1 — a2) and (€ag — ag) cannot all be odd
simultaneously. Consequently, (a1 — ag)(a1 — az)(€az — ap) is even.

O
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By expanding Equation [I} we obtain the following formulas.
Let & be an odd positive integer, then B; and Bs are given by:

By = %(al + ao)(a1 + CLQ)(fCLQ + ao) + %(al — ao)(a1 — ag)(§a2 — ao) — apaias

1 1
By = 5(601 +ag) (a1 + az)(€az + agp) — §(a1 —ao)(a1 — az)(§az — ag) — &aparaz
In particular, as proved in Lemma the multiplication by 3 is essentially free, as it can be

implemented as a right bitwise shift, which is computationally efficient.
From the above formulas, we can count the operations needed to calculate B; and By, and
thus, the cyclotomic cubing in Gy, ) -

Complexity measure. To determine the complexity of the cyclotomic cubing of an element

a € Ggy(q), We first need to calculate the number of operations needed to compute By and Bs.
Calculation of B;,B-
1: tO:a1+a0 9: t():al—ao
2: t1 =a1+as 10: t1 = a1 — a9
3: tQ = fag
4: t3 =ty +ag 11: t3 =1to —agp
5: t4 = apaiag
6: t5 = €t4 12: t7 = totltg
7: tg = totits 13: t7 = 37
8: tG = %t6
14: B1:t6+t7—t4 15: B2:t6—t7—t5

In total, the calculation of By and By takes 6Mj, /3 + 104y /3 + 2my, 3¢ -
Moreover, to compute the cube of a (see Lemma , we have:

1+ 9agaiaé =1+ (23 + 1)t =1+ 23t5 + 5,
3B1 =2B1+ By and 3By =2B5+ B>.

A multiplication by 2 is equivalent to a bitwise shift, and thus it is not considered in the
complexity calculation. Then, the above calculations takes 34y /3.

In conclusion, we find that the complexity of a cyclotomic cube is 6M}, 3 + 13Ay/3 + 2my 3¢ .
A comparison of the complexity measures between this work and the results presented in [28]
is given in Table

’ Method ‘ Complexity ‘

This work 6M, /3 + 13Ay /3 + 2my /3¢
Nanjo et al. [28] 5Mk 3+ 4Sk 3+ 9Ak 3+ Smk/&g

Table 2: Comparaison operation counts for cyclotomic cubing

From the results presented in Table |2, we can conclude that the cyclotomic cubing calculation
proposed in this work is slightly more efficient than the method calculation presented in [28].
Please note that, for the remainder of this paper, we will not consider the additions in our
complexity calculations.
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Example 4.4. Based on the results presented below, we can calculate the number of multiplica-
tions needed to perform a cyclotomic cubing within the cyclotomic subgroups of Fis and F o7 .
Indeed, using the results presented in [28], and considering the costs of multiplications and
squarings in F . as detailed in [1], we obtain:

o Coyes = M5+ 4S5+ 3ms e =5 x 13M +4 x 135 + 3ms ¢ ~ 132M.

o Crycyy = 5Mg + 4S9 + 3mg ¢ =5 x 36 M + 4 x (18M +95) + 3mg ¢ ~ 315 M
Howewver, using our results, we obtain the following:

o Ceyeys = 6M5+2ms ¢ = 6 X 13M + 2ms ¢ ~ 88 M.

° Ccy027 =6Mgy + QTTL97§ =6 x 36 M + 2m9’5 ~ 234 M.

| Operation | Nanjo et al. [28] [ This work | Gain |

Coyers 132M 88M 33.3 %
Coyerr 315M 234M 25.7 %

Table 3: Examples of cyclotomic cubing complexity (in terms of multiplications)

In the existing research, multiplication by £ is often ignored. If we omit it in this analysis, we
derive the results presented in [{}

| Operation | Nanjo et al. [28] [ This work | Gain |

Coyers 117M 78M 33.3 %
Coyerr 283 M 216M 25 %

Table 4: Examples of cyclotomic cubing complexity (without multiplications by &)

Remark 4.5. In the cyclotomic subgroup of Fx, where k is odd and divisible by 3, computing
the cube of an element can be achieved through two methods: the cyclotomic cubing or the
square-and-multiply routine. We can utilize our previous results to compare the efficiency of
these methods, as presented in Table[5 We observe that computing a cyclotomic cubing is less
expensive than performing a square-and-multiply routine in the cyclotomic subgroup of T, .

’ Operation \ Complexity in F,15 ‘ Complexity in [Fer ‘
Coyey 88M 234M
Sk + My, 104M + 398 369M

Table 5: Cyclotomic Cubing vs Multiplication and Squaring

5 Pairing Evaluation

In this section, we leverage the operation counts of cyclotomic cubing obtained in the previous
section to enhance the efficiency of the final exponentiation step in pairing computation.
The Barreto-Lynn-Scott (BLS) curves, a class of elliptic curves, were presented and analyzed in
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[8]. These curves are defined over a finite prime field F,, by the equation E : y* = 23 + b with
J(E) =0. In our pairing evaluation, we will focus exclusively on the BLS15 and BLS27 curves,
utilizing the improved cyclotomic cubing method presented in Section

The case of BLS15 elliptic curve: BLS15 is a family of parameterized elliptic curves with
an embedding degree k = 15, defined by the following parameters [16]:

w? —2uM 0 " — 2 P w1

pu) = 3 7
r(u) =u® —u" +ud —ut+ud —u+1,
t(u) =u+1,

The optimal Ate pairing in the context of BLS15 is given by:

e: Gy x Gy — G3

P51

(Q?P) — fU,Q(P) T

where the groups G1, Go,and Gg are defined as follows:

e Gy = E(F,)]nKer(m, — 1) C B(F,),

o Gy =E(Fy)[r|NnKer(m, —p) C E(Fys),
o G3=p, CF;w-

As explained in Section [2.I] we are primarily interested in calculating the final exponentiation

given by
15 1

10 5
p pr+p>+1
= (- 1) x ————

T r

The computation of f (P°=1) s referred to as the easy part of the final exponentiation. However,
computing the result of the easy part raised to the power of % is known as the hard
part of the final exponentiation. We aim to evaluate the cost of the hard part of the final
exponentiation using the improved results of cyclotomic cubing.

The approach of computing the final exponentiation was presented differently in [2I]. In their
method, the easy part of the final exponentiation involves computing the exponent (p°—1)(p?+

p + 1), while the hard part requires raising this result to the power of

7
(=12 +u+1)+ > Ai(u)p'(u) + 3
=0

where:

A =1, dg=ul —1, Ay = ulg, Ay = urs + 1,

)\3:u)\4—1, )\2:U>\3+1, )\1:u)\2, /\Ozu)\l—l.

In the literature, only a few works have evaluated the final exponentiation of the Tate pairing and
its derivatives using cyclotomic cubing. In [28], Nanjo et al. present the execution time of their
method for computing the Optimal Ate pairing on the BLS15 curve, utilizing their optimization
of cyclotomic cubing. More recently, in [32], Haddaji et al. detailed the computation of the
final exponentiation using a ternary basis, which allows for the application of cyclotomic cubing.
Haddaji et al. also referenced the results from [28] to highlight the computational cost of
cyclotomic cubing. To compute the complexity of the final exponentiation of the optimal Ate
pairing, we have combined the findings from [32], specifically the Two Consecutive Active Bits
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(TCAB) method when TCAB is at the end of the seed w, with the results we present in this
paper. The complexity formula is given as follows:

115 + 53M15 + 803815 + 12Ccycl5 + 3Icycl5 + 10F15

Using the cost of each operation provided in [I], [32], and in this paper, we find the following:

229M + 53 x (78M) 4 803 x (65M) + 12 x (88M) + 3 x (78M) + 8 x (14M)
+2 x (10M) = 57 980M.

The case of BLS27 elliptic curve BLS27 is a family of parameterized elliptic curves with
an embedding degree of k = 27, defined by the following parameters [16]:

_u18+u9+1

)

3
p(u) = (u—1)*r(u) +u,
The optimal Ate pairing in the context of BLLS27 is given by:

e: GQ X Gl — Gg
p27_1

(Q7P) — f%Q(P) T

where
o Gy =E(F,)[r]nKer(r, —1) C E(F,),
o G2 = E(F,)r] N Ker(m, — p) C E(),
o Gs =, CIF;27.

As explained above, we are interested in calculating the final exponentiation given by

r T

The computation of f (r"=1) s referred to as the easy part of the final exponentiation. However,

p®+p? +1

computing the result of the easy part raised to the power of is known as the hard

part of the final exponentiation. We aim to evaluate the cost 071; the hard part of the final
exponentiation using the improved results of cyclotomic cubing.

The approach of computing the final exponentiation was presented differently in [2I]. In their
method, the easy part of the final exponentiation involves computing the exponent (p® — 1),
while the hard part requires raising this result to the power of:

(u— 1)*(u* + pu + p?) (u® + p*u® + p®) (v + p? +1) +3

As in the case of BLS15, only a few works have evaluated the Optimal Ate pairing using
cyclotomic cubing. We found results presented in [32], where Haddaji et al. detailed their new
method of applying cyclotomic cubing using a ternary basis. As mentioned above, Haddaji
et al. referenced the results presented in [28] for the cost of cyclotomic cubing. To evaluate
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the complexity of the final exponentation, we have integrated the findings from [32] which
utilized the TCAB method for the 192-security level, with the results presented in this paper.
Consequently, the complexity formula is given as follows:

I27 + 86Mar + 399S27 + 20Ccycyy + 191cyc,, + 6F27
Using the cost of each operation given in [I], [32], and in this paper, we obtain the following:

536M + 86 x (216M) 4 399 x (153M) + 20 x (234M) + 19 x (189M)
16 x (26M) = 88 586 M.

In Table @ we compare our results with the results presented in [32], and we observe a gain
of 536 multiplications in [, for pairings on the BLS15 curve and 1,620 multiplications for
pairings on the BLS27 curve.

| Pairings in: | Haddaji et al. [32] | This work |
BLS 15 58,516 57,980
BLS 27 90,206 88,586

Table 6: Comparaison of pairing complexity (in terms of multiplication counts) using cyclotomic
cubing

In the case where multiplications by £ are ignored from cyclotomic cubing, as has been done
for other operations, we obtain the results presented in Table

’ Pairings in: ‘ Haddaji et al. [32] ‘ This work
BLS 15 58,336 57,860
BLS 27 89,666 88,266

Table 7: Comparaison of pairing complexity using cyclotomic cubing (omitting multiplications
by &)

6 Conclusion

In this article, we introduced two methods to optimize pairing calculations, with a particular
focus on the computationally costly operations involved in the final exponentiation, namely the
Frobenius and cyclotomic cubing in F,x. Our first method leverages the Kronecker product
of matrices to perform the Frobenius operation, thereby simplifying the complexity analysis
over Fx. We applied the complexity formula defined to commonly used pairing-friendly elliptic
curves. Whereas for elliptic curves with even embedding degrees, cyclotomic squaring provides
a more efficient approach for the final exponentiation, in the case of curves with odd embedding
degrees divisible by 3, we proposed utilizing cyclotomic cubing to enhance the final exponen-
tiation process. We illustrated this with two examples, computing cyclotomic cubing in the
cyclotomic subgroups of F,i5 and 7. Furthermore, we assessed the computational cost of
the final exponentiation for the Optimal Ate pairing on BLS15 and BLS27 curves. Our results
were compared with recent studies that also employed cyclotomic cubing.
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