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Abstract. The key collision attack was proposed as an open problem in key-
committing security in Authenticated Encryption (AE) schemes like AES-GCM and
ChaCha20Poly1305. In ASTACRYPT 2024, Taiyama et al. introduce a novel type of
key collision—target-plaintext key collision (TPKC) for AES. Depending on whether
the plaintext is fixed, TPKC can be divided into fixed-TPKC and free-TPKC, which
can be directly converted into collision attacks and semi-free-start collision attacks
on the Davies-Meyer (DM) hashing mode.

In this paper, we propose a new rebound attack framework leveraging a time-memory
tradeoff strategy, enabling practical key collision attacks with optimized complexity.
We also present an improved automatic method for finding rebound-friendly differential
characteristics by controlling the probabilities in the inbound and outbound phases,
allowing the identified characteristics to be directly used in rebound-based key collision
attacks. Through our analysis, we demonstrate that the 2-round AES-128 fixed-TPKC
attack proposed by Taiyama et al. is a free-TPKC attack in fact, while fixed-TPKC
attacks are considerably more challenging than free-TPKC attacks. By integrating
our improved automatic method with a new rebound attack framework, we success-
fully identify a new differential characteristic for the 2-round AES-128 fixed-TPKC
attack and develope the first practical fixed-TPKC attack against 2-round AES-128.
Additionally, we present practical fixed-TPKC attacks against 5-round AES-192 and
3-round Kiasu-BC, along with a practical free-TPKC attack against 6-round Kiasu-BC.
Furthermore, we reduce time complexities for free-TPKC and fixed-TPKC attacks on
other AES variants.

Keywords: Key collision - Rebound-based attack - AES - SAT - DM hashing
mode - Kiasu-BC

1 Introduction

For a long time, collision attacks have been a central focus in the cryptanalysis of hash func-
tions, as they highlight potential vulnerabilities in the design of cryptographic algorithms.
These attacks aim to find two different messages that yield the same hash value.

For block ciphers and stream ciphers, there also exists a type of collision attack, referred
to as a key collision. The key collision in block ciphers can be defined as finding two
different master keys that produce the same ciphertext when encrypting the same plaintext.
In stream ciphers, it can be defined as finding two different master keys that generate the
same key stream. Although key collision research has been initiated long ago, it has not
been as popular as key recovery attacks or collision attacks. Early studies in key collision
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attacks include Kelsey et al’s identification of trivial colliding keys [KSW96] for the Tiny
Encryption Algorithm (TEA), and Aumasson et al’s analysis of the ISDB Scrambling
Algorithm MULTI2 [AJS09]. Matsui further analyzed the stream cipher RC4 [Mat09],
showing that two different keys could produce the same key stream. Moreover, Biryukov
and Nikolic exploited the weaknesses in the key scheduling algorithm to discover colliding
keys for SC2000-256[BN14].

At USENIX Security 2022, Albertini et al. [ADG"22] proposed the padding fir method
to ensure key commitment security in Authenticated Encryption (AE) schemes like AES-GCM
and ChaCha20Poly1305. This method simply prepends a constant block of all zeros to the
plaintext and encrypts the padded plaintext as usual. During decryption, the presence
of a leading block of zeros is checked to verify that the correct key was used. These key
committing AE schemes are deemed "collision-resistant" because it is computationally
challenging to find two different keys that either produce the same ciphertext when
encrypting the same plaintext, or, yield two different plaintexts when decrypting the same
ciphertext. Recently, the key commitment security has been further investigated in various
authenticated encryption algorithms, such as Ascon [NSS23], Rocca [TTI124b, TTI124a],
and some AES-based AEAD schemes [DFTT24]. In Albertini et al’s analysis of the padding
fix method, they posed an open problem:

"In particular, the padding fix with AES-GCM assumes an tideal cipher, which raises
the following interesting question: Is it possible to find two keys ki and ko such that
AES},, (0) = AESy,(0) in fewer than approzimately 25% trials 2"

In ASTACRYPT 2024, Taiyama et al. [TSI*24a] explore this open question posed by
Albertini et al. [ADG'22]. They define the concept of a target-plaintext key collision
(TPKC) and categorize it based on whether the plaintext is predetermined into two types:
fixed-target-plaintext key collision (fixed-TPKC) and free-target-plaintext key collision
(free-TPKC). These two types of key collisions can be directly translated into collision
attacks and semi-free-start collision attacks on Davies-Meyer (DM) hashing mode with
AES. Consequently, fixed-TPKC attacks require simultaneous constraints on both the key
and a specific plaintext, whereas free-TPKC allows adversaries to freely choose target
plaintexts, making fixed-target-plaintext key collision attacks harder to achieve than
free-target-plaintext key collision attacks.

Rebound-based Attack. The rebound attack is a generic analysis method introduced by
Mendel et al. [MRST09] at FSE 2009, aimed at finding collision message pairs for AES-like
hash functions. The rebound attack takes advantage of the high degrees of freedom (DoF)
in the large state of cryptographic algorithms to efficiently identify state pairs that satisfy
a truncated differential characteristic, thereby finding input pairs that meet the entire
differential characteristic. This method divides the algorithm into two phases: the inbound
and outbound phases. In the inbound phase, DoF are utilized to deterministically establish
part of the differential characteristic, while the remaining part in the outbound phase is
completed probabilistically.

At ASTACRYPT 2009, Lamberger et al. [LMRT09] introduced multiple inbound
phases, utilizing key DoF to connect them. Subsequently, Gilbert and Peyrin [GP10], as
well as Lamberger et al. [LMRT09], proposed the super S-box technique, extending the
inbound phase to cover two rounds. To further optimize memory complexity, Sasaki et
al. [SLW™10] leveraged the properties of MDS matrices at ASTACRYPT 2010 to propose
non-full-active super S-boxes. Rebound attacks have been applied to many hash functions
[JNP12, DDKS12, DGPW12, MRS14, KNR14]. At EUROCRYPT 2020, Hosoyamada and
Sasaki [HS20] presented the first quantum collision attack on AES-MMO. At CRYPTO 2022,
Dong et al. [DGLP22] combined the triangulation algorithm [KBN09] with the rebound
attack to propose the triangulating rebound attack, constructing a super-inbound phase
that enabled a 7-round semi-free-start attack and an 8-round quantum collision attack on
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AES-128-MMO/MP.

Rebound attacks encompass a variety of applications, extending beyond collision
attacks on hash functions to include the construction of limited birthday distinguishers
[GP10, IPS13] and more [JNP13, DLP23]. We refer to this class of attack methods
that incorporate the rebound attack concept as rebound-based attacks. Previous
rebound-based attacks primarily used truncated differential, Taiyama et al. conducted
rebound-based TPKC attacks on AES by searching bit-oriented differential characteristics.
They converted these bit-oriented characteristics into a graphical format and applied depth-
first search to generate a DoF tree, which optimally guides the selection and sequencing of
inbound and outbound vertices.

1.1 OQOur Contribution

In this work, we propose an improved automatic search method to find rebound-friendly
differential characteristics, which can be directly applied to AES TPKC attacks.

Improved Automatic Method for Finding Target-plaintext Key Collision Differential
Characteristic. In this study, we employ a Boolean satisfiability problem (SAT)-based
automatic method to search for bit-oriented differential characteristics, which are then
applied in rebound-based key collision attacks. Unlike the approach proposed by Taiyama
et al. [T'SI™24a], we specifically aim to find a rebound-friendly differential characteristic
suitable for a rebound-based attack. This characteristic is defined by having a lower
differential probability in the inbound phase, along with high DoF. Additionally, it maintains
a higher differential probability in the outbound phase, making it well-suited for launching
rebound-based attacks. By adding relevant constraints to the traditional SAT model
for finding high-probability differentials, we can discover rebound-friendly differential
characteristics. Once the DoF in the inbound phase are determined, this differential
characteristic can be directly used in rebound-based key collision attacks.

A New Rebound Attack Framework for Key Collision Attacks. In the traditional
rebound attack framework [T'SIT24a] for key collision attacks, attackers typically use the
S-box of the round function as the inbound phase to derive round key, and then immediately
proceed to the outbound phase. Inspired by the Super S-box technique [LMRT09, GP10],
we introduce a time-memory tradeoff strategy and propose a new rebound attack framework.
The new rebound attack framework is divided into two phases: the offline phase and the
online phase. During the offline phase, we extend the inbound phase to cover more rounds
of key schedule or rounds of the round function. This allows us to precompute starting
points that satisfy the differential characteristics of the inbound phase and store them in a
precomputation table. In the online phase, we leverage the precomputed table from the
offline phase along with the remaining starting points to find colliding key pairs that satisfy
the whole differential characteristics. Since the starting points satisfy partial differential
characteristics are precomputed during the inbound phase, the differential probability in
the outbound phase of the new rebound attack framework is increased compared to that
of the traditional rebound attack framework. As the time complexity of rebound attacks
primarily depends on the differential probability in the outbound phase, this approach
optimizes the time complexity of traditional rebound attack frameworks. Through this
new rebound attack framework, we successfully conduct additional practical key collision
attacks, with the following results:

1. AES-128. In [TSIT24a], Taiyama et al. claim to propose a 2-round AES-128
fixed-TPKC attack with a time complexity of 2%°. However, we discover that
their attack is actually a free-TPKC attack and the attack results were not practi-
cal. Subsequently, using the improved automatic search method, we identify a new
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rebound-friendly differential characteristic for 2-round AES-128, where the outbound
phase probability reaches 2740, By combining our proposed new rebound attack
framework, we develop a new 2-round AES-128 fixed-TPKC attack and successfully
find practical key collision pairs, which are listed in Table 2. We also improve the
results of the 5-round AES-128 free-TPKC attack, reducing its time complexity.

2. AES-192 and AES-256. For AES-192 and AES-256, we identify new differential

characteristics that improve both the 5-round AES-192 fixed-TPKC attack and the
7-round AES-192 free-TPKC attack, as well as the 6-round AES-256 fixed-TPKC
attack. Using the new rebound attack framework, we also identify the practical key
collision pairs for the 5-round AES-192 fixed-TPKC attack.

. Kiasu-BC. Assuming the tweak can be chosen by the attacker, we utilize the DoF
provided by the tweak to propose a fixed-TPKC attack on 3-round Kiasu-BC and
a free-TPKC attack on 6-round Kiasu-BC, both of which successfully find practical
key collision pairs.

The key collision attacks are directly applied to the DM hashing mode of AES and Kiasu-BC,
and a summary of our results is provided in Table 1.

Table 1: Summary of (semi-free-start) collision attacks for AES in DM hashing mode.

Target ‘ Attack ‘ Round ‘ Time ‘ Memory ‘ Reference
Collision* 2 249 - [TSI+24b]
Collision 2 practical 222 Section 4.2.1
AES-128-DM Two-block collision 3 260 252 [TSTT24b]
Semi-free-start 5 257 - [TSI+24b]
Semi-free-start 5 254 - Appendix A
Collision 5 261 - [TSI+24b]
Collision 5 practical 25 Section 4.2.3
AES-192-DH Semi-free-start 7 262 - [TSI+24b]
Semi-free-start 7 256 - Appendix B
Collision' 6 261 - [TSI24b]
AES-256-DM Collision 6 260 - Appendix C
Semi-free-start 9 230 - [TSI+24b]
, Collision 3 practical 210 Section 4.3.2
Kiasu-BC . . .
Semi-free-start 6 practical - Section 4.3.3

x[t is actually a semi-free start collision attack on AES-128-DM.
1 The differential characteristic is incorrect.

1.2 OQutline

The rest of the paper is organized as follows: Section 2 introduces some definitions related
to AES encryption and AES-based hash functions, and reviews rebound attacks and key

collision attacks.

Section 3 describes our improved automated method for searching

rebound-friendly differential characteristics, which is then applied to fixed-TPKC and
free-TPKC attacks on AES and Kiasu-BC in Section 4. Finally, Section 5 concludes the

paper.
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2 Preliminaries

2.1 AES Encryption and AES-based Hash functions

AES Encryption. AES [DRO6] is a block cipher that encrypts data in 128-bit blocks.
It supports key lengths of 128 bits, 192 bits, or 256 bits, with the number of rounds
depending on the key length (10 rounds for AES-128, 12 rounds for AES-192, and 14
rounds for AES-256). Its internal state can be viewed as a 4 x 4 byte array. Each round of

AES consists of four transformations, as shown in Figure 1. Here, xl(j ), 1 < 7 < 4 represents
the j-th column of the state x;.

o SubBytes(SB): Applies an 8-bit S-box in parallel to each byte.

o ShiftRows(SR): Performs a cyclic left shift of the i-th row by 4 positions, for i =
0,1,2,3.

o MixColumns(MC): Multiplies each column by a 4 x 4 Maximum Distance Separable
(MDS) matrix.

o AddRoundKey(ARK): XORs the 128-bit round key with the intermediate state.

Before the initial round of encryption, an additional operation called the XOR whitening
key is applied. Additionally, in the final round of encryption, the MC operation is excluded.

C+~MxC
I 1
olals]iz S|S|S|S
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2|6[10[14| sB |S[S|S|S]| sr ¢ MC AK
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Figure 1: The round function of AES.

In the AES key schedules, N represents the length of the key in 32-bit words, which
is 4 words for AES-128, 6 words for AES-192, and 8 words for AES-256, as illustrated in
Figure 2. The master key is denoted as Ky, K1,..., Kxy_1 in 32-bit words. The number
of round keys, N,, required for each AES variant is 11 for AES-128, 13 for AES-192,
and 15 for AES-256. The expanded key is represented by Wy, Wy, ..., Wyn, _1 in 32-bit
words. To define the transformations, RotWord(RW) is used as a one-byte left circular shift,
expressed as RW([bg, b1, b2, b3]) = [b1, b2, b3, by]. SubWord(SW) is defined as the application
of the AES S-box to each of the four bytes of a word, represented as SW([bg, b1, b2, b3]) =
[SB(bo), SB(b1), SB(b2),SB(bs)]. For i = 0...4N, — 1, the expanded key words W, are
defined as follows:

K; if i <N,
W — Wi_n © SWRW(W;_1)) ®rcon;/y ifi>Nandi=0 (modN),
) Wiin @ SW(W;_) ifi>N,N>6, andi=4 (mod N),

Wiy ®W;_1 otherwise.
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Figure 2: Key schedules for the three versions of AES [Jeal6]. The functions RW and SW
are represented by < and S, respectively. The addition of the round-dependent constant,
which is integral to the AES key schedule, is not depicted here; for detailed information,
please refer to [DROG].

AES-based Hash functions.  Classic hash functions, such as the MD-SHA hash fam-
ily [Riv92, Pub12], are constructed by combining compression functions (CF) with the
Merkle-Damgard construction [Mer89, Damg89]. Similarly, AES-based hash functions use
compression functions that can be constructed with AES round functions in hashing modes
such as DM, MMO, and MP [PGV93, MvOV96], as illustrated in Figure 3. Integrating these
compression functions into the Merkle-Damgérd construction results in AES-based Hash
functions.

hi—1

D> h; ™ > Ei (»P>»h; ™ > Ei D> I

A A

Y
S

(a) Davies-Meyer (DM) (b) Matyas-Meyer-Oseas (MMO)  (c) Miyaguchi-Preneel (MP)

Figure 3: Commonly used hashing modes.

2.2 Rebound Attack

The rebound attack [MRST09], introduced by Mendel et al. at FSE 2009, is an effective
method for analyzing AES-like hash functions. This attack consists of two phases: the
inbound phase and the outbound phase. During the attack, the internal structure of the
hash function, whether based on block ciphers or permutations, is divided into three parts:
F = Fyy 0 Fyy, 0 Fyy, the overall framework as illustrated in Figure 4.

e Inbound Phase. In this phase, the attacker typically aims to find a differential
characteristic that maintains a low internal probability. By employing the meet-in-
the-middle technique, the attacker seeks to obtain as many data pairs as possible
that satisfy the inbound differential characteristic, referred to as starting points. The
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maximum number of starting points achievable during the inbound phase is known
as the degree of freedom (DoF). These starting points will be used in the outbound
phase to facilitate the attack.

¢ Outbound Phase. In this phase, the attacker generally needs to control the
probability of the differential characteristic to be greater than that of the birthday
paradox. By utilizing the matched pairs obtained in the inbound phase, the attacker
performs forward and backward calculations to derive a pair of values that satisfy
the differential characteristic requirements of the outbound phase. Ultimately, this
process leads to the desired collision pairs.

—> Fip

Inbound

Outbound » Outbound

Figure 4: The over framework of rebound attack.

At CRYPTO 2022, Dong [DGLP22] et al. introduced the Triangulating Rebound Attack
by combining the triangulation algorithm with the rebound attack. They constructed a
super-inbound phase to enable the inbound phase to cover more rounds. The sources of
DoF for the rebound attack were categorized into five cases:

D1 Truncated differentials of the internal rounds of the Super-Inbound.
D2 Input/output differences and values of the active S-boxes in the state.
D3 Values of the inactive S-boxes in the state.

D4 Differences of key bytes.

D5 Values of key bytes.

In collision or semi-free-start collision attacks on MMO/MP hashing modes, differences can
be introduced through the plaintext of the block cipher and may be canceled during the
message feed-forward operation, as shown in Figure 3 (b), (c¢). Therefore, attackers can
leverage truncated differential characteristics and utilize the DoF from D1, D2, or D5 to
find collision pairs (notably, the DoF D4 and D5 can be more generally represented as
"Differences of IV bytes" and "Values of IV bytes").

However, in collision or semi-free-start collision attacks on DM hashing modes or in key
collision attacks, differences can only be introduced through the keys of the block cipher,
as the message feed-forward operation does not contribute. As a result, attackers must
find a differential characteristic where differences cancel themselves out in the output.
In this scenario, using truncated differential characteristics for rebound attacks becomes
challenging. Instead, it is preferable to identify a bit-wise differential characteristic and
exploit the DoF from D2, D3, and D5 within the inbound phase to launch collision or
semi-free-start collision attacks in the DM hashing mode.

2.3 Key Collision and DM Hashing Mode Collision

In the upcoming ASTACRYPT 2024, Taiyama et al. [TSIT24a], building on the open
problem proposed by Albertini et al. [ADG"22], introduce the concept of target-plaintext
key collision (TPKC), defined as follows:
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Definition 1 (Target-Plaintext Key Collision[TSI*24a]). It refers to two different keys
that produce the same ciphertext when encrypting a specific plaintext.

Based on whether the plaintext is fixed in advance, the key collision attack scenario can
be divided into fixed-target-plaintext key collision (fixed-TPKC) and free-target-plaintext
key collision (free-TPKC). In fixed-TPKC, the plaintext is predetermined, and the goal is
to find two different keys that produce the same ciphertext when encrypting this fixed
plaintext. In free-TPKC, the objective is to find different keys along with corresponding
plaintexts such that encryption with these key-plaintext pairs yields the same ciphertext.

Problem 1 (Fixed-Target-Plaintext Key Collision[TSI*24a]). Given a single target plain-
text, find a key pair that generates the same ciphertext.

Problem 2 (Free-Target-Plaintext Key Collision[TSI"24a]). Find a key pair and a
corresponding single plaintext that generates the same ciphertext.

Consider a hash function H constructed using the DM hashing mode, as shown in Figure
3 (a), where Ej, represents AES encryption. To launch a standard single-block collision
attack, the attacker needs to find a message pair (m,m’) such that AES,, (IV) = AES,,,-(IV),
where IV is the fixed initial value. To perform a single-block semi-free-start collision, the
attacker must find a pair (p, m) and (p,m’) such that AES,,(p) = AES,,,/(p), with p # IV.
To carry out a single-block free-start collision, the attacker needs to find a pair (p, m) and
(p’,m’) such that AES,,(p) = AES,,/(p'), with p # p’. Tt is evident that the objective of a
fixed-TPKC aligns with that of a single-block collision attack in DM hashing mode, while
the objective of a free-TPKC matches that of a single-block semi-free-start collision attack
in DM hashing mode.

Remark 1. Tt should be noted that the hash collision attacks mentioned subsequently refer
to single-block collisions unless explicitly stated as two-block collisions.

3 Improved Automatic Search Method for Differential Char-
acteristics in Key Collision

In this section, we propose an improved SAT-based automatic search method for searching
rebound-friendly differential characteristics. The main idea of our method is to achieve
more precise control over the probabilities in the inbound and outbound phases of a
differential characteristic, thereby identifying characteristics that are more effective for
attacks.

In essence, we enhance the model for searching fixed-probability bit-oriented differen-
tial characteristics by introducing constraints to regulate the inbound phase probability,
ensuring that the outbound phase probability exceeds the birthday bound. This enables
the discovery of rebound-friendly differential characteristics. Our experiments show that
adding more constraints significantly reduces the search time for differential characteristics.
We will first introduce the process of finding fixed-probability bit-oriented differential
characteristics, followed by the method of incorporating additional constraints to identify
rebound-friendly differential characteristics.

3.1 SAT-based Method to Search for Bit-Oriented Key Collision Dif-
ferential Characteristic

The primary challenge is how to transform the search for differential characteristics into
the conjunctive normal form (CNF) such that the off-the-shelf solvers can solve it. We
follow the modelling approach of Sun et al. [SWW21, SW23]. In the following, we briefly
introduce the operations in AES that need to be modelled and the formulation of the
objective function to search for a differential characteristic with a specified probability.
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Modelling for S-box of AES. Since we aim to control specific differential probabilities,
the S-box model must represent the exact probability propagation. The probabilities of
possible differential propagations A; — A, for the AES S-box can take values from the
set {277,276 1}. Therefore, for each S-box, we introduce two binary variables (w7, we)
to represent the possible differential path probabilities. The complete set of possible
differential propagations for each S-box is given by:

A, A, € F2, wp,wg € Fo,
010, Prs(Ai,A,) =1,
W7 || wg =4 1 || 0, PI‘S(AZ‘,AO) = 277,
01, Pry(As,A,) =275,

PS’boa: = AZ H A0 || w7 H W6

To convert all the possible differential propagation sets into CNF, we introduce a boolean
function as follows:

L, if A || Ao || wr || w6 € Psbows
0, otherwise.

F(Ai || Ao [l w7 || we) = { (1)
A Boolean function f(z1,22,...,z,) maps n-dimensional binary inputs (z1,x2,...,2,)
to a binary output {0,1}. Any Boolean function can be represented in CNF which is a
conjunction (logical AND) of one or more clauses, where each clause is a disjunction (logical
OR) of literals. A literal is a variable or its negation, denoted as x; or —x;, respectively.
Formally, a CNF formula ¢ is written as:

p=Ci ANCyA---NC,
where each clause C is expressed as:
Cj = (ljl v lj2 VeV ljm>7

and [;, is a literal.

The Boolean function 1 is then translated into CNF clauses. To obtain a simplified
CNF representation, we use the Espresso logic minimizer?. After minimization, each AES
S-box requires 8292 clauses to fully represent the differential propagation rules. We define
the function addSBclauses(A;, A,, w7, wg) to return the 8,292 clauses.

By introducing these two variables, referred to as weight variables, to control the
probabilities of weights 7 and 6 independently, the probability weight of the S-box can
be determined by 7 - w7 4+ 6 - wg. Suppose we want to control the propagation probability
of a particular S-box to be 277 or 27%. In that case, we can set one variable to 1 and
the other variable to 0, which makes it more convenient to manage the probabilities of
multiple S-boxes.

Modelling for Linear Operations of AES. In the AES round function, apart from the SB
operation, the remaining operations are linear. Among these, the SR operation does not
introduce new clauses, so we only need to model the MC and ARK operations. Both ARK
and MC operations can essentially be transformed into XOR operation modelling.

Let the input differences of the X0R operation be A,, Ay € Fo, and the output difference
be A. € 5. The differential propagation is valid if and only if the values of A,, Ay, and
A, satisfy all the following X0R clauses.

(AL VAL VAL) =1,
(Ag VAL VAL) =1,
(Aa VAV ﬁAc) =1,
(AL VARV -AL) = 1.

2https://github.com/classabbyamp /espresso-logic
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We define the function addX0Rclauses(A,, Ap, A.) to return the CNF clauses 2.

In the MC operation of AES, we utilize the primitive representation [SLRT15] to express
the MDS matrix M, which is composed of elements 0x01,0x02,0x03 in Fys. The primitive
representation of the matrix, denoted as MP", is a 32 x 32 binary matrix. Each element in
M (e.g.,0x01,0x02,0%03) is replaced by its corresponding binary representation in M?".

02 03 01 01
01 02 03 01

M:

01 01 02 03

03 01 01 02
10000000 01000000 11000000
01000000 00100000 01100000
00100000 00010000 00110000
00010000 00001000 10011000
%01=19 9000100002 |oo0oo000100] =1t 0001100
00000100 00000010 00000110
00000010 10000001 10000011
0000000 1 10000000 10000001

Given an input difference A, € F3? and an output difference A, € F3?, the MC operation
can be expressed as: A, = MP'A,. To model this operation, we analyze the nonzero
positions in each row of MP" and apply a t-XOR operation to the corresponding positions
of A,. Taking the first row of MP" as an example, the leftmost position is labeled as 0,
and the nonzero indices in this row are given by T' = {1,8,9,16,24}. Therefore, we can
model the computation of Ap[0] as:

Ab[o} = @ Aa[i]

ieT

Observation shows that the value of t is either 5 or 7, meaning that only 5-XOR and
7-X0R operations are required for modelling. The specific clauses and XOR operations
follow the same principle but are omitted here for brevity. Finally, we define the function
addMCclause(A,, Ay), which returns the CNF clauses for the MC operation.

Modelling for Objective Function. To more precisely control the probability of differential
characteristics, our aim is to set the objective function to control the number of S-boxes in
the differential characteristic that contributes probabilities of 27 and 27%. Thus, we can
define the objective function as

Zogrgnq,ogigw wr[r][i] + Zogrgnkq,ogig:s wkr[r][i] = NSz, (3)
Eogrgnq,ogigw we[r][i] + Zogrgnkq,ogig:s wke[r][i] = NS,

Where R represents the number of rounds for which we want to search for the differential
characteristic, and Ry represents the number of rounds in the key schedule, 0 < ¢ < 15
indicates that the AES state consists of 16 bytes. In the r-th round, wz[r|[i] and we[r][7]
are two binary variables controlling the probability of the i-th S-box, while wkr[r][i] and
wkg[r][7] are the corresponding binary variables for the key schedule. Additionally, NS,
and NSg represent the number of S-boxes in the differential characteristic where the
probabilities are set to 277 and 279, respectively.

To convert the objective function (3) into CNF clauses, we employ the sequential
encoding method [Sin05], which is adept at transforming inequalities involving summations
of boolean variables into constraints suitable for SAT solvers. Specifically, the sequential
encoding method can be used to convert the inequality Zi:o z; < k into CNF clauses,
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where x; are boolean variables and k is a non-negative integer. We add additional
constraints to convert it into Zizo x; = k for our purposes.

) V 80’0 = ].,

Zo V —80,0 = 1,

ﬁS(),jzl fOI‘lSjSk—l,
X, \ $i,0 = 1,

—8i—1,0 V S50 = 1,

z; Vsi—10V 80 =1,

-y Vst 1 Vs =1,
81,5V sig =1,

ZT; V Si—1,5 vV S84, = 1,
Si—1,j—1V Si—1,; V 7855 =1,
—x; V Si—1 k-1 = 1,

forl1<i<n-—2.
forl1<j<k-—1

Lpo1V Sp—2k—1 = ]-7

where s; ; € Fy is an auxiliary variable. Let the addOFclauses(R, Ry, wr, we, wkr, wke, N S7, N.Sg)
function return the CNF clauses corresponding to the objective function (3).

Modelling for Finding a Fixed-probability Key Collision Differential characteristic. To
search for key collision differential characteristics, it is necessary to control the differences
at the plaintext and ciphertext positions to be zero, allowing only the master key input to
introduce differences. Therefore, constraints must be added to ensure that the differential
bits for both plaintext and ciphertext are zero across all positions. The constraints are
formalized as follows:

plaintext[i][j]=0 for0<i<150<j<7, (@)

ciphertext[i][j]] =0 for0<i<150<;<7.

Here, plaintext[i][j] and ciphertext[i][j] represent the differential bit at the j-th bit
of the i-th byte of the plaintext and ciphertext, respectively. We define the function
addKCclauses(plaintext, ciphertext) to return the CNF clauses corresponding to the
key collision constraints (4).

We aim to construct an SAT model for AES by defining variables dx,,dy,,dz, to
represent the 128-bit state differences before the SB operation, after the SB operation, and
after the MC operation in the r-th round of AES, respectively. Variables wy and wg represent
the probabilities of S-boxes in the AES round function, while sdk and wk represent the
key state differences after the SW operation and the probabilities of S-boxes in the key
schedule, respectively. Using the described functions as before, we construct an SAT model
M to compute a fixed-probability differential characteristic for AES, as outlined in the
Algorithm 1. The function findFPKCcharacteristic(R, NSy, N.Sg, version) is defined
to return this SAT model.

3.2 How to Search Rebound-Friendly Differential Characteristics

In order to search for rebound-friendly differential characteristics, we need to control for a
lower differential probability p;, in the inbound phase, a higher differential probability pou:
in the outbound phase, and the DoF greater than or equal to 1/pyy: in the inbound phase.
In this section, we will build upon the fixed-probability differential characteristic search
in Section 3.1 and discuss how to add constraints to find rebound-friendly differential
characteristics. The constraints for finding differential characteristics in fixed-TPKC
attacks, those for finding free-TPKC differential characteristics, and the constraints for
different AES versions are all distinct, and we will discuss them in detail.
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Algorithm 1: SAT-based method for searching fixed-probability key collision
differential characteristics in AES

Input: The number of rounds R, the number of S-boxes N.S; and N.Sg with
different probabilities 277 and 276, the AES version.

Output: A SAT model for searching differential characteristic with probability
p= 2—7~W7—6'W5.

=

Initialize an empty SAT model M;

if version=128 then

| Ri < R

if version=192 then

| B [(R+1)-3—1;

6 if version=256 then

7 L temp < [(R+1)- % — 1], Rg < temp + (“’%];

8 M.var < {plaintext[i][j] € {0,1}:0<r<R-1,0<:¢<15,0<j <7}

9 M.var + {dx,[i][j]] € {0,1} : 0<r<R—-1,0<4<150<j <7}

10 M.var + {dy,.[{][j] € {0,1}: 0<r <R-1,0<i<15,0<j<8};
[

w N

[ S

]

11 M.var + {wr[r][7]] € {0,1},wg[r][{]] : 0 <r <R—1,0 <i < 15}

12 M.var + {dz,[i][j] € {0,1} : 0<r <R—2,0<4<15,0 < j <8}

13 M.var + {dk,[i][j] € {0,1} : 0 <r <R,0<7<15,0<j <8};

14 M.var + {sdk,[{][j] € {0,1} : 0 <r <R, —1,0<¢<3,0 <j <8};

15 M.var + {wks[r|[i] € {0, 1}, wke[r][¢i] € {0,1}:0<r <R, —1,0<i<3};

16 M.var < {ciphertext[i][j] € {0,1} : 0<r <R—-1,0<i<150<j <7}

17 M.clause <+ addARKclauses(plaintext,dky) /*Return the CNF clauses for the
ARK operation®/;

18 for r =0 to R— 1 do

19 for ¢ =0 to 15 do

20 L M .clause < addSBclauses(dx,[i], dy,.[i], wr[r][¢], we[r][4]);

21 if r <R—1 then
22 M.clause < addMCclause(SR(dz,), dk,4+1);
23 M.clause < addARKclauses(dz,,dk,1);

24 else
25 | M.clause « addARKclauses(SR(dy, ), dk,11);

26 M.clause + addKSclauses(Ry, dk, sdk, wky, wkg, version)/*Return the CNF
clauses for the key schedule*/;

27 M.clause < addKCclauses(plaintext, ciphertext);

28 M.clause < add0Fclauses(R, Ry, wy, wg, wky, wkg, N.S7, N.Sg);

29 return M;
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3.2.1 Constraints on AES Fixed-target-plaintext Key Collision

AES-128. We start by analyzing AES-128. Figure 5 represents the first round of the
2-round AES-128 fixed-TPKC differential characteristic we identify. In this differential
characteristic, the inbound phase (marked with a red dashed line) begins with the SB
operation in the first round, where the gray and blue cells represent fixed differences rather
than truncated differences.

Zero difference
Nonzero difference
Active S-box with probability 2-7

oEEO0O

Active S-box with probability 2-¢

20 wo

|
ISR MC

AP

Figure 5: The first round of the 2-round AES-128 fixed-target-plaintext key collision
differential characteristic.

In the following, we describe how to build on the fixed-probability differential charac-
teristic search from the previous subsection by adding constraints to enable a direct search
for rebound-friendly differential characteristics. In the inbound phase, given the differences
Axg and Ay, the differential distribution table (DDT) allows us to calculate the value of
pairs that satisfy this difference. For an S-box with a probability of 277, two pairs satisfy
the difference, while for 276, there are four pairs. The number of these pairs represents
the DoF in rebound-based attacks. Positions with zero difference have 28 DoF available.
Since the plaintext is fixed in advance in fixed-TPKC attacks, we cannot use the DoF from
the plaintext in computing state or key values. By leveraging the DoF provided by the
active byte differentials and the values of inactive bytes during the inbound phase, we first
compute a pair (xg,yo) that satisfies the difference for the SB operation. This pair (zo, yo)
serves as the starting point in a rebound-based attack. Subsequently, the value of kg can
be calculated as kg = x¢ @ P, initiating the outbound phase.

From this analysis, we can conclude that the rebound-based key collision attack
essentially utilizes the high DoF in the inbound phase’s internal state to calculate the value
of round keys, and then propagates these key and state values forward and backward to
compute colliding key pairs. To precisely control the probability in the inbound phase, we
introduce two constraints in the fixed-probability differential characteristic search model.

Suppose we want to search for a differential characteristic with probability p. The DoF
available in an AES-128 fixed-TPKC attack is 2'28, requiring us to ensure the probability
p > 27128 Additionally, to guarantee the outbound phase differential probability pou: >
2764 making it feasible to find a collision within a complexity less than 2"/2, we set
the inbound phase probability as p;, = p/Pout. Let w;, = —1ogs pin represent the total
differential probability weight in the inbound phase. This weight can be decomposed
as Wip, = 7 NSip, +6- NS;,,. We then add the following constraints to control the
probability in the inbound phase:

{Zo<i<15 wr[0][i] = NSin,, (5)
Zogigm w6 [0][i] = NSing,

where wr[0][i]and wg[0][¢] are binary variables controlling the probability for each S-box
during the first round of the SB operation. For convenience in the following description,
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let C333°0587%C represent constraint (5).

In order to prevent the consumption of the plaintext’s DoF by the first round SW
operation in the key schedule, it is crucial to ensure that the input difference for this
operation is zero, or equivalently, that the input difference of the SW operation matches the
input difference of the first round SB operation. Consequently, the following constraints
are imposed:

wk7[0][¢] = 0 for 0 < i < 3, or wk7[0][7] = wr[0][¢] for 0 < ¢ < 3, (©)
wke[0][¢] = 0 for 0 < i < 3. wkg[0][7] = wg[0][¢] for 0 < i < 3.

Here, wk7[0][¢] and wkg[0][¢] are binary variables controlling the probability for each S-box
in the SW operation. Let C3x{72PX¢ represent constraint (6).

AES-192. As analyzed for AES-128, the differences in the inbound phase are effectively
introduced by the master key. Therefore, in the case of fixed-TPKC, the available DoF
should match the size of the master key. Figure 6 illustrates the first round of the AES-192
fixed-TPKC differential characteristic. Unlike AES-128, the size of AES-192 master key
is 24 bytes, so the inbound phase in the differential characteristic should include the SB
operations from the first round and the first two columns of the second-round SB operation.
When searching for rebound-friendly differential characteristics, the probability p of the
differential characteristic should be at least 27!92. In the first round function, the AK
operation applies the round key without passing through the SW operation. Therefore,
we do not need to worry about consuming the plaintext’s DoF, and there is no need to
introduce constraints similar to those in case Cii2°5aP*. Similar to AES-128, we control
the probability of the inbound phase by introducing the following constraints:

k(1’2) EjRW,SW ‘|:
1

e e o i (1,2) y'51727

|
|
| 1
SB SR,MC|AK, FH SB :H |
. . . . o
|
|
|

ko

Y

AP !

"

Figure 6: The first round and second round of the 5-round AES-192 fixed-target-plaintext
key collision differential characteristic.

{EO<1‘<15 wr[0][i] + 3 o< j<7 wr[L[j] = NSin,, 1)

2o<i<15 W6 [0][d] + >0 <7 w6 [1][J] = NSing,

where wr[0][i], wg[0][7] and wr[0][4], we[0][j] are auxiliary variables controlling the probability
for each S-box during the first round and the first two columns of the state in the second

round of the SB operation. Let CE23e{TPXC represent constraint (7).

AES-256. In AES-256, the size of the master key is 32 bytes. Therefore, we can control
the differences in the SB operations of the first two rounds. When searching for rebound-
friendly differential characteristics, the probability p of the differential characteristic should
be at least 272°6. Similar to the previous two AES variants, we control the probability of
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the inbound phase by introducing the following constraints:
20<i<1s W7 [01[d] + 30 j<as wr[U5] = NSins, ®)
ZOSing we[0][2] + ZO§j§15 we[1][7] = N Sing,

where wr[0][i], wg[0][7] and wr[0][4], we[0][j] are auxiliary variables controlling the probability
for each S-box during the first round and the second round of the SB operation. Let

Ciixed-TPKC represent constraint (8)

3.2.2 Constraints on AES Free-target-plaintext Key Collision

AES-128. Asshown in Figure 7, this is the inbound phase of a new fixed-TPKC differential
characteristic we identify for AES-128. In a fixed-TPKC, we can use the DoF from the
plaintext, so the inbound phase does not need to start at the first round. Instead, we place
it in rounds r; and r;41, using the DoF from the two rounds of nonlinear transformations
to calculate the key k

Tit+1"

Figure 7: The r;-th and 7;1-th rounds of the 5-round AES-128 fixed-target-plaintext key
collision differential characteristic.

Similar to the inbound phase of the fixed-TPKC attack described above, in the Inbound
1 phase, we use the DDT to calculate pairs that satisfy the known difference Az,,, Ay,.,,
obtaining values for ... Then, by applying the SR and MC operations forward, we calculate
wy,. In the Inbound 2 phase, we calculate the value of z,, , by assessing the DDT and
obtain k., , = wy, ® x,,,. Since the difference in k., [13] is non-zero, it undergoes the
SW operation with a probability of 277, requiring 27 DoF from the Inbound 1 phase to find
pairs that satisfy this difference.

Similarly, suppose we want to search for a differential characteristic with probability p.
In a free-TPKC attack on AES-128, the available DoF are 21281128 — 9256 gq 45 > 97256,
To ensure that the differential probability in the outbound phase, p,,¢, remains greater
than 2764, allowing a collision to be found with a time complexity of less than 2/2, we
set the inbound phase probability to p;, = p/Dout- Let wi, = —logs pin represent the
total differential probability weight in the inbound phase, which can be decomposed as
Wiy, = 7+ NSip, +6- NS;,. To control the probability in the inbound phase, we add the
following constraints:

{Eo<j<15<w [rilli] + wrlriaa] 7)) = NS, o

> o0<i<1s(We[ril[5] + wo[rita][d]) = NSing,

where wr[r;][j]land wg[r;][j] are auxiliary variables controlling the probability for each

S-box during the inbound phase. Let CEe®7E*C represent constraint (9) AES-192 and

AES-256. Similar to AES-128, we control the S-box probabilities during the inbound phase
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of AES-192 and AES-256. The constraints are defined as follows:
E()§j§15(w7[ri][j] +wrlriya]ld]) + Zogtg? wr[ripo][t] = NSin,, (10)
> o<j<15(We[rilld] +we[riv1][d]) + 2 0<i<r Wolrital[t] = NSing.

{Eo<j<15<w (rilli] + welrisa )] + welrisal ) = NSins, "

> o<j<15(We[ril[] + we[ri1] (5] + we[rit2][j]) = NSins.

Here, w7 and wg are auxiliary variables controlling the probability for each S-box
during the inbound phase. Let Cizs®a8¢ and CisS,at%C represent constraints (10) and (11),

respectively.

3.2.3 Algorithm for Searching Rebound-Friendly Key Collision Differential Character-
istics in AES

To search for rebound-friendly key collision differential characteristics, we add relevant
constraints to the fixed-probability differential characteristic search model. Based on the
analysis in Sections 3.2.1 and 3.2.2, we convert the inbound phase constraints Corrore | de-
termined by the AES version and the type of key collision attack, into CNF clauses. We define
this process as the function addICclause(r;, wr, we, N Sin,, NSin,, version, attack-type),
which returns the corresponding CNF clauses. Algorithm 2, named findRFKCcharacteristic,
is designed to find rebound-friendly key collision differential characteristics for AES, with in-
put parameters R, r;, NS7, NS¢, NSin,, NSin,, version, and attack-type. If a differential
characteristic is found, the algorithm returns a rebound-friendly differential characteristic;
otherwise, it returns NULL.

All experiments in this paper were conducted on a CPU with the following specifications:
11th Gen Intel(R) Core(TM) i9-11900 @ 2.50GHz and 32 GB RAM. During the differential
characteristic search, 8 cores were used, while a single core was used for computing collision
pairs.

Algorithm 2: Searching for rebound-friendly key collision differential character-
istics in AES
Input: The number of rounds R, the starting round of the inbound phase r;, the
number of S-boxes with differential probabilities of 27 and 27¢ N .S7, N Sg,
the number of S-boxes with different probabilities NSy, and N.S;,, in the
inbound phase, the AES version (128,192,256), and the attack type
attack-type of key collision attack (fixed-TPKC or free-TPKC).
Output: A rebound-friendly key collision differential characteristic with
probability p = 2= 7 N57=6:NS where the inbound phase starts at 7;
with a probability of p;, = 277 NSin7 =6:NSins - and the outbound phase
has a probability of p/pin.
1 Initialize an empty SAT model M;
2 M <+ findFPKCcharacteristic(R, N.S7, N.Sg, version);
3 M.clause < addICclauses(r;,wr,Ws, version, N.S;y,,, N Siy,, attack-type);
solve the SAT model M;
if the problem is satisfiable then
dc + (dx,dy, dz, dk);
L return dc;

N o ok

o0

return NULL;
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4 Rebound-based Key Collision Attack for AES and Kiasu-BC
4.1 The New Rebound Attack Framework

The overall framework for rebound-based key collision attack.

1. Search Rebound-Friendly Differential Characteristic. Instead of a truncated
differential characteristic, identify a rebound-friendly differential characteristic. In
such a characteristic, the inbound phase has a lower probability with sufficient DoF
available for the outbound phase. The outbound phase has a higher probability,
facilitating the discovery of colliding key pairs.

2. Compute Starting Points in the Inbound Phase. In the inbound phase,
generate sufficient starting points based on fixed differentials, using active byte
differentials and arbitrary values for inactive bytes.

3. Calculate Collision Pairs in the Outbound Phase. Using the starting points
obtained from the inbound phase, perform forward and backward computations
in the outbound phase to determine colliding key pairs and their corresponding
plaintext pairs (for semi-free-start collisions).

A New Rebound Attack Framework for Key Collision Attack. Inspired by the Super
S-box technique [LMR'09, GP10] and building upon the traditional rebound attack
framework [TSIT24a], we propose a new rebound attack framework incorporating a time-
memory tradeoff strategy. This framework divides the attack into two distinct phases: the
offline phase and the online phase.

e Offline Phase: During this phase, we extend the inbound phase to cover additional
rounds of the key schedule or round function. By doing so, we precompute and store
starting points that satisfy the differential characteristics of the inbound phase in
a precomputation table. This approach allows the inbound phase to cover more
rounds. Although memory consumption increases, it correspondingly increases the
differential probability of the outbound phase.

¢ Online Phase: In this phase, we leverage the precomputed table to efficiently fulfill
the differential requirements of the outbound phase. Since the stored entries already
satisfy differential characteristics of the inbound phase, the differential probability
in the outbound phase is significantly increased compared to traditional rebound
attacks. This enhancement directly reduces the time complexity, as the attack
primarily depends on the outbound phase’s success probability. By combining the
precomputed pairs with the remaining steps, we systematically identify colliding key
pairs that satisfy the full differential characteristic.

To provide a detailed explanation of the attack process in the new rebound attack framework,
we will find the 2-round AES-128 fixed-target-plaintext key collision attack in our new
rebound attack framework and traditional rebound attack frameworks. The detailed attack
process can be found in Subsection 4.2.1.

4.2 Improved Key Collision Attacks on AES

In this section, we first present a practical 2-round AES-128 fixed-TPKC attack using
our improved automatic method to discover a new differential characteristic and the new
proposed rebound attack framework. Detailed attack procedures for both frameworks
are provided for comparison. Subsequently, we demonstrate why the 2-round AES-128
fixed-TPKC attack reported by Taiyama et al. [TSI*24a] is, in fact, a free-TPKC attack.
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Additionally, we propose a practical 5-round AES-192 fixed-TPKC attack, further validating
the effectiveness of our framework. A detailed comparison is shown in Table 1. All the
differential characteristics used in the key collision attacks can be found in Appendix D.

4.2.1 New Fixed-target-plaintext Key Collision Attack on 2-round AES-128

Ap

Inbound 1

wo

Round 1

Legend

Zero difference

Nonzero difference

Active S-box
with probability 2=7.
Active S-box
with probability 2—6.

OooEQd

(a) The traditional rebound attack framework.

Inbound 1

SR MC
Round 0

Round 1

Legend

Zero difference

Nonzero difference
Active S-box

with probability 2~7.
Active S-box

with probability 276.

O OEO

(b) New rebound attack framework.

Figure 8: New fixed-target-plaintext key collision attack on 2-round AES-128.

Based on the constraints added in the Subsection 3.2.1, in this subsection, we pro-
pose a new fixed-TPKC attack on 2-round AES-128. Using the improved automatic
search method, we set the input parameters of the findRFcharacteristic function as
(R,7i, NS7, NS¢, NSipn., NSin,, version ,attack-type) = (2,0,13,2,9,0, 128, fixed-TPKC).
The new 2-round AES-128 fixed-TPKC differential characteristic is shown in Figure 8.

In the fixed-TPKC attack, where the plaintext is fixed in advance. Given the differences
Axg and Ay in the inbound phase, we can determine values for the active bytes by assessing
the DDT, while inactive bytes can take arbitrary values. Therefore, in xy and yy, we can
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generate up to 2% pairs for the first column, 28 pairs for the second column, 2! pairs for
the third column, and 232 pairs for the fourth column. This means we can generate up
to 265 starting points (o, yo) in the inbound phase, which provides sufficient freedom to
launch a fixed-TPKC attack.

We first present the attack procedure of the traditional rebound attack framework
without employing a time-memory tradeoff strategy. Then we give the attack procedure of
our proposed new rebound attack framework utilizing a time-memory tradeoff strategy.

The Traditional Rebound Attack Framework. Corresponding to Figure 8 (a), the process
of the traditional rebound attack framework for finding collision key pairs is as follows:

1. Generate values xg and yg in the Inbound 1 phase that satisfy the differences Axg
and Ayg. Compute kg = P @ xg to obtain the value of kg. Since the SW operation
in the first round key schedule is inactive, there is no need to consume DoF in the
plaintext to generate values of pairs that satisfy the SW difference.

2. Calculate wy = MC o SR(yp). With kg known, calculate k1 = KS(ko) and z1 = wo © k1.
Then compute y; = SB(z1) and ¢} = SB(z1 & Axy). If y; &y} # Ay, return to step
1.

3. Calculate sk; = SWo RW(k1[12,13,14,15]) and skj = SW o RW(k1[12,13,14,15] &
Ak1[12,13,14,15]). If sk @ skj # Asky, return to step 1.

4. After obtaining a valid y1, a colliding key pair (ko, ko @ Akg) is successfully identified.

Complexity Analysis. Since the probability of the outbound phase is 2749, we need to
repeat the above attack process 20 times. Therefore, the time complexity is equivalent
to 249 executions of 2-round AES-128 encryption, while the memory complexity remains
negligible.

New Rebound Attack Framework. Corresponding to Figure 8 (b), the process of the
new rebound attack framework for finding collision key pairs is as follows:

o Offline Phase: By observing Figure 8 (b), it is noted that although there are no
active SW operations in the key schedule phase from ko — ki, the bytes k;[12, 15]
become active during the k1[12,15] — SW(k2[12, 15]) phase. The update rules for
k1[12,15] are:

k’l[12] = ]{10[0] S k0[4] S ko[S] S :ZC()[IQ] S7] SW(ko[lvg]) @ rcony,
k1[15] = ko[3] @ ko[7] @ ko[11] @ ko[15] & SW(ko[12]).

Since ko depends on kg = P @ x¢, to precompute k[0, 3,4,7,8,12,13,15], we need
to determine [0, 3,4,7,8,12,13,15] in advance. The values of z( are influenced by
the SB operation, resulting in 23¢ possible values for x40, 3,4, 7,8, 12,13, 15]. Using
ko = P @ o, ko[0,3,4,7,8,12,13,15] also has 23° possibilities. Based on the update
functions of k;[12,15], we precompute all valid values satisfying these constraints
and store them in a precomputed table Tabg. of size 27.

¢ Online Phase:

1. Select a valid entry from Tabyye, which corresponds to x4[0,3,4,7,8,12,13, 15].
For the remaining unfixed bytes of xg, randomly select a value that satisfies its
differential characteristics. Once xq is fixed, kg is also fixed via kg = P @ x.
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2. Calculate wg = MC o SR(yp). With ko known, compute k1 = KS(kg) and =1 =
wo @ k1. Then derive y; = SB(z1) and ¢} = SB(x1 & Axy). If y1 & y) # Ay,
return to Step 1.

3. After obtaining a valid y;, a colliding key pair (ko, ko ® Ako) is successfully
identified.

Complexity Analysis. In the above steps, since we have precomputed x¢[0, 3,4, 7, 8,12, 13, 15]
to satisfy the probabilistic constraints in the key schedule, we only need to fulfill the
outbound phase. Testing reveals that x¢[0,3,4,7,8, 12,13, 15] has 222 possible values (i.e.,
v = 22). The probability of the outbound phase is 2726, requiring the attack process to
be repeated 226 times. It is worth noting that although we need to calculate 23¢ possible
values for x¢[0,3,4,7,8,12,13,15], the time complexity of this calculation is negligible
compared to the AES round function, as it only involves two SW operations and nine XOR
operations. The time spent in the offline phase can be considered negligible relative to
the computation time in the online phase. Thus, the time complexity is equivalent to 226
executions of 2-round AES-128 encryption. The memory complexity involves storing the
precomputed values of z4[0, 3,4, 7,8,12,13,15] that satisfy the inbound phase differential
characteristic, with a size of 222. To validate this process, we provide a practical 2-round
AES-128 key collision pair in Table 2.

Table 2: Pair of the fixed-target-plaintext key collision attack on 2-round AES-128

) ‘ Plaintext; ‘ Key, ‘ Ciphertext;
00 00 00 00 | 60 80 37 00 | 02 e8 fd 24
00 00 00 00 | de 10 85 28 | bc 38 22 1f
00 00 00 00 | dO de 1571 | b6 95 9b aa
00 00 00 00 | d9 93 7a 22 | 03 d9 ba 55
00 00 00 00 | 3c 80 3c 00 | 02 e8 fd 24
00 00 00 00 | e5 10 be 28 | bc 38 22 1f
00 00 00 00 | eb e5 1571 | b6 95 9b aa
00 00 00 00 | 94 de e9 22 | 03 d9 ba 55

4.2.2 Taiyama et al’s Fixed-target-plaintext Key Collision Attack on 2-round AES-128
[TSIT24a]

As shown in Figure 9, the first-round differential characteristic of the 2-round AES-128
fixed-TPKC found by Taiyama et al. According to the analysis in Section 3.2.1, we can
see that this characteristic qualifies only as a free-TPKC, as it uses the DoF from the IV
to satisfy the difference in kq[12] after nonlinear transformations.

AP ;
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: 3922 69| SB b9:; ef ISR MC
> > T > >
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Figure 9: The first-round differential characteristic of the 2-round AES-128 fixed-target-
plaintext key collision by Taiyama et al. [TSIT24a).
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In the inbound phase, we can deduce the full state values xy and yo by evaluat-
ing the DDT. We compute the full state values of ky using kg = P @ x¢. Since the
first-round key undergoes the nonlinear SW operation with an active byte kq[12], with
input-output differentials of (0x69, 0x08), only two pairs (ko[12], sko[12]) satisfy this differ-
ence: (0x02,0x77) and (0x6b, 0x7f). We calculate (xg,x)) = (0x72,0x1b) to satisfy the
differentials Axo[12], Ayo[12]. Therefore, to obtain pairs that satisfy the input difference
of ko[12], P[12] must be one of

0x70 = 0x72 ¢ 0x02,
0x05 = 0x72 @ 0x77,
0x19 = 0x1b @ 0x02,
0x6¢c = 0x1b @ 0x77.

This requirement consumes the DoF of the plaintext, making it a free-TPKC attack. We
find a new 2-round AES-128 fixed-TPKC differential characteristic, as shown in Table
8. Using this characteristic, we launch a 2-round AES-128 free-TPKC attack. The time
complexity of the attack is 232.

4.2.3 New Fixed-target-plaintext Key Collision Attack on 5-round AES-192

Using our automatic search method, we identify new AES-192 fixed-TPKC and free-TPKC
differential characteristics and launch corresponding key collision attacks on AES-192 using
these characteristics. The new 5-round AES-192 fixed-TPKC differential characteristic is
shown in Figure 10. The total probability of this differential characteristic is 2718°. Using
this new differential characteristic combined with the new rebound attack framework, we
launch a practical 5-round AES-192 fixed-TPKC attack. The attack procedure of the new
rebound attack framework is as follows:

« Offline Phase: To satisfy the differential characteristics Az1[8, 13, 15] = Ay [8, 13, 15]
and Aky[15] — SW(k2[15]) in the 5-round AES-192 fixed-TPKC attack, we need to
utilize the DoF in the first-round subkey values kg, k1[0 — 7] of AES-192. Based on
the key schedule and round function of AES-192, we can determine which bytes of
the first-round subkey must be used to satisfy the differential characteristics of the
four S-boxes mentioned above. The relationships between these key bytes are as

follows:
1‘1[8] ko 0} ©® SW(k‘l [4]) D w0[8},
x1[13] = ko[1] ® SW(k1[5]) ® ko[5] ® wo[13],
x1[15] = ko[3] ® SW(k1[7]) @ ko[7] ® wo[15],
k2[15} =k [7] ® k1 [3] & k‘o[15] (&) k‘o[ll] ) ko[?] S kio[?)] (&) SW(k‘l [7])

To identify all starting points that satisfy the differential characteristics Az4[8, 13, 15] 5,

Ay, (8,13, 15] and Ako[15] — ASW(k2[15]), we need to compute the values of k[0,1, 3,5, 7
,11,15], k1[3,4,5, 7], wo[13,15]. These values can be easily derived from the first-
round SB operation and the first two columns of the second-round SB operation,
yielding a total of 232 DoF. Since the probability of the differential characteristics
Az1[8,13,15] =5 Ayy[8,13,15] and Ak2[15] — SW(ko[15]) is 2727, the size of the
precomputed table Tabpye is 232727 = 25,

e Online Phase: Exploit Tabpre and the remaining DoF in x, x; to fulfill the differ-

ential characteristics Az[3,15] =By Ay, [3,15], Ax3[T7] =, Ays[7], and Axy[3,15) LN
Ayy[3,15]. This involves:
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Figure 10: New fixed-target-plaintext key collision attack on 5-round AES-192.
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1. Iterating through entries in Tabpye to fix 29 and partial round keys.

2. Propagating constraints forward through the cipher using the known 4]0, 1]
values.

3. Verifying consistency with the required differential characteristics in subsequent
rounds.

Complexity Analysis. The probability of satisfying the outbound phase differential
characteristics is 2732, necessitating 232 iterations of the attack process to achieve a
collision. Thus, the time complexity is equivalent to 23? executions of 5-round AES-128
encryption. The memory complexity is the size of the precomputed table, which is 2°. To
demonstrate the practical validity of this approach, we provide a practical colliding key
pair for 5-round AES-192 in Table 3.

Table 3: Pair of the fixed-target-plaintext key collision on 5-round AES-192

¢ | Plaintext; Key; Ciphertext,

00 00 00 00 | 49 ab ea fb 0e 14 | 3c 3e 87 €3
00 00 00 00 | 36 £8 f0 d9 7f 00 | d8 4b 21 4a

1 00 00 00 00 | 59 02 76 fb d7 89 | 2a ae 98 2c¢
00 00 00 00 | 9c ba a7 a3 a1 28 | 79 bd 96 96
00 00 00 00 | 78 9a db ca Oe 14 | 3c 3e 87 e3
9 00 00 00 00 | 07 c9 c1 e8 7f 00 | d8 4b 21 4a

00 00 00 00 | Of 54 25 a8 d7 89 | 2a ae 98 2c
00 000000 | fe 90 c589 €928 | 79 5d 96 96

4.3 Key Collision Attacks on Kiasu-BC
4.3.1 Description of Kiasu-BC

TK
N N {"'7
1 1
P ———@—E[—OD S—[El—B—- ¢
| |
k- | —»~ :
1 1
: AES-128 |

Figure 11: The Kiasu-BC tweakable block cipher based on AES-128

Kiasu-BC is a tweakable block cipher proposed by Jean et al. [JNP14a], designed based
on the AES-128, with additional modifications inspired by the TWEAKEY framework
[JNP14b] introduced at ASTACRYPT 2014. As illustrated in Figure 11, Kiasu-BC takes
three inputs: a 64-bit tweak T', a 128-bit plaintext P, and a 128-bit key K. Different from
the AES-128 encryption, Kiasu-BC introduces an XOR operation with the 64-bit tweak T'
to the first two rows of the AES internal state after ARK in the round function, including
after the pre-whitening key addition. Notably, Kiasu-BC does not utilize a tweak schedule,
and the same tweak T is applied in every round.

We aim to investigate whether the tweak in Kiasu-BC can serve as a source of DoF for
rebound-based attacks, thereby enabling attacks on additional rounds. Since Kiasu-BC
does not employ a tweak schedule, we select it as the subject of our study. Assuming
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that the attacker can introduce differences in the tweak, we propose both fixed-TPXC and
free-TPKC attacks on Kiasu-BC.

4.3.2 Fixed-target-plaintext Key Collision Attack on 3-Round Kiasu-BC

In this section, assuming the attacker can independently choose values of the tweak, we
leverage the additional DoF provided by the tweak to launch a fixed-TPKC attack on
3-round Kiasu-BC, as illustrated in Figure 12. The overall probability of this differential

Ap

Inbound 1

Round 0

Round 1

Pr=p-18

6¢] SB % 78] SR
2 K Prs - [o2[o1]04 g Round 2
e
TK

Legend

Zero difference

Nonzero difference

z3
TK
0f4]s[12
of2]4]6 1[5]9[13
k?’ > Ac 1[{3]5]|7 2|6

Active S-box
with probability 2~ 7.

Active S-box
with probability 2 6.

O @O 0O

Figure 12: Fixed-target-plaintext key collision attack on 3-round Kiasu-BC.

characteristic is 2716°. The first round SB operation provides 236 DoF, which is insufficient
to satisfy the differential characteristics of the outbound phase. Therefore, during the
attack, we utilize the DoF provided by the tweak T'K, which, being 64 bits in size, offers
an additional 264 DoF. The attack procedure of the new rebound attack framework is as
follows:

o Offline Phase: Referring to the differential characteristics in Figure 12, it is observed
that Akg[12,13,14] — ASW(ko[12, 13, 14]) is active, where Akg[12, 13] # Ax[12, 13]
and ASW(ko[12,13]) # Ayp[12,13], leading to a contradiction. However, TK[6,7]
effectively resolves this contradiction. Therefore, the differential characteristic
Ako[12,13,14] — ASW(ko[12,13,14]) can be directly satisfied by T K6, 7]. To satisfy
the differential characteristic Akq[12,13,14] — ASW(k1[12, 13, 14]), we need to utilize
the DoF of the tweak. Based on the AES-128 key schedule and round function, the
following relationships hold:

kl [12] = ko[lQ] ©® ko [8] SY) ko [4] &b ko [O] 5] SW(k0[13]) @ rcony,
k1 [13] = k‘o[13] @ ko [9] @ ko [5] ©® k‘o[l] S SW(ko[lll]) @ rcony,
k1 [15] = k0[14] D ]{?0[10] @ ko [6] @ ko [2] D SW(k0[15D @ rcons.
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Since the DoF of the tweak can be introduced in each round, we do not need to com-
pute all starting points that satisfy the differential characteristic Ak;[12,13, 14] —
ASW(k1[12,13,14]). Here, we only need to utilize the DoF of TK[4,5] and (8,9, 15].
Regarding the differential characteristic Axz;[7,13] 2 Ay [13,15], we can respec-
tively utilize the DoFof yo[11] and zo[7], y0[3,4, 9, 14] to satisfy this differential char-
acteristic. Since the DoF required by the differential characteristic Ako[12,13,14] —
ASW(ko[12, 13,14]) are independent from those needed for Az [7,13] =5 Ayy[13,15],

they can be computed independently. Thus, we can generate a precomputed table
Tabpre that satisfies the differential characteristics Ako[12, 13, 14] — ASW(ko[12,13,14])

and Azq[7,13] =5 Ayy[13,15], with a size of 210.

e Online Phase: Using the precomputed table Tabpre and TK, along with the
remaining degrees of freedom in xg, we perform the following steps:

1. Tterate over the fixed portions of g and T K from the precomputed table, and
traverse the remaining degrees of freedom in TK, xg, and yg.

2. Verify consistency with the required differential characteristics in the subsequent
rounds.

Complexity Analysis. The time complexity of the offline phase can be considered negligible.
Therefore, the time complexity is equivalent to 22¢ executions of 3-round Kiasu-BC
encryption. The memory complexity is the size of the precomputed table, which is 21°. To
demonstrate the practical validity of this approach, we provide a practical colliding key
pair of 3-round Kiasu-BC in Table 4.

Table 4: Pair of the fixed-target-plaintext key collision on 3-round Kiasu-BC

1 | Plaintext; Tweak; Key, Ciphertext,
00 00 00 00 Oe de bb 59 | af 2e ab 98
1 00 00 00 00 | 98 c5 b5 f9 | 7b dc 91 59 | 16 38 bf 01
00 00 00 00 | 08 30 7b 33 | 3f 68 00 c6 | 27 e6 el eb
00 00 00 00 Oe 52 00 ac | 80 90 68 95
00 00 00 00 98 29 43 b5 | af 2e ab 98
9 00 00 00 00 | 98 29 a1 95 | 08 ff 50 98 | 16 38 bf 01
00 00 00 00 | 08 £1 7b 33 | 3b 6c 95 c2 | 27 e6 el eb
00 00 00 00 32 70 00 ac | 80 90 68 95

4.3.3 Free-target-plaintext Key Collision Attack on 6-Round Kiasu-BC

The 6-round Kiasu-BC rebound-friendly differential characteristic, as shown in Figure 13.
The total probability of this differential characteristic is 2717, The inbound phase consists
of the SB operations in the first and second rounds, with a probability of 27136, while the
remaining portion serves as the outbound phase with a probability of 2738,

The process of finding a colliding key pair is stated as follows:

1. In Figure 13 Inbound 1, generate (x2,ys2) that satisfy the differences Az and Agys.
In Inbound 2, generate (x3,ys3) that satisfy the differences Azs and Ays. Compute
wg = MC o SR(y2), and ks = x5 Dws & TK.

2. Compute x5 forward and ys backward, and calculate k3 both forward and backward.
In the SB operations of Rounds 0, 1, and 5, the differential probability is 2738, which
requires consuming 237 DoF from the inbound phase to satisfy these differences. If
the conditions are not met, return to step 1.
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3. Once a valid (g, y5) is obtained, the resulting free-TPKC key pair is (kq, ko ® Ako),
with the corresponding plaintext given by kg @ xg.
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Figure 13: Free-target-plaintext key collision attack on 6-round Kiasu-BC

Complexity Analysis. The probability of satisfying the outbound phase differential
characteristics is 2737. Theoretically, it would take 238 iterations of the attack process to

find a collision. However, since we can directly utilize the degrees of freedom of TK|[6, 7]

to satisfy the differential characteristics Ax1[12,13] LN Ay[12,13), Ax[12] LLIN Ayol12],

or x5[12] S8, Ays[12], the overall time complexity is reduced to 225 executions of 6-
round Kiasu-BC encryption. The memory complexity is negligible. To demonstrate the
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effectiveness of this process, we present a practical collision key pair of 6-round Kiasu-BC

in Table 5.

Table 5: Pair of the free-target-plaintext key collision on 6-round Kiasu-BC

) ‘ Plaintext; ‘ Tweak; ‘ Key, ‘ Ciphertext;
0f bl 53 0f 76 7Te 87 a7 | 9d Ob ee 3a
1 b3 3abd cd | 00 00 00 00 | 7f 58 ea 30 | 5a 4a 81 9
98 91 1c 90 | 00 00 00 00 | 41 5a ef 04 | 5b 09 f4 fb
d4 d2 8b 53 d6 34 be £5 | 6d d4 24 bd
0f bl 53 0f 76 7Te 87 a7 | 9d Ob ee 3a
9 b3 3abd cd | 00 00 00 6b | 7f 58 ea 30 | 5a 4a 81 e9
98 91 1c 90 | 00 00 00 00 | 41 5a ef 04 | 5b 09 f4 fb
d4 d2 8b 53 d6 34 be £5 | 6d d4 24 bd

5 Conclusion and Future Work

This paper enhances the SAT model for discovering rebound-friendly key collision dif-
ferential characteristics as proposed in [TSI*24a]. To identify key collision differential
characteristics, we control the differential probability in the inbound phase to facilitate
the discovery of rebound-friendly key collision differential characteristics. Additionally,
we propose a new rebound attack framework for key collision attacks by introducing a
time-memory trade-off strategy. Using our improved automatic search method combined
with the new rebound attack framework, we are able to find new key collision differential
characteristics that can be used to launch practical key collision attacks on different
versions of AES, achieving improvements over previous results.

Additionally, we summarize the sources of degrees of freedom in rebound-based attacks.
In key collision attacks or collision/semi-free start collision attacks in DM hashing mode,
since differences can only be introduced at the keys, it is challenging to initiate collision
attacks by leveraging freedom in truncated differentials. Therefore, bit-oriented key
collision attacks become the only viable approach, where active byte freedoms in the
internal state and freedoms in non-active bytes are utilized to launch attacks. Future work
could explore the resistance of key collision attacks on authenticated encryption algorithms
and further investigate the application of rebound-based cryptanalysis in finding chosen-key
distinguishers.
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A New Free-target-plaintext Key Collision Attack 5-round
AES-128

Using the improved automatic search method, we set parameters R = 5,r; = 1, NS7; =
21, NS¢ = 18, NSipn, = 20, NS;n, = 9,version = 128 and attack-type = free-TPKC as
the input to the findRFcharacteristic function, which allowed us to find a new 5-round
rebound-friendly differential characteristic, as shown in Figure 14. The total probability of
this differential characteristic is 272°°. The inbound phase consists of the SB operations
in the first and second rounds, with a probability of 27194, while the remaining portion
serves as the outbound phase with a probability of 2761,

Given the differences Axy, Ayy, Axs, and Ay, in the inbound phase, we can determine
the values of the active bytes by assessing the DDT, while inactive bytes can take arbitrary
values. Therefore, in Inbound 1, we can generate up to 2*? starting points (x1,%1), and in
Inbound 2, we can generate up to 22° starting points (z2,y2).

The process of finding a colliding key pair is stated as follows:
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1. In inbound phase, we can generate (z1,y;) that satisfy the differences Az; and
Ay; in Inbound 1, and generate (z2,y2) that match the differences Az and Ays
in Inbound 2. Compute w; = MC o SR(y1) and ko = z2 @ w;. Since the difference
Ako[13] is non-zero, the SW operation has a differential probability of 277, consuming
27 DoF from y[6] to satisfy this difference.

2. Calculate we = MCoSR(ya), ks = KS(k2), and x5 = wo@®ks. Then compute y3 = SB(x3)
and y5 = SB(x3 @ Axs). In the Round 3 SB operation, the differential probability is
2724 requiring 224 DoF from the inbound phase. If y3 @ y4 # Ays, return to step 1.

3. Once a valid ys is obtained, calculate w3 = MCoSR(y3), k4 = KS(k3), y4 = SB(ksPws),
and y} = SB(ky Pw3z® Azsz). In the Round 4 SB operation, the differential probability
is 276, requiring 25 DoF from the inbound phase. If y4 @ v} # Aya, return to step 1.

4. Starting from x; in Inbound 1, calculate k; = KS™(ko), wo = 1 @ k1, and yg =
SR™! o MC™!(wp). In Round O SB operation, the differential probability is 2724,
requiring 224 DoF from the inbound phase.

5. Once a valid zq is obtained, calculate kg = KS™!(k;). The resulting free-TPKC key
pair is (ko, ko ® Akp), with the corresponding plaintext given by ko @ xo.

In the attack process described above, it can be observed that the complexity of steps 2, 3,
and 4 is dominant, requiring approximately 2°4 partial AES-128 encryption and decryption
computations. Therefore, the total time complexity can be approximated as 2°4
of a 5-round AES-128 encryption.

executions

B New Free-target-plaintext Key Collision Attack on 7-
round AES-192

The new 7-round AES-192 rebound-friendly differential characteristic, as shown in Figure
15. The total probability of this differential characteristic is 2727°.

Given the differences Axo, Ays, Axs, Ays, Azil 2) Ay(l 2 in the inbound phase, we
can determine the values of the active bytes by assessing the DDT, while inactive bytes can
take arbitrary values. Therefore, in Inbound 1, we can generate up to 2%° starting points
(72,%92), and in Inbound 2, we can generate up to 2°¢ starting points (3, ys, 1:51 ), yfll 2))
The process of finding a colliding key pair is stated as follows:

1. In Inbound 1, generate (2, y2) that satisfy the differences Axs and Ays. In Inbound
2, generate (x3,y3) that match the differences Az and Ays, then, based on the
differences Ax41 2) Ay(l 2), generate (xfll’z),yil’m). Compute ws = MC o SR(ys),

k3 = x3 ® wa, w3 = MC o SR(y3) and k(1’2) = wgl’z) D xfll’Q).

2. Calculate (kf 4) ,ks) = KS(ks, k (1, 2)), and x(3 D = w§3’4) e 1@(13’4). Then compute
yi3’4) = SB(xg ) and y 34) = SB(zy G o Az (3 4)). In the Round 4 SB operation of

the third and fourth columns, the dlfferentlal probability is 2712, requiring 2'2 DoF
from the inbound phase. If y(3 e y/(3 ) #* Ay(3 A return to step 1.

3. Once a valid y43’4) is obtained, calculate wy = MC o SR(y4), x5 = ks ® w4. Due to
the zero differences for the Round 5 SB operation, we proceed with one more round

of the AES round function to compute ws. Next, we calculate kg and k:;l’z) use

the key schedule as follows: kg, k"2 = KS(k{*Y k), kS = KS(kg, k%), Then,
compute xg = ws @ kg. For Round 6, the SB operation’s differential probability
is 277, requiring 27 DoF from the inbound phase to satisfy this part of differences.
Return to step 1 if this requirement cannot be met.
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4. Starting from x5 in Inbound 1, calculate (k§3’4), ko) = KS™1(ks, kil’z)), (ko, kgl’Z)) =
KS_l(k§3’4)7k:2), wy; = 29 @ kg, and y; = SR o MC~!(w;). In the Round 1 SB
operation, the differential probability is 27 '8, requiring 2'® DoF from the inbound
phase. From the differential characteristic in Figure 15, it can be seen that to obtain
k1[6] and zo[1, 6] that satisfy the differential, we need to consume 220 DoF from the
inbound phase. If the state does not satisfy this differential, return to step 1.

5. Once a valid z is obtained, calculate kg = KS™!(k;). The resulting free-TPKC key
pair is (ko, ko ® Akp), with the corresponding plaintext given by ko @ xo.

In the attack process described above, it can be observed that the complexity of steps 2, 3,
and 4 is dominant, requiring approximately 2°7 partial AES-192 encryption and decryption
computations. Therefore, the total time complexity can be approximated as 2°6 executions
of a 7-round AES-192 encryption.

C New Fixed-target-plaintext Key Collision Attack on 6-
round AES-256

In this section, we discover that the differential characteristic used in the 6-round AES-256
fixed-TPKC attack by Taiyama et al. [T'SI"24a] is incorrect. As shown in Table 6, during
the SW operation in the first round of the key schedule, the S-box input-output difference
pair 0x02 and 0x48 (highlighted in red in the table) does not correspond to any valid
input-output pair in the AES S-box.

Although their incorrect differential path might have been a printing error, we still
use our improved search method to find a new 6-round AES-256 fixed-TPKC differential
characteristic, as shown in Figure 16. The total probability of this differential characteristic
is 27228, The inbound phase includes the SB operations in the first and second rounds,
with a probability of 27133, while the remaining part serves as the outbound phase, with
a probability of 279°. Using this new differential characteristic, we launched a new 6-
round AES-256 fixed-TPKC attack with a time complexity approximately equivalent to
260 6-round AES encryptions.

Table 6: The first-round differential characteristic used in the fixed-target-plaintext key
collision attack on 6-round AES-256 found by Taiyama et al. [TSIT24b)].

Round | Operation State differences Key differences

Plaintext 0x00000000 00000000 00000000 00000000
After AK 0x24161248 00000000 00000000 0090000
After SB 0xd0033d01 00000000 00000000 007c0000
After SR 0xd0000000 00000001 007c3d00 00030000 | 0xb952d069 00000000 00000000 02060402
After MC 0xbbd0d06b 01010302 b9bf0641 05060303 After SWo RW 0x24161248 00320000

0x24161248 00000000 00000000 0090000

Given the differences Axg, Ayg, Az, and Ay; in the inbound phase, we can determine
the values of the active bytes by assessing the DDT, while inactive bytes can take arbitrary
values. Therefore, in Inbound 1, we can generate up to 27 starting points (z, o), and in
Inbound 2, we can generate up to 2** starting points (1,91).

The process of finding a colliding key pair is stated as follows:

1. In Inbound 1, generate (xo, yo) that satisfy the differences Axg and Ayg. In Inbound
2, generate (x1,y1) that match the differences Az; and Ay;. Compute kg = P @ x¢
to obtain the value of kg. Compute wg = MC o SR(yo) and k1 = x1 ® wg. Since the
difference Ak;[12 — 15] is non-zero, the SW operation has a differential probability
of 2728 consuming 2% DoF from 1,6, 11, 12], 21[12 — 15] to satisfy this difference.
Compute ko using the AES-256 key schedule, where (ks, k3) = KS(ko, k1), to obtain
the value of ky. Since the difference Aks[12] is non-zero, the SW operation has a
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differential probability of 277, consuming 27 DoF from inbound phase to satisfy this
difference.

2. Calculate w; = MC o SR(y1), k2 = KS(ko, k1), and 29 = w; ® ka. Then compute
y2 = SB(z2) and y5 = SB(z2 ® Axz). In the Round 2 SB operation, the differential
probability is 2718, requiring 2!® DoF from the inbound phase. If yo @ y) # Ay,
return to step 1.

3. Once a valid y, is obtained, calculate wy = MC o SR(y2), y3 = SB(k3 @ w2), and
yh = SB(k3 @ we @ Axs). In the Round 3 SB operation, the differential probability is
2714 requiring 2'* DoF from the inbound phase. If y3 ® y} # Ays, return to step
1. Perform the same calculation for Round 4 and Round 5. The S-box differential
probabilities for these two rounds are 272' and 277, respectively. Therefore, 22® DoF
from the inbound phase are required to satisfy this part of the difference. Return to
step 1 if this requirement cannot be met.

4. Once a valid ys is obtained. The resulting £fixed-TPKC key pair is (kq, ko ® Ako).

In the attack process described above, it can be observed that the complexity of steps 2
and 3 is dominant, requiring approximately 20 partial AES-256 encryption computations.
Therefore, the total time complexity can be approximated as 2%° executions of a 6-round
AES-256 encryption.

D AIll Differential Characteristics Used in Key Collision
Attacks.

Table 7: The differential characteristic used in the fixed-target-plaintext key collision
attack on 2-round AES-128.

Round | Operation State differences Key differences

Plaintext 0x00000000 00000000 00000000 00000000 | 0x5c3b3b4d 00003b4d 0b3b0093 00000000
After AK 0x5c3b3b4d 00003b4d 0b3b0093 00000000
After SB 0x3bc49917 0000c4cl 713900c4 00000000

0x5c3b3b4d 00003b4d Ob3b0093 00000000

0
After SR | 0x3b000000 00390017 710099c1 00chcacd
After NC | 0x763b3b4d 5c650017 ba000093 57000093 After SW o RW 0x00000000
After AK | 0x2a000000 00560017 ed000000 00000000
1 After SB | 0x5c000000 00350093 57000000 00000000 | Cx°¢3b3bad 5c3b0000 57000093 57000093

After SR 0x5c3b0000 00000000 57000093 00000000 After SWo RW 0x00003b4d
Ciphertext | 0x00000000 00000000 00000000 00000000 | 0x5c3b0000 00000000 57000093 00000000

Table 8: The differential characteristic used in the free-target-plaintext key collision attack
on 2-round AES-128.

Round | Operation State differences Key differences

Plaintext 0x00000000 00000000 00000000 00000000 | 0x4900c000 c500008c 8cc55c00 0000008c
After AK 0x4900c000 c500008c 8ccb5c00 0000008c
After SB 0xe700d900 68000091 24348c00 00000068

0x4900c000 c500008c 8cc55c00 0000008c

0
After SR | 0xe7008c68 68340000 24004991 00000000 ,
After MC | 0x31005c6e 8c005c8c 00c5258¢ 00000000 After S o Ril 0x00009¢00
After AK | 0x78000066 00000000 00002500 00c50000
1 After SE | 0x8c00008c 00000000 00005c00 00050000 | CX29005c00 8c005c8¢ 00c5008¢ 00c50000

After SR 0x8c005c00 0000008c 00c50000 00000000 After SWo RW 0xc5000000
Ciphertext | 0x00000000 00000000 00000000 00000000 | 0x8c005c00 0000008c 00c50000 00000000
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Table 9: The differential characteristic used in the free-target-plaintext key collision attack
on 5-round AES-128.

Round | Operation State differences Key differences

Plaintext | 0x00000000 00000000 00000000 00000000 | 0xe0c50000 00c50000 e0000000 00000000

e e
After MC | 0x4b134758 00000000 1£82829d 5491c5c5 After SW o Rif 0x00000000

SRR e
Af_£ér MC | 0x845edb77 1abdb250 0336958 dfcfdl6a After SWo Ril 0x00000000

e
After MC | 0x68c50000 00db0000 00c51900 00000053 Affer W o R 0xe0000000

EE - e
After NC | 0x00c50000 00000000 00000000 00000000 After SW o Ril 0x00000000

4 Ao S5 0200000000 00c80000" 00000000 5000600 | C*00<50000 00550000 00000000 00000000
After SR | 0x00c50000 00000000 00000000 00000000 After SWo RW 0x00000000
Ciphertext | 0x00000000 00000000 00000000 00000000 | 0x00c50000 00000000 00000000 00000000

Table 10: The differential characteristic used in the fixed-target-plaintext key collision
attack on 5-round AES-192.

Round | Operation State differences Key differences
Plaintext 0x00000000 00000000 00000000 00000000
After AK 0x31315662 3131562a 31315362 3131532a
After SB 0x87c0bd65 da9c5794 3ef407fa 7baecdad
0 Aftor SR | 0x879c07ad daf4cdbb 3eaebddd 7bc0b7fa | o 010662 3131562a 31315362 31315322
After MC 0x0000£948 00000086 bc315662 00e300f5
After AK 0x0000£900 00000086 84000000 00e300bd
After SB 0x0000ae00 000000dd 3e000000 00050031
After SR 0x00000031 00000000 3e05aedd 00000000
After MC 0x31315362 00000000 00000048 00000000
After AK 0x00000048 00000000 00000000 00000048
After SB 0x00000031 00000000 00000000 00000031
After SR 0x00000031 00000031 00000000 00000000
After MC 0x31315362 31315362 00000000 00000000
After AK 0x00000000 00000048 00000000 00000000
After SB 0x00000000 00000031 00000000 00000000
3 After SR 0x00000000 00000000 00000031 00000000 0x31315362 3131532a 00000000 00000000
After MC 0x00000000 00000000 31315362 00000000
After AK 0x00000048 00000000 00000000 00000048
4 After SB 0x00000048 00000000 00000000 00000048
After SR 0x00000048 00000048 00000000 00000000 0x00000000 after SWo RW 0x00000000

Ciphertext | 0x00000000 00000000 00000000 00000000 | 0x00000048 00000048 00000000 00000000

0x00000048 00000000 31315662 00000048

0x00000000 after SWo RW 0x00000000

0x3131532a 00000000 00000048 00000048

0x00000048 after SWo RW 0x00000500

0x00000048 00000000 31315362 00000048
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Table 11: The differential characteristic used in the free-target-plaintext key collision
attack on 7-round AES-192.

Round | Operation State differences Key differences
Plaintext 0x00000000 00000000 00000000 00000000
After AK 0x00710000 00007600 00000000 00000000
After SB 0x00c00000 00005b00 00000000 00000000
0 After SR 0x00000000 00000000 00000000 00c0O5b00 0x00710000 00007600 00000000 60000000
After MC 0x00000000 00000000 00000000 0076769b
After AK 0x00000000 00007600 00000000 0076009b
After SB 0x00000000 00005b00 00000000 005b0077
After SR 0x00000077 00000000 0050000 00005b00
After MC 0x777799ee 00000000 edb65b5b 5Sbedb65b
After AK 0x7777efee 00007600 edb62d5b Sbedb65b
After SB 0x9e96bcc9 00003d00 3d0a93ff badelefl
After SR 0x9e0093f1 000alec9 3ddebc00 5a963dff
After MC 0x45clabd3 c9f£769d bf458025 d7db5acal
After AK 0x45clabd3 c9££009d bf458025 d7d5daald
After SB 0x11224352 ec9400ef b00d48c8 974d86fa
3 After SR 0x119448fa ec0d8652 b04d43ef 97a200c8 0x00000000 00007600 00000000 00007600
After MC 0x37000000 00350000 00005100 0000768b
After AK 0x37000000 00350000 00005100 0000008b
After SB 0x28000000 00070000 0000b200 000000eb

0x00000000 00007600 00000000 00007600

0x00007600 after SW o RW 0x00710000

0x00007600 00007600 00007600 00000000

0x00000000 after SWo RW 0x00000000

0x00000000 00000000 00000000 00007600

4 After SR 0x2807b2eb 00000000 00000000 00000000 0x00000000 after SWo RW 0x00000000
After MC 0x00007600 00000000 00000000 00000000
After AK 0x00000000 00000000 00000000 00000000

5 After SB 0x00000000 00000000 00000000 00000000 0x00007600 00000000 00000000 00000000

After SR 0x00000000 00000000 00000000 00000000 0x00000000 after SWo RW 0x00000000
After MC 0x00000000 00000000 00000000 00000000
After AK 0x00000000 00007600 00000000 00000000
6 After SB 0x00000000 00007600 00000000 00000000 | 0x00000000 00007600 00000000 00000000
After SR 0x00000000 00000000 00000000 00007600

0x00000000 00000000 00000000 00007600

Ciphertext | 0x00000000 00000000 00000000 00000000 0200000000 after SW o R 0x00000000

Table 12: The differential characteristic used in the fixed-target-plaintext key collision
attack on 6-round AES-256.

Round | Operation State differences Key differences
Plaintext 0x00000000 00000000 00000000 00000000
After AK 0x49d8802e d9000000 d9000000 49000000
After SB 0x4ed085d6 83000000 77000000 c1000000
v After SR 0x4e000000 830000d6 77008500 c1d00000 0x49d8802e 49000000 d9000000 9000000
After MC 0x9c4eded2 cb55e229 6be3661c £27a1188
After AK 0x001b28el £80084al 58b6002f c12£7700
After SB 0x00ff4be2 7200ec23 494b0074 a0d60200
After SR 0x00000000 724b02e2 49d64b23 alOffec74 0x33556688 after SWo RW 0x49d8802e
After MC 0x00000000 d9000000 9b006c00 d91e0000 0xd9000000 after SW 0xaf000000

After AK 0x00000000 00000000 9b006c00 0010000
After SB 0x00000000 00000000 77003300 00110000
2 After SR 0x00003300 00000000 77110000 00000000 0%00000000 45000000 00000000 9000000
After MC 0x33556633 00000000 dd556688 00000000
After AK 0x00000000 000000bb €e000000 00000000
After SB 0x00000000 00000010 €9000000 00000000
After SR 0x00000000 00000000 €9000010 00000000 0x00000000 after SWo RW 0x00000000
After MC 0x00000000 00000000 d9£9d900 00000000 0x00000000 after SW 0x00000000

After AK 0x00000000 d9000000 00£9d900 00000000
After SB 0x00000000 77000000 00113300 00000000
4 After SR 0x00003300 77110000 00000000 00000000 0x00000000 d9000000 49000000 00000000
After MC 0x33556633 dd556688 00000000 00000000
After AK 0x00000000 ee000000 00000000 00000000
5 After SB 0x00000000 d9000000 00000000 00000000
After SR 0x00000000 d9000000 00000000 00000000 0x00000000 after SWo RW 0x00000000

Ciphertext | 0x00000000 00000000 00000000 00000000 | 0x00000000 d9000000 00000000 00000000

0x9c556633 33556688 33556633 33556688

0x33556633 000000bb 33556688 00000000

0x33556633 33556688 00000000 00000000
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