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Abstract. We revisit the privacy and security analyses of FIDO2, a widely deployed standard for
passwordless authentication on the Web. We discuss previous works and conclude that each of them
has at least one of the following limitations: (i) impractical trusted setup assumptions, (ii) security
models that are inadequate in light of state of the art of practical attacks, (iii) not analyzing FIDO2
as a whole, especially for its privacy guarantees. Our work addresses these gaps and proposes revised
security models for privacy and authentication. Equipped with our new models, we analyze FIDO2
modularly and focus on its component protocols, WebAuthn and CTAP2, clarifying their exact security
guarantees. In particular, our results, for the first time, establish privacy guarantees for FIDO2 as a
whole. Furthermore, we suggest minor modifications that can help FIDO2 provably meet stronger
privacy and authentication definitions and withstand known and novel attacks.
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1 Introduction

The fast-growing adoption of FIDO2 [13], actively supported by software giants Microsoft,
Google and Apple, makes it a de-facto standard for passwordless authentication. FIDO2 is
maintained by the FIDO (Fast IDentity Online) Allianceﬂ, a community of stakeholders that
manages the specifications of the protocol and promotes its adoption.

The basic flows of FIDO2 are shown in Fig. |1} inspired by the corresponding figure in [2].
At its core, FIDO2 is composed of two sub-protocols: WebAuthn (W3C’s Web Authentica-
tion) [23[24] and CTAP2 (Client to Authenticator Protocol version 2.x) [12I/1].

WebAuthn specifies how a user can register a credential (a public signature verification
key) at a server—associating it to a new or an existing account—and later rely solely on the
corresponding private signing key for passwordless authentication. A user, in this context,
normally refers to a human, who uses a client (typically a browser) to interact with the
server. Cryptographically, an authentication run consists of a challenge-response exchange,
in which the server issues a challenge and then checks if this challenge has been correctly
digitally signed (along with relevant public metadata) by a public key that identifies the user.
The private signing keys associated with WebAuthn credentials are often stored in secure
hardware devices called authenticators (or tokens). Registration runs allow a user to create
a server-specific public-key and associate it with an account at the server. New credentials
uploaded to the server may also be signed using a (long-term) attestation private key that
guarantees that the credential has indeed been generated by a secure device. This process is
referred to as attestation and WebAuthn supports several different attestation modes.
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Fig. 1. The simplified FIDO2 flow adapted from Fig. 2 in [2], where the CTAP2 authorized command is highlighted
in blue. The dashed line means the communication with the server is established through the client.

CTAP2 (simply referred to as CTAP in this paper) specifies an access-control protocol
that allows a client to issue authorized commands to unlock a FIDO2 authenticator with a
set of permissions, which may allow creating a new credential for registration or using an
existing credential for authentication. Access is granted only after human intervention, e.g.,
providing a PIN to the client, pressing a button on the token (known as user presence),
providing biometric information to the token (known as user verification), etc.

Known security results and open problems. The design rationale and threat model
for FIDO2 are described informally by the FIDO Alliance in [I3]. The privacy properties of
FIDO2 have been formally analyzed in [I5166] but they, so far, focus only on WebAuthn.
A formal view of FIDO2’s authentication properties has been established by a sequence of
research papers that focused, first on the provable security of WebAuthn [I5] and, more
recently, on the overall FIDO2 as composed by WebAuthn and CTAP [2l5]. While these
works offered comprehensive studies of FIDO2’s provable security, there are still gaps in the
results they provided, both for privacy and authentication goals.

REsuLTs oN FIDO2 pPRrIvACY. User privacy is one of the key features claimed by FIDO,
but it has received less attention from researchers compared to authentication. Hanzlik et
al. [16] formally defined privacy (unlinkability) to analyze the WebAuthn component. Their
definition assures that different registrations do not reveal if they are performed using the
same token, and hence different interactions of the tokens are unlinkable. They proved that
WebAuthn provides user privacy. Their work focused on non-resident keys—a variant of the
protocol where the token keeps only a symmetric key and re-generates a signing key whenever
it is needed for authentication—and does not consider attestation. Bindel et al. [6] extended
their privacy results to cover several attestation modes and focused on resident keys, i.e., the
case where the token stores authentication signing keys securely. However, their work also
considered privacy guarantees of WebAuthn only.

We stress that at this point, to the best of our knowledge, there is no prior analysis of
FIDO2 that considered the potential impact of the CTAP component on user privacyﬁ. It
was acknowledged in [16] that metadata can be used to link interactions of the token, but
the authors do not consider data exchanged outside of WebAuthn. This means that, for
example, it is not immediately clear whether CTAP preserves user privacy, given that a user

5 Kepkowski et al. [I8] identified a timing attack that links user accounts across services, exploiting implementation
flaws on hardware tokens. This is an attack on a full implementation of FIDO2. However, since it is based on
side-channel analysis, is does not directly relate to the cryptographic notions of unlinkability we consider here.



may reuse the same PIN across different tokens. Moreover, the communication with the token
may reuse meta-information or cryptographic material, potentially breaking unlinkability.

REsuLTS ON FIDO2 AUTHENTICATION. On the authentication front, a recent work [3]
demonstrated several man-in-the-middle attacks on FIDO2 USB tokens that are launched
by wrapping the system library that the client browser uses to exchange messages with the
hardware token. The attacks are deployed using a simple malware that does not require
privileged access to the user’s machine. In one type of attacks called rogue key attacks, only
the final token-to-client message in a registration run is replaced, causing an uncompromised
client (also called an honest client) to send to the server a public key that is actually under
the attacker’s control. Such attacks are possible because FIDO2 credentials sent from a
token to a client are not cryptographically protected. Even more recently, the authors in [§]
demonstrated successful message injection attacks on a USB bus by another USB device.
Interestingly, the reported attacks coincide exactly with what is needed to launch a rogue
key attack on FIDO2: first, monitor USB communication until the very end of the protocol
and, second, override the final message sent by the target USB authenticator back to the
host machine.

How can the existing provable security results for FIDO2 co-exist with rogue key attacks?
The work [2] assumed that each token has a unique attestation private key, whose paired
attestation public key is known to the servers a priori, so that rogue key attacks do not
apply. However, this assumption does not reflect the practical setup: either no attestation is
used, or many tokens share the same long-term attestation key pair (which is an imperative
to prevent tracking and guarantee some form of user privacy). The work [5] considered only
attackers that are passive during registration, which is not realistic as the aforementioned
attacks demonstrate. The work [6] considered only the WebAuthn protocol, which means
that the security of client-token communications is not considered. Finally, the full version
of [2] considered only batch attestation (also known as Basic attestation mode), where many
tokens share the same attestation key pair. However, in this case, a server cannot distinguish
tokens from the same batch, which leaves open the possibility for an attacker to launch a
rogue key attack with a valid token from the same batch as the user’s token.

Our contributions. Our work closes the gaps we identified in prior work. For both security
goals of privacy and authentication, our analysis is modular: we provide the security models
and proofs for CTAP and WebAuthn separately, and then show how they compose to imply
the security of the whole FIDO2. Our detailed contributions are listed as follows.

Privacy. We present the following new results on FIDO2 privacy:

— We propose a new security model for user privacy (anonymity). The goal of privacy is to
ensure that multiple registrations involving the same token cannot be linked together, in
order to avoid tracking. Unlike prior works [16J6], we consider a more powerful attacker,
which can compromise the servers and moreover, collaborate with local network attackers
working at the CTAP level. Our security model allows to capture scenarios where an
attacker can access and manipulate CTAP communications (e.g., when the token is lost,
stolen or inserted into a corrupt USB hub or an untrusted machine) and wants to determine
if it has observed some protocol execution that involved this authenticator or even has
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interacted with it in the past. Moreover, this attacker could be in collusion with a malicious
server.

— We analyze FIDOZ2 in our privacy model. We observe that, formally, its privacy could be
compromised by the reuse of ephemeral cryptographic parameters (Diffie-Hellman shares).
This can happen when users register or authenticate multiple accounts without rebooting
the token (by remaining plugged-in and not putting the computer to sleep). Our privacy
definitions also highlight potential risks to user privacy that may be enabled by meta-
information that is exposed by the token to the client, in excess of what CTAP specifies.
For example, leakage of the contents in error messages or device identification information
may lead to trivial breaks of the privacy guarantees of FIDO2 in our model.

— We prove that, with minor protocol changes that prevent the above Diffie-Hellman (DH)
share reuse and by enforcing no leakage of the above meta-information, the cryptographic
design of FIDO2 indeed guarantees strong privacy properties for the user, even considering
local network attackers. We also show that the current FIDO2 guarantees privacy, as
long as the attacker does not observe CTAP traces where a token reuses the same DH
share when interacting with clients to register multiple accounts. The take-away message
from these results is that the cryptographic traces produced by CTAP do not undermine
privacy as long as DH shares are not repeated between usages. We do not argue that the
concrete attack scenarios where DH share reuse could be exploited to break privacy are a
significant reason for concern. Our claim here is that our results establish the first leakage
upper bound for CTAP (and FIDO2 as a whole): if CTAP privacy attacks contribute
to compromise FIDO2 privacy, then it can only be due to DH share reuse. Additionally,
our results show that CTAP authentication security also plays a crucial role in the overall
privacy guarantees of FIDO2. Intuitively, CTAP access control prevents tokens from being
unlocked and then tracked, e.g., an attacker could unlock a stolen token and check if any
of its stored signing keys is associated with a given credential observed elsewhere.

AUTHENTICATION. We present the following new results on FIDO2 authentication:

— We present a counterexample to the security claim for CTAP in [5] in the form of an
attack that breaks the protocol in the security model for authentication adopted by [5].
The attack highlights a subtle oversight in their security proof and effectively shows that
their model is too strong, and that FIDO2 can only be proved secure in a slightly weaker
model.

— We fix the security definitions under which the current version of FIDO2 can be proved to
provide passwordless authentication. Our model is similar to that of [2/5] and guarantees
the following: (i) a server registers only credentials generated by valid physical authenti-
cators, (ii) if the server successfully authenticates a registered credential, then the token
that generated that credential must be involved in the authentication, and (iii) if a token
is interacting with an honest client, then it will only answer registration/authentication
requests if the client unlocks this token using the correct user PIN[|] We give a detailed
proof of FIDO2 authentication security in this model that addresses the shortcomings we

" Note that, as in prior work and due to the lack of token-to-client authentication, FIDO2 guarantees only that
the same token is used in registration and authentication. However, it does not ensure that the token used in



identified in prior work. Our proof applies to the attestation modes most commonly used
by USB tokens: None, Self and Basic.

— We propose a stronger variant of the authentication model that captures rogue key attacks
and USB injection attacks demonstrated in [3|§]. Intuitively, this stronger model further
guarantees that (iv) if a server successfully registers or authenticates a credential via an
honest client, then the user must have authorized that specific client to unlock the token
that generated that credential. Crucially, this model does not assume TOFU: the client
(browser) plays a role in ensuring the server (and to the user) that, if the server is talking
to a client through an authenticated channel (e.g., a TLS connection), then only a token
unlocked by this specific client can successfully register a credential.

— We propose a simple fix to CTAP that appends a message authentication code (MAC) to
the token responses before they are sent to the client (and then delivered to the server).
We then prove that, with this fix, FIDO2 is provably resistant to rogue key attacks and
meets our stronger security. Again, our results apply to the aforementioned attestation
modes: None, Self and Basic.

RESPONSIBLE DISCLOSURE. We communicated our findings to the FIDO Alliance.

Structure of this paper. In the next section we expand on the background and relation
to prior work. Then, we describe the formal protocol syntax that captures CTAP, as most
of our contributions focus on CTAP analyses. In Section {] we start with the analysis of
authentication properties of FIDO2, since our privacy results depend on it. In Section
we focus on the privacy properties of the protocol. In Section [6] we discuss the practical
implications of our proposed fixes. Section [7| concludes our work.

2 Background

Before deep diving into the definitions and proofs, we explain the big picture, introduce some
terminology, and further clarify the relation to prior work.

Notation. Throughout the paper, {0, 1}" represents the set of all n-length bit strings and
{0,1}* the set of all finite length bit strings, including the empty string e. We write x < F
(resp. « & F) to denote that z is the return value of a deterministic (resp. probabilistic)
algorithm F, & < vy to assign y to variable z, and ¢ S to assign an element from S,
chosen uniformly at random (unless specified otherwise), to x. When initializing an empty
set £, we write £ < (). We use L to denote any uninitialized variable, as well as the return
value from an algorithm that executes incorrectly.

Security Games. We follow closely [5] in our approach to formalizing security games.
The games are presented in code form and they offer the adversary a number of oracles
that allow it to animate arbitrary executions of the target protocols, in which it can select
participants from four sets of entities: servers, human users, tokens and clients. Human users
are represented in the model by the PIN they use to configure FIDO2 authenticators. We

authentication is bound to the (user-controlled) client through which the authentication run is carried out, even
when assuming trust on first use (TOFU), i.e., the attacker was passive during registration.



adopt here the typical approach to modelling password-based primitives in the cryptographic
literature: users are represented by their identity and an associated PIN sampled from some
(low entropy) distribution. The oracles allow the adversary to emulate the process of a user
inserting its PIN via a client: the adversary identifies the client and the user in the oracle call,
and the game then executes the client code on the user’s PIN. The actions of other parties
are captured by running the code prescribed by the protocol on their internal states and
adversary-provided inputs, if any: different oracles capture different phases in the protocol
execution, where the output of an oracle typically signals some event or information transfer
that is visible to the adversary, and therefore may be used by the adversary in launching the
next phase of its attack.

The games keep complex state to guarantee an accurate model of reality, and also to
keep track of whether the adversary succeeded in breaking the protocol. In authentication
games, breaking the protocol means that the adversary activated a winning condition: it
caused some party to accept a message that allows the adversary to impersonate another
party. In privacy games, breaking the protocol means that the adversary is able to link two
protocol executions that should appear unrelated given the adversary’s knowledge of the
internal states of parties.

P1A and PACA. Barbosa et al. [2] defined the syntax and authentication security of
FIDO2 by introducing two primitives called Passwordless Authentication (PIA) and PIN-
Based Access Control for Authenticators (PACA). WebAuthn is cast as an instance of PIA,
and CTAP as an instance of PACA. This terminology is also adopted by Bindel et al. [5],
where the authors refined the syntax and security models to more closely reflect the structure
(and various versions) of the FIDO2 specification. Bindel et al. [5] focused on settings where
no long-term attestation keys are used and hence assumed passive attackers in registration
flows. Later, Bindel et al. [6] continued the work of [5], focusing only on WebAuthn, but
considered various attestation modes and extended the analysis to privacy guarantees. More
detailed background is summarized next.

WebAuthn and P1A. We depict the WebAuthn protocol (with attestation mode Basic) in
Figure [2[ by following the descriptions in [56]. As in [6], our WebAuthn description captures
the cryptographic core of both the current stable version WebAuthn 2 [23] and a working
draft for WebAuthn 3 [24], so we henceforth simply refer to this protocol as WebAuthnﬁ.

WebAuthn has two challenge-response flows, one for registering a new credential at the
server (with algorithms rChal, rCom, rRsp, and rVrfy) and one for authenticating under a
previously registered credential (with algorithms aChal, aCom, aRsp, and aVrfy).

On registration, the authenticator (token) generates a new key pair (pk, sk) and, unless
the attestation mode is None, it signs the new credential pk, received random challenge and
other relevant metadata. When using attestation mode Basic, the attestation parameters
gpars allow the server to verify the signature and ensure that pk was indeed generated by
a secure hardware device; depending on the application, the server may have different ways

8 WebAuthn 3 [24] introduces new features to enhance usability (e.g., support for cross-origin iFrames), expand APT
functionality (e.g., support for passkey authenticators), etc., but its cryptographic core (as abstracted in our work
and [6]) is not changed.
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(b, re, cid, sid, agCon) < aVrfy(idg, maci, Marsp)

Fig. 2. The WebAuthn protocol (see Appendix |A|for complete descriptions of the algorithms). For attestation mode
Basic, attestation material is generated by the group initialization algorithm (gpars, rc) & Glnit, which for our purposes
can be thought of as a signature key generation algorithm where gpars contains the attestation verification key vk,
c.f., Appendix. The token’s registration context rcr is initialized as rc, which contains the attestation private key
ak; the server inputs its identity ids and attestation info gpars. For attestation modes None and Self, both rcr and
gpars are empty.

to validate the attestation public keys vk used to verify the above attestation signatures but
here, for simplicity, we assume the server can extract the valid vk from the input gpars. In
attestation mode Self, the attestation signing key is the credential’s associated private key
sk itself, so this mode can be viewed as the same as None with an extra proof by the token
that it knows the signing key for the freshly generated credential. In an authentication run,
the process is similar, but the token now always uses sk to sign the challenge and metadata.
Note that, in cases where the client can verify the identity of the server (e.g., through a TLS
connection), the user can rely on the client to abort any WebAuthn runs where the metadata
sent to the token does not encode the correct intended server identity icis / idg.

The PIA authentication security models in [2]5/6] capture the following server-side guar-
antee of WebAuthn: if a server instance accepts an authentication run, then it is uniquely
partnered with a token instance. Crucially, partnership in this setting guarantees that the
response issued by the token can be linked back to a unique registration flow between the
same server and token. In practice, the guarantee that a registered credential was indeed gen-
erated in a physical authenticator is achieved only if tokens can store long-term attestation
keys.

We adopt the P1A authentication model of [6] with small changes: we simplify the model
by removing attestation modes that are not commonly used in FIDO2 tokens, and we slightly
modify the winning conditions for the adversary in order to clarify the overall guarantees
provided by FIDO2. More precisely, we take the partnership definition from [2], which is
more restrictive and therefore makes the model stronger. The details are in Appendix [G]
where we discuss the model differences to [6] and explain why the proofs in [6] actually still
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apply to our stronger model. We do not claim novelty at the PIA level, except for clarifying
the security experiments and the implications of prior proofs.

CTAP 2.1 and PACA. The structure of the CTAP 2.1 protocol [I] is shown in Figure
(with details in Appendix [B). Here, we outline CTAP 2.1 instantiated with the so-called
PIN/UV Auth Protocol 2, denoted by puvProtocol, and omit the other PIN/UV Auth Pro-
tocol 1 instantiation that is essentially the legacy protocol in a previous version CTAP
2.0 [12]. Their core differences are highlighted in Appendix , where we present the details
of CTAP protocols.

With CTAP 2.1, a client can set up, bind to, and unlock an authenticator (token) with
a user PIN (pin). In addition to the possibility that the token may be rebooted and then
regenerate some ephemeral cryptographic parameters, the protocol has two phases.

The Setup phase is typically executed once and is independent of WebAuthn operations;
it is used to configure the token with a hash of the user pin. More precisely, the client first
obtains some information about the token’s capabilities and informs it that Setup is about
to start; the token then returns a DH share pkr. The client completes Setup by sending its
own DH share ¢ along with an authenticated encryption (c,,t,) of the user pin. The token
stores only the hash of the pin, named pinHash.

When the user wants to register a new credential or authenticate to a server using an
existing one, the client executes a sequence of Bind, Auth-C and Validate-T subprotocols.
Bind starts with a Diffie-Hellman key exchange as the one performed in Setup (where the
token might reuse its DH share generated from Setup but the client always regenerates a
fresh DH share); then, rather than transmitting an authenticated encryption of the pin, the
client transmits an unauthenticated CBC encryption ¢, of the pinHash. The token completes
Bind by transmitting back a CBC encryption of pt, the so-called pinTokerﬂ using the same
symmetric key that encrypted the pinHash. The pinToken is simply a fresh MAC key that
can be used by the client in Auth-C to send authorized commands to the token, which
then validates them in Validate-T. These commands are WebAuthn requests (challenges) for
registration or authentication operations. Token responses are sent back to the client, but
not cryptographically protected at the CTAP level.

The PACA authentication security model in [2] assumes the adversary to be passive
during Setup, as there is no prior common context between the client and token. This trust
assumption is adopted by all subsequent works. Furthermore, the adversary is not allowed
to actively attack the client during Bind, since CTAP uses unauthenticated Diffie-Hellman
key exchange. However, the adversary is allowed to actively try to establish new bindings to
the token. Additionally, the adversary can ask client instances that completed a binding to
authorize commands of its choice, and its goal is to forge one such authorized command. A
forgery here is defined as having a token instance accept a command that was not transmitted
by its unique binding partner (a client instance).

The PACA model given in [5] refines the one in [2] in a number of ways, in order to more
closely capture CTAP 2.1 operations. Furthermore, their model was strengthened such that
it allows a limited active attack on clients during Bind: in the concrete case of the CTAP 2.1

9 In CTAP 2.1, the full name of pt is pinUvAuthToken, which we simply call pinToken.
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¢, ¢ .
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Valdate-C AuthT
t
if 7/..Stexe = bindDone : <R—’ if 7Th.Stexe = bindDone :
status « validate-C(n},, R, t) (R,t) & auth-T(x}, R)

Fig. 3. The CTAP 2.1 protocol (black), our fixed CTAP 2.1+ protocol (with red-colored block), and our fixed CTAP
2.14+ protocol (where the token’s DH share is regenerated in every obtainSharedSecret-T execution). Complete
descriptions of the algorithms are shown in Appendix

protocol, this means that the attacker now has the power to control the last message sent
from the token back to the client, which contains the encrypted pinToken. We show that this
strengthened model gives too much power to the adversary, by identifying an attack that
renders CTAP 2.1 insecure in such a model, invalidating the security claim made in [5]. The
attack and our fix are discussed in detail in Section 4.2

Composing PIA and PACA. The authentication security of FIDO2 as a whole is captured
in [25] by a composed model that considers the joint operation of PIA and PACA protocols.
In this model, the adversary has access to all the PACA oracles that model Setup and Bind.
Additionally, it can run PIA+PACA challenge-response interactions that involve client and
token instances that it may have set up in arbitrary ways: formally, the PIA registration
and authentication oracles are replaced by PIA+PACA oracles that model the need for
authorizing and validating WebAuthn requests (and in this work also WebAuthn responses)
with CTAP operations in the full FIDO2. The goal of the adversary is to break the guarantees
we described in our authentication results (second bullet) in the Introduction. Results in [2/5]
show that the only way to break these guarantees is to break either the underlying PIA or
PACA primitive.

Crucially, the above models assume that the attacker has the power to feed the server
arbitrary responses to its challenges during authentication (and registration) runs, which
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reflects the choice of FIDO2 to confer no protection to responses when they are transmitted
from tokens back to clients. However, neither of them captures security against rogue-key
attacks.The model in [5] focuses on attestation mode None, so it explicitly disallows active
attacks during registration and calls this assumption trust on first use. When attestation
mode Basic is in use, the model in the full version of [2] allows active attacks in registration,
but it cannot prevent rogue key attacks since the attacker can successfully register with a
valid token from the same batch as the user’s token.

In the next section we specify the syntax for PIN-based access control for authenticators
(PACA) protocols that capture CTAP, and refer to Appendix |G| for the syntax and security
models for passwordless authentication (PIA) protocols.

3 (m)PACA Protocol Syntax

Our PACA syntax closely follows [5], which itself follows [2]. To capture our authentication
fix of CTAP, we later extend PACA to an mPACA protocol, where the leading “m” stands
for “mutually authenticated”.

A PACA protocol is an interactive protocol between 3 parties: a client C', an authenticator
(or token) T" and a user U. It comprises five subprotocols: Reboot, Setup, Bind, Auth-C and
Validate-T. Below, when we say a protocol takes as input C' and/or T', we mean the states
of them, which are updated during the protocol execution.

Reboot: inputs a token 7" and initializes (or refreshes) its state, to prepare for the execution
of the other PACA subprotocols. This subprotocol powers up the token and always requires
user interaction (e.g., a USB token being plugged out and then plugged in to a machine).

Setup: inputs a token T, client C, and user U who participates by providing a pin to C'.
During this subprotocol execution, C' securely transmits pin to 7', then 7" saves information
about this pin (e.g., a hash thereof) in its static storage (i.e., not affected by Reboot) such
that later it can be used by U to authorize clients access to 7. This subprotocol is typically
executed once per token.

Bind: inputs a token 7', client ', and user U who again provides C' with a pin. This
subprotocol aims to create an authenticated channel from C' to T'. It can be expressed as
multiple runs of client-side and token-side processing Bind-C and Bind-T. Bind-C inputs
C, U and a message m and outputs a message m'. Bind-T inputs 7" and a message m and
outputs a message m’. Depending on the stage of execution of Bind-C or Bind-T, m and
m’ will represent different types of information.

Auth-C: inputs a client C', command M, and outputs (M, t), where ¢ is a tag that authorizes
command M. This subprotocol authorizes commands that C' sends to token 7' (using the
authenticated channel established from Bind).

Validate-T: inputs a token T, command M, tag t and user decision bit d. This subprotocol
validates command M given tag ¢ and user decision bit d, and outputs a bit as the result
of the validation.

11



We extend the PACA syntax with a function Public(7) that models the information a
user or an attacker can learn about the current public state of token T' (e.g., the token
version). This information must be properly defined for the analyzed protocol.

Correctness imposes that a client-authorized command is accepted by the token if and
only if a user approves the command (d = 1); the formal definition is essentially the same as
that in [2] and omitted here.

Syntax for mPACA protocols. An mPACA protocol extends the syntax of PACA with
two additional subprotocols:

Auth-T: inputs a token 7', command M, and outputs (M, t), where t is a tag that authorizes
command M. This subprotocol authorizes responses that 7' sends to client C' (using the
authenticated channel established from Bind).

Validate-C: inputs a client C', command M and tag t. This subprotocol validates command
M given tag t and outputs a bit as the result of the validation.

Correctness is extended to further impose that a token-authorized command is accepted by
the client.

Session oracles and states. We consider two types of session oracles 7’ and Wé to specify
the i'" and j* instance of token T" and client C, respectively. An (m)PACA protocol imple-
ments certain states for client and tokens. Client session oracles are completely independent
from each other and maintain no global state for any given C'. Session oracles of token 7" each
share a global state sty, which contains the associated user identifier sty.user, some infor-
mation about the pin, and some initialization data str.initialData; the latter includes static
configuration data like the supported protocol versions, and other protocol-specific states like
a public counter that limits the maximum number of failed PIN tries. 7 and 77, have a bind-
ing state bs, session identifier sid and execution state ste,e € {_L, waiting, bindStart, bindDone}.
Here L indicates that the session (oracle) is not yet initialized, in which case we simply write
=1 or ’H'é« =_1. When describing CTAP protocols as (m)PACA instances in this paper,
following prior work, we use session oracles to simplify presentation and model the fact that
an incoming message is processed in the context of a specific session.

4 Authentication Properties

We start with the goal of authentication, because this was the main focus of previous works
and, as mentioned in the Introduction, our privacy analysis relies on the authentication
results.

4.1 (m)PACA Authentication Model

We closely follow [5] to define our authentication security model for PACA protocols, and
extend it to capture mPACA security. As presented in Figures [d] 5| the authentication
security of a PACA protocol PACA is defined with a security experiment Expt,SDXE'At executed
between a challenger and an adversary A. The security notion is called strong unforgeability
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with trusted-binding (SUF-t), which ensures that a token can only accept a command that
was authorized by a client bound to the token under user permission.

Trust model. The model assumes a fully authenticated channel for all communications
between clients and tokens during Setup. It also assumes that no active attacks can be
carried out against any client during the whole execution of Bind, while fully active attacks
on tokens are allowed. As stated in the Background, this is the same assumption made in [2],
which differs from the model in [5] that allows for stronger adversaries that may carry out
active attacks against clients at the end of Bind. We later expand on the impossibility of
achieving this stronger security in Section 4.2

Experiment-specific boolean variables. Each session (oracle) has a isValid variable stat-
ing if this session is available for interaction with the adversary. Additionally, each token
session has a 7%..pinCorr variable determining if the pin associated with token 7' has been
corrupted, and each client session has a Wé.compromised variable determining if its internal

state has been compromised.

Experiment oracles. We showcase the Exptaacs oracles in Figure , which closely follow

the code-based description in [5]. NewT and NewU generate new tokens and new users,
respectively. In this model, a user is simply a holder of a pin, which can then be used to run
Setup with multiple tokens. CorruptUser permanently corrupts a user U (by flagging it as
corrupt) and returns his/her pin to A. The Setup oracle performs a full Setup subprotocol run
between two sessions 7Té and 7. with user U’s pin, and returns the trace of communications
to A. Likewise, Execute performs a full Bind subprotocol run between two sessions 7ch and
7k, using the pin that was stored in T, invalidating all of T’s previous sessions; the full trace
of communications is then given to A. Compromise returns a client session’s binding state
ﬂé.bs and permanently marks this session as compromised. Reboot on a token session 7.
calls Reboot subprotocol on 7" and marks all of 7”s sessions as invalid. Auth-C authorizes a
message M on a client session 7% using its binding state and outputs the same message and
a tag t. Validate-T inputs a message M, tag t and user decision bit d on a token session 7.
and outputs a boolean response. Finally, Send-Bind-T allows A to send a message m to a
token session 7% to initiate, continue or complete Bind; in the latter case, it also invalidates
all of T’s previous sessions, including 7% if the query caused T to reboot.

Session partnership. We say sessions 7, and 74 are partners if, and only if, they completed
Bind and agree on the session identifier sid. The concrete instantiation of sid depends on the
concrete protocol to be analyzed. In our analysis of CTAP 2.1, we take the sid to be the full
trace of the Bind run.

Winning conditions. For a PACA protocol PACA, we say that an adversary A against the
security experiment Exptpacs wins if it gets a message-tag pair (M,t) accepted by a token
session 7 through the Validate-T oracle and one of the following holds: (i) the user decision
bit d # 1, (ii) two token sessions complete Bind with the same sid, (iii) two client sessions
complete Bind with the same sid, or (iv) T"s pin was not corrupted and either 7% has no
partner or its partner was not compromised and did not output (M, t). This is captured by
the winning condition Token-Win-SUF-t in Fig. [4] which is checked whenever the adversary

queries Validate-T.
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tokenBindPartner (T, 1): clientBindPartner (C, j):

1: if 3(C, ) s.t. wh.sid = 7L.sid then 1: if 3(T,i) s.t. 7l.sid = 7h.sid then
2: | return (C,j) 2: | return (7,7)
3: return (L, 1) 3: return (L, 1)
Exptiaca (A): Exptopaca (A):
1: Lauthc < 0 1: Lauthe, Lauht < 0
2: win-SUF-t < 0 2: win-SUF-t < 0
3 () & 4901 30 () & A°0Y)
4: return win-SUF-t 4: return win-SUF-t
Token-Win-SUF-t (T, ¢, M, t,d): Client-Win-SUF-t (C, j, M, t):
1: if d # accepted then return 1 1: if 3(C1, j1), (C2, j2)
2: s.t. (C1, 1) # (Ca, j2) and 7ré,‘1 Stexe = W]C?Q.stexe = bindDone
3. if 3(Ch, 1), (C2,j2) ) ) nd ﬁg}l.sid = 7(;,.sid then return 1
. (C1,51) # (C2, j2) and 7, Stexe = TG, Stexe = bindDone 2
nd wéll.sid = 7716?2 .sid then return 1 3. if (11, 01), (T2, i2) ) )
: _ .t. (Th,i1) # (T%,i2) and 'n';ll.stexe = ﬂ%.stexe = bindDone
5: if_ Ty, i1), (Thy i) st (Th,i1) # (To,42) and 77 stee = nd ’fl'fr‘1 sid = 72 sid then return 1
7, -Stexe = bindDone 4:
nd ‘n'éll.sid = 773, sid then return 1 5: (T,i) « clientBindPartner(C, j)
6: 6: if (T4, M,t) ¢ Loyt then
7: (C, ) + tokenBindPartner(T,1) T if 'n'g}.com;?romised = false then
8: if (C,5, M,t) ¢ Launc then 8: L if 7.pinCorr = false then
9: if (C,7) = (L, 1) or m/,.compromised = false then 9: L return 1
10: i 10: return 0

L if 7%.pinCorr = false then
11: L return 1
12: return 0

Fig. 4. (m)PACA authentication security experiments and winning conditions. Code in red only for the mPACA
model. O denotes all oracles available to A, as shown in Fig.[5] The winning conditions are checked in Validate-T and
Validate-C.
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NewT (T, initialData):

1: if sty #1 then return L
2: stp.initialData < initialData
3: Reboot(str)

4: return

CorruptUser (U):

1: if L,a4[U] =L then return L
2: Leorrupt|U] < true

3: pin <~ Lvalid[U]

4: return pin

1: if sty =1 then return L
2: for all i s.t. mi, #1 do

3: L wk..isValid < false

4: Reboot(str)

5: return

Send-Bind-T (7', i,m):

1: if sty =1 then return L

2: if 7. =1 then

3: L mh 4= stp

4: if T-Stexe = bindDone or 74..isValid = false then return L
5: 7h..pinCorr <= Leorrupt [str.user]

6: if W%.Stexe = waiting then

7 my « Bind-T(nk., m)

8: cpt || calledReboot «— m/

9: if calledReboot = true then
10 for all ¢/ s.t. 7} #L do

11: L wiT/.isVaIid < false

12: else if w}.stexe = bindDone then
13: L for all i # i and 7}, #1 do
14:

| wilisValid + false
15: else
16: | mq < Bind-T(x%,m)
17: £8¢ & {(T,4)}

18: return mr

Auth-C (C, 7, M):
1: if wé =1 or wé.stexe # bindDone or wé.isVaIid = false then
heturn$J_ )
: (M, t) ¢ auth-C(n,, M)
: /:'authC & {(Cajv Mv t)}
J Y
DLy (G )}
: return (M,t)

Tl W N

Auth-T (T, i, M):

¢ if 7wl =L or 7}.stexe # bindDone or 7f..isValid = false then
i‘_eturn$L

: (M, t) & auth-T(x,, M)

: ﬁauthT & {(T: 1, M, f)}

D LPE (T, i)}

: return (M, t)

—_

U W N

NewU (U):

if Lyaia[U] =L then
pin < P
Lyaiia[U] < pin
Leorrupt U] < false

return

Setup (T,4,C,5,U):

L: pin < Lyaig[U] v

¢ if sty =1 or 74 #1 or ), #L or pin =1 then return L
: 7\'% < stp

: trans & Setup(nh., 72, pin)

: mh.isValid, 77, .isValid < false

1 stp.user <— U

. return trans

O Ut R W N

Compromise (C, j):

1: if 71%. =1 or Tré.stexe # bindDone then return |
2: l,.compromised = True

3t Leorr & {(CV7]>}

4: return 77,.bs

Execute (7,4, C, j):

1: pin < Lyaiid [stT.user]

2: if. sty =1 or Tréﬂ #1 or ﬂ'é #1 or pin =1 then return L
3: TrlT < stp

4: trans,m¢, mp <L

5: while 7, .stexe # bindDone do

6: | mq & Bind-T(rk,mo)
T me & Biﬂd—c(ﬂ'é, U,mr)
8: trans < trans || mp || mo

9: for all i’ # i and 7T§: #1 do
10: | iisValid « false
11: 288 & {(T,4),(C,5)}

12: return trans

Validate-T (7,14, M,t,d):
1: if wf =1 or 71"'T.ste><e # bindDone or w%.isValid = false then
return L
2: status < vaIidate—T(w%, M,t,d)
3: if status = accepted then win-SUF-t <
Token-Win-SUF-t(T, i, M, t, d)
4: £ & {(T,4)}

5: return status

Validate-C (C, j, M, t):
1: if 71"?1 =1 or 7},.stexe # bindDone or 7/,.isValid = false then
return L
2: status < validate-C(w7,, M, t)
3: if status = accepted then win-mSUF-t <
Client-Win-SUF-t(C, j, M, t)
4 L3 & {(C. )}

5: return status

Fig. 5. Oracles for (m)PACA security experiments. Changes from [5] in blue. Code in red only for mPACA introduced

later. Code in teal only for privacy described in Fig. [7
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Security for mPACA protocols. The mPACA authentication model extends the PACA
authentication model with two additional oracles Auth-T and Validate-C as shown in Figure
that provide the adversary with the power to observe token-authorized commands and check
validity of such commands. The winning conditions for the mPACA security experiment
Expt>¥is (shown in Figure } is also extended to reflect the additional attack vectors: an

additional winning condition Client-Win-SUF-t is checked whenever the adversary queries

Validate-C.

Advantage measures. For protocol prot € {PACA, mPACA}, the authentication advantage
of A is defined as:
Adv2VTt(A) = PrExpt>0Ft(A) = 1] .

prot prot

Differences to [5]. Our security model modifies the Execute and Send-Bind-T oracles from [5]
back to the modeling approach of [2], in order to exclude active attacks on clients. This means
that Execute captures a full Bind execution between two sessions 77, and 7%, whereas Send-
Bind-T allows the adversary to arbitrarily attempt to bind with a token session 7. We
remove the Send-Bind-C oracle defined in [5], which further allows the adversary to behave
actively when completing Bind on the client side.

Another minor difference is that we modify the Execute oracle’s input, which no longer
includes the user U. Therefore, Execute always uses the configured PIN information stored in
the involved token. Not doing so, as in [5], implies that the adversary could always convince
another user to interact with a token, and trivially win the game if the PINs coincide. This
adds to the advantage of the adversary a non-negligible term that depends on the number
of passive protocol executions, which is non-standard in the modeling of low-entropy secrets
such as passwords and PINs.

4.2 Authentication Security of CTAP 2.1

While the proof in [5] gives undoubtedly a valuable and comprehensive security analysis of
CTAP 2.1 that broadens the coverage and corrects some aspects in the initial proof given
in [2], it still has some shortcomings that we fix in this paper. In the following, we first briefly
discuss the main issue with the proof and its implications—with further details and proof
fixes described in Appendix [F}—then show our security results.

Active attacks against clients during Bind. The problem lies in step of the proof of
CTAP 2.1 [5, Appendix I, Game 16] that justifies removing PIN hashes from CBC encryptions
during Bind. There, it is argued that CBC security guarantees that an attacker delivering
a mauled ciphertext back to the client in the final step of the Bind subprotocol has no
information on the resulting decrypted pinToken. We show that this is not true by presenting
a simple attack, inspired by CBC padding oracle attacks [7]. Recall that the adversary obtains
a CBC encryption ¢, of the pinHash in the last-but-one flow of Bind, and that the client is
expecting to receive back a pinToken encrypted under the same symmetric key in the final
flow. The attacker can therefore take the CBC encryption of the pinHash and echo it back to
the client, who will recover a pinToken that encodes the hash of the user pin—see Appendix [F]
for a detailed flow. When the client issues a command under this pinToken, the adversary
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immediately obtains enough information to perform an offline dictionary attack and recover
the user pin.

We draw two conclusions from our attack: (i) the strongest model in which one can prove
authentication security of CTAP 2.1 must assume the adversary to be passive against clients
during Bind, and (ii) this gives further evidence that the Bind subprotocol of CTAP 2.1
should better be modified to withstand active attacks as recommended in [2]. As mentioned
in the background Section [2| the current version of CTAP cannot be proved secure if the
adversary can actively attack clients during Bind, because Bind uses unauthenticated Diffie-
Hellman key exchangeF_U] Nevertheless we note that, as noted in [§], man-in-the-middle atacks
are much harder to launch over an USB channel than the final message injection required
for a rogue-key attack. In what follows we will therefore propose a minimal change to CTAP
that mitigates rogue-key injection only. We do not propose further patches to Bind to thwart
more powerful man-in-the-middle attacks, and refer the interested readers to [2] for a (much
more intrusive) solution to this problem based on a standard PAKE.

CTAP 2.1 security. Now, we state our authentication security result for the PACA proto-
col, CTAP 2.1 instantiated with PIN/UV Auth Protocol 2, which is described in Fig. |3| and
Appendix . Though we do not formally analyze its PIN/UV Auth Protocol 1 instantiation
here, in Appendix [E| we present how its security can be proved by adapting our proof for
Theorem [1 shown below.

We assume that every user pin is sampled according to some distribution & with min-
entropy hg over the set P of all valid pins. We also assume that HKDF-SHA-256 [19] is
modeled as a random oracle Hs. Then, for other CTAP 2.1 building blocks, hash function H
outputs the leftmost 128 bits of the SHA-256 digest, ¢ is the prime order of the underlying
elliptic-curve Diffie-Hellman (ECDH) group (for NIST curve P-256) [17], the underlying sym-
metric encryption scheme SKE denotes AES-256 in CBC mode with random IV [9], and the
message authentication code MAC denotes HMAC-SHA-256 with 256-bit keys [4]. A query
to Send-Bind-T on a session 7 is considered to be active, if A delivers a DH share ¢ and
ciphertext ¢, to 7% and (¢, ¢p;,) was not output by any client session that was involved in a
previous Execute query with a token session using the same token DH share. The following
theorem states the SUF-t security of CTAP 2.1.

Theorem 1. For every efficient adversary A that makes at most qs, qg, (send, qnNT aNd GR

queries to Setup, Execute, Send-Bind-T, NewT and Reboot, and at most ¢!, active queries

to Send-Bind-T, there exist efficient adversaries By, By, Bs, Bg and Byy such that:

Adveiak 21(A) < q254/2"7 + (as + de + Gsend) AdVicon(B1)
+ (g5 + ge + qnT + Gr + 2qsend)?/ (20) + AdVEY(By)
g5 AdVNDISPA-LAPC(3 ) L gy IND-1SPA-LPC 5.

+ (qe + QSend)2/(22>\+1) + (e + Gsend) Ad ML,jAFC_CMA(Blo) :

10 Using authenticated encryption during Bind would eliminate the specific attack we describe, but active attacks
against clients in other part of Bind are still possible.
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We provide security definitions of the underlying primitives used in the theorem in Ap-

pendix [C], the proof sketch in Appendix and the full code-based proof in Appendix [[}

4.3 Authentication Security of FIDO2

Recall that the latest version of FIDO2 consists of WebAuthn and CTAP 2.1. WebAuthn
has been proved in [0] to offer PIA authentication security. We reuse these results with minor
modifications, and the syntax and security model of P1A protocols in Appendix [G} We now
briefly discuss what we obtain in terms of composed security for FIDO2. These results follow
along the lines of those outlined in [5], with natural adaptations due to our fixes to their
CTAP 2.1 results. As we do not claim significant novelty for these results, we summarize the
core ideas here and leave more details in Appendix [ Then, we explain rogue key attacks
and how they affect the model.

Composed authentication of FIDO2. The composed model in which the current version
of FIDO?2 in attestation modes None and Self can be proved secure requires assuming trust
on first use (TOFU), i.e., the adversary is passive during the full registration run. Under
this restriction, we can show that the server gets all the guarantees provided by PIA in
these attestation modes. In attestation mode Basic, one can lift the TOFU assumption and
guarantee the server that the accepted registered credentials is generated by valid tokens
from the attested batch, as guaranteed by the PIA primitive. This is to be expected. But
what does PACA provide, in addition to P1A security? As discussed at the end of Appendix[l]
PACA guarantees that no attacker can authenticate under a credential stored in the user’s
token, unless it breaks the PACA access-control mechanism (modeled by compromising the
client connected to the user’s token), or simply corrupts the user pin.

Note here that the main differences to the result in [5] are that we further clarify what
composed authentication security means for attestation modes None, Self and Basic, and that
we highlight the need to assume that the composed model must still disallow active attacks
against clients during Bind of the PACA protocol. At the end of Appendix |l we also remark
that the authentication guarantee of FIDO2 can be strengthened if the server is looking
a priori for a specific credential identifier that is associated with the authenticating user.
Otherwise, although the attacker cannot impersonate the user due to the PACA protection
captured by the composed model, it is still possible for the attacker to launch an attack
similar to rogue key attacks, but here targeting an authentication run; this may allow an
attacker to authenticate the user under a credential that is under the attacker’s control. IL.e.,
if the user is authenticating via an honest client, the best the attacker can do is to log the
user in to an account that is under the attacker’s control. Our proposed fixes to the protocol
also eliminate this attack.

Rogue key attacks. In Figure @ we recall the setting described in [3] in which an attacker
manages to register a rogue key pk* instead of the user’s legitimate credential pk. To launch
the attack in attestation modes None or Self, the attacker doesn’t need any special equipment
and can just create the rogue credential by itself. However, if using attestation mode Basic
and the server has information that allows recognizing a target batch (or group), then the
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(Server/Client (vk,pte) Attacker (ptae) . _________ Tokens|
ch <+ rChal ! User Token (ak)
ch ch ch r--—~~"~~~~ == 71
te < auth-C(ptc, ch) - t—) t—> itoken checks user presence

c c c |

|

k,oc) ! .

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, AR o sign(ak, (b, o)
. _ _ _ Attacker Token (ak)|
tat < auth-C(ptas, ch) tc_h) 'token checks user presence

at I

|

k*, " k*, . k*, . | )

1 < Ver(vk, (pk*,ch),oat) (Pk”, 0ar) (Pk”, 0r) (Pk”, 0r) ' oas < Sign(ak, (pk*, ch))

Fig. 6. The rogue key attack (against a registration run) in Basic attestation. Right arrows represent commands for
requesting a credential and left arrows are the respective responses. Procedures are simplified for better presentation.

attacker must have access to its own token, from the same batch as the user’s token (and
hence sharing the same attestation private key ak). The figure shows this latter case.

In the top part of Figure[6], the server issues a challenge ch for the registration run, which
is authorized with pinToken pt. by the client and then sent to the user’s token. The attacker
can easily observe the challenge because it is not encrypted. If this attacker is able to inject a
message that replaces the response sent by the user’s token to the client, as described in [3/8],
then it can perform the actions shown in the bottom part of the figure: it takes the same
challenge and uses its own token (using some other pinToken pt,; to access it) to generate
and sign a new credential. This malicious credential will be accepted by the server, since the
attacker’s token is from the same batch as the user’s token and uses the same ak.

Failure to capture rogue key attacks formally. The security model in [5] and our
composed model sketched above do not capture rogue key attacks, because in the entire
registration flow it is assumed that the adversary is passive. If this was not the case, then
the rogue key attack would lead to a break of the protocol in these models because the
messages sent by the token to the client are not authenticated (formally in Appendix [H] it
is captured by the setting in which Validate-C always returns true). This means that an
adversary can simply use its PACA oracles in the security experiment to gain control over
some other token, use it to generate a credential for the challenge created by the target
server, and feed it to the honest client who will pass it along to the server.

As a side note, we recall the observation in [3] that if the server knows a priori a unique
attestation public key for the user’s token (e.g., it is in a batch of size 1), as assumed in [2],
then the adversary will never be able to find a token that allows launching the attack. So,
the model could be strengthened to prevent rogue key attacks by restricting the batch size
as 1, but this hypothesis is not realistic.

4.4 CTAP 2.1+ for Stronger Authentication

In this section, we capture rogue key attacks by removing the restriction that the adversary
cannot be active during the registration run. Clearly, this security is unachievable for the
current version of FIDO2, so we investigate how to fix it to resist rogue key attacks.
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CTAP 2.1+ and its authentication security. We propose a modification to CTAP 2.1,
the fixed protocol called CTAP 2.1+, that achieves SUF-t security in our stronger mPACA
authentication model and, therefore, provides protection against rogue key attacks. Our
CTAP 2.1+ modifications are highlighted in red in Figure |3) with detailed descriptions
provided in Appendix [B]

As with CTAP 2.1, CTAP 2.1+ still authorizes a client-to-token command M with Auth-
C and validates a client-authorized command (M, t) with Validate-T; moreover, CTAP 2.1+
introduces two more algorithms Auth-T and Validate-C to authorize a token-to-client response
R and validate a token-authorized response (R, t). Regarding low-level functions, our CTAP
2.1+ protocol stops using the pinToken provided by the token directly as a MAC key, but
uses a key derivation function KDF to expand it to two MAC keys, and use them to authorize
commands in both directions.

The following theorem states our result for CTAP 2.1+, with the above KDF modeled as
a random oracle Hs.

Theorem 2. For every efficient adversary A that makes at most qs, qg, (send, qNT aNd GR
queries to Setup, Execute, Send-Bind-T, NewT and Reboot, at most ¢, active queries to
Send-Bind-T, and at most gy, queries to Hs, there exist efficient adversaries By, By, Bs, Bg,

Bi1 and Bia such that:

AdVETap 2140 (A) < 42ha/2" + (a5 + Ge + Gsena) AdVicpr(Br)
+ (s + qe + anT + QR + 2qsend)”/ (20) + AdV"(By)
+ gs AdVNDASPALHPC( By | A JNDISPA-LPC (13
+ (QE + QSend)2/(22>\+1) + qHs (qE + QSend)/22>\
+ (qe + qsenad) Ad Mg\FC_CMA(Bn) + qe Ad Mli\Fc_CMA(Bm) .

We provide the proof sketch in Appendix[D.2]and the full code-based proof in Appendix|[[]

Composing CTAP 2.1+ and WebAuthn. The composed model in which we analyze
the composition of an mPACA protocol with a PIA protocol is given in Appendix [H At
the high level, the main differences to the model in [5] are that we consider active attackers
during registration and that we formally cover, not only attestation mode None, but also Self
and Basic. Recall that uncompromised CTAP 2.1+ client sessions will only accept messages
transmitted by a unique token session to which they are bound and that, in the composed
model, honest client sessions are assumed to be uniquely bound to a server session (e.g., via
a TLS connection).

In summary, we state and prove two theorems in Appendix || that establish the following
intuitive results:

— For attestation modes None and Self one must consider that registration is carried out via
an honest client, as otherwise one gets no PIA guarantees. In particular, the server would
not even be assured that the credential comes from a hardware token.

— For attestation mode Basic we can guarantee PIA security even if the server is interacting
with a compromised client. However, rogue key attacks are still possible in this setting.
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— For all attestation modes, if a token is interacting with an honest client, then the token
will only reply to challenges if it is unlocked by a client or attacker using the correct user
PIN.

— For all attestation modes, if an interaction with the server occurs via an honest client
session (be it in authentication or registration), then the composed PIA+mPACA security
guarantees that the server session connected to that honest client session will only ever
accept a PIA session originating in the unique token session bound to that client session
via mPACA. This means in particular that we guarantee security against rogue key attacks.

5 Privacy Properties

User privacy is an important security goal for FIDOZ2. Informally, privacy means that different
registrations do not reveal whether they are linked to the same or different tokens, and hence
users. In this section, we provide the first formal provable privacy analysis of CTAP 2.1 and
FIDO?2 as a whole, then propose a simple fix to achieve a natural stronger privacy guarantee.

5.1 (m)PACA Privacy Model

We start by defining PACA privacy, a property that guarantees a strong form of unlinkabil-
ity between PACA sessions. The adversarial capabilities are modeled similarly to those in
the model for PACA authentication and our privacy model inherits the same trust model,
but here the adversarial goal is different. Figure [7] shows our privacy security experiment
Exptpaca, associated with an adversary A and a PACA protocol PACA. Our privacy defini-
tions follow the style of PIA privacy definition presented in [16l6] and recalled and adapted
in Appendix [G.3|

Experiment phases and oracles. The experiment Exptihs, has 3 phases. In Phase 1, we
let the adversary freely interact with the oracles available in the PACA authentication exper-
iment Exptppen (see Figure . This is captured via the O oracle notation. In the challenge
phase Phase 2, the adversary specifies two (not necessarily distinct) uncorrupted “challenge”
tokens Ty and T, two clients Cy and C, and two users Uy and U;. The challenger then calls
InitRL, which will sample a random bit b and use (7}, Cp) and (71-p, C1—p) to respectively
initialize oracles with suffixes LEFT and RIGHT. Finally, in Phase 3, the adversary can con-
tinue interacting with oracles in O as in Phase 1, but cannot create new tokens. However, it
can query LEFT and RIGHT oracles. We note that it is necessary for the experiment to have
challenge clients, in addition to challenge tokens: the state of clients, which may be leaked
to the server, could also leak information that compromises privacy.

Winning conditions. In order to win the experiment, the adversary A has to guess the
secret random bit b, meaning being able to distinguish the interaction between (Tp, Cy) and
(Tl, Cl)

To avoid trivial wins, we follow the P1A privacy models [16J6] to perform context sep-
aration checks. Check-priv-PACA will return 1 if all checks are passed, the experiment then
proceeds to return 1 if adversary guess the bit correctly, and 0 otherwise. If at least one check
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EXPtonCa mpaca (A): Send-LEF Ty, (i, M)
L Ly & {(To, )}, £if & {(Th,4)}

1t Leow — D, L0 — 2, L8 « &, L + &, LP + @, pb + 1,
o * " ch r P 2: return Send-Bind-T (T}, i, M)

freshDH «+ 1 ;

2: sty @AO(IA) // Phase 1 Send-RIGHT 1, _, (i, M)
3: To, Ti, Co, C1,Uo, Ur,sta « A(1*,st1) // Phase 2 1 L0 & {(To, i)}, LpF & {(Th,4)}
4: b+ InitRL(Ty, T4, Co, C1,Uo, Uy) 2: return Send-Bind-T(T1—s,%, M)
5. O+ (Q\{NewT}) Auth-C-LEFT¢, (j, M):
6: b+ A° ’LEFT’RIGHT(IA st) // Phase 3 . roe B . op 1 .

¢ 1$t2) /) L L & {(Co,5)}, L < {(Cr,5)}
7 r<{0,1} 2: (M,t) < Auth-C(Ch, j, M)
8: if Check-priv-PACA()=1 then return b = b’ 3: return (f, Wé, .bs)
9: else return r Auth-C-RIGHT ¢, _, (j, M):
Check-priv-PACA(): L L & {(Co, )} L & {(Cr. )}

2: (M,t) + Auth-C(C1_y, j, M)

. ; bd . bd
1: for all (Tth,7) € LF, (Tir, j) € Ly do 3: return (1,72, ,.bs)

2: if Tcn = Tir and no Reboot is performed between (Tch, )
\; ﬁnd (T, j) then Validate-T-LEF T, (¢, M, t,d):
freshDH < 0 10 LP & {(To,0)}, L & {(11,0)}
2: d <+ Validate-T (75,1, M, t,d).
3: return (d, 75, .bs)

3:

4: for two consecutive queries ¢, ¢m do

5: if q,, is LEFT/RIGHT query and g, is regular query, or vice
\; tersa and Public(To) # Public(T1) after ¢, then Validate-T-RIGHT, _, (4, M, ¢, d):
6: pb<_ 0 1: erpé{(TOvi)}r Lﬁpé{(ThZ)}
7: Check « Tpy.pinCorr = false and T} .pinCorr = false and ££9N 2. 4« Validate-T (T s, i, M, t,d).
Leor = 3: return (d, W%L—b'bs)
8: S « (Lo NLY) U (LN LY) U (LN L) Auth-T-LEFTy, (i, M):
9: ;‘iti;? and Check and pb =1 and freshDH =1 then 1o L & {(To,i)}, £ & {(Th,4)}

2: (M, t) «— Auth-T(T,,i, M)

10: else return 0 3: return (4, 74, bs)

|r1itRL(Tg7 Tl, Cg, Cl, []()7 Ul)l Auth—T—R|GHTT17b (7',, ]\[)
1: b & {0,1} L L &= A{(To, )}, £ & A{(Th,0)}
2: Initialize LEFT and RIGHT oracles 2: (M, t) < Auth-T(T1-v,4, M)

3: return (¢, 77, ,.bs)
Validate-C-LEFTc, (j, M, t, d):
Setup-LEFTr, ¢,.0, (4, 5): L L & {(Co,5)}, LiP & {(Cr. )}

1: return Setup(T5, 1, Cy, j, Us) 2 d : Vahjatje_cbj(Cb’J’ M.t,d).
Setup-RIGHT 1, _,.0,_,.0;_, (4 5): 8: return ( Ty °)

cocnn bR Validate-C-RIGHT¢, , (j, M, t,d):

1: return Setup(Ti—s,%, C1—s,J, Ui—p) o ] o ;

Bind-LEFTr, o, (i, 5): 1 L & {(Co,5)}, L € {(C1,4)}
Cob )t , , 2: d + Validate-C(Ci_y, j, M, t,d)

L Ly & {(To, 1), (Co, 5)}, L & {(T1,9), (C1, )} 3: return (d, 7, .bs)

2: return Execute(Ty, i, Ch, j) TG
Bind-RIGHTz,_, ¢, , (i, )):

L Ly & {(To, 1), (Co, 5)}, £ & {(T1,4), (C1, )}

2: return Execute(T1_s,%, C1—p,7)

3: return b

Fig. 7. (m)PACA privacy security experiments. Expt’;;i‘g » for PACA privacy (without red or blue parts), Expt‘gXE‘/& for

wpriv

PACA weak privacy (without red parts), Expt™,, for mPACA privacy (without blue parts), Expt"™., for mPACA
weak privacy (with everything). A® indicates that the adversary A has access to all PACA authentication oracles
denoted by O (defined in Fig. .

fails, Check-priv-PACA will return 0 and the experiment will ignore bit & output by advasary,
and output a random bit r. Now we get into the details of Check-priv-PACA. Intuitively, after
a particular Bind run between sessions 7} and Wé, suppose that A could specify (Tj, Cp)
as (T,C) and (Ty,Cy) as some pair such that %, and 7%1 do not have a matching Bind
state; then A could trivially identify (75, Cy) by asking the challenge clients to authorize a
command on session j or asking the challenge tokens to validate an authorized command on
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session 7, because only W%O and Wéo have a binding state. Therefore, we require that, if A
queries an Execute oracle, the involved sessions cannot be queried to a LEFT/RIGHT oracle
for Auth-C or Validate-T; this also applies to the converse case. The above is captured by
requiring (£5¢ N L£P) U (LF N LEY) to be empty. Additionally, we require that A cannot
query the same sessions via both regular oracles and LEFT/RIGHT oracles for Bind runs.
Otherwise, A can, for instance, query regular Execute on token T with some session index
1, and later query Bind-LEFT with the same session index ¢. If Bind-LEFT uses T}, the oracle
will return failure, otherwise, it runs Bind and returns success. This is captured by requiring
empty £8¢ N Lp4.

Recall that each token T may have public information that is available upon request,
e.g., token version, number of remaining allowed failed PIN retries, and whether 7" has been
set up. This is captured by Public(T") defined in Section (3| To avoid trivial wins, we require
Public(Ty) = Public(7}) holds whenever A makes a LEFT/RIGHT query after a regular query,
or vice versa. Furthermore, the Check flag ensures that challenge tokens are not corrupted
and challenge client sessions are not compromised.

Privacy for mPACA protocols. The privacy model for mPACA protocols is the same,
except that we extend the experiment oracles to include Auth-T and Validate-C, and extend
the winning conditions accordingly. See Expt® 5., in Figure .

Advantage measures. For protocol prot € {PACA, mPACA}, the privacy advantage of A is
defined as: _ _
Adviis (A) = |2 Pr[Expthio (A) = 1] — 1] .

prot prot

5.2 Privacy of CTAP 2.1 and CTAP 2.1+

Privacy attacks against CTAP 2.1 and CTAP 2.1+4. We observe that neither CTAP
2.1 nor CTAP 2.1+ meets our privacy definitions. The reason is that tokens do not generate
a fresh Diffie-Hellman share for each key exchange. Formally, in our model an adversary
can observe repeated DH shares sent by a token to break privacy, e.g., the adversary first
observes a token session in Phase 1 to collect its DH share used in Setup, then chooses this
same token in Phase 2, and finally in Phase 3 checks if the trace returned by the Bind-LEFT
oracle repeats the DH share or not. This attack is formalized in Appendix [J| where we
describe an efficient adversary A such that:
Advg:ic‘,’t(.A) =1-1/g~1-27%,

where prot € {CTAP 2.1,CTAP 2.1+}, ¢ is the order of the underlying ECDH group, and
A= 128.

For the above attack, we do not claim that it has significant practical implications.
Nevertheless, our tests show that, when a USB token is used to register or authenticate to
multiple accounts without rebooting (by remaining plugged-in and not putting the computer
to sleep), the token will reuse its DH share. This can allow a malicious server (that can
access the CTAP communication, e.g., via malware with low-privilege access installed on
the computer [3]) to link accounts (perhaps for different servers) of the same user, especially
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when multiple users share the same machine (e.g., a corporate or public computer). As we
will show shortly, this potential privacy leak can be easily fixed by enforcing DH shares to
be always refreshed on the token.

Weak privacy of CTAP 2.1 and CTAP 2.1+4. In order to analyze the privacy guarantees
achieved by CTAP 2.1 and CTAP 2.1+, we define weak privacy notions for both PACA and
mPACA protocols. F igure@deﬁnes experiments Exptpaca and Expt)oaca. The only difference
introduced in these weak privacy notions is an additional flag freshDH, which rules out the
trivial win where no Reboot is performed to a token involved in any pair of queries to a regular
oracle and a LEFT/RIGHT oracle for Bind runs. For protocol prot € {PACA, mPACA}, the

weak privacy advantage of A is defined as:

Advptt(A) = [2 Pr[Expty®(A) = 1] — 1] .
For CTAP 2.1 and CTAP 2.1+, Public(T') in particular contains the token version, sup-

ported PIN/UV Auth Protocol list and PIN retry counter. The following theorem shows that

CTAP 2.1 achieves PACA weak privacy and CTAP 2.1+ achieves mPACA weak privacy.

Theorem 3. For every efficient adversary A that makes at most qs, qg, (send, GNT aNd R
queries to Setup, Execute, Send-Bind-T, NewT and Reboot, and at most ¢, active queries
to Send-Bind-T, for some PIN-sampling distribution & with minimum entropy hq, there exist
efficient adversaries By, By, Bs, Bg such that:

AdvpP(A) < 2 [q2/2"7 + (s + qe + dsend) AdVEcH(B1)
+ (s + qe + qnT + Gr + 2sena)” | (29) + Advﬁﬂ(&)
+ qs Ad\/sl\/(%1$PA_LHPC(B5) + qe Ad\/sl\,l(D,E_1$PA_LPC(BG)] ’

where prot € {CTAP 2.1, CTAP 2.1+}.

Intuitively, this theorem shows that privacy is achieved if the attacker does not observe
CTAP traces where a token reuses the same DH share when interacting with clients to
register multiple accounts. We give main ideas of the proof here, and delay the full proof to
until Theorem [4] as proofs for these two theorems are identical. Interestingly, the proof reuses
many of the arguments used to prove the authentication properties of the protocol. This is
the case because the access control mechanism of the token, which is crucial to guarantee
authentication, also safeguards the token from interactions that might reveal its long-term
state (in practice this includes the credentials it stores inside). Therefore, when we follow
similar footsteps of authentication proof to switch tokens” PIN to all 0, and pintokens to
be random, the two challenged tokens are essentially indistinguishable if we enforce tokens
do not reuse DH shares across different phases (freshDH check) and exclude other trivial
attacks. We also remark that, as shown in the proof, the additional mPACA token-to-client
authentication in CTAP 2.1+ does not affect privacy and hence the privacy security bounds
for CTAP 2.1 and CTAP 2.1+ are the same.
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5.3 CTAP 2.14+ for Stronger Privacy

We propose a small modification in CTAP 2.1+ so that procedure obtainSharedSecret-T al-
ways regenerates and outputs a fresh Diffie-Hellman share. We refer to this modified protocol
as CTAP 2.14++, with modification details formally shown in Figure [[2 We then prove its
privacy guarantees['!| Here the Public function is the same as that for CTAP 2.1 and CTAP
2.14. The following theorem states the result. Its proof is in Appendix

Theorem 4. For every efficient adversary A that makes at most qs, qg, Qsend, GNT ONd R
queries to Setup, Execute, Send-Bind-T, NewT and Reboot, and at most ¢, active queries
to Send-Bind-T, for some PIN-sampling distribution 2 with minimum entropy hg, there exist
adversaries By, By, Bs, Bg such that:

AdVEap 14 (A) < 2 [q254/2" + (g5 + G + Gsena) AdVEcpH(Br)
+ (g5 + ge + T + Gr + 2qsend)® | (2q) + Adviy(By)
+ qs Ad 5/\;<DE-1$PA-LHPC(B5> + qE Ad\/g,\;(%1$PA-LPC(BG>] .

We remark that the above theorem also applies to CTAP 2.1 once the same modification
with respect to token’s DH share regeneration is introduced to the protocol.

5.4 Composed Privacy of FIDO2 and of WebAuthn and CTAP 2.1+4++

P1A privacy model and WebAuthn privacy. In Appendix|[G.3| we recall the P1A privacy
model from [0], discuss how we slightly strengthen and generalize it, and define P1A privacy
advantage Advf,rlix. Theoremin Appendix states the WebAuthn privacy result, for which
the proof from [6] still applies. It shows that for any A, Adviy, » . (A) = 0, for all attestation

modes we consider.

Composed privacy model. We define privacy for the composition of PIA and (m)PACA,
denoted by PIA+(m)PACA, in order to assess the composed privacy guarantees provided
by FIDO2 and the protocol composed with WebAuthn and CTAP 2.1++. The security
experiments Exptpiaoaca, EXPtoia i mpaca are shown in Fig. .

The composed privacy experiments give the adversary access to all (m)PACA privacy
oracles except those Auth and Validate oracles and to all PIA oracles except rResp, aResp,
r/aLEFT and r/aRIGHT. Similar to the composed authentication model shown in Appendix[H],
the above P1A oracles are modified to perform additional (m)PACA token validation before
creating the token’s PIA response, and perform token authorization before returning the
response. Such changes are colored in blue in Fig. [§

At the end of the experiments, the adversary outputs its guess ¢, and the experiment
checks both conditions for the underlying PIA and (m)PACA privacy. In particular, the

1 Note that CTAP 2.14++ still achieves mPACA authentication security. The only change to the proof given in

Appendix is in bound |Pry — Pr3|, which becomes (2¢s + 2¢e + gnT + r + 2¢send)® / (2¢). This captures the
slight increase in the total number of fresh Diffie-Hellman shares generated in Setup and Execute.
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EXpt:’?X‘i;’;‘EX/PIA+mPACA(‘A): rResp (T, j, j', rcom tei, d):

L LA @, L« @, L), + @, L3 « @, L2+ @, LPAA o 1: status & validate-T (7. , Mrcom, tel, d)
L @, L0 @, LP — @, LP < @, pb « 1, freshDH « 1 2: }f s:tatus #* accepte.d then return L
3: if 7@/, #1 or T.gid =L then return L

2: sty & A9(1%) // Phase 1 . )
3: To,11,Co, C1,Uo, U1, SL, Sk, sta < A(IA,Stl) // Phase 2 4: (musp, rer, cid, sid, agCon) < rRsP(ﬁi,Tvmvcom)
4: b EInltRL(Tfh Ti, 007 017 U07 U17 SL7 SR) 5: (777/rrsp- ttk) & auth—T(w% s mrrsp)
5. O« (9\/{NewT7 NewToken} 6: Lo, & {cid},LP & {(T,5)}
6: b« A9VLEFTRIGHT ()X 'st0) // Phase 3 7: return (Mirsp, i)
7. r & {0,1} o, )
8: if Check-priv-PIA() A Check-(w)priv-PACA() then return aResp (T 5, ’mam""t“"d)/'
{) =y 1: status & validate-T(7Z , Macom, td, d)
9: else return r 2: if status # accepted then return L
) 3: if 7 p #1 or T.gid =1 then return L
InitRL(To, T4, Co, C1,Uo, U1, SL., Sr): 4 (Marsp, e, cid, sid, agCon) &- aRsp(fTi 7 TThacom)
$ - ) ,
L b E {07 1} 5: (Marsp, tik) & auth-T (7 , Marsp)
2: Initialize r/aLEFT1, s, , r/aRIGHT 1, _, s, 6: if tokenBindPartner(T, j') # L then
3: Initialize (m)PACA LEFT/RIGHT oracles 7. (C, j) « tokenBindPartner(T’ %)
4: return b 8: if (C,j, Macom; ta) € Lauthc then
9: | | L& & {cd}LE & {(T5)}
rResp’ ((T,j),7',m,ta,d): // helper function 10: return (Marsp, t)

X o
1: status & validate-T (77, , Mrcom, tel, d)

-/
2: if status # accepted then return L r/aLEFTT_“’S’j (7", m; ta, )
3. if ﬁ-{'T #1 or T.gid =L then return L 1: 'Obtalns intended server S from m
) o < i 2: if S # S then return L
4: (m,,s,,,rcT,ad,snd,agCQ/n) < rRsp(7]. p, Micom) 3: j ¢ 0, while ”]Tb 4 Lijejt+1
50 (Mrrsp, tec) < auth-T (), Mursp) 4: return rResp’ ((T5,j),7 ,m,ta,d) // in rLEFT
6: Lj & {cid},LP & {(T, ')} 5: return aResp’ ((Ty,3),7,m,ta,d) // in aLEFT

7: return (Mesp, i)

-/
aResp’ ((T,7),5',m,ta,d): // helper function RIGHT 7, _y,55(5", m; tei, d)
: Obtains intended server S from m

r/a
1: status<ivaIidate—T(ﬂ'%:,macom,td,d) ; if S Sr then return |
: R
3
4
5

: if status # accepted then return L
:if @) p #L or T.gid =1 then return L

¢ (Marsp, rer, cid, sid, agCon) & aRsp(7), 1, Macom)

D0, whilen), # Lijj+1

: return rResp’ ((Th-v,7),5’,m,ta,d) // in rRIGHT
, : return aResp’ ((T1-s,5),7 ,m,ta,d) // in aRIGHT
2 (Marsp, te) & auth-T (1, Marsp)

o L & {dd}, L & {(T,5)}

: return (Marsp, L)

N OOt s W N

Fig. 8. Composed privacy experiments Expton moaca (With red code) and Exptonimaca (without red code). They
each also has a “weak” privacy version, Expt‘,;?;":‘_wnfgxm and Expt;?K';_wFf’,{igA, which capture (m)PACA weak privacy. O
contains all (m)PACA privacy oracles (Fig. [7)) except those Auth and Validate oracles and all PIA oracles (Fig.
in Appendix except rResp, aResp, r/aLEFT and r/aRIGHT. These PlA oracles are re-defined for composed model,
where rResp’, and aResp’ are internal helper functions called inside r/aLEFT and r/aRIGHT; differences are highlighted

in blue.
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composed check is the conjunction of Check-priv-PIA (defined in Appendix and Check-
priv-PACA (defined in Fig. [7).

Fig. |8 also shows experiments Expt;(,’/z‘jr"é,ficv n> Expt;‘f;"jrv;'fgxc A that define the weak composed
privacy for PIA+(m)PACA protocols to capture (m)PACA weak privacy, where the winning
conditions of (m)PACA weak privacy is written as Win-wpriv-PACA.

Advantage measures. For notion € {com-priv, com-wpriv} and prot € {PIA + PACA, PIA +
mPACA} we define the advantages as
Adv;fcf'tc’” (A) = 2 Pr[Expt i ™™ (A) = 1] — 1] .

Authentication in composed privacy. As described above, our composed model naturally
combines privacy models for PIA and (m)PACA. Here we highlight that it also captures the
following privacy attack related to (m)PACA authentication. An adversary can break privacy
by first breaking (m)PACA authentication to unlock a token and then ask it to respond to
any server authentication requests; this could link the token to its prior registrations. In
practice, this means an attacker can steal a token and then try to break into it to correlate
its internal state with previously observed FIDO2 runs. As we will show in our theorems,
protection against this attack is ensured by (m)PACA authentication security.

Formally, to capture such attacks, we add additional checks inside aResp as shown in
Figure |8 also colored in blue (lines 6-9) such that context separation is only enforced when
the adversary is interacting with the tokens via an honest client. That is, if the adversary can
forge an authorized command to trick the aResp oracle to accept and respond, then it breaks
(m)PACA authentication nontrivially and hence the context separation is not enforced.

Composed privacy of WebAuthn and CTAP 2.1+4+. The following theorem states our
composition privacy result for PIA4+mPACA, with the proof in Appendix [D.4] It shows that
composed privacy of PIA+mPACA reduces to the authentication and privacy of (m)PACA
and the privacy of PIA.

Theorem 5. For every efficient A, there exist efficient adversaries By, By and Bz such that:

AV s calA) < AdVonba(Br) + AdVoipaca(Be) + Advix(Bs) .

The composed privacy of WebAuthn+CTAP 2.14++ follows from the above Theorem [5
together with Theorem [2] adapted to CTAP 2.14++ (CTAP 2.1++ achieves mPACA authen-
tication), Theorem (4] (CTAP 2.14++ achieves mPACA privacy), and Theorem [7| (WebAuthn
achieves PIA privacy, shown in Appendix [G.3).

Composed privacy of FIDO2. In order to analyze privacy of the original FIDO2, we
derive a similar composition theorem for PIA+PACA. with proof (omitted for simplicity)
essentially the same as that of Theorem [5], by replacing mPACA results with PACA ones.

Theorem 6. For every efficient A, there exist efficient adversaries By, By and Bz such that:
ABEG(A) < AHENBL) + AVEES (Br) + ADVEX(By).
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The composed privacy of the current version of FIDO2 follows from the above Theorem 6]
together with Theorems [1] (CTAP 2.1 achieves PACA authentication) , Theorem [3| (CTAP
2.1 achieves PACA weak privacy), and Theorem [7| (WebAuthn achieves P1A privacy, shown
in Appendix[G.3)). The result implies that the unmodified FIDO2 achieves privacy as long as
the attacker does not observe CTAP traces where a token reuses the same DH share when
interacting with clients to register multiple accounts.

REMARK. Again, we note that our results highlight an interesting correlation between privacy
and authentication. The results show that the authentication properties of CTAP 2.1 play
a crucial role in the privacy properties of FIDO2 as a whole. Intuitively, CTAP 2.1 enforces
an access control mechanism that prevents everyone other than the user who can unlock
the token to use the secret signing keys locked inside. If this was not the case, then any
process in any machine to which the token is connected could check if a given credential is
associated with one of the signing keys stored in the token. To the best of our knowledge,
this correlation between privacy and authentication has not been formalized before.

6 Practical considerations

We briefly justify our claim that the fix we propose to CTAP 2.1 has minimal impact in
practical implementations, which is why we argue that the security benefits it brings could
be easily brought to real-world applications.

We have implemented our modifications to CTAP 2.1 in forks ([IO/II]) of two popu-
lar open-source implementations of FIDO2, one for token-side operations and the other for
client-side operations. These implementations are respectively maintained by Nitrokey [21]
and Mozilla [20]. Our implementations was introduced as a new version of the CTAP pro-
tocol, which can be reported as supported by the token and recognized by the client. The
new implementation co-exists naturally with previous versions. In terms of changes to the
cryptographic cores on both sides of the protocol, we needed to add a new symmetric key
expansion step on both sides, plus MAC generation on the token-side and MAC verification
on the client-side. However, the impact on the code footprint is very small (0.35% increase
in the binary size for the token) because we can reuse pre-existing key expansion and MAC
computation code. The bandwidth increase is 32-bytes in token-to-client responses, and the
impact on round trip time is 13.4% (the difference is in the range of 0.09 seconds). Note
that these results were obtained over a naive adaptation of the code, without any attempt
to perform non-trivial optimizations.

Finally, we also investigated the impact of our proposed modification to token-side code to
improve privacy, where we require the token to always use a fresh DH share. We implemented
the most naive solution, which is to generate the new DH share just before it is transmitted
to the client, and measured the impact on round-trip time. We measured the overhead at
around 0.6% (less than 0.01 seconds), which is imperceptible to human users.

28



7 Conclusion

We revisit the privacy and security of FIDO2 by focusing on the role of the CTAP component.
We look for the first time at the impact of CTAP on privacy, and we clarify the contribution
of CTAP on authentication properties. We show that, by improving CTAP, one can mitigate
rogue key attacks and other related attacks. For this, we propose a simple fix that has very
limited impact on code base and performance: adding a symmetric key expansion step to
obtain two MAC keys instead of one, and an extra MAC computation to protect messages
sent from the token to the client. On the privacy front, we show that the only thing that can
compromise security is the reuse of DH shares, and this can be prevented with a simple CTAP
protocol change or by the user ensuring that the token is rebooted between registrations.
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A Description of WebAuthn

This section describes the protocol algorithms of WebAuthn, as shown in Fig. [9 which
follows the descriptions presented in [5J6]. For better presentation, we omit some details that
are irrelevant to the attestation modes considered in this work: None, Self, Basic.

Recall that, as shown in Fig. [2] WebAuthn has two challenge-response flows, one for
registering a new credential with the server, with algorithms rChal, rCom, rRsp, and rVrfy,
and one for authenticating under a previously registered credential, with algorithms aChal,
aCom, aRsp, and aVrfy.

On registration, the server runs rChal, which inputs the server identity idg, token binding
state tb and user verification condition UV (indicatign whether the user should be verified
with PIN or biometrics), and samples a new random challenge chg and user identifier uidg. All
these variables, except the token binding state, compose the challenge message m,,, which
is output and delivered to the client C'. C' then runs rCom, which inputs the server domain
i&s, the token binding state tb and the challenge message m,c, and first checks if the received
server idg identity in m,, matches ic]s. If it does, then it combines the server challenge ch and
the token binding state tb into a client message m,, which is then hashed. The digest h, along
with the server identity idg, the user identifier uid and the user verification condition UV,
are grouped into a command message Mm,com, Which is output and sent to the authenticator
T. The authenticator runs rRsp, which inputs m,.m and generates a new assertion key pair
(pk, sk), samples a new credential identifier cid and sets the signature counter n to zero.
Next, it combines the received idg, the signature counter n, the cid, the new public key pk
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and the received UV into a message m and, depending on the attestation mode required by
relying party (Basic in Figure. , produces a new attestation signature o, on m and h (the
hash of m,q) using the authenticator’s private attestation ak. The authenticator then sets,
in its registration context rcy, and for the server identity idg, the received user identifier uid,
the sampled cid, the assertion secret key sk and the signature counter n, and also sets the
idg, h, cid, n, pk, UV and attestation mode used as the agreed content agCon (data that
must be the same both from the perspective of the server and the token). Finally, it sets the
hash of idg, the cid and the signature counter as the session identifier sid, and returns the
token response message Myrsp, composed by m and (optionally) o back to the client, which
in turn forwards mys, and its own m, to the server. To conclude the registration, the server
runs rVrfy, which inputs idg, 7., musp and public parameters gpars, and then checks if the
information that came from the token and client is correct, including the server identity idg,
the token binding state tbg, the sampled challenge chg, the user verification condition UVg,
the signature counter n (which must be zero) and, depending on the attestation mode, the
attestation signature o.. If everything is correct, it sets the agreed content agCon and the
session identifier idg identically to the token, sets the user identifier uidg, the token assertion
public key pk and the public signature counter n in its registration context rcg, for the
specified cid, and finishes by returns successfully.

rChal(ids, tb, UV): aChal(ids, tb, UV):

1: chs & {0,1}2* ths « tb 1: chs & {0,1}2* ths « tb

2: UVs « UV, uids & {0,1}5% 2: UVs + UV

3: Meeh  (ids, chg, uids, UVs) 3: Mach + (ids, chs, UVs)

4: return Mmych 4: return mae,
rCom(ids, tb, mch): aCom(ids, tb, mach):

1: (ids, ch, uid, UV) <= mych 1: (ids,ch, UV) < mach

2: if ids # idg then 2: if ids # ids then

3: [ abort 3: [ abort

4: My < (ch,tb) 4: Mmaq < (ch, tb)

5: h + H(mewa) 5: h + H(mad)

6: Mrcom < (ids, uid, h, UV) 6: Macom < (ids, h, UV)

7: return (M, Mircom) 7: return (Mad, Macom)

rRsp(T’, mircom ): aRsp(T', Macom):

1: (ids, uid, h, UV) < Micom 1: (ids, h, UV) < Macom

2: (pk,sk) & KG(),cid & {0,1}>*,n « 0 2: rerfids].n < rerlids]n + 1

3: m < (H(ids),n,cid, pk, UV) 3: ad + (H(ids), rer[ids].n, UV)

4 o & Sign(rer.ak, (m, b)) 4: 0+ Sign(rcrl[ids].tek, (ad, h)) ] .
5: s < (112, Oate) 5: Marsp < (rer(ids].cid, ad, o, rer[ids].uid)

6: agCon « (ids, h, rer[ids].n, UV)

6: replids] < (uid, cid, sk, n) ! \ g ! .

7: agCon < (ids, h, cid, n, pk, UV, basic) 7: sid + (H(ids), rCT[Id:s‘].C!d, h,rerfids].n)

8: sid + (H(ids), cid, n) 8: return (marsp, rer, cid, sid, agCon)

9: return (musp, rer, cid, sid, agCon)

rVrfy(ids, Mict, Mursp, gPars): aVrfy(ids, macl, Marsp):

1: (ch,tb) < Mircl, (M, Tatt) < Miresp 1: (ch,tb) = Mmad, (cid, ad, o, uid) < Marsp

2: (h,n,cid, pk,UV) < m 2: (h,n,UV) < ad

3: if chg # chVitbs #tbV h # H(ids) VUVs #UVVn #0 V 3: if chg # ch Vtbs # tbV h # H(ids) V UVs # UV V n < rcg[cid].n Vv
er(gpars.vk, (m, H(ids)), oatt) = 0 then er(res|cid].pk, (ad, H(mad)), o) = 0 then

4 return (0,rcg, L, 1, 1) 4 return (0,rcg, L, L, 1)

5: agCon < (ids, H(mua), cid, n, pk, UV, basic) 5: agCon < (ids, H(mad), n, UV)

6: reglcid] + (uids, pk,n) 6: rcglcidl.n +n

7: sid « (H(idg), cid, n) 7: sid < (h, cid, H(mad), n)

8: return (1, rcg,cid, sid, agCon) 8: return (1, rcg,cid, sid, agCon)

Fig. 9. WebAuthn protocol functions.
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On authentication, the procedure is very similar. The server starts with aChal, which is
identical to rChal except that it does not sample a new uidg, which is therefore excluded from
the output server message macn. The same is true of the aCom algorithm, which differs only
in the output message macom that no longer contains uid. The token, upon receiving macom,
runs aRsp, which first increments the signature counter n stored in its registration context.
Next, the hashed server identity idg, along with n, the user verification condition UV and
the hashed m,q client message h are signed using the assertion secret key sk generated in
the previous registration run to produce a signature o. Then, it sets the idg, A, n and UV as
the agreed content agCon and the hashed idg, the cid (sampled and stored in the previous
registration run), h and n as the session identifier sid. Finally, it sets the cid, the hashed
idg, n, UV, the assertion signature o and the user identifier uid as the response message
Marsp, Which is returned to the client, and then forwarded, along with the client message
Mad, to the server. The aVrfy algorithm is also similar to rVrfy. It inputs m,q and my.s, and
verifies if the information received is correct, with the major difference being that it now
verifies the assertion signature ¢ using the previously stored assertion public key pk, and
also checks if the signature counter received is not greater than the counter stored in the
previous registration/authentication session. If everything is correct, it sets the agCon and
sid identically to the token, updates the signature counter n, and returns successfully.

B Descriptions of CTAP 2.1, CTAP 2.1+, CTAP 2.14++

High-level flow of CTAP 2.1. We refer here to Figure [3| for the high-level flow of the
protocol, which proceeds as follows.

Reboot is performed via the authPowerUp-T function, which inputs the state of the token
sty and freshly samples a new ECDH key pair and pinToken for each supported protocol. It
also resets the consecutive pin attempts counter sty.m. The variable sty.initialData contains
the token version and supported PIN/UV Auth Protocol list, and is used only the first time
authPowerUp-T is called (for a token T') to set str.version and sty.puvProtocollList.

During the Setup phase, the authenticator T first outputs its info, which contains the
list of supported PIN/UV Auth Protocol (max. 2) and sends it to the client C. C runs
obtainSharedSecret-C-start, which selects the protocol it is going to use and outputs it to
T. T then runs obtainSharedSecret-T, sets its puvProtocol chosen by C and outputs its
ECDH share pkr back to C. At this stage, C runs two different functions. First, it executes
obtainSharedSecret-C-end, which runs the puvProtocol function encapsulate. This function de-
rives the shared secret K from the client’s ECDH share and the received share pksy from the
token, and outputs ¢, which is the client’s ECDH share. Then, C' runs setPIN-C, which inputs
the user pin, encrypts it with K to create ciphertext c,, and then authenticates ¢, to create
tp. In the end, C sends c,cp,t, to the token. Finally, after receiving this data, the token
executes setPIN-T, which runs puvProtocol function decapsulate to derive the same shared
secret K, and uses it to verify and decrypt c,. The resulting pin is then hashed and stored
in the token’s static storage str. The token’s retry counter sty.pinRetries is also initialized to
pinRetriesMax (which is at most 8).
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The Bind phase is essentially identical to Setup until the execution of obtainSharedSecret-
C-end on the client’s side. Afterwards, C runs obtainPinUvAuthToken-C-start, which encrypts
the hash of the user pin, and sends its ECDH share and the resulting ciphertext ¢ and c,y,
to token T'. The token executes obtainPinUvAuthToken-T, which, as long as sty.pinRetries is
not 0, runs decapsulate to obtain K, decrements stp.pinRetries, decrypts c,, and then verifies
if the result matches the saved pinHash from Setup. If it does not, then it regenerates the
token’s ECDH share for the currently in use puvProtocol, decrements the token’s consecutive
tries counter str.m and, if sty.m reaches 0, forces a token reboot. If verification succeeds,
then it samples a new pinToken for every supported PIN/UV Auth Protocol, sets the correct
pinToken as its binding state, encrypts it with K and sends the resulting ciphertext ¢, to
the client. Finally, C' runs obtainSharedSecret-C-end, which decrypts c,; and sets the result
as its binding state.

After a client C' and token T have finished Bind, C' can use its binding state Wé.bs as the
key to authenticate a command M by running auth, which outputs M and a tag t, and then
the token can validate (M, ) with the same binding state 7/..bs by running validate.

We present the full code-based description of all CTAP 2.1 functions in Figure [12]

Session and protocol variables. As in [5], we specify here the relevant variables for tokens
and clients specific for CTAP 2.1. All variables defined for PACA are inherited in CTAP 2.1.
A token’s internal state sty is composed of: (i) a token version str.version (e.g., CTAP2.0 or
CTAP2.1), (ii) a list of available PIN/UV protocols str.puvProtocolList, (iii) the currently
selected PIN/UV protocol str.puvProtocol, (iv) the counter for the maximum amount of
pin failed attempts str.pinRetries, (v) the counter for the number of consecutive pin failed
attempts str.m and (vi) the stored hashed pin str.pinHash. Both tokens and clients (i.e. all
session oracles 77, and %) share: (i) the binding state bs which is set as the pinToken and
(ii) the session identifier sid, which is defined as the full trace of Bind. Client sessions have:
(i) the selected PIN/UV protocol 7.puvProtocol, and (ii) the ephemeral session key derived
from ECDH Wé.K. Additionally, we added a new m.canValidate variable to token sessions,
which we explain later in this section.

Low-level CTAP 2.1 description. The original CTAP 2.1 protocol specifies an abstract
PIN/UV Auth Protocol, which provides an interface for a set of lower level cryptographic
functions, and provides two distinct instantiations, referred to as PIN/UV Auth Protocol 1
and PIN/UV Auth Protocol 2 (seen in Figures [L1] and [L0| respectively) ]| We start by first
describing PIN/UV Auth Protocol 2, which is the protocol we considered for our CTAP 2.1
security analysis and results, and thus adapted for CTAP 2.1+, and then describe PIN/UV
Auth Protocol 1 for completeness.

The initialize function, which is called by a token on reboot or a client when starting
a new Bind run, generates a fresh ECDH key pair over the NIST P-256 curve and a fresh
2)-bit pinToken (with A = 128). Both actions can also be executed separately via regenerate
and resetPuvToken, respectively. The generated ECDH share can then be obtained (but not
regenerated) via getPublicKey. The encrypt and decrypt functions both input a 4\-bit key K

12 For CTAP 2.1+, we extend only PIN/UV Auth Protocol 2 (which we simply call PIN/UV Auth Protocol) by
adding a new function expand.
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initialize ():
1: regenerate()
2: resetPuvToken()

expand (pt):

1: pte < Ha(pt)

2: Parse(Kc, K1) 4 pte, s.t. |[Ko| = 2\
3: return (K¢, Kr)

encrypt (K,m):

1: Parse(K1, K»2) + K, s.t. |[Kq1| = 2\
2: ¢ < SKE.Enc(K2,m)

3: return c

encapsulate (pk’):

1: Z «+ XCoordinateOf(sk - pk’)
: Ky < H2(Z,”CTAP2 HMAC KEY”)
1 Ko < H2(Z,”CTAP2 AES KEY”)
DK (K1, K>)
c < pk
: return (¢, K)

O U W

authenticate (K’,m):

1: Parse(K1, K5) + K', s.t. |K1| =2\
2: t + MAC(K{,m)

3: return t

getPublicKey ():
1: return pk

regenerate ():
1: (pk, sk) & ECDH.KG()

resetPuvToken ():
1: pt & {0,1}*

decrypt (K, c):

1: Parse(K1, K32) + K, s.t. | K| = 2\
2: m + SKE.Dec(K>,c)

3: return m

decapsulate (c):

1: Z < XCoordinateOf(sk - c)

2: K1 + H2(Z,” CTAP2 HMAC KEY”)
3: Ko « H2(Z,”CTAP2 AES KEY?)
4: K + (Kl,KQ)

5: return K

verify (K',m,t):

1: Parse(K1, K5) + K', s.t. |K1| =2\
2: t + MAC(K{,m)

3: return [[t = t']]

Fig. 10. Pin UV Auth Protocol 2. All original functions are presented as shown in [5], with our proposed addition of

expand for CTAP 2.1+ in blue.

encrypt (K,m):
1: ¢+ SKE.Enc(K,m)
2: return c

encapsulate (pk’):
1: Z «+ XCoordinateOf(sk - pk’)
2 K+ H1(2)
3: ¢ < pk
4: return (c, K)

authenticate (K',m):
1: t + MAC(K',m)
2: return ¢

decrypt (K, c):
1: m < SKE.Dec(K,c)
2: return m

resetPuvToken ():
1: pt & {0, 1}

decapsulate (c):
1: Z + XCoordinateOf(sk - ¢)
2 K+ Hi(2)
3: return K

verify (K',m,t):
1: t + MAC(K',m)
2: return [[t = t']]

Fig.11. PIN/UV Auth Protocol 1. Only functions that are different from PIN/UV Auth Protocol 2 are shown.
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authPowerUp-T (str):

1: if sty.version =L A str.puvProtocollist =L then
2 (version, puvProtocolList) < str.initialData

3 stp.version <— version

4: str.puvProtocolList < puvProtocolList

5: for all puvProtocol € str.puvProtocollist do

6: | str.puvProtocol.initialize()
7: str.m <3

obtainSharedSecret-C-start(rZ,, info):

1: Parse(version, puvProtocolList) < info
: if version = 2.0 then return L
: select puvProtocol < puvProtocolList
: m¢.puvProtocol <— puvProtocol
: ¢ -puvProtocol.initialize()
T{ Stexe 4= Waiting
: wl.sid < 77,.sid || info || puvProtocol
8: return puvProtocol

No U e W

obtainPinUvAuthToken-C-start (w7, pin):

1: pinHash < H(pin)

2: cpn & m¢-puvProtocol.encrypt(l,.K, pinHash)
3: n'%,stexe < bindStart

4: wl.sid < 7L .sid || ¢pn

5: return cpp
obtainPinUvAuthToken-C-end (1%, c,¢):

1: m(,.bs <= m{,.puvProtocol.decrypt(ny, K, cpr)
2: néstexe <+ bindDone

3: wl.sid < wg.sid || ¢ || false

4: return
setPIN-C(7,, pin;):

1: if piny; ¢ P then return L

2 ¢, & ﬂ]c,.puvProtocoI.encrypt(wg.K, ping)
3: t, & 7l,.puvProtocol.authenticate(rZ, K, ¢,)
4: return (cp,tp)

setPIN-T (77, puvProtocol, ¢, ¢p, tp):

1: if puvProtocol ¢ str.puvProtocolList V str.pinHash #L then

: [ return L

: K < stp.puvProtocol.decapsulate(c)

if K =1 Vstp.puvProtocol.verify(K, cp,t,) = false then
[ return L

pin < str.puvProtocol.decrypt(K, ¢;)

: if pin ¢ P then return L

: stp.pinHash <— H(pin)

: str.pinRetries <— pinRetriesMax

: return accepted

—

auth-C (7, M):
1: t & 7}, puvProtocol.authenticate (72, .bs, M)
2: return (M, t)
— CTAP 2.1+ below
auth-C (n},, M):
1: (Kauthe, -) < w4 .puvProtocol.expand(r7,.bs)
2.t & m¢.puvProtocol.authenticate( Kautnc, M)
3: return (M, t)
validate-C (w,, M, t):
1: (-, Kautnt) 4 7.puvProtocol.expand(77,.bs)

2: if m,.puvProtocol.verify(Kaunt, M, t) = true then return accepted

3: return rejected

getInfo-T(m7):
1: info « (stTv.version,stT.puvProtocoIList)
2: mwp.sid « 7r.sid || info
obtainSharedSecret-T (77, puvProtocol):
1: if puvProtocol ¢ str.puvProtocolList then return L

pkr <+ str.puvProtocol.getPublicKey()
1 TTp.Stexe <— Waiting

: wh.sid < mhsid || puvProtocol || pkr
: return pkr

oUW

obtainSharedSecret-C-end (7%, pkr):
1: (¢, K) < 7,.puvProtocol.encapsulate(pkr)
2: o K K
3: wl.sid < wl,.sid || pkr || puvProtocol || ¢
4: return c

obtainPinUvAuthToken-T (77, puvProtocol, ¢, ¢pn):

1: if puvProtocol ¢ str.puvProtocolList V str.pinRetries = 0 then

: | return (L,false)
. K < str.puvProtocol.decapsulate(c)
if K =1 then return (L, false)
str.pinRetries < pinRetries — 1
pinHash < str.puvProtocol.decrypt(K, cpn)
if pinHash # st7.pinHash then
sty .puvProtocol.regenerate()
9: str.m < str.m — 1
10: if sty.m = 0 then
11: authPowerUp-T (str)
12: return (L, true)
13: else
14: | return (L,false)
15: str.m < 3
16: str.pinRetries <— pinRetriesMax
17: for all puvProtocol’ € str.puvProtocollList do
18: | str.puvProtocol’.resetPuvToken()
19: mp.bs < mp.puvProtocol.pt
20: ¢y & str.puvProtocol.encrypt(K, mh-.bs)
21: 7p.Stexe <— bindDone
22: mp.canValidate < true
23: wp.sid <= wp.sid || puvProtocol || ¢ || cpn || cpe || false
24: return (cp, false)

PSPPI RN

validate-T (77, M, t,d):

1: if sty.puvProtocol.verify(mp.bs, M, t) = true then
2: | returnd

3: return rejected

— CTAP 2.1+ below

auth-T (74, M):
1: (-, Kaunt) < m5.puvProtocol.expand(7f.bs)

2t & sty.puvProtocol.authenticate( Kayeht, M)
3: return (M, t)

validate-T (7, M, t,d):
1: (Kauthe, -) 4~ 7l.puvProtocol.expand(77-.bs)
if m.canValidate = true then
if str.puvProtocol.verify(K,umnc, M, t) = true then
L 7i.canValidate < false
return d
return rejected

Fig.12. CTAP 2.1 protocol functions. The current auth-C and validate-T functions are marked in red. Code below
corresponds to CTAP 2.1+, where we highlight in blue the changes to the current version of the protocol: deriving
two MAC keys instead of one and using them for bi-directional authentication. Additionally, we mark in our
proposed CTAP 2.14++ modification of the token always sampling a fresh ECDH share.
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and a message m or ciphertext ¢, then take the last 2\ bits as Ky, and use K5 to respectively
encrypt m or decrypt ¢, using the underlying encryption scheme SKE, instantiated as AES-256
in CBC-mode with random IV. authenticate inputs a key K, which can be 2\ or 4\ bits long
(depending on whether the pinToken is the key or if a session key from Setup is used instead)
and a message m, and uses the first 2\ bits as a key to authenticate m, producing a tag
t using the underlying MAC. verify is almost identical, but also inputs a tag t and simply
outputs if ¢ is a valid tag for m or not. In both cases, the underlying MAC is HMAC-SHA-
256 using a 256-bit key. The encapsulate and decapsulate functions perform the ECDH key
exchange and then produce K7 and K3 by passing the ECDH result through a KDF (modeled
by Hs), instantiated as HKDF-SHA-256. In encapsulate, which is only executed by a client,
both K = (K, K;) and the ECDH share ¢ are output, while in decapsulate, which is only
executed by the token, only K is returned.

PIN/UV Auth Protocol 1 is identical to PIN/UV Auth Protocol 2 in the initialize, get-
PublicKey and regenerate functions. The resetPuvToken is almost identical, but can sample a
fresh pinToken that is A-bit or 2A-bit in length. encrypt and decrypt receive a 2\-bit key K
and use it directly to encrypt or decrypt the input m or c. SKE is instantiated as AES-256 in
CBC-mode with zero IV. authenticate and verify use a key K (which can be the same key used
for encrypt or decrypt) to authenticate a message m, producing a A\-bit tag ¢t. In practice, ¢
is the result of truncating the leftmost A bits from the HMAC-SHA-256 2A-bit output. Fi-
nally, encapsulate and decapsulate perform the same ECDH key exchange, but pass the ECDH
shared secret through SHA-256 (modeled by #;) to produce a single, 2\-bit symmetric key
K.

Remark. While we generally maintained the CTAP 2.1 description as close as possible to
the original work in [5], we do propose another modification to the description, which we
also include in CTAP 2.1+. We include a new flag m.canValidate set to true in the protocol
function obtainPinUvAuthToken-T. This flag determines if validate-T can verify the received
tag or not for a given token session 7. This modification to the protocol description aims at
more closely following the CTAP 2.1 protocol specifications, which state that any command
sent to a token which requires user presence (modeled by the bit d) and verifies correctly
cause the token to revoke permissions from the currently in use binding state, effectively
removing the possibility of validating more commands using the same binding state after the
first successful validation.

CTAP 2.1+ description. For CTAP 2.1+, we propose a PIN/UV Auth Protocol which is
identical to PIN/UV Auth Protocol 2 from CTAP 2.1 but with the addition of a new func-
tion expand, which inputs a 2A-bit pinToken pt (binding state), produces a 4A-bit expanded
pinToken pt. with a key derivation function modeled by Hs and then parses pt. into two
2)-bit keys, to be used for authenticating client-to-token and token-to-client messages. In
practice, Hs could be instantiated with HKDF-SHA-256 called twice with two labels distinct
from those in CTAP 2.1, similar to how (K7, K3) are derived, or simply instantiated with
SHA-512. The CTAP 2.1+ protocol is identical to CTAP 2.1 until Bind is finished. The modi-
fications can be seen in Figures and [10] After a client C' and token T have finished Bind,
C runs auth-C, which expands the binding state Wé.bs to produce a new authentication key
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K,uthe, and uses K,unc to produce a tag t on message M. Afterwards, the token can validate
(M, t) with the same binding state by running validate-T, which obtains K,unc and verifies
(M, t). After validating (M, t) the token runs auth-T, which expands the binding state 7%..bs
into a new authentication key K,unt (different from K,unc) and uses it to produce a new
tag t on its response R. Finally, the client receives (R, t) and runs validate-C, which obtains
K,unt and verifies (R, t). Notice that the reason we expand the binding state during au-
thentication is to minimize as much as possible the modifications needed to achieve mutual
authentication in CTAP 2.14. This expansion allows us to ensure that every part of CTAP
2.1 up until the authentication of commands and responses is exactly the same, including
the pinToken transmission from a token to the client.

CTAP 2.14++ description. CTAP 2.1++ is identical to CTAP 2.14 with the exception of
function obtainSharedSecret-T, where a fresh ECDH share is now always sampled by calling
regenerate from the underlying PIN/UV Auth Protocol before obtaining it with getPublicKey.

C Preliminary Definitions

Definition 1. Let H : K x D — R be a family of functions such that H(k,-) = Hg(-)
is efficient for all k. We say that H is collision resistant if the advantage of any efficient
adversary A defined below is negligible.

Advi? (A) =Pr[k & K, (my, ma) & A(k) : my # my
A Hi(m1) = Hi(mo)] .

Definition 2. Let G be a cyclic group of prime order q and generator g. The Strong Com-
putational Diffie-Hellman (sCDH) assumption states that given a,b < Zq, 9,9% 4", and an
oracle O, which, for any group elements Y, Z € G checks if Y* = Z, it is computationally
infeasible for any efficient adversary A to compute g?°. That is, the advantage of any efficient
adversary A defined below is negligible.

AdvEPT(A) = Pr(g” « A(G, g,¢% ¢, O,)] .

Definition 3. For any message authentication code MAC = (Kg, Auth, Ver), we say MAC is

SUF-CMA secure if for any efficient adversary A against the security experiment Exp MLi\FéCMA

(Fig.[13), the advantage of A defined below is negligible.

Adviiac " (A) = PriExptiyac " (A) = 1] .

Exptaac ™A (A): Oputh(m): Over(m, t):
K & MACKG() t + MAC(K,m) t' «— MAC(K,m)
S0 S« SU(m,t) return t’ =t
(m, ) & ACAutnOver () return ¢

return Ove(m,t) A (m,t) ¢ S

Fig. 13. SUF-CMA Challenger and corresponding oracles Oauth and Over.
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Definition 4. Let P be a set of all keyed functions F: {0,1}'x{0,1}™ — {0,1}™, where F is
bijective and there exists an efficient algorithm to compute F(k,-) and F(k,-), Vk € {0,1}'.
Let F be the set of all truly random permutations on {0,1}™. Then, we say F is a pseudo-
random permutation if, for all efficient adversary A and all k € {0,1}!, its advantage defined
below s negligible.

AdVE(A) = PrF & P AT () = 1] = Prf & F  AO() = 1]

Definition 5. For any symmetric encryption scheme SKE = (Kg, Enc, Dec), we say SKE is
IND-18PA secure if for any efficient adversary A against the security experiment Exptlsl\/(%mPA

Fig.|14)), the advantage of A defined below is negligible.
(
AdvINDISPA( ) — | 2 PrlExptixPA(A4) = 1) —1 | .

Definition 6. For any symmetric encryption scheme SKE = (Kg, Enc, Dec), we say SKE
is IND-1$PA-LPC secure if for any efficient adversary A against the security experiment
Expt’s’\,ﬁ%MPA‘LPC (Fig. , the advantage of A defined below is negligible.

AdvIND-ASPALPC( 4y ‘ 2 Pr{ExptNDISPALPC 4y — 1] 1

Definition 7. For any symmetric encryption scheme SKE = (Kg, Enc, Dec), we say SKE
is IND-18PA-LHPC secure if for any efficient adversary A against the security experiment
Exptlsl\,l(%wPA'LHPC (Fig. [61), the advantage of A defined below is negligible.

AdVISNKDE—1$PA—LHPC<A) — ‘ 2 Pr[EXptISI\ILDE—HPA—LHPC(A) — 1] -1 )

Definition 8. For any symmetric encryption scheme SKE = (Kg, Enc, Dec), we say SKE is
IND-1$PA-LHPC-H secure if for any efficient adversary A against the security experiment
Exptlsl\/(%”PA'LHPC'H (Fig. , the advantage of A defined below is negligible.

IND-1$PA-LHPC-H _ IND-1$PA-LHPC-H _
AdvIND: (A) = ‘ 2 PriExpt!\2: (A)=1]—1
Exptgcz **7 (A): Orr(mo, m1): Oranp(1):
b & {0,1} if state # 0 then mpy, my & {0,1}!
K & SKE.KG() _ return | ¢ & SKE.Enc(K,m})
state + 0 if | mo | # [ ma | then return (mg, my,c’)
(mo,ma) &A() L rgturn 1
8 Cehal & SKE.Enc(K, ms)

Cehal &~ OLr(mo, m1) ctate < 1

. ORr,0
b (_A LR> RAND(CCha|)

return ceha
return (b=1') el

Fig. 14. IND-1$PA Challenger, and corresponding Left-Right oracle O g and RAND oracle Oranp.-
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EXPtIS’\:%mPA’LPC(A): Or(mo, my):
b & {0,1} if state # 0 then
K & SKE.KG() | return |
state « 0 if [ mo | # | m1 | then
il return |
mo,m1) < A
(o, ) 0 Cehal & SKE.Enc(K,my)

Cehal & OLr(mo, m1)
y & AOLr,OraND, OLpc (Ccha\)
return (b =1V)

state < 1
return cchal

Oranp (1): Ovrpc(c):
mp, my & {01} if ¢ = cchal then
¢ & SKE.Enc(K,m}) L return L

return (mg, mi,c’) return mo = SKE.Dec(K, c)

Fig. 15. IND-1$PA-LPC Challenger, and corresponding Left-Right oracle O g, RAND oracle Oranp and LPC oracle
Ovrpc.

Exptiiz 7 (A): Orr(mo, m):
b & {0,1} if state # 0 then
K & SKE.KG() | return |
state < 0 if [mo | # | m1 | then
8 return |
mo,m1) < A
(o, ) 0 Cenat & SKE.Enc(K,my)

Cehal & OLr (1m0, M1)
b & AOROranp, Othpc (Cehal)
return (b= 1)

state < 1
return cchal

Oranp(1): Ovnpc(c):
mi{)mll & {07 l}l if ¢ = Cchal then
¢ & SKE.Enc(K,m}) | return L

return (mg, my,c’) return H(mo) = SKE.Dec(K, ¢)

Fig. 16. IND-1$PA-LHPC Challenger, and corresponding Left-Right oracle O g, RAND oracle Oganp and LHPC oracle
Ovnpc.
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Exptaxg TP (A): Orr(mo, m1):
b & {0,1} if state # 0 then
K & SKE.KG() | return |
state « 0 if [ mo | # | m1 | then
8 return |
mo,m1) < A
(o, ) € A cenal - SKE.Enc(K, my)

Cehal & OLr(mo, m1)
Lehal & H(K, Cehal)

y & AOLRvORAND’OLHPC(
return (b=1")

state < 1

return ccpa
Cchal, behal)

Oranp (1): Ovnpc(c):
my, my & {0,1} if ¢ = cchal then
¢ & SKE.Enc(K,mj) L return L

return (m),m},c’) return H(mo) = SKE.Dec(K, ¢)

Fig. 17. IND-1$PA-LHPC-H Challenger, and corresponding Left-Right oracle O g, RAND oracle Oranp and LHPC
oracle Opnpc.

We present the full proof for the IND-1$PA-LHPC security of CBC in Appendix [K] as-
suming AES is a pseudo-random permutation.

D Security Proofs

Our proofs follow the game-based technique (see [22] for a tutorial) and some proofs require
a hybrid argument (see [14] for a tutorial).

D.1 Proof of Theorem (1

Before showing the proof of this theorem, we note that it can be expressed differently if the
adversary’s queries are counted in a different way, which may lead to more relevant bounds
for different threat models. As expected, the adversary has negligible advantage, except if
it actively interacts with a token via Send-Bind-T enough times to guess a user pin. As
stated, the theorem captures an adversary that is not constrained in its number of attempts,
except by an arbitrary upper bound ¢25,. In practice, however, the attacker may have more
restrictions and our bound can be adapted to reflect them, as we remark at the end of the

proof.

Proof. (Sketch.) Let Pr; denote the probability that GAME i outputs 1.
GAME 0. This is the original experiment. Therefore,

Pro = Advgrap 21(A) -

GAME 1. In this game, we replace every symmetric session key K; and K, calculated in
encapsulate and decapsulate from Fig. [10[as Ky < Ha(Z, ) and Ky < Ho(Z, ), where Z is
the ECDH shared secret derived by a client session 7% and token session 7. in a Setup or
Execute query, with independent random values K, and K,. We define bad as the event
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that, at some point during the game, 7% and 7, are involved in a Setup or Execute and
A queries Hy with Z, and bound the probability of bad by constructing an adversary B,
against the sCDH security of the underlying ECDH group, such that if A causes bad, 5;
wins the sCDH game. Since token public keys are only given to A in Setup, Execute and
Send-Bind-T oracles, we have |Pry — Pri| < (¢s + ge + Gsend) Advicom (B1).

GAME 2. In this game, in every Setup query, the pin is no longer stored in the token
state str, instead being stored in a new strucuture accessible only by the challenger. Since
this model never allows A to corrupt any token, GAMES 1 and 2 are functionally identical.
Therefore, Pri = Prs.

GAME 3. In this game, A immediately loses if the challenger samples two identical ECDH
public keys from a client or token. Given that client ECDH public keys are sampled only in
Setup and Execute queries, and token ECDH public keys are sampled in NewT, Reboot
and Send-Bind-T queries, we have |Pry — Prs| < (gs + g + gnT + GrR + 20send)? / (2q).

GAME 4. In this game, A loses if a collision occurs on some output of H when called by the
challenger. Since H is assumed to be collision resistant, there exists an adversary B, such

that |Prs — Pry| < Adve'(By).

GAME 5. This game replaces every encrypted pin in Setup queries with an encrypted con-
stant pin 0000. Additionally, if the ECDH client and token public keys used in Setup are
used again in Send-Bind-T, the token encrypts and outputs a random pinToken pt while
setting the real pinToken as its binding state. We bound the advantage of A against GAME
5 by reduction to the IND-1$PA-LHPC security of the underlying encryption scheme SKE.
Therefore, we construct an adversary Bs against the IND-1$PA-LHPC security of SKE such
that |Pry — Prs| < ¢s Advisx3PALHPC(B.),

GAME 6. This game replaces every encrypted hashed pin H(pin) and pinToken pt in Execute
queries with an encrypted hashed constant H(0000) and a random pinToken pt respectively.
We bound the advantage of A against GAME 6 by reduction to the IND-1$PA-LPC security
of the underlying encryption scheme SKE. Therefore, we construct an adversary Bg against
the IND-1$PA-LPC security of SKE such that |Pr; — Prg| < ge Advie SPALPC(By).

GAME 7. In this game, user pins are no longer sampled in NewU, being sampled instead
only when relevant to answer to some query from A, which happens only in Corrupt and
Send-Bind-T queries. Since every pin is independently sampled from &, it is independent
from anything that happens during the experiment, and thus GAMES 6 and 7 are functionally
identical. Therefore, Prg = Pry.

GAME 8. In this game, the challenger rejects any attempt from A to actively guess the
correct pin, unless the pin for the target token has been corrupted. By considering ¢S, the
maximum number of active queries to Send-Bind-T, where A actively attempts at guessing
the pin, and 1/2"2 as the maximum probability that 4 can guess the pin in any query, we
have |Pr; — Prg| < ¢&<t,/2"2.

GAME 9. In this game, A loses if two pinTokens that are sent to the adversary in either an
Execute or Send-Bind-T query collide. Since, at most, one pinToken is generated and given
to A in each Execute or Send-Bind-T query, we have |Prg — Prg| < (gg + gsend)? / 22211
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GAME 10. In this game, when A queries Validate-T with message M and a tag t on a
token session 7% that finished Bind passively (which happens only in Execute and passive
Send-Bind-T queries), such that (M, t) would constitute a valid forgery, the challenger still
rejects (recall that A cannot win against any token session 7. that was actively attacked in
Send-Bind-T queries, since after GAME 8 this means 7”s pin must have been corrupted). We
consider this bad event and bound the advantage of A by reducing to the SUF-CMA security
of the underlying MAC, by constructing an efficient adversary By against the SUF-CMA
security of MAC such that if bad happens, By wins the SUF-CMA game. Therefore, we have
Prg — Prig| < (ge + gsend) Advinac " (Bio).

FINAL ANALYSIS. After the modifications in GAME 10, A can no longer win. Indeed, for
A to win, it must satisfy at least one of the four conditions in Token-Win-SUF-t. The first
condition is always false, since d = 1 must always be true for any Validate-T query to
accept a tag t. The second and third conditions are also always false. Collisions between
sid values in client sessions have been ruled out in GAME 3, by avoiding client public key
collisions, while collisions between sid values in token sessions have been ruled out in GAME
9, by removing collisions between any pinToken that is encrypted and sent to A. Therefore,
it can never be the case that two different client or token sessions have the same sid. Finally,
A can never win via the last condition, because in GAME 10 every valid forgery attempt
against any token session via a Validate-T query is rejected by the challenger. Therefore,
it is always true that Prip = 0. Note that the running times of all adversaries are close to
that of A. ]

Remark. In GAME 8, we bound A’s advantage as a function of ¢25 ,, i.e., how many active

attacks A makes against any token. This captures the worst case scenario where A can

always reset pinRetries by executing a passive Bind for any token (i.e., the adversary may

have access to any user from any token to input the correct pin). However, it is also reasonable

to consider the case where A has access to an arbitrary number of tokens but not to their

users, which limits the amount of active attacks on any token to pinRetriesMax. Considering
act

grg as the number of tokens created that are actively attacked by A during the experiment,
we could write the bound as |Pr; — Prg| < pinRetriesMax - 35t /2"2.

D.2 Proof of Theorem [2

The proof of security of CTAP 2.1+ is identical to the proof of CTAP 2.1 (as sketched in
Appendix [D.1]) until GAME 9. We summarize the modifications and extra steps next.

GAME 10. In this game, A loses if it queries random oracle H3 with any pinToken generated
throughout the experiment and set as the binding state of a token or client session, but
for which the adversary has no information. These pinTokens correspond to sessions where
the adversary behaved passively, which includes all of the Execute queries, and possibly
some of the Send-Bind-T queries. The two games are identical until bad, and so we have
|Prg — Prig| < qa, (GE + gsend) /2%, After this game, the MAC keys used by these sessions to
authenticate commands are information theoretically hidden from the adversary.

GAME 11. In this game, when A queries Validate-T with message M and a tag ¢t on a
token session 77 that finished Bind passively (which happens only in Execute and passive
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Send-Bind-T queries), such that (M, t) would constitute a valid forgery, the challenger still
rejects (recall that A cannot win against any token session 7} that was activelly attacked in
Send-Bind-T queries, since after GAME 8 this means 7”’s pin must have been corrupted). We
consider this bad event and bound the advantage of A by reducing to the SUF-CMA security
of the underlying MAC, by constructing an efficient adversary Bj; against the SUF-CMA
security of MAC such that if bad happens, B;; wins the SUF-CMA game. Therefore, we have
IPrio — Pris| < (e + gsena) Advppac ™A (Biy).

GAME 12. In this game, when A queries Validate-C with message M and a tag ¢t and a client
session Wé that finished Bind (which happens only in Execute queries), such that (M, t) would
constitute a valid forgery, the challenger still rejects. Much like in GAME 11, we bound the
advantage of A against GAME 11 via reduction to the SUF-CMA security of MAC. Therefore,
there exists an efficient adversary By such that |Pri; — Pris| < ¢ Advﬁ,lti\Fc'CMA(Bm).

FINAL ANALYSIS. After the modifications in GAME 12, A can no longer win. Indeed, for
A to win, it must satisfy at least one of the four conditions in Token-Win-SUF-t or one
of the three conditions in Client-Win-SUF-t. The reasoning for A not being able to win
via Token-Win-SUF-t is identical to the reasoning used for the previous CTAP 2.1 security
proof. Additionally, A cannot win GAME 12 via the conditions from Client-Win-SUF-t. In-
deed, the first and second conditions are identical to the second and third conditions from
Token-Win-SUF-t, and are therefore always false, since no collisions between client session
sid values and token session sid values can occur after GAMES 3 and 9 respectively. A can
also never win via the third condition in Client-Win-SUF-t, because in GAME 12 every valid
forgery attempt against any client session via Validate-C query is rejected by the challenger.
Therefore, it is always true that Pri; = 0. Note that the running times of all adversaries are
close to that of A.

D.3 Proof of Theorem /4]

Let Gy be the original experiment Expt?To 4 ++(A). We consider a series of hybrid games

analogous to the proof of Theorem [2] (authentication of CTAP 2.1+). To save space, we briefly
mention what each hybrid does without providing details. G replaces every symmetric
session key K and K, with independent random keys. Go will store PIN in a new structure
instead of token state. G3 will remove collisions in sampled ECDH shares. G4 removes hash
collisions of H. Gy will replace encrypted PIN with encrypted constant PIN 0000. In Gg, we
switch encryption of hashed PIN and encryption of pintoken to be encryption of H(0000)
and encryption of random pintoken during Execute in Phase 1. In G7, we will sample PIN
only when adversary queries CorruptUser or Send-Bind-T. In Gg, we will reject attempts from
A to actively guess the PIN through Send-Bind-T operations.

Suppose A that makes at most gs, ¢e, gsend, gnT and gr queries to Setup, Execute, Send-
Bind-T, NewT and Reboot, and at most ¢2', active queries to Send-Bind-T. Then there exist
efficient adversaries By, By, Bs, Bg such that the following claims hold: (where Pr; denote
the probability that G; outputs 1)

Pro = AdVZine o1, (A)/2 + 1/2 1)
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Pro — Prs < (gs + e + gsend) Advicpn(Bi)
+ (gs + ge + qNT + R + 2Gsend)” / (29)
+ AdviP'(By)
+ s AdvIND-ISPALHPC 3
+ e AdvINDISPALPC (13 )

act ho
+ 4Send 2

Prg =1/2 (3)

The above claims are justified as follows. Equation is by definition of Advzr-il-"AP 2144 (A).
Inequality follows from the mPACA security proof of CTAP 2.1+ (proof of Theorem
in Section [£.4).

To justify equality , we note that adversary’s view includes public information of
different tokens and communications within each session. In Expt@iap 51, (A), we require
that two challanged token’s users cannot be corrupted. Therefore, by Gg, we have swapped
encryption of pin and pin hashes to be encryption of 0000 and H(0000). Diffe-Hellman shares
are also freshly generated. Therefore, the attacker’s view is almost independent of the actual
bit b. Special care is needed to prevent trivial attacks. Suppose b is 0, and attacker makes a
LEFT query. If the attacker queries regular query T, on the same index, token T will reject
(while T} will accept). If the LEFT query is bind, and attacker queries regular Auth/Validate
on Tj on the same index, it will accept (while T} will reject). If the LEFT query is Setup, and
attacker makes regular queries on Ty, it will accept (while T} will reject). If attacker inputs
a wrong PIN in LEFT query, the pinRetry of 7, will decrease by 1. We addresses these
subtleties specifically and carefully by introducing different checks. Therefore, either the
attacker has broken these checks, which automatically fails (the game will return a random
bit, which gives attacker advantge 0), or it can only guess the challenge bit with probability
1/2.

D.4 Proof of Theorem [5
Let Pr; be the probability that GAME ¢ outputs 1.
com-priv

GAME 0. This is the original composed privacy experiment Exptpa ' paca When the under-
lying challenge bit b = 0.

GAME 1. This game is identical to Game 0 except that in aResp, the oracle will always add
cid to £2, and add (T, j') to LE¢. We can introduce a new flag bad, and set bad<— true when
tokenBindPartner(T', ;') is L, or if the binding partner is (C, 5),(C, j, Macom, tal) € Lauthc,
which means message, tag pair (Macom, ta) 18 not output by client session ﬂé.

Now, Prg— Pr; = Pr[bad < true|]. We claim that there exists a mPACA authentication
adversary B, such that Prlbad < true] < Advounia(Bi). By samples bit b, and simulates
mPACA oracles using its own oracles provided in mPACA authentication experiment. B;
then internally initializes PIA oracles and LEFT and RIGHT challenge oracles. In Game
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1, if bad is true, then composed unlinkability adversary A has let mPACA token session
(T, 7") to accept a command where either (7, ;') does not have a binding partner, or the
command is not authorized by the partner. Both cases are winning conditions for mPACA
authentication experiment. Since B; forwards all mPACA operations to its own oracles, it
will trigger the winner conditions in Token-Win-Auth in mPACA authentication experiment.
Therefore, Pr[bad < true < Adv>onea(B1).

GAME 2. Game 2 is identical to Game 1, except that two helper functions rResp’ and aResp’
that are used in r/aLEFT and r/aRIGHT, will take in both tokens Ty and 7} ( the order is
permuted depending on whether it is called inside LEFT or RIGHT). rResp’” and aResp’ will
use the first token to perform authorization, just like Game 1, but will use the other token
to get PIA response through rRsp or aRsp. Essentially, LEFT (RIGHT) oracle will now use
Token T’s (Ty’s) PIA response, but authorizing it using 7’s(73’s) binding state. _

We claim that there exists a P1A privacy adversary By such that | Pry — Pry | < Adviix(Ba).
We construct By such that it queries its own PIA oracles to get token responses, and will
sample corresponding mPACA instances to simulate the rest of mPACA queries. In the PIA
privacy game that B, is playing, when the underlying bit bpja is 0, By is simulating Game 0;
while when bpa is 1, C is simulating Game 1.

GAME 3. This is the original composed privacy game Exptpa rupaca When the underlying
challenge bit b = 1.

We claim that there exists an mPACA privacy adversary Bs such that |Pry —Prg| <
AdvP'D, ca(Bs). We construct Bs such that it simply queries its own oracle provided in the
mPACA privacy experiment for all mPACA queries. For queries to the PIA oracles, Bs
simulate PIA oracles, and always use T’s P1A response in LEFT, and Ty’s PIA response in
RIGHT, just like Game 2. Now, in the mPACA privacy game that Bs is playing, when the
underlying bit bnpaca is 0, B is simulating Game 2; while when bypaca is 1, B is simulating
Game 3.

FiNAL ANALYSIS. The proof is concluded as follows:
Adv:’?:;rpr:\Fl’ACA(A) =|Pro — Pr|
S‘PI‘O—PI'1|+ |PI‘1—PI'2‘—|—‘PI'2—PI'3|
SAdV?nLé";éA<Bl) + Advipaca(B2)
+AdvpiA(Bs) -

E CTAP 2.1 Security for PIN/UV Auth Protocol 1

We present a brief overview of the CTAP 2.1 security proof when instantiated with PIN/UV
Auth Protocol 1, by outlining its differences from the CTAP 2.1 proof when using PIN/UV
Auth Protocol 2.

Most games from the CTAP 2.1 security proof that was presented in Section [4] remain
unchanged, since they are not affected from which protocol is instantiated. Therefore, we
focus only on GAMES 5, 9 and 10, which differ when CTAP 2.1 is instantiated with PIN/UV
Auth Protocol 1.
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GAME 5. This game replaces all encrypted pins on Setup with constant values, and then
also replaces all pinTokens sent during Bind with random values only when using the same
symmetric key used on Setup. When considering PIN/UV Auth Protocol 1, we can no longer
reduce to the IND-1$PA-LHPC security of the underlying encryption scheme SKE, because
during Setup the same symmetric key K is used to encrypt H(0000) into ¢, and then to
authenticate ¢, by producing a tag t,. Therefore, we must reduce to a variant of this security

definition, which we call IND-1$PA-LHPC-H.

GAME 9. This game eliminates collisions between pinTokens that are sent to A in Execute
or Send-Bind-T queries. When considering PIN/UV Auth Protocol 1, each pinToken has size
pA, for p € {1,2}, which means the upper bound for the probability that a collision between
two pinTokens occurs is 1/)\. Therefore, we have |Prg — Prg| < (ge + Gsend)?/2L.

GAME 10. In this game, each tag t corresponds to the leftmost A bits from the 2A-bit output
of MAC, instantiated as HMAC-SHA-256. The reduction is the same, under the assumption
that the truncated output of HMAC-SHA-256 is still a secure MAC.

F Proof Shortcomings in Nina et al. [5]

We show the shortcomings of the CTAP 2.1 proof in Nina et al. [5] as follows.

Active binding attacks against clients are too strong. We present here a more detailed
explanation of the attack that an adversary can perform during Bind if allowed to be active
when delivering the final message containing the encrypted pinToken from the token to the
client.

CTAP 2.1 with PIN/UV Auth Protocol 2 uses AES-256 in CBC mode with random IV to
encrypt the 128-bit pinHash that is sent from a client to a token during Bind and, immediately
after that, to encrypt the 256-bit pinToken back to the client. Crucially, both encryptions use
the same symmetric key (this is true for both PIN/UV Auth Protocol versions). Consider a
ciphertext ¢,, = IV || AES(IV @ pinHash), generated by a client session 72,. If the hash of the
PIN checks out, 74 will accept and output a ciphertext c,,: this is a CBC encryption with a
fresh IV and two blocks encoding a pinToken to be decrypted by Wé. Now, A can create a new
ciphertext &, = IV || AES(IV@pinHash) || AES(IV @ pinHash) and deliver ¢, to 7. Since AES
in CBC mode is not an authenticated encryption scheme, Wé always decrypts ¢, recovering a
mauled pinToken of the form: wé.bs = pinHash || IV @ pinHash @ AES(IV & pinHash). Formally,
and this is where the proof in [5] is incorrect, this means that the recovered pinToken can
actually depend on the user’s PIN. In practice, this means that when the client issues a
command authenticated with this mauled pinToken, producing a tag t, the adversary can use
the MAC verification algorithm to perform an offline dictionary attack, by hashing values in
the PIN space and checking if they produce an identical tag on the same command issued
by the client. This is possible because the pinHash is the only part of the mauled pinToken
the adversary does not know. This will allow the adversary to win the game with probability
close to 1, and so there is no hope of proving CTAP 2.1 secure in such a model.
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IND-1CPA is not enough. We also identified a minor oversight in the proof in [5] (Ap-
pendix I, Game 12) that applies only to unlikely cases where tokens do not refresh their DH
shares after Setup. We explain this next.

The reduction to the security of the symmetric encryption scheme used to communicate
with tokens has been improved in [5] compared to [2]. In particular, it was shown that, during
Bind, a stronger (plaintext-checking) assumption was needed to deal with active attacks on
the token. However, this was considered to be unnecessary during Setup, which is not the
case if DH shares are reused by the token. Indeed, while it is true that a query to Setup
always results in a new Diffie-Hellman key exchange between ﬂé and 74, it cannot be said,
even when excluding collisions between DH shares and symmetric keys, that the symmetric
key used to encrypt the pin sent to 7 will not be used again later in the experiment. Since
every Setup trace is given to A, the adversary can attempt to start a Bind run with another
token session 7%, of the same token, using a DH share that was previously used by Wé during
Setup. If T" did not regenerate its DH share, then it will derive the same symmetric key that
was used in Setup, and therefore might encrypt a pinToken with the same key used to encrypt
the pin in Setup. Therefore, the encryption scheme that encrypts the user pin during Setup
must be IND-1$PA-LHPC secure (defined in Appendix [C]), rather than only IND-1CPA. This
is a minor change to the proof, which we handle, and it will not be necessary if the token is
guaranteed to reset its state (via Reboot) after Setup.

G PIA Models and WebAuthn Analysis

G.1 PIA Protocol Syntax

We closely follow [5J6] to define the syntax for passwordless authentication (PIA) protocols.
Our syntax is very similar to the eP1A protocol defined in [5] and the eP1AA protocol defined
in [6]; we simply call our P1A primitive a P1A protocol.

A PIA protocol PIA consists of two phases Register and Authenticate:

Register: a two-pass challenge-response protocol run among a token 7', a client C, and a
server S, which is run at most once per tuple (7',S). At the end of Register, both 7" and
S hold registration contexts, which are relevant for subsequent authentications. Register
can be decomposed into the following algorithms:

Myen < rChal(S,tb, UV): inputs a server S a token binding state tb, and a user verifica-
tion condition UV € {T,F}, and outputs a challenge message m,q,. It does not change
the state of the server S.

(Mret, Mrcom) & rCom(idg, Myeh, tb): run by the stateless client; it inputs the intended server
identity idg, a challenge message m,c, and a token binding state tb, and outputs a client
message m, and a command message My com-

(Mursp, rer, cid, sid, agCon) & rRsp(T, Mycom): inputs a token T' and a command message
Mrcom and outputs a response message Mysp, the token-side registration context rcr,

13 When we say an algorithm inputs a server, a client, or a token, we mean all of its state. The outputs of the
algorithm make it explicit which parts of the state may be changed that are relevant for the security game.
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a credential identifier cid, a session identifier sid, and agreed contents agCon from the
perspective of the token 7.

(b, rcg, cid, sid, agCon) & rVrfy (S, My, Mirsp, gPArs): inputs a server S, a client message m,q,
a Tesponse message Misp, and attestation group parameters gpars, and outputs a bit
b € {0,1} to indicate whether the registration request was accepted. It also outputs
the server-side context rcg, a credential identifier cid, a session identifier sid, and agreed
contents agCon from the perspective of the server S.

Authenticate: a two-pass challenge-response protocol run among a token 7', a client C, and
a server S after a successful run of Register, in which both 7" and S generated their regis-
tration contexts. At the end of Authenticate, S either accepts or rejects the authentication
attempt. Similarly to Register, Authenticate can be decomposed into four algorithms:

Mach <= aChal(S, tb, UV): inputs a server S, a token binding state tb, and a user verification
condition UV € {T,F}, and outputs a challenge message ma,c,. This algorithm does not
change the state of the server S.

(Mact, Macom) &= aCom(idg, Mach, tb): Tun by the stateless client; it inputs the intended
server identity idg, a challenge message ma,cn, and a token binding state tb, and outputs
a client message m,q and a command message Macom-

(Mearsp, T, Cid, sid, agCon) <~ aRsp(T’, Macom): inputs a token 7', and a command message
Macom, and outputs a response message Marsp, the updated token-side registration con-
text rcr, a credential identifier cid, a session identifier sid, and agreed contents agCon
from the perspective of the token 7.

(b, rcg, cid, sid, agCon) €~ aVrfy (S, mad, Marsp): inputs a server S, a client message ma, and
a response Message Mysp, and outputs a bit b € {0, 1} indicating whether the authenti-
cation request was accepted. It also outputs the updated server-side registration context
rcg, a credential identifier cid, a session identifier sid, and agreed contents agCon from
the perspective of the server S.

Attestation modes. Unlike [6], our model captures only attestation modes None, Self, and
Basic (also known as batch attestation), as the other modes attCA and anonCA are not as
commonly used and, in particular, they are not used for USB tokens that rely on CTAP, the
main focus of this work.

Therefore, for simplicity, we deviate from [0] and define a group initialization algorithm
(gpars,rc) < Glnit that creates a new group, which is cryptographically defined by some
public group parameters gpars and a private registration context rc. This public gpars is taken
as input by the servers and the private rc is taken as input by tokens in the same group as their
initial registration context. For attestation modes None and Self, such attestation material
gpars and rc are empty; while for the Basic mode, GlInit uses a key generation algorithm to
output an attestation key pair, then assign the private key to rc and assign the public key
(with potentially other public parameters) to gpars.
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G.2 PIlA Authentication Model and WebAuthn Authentication

Again, we closely follow [56] to define our authentication security model for P1A protocols.
Our model is very similar to the eP1A model defined in [5] and the ePIAA model defined
in [6], with some important changes that we discuss in this subsection below.

Trust model. For attestation modes None and Self, we assume that the P1A adversary is
passive during registration, since the server has no prior knowledge of attestation material
stored in the specific token of interest. Indeed, if the adversary can be active during reg-
istration, it is impossible to prove WebAuthn secure for these modes, as noted in [6]. For
mode Basic, and as in [6], we can prove P1A security even with active registration, because
the guarantee provided to the server is merely that the credential has been created by some
token in the target group. However, the server does not know which token in the group
produced the credential and, in fact, we know from our discussion of rogue key attacks and
known unlinkability results that it is impossible for the server to know if this token is owned
by a given user or by an adversary. As mentioned in the introduction, our fix to CTAP
allows us to strengthen this authentication guarantee and assure the server that the token
generating an attested credential is actually cryptographically bound to a specific client. We
allow groups to be dynamically generated by the adversary. For attestation mode Basic, this
corresponds to creating a new batch. The adversary is allowed to create as many groups as it
wants and to assign tokens to these groups at will. (Note that in modes None and Self there
is only one group.) Then, the adversary is allowed to corrupt the attestation material of all
tokens except the tokens in the target batch of interest. Fine-grained credential corruption
(not including the attestation material) is still allowed within the batch. This is a strength-
ening of the model in [6]; meanwhile it does not have a significant impact on the WebAuthn
security proof and simplifies the description of the model.

Session oracles and registration contexts. To model concurrent or sequential P1A pro-
tocol instances (i.e., sessions) of a server S (associated with ids) and sequential P1A sessions
of a token T, we use 7rf47 g and Wﬁj to denote their ¢-th and j-th registration instances, and
T, ¢ and 7TZ7T to denote their i-th and j-th authentication instances. The execution sta-
tus of a session oracle 7%, » (ph € {r,a}, P € {S,T}), denoted by 75, p.Stese, is either of
{L, running, accepted}; here L means the session oracle is not yet initialized, in which case
we simply write 7T§h7 p =-L. Session identifiers sid and agreed contents agCon are specific to
a session. Registration contexts rcg, rcy are global to a server or token, respectively, and we
abuse notation to allow them to be indexed by the (unique) identity of a token or server,
respectively, as rcg[T] or rcp[S]. This is well defined as we impose a single registration run
between a given pair (S, 7).

Session partnership. We say that a server registration session 7Ti’ ¢ partners with a token
registration session 7r£7T if and only if 7] ¢.sid = Wi,T.Sid. We define partnership for authenti-

cation sessions as 7’ ¢.sid = 7’ 1..sid, and, furthermore, we require that they can be associated
. . . . U . i’ . i . i’ .

to unique partnered registration sessions 7, g.sid = 7 ;..sid such that ; g.cid = m, g.cid. In

other words, authentication partnership guarantees that there is unique registration part-

nership between the same server and token that establish the (unique) credential identifier
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that the server recovers at the end of the authentication run. Many authentication runs can,
of course, be bound to the same registration sessions.

Looking ahead, with the above session partnership, our model is stronger than the models
in [5J6], in the sense that our model further guarantees that authentication binds the user to
a unique registration that took place before between the same server/token pair, identified
by a credential identifier cid. This also allows us to capture the typical scenario where cid is
used by the server to identify the correct application-specific identifier. Note that our session
partnership definition is, in the above sense, the same as [2].

Advantage measure. For a PIA protocol PIA, its advantage (with respect to the security

experiment, Expt2%2"™ shown in Fig. is defined for any adversary A as

AdVEZ P (A) = Pr{Exptha™(A) = 1]

Authentication security of WebAuthn. We do not restate the authentication security of
WebAuthn in this model, as it has been proved in [2]. Indeed, the security proofs given in [2]
suffice to show that WebAuthn satisfies the P1A authentication notion we consider here: the
proof begins by excluding collisions in credential identifiers, and then relies on the uniqueness
of credential identifiers to pinpoint a unique registration session that established the public
key under which the authentication took place. For attestation modes None, Self in which
no hardcoded attestation material is used, the proof holds when the adversary is restricted
only to passive registration attacks and can create only one group for which the attestation
parameters are empty. For batch attestation the adversary can create an arbitrary number of
groups. Rather than fixing a group a priori, we just allow the adversary to choose the target
group adaptively, but this is of no consequence to the proof: as stated in [2], the only way
the attacker could succeed in registering a key that is outside of the group fixed by a server
verification run would be to either corrupt the group or forge an attestation signature.

Differences to prior work. As discussed above, our model introduces two differences
to [Bl6], in order to capture a guarantee provided by FIDO2, which was captured by the
original model in [2] but lost in the more recent works [5lJ6]: a separation between registration
and authentication sessions for modeling the partnership between them, and the explicit
handling of credential identifiers and group identifiers["] As mentioned before, we simplify
our model to capture the simplest attestation modes, as they are the most commonly used
modes in practical USB-based tokens today and handling all possible attestation modes is
not our focus. In particular, there is no interactive set-up of a token, which is required for
the more complicated certification-based attestation modes. Instead, we tailor our definition
to the settings where there is no attestation (or just simple Self attestation) or where batch
attestation is used. For this, we let the server registration verification algorithm input some
group parameters, and impose that the server can only accept registrations from tokens
whose attestation material is consistent with a given set of group parameters.

14 For simplicity, we also keep the algorithm negotiation parts of PIA implicit in the experiment code.
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Partnerships(S, i, cid):

1: if 3¢’ such that 7’ g.cid = cid then

2: Retrieve (5,4’ gid, cid) from Lieg

3: | if 37, such that 7! g.sid = 7/ 7.sid then
4: if 3j such that 7} g.sid = ﬂ'i_T.Sid then
5: | return (gid,7, T,5',j)

6: else return (gid,i',T,j', 1)

7 else return (gid, ', L, L, 1)

8: return (L, L, 1,1, 1)

Win-auth (S, i, cid):

1: if 3(S1,41, ph1) # (S2,42,ph2) s.t. 7";1}”,sy5id = W;2,12YS2.Sid #1 then return 1

+ if 3(T, j1, pha) # (T2, j2,pha) s.t. Wﬁ}n oy -sid = 2 .sid #1 then return 1

pha, T2

3: if 3(S1,41) # (S2,i2) s.t. ﬂifsl .cid = 'rrfs2.cid #1 then
4: | return 1
50 if (S, 1 ph'), (T, 5, ph') st. why gsid = 70y, 1, sid #1 and (S',T") ¢ Leow and

then return 1

6: (gid,_, T, _, j) < Partnerships(S, 1, cid)

7: // Attestation broken: wrong group or no registration partner
8: if gid =1 or (gid ¢ Lconc and (T =L or T.gid # gid)) then
9: [ return 1

10: else

11: // Authentication broken: no authentication partner

12: if gid ¢ Lconc then

13: L if (S,T) ¢ Lcow and j =1 then return 1

14: return 0

Exptg" (A):

1: Lreg < 0i Leorr < 05 Leons < 05 G 0;
gid <0

: win-auth <~ 0

D ()& A

: return win-auth

T'.gid ¢ Leong and w;,hfys,.agCOn # W]]);y,,T,.agCOn

Reg ((S,4), (T, j),tb, UV, gid):

1: // This oracle replaces the rChall, rResp, rCompl oracles in the passive registra-
tion mode

: if T.gid =1L or m;. ¢ #1 or 7l . #1 or rcp[S] #1 or G[gid] =1L then return L

: Myeh < rChal(7l. g, th, UV)

: (Micom, Muct) <= rCom(ids, My, th)

[SL N )

: (Musp, rer, cid, sid, agCon) & rRsp (7’ 7, Mircom)

: (d, res, cid, sid, agCon) & rVrfy(ml. s, Myel, Mursp, G[gid].gpars)
© Loeg < Lreg U {(S, 1, gid, cid)}

: return (d, Mch, Micl, Mircom, Mirrsp)

® =1 D

NewGroup ():

1: (gpars, rc) & Glnit

2: Glgid] « (gpars, rc)

3: gid - gid+1

NewToken (gid, T'):

1: if G[gid] =L then return L
2: if T.gid #1 then return L
3: T.gid < gid

4: rep «+ Glgid].rc

rChall ((S,1),tb, UV):

1: if 7, ¢ #1 then return L
2: Myeh & rChal(n). g, th, UV)
3: return mych

rCompl ((S, %), Muct, Murrsp, id):
1: if g =L or 7. g.Stee # running or G[gid] =L then return L
2: (d,rcs,cid, sid, agCon) &
rVrfy(ﬂiys, Miel, Musp, G|gid].gpars)
2 if d = 1then Lo < Lo U {(S, 1, gid, cid)}
: return d

w

Corrupt (S, T):
1: if rcp[S] =L then return L
2 Lo Lo U{(5,T)}

3: return rcr[S]

rResp (T, 5), Micom):
L. if 7/ 7 #1 or T.gid =L then return L
2: (Mursp, rC, Cid, sid, agCon) &
rRsp(7). 7, Mircom)
Ly + L U {cid}

return mpsp

3:
4:

aChall ((S,i),tb, UV):

1: if m, ¢ #1 then return L
2: Mach & aChal(m) g, tb, UV)
3: return mach

aCompl ((S,4), Macl, Marsp):
1:
2: (d, rcs,cid, sid, agCon) & aVrfy(ﬂ'f,,S, Macl, Marsp)

i

if 7, ¢ =L or m, g.Stee 7 running then return L

3: if d = 1 and win-auth = 0 then
4: | win-auth < Win-auth(S, i, cid)
5: return d

CorruptGroup (gid):

1: if G[gid] =L then return L
2: LeonG < Leonc U {gid}

3: return G/gid]

aResp ((T, ), Macom):

1: if 7 7 #1 or T.gid =L then return L
2: (Marsp, rcr, cid, sid, agCon) &

aRsp(ﬂf,wT, Macom)

°2 <+ L3 U {cid}
: return marsp

Fig. 18. Security experiment, winning conditions, and oracle definitions for P1A authentication security experiment.
Code in blue represents the added modifications with respect to [5l6]. Code in teal is unique to the PlA privacy
experiment as defined in Fig. We let O denote the set of all of the security experiment oracles that are available
to A. The winning condition procedure Win-auth is called in the aCompl oracle whenever the server authentication
session accepts.
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G.3 PIA Privacy Model and WebAuthn Privacy

Our privacy P1A model closely follows [6]. Except for the changes in PIA oracles and picking
the attestation group that are already explained in Section [G.2] we change how context
separation is checked. Instead of adding token and indices to £, we decide to follow [16] and
add credential id cid to £ instead. Compared to [6] adding token itself to £, this has two
advantages: 1) We allow tokens to be registered and authenticated multiple times in Phase
1 and Phase 3, and we only prohibit authentications on the particular registration request
that is done via LEFT /RIGHT oracles. [6] prohibits all regular authentication requests, if the
challenge token is ever registered via LEFT/RIGHT oracles. 2) This prevents trivial attack
caused by index colliding. Consider the scenario: an attacker can perform Register-LEFT,
then perform a regular authenticate on token T, (suppose two challenge tokens are T; and
Ty ). In [6], this will be allowed. However, the attacker can identify which token is used
by Register-LEFT. If Register-LEFT uses 7Ty, the authentication will succeed (although the
attacker loses eventually), if Register-LEFT uses 77, the authentication will fail, and the
attacker thus conclude the bit b is 1.

Additionally, [I6] requires instance freshness, which prohibits the attacker from querying
regular oracles on the j-th instace of challenge token if the j-th instance of corresponding
token is used in LEFT/RIGHT oracles. We strengthen that requirement to prohibit the at-
tacker from querying regular oracle on j-th instance of either challenge tokens, if the j-th
instance of at least one token is used inside LEFT/RIGHT oracle. Consider the following
scenario: an attacker can query Register-LEFT, then query regular Register(7j,0). If Register-
LEFT uses Tp, the registration will fail (and the attacker loses eventually), if Register-LEFT
uses T, the registration will succeed, and the attacker thus conclude the bit b is 1. We stress
that the above two attacks are not real-world attacks, and do not refute privacy results in
[6] [16]. They are merely “model attacks” caused by collision of indices. Nonetheless, we fix
them in our model.

We provide the privacy experiment in detail in Figure [I9] For any adversary A, its
advantage is defined as

AdVEX (A) = [2 Pr[ExptBix (A) = 1] — 1] .

We remark that in [6] the advantage is incorrectly defined as the probability of the
experiment returning 1. With such definition, an adversary randomly guessing the challenge
bit will have advantage 1/2, which is non-negligible. In [16] the advantage is defined as how
we define it above, but the experiment returns 0 if the adversary does not follow the rules.
But then the advantage of such adversary will be 1. In our definition, the experiment returns
a random bit in case the adversary misbehaves, yielding advantage 0, as expected.

We then establish the following theorem:

Theorem 7. For any adversary A, we have that
AdeV\IjevbAuthn(A) =0

We note that the proofs in [6] still work for the stronger model.
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EXptETX(A): r/aLEFTTvaL (m)

1: Leow & 0,L0 0, L8 < 0,L% «— 0,L5 0 1: Obtains intended server S from m
. sty & Ao(l’\) // Phase 1 : if S # Si then
: To,T1,SL, Sk, sta <$4A(1>‘,st1) // Phase 2 : L return L

: 7 < 0 while TI'%’ # 1:

rje—g+1

: return rResp’ ((T,7),m) // in rLEFT
: return aResp’ ((T5, ), m) // in aLEFT

2
3

. b+ InitRL(Tp, T1, Sz, Sk) g

6

7

r/aRIGHT 1, _, s, (m)

1

2

3

4

5

6

: O + (O\{NewToken})

Vo~ Aol’LEFT’RIGHT(l)‘,Stg) // Phase 3
cr & {01}

: if Check-priv-PIA() then return b=V’
: else return r

: Obtains intended server S from m

: if S # Sk then

. : [ return L

Check-priv-PIA(b,b'): . j O whilend £ L:
1—-b

LS = (Lo N LY U (L8 N L) U (Len N LY

. f tj—g+1
22if b = b and S = 0 and : return rResp’ (Ti_s,),m) // in rRIGHT
SL7.TO)~, (S}'{,TI)’ (Sc,T1),(Sr,To) ¢ Lcow and 7: return aResp’ ((Ti_s,4),m) // in aRIGHT
0-gid=Ti.gid then rResp’ ((T',7), Macom): // helper function
3 return 1 o S
4: else 1: if 7} # Llor T.gid =L then

2: | return L
3: (Musp, rer, cid, sid, agCon) & rResp ((T, 7), Macom)
4: L, & {cid}

5: return mysp

5: | return 0

InitRL(To, T4, Sr., Sr):

1: b & {0,1} aResp’ ((T',7), Macom): // helper function

2: Initialize oracles r/aLEF T, s, and r/aRIGHT1,_, s, 1: if 7). # 1 or T.gid =L then

3: return b 2: | return L
3: (Marsp, rcr, cid, sid, agCon) &aResp ((T, 7), Macom)
4 3 & {cid}

5: return mysp

Fig. 19. Experiment ExptE’li/X for P1A privacy with oracles O defined in Fig Similar to Fig , code in blue
represents the added modifications with respect to [6].

H Composed Authentication Model

We introduce our composed model for authentication security, based on the PIA authen-
tication security model presented in Appendix [G] and the proposed mPACA model from
section Ml

Following the approach from [2J5], we consider a security experiment Exptpia_ pacas Pre-
sented in figures which is executed between a challenger and an adversary A against
the ua (user authentication) security of PIA+mPACA.

Trust model. Like in [25], we assume the communication channel between servers and
clients is authenticated in the sense that the client is assured as to the identity of the server
(capturing the guarantees of a secure connection, e.g., established by TLS). We maintain
the trust model from mPACA unchanged, which means any client session can only complete
Bind passively. However, we now allow active composed model adversaries during registration
runs, regardless of the attestation mode, whereas in the PIA model we can only deal with
active registration when using Basic (batch) attestation. Indeed the only difference between
attestation modes None/Self with respect to mode Basic is that for the former we do not
allow mPACA clients to be compromised during registration, whereas for the latter we can
allow this. We note that this is a stronger model than that adopted in [5], in that we can
deal with active attacks during registration, because we have upgraded PACA to mPACA
to provide a bidirectional authenticated channel.

93



Session oracles and partnership. We maintain the session oracles defined for PIA and
mPACA, as well as all protocol variables, internal states and partnership definitions, but
follow the approach from [5] by using 7 and 7 to refer to PIA and mPACA sessions respec-
tively.

Experiment oracles. The ua experiment gives the adversary access to all of the SUF-t
experiment’s oracles except for Auth-C, Validate-T, Auth-T and Validate-C. Furthermore, the
adversary also has access to all unchanged oracles from the pla-auth experiment, except for
rChall, rResp, rCompl, aChall, aResp and aCompl, which are redefined for this experiment in
Fig.[20, and except for Reg, which is absent due to the assumption that A can always actively
interfere with any registration session. The rChall oracle now additionally takes a client session
as input, which prepares the message from the server session 7~rfn7 ¢ by calling rCom to produce
a client message m,q and a command M,com. This command is then authenticated using the
mPACA oracle Auth-C, producing a tag t. In addition to m,,, both messages output by
rCom and ty are given to .A. The changes to aChall are analogous. The rResp oracle now
additionally inputs an mPACA token session, a tag t and a user decision bit d. It starts by
querying the Validate-T oracle on the m,.,m message and tag t., aborting if the status is not
accepted. Then, it authenticates the P1A token response mys, via the mPACA oracle Auth-T,
producing a tag ty, which is also given to A. The changes to aResp are analogous. Finally,
the rCompl oracle additionally receives a tag ty, fetches the client session associated with
the current server session, and queries Validate-C on the token response msp and ty, failing
if the status is not accepted. The changes to aCompl are analogous, with the addition that it
now calls Win-ua (described below) to verify the winning conditions whenever 7?27 g accepts.
We also define two lists Lpja-paca-s and Lpjapaca-T t0, respectively, link every PIA server session
with its associated mPACA client session in rChall and aChall, and every PIA token session
with its associated mPACA token session in rResp and aResp.

Winning conditions and advantage measure. The winning conditions specified in
Win-ua (see Fig. intuitively guarantee that PIA and mPACA sessions can be uniquely
identified by their derived session identifiers and, furthermore, as in the PIA experiments,
that registration sessions obtain unique credential identifiers. Then, the adversary wins if it
breaks the PIA authentication security at any point, regardless of whether it is using com-
promised mPACA clients or not. Furthermore, when using uncompromised mPACA clients,
the adversary also wins if it can convince the PIA server to pair with a registration or au-
thentication session that is hosted by some other token than the one bound to the unique
client that it communicates with. For a composed PIA+mPACA protocol, its ua advantage
is defined for any adversary A as

Advpia mpaca(A) = Pr[Exptpia  mpaca(A) = 1]

Differences to prior work. We adopt the style of presentation of [5], but our composed
model expresses the winning condition in a way that is closer to the one defined in [2]:
we express the adversary’s advantage purely as a function of its probability of breaking a
server-side authentication guarantee and we do not include PACA-specific command forgery
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rChall (S, i, C, k, tb, UV): aChall (S, i, C, k, tb, UV):
1. if ﬁi,s #1 then return L 1. if 7?2,5 #1 then return L

2: myen & rChal (7 g, tb, UV) 2: Maen & aChal(7l ¢, tb, UV)

3t (Mrcly, Mircom) & rCom(ids, Mirch, tb) 3: (Macl, Macom) & aCom(idg, Mach, tb)

4: resp & Auth-C(C, k, Mrcom) 4: resp & Auth-C(C, k, Macom)

5: if resp =1 then return L 5: if resp =1 then return L

6: (m/rc0m7tc\) <— resp 6: (m/acom7tc\) <— resp

7: Lola-paca-s < Lopla-paca-s U {(reg, S, i, C, k)} 7: Lola-paca-s < Lopla-paca-s U {(auth, S,i,C, k)}
8: return (Mich, Mrcl, Mrcom, tel) 8: return (Mach, Maci, Macom, Lel)

rResp (T, j, 7', Mrcom, td, d): aResp (T, j, ', Macom, ta, d):

L. if 7} #L or T.gid =1 then return L L. if 7 #L1 or T'gid =L then return L
2: status & Validate-T (7T, ', Mrcom, ta, d) 2: status & Validate-T (7T, 5, Macom, ta, d)

3: if status # accepted then return L 3: if status # accepted then return L

4: (Musp, rer, cid, sid, agCon) & rRsp(frf_,T,mrcom) 4: (Marsp, rcr, cid, sid, agCon) & aRsp(frfL,T,macom)
5: (Musp, tik) <= Auth-T (T, ', Mirsp) 5: (Marsp, tk) <= Auth-T(T, 5, Marsp)

6: Lpla-paca-T — Lpla-paca-T U {(reg, T, 7, J/)} 6: Lola-paca-T < Lpla-paca-T U {(aUth= T«,jaj/)}
7: return (Mesp, tik) 7: return (Marsp, tik)
rCompI (57 iy My, Mrrsp, g'd, ttk): aCompI (57 1, Macl, Marsp, ttk):

1: if friys =1 or ﬁi,s-Stexe # running or Glgid] =L then re- 1: if fr;‘;s =1 or fréysstexe # running then return L

turn L 2: Retrieve (auth, S,i,C, k) from Lyapaca-s
2: Retrieve (reg, S,i,C, k) from Lpia-paca-s 3: status < Validate-C(C, k, miarsp, L)
3: status < Validate-C(C, k, mrsp, tik) 4: if status # accepted then return |
4: if status # accepted then return L 5: (d,rcs, cid, sid, agCon) &
5: (d, rcs, cid, sid, agCon) < aVrfy(7% 5, Macl, Marsp)
rVrfy(frﬁyS,mrd,mnsp, Glgid].gpars) 6: if d = 1 and win-ua = 0 then
6: if d =1 then 7: | win-ua < Win-ua(S,1,cid)
T: | Loeg + Lreg U{(S, 4, gid, cid)} 8: return d

8: return d

Fig. 20. Oracle definitions for ua security experiment for the composed model. Code in blue highlights the differences
to the PIA oracles shown in [G] Differences that are specific from mPACA are colored in red.
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Exptpia+mpaca (A):

1:

Lreg < 0; Leon < 0; Leong < 05 G« 0; gid +- 0 // From PIA

2! LauthC, LauthT < 0 // From mPACA

U w

: £P|3-Paca-5x Ep|a_paca_-|— < 0 // For grouping PIA and mPACA sessions
: win-ua < 0
2 () & A0

: return win-ua

Win-ua (S, , cid):

S UA W N

-3

©x

13:

14:
15:

16:
17:
18:
19:

20:

21:

22:
23:
24:
25:
26:
27:

28:
29:
30:
31:

32:

33:
34:
35:
36:

37:

38:
39:

: // If there exists any collision between server or token PIA sessions, A wins
if 3(S1,41,ph1) # (S2,i2, ph2) s.t. ﬁ';lhl,sl sid = ﬁ;Z}LQ’SQ.sid #1 then return 1
:if (T, j1,ph1) # (T2, j2, phe) s.t. ﬁ;{;}Ll,Tl'Sid = ﬁiﬁlz,Tz .sid #1 then return 1

: // If there exists any collision between client or token mPACA sessions, A wins
¢ if 3(C1, k1), (Ca, k2) 5.t (C1,51) # (Ca,52) and g} Stexe = 77, Stexe = bindDone

End ‘”211 .sid = ﬂé";sid then return 1

S Af 3(Th, 41), (Te, 3) st (T1,57) # (T, §5) and w7} stexe = 73 -stece = bindDone

V) "
nd 7! sid = 772 sid then return 1
Ty T2

: // If there exist two distinct server sessions with the same cid, A wins
10:
11:
12:

if 3(S1,i1) # (S2,42) s.t. Tl cid = 7125 cid #L then return 1

// If there exists a server session and a token session that agree on the sid but not on the agCon, A wins. This captures a rogue key

attack by registering a key from another batch.

. . . Y . ~ 4! . . ! ~q

if 3(S',4',ph'), (T, 5, ph’) s.t. Tl gr-sid = ";]oh’,T"S'd #1 and (S',T") ¢ Lcor and T’ .gid ¢ Leonc and 7 5r-agCon ﬂ;h,1T, .agCon
en return 1

// If the server session 7, g that accepted has no corresponding server registration session, .A wins. If A never corrupted the token group
associated with fri‘,s and 7, g has no registration partner T', or 7, g registered with the wrong gid, A wins. If 7],
with one of T’s authentication sessions, and A never corrupted 7', A wins

(gid,i’, T, j', j) < Partnerships(S, i, cid)

if gid =1 or (gid ¢ Lconc and (T =1 or T.gid # gid)) then return 1

else

if gid ¢ Leong then

. . . -’ . . ~q . . . . 4 .
// The PIA registration token session 7"’ o that is partnered with 7} g is associated with an mPACA token session 77/,‘ that is the

g is not partnered

’
i

. . . . k . I k .
Bind partner of a client session ﬁ(,'l that is partnered with 77 ¢ (unless '/T(,‘l was compromised).

/

Retrieve (reg, T,j',1") from Ly pacaT Because we know at this point that 7’ .. has completed a registration with 7 o (from
8, 1,7 pla-p T 2 r,S

Partnerships), we know from the code in rResp that mPACA session F!I/‘ must exist in the list

Retrieve (reg, S,i’,Cg, kg) from Lyjapaca-s

(Cr, k) < tokenBindPartner(T,1")

// The client C7 to which the token 7" is bound is not the same as Cg, which is the client linked to the server session 7

if (Cs,ks) # (Cr,kr) then

(T's,m) < clientBindPartner(Cs, kg)

if 7!"2“2 .compromised = false and wﬁ.pinCorr = false then return 1

if (Cr,kr)=(L,1)or ﬂg?;.compromised = false) and wé:.pinCorr = false then return 1
if (S,T) ¢ Lcorr and j =1 then return 1
else if (S,T) ¢ Lcor then

// The PIA authentication token session fT'(/I o that is partnered with 7} ¢ is associated with an mPACA token session '/T,’[,

. . . . . k . - : .
that is the Bind partner of a client session 7T(ri that is partnered with 7, o (unless u(,“)) was compromised).
i

Retrieve (auth, T, 7,1) from Lpyjapaca-T // Because we know at this point that ﬁ'}i.T has completed an authentication with 7 o,

we know from the code in aResp that mPACA session ﬁIT must exist in the list

Retrieve (auth, S,4, C, k) from Ly paca-s
(C7., k) + tokenBindPartner(T’, )
if (Cl, kL) # (CYy, kL) then

(Tg, m') + clientBindPartner(Cs, kg)

o K . r
if 7rc5,7 .compromised = false and WQTZL, .pinCorr = false then return 1
[ S S

,
if ((Ch, k) =(L,1)or 7727," .compromised = false) and w4..pinCorr = false then return 1
[ T

return 0

Fig. 21. The ua security experiment and winning conditions for the PIA+mPACA composed model. We call O the
set of all of the security experiment’s oracles that are available to 4. The winning condition procedure Win-ua is
called in the aCompl oracle whenever the server session accepts. Composed model-specific winning conditions are in

blue.
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checks[P’] We can do this because we establish a stronger result based on mPACA. A winning
condition closer to the one in [5] needs to be considered to capture the composed security of
the current version current of FIDO2, as discussed at the end of Appendix [} Furthermore,
our composed model inherits from our mPACA and PIA definitions the strengthenings we
introduced for each of these primitives, namely the ability to dynamically choose attestation
groups and the explicit guarantee that a PIA authentication session is bound to a unique
registration session in the same token. Finally, the main novelty is that we explicitly deal with
active attacks in the composed model for the registration phase, even for attestation modes
None and Self, even though in these settings we need to restrict ourselves to uncompromised
clients in registration.

I Authentication Security of FIDO2

Here we first present our main result for composed security relying on mPACA and later
explain the weaker guarantees provided by current FIDO2.

Composed security of PIA+mPACA. The following theorem shows that mPACA guar-
antees a strong form of composed security than in prior works, since we can allow partial
active attacks (the realistic model when using USB tokens as discussed in the introduction)
during both registration and for all modes even without attestation. The intuition here is
that the composed model speaks only about the guarantees provided to servers that are
uniquely bound to honest clients that are out of the adversary’s control: excluding a break
of mPACA, we know that such clients (if uncompromised) will be communicating with a
unique token instance via a bi-directional secure channel, which means that we do not need
to consider an active PIA attacker in the analysis of composed model security.

We provide two theorems, which intuitively capture the security guarantees for different
attestation modes.

Theorem 8. (Attestation none and self) Consider the setting in which the adversary is only
allowed to create a single attestation group and forbid the possibility to compromise clients
mvolved in registration sessions.

Then, if there exists an adversary A against the composed security of an mPACA protocol
mPACA and a PIA protocol PIA, then there exist adversaries By and By such that:

SUF- la-auth
AdVEia | mpaca(A) < Advopaca(Br) + Advp, ™ (Bs) .
Furthermore, By only requires access to a passive PIA registration oracle.

Proof. (Sketch.) Our proof proceeds in two game hops. In the first hop, we modify the
composed security model to declare the adversary a loser whenever it breaks the mPACA
security guarantee when interacting with oracles rResp, rCompl, aResp or aCompl (seen
in Fig.[22)). Any adversary A for which the probability of winning the composed security game

5 The authors in [2] also consider user-side guarantees, which are also provided by FIDO2, but we do not consider
them here and leave clarifying and expanding the study of these guarantees as future work.
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varies visibly can be transformed into an mPACA attacker B; with the same advantage via a
trivial reduction. Note that By controls all the details of the PIA protocol in this reduction.
Also observe that, after this hop, and because we disallow the compromise of clients involved
in registration runs, the adversary is now restricted to passive behavior when dealing with
these sessions.

In the second hop, we declare the adversary a loser if it breaks a PIA guarantee (seen in
Fig. . We reduce any distinguishing advantage between the two games by constructing
a reduction By to P1A security. Note here that we need to argue that we can program the
trace of a passive registration run into the composed model oracles, where the adversary has
some active attacking power. Here is how the reduction can do this:

— when the adversary calls rChall, there are two cases. Either the client has a unique token
partner, or it does not have any binding state: this is guaranteed by passive binding
and the mPACA winning guarantees. If the client has no binding state, then note that
the authentication oracle Auth-C will fail and so will the rChall oracle. Otherwise, the
reduction can pinpoint the unique token and choose an unused PIA registration session to
use its own PIA registration oracle and obtain a registration trace. The first message in
this trace is programmed into the output of rChall.

— when the adversary calls rResp, it is either the case that it is delivering the message to
the unique mPACA oracle associated with some prior registration query or not. If not,
then the mPACA validate condition will fail and there is nothing to do. Otherwise, the
reduction maps the j-th token session in the composed model to the token session in
the P1A model that it prehemptively chose to obtain the registration trace. The second
message of the passive registration trace is programmed in the output of the oracle.

— when the adversary calls rCompl, the reduction simply needs to check if the message
received comes from an mPACA token session that is linked with the PIA token session
that is the registration partner of the server session that was involved in the initial rChall
oracle.

The remaining part of the behavior of By is a simple reduction where it uses its own oracles
to answer the queries placed by A.

At this point the composed model adversary can only win if it breaks a composed-model
specific condition: the server accepts an authentication run, but the bound PlA oracles are
not residing in the token that is bound to the correct mPACA client.

This can only happen when at least one of the conditions in lines 27, 28, 37 or 38 from
Fig. is true, which requires that the client session bound to the token that completed
the registration/authentication run is not the same as the client session linked to the server
session that finished that registration/authentication run. Also note, if these winning condi-
tions were activated, it is at a point in the experiment where we can always find the unique
relationship between registration and authentication sessions of servers and tokens, via the
Partnerships method. We now explain why this cannot occur.

The condition in line 27 models the rogue key attack scenario: the adversary is able to
register a key generated by a token PIA session that is not protected by the mPACA session
of the client that is connected to the server, and this mPACA session is not compromised.
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rReSP (T7 j7 j/v Mrcom, e, d) aResp (T1 j; j/7 Macom; tel, d)
1: if @/, #1 or T.gid =L then return L 1. if @) , #1 or T.gid =1 then return L

2: status & Validate-T (T, ', Mrcom, ta, d) 2: status & Validate-T (T, ', Macom, ta, d)

3: if status # accepted then return | 3: if status # accepted then return L

4: if Token-Win-SUF-t(7, j', Mrcom, ta,d) = 1 then 4: if Token-Win-SUF-t(T', 5", Macom, ta,d) = 1 then
5: | game ends returning 0 5: | game ends returning 0

6: (Musp, rer, cid, sid, agCon) & rRsp(7). 1, Mircom) 6: (Marsp, rcr, cid, sid, agCon) <& aRsp(7), 1, Macom)
7 (Mrsp, tre) & Auth-T(T, 5, Mirsp) 7 (Marsp, t) & Auth-T (T, 5, Marsp)

8: EPH-Paca-T — £P|3-P359-T U {(reg, T, ]7],)} 8: £P|3-PECB>T — £P|3-PECQ-T U {(a“thv T, 77]/)}

9: return (Mursp, tex) 9: return (Marsp, ti)

rCompl (S, &, Micl, Musp, gid, tw): aCompl (S, i, Macl, Marsp, tik):

1: if ﬁi,s =1 or ﬁi’s.stexe # running or G[gid] =1 then re- 1: if frflys =1 or 7. g.Stee # running then return L

turn L 2: Retrieve (auth, S, i, C, k) from Lpjapaca-s
2: Retrieve (reg, S, 4, C, k) from Lpia-paca-s 3: status < Validate-C(C, k, marsp, tik)
3: status < Validate-C(C, k, Mursp, k) 4: if status # accepted then return L
4: if status # accepted then return | 5: if Client-Win-SUF-t(C, k, macom, tix) = 1 then
5: if Client-Win-SUF-t(C, k, mrcom, ti) = 1 then 6: | game ends returning 0
6: | game ends returning 0 7: (d, rcs, cid, sid, agCon) &
7: (d,rcg, cid, sid, agCon) & aVrfy(frfzys, Macl, Marsp)
rVrfy(frﬁys,mrd,m,,sp, Glgid].gpars) 8: if d = 1 and win-ua = 0 then
8: if d =1 then 9: | win-ua + Win-ua(S, i, cid)
9: | Lreg + Lreg U{(S,1,gid, cid)} 10: return d

10: return d

Fig. 22. First hop of the composed model proof. Code in red represents the changes to the code correspoding to the
first hop. The changes in Win-ua are redundant, because if the game reaches this function, then it must have passed
through mPACA and triggered the same conditions inside Client-Win-SUF-t. We show them only for keeping changes
consistent.

Note that for the server to have accepted the registered key, the client connected to it must
have accepted the message containing that key. However, this would have implied an mPACA
break which we excluded in hop 1.

The condition in line 28 models the scenario where A is successful in registering a key
generated by a token that is out of its control: the adversary, controlling a possibly compro-
mised client that is connected to the server, registers a key generated by a token PIA session
in an uncorrupted token mPACA session that has no relation to the client controlled by the
adversary. This would imply the adversary was able to break mPACA by breaking into this
token and convincing it to answer a response request, which we excluded in hop 1.

The justification for the winning conditions in lines 37 and 38 being unreachable is the
same as above, but these lines correspond to different practical attack scenarios that are
excluded by our proof. In line 37, the adversary would be hijacking an authentication session
established via an uncorrupted client and authenticating using its own token. In line 38, the
adversary is able to break into the user’s token and impersonate the user in an authenticated
session that it controls.

This leaves only one last option for A to try to win, which is through the conditions in
lines 3 and 4. However, these are also never reached, since they mean that A wins by breaking
the mPACA guarantees regarding uniqueness of sid values in client and token sessions, which
is not also possible after hop 1.

Therefore, at this point A can never win the game, and the proof is concluded.
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Win-ua (S, 1, cid):
1: if 3(S1,41,ph1) # (S2,12,ph2) s.t. 7?;1,“’51 .sid = ﬁ;ZhQ,SQ'Sid #1 then game ends returning 0
2: if 3(T1, j1,ph1) # (T2, j2, ph2) s.t. ﬁ;}lth .sid = ﬁ]]oimn.sid #_1 then game ends returning 0

3:if 3(C1, k1), (Co, k2) s.t. (C1, 1) # (C2,52) and 7 stee = mE2 stexe = bindDone
nd ﬂ'éll .sid = ﬂéi.sid then return 1
4: if 3(T1,51), (T2, 5) st (Th,54) # (T2, jb) and 77} Stee = 777, Stewe = bindDone

o .
nd 72! sid = 72 .sid then return 1
Ty T

> &

Df 3(Th, 1), (T2, 55) st (Tu,47) # (T2, 75) and 77} stexe = 772 Stexe = bindDone

iy "
nd wgpllsid = W%.Sid then game ends returning 0

7 i )
8: if 3(S1,i1) # (S2,12) s.t. fri’lsl.cid = ﬁ'?SQ.cid #1 then game ends returning 0
9.

10: if 3(S', 4, ph'), (T’,5', ph’) s-t. ﬁ;’h, g sid = ﬁ;h posid # L and (S',T") ¢ Leorr and T".gid ¢ Leong and ﬁ;’h, -agCon #

-/
]h, 7+-agCon then game ends returning 0

12: (gid, ', T, j’,7) < Partnerships(S, i, cid)
13: if gid =1 or (gid ¢ Leong and (T =L or T.gid # gid)) then game ends returning 0

14: else
15: if gid ¢ Lcorg then
16: Retrieve (reg,T,j’,1') from Ly paca-T
17: Retrieve (reg, S,i',Cg, kg) from Ly paca-s
18: (Cr,kr) « tokenBindPartner(T,1")
19: if (Cs,ks) # (Cr,kr) then
20: (T's,m) < clientBindPartner(Cg, kg)
21: if ﬂé:z.compromised = false and w%’s.pinCorr = false then return 1
22: - iF (O, kr)=(Ll,1) or ﬂgﬁ.compromised = false) and wlT/.pinCorr = false then return 1
23: if (S,T) ¢ Lcor and j =1 then game ends returning 0
24: else if (S,T) ¢ Lcorr then
25: Retrieve (auth, T, j,1) from Lpyjapaca-T
26: Retrieve (auth, 8,4, CY%, k%) from Lyjapaca-s
27: (C, k) + tokenBindPartner (T, 1)
28: if (C4, k%) # (Cl, k) then
29: (T, m") + clientBindPartner(Cs, ks)
’
30: if 71'2‘? .compromised = false and 7r7"},/.pinCorr = false then return 1
L G5 , s
31: Lf (Ch k) = (L, 1) or ﬂgj,;‘compromised = false) and l..pinCorr = false then return 1
32: return 0

Fig. 23. Second hop of the composed model proof. Code in red represents the changes to the code correspoding to
the second hop.
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Theorem 9. (Attestation basic) If there exists an adversary A against the composed security
of an mPACA protocol mPACA and a PIA protocol PIA, then there exist adversaries By and
By such that:

AdVpia s mpacalA) < Advi‘{)’;‘éA(Bl) + AdV/pDI/aAfaUth(BZ) :

The proof of this theorem is similar to the previous one, only that the reduction to P1A
security is now simpler given the adaptive power of the adversary.

Note that the results we give in Section [d] for the mPACA security of CTAP 2.1+ and
in Appendix [G] for the security of WebAuthn in various attestation modes imply that these
composed security results apply to this improved version of FIDO2. We next discuss how our
results capture rogue key attacks.

Rogue key attacks. The rogue key attack against the current instantiation of FIDO2 is
possible because the client has no way of verifying the origin of a token response (in CTAP
2.1) and because the server may not have any information that uniquely identifies the token
from which is expects a response (in WebAuthn). That is indeed the case for the most
common attestation modes None, Self and Basic.

To see how our result addresses rogue key attacks above, in all attestation modes, consider
the scenario where an active attacker is trying to launch a rogue key attack against the
composed PIA+mPACA protocol, but it does not have the ability to corrupt the client that
the user is relying on. Then, our results above guarantee that the server will only accept
a credential generated by the token that is uniquely bound to that client, which in turn
is uniquely bound by a TLS connection to the server. As soon as the client is under the
adversary’s control this guarantee no-longer holds, and rogue key attacks can take place.
We note that this is only true for the upgraded version of mPACA that we proposed in this
paper. We discuss next what these results mean for the current version of FIDO2.

Composed security for current FIDO2. When considering the current version of FIDO2
we can no longer rely on its PACA component CTAP 2.1 to resolve the problem of rogue
key attacks. However, we can consider a weaker security model in which composed security
holds: trust on first use. In this setting one assumes that the composed protocol adversary
is fully passive during registration, as in [5].

However, even in this case, the adversary can try to take advantage of the lack of au-
thentication in messages going from the authenticator back to the client that is bound to
the server. The composed model guarantee for current FIDO2 is therefore much weaker than
what we have presented above. We describe the implications in detail next.

First of all, one cannot guarantee that the server only accepts an authentication response
that comes from the token that is PACA-bound to the client. Indeed, the attacker could
potentially convince the client to send back to the server a response that comes from his own
maliciously-controlled token, thereby leading the server to log-in the user under a different
account. The implications of such an attack could be similar to those of Cross-Site Request
Forgery (CSRF) attacks[[]

16 https://owasp.org/www-community/attacks/csrf
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Second, even though such an attack is still possible, the role of PACA in composed FIDO2
security is still relevant: it guarantees that, if the user’s token is not compromised and only
interacts with honest clients, then the attacker cannot break into the token and impersonate
the user. Formally this can be captured by taking the approach in [5] to composed model
security: one requires that the attacker cannot break PIA security and, furthermore, that
tokens bound to honest clients only issue responses to PIA authentication requests if these
requests come from their unique PACA partner.

Finally, we remark that we could strengthen the composed model guarantees for current
FIDO2 with a different use of credential identifiers. Indeed, assuming trust on first use,
the server will record a unique credential identifier cid for each credential. Hence, if this is
associated with a server-side user identifier, the server could potentially impose a priori a cid
when authenticating the user. In this case, the attack we described above will not work, as
the attacker’s credential will be rejected because it does not match the cid that the server is
looking for. We expect that, in this setting, FIDO2 meets the stronger notion of composed
security for authentication runs we propose here, but we do not pursue this line of analysis
because this does not seem to be the common use case for cids.

J Formal CTAP Privacy Attacks

Figure describes the adversary A that breaks PACA privacy (defined in Section
of CTAP 2.1 and CTAP 2.1+ by taking advantage of the reuse of ECDH shares on the
authenticator side. Since each ECDH share pky is sampled randomly, A will identify the
correct token with probability 1 — 1/q, where ¢ is the prime order of the underlying ECDH
group (from curve P-256).

AL Tap 2.1/CTAP 21+ (M)
For some distinct tokens Ty, T1, some clients Cp, C7, and some user U

1: Phase 1: transg < Setup(7o,1,Co,1,U), trans; < Setup(71,1,C1,1,U)
2: Extract token T’s DH share pko from transg and DH share pk; from trans;
3: Phase 2: Outputs Ty, 11, Co, C1,U, U
4: Phase 3: trans <— Bind-LEFT 1, ¢, (2,2)
5: Extract token T’s DH share pk from trans
6: if pk = pko then
7
8
9

| return0
: else
: | return1

Fig. 24. Privacy adversary for CTAP 2.1 and CTAP 2.1+.

K IND-1$PA-LHPC Proof for CBC

In this section, we show our code-based proof of the IND-1$PA-LHPC security of CBC via a
sequence of games. Our proof is based on the IND-1$PA-LPC proof for CBC from [5], with
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a few modifications to accomodate the differences in the two security definitions. Therefore,
much like the authors in [5], we define CBC as an instance of a symmetric encryption scheme
SKE = (Kg, Enc, Dec), seen in ﬁ We also define F as an invertible pseudo-random permu-
tation F : K x M — C, with K = {0,1}/M M = {0,1}72M and C := {0,1}/2M for
polynomials f; and f,. We model H as a random oracle H; : {0,1}* — {0, 1}, available to
A.

Theorem 10. For every efficient adversary A that makes at most q upc and qranp queries
to Orupc and Oranp, there exist adversaries By, By and Bs such that:

Ad\/C,YgDC-1$PA-LHPC<A) < AdV’;—rp(Bl)

+1/21
qLHPC Lmax 1 o— 00
BDYIEY + grano| 3 ]2
— 1 = quupc fz( )
+ AdEP(5,)
ND-13PA
+ Advige 7 (Bs)
KG(1*): Enc(c): Dec(K,c):
1. K&K Loz || o || zn ¢ mst | x; |= 1:yo || oo [l yn st |y |= fa(A) Vi €
2: return K fo(N) Vie{1,...,n} {0,...,n}
2: yo < SetlV() 2: for all i € {1,...,n} do
3: for all i € {1,...,n} do 3| oz vy @F (K y)
4: | yi + F(K,yi—1 ® ) 4:m a1 || o || 20
S5:y<wyoll - [ly 5: return m
6: return y

Fig. 25. CBC instantiated as a symmetric encryption scheme SKE = (Kg, Enc, Dec), as defined in [5].

Let Pr, denote the probability that game g outputs 1. Modifications applied to the game
are showcased in orange. Specific events that may cause the challenger to abort if some
bad event happens are showcased in red, and are relevant only for the game where they are
defined. Code that is specific to reductions is showcased in green.

Game 0
This is the original Expt'CNBDC'wPA'LHPC. Therefore,

Pro = Adv!ND:ISPALHPC (1) (4)
Game 1

Let F be the set of all invertible random permutations f : {0, 1}2® — {0, 1}20).
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In this game, the challenger uniformly samples a invertible random permutation in the
begginning of the experiment. Then, whenever it executes Enc(K, m) or Dec(K, ¢), the com-
putation of F(K,-) and F~'(K, ) is replaced by f(-) and f~(-), respectively.

Gamel(A):
b&{0,1}
K & CBC.KG()
state <— 0
(mo,m1) & A()

$
Cehal = OLr(mo, m1)

y & AOLR>ORANDvOLHPC(Ccha|)
return (b=10)

Fig. 26. Game 1.

Enc(c): Dec(K,c):

iz || o || zn & mst. |z |= 1 yo || ... [|yn < cst. |y |= fa(N) Vi €
fa(A) Vi e {1,...,n} {0,...,n}

2: yo + SetlV() 2: for all¢ € {1,...,n} do

3: for all i € {1,...,n} do 3| w1 ®

4y 4 meazy || .|| zn

oy eyo |l |l v 5: return m

6: return y

Fig. 27. Modifications to CBC - Game 1.

Advantage measure The only modification in game 1 corresponds to the replacement
of the underlying invertible pseudo-random permutation in the encryption scheme with an
invertible, truly random permutation. Therefore, we can bound the advantage of A by consid-
ering an adversary B; that can distinguish between f and F(K, -) by invoking .A. Therefore:

Pro - Pr1 S AdVErp(Bl) (5)

Game 2

In this game, the challenger aborts if #H;(my) is a prefix of, but not equal to, my,.
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Game2(A):
b& {0,1}
K & CBC.KG()
state < 0
(mo,m1) & A()
bad < false
N o]
> | F2(N)
string x.

is the number of blocks of size fa(X\) for some

if then

if then
L bad < true

s
Cehal < OLr(Mo, m1)
f<F
b & AOROrANDOLHPC ¢y
return (b=10)

Fig. 28. Game 2.

Advantage measure We bound the advantage of A against game 2 by considering the
bad event bad which happens exactly when m;, is at least one block longer than H;(my) and
H1(my) is a prefix of my.

Since my’s blocks are fixed in the beggining, for bad to occur, H; must output exactly
71 || .. || n, which happens with probability 1/2%.

Since games 1 and 2 proceed identically until bad, through the difference lemma, we have:

| Pri — Pry | < Pry[bad] (6)
Pry[bad] < 1/2" (7)
Therefore,
| Pl’l — PFQ | S 1/2l1 (8)
Game 3

In this game, when b = 0 and A delivers a ciphertext ¢ to Oppypc, With ¢ # Ceha, and
H1(mo) = Dec(K, ¢), the challenger returns 0.
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Game3(A): Ovnpc(c):

b & {0,1} iLf C = Cchal then

s return L
K & CBCKG() i hen
state - 0 s if then
(mo,m1) < A()
£ Mo (my) L bad < true

t

ne [Tt ll et return #; (mo) = CBC.Dec(K, )

if n<| ‘;"i‘ 1 then

L i (b1 || o || tn) = (@1 || .. || @n)

hen
5 abort
Cehal <~ OLr(Mo, m1)
f«F
bad « false
b & AOLROrANDOLHpC (Cehal)
return (b =1V')

Fig. 29. Game 3.

Advantage measure We bound the advantage of A against game 3 by considering the bad
event bad which happens exactly when b = 0 and A delivers a ciphertext ¢ to O ypc which
correctly decrypts into H;(mg) and is different from the challenge ciphertext ccpar.

We know from the definition of H; that the target ciphertext ¢ must have length exactly
[%1 +1. Let n = [%1 +1.

In order for A to produce ¢ =y || ... || yn, for a message m = Hi(mg) = 1 || ... || zp, it
must be able to produce, depending on myg, one or more of its blocks without having access
to for f7L

If mg # Hi(mo), and mg and H;(mg) share the first p blocks, for 0 < p < n, then A
must be able to generate all n — p blocks of the target ciphertext c. The best possible case
for A is when p = n — 1, i.e., when H;(mg) shares all of its blocks with mg except for the
last one. Therefore, A only has to produce the last block y,, for ¢ to decrypt into my.

However, since y, = f(yn_1 ® ,), and A does not have access to f or f~, A has no
information about y,,, and therefore has only two options: either guess vy, directly, or obtain
it through the Oranp oracle.

The probability that A guesses y,, directly can be upper bounded by considering g ypc
as the maximum number of queries to Oippc, and that for the first O pypc query, A can
guess ¥, with probability at most 2f2(—§)_1 (in case mg has more blocks than H;(mg), in
which case the last block of ¢ must be different from the first distinct block of ¢pal), on the
second attempt with probability m and so on. Each query attempted by A effectively
reduces the probability space to guess the correct block y,. Therefore, A can guess y; with
probability at most

dLhpe 1 qLHPC
; 2N —1 —4 = 2200 — 1 — qLupc )

The probability that Oganp inputs y,_1 ©, to f is, at most, 272V per block per query,
since each query to Oranp can produce the same input to f more than once. Therefore, we
can upper bound the probability of f(y,_1 @ z,) occuring throughout the game as
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lmax — (N
qranD | 1 272 (10)
f2(A)
, where [nay is the largest length [ given to Oranp by A, and | Jf;(a; ] is the maximum
number of times each query to Oranp calls f.
In these circunstances, A can produce ¢ such that H;(mg) = Dec(K, ¢) with a maximum
probability of

N

qLHPC
2720 — 1 — qLupc

lmax 1 o 12(3)
+QRAND(f2()\>—‘ 2 (11)

If mg = Hi(myg), then A must produce a target ciphertext ¢ that is different from cepa).
However, in order to produce this ¢, A must use a new IV.

Recall that A must produce ¢ = yg || ... || yn such that Dec(K,c) = Dec(K, cehal) but ¢
cannot share all of its blocks with cepa, and that in CBC mode, each ciphertext block y; is
calculated as y; < f(yi1Px;),Vi € {1,...,n}. If c and cepa share the same first block yo (the
V), then y; = f(yo ® x1) will always be the same when calculated with the same random
permutation f over the same message m = x; || ... || . This follows for all y;, which always
depends on the previous block y; ;. Therefore, by sharing the first block, ¢ necessarily shares
all of its blocks with ccha, and thus is either the same as or a prefix of ccpa).

After generating a new IV, which is block 1y, A must be able to create all remaining

I le(l/\ﬂ blocks, which are calculated by f(y;—1 @ z;),Vi € 1,..,n, without having access to f

or f~1. The best possible case for A is when | f;l/\ | =1, and thus n = 2, which means A4

must only produce y;, which is also the last block. From the previous case, we know that 4
can produce y; with probability at most

GgLHPC

lma
mex ] 272 12
2200 — 1 — qupe + qranp [ ] (12)

fo(N)
Notice that each of these cases is mutually exclusive, but that the absolute best case
scenario for A in either case can be upper bounded by equations [11]/]12]

Since games 2 and 3 proceed identically until bad happens, through the difference lemma,
we have:

| Pro — Pr3 | < Prs[bad] (13)

Since bad can only happen if b = 0 A Hi(mg) = Dec(K, ¢), we have:

_ qLHPC lmax _
Prs[bad] < 271 2~ 14
r3[bad] < (2f2(/\) — 1 — quupc + QRAND(f2()\)—‘ ) (14)
Therefore,
N qLHPC _1 Imax = a— (0
Pry — Prs | <27} 2 9~ f2(N 15
| Pra = Prs | < 2200 — 1 — quupc * QRA'\ID(JCQ()\)1 (15)
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Game 4

In this game, when b = 1 and A delivers a ciphertext ¢ to Oppypc, With ¢ # Ceha, and
Hi(mg) = Dec(K, c), the challenger returns 0.

Game4(A): Ovnpc(c):

b {0,1} lLf € = Cchal then

s return L
ga; iBOC'KG() if b =0 then
(mo,m1) & AQ if Hi(mo) = CBC.Dec(K, c) then
¢ <—0,H 1( ) [ return 0

i if then

n(—(m}, ti ]l || th 1t if then
if n < [1241] then L bad + true

1i1'm(3tri | tn) = (z1 || - || ®n) return M (mo) = CBC.Dec(K, ¢)

5 abort
Cehal < OLr (Mo, Mm1)
f+<F
bad « false
b & AOLROrANDOLHPC (Cehal)
return (b =1V')

Fig. 30. Game 4.

Advantage measure We bound the advantage of A against game 4 by considering the bad
event bad which happens exactly when b = 1 and A delivers a ciphertext ¢ to O ypc which
correctly decrypts into Hq(mo).

The analysis is identical to game 3.

Let n = [%] + 1. Unless A provides a message m; such that m; = H;(myg), which
results in A having to generate all n blocks of ciphertext ¢, A must generate, at least, one
block vy, of ciphertext c. This happens with probability at most

qLHPC
2720 — 1 — qrupc

lmax —
+ QRAND(fQ()\)W 9—F2(A) (16)

Since games 3 and 4 proceed identically until bad happens, through the difference lemma,
we have:

| Prs — Pry | < Pry[bad] (17)
Since bad can only happen if b = 1 A H;(mg) = Dec(K, ¢), we have:

GgLHPC

lmaX —
Prs[bad] < 27! ( + granp [ 12720 (18)

22 —1 — quupc fa(N)
Therefore,
N qLHPC _1 Imax = a— (0
Prs —Pry | <27! 2 2712 19
[Prs = Pra | < 22 — 1 — quupc " QRA'\ID(JCQ()\)1 (19)
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Game 5

In this game, whenever A calls oracle O ypc with a ciphertext ¢ # cehal, the oracle returns 0.

Ovnpc(c):
if ¢ = ccpal then
[ return L

Fig. 31. Game 5.

Advantage measure In the previous game, the oracle O ypc always returns 0 to A when
¢ # Cehal, regardless of b. Therefore, this game is functionally identical to game 4, and we
have:

Pry, = Pr; (20)

Game 6

In this game, whenever the challenger executes Enc(K, m) or Dec(K, ¢), the computation of
f(-) and f~'(-) is replaced by F(X,-) and F~!(K,-), respectively.

Enc(c): Dec(K,¢):

Loz || || zn +mst |z |= 1:yo || oo [l yn st |y |= fa(X) Vi €
fa(A) Vie {1,...,n} {0,...,n}

2: yo « SetlV() 2: for all i € {1,...,n} do

3: for all i € {1,...,n} do 3| mi+y1®

4: | oy 4imez1 || || Tn

Sry<—woll |l v 5: return m

6: return y

Fig. 32. Modifications to CBC - Game 6.

Advantage measure The only modification in game 6 corresponds to the replacement
of the underlying invertible truly random permutation in the encryption scheme with an
invertible, pseudo-random permutation. Therefore, we can bound the advantage of A by
considering an adversary B, that can distinguish between F(K,-) and f by invoking .A.
Therefore:

Pr5 — PI’G S AdVErp(BQ) (21)

Final Analysis

We can now calculate an upper bound for the advantage of A against game 6 by reduction
to the IND-1$PA security of CBC.
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Let Bs be an adversary against the IND-1$PA security of CBC. We show that if A wins
game 6, then B3 wins the IND-1$PA game.

B(A, OSP4, OFRE™™): Our(mo, ma):
(mo,m1) & A() Cehal 4 OINPISPA (1, my )
t + Hi(my) return cepy)
[t]

n(—(h()\)}, ti ] ] et Ownpc(©):
ifn<| ‘;n;‘ 1 then if ¢ = cchal then

i (6 - ) = (o1 || < [ @) | return L

hen return 0

_abort

Oranp (1):
(mg,m, ) « OH\‘AD,\IEWA(I)
return (m(,m},c’)

$
Cehal ¢~ OLr(Mo,m1)
b & AOROrANDOLHPC (¢ a1
return (V')

Fig. 33. Game 6 simulated by Bs, with corresponding Left-Right oracle O r, RAND oracle Oranp and LHPC oracle
Ovnpc.

Advantage measure From the definition of Bs, if A wins game 6, then B; wins against
the IND-1$PA security of CBC.

Pre < Pro-isPA(5,) (22)

Note that the running times of all adversaries are close to that of A.
This concludes the proof.

L CTAP 2.14+ Authentication Proof

In this section, we give a fully detailed, code-based proof for the authentication security of
CTAP 2.1+, as an instance of mPACA, with a sequence of games. We base our modifications
for each game on the mPACA model oracles and CTAP 2.1+ syntax as presented in Sections
and [B], respectively.

Let Pr, denote the probability that game g outputs 1. Each game’s modifications that
are persistent throughout the proof are showcased in orange. Modifications that exist only
when employing a hybrid argument or a reduction, and therefore are only relevant to a
specific game, are shown in green. Finally, modifications in red flag bad events or the end of
a reduction and, as a consequence, are also relevant only to their respective game.

Game 0

This game is the original Expt2yas » 1, (A) security experiment. Therefore,

Pro = AdvgTap 214 (A) (23)

70



Game 1

In this game we replace every key K; and Kj derived from Z by all passive ECDH key
exchange sessions with two independent and uniformly random session keys K; and Ko, and
bound the advantage of A by reducing to the sCDH security of ECDH.

We maintain two structures Lscpy and Ly, respectively to save ocurrences of client
and token public keys in order to maintain consistency throughout the game and to save
adversary queries to random oracle H,. Every execution of encapsulate, which happens only
on clients, will first check if the current pair of public keys has appeared before. If it hasn’t,
the experiment samples the two session keys K 1 and K. 2 and saves them in Lcpy. Otherwise,
the challenger uses the K 1 and Kg which were previously stored in Lscpn. On the token side,
everytime decapsulate executes, it performs the same check. If the pair does not exist, then
the public key received must not have been generated by an honest client, since Lscpy is
only ever set by the client in encapsulate. In that situation, the regular ECDH key derivation
is used. If it does exist, then both keys have already appeared in the experiment before, in a
previous execution of encapsulate, which means the same K; and K, must be used, in order
to maintain consistency. It is clear that, unless A ever queried Hy with the shared secret Z
derived in a Setup or Execute query, Game 1 proceeds identically to Game 0.

Gamel(A): AdvHz (u1,uz):
LauthC, LauthT < 0, Lyatid < 0, Leorrupt < 0 v+ Ho(u1,u2)
win-SUF-t < 0 return v
()& A9

return win-SUF-t

Fig. 34. Game 1 on the left, and H2 wrapper AdvH2 on the right - Game 1. AdvHs is a wrapper that A can use to
call the random oracle, so that we can distinguish calls to H2 made specifically by A.

encapsulate (pk’): decapsulate (c):
if then
if then

I

else Z « XCoordinateOf(sk - c)

L Ki < H2(Z,” CTAP2 HMAC KEY")
Ko <+ H2(Z,” CTAP2 AES KEY")

¢« pk K + (K1,K2)

return (c, K) return K

Fig. 35. Modifications to PIN/UV Auth Protocol functions encapsulate and decapsulate - Game 1. Variables sk and
pk refer to the stored keys being used by the client session or the token session.

Hybrid Argument We bound the advantage of A against Game 1 by creating ntokenpk
hybrid games between Game 0 and Game 1, where ntoenpk is the total number of token
public keys sampled throughout the experiment that are output to A in Setup, Execute
and Send-Bind-T queries, via the obtainSharedSecret-T function. We then define a bad event
bad on game 0.;, where the game aborts and A loses if it queries Ho with vy = Z =
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XCoordinateOf(sk - pki.,.), and pki.,., and ¢ exist in Lscpn at any point in the game, with
pki .. as the i’ token public key and sk and c¢ any client private and public key generated
by a client session that received pkl ...

We use the notation from regular Diffie-Hellman instead of Elliptic Curve Diffie-Hellman to
simplify the code and make it more legible. For example, instead of Z <— XCoordinateOf(sk -
pk’), we use Z < (pk’)** during this hybrid and the reduction to sCDH. However, every

operation used in this proof uses ECDH.

Game0.i(.A): AdvHo (u1,u2):
LauthCs LauthT = 0, Lyand v < Ho(u1,u2)
0, Leorrupt <+ 0 for all (pkr,pkc,-) € Lscph s.t.

k1 = pk! do

token

hy <4, Lpy 0 if up = (pk(;)**‘kt]oken then

(Pktoens SKioken) = (15 L) bad « true
bz?d <+ false abort
wm;SUF—t «~0

OMA
() < AC(1%) return v

return win-SUF-t

Fig. 36. Hybrid game 0.7 on the left and random oracle wrapper AdvH2 on the right.

obtainSharedSecret-T (7., puvProtocol): encapsulate (pk’): decapsulate (c):
if puvProtocol ¢ sty.puvProtocolList then if (., pk’) € Lp,,[0 : hy[ then if (, pk) € L5,,[0 : hy[ then
[ return L if then
pkp stT.puvProtocol.getPublicKey() if then
if (T, pkr) ¢ Ly then L
Ly < Lyy U (T, pkr)
if size(Lp, ) = hy then if pk/ = pki,,., then Z +—ck
L (PE{oen SKioken) — if Lo, [(pk')**, ] #L then Ky + H2(Z," CTAP2 HMAC KEY")
(pkr, stp.puvProtocol.sk) ba(zj  true Ko <+ H2(Z,” CTAP2 AES KEY")
se]ectpuvProtocoI < puvProtocolList abort K « (K1,K32)
ﬂ'}r-Stexe — yvaiting else [ return K
mh.sid <= m4..sid || puvProtocol || pkr L if (_, pk) € Lpy[hy : nTokenpk[ then
return pkr 7 « csk
¢+ pk K1 < H2(Z,” CTAP2 HMAC KEY")
| return (¢, K) Ko < Ha(Z,” CTAP2 AES KEY")
if (_, pk') € ﬁ}Ly[hy : NTokenPk | then K + (K1, K2)
Z « (pk')s* [ return K
K1 < H2(Z,” CTAP2 HMAC KEY")
Ko « Ha(Z," CTAP2 AES KEY")
K« (Kl, Kz)
c « pk
| return (¢, K)

Fig. 37. obtainSharedSecret-T on the left and PIN/UV Auth Protocol encapsulate and decapsulate functions on the
right, from hybrid game 0.7.

Reduction to the sCDH security of ECDH We now construct an adversary B! that
simulates game 0.i to A, in such a way that when bad happens, B! wins against the sCDH
security of ECDH.

Throughout the simulation of game 0.4, B! sets the i'* token public key as the sCDH
challenge public key ¢® and any client public key generated by a client session that receives
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g® to be g"*"v for r, + Z, and w > 1. In such client sessions, B} checks if u; = Z is in
Lscpn using its O, oracle. Additionally, everytime A calls random oracle Hs (always through
AdvH,) Bi also checks if for any public key pair in Lscpn that includes g%, u; = Z.

It is not hard to see that, whenever bad happens during Bi’s simulation, B! wins by
using A’s input to the random oracle H,. Indeed, if A ever calls Ho with input v = Z =

(¢"t)*,Vry € L;,, then B} can output Z’ <— uy - (¢*) ™ = (¢"*™)*- (¢°) ™ = ¢ and win

the sCDH game.

CDH .
Challengergepy,:

(a,g*) & ECDH.KG()
(b, g*) & ECDH.KG()
7'+ A% (g, 9% g")
Z + (g")"

win-sCDH «+ (Z = Z’)
return win-sCDH

Oul(c, Z):

7'+ c®
return (Z = Z7')

Bi(g,9% 9% A, Ou):

LauthCs LauthT + 0, Lyaiia < 0, Cccrrupt «—0

hy <@, Lpy <0

(pkéoken' é"l/”‘éoken) = <J“' J‘)

Loy, Lrakerts < 0

z' &z,

win-SUF-t <— 0

0 &A°0%)

> If bad ever happened, Z' has the correct value
because it was set during the game simulation
from Bj.

return Z’

Fig. 38. sCDH Challenger and oracle on the left and adversary

s simulation of game 0.7 on the right.

Ha (u1,u2):
if ¢1 [ul, ug] #1 then
| return tq[u1,us]
else o
for (¢, (K1, K2)) € £FakeH2 do
if O,(c,u1) = true then

AdvHa (u1,u2):

v 4+ Ha(u1,u2)
for all (ry,g° ¢g"™) € L,,, do
if Locpm[g®, 9" - g™ ] #L then

Z' =wup - (%)

\; if O,,,(gb - g"w uy) = true then
if uy ="CTAP2 HMAC KEY" then win-sCDH

t1 [11,1 s 71,-_2]~<— Ky

return K return v

else if ups =" CTAP2 AES KEY”

hen -
t1[u1, uz] + K

return Ko
v& {0,132
t1 [u1 N ’u,g] +— v
L return v

Fig. 39. Random Oracle H; and wrapper AdvH, simulated by B:.

Advantage measure By the definition of B}, if bad happens, then A found the solution to
the problem given by the sCDH challenger to Bi, i.e., g?°. Therefore:

Pros[bad] < AdviS2H(B1) (24)

Since games 0.7 and 0.(¢ — 1) are identical until bad happens, through the difference
lemma, we have:
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obtainSharedSecret-T (7., puvProtocol):

if puvProtocol ¢ stp.puvProtocolList then
[ return L
pkr < str.puvProtocol.getPublicKey()
if (T',pkr) ¢ Lpy then
L Liy < Ly U (T, pkT)
if size(Lpy) = hy then
L (pkéoken’ 'SktLoken> A <-qa" ’)

encapsulate (pk’):

if (- pk') € L4,[0: hy[ then
if pk’ = pk{ ., then

w < size(Lr,) +1

Tw & Zq

Pk gt g
L Lry Ly U{(rw, pk)}
if then

decapsulate (c):

if (_pk) € £,0: hy| then

if then

I

if pk = pk! then

‘token

for all (u1,u2,v) € Ly, do

selectpuvProtocol < puvProtocolList
T Stexe <— Waiting

if O4(c,u1) = true then
K1 A Hz(ul, "CTAP2

wh.sid < mh..sid || puvProtocol || pkp HMAC KEY")
return pkr if pk' = pk? . then Ky < Ha(ui, "CTAP2 AES
for all (u;uz,v) € Ly, do KEY")
if O, (pk,u1) = true then K+ (K1, K32)
return K

>up = (gb - gw)e

7 =y - (g2)Tw K1 & (0,1}, Ky & {0,1}'3

win-sCDH LEFakeHQJC] — (K1, K2)
else K« (K1, K2)
L K+ K
return K
c <+ pk else
Z « csk

return (¢, K)

S (L pk') € Lny[hy : n1oenpi| then K1 < Ha(Z,” CTAP2 HMAC KEY")

7 (pkt)F Ko + H2(Z,” CTAP2 AES KEY")
K1 + Ha2(Z," CTAP2 HMAC KEY") K « (K1, Ka)

Ko + Ha2(Z," CTAP2 AES KEY") L L return K

K « (K1, K2) if (1, pk) € Lpy[hy : nTokenpk | then

¢ <+ pk Z « csk

return (c, K) K1 < H2(Z,” CTAP2 HMAC KEY")
B Ko <+ H2(Z,” CTAP2 AES KEY")
K + (K1, K>»)
[ return K

Fig. 40. obtainSharedVSecret—T on the left and PIN/UV Auth Protocol encapsulate and decapsulate functions on the
right, simulated by Bj.

Proi[bad] > | Pro i—1) — Pro.i |, Vi € [1, nrokenpK] (25)
Advicon(B) = | Prog-1) — Pro |, Vi € [1, nrokenpi] (26)
N TokenPK ) M TokenPK
> AVERN(BY) = Y | Progio1) — Pros | (27)
=1 i=1
M TokenPK )
Z AdVSECC%m<B§) > | Pro.o — Pro-nTokenPK | (28)
=1

Let B; be the adversary with the highest advantage against the sCDH game out of all
adversaries Bi, Vi € [1, nrokenpk]. Then, it is always true that:

Nrokenpk Advican(B1) = | Proo — Pronsesx | (29)

Since Game 0.0 corresponds to Game 0 and Game 0.n1orenpk corresponds to Game 1, we
have:

NTokenPK AstéCc%i(Bﬁ > | Prg — Pry | (30)
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Given that token ECDH public keys can only be given to A in Setup, Execute or Send-Bind-T
queries, we Know ntokenPk < (gs + Ge + Gsend). Therefore:

(gs + Ge + Gsend) AdVECRH (By) > | Pro — Pry | (31)

Game 2

In this game, the pinHash is no longer saved in the token’s state, being saved instead on a
new structure Lrokensetup Which is not available to A.

Game2(A):
LauthC, LauthT ®7 Lyaiid < @; 'Ccorrupt «—0
Lscom, Ly, < 0

win-SUF-t + 0
(& A9

return win-SUF-t

Fig. 41. Game 2.

setPIN-T (7%, puvProtocol, ¢, ¢p, tp): obtainPinUvAuthToken—T(ﬂ'én, puvProtocol, ¢, cpp,):
if puvProtocol ¢ str.puvProtocolList V if puvProtocol ¢ str.puvProtocolList V sty .pinRetries = 0 then
L then return L | return (L, false)
K <« stp.puvProtocol.decapsulate(c) K + stp.puvProtocol.decapsulate(c)
if K =1 V stp.puvProtocol.verify(K, cp, tp) = false if K =1 then
then return L | return (L,false)
pin < stp.puvProtocol.decrypt(K, cp) stp.pinRetries <— pinRetries — 1
if pin ¢ P then return L pinHash < str.puvProtocol.decrypt(K, cpp,)
stp.pinRetries <— pinRetriesMax if pinHash # then
return accepted stp.puvProtocol.regenerate()

stp.m < stp.m — 1
if sty.m = 0 then
authPowerUp-T(str)
return (L, true)
else
| return (L, false)
stp.m < 3, stp.pinRetries < pinRetriesMax
for all puvProtocol’ € sty .puvProtocolList do
| stp.puvProtocol’.resetPuvToken()
mhh.bs < k. puvProtocol.pt
Cpt & stp.puvProtocol.encrypt (K, w}.bs)
Tip-Stexe = bindDone
mp.canValidate < true
mh.sid < wk..sid || puvProtocol || ¢ || cpp || cpt || false
return (cp, false)

Fig. 42. Modified CTAP 2.1+ setPIN-T and obtainPinUvAuthToken-T functions - Game 2.

Advantage measure Since this model does not allow tokens to be corrupted to reveal their
state str, Game 2 is functionally identical to Game 1, and we have:

Pr1 = PI’Q (32)
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Game 3

In this game, A loses by causing a bad event bad if and only if the challenger samples two
identical ECDH public keys, in either a token session or a client session. Both client and
token sessions will sample a fresh ECDH key pair through the regenerate function.

Game3(A):

LauthCs LauthT < 0, Lyatid ®7 Lcorrupt «— 0

LocoH, Ly 0 regenerate ():

LokenSetup < 0 (pk, sk) & ECDH.KG()
if then

bad « false bad < true

win-SUF-t < 0 L

0 & A20™)

return win-SUF-t

Fig. 44. Modificati - .
Fig. 43. Game 3. The flag bad in red is only used in '8 odifications regenerate - Game 3

this game, to signal when a collision happens.

Advantage measure Each client-side ECDH public key is generated either on Setup or
Execute queries, in the obtainSharedSecret-C-start function. Since each query always generates
an ECDH public key, we have at most ¢s + ¢g client ECDH public keys during the experiment.

Each token-side ECDH public key can be generated either during the creation of the token
with the NewT oracle, by rebooting the token via the Reboot oracle, or during the Send-Bind-
T oracle, in the obtainPinUvAuthToken-T function, whenever the pinHash verification fails.
Since each NewT or Reboot query generates a new ECDH key pair every time, and each Send-
Bind-T generates at most 2 ECDH key pairs (recall that obtainPinUvAuthToken-T regenerates
whenever the pinHash verification fails but also when str.m reaches 0, which can happen
during the same execution), we have at most gyt + gr + 2¢send token ECDH public keys
during the experiment.

Let nyr = gs + ge + qnT + @R + 2¢send be the total number of ECDH public keys generated
through these oracles.

Considering the maximum probability of a collision between two keys as 1/¢, where g is
the prime order of the ECDH group used by the challenger throughout the experiment, and
n;k /2 as an upper bound for the amount of ECDH public keys pairs that can exist, we have:

Prs[bad] < nﬁk/(Qq) (33)

Since games 2 and 3 are identical until bad, by the difference lemma, we have:

Prs[bad] > | Pro — Prj | (34)
And, therefore:

o/ (20) = | Pry = Pry | (35)

Finally, from the definition of n,, we have:
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(gs + ge + gnNT + qR + 2Gsend)?
2q

Z | PI’Q — PI’3 | (36)

Game 4

In this game, the game aborts and A loses if when a collision occurs on some output of H
when called by the challenger.

In order to easily represent the changes in code, and ensure every time a call to H is made
the game checks for collisions, we create a wrapper function H,, which calls H and performs
the collision check, and change every location in the entire experiment where H is called with
Hy.

Game4(A):
LauthCs LauthT < 0, Lyaiia < 0, Leorrupt < 0
LscoH; Ly < 0
LTokenSetup <~ @
[fpk «~0

bad <« false \; L bad « true
win-SUF-t < 0
()& A%

return win-SUF-t

Fig.46. New wrapper function H,, which calls H and

Fig. 45. Game 4. The flag bad in red is only used in this ] R
aborts if a collision is found - Game 4.

game, to signal when a pinHash collision happens.

obtaimPimUvAuthToken-C-st:art(Tr]C7 pin): setPIN-T(ﬂ'é}7 puvProtocol, ¢, ¢p, tp):

if puvProtocol ¢ stp.puvProtocolList V

Lrokensetup[T] #L then return L

K « sty.puvProtocol.decapsulate(c)

¢ i if K =1 V stp.puvProtocol.verify(K, cp, tp) = false

meesid <= wgsid || cpn then return L

return c,p pin <— stp.puvProtocol.decrypt(K, cp)
if pin ¢ P then return L
£TokenSetup[T] A
stp.pinRetries <— pinRetriesMax
return accepted

Cph & 71'})AselectedPuvProtocoI.encrypt(rréAK7 pinHash)
TrJC.steXE <+ bindStart

Fig. 47. Modified CTAP 2.1+ functions obtainPinUvAuthToken-C-start and setPIN-T - Game 4.

Advantage measure Because Games 3 and 4 are identical until bad, through the difference
lemma, we have:

| Prs —Pry | < Pry[bad] (37)

Since H is assumed to be collision resistant, there exists an adversary B4 such that:

Pry[bad] < Adv'(By) (38)

Therefore:
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| Prg—Pry | < AdvE'(By) (39)

Game 5

In this game, we replace all pins encrypted by any client session and sent to any token session
during Setup with a constant pin 0000. Additionally, on any token session that shares the
same session key K with a different token session of the same token involved in a previous
Setup query, we replace the encryption of the pinToken pt with the encryption of a uniform
random value pt.

Game5(A): Setup (T,1,C, j,U):
LauthCs LauthT = 0, Lyatid < 0, Leorrupt < 0 piny 4 Luaiia[U]
LscoH, L34, < 0 if sty =L or 7, #1 or nl, #L or pin; =L then
‘CTokenSetup —0 L return |
Lok <0 T 4= sty
Ehash <~ @

$ i
Win-SUF-t < 0 trans < Setup(w., 7L, ping)

0 & A1) mhh.isValid, 7Z,.isValid « false
return win-SUF-t str.user «— U
return trans
Fig. 48. Game 5 and modified Setup oracle.
setPIN-C(wZ,, ping;): setPIN-T (k. puvProtocol, ¢, cp, tp):
if pin;; ¢ P then if puvProtocol ¢ stp.puvProtocolList V
L getgrn 1 ) ETokenSetup[T] #1 then return |
cp & 7r'/c.selectedPuvProtocoI.encrypt(ﬂJC.K, ) K < stp.puvProtocol.decapsulate(c)

if K =1 V stp.puvProtocol.verify(K, cp, tp) = false

] i j
tp < m.selectedPuvProtocol.authenticate(n}, .K, ¢
P c oK) then return L

return (cp,tp)
if pin ¢ P then return L
ETokenSetup[T] — HW(F)in)

sty .pinRetries <— pinRetriesMax
return accepted

Fig. 49. Modified CTAP 2.1+ functions setPIN-C and setPIN-T - Game 5.

We bound the advantage of A by reducing to the IND-1$PA-LHPC security of SKE. The
reason it does not suffice to reduce to the IND-1CPA security results from the observation
that it is not guaranteed that the session key K that encrypts the constant pin will not be
used again to create more ciphertexts in the experiment. If A saves a client public key ¢ used
to perform a Setup with a token session 7% and then sends the same key ¢ to another session
74 of the same token during a Bind execution via the Send-Bind-T oracle, 7% might use the
same session key K to encrypt a pinToken, provided A can pass the pinHash verification
step. This is possible because it is not guaranteed that a token T" will always generate a fresh
ECDH key pair for every new key agreement.
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obtainPinUvAuthToken-T (7%, puvProtocol, ¢, cpp, ):
if puvProtocol ¢ str.puvProtocolList V str.pinRetries = 0 then
| return (L, false)
K < stp.puvProtocol.decapsulate(c)
if K =1 then
| return (L,false)
stp.pinRetries <— pinRetries — 1
pinHash < st7.puvProtocol.decrypt(K, c,p)
pinHashp L:TokenSetup[T]
if pinHash # pinHash; then
str.puvProtocol.regenerate()
stp.m < stp.m — 1
if st7.m = 0 then
authPowerUp-T(str)
return (L, true)
else
| return (L,false)
stp.m < 3, stp.pinRetries <— pinRetriesMax
for all puvProtocol’ € sty .puvProtocolList do
| stp.puvProtocol’.resetPuvToken()
ﬂqiﬂ.bs < m.puvProtocol.pt
> If this happens, then the ECDH key pair used in this execution was already used in
a previous Setup query for token T'.
if then

else

| opt & str.puvProtocol.encrypt(K, . bs)

ﬂqiﬂ.stexe < bindDone

ﬂ%.canValidate < true

mh.sid <= 74.sid || puvProtocol || ¢ || cpn || cpt || false
return (cp¢, false)

Fig. 50. Modified CTAP 2.1+ function obtainPinUvAuthToken-T - Game 5.

In order to know, during the execution of obtainPinUvAuthToken-T, if the token session
7k is reusing the same session key used in a previous Setup query, we create a structure
Lsetupkeys Which, during Setup, will fix the ECDH client and token public keys on token 7'
Later, if the ECDH public keys used in obtainPinUvAuthToken-T are the same for the given
token T', we know it will be reusing the same session key, and thus we must replace the
pinToken being encrypted.

Hybrid Argument To bound A’s advantage against Game 5, we begin by creating neetup
hybrid games between Game 4 and Game 5, where ngeyyp is the maximum number of (valid)
calls to the Setup oracle (valid refers to calls that actually result in executing the Setup
between a client session and token session). Then, we replace the pin with the constant value
0000 and fix the ECDH public keys in Lsetupkeys only until the it" execution of Setup.

Reduction to the IND-1$PA-LHPC security of SKE We now construct an adversary B:
against the IND-1$PA-LHPC security of SKE that simulates game 4.i to A perfectly, except
when A performs the " valid query to Setup. In this case, when executing setPIN-C, B
sends pin and 0000 to Oir and receives a challenge ciphertext ¢,, instead of encrypting it
normally with the derived session key K. Then, when running setPIN-T on the correspoding
token session, Bi flags the public key pair that was used during this i"* Setup, to maintain
consistency everytime the same public key pair appears later in the simulation, and sets the
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Game4.i(A): Setup (T,14,C,j,U):

LauthC, LauthT 0, Lyalid < 0, Lcorrupt «—0 PinU <~ »Cvalid[U]

LscpHs Ly < 0 if sty =1 or k. #1 or 7, #L or piny; =L then
LokenSetup < 0 [ return L

ka —0 ‘n’;} < st

Lpash < 0 countsetup <— CouNtsetyp + 1

hy < i, countsetup < 0
win-SUF-t «<— 0 "
0 & Ao(l)‘) mn.isValid, Tch.isVaIid <+ false
stp.user «+ U
return trans

trans & Setup(mh,, ‘n'é, ping)

return win-SUF-t

Fig. 51. Hybrid game 4.7.

setPIN-C(xZ,, ping): setPIN-T (k. puvProtocol, ¢, cp, tp):
if pin;; ¢ P then if puvProtocol ¢ stp.puvProtocolList V
[ return L ICrokensetup [T] #L then return L
if countserup < hy then K < stp.puvProtocol.decapsulate(c)

) if K =1 V stp.puvProtocol.verify(K, cp, t,) = false

cp & ‘n']é.selectedPuvProtocoI.encrypt(Wé~K,
then return L

tp & 7%.AselectedPuvProtocoI.authenticate(ﬂ'?.K,cp) if countsetup < hy then
o Se

return (cp,tp) ‘ P

else

s i . else
¢p ¢ w},.selectedPuvProtocol.encrypt(ny, .K, ping;) | pin + stp.puvProtocol.decrypt(K, cp)
tp & 7r'7cselectedPuvProtocoIAauthenticate(ﬂ'é.K,cp) if pin ¢ P then return L
return (cp,tp) if countsetuyp < hy then

LTokenSetup[T] < Huw/(pin)
stp.pinRetries <— pinRetriesMax
return accepted

Fig. 52. Modified CTAP 2.1+ functions setPIN-C and setPIN-T for hybrid game 4.i.

pinHash correspoding to the pin that was saved in L, in the begginning of the Setup oracle
execution.

If A later queries Send-Bind-T to the target token session 7% that was involved in the
i'" Setup query with the public key ¢ that was used in that Setup (which will be identifiable
by the flag set before in setPIN-T), B must perform a query to its LHPC oracle O pypc to
check if the correct pinHash is present in the received ciphertext. If it’s not, then the pinHash
verification fails. Otherwise, the verification succeeds, and B must now use the RAND oracle
Oranp to encrypt a random pinToken to send to A.

Advantage measure The advantage of Bi against the IND-1$PA-LHPC security of SKE is:

AdVIS'\pLDE'wPA'LHPC(Bé) = | Prinp_ispaLrpc[t’ = 0]b = 1] — Prinpaspatipc[t) = 0]0 = 0] | (40)

When oracle O\ g encrypts mg, which corresponds to the real pin, then B is simulating
Game 4.(i — 1) to A. If instead it encrypts my, corresponding to the constant pin 0000, then
it simulates Game 4.1.

From the definition of BE, it follows that:

Advig BPALHPC(BLY — | Pry s[win-SUF-t = 1] — Pry ;_1y[win-SUF-t = 1] |, Vi € [1, ngerp] (41)

80



B (A, OLr, Oranp; OLHpc):
LauthC, LauthT 07 Lyalid < @; Ecorrupt «—0
LscoH, Ly < 0
‘CTokenSetup —0
,Cpk — 0
Lhash < 0

hy < i, countsetup <— 0
pki., ki L

Cchal <L

win-SUF-t < 0

b oL

() & A9

if win-SUF-t = 1 then
| returnb «+0
else

[ returnd « 1
return b’

Setup (T,:,C,5,U):
if sty =1 or 7, #L or ﬂ‘é #1 or pin; =1 then
[ return L
T 4= str
countsetyp <— countsetup + 1

trans & Setup(h, 7, pings)
min-isValid, ﬂ'é.isVaIid <« false
stp.user <— U
return trans

Fig. 53. Adversary Bi’s simulation of game 4.i.

setPIN-C(wf,, pin;):

if ping; ¢ P then

[ return L

if countsetup = hy then
¢p & OLr(ping,0000)
Cchal €= Cp
ty & w},..selectedPuvProtocol.authenticate(r,.K, ;)
else if countsetyp < hy then

cp & ﬂé‘selectedPuvProtocoI.encrypt(ﬂ'é.K, )
tp & ﬂé.selectedPuvProtocoI.authenticate(ﬂ'é.K, cp)
else

cp & ‘n'jé.selectedPuvProtocoI.encrypt(ﬂ'é.K, ping;)

) & ﬂé.selectedPuvProtocoI.authenticate(w’cAK,cp)
return (cp,tp)

setPIN-T(WiT, puvProtocol, ¢, ¢p, tp):
if puvProtocol ¢ stp.puvProtocolList V
ICtokensetup[T] #-L then return L
K <« stp.puvProtocol.decapsulate(c)
if K =1 V stp.puvProtocol.verify(K, ¢, tp) = false
then return L
if countsetup = hy then
pkip ﬂ?)upuvProtocoIApk:
pkg ¢
if countserup < hy then
Llse
| pin « sty.puvProtocol.decrypt(K, cp)
if pin ¢ P then return L
if countsetup < hy then

[/TokenSetup[T] <~ Hw(pin)
stp.pinRetries <— pinRetriesMax
return accepted

obtainPinUvAuthToken-T(71'%“, puvProtocol, ¢, cpp,):

if puvProtocol ¢ stp.puvProtocolList V sty .pinRetries = 0

hen
t return (L, false)
K < stp.puvProtocol.decapsulate(c)
if K =1 then
| return (L, false)
stp.pinRetries < pinRetries — 1
if 7%,.puvProtocol.pk = pk} Ne= pkéj then
if ¢, = cchal then
pin <— Lyajid[st7.user]
if H(pin) = pin then
| pinHash < H(pin)
else
| pinHash L
else if Oiypc(cpn) = true then
| pinHash < Lrokensetup [T
else
| pinHash <L
else
| pinHash < stp.puvProtocol.decrypt(K, cpp)
pinHashp LTokenSetup[T]
if pinHash # pinHash then
stp.puvProtocol.regenerate()
str.m < stp.m — 1
if stp.m = 0 then
authPowerUp-T (str)
return (L, true)
else
| return (L, false)
stp.m < 3, stp.pinRetries < pinRetriesMax
for all puvProtocol’ € sty .puvProtocolList do
| str.puvProtocol’.resetPuvToken()
ﬂ}.bs “— w}.puvProtocol.pt
if then
if 7%,.puvProtocol.pk = leT Ne= pk‘g then
| (- cpt) + Oranp(len(rl,.bs))
else

L

else

| cpt & stp.puvProtocol.encrypt(K, w}.bs)

i Stexe < bindDone

mi..canValidate « true

wh.sid < mh..sid || puvProtocol || ¢ || cpp || cpe || false
return (cp¢, false)

Fig. 54. CTAP 2.1+ functions setPIN-C, setPIN-T and obtainPinUvAuthToken-T simulated by Bi.
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AdVIS|\|I<I?E_1$PA_LHPC(Bé) = | Pr4,i — Pr4_(7;_1) |,\V/l c [1, nsetup] (42)

MNsetup MNsetup

S AR 3y N pr — Pry ) | (43)
=1

i=1

TNsetup

IND-1$PA-LHPC / 10
E :AdVSKE (Bg) > | Prago — Pr4.nsetup
i=1

(44)

Let Bs be the adversary with the highest advantage against the IND-1$PA-LHPC game,
Vi € [1, Neetup)- Then, it is always true that:

MNsetup

Msetun AdVISNKI%—1$PA—LHPC(B5) > Z AdVISNKDE—1$PA—LHPC(Bé> (45)
i=1
And thus,

IND-1$PA-LHPC
Nsetup AdVsKe (Bs) > | Prao — Pra e,

(46)

Since Game 4.0 corresponds to Game 4 and Game 4.ng,, corresponds to Game 5, we
have:

Neetup Adviyg *HPC(Bs) > | Pry — Prs | (47)

And, since neetyp is the maximum amount of valid Setup queries made by A, we have that
Nsetup < ¢s. Therefore:

qs Adv'SNK%'wPA'LHPC(BE,) > | Pry — Prs | (48)

Game 6

In this game, we replace all pinHashes encrypted by any client session in Execute with the hash
of a constant value 0000 and replace all pinTokens encrypted by any token session that was
not actively attacked by A with a random pinToken instead. We skip any pinHash verification
for any passive attempt (when ¢ and c,, were delivered to the token via an Execute query or
when A delivers some c and ¢y, to a token via the Send-Bind-T oracle that were output by a
client session in a previous Execute, as long as the token is using the same public key). We
then bound the advantage of A by reducing to the IND-1$PA-LPC security of SKE.

We create a new structure L which saves important information from the client session,
namely its public key ¢ and ciphertext c,;, containing the constant pinHash. Then, the game
behaves differently depending on which oracle called obtainPinUvAuthToken-T.

If ¢ and ¢, are transmitted to a token session 7% during an Execute query by a client
session Wé, which is guaranteed to be passive, then the pinHash verification is skipped, and
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Game6 (A): obtainPinUvAuthToken—T(ﬂ%, puvProtocol, ¢, ¢y ):

LauthC LauthT < 0, Lyatid < 0, Leorrupt + 0 if puvProtocol ¢ str.puvProtocolList V sty.pinRetries = 0
Lscon, L3, 0 then
LokenSetup < 0 return (L, false)
Lok 0 K « stp.puvProtocol.decapsulate(c)
Lash < 0 if K =1 then
Lpin = 0, Lsetupkeys < 0 | return (L, false)

stp.pinRetries < pinRetries — 1
wins—sSUF—t «~0
0 & A°(1%)
return win-SUF-t for all

do
Execute (7,1, C, j): if then

piny < Lyalid[str.user] _ L
if sty =1 or wh #1 or w}, #L or piny; =L then if then
[ return L L
7\'% < st L
trans, mg, mp <L
> Fach ”(/ and 77, can be used only once in each Ezecute, if ! then
Send-Bind-T and Send-Bind-C. pinHash < str.puvProtocol.decrypt(X, cpp)

pinHashp < ‘CTokenSetup[T]
if pinHash # pinHash, then

while 77,.st bindDone do
oStexe 7 stp.puvProtocol.regenerate()

mp & Bind-T (x4, mc) stp.m < stp.m — 1

me & Bind—C(ﬂ'év7 U, mr) if sty.m = 0 then

trans < trans || mp || me authPowerUp-T(str)
for all i/ # i and 7 #1 do return (L, true)

else

L | return (L, false)

stp.m < 3, stp.pinRetries <— pinRetriesMax
for all puvProtocol’ € sty.puvProtocolList do
| stp.puvProtocol’.resetPuvToken()

7riT.bs — W%.puvProtocol.pt

il . .
L m.isValid < false
return trans

obtainPinUvAuthToken—C—start(ﬂ']é, pin):

Cph & Tré.puvProtocoI.encrypt(ﬂ"é.K, pinHash) if

T, Stexe <— bindStart rhen . ‘

‘n'é‘sid — ﬂ—JC_sid | cpn cpt < st.puvProtocol.encrypt(K, . .bs)
else

return cpp

obtainPinUvAuthToken—C—end(7%7 Cpt): )

T7-Stexe = bindDone

mk.canValidate « true

mh.sid < wh..sid || puvProtocol || ¢ || ¢y || cpe || false

j .
Tg-Stexe < bindDone return (cpt, false)

ﬂésid — wé.sid || cpt || false
return

Fig.55. Game 6, modified Execute oracle and modified CTAP 2.1+ functions obtainPinUvAuthToken-C-start,
obtainPinUvAuthToken-C-end and obtainPinUvAuthToken-T - Game 6.
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a new random pinToken is encrypted instead of the real pinToken generated by 7'('57 that is
set as the binding state m4.bs and saved in L. The ciphertext ¢, is then sent to 77, which
simply discards it and sets the same binding state as 7.

If ¢ and ¢, are sent by A to a token session 7} via a Send-Bind-T query, the received ¢
and c,, are treated differently in obtainPinUvAuthToken-T depending on their origin. If both
c and ¢y, were created by a client session Wél that completed a Bind with a different token
session 7# via an Execute query, and 7r2} and 7’ share the same ECDH public key, then the
experiment skips the pinHash verification (we say that ¢ and c¢,, are passive). Recall that
any Bind session from the Execute oracle is passive, which means that client sessions involved
in an Execute query for some token 7" must have not only received T’s public key, but also
be the only client sessions to have received that key (collisions between public keys were
removed in a previous game, ruling out different tokens with the same public key). Any one
of those client sessions, as a result, encrypts the same pin in the original experiment, in such
a way that any of T’s sessions can always correctly decrypt into the pinHash if they derive
the same session key K. Therefore, a token session 7% can always determine that, as long as
A delivers a ¢ and ¢, that were created in a client session that received 7%’s ECDH public
key, c,, contains the correct pinHash.

If ¢ has never appeared in an Execute query with token T before, then 7t must derive the
session key normally, since it means that A has started a Bind session with 7k without any
client session being involved, and decrypt c,, normally. If ¢ has appeared in a client session
Wé before, and 7%’s ECDH public key is the same that Wé received, but ¢, is different, then
it must be decrypted normally in order to verify the decrypted pinHash.

After the verification step, if ¢ is passive, a new random pinToken pt is encrypted instead
of the real pinToken pt that was set as the binding state, resulting in a ciphertext c,. The
resulting binding state is stored in L, and ¢, is sent to A.

Hybrid Argument To bound A’s advantage against Game 6, we begin by creating nexecute
hybrid games, where Nexecute 1 the maximum number of (valid) calls to the Execute oracle
(valid refers to calls that actually result in executing the Execute between a client session and
token session). We replace the hashed pin with the hash of the constant value 0000 in client
sessions and stop pinHash verification and replace pinToken encryption with the encryption
of a random value in token sessions only until the 7** execution of Execute.

Additionally, we also skip verifications of the pinHash in any token session that receives
passive ¢ and c,;, that were involved in the first i* Execute queries, as long as the token
session is reusing the same ECDH public key, and replace all pinTokens with random values
in any token session that receives a passive ¢ and passes pinHash verification, as long as ¢
came from one of the first i’ Execute queries and the token session is reusing the same ECDH
public key.

A new temporary structure Leecutepk 1S created so that each client and token session can
be tracked throughout the experiment, by linking each client and token ECDH public key
pair with a specific Execute query. This allows us to maintain consistency with .4 whenever
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it queries Send-Bind-T with an ECDH public key ¢ that was used by a previous client session
during Execute.

Reduction to the IND-1$PA-LPC security of SKE We now construct an adversary B
against the IND-1$PA-LPC security of SKE that simulates game 5.i to A perfectly, except
when A performs the i valid query to Execute. In this case, Bj sends H(pin) and H(0000)
to Oir and receives a challenge ciphertext c,y,, instead of encrypting it normally with the
derived session key K,. When these are delivered to the token session i, verification always
succeeds when performed during Execute. Bé calls Oranp to produce ciphertext c,; and saves
pto as the binding state. Since this was all during Execute, ¢, is delivered to the client session
wé, which simply keeps the correct binding state pt.

If A calls Send-Bind-T on a token session 7 such that the provided public key ¢ and 7%’s
public key pk were involved in the i Execute query, but c,, was not the output ciphertext
(¢ is not the challenge ciphertext output by Oigr), then Bé must use the O pc oracle to
check if pinHash is in the received ciphertext c,,. In this situation, if the verification succeeds,
then B still uses the Oranp oracle to encrypt a random pinToken, and delivers cpt to A.

Advantage measure The advantage of B against the IND-1$PA-LPC security of SKE
during game 5.7 is:

AdVISNK%wPA_LPC(Bé) = | PrinpaseaLpc[b’ = 0]b = 1] — PrinpaspaLpc[b’ = 0]b = 0] | (49)

When oracle O\ g encrypts myg, which corresponds to H(pin), the oracle Oranp encrypts
pto, which is the pinToken being stored as the binding state in 7%.bs. Then, B is simulating
Game 5.(i — 1) to A, where both ¢,, and ¢,; have the correct pinHash and pinToken respec-
tively. If O\r instead encrypts mj, which is H(0000), then Oranp encrypts pt;, and B is
simulating Game 5.:.

From the definition of Bj, it follows that:

Advig BPALPC(BLY = | Prs[win-SUF-t = 1] — Prs (;_1)[win-SUF-t = 1] |, Vi € [1, Nexecute] (50)

AdVlsNK%HPA_LPC(Bé) = | Prs; — Prs.i—1) |, Vi € [1, Nexecute] (51)
Z AdVIS'\"(DE_wPA_LPC(Bé) = Z ’ Prs.; — PI’5_(1‘—1) | (52)
i—1 i=1

i=1

Let Bg be the adversary with the highest advantage against the IND-1$PA-LPC game out
of all adversaries By, Vi € [1, Nexecute]- Then, it is always true that:
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Gameb.i (A): obtainPinUvAuthToken—T(Tré-, puvProtocol, ¢, cpp):

LauthCs LauthT < 0, Lyalid < 0, Leorrupt < 0 if puvProtocol ¢ stp.puvProtocolList V stp.pinRetries = 0
LscoH, L34, 0 then

LTokenSetup 0 return (L,false)

Lo <0 K < stp.puvProtocol.decapsulate(c)

Lnash + 0 if K =1 then

Lpin < 0, Lsetupkeys < 0 | return (L, false)

stp.pinRetries <— pinRetries — 1
hy < i, countexecute = 0, LexecutePk < 0

L R
S o for al
0 & A°(1) | do
return win-SUF-t 1[ then
Execute (T',4,C, j): if then
ping < Lyaid[U] » L
if sty =1 or wk. #1 or w}, #L or piny; =L then
L return L
‘n'} < st countexecute < LexecutePk[C; T -puvProtocol. pk]
trans, mo, mp <L if V countexecute > hy then
pinHash < sty.puvProtocol.decrypt(K, cpp)
COUNtexecute ¢— COUNtexecute + 1 pinHashp < Lokensetup (7]
TE 4= Ty, T < T if pinHash # pinHash, then
while ﬂ]é.stexe # bindDone do stp.puvProtocol.regenerate()
3 . i stp.m < stp.m — 1
mr < Bmd_T(ﬂT’ me) if sty.m = 0 then
me & Bind-C(nl,, U, mr) authPowerUp-T (str)
trans < trans || mp || mo return (L,true)
for all i’ # i and 7% #1 do else

| | return (L, false)
stp.m < 3, stp.pinRetries <— pinRetriesMax
for all puvProtocol’ € sty.puvProtocolList do

il . .
L mip.isValid < false
return trans

obtainPinUvAuthToken—C—start(ﬂJé, pin): L st.puvProtocol’.resetPuvToken ()
7 T
if countexecute < hy then :n'T.bs < min.puvProtocol.pt
‘ if ( V countexecute > hy) A
¥
else . then
| pinHash « Hy(pin) ‘ cpt < st.puvProtocol.encrypt(K, 7%..bs)
Pkelient < 7¢-puvProtocol.pk else
Pktoken < m.puvProtocol.pk
LexecutePk [pkcl'\ennpktoken] <— countexecute
Cph & ml,.puvProtocol.encrypt (K, pinHash)
T, Stexe <— bindStart Tp-Stexe < bindDone
nl.sid < wlsid || cpp mf..canValidate < true

mh.sid < 78..sid || puvProtocol || ¢ || cpn || cpe || false

return cpp, return (cp¢, false)

obtainPinUvAuthToken—C—end(wé, Cpt):
if countexecute < hy then

else ) )

L ml,.bs « ml,.puvProtocol.decrypt(ml, K, cpt)
T, .Stexe <— bindDone

nl.sid < msid || cpe || false

return

Fig.56. Hybrid game 5./, Execute oracle and modified CTAP 2.14 functions obtainPinUvAuthToken-C-start,
obtainPinUvAuthToken-C-end and obtainPinUvAuthToken-T from hybrid game 5.i.
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Bi(A, Orr, Oranp, OLpc): obtainPinUvAuthToken—T(ﬂ'%, puvProtocol, ¢, cpp):

LauthCs LauthT < 0, Lyalid < 0, Leorrupt < 0 if puvProtocol ¢ str.puvProtocolList V str.pinRetries = 0
LscoH, L34y 0 then

LokenSetup < 0 return (L, false)

Lok < 0 K + stp.puvProtocol.decapsulate(c)

Lash < 0 if K =1 then

Lpin 0, Lsetupkeys < 0 | return (L, false)

stp.pinRetries < pinRetries — 1
hy <— i, counteyecutePk <= 0, Lexecute < 0
m& L, L

win-SUF-t + 0 ‘for all

() & A9 ‘ do

o1 if then

if win-SUF-t = 1 then L

| return b’ + 0 if then

else L

L returnb’ « 1

return b’

) ) countexecute — LexecutePk [, T .puvProtocol.pk]

Execute (7,1, C, j): if V countexecute > hy then

ping < Lyaid[U] v pinHashp < Lrokensetup|1]

if sty =1 or w% #1 or 7r{j #1 or piny; =1 then if countexecute = hy then

[ return L if OLpc(cpy) = true then

71'% < st ‘ pinHash <— pinHash

trans, mg, mp L else

| pinHash + 1

countexecute <= COUNtexecute + 1 else

T ”J( TE Tl L PinHash «— §tT.puvProtocoI.decrypt(K, Cph)

while 7/, stexe # bindStart do if pinHash # pinHashy then

str.puvProtocol.regenerate()

S n: i
myp < Bind-T(n%, mc) str.m < stp.m — 1

me & Bind-C(nl,, U,mr) if sty.m = 0 then
trans < trans || mrp || me authPowerUp-T (str)
return trans return (L, true)
. else
obtainPinUvAuthToken-C-start(rZ,, pin): || return (L, false)
if count = hy then stp.m < 3, stp.pinRetries <— pinRetriesMax
‘ Cph & OLr(Hw(pin), Hy (0000)) for all puvProtocol’ € stp.puvProtocolList do
else if counteecute < hy then L st .puvProtocol’.resetPuvToken ()
T4.bs «— 74..puvProtocol.pt
Cph & n,.puvProtocol.encrypt(n},.K, pinHash) ‘lf ( V. countececute > hy) A
else then
pinHash < Hw(pin) ‘ Cpt & sty .puvProtocol.encrypt(K, Trg}.bs)
L epn & w%,.puvProtocol.encrypt(w, .K, pinHash) else if countexecutz = hy then )
Pkdiient <= 7¢,.puvProtocol.pk (P_’/UA,F[/I ,cpt) < Oranp (len(f..bs))
Pktoken < 7j..puvProtocol.pk mp-bs <= pto
'ngecutepk[]’kclientvpktoken] 4— countexecute Let[o, mh] (¢, c;)h. mn.bs)
7}, Stexe < bindStart else

wl,.sid « ml,.sid || cpn

return c,p
) Tp-Stexe = bindDone
obtainPinUvAuthToken-C-end (77, cpt): mi.canValidate + true
if countexecute < hy then mh.sid < wh.sid || puvProtocol || ¢ || cpp || cpe || false
return (cp¢, false)

else ) )

L 75.bs < w},.puvProtocol decrypt(n}, K, cpt)
77, Stexe < bindDone

n.sid < msid || cpe || false

return

Fig.57. Adversary BY’s simulation of game b5.i, Execute oracle and modified CTAP 2.1+ functions
obtainPinUvAuthToken-C-start, obtainPinUvAuthToken-C-end and obtainPinUvAuthToken-T.
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Tlexecute

Merecute AdVISl\ll(I?E-1$PA-LPC(B6) > Z AdVISI\II(I?E-1$PA-LPC<Bé) (54)
i=1
It then follows that:

nexeCUte Advlsl\lf(l?f_1$PA_LPC(B6) Z | Pr5-0 - Pr5~ne><ecute ‘ (55)

Since Game 5.0 corresponds to Game 5 and Game 5.n¢yecute cOrresponds to Game 6, we
have:

Nexecute AdVoRE SFPAPC(Bg) > | Prs — Prg | (56)

And, since neyecute is the maximum amount of valid Execute queries made by A, we have
that Neecute < ge. Therefore:

g Advei SPALPC(BY > | Pry — Pry | (57)

Game 7

In this game, no user pins are sampled until the pin is necessary to respond to some interaction
with A. This happens only when A corrupts a user U to obtain its pin, or when it provides
a pinHash of its own when actively attacking token 7" during the Bind session by calling
Send-Bind-T, where the pinHash must be verified.

Game7(A): NewU (U): CorruptUser (U):
LauthCs LauthT < 0, Lyalid < 0, Leorrupt < 0 if Lyaig[U] =1 then if U ¢ L4 then return L
LscpH, L34y 0 pin < if then
£Token5etup ~0 Evalid[U] < pin
Lok <0 Lecorrupt[U] « false
l:hash —0
Lopin < 0, Lsetupkeys < 0 return Leomupt[U] < true
Lex 0 pin < Lyaiia[U]
s return pin
win-SUF-t < 0

(& 401

return win-SUF-t

Fig. 58. Game 7, with modified NewU and CorruptUser oracles.

Advantage measure The modifications in Game 7 affect only when a pin is sampled from a
distribution & over P, and in such a way that it is identical for an adversary to play Game 6
and Game 7.

In fact, since each sampling of a pin is independent from any other sampling of any other
pin, it is irrelevant when that sampling occurs, as long as it occurs before the adversary
interacts with said pin. Thus, we can sample the pin ezactly when one of these events occurs,
and the game proceeds identically to Game 6.
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obtainPinUvAuthToken-T (7}, puvProtocol, ¢, cpp, ):
if puvProtocol ¢ str.puvProtocolList V str.pinRetries = 0 then
| return (L, false)
K < stp.puvProtocol.decapsulate(c)
if K =1 then
| return (L,false)
stp.pinRetries <— pinRetries — 1
activeyey, activecph < true
for all (71'1(;,7 71'5:,, , c;h, )ELast. T = T/\'n'lTI, .puvProtocol.pk = 7f..puvProtocol.pk
do
if ¢/ = c then
| activeyey « false
if c;}h =cpn A/ =c then
activec,,, < false
break
verifyPin < activey, V activec,
if verifyPin = true then
pinHash < st7.puvProtocol.decrypt(K, c,x)
if then

if pinHash # pinHash; then
str.puvProtocol.regenerate()
stp.m < str.m — 1
if sty.m =0 then
authPowerUp-T(str)
return (L, true)
else
| | | return (L,false)
stp.m < 3, stp.pinRetries < pinRetriesMax
for all puvProtocol’ € stp.puvProtocolList do
| stp.puvProtocol’.resetPuvToken()
7r§mbs — W%puvProtocol.pt
if activeye, = true A (str.puvProtocol.pk, ¢) # Lsetupkeys[T] then

cpt & stp.puvProtocol.encrypt(K, ke bs)
else
p"t & {071}len(ﬂ-}.bs)
Cpt & str.puvProtocol.encrypt(K, pt)
Let[-, mh] (c’,c;h,ﬂ'gmbs)
T7p.Stexe — bindDone
mp.canValidate < true
mh.sid <= wh..sid || puvProtocol || ¢ || cpp || cpt || false
return (cpt, false)

Fig. 59. Modified CTAP 2.1+ function obtainPinUvAuthToken-T - Game 7.

Therefore,

Pr6 = PI’7 (58)

Game 8

In this game, all of A’s active attempts at guessing the pin for a given token are rejected,
unless A has corrupted the user pin associated with the target token.

Recall that at this point, .4 has no information whatsoever about any pin for any token
whose user it has not already corrupted. No pin was ever sampled until this point, and all
ciphertexts sent by any client session contain constant values.
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obtainPinUvAuthToken—T(ﬂ'}, puvProtocol, ¢, cpp ):

if puvProtocol ¢ str.puvProtocolList V str.pinRetries = 0
hen
return (L, false)
K <« stp.puvProtocol.decapsulate(c)
if K =1 then

stp.m < 3, stp.pinRetries «— pinRetriesMax

for all puvProtocol’ € sty .puvProtocolList do

| str.puvProtocol’ resetPuvToken()

mp.bs <= mf,.puvProtocol.pt

if activeyey, = true A (st.puvProtocol.pk, c) # Lsetupkeys[T]

hen
| return (L, false) r s i
sty.pinRetries < pinRetries — 1 . cpt < stp.puvProtocol.encrypt(K, 7k..bs)
else

activeyey, activecph <+ true
g

for all (WJC” ﬂ—%”cl’c;h’ ) ELast TN=TA Cpt & stp.puvProtocol.encrypt(K, pt)
rrlT,,.puvProtocolApk = ﬂ'}.puvProtocoI.pk do Let[-, mh] + (c’,c;)h,ﬂ'ﬁ;p.bs)

if ¢/ = ¢ then

| activeye, « false

if leoh =cpn A = c then

L activecph <« false
L break
verifyPin < activeye, V activec,,
if verifyPin = true then
pinHash < stp.puvProtocol.decrypt(K, cpp,)
> NOTE: The value of Lsampied[str.user] will always be
true if the User has been corrupted. Therefore, it is kept
only for simplifying the hybrid game’s code.
if A Lsampled[st7.user] = false
hen

pin & P

Lyalid[StT.user] < pin

Lampled [St7.user] < true
pinHashp < Hw (Lyaia[str . user])
if V pinHash # pinHash; then

stp.puvProtocol.regenerate()

str.m < stp.m — 1

if stp.m = 0 then

authPowerUp-T (str)
return (L, true)
else
| return (L, false)

\; Z;t & {O’I}Zen(ﬂ-}.bs)

Tip-Stexe = bindDone

mp.canValidate < true

mh.sid < wh..sid || puvProtocol || ¢ || cpp || cpt || false
return (cpt, false)

Fig. 60. Modified CTAP 2.1+ obtainPinUvAuthToken-T function - Game 8.

Hybrid Argument We bound the advantage of A against Game 8 by considering ¢2<t
hybrid games, where &< , represents the total amount of active queries made by A to Send-
Bind-T (where the pin must be verified). On game 7.7, in the first i'" active queries to
Send-Bind-T, every attempt at guessing the pin is rejected. On the i*" attempt, we define a
bad event that causes the experiment to abort and A to lose if A guesses the correct pin but

the challenger still rejects.

Advantage measure Recall that during any game 7.7, no pin was ever sampled for any
token before attempt i (except for when A corrupts a user, which makes it impossible to
cause bad). Therefore, it is always true that:

1 . ac
Pr; ;[bad] = %—@,Vz €1, ¢, (59)

Since games 7.i and 7.(i — 1) are identical until bad, through the difference lemma, we
have:

Pl’?.z‘[bad] > ’ Pr?.(i—l) — Prz; |7W S [nggd] (60)
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GameT.i(A):
LauthCs LauthT < 0, Lyaiia + 0, Ecovrupt «—0
LocoH, Ly, < 0
ETokenSeLup —0
Epk «— 0
Lhash < 0
Epin <~ Q); EsetupKeys —0
Lt <0
Lsampled <~ @
hy < 7, countpactsendt < 0
bad < false
win-SUF-t < 0
(& A9(1)

return win-SUF-t

Fig. 61. Hybrid game 7.:.

obtainPinUvAuthToken-T(r%., puvProtocol, ¢, cpp):
if puvProtocol ¢ stp.puvProtocolList V sty .pinRetries = 0
hen
return (L, false)
K < sty.puvProtocol.decapsulate(c)

stp.m < 3, stp.pinRetries <— pinRetriesMax
for all puvProtocol’ € str.puvProtocolList do
| str.puvProtocol’.resetPuvToken()

m.bs <= m,.puvProtocol.pt

if K —1 then if activeyey, = true A (stp.puvProtocol.pk, ¢) # Lsetupkeys[T]
| return (L, false) r:hen o ;
stp.pinRetries < pinRetries — 1 cpt = str.puvProtocol.encrypt(K, 7. .bs)

else

];t (s; {0,1}167‘(7r5"‘b5)
9 v cpt & stp.puvProtocol.encrypt (K, pt)
w4, .puvProtocol.pk = mf..puvProtocol.pk do Let[, h] (¢, C;:h’ mtn.bs)

if ¢/ = c then

| activeye, < false

if c;h’ =cpn A ¢ =cthen

activec,, < false

L break
verifyPin <— activeyey V activec,,,
if verifyPin = true then
countactSendT $— countactSendT + 1
pinHash < st7.puvProtocol.decrypt(K, cpp,)
if ( V countacisendT > hy) A
Lsampled [stT.user] = false then

activeyey, activecph <+ true

g
for all (ﬁé,,ﬂ'éﬁ,,c’,c;h,,) ELast. T =TA

Th.Stexe < bindDone

nl..canValidate < true

mh.sid «— mh.sid || puvProtocol || ¢ || cpn || cpt || false
return (cp¢, false)

pin & P
Lyalid[StT.user] < pin
| Lsampled[st.user] < true
pinHashp < Hw (Lyaia[str . user])
if ( A countacisend < hy) V
pinHash # pinHash; then
if countacisendt = hy then

if pinHash = pinHash;, then
\; bad + true

abort

str.puvProtocol.regenerate()
stp.m < stp.m — 1
if sty.m = 0 then
authPowerUp-T (str)
return (L, true)
else
| | return (L,false)

Fig. 62. Modified CTAP 2.1+ function obtainPinUvAuthToken-T - Game 7.i.
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act act

9Send 9Send

Z Prz;[bad] > Z | Pre.i—1y — Pre; | (61)
i—1 i—1

act

4Send

> Prrjlbad] > | Pry — Pry g | (62)

i=1

Since bad has the same probability of 1/2"2 for every i € [1, 2% ], we can write:

@Bsg/2"? > | Pro — Pry g | (63)

Send

Since Game 7.0 corresponds to Game 7 and Game 7.¢25; corresponds to Game 8, we have:

@sg/2"7 > | Pr; — Prg | (64)

Game 9

In this game, A loses by causing a bad event if and only if a collision between two pinTokens
that are sent (encrypted) to A occurs. More specifically, we are only considering pinTokens
that i. are generated by an actively attacked token session 7 that gives the pinToken directly
to A, which happens only in Send-Bind-T queries, or ii. are generated by an honest execution
of Bind through an Execute query, in which case the pinToken being considered is the random
value pt that is sent in ciphertext ¢t and not the pinToken pt set as the binding state (recall
that this ¢, will be part of the session identifier).

In either case, each query to Execute or Send-Bind-T will always, at most, result in one
pinToken that is sent (encrypted) to A.

Game9(A):
Lauthc, LauthT < 0, Lyatid < 0, Leorrupt 0
LocoH; Ly, <0
LTokenSetup <~ @
Epk «— 0
Lhash < 0
Lpin <~ mx LsetupKeys <~ @
Lt 0
Lsampled <~ 0

bad <« false
win-SUF-t < 0
(&A%Y

return win-SUF-t

Fig. 63. Game 9. The flag bad in red is only used in this game, to signal when a pinToken collision happens.
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obtainPinUvAuthToken—T(ﬂ'}, puvProtocol, ¢, cpp):
stp.m < 3, stp.pinRetries «— pinRetriesMax

for all puvProtocol’ € sty .puvProtocolList do
return (L, false) | str.puvProtocol’ resetPuvToken()

%.bs < m}..puvProtocol.pt
K « stp.puvProtocol.decapsulate(c) il T
if K =L then if activeyey, = true A (st.puvProtocol.pk, c) # Lsetupkeys[T]

if puvProtocol ¢ str.puvProtocolList V str.pinRetries = 0
hen

| return (L,false) the.rfl‘ h
str.pinRetries < pinRetries — 1 1 bad then
(c’,c;h,,,,) Fcct[ﬂﬂ—%—*] L ad < true

activeyey ¢ ¢’ # ¢
active. , < c'} # Cph )
o P Cpt & str.puvProtocol.encrypt(K, m/..bs)

P
for all (77, W,;..,,C/,C;)h, ) €L st. T =T do else
if c;h =cpn A’ = c then pt & {0, l}len('rr,lr.bs)
activec,,,, < false if then
| activeye, < false L bad « true
verifyPin < activeye, V activecph

if verifyPin = true then

PinHash < stp.puvProtocol.decrypt(K, cpp,) cpt & str.puvProtocol.encrypt (K, pt)
1;Lwr,upt[stT.user] = true A Lgampled [StT-user] = false Ll 775"] i (0170;}” cpt,ﬂ'}.bs)
en =, .
pin &Ep Tp-Stexe <= bindDone

mp.canValidate < true

Ly a1id[str.user] < pin
il ) mhn.sid <= mf..sid || puvProtocol || ¢ || cpp || cpe || false

Lsampled [StT.user] < true
pinHashp < Hw(Lyana[str.user]) return (cpt, false)
if Leorrupt[str.user] = false V pinHash # pinHash, then

str.puvProtocol.regenerate()

stp.m < stp.m — 1

if sty.m = 0 then

authPowerUp-T (str)
return (L, true)
else

| return (L, false)

Fig. 64. Modified CTAP 2.1+ function obtainPinUvAuthToken-T - Game 9.

Advantage measure Since each query to Execute or Send-Bind-T creates and sends to A, at
most, one pinToken, the maximum amount of such pinTokens being created in the experiment
18 GE + GSend-
Since the pinToken is a random byte string of length 2\ (for the PIN/UV Auth Protocol
being analyzed), the maximum number of pinTokens that can possibly exist is 22},
Considering the probability of a collision between two pinTokens as 1/2%} and (g +
@send)?/2 as an upper bound for the amount of pinToken pairs, we have:

(g€ + gsend)?

Prg[bad] < s (65)
Since games 8 and 9 are identical until bad, by the difference lemma, we have:
Prg[bad] > | Prg — Prg | (66)
And, therefore:
2
(¢e + gsend) > | Prs — Pro | (67)

222+1
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Game 10

In this game, A loses if, at any point in the game, it causes a bad event, which happens when
it queries random oracle Hz with any pinToken generated throughout the experiment and
set as the binding state of some token or client session, but for which the adversary has no

information.

We maintain two new structures Ly and Ly, to keep track of all binding states about
which A has no information and of all of A’s queries to Hs, respectively.

Gamel0(A):
LauthCs LauthT < 0, Lyatia < 0, Leorrupt +
LscoH, Lagy < 0
LokenSetup < 0
Lo <0
Liash < 0
Loin + 0, £setupKeys —0
Lt 0
Lsampled < 0
Lpt < 0

bad < false
win-SUF-t < 0

0 & a0y
return win-SUF-t

obtainPinUvAuthToken-T (7%, puvProtocol, ¢, ¢pp, ):
if puvProtocol ¢ stp.puvProtocolList V stp.pinRetries = 0
hen
return (L, false)
K + stp.puvProtocol.decapsulate(c)
if K =1 then
| return (L, false)
stp.pinRetries <— pinRetries — 1
(¢ s ) = Ll i)
activeyey ¢’ # ¢
activec,;, ¢ ¢, # Cpn

c’,c;h,,, )€ L st. T =T do
if C;;h =cpn A¢ =c then
L activec,, « false
L activeye, < false
verifyPin < activeye, V activecph
if verifyPin = true then
pinHash < stp.puvProtocol.decrypt(K, cpp,)
if Lcorrupt[str.user] = true A Loampled[str.user] = false
hen
pin &p
Lyald[str.user] < pin
Lsampled [St7-user] « true
pinHashp < Hw(Lyaiid[st7.user])
if Leorrupt[str.user] = false V pinHash # pinHash; then
str.puvProtocol.regenerate()
stp.m < stp.m — 1
if sty.m = 0 then
authPowerUp-T(str)
return (L, true)
else
| return (L, false)

5! !
for all (wé,,m%,,

AdvH3 (u1):

v Ha(u1)
if then
L bad « true

return v

stp.m < 3, sty.pinRetries <— pinRetriesMax
for all puvProtocol’ € stp.puvProtocollList do
| str.puvProtocol’.resetPuvToken()
mh.bs 7. puvProtocol pt
if activeyey = true A (sty.puvProtocol.pk, ¢) # Lsetupkeys[T]
then

if 7r§mbs € Lpt then

[ abort

Lpt < Lpr U {W%.bs}

Cpt & str.puvProtocol.encrypt(K, 77..bs)
else
pt & {0, 1}lcn(1r§~.bs)
if pt € Lot then
[ abort ~
Lot < Lpt U {pt}
if then
L bad « true

cpt & stp.puvProtocol.encrypt(K, pt)

| Lalam] € (e, cprmhbs)

Tip.Stexe <— bindDone

ﬂ}.canVaIidate 4 true

mhsid « whsid || puvProtocol || ¢ || cpn || cpt || false
return (cp¢, false)

/
ph

Fig. 65. Game 10. The flag bad in red is only used in this game.

Advantage measure At this point in the game, A has no information about any binding
state that results from Execute queries or Send-Bind-T queries where it behaves passively,
because in these circumstances the c,; given to A no longer contains any information about



mi.bs. Therefore, we can upper bound the amount of binding states that can cause the bad
event as (¢e + Gsend)-

Let g3, be the maximum amount of queries A performs during game 10. Given that the
maximum amount of pinTokens that can possibly exist is 22*, we know that:

PrlO[bad] S #; (QE + QSend)/QQ/\ (68)

Since games 9 and 10 are identical until bad, by the difference lemma, we have:

Prlo[bad] 2 ’ Prg — Pl’lo | (69)
And, therefore:

@rs (GE + Gsend) /2% > | Prg — Pryg | (70)

Game 11

In this game, when A delivers a message M and a tag ¢ to a token session 7% that finished
Bind passively (7% did not finish Bind through an active Send-Bind-T query) by querying
oracle Validate-T, the challenger always rejects, provided M and t were not output by any of
7i’s partner (if it has one), the partner was not compromised and the pin associated with 7
was not corrupted. In sum, given M and t that would result in A winning the experiment,
the challenger rejects instead, making it impossible for A to win by forging a message tag
and delivering it to any token session. We flag this event by creating a bad event bady;.

Gamell(A): Token-Win-SUF-t (7,4, M, t,d):
Lauthcs LauthT 0, Lyalia < 0, Leorrupt < 0 if d # accepted then return 1
LscoH, Ly, < 0

LTokenSetup —0

Epk 0

Lhash 0

Epin — (Av EsetupKeys <~ (A
Lo 0

Esamp\ed <~ w

Lot <0

Lbs, £H3 «— 0

win-SUF-t < 0
0 &A00™)

return win-SUF-t

if 3(C1,51), (Ca,j2) st (C1,51) # (Ca, j2) and 7 stexe =
Jc?z.stexe = bindDone

nd wgl.sid = ﬂé:‘;.sid then return 1

if H(Tl,il), (Tg,ig) s.t. (Tl,il) # (Tg,iz) and ‘n’;}l Stexe =
%.stev><e = bindDone
nd 77 sid = 7773 .sid then return 1

(C, j) < tokenBindPartner(T, 1)
if (C,j, M,t) & Lautnc then

if w%.pinCorr = false then

if (C,j) = (L, L) or w,.compromised = false then
| return 1

return 0

Fig. 66. Game 11 and modified function Token-Win-SUF-t.

Notice that, after Game 9, every token session that finishes Bind has at most one partner.
Indeed, for two sessions 7, and 7% to be partnered, they must have finished binding and
have matching sid values (77,.sid = 74.sid). The sid, after binding is completed, is mainly a
concatenation of the Bind session’s client and token ECDH public keys ¢ and pk, the pinHash
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Auth-C (C, j, M): Validate-T (T4, M, t, d):

if ﬂ‘é —1 or Tré‘stexe # bindDone or if 71'5'1 =1 or 7r"'T4stexe # bindDone or wémisVaIid = false then
hgisvalid = false then L return L
return L ) ! i
(M,t) & auth-C(x%,, M) f.;atus — vaIldate—T(ﬂT;;]]:T, t,d)
Lauthc = Lauthc U {(C, 4, M, )} nu en
return (M, t) if then
if then
if then

I

return
if status = accepted then
| win-SUF-t < Token-Win-SUF-t(T\ i, M, t,d)
return status

Fig. 67. Modified Auth-C and Validate-T oracles - Game 11.

ciphertext c,;, and the pinToken ciphertext c,,. Since we have eliminated collisions of client
ECDH public keys ¢ in Game 3, we know that every client session sid is unique. For token-side
sid values on the other hand, it is still possible that two or more token sessions of the same
token T had the same c¢ delivered to them by A and the same token ECDH public key for
multiple Bind sessions (since the same token can reuse the same public key), which means
avoiding collisions between token public keys is not enought to guarantee a unique sid for
each token session.

However, in Game 9, we have also eliminated collisions between every pinToken that is
encrypted into a ciphertext ¢, and sent to A in Execute or Send-Bind-T queries, which
means that c,; can never repeat for the same c and pk, as long as the underlying symmetric
encryption scheme SKE is correct. Therefore, every token session 7% also has a unique sid.

This is an important observation, as it gives a guarantee that if a token session 7% has a
partner 7%, then ﬂ%« is its unique partner.

After Game 8, it is also always the case that every token session where bad;; can happen
must have finished Bind passively, through an Execute query or a passive Send-Bind-T query.
Indeed, after Game 8, A can no longer actively attack a token session 7% via the Send-Bind-T
oracle without corrupting the pin. However, if A does corrupt the pin, then she can never
cause badiy, i.e., can never win the game via a valid forgery against any session of token 7.

Therefore, only passive executions of Bind can create token sessions where bad;; can hap-
pen. This also gives us an additional guarantee that such sessions always have a binding state
sampled uniformly at random, since these binding states were never checked for collisions in
Game 9 because they are never transmitted to A. [[']

Reduction to the SUF-CMA security of MAC To bound A’s advantage against Game 11,
we consider an adversary Bi; simulating Game 11 and fix a value nts for the maximum
amount of token sessions that finished Bind passively. Then, By, guesses at random in which
token session bady; will happen first. We refer to that target session as 74 -

17 This guarantee is especially significant when considering the proof for the original CTAP 2.1, since it allows to
bound A’s advantage by reducing to the SUF-CMA security of MAC.
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If A ever queries Compromise on the client session that is partnered with 77, .., then
the simulation aborts, since it is now impossible to cause bad; on the target session 77, ger

(recall that if Wé.compromised = true, then A can never win via a valid forgery against its
partner token session).

Whenever A queries the Auth-C oracle with a message M such that 7% is the partner of
the target session 74, B calls the Oaun oracle to obtain a challenge tag ¢ for M, and
returns (M, t) to A.

Whenever A queries the Validate-T oracle with message M and tag ¢ such that 7% is
the target session 77,4, Bi1 immediately returns M and t to its challenger and ends the
simulation. If 7% is not the target session, B;; continues simulating Game 11 until either A
queries Validate-T for session 7T%target or bad;; happens.

It is not hard to see then, that if bad; ever happens in the target session 7 per, Bi1
always wins the SUF-CMA game by returning the (M, t) given to W%«Vtarget by A in a Validate-T

query.

B11(A, Oputh, Over):
LauthCs LauthT 0, Lyaiia <+ 0, Lcorrupt «—0
LscpH; L3y < 0
LTokenSetup —~0
[fpk A @
Lpash < 0
[/pin <~ w7 [/setupKeys <~ w
L+ 0
['sampled — @
Lot <0

guess & {0,...,n1s — 1}

Lrs < 0, (Mchal, tehar) <+ (L, L)
win-SUF-t - 0

0 & 400

return (M, tehal)

Fig. 68. Adversary Bi1’s simulation of game 11.

Advantage measure The advantage of By; against the SUF-CMA security of MAC can be
calculated as:

Pry1[bad
AdvUEMA (3, ) > Prulbadu] (71)
nTs

nts Adviac A (Bi) > Pri[bady] (72)

Since games 10 and 11 are identical until bady;, by the difference lemma, we have:
Pru[badu] Z | Pr10 — Prn | (73)

Thus, we have:

nrs AdvicMA(By1) > | Pryg — Pryy | (74)
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Auth-C (C, j, M): Validate-T (T4, M, t,d):

iy ﬂé R ﬂé'Stexe 7 bindDone or ﬂé'isva“d = false then if mh, =1 or mk,.stexe # bindDone or 7k isValid = false then
Lv return L T L

Tp targer < £T5[guess — 1] (©.5

if 7l e #L A (C,4) = tokenBindPartner(7, ) then if 7}, = Ls[guess — 1] then

it (Mehals tehal) < (M, t)

| (M,1) < Opnun(M)

return
else . ) clse
| (M,t) & auth-C(x,, M) . -

; status < validate-T (7}, M, t,d
Lauthc + Lautnc U {(C. 4, M, 1)} L (i, M, t, d)
if then

return (M,t) .

if then

Compromise (C, j): if then
if ﬂ‘é =1 or wé.stexe # bindDone then if then
[ return L M . Mot
T carger < L7sguess — 1] (Motal, teral) £ (M)
iLf T target #1 A (C,j) = tokenBindPartner(T, i) then return
J abort X if status = accepted then

m¢:-compromised = True | win-SUF-t  Token-Win-SUF-t(T, i, M, t, d)
return 77,.bs return status

Fig. 69. Modified Auth-C, Validate-T and Compromise oracles simulated by badi;.

obtainPinUvAuthToken-T(w%., puvProtocol, ¢, cpp ):

if puvProtocol ¢ stp.puvProtocolList V stp.pinRetries = 0 str.m < 3,stT4p|anietr|es - plnRetrlesMax
then for all puvProtocol’ € stp.puvProtocollList do

return (L, false) | str.puvProtocol’.resetPuvToken()

i .bs < w..puvProtocol.pt
K < stp.puvProtocol.decapsulate(c) s T
if K —| then if activeyey, = true A (st7.puvProtocol.pk, ¢) # Lsetupkeys[T]

then
| return (L, false) e
stp.pinRetries <— pinRetries — 1 if 77.bs € L then
(sl ) = Lerlorel] | abort
P , Lpt < Lpt U {h..bs}
activerey < ¢’ # ¢ N i
activec,, < ¢, # Cpn ) cpt < stp.puvProtocol.encrypt(K, 7%..bs)
P else )
for all (wé,,w;:,,c’,c;h,,, ) €L st. T =T do ot & {0, 1}en(nf bs)
if C;;h =cpn A¢ =c then if pt € Ly then
activec,, + false | abort
L activeye, < false Lot + Lot U {pt}
verifyPin <— activeye, V activec,, if 77,.bs € L£,, then
if verifyPin = true then [ abort v
pinHash < str.puvProtocol.decrypt(K, cpp,) Lps = Lps U {mf.bs}
ifhﬂcorrupt [sty.user] = true A Lsampled [st7.user] = false ot & str.puvProtocol.encrypt(K, t)
o e Lalm] e (¢, cpr. wipbs)
. i
Lyalid[str.user] < pin Lrs = Lrs U{mp}

L, L
Lsampled [StT-user] « true Ty Stexe <= bindDone

pinHash- < Hy (Lyalia[str.user]) w%.canVaIid‘ate <+ true
if Leorrupt[str.user] = false V pinHash # pinHash, then mh.sid <= wh..sid || puvProtocol || ¢ || cpn || cpt || false
sty .puvProtocol.regenerate() return (cpt, false)

str.m —stp.m —1

if stp.m = 0 then
authPowerUp-T (str)
return (L, true)

else

| return (L, false)

Fig. 70. obtainPinUvAuthToken-T function simulated by Bii.
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Since each token session can finish Bind passively only in Execute and Send-Bind-T queries,
we know that nts < gg + ¢send. Therefore:

(ge + gsend) AdVEAUAFc_CMA(Bn) > | Prip — Pryy | (75)

Game 12

In this game, when A delivers a message M and a tag t to a client session Wé by querying
oracle Validate-C, the challenger always rejects, provided M and t were not output by ﬂé’s
partner, 7% was not compromised and the pin associated with Wé’s partner was not corrupted.
In sum, given M and ¢ that would result in A winning the experiment, the challenger rejects
instead, making it impossible for A to win by forging a message tag and delivering it to any
client session. We flag this event by creating a bad event badi,.

Gamel2(A): Client-Win-SUF-t (C, j, M, t):
Lauthe; LauthT = 0, Luatia < 0, Leorrupt < 0 ,
LsCDH; ‘CHQ «— 0 if 3(01,j1), (Cz,jz) s.t. (Cl7jl) #* (Cz,jz) and 7\'Jcl1 Stexe =
gTokjiSatup 0 1022 .Stexe = bindDone
g::sh —0 nd 71'7C1l sid = ﬂ'g"zsid then return 1
Kpin — (Da EsetupKeys — (D . . . . X i1
25 T, -Stexe =
Lo+ 0 if 3(T1,41), (T2,42) s.t. (Th,11) # (Te,i2) and = | -Stexe
Lsamp\ed —0 %.Stexe = bindDone
gpt ; 0 ¢ nd wéll.sid = 7riT22 .sid then return 1
bs; ~H3
badi; « false (T, 1) < clientBindPartner(C, j)
win-SUF-t < 0 if (T,i,M,t) ¢ Lyynt then
0 & AC (1) if 77,.compromised = false then

if mi, pinCorr = false then

return win-SUF-t
| return 1

return 0

Fig. 71. Game 12 and function Client-Win-SUF-t modifications.

Validate-C (C, j, M, t): Auth-T (T4, M):
if 7/, =1 or 7, .stexe # bindDone or 7,.isValid = false then if mh. =1 or 7}..stexe # ValidateCmd or %..isValid = false
[ return L hen
retlélrn 1 )
status < validate—C(wé, M, t) (M, t) ¢ auth-T(n7,, M)
if then LauthT = Lautht U (T3, M, )}
if then return (M, t)
if then
if then
return

if status = accepted then
| win-SUF-t + Client-Win-SUF-t(C, j, M, t)
return status

Fig. 72. Modified Auth-T and Validate-C oracles - Game 12.
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Reduction to the SUF-CMA security of MAC As was the case in Game 11, we bound
the probability of A winning against Game 12 by reducing to the SUF-CMA security of the
underlying MAC.

We consider an adversary By, against the SUF-CMA game that simulates Game 12 and fix
a value ncs for the maximum amount of client sessions that finish Bind with a token session.
Then, Bis guesses at random in which client session bad;s will happen first. We refer to that
session as ﬂ—é’,target‘

If A ever queries Compromise on ﬂé’target, then the simulation aborts, since it is now
impossible to cause bad;s on the target session 7rétarget (recall that if 77,.compromised = true,
then A can never win via a valid forgery against ﬂé)

Whenever A queries the Auth-T oracle with a message M such that i is the partner of
the target session 7rjc7target, By calls the Opyn oracle to obtain a challenge tag t for M, and
returns (M, t) to A.

Whenever A queries the Validate-C oracle with message M and tag ¢ such that Wé is
the target session chvtarget, B, immediately returns M and ¢ to its challenger and ends the
simulation. If ﬂé is not the target session, B2 continues simulating Game 12 until either A
queries Validate-C for session W]c*,target or badis happens.

It is not hard to see then, that if bad;s ever happens in the target session ﬂ-é’,target’ By
always wins the SUF-CMA game by returning the (M, t) given to Wé@rget by A in a Validate-C
query.

Bi2(A, Opuths Over): Execute (T,1,C, j):

LauthCs LauthT < 0, Lyalid <+ 0, Leorrupt < 0 piny < Lyalid[str.user]

Lscom, L34, < 0 if sty =1 or . #1 or ), #L or piny =L then

ﬁTokenSetup —~0 [ return L

Epk —0 7l'§~ < stp

Lpin < 0, LsetupKeys < @ trans, mc, my L

Lot 0 Lalrl, mh] < (L, 1, 1)

ﬁhash “ ?_ ; while 72, stexe # bindDone do

‘c?tmjiw@ mr (‘%— Bind—T(n’%,mc)

badi1 < false me & Bind-C(nl,, U, mr)
trans < trans || mr || mo

guess < {0, ...,ncs — 1} Lcs + Les U{r}

Les 0, (Mehal, tehat) ¢ (L, L) for all i’ # i and 7} #£1 do

win-SUF-t < 0

| il isValid « false

5 A0 (1A
0 & AZ(1%) return trans

return (Mcpay, tehal)

Fig. 73. Adversary Bi2’s simulation of game 12.

Advantage measure The advantage of By, against the SUF-CMA security of MAC is upper
bounded by:

> Pl’lg [badlg]

Adviac ™A (Bi2) (76)

ncs
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Validate-C (C, j, M, t): Auth-T (T4, M):

if ﬂé =1or wé.stexe # bindDone or wé.isVaIid = false then if 775.% =1lor W%-Stexe # bindDone or w}.isVaIid = false then
[ return L L return L
fré,_'mrget + Lcs[guess — 1]
if 77, = Lcs[guess — 1] then if wg}‘target #1 A (T,i) = clientBindPartner(C, j) then
(A'Ichal- tcha\) — (A'Jv t) ‘ (4“‘\'1«, t) < Oputh (1\[>
return else )
else _ i | (M,t) & auth-T(n%, M)
L status < validate-C(n(,, M, t) LawthT — Lauth U {(T, 3, M, )}
if then return (M, t)
if then
if then Compromise (C, j):
if then if 7, =L or m},.stexe # bindDone then
[ return L
(Mchal, tehal) + (M, t) if 7, = Lcs[guess — 1] then
return [ abort
return w},.compromised = True

if status = accepted then
| win-SUF-t < Client-Win-SUF-t(C, j, M, t)
return status

J
return 7, .bs

Fig. 74. Modified Auth-T, Validate-C and Compromise oracles simulated by Bis.

ncs Adviri™A(By5) > Pryy[badiy] (77)

Since games 11 and 12 are identical until bad;, happens, by the difference lemma, we
have:

Prlg[badlg] Z ’ PI’H — Pr12 | (78)

Thus, we have:

nes Advpac " (Biz) > | Prip — Prg | (79)

Since each client session can finish Bind only in Execute queries, we know that ncs < gg.
Therefore:

qe AdvaUAFC'CMA(Blg) > | Prig — Pryy | (80)

Final Analysis

Note that, at this point, A cannot win against Game 12, since it must be able to win via one
of the four conditions in Token-Win-SUF-t or one of the three conditions in Client-Win-SUF-t.

Win via Token-Win-SUF-t Condition 1 of Token-Win-SUF-t (d = 0) is always false, since
Token-Win-SUF-t is only called after a validation from the Validate-T oracle is successful,
which is dependant on the user decision bit d.

Conditions 2 and 3 of Token-Win-SUF-t will also never be true. Indeed, since collisions
between both client and token sid values have been ruled out in Game 9, it can never be the
case that two different client or token sessions have the same sid. Thus, these conditions are
always false.
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Condition 4 of Token-Win-SUF-t is also always false. Recall that, for A to win, it must give
a pair (M, t) to the Validate-T oracle for a token session 7 and (M, t) must pass validation.
Additionally, 7%, must not have had its pin corrupted, and either not have a partner or have
a unique partner that was not compromised. In the latter case, (M,t) must also not have
been output by that partner.

Indeed, if the target 7% which is validating (M,t) from A has a (unique) partner w2,
then A hasn’t actively attacked 7 during the Bind session, and therefore has no information
whatsoever about the pinToken, since the experiment no longer transmits the encrypted
pinToken in passive Bind sessions.

If A actively attacked 7 by performing a Bind session itself, in order to attempt to
obtain the pinToken, the experiment always rejects, provided the pin was not corrupted. If it
was corrupted, then A can never win against any session of that token. This eliminates the
attack where A simply guesses the pin.

A can also never get any information whatsoever about the pin without corrupting the
user U to which it belongs, since no pin is ever sampled before A either corrupts the user or
atempts to guess the pin for the first time by querying Send-Bind-T, and all ciphertexts ¢,
and ¢, transmitted by a client to a token have constant values.

Finally, A can never win by correctly forging a tag ¢, since the token session always rejects
any valid forgery attempt from A.

Win via Client-Win-SUF-t Conditions 1 and 2 are identical to conditions 2 and 3 from
Token-Win-SUF-t, so they are always false.

Condition 3, similarly to condition 4 of Token-Win-SUF-t, is also false, since A can never
learn anything about the pinToken used to authenticate messages to any client session without
corrupting a pin or compromising the session itself, and can never win by actually submitting
a valid forged tag t because the client session always rejects such an attempt.

Advantage measure Given that A can no longer win against Game 12, we have:

PI’12 =0 (81)

Note that the running times of all adversaries are close to that of A.
This completes the proof.
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