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Abstract. In this paper, we study preimage resistance of the SHA-3
standard. We propose a squeeze meet-in-the-middle attack as a new
preimage attack method for the sponge functions. This attack combines
the squeeze attack and meet-in-the-middle attack, and is implemented
by internal differentials. We analyze the inverse operation of the SHA-3
round function, and develop a new target internal differential algorithm
as well as a linearization technique for the Sbox in the backward phase. In
addition, we propose the concept of a value-difference distribution table
(VDDT) to optimize the attack complexity. These techniques lead to faster
preimage attacks on five (out of six) SHA-3 functions reduced to 4 rounds,
and also bring preimage attacks on 5 rounds of four SHA-3 instances. The
attack techniques are verified by performing practical preimage attack
on a small variant of 4-round KECCAK.

Keywords: Hash Function - SHA-3 - Preimage Attack - Internal Differ-
entials - Linearization - Meet-in-the-Middle

1 Introduction

The KECCAK hash function, designed by Guido Bertoni, Joan Daemen, Michaél
Peeters, and Gilles Van Assche [2], emerged victorious in the SHA-3 (Secure Hash
Algorithm-3) competition conducted by the National Institute of Standards and
Technology (NIST) in the United States. In 2015, NIST released the final version
of the SHA-3 standard [9]. The SHA-3 family consists of four cryptographic
hash functions, called SHA3-224, SHA3-256, SHA3-384 and SHA3-512, and two
extendable-output functions (XOFs), called SHAKE128 and SHAKE256, capable of
generating digests of variable lengths.

* Supported by the National Key R&D Program of China (No. 2024YFA1013000), the
National Natural Science Foundation of China (Grant No. 62122085 and 12231015),
the Strategic Priority Research Program of the Chinese Academy of Sciences under
Grant XDB0690000 and the Youth Innovation Promotion Association of Chinese
Academy of Sciences.



The SHA-3 function, to say, KECCAK, employs a sponge construction that
accommodates messages of varying lengths for hash function inputs. The mes-
sage undergoes padding and is then divided into uniform-sized message blocks.
The 1600-bit initial state of KECCAK is XORed with the first message block,
followed by 24 rounds of the KECCAK-f permutation applied to update the
state and XORing of subsequent message blocks until absorption is com-
plete. Finally, a final 24-round KECCAK-f is applied to the state, and selected
state bits are extracted as the resulting digest. Since its introduction in 2008,
KEccAK has emerged as a crucial hash function, undergoing extensive secu-
rity analysis, including evaluations of preimage resistance and collision resis-
tance [1BI6I7IT22428 50 TI29/25/30].

In this paper, we focus on examining the security of the SHA-3 family against
preimage attacks. A preimage attack is to find a message that has a specific hash
digest. In the literature, the linear structure [T2T6/T5I26IT7IT4/T8| is one of the
major cryptanalytic tools for security evaluation of SHA-3 against preimage
resistance. In 2016, Guo, Liu and Song [12] introduced the linear structure tech-
nique to linearize several rounds of KECCAK and derived preimage attacks on up
to 4 rounds of KECCAK. Building on Guo et al.’s framework, Li and Sun [T6JI5]
improved preimage attacks by the cross-linear structure and allocating approach.
Further improvements in this line were proposed in [26JT7/T4T8].

In 2021, Dinur [5] devised a polynomial method-based algorithm for solving
multivariate equation systems and obtained preimage and collision attacks on 4-
round variants of KECCAK, including the existing best known preimage attacks
on 4-round KECCAK-384 and KECCAK-512 with complexities of 2374 and 2502
bit operations respectively.

In 2011, an MITM attack on 2-round KECCAK was given by Naya-Plasencia
et al. [22]. They computed the inverse of one round KECCAK from the target
and obtained partial internal states. Then, after dividing the message block into
many independent parts, the authors computed forward independently for each
part until the known internal states and filter the messages. In 2023, Qin et
al. [25] introduced a framework of MITM preimage attacks on sponge-based
hashing, where two independent forward chunks are applied (without backward
chunk). Starting from the r-bit outer part determined by the last message, the
two neutral sets compute independently forward to the m-bit matching point,
which is an m-bit deterministic relation on the two neutral sets by partially
solving the inverse of the permutation from the n-bit target. With the help of
linear structure technique, Qin et al. [25] presented an MITM preimage attack
on 4-round KECCAK-512.

In addition, Bernstein [I] and Chang et al. [3] used algebraic techniques to
speed up a brute-force (second) preimage search for up to 9 rounds of KECCAK.
However, the best known preimage attacks on the SHA-3 functions with more
than a tiny advantage over a brute-force search currently only reach 4 rounds.

Our Contribution. Different from the attacks mentioned above, we consider
the first application of internal differentials to preimage attacks on SHA-3. In-
ternal differential was initially developed by Peyrin [23] in the cryptanalysis of



Grgstl hash function. In 2013, Dinur, Dunkelman and Shamir [6] described a
squeeze attack and conducted collision attacks on up to 5 rounds of SHA-3 by
utilizing generalized internal differentials. In the work of Dinur et al., a useful
algorithm, called target internal difference algorithm (TIDA), was developed for
constructing 1-round connector of internal differentials. Recently, Zhang, Hou
and Liu [29)30] proposed the conditional internal differentials and improved the
target internal difference algorithm by probabilistic linearization. With the help
of these methods, Zhang et al. presented collision attacks for the SHA-3 functions
reduced to up to 6 rounds. Inspired by the work of Dinur et al. [6] and Zhang et
al. [29130] on internal differential collision attacks, we propose a new framework
for preimage attacks, which combines the squeeze attack with MITM attack
and makes use of internal differentials. It brings preimage attacks on the SHA-3
variants up to 5 rounds. The main contributions are summarized as follows.

Squeeze meet-in-the-middle attack. Launching a meet-in-the-middle at-
tack on sponge function essentially involves searching for a collision at the capac-
ity part in both forward and backward directions. Squeeze attack is an effective
method for collision attack. We propose the squeeze meet-in-the-middle attack
by combining these two approaches, and utilize internal differentials to facilitate
the squeezing process. The attack consists of three phases: forward phase, back-
ward phase, and collision phase. Each of the first two phases consists of a TIDA
stage and collecting messages stage.

Inverse internal differentials. We introduce inverse differential transition
conditions on the KECCAK Sbox and use it to constrain the initial message space.
Combined with the linearization technique for the inverse of Sbox developed in
this paper, the complexity of the backward phase in the attack is reduced.

Backward target internal difference algorithm. In the backward phase
of the attack, we link the internal differential characteristics starting from the
penultimate round to the initial message space by randomly selecting the last
block and modifying the value of the second-to-last block. In Backward-TIDA,
we also introduce a value-difference distribution table (VDDT) to speed up the
construction of the connector.

The results of our attacks on SHA-3 are summarized in Table [l with a com-
parison of the related previous work. We present the first 5-round preimage
attacks that are much faster than a brute-force searctf] for four SHA-3 func-
tions, SHAKE128, SHA3-224, SHA3-256 and SHAKE256, with complexities of 2100-3
KECCAK computations, 221693 bit operations, 22432 bit operations and 225433
bit operations, respectively. We also obtain the best known 4-round preimage
attacks for five SHA-3 functions, SHAKE128, SHA3-224, SHA3-256, SHAKE256 and
SHA3-384, with complexities of 2815 21355 9151.5 9151.5 anq 22778 KECCAK
computations, respectively. Besides, our 4-round and 5-round preimage attacks
on the two XOFs are valid for SHAKE128(M, 256) and SHAKE256(M, 512), which
support the strongest collision resistance and are adopted in the pre-hash signa-

3 An evaluation of the KEccak hash function is assumed to require thousands of bit
operations (see also [3I5]), so the complexity of a brute-force search over 2¢ messages
is significantly larger than 2 bit operations.



Target [Rounds[Complexity[ Attack method [ Reference

4 2221 Rotational cryptanalysis [19]

4 2217f |Solving polynomial systems [5]

4 2213 Linear structure [13]
SHA3-224| 4 2207 Linear structure [15]

4 2192 Linear structure [14]

4 21855 Internal differential Section

5 2216.031 Internal differential Section |6.2

4 2752 Rotational cryptanalysis m

4 2251 Linear structure [13]

4 22461 19olving polynomial systems [5]
SHA3-256| 4 2239 Linear structure [15]

4 2218 Linear structure [14]

4 21515 Internal differential Section

5 2254.331 Internal differential Section |6.3

3 2322 Linear structure M

4 2378 Rotational cryptanalysis [19]
SHA3-384) 23741 |Solving polynomial systems [5]

4 22778 Internal differential Section

3 2°012 Internal differential Section [B]

3 2182 Linear structure [13]
SHA3-512| 4 2506 Rotational cryptanalysis [19]

4 2504.58 MITM [25]

4 25921 |Solving polynomial systems [5]

4 2106 Linear structure [13]
SHAKE128| 4 2815 Internal differential Section

5 21005 Internal differential Section [6.1

4 2251 Linear structure M

4 2239% Linear structure [15]
SHAKE256 4 21515 Internal differential Section

5 2254.331 Internal differential Section |6.3

¥ The complexity is calculated by bit operations.
# The attack target is SHAKE-X(M, d) with the digest length d = X,
and the complexity will increase by a factor of 2¢7* for d > X.

Table 1: Comparison of preimage attacks on round-reduced SHA-3

tures of the post-quantum digital signature standards ML-DSA [20] and SLH-
DSA |21]. To the best of our knowledge, this is the first time that a preimage
attack is shown for these SHAKE instances.

The attack techniques are demonstrated by implementing a practical preim-
age attack on a small variant of KECCAK, i.e., KECCAK[r = 704, c = 96, n, = 4].

Organization. The rest of the paper is organized as follows. In Section [2] we
describe the SHA-3 hash function. In Section [3] we propose the squeeze meet-
in-the-middle attack. In Section [d we list the notations used in this paper and



review the internal differentials. Section [5] presents the framework of our attacks,
followed by detailed explanations over our techniques. The results of our attacks
are given in Section [f] We conduct experiments for verifying our attacks in
Section [7] and conclude the paper in Section

2 Description of SHA-3

In this section, we give a brief description of the sponge construction and the
SHA-3 hash function, i.e., the KECCAK hash function. Subsequently, the security
strengths of SHA-3 instances are given.

2.1 The Sponge Function

The sponge construction is a framework for constructing hash functions based
on permutations. The sponge construction proceeds in two phases: absorbing
phase and squeezing phase, as shown in Figure [I The message is firstly padded
by appending a bit string of 10*1, where 0* represents a shortest string of 0’s so
that the length of padded message is multiple of , and cut into r-bit blocks. The
b-bit internal state is initialized to be all zeros. In absorbing phase, each message
block is XORed into the first r bits of the current state, and then applying a
fixed permutation to the entire b-bit state. The sponge construction switches to
the squeezing phase after all message blocks are processed. In this phase, the
first r bits of the state are returned as output and the permutation is applied in
each iteration. This process is repeated until all d bits digest are produced.
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Fig. 1: The sponge construction

2.2 The Keccak Hash Function

The KECCAK permutation has 24 rounds, which operates on the 1600-bit state
that can be viewed as a 3-dimensional array of bits. One bit of the state at



position (x,y, z) is noted as A[z][y][z], where 0 < z,y < 5 and 0 < z < 64. The
designers of KECCAK defined the following naming conventions: A[-][y][z] is a
row, Alz][-][z] is a column, and Alz|[y][-] is a lane; A[z][-][] is a sheet, A[-][y][]
is a plane, and A[-][]][z] is a slice.

There are five mappings in each round of the permutation:

6 :Ale]lylle] « Al]lyllz] + Y Ale = U] + Y Ale + 11y [= — 1].

=0 =0

p Alz][yllz] < Alx][y][z + T (z,y)], where T'(z, y) is a predefined constant.

wadlalll] Al where (7)< (55)- ().

x Alzllyllz] « Alz]lyl[z] + (~(Alz + 1[y][2])) A Alz + 2][y][z].
t:A < A+ RCi,],where RC[i,] is the round constants.

The addition and multiplication are in GF(2). Since we analyse round-
reduced variant with at most 5 rounds, we only give the first four
round constants: 0000000000000001, 0000000000008082, 800000000000808a,
8000000080008000 (given in hexadecimal using the little-endian format).

2.3 Instances of SHA-3

The four instances of SHA-3 family named SHA3-d are defined from KECCAK]c]
by appending a two-bit suffix ‘01’ to the message, where b = 1600, ¢ = 2d and
d € {224,256, 384,512}. After that, the padding of KECCAK is applied. SHAKE128
and SHAKE256 are two XOF instances with the capacity ¢ = 256 and 512 respec-
tively, and the original message M is appended with an additional 4-bit suffix
‘1111’ before applying the padding rule. The suffixes “128” and “256” indicate the
security strengths that these two functions can generally support. We summarize
specifications and security strengths of the SHA-3 functions in Table

Function Rate|Capacity |Output Security Strengths in Bits
Size Size Size Collision Preimage |2nd Preimage
SHA3-224| 1152 448 224 112 224 224
SHA3-256 | 1088 512 256 128 256 256
SHA3-384 | 832 768 384 192 384 384
SHA3-512| 576 1024 512 256 512 512
SHAKE128 | 1344 256 d min(d/2,128)|> min(d, 128)| min(d, 128)
SHAKE256 | 1088 512 d min(d/2,256)|> min(d,256)| min(d,256)

Table 2: Specifications and security strengths of SHA-3 functions



3 Squeeze Meet-in-the-Middle Attack

In this section, we first recall Dinur et al.’s squeeze attack, then describe a
generalized framework, called squeeze meet-in-the-middle attack.

3.1 Squeeze Attack

Dinur et al. [6] employed a method for collision attack on KECCAK by focusing on
a specific subset of outputs to find hash function collisions. It describes how, by
limiting outputs to a smaller subset and considering the probabilities of inputs
leading to these outputs, one can potentially find collisions more efficiently than
traditional methods. This strategy is called a squeeze attack.
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Fig.2: A Squeeze Attack on 4-round SHA3-384

To illustrate this attack, assume that the hash function F' maps a set S of
possible inputs into a set D of possible outputs. By the birthday paradox, we
have to try a subset S’ C S of size |D|'/2. We consider a subset D’ of D, where
|D’| = q|D|, and the probability of picking an input in S’ whose output is in
D’ is p. To find a collision in D’, the number of inputs in S’ we have to try is
(¢*/?/p)|D|*/?. When the mapping is random, p = ¢, making this attack worse
than the birthday bound for all D’ which are smaller than D. If we can exploit
some non-random behavior of the hash function in order to find sets S’ and
D’ for which p? > ¢, we can get an improved collision finding algorithm. This
is called a squeeze attack, as we are forcing a larger than expected number of
inputs to squeeze into a smaller subset of possible outputs where collisions are
more likely. Figure [2| shows the collision attack on 4-round SHA3-384 in [6].

3.2 Squeeze Meet-in-the-Middle Attack

In the sponge hash function, the meet-in-the-middle attack can be used to recover
the original preimage of any digest H. For example, in the attack on SHA-3,
given a digest H of length d-bit (¢/2 < d < 1600), first fill it with all ‘0’ bits



or random bits to a 1600-bit state H. Then we use three blocks of message
My||M;||M; to perform the meet-in-the-middle attack. Set the value set of the
capacity part to D. Randomly select multiple My and My and calculate f(My)
and f~1(f~1(H) ©@ M>). The projections of f(Mpy) and f=*(f~1(H) ® Ms) in
the capacity part are stored in sets Dy and Dg respectively, where Dy, and Dpg
are subsets of D. We employ hash table technique to exhaustively search the
elements in Dy, and Dg until we find two values f(M) and f=(f~*(H) ® M>)
with the same value in capacity part. Finally, modify the value of M; to make
f(Mo)® M, = f~1(f~1(H)® M), so Mo||M|| M is a preimage of H. According
to Sasaki’s analysis in [27], if the sizes of Dy, and Dpg satisfy |Dp| x|Dg| = |D| =
2¢, the attacker can perform the above meet-in-the-middle attack with a success
probability of 0.63, which is also the success probability of the preimage attack by
exhaustive search. When | Dy | = | Dg|, the attack takes the minimum complexity
of 2¢/2+1 This attack does not undermine the security strength of c/2.

In this paper, we combine the squeeze attack with the meet-in-the-middle
attack and propose a new preimage attack method. Consider a subset D’ of D,
where |D’| = ¢|D|, along with the input subset S} of f and input subset S% of
f~!. The outputs of S} and S} on the capacity part are filtered and stored in
the subsets D} and D', of D', respectively, with probabilities p;, = 271 and
pr =252, Set |D} | = 2™, |D}| = 2m2, if 272 = |D'| = ¢ - 2, the adversary
can also launch a meet-in-the-middle attack with a success probability of 0.63.
The total complexity of the attack is 251+t 4 2K24n2 and the minimum value
ql/? . 2+ Ka+) /241 g taken when K + ny = Ko + no. If we can exploit some
non-random behavior of the hash function in order to find set 57, Sj and D7, D%,
for which K7 + K> +2 < log,(1/q), we can get an improved preimage recovering
algorithm. This is called a squeeze meet-in-the-middle attack.
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Fig.3: A Squeeze Meet-in-the-Middle Attack on 5-round SHAKE128

In this paper, we utilize internal differentials to launch squeeze meet-in-the-
middle attack. The size of D’ is 2¢/2 in our attack (using internal differentials of
period 32), so the number of messages collected from the forward and backward
directions needs to satisfy 271772 = 2¢/2_ Figure [3| shows our squeeze meet-in-
the-middle attack model for 5-round SHAKE128. The detailed description of the
attack framework will be shown in Section [Bl



4 Notations and Review of Internal Differentials

In this section, we review the concepts of internal differentials, accompanied by
a list of notations used in this paper.

4.1 Notations

The addition operation of the state is performed on GF(2) or the linear space
over GF'(2). We summarize the major notations to be used in this paper here.

Number of attacked rounds

Capacity of a sponge function

Rate of a sponge function

Width of a KECcCAK permutation in bits, b =7 + ¢

Length of the digest in bits

Number of minimum fixed bits in the initial state due to padding
Period of a symmetric state

, P, T, Xt The five mappings that comprise a round.

3
S

STV QU IO

L Composition of 6, p, w and its inverse denoted by L™!

R/ (") KEccak permutation reduced to the first j rounds

S(+) 5-bit Sbox operating on each row of KECCAK state

din,Oout  D-bit input and output differences of an Sbox

M Padded message of M. Note that M is the fifth block in our attack
My||M1  Concatenation of strings My and M,

-1 Input internal difference of the j-th round function with period 32
Bi-1 Input internal difference of x in the j-th round with period 32

B — a* 3 is the internal difference input to x and «* is the output difference
A(Y) Internal difference of one state

E[] Expectation of one random variable

k; Transition condition number of j-th round in forward phase

k; Transition condition number of j-th round in backward phase

4.2 Internal Differentials

The internal differential collision attack is essentially a squeeze attack. Inter-
nal differential was initially developed by Peyrin [23] in the cryptanalysis of the
Grost] hash function. This method was later generalized by Dinur et al. [6] in
collision attacks on KECCAK. Similar to the case of standard differential anal-
ysis, the adversary’s goal is to find several internal differential characteristics
with high transition probability by tracking the differences between different
parts of the internal state through the cryptographic function. The difference
between standard differential and internal differential is that the input of the
former is multiple message pairs, while the input of latter is multiple messages.
Another difference is that in standard differential analysis, the adversary can
check whether a collision occurred after each input of a message pair. In internal



differential analysis, the adversary has to input enough messages to enter the
characteristic, and search for each collision subset at the end of the character-
istic until a collision is found. It can be seen that internal differential analysis
is a squeeze attack, the collision subset is a subset of the output set D, and the
transition probability of the internal differential characteristic is the probability
p that the input enter the output subset.

In KECCAK, a state is called a symmetric state if it has period 7 in the z-axis.
This means that for all (x,y, z), there is some positive integer ¢ less than 64 such
that state A satisfies Alx][y][z] = A[z][y][(z+%) mod 64]. An interesting property
of KECCAK is that after applying any of the 0, p, 7, x operations to a symmetric
state, the new state is still a symmetric state and maintains its period.

In this paper, we set i = 32, and a symmetric state consists of two repetitions
of slices 0-31. Each sequence of slices (0-31, 32-63) is called a consecutive slice
set or CSS in short.

Note that the round constants are not periodic, so the ¢ operation will in-
troduce a difference between the two CSS’s, and this difference will propagate
through other operations. To characterize the difference, the internal difference
is defined as follows. The set {v+u|u is symmetric} obtained by adding all sym-
metric states to a single state v is called internal difference, recorded as [i,v].
If v = 0, the subset [4,0] is called zero internal difference, and other internal
differences [i, v] are cosets of [i,0]. The state v is called the representative state.
We choose v satisfying v[z][y][z] = 0 (z € {32,33,...,63}) as the canonical rep-
resentative state. For a state v, we refer to its corresponding canonical represen-
tative state of the internal difference as its internal difference, denoted by A(v).
Then, an internal differential for round function R is a pair of internal differences
(a1, @2), and its probability is defined as Pr(A(R(v)) = as]|A(v) = ay).

Similarly to the standard differential characteristics, an internal differential
characteristic is defined as the propagation of internal differences through round
function. The internal differential transition of the j-th round in the character-

e L ) .
istic is denoted by aj_1 = 51 X, ag 5 o, where j > 1.

Definition 1. [29] Given the non-zero input difference 8 = (8o, - ..,04)" of the
5-bit KECCAK Shoz, the output difference dous is determined by q (2 < g < 4)
linear conditions with respect to the actual input x = (zg, . . . ,x4)T. The q linear
conditions {L;(x)}!Zy (without constant terms) are called differential transition
conditions. Equivalently, 0pur = S(z) ® S(x ® 0;) = C -z D1, where C € F3X5 18
a matriz (rank(C) € {2,3,4}) and n € F3 is a constant vector. It can be easily
verified that C' and n can be represented by &;, as

59 81 0o B (01 B 1)d

63 (52 51 5> (62 5> 1)63

C= 0403 |, =8(0in) = | 62 @ (63 ® 1)d4
04 do 03 @ (04 B 1)dg

61 50 54 S (50 S 1)51

Definition 2 (Transition Condition Number [29]). Given an internal dif-
ferential characteristic, for the input internal difference B;_1 of the j-th x oper-

10



ation, the rank of the set of all differential transition conditions obtained from
Bj—1 is called the transition condition number (denoted as k;).

Property 1. [29] If the transition condition number of 8;_; is k, there are at
most 2¥ possible output internal differences and the lower bound of transition
probability is 2.

4.3 Target Internal Difference Algorithm

In [6], Dinur et al. proposed the target internal difference algorithm (TIDA) for
constructing 1-round connector of internal differentials. The 1-round internal
connector with the target internal difference oy can be constructed by finding a
2-block message My||M;, such that

ARR™ (Mol[0°) & (M]|09))) = . (1)

Zhang et al. redesigned TIDA for conditional internal differentials in [29] and
further improved the algorithm by probabilistic linearization method in [30].
Its essence is to transform the system into two linear systems E, and
EA(L(ap))—ars In a probabilistic way rather than in a deterministic way. The
system E is called the input difference system (Def. , and its solution space
contains correct input internal differences with a probability of p}. That is, solv-
ing 1/pt systems of EA’s gives an input internal difference oy propagated to ay
on average. The system EA(r(a,))—a; is differential transition system (Def. ,
used to determine whether the input internal difference ag can be propagated
to aq for legal messages. To describe the algorithm, we recall the concept of
difference density in [30].

Definition 3. [30] Given a non-zero output difference doyt of the KECCAK Sboz,
for the t-dimensional affine space U (1 < t < 5), the proportion of the input
differences of dour in U is called the difference density of U with respect to dout,
recorded as P(U, 0put).

We now recall the establishment process of linear system E 4. The first step
is to select an 800-dimensional subspace (named W) to which the initial inter-
nal difference oy = (Ag, Ac¢) propagates through the linear layer L, that is,
W = L(Ag, Ac), where Ax and Ac respectively denote the internal differences
in the rate part and capacity part. For each non-active Sbox involved in af, it
is still constrained by five linear equations. For an active Sbox, given the out-
put difference d,,:, we select an t-dimensional affine subspace U and add the
corresponding (5 — t) linear equations to the system. The other details of es-
tablishment are shown in Procedure [30]. Assuming that E 4 is consistent
and A(L~Y(Bo)) is a solution to E., the probability p} of By being the input
difference of a7 is determined by the product of the corresponding difference
density of each selected affine subspace.

Definition 4 (Input Difference System). [30] In internal differentials of
SHA-3, given the characteristic starting from the second round, the linear system

11



with respect to the input difference ag of the first round is the input difference
system, regarded as Ea. The last (¢/2 4 p) bits of ag and the last (¢ + p) bits
of the input state of the second block are defined as padding and inner bits (or
inner bits for short), which are known but can not be controlled. After applying
Gaussian elimination to Ea, the equations related only to the inner bits are
called the inner part (or inner system) of Ea, denoted as Eg.

Definition 5 (Differential Transition System). [30] Given an input differ-
ence B and its output difference o after x, the linear system composed of all
differential transition conditions and their values of the constant terms is called
the differential transition system from B to o, regarded as Eg_,.

5 Preimage Attacks Using Internal Differentials

In this section, we first describe the framework of preimage attacks on the SHA-3
functions with reduced rounds. Afterwards we present the technical details of
each phase in the attack and some optimizations for improving the attack.

5.1 The Attack Framework

Inspired by the work of Dinur et al. [6] and Zhang et al. [29/30] on collision at-
tacks, we propose a novel attack framework for preimage attacks. In the attack,
we utilize two consecutive internal differential characteristics in opposite direc-
tions. Taking the 5-round preimage attack as an example, the characteristic cov-
ering 4 rounds in the forward phase starts from the second round, and the char-
acteristic covering 3.5 rounds in the backward phase starts from the nonlinear
layer of the second-to-last round. Our preimage attack consists of three phases,
namely the forward phase, backward phase, and collision phase, and we select
5-block messages as inputs, as depicted in Figure [l Assume that the forward
internal differential characteristic is o ﬂ) o) E) a3 i oy i @5 and the back-
ward internal differential characteristic is 54 L ol L ay & : o) & : al,
where a5 = 076 is truncated internal difference at the capacity part. Next, we
give an overview of the three phases.

Phase I — Forward Phase. This phase includes two stages: Forward-TIDA
and Forward-Collecting Messages.

e Forward-TIDA stage: For the target internal difference «y, we establish the
input difference system F A and filter out the first blocks M, that make F A
consistent. After that, select oy from the solution space of each E 4 that can
be legally propagated to a;.

e Forward-Collecting Messages stage: Perform linearizations on the first non-
linear layer x and solve the differential transition systems Eg, a3 to get
several subspaces of the second block M, passing the first two rounds. Then,
compute the messages after 5 rounds functions from the subspaces and filter
out the states where the truncated internal difference is @j to store in the
set D7.
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Fig.4: The framework of 5-round preimage attack

Phase IT — Backward Phase. This phase includes Backward-TIDA stage and
Backward-Collecting Messages stage.

e Backward-TIDA stage: In this stage, we start with the digest H to be recov-
ered and first append a suffix of ‘0’ bits to H to pad it to 1600 bits, denoted
by H. The target internal difference is 85. After 3} passes through y, all
possible output differences form an affine space, denoted as V. We randomly
select M3 and My, invert the state from H through the underlying permuta-
tion twice, and reversely calculate half of the round function, i.e., x ! L
until the internal difference g of the 4.5-th round appears in V.

e Backward-Collecting Messages stage: Modify the state value with internal
difference 3}, perform linearizations on the nonlinear layer xy~! of the fourth
round, and solve the differential transition systems Egy oy to obtain the
states entering [, b]. Then continue to calculate backward and collect the
states with truncated internal difference CT’O and store them in the set D;.

oL

Phase III — Collision Phase. This phase only includes the searching stage.

e Searching stage: Using hash table techniques, perform an exhaustive search
in D} and D', until two states with the same capacity value belonging to
different sets are found. Finally, modify the third block Ms to complete the
matching of the entire state.

Remark 1. The fifth block M, is introduced here to eliminate the impact of
SHA-3’s padding rule on the degree of freedom. In this case, the fourth block Mj3
is equivalent to the internal state where the first r bits are free variables and the
last ¢ bits are all zero.
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Remark 2. Since the x operation can be applied to each plane independently,
we modify the values of the first few planes in the rate part in [i, 8}], which
is equivalent to modifying the fourth block Mj3. In the Backward-Collecting
Messages stage, we start from the set [i,5;] and calculate backward. After a
match is achieved in the collision phase, we calculate the value of M3 to complete
the entire attack.

5.2 Forward Phase

Forward-TIDA stage. The Forward-TIDA stage can be abstracted as Algo-
rithm |1} which modifies [30, Algorithm 1] and does not consider the padding
bits. In this stage, for each active Sbox, we only keep the input differences
with a transition condition number of 3 and restrict the possible input differ-
ences to a l-dimensional affine subspace U. This is always possible because
from the DDT, each non-zero output difference has at least two input dif-
ferences with a transition condition number of 3, and any two non-zero vec-
tors can always span a l-dimensional affine space. For example, all possi-
ble input differences §;,, and transition condition numbers k of J,,; = 0x05
are listed as follows. We choose 0x06 and 0x16 as possible input differences,

and the subspace {0x06,0x16} can be characterized by four linear equations
{(50, . ,54) e Fg‘éo = 07(51 = 1,52 = 1,63 = 0}

0in|0x04|0x06|0x07|0x0f|0x11|0x16|0x17|0x19|0x1b|0x1d
k| 2 3 4 | 41| 3 3 4 4 4 4

Correspondingly, in the Procedure [PIDS] for each active Sbox, we add 4 linear
equations to the system E A, and the probability pj = 1. Assuming that the total
number of active Sboxes is m, the difference transition condition number of the
input difference fy obtained by solving E A is 3m. From Observation [2| [24], it
can be seen that solving the differential transition system FEg,_,,+ can linearize
all active Sboxes. For each non-active Sbox, we add three conditions to Eg,a;
that can linearize it, and solve Eg,q; to linearzing the first nonlinear layer
X- Since the total number of Sboxes is 160, there are at most 480 independent
linear equations in Fg,,4;, which means that completing the first round of
linearization consumes at most 480 degrees of freedom. For SHAKE128, SHA3-224,
SHA3-256 and SHAKE256, more degrees of freedom are still reserved for passing
subsequent rounds.

Forward-Collecting Messages stage. In this stage, we solve the differential
transition system Epg, 4 to obtain the solution space Ws. After the first round
of linearization, Eg, 4y is a linear system about the initial message. The details
of the linearization are presented in Supplementary Material [D]in the full version
of this paper.

Assuming the ¢; differential transition conditions are satisfied, the initial
message in the solution space W can pass through the first two rounds of the
forward characteristic with a probability 27%1~*2+41 We select enough initial
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Algorithm 1: Forward-TIDA
Input: Target internal difference a1 and target number of attacked rounds n,
Output: the first block Mo, the value subspace Wj of the second Mj, initial
internal difference oo
1 Set Ea =0,a] = a1 ® RC[1] and pi = 1.

2 (Fa(Ar,Ac),pi) = PIDS(Ar, p7).

3 Reduce EA(AR7Ac) = E’R(AR,Ac)UEc(Ac).

4 Set Wi to NULL.

5 do

6 Set AX = (53/300%/2» ey O799)-

7 do

8 Randomly select Mo and compute A(R™ (Mo)).

9 for each integer j € [800 — ¢/2,800) do

10 | 67 = AR"™ (Mo))[j]. // the j-th bit of A(R" (Mj))
11 end
12 while A} is not a solution of Ec;
13 Solve Er (AR, Af) and obtain its solution space Ue.
14 do

15 Randomly choose and delete a solution ag of Ue.

16 Bo = A(L(a)).

17 if Bo is the input difference of o] then

18 Obtain the differential transition system Eg, ,o1. // as defined

in Def.
19 Solve the linear system FEg, o1 (R""(Mo) @ (X]|0°)) on X, and get
its solution space Wi if it has solutions.

20 end
21 while W1 is NULL and Uc # 0;

22 while Wi is NULL;
23 return (Mo, W1, ao)

messages from Wy for calculation. Store the filtered messages in the set D} at
the end of the forward internal differential characteristic.

Remark 3. In the attacks on 4-round SHA3-384 and 3-round SHA3-512, we only
add 1 linear equations for each active Sbox with difference density of 9/32 to the
input difference system E A and the corresponding difference density becomes
9/16. Each non-active Sbox still provides 5 equations. The probability p} is
therefore equal to the product of the difference densities of all active Sboxes in
5-dimensional space. After solving F'x and obtaining the input differential Sy,
we solve the differential transition system Eg, o+ and obtain the solution space
W17. In the Forward-Collecting Messages stage, we do not perform linearization,
but simply collect messages at the end of the forward characteristic.

5.3 Backward Phase

Backward-TIDA stage. In this stage, our objective is to find the fifth block
M, and multiple sets W3 of Mj that satisfy the target difference 3/

Nep—2°
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For a given 3, _, we consider the internal differential characteristic

ﬂ;T—Q 2 O/nr—l £> 57/%—1 R a;LT =AM,
where M = x o=} (Mz@®R ™" (R~" (H)®DMy,)). Since for any internal difference
input to Y, its output differences form an affine space, we know all the possible
differences f;, _;’s form an affine space, denoted by V. In the following, we
discuss how to find M3 and M, such that AM matches V.

A property of the x operation can be exploited here that x acts independently
on each plane and is a reversible operation. In the n,-round attacks, taking
SHA3-384 as example, the first two planes of the fourth message block Mj3 are
free variables, so we can modify M3 to ensure that the projection of the internal
difference AM matches V on the first two planes. At this point, we only need to
randomly select the value of My so that the last three planes of the difference AM
align with an arbitrary element 3/, _; in V. However, for all SHA-3 functions,
there is always one plane that cannot be fully covered by the rate part (since
each plane has 320 bits). To address this issue, we introduced the value-difference
distribution table (VDDT).

Definition 6 (Value-Difference Distribution Table). Set Shoz S : F3 —
F3. Given any input difference 8;,, and 2t-bit value (y,y'), din € F3,y,y € F5, the
entry VDDT(«, y,y') in the value-difference distribution table records the number
of elements in the set {(z,2') € F2*®7|871(z||y) + $~1(@/||y') = 6in}-

Taking SHA3-384 as an example, its capacity part is the last 12 lanes of the
state, then the last two lanes in the third plane are not controlled by the fourth
block M3. We first randomly take the fifth block M, to get the output difference
By, 1 that matches the last two planes. Then fix My, and check the VDDT with
2t-bit value of each Sbox in the second plane to determine whether ), _, is the
output difference, where ¢ = 2. If not, continue to randomly select M, until a
matching output difference is obtained. Then we construct the inverse differen-
tial transition system according to the inverse differential transition condition
(Def. [7) and to obtain the set W3 about states in [i, 3, _;]. The details of this
stage are shown in Algorithm 2]

Definition 7 (Inverse Differential Transition Condition and Inverse
Differential Transition System). Given the non-zero output difference
Oout and the input difference d§;, of the 5-bit KECCAK Sbhox. If each output
value y that satisfies q independent linear conditions is a solution to 6;, =
S™H(2)+S7H(x +6out), then the q linear conditions are called inverse differential
transition conditions. Given an output difference o and its input difference B be-
fore x, the linear system composed of inverse differential transition conditions is
called the inverse differential transition system from o to 3, regarded as Eg .

Backward-Collecting Messages stage. In this stage, for the attacks on 4-
round SHA3-384 and 3-round SHA3-512, we directly calculation the messages
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Algorithm 2: Backward-TIDA
Input: Target internal difference 3;,. _» and a digest H
Output: The fifth block My, the set W3 of the fourth block M3, internal
difference 8, 1
1 Compute the affine space V generated by 3, _, after L ot o x operation.
2 Set H = H||0...0, N, = |[¢/320], N; = ¢/64 — 5 - | ¢/320].

/* N, represents the maximum number of planes that can be covered

by the capacity part in the internal difference */

3 do

4 Det = 1.// Determine whether f3; _; matches AM in capacity
5 if N, > 0 then

6 do

7 Randomly select M4 and compute

M=x"tor L oRT" R (H) ® Ma).

8 while there is no B, _; € V matching AM on the last N, planes;
9 for each Sbox with B} in the (5 — Np)-th plane do

10 Get the input difference §;,, and the value (y,y’) of the last 2N,

bits corresponding to M.

11 if VDDT(8in,y,y’) = 0 then

12 ‘ Det = 0, break.

13 end

14 end
15 else

16 Randomly select M3, M4 and compute

M=x"tou ' (M3s®R™" (R " (H) ® My)).

17 Randomly select ;.1 € V.

18 if B, 1 does not match AM on the last plane then

19 | Det = 0.

20 end
21 end

22 while Det = 0;
23 Solve all linear systems Eﬂ/ yeals (L7Y(X)) on X, and get the union W;

of their solution spaces. // as defined in Def. I
24 return (Mo, Ws, By, 1)

in W3 backward and store the states in the set D7%. For the other versions,
the optimization objective is to solve the subspace Wj of W3, in which the
states can pass through the backward characteristic with higher probability.
Let the state in set [i,, ;] be X @ 3, _;, where X is a symmetric state.
We add additional linear equatlons to Eﬁ/ pealt (L7Y(X)) to linearize xy !,
then solve the inverse differential transition system Eﬁ/ _galt about X and
obtain the solution set W,. Then select states from Wy and repeat the backward

calculation and storage steps.
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In fact, the process of constructing the inverse differential transition system
about ! is different from the forward phase. In order to linearize x ™!, we

introduce the concept of inverse-linearizable affine subspace (Def. .

Definition 8 (Inverse-Linearizable affine subspace). Inverse-Linearizable
affine subspaces are affine output subspaces on which the inverse of Sbox substitu-
tion is equivalent to a linear transformation. If V is a inverse-linearizable affine
subspaces of an Sbox operation S(-), Yy € V, S7 (y) = A-y + b, where A is a
matriz and b is a constant vector.

Exhaustive search for the inverse-linearizable affine subspaces of the Keccak
Sbox shows:

Observation 1 Given &y, 000 € F3, denote the set V.= {y = (yo,...,ya) :
S™Hy) + 87Ny + Sout) = Gin} and STH(V) = {S7H(y) : y € V'}, we have

a. There are totally 80 2-dimensional inverse-linearizable affine subspaces, as
listed in Table[]] in Supplementary Material[F] in our full version paper. And
there are 8 subspaces, which are a partition of F5. There does not exit any
inverse-linearizable affine subspace with dimension 8 or more.

b. if DDT(0in, Sout) = 2 or 4, then V is an inverse-linearizable affine subspace.

c. if DDT(0in, Oout) = 8, then there are two 2-dimensional inverse-linearizable
subspaces W; C V, i = 0,1, such that Wy U Wy = V. And there are two
independent linear conditions L1 and Lo, all elements in V' satisfy L1, and
6 elements satisfy Lo.

dout V Ly Lo

0x01|0x14,0x15,0x11,0x10,0x1a,0x1b,0x1d,0xlc| ys=1 |y1 =0
0x11{0x06,0x17,0x02,0x13,0x08,0x19,0x0e,0x1f |y +yo = 0|y1 =1
0x09|0x00,0x09,0x05,0x0c,0x0a,0x03,0x0d,0x04| y;s =0 |y1 =0
0x19|0x12,0x0b,0x16,0x0f,0x18,0x01,0x1e,0x07|ys +yo = 1|y =1

We summarize all cases where ;, = 0201 and DDT(J;p,00ut) = 8 in the
above table. Taking (d;n,00u:) = (0x01,0x11) as an example, the solution set
V = Wo U Wy, where Wy = {y = (yo,..,%4) : Yo + 2 = 0,1 = 1,y3 = 0} and
W1 ={y = (yo,.--»¥4) : Yo+ys = 0,y1 +y2 = 0,y3 = 1}. We call the linear condi-
tion that all values in V satisfy the first linear condition, such as Ly : ys 41y = 0;
and the linear condition that only 3/4 of the values in V satisty is called the the
second linear condition, such as Lo : y; = 1. For the Sbox with DDT < 4, the
inverse differential transition conditions are all the first linear conditions. For the
Sbox with DDT = 8, there is one first linear condition and two second linear con-
ditions. In the j-th round, assuming that the number of Sboxes with transition
probabilities of 272,273, and 27 are Ny—s, Ny—3, and N4 respectively, the
differential transition probability is 2~ (2Nk=2+3Nk=s+4Nk=1) - After adding all the
first linear conditions, there are Ny—o + 3Ng—3 + 4N,—4 equations in the inverse
differential transition system FEg. ,. The transition probability of the state ob-
tained by solving Ejg, , is 27Vk=2_ If we add ¢ second linear conditions belonging
to different Sboxes to Fg., and solve the system, the transition probability of
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the solution is 2~ (Nk=2=9) . (3/4)9 = 2~ Ne=214108:(3/2) When there are sufficient
degrees of freedom, for each Sbox with transition probability of 272, we can add
three inverse differential transition conditions to the Eg. o to characterize the
inverse-linearizable affine subspace (as Wy), so that the solved state determinis-
tically pass x~!. The degrees of freedom consumed in solving system Ez,  are
3Np—o + 3Np—3 + 4Np—y = Np—9 + k; In the attack, we adjust the number of
equations according to different versions. From Observation |1} to linearize y !,

we also need to add at least 3 linear conditions to the output space of each Sbox.

Remark 4. Since the linearization technique is performed on y~!, the linear

system contains an inverse difference transition system E[;;LPZ‘_Q;;’.? , so the
complexity of solving the inverse difference transition systems in Algorithm [2]
will be calculated in the total complexity of the linearization operation. For
the attack without using linearization in the backward phase, the complexity of
solving the inverse difference transition systems Eﬁ;ﬁz*a';ﬁl’ i.e., Step 23 of

Algorithm [2] is not the dominant in the algorithm.

5.4 Collision Phase and Time Complexity

Collision Phase. In the Searching stage, we use hash table technique to ex-
haustively search the two sets D} and D’,. Store the states in the set D7, into
hash table Ty, and traverse the elements in D’ until an element v; is found that
has the same value as the state vy in D}, in the capacity part.

Set the size of D’ is 2™ and the size of D, is 2"2. From Section 3.2, we know
that the number of collected messages needs to satisfy 2™ - 22 = 2¢ in order to
find a collision in the capacity part with a success rate of 0.63. Assuming that the
transition probability of the forward characteristic is 275 and the probability
of the backward characteristic is 272, the number of initial messages required
in the forward phase is 21751 and the number of initial messages required
in the backward phase is 272152, The complexity of the our attack is mainly
dominated by the complexity of the forward phase and backward phase, and the
time complexity of the collision phase can be ignored in comparison.

Complexity. The time complexity is determined by the complexity of the fol-
lowing parts. In the following analysis, j takes 1 or 2, where j = 1 means that
this stage is in the forward phase, and j = 2 means that this phase is in the
backward phase.

1. TIDA stage: Let the complexity of running a TIDA be 2%, and the size of
the initial message space is 2%. Then the complexity T4 ; of this stage is
20 . max{2mitKi=di 1},

2. Collecting Messages stage: Let the complexity of a linearization be 254, and
linearization is performed 2% times. The complexity Tz ; of performing lin-
earization is 2719, In addition, there are g; differential transition condi-
tions that are satisfied in this stage, so the complexity T ; of calculating
the n,-round permutations of the selected messages is 2% t5i =% The total
complexity of this part is T ; + T, ; = 2Lt 4 2nitKi=a;,
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Thus, the final complexity T" of preimage attack is summarized in Equation ,

(21.7‘ .max{gnﬁ-Kj—dj’ 1}_|_2L.7’+S.7‘ 4onitKi—q; ). (2)

2
=1

2
(Ta;+Ts;+Tc;) =

i=1 i
Remark 5. In the attack on 4-round SHA3-384 and 3-round SHA3-512, we do

not implement linearization in both the forward phase and backward phase.
Therefore, the total complexity T"is Ta1 +Tc1 +Ta2 +Tc2-

6 Results and Complexity Analysis

In this section, we present the details of our preimage attacks on round-reduced
SHA-3. Given a forward internal differential characteristic and a backward char-
acteristic, the procedure of the attack is depicted as follows.

1. The digest H of length d bits is padded to H of length 1600 bits by adding an
arbitrary (1600 — d)-bit suffix. Calculate the number Ny and Ny of required
initial messages for the forward phase and backward phase respectively based
on the internal difference characteristic.

2. Run Algorithm [I] to obtain the first block Mp, internal difference ap, and the
value subspace W7 of the second block Mj. If there are sufficient degrees of
freedom in W7y, utilize the linearization technique for the first nonlinear layer
X and solve the differential transition system Eg, 43 to obtain the subspace
W2 of Wl.

3. Traverse the messages in the affine space W; or W5, and propagate the
truncated difference after n, rounds. Store the states that pass the forward
internal difference characteristics into the set D’ . If the size of D} is less
than N7, go back to Step 2.

4. Run Algorithm to obtain the fifth block M}, internal difference 3;, _;, and
the value set W3 of [i, 8;, _;]. If there are sufficient degrees of freedom in W3,
utilize the linearization technique for the (n, — 1)th nonlinear layer x~! and
solve the differential transition system Eﬁﬁh._z%%*r_l to obtain the subspace
W4 of Wg.

5. Traverse the messages in the set W3 or the affine space Wy, and propagate
the truncated difference backward through n, rounds. Store the states that
pass the backward internal difference characteristics into the set D’. If the
size of D', is less than Ny, go back to Step 4.

6. Exhaustively search the sets D and Dg% until we find states v; and v9 that
are consistent in the capacity part.

7. Calculate the third block My = wv; @ vs and the fourth block M3 =
R (R™ (R"(Mo) ® My) ® My) ® (R_")" ((R™")"(H) ® My).

8. Return a preimage My|| M ||Ma||Ms||My of the digest H.

Remark 6. In this paper, we use the Strassen algorithm to solve linear systems
with a complexity of u* bit operations, where w = logs(7) and p is the maximum
between the number of variables and the number of equations in the linear
system. In the following, (1*)" means u“ bit operations.
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Remark 7. Our attack eliminates the effect of padding bits by introducing the
fiftth block M,. For any digest of length within r bits, the cost of a preim-
age attack is equivalent to that of attacking a digest of length ¢/2. Conse-
quently, the attack procedures for SHA3-256 and SHAKE256 are identical, and
we only describe the attack of SHA3-256. But it is important to stress here
that our preimage attacks on round-reduced variants of SHAKE are valid for
SHAKE128(M, d) and SHAKE256(M, d) with d < 1344 and d < 1088 respectively,
including SHAKE128(M, 256) and SHAKE256(M, 512).

6.1 A Preimage Attack on 5-round SHAKE128

For 5-round SHAKE128, we use the internal differential characteristic given
in Characteristic 1 in Supplementary Material [G] in the full version of this
paper. The transition condition numbers are (kg, ks, ka, ks, k. kb, k5, k) =
(155,34,15,11,7,4,98,399). The scales of the sets D} and D% in the collision
phase satisfy 271772 = 2128 1In this subsection and subsequent chapters, we de-
note the number of Sboxes with transition probabilities of 272,273 and 27 in
the j-th round of the backward phase as Njr—2, Njr—3 and N;p—s. We con-
tinue to use the notation T4 ;,Tg j,Tc,; (j = 1,2) in the complexity analysis in
Section [£.41

Forward Phase. For aj, there are 124 active Sboxes and 36 non-active
Sboxes. During the Forward-TIDA stage, for the input difference system Fa,
each active Sbox provides 4 linear equations, and each non-active Sbox provides 5
linear equations. Thus the system E A contains 676 equations, of which the inner
part contains 67 equations. The output probability p; of Procedure |PI_US| is 1.
Therefore, the complexity of TIDA is 267. Since the transition condition number
k1 of the first round is limited to 124 x 3 = 372, the degree of freedom of the
message space W7 output by Algorithmis at least r/2—372 = 300. The number
of Forward-TIDA executions is max (271 Tr2 ks +haths =300 1) — ax (271785 1),
The complexity of this stage is T4 1 = 257 - max (27785 1) = max (2" ~18 267),

In the collecting messages stage, there are 372 fixed differential transi-
tion conditions among the 480 linear conditions that need to be added in
the linearization process. Each linearization is equivalent to solving a lin-
ear system with 300 variables and 36 x 3 + ky = 263 equations, with a
complexity of 300¢ = (22312)T. The iteration number of linearization is
max (2" Hhetksthaths =(r/2-480) 1) — max (271723 1). The total complexity
Tp 1 of linearization is (max (2m1+0-12 223-12))T "and the complexity of absorbing
and filtering the second blocks is T q = 2 thsthaths — gna+60,

Backward Phase. For the subspace V' composed of 3}, the dimension is
ky = 399, and its projection dimension on the last plane is 160. Therefore, in
each run of Backward-TIDA, only one M, needs to be randomly selected, and
the complexity is 1. The degree of freedom of the message set W3 output by
Algorithm [2] is at least 20 x 32 — 399 = 241. The number of TIDA runs is
max (2m2 8724 1) =1 Tyo=1-1=1.
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In the collecting messages stage, there are 13 non-active Sboxes for S5,
(N3 k=2, Na k=2, N r=41) = (38,48, 6). Each linearization is equivalent to solving
a linear system with 241 variables and 13 x 3+ Ny =2+ k% + N3 y—2 = 223 equa-
tions, with complexity of 241¢ = (222-24)T. Based on the analysis in Section
we add inverse differential transition conditions to each active Sbox in the third
round, resulting in an additional consumption of N3 ,—o degrees of freedom,
so the number of linearizations is max (27211 +k2+ks+Nsr—2—(20x32-480) 1) —
max (2712—137 1). Tpo= (max (2n2+9.24’ 222.24))7’ Too = ona+ki+ky _ ona+11

Complexity. The total complexity T' = Ta1 + T1 + Tc1 + Ta2 +
TB,Z + TC,2 — max (2n1—18,267) + (HlaX (2n1+0.12’223.12))'r + 2n1+60 + 1+
(max (27279-24 222.24))t 4 9n2+11 We take (n1,nq) = (39.5,88.5), in which case
the complexity T takes the minimum value 2100-5,

6.2 A Preimage Attack on 5-round SHA3-224

For 5-round SHA3-224, we use the internal differential characteristic given
in Characteristic 2 in Supplementary Material [G] in our full version pa-
per. The transition condition numbers are (ko,ks, ka5, k], kb, kb, k) =
(158, 30,17.64,13,8,88,384), where k45 is the transition probability from s
to the truncated internal difference @s. The scales of the sets D} and D', in the
collision phase satisfy 271172 = 2224,

Forward Phase. For af, there are 122 active Sboxes and 38 non-active
Sboxes. During the Forward-TIDA stage, each active Sbox provides 4 linear
equations, and each non-active Sbox provides 5 linear equations. The input dif-
ference system F A contains 678 equations, of which the inner part contains 102
equations. The output probability pi of Procedure [PIDS| is 1. Therefore, the
complexity of TIDA is 2192, Since the transition condition number k; of the first
round is limited to 122 x 3 = 366, the degree of freedom of the message space
W1 output by Algorithm [1] is at least 800 — 224 — 366 = 210. The complexity
Ta ;1 of this stage is 2192 - max (2n1Hketks+has=210 1) — max (2 +97.64 9102)

In the collecting messages stage, the remaining degrees of freedom after
each linearization are r/2 — 480 = 96, which can satisfy the 96 differen-
tial transition conditions in the second round. Each linearization is equiva-
lent to solving a linear system with 210 variables and 38 x 3 4+ 96 = 210
equations, with complexity of 210¢ = (221%%)7. The number of linearizations
is max (2 thethathes—(r/2-480) 1) — 9na+109.64 7y — (QmAIBLIE T, =
2n1+(k2—96)+k3+k¢4,5 _ 2n1+109.64.

Backward Phase. For SHA3-224, the last 7 lanes of the state are the capac-
ity part, in the fourth plane, the last two lanes are constant. In the Backward-
TIDA stage, we consider the two Sboxes that generate the difference on the
fourth plane. For the subspace V' composed of (), the dimension is k4 = 384. Its
projection dimensions on the second-to-last plane and the last two planes are 160
and 290 respectively. V can be equivalently expressed as a vector S} (t), where ¢
has 384 degrees of freedom. The second-to-last plane and the last two planes of
B4(t) have 160 and 290 degrees of freedom respectively. If the fourth plane of 3 (¢)
is fixed, /3)(t) is changed to B}(t'), 160 degrees of freedom of the last two planes
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are consumed. The fifth plane of 8(t) has 130 degrees of freedom. For any 4-bit
value (y, '), there is always an input difference d;,, such that VDDT(6;,,,v,y') = 4,
and the input value of the Sbox forms a 2-dimensional affine subspace. To de-
termine 3}, we first randomly select My and calculate M = R™5(R™°(H) + My).
By choosing the input difference of each Sbox of A(M) in the fourth plane, fix
the truncated difference of 8} (¢) in the fourth plane to obtain 34(¢'), where each
Sbox satisfies the above conditions on VDDT. Let the affine subspace spanned by
the fifth plane of 5} (') be V', with a dimension of 130. Then check whether the
fifth plane of A(x~!o:~1(M)) is in V', with a probability of 2730, Therefore, in
each run of Backward-TIDA, an average of 23° the fifth blocks M, need to be
randomly selected, and the complexity is 23°. The degree of freedom of the mes-
sage space W3 output by Algorithm [2]is at least 17 x 32— 384 = 160. In the third
round, 15 additional the second linear conditions Ly are added, the complexity
Ta 2 of TIDA is at most 23 - max (272 thk1+k2+hs+15-160 1) — gy (27276 230),

In the collecting messages stage, there are 19 non-active Sboxes for g5,
(N4 k=2, Na k=3, Na k=1) = (41,98, 2). Each linearization is equivalent to solving
a linear system with 17 x 32 — kj + Ny y—2 = 201 variables and 19 x 3+ Ny p—2 +
N3 =2+ 15 = 201 equations, with complexity of 201« = (221%0)T. In the inverse
differential transition system Eg; .z, (N3 k=2, N3 k=3, N3 k=1) = (41,3,0), in
addition to 41 4+ 2 x 3 = 47 first linear conditions, we also add 15 second linear
conditions Lo defined in Section to Eg; . - Then, we solve Eg;, o1 to ob-
tain the subspace W,. The probability that a randomly selected state from W,
can pass the third round y~! is 2 (ks =47-15) . (3/4)15 — 2~k3+55.77 The num-
ber of linearizations is max (272 tk1+ke+ks+1510g,(4/3)=(17x32-480-Nay=1) 1) —
2n2+53.23' TB,Q — (2n2+74.73)T,T072 — 2n2+k'1+k:'2+ké755‘77 — 2n2+53.23‘

Complexity. The total complexity T'=T41 +T1+Tc1+Ta2+Tp2 +
TC,2 = max (2n1+97.6472102) + (2n1+131.32)1‘ + 2n1+47.64 + max (2n2—6,230) +
(2n2+TATT 4 9n2+53:23 We take (ni,n2) = (83.71,140.29), in which case the
complexity 7' takes the minimum value (2216-03)%.

6.3 Preimage Attacks on 5-round SHA3-256/SHAKE256

For 5-round SHA3-256, we use the same characteristic used to attack 5-round
SHA3-224. The scales of the sets D} and D, satisfy 271172 = 2256,

Forward Phase. During the Forward-TIDA stage, the input difference sys-
tem E A contains 678 equations, of which the inner part contains 134 equations.
The output probability p} of Procedure [PIDS|is 1. Therefore, the complexity of
TIDA is 2'3*. The degree of freedom of the message space W, output by Algo-
rithm|I| is at least 800 —256 — 366 = 178. The complexity T'4,1 of Forward-TIDA
stage is 2134 . max (2n1+k2+k3+k4,57178, 1) — 2n1+161.64'

In the collecting messages stage, the remaining degrees of freedom after
each linearization are r/2 — 480 = 64, which can satisfy the 96 differen-
tial transition conditions in the second round. Each linearization is equiva-
lent to solving a linear system with 178 variables and 38 x 3 4+ 64 = 178
equations, with complexity of 178 = (221:°1)f, The number of linearizations
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is max (2n1+k2+k3+k4,57(r/27480)71) _ 2n1+141.64. ij71 —_ (2nl+162.65)]“,77071 —
on1+(k2—64)+ks+kas — 9n1+141.64

Backward Phase. For SHA3-256, the last 8 lanes of the state are the ca-
pacity part, and in the fourth plane, the last three lanes are constant. In the
Backward-TIDA stage, we first determine the value of the target internal dif-
ference on the fourth plane. For half of 6-bit values (y,y’), there is an input
difference d;,, such that VDDT(d;,,y,y’) > 3, and there are three input values
of Sbox covered by a 2-dimensional affine space Wy. We first randomly select
M, and check whether each Sbox in the fourth plane of A(R™5(R™°(H) + M,))
has an input difference that satisfies VDDT > 3, with a probability of 2732, Then
follow the step in Section to determine the fifth plane of 3}, with a proba-
bility of 2730, Therefore, in each run of Backward-TIDA, an average of 230+32
the fifth blocks M, needs to be randomly selected, and the complexity is 262.
After obtaining the internal difference Sj, take the subspace W3 in [i, 8] as
the message space. The degrees of freedom of W5 come from the first three
planes and the two-dimensional affine subspace Wy corresponding to each Sbox
on and the fourth plane, which is 15 x 32 + 2 x 32 = 544. In the attack, we
constrain the subspace W3 and select states from it, and then check whether
the selected states can be obtained by modifying M;. Since only 3 values in
each Wy can be obtained by modifying the value of M3, the number of valid
messages in Wy is 2544 . (3/4)32 = 253072 In the third round, 15 additional the
second linear conditions Ly are added, the complexity T4 o of TIDA is at most
262 . max (2n2+k1+k'2+k:'3+157(530.727k:;), 1) _ 2n2+39.28.

In the collecting messages stage, each linearization is equivalent to solv-
ing a linear system with 201 variables and 201 equations, with complexity of
201% = (22159, The process of constructing the inverse differential transition
system Epg; . o+ Is the same as that in Section @ The number of linearizations
is max(2n2+ki+k§+k’3+15~log2(4/3)+32‘10g2(4/3)—(17><32—480—N4,k=4)71) — 9na+66.51
Tpo = (2n2+88.01)]"TC,2 — gnatk|+ky+k;—55.77+3210og,(4/3) _ 9n2+66.51

Complexity. The total complexity The total complexity T'=Tx 1 +1Tp 1+
TC 1 + TA 9 + TB 9 + TC 9= 2n1+161.64 + (2nl+l62.65)1L + 2n1+141‘64 + 2n2+39.28 +
(2n2+88.01YF 4 9n2+66.51 We take (ni,n2) = (90.68,165.32), in which case the
complexity 7' takes the minimum value (22°4:33)%.

6.4 A Preimage Attack on 4-round SHA3-384

For 4-round SHA3-384, we use the internal differential characteristic given in
Characteristic 3 in Supplementary Material [G] in our full version paper. The
transition condition numbers are (ko, ks, ka, k', kb, k3) = (25, 18,5, 33,48, 210).
The scales of the sets D} and D', in the collision phase satisfy 271712 = 2384,
Forward Phase. For o7, there are 77 active Sboxes and 83 non-active
Sboxes. During the Forward-TIDA stage, each non-active Sbox provides 5 lin-
ear equations, and 27 active Sboxes do not provide equations. The other 50
active Sboxes provide 1 linear equation, and the corresponding difference den-
sity changes from 9/32 to 9/16. The input difference system Ea contains 465
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equations, of which the inner part contains 98 equations. The output proba-
bility p; of Procedure is 28488 Therefore, the complexity of TIDA is
28488498 — 918288 By the method of [30], since the expected transition con-
dition number E(k;) of the first round is 263, the average degree of freedom
of the message space Wy output by Algorithm [1] is at least r/2 — 263 = 153.
TA,l — 2182.88 . max (277,1+k,2+k3+k4—153’1) — max (2n1+78.8872182.88)7TC71 —
onitketks+ks — gni+49

Backward Phase. For SHA3-384, the last 12 lanes of the state are the
capacity part, in the second plane, the last two lanes are constant. In the Back-
TIDA stage, we consider the last two planes. For the subspace V composed of
B5, the dimension is k3 = 210, and its projection dimension on the last two
planes is 194. We follow the steps in Algorithm [2] to first find 8, € V that
matches the last two planes of A(x 'or ' oR™*(R™*(H)+ M,)), and then check
whether 35 satisfies VDDT > 0 for each Sbox in the second plane. For half of 4-bit
values (y, %), there are 24 input differences ¢;,, that satisfy VDDT(d;,,y,y’) > O;
for the other half of 4-bit values, there are 14 input differences ¢;, that satisfy
VDDT(8in, ¥y, y’) > 0, and the minimum non-value is 2. Therefore, the complexity
of running Backward-TIDA once is (24/32)16 . (14/32)16 . 210x32-194 — 9151.72,
The degree of freedom of the message set W5 output by Algorithm |Zl is at least
10 X 32+ 32 — 210 = 142. The number of TIDA runs is max (272 k1 +F> =142 1) —
max (2712—617 1) TA,Q — 2151‘72-11'13.)( (2712—617 1) — max (2n2—&-90.727 215172)7 TC,2 —
2n2+k1+k; — 2n2+81'

Complexity. The total complexity T' = Ta1 + Tc1 + Tag + Tc2 =
max (2n1+78.88’2182.88) + 2n1+49 + max (2n2+90.72’2151.72) + 2n2+81. We take
(n1,n2) = (197.92,186.08), in which case T takes the minimum value 22778,

6.5 Preimage Attacks on 4-round SHAKE128/SHA3-224/SHA3-
256/SHAKE256

For 4-round SHAKE128, SHA3-224 and SHA3-256, we use internal differen-
tial characteristic given in Characteristic 4 in Supplementary Material [G]
in the full version of this paper. The transition condition numbers are
(ko, ks, ka, k), Ky, Ky) = (24,22,0,11,12,239). Next we describe the details of
the attack on SHA3-256/SHAKE256, and discuss later the attacks on the other
two versions.

Forward Phase. For aj, there are 115 active Sboxes and 45 non-active
Sboxes. During the Forward-TIDA stage, each active Sbox provides 4 linear
equations, and each non-active Sbox provides 5 linear equations. The input dif-
ference system FE contains 685 equations, of which the inner part contains 141
equations. The output probability p7 of Procedure m is 1. Therefore, the
complexity of TIDA is 2'4!. Since the transition condition number k; of the first
round is limited to 115 x 3 = 345, the degree of freedom of the message space W3
output by Algorithm |I| is at least 800 — 256 — 345 = 199. The complexity T'a i

of Forward-TIDA stage is 2'4! - max (2"1+k2+k3+k74_199, 1) = max (2m 12 2141),
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In the collecting messages stage, the remaining degrees of freedom after each
linearization are r/2—480 = 96, which can satisfy all differential transition condi-
tions in the second round. Each linearization is equivalent to solving a linear sys-
tem with 199 variables and 45x3+ko = 159 equations, with complexity of 199% =
(221:46)f. The number of linearizations is max (2" Hkatkstha—(r/2-480) 1) —
max (27117187 1) TB,l — (max (2n1+3.46’ 221'46))T,TC,1 — 2n1+k3+k4 — 2n1+22'

Backward Phase. For the subspace V composed of 5, the dimension
is k3 = 284, and its projection dimension on the last two planes is 201. In
Backward-TIDA, we give up the degree of freedom of the fourth plane, ran-
domly select My and find 85 € V that matches x ' oR™*(R™*(H) @ M,) in the
last two planes. Therefore, in each run of Backward-TIDA, about 2320-201 — 2109
the fifth blocks M, need to be randomly selected, and the complexity is 2109,
The degree of freedom of the message set W3 output by Algorithm [2] is at
least 15 x 32 — 284 = 196. No linearization is performed in this phase. The
number of Backward-TIDA runs is max (272 H*1+k2=196 1) — max (2727173 1),
TA,Z — 2109 . max (271271737 1) — max (2712764, 2109), TC,Q — 2n2+ki+k'2 — 2n2+23.

Complexity. The total complexity T'=Ta 1+ T +Tc1 +Ta2+Tc2 =
max (277,171272141) + (max (2n1+3.467221.46))’[ + 2n1+22 + max (2112764’2109) +
2m2+23 We take (ng,ng) = (128.5,127.5), T takes the minimum value 21515,

For 4-round SHAKE128 and SHA3-224, the attack has the same procedure as
SHA3-256, with complexities of 2815 and 2'3% respectively. The differences are
that their inner parts in F4 contain less equations (73 for SHAKE128 and 109 for
SHA3-224) and the scales of the sets D} and D, in the collision phase satisfy
gmitnz — 964 for SHAKE128 and 2''2 for SHA3-224, due to different capacities.
Besides, the backward linearization is used in the attack on SHAKE128 and cuts
down the complexity by a factor of 276, The details of the attacks can also be
found in Supplementary Material [A]

6.6 Summary of Preimage Attacks

We summarize our preimage attacks in Table|3] The preimage attack on 3-round
SHA3-512 is shown in the Supplementary Material |B| in our full version paper,
the canonical representative states of the last round in the forward characteristic
and the first round in backward characteristic are in CP-kernel. For 4-round and
5-round SHA-3, we use MILP to search for internal differential characteristic with
more rounds. The canonical representative states of the last two rounds in the
forward characteristic and the first two rounds in the backward characteristic
are in the CP-kernel. Since ¢ brings about extra internal differences, we do not
find the characteristics where the canonical representative states of the three
consecutive rounds are all in CP-kernel. In order to make the forward and back-
ward characteristic match in the capacity part, we first search for characteristics
in one direction, and then continue to search in the other direction starting from
the truncated internal difference of the characteristics at the matching point.
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Target n,| ko |ks|ka|ks|k1|ks| k5 | k4 |Char.|Compl. (log,)
SHA3-512 3|7 13|-1-141|64| - - 5 504.2
SHAKE128 412412210 -|11{12|239| - 4 81.5
SHA3-224 4124122101 -1(11|12(239]| - 4 135.5

SHA3—256/SHAKE256 412412210 -111{12|239| - 4 151.5
SHA3-384 425|185 | -133|48(210| - 3 277.8
SHAKE128 5(155(34|15|11| 7 {4 |98 [399| 1 100.5
SHA3-224 5(158(30(17.64[13| 8 | 88 (384| 2 216.03

SHA3-256/SHAKE256| 5 |158|30(17.64|13| 8 | 88 |384| 2 254.33

Table 3: The parameters of characteristics and complexities

7 Experiments

In order to illustrate the internal differential preimage attack, and to validate
the new attack boundary, we implement an actual preimage attack on a reduced
version of KECCAK, called KECCAK[c = 704, = 96, n, = 4]. The internal state
size of KECCAK[704, 96, 4] is 800 bits, with the first 704 bits being the rate part
and the remaining 96 bits the capacity part. The underlying permutation is
reduced to 4 rounds, and the length of the digest is set to 704 bits.

In our preimage attack on this KECCAK instance, the basic framework aligns
with the analysis of 5-round SHAKE128 as shown in Section by using 5-block
messages for the preimage. Initially, we find a 3-round forward characteristic
from round 2 to round 4 and a 3-round backward characteristic from round 1 to
round 3 through MILP, see also Characteristic 6 in Supplementary Material [G]
in the full version of this paper. On a desktop with an Intel Core 19-13900KF
processor, it takes 1000 seconds to recover the preimage of a digest with all ‘1’
with 16 threads, consuming 32MB of memory. The theoretical complexity needs
to satisfy the product of the number of forward and backward messages to be
2065 Tn the experiment, 23° and 23? messages are calculated in the forward
phase and backward phase respectively, and the product is 27, which matches
the theoretical value. We provide the details of the attack as well as a concrete
preimage in Supplementary Material [C]in our full version paper.

8 Conclusions

In this paper, we present preimage attacks on up to 5 rounds against all SHA-3
variants by introducing internal differential analysis. We combine the squeeze
attack and MITM attack to develop squeeze meet-in-the-middle attack, and im-
plement it with the internal differential. The new attack framework is divided
into the forward phase, the backward phase and the collision phase. The TIDA
algorithm is redesigned to construct the internal differential connector in the for-
ward phase and the backward phase. In addition, we also develop a new lineariza-
tion technique and apply it to the collecting message stage, which further reduces
the time complexity. For 4-round SHAKE128, SHA3-224, SHA3-256, SHAKE256 and
SHA3-384, our preimage attack outperforms the best known attacks. And the
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first 5-round preimage attacks that are much faster than a brute-force search are
presented for SHAKE128, SHA3-224, SHA3-256 and SHAKE256.

In addition, we have also tried to apply our attack to other sponge hash
functions, such as Xoodyak [4] and Ascon [8]. We propose a preimage attack on
3-round Xoodyak with a time complexity of 21'¥. The details of the attack are
presented in Supplementary Material [ For ASCON, the situation becomes more
complicated. To launch a squeezed meet-in-the-middle preimage attack, we face
two challenges. The first one is to find a full state that corresponds to the digest.
In our attack framework as depicted in Fig. [d] the Backward-TIDA starts from
a full state H, but for ASCON a 128/256-bit digest is obtained by squeezing 64-
bit state twice or four times due to its rate of 64. The second challenge is to
effectively construct internal differential connectors or develop new properties
like internal differentials. The rate of ASCON is small such that the degree of
freedom is very limited after constructing internal differential connectors. We
leave these challenges as open problems.

We stress that our attack does not threaten the security of the full SHA-3.
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Supplementary Material

A  Preimage Attacks on 4-round SHAKE128 and
SHA3-224

For 4-round SHAKE128 and SHA3-224, we use the same characteristic used to
attack 4-round SHA3-256/SHAKE256.

SHAKE128. The scales of the sets D} and D/, satisfy 2m1+n2 = 2128,

Forward Phase. During the Forward-TIDA stage, the input difference sys-
tem E A contains 685 equations, of which the inner part contains 73 equations.
The output probability p} of Procedure [PIDS]is 1. Therefore, the complexity of
TIDA is 273. The degree of freedom of the message space W; output by Algo-
rithm (1] is at least 7/2 — 345 = 327. The complexity T4 1 of Forward-TIDA stage
is 273 . max (2711+kg+k3+k:473277 1) — 273.

In the collecting messages stage, each linearization is equivalent to solv-

ing a linear system with 327 variables and 45 x 3 + k2 = 159 equa-
tions, with complexity of 327¢ = (22347)f. The number of linearizations is
max(2n1+k2+k3+ﬂ—(r/2—480)71) = 1. TB,I _ (223'47)T7TC,1 _ 2n1+k3+E —
2n1+22.

Backward Phase. For SHAKE128, the last 4 lanes of the state are the ca-
pacity part. For the subspace V composed of 3%, the dimension is k3 = 239,
and its projection dimension on the last plane is 151. Therefore, in each run
of Backward-TIDA, an average of 2% the fifth blocks M, needs to be randomly
selected, and the complexity is 2%. After obtaining the target difference 3}, take
the subspace W3 in [i, 8] as the message space. The degrees of freedom of W3
output by Algorithm [2]is at least 20 x 32 — 239 = 401. The complexity T4 2 of
this stage is 29 - max (2n2 ThiHka+hy =401 1) — 99,

In the collecting messages stage, there are 55 non-active Sboxes,
(Ng k=2, N3 k=2, N3 k=3, N3 p=4) = (6,76,29,0). Each linearization is equivalent
to solving a linear system with 401 variables and 55 X 3+ N3 g—o + k5 + N p—2 =
259 equations, with complexity of 401% = (2243%)f. Based on the analysis in Sec-
tion[5.3] we add an inverse differential transition condition to each active Sbox in
the second round, resulting in an additional consumption of Ny ;—o = 6 degrees
gna-+ky +hp+6—(20x32—480) 1)

of freedom, so the number of linearizations is max (
1. TB 9 = (224.30)1"1102 — 2n2+k’1 — 2n2+11.
Complexity. The total complexity The total complexity T'=Tx 1+ 151+
TC71 +TA,2 +TB72 +TC,2 — 273 + (223.47)T +2n1+22 + 29 + (224.30)T + 2712—1-11. We
take (n1,mn2) = (58.5,69.5), in which case T takes the minimum value 235,



SHA3-224. The scales of the sets D} and D, satisfy 2m1+72 = 2224,

Forward Phase. During the Forward-TIDA stage, the input difference sys-
tem F A contains 685 equations, of which the inner part contains 109 equations.
The output probability p} of Procedure [PIDS]is 1. Therefore, the complexity of
TIDA is 2199, The degree of freedom of the message space W, output by Algo-
rithm [1]is at least 7/2 — 345 = 231. The complexity T4 1 of Forward-TIDA stage
is 2109 . max (2n1+k2+k:3+k4—231’ 1) — max (2n1—767 2109).

In the collecting messages stage, each linearization is equivalent to

solving a linear system with 231 wvariables and 45 x 3 + ky = 159
equations, with complexity of 231 = (2°2%)7. The number of lin-
earizations is max (2m1Thetketha=(r/2=480) 1) — ax (2m%01). Ty, =

(max (2n1—27.94’ 222.06))T7 TC,l — 2n1+k3+E — 2n1+22.

Backward Phase. For SHA3-224, the last 7 lanes of the state are the ca-
pacity part. For the subspace V composed of 5, the dimension is k3 = 239, and
its projection dimension on the last two planes is 201. We implement Backward-
TIDA using the method in Section In each run of Backward-TIDA, an
average of 2199 the fifth blocks M, needs to be randomly selected, and the
complexity is 219%. The degrees of freedom of W3 output by Algorithm [2|is at
least 15 x 32 — 284 = 196. No linearization is performed in this phase. The
number of Backward-TIDA runs is max (272 HF1+k2=196 1) — max (2n2—173 1),
TA’Q — 2109 . max (2712—173’ 1) = max (2712—647 2109)7 TC,Q — 2n2+ki+k'2 — 2n2+23.

Complexity. The total complexity T'=Ta 1+ 11 +Tcy +Ta2+Tc2 =
max (277.1—767 2109) + (max (2n1—27.947 222.06))T + 2n1+22 + max (2712—647 2109) +
2m2+23  We take (n1,n2) = (112.5,111.5), T takes the minimum value 21355,

B A Preimage Attack on 3-round SHA3-512

For 3-round SHA3-512, we use the internal differential characteristic given in
Characteristic 5 in Supplementary Material [G] The transition condition numbers
are (ko, ks, k7, kb) = (7,3,4,64). The scales of the sets D}, and D, in the collision
phase satisfy 2m1 72 = 2512,

Forward Phase. For «f, there are 65 active Sboxes and 95 non-active
Sboxes. During the Forward-TIDA stage, each non-active Shox provides 5 lin-
ear equations, 39 active Sboxes do not provide linear equations. The other
26 active Sboxes provide 1 linear equation, and the corresponding difference
density changes from 9/32 to 9/16. The remaining active Sboxes do not add
equations. The input difference system E A contains 501 equations, of which
the inner part contains 230 equations. The output probability pj of Proce-
dure is 28324, Therefore, the complexity of TIDA is 2230+83.24 — 9313.24
Since the expected transition condition number E(k;) of the first round is
225, the average degree of freedom of the message space Wp output by Algo-
rithm [1| is at least 7/2 — 225 = 63. Tx; = 231324 . max (2nitkatks=63 1) —
max (2111-1-260.247 2313.24)7 TC,l — 2n1+k:2+k:3 — 2n1+11.

Backward Phase. For SHA3-512, the last 16 lanes of the state are the ca-
pacity part, in the second plane, the last lane is constant. In the Backward-TIDA
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stage, we consider the two Sboxes that generate the differential on the second
plane. For the subspace V' composed of 3}, the dimension is ko = 64, and its
projection dimension on the last three planes is 64. We follow the steps in Algo-
rithm 2] to first find 35 € V that matches the last three planes of A(M), and then
check whether 3} satisfies VDDT > 0 for each Sbox in the second plane. For each 2-
bit value (y,y’), 28 of the 32 input difference d;,, satisfy VDDT(d;,,y,y’) > 0, and
the minimum non-value is 8. Therefore, the complexity of running Backward-
TIDA once is (28/32)32 . 215x32-64 — 9422.16  The degree of freedom of the
message space W3 output by Algorithm [2] is at least 8 x 32 — 64 = 192.
The number of TIDA runs is max (272F%1 =192 1) = max (2727188 1), Ty, =
2422.16 . max (211271887 1) — max (2n2+234.16’ 2422.16)7 TC,Q — 2n2+ki — 2n2+4.
Complexity. The total complexity T' = Ta1 + Tc1 + Tag + 1o =
max (2n1+260‘24’ 2313‘24) + 2n1+11 4+ max (2n2+234.16’ 2422.16) + 2n2+4. We take
(n1,n2) = (242.96,269.04), in which case T takes the minimum value 2°04-2.

C A Preimage Attack on KECCAK[r = 704,c = 96, n, = 4]

For KECCAK[r = 704, ¢ = 96, n,, = 4], we use the internal differential character-
istic given in Characteristic 6 in Supplementary Material [G] The parameters are
(ko, ks, ka, K, Ky, Ky) = (27,12.5,0,6, 8, 128), and there are 65 active Sboxes and
15 non-active Sboxes for aj. The scales of the sets D7 and D in the collision
phase satisfy 2m1 172 = 248,

In the forward phase, we set 4 linear equations for each active Sbox and
5 linear equations for each non-active Sbox, and obtain 65 x 4 + 15 x 5 = 335
equations in input difference system. By applying the Procedure[PIDS] the prob-
ability pj = 1. There are only a few equations in the inner part of the system Fx,
so the complexity of Forward-TIDA can be ignored. Since the initial degrees of
freedom are 352, the first round of linearization does not need to be performed
multiple times. After one linearization, the remaining degrees of freedom are
352 — 240 = 112. Then add the linear conditions in the differential transition
system Eg, a3, which consumes 27 degrees of freedom, and we can get a mes-
sage subspace Wy with a dimension of 85. We randomly select 23° messages in
Wa, and 2225 of them enter the set D7 .

In the backward phase, we directly fix the target difference 85. Since the last
three lanes of the state are capacity parts and have sufficient degrees of freedom,
we gave up the degrees of freedom of the last plane. In Backward-TIDA stage,
M, is randomly selected until each Sbox in the last plane can be matched by
modifying the value of Ms. In the experiment, we randomly select about 2!° the
fifth blocks M, to find a fourth block M3 that allowed the message to propagate
to B4 on the last plane. At this time, M3 and the states in [¢, 5] have a degree
of freedom of 20 x 16 = 320. Then we impose 240 linearization conditions and
12 inverse differential transition conditions on the state in [i, 85] to propagate
from o to B4, and obtain a subspace Wy with 320 — 240 — 12 = 68 degrees of
freedom. We randomly select 232 messages from Wy, and 226 of them enter the
set Df.
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In the collision phase, we store the states in set D} into hash table Hr,
and perform an exhaustive search on set D, and finally find a collision in the
capacity part. Then modify the values of My and Mz to complete the entire
preimage attack. The theoretical complexity needs to satisfy the product of the
number of forward and backward messages to be 2(48+kstkatk)/2 — 9665

Below we give a preimage of the digest with all ‘1’ bits for KECCAK[r =
704, c = 96,n, = 4].

|4477eTe- | £34d-eb2 | 4c-£5416 | 32£84625 | 856e5cad |
| 14d6ca2b|84c5ee95 | 89447339 | df8afe-2|25ba93-9 |
My |2-3a416al4c269ac9|d683d724|54736fee|83914e3c|
132971-95| ea84e-71|5b3e9e24 | e615-cc313897c99¢|
|c£799c75|1db9a6£3|
Lrt

|e36dcbeal 1565-55-2|2765-778|3c229-3e | 7-1ef815|
|-55785da | £629fffa|4c6ea-9f | e6-e-5allaa27-45d |
| c-58£97a|526d-b49 | £77238-1|7df c43-4|ee87875f |
145366383 |d36febcb | 6d125fb7 | 54d9fc8c | £75de98b|

2-6fabaf | -d8a11b8|b-a-b-e- |-77£398b | 5b1as--3
12-6faba | ~dSa11b3| al el 15013831 | 4 352de 54623791 2c41b666 | £3£-6-b7 | c757cc58 |

|6-619d38 | 5acc46e6 | d4e36-89 | 7Tb-£e876|2578b266 |
@ |-b-£1561|97£b3844|47ce3c6d| 255445 | 8db-7b6f | M)
lex | cd5a6481|3d391e53|152da7-2|79682323|9-e88-9-|

88eba33bled19e12b
66676664 9fed9eed | c253¢253|8-57815¢ | £98bre——| | CooPadSbled1oeiznl

| 78657835 | 38-73847 | ebcf6bdf | 3b6£3b6f |8cel-call
|e91ce91c|6a996399|92789258 | db58d358 | 75a87588 |
|£614fd14|2-cf28cf|263-2e3-|a359ab59 | 789f7-9f |

147394739 | faecfaec|1-631-63|5a9-5a9- | 4b244b24 |
| ce-1ce8b|2-232123|d427d4-71d642d759 | 3c6b3cf-|

|7ea87e£8|79157955|71dff1ef | 16af16af | 22f-a2a-|
@ «+——————————— |5bfeSbfelebdbe2db|c-16c-16|e315eb15| fbedfbdd| M,
lR4 |899a819a | af6fa76f | 43724b52|a837a-37|769a7e8al|

fe3efe3e|fb13fb13
|aa85eb77 | c3c4bcec|5-2d6964 | 35e9cd47 |87e3c87al fe3efedel !

|7de--4-b|6531-c35|3628b-19|9e2175dc | 9£29£151 |
1718d-7b812a68171-|5176bfa4 | f1db32b7|8d8£1697 |
|1bd5-5-1182d33e74 | 66bc5a64 | 84cc6583|63-21898 |

|b646€981 | -6c2-af2|27b2f468 | 8ebbcbbd | 6be494d2 |
| eb9b9334 | £cb75626 | cb165a43|7783963b|48c118-61

| -9596525 | c147b74e |d61c643e | 8bac495e | ~4a6c49f |
@ ¢« |1£daeb37|45a8f-d3|daelb176|eb19c7b9|3639663-| M3
lR4 | -e2a75b8| 1dc2eab3 | b3949b35 | 1999d84-|3718d67al

46e4b83b | b7b17-bd
18e2186fd|116355-3|£9745742|5a429ab3|68da87£7 | a6e ! !

|9efa4B8aalde64d6le|d611£-19]91c38af8|ffb7d44c|
1d14721f-|69-7-af6|37-6fcc2|fdaad269|2a457aed |
|adfad8ff | 7e8-9aaf |d8-11a56 | d-5b42af | 6fbfdeb-|

|-6d24425|c53571dc | 5987d-64 | d87dca25|22-917d4 |
|1695-14e9|2a748ec6 | fEEfff£f | FEELEEFF |EELEFFET|

[Fsssssssdbsssssssdbsssssssdbsssssssdbsssssssdl

o |£EEEEEE |FEEEEEEE|SEEEEEEE|ELELELEe|FEEELEEE] T,
lRﬂ | fEEEffff |[fEFEEFff|fFFFEEqf|fEFFFELF|FELFFFFS|
|fEEfEFFE [FEFELFFF

[Fsssssssdbsssssssdbsssssssdbsssssssabssssssedl
|£EEEEFEE | FEEFFEEF|EFFLEFEE |FELFLEFS|EFLLFFLS
H |ffffffff|fLfffEff |fEEEEELE |EEFELEEE|FELELELE]
|£EEEEEEE | EEEEEELE | FEFELELE|FELELELE|FELELELE|

|£EEEE£EF |£EEEEEEE |SEEEFEEE |FEFEFLEE|FEFLFLEE|

Preimage: A preimage (Mo||M;||Ma||Ms||My) for the digest H with all
‘1’ bits.
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D Sbox Linearization

In standard differential attack, Qiao et al. [24] chose some available subsets
with special properties to achieve fast enumerations. A similar approach can be
applied to internal differentials in order to find initial messages conforming 3-
round internal differential characteristic with a greater probability. It is obvious
to note the Sbox is non-linear when the entire 2° input space is considered. In
case of SHAKE128 and SHAKE256, we are to choose affine subspaces of size up to
4 which are linear with respective to the Sbox. Note that y is the only nonlinear
part of the KECCAK round function. Hence, the first round function becomes
linear when the initial messages are restricted to such a subspace. Formally, we
consider the following definition.

Definition 9 (Linearizable affine subspace [24]). Linearizable affine sub-
spaces are affine input subspaces on which Sbox substitution is equivalent to a
linear transformation. If V is a linearizable affine subspaces of an Shox operation
S(-), Ve €V, 8(x) = A-z+b, where A is a matriz and b is a constant vector.

For example, when input z = (z¢, 0, 22,0, 1), the expression of the Sbox can
be re-written as linear transformation:

10100 0
00000 0
S(z)=[o00100|-2@|1],
00000 0
00000 1

where x are bit vector of input values of the KECCAK Sbox. Exhaustive search
for the linearizable affine subspaces of the KECCAK Sbox shows:

Observation 2 (]24]) Given in,dour € F3, denote the value solution set V =
{z :8(x) + 8(x + din) = Oout} and S(V) = {S(z) : x € V'}, we have

a. there does not exit any linearizable affine subspace with dimension 8 or more.

b. if DDT(0in, Sout) = 2 or 4, the V is a linearizable affine subspace.

¢. if DDT(0in, 0out) = 8, then there are siz 2-dimensional subspaces W; C V,
i=0,1,...,5 such that W;(i = 0,1, ...,5) are linearizable affine subspaces.

Based on the above observations, given the input internal difference and the
output internal difference of the first round, we can first add the restriction
of differential transition conditions in the initial message space. Then add 3
linear conditions to each inactive Sbox and add one condition to each active
Sbox with 2 differential transition conditions until the whole KECCAK state is
the direct product of all linearizable affine subspaces. Finally, the conditional
internal difference technique is applied to the nonlinear layers of the second and
third rounds to find messages conforming the internal differential characteristics
of the first three rounds. The full linearization consists of the following steps:
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1.

E

For each active Sbox in the first round, add corresponding differential tran-
sition conditions to the initial message space to construct the differential
transition system Fg_,o. If the number of differential transition conditions
is 2, an additional linear condition is added to limit the input to a linearizable
affine subspace. And modifying the constants of each condition to maintain
Eg_,q being consistent.

For each non-active Sbox, add 3 linear conditions to system Fg_,, that
restrict its linearizable affine subspace. And modifying the constants of each
condition to maintain Eg_,, being consistent.

Solve system Ejg_,, to obtain its solution space V, and consider R(V) as the
new initial message space. Utilize conditional internal differential techniques
to select states passing the first three round functions from subspace R(V).

Procedure PIDS

Procedure PIDS(aj, MDST)

Input: Internal difference af and MDST.

Output: Probabilistic input difference system Ea(Axr, Ac), probability p7i.

Set Eao =0, pi =1 and W = L(Ag, Ac).

/* W is a variable vector (wo,...,w799), w; = w;(Ag,Ac) is a linear
function about A'R = ((507 ...,5799,(:/2)7 Ac = (580076/27 ...,5799) */

2 for j =0 — 160 do

3 Get the output difference d,y,: of the j-th Sbox from aj.

4 if dout = 0 then

5 ‘ Ean=FEaU{wsj(Ar,Ac) =0,...,wsj+a(Ar, Ac) = 0}.

6 else

7 Select one t-dimensional affine subspace U C F3.

8 Compute the corresponding difference density P(U, dout) and 5 — ¢

linear equations {lék) cWsj 4+ lflk) cwsjrs = qM L.

9 Ea=FEaU {lék) cws; (AR, Ac) + -+ -+ lflk) cwsja(Ar, Ac) = q<k)}i:i.
10 p’l( = pI : P(U7 6out)-
11 end
12 end

13 return (Ea,p7})
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F Inverse-Linearizable Affine Subspaces

The 80 2-dimensional linearizable affine subspaces are listed in Table [

100,09, 05, 0c} {12,00, 16,0} {00,09, 0a, 03} {05,0c,0a, 03} {00, 12, 0a, 18}
{09,12,03,18} {00, 00, 0a, 01} {09,0b,03,01} {12,06,18,01} {16,0f,18,01}
{00,09,0d,04} {05,0c,0d,04} {0a,03,0d,04} {05,16,0d,1e} {Oc,16,04, 1e}
{05,0f,0d,07} {0c,0f,04,07} {12,0b,1¢,07} {16,0f,1e,07} {18,01,1e,07}
{00,12, 14,06} {0a,18,14,06} {09,0b,15,17} {03,01,15,17} {00,05,14,11}
{09,0c,14, 11} {12,05,06,11} {00,05, 15,10} {09,0c, 15,10} {0b,0c, 17,10}
{14,15,11,10} {00,16,14,02} {12,16,06,02} {0b,0f,06,02} {05,16,11,02}
{0d, 1e, 11,02} {09,0f,15,13} {12,16,17,13} {0b,0f,17,13} {0c,0f, 10,13}
{04,07,10, 13} {06,17,02,13} {14,15,1a,1b} {11,10,1a, 16} {00,12, 1a,08}
{0a, 18, 1a, 08} {14,06, 1a, 08} {15,06,1b,08} {14,17,1a,19} {09,0b,1b,19}
(03,01, 1b, 19} {15,17,1b,19} {06,17,08,19} {02,13,08,19} {0a,0d, 1a, 1d}
{03,04, 1a, 1d} {18,0d,08,1d} {0a,0d,1b,1c} {03,04,1b,1c} {01,04,19,1c}
{14,15,1d, 1¢} {11,10,1d,1¢} {la,1d,1d,1c} {0a,le,la,0e} {18, 1e,08,0e}
{01,07,08,0¢} {05,16,1d,0e} {0d, le,1d,0e} {11,02,1d,0e} {10,02, 1c,0e}
(03,07, 1b, 1} {18, 1¢,19,1f} {01,07,19, 1f} {11,13,1d,1f} {0c,0f, 1c,1f}
(04,07, 1e, 1} {10,13,1c, 1f} {06,17,0e, 1} {02,13,0e, 1f} {08,19,0e, 1f}

Table 4: The 2-dimensional inverse-linearizable affine subspaces of KECCAK Sbox

G Internal Differential Characteristics for the Attacks

The internal difference [z, v] is represented by its canonical representative state
defined in Section Each state is given as a matrix of 5 x 5 lanes of 64 bits,
order from left to right, where each lane is given in hexadecimal using the little-
endian format. The symbol -’ is used in order to denote a zero 4-bit value.
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|a34-6932| e3-ccb99|8--e5849|1-5ed12b|1459d411 |

|---e---1]-=-2---=|--26---~| -~ 12----|-—-e--—-|

|
|234-c7ab|81-c9b-4|a--cd983|1-c-c323|1-e852-1|  |---e----|---2----|--26----|--12-

o |a34-c3191831c9b-4|9--4d888|1-589b-3134c8d22-|  |-——e-—--|---2----|--26----| af
|834-c1-f | e38c9b--|e-acd88b|1-5e5323|5448d2-1|  |---e----|---2---=|--26----|--12-
|a24-c1-bla3-c9a-4|8--cfa8b|1-5-d323|8448d2-1| |---e---1[---2--—-|---6 [--12----|---a |

lL ot TL*‘
| ----2838|----422-4---188-|----- 16-|----24--] | 1l | | | 11
|8---a-2-|----4a-8|----1-9- | -----81- | ---—- 44-1 | | | | |---4----|

B 18---a132| | | | | |-—-4-——-1 B
|8---883-| | | | | | |
|8---a-3-|----4a-8|4---1-9- | -----84~| | | | | | |

— 9—155 -1 — 9T

Ix (p=2"1%) Ix!' (=27
|----ba38|----5a3-|4---384d-| | 1l | | I |
I8---ba3- |-~ [ | [ [ |---a--—-|

a3 |8---bb32|-- I I I I |--=4----1 of
|8---ba3-]4---7a18|4---1-d-|----b87-| | | | | | |
|8---ba3-|----6a18|4---18d-|----ac7-| | | | | | |

ey Trtor !
| 8al | 8 2| [ | | | | |
| === 81-|-4------ | === 81-|-4---8--| [ | 4-| | | |

By |----—- 5| --—-—- 1-|------ 1- I [ I I I I A
| 4-| | |-4------ | [ | | | | |
| 8--1 | 8--| | [ | |- | | |

—34 -1 —4

Ix =27 " (=27
| | | [ | | | | |
———————— |-----81-|-4------| [ | 4-| | | |

a3 |-mmmmmde | e |-===— 1-1 | [ | | | | | a5
| |-4-————- | [ | | | | |
| | | [ | |- | | |
Titort

| 8--2|-8-c2-4-|---2---=|--—-4-—-|4-41-——|
|--2----- [1-4---1-|-----4--|1-1-4-8-|--4----8|

B3 |-8-1-1-4]----1--=|-==4----|-1-1-4-- | -2-~ 85

12 8-8| 8--1-2-2-81-|--2----- | ---2--—-|
|-==-=-1-|---1----|--8-82--| -~ -11--2-2-8|
It (p=27%)
|-8-c8-42|-8-e2-4-|4-424-—- | 4---4--- | 4-41--4-|
|--2--41-|--4---9- | --4--48-|1-3-4-8- | 1----—- 8l
aj |-8-5-1-4|-1-414-- | -—-4-4-- | -1---4-- | ~a---1-4| o}
12 8]-22--81-|-22--81-|--2--8-8|---2---8|
|----821-|-----2--|1-8-82--|1--1-2-8| 1--2-2-8]|
T tort
1d4997e-4141274-52|613e-44a|8-18c-98| --c-445-|
1886248c-11-11142-|a483fe42|835e8-e8| 13391438 |
Ba |12ad46548142-9d-22|118e499- |4--1-1-1|£3717257| 3}
|4a-818-a|cb57adc5|8-1b9-11|15e845b4 | --d625ce |
1324298 -|446b-246 | a1---685|2a£d88£9 | 159-439- |
liox (p=271) |Lovox (dim(V) =399)
| | | |
[ [ ! [ v 5

as ! | | P

|

B L S

The forward characteristic shown on the left and backward characteristic
shown on the right have a period of ¢ = 32 for the 5-round attack on
SHAKE128, as described in Section [6.1]

Characteristic 1: The internal differential characteristic with parameters
(ka, ks, ka, ks, k7, K5, k5, k)) = (155,34,15,11,7,4,98,399).
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*

B

ay

Ba

as

Bs

| e5-47d95|22281-b4|4--2b85-| c3-27156 | 235adc4al
|61-4fdlc|22-e52f4|c-8-a85-|cb-a7954|634a984c|

|612cb91c|22--4-b4 | c---9-5- | 4b-a71d4 | 21-85cde | af
|65-4ac-c|22-854bc|8---b81- | c2-a7-d4 | 23-afc6e|
|a1-4c514|-2-a14b4 | c11-385c|e-1a7454 | 235edcc2|

lL ot
|8---c-88|6-24----|-14----- |2---2---|--23---5|
|2---8--8|4-24---4|214-2--- | --81----|8-221--1|
|--4-8---]2--4----|-11 -14-2-2---|e-231--1| By
|2---8---14--4----|2-4----~ | --2-2---| 8-231--5|
|2---8---]4--4---4|214----1|--222---|8--91-—-|

Ix (p=271%)
|a-4-c-88]6-24----|21622--1|a-232--- | e-238--5|
|2-4-8--816-24---4|21622--1|a-a3---- | e-229--5|
|2-4-8---16-24----|61322--1|a-232--- | e-239--1| af
|2-4-8---|6-24----|2-622--1|a-233--- | e-239--5|
|2-4-8---|6-24---4]|21622--1|a-232--- | e--99--4|

i
|a-4-4--a|6-24----|21622--1|a-232--- | e-238--5|
|2-4-8--8|6-24---4|21622--1|a-a3---- | e-229--5|
|2-4-8---16-24----|61322--1|a-232--- | e-239--1| By
|2-4-8---|6-24----|2-622--1|a-233--- | e-239--5|
|2-4-8---16-24---4|21622--1|a-232--- | e--99--4|

1L

| |
| |

| | | | | | o
I | 8-| I | |
[=====—= | -==-4-1-|-=-—= e — 1-1

Ix (p=27%)
18---8--a|----4---|----- 2--1 | |
[=====—= R 1-1 I | |
I | | I | | B
I | | I | |
[====mmme |----4-1-]----- P |===mmms | ---1--14---8|

e I (p=2"%)
|--—---8- R 2-= |- | === | |f--c--82|7---2-1-|a--1----|---4-112|5--52---|
| === | -=———- 1-1 I | |
I | | I | |
I | | I | |
[ === |-===4-1-|-=--= 2-= | === | === | |---5224-|------4-|1--4-2-8|1-1-----|--11---8|

|z T to Lt

|
| 4-
|

[===1---=]---1--4-|
lR orox (17 — 2—17.54)

|e2986-1-1-3-19184|45£848-f |4e--cd91|8-6a-444]|
|8-6688b6 | 1a-11-18|94b7--e4|-6-2219-1223d97-4|
|d---2-12|6a1f8ad-|bd-cd9ic|-3-12-11|-9624a47| (4
|-2-831-d|294ec189|--c-6474|59158af4|7a167c8al
|687a6e8a|3d533661|--8-c--8|29d-3164|6---c164]|

|Lovox (dim(V)=384)

\% B4

The forward characteristic shown on the left and backward characteristic
shown on the right have a period of ¢ = 32 for the 5-round attack on
SHA3-224, SHA3-256 and SHAKE256, as described in Section [6.2] and

Section

Characteristic 2: The internal differential characteristic with parameters
(ko, k3, ka5, K, kb KS, ky) = (158, 30,17.64, 13, 8, 88, 384).
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*
ay

B2

aj

B3

| --a---4a|8184--2-|8496--31|8782---c|8382--1a|
|8-a---49|-194--68|8-94--31/8682---4|8382--1a|

|--124---|-=1-2--=| =====2-~ | =2-=———= | -=—-1-—~|

|8-a---49|-184--6-|8484--31|8782---4|8382--1al af
|8-a----9|-18---6-18494--31|8382---4|8382--1a|
|8-8---49|-184--6-|849---35|8782---4|838---18|
lL oL
18 21 8--118 | 8-—-18 |
18 | | 18 18 |
| 1] 1l | | 8-| B
| | | | | |
I 8---| 8-—-| I 8---| |
Ix p=27%)
I8 2| 1l I | 8-—-|
18 | | I | 8-—-| ---2---1|--92----|--3-
I 8-| 1l I | | 1--2-4---] | |--2- aff
I | | I | | 1--82--8~]===2-==~|==82--=~|-==—=-—~ — |
I 8---1| | I | [ 8-1 | | | |
Lo Trtor !
I 8-1 | I | | ---24---|2---1-—-| | | |
|-=m=mmm- [ — 8|----- L R — [ e R ] o Bt Lo |==mmmmm- |
I 2| | I | 21 | 2|248----- R e B [-2-===== I B
|----- 4= |-m--m- 8|----- 4--| I [ I-a I I 41| I
[ I I [ I | l-=-g-—--|----18--] |-4-1---1] I
Ix =271
|8---8-8-1 | | | |
R 8| ------- 8|---—- 4o |- |=mmmms I
I 2| | I | | 1-4--4--2|248---—- R e R [-2-=-=-= | af
[===-mmmn === 8-~ 4--| I [ I-a I 4-| 41]- I
[ I I [ I I I-=-41---|-4--18—-| |-4-1---1] I
lLoL Tz,’loL’1
I al 8---| I | | 135-2c-82|1----24-|3244-414|--2-2-48|--5--2-2|
[-=mmm- | === |-==-- 1-]-=-1-mm|=mmm o | |--1--4-4|14--8-8-188-28-1-|2----5c-|1-5-c11-|
|-=mmm- |-=-1----1 | | 1-8-22---]e1-22-2-|8--2-48-|-8-14--a|----541-| 3
| | 8- -2 | | |--4-4--a|5-31---1|-4----- 2|-46-4143]41-5-34-|
I | | | | 12-a1822-|2-2-812-|-4--a--5|--2---2¢|8--46---|
|Lovoy (dim(V) = 210)

©

v 8

The forward characteristic shown on the left and backward characteristic
shown on the right have a period of i = 32 for the 4-round attack on
SHA3-384, as described in Section [6.4]

Characteristic 3: The internal differential characteristic with parameters
(ka, ks, ka, K, kb, k%) = (25,18, 5,33, 48, 210).
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|4--324ae|--12acch|---8c435|8--43678|8--27d26 |
| c--324ac|4--2accb|---ac435|8--43c78|8--27d26 |

o] |c--324ac|4-12acch5|-4-ac435|8--43e78| c--27d26| )
| c--324ac|4-12acch|---ac435|8--43e78|8--27d26|
| c--324ac|4-12acc5|-4-ac435 | ---43e78|8--67d26 |
lL oL
|8----—- 3|---mmm- 1]-mmm- 2-1 I 1l
| | | | |--8 |
B I8 | | | | | By
| | | | |--8 |
|-===8-==| ----——- 1] 2-| I I
— 9—24
Ix p=2"%)
I8-----= 2| ———- 1]--mm= 2-1 [ [
| 8-| | | |--8 |
a; 18 | | I | | o
| | | | |--8 |
|-=—-8-=- | -=--—-- 1]-----= 2-1 [ |
lL oL
| 8-| | | | |
| | | 4 | 4|
B | 21 | 18 | 2] By
| | 8--| | | |
| 8| | | | 4
" — 922
Ix p=272)
|8---8-8-1 | 18 | |
| | 8—-| | | 8-4|
af | 2] | I8 | | ag
| | | |
| | | |
|----96c3|-82e2--~|-1112--~|a46----4|445-c-—|
|3----362|142---11|----b2-8| 1-5c4--- |a----44-|
I | === |-1------ |-—-8-——=|--2---—- | |---1-5c4|---889--|46----4al|-11142--|598c--—-|
| | | | | [ S 8-a|---1641-|-2-388--|1192----|21----25|
| | | | | [ et 8891918---12|--89a1--|--2c82--|---2-b-8|
leox 0=1) |Lovoy (dim(V) = 239)
|
|
|
|
|

[ I I I I
[ I I I I v /
B
g | I I | | -
[ I I I [
[ I I I [

The forward characteristic shown on the left and backward characteristic
shown on the right have a period of i = 32 for the 4-round attack on
SHAKE128, SHA3-224, SHA3-256 and SHAKE256, as described in Section [6.4]

Characteristic 4: The internal differential characteristic with parameters
(ka, ks, ka, K, kb, kS) = (24,22,0,11,12,239).
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[ ===~ 62d|----- £44|----26b4|----14fc|----18a4|

[ ===~ 6ac|----4f44|----24bc|----14fc|----18a4|
[ 6ac|----4f44|----26bc|----14fc|----18a4|
[ ===~ 6ac|----4f44|----26bc|----14fc|----1824|
[ ===~ 6ac|----4f44|----26bc|----14fc|----18a4|
|
[===-= 62c|----- £44|----26b4|----14fc|----18a4|
| ————- 6ac|----4f44|----24bc|----14fc|----18a4|
| ————— 6ac|----4f44|----26bc|----14fc|----18a4|
[===-= 6ac|----4f44|----26bc|----14fc|----1824|
|===—- 6ac|----4£44|----26bc|----14fc|----18a4|
L
| 8-| | | | [ | | | | |
| | | | | [ | | | | |
B | 8-—-1| 8-—-1 | 8-—-1 [ | | | | | af
| | | | | [ | | | | |
| 2| | | | [ | | | |
— 97
Ix =27
| 8-| | | | |
| | | | | |
a3 | I I [ I I aq
| | | | | |
| 21 | | | |
Y
|----8--2| [ [ [ [
| | | | | |
0y |----8-—-| I [ I I B
| | | | | |
| 2] | | | [ |---2----]--4--1--|--8-----|2--1---4]|
Iz |Lovox (dim(V) =64)
| 8--2| | | | |
I =mmmmmme I =mmmmmee R B |=mmmmmmn [ 174 5
Ba | | | | |---8=---1 P2
| | | | | |
| | | | | |
— 93
Lrox (=279
|
|
|
|
|

|
|
asg |
|
|

|
|
|---8
|
|

The forward characteristic shown on the left and backward characteristic
shown on the right have a period of i = 32 for the 3-round attack on
SHA3-512, as described in Section [6.4]

Characteristic 5: The internal differential characteristic with parameters
(ko, ks, k1, kb)) = (7,3,4,64).
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|1ca9|-42f|882-|b4-8|de--|
|142a|-61f|88a6|£618|de--|
|142a|-42f|8¢c87|b4-8|9c—-|
| 14ae|-42f | 88a6 | a448|de--|
|142a14627|88a6 | b4-8|de-4|

1
|1ca8|-42f|882-|b4-8|de--|
|142a|-61f|88a6|£618|de--|
|142a|-42f |8c87 | b4-8|9c—-|
| 14ae|-42f | 88a6|a448|de--|
|142a14627|88a6 | b4-8|de-4|

L

|-882]--23]-821]-8-2|---1]

*
af

b1

|8-21]-821|--21]-8-1|-821]|
; - — 9—27

Ix (p=27")

=821 -1 ] --2~ | 8= | |
—

*
aj

—=-1] 2= ] -8=-| -==-|

i

-—-1]--2- | -8--]-—--|

1] -2 | -8 | |
1L

8===|====] ===~ | === | ===-]

|Lovoy (p=27129)

| sokokok | ook | skokoskok | sokokok | skokokok |
| skskoskok | skokokok | skokokok | skokokok | skokokok |
| stk | skokokok | skokoskok | skokokok | skokokok |
| sokokok | sokorok | skokokok | kokokok | dokokok |
===l === | === ==== | === |

Jrox (p=1)
| sk | sokorok | skokokok | sokokok | sokokok |
| skskoskok | skokokok | skokoskok | skokskok | skokokok |
| skskskok | skokokok | skokskok | skokoskok | kokokok |
| ook | sokorok | skokokok | okokok | okokok |

53

The forward characteristic shown on the left and backward characteris-
tic shown on the right have a period of 14

|====|====|--2-|--1-]| --1-]
| ====| === | ==2= | === | ==1-|
[====|====]==2-|-===|--1-] o
|====|=mmm | ==2= | ==== | ==1-]
|====l====| === | === | ===~
Tr
|====|====| === | === | -—-4]|
|===1]====|====|-=—=|---4|
[==== === === | === -] 5
|====l====| === | === | ===~
|====l====| === | === |-
Xt (p=2"
|====l====| === | === -—-4]|
|===1]====|====|-=—=|---4|
[====|====|====|====|=-==] af"
|====l====| === | === ===~
|====l====| === | === |-
T oL
|===1]====|====| === -=—-|
|====l==4-|-===| === -——-|
[==== === | ==== | === -] B}
|2===|-=1=|====| === | ===~
|====l====| === | === |-~
x (=279
|===1|====|====|-==1|-——-]|
|====l==4=| === |-=—=|-——-|
[====|====|====|====|--==] aF
|2===|-=1=|====|====| ===~
|====l==== === | === |-~
TL’I oL™!
|8-23|3a-c|9--2|----|9-41]|
|1---11-64|-5--|7412|4--al
|41-71148-|-——-|-641|-28-| (3
|32-8|-a--|-e82|--29|--—-|
|8-14|----|832-|4-41|82-e|

Tx (p=27"%)
|a-29|3a-c|---3|8--1|-a44|
|1-2-12-66121-a|641-|4--al
15187 | 1-c-|-6-1]-441]46--|
|3--81-888|-e83|--21|1a--|
|--1414-4-1-123]4-41|82-a|
Trtor?
|3-23]e2-2]1-2-|----|a--2|
|-8-212-a4|-83a|-118|--64|
17488 c248| c--8|--18]425-|
|2-42|-a--12-42|-64~ | 6-4~|
|--8-118b2|--22|1-41|--21|

1%

ag

By

KECCAK[r = 704, ¢ = 96, n, = 4], as described in Section

Characteristic 6: The internal differential characteristic with parameters

(k2aEE7EZv ﬂaké7ké) ::(27712'570a6787125)
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16 for the attack on




a

B2

o

as

|b83b|e9795563|7932|
|dc-1|£f4bclaabl|3c99|
1635513279 -3b8|79e9 |
l/)east
|b83b|e9791556317932|
|b8-31e97915563]7932]
|b8-31e9791556317932|

lL O Puest © 0

[-3c=[====[-===| ===
e B et
R Bl B B
Ix (p=27)
-3¢ === | ===~ | -==-|
=== ] === === === |
[====]=m== === | === |
lp east
I-3¢=| === ====| ===
I
|

|
[-=== | ===l ====]-=-=| af
R B P
TL © pwest ° 9
| --58 | === -—-=| === |
| ===l === === | -===| B}
R Rl s B
v—1 (p— 96
X (p=27)
| --58] -—-=| ===~ | --—-|
|-=-8]-=-=| === |--=-| af*
i e B B
-1
Tpeast
| --58 | === -—-=| === |
|-=1-| === === | -===| @}
R R B B
TL O Puest © 0
|--6-1-912]~=-=|----|
[————1—-1-1-912]——-| B
|----19-48| -~ |-
-1 _ 9—28
It =27
|--6-18952|~===---~|
|-—-=11-—-1-812]--—-| o}
|----19148|-81-|----|
Tpeast
|--6-18952| ~--= | --—-|
|-===12---11224|---~| a5
[1--8|---=|----14891|

Tl‘ ° pwest © 9
|43ad|8-4al8--1|4--b|
[4--bl4--d1291819225| f3
|2a8-|c-48|-c--|d-44|

The characteristic has a period of i = 16 for the 3-round preimage attack
on Xoodyak-XOF with a 128-bit digest, as described in Section

Characteristic: The internal differential characteristic with parameters
(k1, ko, ks, k1, k5, k%) = (116,0,8,6,28,72).

H Value-Difference Distribution Table of KECCAK Sbox

Here we list the value-difference distribution table corresponding to 2-bit

value, 4-bit value and 6-bit value (y,y’).

F3* 71871 (2||y) + 7@ |[y) = Sin ).
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VDDT(in,y,y') = #{(z,2")

€




(y2, 1) [8i [VDDT[S " ([]y)

{00, 0b, 16,09, 0d, 04, 12, 0, 1a, 01, 08, 03, 05, Oc, le, 07}
{00,09,0d, 04,01, 08, 05, 0c}
{0b,09,0d,0f, 01, 03, 05,07}

{00, 00,04, 0f, 08, 03, 0c, 07}

{00, 0b, 16,09, 0d, 04, 12, 0f, 1a, 01, 08, 03, 05, Oc, le, 07}
{00,09,0d, 04,01, 08, 05, 0c}
{0b,09,0d, 0f, 01, 03,05,07}

{00, 0,04, 0f, 08, 03, Oc, 07}

{00, 0b, 16,09, 0d, 04, 12,0, 1a, 01,08, 03,05, 0c, 1e,07}
{00,09,0d, 04, 01, 08, 05, Oc}

{0b, 09, 0d, 0f, 01, 03, 05,07}

{00, 0b, 04, 0f, 08, 03, 0c, 07}

£00,0b, 16,09, 0d, 04, 12,0f, 1a, 01, 08, 03, 05, Oc, le, 07}
{00,09,0d, 04,01, 08, 05, Oc}

{06,09,0d, 0f,01,03,05,07}

{00, 0b, 04, 0f, 08, 03, Oc, 07}

{08, 16,12, 0f, 1a, 03, 1e, 07}

{00, 16,04, 12, 1a, 08, Oc, 1e}
{16,09,0d, 12, 1a, 01, 05, 1e}

{0b, 16,12, 0f, 1a, 03, le, 07}

{00, 16,04, 12, 1a, 08, Oc, Le}
{16,09,0d, 12, 1a, 01,05, Le}

{08, 16,12, 0f, 1a, 03, e, 07}

{00, 16,04, 12, 1a,08,0c, le}
{16,09,0d, 12, 1a, 01, 05, Le}

{00, 16,12,0f, 1a, 03, Le, 07}

{00, 16,04, 12, 1a, 08, 0c, Le}
{16,09,0d, 12, 1a, 01, 05, 1e}
{15,14,02,17, 10, 11, 06, 13, 0a, 1b, 18, 19, 1d, Lc, Oc, Lf}
{15,14,10,11,18,19, 1d, 1¢c}
{15,17,11,13,1b, 19, 1d, 1 f}
{14,17,10,13,1b, 18, 1c, 1/}
{15,14,02,17,10, 11,06, 13, 0a, 1b, 18, 19, 1d, 1c, O¢, 1 f}
{15,14,10, 11,18, 19, 1d, 1c}
{15,17,11,13,1b,19,1d, 1f}
{14,17,10,13, 1,18, 1¢, 1f}
{15,14,02,17,10,11,06, 13, 0a, 1b, 18,19, 1d, 1c, Oe, 1 £}
{15,14,10,11,18,19, 1d, 1}
{15,17,11,13,1b, 19, 1d, 1/}
{14,17,10,13,1b, 18, 1c, 1f}
{15,14,02,17,10, 11,06, 13, 0a, 1b, 18,19, 1d, 1c, Oe, 1 f}
{15,14,10,11,18,19, 1d, 1c}
{15,17,11,13,1b,19, 1d, 1/}
{14,17,10,13,1b, 18, 1c, 1f}
{02,17,06, 13, 0a, 1b, Oe, 1 f}
{14,02, 10,06, 0a, 18, 1c, Oc}
{15,02, 11,06, 0a, 19, 1d, 0c}

{02, 17,06, 13, 0a, 1, Oe, 1 f}

{14, 02, 10, 06, 0a, 18, 1¢, Oe}
{15,02, 11, 06, 0a, 19, 1d, Oc}
{02,17,06, 13, 0a, 16, Oc, 1/}
{14,02, 10, 06, 0a, 18, 1c, Oc}
{15,02, 11, 06, 0a, 19, 1d, Oe}
{02,17,06, 13, 0a, 1, 0, 1 £}
{14,02, 10, 06, 0a, 18, 1c, Oc}
{15,02, 11,06, 0a, 19, 1d, 0e}
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Table 5: 2-bit Value-Difference Distribution Table of KECCAK Sbox
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(y2, 1) [8i [VDDT[S ™ ([]y)
01| 8 |{0b,16,12,07, 1a,03, le, 07}
02| 8 |{00,16,04,12,1a,08,0c, 1e}
03| 8 |{16,09,0d,12, 1a,01,05,1c}
05| 8 |{0b,16,12,0f,1a,03,1e,07}
06| 8 |{00,16,04,12, 1a,08,0c, le}
07| 8 |{16,09,0d,12,1a,01,05,1c}
09| 8 |{0b,16,12,0f,1a,03, le,07}
oa| 8 [{00,16,04,12,1a,08,0c, le}
ob| 8 |{16,09,0d,12,1a,01,05,1e}
od| 8 |{0b,16,12,0,1a,03,1e,07}
oe| 8 |{00,16,04,12,1a,08,0c, le}
of| 8 [{16,09,0d,12,1a,01,05,1e}
10| 16 |{00, 00, 16,09, 0d, 04,12, 0f, 1a, 01,08, 03, 05, Oc, le, 07}
o |11] 8 {00, 09, 0d, 04,01, 08, 05, Oc}
) 12| & |{0b,09,0d,0f,01,03,05,07}
13| 8 |{00,0b,04,0f,08,03,0c, 07}
14| 16 |{00,00,16,09,0d,04,12,0, 1a, 01,08, 03,05, 0c, 1e, 07}
15| 8 |{00,09,0d,04,01,08,05,0c}
16| 8 |{0b,09,0d,0f,01,03,05,07}
17| 8 |{00,0b,04,0f,08,03,0c, 07}
18] 16 |{00,0b,16,09,0d,04,12,0f, 1a, 01,08, 03,05, 0c, 1e, 07}
19| 8 |{00,09,0d,04,01,08,05,0c}
1a| 8 |{0b,09,0d,0f,01,03,05,07}
1b| 8 |{00,0b,04,0f,08,03,0c,07}
1c| 16 |{00,00,16,09,0d,04,12,0f, 1a, 01,08, 03,05, Oc, le, 07}
1d| 8 |{00,09,0d,04,01,08,05,0c}
te| 8 |{0b,09,0d,0f,01,03,05,07}
1£| 8 |{00,06,04,07,08,03,0c,07}
01| 8 |{02,17,06,13,0a,1b,0¢c,1/}
02| 8 |{14,02,10,06,0a,18, 1c, Oc}
03| 8 |{15,02,11,06,0a,19, 1d, Oc}
05| 8 |{02,17,06,13,0a, 1b,0e, 11}
06| 8 |{14,02,10,06,0a,18, 1c, 0c}
07| 8 |{15,02,11,06,0a,19,1d,0e}
09| 8 |{02,17,06,13,0a, 1b,0e, 1}
oa| 8 |{14,02,10,06,0a,18, 1c,0c}
ob| 8 |{15,02,11,06,0a,19,1d,0c}
od| 8 |{02,17,06,13,0a,1b,0e,1f}
oe| 8 |{14,02,10,06,0a,18, 1c, O}
of| 8 |{15,02,11,06,0a,19,1d,0c}
10| 16 |{15,14,02,17,10, 11, 06,13, 0a, 1b,18,19, 1d, 1c, Oc, 1f}
o [11] 8 {15,14,10,11,18,19, 1d, 1c}
Y l12] 8 |{15,17,11,13,1b, 19, 1d, 1}
13| 8 |{14,17,10,13,1b,18,1c, 1f}
14| 16 |{15,14,02,17,10, 11, 06,13, 0a, 1b,18,19, 1d, 1c, Oc, 1}
15| 8 |{15,14,10,11,18,19,1d, 1c}
16| 8 |{15,17,11,13,1b,19,1d, 1f}
17| 8 |{14,17,10,13,1b,18,1¢c,1f}
18| 16 |{15,14,02,17,10,11,06,13,0a, 1b,18,19, 1d, 1c, Oc, 1}
19| 8 |{15,14,10,11,18,19,1d, 1c}
ta| 8 |{15,17,11,13,1b,19,1d,1f}
1b| 8 [{14,17,10,13,1b,18,1c,1f}
1c| 16 |{15,14,02,17,10,11,06,13,0a, 1b,18,19, 1d, 1c, Oc, 1}
1d| 8 |{15,14,10,11,18,19, 1d, 1c}
te| 8 |{15,17,11,13,1b,19,1d,1f}
1£| 8 |{14,17,10,13,1b,18,1c, Lf}

Table 6: 2-bit Value-Difference Distribution Table of KECCAK Sbox

46



(y3, ¥4, Y5, y)[9in [VDDT[S ™" ([[y)) (y3, Y4, Y3, y4)[0in [VDDT[S ™ (z[y)

00| 8 [{00,00,16,09,0d,04,12,0f} 00| 8 [{0a,1b,18,19,1d, 1c,0e, 1/}
02| 4 |{0b,09,0d,0f} o1| 4 [{18,19,1d,1c}
04| 8 [{00,00,16,09,0d,04,12,0f} 02| 4 |{1b,19,1d,1f}
06| 4 |{0b,09,0d,0f} 03| 4 |{1b,18,1c,1f}
09| 4 [{00,09,0d,04} 04| 8 |{0a,1b,18,19,1d,1c,0e,1f}
ob| 4 [{00,0b,04,0f} 05| 4 [{18,19,1d,1c}
od| 4 [{00,09,0d,04} 06| 4 |{1b,19,1d,1f}

(00,000 1oe| 4 {00, 0b,04,0f} LLLD orl 4 {1b,18,1¢,1f}
12| 4 |{00,16,04,12} 11| 4 |{0a,1b,0e,1f}
16| 4 [{00,16,04,12} 12| 4 |{0a,18,1¢c,0c}
19| 4 |{0b,16,12,0f} 13| 4 |{0a,19,1d,0e}
1b| 4 |{16,09,0d,12} 15| 4 |{0a,1b,0e,1f}
1d| 4 |{0b,16,12,0f} 16| 4 |{0a,18,1c,0e}
1£| 4 |{16,09,0d,12} 17| 4 |{0a,19,1d,0e}
01| 4 |{01,08,05,0c} 08| & |{15,14,02,17,10,11,06, 13}
03| 4 [{08,03,0c,07} 09| 4 |{15,14,10,11}
05| 4 |{01,08,05,0c} 0a| 4 |{15,17,11,13}
07| 4 [{08,03,0c,07} ob| 4 [{14,17,10,13}
08| 8 |{la,01,08,03,05,0c,1e,07} oc| 8 |{15,14,02,17,10,11,06,13}
0a| 4 [{01,03,05,07} od| 4 [{15,14,10,11}
oc| 8 |{1a,01,08,03,05,0c,1e,07} 0e| 4 |{15,17,11,13}

(1,0,0,0) 1oe| 4 {01,03,05,07} OLLD el 4 {14,17,10,13}
11| 4 |{l1a,03,1e,07} 19| 4 [{02,17,06,13}
13| 4 |{l1a,01,05,1e} 1a| 4 |{14,02,10,06}
15| 4 |{l1a,03,1e,07} 1b| 4 [{15,02,11,06}
17| 4 |[{1a,01,05,1e} 1d| 4 [{02,17,06,13}
la| 4 |{1a,08,0c, le} le| 4 [{14,02,10,06}
te| 4 |{la,08,0c, 1€} 1f| 4 |{15,02,11,06}
ot| 4 [{00,09,0d,04} 08| 8 [{0a,1b,18,19,1d, 1c,0e, 1/}
03| 4 [{00,0b,04,0f} 09| 4 |{18,19,1d,1c}
05| 4 [{00,09,0d,04} 0a| 4 |{1b,19,1d,1f}
07| 4 [{00,00,04,0f} ob| 4 |{1b,18,1¢c,1f}
08| 8 [{00,0b,16,09,0d,04,12,0f} oc| 8 |{0a,1b,18,19,1d,1c,0e, 11}
0a| 4 [{0b,09,0d,0f} od| 4 |{18,19,1d,1c}
oc| 8 [{00,0b,16,09,0d,04,12,0f} Oe| 4 |{1b,19,1d,1f}

00,100 1oe| 4 |{0b.09.0d.0f} LLOD el 4 |{16,18 16,1}
11| 4 |{0b,16,12,0f} 19| 4 |{0a,1b,0e,1f}
13| 4 |{16,09,0d,12} 1a| 4 |{0a,18,1c,0e}
15| 4 |{0b,16,12,0f} 1b| 4 |{0a,19,1d,0e}
17| 4 |{16,09,0d,12} 1d| 4 |{0a,1b,0e,1f}
1a| 4 |{00,16,04,12} le| 4 [{0a,18,1c,0e}
1e| 4 |{00,16,04,12} 1f| 4 |{0a,19,1d,0e}
00| 8 [{1a,01,08,03,05,0c, le, 07} 00| 8 [{15,14,02,17,10,11,06,13}
02| 4 |{01,03,05,07} o1| 4 |{15,14,10,11}
04| 8 |{1a,01,08,03,05,0¢c,1e,07} 02| 4 |{15,17,11,13}
06| 4 |{01,03,05,07} 03| 4 |{14,17,10,13}
09| 4 [{01,08,05,0c} 04| 8 |{15,14,02,17,10,11,06,13}
ob| 4 [{08,03,0c,07} 05| 4 |{15,14,10,11}
od| 4 [{01,08,05,0c} 06| 4 |{15,17,11,13}

(1L01,0) Hog| 4 {08,03,0¢, 07} 0.1,0.1) Ho7] 4 {14,17,10,13}
12| 4 |{1a,08,0c, 1e} 11| 4 |{02,17,06,13}
16| 4 |{1a,08,0c,1¢} 12| 4 [{14,02,10,06}
19| 4 |{la,03,1e,07} 13| 4 |{15,02,11,06}
1b| 4 |{la,01,05,1e} 15| 4 [{02,17,06,13}
1d| 4 |{la,03,1e,07} 16| 4 |{14,02,10,06}
1f| 4 |{la,01,05,1e} 17| 4 [{15,02,11,06}

Table 7: 4-bit Value-Difference Distribution Table
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(y3, Y4, Y3, y4)[0in [VDDT[S™" (z]y) (y3, ¥4, Y5, y4)[0in [VDDT[S™" ([[y)
o1| 2 [{17,13} 01| 2 [{la,le}
02| 4 |{14,02,10,06} 02| 4 |{1a,08,0c,1e}
03| 2 |{15,11} 03| 2 |{la,le}
05| 2 |{17,13} 05| 2 |{la,le}
06| 4 |{14,02,10,06} 06| 4 |{la,08,0c,le}
o7| 2 |{15,11} 07| 2 |{la,le}
09| 2 |{02,06} 09| 2 |{03,07}
ob| 2 |{02,06} ob| 2 |{01,05}
od| 2 |{02,06} od| 2 |{03,07}
of | 2 |{02,06} of| 2 |{01,05}
10| 4 [{14,02,10,06} 10| 4 [{1a,08,0c, e}
11] 2 [{15,11} 11| 2 [{08,0c}
(0,1,0.0) 1451 5 {17,13} LOLD gl 5 {08, 0c}
14| 4 [{14,02,10,06} 14| 4 |{1a,08,0c,1le}
15| 2 [{15,11} 15| 2 [{08,0c}
17| 2 [{17,13} 17| 2 |{08,0c}
18| 4 [{15,17,11,13} 18| 4 [{01,03,05,07}
19| 2 [{14,10} 19| 2 [{01,05}
la| 4 [{15,17,11,13} 1a| 4 [{01,03,05,07}
1b| 2 [{14,10} 1b| 2 [{03,07}
lc| 4 [{15,17,11,13} 1c| 4 [{01,03,05,07}
1d| 2 [{14,10} 1d| 2 |{01,05}
le| 4 [{15,17,11,13} te| 4 [{01,03,05,07}
1£| 2 [{14,10} 1£| 2 |{03,07}
01| 2 [{0Oa,0e} o1| 2 [{ob,0f}
03| 2 |{0a,0e} 03| 2 |{09,0d}
05| 2 |{0a,0e} 05| 2 |{0b,0f}
07| 2 |{0a,0e} 07| 2 |{09,0d}
09| 2 |{1b,1f} 09| 2 |{16,12}
0a| 4 |{0a,18,1c,0e} 0a| 4 [{00,16,04,12}
ob| 2 |{19,1d} ob| 2 |{16,12}
od| 2 |{1b,1f} od| 2 |{16,12}
Oe| 4 |{0a,18,1c,0c} Ooe| 4 |{00,16,04,12}
of | 2 |{19,1d} of | 2 |{16,12}
10| 4 [{16,19,1d,1f} 10 4 [{0b,09,0d,0f}
11| 2 [{18,1c} 11| 2 [{09,0d}
(1L1,0.0) 15| 4 {1b,19,1d,1f} O01L1) 1) 4 {0b,09,0d,0f}
13| 2 [{18,1c} 13| 2 [{0b,0f}
14| 4 [{16,19,1d,1f} 14| 4 [{0b,09,0d,0f}
15| 2 [{18,1c} 15| 2 [{09,0d}
16| 4 [{1b,19,1d,1f} 16| 4 [{0b,09,0d,0f}
17| 2 [{18,1c} 17| 2 [{0b,0f}
18| 4 |{0a,18,1c,0e} 18| 4 |[{00,16,04,12}
19| 2 |{19,1d} 19| 2 |{00,04}
1b| 2 |{1b,1f} 1b| 2 |{00,04}
ic| 4 |{Oa,18,1c,0e} 1c| 4 [{00,16,04,12}
1d| 2 |{19,1d} 1d| 2 [{00,04}
1| 2 [{1b,1f} 1| 2 [{00,04}

Table 8: 4-bit Value-Difference Distribution Table of KECCAK Sbox
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(y3, Y4, Y3, y4)[0in [VDDT[S ™" (z]y) (y3: Y4, Y3, y4)[0in [VDDT[S ™" (z[]y)
o1| 2 [{02,06} o1| 2 [{03,07}
03| 2 [{02,06} 03| 2 [{01,05}
05| 2 |{02,06} 05| 2 |{03,07}
07| 2 |{02,06} 07| 2 [{01,05}
09| 2 |{17,13} 09| 2 |{la,le}
0a| 4 [{14,02,10,06} O0a| 4 |{la,08,0c, le}
ob| 2 |{15,11} ob| 2 |{la,le}
od| 2 [{17,13} 0od| 2 [|{la,le}
Oe| 4 |{14,02,10,06} Oe| 4 |{la,08,0c,1le}
of | 2 |{15,11} of| 2 |{la,le}
10 4 [{15,17,11,13} 10| 4 [{01,03,05,07}
11| 2 [{14,10} 11| 2 [{01,05}
OL10) 1o 4 {15,17,11,13} 1001 5| 4 {01,03,05,07}
13| 2 [{14,10} 13| 2 [{03,07}
14| 4 [{15,17,11,13} 14| 4 [{01,03,05,07}
15| 2 [{14,10} 15| 2 [{01,05}
16| 4 [{15,17,11,13} 16| 4 [{01,03,05,07}
17| 2 [{14,10} 17| 2 [{03,07}
18| 4 [{14,02,10,06} 18| 4 [{1a,08,0c, e}
19 2 [{15,11} 19| 2 [{08,0c}
ib| 2 [{17,13} ib| 2 [{08,0c}
lc| 4 [{14,02,10,06} ic| 4 [{1a,08,0c,le}
1d| 2 [{15,11} 1d| 2 [{08,0c}
1£| 2 [{17,13} 1£| 2 [{08,0c}
o1 2 [{1b,1f} o1| 2 [{16,12}
02| 4 |{0a,18,1c,0c} 02| 4 |{00,16,04,12}
03| 2 |{19,1d} 03| 2 |{16,12}
05| 2 |{1b,1f} 05| 2 |{16,12}
06| 4 |{0a,18,1c,0e} 06| 4 |{00,16,04,12}
07| 2 |{19,1d} o7| 2 |{16,12}
09| 2 |{0a,0e} 09| 2 |{0b,0f}
ob| 2 |{0a,0e} ob| 2 |{09,0d}
0d| 2 |{Oa,0Oe} od| 2 |{0b,0f}
0of| 2 |{0a,0e} of | 2 |{09,0d}
10| 4 [{Oa,18,1c,0e} 10| 4 [{00,16,04,12}
11] 2 [{19,1d} 11| 2 [{00,04}
(LLLO0) Hig) 5 {1b,1f} ©.0,0,1) |y3) 5 {00, 04}
14| 4 |{0a,18,1c,0e} 14| 4 [{00,16,04,12}
15| 2 |{19,1d} 15| 2 [{00,04}
17 2 [{1b,1f} 17| 2 [{00,04}
18| 4 |{1b,19,1d,1f} 18| 4 |{0b,09,0d,0f}
19 2 [{18,1c} 19| 2 [{09,0d}
1a| 4 |{10,19,1d,1f} 1a| 4 |{0b,09,0d,0f}
1b| 2 [{18,1c} 1b| 2 [{0b,0f}
1c| 4 |{1b,19,1d,1f} 1c| 4 |{0b,09,0d,0f}
1d| 2 [{18,1c} 1d| 2 |{09,0d}
te| 4 |{10,19,1d,1f} 1e| 4 |{0b,09,0d,0f}
1| 2 [{18,1c} 1| 2 [{0b,0f}

Table 9: 4-bit Value-Difference Distribution Table of KECCAK Sbox
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(y2, Y3, Y, U5, Y, Y1) [6in [VDDT[S " (x[[y)
(0,0,0,0,0,0) |00| 4 |{00,0b,16,09}
(0,1,0,0,0,0) |08| 3 [{0,08,03}
(0,0,0,0,1,0) |08| 3 [{00, 00,09}
(0,1,0,0,1,0) |00| 4 [{la,01,08,03}
(0,0,1,0,0,1) |o0| 4 |{15,14,02,17}
(0,1,1,0,0,1) |oc| 3 [{1b,18,19}
(0,0,1,0,1,1) |oc| 3 |{15,14,17}
(0,1,1,0,1,1) |00| 4 [{0a,1b,18,19}
(1,0,0,0,0,0) |o04| 4 |{0d,04,12,0f}
(1,1,0,0,0,0) |0c| 3 [{05,0¢,07}
(1,0,0,0,1,0) |oc| 3 |{0d,04,0f}
(1,1,0,0,1,0) |oa| 4 |{05,0c, le, 07}
(1,0,1,0,0,1) |04| & [{10,11,06,13}
(1,1,1,0,0,1) |08| 3 |{ld,1c, 1/}
(1,0,1,0,1,1) |o8| 3 |{10,11,13}
(1,1,1,0,1,1) |o04| & [{1d,1c,0e, 1/}
(0,0,0,1,0,0) |oa| 4 [{00,00, 16,09}
(0,1,0,1,0,0) |oc| 3 [{01,08,03}
(0,0,0,1,1,0) |oc| 3 |{00,0b,09}
(0,1,0,1,1,0) |04| 4 [{la,01,08,03}
(0,0,1,1,0,1) |o04| & [{15,14,02,17}
(0,1,1,1,0,1) |o08| 3 |{1b,18,19}
(0,0,1,1,1,1) |o08| 3 [{15,14,17}
(0,1,1,1,1,1) |o04| 4 |{0a,1b,18,19}
(1,0,0,1,0,0) |00| 4 |{0d,04,12,0f}
(1,1,0,1,0,0) |08| 3 |{05,0c,07}
(1,0,0,1,1,0) |08| 3 |{0d,04,0/}
(1,1,0,1,1,0) |00| 4 [{05,0c, le,07}
(1,0,1,1,0,1) |oo| 4 |{10,11,06,13}
(1,1,1,1,0,1) |0c| 3 |{1d,1c, 1/}
(1,0,1,1,1,1) |oc| 3 [{10,11,13}
(1,1,1,1,1,1) |o0| 4 |{id,1c,0e, 1/}

Table 10: 6-bit Value-Difference Distribution Table of KECCAK Sbox (VDDT > 3)
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I Preimage Attack on 3-round Xoodyak-XOF

In the following, we give a brief description of the Xoodyak hash function and
present a preimage attack on 3-round Xoodyak-XOF.

I.1 The Xoodyak Hash Function

Xoodyak is a permutation-based AEAD and hashing scheme, we focus on
Xoodyak-X0F. The Xoodyak-X0F (b = 384,¢ = 256,r = 128) offers an arbi-
trary output length I and the preimage resistance is min(2'2%,2!). We aim to
conduct a preimage attack on Xoodyak-X0F with a 128-bit digest.

—

1 2 3
xZ

= N

N
=)
o

Fig. 1: Toy version of the Xoodoo state

Xoodyak is built from a fixed 384-bit permutation (called Xoodoo), whose
state (shown in Figure ' bit denoted by A [z][y][z] is located at the a-th
column, y-th row and z-th lane in the round r, where 0 < z < 3,0 < y < 2,
0 < z < 31. For Xoodoo, all the coordinates are considered modulo 4 for x,
modulo 3 for y and modulo 32 for z. The permutation consists of the iteration
of a round function R = peast © X © L 0 pwest © 0. Denote the internal states of the
round r as

0 :Alz]lyllz] < Alz][y] Z [z = 1ly'][z = 5] + Afe — 11][y/][z — 14]).

pwest +A[z][0][2] = A[z][0][2], Al ][ [z] = Alz = 1][1][z], Al=][2][2] « Al2][2][z — 11].
t:A < A+ RCi,], where RC[i,] is the round constants.
x Alallyl[z] < Alz][yllz] + (= (Afz][y + 1][2])) A Ale]ly + 2][=].

peast A[z][0][2] <= Alz][0][2], Al[z][1][2] = Alz][1][z — 1], A[z][2][2] <= Alz - 2][2][z -

The addition and multiplication are in GF(2). Since we analyze the round-
reduced variant with 3 rounds, we only give the first three round constants:
0x00000058, 0x00000038, 0x000003c0 (given in hexadecimal using the little-
endian format).

o1
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I.2 The Attack Framework

In the attack on Xoodyak, our attack framework is fundamentally similar to
framework in the preimage attack against SHA-3. We select 3-block messages
as inputs, and the target internal difference algorithm in the backward phase is
the same as that in the forward phase, which is performed by establishing and

solving the input difference system, as shown in Figure[2] The internal differential
LOPyest 00

transition of the j-th round in the characteristic is denoted by oj—; ———
% Peast

Bi-1 X aj — ay, where j > 1. The period ¢ of the internal differential is 16.

Next, we outline these three phases.

Inconsistent

Forward Phase Collision Phase Backward Phase
TIDA Forward-Collecting Searching Backward-Collecting TIDA
........... Mli I . EE
Lol . R P L S B R T :
My — @ — En =i, ]+ [i, 0] i, a3] = @ = [1, e i, o] i, b~ Ear + H||C:
: : p=27M p=2"F2"ks 11 I :: p=2~ K1k p=2—k5 : :
b,

Fig. 2: The framework of 3-round preimage attack

Phase I — Forward Phase. This phase includes two stages: Forward-TIDA
and Forward-Collecting Messages.

e Forward-TIDA stage: For the target internal difference a1, we establish the
input difference system E and filter out the first blocks My that make E
consistent. After that, select oy from the solution space of each E 4 that can
be legally propagated to a;.

e Forward-Collecting Messages stage: Solve the differential transition systems
Epg,—a; to get the second block M; passing the first round. Then, compute
the messages after 3 rounds functions from the subspaces and filter out the
states where the truncated internal difference is @3 to store in the set D7 .

Phase IT — Backward Phase. This phase includes Backward-TIDA stage and
Backward-Collecting Messages stage.

e Backward-TIDA stage: In this stage, we start with the 128 bits digest H to
be recovered and first append a random 256 bits suffix C' to H, padding it
to 384 bits, denoted by H = H||C. For the target internal difference o, we
establish the input difference system FE ., and filter out the random suffix
C' that make F /. After that, select o from the solution space of each Fa-
that can be legally propagated to af,.
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e Backward-Collecting Messages stage: Solve the differential transition systems
Eg; oy to get the state H||C' passing the last round. Then continue to
calculate backward and collect the states with truncated internal difference
afy and store them in the set D'y.

Phase III — Collision Phase. This phase only includes the searching stage.

e Searching stage: Using hash table techniques, perform an exhaustive search
in D} and D/, until two states with the same capacity value belonging to
different sets are found. Finally, modify the third block M5 to complete the
matching of the entire state.

1.3 Results

For 3-round Xoodyak-XOF, we utilize the internal differential characteristic given
in Section The transition condition numbers are (ki, ke, ks, ki, k5, k5) =
(116,0,8,6,28,72). The scales of the sets D} and D, in the collision phase
satisfy 2mitn2 = 2128,

Forward Phase. According to the DDT of Xoodoo’s 3-bit Sbox, any non-
zero output difference has 4 possible input differences, and these input differ-
ences form a 2-dimensional affine space. Therefore, we use the solution space
corresponding to a linear equation to characterize the active Sbox in the TIDA
stage. For o7, there are 58 active Sboxes and 6 non-active Sboxes. During the
Forward-TIDA stage, for the input difference system E A, each active Sbox pro-
vides 1 linear equation, and each non-active Sbox provides 3 linear equations.
Thus the system EA contains 76 equations, of which the inner part contains
29 equations. Therefore, the complexity of TIDA is 22°. The solution space of
each consistent system E contains 2'7 input differences. Since the differen-
tial transition condition number corresponding to each non-zero input difference
of Xoodoo’s Sbox is 2, the differential transition condition number of the first
round is k1 = 58 - 2 = 116. When the input difference is determined, the de-
gree of freedom of the second block message M; is r/2 = 64, which can only
meet 64 differential transition conditions. To meet the remaining 52 conditions,
an average of 2°2 input differences are required. Therefore, to obtain a message
(Mo||M7) that passes the first round of internal differential characteristics, an
average of 2°2717 = 235 TIDA runs are required, with a complexity of 264.

In the collecting messages stage, to store 2™ states in the set D}, 2nitka+ks
messages passing the first round are required. The total complexity of the forward
phase is given by T = 264+tni+katks

Backward Phase. One property of Xoodoo’s Sbox is that its inverse function
is equal to itself, so the way to construct the input difference system FE: in the
Backward-TIDA stage is the same as in the Forward-TIDA stage, and we obtain
the state H||C that can pass the last round of internal differential characteristics
by changing the value of the suffix C' of the digest H. Since the degree of freedom
of the suffix C' is 256, it can be demonstrated that the complexity of the TIDA
stage in the backward phase is not the dominant factor, and there are enough
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degrees of freedom to meet the 72 differential transition conditions in the last
round. The total complexity of the backward phase is Tp = 2n2+ki+ks,

Complexity. The total complexity 7' = T} + T = 204+n1tkatks | onathy+hy
We take (n1,n2) = (45, 83), in which case the complexity T takes the minimum
value 2118,
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