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Abstract

Bulletproofs, introduced by Biinz, Bootle, Boneh, Poelstra, Wuille and Maxwell (IEEE S&P,
2018), is a highly efficient non-interactive argument system that does not require a trusted setup.
Recently, Biinz (PhD Thesis, 2023) extended Bulletproofs to support arguments for rank-1 con-
straint satisfaction (R1CS) systems, a widely-used representation for arithmetic satisfiability
problems. Although the argument system constructed by Biinz preserves the attractive proper-
ties of Bulletproofs, it presents a gap between its completeness and soundness guarantees: The
system is complete for a restricted set of instances, but sound only for a significantly broader set.
Although argument systems for such gap relations nevertheless provide clear and concrete guar-
antees, the gaps they introduce may lead to various inconsistencies or undesirable gaps within
proofs of security, especially when used as building blocks within larger systems.

In this work we show that the argument system presented by Biinz can be extended to bridge
the gap between its completeness and soundness, and to additionally provide honest-verifier
zero-knowledge. For the extended argument system, we introduce a refined R1CS relation that
captures the precise set of instances for which both completeness and soundness hold without
resorting to a gap formulation. The extended argument system preserves the performance guar-
antees of the argument system presented by Biinz, and yields a non-interactive argument system
using the Fiat-Shamir transform.

*Hebrew University of Jerusalem and Coinbase. Work done while at Coinbase.
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1 Introduction

Bulletproofs is a practical argument system constructed by Biinz, Bootle, Boneh, Poelstra, Wuille
and Maxwell [BBBT 18|, building on the techniques of Bootle, Cerulli, Chaidos, Groth and Pe-
tit [BCCT16]. The Bulletproofs argument system does not require a trusted setup, and provides
logarithmic-length inner-product, range and arithmetic circuit satisfiability arguments relative to
a committed witness. The practical applicability of Bulletproofs was further demonstrated by
Biinz [Biin23|, who constructed a Bulletproofs argument system for rank-1 constraint satisfac-
tion (R1CS) systems relative to a committed witness. Such systems generalize arithmetic cir-
cuits, and have become the interface to a variety of state-of-the-art argument systems (see, for
example, [GGPT13, Gro16, BCRT19, CHM ™20, OB22| and the references therein). Specifically, an
RI1CS instance is parameterized by integers m,n > 1 and a prime ¢, and consists of three matrices
A,B,C € Z;*". In turn, an R1CS witness is vector z € Zy that satisfies Az o Bz = Cz, where o
denotes the Hadamard (element-wise) product.!

Bulletproofs for R1CS. The argument system constructed by Biinz [Biin23| enables to prove
that a given RI1CS system is satisfiable by a witness such that a commitment to a part (or to
all) of the witness is provided together with the R1CS instance. Specifically, Biinz constructed
logarithmic-length arguments for the following relation Rricg which is defined with respect to pa-
rameters m,r,n € N, where m > 1 and 1 < r < n, and a cyclic group G of prime order ¢ with
generators G, H € G"™™. The relation Rrics consists of all pairs ((T, A, B,C), (z,vy)), where

TecG, ABCeZ", xmcly, yciy ,
which satisfy the following two requirements?:
LT = (((2]|0"™") [| 07), G).
2. Azo Bz = Cz for z = (z||y) € Zy.

That is, the group element T is a commitment to x, and the matrices A, and B and C define an
R1CS system that is satisfied by z = (z||y). In his description of the relation Rrics, Biinz allows
the group element T to be of the more general form

T = (((z|[u) [| 0™), G) +{(v || 0), H)

for some u € Zy;™" and v € Z; which, as noted by Biinz, can be set to the all-zero vectors. However,
his argument system does not provide completeness for such instances (i.e., when v and v may
be arbitrary vectors instead of the all-zero vectors). In addition, when analyzing the soundness of
his argument system, Biinz presented an algorithm that extracts a witness z = (z||y) for which
Az o Bz = Cz as required, but for which T' is of the even more general form

T = (((@llt2) || ts), G) + (((t1lIt2) [[ t3), H)

for some ¢ € Zi, t2,t5 € Z77" and ty € Z;'. As the vectors t3 and t3 may not be the all-
zero vectors, this is not a valid witness even with respect to instances of the general form T =
((]|w) || 0™),G) + ((v || 0™), H). In fact, as we demonstrate in Section 4, there are instances in

'For any £ > 1, & = (v1,...,2¢) € Z and y = (y1,...,y¢) € Z&, the Hadamard product x oy € ZY is defined as
rxoy=(T1-Y1,.-..,%0 " Yet) EZg.
2Forany £ > 1, ¢ = (c1,...,¢co) eZé and G = (G1,...,Gy) € G, we let (¢, G) :Zlleci-Gi e G.



which t3 and t§ are not the all-zero vectors, and for which an efficient prover can always convince
the verifier to accept. Thus, this gap cannot be bridged by only refining the analysis provided by
Biinz.

The gap between the completeness and soundness in the argument system presented by Biinz can
be formalized by viewing his argument system as an argument system for a “gap” relation: Given an
“outer” relation Ryt and an “inner” relation Ri, € Rout, the honest prover can convince the verifier
to accept any instance x when provided with an inner-witness w such that (z,w) € Rj,, whereas any
efficient malicious prover that convinces the verifier to accept an instance x with a non-negligible
probability can be used to extract an outer-witness w such that (x,w) € Rout. That is, completeness
is provided for instances of the inner relation Rj,, whereas soundness is guaranteed for instances of
the outer relation Reut. Although argument systems for such gap relations nevertheless provide clear
and concrete guarantees, the gaps they introduce may lead to various inconsistencies or undesirable
gaps within proofs of security, especially when used as building blocks within larger systems.

Our contributions. In this work we show that the argument system presented by Biinz can be
extended to bridge the above-discussed gap between its completeness and soundness, and to addi-
tionally provide honest-verifier zero-knowledge. Specifically, we introduce a relation Rrjcg+ that
lies in between the outer and inner relations resulting from the analysis presented by Biinz, and
extend his argument system to provide completeness, soundness and honest-verifier zero-knowledge
for Rrics* without considering gap relations. The extended argument system preserves the per-
formance guarantees of the argument system presented by Biinz, where for instances in which
T = (((=||0™ ") || 0™),G) the two argument systems coincide. Furthermore, the extended argu-
ment system is public coin and yields a non-interactive argument system using the Fiat-Shamir
transform [FS87, AFK23|.

2 Preliminaries

Let G be a cyclic group of prime order ¢ that is generated by G € G. Throughout this document we
denote scalars via lower-case letters (e.g., z € Z;), vectors of scalars via boldface lower-case letters
(e.g, ¢ = (x1,...,24) € Zg), group elements via upper-case letters (e.g., G € G), and vectors of
group elements via boldface upper-case letters (e.g., G = (Gi,...,Gy) € GY). For & = (x1,...,1) €
Zfl, y = (y1,-..,90) € Z‘f] and G = (G1,...,Gy) € G, we let (x,G) = Zlexi'Gi € G and
woy = (x1-y1,...,3¢Ye) € Z. For x € Z} and integer £ > 1 we let z* = (z,...,2") € Z.

2.1 Interactive Argument Systems

An interactive argument system for a relation R = {R¢ }se(0,1}+ is a triplet IT = (K, P, V) of proba-
bilistic polynomial-time algorithms. The common-reference string generation algorithm K receives as
input the unary representation 1 of the security parameter k € N, and outputs a common-reference
string 0. For any k € N and for any ¢ produced by K(1%), the prover algorithm P and the verifier
algorithm V define an interactive protocol (P(o,-,-),V(o,-)). The input of the prover consists of a
common-reference string o, an instance x and a witness w, and the input of the verifier consists of
the common-reference string o and the instance x. We assume without loss of generality that any
common-reference string o produced by IC(1%) is of length of least s bits (thus, we do not need to
provide P and V with 1% as part of their input). We denote by tr < (P (o, z,w),V(o,x)) the prob-
abilistic process of producing a transcript of the protocol, and denote by Outy(P(o,z,w), V(o,x))
the random variable corresponding to the output of the verifier, in both cases when the prover and
verifier follow the instructions of the protocol.



In what follows we present the standard notions of completeness, honest-verifier zero-knowledge
and witness-extended emulation for interactive argument systems.

Definition 2.1 (Perfect Completeness). An interactive argument system II = (IC, P, V) for a relation
R = {Ro}oefo,1}+ has perfect completeness if for any algorithm A and for any x € N it holds that

o« K(1%) )] 1

Pr (wi) ¢ Ro or OUtV<P(Uaxaw)7V(U’$)> =1 (x7w) — A(U

Definition 2.2 (Public Coin). An interactive argument system II = (K, P,V) is public coin if all
messages sent by the honest verifier are uniformly distributed and independent of the honest verifier’s
input and of all messages previously sent by the prover.

Definition 2.3 (Perfect Special Honest-Verifier Zero-Knowledge). An interactive argument system
IT = (K,P,V) for a relation R = {RU}UE{O,I}* has perfect special honest-verifier zero-knowledge if
there exists a probabilistic polynomial-time simulator S such that for any algorithms A; and As it
holds that

Pr [ (z,w) € Ry |0+ K(17),(x,w,p) + A1(0) ]
and As(tr) = 1| tr < (P(o,z,w),V(o,x;p))
(x,w) € Ry

[and Aa(tr) =1

o+ K(1%),(xz,w,p) Al(a)}
tr < S(o, z, p)

for all kK € N, where p € {0,1}* denotes the randomness of the verifier V.

Definition 2.4 (Witness-Extended Emulation [Lin03|). An interactive argument system IT = (IC, P,
V) for a relation R = {Ry}5e0,1}+ has statistical witness-extended emulation if for any algorithm P*
there exists an expected polynomial-time emulator £ such that for any algorithms A; and As there
exists a negligible function v(-) such that

o= K(17), (2,u) < Ai(o)
e =1 [ vy
Ao(tr) =1 and
Pl s accepting — (z,w) € R,

o K(1%), (2, u) — A (0)
(tr,w) Eo(a,x)l ] ‘ < v(x)

for all k € N, where the oracle O = (P*(o,z,u),V(0,x)) permits rewinding to a specific point and
resuming with fresh randomness for the verifier. Such an argument system has computational witness-
extended emulation if the above holds when restricting A, Ao and P* to probabilistic polynomial
time.

In order to prove that the argument systems we present provide witness-extended emulation,
we rely on the general forking lemma of Bootle, Cerulli, Chaidos, Groth and Petit [BCC*16] that
we now state by following their presentation. Let IT be a (2u + 1)-move argument system with
challenges c1,...,c,. Let ny,...,n, > 1 and consider II_ | n; accepting transcripts in the following
tree structure: The tree is labeled with a statement z, it has depth p and II!_ n; leaves, where each
node at depth ¢ has n; children labeled with distinct values for the ith challenge ¢;. We refer to such
transcripts as an (ni,...,n,)-tree of accepting transcripts. For simplicity, in the following lemma
Bootle et al. assumed that the challenges are chosen uniformly from Z,, for a A-bit prime ¢ such
that A = Q(k), where £ is the security parameter (we note that the lemma holds also when some or
all of the challenges are chosen uniformly from Zj).



Lemma 2.5 (|[BCCT16]). Let p = p(k) be a function of the security parameter k € N, let I1 be a
(21 + 1)-move public-coin argument system for a relation R, and for each i € [p] let n; = n;(k) > 1
such that IIt_ n; is upper bounded by a polynomial in k. If there exists a probabilistic polynomial-time
algorithm that always succeeds in extracting a valid witness from any (ni,...,n,)-tree of accepting
transcripts, then II has statistical witness-extended emulation.

2.2 Inner-Product Arguments

As a building block for constructing an R1CS argument system, following Biinz [Biin23] we rely on
an argument system for the inner-product relation Rip defined as follows:

The Relation Rip

Let d > 1 be an integer, and let G be a cyclic group of prime order q. The relation Rip consists of all
pairs (G, H,G,H, P,w), (u,v,«)), where

G.HecG' GHPecG, uveZl wacl,

which satisfy the following requirements:

1. P={(u,G)+ (v,H)+«a-H.

2. w= (u,v).

The relation Ryp slightly differs from the inner-product relation considered by Biinz [Biin23| and
by Biinz, Bootle, Boneh, Poelstra, Wuille and Maxwell [BBB*18|, which did not allow the group
element P to contain the additional term « - H (in our setting this additional term is used for
additionally providing honest-verifier zero-knowledge). Nevertheless, we show that the approach of
Biinz et al. for constructing an argument system for the inner-product relation they considered applies
also to the more subtle relation Rip. Specifically, we show that an argument system for the above-
defined relation Rip can be obtained from an argument system for the following “multiplicative”
inner-product relation R p that is defined as follows:

The Relation Rp.ip

Let d > 1 be an integer, and let G be a cyclic group of prime order g. The relation R,p consists of all
pairs (G, H,G, H, P), (u,v,«a)), where

G.HeG' GHPeG, uvel! ocl,

which satisfy
P={(u,G)+ (v,H)+ (u,v) -G+a-H.

We construct an argument system for the relation Rip based on the argument system constructed
by Chung, Han, Ju, Kim and Seo [CHJ 22| for the relation R,1p (we describe their argument system
in full detail in Appendix B).? Specifically, given a probabilistic polynomial-time group-generation
algorithm that on input the security parameter x € N produces a description of a cyclic group G of
a k-bit prime order ¢ and 2d + 2 uniformly and independently sampled generators G, H € G and
G, H € G, we prove the following theorem in Appendix A:

Theorem 2.6. Lett : N — N be any function of the security parameter k € N such that d =
d(k) = 2U") 4s polynomial. Assuming the hardness of the DL problem for expected polynomial-time

3The argument system of Chung et al. [CHJ"22] in fact supports a more general, weighted, form of the multiplicative
inner-product relation which is not needed for our purposes



algorithms, there exists an argument system Iljp for the d-dimensional inner-product relation R 1p that
has perfect completeness, perfect special honest-verifier zero-knowledge, and computational witness-
extended emulation. Furthermore, the argument system is public coin, and the prover communicates
2 -logy d + 2 group elements and 3 field elements.

As noted in Section 2.1, in order to prove that the R1CS* argument system we present provides
witness-extended emulation, we rely on the general forking lemma of Bootle, Cerulli, Chaidos, Groth
and Petit [BCCT16] (see Lemma 2.5 above). For this purpose, we rely on the following lemma that
we prove in Appendix A for establishing the witness-extended emulation property of the argument
system Ilip:

Lemma 2.7. There exists a probabilistic polynomial-time algorithm Ext that, on input any Rip
instance (G, H,G, H, P,w) together with any corresponding (2,4, ...,4,5)-transcript tree of depth
logy d+2 for the argument system U p, where d = 2t > 1, produces either a witness (u,v, «) such that
((G,H,G,H, P,w), (u,v,a)) € Rip or a non-trivial discrete-logarithm relation for (G, H,G, H).

In fact, for proving Lemma 2.7 we rely on the following minor refinement of the notion of a
transcript tree. Recall that each node at depth i of a transcript tree has n; children labeled with
distinct values for the ith challenge ¢; € Z,. For proving Lemma 2.7 we require that not for any two
children j # j' € [n;] of a node at depth ¢ it holds that ¢;; # ¢; j-, but also ¢; j # —¢; 7. Since we
consider the general forking lemma of Bootle et al. for a A-bit prime ¢ such that A = Q(k), where &
is the security parameter, their lemma still holds for this minor refinement.

3 The R1CS* Relation

In this section we introduce the Rgjcg+ relation which, as discussed above, lies in between the outer
and inner relations resulting from the analysis presented by Biinz. The Rricg* relation is defined
as follows:

The Relation Rrics*

Let m,r,n € N be such that m > 1 and 1 < r < n, let G be a cyclic group of prime order ¢, and let
G,H € G""™ and G,H € G be 2(n + m) + 2 generators. The relation Rrjcs+ consists of all pairs
((T7 A7 B7 O)? (wa w,7 Yy, y,a 77)); Where

TeG, ABCezZ™", wx' €l yy el nel,

which satisfy the following requirements for z = (z||ly) € Zj and 2’ = (z'||y’) € Z:
LT = {((ally’) || A=), G) + (0" || B="), H) + 7 H.
2. AzoBz =Cxz.
3. Az’ o Bz' =(0™.
4. Azo Bz’ + Bzo Az’ = CZz’.
)

. Apx’ = Bpagx’ = Cpx’ = 07, where Ap,, By, Cliiyp € Z™*7 denote the leftmost r
columns of the matrices A, B and C, respectively.

The relation Ryicg* differs from the relation considered by Biinz in two aspects. First, the
relation Rr g+ considers an additional generator H which is used both for providing honest-verifier
zero-knowledge and for supporting instances in which 7" already consists of an additional randomizing
element 7 - H (where 7 is made part of the witness).



Second, when comparing the relation Rricg+* to the outer and inner relations resulting from the
analysis presented by Biinz (while ignoring the additional randomizing element 7 - H for the purpose
of this comparison), note that the requirement 7' = (((z||y’) || Az’),G) + (0" || Bz’), H) indeed
lies between the requirement 7' = (((«||0"") || 0™), G) to which the argument system presented by
Biinz provides completeness, and the requirement 7' = (((z||t2) || t3), G) + (((t1||t5) || t5), H) to
which it provides soundness. Furthermore, note that the additional requirements (i.e., requirements
3-5) are always satisfied for z’ = 0", and thus the relation Rgjcs* indeed contains all instances to
which the argument system presented by Biinz provides completeness. Thus, we expect that for most
applications an argument system for the Rrjcg+ relation may be used directly for proving R1CS
instances in which 7' = (((«||0"™") || 0™), G).

If, for some applications, it is nevertheless required that soundness holds specifically for T =
(((x]|0™) || 0™),G), this can be resolved by additionally providing an argument of knowledge
for the relation that consists of all instances ((G1,...G,,T),x) where T' = (x,(G1,...,G,)) and
T < 22.4 As shown by Attema and Cramer [AC20], such an argument can be provided either via a
Y-protocol in which the prover sends a single group element and r field elements, or by extending the
Y-protocol to a [logy(r + 1)]-round public-coin protocol in which the prover sends 2 - [logy(r + 1)]
group elements and 3 field elements (thus, the classic ¥-protocol is a good practical fit for applications
in which r is comparable to logs(m + n)). However, given that providing such an additional proof
may in some cases significantly increase the overhead, it may be preferable to first examine whether
the security analysis of application under consideration can be refined to rely on the relation Rricg
and thus avoid the additional proof.

4 An R1CS* ZK-Argument System

In this section we present and analyze an argument system IIg;cg* for the Riicg* relation. Following
the approach of Biinz, Bootle, Boneh, Poelstra, Wuille and Maxwell [BBB* 18], the key idea observed
by Biinz [Biin23] is that an R1CS instance (T, A, B, C) with respect to a given set of generators,
where T' € G and A, B,C € Zy"*", can be transformed in a probabilistic manner into a single Ryp
instance with respect to a modified set of generators (see Section 2.2 for the definition of the relation
Rip). That is, the m constraints defined by the instance (T, A, B,C') can combined into a single
inner-product constraint.

Specifically, note that a solution z € Zj to the system Az o Bz = Cz exists if and only if
there exist vectors wa, wp € Zj such that: (1) Az —ws = 0", (2) Bz —wp = 0™, and (3)
Cz—wpowp = 0™. On the one hand, this increases the number of constraints from m to 3m. On
the other hand, however, this “uncouples” the Hadamard product Az o Bz involving the solution z.
Such an uncoupling is crucial since the given commitment 7' commits to the individual entries of z
and not to the products of each two individual entries of z. Now, for proving that Az — w4 = 0™,
following an appropriate commitment from the prover, the verifier can uniformly sample a scalar
a ¢ Zy, and the inner-product argument system can be used for proving that (™ Az —wa) =0,
where a” = (a,...,a™) € Z;*. If the prover successfully convinces the verifier with a non-negligible
probability over the choice of «, then this holds for m + 1 distinct values of «, and we are ensured
that Az — wa = 0™. The same approach can be taken for proving that Bz — wg = 0™ and
Cz—wpowp = 0™, resulting in three inner-product instances. For ensuring that the same w4 and
wp are used, and for further compressing the three inner-product instances into a single instance,

“Note that if T = (((z||y’) || Az’),G)+{(0™ || B2'), H) +n-H and T = (((£|[0""") || 0™), G) for & # &, then this
provides a non-trivial discrete-logarithm relation for (G, H, H). Therefore, assuming the hardness of the DL problem
for expected polynomial-time algorithms, the additional argument guarantees that * = &.



the verifier samples «, 8,7 < Z;, and the argument system includes a wide variety of technical
complications for enabling the parties to essentially construct an inner-product instance roughly
equivalent to the constraint

(a™ Az —wa) + (8", Bz —wp) + (", Cz —waowp) =0 .

In what follows we present the argument system, and then state and prove its completeness,
soundness and zero-knowledge guarantees. The argument system IIg;cg*, which uses as a building
block the inner-product argument system Iljp provided by Theorem 2.6 (which we prove in Appendix
A), is defined as follows (our modifications to the argument system presented by Biinz, which are
discussed below, are colored red for convenience):

The Argument System IIg;cs*
e Public parameters:

1. Integers m,r,n € N such that m > 1, 1 <r < n, and n +m = 2! for some integer ¢ > 1.
2. Cyclic group G of prime order ¢ and 2(n + m) + 2 generators G, H € G"*™ and G, H € G.

e Inputs:

1. P: Instance (T, A, B,C) and witness (z,2’,y,y’,n) € Ly X L X L™ X Ly™" X ZLy.
2. V: Instance (T, A, B,C).

e Execution:

1. The prover P samples 1 < Zg, lets z = (z||y) € Z, computes
S =((('lly) | Az),G) +((0" || Bz),H) +r-H e G

and sends S to the verifier V.

2. The verifier V samples «, 3,7,6 < Z; independently and uniformly, and sends (a, ,7,9) to the
prover P.

3. Letting G = (G4, ...,Gpim), each party computes

= o-vEZ
0 =(6...,6,1"") € Zy
6t =("t .1 ey

G = (G, Gy Gty ™™ Gsm) € GPF™
pmA+ BB —y™C € Z]

(@™ B™) + 6% (a",c0d) € Z,

P=0"T+5+(6 a"[|-8™),G)+((cod||-a™),H)eG

C

W

and the prover P additionally lets 2" = (z’||y") € Z]; and computes

= (cob|[Bz—a™ +5 ' -Bz) ezt

u = ((@'||y)+0 " (xl|y)+0%-a” || (Az+ 61 Az) o™ — B™) € Zyt™
v
n =r+ 5. n




4. The parties invoke the inner-product argument Il;p with the instance (G’, H,G, H, P,w), where
the prover P takes the role of the prover using the witness (u,v,”’), and the verifier V takes the
role of the verifier and then outputs its output.

The argument system Ilg;cg+ is obtained from the argument system presented by Biinz by first
introducing the additional vectors &’ and y’ for supporting the specific structure of the group element
T as specified by the relation Rrics*, and by introducing the element n - H for randomizing the
group element S in order to provide semi-honest zero-knowledge. Then, by additionally modifying the
group element S and the vectors u and v, as described above in red font for supporting the additional
vectors &’ and gy, this enables to provide both completeness and soundness for the relation Rrjcg
(setting &’ = 0", ¥y’ = 0"~ " and n = 0 yields the argument system presented by Biinz).

The following theorem captures the completeness, soundness, zero-knowledge and prover commu-
nication complexity of the argument system Ilg;cg+. For formalizing the soundness of the argument
system we assume that the cyclic group G is produced by a group-generation algorithm, and that
the generators G, H, G and H are uniformly and independently sampled. This enables us to prove
that the argument system provides computational witness-extended emulation assuming the hard-
ness of the DL problem for expected polynomial-time algorithms. Specifically, following Bootle et
al. [BCCT16| and Biinz et al. [BBB*18], when including the description of the group and genera-
tors as part of the instance to the relation, we show that the argument system provides statistical
witness-extended emulation for extracting either a valid witness or a non-trivial discrete-logarithm

relation for (G, H,G, H).

Theorem 4.1. Let t : N — N be any function of the security parameter k € N such that 21 s
polynomial. Assuming the hardness of the DL problem for expected polynomial-time algorithms, then
for any polynomials m = m(k), r = r(k) and n = n(k) such thatm > 1,1 <r <n and n+m = 2¢,
it holds that g cg+ is an argument system for the relation Rp;cs with perfect completeness, perfect
special honest-verifier zero-knowledge and computational witness-extended emulation. Furthermore,
the argument system is public coin, and the prover communicates 2 -logy(n +m) + 3 group elements
and 3 field elements.

The proof of Theorem 4.1 is provided in Sections 4.1, 4.2 and 4.3 and which consider the complete-
ness, zero-knowledge and witness-extended emulation properties, respectively. As for the communi-
cation complexity, note that the prover communicates a single group element, and then additionally
communicates 2 - logy(n + m) + 2 group elements and 3 field elements when taking the role of the
prover in the inner-product argument IIjp (see Theorem 2.6 for the properties of the inner-product
argument system IIp).

Padding R1CS* instances. Note that we presented the argument system Ilg;cg* for parameters
n and m such that n + m is a power of 2, since we presented the argument system Ilip for any
dimension which is a power of 2. Dealing with the more general case in which n + m may not be
a power of 2 can be done by padding any R1CS* instance (T, A, B,C) with “empty constraints”.
That is, by adding m’ < n + m all-zero rows to the matrices A, B,C € Zg"*" to obtain matrices

A B, C' ¢ ng+m,)xn for which n +m +m/' is a power of 2. As a result, this requires including 2m/
additional generators Gni+m+1, Hntm+1s- - - » Gnemtm's Hntm+m' € G in the public parameters.

We observe that for any w = (x,2’,y,y’,n) € Zj x Zi x Z§~™" x Zy~" X Z, it holds that w is a
valid witness for an instance (7', A, B, C) if and only if it is a valid witness for the padded instance

(T, A, B',C"). Specifically, for z = (x|ly) and 2’ = (’||y’), it holds that A'z’ = (Az’HOm/> and



Bz = (Bz’HOm/), and therefore

T ={((=lly') || Az"),G)+((0" || Bz'),H) +n-H
if and only if

T = ((zlly’) || A'2), (Gl|Grim+1s - -, Grmsm'))
+((0" || B'Z), (H||Hpmt1s - -y Hympm)) + 1 - H
Similarly, it holds that:
e AzoBz=Czif and only if A’z0 B’z = (C'z.
o Az’ o Bz = 0™ if and only if A’z’ o B'z’ = 0™m+™
e AzoBz' + Bzo Az’ =C2’ ifand only if A/z0 B2’ + B'’zo A2’ =(C'2’.

o Apyx’ = By’ = Cpypx’ = 0™ if and only if A’[lzr]a}’ = Bfl:r]

T = C[/1;r]5'3, = gmtm’,

4.1 Completeness

We prove the following lemma by showing that the completeness of the argument system Ilgcg+ is
directly inherited from that of the inner-product argument system Iljp.

Lemma 4.2. The argument system Ilgp;09< has perfect completeness.

Proof. Let G be a cyclic group of prime order ¢ with 2(m + n) + 2 generators G, H € G"*™ and
G,H € G, and let ((T,A,B,C),(x,2',y,y’,n)) € Rrics- We show that for the inner-product
instance (G', H,G, H, P,w) and witness (u,v,n’), as computed by the prover and verifier, it holds
that ((G',H,G, H, P,w), (u,v,n")) € Rip. That is, we have to show that w = (u,v) and that
P={(u,G")+ (v,H) +n - H. First, uw and v are defined by the prover as
u=(|ly)+0" (2|ly) +6% a" || (Az+ 57" Az) o™ — B™) € Zy™™
v=(cod||Bz—a™+d' Bz GZ:;‘H” ,

and therefore

(u,v) = ((@'[ly) + 67" (2lly’) + 8- a",co0d)
+((Az+071- A2 o™ — 3™, Bz —a™ + 6L B2') . (4.1)

Focusing on each of the two inner products on the right-hand side of Eq. (4.1), for the first one we
obtain

(('[ly) + 07" - (z[ly’) + 6% a",co )
= (6" || y),cod) +((@ || 67'y"),c08) + % (a",co )
= <5_1 0z,co 5) +6- (m', C[l:r]> + st (y', C[r+1:n]> + 52 . (a”, co (5>
= (z,c)+61. (W', Clry1m) + 6% - (a",cod), (4.2)

where Eq. (4.2) relies on the fact that Ap. @’ = Bp,a’ = Cpyja’ = 0™ that combined with
c=pum"A+ B"B —~™C implies

<wla C[l:r}> = <m,7“’m‘4[1:r] + IBmB[lzr] - 7mC[1:7‘]> =0.
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For the second inner-product on the right-hand side of Eq. (4.1), we obtain

(Az4+ 61 A2 )Yoy™ - B™ Bz —a™ + 6 - B2)
= (@™, B™) + 04" (Az o Bz + Bzo AZ') — 61 (@M o) AZ — 67 8" B2’
+ 4™(Az 0 Bz) — (@™ oy™)Az — 3™ Bz + 62 - 4™(Az’' o B')
= (", B+ 07" (Y"C2' — p" Az’ — B"B2') +4"Cz — p™ Az — "Bz (4.3)
= (™, B") =07 (2. c) — (2,¢)
= (@™, ") =671y, eprprn) — (20) (4.4)
where Eq. (4.3) follows from the facts that Az o Bz = Cz, Az’ o Bz’ = 0™ and Az o Bz’ + Bz o

Az' = C2'; and Eq. (4.4) follows from the fact that A, 2’ = Bz’ = Cpga’ = 0™ implies
(2',¢) = (Y, ¢jp41:0)). Combining Eq. (4.1), (4.2) and (4.4), we obtain

<’U,,’U> = <am’5m>+62 <an7005> =w.

Second, by the guarantee T' = (((x||y") || Az’),G) + ((0™ || Bz"), H) +n- H, and by definitions
of the group elements S and P as computed in the argument system, we obtain

P=61tT+854(6* a"||—B™),G)+ ((cod || —a™),H)
=0 ((=lly") || A=), G) + 671 -((0" || B2'),H) +6 " -n-H
+H((@'lly) [| Az),G) +((0" || Bz), H) +r- H
+((8*- " || = B™),G) + ((codb || —a™), H)
= ((@'|ly) + 0" (zlly) + 6% - " || (Az+ 67" A2') oy — B7), G)
+((cod || Bz—a™+6 1 B2\ H)+ (r+6'-n)-H
(u,G'Y + (v, H) +n - H .

Overall, we showed that w = (u,v) and P = (u,G’) + (v, H) + 7' - H, and therefore ((G’, H,G, H,
P,w), (u,v,n")) € Rip. Thus, the perfect completeness of the argument system ITjp implies that the
argument system Ilr;cg+ has perfect completeness. |

4.2 Honest-Verifier Zero-Knowledge

We prove the following lemma by showing that the honest-verifier zero-knowledge of the argument
system Ilgicg* is directly inherited from that of the inner-product argument system Ilip.

Lemma 4.3. The argument system llg;c5+ has perfect special honest-verifier zero-knowledge.

Proof. Let S be the simulator that is defined as follows on input ((G,H,G,H), (T, A, B,C), p):
1. Uniformly sample S + G.

2. Parse p = (o, 3,7, 9, pip), where «, 3,7,d € Zy is the verifier’s randomness for Step 2 of the
argument system Ilg;cg*, and pip is the verifier’s randomness for Step 4 of the argument system
ITr1cs* (i-e., pip is the verifier’s randomness for the argument system Ilyp).

10



3. Compute

o= -y €Ly

0=(0,...,0,1" ") € Zy
G = (Gi,....Gpn,v -Gty 7™ Grm) € G
c=p"A+pB"B-~y"CeZy

w= (@™ B™ +§*(a",cod) €7,

P=5"T+S+(0* a"||-B"),G')+((cod ||—a™),H)eG

4. Invoke the zero-knowledge simulator of the argument system IIjp on input ((G’, H',G, H, P,
w), pip) for obtaining a transcript trip.

5. Output (S, a, B,7,9,trp).

Let A; and A be any two algorithms as in Definition 2.3, fix any common-reference string o
= (G,H,G,H), and fix any triplet ((T, A, B,C), (xz,2’,y,y",n), p) produced by A;(c) such that
(T, A, B,C), (z,x',y,y",n)) € Rrics*- We need to show that, conditioned on any such fixed values,
the distribution of the transcript produced by the simulator § is identical to the distribution of an
honestly-generated transcript (thus, 42 will have no advantage in distinguishing the two cases — as
required by Definition 2.3).

First, in both cases, the group element S is uniformly distributed: For the transcript produced
by the simulator S this follows directly from the fact that S uniformly samples S < G, and for an
honestly-generated transcript this follows from the fact that the honest prover uniformly samples
r < Zq and computes

S=((('ly) Il Az),G) +((0" || Bz),H) +r - H .

Second, in both cases, the values «, 3, v, and § are uniquely determined by the verifier’s randomness
p = (a,B3,7,8,pip). Finally, in both cases the inner-product instance (G’, H,G, H, P,w) is com-
puted as the same deterministic function of the given generators (G, H,G, H) and of (S, a, 3,7, 9).
Given that ((T, A, B,C), (z,2’,y,y’,n)) € Rrics*, the perfect completeness of the argument system
ITR1cs* guarantees that there exists a witness (u,v,n’) (which would be computed by the prover
in an honest execution as instructed) such that ((G’, H,G, H, P,w), (u,v,n')) € Rip. Thus, the
perfect special honest-verifier zero-knowledge of the argument system Iljp guarantees that the tran-
script trjp produced by its corresponding simulator is distributed identically to an honestly-generated
transcript when conditioned on all previously-fixed values. [ |

4.3 Witness-Extended Emulation

We prove that the argument system Ilr;cg* provides computational witness-extended emulation
based on the sufficient condition established by the general forking lemma of Bootle et al. (as discussed
in Section 2.1 above). That is, we present a probabilistic polynomial-time algorithm that when
provided with a transcript tree (of a suitable polynomial size) extracts either a valid witness or a
non-trivial discrete-logarithm relation for (G, H, G, H).

Lemma 4.4. There exists a probabilistic polynomial-time algorithm Ext that, on input any (G, H,
G,H) € G2 tm+2 and any Rpiog instance (T, A, B,C) together with any corresponding (n +
ILm+ 1,m+ 1,5,2,4,...,4,5)-transcript tree of depth logy(n + m) + 6 for the argument system
Iz 05+, produces either a witness (x,x’,y,y’,n) such that (T, A, B,C), (z,z',y,y",n)) € Rrics
or a non-trivial discrete-logarithm relation for (G, H,G, H).
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Proof. Let m,7,n € N be such that m > 1,1 <7 <n and m +n = 2¢, let G be a cyclic group
of prime order ¢, and let G, H € G"™ and G,H € G be 2(n + m) + 2 generators. Then, any
(n+1,m+1,m+1,524,...,4,5)-transcript tree of depth logy(n +m) + 6 for an Rrycs+ instance
(T, A, B,C) has the following form:

e The root of the tree is a group element S € G, and the first level consists of n + 1 nodes
corresponding to distinct values {;}icny1)-

e For each first-level node «;, the second level consists of m+1 children corresponding to distinct
values {Bi7j}j€[m+1].

e For each second-level node f3; ;, the third level consists of m + 1 children corresponding to
distinct values {7; jk }kefm+1]-

e For each third-level node +; ; 1, the forth level consists of 5 children corresponding to distinct
values {61',]-,;@7@}%[5].

e Finally, each forth level node §; j . ¢ serves as the root of a (2,4, ...,4,5)-transcript sub-tree of
depth logy(n + m) + 2 for the inner product argument with a corresponding instance (
H7 G7 Hv P’i,j,k‘,ﬁ) wi,j,k,g)'

l4
2,35k

Our extractor Ext invokes the probabilistic polynomial-time extractor of the inner-product argument
system (recall Lemma 2.7) on each of the (2,4,...,4,5)-transcript sub-trees (note that the number
of such sub-trees is polynomial). For each such sub-tree it obtains either a witness (u; j k¢, Vi,j,k 5
7]27]-’,?’@) such that (( g’j’k,H,G, H,P; ko wijke) (ui,j,k,ﬁa'Ui,j,k,eané,j,k,e)) € Rip, or a non-trivial
discrete-logarithm relation for ( g’ e H G, H). Any such relation yields a corresponding relation
for (G, H,G, H), and therefore for the remainder of the proof we assume that the extractor obtains
a witness (ui,j,k,g, Vi k.l n£7j7k7£) for each such sub-tree.

For every i € [n+1], j,k € [m+1] and £ # ¢’ € [5], note that for the Rip instances corresponding
to the two paths (a, B, Vijks i jk,e) and (o, Bi j, Vi jk» 0ijk,er) it holds that

S+6 e T = Pijre— (0710 || = B Gljr) — ((Cijk © Gijike || — "), H)
= (Wi j ko es Gg’j’k> + (Vi k0, H) + nz{,j,k,é -H
—<(5i2,j,k,z caf || = B1%), G jx) — ((Cigrodijre || —af), H)
S+ 5;]%;9,@/ T =P ke — <(5¢2,j,k,z' oy || = %’jj): Gé,j,k) — (e 0 5i,j,k,e’ || - ai"), H)
= (Wi ks Gijr) + Vijre, H) + 05 o H
_<(6i2,j,k,€’ o || - %)7 G;,j,k> — ((cijk 0 0i 5 ke || —ei"), H) ,

As 6; 5k 7 0ij ke, this provides two linearly-independent equations in the unknowns S and 7', and
enables to efficiently compute vectors

’ / T
84k, 1555 G ko0, 1 L ko0, 15 i G0 0r 1 € Dy

/ / n—r
Si,5.k,0,8",25 55 5. k,0,07,25 Lijk,0,0 25 ti,j,k,z,e',z € Zq
/ ’ m
Si,Gk,l,35 54,5t 30 Lk 0,030 b g ke 0,03 € Ly

Vi /!
Sigk bt tij ke € ZLq
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such that

S = (8i,4k,e,0r,11185.5,k,0,0n, 21845,k 0,003 G)
’ ’ ’ "
(85 10,000 11187 g ese,0r 2180 G ke, H) + Sijeer - H
T = (i ke alltigeee 2lltigree s G)
(g1 g0 210 0 H) + 8o - H -
If these vectors are not identical for all (i, j, k, ¢, '), then we obtain a non-trivial discrete-logarithm
relation for (G, H, H) (and thus a non-trivial discrete-logarithm relation for (G, H,G, H)). There-
fore, for the remainder of the proof we assume that these vectors are identical for all (i, 7, k,¢,¢'),
and denote them by s1,sy,t1,t] € Zy, s2,85,t2,t5 € Zy™", s3,83,t3,t5 € Zi" and ", 1" € Z,.
Equipped with this notation, we have
S = (s1l|s2||s3, G) + (s1|s5]|s3, H) + 5" - H
T = (t1|[t2|lts, G) + (t1[[t5][t5, H) + 1" - H .

Next, for every i € [n+ 1], j,k € [m +1] and £ € [5], the extracted witness (W;j,k,e; Vi,jk.e: i 1 0)
satisfies

(Wijees Ghjiae) + (Wiggees H) + 0 g H
= P,‘7 k0
=S40 e TH (070 || = B Ghj) + ((Ciik 0 Sijihe | — i), H)
= (sallsallss, G) + (silshls5|| D) + " - H
+0; 1o ((tallt2llts, G) + (#1185 [t5, H) + " - H)
(020 Al | = BT Gl j) + ((€gigs 0 Oiopne || — ), H)
— (salls) & 61~ (talita) + 6250 02) || (834314 ta) 0 ¥E — BT): Gl
H((((s11152) + 0, 5p0 - (E1118) + Ciik © Fijipe) || 85+ 6,1y, t5 — '), H)
(5" 40 ) - H -

Therefore,

Ui = (((s1lls2) + 055 0 (allta) + 67550 @) [ (536 4 o - ta) oV 1 — BYy)
Vijk,t = (((s1lls2) + 5” ke’ - (t1]lt2) + Cigk © Oijk,e) || 83+ 5” ke’ t3 — o))
Wk = 8"+ 0 gt

since otherwise we again obtain a non-trivial discrete-logarithm relation for (Gg’ e H, H ) (and thus
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a non-trivial discrete-logarithm relation for (G, H,G, H)). Then, on the one hand
Wikt = (Wijk, Vig,ke)
= ({(tallta), (E1l188)) + (b 041 10 85) ) - 07 21
+<<(31H32)7 (t1]182)) + ((s1182); (t1[[t2)) + (t2. €i ik frt1m))
(s — @' b 0 A7) + (33 0 W — Bi ) 07
+<<317 s1) + (s2,(s5 + Cijk,fr+1:m])) T (1, Ci ik, [1:0])
+ (35 0 e 85 — @) — (81 85) + (o' By))
({51, Cag i) + (@ (G112 ) - 00
+((af (shl1s5) + (0 - 0} i grarm) - e
g, €k, 10) 5?,j,k,£ )
whereas on the other hand
Wijhe = (", BG) + 67 ke (0l €igige © O koe)
= (af", Bi) +{af - af ™", € j k,[r+1:m)) 5i2,j,k,£ +{ag, € 5k,1:r]) 5?,j,k,z ;
which together imply

0 = ({(tallt2), (#5][5)) + (s 0 Vi 1o t)) - 07 24 s

+(<(81||82), (t111t2)) + ((s1152); (B1[lt2)) + (L2 €i ik frt1:m))
o+ {sh — @t 0 W) + (38 0 Vi — BY.t)) 07k
+<<817 8,1> + <S27 (8,2 + Ci,j,k,['r'+1:n])> + <t17 Ci,j,k,[l:’r]> + <83 © ’7%77',147 Sg} - azn> - < ij? Sé>)

+((51. Canibrent) + (0 (11185 ) - D

+af, (s1118%)) - 67 e -
For every i € [n+ 1] and j,k € [m + 1], the right-hand side of above equation (when multiplied
by 53 j,k,f) is a polynomial of degree 4 in the variable d. Since the above holds for 5 distinct values
{d "j,k,[}ge[g)], it is the zero polynomial, and therefore its 5 coefficients are all zeros. That is,

0 = ((tallt2), (t1[1t2)) + (t3 © ¥ijj k. ts) (4.5)
0 = ((s1lls2), (#1[[t2)) + ((s1lls2), (Ballt2)) + (t2, €ijk,frt1:m))
+(s5 — i t3 0 Yilj k) + (830 Vs — Biy: ta) (4.6)

0 = (s1,87) + (82, (85 + € j e, rt1:m))) + (E1, €4 j ke [1:0])

+(83 0 ks 83 — ") — (Bij. 83) (
= (81, C 5k, 1)) + (OF, (t1][E2)) (
= (af, (slls2)) - (
Similarly, since Eq. (4.9) holds for n + 1 distinct values of a;, then 8§ = 0" and s5 = 0""". Eq. (
now becomes

4.7)
4.8)
4.9)
4.7)

0= ((t1l|s2), Ci k) + (83 0¥i k> 53 — ) — (BL, 85)
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and recalling that ¢; jr = u;'}j,kA + ,BZZjB — 'yffj’kC and ji; j, = o - Y; j,k We obtain

0 = ((trlls2), uij e A+ Bi5B = ¥ xC) + (830 Vi 83 — 0F") — (Bi;, 55)
= (A (t1lls2) — s3, 0" oy 4) + (B - (talls2) — s5,877;) — (C - (talls2) — s3.0 83,754 -

Applying Claim C.2 to the above, we obtain

A (t1]|s2) = s3
B (t1][s2) = s
5

C - (t1][s2) = s50s3

Letting * = t1 € Zj, y = s2 € Zy ™" and z = (z||y) € Zy, yields (Az) o (Bz) = Cz as required.
Focusing now on the group elements S and T, so far we have established that they are of the following
form:

S = (((s1lly) [| Az),G) + (0" || Bz),H) +s" - H
T = ((zl[t2) || t3), G) + {((t1][t3) || t5), H) +t" - H .
Examining the term (s1,¢; jk,[1:]) that appears in Eq. (4.8), given that c¢;jx = ik A+
,Bg’ij — 'y;’jj,kC, then
Cijie,[1ir] = Hi gk Aftr] + B B = Vi aeClain)
where A[1.,], B, and Cpp,y € Zg"" denote the leftmost 7 columns of the matrices A, B and C,
respectively. Eq. (4.8) is thus equivalent to
0= <A[1:r]817 a;n o ’71777,k> + <B[1:r]317/62,1j> - <C[1:T]8177?,1j,k:> + <a?7 (t{lHt,2)> .

Applying Claim C.2 once again, we obtain Af,;js1 = By 81 = Cpp;y81 = 07, 8] = 0" and t5 = 0"
Letting &’ = s1 € Zj we thus have Aj,2" = B’ = Cpp.x’ = 0™ as required.
Similarly, examining the term (t2, ¢; j k,[r+1:n]) that appears in Eq. (4.6) it holds that

Ci,j,k,[r+1:n] = l'l’;??j,kA[r+1:n] + IBZLjB[r+1:n] - 7%,kc[r+1:n} )

where A1), Birg1m) and Cpi1p) € Z;nx(n_r) denote the rightmost n — r columns of the ma-
trices A, B and C, respectively. Given that s = t] = 0" and s§ = t;, = 0”7, it holds that
((s1]]s2), (t]]1t5)) = 0 and ((s}]|s%), (t1||t2)) = 0, and therefore from Eq. (4.6) we obtain

= (t2, ¢ jk,[r+1: n]) + (s — "tz o ) + (305K — Biyits)
= (Apyimite, " 0 Yijk) T (Bprsimte, Biy) — (Chrtrimte, Vige)
+(s3 otz +szo0 téﬁ{?j, ) — (ts, " ol k) — (3, B75)

= (Apgimytz — ts, o' 0¥ k) + (Biryprmyte — 15, 875) — (Clryrmjta — s3ots —s3 015,75 k) -

Applying Claim C.2 once again, it holds that

A[r+1:n]t2 =13
B[T—i—l:n]t? = t,3
C[r—l—l:n]t? = Sg otz +sgo té = Bzo A[r+1:n]t2 + Az o B[r+1:n]t2 .
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Letting ¢y’ = t2 € Zy™" and 2’ = (2'||y’) € Zj, we then obtain C, 1.y’ = (Bz o Apy1.my’) +
(Az 0 Bji1.y’), and thus C2" = (Bz o A2’) 4 (Az o B2') as required.

Finally, examining Eq. (4.5), given that ¢} = 0" and 5 = 0" ", then for m + 1 distinct values of
%i,j,k it holds that 0 = <t30tg,'yffj’k>, and therefore t3oty = 0™. That is, (A4 1Y) 0 (Byg1:m)¥y’) =

0™ and therefore (Az’) o (Bz’) = 0™. Letting n = t”, we obtain
T =(((=lly') || Az"),G) +((0" || Bz), H) + - H

as required. ]
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A From mIP Arguments to IP Arguments

In this section we show that an argument system for the multiplicative inner-product relation Ry p
can be used to construct an argument system for the inner-product relation Rip (see Section 2.2
for the definitions of these two relations). Given an argument system Ilip for the relation Ryip,
consider the argument system Ilip defined as follows:

e Public parameters:
1. Integer d = 2¢ > 1.
2. Cyeclic group G of prime order q.
e Inputs:
1. P: Instance (G, H,G, H, P,w) € G*™? x Z, and witness (u,v,a) € Z24.
2. V: Instance (G, H,G, H, P,w) € G**3 x Z,.
e Execution:

1. The verifier V samples e < Z7, and sends e to the prover P.

2. Each party computes

3. The parties invoke II,,;p with the instance (G, H,G’, H, P’), where the prover P takes the role
of the prover using the witness (u, v, «), and the verifier V takes the role of the verifier and then
outputs its output.

The Argument System Ilp

G =e-G
P=P+w- -G

In what follows we prove the completeness, zero-knowledge and witness-extended emulation prop-
erties of the argument system Iljp based on the corresponding properties of the underlying argument
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system Il ;p. Theorem 2.6 then follows by instantiating the underlying argument system Il,;p with
the argument system constructed by Chung et al. [CHJ 22| and described in Appendix B.

Claim A.1. Assuming that IL,,;p has perfect completeness, then Ilip has perfect completeness.

Proof. Let G be a cyclic group of prime order ¢, and let ((G, H,G, H, P,w), (u,v,a)) € Rip. We
show that, for any e € Z; chosen by the verifier, it holds that (G, H,G', H, P'), (u,v,q)) € Rurp
where G’ = e-G and PP = P+ w - G'. Given that ((G,H,G,H, P,w), (u,v,a)) € Rip, then
P=(u,G)+ (v,H)+ o H and w = (u,v), and therefore

P=P+uw -G
= (u,G)+ (v,H)+a-H+ (u,v) -G

This implies that (G, H,G', H, P'), (u,v,a)) € Ruip as required. [

Claim A.2. Assuming that Il,,;p has perfect special honest-verifier zero-knowledge, then Ilip has
perfect special honest-verifier zero-knowledge.

Proof. Let S be the simulator that is defined as follows on input ((G, H,G, H, P,w), p):

1. Parse p = (e, pmip), where e € Z is the verifier’s randomness for Step 1 of the argument system
IIip, and pmip is the verifier’s randomness for Step 3 of the argument system Ilip (i.e., pmip is
the verifier’s randomness for the argument system I,p).

2. Compute G’ =¢-Gand PP =P+ w-G.

3. Invoke the zero-knowledge simulator of the argument system Il,,;;p on input ((G, H,G', H, P'),
pmip) for obtaining a transcript tryp.

4. Output (e, trmp).

Let A; and Ay be any two algorithms as in Definition 2.3, and fix any common-reference string
o = (G,G,q) and any triplet ((G,H,G,H, P,w), (u,v,«),p) produced by A;(c) such that ((G,
H ,G,H,P,w),(u,v,a)) € Rip. We need to show that, conditioned on any such fixed values, the
distribution of the transcript produced by the simulator S is identical to the distribution of an
honestly-generated transcript (thus, 42 will have no advantage in distinguishing the two cases — as
required by Definition 2.3).

First, in both cases, the value e is uniquely determined by the verifier’s randomness p = (e, pmip)-
Second, in both cases, the Ryp instance (G, H,G', H, P’) is computed as the same deterministic
function of (G, H,G, H, P,w) and e. Given that ((G,H,G, H, P,w),(u,v,a)) € Rip, the perfect
completeness of the argument system IIjp guarantees that (G, H,G',H,P'),(u,v,a)) € Ruip-
Thus, the perfect special honest-verifier zero-knowledge of the argument system Il,p guarantees
that the transcript trmp produced by its corresponding simulator is distributed identically to an
honestly-generated transcript when conditioned on all previously-fixed values. |

Claim A.3. Let G be a cyclic group of prime order q. Assume that ,p is a (2u + 1)-move
public-coin argument system, and for each i € [u] let n; = n;(k) > 1 such that II!_n; is polynomial
in the security parameter k € N. Assume further that there exists a probabilistic polynomial-time
algorithm Extp,rp that when given any (ni,...,n,)-tree of accepting transcripts for an R, p instance
(G,H,G',H, P') always succeeds in extracting either a witness (u, v, «) such that (G, H,G', H, P'),
(u,v,)) € Rygp or a non-trivial discrete-logarithm relation for (G, H,G', H). Then, there exists
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a probabilistic polynomial-time algorithm Extp that when given any (2,n1,...,ny)-tree of accepting
transcripts for an Rip instance (G, H,G, H, P,w) always succeeds in extracting either a witness
(u,v,a) such that ((G,H,G,H, P,w),(u,v,a)) € Rip or a non-trivial discrete-logarithm relation
for (G,H,G,H).

Proof. Any (2,n4,...,n,)-transcript tree Rip for an Rip instance (G, H,G, H, P,w) has the fol-
lowing form:

e The first level consists of 2 nodes corresponding to distinct values e; # es.

e Each second level node serves as the root of an (nq,...,n,)-transcript sub-tree for an Ru,p
instance (G, H,G), H, P!), where G, = ¢; -G and P’ = P+ w - G, for i € {1,2}.

Consider the extractor Extyp that invokes the given extractor Extmip on each of the two (nq,...,n,)-
transcript sub-trees. By assumption, for each such sub-tree it obtains either a witness (u;,v;, «;)
such that (G, H,G,, H,P]), (u;,v;,0;)) € Ruip, or a non-trivial discrete-logarithm relation for
(G,H,G,,H). Any such relation yields a corresponding relation for (G, H,G, H), and therefore
for the remainder of the proof we assume that the extractor obtains a witness (u;, v;, a;) for each
ie{l,2}.

For each i € {1,2} it thus holds that

P—I—w-ei-G:Pi’:(ui,G>+<’vi,H>+<ui,vi>-ei-G+ozl--H (A.1)
and therefore
w-(e1—e2) -G = (u1—uz,G)+ (v1 —ve, H) + ((u1,v1) -e1 — (u2,v2) -€2) -G+ (a1 —a2) - H (A.2)

If ug # ug or v1 # vg or ay # ag, then Eq. (A.2) yields a non-trivial discrete-logarithm relation
for (G, H,G, H). Therefore, for the remainder of the proof we assume that u; = us, v1 = vz and
a1 = ag, and denote these values by u, v and «, respectively. Eq. (A.2) now simplifies to

w-(eg—ex) - G=(u,v)- (eg —e2) G
which implies that w = (u, v) since e; # eg. Finally, from Eq. (A.1) we obtain
P=(u,G)+ (v,H)+a -H.
This implies that ((G, H,G, H, P,w), (u,v,a)) € Ryp as required. |

B The Chung et al. mIP Argument System

In this section we describe the argument system II,1p, constructed by Chung et al. [CHJ 22| for the
relation Ry,1p (recall that we relied on their argument system in Appendix A as a building block for
constructing an argument system for the relation Rip). Then, for completeness, we present the proof
of security provided by Chung et al. when adapted to our notation and with some minor additional
differences in the presentation.

The Argument System Il jp

e Public parameters:

1. Integer d = 2t > 1.
2. Cyclic group G of prime order q.

e Inputs:
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1. P: Instance (G, H,G, H, P) € G2 and witness (u,v,q) € sz‘H.
2. V: Instance (G, H,G, H, P) € G233,
e Execution for d = 1:
1. The prover P samples r, s, d,n < Z,, computes
A=r-G+s - H+(r-v+s-u)-G+6-HeG
B=(r-s)-G+n-HeG

and sends A and B to the verifier V.
2. The verifier V samples e <— Z;, and sends e to the prover P.

3. The prover P computes

r=r+u-ecZ,
s+uv-e€y
& :n+5«e+a'62€Zq

VA
|

and sends r’, s’ and ¢’ to the verifier V.

4. The verifier V outputs accept if
e P+e A+B=("-¢e) - G+(s-e) H+(r'-§)-G+§ H
and outputs reject otherwise.
e Execution for d = 2¢ > 1:
1. Let d = d/2, G = (G1,Gs) € G x G, H = (H1, H>) € G x G%, u = (u1,us) € ZI x Z¢ and
v = (v1,v2) € Zg X Zg.
2. The prover P samples dr,,dr < Zg, computes
u, UQ>
Ug, V1) €

uy, Ga) + <’02,H1>+CL~G+CZL'H€G
us, G > <1)1,H2>+CR~G+dR'H€G

(
cr = (
L=
R =
and sends L and R to the verifier V.

3. The verifier V samples e <— Z7, and sends e to the prover P.

4. Each party computes

~G1+6~G2€GdA
H1+€ HQEGdA
>.L+P+e? ReG

G
H
p

and the prover P additionally computes

ﬁ:e~u1+e*1'uQ€Z;l
v 26_1'01+6'02€ZZ
a=c*d,tate? dp€l,
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5. The parties invoke IT,,,;p with the instance (é, H.G, H, ]5)7 where the prover P takes the role of
the prover using the witness (@, 9, &), and the verifier V takes the role of the verifier and then
outputs its output.

Chung et al. proved the following theorem, whose proof is provided via the proofs of Claims B.2,
B.3 and B.4 below:

Theorem B.1 ([CHJ22|). Lett : N — N be any function of the security parameter k € N such that
d=d(k) = 2UK) s polynomial. There exists an argument system Ip for the d-dimensional inner-
product relation Rip that has perfect completeness, perfect special honest-verifier zero-knowledge,
and statistical witness-extended emulation for extracting either a witness or a mon-trivial discrete-
logarithm relation. Furthermore, the argument system is public coin, and the prover communicates
2 -logy d + 2 group elements and 3 field elements.

Claim B.2. The argument system 1l,,;p has perfect completeness.

Proof. We prove via induction that the argument system Il jp has perfect completeness for in-
stances of dimension d = 2! for any integer ¢ > 0. For ¢ = 0 (and thus d = 1), let (G, H,
G, H,P) € G?*3 and (u,v,a) € ng“ be an instance and a witness, respectively, such that ((G,
H,G,H,P),(u,v,a)) € Rurp. That is,

P=(u,G)+ (v,H)+ (u,v) -G+a-H.

We show that, for any values r, s, 4,7 < Z, sampled by the prover and for any value e < Zj sampled
by the verifier, it holds that

2 P+e- A+B=(r"-e) - G+(s-e) H+(r-5)- G+ H,
where
A=r-G+s-H+(r-v+s-u)-G+0-HeG
B=(r-s)-G+n-HeG
r+u-e € Zy

s+v-e€Zy
' =n+d-eta-e e,

ﬁ
I

VA
I

are the values computed by the prover as instructed by the protocol. Indeed, it holds that

2 Pte-A+B=¢€((u,G) + (v,H) + (u,v) -G+ - H)
t+e-(r-G+s-H+(r-v+s-u)-G+0-H)
+(r-s)-G+n-H

=(r+u-e)-e-G+(s+v-e)-e-H
—{—(r—{—u-e)-(s+v-e)-G+(n+5-e+a-62) -H
=0'e) G+ (se) H+("-§)- G+ -H.
R Assume now that the argument system Il ;p has perfect completeness for instances of dimension
d = d/2 = 2""1 and we prove that it has perfect completeness also for instances of dimension d = 2¢.

Let (G,H,G, H,P) € G**3 and (u,v,a) € ngﬂ be an instance and a witness, respectively, such
that (G, H,G, H, P), (u,v,a)) € Ryup. That is,

P=(uG)+ (v,H)+ (u,v) - G+a-H.
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We show that, for any values dy,, dg < Z, sampled by the prover and for any value e <— Z; sampled
by the verifier, it holds that (G, H,G, H, P), (@, 9,&)) € Rurp, where

cp = (u1,v2) € Zy

cr = (ug,v1) €

L = (u1,Go) + <'Ug,H1>+cL-G+dL-H€G
R = (uy,Gy) + (v1,Hy) +cr-G+dr-H e G
G=c'Gi+e GycG!

H=c H +e' HyeG!
P=¢*L+P+e? ReG
ﬂ:e-ul+e_1-u2€Zgz
ﬁ:e_l-v1+e-vgezg

&:eQ-dL—i-a—i-e*Q-dReZq

are the values computed by the prover and verifier as instructed by the protocol. The perfect
completeness of the argument system for instances of dimension d/2 = 2~! then guarantees that the
verifier would always accept when invoking the protocol with the instance (é, H.G, H, P) whose
dimension is d/2. In order to show that ((é, H.G, H, ]5), (@, 0,4)) € Rup, we have to show that

P = (4,G) + (0, H) + (0,9) -G+ &-H .

First, for the inner-product (@, ®) it holds that
(G,0) = (e-uy +etiug, ety +e-v)

=% (w1,v2) + (u1,v1) + (u2,v2) + e 2. (U2, v1)

=2 cp+ (u,v)+e % cp.

Similarly, for the inner-products (@, G) and (&, H) it holds that

PN

(,G) = (e-ui +e ' ug,e ' -Gy + e Go)
= e* (u1,Go) + (u1,G1) + (uz, Go) + e 2 - (ug, Gy)
= 62 . <U1,G2> + <’LL, G> + 6_2 . <’LL2,G1>

and

<’l3,ﬁ> = <6_1-’Ul+6-’l}2,6-H1—|—€_1-H2>
= e? - (vo, Hy) + (v1, Hy) + (vo, Hy) + e 2 - (vy, Hy)
= 62 . <02,H1> + <U,H> + 672 . <’Ul,H2> .

These imply that for P = e2- L+ P +e~2- R it holds that

P=c.L+P+e®R
= 62-(<u1,G2>+<”27H1>+CL-G+dL~H)
+u,G) + (v, H) + (u,v) -G+ a-H
+e 2 ((ug, G1) + (v1, Hy) + cp - G+ d - H)
= (4, G) + (0, H) + (4,9) -G+ & H

as required. [ |
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Claim B.3. The argument system 1l,,,;p has perfect special honest-verifier zero-knowledge.

Proof. We prove via induction that the argument system Il ,;p has perfect special honest-verifier
zero-knowledge for instances of dimension d = 2 for any integer ¢t > 0. For ¢t = 0 (and thus d = 1),
let S; be the simulator that is defined as follows on input ((G, H,G, H, P), p):

1. Parse p = e, where e € Z7 is the verifier’s randomness.

2. Uniformly sample A < G and 1/, ¢, ¢ < Z,.

3. Compute B=—¢2-P—¢ec-A+(r"-¢e)- G+ (s-e¢)- H+(r'-s)- G+ -HeG.
4. Output (4, B,e,r’,s',d").

Let A; and Ag be any two algorithms as in Definition 2.3, and fix any triplet (G, H,G, H, P),
(u,v, ), p) produced by A; such that ((G,H,G, H,P),(u,v,a)) € Ryup. We need to show that,
conditioned on ((G,H,G, H,P),(u,v,«a),p), the distribution of the transcript produced by the
simulator S; is identical to the distribution of an honestly-generated transcript (thus, A, will have
no advantage in distinguishing the two cases — as required by Definition 2.3).

First, in both cases, the value e is uniquely determined by the verifier’s randomness p = e. Second,
in both cases, the group element B is computed as the same deterministic function of A, r/, s’ and §’.
Specifically, for an honestly-generated transcript, the fact that ((G, H,G, H, P), (u,v,a)) € Rup
(together with the perfect completeness of the argument system) guarantees that verifier accepts and
thus

2. P+e A+B=(r"-¢) - G+(s-e) H+(r-5) G+ -H.

This is equivalent to letting
B=-e*-P—ec-A+(r'-e)- G+ (s-e)- H+ (' 5)- G+ -H,

which is the identical to the computation of the group element B by the simulator S;. Therefore, in
order to prove that the distribution of the transcript produced by the simulator &7 is identical to the
distribution of an honestly-generated transcript, it suffices to consider the distribution of (A, 7/, ', d’)
given ((G,H,G,H,P), (u,v,q),p).

Note that, in the transcript produced by Sy, by the description of S; it holds that (A,r/,s’,d)
is distributed uniformly given ((G, H,G, H, P), (u,v,a), p). Therefore, we need to prove that this
holds also in an honestly-generated transcript. We prove this by letting A = (4 - H for (4 € Z4,
and proving that the vector (Ca,1/,s',d’) is obtained by applying an invertible transformation to the
vector (n,r,s,0) — which is uniformly distributed in an honestly-generated transcript (the invertible
transformation may depend on ((G,H,G, H,P),(u,v,«),p)). Letting G = (g-H, H = (g - H
and G = (¢ - H for (g, CH,(c € Zqg, it holds that

Ca 0 (ct+Cc'v Ca+l-u 1| [n 0
G 1 0 0 r u-e
s’ 0 0 1 0 s v-e
o 1 0 0 e ) a-e?

The above 4 x 4 matrix is invertible for any given (g, (H, (G, U, v, o, e € Zg, and this concludes the
case d = 1.

Assume now that the argument system Il ,;p has perfect special honest-verifier zero-knowledge
for instances of dimension d = d /2 = 2= (provided by a simulator S;_1), and we prove that it has
perfect special honest-verifier zero-knowledge also for instances of dimension d = 2¢. Let S; be the
simulator that is defined as follows on input ((G, H,G, H, P), p):
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1. Parse p = (e, pt—1), where e € Zj is the first challenge sent by the verifier.
2. Uniformly sample L, R < G.

3. Let G = (G1,G2) € G x G and H = (Hq1,H>) € G4 x Gd, and compute

G=c'1.Gite Gye@Gd
H=¢ H +e ' H,cG?
P=e¢2 L+P+e 2 ReG.

4. Invoke the simulator S;_1 on the input ((G’, H.G, H, ]5), pt—1)) to obtain a transcript try_j.
5. Output try = (L, R, e, try_1).

Let A; and Ay be any two algorithms as in Definition 2.3, and fix any triplet ((G, H,G, H, P),
(u,v,a), p) produced by A; such that ((G,H,G,H, P),(u,v,a)) € Rup. We need to show that,
conditioned on ((G,H,G,H,P),(u,v,«a),p), the distribution of the transcript produced by the
simulator S; is identical to the distribution of an honestly-generated transcript (thus, Ay will have
no advantage in distinguishing the two cases — as required by Definition 2.3).

First, in both cases, the value e is uniquely determined by the verifier’s randomness p = (e, pi—1).
Second, in both cases, the group elements L and R are independently and uniformly distributed
given ((G,H,G,H,P),(u,v,a),p). Specifically, for the transcript produced by &;, this follows
directly from the fact that S; samples L and R independently and uniformly. For an honestly-
generated transcript this follows from their randomizing terms dr, - H and dr - H, where dr,dgr € Z,
are independently and uniformly distributed. Finally, in both cases the instance (CA;',I:I ,G, H, 15)
is computed as the same deterministic function of ((G, H,G, H, P), (u,v,«a),p), L, R and e. The
perfect completeness of the argument system guarantees that there exists a witness (@, 0, &) such that
(G,H,G,H,P),(@,9,&)) € Rmip, and therefore the perfect special honest-verifier zero-knowledge
for instances of dimension d = d/2 = 2!~ guarantees that the transcript tr; 1 produced by S; 1 is
distributed identically to an honestly-generated one conditioned on all previous values. [ |

Claim B.4. There exists a probabilistic polynomial-time algorithm Ext that, on input any R..ip
instance (G, H,G, H, P) of dimension d = 2! > 1 together with any corresponding (4,...,4,5)-
transcript tree of depth logyd + 1 for the argument system Il,,1p, produces either a witness (u, v, a)
such that (G, H,G,H, P),(u,v,a)) € Ryrp or a non-trivial discrete-logarithm relation for (G, H,
G,H).

Proof. We prove via induction that for any dimension d = 2¢, where t > 0, there exists a probabilistic
polynomial-time algorithm Ext; that, on input any Rpyp instance (G, H,G, H, P) of dimension d
together with any corresponding (4, ..., 4, 5)-transcript tree of depth ¢+ 1, produces either a witness
(u,v,a) such that ((G,H,G, H, P),(u,v,a)) € Ruyrp or a non-trivial discrete-logarithm relation
for (G,H,G,H).

For t = 0 (and thus d = 1), a 5-transcript tree of depth 1 for an instance (G, H, G, H, P) consists
of group elements A, B € G together with 5 distinct challenges e1,...,e5 € Zj and corresponding
triplets (rf, s},01), ..., (r}, s5,05) € Zg such that

e P+e - A+B=rle;-G+sie;- H+rlsi -G+ -H (B.1)
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for every i € [5]. Since the e;’s are distinct, then the matrix M € Z3*® defined as

e? e 1
M= |e3 e 1
el e 1

is invertible. By efficiently computing its inverse M ~!, and then multiplying it by the three equations
obtained from Eq. (B.1) for ¢ = 1,2,3 we obtain pg, pH,pa, PH, 0G, OH, 4G, 0H, ba, bi, ba, ba € Z,
such that

P=pg-G+pg-H+ps - G+pyg-H (B.2)
A=ag - G+ag-H+ag -G+ayg-H
B=bsg-G+byg-H+bs-G+byg-H.

Combining this representation of P, A and B with Eq. (B.1), for every ¢ € [5] it holds that

0= (e?-pc+ei-ac+bc—r§~ei)-G+(e?-pH-{-ei-aH—FbH—s;‘ei)-H
+(e?-pg+ei-aG+bg—r§~s;)-G—i—(e?'pH—Fei-aH—i-bH—&;)~H.
This implies that

0=¢ pe+ei-ag+bg—ri e (B.3
O:eg'pH+ei-aH+bH—s;-ei (B4
Ozeg'pc+ei-ac+bg—r§-sg (B.5
0=e py+ei-ap+by—0;

as otherwise we obtain a non-trivial discrete-logarithm relation for (G, H,G, H). From Eq. (B.3)
and (B.4) we obtain

i =€ pe+ac+e b

S

SO eSS

= e pH+am+e; by

and combining these with Eq. (B.5) we obtain

e? - pg+ei-ag+bg =715

= (e;-pg+ag+e; ' bg) (e pu+am+e; ' by)
= (bg -bu)-¢; >+ (bg - ag + ag - bu) -e;!
+ (pg - bu + ag - am + b - pH)
+(pc - am +ac -pu) ¢+ (pg - pH) - € -
Therefore, for every ¢ € [5] it holds that

OZ(bg-bH)-6;2+(bg-aH+aG'bH)'6;1

+ (pa - b +ac - ag +ba - pH — ba)
+(pe - am +ag - pH — ) - & + (P - PH — DC) - €] -
Since the e;’s are distinct then the vectors {(e?, ei, 1, ei_l, 61-_2)}1-6[5] are linearly independent over Z,,
and therefore pg = pg - pa. Thus, letting u = pg € Zy¢, v = pg € Zg and o = py € Zg, from Eq.
(B.2) we obtain
P=pg-G+pg-H+pg-G+pyg-H
= <’U,,G> + <’U,H> + (u,’v> -G+a-H
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as required.

Assume now that there exists a probabilistic polynomial-time algorithm Ext;_; that, on in-
put any Rprp instance (G, H,G, H,P) of dimension d = d/2 = 2'7! together with any cor-
responding (4, ...,4,5)-transcript tree of depth ¢, produces either a witness (u,v,a) such that
((G,H,G,H,P),(u,v,a)) € Ryrp or a non-trivial discrete-logarithm relation for (G, H,G, H). We
prove that there exists exists a probabilistic polynomial-time algorithm Ext; that, on input any Ru1p
instance (G, H, G, H, P) of dimension d = 2! together with any corresponding (4, . .., 4, 5)-transcript
tree of depth ¢t + 1, produces either a witness (u, v, ) such that ((G, H,G, H, P), (u,v,a)) € Ruyip
or a non-trivial discrete-logarithm relation for (G, H,G, H).

Note that a (4, ..., 4, 5)-transcript tree of depth t+1 for an instance (G, H, G, H, P) of dimension
d = 2! consists of group elements L, R € G together with 4 first-level nodes corresponding to
challenges ey, ...,e4 € Zy such that e%, e ,ei € Zy are distinct (recall, as discussed in Section 2.2,
that we consider a refinement to the notion of a transcript tree in which the squares of the challenges
are distinct). Each such challenge defines an instance (G’z, H; G H, ]51) of dimension d = d /2 =211
where

Gi=e¢' Gi+e GyeGl
H, = ei~H1+e;1-H2 EGUZ
Pi=e¢}L+P+e? ReG
G = (G1,G>) € G x G
H = (Hy, H,) € G4 x G7 .
For each such instance, the corresponding first-level node serves as the root of a (4,...,4,5)-

transcript sub-tree of depth ¢t. The extractor Ext; first invokes the extractor E>§tt_1 on each of
the 4 sub-trees, and for cach i € [4] obtains either a witness (;, d;, &;) € Z& x Z& x Zg such that
(Gs, H;, G, H, 151), (45,05, ;)) € Rmip, Or a non-trivial discrete-logarithm relation for (G, H;, G,
H). Any such relation yields a corresponding relation for (G, H,G, H), and therefore for the re-
mainder of the proof we assume that the extractor obtains a witness (@;, ¥;, &;) for each i € [4].
That is, it holds that

S,
<
_|_
~
_|_
)
s
Juy)
|

U, é,) + <'ﬁi,ﬂi> + <’lli,ﬁ7;> -G+a&;-H
(e; " - dullei - @), G) + ((e; - Bille; - 05), H)
+<ﬁi,ﬁi> -G+a;-H (B.G)

for each i € [4]. Since the €7’s are distinct, then the matrix M € Z3*3 defined as

2 -2

e% 1 e ,

M = e% 1 622
es 1 e3

is invertible. As in the case d = 1, this enables to efficiently compute pg, pe, e, bu,rq,"H € Zg
and pa, pr,lc, U, TG, TH € Zq such that

L = <€G,G>+<€H,H>+£G-G+€H-H
P = (pa,G)+ (pa,H) +pc-G+pg-H
R=(rg,G)+ (ra,H)+r¢-G+ry-H.

~—~ o~
w W W
© oo
~— — ~—
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Letting w = pg, v = pg and a = py, we are left to prove that pg = (pg, pr), and then Eq. (B.8)
would establish that ((G, H,G, H, P), (u,v,a)) € Ryp as required.

Combining the representation of P, L and R provided by Eq. (B.7)-(B.9) with Eq. (B.6), for
every i € [4] it holds that

0=(e? bg+pa+e? -rg— (e e - uz) G)

e} la +pa +era — (e Bille; - 9;), H)

+ (e lg+pg +e;?rg — (1, 0;)) - G
+(€?-€H+pH+ei_2-7"H—oli)-H.

which implies

00 = e? - bg +pg+e; 2 -ra— (e e - ) (B.10)

00 = e? L +pa+e; 2 -ra — (e - vglle; - ;) (B.11)
0=¢Llog+pa+e” ra— () (B.12)

0=e Ly +pu+e  rg—ad.

as otherwise we obtain a non-trivial discrete-logarithm relation for (G,H,G,H ) Letting lg =
(EG 1,4g2) € Zd X Zd PG = (pG 1,PG2) € Zd X Zd and rg = (TG 1,7G2) € Zd X Zg, Eq. (B.10) can
be rewritten as

e lai+pai et Ty =€ Ay (B.13)

2

—2
e; lg2tpg2+te  -rg2 =€ U.

This implies that
e lgitei-pgitel rgr=1Ui=e lgate; paate” rao
which yields
0' =€} Lar+ei-(par —Llea) +e - (rar—pa2) —e” ras
e 3)}i€[4] are linearly

for each i € [4]. Since the e?’s are distinct then the vectors {(e?,e;,e;?,

independent over Z,, and therefore

d d
lg1=0% pei="Lc2 Te1=Dpra2 Tg2=0".

Eq. (B.13) now implies that for each ¢ € [4] it holds that
G; =€} - lg1+ei-paite; ran
=€ pa1+ ei_l “PG.2 - (B.14)

Similarly, letting £z = (Cer1, Crr2) € 28X Z2, prr = (pr1,pr2) € Z4X Z4 and rig = (rer1,rm2) €
Zg X Zfll, Eq. (B.11) can be rewritten as

2 —2

e; - EH,I +prH1te " TH1 =€ U5 (B.15)
2 —2

e; LH2+pH2+€ " TH2 =€ -D;.

This implies that

-1 -3 . 3 -1
ei-luyt+e ~pHite  TH1=0;=¢ lHatei-pH2tE  TH?2
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which yields
0=c¢) Aao2+ei- (pH2 —lH]) + 61-_1 (reH2 —PH) — 6;3 “TH,1

for each i € [4]. Since the e?’s are distinct then the vectors {(e?,ei,e,;l,ei_g)}iem are linearly
independent over Z,, and therefore

d d
lg2=0% pa2="{m1, TH2=pH1, TH1=0".

Eq. (B.15) now implies that for each i € [4] it holds that

o =e - lgi+et pHite T THA
=¢; ' pH1 e PH - (B.16)

Considering the inner-product (@;, 9;), by combining Eq. (B.12) with Eq. (B.14) and Eq. (B.16) we
obtain

e lg+pc+e?-rg = (0, ;)
= (e;i-pai+et -pgase;t - pHL e pH2)
=e¢; % (pG2.pH1) + (PG, pH) + € - (pG1,PH2)

and therefore
0=re;% (pg2:pH1) —rc) + ({pa,pH) — pc) + €2 - (a1, PH2) — LG) .-

Since the e?’s are distinct then the vectors {(e; %, 1, €?)}ieps) are linearly independent over Zg, and
therefore pg = (pg, pH) as required. |

C An Auxiliary Claim

Definition C.1. Let na,ng,ny > 1. A set of triplets {(ci, Bij,%ijk) tichal.jeing) ke, 1S path
distinct if the following hold:

1. The values {a;};c[n,] are distinct.
2. For every i € [nq] the values {5 ;};c[n,) are distinct.
3. For every i € [no] and j € [ng] the values {7; ;i }refn,) are distinct.

Claim C.2. Let q € N be a prime number, let m,n > 1, a,b,c € Zg', d € Zj, e € Zy and let
f: Zg — ZLq be defined as

fle, B,7) = (a,a™ oy™) + (b, 8™) + {c,7™) + (d,a") +e.
If there exists a path-distinct set of (n+ 1) - (m + 1)* triplets {(ai, Bij, Vi,jk) Yiepnt1],jkefm+1] Such
that f(cu, Bij,vijk) =0 for everyi € [n+1] and j,k € [m+ 1], thena =b=c=0", d =0" and
e=0.
Proof. Fix any ¢ € [n + 1] and j € [m + 1], and let
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Then g; ; is a polynomial of degree m, and it holds that g(v; ;1) = 0 for every k € [m+1]. Therefore,
9i,j is the zero polynomial, and thus its m+1 coefficients are all zeros. That is, (b, 8}";) +(d, o) +e =
0 and aoo* + ¢ =0". For each i € [n+ 1], let

hi(B) = (b,8") + (d, ) + e .

Then, h; is a polynomial of degree m, and it holds that h;(; ;) = 0 for every j € [m+ 1]. Therefore,
h; is the zero polynomial, and thus its m + 1 coefficients are all zeros. That is, b = 0™ and
(d,a) + e =0. Next, let

t(a) =(d,a") + e,

then ¢ is a polynomial of degree n, and it holds that g(«;) = 0 for every i € [n + 1]. Therefore, ¢ is
the zero polynomial, and thus its n + 1 coefficients are all zeros. That is, d = 0™ and e = 0. Finally,
since for n + 1 > 2 distinct values of «; it holds that a o o + ¢ = 0™, then a = ¢ = 0™. [
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