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Abstract. Non-interactive key exchange (NIKE) is a simple and elegant
cryptographic primitive that allows two or more users to agree on a secret
shared key without any interaction. NIKE schemes have been formalized
in different scenarios (such as the public-key, or the identity-based setting),
and have found many applications in cryptography.

In this work, we propose a NIKE variant that generalizes public-key and
identity-based NIKE: a multi-authority identity-based NIKE (MA-ID-
NIKE) is defined like an identity-based NIKE, only with several identity
domains (i.e., several instances of an identity-based NIKE), and such
that users from different identity domains can compute shared keys.
This makes MA-ID-NIKE schemes more versatile than existing NIKE or
identity-based NIKE schemes, for instance, in an application in which
users from different (centrally managed) companies need to compute
shared keys.

We show several results for MA-ID-NIKE schemes:

— We show that MA-ID-NIKE schemes generically imply public-key
NIKEs, identity-based NIKEs, as well as forward-secure NIKE schemes,
the latter of which are notoriously hard to construct.

— We propose two simple constructions of MA-ID-NIKE schemes from
indistinguishability obfuscation (iO) and multilinear maps, respec-
tively. These constructions achieve only selective security, but can be
leveraged to adaptive security for small groups of users (that want to
be able to agree on a joint shared key) in the random oracle model.

— We give a simple and elegant construction of MA-ID-NIKEs from
identity-based encryption (IBE) and universal samplers. This con-
struction achieves adaptive security also for large groups of users
based on the adaptive security of the used universal samplers. Uni-
versal samplers, in turn, are known to be achievable using iO in
the random oracle model. As a nice feature, the same construction
yields hierarchical MA-ID-NIKEs or public-key NIKEs when instan-
tiated with hierarchical IBE or public-key encryption instead of IBE
schemes.

While these results are clearly only feasibility results, they do demonstrate
the achievability of a concept that itself has very practical use cases.
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1 Introduction

Non-interactive key exchange (NIKE). Non-interactive key exchange (NIKE)
schemes enable any two users P;, P; (out of a potentially much larger pool of
users) to derive a common shared key without any interaction. An important
NIKE scheme is the original Diffie-Hellman key exchange from [22]. This is an
example of a public-key NIKE, in which P; and P; know each other’s public keys
pk; = g**, pk; = g7, and their respective own secret key sk; = x;, sk; = x;. This
enables both parties to compute the shared key K; ; = ¢***/ without interaction
(beyond knowing the other party’s public key). Of course, this K; ; should appear
random when knowing only public keys.

A concrete NIKE scheme secure even against active attacks (in which an
adversary can even ask for shared keys between dishonest and honest parties)
has been proposed in Cash, Kiltz, and Shoup [13], who also studied NIKE
schemes as an explicit cryptographic primitive. Later, Freire, Hofheinz, Kiltz,
and Paterson [25] have continued this explicit study and proposed and related
several (public-key-based) NIKE security notions. Concrete NIKE schemes have
been constructed from various computational assumptions (e.g., [25, 32, 31, 33]).

NIKE has also been considered in the identity-based setting (as with identity-
based encryption), in which parties know only a global master public key, their
own individual secret key, and the free-form identities of other parties. Specifically,
[49, 23, 45, 16] propose concrete NIKE schemes in the identity-based setting.
Furthermore, more NIKE variants like forward-secure NIKE schemes [46, 14], or
NIKE schemes for larger groups of parties [36, 26, 8, 37] have been proposed.

NIKE schemes have practical applications: for instance, [12] propose to
use a pairing-based (identity-based) NIKE scheme [49] as an alternative to an
interactive key exchange over a wireless channel. This saves communication and
thus energy costs, which in turn are relevant when one of the participants is a
resource-constrained device (e.g., in a sensor network). [9] use the same scheme in
a related protocol for authenticating channels, again to conserve communication
complexity.

Forward-secure NIKE (FS-NIKE) schemes in particular are of high practical
relevance. Forward security techniques in general can, e.g., protect end-to-end
encrypted messaging applications from mass surveillance attackers who might
store all ciphertexts transmitted in the past and then corrupt a user device at
some point. Deployed protocols like Signal therefore use an interactive protocol
that generates shared encryption keys with forward security. Replacing this with
a non-interactive primitive (like FS-NIKE) might lead to efficiency improvements.

On the difficulty of achieving NIKE security. Although we have mentioned a
variety of existing NIKE constructions, several variants and properties of NIKE
are still surprisingly hard to achieve. For instance, there is currently no practical
identity-based NIKE (ID-NIKE) or multi-party NIKE in the standard model.?

3 There are efficient (two-party) ID-NIKE schemes in the random oracle model [49],
and feasibility results for multi-party ID-NIKE schemes using obfuscation [8] or
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Furthermore, unlike for encryption, signature, or zero-knowledge schemes, tightly
secure NIKE schemes appear to be difficult to obtain [2, 32, 33].

One explanation for these difficulties might be the lack of design methodologies
to construct NIKE schemes. For instance, we can construct (chosen-ciphertext
secure) public-key encryption from a variety of generic strategies like double
encryption [44], hash proof systems [20], correlated products [47], or even tech-
niques from identity-based encryption (IBE) [10], each of which has led to several
efficient standard-model encryption schemes. For NIKE, there have been some
approaches to generic constructions: for instance, [4] construct a weak variant
of NIKE from a very specific type of IBE scheme. However, it seems that no
universal design strategies for the more difficult NIKE variants are known. In
fact, unlike in the encryption setting, it is not even known whether ID-NIKE
schemes imply (public-key) NIKE schemes (see Footnote 6).

Our contribution. In this work, we propose a very powerful NIKE variant, called
“multi-authority ID-NIKE” (or MA-ID-NIKE), that generalizes both public-key
and identity-based NIKE schemes. Any MA-ID-NIKE scheme trivially implies a
public-key NIKE as well as an ID-NIKE. Besides (and less trivially), a hierarchical
(MA-HID-NIKE) MA-ID-NIKE scheme implies a forward-secure NIKE scheme.
FS-NIKE schemes are notoriously hard to construct, and our construction offers
a generic and conceptually simple alternative.

MA-(H)ID-NIKE schemes are useful in their own right, and allow to compute
shared keys across identity domains, e.g., for two users from different companies.
Another use case is the case of federated servers, such as the Matrix secure
messaging network. Such networks consist of a number of servers that each manage
a number of local users. Different servers (and their users) can communicate with
each other, but currently this is done via a complex interactive protocol. An
MA-ID-NIKE would provide individual users from different servers with a shared
joint secret without any interaction. Of course, a full secure messaging protocol
requires many more components, but MA-ID-NIKE can be a helpful building
block. In fact, NIKE has already found use as a building block in non-federated
secure messaging protocols, e.g., [21].

Besides, MA-(H)HID-NIKE schemes also allow to understand the construction
of (and difficulty to construct) NIKE schemes in general. In particular, due to
their versatility, MA-(H)ID-NIKE schemes provide a way to find construction
principles that apply to any kind of NIKE scheme.

We provide such constructions of MA-(H)ID-NIKE schemes. To warm up, we
provide two selectively secure multi-party MA-(H)ID-NIKE constructions, one
from indistinguishability obfuscation (iO0), and one from (leveled) multilinear
maps. Both constructions are conceptually simple, and the iO-based MA-HID-
NIKE construction already yields the first forward-secure NIKE constructions
from plain i0.*

(leveled) multilinear maps [26]. However, a practical standard-model solution has so
far proven to be elusive.

4 The construction from [46] is based upon leveled multilinear maps, while [14]’s is
based upon a nonstandard iO variant.
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Both constructions can be lifted to adaptive security for small groups (i.e.,
for a constant group size) with standard techniques in the random oracle model.
To achieve adaptive security even for large (polynomially-sized) groups, we
introduce our main construction, which is based upon universal samplers [34].
This construction is also surprisingly simple, and converts any IBE scheme into
an MA-ID-NIKE scheme using universal samplers. The same transformation
converts hierarchical IBE (HIBE) schemes into hierarchical MA-ID-NIKE schemes,
and public-key encryption schemes into public-key NIKE schemes. Hence, our
transformation converts encryption schemes into their NIKE counterparts. (See
Figure 1 for an overview.)

To be clear: we view our work as conceptual. We think that the new notion
of MA-(H)ID-NIKE is practically relevant (both in itself, and also as a tool
for practical building blocks like FS-NIKE), while our constructions are only
feasibility results, and far from efficient enough for practical purposes.
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—
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: o : \ : \forward
forward | | forward secure | S secure
| | |
secure IBE . | L us | /MA-IQ—NIKE ' ID-NIKE
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Fig. 1. Relation between our new primitive MA-(H)ID-NIKE and other cryptographic
primitives. The arrows indicate implications or transformations. “+ US” means that the
transformation additionally requires a universal sampler, which can be constructed in
the random oracle model from indistinguishability obfuscation. IND-CPA style security
notions for encryption primitives translate to IND-HKR (see Definition 23) style security
notions for key exchange primitives, and IND-CCA style security notions correspond to
IND-DKR (see Definition 23) style security notions for key exchange and vice versa.
Bold arrows denote new results, and dashed arrows follow trivially from the definitions.

1.1 Technical overview

From identity-based NIKE... We start by outlining our new NIKE variant. To
do so, recall that an ID-NIKE consists of algorithms for

— (global) key generation (that outputs a master public key mpk and a master
secret key msk),
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— (user) key generation (that maps msk and an identity id to a user secret key
uskiq), and

— shared key generation (that inputs mpk, two distinct identities id,id’, and a
secret uskig for id, and outputs a shared key kig jq’)-

We require that shared keys match, i.e., that kig ¢ = kig’ 4, and security in the
sense that keys kiq i look random, even to an adversary A that may adaptively
ask for user keys for identities id” ¢ {id,id’}.5 This ID-NIKE definition can also
be made hierarchical, in the sense that user secret keys uskig can be delegated to
other identities id" as long as id" = id||id’, i.e., as long as id is a prefix of id".

... to multi-authority identity-based NIKE. Now a multi-authority ID-NIKE (or
MA-ID-NIKE) scheme is defined like an ID-NIKE scheme, except that users can
obtain their user secret keys from different key authorities (with different mpk)
and shared key generation is also possible for users under different authorities.
More specifically,

— shared key generation inputs two tuples (mpk,id) # (mpk’,id’), and a secret
uskig for id (under mpk), and outputs a shared key kig g

Additionally, there is an explicit (global) parameter generation algorithm that
outputs parameters (like group descriptions) that are used by all algorithms and
authorities. Correctness and security definitions are adapted in the obvious way.
Also, a hierarchical version of this MA-ID-NIKE definition (written MA-HID-
NIKE) can be derived analogously to the (H)ID-NIKE case.

Although MA-(H)ID-NIKE is defined by only deviating slightly from the
syntax of ID-NIKE schemes, the consequences are remarkable: trivially, MA-
(H)ID-NIKE schemes imply not only (H)ID-NIKE schemes, but also (public-key)
NIKE schemes. (To see the latter claim, observe that an MA-ID-NIKE scheme
can be viewed as a public-key NIKE scheme when fixing an identity arbitrarily.)

Forward security for MA-ID-NIKFEs. But MA-HID-NIKE schemes also imply a
forward-secure version of MA-ID-NIKE. First, forward-security means that there
is a notion of time that is associated with user secret keys and shared keys. In
particular, a time index ¢ € N is an additional input to user secret key generation,
and the resulting user keys and derived shared keys are associated with that ¢. It
should be possible to evolve user keys (without msk) from one ¢ to any ¢ > t.
The actual forward security guarantee is now that user keys associated with
some t’ > t should not help in distinguishing shared keys (even for that identity)
associated with ¢.

® For selective security, A must commit to id, id" prior to seeing even mpk.

5 Interestingly, this ID-NIKE definition does not imply a public-key definition for
NIKE schemes (as would be the case for encryption). Indeed, an IBE scheme can be
turned into a PKE scheme by fixing a receiver identity. A similar transformation is
not possible for NIKE schemes, since an ID-NIKE scheme with a single fixed identity
(or even a pair of fixed identities) is not very useful.
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We construct a forward-secure MA-ID-NIKE from an MA-HID-NIKE by
borrowing techniques from [11], who transform HIBE into a forward-secure IBE.
In particular, like [11] do for HIBE, we use the tree structure on identities given in
the HID setting to establish an order on user secret keys that is compatible with
delegation. (In other words, it is possible to develop keys forward in time, but not
backwards.) However, while [11] obtain a forward-secure IBE scheme, we end up
with a forward-secure MA-ID-NIKE scheme instead. This transformation works
also without multiple authorities, i.e., it also transforms HID-NIKE schemes into
forward-secure ID-NIKE schemes.

The whole point of this transformation is that the resulting forward-secure
MA-ID-NIKE scheme can also be considered as a forward-secure public-key NIKE
scheme (much like MA-ID-NIKE generalizes NIKE). Thus, in essence, we obtain
the first forward-secure (public-key) NIKE scheme by using our MA-HID-NIKE
notion to enable identity-based techniques in the public-key setting. We stress
that such a conversion from the identity-based to the public-key setting is not
possible for (single-authority) NIKE schemes: ID-NIKE schemes are not known to
imply NIKE schemes, while MA-ID-NIKE schemes trivially imply NIKE schemes.

Warm-up constructions of MA-(H)ID-NIKE schemes. We also show how to
instantiate our MA-(H)ID-NIKE notion. The first construction we present is an
MA-ID-NIKE scheme based on trilinear maps that generalizes the ID-NIKE of
Sakai, Ohgishi, and Kasahara [49]. To explain, recall that this ID-NIKE works in
a group G = (g) with pairing G x G — G, uses a hash function H : {0,1}* — G,
and is defined through

mpk = g msk = «

uskig = H(id)*  kigiar = e(H(id), H(id"))*. M)

To convert this ID-NIKE into an MA-ID-NIKE, we need to add a way to define
and compute shared keys across different mpk. Essentially, our idea is to simply
add another exponent to kig i that is fixed in the global parameters. Concretely,
for our MA-ID-NIKE, we require a trilinear map e: G x G x G — G and set
up parameters

pp = g*
and for each authority, mpk, msk as in Equation (1), and with

uskiq = H (mpk,id)®

(so that the base element depends not only on id, but also on the authority). To
define shared keys between two authority /user pairs (mpk,id) and (mpk’,id"), we
distinguish two cases:

— if mpk = mpk’ = g“ (i.e., if both users are under the same authority), we set
k(mpk,id),(mpk’,id’) = e(H(mpk, Id)a H(mpklv id/)a gw)a7

i.e., we use one pairing factor pp = g* to “pad” the inputs of e,
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— but if mpk = g% # g"‘, = mpk’ (i.e., if both users are under different
authorities),

)aa’

k(mpk,id),(mpk/,id’) = e(H(mpka Id)a H(mpk/7 id/)7 g ;

i.e., we use one pairing factor essentially as a placeholder (to enable computing
k(mpk,id),(mpk’,ia’) With either user secret key.

The security proof of this scheme largely follows [49, 16]. We guess the hash queries
that refer to “challenge authorities” mpk and mpk’, and “challenge identities’
id and id’ (i.e., to those authorities/identities whose shared key an adversary
eventually tries to distinguish from random), and embed the elements of a Diffie-
Hellman challenge either in g, mpk, H(mpk,id), H(mpk',id") (if mpk = mpk’) or
in mpk, mpk’, H(mpk,id), H(mpk',id") (if mpk # mpk’).

This scheme also generalizes to groups of N > 2 users (i.e., to shared keys
between n users) and to hierarchical, L-level identities, using (N (L+1)—1)-linear
maps. We mention, however, that the corresponding security proof suffers from
a loss that is exponential in N and L, unless one opts for selective security (in
which an adversary initially announces the challenge authorities/identities).

We also give a simple construction of MA-HID-NIKE schemes based on HIBE
schemes and i0. We do not discuss the details in this overview, but mention that
it can be viewed as a generalization of the multiparty ID-NIKE of Boneh and
Zhandry [8]. The HIBE scheme is used to provide the hierarchical key structure,
while iO ensures that only users with the right secret key can compute a suitable
pseudorandom value derived from the identities and, in our case, authorities (i.e.,
HIBE master public keys). Here, we face one complication that [8] do not face:
we need to make the more complex key structure provided by a HIBE verifiable,
in the sense that only a holder of a valid user secret key can reliably decrypt. In
order to do so, we need to first equip the HIBE scheme with a “unique decryption
property” (which intuitively states that any ciphertext decrypts to at most one
uniquely determined plaintext). This property is achieved with commitments
and an additional decryption check.

Again, like in [8], this construction only achieves selective security. This is
sufficient to obtain a selective form of forward-secure (public-key) NIKE through
the previously mentioned transformation.”

i

How to achieve adaptive security. For MA-HID-NIKE, adaptive security is
not easy to achieve, not even when working in the random oracle model.® To
achieve adaptive security, we in fact rely on a very strong tool called “universal
samplers” [34] (and HIBE schemes). Intuitively, a universal sampler (US) is
a tool that allows to publicly sample from arbitrary (efficiently sampleable)

" For a polynomial number of time periods, this selective form of forward security
asymptotically implies forward security.

8 Like with HIBE, the standard way to achieve adaptive security with random oracles
(i.e., simply hashing identities [6]) does not interact well with the hierarchical structure
of identities.
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distributions, in a way that does not reveal the corresponding random coins used
in the sampling.

More specifically, a universal sampler U is a deterministic public algorithm
that takes as input (the description of) a probabilistic algorithm d, and determin-
istically outputs a single sample s generated by d. We require that U’s outputs are
programmable, in the following sense. Namely, it should be possible to generate
“programmed” U’ that output a particular value s* upon a particular input
d*. Such a U’ should be indistinguishable from the original U even when d* is
adversarially chosen, and s* is independently and randomly sampled from d*. In
the random oracle model, this programmability should extend to arbitrarily many
(even adaptively) programmed values s7,. .., s, for adaptively chosen df, ..., d;.

Universal samplers are extremely powerful objects, and currently the only
known constructions are based on iO [34] and random oracles. And in fact, the
security definition of universal samplers from [34] features a programmability
that does appear to require at least some sort of idealized computational model.
However, we stress that we do not make any particular assumptions about how
the universal samplers that we use are realized.

In view of NIKEs, [34] already show that universal samplers can be used
to transform a given public-key encryption scheme into an adaptively secure
(multi-party) public-key NIKE scheme. This construction itself is quite simple:
assume we are given a PKE scheme (Gen, Enc, Dec). Then, consider the following
NIKE:

— Public/secret NIKE keys are simply public/secret PKE keys (i.e., generated
by (pk,sk) « Gen(1%)).

— To compute a shared key for a set .S of public keys, each user runs U on
algorithm dg, where dg randomly samples fresh encryptions cpx <— Enc(pk, k)
for each pk € S and the same random k. Each user with a secret key sk for
some pk € S can then use sk to decrypt cpx and retrieve k.

The work [34] proves that this construction is actually adaptively secure, based
on the adaptive (multi-value) programmability of the universal sampler (and the
semantic security of the used PKE scheme).

Here, we revisit this construction and implement it with an IBE or even HIBE
scheme instead of a PKE scheme. Clearly, this immediately yields a different key
setup, and even delegatable keys in the case of HIBE. Using the same strategy
as above (with a slightly adapted dy,pr s that uses a hardwired master public
key mpk and identities id; € S to encrypt), we immediately obtain multi-party
ID-NIKE, resp. HID-NIKE schemes. In fact, when parameterizing the algorithm
d{mpk,},,s above with all possibly different involved (H)IBE master public keys,
we obtain even an MA-(H)ID-NIKE construction effortlessly. The corresponding
security proofs follow the strategy from [34].

In the end, we obtain adaptive multi-party MA-(H)ID-NIKEs in the random
oracle model, based on iO and (H)IBE schemes. Hence, using our previous
transformation, we also obtain a forward-secure NIKE scheme from iO and an
HIBE scheme in the random oracle model. While the sketched construction relies
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on a trusted setup (required by the universal samplers), we show how to remove
this assumption (in fact generically) by generalizing an idea from [8].

Roadmap. After recalling some preliminaries in Section 2, we present our MA-
(H)ID-NIKE definition and its connection to forward security in Section 3. In
Section 4 (and Appendix B), and Section 5, we present our selectively secure
MA-(H)ID-NIKE schemes based on leveled multilinear maps, resp. on indis-
tinguishability obfuscation. Finally, Section 6 presents our adaptively secure
MA-(H)ID-NIKE construction based on universal samplers. We present details
on our transformation that achieves forward security in Appendix A. Appendix C
details how we can generically remove trusted setup assumptions from MA-(H)ID-
NIKE schemes, and Appendix D details how to achieve security against dishonest
key registrations.

2 Preliminaries

We use Ny for the set of natural numbers with zero and N for the set of natural
numbers without zero. For a set S we use B(S) := {X C S} to denote the power
set of S and for n € Ny we define B, (S) :={X C S| |X| <n}.

Tuples. We write € for the empty tuple. We use (a,...,b)|(c,...,d) to denote
the tuple (a,...,b,c,...,d). In particular t||e = ¢ for any tuple t. We say that
a tuple t; is a prefix of ¢y if there exists a (possibly empty) tuple t3 such that
ty = t1||t3. For a set S and n € Ny, we use S=™ to denote all tuples containing

at most n elements, all contained in S. We use (z1,...,Zm), with n < m to
denote the n-element prefix (z1,...,2,) of a tuple, (x1,...,2,)|—y as shorthand
for (z1,...,Zm)m—n and Prefix((x1,...,2m)) == {(21,...,Tm)n | n € [0,m]}.

We write (a,...,b, _,c,...,d) €S as shorthand for 3z.(a,...,b,z,c,...,d) € S.
We use [(21,...,2,)] := n to denote the length of a tuple.

2.1 Multilinear maps

Boneh and Silverberg [7] introduced multilinear maps as a generalization of
bilinear maps. We use the definition of Hohenberger, Sahai, and Waters [35] of
leveled multilinear maps.

Definition 1 ((Leveled) multilinear maps). A symmetric, leveled multilinear
group generator is an algorithm MMapGen that takes a unary encoded security
parameter X and a unary encoded parameter n and outputs G = (Gq,...,Gp, g1,

-y 9n, (ei,j)lgi,j,iJrjgn) where

— Gq,...,G, are groups of prime order q.

— g; is a generator of G; fori e {1,...,n}.

— e :G; xG; = Giyqj are efficiently computable maps with

€i,j (957 g?) = g?—ﬁj f07’ a, be Zq.
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We will omit the indices of e when they are clear and write e(gy', ..., g;")
for (gt e(... e(gy" ", gi*))...) (where i; € {1,...,n} and a; € Zq for j € {1,
C kY with S5 iy < n).

The assumption we use for multilinear maps is called multilinear computa-
tional Diffie-Hellman (ML-CDH) assumption.

Definition 2. The ML-CDH assumption holds with respect to MMapGen when
for every PPT adversary A = (A1, Ag) there exists a negligible function negl with

AdViitianten. 4 (A) i= [Pr[A2(G, gi", ..., gi" ") = gt ]| < negl()\)

where
— 1" A (1Y),
— G + MMapGen(1*,1™), and
— a1y...,0p41 (iZq

With n-ML-CDH we denote the assumption defined above, except that the
parameter n is fixed and is not chosen by the adversary.

While many multilinear map candidates have been broken (e.g., [27, 40, 1, 19,
18, 28]), there exist unbroken candidates and constructions of suitable (leveled)
multilinear maps [42, 24| (although [24] requires indistinguishability obfuscation).

2.2 Hierarchical identity-based encryption

Some of our constructions make use of a hierarchical identity-based encryption
(HIBE) scheme, so we recall syntax and security definitions here. To simplify the
correctness and security notions, we ask for the HIBE to be delegation invariant
(defined below). HIBE schemes without delegation invariance, like [29, 5], require
a more sophisticated security model that allows the adversary to specify the
delegation path of the user secret keys, see [50, Section 1.2].

Definition 3 (HIBE). A hierarchical identity-based encryption (HIBE) HIBE
with identity base set TD, message space M and ciphertext space C consists of five
polynomial-time algorithms HIBE := (MasterKeyGen, USKGen, USKDel, Enc, Dec)
with the following properties:

— MasterKeyGen(1*,1%) takes the unary encoded security parameter \ and
the maximum hierarchy depth L. It outputs a master public and secret key
(mpk, msk).

— USKGen(msk, id € ZD=%) takes a master secret key msk and an identity id.
It outputs a user secret key usklid] for an identity id € ID=E. We assume
that one can efficiently derive id from usk(id].

— USKDel(mpk, usk[id],id" € ID) takes a master public key mpk, a user secret
key usk[id] for id and an additional identity component id". It outputs a user
secret usk(id||(id")] for id||(id").

— Enc(mpk,id € ZD=* m € M) takes a master public key mpk, an identity id,
and a message m and returns a ciphertext ct € C that encrypts the message
m with respect to the identity id.
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— Dec(mpk, usk[id], ct € C) is deterministic (the other algorithms may be proba-
bilistic) and takes a master public key, user secret key usk[id], and a ciphertext
ct. It returns a message m € M or the reject symbol L.

Definition 4 (Delegation invariance). An HIBE = (MasterKeyGen, USKGen,
USKDel, Enc, Dec) is delegation invariant iff,
— VA L,eNy,pe|L],id e ID=P7! id € ID,
for (mpk, msk) + MasterKeyGen(1*, 1£),
— usk[id] - USKGen(msk, id),
— usk(id||(id")] +- USKDel(mpk, usk(id],id"), and
usk[id||(id")] + USKGen(msk, id||(id")), we have

(mpk, msk, usk[id], usk([id||(id")]) ~ (mpk, msk, usk(id], u/s\k[id||(id’)]),

where the probability is taken over the randomness used to sample (mpk, msk),

usklid], usklid||(id")], and u/s\k[idH(id')]. If the HIBE scheme is defined relative to
an oracle (e.g. a random oracle), we need

(mpk, msk, O, usk(id], usk[id||(id")]) ~ (mpk, msk, O, usk[id], usk[id| (id")]),

where O is the entire function table of the oracle and all other variables are
defined as above.

Definition 5 (Correctness). A delegation invariant HIBE = (MasterKeyGen,
USKGen, USKDel, Enc, Dec) is correct iff,
— VA, LeN,,pelL],ideID=P!id € ID,
— for (mpk, msk) < MasterKeyGen(1*, 1), and
— usklid] <~ USKGen(msk, id), we have
Pr[Dec(mpk, usk[id], Enc(mpk, id,m)) = m] > 1 — negl(\)

for a negligible function negl, where the probability is taken over the randomness
used to sample (mpk,msk), usk[id], and the randomness of Enc and Dec. If
negl = 0, we call HIBE perfectly correct.

Definition 6 (Security). An HIBE := (MasterKeyGen, USKGen, USKDel, Enc,
Dec) scheme is IND-z secure with x € {CPA, CCA} when for every PPT adversary
A = (A1, As) there exists a negligible function negl with

-z -1 1
Adviige 4 (A) == 2|Pr[Expiligeia (V) = 1] — 5| < negl(A).

The experiment Exp'\>"(\) is defined in Figure 2.

Additionally, we define selective IND-CPA security (sel-IND-CPA) as the IND-
CPA security notion, except that the adversary has to output the challenge
identity id* at the beginning, along with outputting the hierarchy depth. We use

Advﬁ,"B"E\'B{CPA(/\) to denote the advantage of an adversary A in this game.
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Expiine 4 (A): corrU(id):
15— Ai(N) CU + CcU U {id}
(mpk, msk) — MasterKeyGen(l’\, 1L) return USKGen(msk, Id)
b <& {0,1} -
CU:=0; ; chalCT := L; decCT :=0 CHAL(id*, mo, m1): //only one query
corRU(+),CHAL(+,-,-),| DEC(-,-) ct’ Enc(mpkv id*vmb)
b+ A, (mpk) chalCT < (id*,ct*)
parse (id*, ) := chalCT return ct”
if Prefix(id*) N CU = 0| A chalCT ¢ decCT |
then DEC(Id7 Ct):
7 decCT < decCT U {(id, ct)}
Lf;’;“m b=b usk[id] < USKGen(msk, id)
| return b’ < {0,1} return Dec(mpk, usk[id], ct)

Fig. 2. The IND-CPA and |IND-CCA | security experiment for an HIBE HIBE =
(MasterKeyGen, USKGen, USKDel, Enc, Dec).

2.3 Universal samplers

In this section we recall the definition of adaptively secure universal samplers (in
the random oracle model) from [34].

Definition 7 (Universal sampler). A universal sampler (in the random oracle
model) for circuit size £(N\), input size m(\) and output length k(\) (where £,
m, and k are efficiently computable functions) consists of two polynomial-time
algorithms US := (Setup, Sample) where
— SetupH(')(lA) takes the unary encoded security parameter and gets access to
the random oracle H. It outputs sampler parameters Uys.
— SampIeH(')(Uus,C) 1s deterministic and takes the sampler parameters Uy
and a circuit C of size £(\) that takes m(\) many bits (of randomness) as
input. It outputs a sample pc € {0, 1}’“()‘).

Intuitively, we want the universal sampler to satisfy the following two prop-
erties: First, the sample pc should be distributed as an output of the program
po, ie., pc = C(r¢) where re € {0,1}™™ is an independently uniform random
string sampled once for every program. Second, by programming the random
oracle H, one should be able to program the sample po to a specific value.

To formalize this, we first need to define an admissible adversary for this
security experiment:

Definition 8 (Admissible adversary). An admissible adversary A for the
universal sampler security experiment is an efficient algorithm such that
— A initially takes as input a unary encoded security parameter 1* and sampler
parameters Uys.
— A can query the oracle RO(z). In response, A expects to receive the output
of the random oracle H on input x.
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— A can query the oracle SAMPLE(C), where C is a circuit of size £(\) that takes
m(X) many bits (of randomness) as input and outputs a sample of k(X) many
bits. The adversary gets no answer from this oracle. Instead, upon calling this
oracle, A is required to honestly compute pc = Sample(Uys, C), making use of
any additional random oracle queries necessary to perform this computation,
and to append (C,pc) to an auziliary tape. Although the adversary does not
learn anything through these queries, it might cause the experiment to abort
with such a query, which counts as a win for the adversary.

— A outputs a bit b € {0,1} in the end, indicating a guess whether it was run
in the real or ideal world.

Remark 1. The admissible adversary is meant to internalize the behavior of
honest parties. Intuitively, SAMPLE(C') queries correspond to an honest party
seeking parameters generated by circuit C.

Definition 9 (Adaptive security). A universal sampler US is adaptively
secure if there exist efficient algorithms SimUGen, SimRO such that: for every
admissible PPT adversary A there exists a negligible function negl with

Advis " (\) := Pr(ldealys simuGen,simro,.4(1*) aborts]
+ | Pr[Realys 4(1*) = 1] — Pr[ldealys simucen,simro,.4(1*) = 1]| < negl(\),

where abort refers to the experiment aborting in a SAMPLE(-) query, not an abort
of A. The games ldeal and Real are defined in Figure 3.

2.4 Puncturable PRFs

We recall the definition of puncturable pseudorandom functions (PRFs) from [48].

Definition 10 (Puncturable PRF). A puncturable PRF for domain D and
co-domain C consist of three polynomial time algorithms PPRF = (KeyGen,
Puncture, Eval) where
— KeyGen(1*) takes the unary encoded security parameter and outputs a PRF
key K.
— Puncture(K, P C D) takes a PRF key K and a polynomial size set P and
outputs a punctured PRF key Kp.
— Eval(K,z € D) is deterministic and takes a (possibly punctured) PRF key K
and x, and outputs a value y € C.

A puncturable PRF also has to satisfy the following two properties:

Definition 11 (Functionality preserving). A puncturable PRF PPRF is func-
tionality preserving iff for every PPT adversary A there exists a negligible function
negl such that

— for P+ A(1%),
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RealUS:(Setup,Sample),A(1)\): IdealUS:(Setup,Sample),SimUGen,SimRO,A(1)\):
Uss < Setup™)(1%) F:{0,1}* = {0,1}™ is a truly random function,
b AROC)SMIFLEC) (4A 7y defined on-the-fly.
return b (Uns, o) < SimUGen®0) (1)
b« AR,O(»),SA]\IPLE(<)(1)\7 Uus)
RO(x): return b
return #H(x)
RO(z):
SAMPLE(C): (y,0) + SIimRO®°®) (g, z)
//do nothing return y
SAMPLE(C):

Continue to run A until it outputs (C,pc) on the
auxiliary tape.
if pc # C(F(C)) then abort

O(0):
return C(F(C))

Fig. 3. The games Real and ldeal used to define adaptive security of universal samplers.

— K <+ KeyGen(1%),
— Kp < Puncture(K, P), we have
PrVz € D\ P : Eval(K,z) = Eval(Kp,z)] > 1 — negl()),

where the probability is taken over the randommness used to sample K, Kp, and
the randomness of A.

Definition 12 (Pseudorandomness). A puncturable PRF PPRF is pseudo-
random (at punctured points) iff for every PPT adversary A = (A1, As) there
exists a negligible function negl such that

— for P={xy,...,2,} < A(1Y),
K + KeyGen(1?),
— Kp + Puncture(K, P), and
— Y1,---,Yn < C, we have

AdV;‘gEFhA(A) = | Pr[AQ(KPv Eval(K, Il)a ey Eval(K, 'In))]
- Pr[AQ(vayh cee 7yn)]| S negl()\)7

where the probability is taken over the randommness used to sample K, Kp, y1,
.., Yn, and the randomness of A; and As.

2.5 Indistinguishability obfuscation

We recall the definition of indistinguishability obfuscation (iO), first conceived by
[3]. We use the definition of [34], but we weaken it slightly by requiring security
only for uniform circuits.
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Definition 13 (iO). An indistinguishability obfuscator is a PPT algorithm iO
with
— i0(1*,C) takes as the unary encoded security parameter and a circuit C' and
outputs another circuit C'.

Every indistinguishability obfuscator should satisfy the following two proper-
ties:

Definition 14 (Correctness). An indistinguishability obfuscator iO is correct
iff for every A\;n € N, every circuit C with n input bits and every x € {0,1}",
for C' + i0(1*,C) we have Pr[C'(z) = C(z)] < 1 — negl()\) for a negligible
function negl.

Definition 15 (Security). An indistinguishability obfuscator iO is secure iff
for every PPT adversary A = (A, As) where Ay, on input 1* has to output
(Co, Cy,st) such that

Pr[|Co| = |C1| AV : Co(x) = C1(z)] > 1 — negl(A),

for a negligible function negl, where the probability is taken over the randomness
of A1, we have for (Co, Cy,st) + Ay (1) and b < {0, 1}

AV (A) = 2| PrlAy(st, i0(1%, Cy)) = b] — % < negl'(\),

for a negligible function negl’, where the probability is taken over the randomness

of b, A1, and As.

2.6 Commitments

Definition 16 (Non-interactive commitment). A non-interactive commit-
ment Com = (Setup, Commit, Decommit) for message space M, commitment space
C and decommitment space D consists of three PPT algorithms with the following
properties:
— Setup(1*) dnputs a the unary encoded security parameter 1* and outputs
public parameters pp.
— Commit(pp,m € M) inputs pp and a message and outputs a commitment
c € C and a decommitment d € D.
— Decommit(pp, ¢ € C,d € D) is deterministic and inputs pp and a commitment-

decommitment pair (¢, d) and outputs a message m € M or L (indicating a
failure).

Since we only consider non-interactive commitments in this work, we drop the
prefix “non-interactive” from now on.
Every commitment also has to satisfy the following correctness property:

Definition 17. A commitment Com = (Setup, Commit, Decommit) is perfectly
correct, if for all A € Ny, all pp < Setup(1*), and all m € M we have

Decommit(pp, Commit(pp,m)) = m.
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EXP?:?;TFA()‘): CHAL(mo, m1): //only one query

pp < Setup(1*) (c,td) < Commit(pp, ms)
b {0,1} return c
Y FACHAL(’;)(pp)

?
return b = b

Fig. 4. The hiding game for a commitment Com = (Setup, Commit, Decommit).

Definition 18 (Perfect binding). A commitment Com = (Setup, Commit,
Decommit) is perfectly binding if for pp < Setup(1*)

Pr[dc € C,dy,dy € D : L # Decommit(pp, ¢, d1) # Decommit(pp, ¢,ds) # 1]
< negl(})

for a negligible function negl, where the probability is taken over the random coins
of Setup.

Definition 19 (Computationally hiding). A commitment Com = (Setup,
Commit, Decommit) is computationally hiding if for every PPT adversary A
there exists a negligible function negl with

idin idin 1
AdvgioiB, (A) = 2|Pr[Explome, (A) = 1] — 5| < negl(V).

The hiding game is defined in Figure 4.

In the following, when we write perfectly binding commitment we are referring
to a commitment that is perfectly binding and computationally hiding.

Perfectly binding (in the above sense) and computationally hiding commit-
ments are implied by one-way functions [43].

3 Multi-authority (hierarchical) identity-based NIKE

Below we present a formal definition of multi-authority (hierarchical) identity-
based multiparty NIKE, for short MA-(H)ID-NIKE. It generalizes (hierarchical)
identity-based multiparty NIKE ((H)ID-NIKE) by also allowing two parties who
only got user secret keys generated by different key authorities to compute a
common shared key, without any interaction. As a consequence, in particular,
key authorities, which can be seen as users with identity ¢, can compute shared
keys among them. Thus, MA-(H)ID-NIKE is also a generalization of public-key
(not identity-based) NIKE. This is in stark contrast to (H)ID-NIKE, because
there is no known generic transformation from (H)ID-NIKE to public-key NIKE.

Even for public-key NIKE it is necessary to associate an identity to each user
to achieve (and define) security notions involving dishonest key registrations.
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But these identities work merely as handles for the users and cannot replace
the public key infrastructure. For the same reason, we will associate each key
authority with a key authority label. These key authority labels can be seen as
the “identities of the key authorities” and play the same role as identities in
non-identity-based NIKE. The users are then identified by both a key authority
label and an identity, so identities only need to be unique per key authority.

On a high level, an MA-(H)ID-NIKE can be seen as a hierarchical NIKE,
where the first level is not identity-based (and uses a public key infrastructure),
while all remaining levels are identity-based.

Definition 20 (MA-HID-NIKE). A multi-authority hierarchical identity-
based multiparty NIKE (MA-HID-NIKE) with key authority label space KAL,
identity base set ID, and shared key space K consists of five PPT algorithms
MA-HID-NIKE = (Setup, MasterKeyGen, USKGen, USKDel, SharedKey) where

— Setup(1*, 1V, 1%) performs the global setup. It inputs the unary encoded
security parameter A € N, an upper bound N € NJN > 2 on the group size
for shared key computations, and the maximum number of levels L € N. It
outputs some public parameters pp. We assume that N and L can be efficiently
derived from pp.

— MasterKeyGen(pp, KALabel € KL AL) generates a key pair for a key authority.
It takes the public parameters pp and a key authority label KALabel € KAL
and outputs a master public and secret key (mpk[KALabel], msk[KALabel]) for
this key authority. We assume that KALabel can be efficiently derived from
either mpk[KALabel] or msk[KALabel]. We use MPK to denote the space of
master public keys.

— USKGen(pp, msk[KALabel],id € ZD<Y) generates user secret keys from the
master secret key. It takes the public parameters pp, a master secret key
msk[KALabel], and an identity id € IDSE. It outputs a user secret key
usk[KALabel,id]. We assume that both KALabel and id can be efficiently
derived from usk[KALabel, id].

— USKDel(pp, mpk[KALabel], usk[KALabel,id],id" € ZD) generates user secret
keys from a parent’s user secret key. It takes the public parameters pp, a
master public key mpk[KALabel], a user secret key usk[KALabel,id] for an
identity id € TDSL7Y, and an identity element id'. It outputs a user secret
key usk[KALabel, id||(id")] for the identity id||(id").

— SharedKey(pp, S € MPK x ID=% usk[KALabel’,id']) computes the shared
keys. It takes a set S of tuples of the form (mpk[KALabel],id) and a user secret
key usk[KALabel’,id’], specifying the group, where (mpk[KALabel’],id") € S.
It outputs a shared key k € IC for this group or L indicating a failure.

For convenience, we also define USKDel" (pp, mpk[KALabel], usk[KALabel, id],
id’ € ZDP) as an algorithm that computes a user secret key for id||id" from a user

secret key for id € ZDSL™P by repeatedly running USKDel.
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We say that an MA-(H)ID-NIKE has no setup iff Setup is deterministic.”

Before defining correctness and a security model, we define a property called
delegation invariance. Informally speaking, it means that the distribution of
user secret keys obtained from other keys via delegation is statistically close to
those generated directly from the master secret key. This definition allows us
to use much simpler definitions for correctness and security. All constructions
in this work naturally satisfy this requirement.!® For non-delegation variant
MA-(H)ID-NIKE only a security model where the adversary can also specify
the delegation path, analogous to the model of [50] for predicate encryption, is
meaningful.

Definition 21 (Delegation invariance). An MA-HID-NIKE MA-HID-NIKE =
(Setup, MasterKeyGen, USKGen, USKDel, SharedKey) with key authority label space
KKAL and identity base set D is delegation invariant iff

— VN € Nxy, L € Ny, KALabel € KAL,id € ZD=""1id" € ID,

— for pp + Setup(1*, 1V, 1F),

— (mpk[KALabel], msk[KALabel]) + MasterKeyGen(pp, KALabel),
usk[KALabel, id] + USKGen(pp, msk[KALabel],id),
usk[KALabel, id||(id")] <— USKGen(pp, msk[KALabell,id||(id")), and
- u/s\k[KALabeI,idH(id')} + USKDel(pp, mpk[KALabel], usk[KALabel, id], id"), we

have

(pp, mpk[KALabel], msk[KALabel], usk[KALabel, id], usk[KALabel, id|| (id")])
~; (pp, mpk[KALabel], msk[KALabel], usk[KALabel, id], u/s\k[KALabeI, id[[id]),

where the probability is taken over the randomness used to sample the variables
pp, (mpk[KALabel], msk[KALabel]), usk[KALabel,id], usk[KALabel,id||(id")], and
u/s\k[KALabeI, id||(id")]. If the MA-HID-NIKE is defined relative to an oracle (e.g.
a random oracle), we need

(pp, mpk[KALabel], msk[KALabel], O, usk[KALabel, id], usk[KALabel, id||(id")])
~; (pp, mpk[KALabel], msk[KALabel], O, usk|[KALabel, id], u/s\k[KALabel, id[[id]),

where O is the entire function table of the oracle and all other variables are
defined as above.

The correctness and security definition we present below is only appropriate
for delegation invariant MA-HID-NIKEs. For non delegation invariant MA-HID-
NIKEs a stronger definition that requires correctness also for arbitrary delegated

9 This is equivalent to the definition of [8] that Setup(1*,1",1%) outputs pp = (1*,1V,
11‘)7 because every algorithm can compute the public parameters from (1A, 1, 1L) if
Setup is deterministic.

10 For those constructions that use HIBE as a building block, it is necessary that the
HIBE scheme satisfies delegation invariance. The vast majority of HIBE schemes do
so naturally.
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keys and that allows the adversary to choose how a user secret key is generated
in the security game has to be used, analogous to the definitions in [50] for
HIBE. For delegation-invariant MA-ID-NIKE this is no concern and we can
always use the definitions from below. We will only consider delegation invariant
MA-HID-NIKE in this work.

We require every MA-HID-NIKE to satisfy the following correctness require-
ment.

Definition 22 (Correctness). We say that a delegation invariant MA-HID-
NIKE MA-HID-NIKE = (Setup, MasterKeyGen, USKGen, USKDel, SharedKey), with
key authority label space ICAL, identity base set ID, and shared key space K, is
correct iff
— VYN,L € N,,U C (KAL x ID=F) with |U| < N, (KALabel,id), (KALabel’,
id)eU
— for pp + Setup(1*, 1V, 1F),
— (mpk[KALabel], msk[KALabel]) +— MasterKeyGen(pp, KALabel) for all
(KALabel, ) e U,
— S := {(mpk[KALabell, id) | (KALabel,id) € U},
— usk[KALabel, id] +— USKGen(pp, msk[KALabell,id), and
— usk[KALabel’,id’] <~ USKGen(pp, msk[KALabel'],id"), we have

| Pr[SharedKey(pp, S, usk[KALabel, id]) =
SharedKey(pp, S, usk[KALabel’,id']) # L]| > 1 — negl(})

for a negligible function negl, where the probability is taken over the random-
ness used to sample pp, (mpk[KALabel], msk[KALabel]), usk[KALabel,id], and
usk[KALabel’,id']. If negl = 0, we call the MA-HID-NIKE perfectly correct.

The definition of MA-ID-NIKE is obtained by removing the argument 1%
from the Setup algorithm and using L = 1 instead (and forbidding the usage of
the identity ). Also, the USKDel algorithm is omitted, because it is useless in
this setting. Any MA-HID-NIKE with identity base set ZD can be turned into
an MA-ID-NIKE with identity space ZD' = ZD by fixing L = 1.!!

The definition of a plain NIKE is obtained by removing the argument 1%
from the Setup algorithm and using L = 0 instead. The algorithms USKGen
and USKDel and the identities are then omitted. An MA-ID-NIKE can thus be
generically converted to a NIKE by fixing L = 0 (or by restricting the identity
space to one fixed identity and outputting a user secret key for this identity in
the key generation algorithm instead of the master secret key).

A 2-party (MA-(H)ID-)NIKE is an (MA-(H)ID-)NIKE where the argument
1V is removed from the Setup algorithm and N = 2 is used instead.

3.1 Security model

In our security game we allow only the generation of at most one master key
pair per key authority label (as typically done for non identity-based NIKE), to

1 One can also obtain a larger identity space ZD' = ZD* by running Setup with L = X
and restricting the identities to ZD’.
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allow the key authority label to be used as identifier for the key pair. This is no
significant restriction, because one can include a counter (or nonce) in the key
authority labels and publish the counter along with the master public key. For
identities, however, the usage of counters would not work because the point of
identity-based cryptography is that users should not be required to communicate
anything to compute, e.g., a shared key. Thus, we allow an adversary to obtain
multiple user secret keys for one identity (as typically done for ID-NIKE and
(H)IBE).

Definition 23. An MA-HID-NIKE MA-HID-NIKE s IND-z-secure (for z €
{HKR, DKR}) when for every PPT adversary A = (A1, As) there exists a negli-
gible function negl with

-2 -2z 1
AdVII\'/\IIE—HID-NIKE,.A()‘) =2 Pr[EXpll\'/\IIAD—HID-NIKE,A()‘) = 1] - 5 < negl(A).

The experiment Exp:\',\fAD_ﬁ,D_N|KE7A()\) is defined in Figure 5.

In the security experiment the adversary specifies in the REVSHK and CHAL
oracles the set of users by a set U of key authority labels and identities, which is
then used to compute a corresponding set S of master public keys and identities.
This prevents the adversary from choosing a master public key not registered via
REGHKA or REGDKA.

In the REVSHK oracle the adversary gets to choose which users secret key
should be used for the computation of the shared key, because there might be
dishonestly generated master public keys involved and thus correctness might
not hold. In the CHAL oracle however only honestly generated master public keys
are allowed and thus which users secret key is used makes no difference with
overwhelming probability for a correct MA-HID-NIKE.

Additionally, we define selective IND-HKR (sel-IND-HKR) security as the
(adaptive) IND-HKR security notion, except that the adversary has to output
the set U* C (KAL x ID=F) used for the CHAL query in the beginning (along
with outputting the setup parameters) and use Advfj',;'_'}'ﬁ,i'jtﬁﬁa 4(A) to denote an
adversaries advantage in this game.

The security notions for MA-ID-NIKE are defined in exactly the same way,
except that the adversary can not choose the hierarchy depth L. Similarly, for
the case of 2-party NIKE the adversary can not choose N.

DKR security via NIZKPoKs. A generic way to make an IND-HKR-secure public-
key NIKE IND-DKR-secure has been described in [32]. The transformation
works by equipping all public keys with a simulation-sound non-interactive
zero-knowledge proof of knowledge (NIZK-PoK) of the corresponding secret key.

We claim that this approach can be generalized to MA-(H)ID-NIKE by
equipping all master public keys with a NIZK-PoK of the corresponding master
secret key and making SharedKey output L when it is used with a master public
key where the proof doesn’t verify. The reduction can then use an extraction
trapdoor to obtain master secret keys for dishonest key authorities (while using
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Expll\’/\IIE—_FZHD—NIKE:(Setup,MasterKeyGen,USKGen,USKDeI,SharedKey),.A:(.Al,.A2)(A):
(AN 15) « A1 (1Y)
pp < Setup(1*,1V,1%)
HKA := (; CKA :=0; DKA :=0; CU :=0; Rev:=0; Chal :=0
b<& {0,1}
REGHKA(-),coRRHKA(-),| REGDKA(+,-) |,cORRU(+,-),REVSHK(+,-,-),CHAL(-)
b/ — A2 (1A7pp)
if V(KALabel,id) € Chal : (KALabel ¢ CKA A Vid" € Prefix(id) : (KALabel,id") ¢
CU) A Chal ¢ Rev then
‘ return b — b’
else
|return b’ <& {0,1}

REGHKA (KALabel € KAL): CORRHKA (KALabel € KAL):

if KALabel € (HKA UDKA) then return L | if KALabel ¢ HKA then return L
HKA + HKA U {KALabel} CKA < CKA U {KALabel}
(mpk[KALabel], msk[KALabel]) + return msk[KALabel

MasterKeyGen(pp, KALabel)

corrU(KALabel € KAL,id € IDSE):
return mpk[KALabel] RRU( abel € KAL,id € )

if KALabel ¢ HKA then return L
CU « CU U {(KALabel,id)}

REGDK A (mpk'[KALabel)):
if KALabel € (HKAUDKA) then return L | | Usk[KALabel,id] «

DKA < DKA U {KALabel} USKGen(pp, msk[KALabell, id)
mpk[KALabel] := mpk’[KALabel] return usk[KALabel, id]
return “OK”

REVSHK(U C (KAL x ID="),KALabel' € KAL,id’ € ID="):

if (KALabel,id') ¢ U V [U| > N V KALabel' ¢ HKA v 3(KALabel, ) € U :
KALabel ¢ (HKA U DKA) then return L

Rev <~ RevU {U}

S := {(mpk[KALabel],id) | (KALabel,id) € U}

usk[KALabel’,id'] +— USKGen(pp, msk[KALabel'],id")

return SharedKey(pp, S, usk[KALabel’,id’])

cHAL(U* C (KAL x ID=")): //only one query
if [U*| > NV 3(KALabel*, ) € U* : KALabel* ¢ HKA then return L

Chal + U*

S* := {(mpk[KALabel*],id*) | (KALabel*,id*) € U*}

(KALabel’, id') ¢ U™

usk[KALabel’,id’] +— USKGen(pp, msk[KALabel'],id")

ko + SharedKey(pp, S*, usk[KALabel’,id])

ki &K

return k£

Fig.5. The security experiment for IND-HKR and | IND-DKR | security of MA-HID-
NIKE.
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simulated proofs itself) and use them when the adversary asks for a shared key
for a group containing a user belonging to this dishonest key authority.

For this approach it is necessary for the (MA-(H)ID-)NIKE to be perfectly
correct, to ensure that it does not matter which user secret key is used for
the shared key computation. Indeed this approach fails when applied (without
countermeasures) to the LWE-based NIKE (which is not perfectly correct) [41].

DKR security via hierarchy. We present in Appendix D an alternative approach
to achieve DKR security. The approach is generic, but makes use of the hierarchy
in MA-HID-NIKE and is thus specific to MA-HID-NIKE. In contrast to the
NIZKPoK transformation, it does not require the MA-HID-NIKE to be perfectly
correct. Furthermore, it does not require a setup (NIZKPoKs require a trusted
setup for the common reference string [30]), which is important if used in
combination with the setup-removing transformation in Appendix C.

3.2 Relation to forward secure NIKE

In Appendix A we show that an MA-HID-NIKE can be converted generically into
a forward secure NIKE or a forward secure MA-ID-NIKE. The construction is
similar to the construction of forward secure PKE from HIBE by Canetti, Halevi
and Katz [11].

With this approach one can get also a forward secure ID-NIKE from an HID-
NIKE, but since it is unclear if a NIKE can be constructed from an ID-NIKE,
it is also unclear if this approach can lead to a forward secure NIKE. In the
multi-authority setting however, a forward secure MA-ID-NIKE immediately
yields a forward secure NIKE.

4 Warm-up: MA-ID-NIKE from trilinear maps in the
ROM

As a warm-up, we present in Figure 6 a 2-party MA-ID-NIKE in the random
oracle model (ROM). It can be seen as a generalization of the SOK identity-based
NIKE [49] to the multi-authority setting. However, the SOK ID-NIKE only
requires bilinear maps, while our construction needs trilinear maps (but they do
not need to be leveled). We leave constructing an MA-ID-NIKE from only bilinear
maps as an interesting open problem. The key authority label space KL AL, the
identity space ZD and the shared key space K can be chosen arbitrarily, as long
as we can efficiently hash from AL x ZD to G; and from Gz to K. These hash

functions are modeled as random oracles.
Theorem 1 (Correctness). The MA-ID-NIKE in Figure 6 is perfectly correct.

Proof. Let
— KALabely, KALabel, € K AL, idq,idy € ID,
— pp = (G, H,G,g{) + Setup(1?),
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Setup(1?): USKGen(pp, msk[KALabell, id):
G < MMapGen(1*,1%) parse (KALabel, ) := msk[KALabel]
(G1,Ga,Gs, g1, g2, gs, return H(KALabel,id)*

(€ij)i<igiti<a) =G _
pick H : KAL x TD— G, //Modelled | SharedKey(pp, {(mpk[KALabeli], id1),

as RO (mpk[KALabels],id2) }, usk[KALabely, id1]):
pick G:Gs - K //Modelled as RO | parse (G, H,G,g) := pp
w & Z, parse (KALabels, g') := mpk[KALabels]
return pp := (G, H,G, ¢%) b {g' if KALabel; # KALabel,

g otherwise

MasterKeyGen (pp, KALabel): return G(e(usk[KALabely,id1], A,
adZ, H(KALabels, id2)))
mpk[KALabel] := (KALabel, g1")
msk[KALabel] := (KALabel, «)
return (mpk[KALabel], msk[KALabel])

Fig. 6. An MA-ID-NIKE from trilinear maps in the ROM.

— (KALabely, ¢§) + MasterKeyGen(pp, KALabel; ),

— if KALabel; # KALabels : (KALabeIQ,glﬂ) < MasterKeyGen(pp, KALabels),
— usk[KALabely,id;] + USKGen[KALabely, id;], and
— usk[KALabels, ids] < USKGen[KALabels, ids].

When KALabel; # KALabels,

e(usk[KALabely, idl],gf,H(KALabelg, idz))

= e(H(KALabel,id1)®, g7, H(KALabel,, id2))
e(H(KALabel,idy), g1, H(KALabely, idy))*”
e(H(KALabely, ids), g1, H(KALabely, id; ))*”
= e(H (KALabely, id3)?, ¢&, H(KALabely, id))

= e(usk[KALabels, ids], g7, H(KALabely, idy)).

When KALabel; = KALabels,

e(usk[KALabely, id1], ¢, H(KALabely, ids))
e(H (KALabely,id;)%, ¢, H(KALabel, idz)
e(H(KALabely, id1), g%, H(KALabel,, id2))®
(H(
(H (

e(H (KALabely,ids), g, H (KALabely, id; ))®
e(H (KALabel ,id2)®, g%, H(KALabel;, id;))
= (E(USk[KALQbGH7 idg], g‘f, H(KALabeIl, Idl))7

which implies correctness of the MA-ID-NIKE. a
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Theorem 2 (Security). The MA-ID-NIKE MA-ID-NIKE in Figure 6 is IND-HKR-
secure under the 3-ML-CDH assumption when G and H are modeled as random
oracles. More precisely, for every PPT adversary A against the IND-HKR secu-
rity of MA-ID-NIKE there exists an PPT adversary B against the 3-ML-CDH
assumption with

AdviiR D NIke,A(A) € AdVWiNtapGen5(N) - Qg6 (au + 4r)?q2),

where qg s the number of G queries, q, is the number of RECHKA queries, gy
is the number of CORRU queries, and q, is the number of REVSHK queries of A.

Proof. We give a direct reduction. Our proof strategy is similar to [15, Theorem
3.2] which builds upon Coron’s coin flipping technique [17].

Let G be the trilinear group description and a, b, ¢, d be the group elements
we get from the 3-ML-CDH assumption.

First, our reduction samples indices 7, j <* {1,...,q.}, representing guesses
for the indices of the REGHKA queries for the key authorities that are later used
in the challenge. If ¢ = j, the reduction embeds a challenge element in g, which
is used instead of a second master public key when two users have the same key
authority, by setting g := b. Otherwise, it samples w <* Z, and sets g := g§. It
then sends (G, g) as public parameters to the adversary.

The reduction answers all REGHKA as in the real experiment, except that in
the i-th query, the reduction returns a as the group element in the master public
key. If ¢ # j, it also returns b as the master public key group element in the j-th
query. This way the reduction can also answer all CORRHK A queries, except for
the i-th or j-th key authority. When the latter case occurs, the reduction aborts.

We assume without loss of generality that A4 queries the random oracle H
on all (KALabel, id) tuples before they are used in a CORRU, REVSHK, or CHAL
query. The reduction answers all queries for the H random oracle on (KALabel, id)
as follows: When the same tuple has been queried before, it returns the previous
value. Otherwise:

— With probability (1 —+)/2, the reduction samples z <> Z, and returns c”.

Additionally, it adds (KALabel, id, Types, ) to an initially empty set L.

— With probability (1 —~)/2, the reduction samples = < Z, and returns d*.

Additionally, it adds (KALabel, id, Types, x) to L.

— With probability v, the reduction samples x <> Z, and returns g7. Addition-

ally, it adds (KALabel, id, Types,x) to L.

The choice for the parameter v € R is explained at the end of the proof.

For each CORRU on (KALabel,id), the reduction looks up the quadruple
(KALabel,id, t, z) in L. If t # Types, the reduction aborts. Otherwise, let (KALabel,
g%) := mpk[KALabel], and the reduction returns gg, ., = H (KALabel,id)* as
the user secret key.

For REVSHK queries, the reduction aborts if neither of the two involved users
is stored with Typesz in £. Otherwise, it answers the query by computing the
shared key with the user secret key of a Typesz user.

When A queries the CHAL oracle on {(KALabely,id;), (KALabels,id3)}, the
reduction looks up (KALabely,idy,¢1,27) and (KALabels,ids, t2,2%) in £. The
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reduction aborts except when t; = Type; and to = Type, (or vice versa) and
KALabel; was registered in the i-th REGHKA query and KALabel, was registered
in the j-th REGHKA query (or vice versa). In this case, the reduction returns a
uniformly random key k* <& K.

When the adversary queries the G random oracle on a group element y for
the first time, the reduction samples k <= K, returns k, and stores (y, k) in an
initially empty set J.

At the end of the game, the reduction samples (y,k) <* J and outputs
y@) 7 @)™ a5 guess for the 3-ML-CDH challenge.

Analysis. We assume that the reduction does not abort and distinguish two
cases:

(A) A never queried the G random oracle on 2%1%2 where z is the solution
of the 3-ML-CDH challenge. Since 2%1%3 is the hash preimage of the challenge
shared key k*, k* is uniformly random from the adversary’s point of view. Thus,
the reduction simulated the game for A perfectly and, since this simulation is
independent of the guess bit b, the adversary has zero advantage in this case.

(B) In the remaining case, our reduction picks the value from 7 that leads to
winning the 3-ML-CDH challenge with probability 1/¢¢, so the probability that
this case occurs is bounded by the maximum possible advantage for breaking the
3-ML-CDH assumption.

What remains is to analyze the probability of not aborting. This probability
is independent of A’s view and at least

because each query to the CORRU or REVSHK oracle succeeds when (one of) the
users is of type Types, which happens with probability -, leading to a success
probability of at least v%:+% . Furthermore, the probability that the two users in
the CHAL query have types Type; or Type, and not the same type is (1 —v)?/2.
This event is independent of an abort caused by an CORRU or REVSHK query,
because the CORRU oracle may not be queried on a challenge user and each in
each REVSHK query at least one of the users is not a challenge user. Furthermore,
independently of the previous events, the probability that the guesses i and j
have both been correct is 1/¢2.

By setting v :=1—2/(qu + ¢ + 2) (the purpose of the + 2-term is to avoid
negative v and division by zero), we get that the total success probability of our
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reduction is at least

2
2
1 (1 2 )qﬁqr (qu+qr+2) 1
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2 q?

2

_ 2

i (1 B 9 ) 2 (1 B 2 >q1b+q7‘+2 (m> 1
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The term marked with (x) is bounded by e=2. 0
With leveled multilinear maps, we can generalize this construction to an
MA-HID-NIKE. Details can be found in Appendix B.

5 Selectively secure construction from indistinguishability
obfuscation

In Figure 8 we present an MA-HID-NIKE obtained generically from an in-
distinguishability obfuscator iO, an HIBE scheme HIBE, a perfectly binding
commitment and puncturable PRFs.

This construction achieves only selective security (sel-IND-HKR), that is
defined as the (adaptive) IND-HKR security notion in Definition 23, except that
the adversary has to output the set S* C (KAL x IDSL) used for the CHAL
query in the beginning (along with outputting the setup parameters).'? On the
flip side, the HIBE also needs to be only selective (sel-IND-CPA) secure.

The construction is inspired by the Boneh-Zhandry [8] identity-based NIKE.
In particular, the public parameters consist of an obfuscated circuit C' with
hardwired PRF keys K; and K5. Each party in the system is associated with
an HIBE master public key, and a corresponding HIBE identity. That party’s
user secret is the corresponding HIBE user secret key under that master public
key. Shared keys among a set S of parties are pseudorandom values of the form
Evaly (K5, S), where Evals is the evaluation algorithm of a PRF and K5 its key.
Such shared keys are generated by C' upon input S and one of the involved HIBE
user secret keys.

12°As in the Boneh-Zhandry construction [8], using constrained pseudorandom functions
for arbitrary circuits, we can also achieve a slightly stronger notion called semi-static
IND-HKR security: The adversary might use for the actual challenge query only a
subset of the set of users S committed to in the beginning, but it may never corrupt
a user in S.
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MasterKeyGen' (1%, 1%): Enc’(mpk’ = (mpk, pp), id, m):
(mpk, msk) <— MasterKeyGen(1*,1%) (¢, d) < Commit(pp, m)

pp < Setup(1*,1V,1%) ct « Enc(mpk, id, d)

return (mpk’ := (mpk, pp), msk) return ct’ := (c,ct)

Dec’(mpk’ = (mpk, pp), usk[id], ct):
d < Dec(mpk, usk]id], ct)
return Decommit(pp, ¢, d)

Fig. 7. Construction of an HIBE HIBE’ = (MasterKeyGen’, USKGen, USKDel, Enc’, Dec’)
with unique decryption from an HIBE HIBE = (MasterKeyGen, USKGen, USKDel, Enc,
Dec) and a perfectly commitment Com = (Setup, Commit, Decommit). The algorithms
USKGen, USKDel are not modified.

Hence, HIBE is mainly used to provide the underlying key infrastructure, and
its encryption and decryption algorithms are only used to check the validity of
user secret keys.

For the HIBE scheme we need the following additional property.

Definition 24 (Unique decryption). An HIBE HIBE = (MasterKeyGen, USKGen,
USKDel, Enc, Dec) with user secret key space USK'® has unique decryption if
forall Le Ny, allm e M, and allid € ID

Pr[Jusky, uska € USK : L # Dec(usky, ct) # Dec(usks, ct) # L] < negl()),

for a negligible function negl where the probability is taken over (mpk, msk) +
MasterKeyGen(1*,1%) and ct < Enc(mpk, id, m).

Next, we show how to turn any HIBE into an HIBE HIBE’ that satisfies unique de-
cryption using perfectly-binding commitments'4. We present the formal definition
of commitments in Section 2.6. The construction is shown in in Figure 7.

The correctness of HIBE follows directly from the correctness of HIBE and Com.
Delegation invariance of HIBE' follows directly from the delegation invariance of
HIBE.

Since we later need for our construction only selective security, we show just
that the transformation preserves selective security. But it is easy to see that the
proof carries over to the adaptive setting.

Theorem 3 (Security). The HIBE HIBE' is sel-IND-HKR secure, if HIBE is
sel-IND-HKR secure and Com is computationally hiding. More precisely, for every

13 The user secret key space has to be an efficiently decidable set that contains all
honestly generated user secret keys (but it can contain more than that).

4 Computationally binding commitments are not sufficient here, because the unique
decryption property demands that no two secret keys ezist that decrypt the same
ciphertext differently.
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PPT adversary A against the sel-IND-HKR security of HIBE' there exist PPT
adversaries B and By with

AGVEREE™A ) < 2AERBC N + AU, (1),

Proof. The proof is a simple hybrid argument. Let Gy be the real sel-IND-HKR
game for HIBE' and let G; be the same game, except that the challenge ciphertext
contains a ciphertext of a uniformly random message of the underlying HIBE
(instead of a decommitment).

Lemma 1. For every PPT adversary A against the sel-IND-HKR security of
HIBE' there exists a PPT adversary B with

[Pr[Gg = 1] — Pr[Gf = 1]| < 2AdviiigE 5 (V)

Proof. The reduction simulates the commitment itself and obtains the parts for
the underlying HIBE from the sel-IND-HKR for HIBE. In the challenge query,
the reduction samples a bit b <+ {0,1} and computes (c*,d*) < Commit(pp, my).
It submits as challenge query for HIBE the messages mg := d and m; < M
to obtain ct*. The reduction returns the ciphertext ct”™ := (¢*,ct*) for the
adversary’s challenge query. When the adversary outputs a guess o', the reduction

outputs b Z ¥/, When the sel-IND-HKR game for HIBE was played with b = 0,
the reduction simulated Gg, and when this game was played with b = 1, the
reduction simulated Gj. O

Lemma 2. For every PPT adversary A against the sel-IND-HKR security of
HIBE' there exists a PPT adversary B with

Pr[Gy = 1] < Advgar&:(\)

Proof. In Gg, the commitment ¢* in the challenge ciphertext is an commitment of
mg or mq. All other values that the adversary gets are generated independently
of the challenge bit b. This leads to straightforward reduction to hiding-property
of Com. ad
Combining Lemmata 1 and 2 yields Theorem 3. a

Theorem 4. The HIBE HIBE' has unique decryption if Com is perfectly binding.

Proof. Assume HIBE' does not have unique decryption. Then for ((mpk, pp),
msk) < MasterKeyGen’(1*,1%) and (c, ct) < Enc’(mpk’ = (mpk, pp), id, m) there
exist (with non-negligible probability) user secret keys usky, usky € USK with
Dec’(usk1, (¢, ct)) # Dec’(uska, (¢, ct)). That implies that for d; <+ Dec(usky, ct)
and dy < Dec(usks) we have Decommit(pp,¢,di) # Decommit(pp, ¢, ds). This
contradicts the perfect binding property of Com. a

The delegation invariance for this MA-HID-NIKE follows directly from the
delegation invariance of the underlying HIBE.

To see correctness, note that the circuit C' returns Evaly (K32, S) as the shared
key for a group of users .S, when a valid user secret key is provided for one of the
users. Since Evals is deterministic, the MA-HID-NIKE is correct if the underlying
HIBE scheme is correct.
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Setup(1*, 1V, 15):

K1 + KeyGen, (1*)

Ko + KeyGen,(1*)

constants: K, Ko

input: S € Pn(MPK x ITDSF), mpk[KALabel],

usk[KALabel, id] € USK

parse (KALabel, mpk) := mpk[KALabel]

(m,r) + Eval; (K1, (KALabel,id))

if Dec(mpk, usk[id], Enc(mpk,id, m;r)) =m
A (mpk[KALabel],id) € S then

| return Evaly (K>, S)

else
Lreturn L

return pp :=C

C«iol 1*

MasterKeyGen’ (pp, KALabel):

(mpk, msk) < MasterKeyGen(1*,1%)
return (mpk[KALabel] := (KALabel, mpk), msk[KALabel] := (KALabel, msk))

USKGen' (pp, msk[KALabell, id):

parse (KALabel, msk) := msk[KALabel]
usk[id] < USKGen(msk, id)

return (KALabel, usk[id])

USKDel (pp, mpk[KALabel], usk[KALabel, id], id):

parse (KALabel, usk]id]) := usk[KALabel, id]

usk[id||(id")] +— USKDel(pp, mpk[KALabel], usk[KALabel, id], id")
return (KALabel, usk[id||(id")])

SharedKey(C, S, usk[KALabel, id]:

parse (KALabel, usk]id]) := usk[KALabel, id]
look up mpk[KALabel] in S

return C(S, mpk[KALabel], usk[id])

Fig.8. Our construction of an selectively secure MA-HID-NIKE scheme
MA-HID-NIKE = (Setup, MasterKeyGen’, USKGen’, USKDel’, SharedKey) from an indis-
tinguishability obfuscator iO and an HIBE scheme HIBE = (MasterKeyGen, USKGen,
USKDel, Enc, Dec) with message space M, randomness space R and unique decryption.
The construction uses two PRFs: PPRF; = ((KeyGen,, Puncture;, Eval;)) with input
space KAL x TD=* and output space M x R as well as PPRF> = ((KeyGen,, Punctures,
Evalz)) with input space Py (MPK x ITD=F), where MPK is the master public key
space of this MA-HID-NIKE, and output space K.

The circuit fed into iO needs to be padded to the maximum length of the circuits we
replace it with in the security proof. In particular, the circuit size then grows linearly
with N.
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Theorem 5 (Security). The MA-HID-NIKE MA-HID-NIKE in Figure 8 is
sel-IND-HKR secure, if iO is secure, HIBE is IND-CPA secure and has unique
decryption, and PPRFy and PPRFy are both secure. More precisely, for every
PPT adversary A against the selective sel-IND-HKR security of MA-HID-NIKE
there exist PPT adversaries By, Bs, Bs, and By with

Adviga Mo Nike, 4 () < 2AdVi s, (A) + NAVESIRE 7 () + Advilie, 5, (V)

rf
+ Advpge, 5, (V):

Proof. We proof this via a hybrid argument. The game G is the real sel-IND-HKR
security game. The game G; is identical, except that the circuit in the public
parameters is now generated as follows: When the reduction receives the set of
challenge users U™ it samples

— (MpKkaLabels MSKKALabel) < MasterKeyGen(1*, 1%) for all (KALabel, ) € U*
samples K + KeyGen, (1),
— Ki y» < Puncture(K,,U%),
— Ky + KeyGen,(1%),
and for (KALabel,id) € U* it samples

° (mKALabeI,id,'r) — EvaI(Kl, (KALabeI, id)) and

o (CtiALabel,id) < Enc(mpkyapabel> i1, MKALabel,id; 7)-
With this it outputs the following circuit as public parameters:

constants: K1 -, K2, (CtkaLabel,id, M KALabel,id ) (KALabel,id) €U *
input: U € Py (MPK x TD=F), mpk[KALabel], usk[KALabel, id]
parse (KALabel, mpk) := mpk[KALabel]
if (KALabel,id) ¢ U* then
L(mKALabe“d, r) < EvaI(Kl’U*, (KALabeL Id))
CtiALabel,id <= Enc(mpk, id, mkaLabel,id; 7")
if Dec(mpk, usk[id], ctkaLabel,id) = MKALabel,id
A (mpk[KALabel],id) € S then
| return Eval(K3, S)

else
lreturn L

C «io| 1%,

Again, the circuit is padded to a suitable length.

When the adversary later queries REGHKA (KALabel) with (KALabel, ) €
U*, (KALabel, mpkykay apel) 18 returned, and msk[KALabel] := (KALabel, mskkaLabel)
is stored. All other queries remain unchanged.

Lemma 3. For every PPT adversary A there exists a PPT adversary B with
|Pr[Gg' = 1] — Pr[Gf = 1]| < Adv}y s(N).

Proof. The obfuscated circuits in Gy and G; are functionally equivalent, because
the circuit now never evaluates PPRF; on values in S* and instead uses the
hard-coded values generated with the non-punctured key K; instead and PPRF;
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is functionality-preserving. Thus, it is a straightforward reduction to the security
of i0. a

The game G is defined as Gy, except that the values (mkaLabel,id; 7) are now
chosen uniformly at random from M x R instead of being generated with PPRF;.
With a straightforward reduction to the PPRF;-security we obtain

Lemma 4. For every PPT adversary A there exists a PPT adversary B with
cprf
|Pr[Gi' = 1] — Pr[Gy' = 1]| < Advipge, 5(A).

In the next hybrid Gz we sample for every (KALabel,id) € U* two mes-
sages mKALabeUd?mI/(ALabel,id uniformly at random conditioned on mgatabelid 7
m{(ALabeUd. The ciphertext is sampled as (ctkalLabelid) < Enc(mpkgapaper, id,
mf(,,xl_‘,abehid)7 i.e., it is an encryption of mkALabeUd, while the obfuscated circuit
still compares the decrypted message with mkaLabel,id-

Lemma 5. For every PPT adversary A there exists a PPT adversary BB with
|Pr[G = 1] — Pr[G4' = 1]| < NAdviiaE %< (V).

Proof. We give a reduction to the multi-instance, multi-challenge (MIMC) version
of sel-IND-CPA, where an adversary can generate multiple instances (key authori-
ties) and make multiple challenge queries. This notion is implied by sel-IND-CPA
via a standard hybrid argument where the security loss is the total number of
challenge queries.

The reduction initially sends the set U* to the MIMC sel-IND-CPA challenger,
where the key authority labels indicate which instance to use. It then receives
the master public keys for the instances which contain a challenge user.

Next, the reduction makes one CHAL query for each (KALabel,id) € U* with
IMESSAgES Mo = MKALabel,id 30 M1 = M| aperig- Lhis leads to |[U*| < N challenge
queries. The resulting ciphertext is then hard-coded in the obfuscated program.

For REGHKA queries of key authorities with at least one challenge user,
the reduction returns the corresponding master public key from the MIMC
sel-IND-CPA challenger. Otherwise, it generates its own (mpk, msk) pair.

For cCORRU queries where there is at least one challenge user belonging to
the same key authority label, the reduction forwards the query to the CORRU
oracle of the MIMC sel-IND-CPA challenger. Otherwise, the reduction knows the
corresponding msk and just generates the user secret key itself.

If the sel-IND-CPA challenger always encrypts the “mg” message, the reduction
is simulating Go. Otherwise, it is simulating Gs. ad

The final hybrid G4 is obtained by replacing in the obfuscated program the
key K, with the punctured key K5 (g«3 < Puncture(Ky,{S*}), where S* :=
{(mpk[KALabel],id) | (KALabel,id) € U*}.

Lemma 6. For every PPT adversary A there exists a PPT adversary B with

|Pr[G4' = 1] — Pr[Gf = 1]| < Adv} 5(N).
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Proof. Since in the obfuscated circuit in Gz the hard-coded ciphertexts encrypt
values different from the corresponding hard-coded messages, and the HIBE
scheme has unique decryption, it is impossible to pass the user secret key validity
check with any mpk[KALabel] and usk[KALabel,id] such that (mpk[KALabell,
id) € S*. The reason is that any honestly generated user secret key usk[KALabel,
id] for a user with (KALabel,id) € U* will satisfy myp| ,pe1iq = Dec(mpk, usk(id],
CtkALabel,id)- By the unique decryption property of HIBE, there does not exist
usk’ € USK with MKALabel,id Dec(mpk, usk’, CtiALabel,id). Thus, the obfuscated pro-
gram will never evaluate PPRF5 on input {5*} and the circuits that get obfuscated
in G3 and G4 are equivalent. a

Lemma 7. For every PPT adversary A there exists a PPT adversary B with
Pr[Gy = 1] < Advilike, 5(N).

Proof. The game G4 can be simulated with just knowing the punctured key
K (s+y instead of Ko. Furthermore, to win the game G4, one has to distinguish
Eval(Ks,{S*}) from a uniformly random value. This gives a direct reduction to
the pseudorandomness of PPRF. O
Combining Lemmata 3-7 yields Theorem 5. O

6 Generic construction from (H)IBE and universal
samplers

In this section, we show a generic construction of MA-HID-NIKE scheme starting
from an HIBE scheme and universal samplers. Our MA-HID-NIKE supports
arbitrarily (polynomially) large groups and satisfies the strongest security notion,
namely adaptive IND-DKR security. Our construction is a generalization of the
PKE-NIKE transformation of [34]. The construction of the MA-HID-NIKE is
presented in Figure 9.

The delegation invariance for this MA-HID-NIKE follows directly from the
delegation invariance of the underlying HIBE scheme.

To see correctness, observe that the circuit Cs computed in the SharedKey
algorithm depends only on public values, and not any user secret keys. Therefore,
all users in S will compute the same dg. The computed set of ciphertexts
{ctkALabel,id } (KALabel,id)er (such that (mpk[KALabel],id) € S) will hence be the
same for each user. Since each ctkaLabel,id €ncrypts the same key k, all users will
arrive at this key k.

Theorem 6 (Security). If US is an adaptively one-time secure universal sam-
pler scheme and HIBE is an IND-CPA secure hierarchical IBE scheme, then
the MA-HID-NIKE MA-HID-NIKE in Figure 9 is adaptively IND-DKR-secure.
More precisely, for every PPT adversary A against the IND-DKR security of
MA-HID-NIKE there exist PPT adversaries By and By with

Advia ionike. () < AdvESS, (A) + Naa(gr + DAdVBE 1 (M),
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Setup(1*,17V,1%):
Uss < Setup(1*)
return pp = Uys

USKGen(pp, msk[KALabell, id):

parse (KALabel, mpk) := mpk[KALabel]
usk([id] +— USKGen(msk, id)

return (KALabel, usk[id])

USKDel(pp, mpk[KALabel], usk[KALabel, id],

MasterKeyGen(pp, KALabel):

(mpk, msk) < MasterKeyGen(1*,1%)
mpk[KALabel] := (KALabel, mpk)
msk[KALabel] := (KALabel, msk)
return (mpk[KALabel], msk[KALabel])

id"):

parse (KALabel, usk]id]) := usk[KALabel, id

]

usk[id||(id")] +— USKDel(pp, mpk[KALabel], usk[KALabel, id], id")

return (KALabel, usk[id||(id")])

SharedKey (Uss, S, usk[KALabel’, id’]):

parse (KALabel’, usk[id’]) := usk[KALabel, id]

constants: S
U := {(KALabel,id) | (mpk[KALabel

input: k, {rkaLabelid } (KALabel,id) U
for (mpk[KALabell,id) € S do

(mpk, id, k; TkALabel

return {CtkaLabel,id } (KALabel,id)cU

parse (KALabel, mpk) := mpk[KALabel]
CtkALabel,id < Enc

],id) € S}

Jid)

{ctiaLabel,id } (KALabel,idyer — Sample(Uss, Cs)
return k < Dec(uskl[id'], ctaLabel id’)

Fig. 9. Our construction of adaptively secure MA-HID-NIKE from a universal sampler
US = (Setup, Sample) for suitable circuit size £()\), input size m()), and output size
k(A) and an HIBE scheme HIBE = (MasterKeyGen, USKGen, USKDel, Enc, Dec).

where N is the mazimum group size for shared key computation, q, is the number
of REGHKA queries and q, is the number of REVSHK queries.

Proof. We follow the proof of [34]. Concretely, let A4 be an adversary for the
IND-DKR security of MA-HID-NIKE. Consider the following derived adversary B

for the universal sampler US = (Setup, Sa

mple).

1. Upon receiving the sampler parameters Uys, B chooses a random bit b and
simulates A, responding to A’s queries as follows:
— Random oracle queries H(x): B responds with a fresh random value y,

recording (z,y) for future use.

— Register honest queries REGHK A (KALabel): B samples (mpk[KALabel],
msk[KALabel]) + MasterKeyGen(pp, KALabel), and records the tuple

(KALabel, msk[KALabel], mpk[KAL

abel], honest).

— Register corrupt queries REGDKA (mpk’[KALabel]): B records the tuple
(KALabel, L, mpk[KALabel], corrupt).
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— Corrupt key authority queries CORRHKA (KALabel): B responds with
msk[KALabel], and updates the tuple containing KALabel to (KALabel,
msk[KALabel], mpk[KALabel], corrupt).

— Corrupt user queries CORRU (KALabel, id): B looks up the tuple (KALabel,
msk[KALabel], mpk[KALabel],honest) and responds with usk[KALabel,
id] < USKGen(pp, msk[KALabell, id).

— Shared key reveal queries REVSHK (U, KALabel’,id’): The set U defines
the set S as S := {(mpk[KALabel],id) | (KALabel,id) € U}. B looks up the
tuple (KALabel’, msk[KALabel'], mpk[KALabel'],honest) and computes
usk[KALabel’,id'] «+ USKGen(pp, msk[KALabel'],id"). B then computes
Cs as defined in Figure 9. Then B computes {CtkaLabel,id } (KALabel,id)et
< Sample(Uys, Cs)} (using the oracle H), where the set U is defined as
in Figure 9.

Finally, B decrypts ctiataberia’ using usk[KALabel’,id’] and obtains kg.
The key kg is then returned to A.

— Challenge query CHAL(U™): The set U* defines the challenge set S* :=
{(mpk[KALabell,id) | (KALabel,id) € U*}. B computes the circuit Cg-,
{ctkALabel,id } (KALabel,id)ct+» and finally ks« as in a reveal query by choos-
ing an arbitrary (KALabel,id) € U* for decryption (correctness of the
universal sampler implies that the choice does not matter). B then queries
SAMPLE(Cs+) and records (Cs+, {CtkALabel,id } (KALabel,idyct+) On its auxil-
iary tape. B sets k§ = kg«. It also chooses a random key k7. Finally, it
responds with k;.

2. Finally, B receives b’ from A. If ¥ = b, B outputs 1, otherwise it outputs 0.

The adaptive security of the universal sampler US stipulates that the probability
that B outputs 1 in the real world (where Uy < Setup™(-)(1*), where # is a
random oracle) is negligibly close to the probability it outputs 1 in the ideal
world, where Usiy < SimUGen®")(1*) (where O is the oracle defined below)
and H is simulated using SimROY ), Thus, in the ideal world, A still guesses b
correctly with non-negligible probability.

In the ideal world, the view of A is as follows: a random function F' is chosen,
a Samples oracle O is implemented as O(C) = C(F(C)). A can make all the
NIKE queries and random oracle queries, whose responses are the same as in the
real world with the following exceptions:

— The parameter for the universal sampler in the public parameters are sampled
via (Uys,T) < SimUGen(1?).
— The random oracle queries sent to the oracle H are answered using SimRO(7).

The result is that the key kg« in the challenge query is chosen independently
uniformly at random, and the ciphertexts {ctiaLabel*,id* } (KALabel* id*)es+ are fresh
encryptions of kg«.

Let m be the number of queries made to the Samples oracle O in the ideal
world. Note that m = ¢, + 1 where g, is the number of REVSHK queries. Now
we define a sequence of hybrids H;, parameterized by j € {0,..., N}. Hybrid H;
is defined as follows:
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Hybrid H;: We first sample random keys kj, k7, as well as a random index
i € [m] indicating a guess in which O query the circuit for the set of challenge
users S* gets queried. Then we simulate the ideal world view of A as follows: For
every query to O other than the i-th query, we answer by choosing a random
sample from C. We encrypt k] to the first j public keys in dg+, and kj to the
remaining (at most) N — j keys.

Finally, when A finishes and outputs a guess b’, we check if S* was actually
the set queried in the challenge query. If the check fails, abort and output a
random bit. Otherwise, we output b'.

For 7 = 0, note that conditioned on not aborting, we perfectly simulate the
view of A in the ideal world with b = 0. Furthermore, for j = N, we perfectly
simulate the view of A in the ideal world with b = 1. Since A eventually computes
{ctkaLabel* id* } (KALabel* id*)e s+, O will be queried at some point on dg-. Therefore,
with probability 1/m, we will correctly guess which query to O corresponds to
the challenge, and in this case we will not abort. Thus, A distinguishes between
Hy and Hy with a non-negligible probability.

It remains to show that Hy and Hy are computationally indistinguishable. To
this end, we will construct another adversary C that breaks the IND-CPA security
of HIBE. Let g, be an upper bound on the number of REGHKA queries. C, upon
receiving the master public key mpk, picks uniformly random j € {1,..., N} and
z € {l,...,¢.} as a guess for the index of the REGHKA query where the key
authority of the j-th user of the challenge set S* gets registered, and simulates
the view of A as in hybrid H;_;, with the following exceptions:

— In the z-th register honest query for KALabel, C sets mpk[KALabel] = mpk,
the given master public key.

— On the i-th samples oracle O query, C runs all the checks as before, plus
checks that (mpk[KALabell, id) is the j-th entry in S*. If the checks fail, abort
and output a random bit. Otherwise, construct {CtKALabel*,id*}(KALabe|*,id*)eS*
as follows: encrypt k7 to the first j — 1 entries of S*® and k} to the remaining
N — j entries. Finally, make a challenge query on the j-th entry of S* with
respect to the messages kjj and k7, setting the challenge ciphertext ct* for
the j-th key. Set O to output {ctiaLabel,id* }(KALabel*,id*)es+ for this query.

— In any reveal query for a set S with respect to (KALabel’,id"), C does the
following: Since S # S*, we know that there exists at least one user (say

Kmel, Ei) which is different from the users in the challenge set S*. Since
the reduction knows the secret key of this user, it can use it to decrypt the

ciphertext Cthel,i/a’ and output the resulting key (or L if incorrect).

Conditioned on not aborting, if ct* is an encryption of kj, then this simulates
hybrid H;_; and if ct* is an encryption of k7, then this simulates hybrid H;.
With probability 1/qg,, we will correctly guess the j-th entry in S and will not
abort. Since we chose j uniformly at random, a standard averaging argument
shows that if Hy and Hy were distinguishable, we would successfully break the
IND-CPA security of HIBE, which is a contraction.

!5 Note that each entry in S* is of the form (mpk[KALabel] = (KALabel, mpk),id).
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Putting everything together, hybrid Hy is indistinguishable from hybrid H .

However, in hybrid Hy, A receives the correct group key, whereas in Hy it receives
a random group key. Therefore, A has negligible probability of distinguishing in
the ideal world. This also implies that the advantage of A is negligible in the real

world. This concludes the proof. a
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A  Forward security

In this section we will give a generic transformation of MA-HID-NIKE to forward
secure MA-ID-NIKE, which trivially implies a forward secure NIKE. We start
by giving a formal definition of forward secure MA-ID-NIKE. Our definition
provides forward-secrecy for user secret keys, but not for master secret keys.

Definition 25 (Forward secure MA-ID-NIKE). A forward secure MA-ID-
NIKE with key authority label space KKAL, identity space D, and shared key
space K consists of five PPT algorithms FS-MA-ID-NIKE = (Setup, MasterKeyGen,
USKGen, Update, SharedKey) where

— (Setup, MasterKeyGen, USKGen, SharedKey) is an MA-ID-NIKFE (see Defini-
tion 20), except that:

— Setup takes as additional input a parameter T € Ny (in binary encoding)
denoting an upper bound on the epochs.

— The user secret keys are now denoted by usk[KALabel,id,t], where t € N4
denotes the epoch of the key. The USKGen algorithm then outputs the key
usk[KALabel, id, 1]. We assume without loss of generality that t can be effi-
ciently derived from usk[KALabel,id,t].

— Update(pp, mpk[KALabel], usk|[KALabel, id, #],§ € Np) outputs usk[KALabel, id,
t+90] ift+ 6 <T. Otherwise, it outputs L.

The definition of forward secure NIKE is obtained by removing the identities
from the above definition, i.e., removing USKGen. The Update and SharedKey
algorithms then work with the “master” secret keys instead of the user secret
keys.

Compared to the definition by Pointcheval and Sanders [46], our definition
allows us to make key updates for (even exponentially) many epochs in one shot,
efficiently. This can be useful when a user stays offline for a while or joins the
system later, because it guarantees that a key can always be updated efficiently
to the current epoch. It also guarantees that the security game is efficiently
simulatable.

We first introduce a property called update invariance that is similar to the
delegation invariance of MA-HID-NIKE.

Definition 26 (Update invariance). We say that a forward secure MA-
ID-NIKE FS-MA-ID-NIKE = (Setup, MasterKeyGen, USKGen, Update, SharedKey),
with key authority label space IKAL and identity base set ID is update invariant
iff

— VN, T,t,6 € Ny, t+ 0 < T,KALabel € KAL,id € ID,id’ € ID,

— for pp + Setup(1*,1V,T),

— (mpk[KALabel], msk[KALabel]) «+— MasterKeyGen(pp, KALabel),

— usk[KALabel,id, 1] +- USKGen(pp, msk[KALabel],id),
usk[KALabel, id, t + §] <— Update(pp, mpk[KALabel], usk|KALabel, id, 1], + 6 —
1),
usk[KALabel, id, ] +— Update(pp, mpk[KALabel], usk[KALabel,id, 1],t —1), and
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— l];k[KALabeI, id, ¢ + 0] + Update(pp, mpk[KALabel], usk[KALabel, id, t], ), we
have

(pp, mpk[KALabel], msk[KALabel], usk[KALabel, id, 1], usk[KALabel, id, ¢ + 4])
~; (pp, mpk[KALabel], msk[KALabel], uAs/k[KALabel7 id, 1], usk[KALabel, id, t+4]),

where the probability is taken over the randomness used to sample the vari-
ables pp, (mpk[KALabel], msk[KALabel]), usk[KALabel, id, 1], usk[KALabel, id, t+4],
usk[KALabel,id, t], and usk[KALabel,id, t+d]. If the forward secure MA-ID-NIKE
is defined relative to an oracle (e.g. a random oracle), we need

(pp, mpk[KALabel], msk[KALabel], O, usk[KALabel, id, 1], usk[KALabel, id, ¢ + 4])
~; (pp, mpk[KALabel], msk[KALabel], O, uAs/k[KALabeI7 id, 1], usk[KALabel, id, t+4]),

where O is the entire function table of the oracle and all other variables are
defined as above.

This property again allows us to use much simpler definitions for correctness
and security. It also guarantees that user secret keys grow at most polylograthmi-
cally in the number of epochs, because for every epoch t a key for epoch ¢ could
be derived on from the initial key by running the polynomial time algorithm
Update only once, which gets ¢ only in binary encoding.

Correctness holds for keys in the same epoch.

Definition 27 (Correctness). Formally, we say that an update invariant for-
ward secure MA-ID-NIKE FS-MA-ID-NIKE = (Setup, MasterKeyGen, USKGen,
Update, SharedKey), with key authority label space KAL, identity space ID, and
shared key space IC, is correct iff

— VYN, T,t e N.,t <T,U C (KAL x ID) with |U| < N, and all (KALabel, id),

(KALabel’,id") € U,

— for pp + Setup(1*, 1V, 7),
(mpk[KALabel], msk[KALabel]) +— MasterKeyGen(pp, KALabel),
— usk[KALabel, id, 1] + USKGen(pp, msk[KALabel],id),
usk[KALabel, id, ] +— Update(pp, mpk[KALabel], usk|[KALabel, id, 1], — 1),
— S := {(mpk[KALabell, id) | (KALabel,id) € U},

| Pr[SharedKey(pp, S, usk[KALabel, id, ]) =
SharedKey(pp, S, usk[KALabel’,id’, t]) # L]| > 1 — negl(})
for a negligible function negl, where the probability is taken over the random-
ness used to sample pp, (mpk[KALabel], msk[KALabel]), usk[KALabel,id, 1], and

usk[KALabel, id, t]. If negl = 0, we call the forward secure MA-ID-NIKE perfectly
correct.

Next, we define the forward security games for MA-ID-NIKE.
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Definition 28. A forward secure MA-ID-NIKE FS-MA-ID-NIKE s IND-FS-z
secure (for z € {HKR, DKR}) when for every PPT adversary A = (A1, Ag)

-FS-z -FS-z 1
AdV::'\g-)MFAS-ID-NIKE,A(A) =2 Pr[EXp::hél-)MFE-ID-NIKE,A(A) = 1] - 5 < negl()\)

for a negligible function negl. The experiment Explf'}'D'Fs'z()\) is defined in Fig-
ure 10.

Next, we give a generic transformation from MA-HID-NIKE to forward secure
MA-ID-NIKE. For this, we will first introduce notation and some basic facts
about binary trees.

Let BinTree(d) be the binary tree of depth d € Ny and nodes labeled {0,1}=¢
such that for x € {0,1}=%, x # ¢, the parent of z is xj_qy. Forie {1,..., 24+1 1}
let PreOrdery(i) be the i-th node of BinTree(d) in pre-order traversal, i.e., the
index in the lexicographic order. We will later use the user secret keys for the
identity PreOrder4(t) in the ¢-th epoch. We also introduce the set Nodesy(¢) which
contains the ¢-th node (in pre-order) and the minimal set of nodes such that for
every larger node (in pre-order) a prefix of this node is contained in Nodesy(t).
This will allow us to generate the keys for all later epochs. Fori € {1,...,29+1 -1}
define

Nodes;(1) := {e}

Nodes,(i) := {w € {0,1}=? | w is not a prefix of PreOrdery(i — 1), but
w|_1 is a prefix of PreOrdery(i — 1),
w = PreOrderq(j),5 > i}.

Figure 11 gives an example of this definition.
Note that both PreOrdery(-) and Nodesy(-) are efficiently computable (i.e., in
polynomial time given the parameter in binary encoding).

Fact 7. For 4,6 € {1,...,2%%! — 2} with i +§ < 29! — 1 it holds
Vy € Nodes;(i + ¢) 3 € Nodesy(i) : x is a prefix of y.
Fact 8. Fori e {1,...,29%1 — 1} : [Nodesy(t)| < d + 1.

Equipped with these tools, we show how to build a forward-secure MA-ID-
NIKE from an MA-HID-NIKE in Figure 12. This transformation preserves the key
authority label space KALabel and the shared key space K. The MA-HID-NIKE
must have an identity base set ZD with |ZD| > 2 and the resulting forward-
secure MA-ID-NIKE will have identity space ZD'6. The number of levels for the
MA-HID-NIKE grows logarithmically with the number of epochs for the forward
secure MA-ID-NIKE.

6 One can also build a forward secure MA-ID-NIKE with larger identity space ZD' =
Dp? (for a d growing polynomially with A) by keeping more levels for the identity
space.
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EXPIF%I?KAFAS:HZ)-N|KE:(Setup,MasterKeyGen,USKGen,Update,SharedKey),A:(Al A (V)
(AN, T) + A (17)

pp « Setup(1*, 17V, 1L)

HKA := (; CKA := 0; DKA := (; Breakln := @; Rev := (); Chal :=(
b & {0,1)

REGHKA(~),()ORRHKA(~),,BREAI(IN(-,~,~),REVSHK(',',<,4),CHAL(<,-) ( N )
1%, pp

b A,
return b = b’ A VtV(KALabel, id) € U(c echal © (KALabel ¢ CKA A V(KALabel,
id, ") € Breakln : t' > t) A Rev N Chal 29

BREAKIN(KALabel € KAL,id € ID,t € Ny):

if KALabel ¢ HKA then return L

Breakln <— Breakln U {(KALabel, id, )}

usk[KALabel, id, 1] +— USKGen(pp, msk[KALabel], id)

usk[KALabel, id, t] + Update(pp, mpk[KALabel], usk[KALabel, id, 1],¢ — 1)
return usk[KALabel, id, t]

REVSHK(U C (KAL x ID="),KALabel' € KAL,id’ € ID=", ¢):

if (KALabel,id) ¢ U V [U| > N V KALabel ¢ HKA Vv 3(KALabel,
_) € U : KALabel ¢ (HKA U DKA) then return L

Rev «+ RevU {U,t}

S := {(mpk[KALabell, id) | (KALabel,id) € U}

usk[KALabel’,id’, 1] + USKGen(pp, msk[KALabel'],id")

usk[KALabel’,id’, t] < Update(pp, mpk[KALabel], usk[KALabel’,id’, 1], — 1)
return SharedKey(pp, S, usk[KALabel’,id’, ¢])

CHAL(U C (KAL x ID=F),t):

if [U| > N v 3(KALabel,_) ¢ HKA then return L

Chal « Chal U {U, ¢}

S := {(mpk|KALabel], id) | (KALabel, id) € U}

(KALabel’, id') & U

usk[KALabel’,id’, 1] +— USKGen(pp, msk[KALabel'],id")

usk[KALabel’,id’, t] < Update(pp, mpk[KALabel], usk[KALabel’,id’, 1], — 1)
ko «+ SharedKey(pp, S, usk[KALabel’,id’, ¢])

k1 &K

return k£

Fig. 10. The IND-HKR and | IND-DKR | security experiment for forward secure MA-ID-
NIKE. The oracles REGHKA(:), REGDKA(,-), and CORRHKA(-) are identical to the

ones in Figure 5.
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Fig. 11. The binary tree BinTree(3). The superscripts denote the pre-order index of
each node. The node PreOrdery(7) is marked with an ellipse, and the nodes in Nodesq(8)
are marked with a rectangle.

Setup’ (1,17, T):
return (Setup(1*,1V,12+lee 7] 1)
USKGen'((pp, T'), msk[KALabel],id):

usk[KALabel, id] +— USKGen(pp, msk[KALabel], id)
return (1, (usk[KALabel, id]))

Update((pp, T'), mpk[KALabel], usk|[KALabel, id, t], §):
if t+6 > T then return L
d:=|logT|+1
parse (t, (usk[KALabel, id||z])senodes, (+)) = usk[KALabel, id, ]
for y € Nodesy(t + 0) do
Let z € Nodes,(t) be a prefix of y (y = z||2) (guaranteed to exist by Fact 7).
Lusk[KALabeI7 id||y] <= USKDel*(pp, mpk[KALabel], usk[ K ALabel, id||z], z)

return (¢ + 9, (usk[KALabel, id||y])ycNodes, (t+9)

SharedKey’ ((pp, T'), S, usk[KALabel, id, t]):

d:=|logT]+1

parse (t, (usk[KALabel, id||z])zenodes, (+)) := usk[KALabel, id, ]
y := PreOrderq(t) //y € Nodesq(t)

S’ := {(mpk[KALabel],id|ly) | (mpk[KALabel],id) € S}
return SharedKey(pp, S’, usk[KALabel, id||y])

Fig.12. A forward secure MA-ID-NIKE FS-MA-ID-NIKE = (Setup’, MasterKeyGen,
USKGen', Update, SharedKey’) based on an MA-HID-NIKE MA-HID-NIKE = (Setup,
MasterKeyGen, USKGen, USKDel, SharedKey).
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In this transformation, delegation invariance of the MA-HID-NIKE translates
to update invariance of the forward secure MA-ID-NIKE and correctness of the
forward secure MA-ID-NIKE follows directly from correctness of the underlying
MA-HID-NIKE.

Theorem 9 (Security). If MA-HID-NIKE is IND-z-secure (for z € {HKR,
DKR}), then the forward secure MA-ID-NIKE FS-MA-ID-NIKE obtained as in
Figure 12 is IND-FS-z-secure. More precisely, for every PPT adversary A against
the IND-FS-z security of FS-MA-ID-NIKE there exists a PPT adversary B against
the IND-z security of MA-HID-NIKE with

_FS- ¥
AdV::'\éI_DMFA-IIZZ)-NIKE,A()‘) < QAdV:\'/\IIAD-ﬁlD-NIKE,B()‘)'

Proof. We give a direct reduction. Let A = (A;,.A2) be the adversary against
the IND-FS-z security of FS-MA-ID-NIKE. The reduction obtains parameters 17V
and T from A; and outputs 1V and 1¥ for L := 2 + [log T| as parameters for
the MA-HID-NIKE security game. It forwards the resulting public parameters.

Next, the reduction runs A;. Whenever A; makes a REGHKA (KALabel),
REGDKA (mpk’[KALabel]) or cORRHK A (KALabel) query, the reduction forwards
this query as it is to the MA-HID-NIKE challenger and also forwards the result
without any modifications. For queries to CHAL(U, t) and REVSHK (U, KALabel’,
id’, ), the reduction computes y := PreOrder,(t) and forwards the query with
y appended to every identity and omitting the parameter T'. It sends back the
resulting key.

For BREAKIN(KALabel,id, ¢) queries the reduction queries the CORRU(:, )
oracle for the same KALabel and all identities id||z with = € Nodes,(t) to obtain
usk[KALabel, id||z] and returns (t, (usk[KALabel, id||])zenodes, (+))-

The reduction’s guess bit b is the guess bit of A. Since the reduction simulates
all oracles perfectly, it succeeds whenever A succeeds. a

The above reduction is tight (i.e., it has only constant security loss) and stays
tight even when one considers multiple CHAL queries.

Optimization for public-key NIKE. To construct a forward secure public key
NIKE, in the above transformation the number of levels for MA-HID-NIKE can
be reduced by one by using the identity ¢ as the fixed identity.

Optimization for selective secure MA-HID-NIKE. To construct a forward secure
public key NIKE, in the above transformation the number of levels for MA-HID-
NIKE can be reduced by one by using the identity ¢ as the fixed identity. If the
MA-HID-NIKE we start with is only selectively secure, we can also additionally
exploit the fact that the identity of all users in the CHAL is identical for all users
(namely, it is the epoch). Thus, we can achieve adaptive security for the forward-
secure public-key NIKE with a security loss of “only” [KCAL|NT. Furthermore,
for all selectively secure constructions in this paper, to get adaptive security, we
actually do not need to guess the concrete key authority labels, but it suffices
to guess the indices of the corresponding REGHKA query. Thus, the security
loss can be improved to ¢ T, where g, is the number of REGHKA queries. For
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a logarithmic group size N and polynomial number of epochs T', we can thus
achieve adaptive security with polynomial loss.

B Construction from leveled multilinear maps in the
random oracle model

In Figure 13 we give a construction of an MA-HID-NIKE from leveled multilinear
maps in the random oracle model. It is a generalization of our MA-ID-NIKE from
Section 4. It can also be seen as a generalization of the forward secure NIKE by
Pointcheval and Sanders [46] based on leveled multilinear maps, i.e., from this MA-
HID-NIKE one obtains the random oracle version!” of the Pointcheval-Sanders
forward secure NIKE via the generic transformation presented in Figure 12 with
the optimizations for public-key NIKE and selective security. Our construction
also supports shared keys for groups larger than 2.

This scheme also achieves only selective (sel-IND-HKR) security.

The delegation invariance for MA-HID-NIKE from Figure 13 is trivial, because
it has deterministic user secret keys.

Theorem 10 (Correctness). The MA-HID-NIKE from Figure 13 is perfectly
correct.

Proof. Let {(KALabely,id;),...,(KALabels,idy)} be a set of £ < N users; for
i € {1,...,¢} let mpk[KALabel;] be the master public keys and usk[KALabel;,
id;] the corresponding user secret keys. Let gy ,pe, De the group element of
mpk[KALabel] and g’KALabewdi the group element of usk[KALabel;, id;].

When user i computes the shared key for this group of users, he applies the
multilinear map e to the following group elements:

— For each key authority KALabel € {KALabely, ..., KALabel,}, the group ele-
ment gpapapel ONCE;
— for each other user (KALabely,id;), j # i the group elements H((id;)|1),

H((idj)2), - .., H(id;), if they have not been added before.

Since e(thlKALabeli,id,;) = e(gkaaver» H ((id;)11), H((id;)2), - . ., H(id;)), apply-
ing e to a user secret key has the same effect as on the corresponding mpk group
element and hash group elements, except using one “slot” less of e. Since every
user will replace his corresponding mpk group element and hash group elements
with his user secret key, the resulting group element h will always be the same
group element. a

Theorem 11 (Security). The MA-HID-NIKE MA-HID-NIKE in Figure 13 is
sel-IND-HKR secure under the ML-CDH assumption. More precisely, for every

17 As for the Pointcheval-Sanders forward-secure NIKE, one can also build a version in
the standard model by including the function table of H in the public parameters.
However, this leads to public parameters with [ZD|* many group elements and thus
is only feasible for polynomial ZD and logarithmic L. Thus, this leads to a forward
secure NIKE which only supports a polynomial number of epochs. The random oracle
G can be easily avoided by using a decisonal variant of the ML.-CDH assumption.
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Setup(1*,1V,1%):
G <& MMapGen(1*, 1V(E+D-1)

(G1y.- o, GN(L4+1)=15 915 - - s IN(L+1) =15 (€i,5)1<i jiti<N(L+1)—1) ‘= G
pick H cIDSE 5 Gy //Modelled as RO
pick G : YU G —» K //Modelled as RO

return pp := (G, H,G)

MasterKeyGen(pp, KALabel):
ad 7,
return (mpk[KALabel] := (KALabel, gT*), msk[KALabel] := (KALabel, «))

USKGen(pp, msk[KALabell, id € ZDP):
parse (KALabel, «) := msk[KALabel]
return (KALabel,id, e(H (id|;), H(id|2), ..., H(id))*)

USKDel(pp, mpk[KALabel], usk[KALabel, id], id"):
parse (KALabel, id, ') := usk[KALabel, id]
return (KALabel,id||id’, e(g’, H(KALabel,id||id")))

SharedKey(pp, S, usk[KALabel, id]):

£:= |5

parse {(mpk[KALabel],id), (mpk[KALabels],idz), ..., (mpk[KALabel/],id¢)} := S
parse (KALabel,id, h) := usk[KALabel, id]

for i€ {2,...,4} do

parse (KALabel;, giaraber,) := mpk[KALabel;]

if KALabel; ¢ {KALabel, KALabels,...,KALabel;_1} then

Lh A e(hmgI/(ALabeli)

for j € {1,...,]id;|} do

Ef (idi)|; s not a prefiz of any of id,ids, ... ,id;_1 then

| b« e(h, H((id:)|;))

return G(h)

Fig.13. An MA-HID-NIKE based on leveled multilinear maps in the random oracle
model that generalizes the Pointcheval-Sanders forward secure NIKE.
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PPT adversary A against the sel-IND-HKR security of MA-ID-NIKE there exists
a PPT adversary B with

I-IND-HKR MLCDH
Adviia-tipnike. A (A) < aaAdVuMapGen, 4 (A
where qg is the number of G queries.

Proof. We proof this with a direct reduction. The reduction first receives the set
U* € Py (KAL x ITD=F) of challenge users from the adversary along with the
parameters 1~ and 1V. The reduction then sends 1V(E+1) =1 a5 parameter for the
multilinear map to the ML-CDH challenger and receives g1, ..,gnr+1) € G1
along with a description G of the multilinear group. The reduction passes G as
public parameters and answers all oracle queries as follows:

The reduction embeds one group element from the challenge in each mpk[KALabel]
when (KALabel, ) € U* (of course, it cannot generate a corresponding secret
key in this case). Furthermore, when the H random oracle is queried on id such
that there exists an (_,id") € U* such that id as a prefix of id’, a challenge group
element is used as oracle response. Otherwise, the reduction returns gf for an
x < Z, and stores x for later use.

If the adversary asks for a user secret key of id one of the following cases
occurs: (A) the reduction knows the corresponding msk[KALabel], i.e., the discrete
log of the group element in the master public key, or (B) the discrete log of H (id).
In both cases, the reduction can compute the user secret keys efficiently.

The reduction answers the CHAL query with a uniformly random key k <
K. Let get1,---,9n(L+1) be the challenge group elements that have not been
embedded anywhere. The reduction picks among the group elements the random
oracle G has been queried on a uniformly random element h € Gy_; and returns
e(h,gey1s- -, gn(L+1)) as a solution to the ML-CDH challenge.

When the adversary queried the random oracle G on the group element h such
that e(g1,h) = e(g1,...,ge) the reduction guesses this element with probability
at least 1/¢g¢ and then correctly solves the ML-CDH challenge. Otherwise, the
reduction simulated the game perfectly for the adversary without using the
challenge bit b, and thus the adversary has advantage zero. a

C Removing setup

We show how to remove the setup from any MA-(H)ID-NIKE where MasterKeyGen,
USKGen, and USKDel ignore the public parameters. This is the case for our iO-
based construction from Section 5 and our universal sampler based construction
from Section 6.!® The idea is similar to [8]: Every user generates its own “public
parameters” and publishes them as part of its public key. In the SharedKey
algorithm, one user of the group is selected according to a fixed rule (e.g., the lex-
icographically first) and this user’s public parameters are used for the shared key
generation for this group. The transformation is described formally in Figure 14.

18 Tt would also be the case for the multilinear map based construction, if the multilinear
map can be generated deterministically.
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Setup’(1*, 1V, 1%):
return pp := (1*,17V,1%)

MasterKeyGen’ (pp, KALabel):

pp’ & Setup(1*,17V,1%)

(mpk, msk) < MasterKeyGen(1*,1%)

return (mpk[KALabel] := (pp’, KALabel, mpk), msk[KALabel] := (KALabel, msk))

SharedKey’ (S, usk[KALabel, id]):

pick (mpk[KALabel],id) € S with smallest (KALabel, id)
parse mpk[KALabel] =: (pp’, _,_)

return SharedKey(pp', S, usk[KALabel, id])

Fig.14. The transformation of an MA-HID-NIKE (Setup, MasterKeyGen, USKGen,
USKDel, SharedKey) to an MA-HID-NIKE (Setup’, MasterKeyGen’, USKGen, USKDel,
SharedKey’) without setup.

This approach works generically for every MA-(H)ID-NIKE where the algo-
rithms MasterKeyGen, USKGen, and USKDel do not need the public parameters.
However, it works only to prove weak (selective or adaptive, depending on what
the underlying NIKE achieved) HKR security, even when the NIKE we started
with achieves DKR security. We show how to bootstrap to (selective or adaptive)
DKR security without reintroducing a setup later. Weak (selective or adaptive)
IND-HKR-security, denoted in the following by w-IND-HKR and w-sel-IND-HKR, is
defined like IND-HKR or sel-IND-HKR-security, except that the adversary cannot
make any REVSHK queries.

Remark 2. The reduction can be shown to achieve (selective) IND-HKR secu-
rity with REVSHK queries, if there is a way to generate the public parameters
along with a trapdoor, such that the public parameters are computationally
indistinguishable from real public parameters and the trapdoor can be used to
compute the shared key for any group of users. Alternatively, in the selective
case, it also suffices if the NIKE has a negligible correctness error to simulate
the REVSHK queries. Our iO-based construction from Section 5 satisfies both of
these conditions, thus it is still sel-IND-HKR after applying the transformation
from Figure 14. The universal sampler based construction from Section 6 also
satisfies the first criterion when taking into account that the reduction can also
program the random oracle, because in the ideal mode of the universal sampler
the reduction can know the random coins used by the universal sampler. Each
user’s universal sampler therefore has to use its own random oracle, which can
be realized from a single random oracle via domain separation.

Theorem 12 (Selective security). If an MA-HID-NIKE MA-HID-NIKE is
sel-IND-HKR secure and where MasterKeyGen, KeyGen, and USKDel ignore the
public parameters, then the setup-free MA-HID-NIKE MA-HID-NIKE" obtained
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via the transformation of Figure 14 is also sel-IND-HKR secure. More precisely,
for every PPT adversary A against the sel-IND-HKR security of MA-HID-NIKE’
there exists a PPT adversary BB with

sel-IND-HKR sel-IND-HKR
AdVMA-HID-NIKE’,A()‘) < AdVMA-HID-NIKE,B(A)'

Theorem 13 (Adaptive security). If an MA-HID-NIKE MA-HID-NIKE is
IND-HKR secure and where MasterKeyGen, KeyGen, and USKDel ignore the public
parameters, then the setup-free MA-HID-NIKE MA-HID-NIKE' obtained via the
transformation of Figure 14 is also IND-HKR secure. More precisely, for every
PPT adversary A against the IND-HKR security of MA-HID-NIKE' there exists a
PPT adversary B with

IND-HKR IND-HKR
AdVMA-HID-NIKE’,A()‘) < qudVMA-HID-NIKE,B()‘)v
where q, is the number of RECHKA queries.

The proof (of the selective case) is analogous to the proof of [8, Theorem 4.3]

Proof (of Theorems 12 and 13). In the adaptive case, the reduction guesses
the index of the REGHKA query where the key authority is registered whose
public parameters are used to compute the shared key in the CHAL query. In
the selective case, the reduction can derive the key authority label of this key
authority from the challenge user group, which the adversary has to specify in
the beginning. The reduction stores the public parameters it receives for the
underlying MA-HID-NIKE and sends pp := (1*, 1%, 1%) to the challenger. The
reduction then answers all REGHKA queries by making a REGHKA query to
the underlying game to get the master public key and generates fresh public
parameters with TdSetup itself. The reduction stores the trapdoor for later use.
In the REGHKA query for the key authority whose public parameters will be
used in the challenge, the reduction embeds the public parameters it received in
the beginning.

All corRU and CORRHKA queries and the CHAL query are answered by
simply forwarding the query to the underlying game and forwarding the answer.

All REVSHK queries where the public parameters from the underlying game
are used to compute the shared key are also answered by forwarding the REVSHK
query and forwarding the answer. For all other REVSHK queries, the reduction
knows a trapdoor for the public parameters and uses this to compute the shared
key. ad

D Achieving DKR security

We next show how to transform any MA-HID-NIKE that is weak!?(selective)
IND-HKR-secure to an MA-HID-NIKE that is (selective) IND-DKR-secure. The
transformation works only in the hierarchical case, and the resulting MA-HID-
NIKE will have one level less than the original scheme for the same parameters.

19 Without REVSHK queries, see previous section.
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Setup’(1*, 1V, 1%):
return pp <& Setup(

1)\7 1N’ 1L+1)

SharedKey’ (pp, S, usk[KALabel, id]):

U := {(KALabel,id) | (mpk[KALabel],id) € S}

S’ := {(mpk[KALabel],id||(U)) | (mpk[KALabel],id) € S}

usk[KALabel, id||(U)] <~ USKDel(pp, mpk[KALabel], usk[KALabel, id], U)
return SharedKey(pp, S’, usk[KALabel, id||(U)])

Fig.15. The transformation of a weak (selective) IND-HKR-secure MA-HID-NIKE
(Setup, MasterKeyGen, USKGen, USKDel, SharedKey) to a (selective) IND-DKR-secure
MA-HID-NIKE (Setup’, MasterKeyGen, USKGen, USKDel, SharedKey').

The idea is to delegate your user secret key to a unique id, obtained by
hashing the group description with a collision-resistant hash function, before
using it in a shared key computation. Thus, even if the public parameters are
malicious and, for example, leak the user secret key used to the adversary,?° the
adversary can not break the scheme, because the delegated user secret key cannot
be used to compute the shared keys of other groups.

The formal transformation is given in Figure 15. The identity base set ZD is
divided into two disjoint sets: The new identity space ZD’ and the set of all valid
group descriptions (all subsets of ((KAL x (ZD')=F)) with maximum size N).
The size of ZD can be reduced by applying a collision resistant hash function to
all components of the identity.

If this transformation is applied to a setup-free NIKE, the resulting NIKE is
also setup-free. This is in contrast to the approach with NIZKPoKs [32].

Theorem 14 (Selective security). If an MA-HID-NIKE MA-HID-NIKE
is w-sel-IND-HKR secure, the MA-HID-NIKE MA-HID-NIKE" obtained via the
transformation of Figure 15 is sel-IND-DKR secure. More precisely, for every
PPT adversary A against the sel-IND-HKR security of MA-HID-NIKE' there exists
a PPT adversary B with

sel-IND-DKR w-sel-IND-HKR
AdVMA-HID-NIKE’,A(A) <A VMA-HID-NIKE,B(A)'

Theorem 15 (Adaptive security). If an MA-HID-NIKE MA-HID-NIKE is
w-IND-HKR secure, the MA-HID-NIKE MA-HID-NIKE' obtained via the transfor-
mation of Figure 15 is IND-DKR secure. More precisely, for every PPT adversary
A against the IND-HKR security of MA-HID-NIKE' there exists a PPT adversary
B with
Advll\w,?-_l-[l)l}lg?NlKE’,A()‘) < Advm’/i'ﬂ?(m‘m,g@)-

20 In the iO-based construction, an adversary can use as public parameters for a

malicious user an obfuscated circuit that just computes the identity function. By

asking for a shared key that a challenge user would compute with this user, the
adversary learns the challenge users secret key.
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Proof (of Theorems 14 and 15). When the reduction receives 1V and 1% from
the adversary, it forwards 17V and 1% to its challenger and forwards the public
parameters it received to the adversary.

The reduction forwards all REGHKA, CORRU, and CORRHKA queries to its
challenger and forwards their results to the adversary. In REGDKA queries, the
reduction simply stores the public key for later use.

To answer a REVSHK query for a set of users U and secret key contributing
user (KALabel’,id") € U, the reduction makes a CORRU query for the user
(KALabel’,id"||(U) and uses this to compute the shared key via SharedKey(pp, 5,
usk[KALabel,id||(U)]) (where S = {(mpk[KALabell,id||(U)) | (KALabel,id) € U}
and returns this shared key to the adversary.

The reduction simulates the game perfectly and only violates the non-trivial
wining condition if the adversary does so: Assume that the reduction made a
cORRU query for a user (KALabel’,id’[|(U) to answer a REVSHK query from the
adversary. If the adversary did not violate the non-trivial win condition, the
challenge user set U* has to be different from U and, since additionally U is
not a valid identity entry, the user (KALabel’,id’||(U) can be corrupted without
violating the non-trivial win condition. ad

A fully generic transformation. The work [39] proposes an alternative procedure
to remove the setup from NIKE schemes, even when the public/secret keys depend
on the public parameters. Their main idea is to replace the public and secret key
by an obfuscated program that takes as input the public parameters and outputs
a public/secret key generated with hardwired randomness. This approach can also
be adapted to MA-(H)ID-NIKE. Both the master public key and the user secret
keys are then obfuscated programs that input the public parameters and output a
master public key/user secret key for the underlying MA-HID-NIKE. To delegate
a user secret key usk[KALabel, id], one has to generate a new obfuscated program
that takes as input the public parameters, then runs the obfuscated program in
usk[KALabel, id] to get a user secret key for the underlying MA-HID-NIKE, then
delegates this user secret key, and finally outputs the delegated user secret key. To
avoid an exponential growth of the obfuscated programs in the hierarchy depth
due to the nested obfuscated circuits, we need to use iO with constant (additive)
overhead, which can be constructed from standard iO, one-way functions, and
injective pseudorandom generators [38].

Comparison with [39]. The work [39, Theorem 5] proposes an approach to
transform a weak (selective) IND-HKR secure multiparty NIKE into a (selective)
IND-DKR secure one, and this approach can also be applied to MA-(H)ID-NIKEs.
In this transformation, every user publishes many public keys, but stores only
the secret keys for some of them. In the shared key computation, a subset of
each users public key, determined by applying a hash function to the group
description, is selected and a shared key is computed for the union of these public
keys. Honest users can always compute the shared key because the subsets of
their public are selected so that they always know the secret key to one of the
selected public keys.
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The disadvantage of this approach is that the maximum number of parties
allowed in a shared key query is reduced significantly because for each real user,
many public keys are added to the set of public keys. Thus, it cannot be applied to
two-party schemes, for example. The advantage of their approach is that it does
not increase the number of levels and therefore can be applied to MA-ID-NIKE;,
in contrast to our transformation.

Comparison with [8]. The work [8] proposes a nongeneric approach to lift their
selective HKR secure scheme to an selective DKR secure scheme without rein-
troducing a setup using constrained signatures, which they construct from iO.
Due to the similarities between their scheme and our iO-based construction, this
approach can also be used for our iO-based construction from Section 5. But our
generic transformation is simpler (and more efficient) here because it does not
use i0.
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