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Abstract. In this work, we consider the communication complexity of MPC protocols in honest major-
ity setting achieving malicious security in both information-theoretic setting and computational setting.
On the one hand, we study the possibility of basing honest majority MPC protocols on oblivious linear
evaluation (OLE)-hybrid model efficiently with information-theoretic security. More precisely, we in-
stantiate preprocessing phase of the recent work Sharing Transformation (Goyal, Polychroniadou, and
Song, CRYPTO 2022) assuming random OLE correlations. Notably, we are able to prepare packed
Beaver triples with malicious security achieving amortized communication of O(n) field elements plus a
number of O(n) OLE correlations per packed Beaver triple, which is the best known result. To further
efficiently prepare random OLE correlations, we resort to IKNP-style OT extension protocols (Ishai et
al., CRYPTO 2003) in random oracle model.

On the other hand, we derive a communication lower bound for preparing OLE correlations in the
information-theoretic setting based on negative results due to Damgard, Larsen, and Nielsen (CRYPTO
2019).

Combining our positive result with the work of Goyal, Polychroniadou, and Song (CRYPTO 2022), we
derive an MPC protocol with amortized communication of O({+ k) elements per gate in random oracle
model achieving malicious security, where ¢ denotes the length of a field element and & is the security
parameter.
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1 Introduction

Secure multiparty computation (MPC) allows a set of mutually distrustful parties to jointly compute a
common function on their private inputs. Very informally, the protocol guarantees that each party can only
learn his own input and output but nothing else. Since the notion of MPC was introduced by Yao [Yao82],
early feasibility results on MPC were obtained by Yao [Yao82] and Goldreich et al. [GMWS87] in the com-
putational setting, where the adversary is assumed to have bounded computational resources. Subsequent
works [BGW88,CCD88| considered the unconditional (or information-theoretic) setting and showed positive
results up to t < n/3 corrupted parties assuming point-to-point communication channels. If one assumes a
broadcast channel in addition, it was shown in [RB89,Bea89] how to obtain positive results in the information-
theoretic setting for up to t < n/2 corrupted parties.

In this work, we focus on the communication complexity of MPC protocols evaluating an arithmetic circuit
in the presence of a malicious adversary. Relying on cryptographic assumptions such as fully homomorphic
encryption (FHE) [Gen09], although one may get MPC protocols [AJLAT12,MW16] with communication
complexity independent of the circuit size, a major drawback is that FHE is an expensive operation and
currently not practical. For this reason, our goal is to minimize the communication and get close to over-
all O(]C|) communication with information-theoretic security or without resorting to heavy cryptographic
assumptions, where |C| denotes the circuit size.

Honest majority MPC' protocols with malicious security. In the optimal threshold regime tolerating up
to t = (n — 1)/2 corrupted parties, the best-known semi-honest protocol [DNO7] (hereafter referred as
the DN protocol), optimized by [GLOT21] for concrete efficiency, requires communicating O(n - |C|) field
elements (ignoring circuit independent terms). Genkin et at. [GIPT14] provided the first construction with
malicious security (with abort) having the same communication complexity as the DN protocol. Since then,
many subsequent works including [CGH'18 NV18 BBCG*19,GS20,BGIN20,GLO™21,GPS21,EGPS22] aim
to improve the concrete communication complexity per gate.

Towards o(n) communication per gate with sub-optimal corruption threshold. Focusing on sub-optimal cor-
ruption threshold, [DIK10] showed an unconditional MPC protocol with communication complexity of
O(log |C|-n/k) per gate (ignoring circuit independent terms) tolerating ¢’ = (n—1)/3 — k+ 1 corrupted par-
ties. Extending to corruption threshold ¢ = (n—1)/2 — k+ 1, Genkin et at. [GIP15] proposed a construction
with a constant factor improvement over [DIK10] in the communication complexity. A further improvement
was given by Garay et at. [GIOZ17] who obtained a protocol with communication complexity O(logl""s n)
per gate where § is any positive constant. The recent work [GPS21] obtained the first information-theoretic
MPC protocol with communication complexity amortized over the multiplication gates within the same cir-
cuit of O(n/k) field elements per multiplication gate, which implies O(1) communication per gate if we set
k = Q2(n). Moving to the setting of computational security and assuming hardness of learning parity with
noise (LPN), [BGH"23] constructed a constant-round MPC for boolean circuits achieving overall commu-
nication of O(|C|) elements (ignoring linear terms in the security parameter and circuit size independent
terms) in the strong honest majority setting where t' < (1/2 —¢€) - n.

To our knowledge, there is no known MPC protocol which only requires communicating O(1) field ele-
ments per gate and relies on lightweight cryptographic primitives in standard honest majority setting. This
motivates us to ask the following natural question:

“Is it possible to construct an MPC protocol achieving security with abort in honest majority setting with
communication of O(|C|) field elements without resorting to heavy cryptographic tools?”

In this work, we consider this question in both information-theoretic setting and computational setting.
On the one hand, we study the possibility of basing honest majority MPC protocols on oblivious linear
evaluation (OLE)-hybrid model efficiently. More precisely, we instantiate preprocessing phase of [GPS22]
assuming random OLE correlations. Notably, we are able to prepare packed Beaver triples with malicious
security achieving amortized communication of O(n) field elements plus a number of O(n) OLE correlations
per packed Beaver triple, which is the best known result. To achieve this, we utilize an extension of the



triple extraction technique in [CP17] and combine it with the party virtualization technique first appeared
in [Bra87]. To further efficiently prepare random OLE correlations, we resort to IKNP-style OT extension
protocols [IKNPO3] in the random oracle model.

On the other hand, we derive a communication lower bound for preparing OLE correlations in the
information-theoretic setting based on negative results proved in [DLN19]. Moreover, we provide reductions
among preparing OLE correlations between any two parties, preparing OLE correlations with a uniform
pattern (explained later), preparing OLE correlations with an arbitrary pattern (explained later). To show
this, we make extensive use of the triple extraction technique proposed in [CP17].

1.1 Related Works

Focusing on dishonest majority setting with at most ¢t < (1 — €) - n corrupted parties for any constant
0 < e < 3, [BY24] instantiates the offline phase of [GPS22] with O(|C| - \) communication plus O(|C| - A?)
OLEs (ignoring circuit-size independent terms), where A denotes the security parameter. Combining it with
the online phase of [GPS22], this implies an MPC protocol with O(|C|) communication across offline and
online phase!. The core of its construction is enabled by so-called two level extraction to prepare ©(n) packed
Beaver triples with O(n?-\) communication and O(n) OLEs between each of O(n-\?) pairs of parties, which
amounts to O(n - \) elements plus O(n - A?) OLEs per packed triple. At a high level, it first prepares packed
Beaver triples in which more than half of them are unknown to the adversary. To do this, they extract
the randomness by constructing so-called sparse weakly super-invertible matrix families which manage to
generate one (possibly leaky) packed Beaver triple at the cost of O()\) communication along with O(A\?) OLE
correlations. Then this is followed by a procedure of triple extraction to extract a constant fraction of packed
Beaver triples which are fully random.

Comparing our technique with [BY24], we only need amortized O(n) elements plus O(n) random OLE
correlations per packed Beaver triple, which can also be generalized for dishonest majority setting with the
same amortized asymptotic efficiency. Moreover, we rely on honest majority to prepare base-OT correlations
with information-theoretic security and extend them to obtain OLE correlations in the random oracle model.

Regarding the negative results, [DLN19] extends a communication lower bound for a 2-party computation
task, private information retrieval (PIR), to demonstrate that for a specific inner product like function with
circuit size O(I - n), any information-theoretic honest majority MPC requires £2(I - n?) communication. We
notice that since the input size of such a function is also O(I - n), it may be possible that the required
communication is due to the input size rather than the circuit size. In other words, the negative result
in [DLN19] does not rule out the possibility that for a general circuit C' with input size C7, there may
exist an information-theoretic MPC whose communication cost is o(n - |C|) plus O(n - C7). Our negative
result targets for the general task of preparing OLE correlations between a pair of parties and applies for all
possible generation pattern, which may bring new insights in understanding the communication lower bound
of information-theoretic MPC protocols.

2 Technical Overview

We give a high-level overview of our main techniques. In this work, our goal is to construct an MPC protocol
in standard honest majority setting achieving overall communication cost of O(|C|) field elements, where
|C| denotes the circuit size. In the setting of strong honest majority, the recent work [GPS21] makes use of
the packed Shamir sharing technique which enables to evaluate a group of O(n) gates with communication
cost the same as that to evaluate one gate and gives an information-theoretic MPC protocol achieving O(1)
communication complexity per gate among all parties. Moving to standard honest majority setting, which
is a special case of the setting where the number of corrupted parties ¢ = (1 — €) - n for a positive constant
€, [GPS22] proposes the sharing transformation technique and uses it to construct an efficient MPC protocol

! [BY24] relies on a generic 2PC protocol with malicious security (e.g., [CLOS02]) which necessarily requires OT (or
stronger assumptions) to instantiate OLE correlations with poly(\) communication complexity per OLE correlation.



achieving a communication complexity of O(1) field elements per multiplication gate across all parties in
the preprocessing model. In other words, [GPS22] reduces the task of constructing MPC protocols achieving
overall communication of O(|C|) field elements to efficiently preparing the preprocessing data that will
be consumed in the online phase of [GPS22]. Looking at the preprocessing data, when focusing on semi-
honest security for simplicity, to compute a group of k& multiplication gates, it requires to prepare a packed
Beaver triple, an extension of the widely used technique of Beaver triples for packed secret sharing. More
precisely, a packed Beaver triple is defined as a triple of three sharings ([a]¢4x—1, [P]t+£—1, [Clt+k—1), Where
[a]tk—1, [D]e4n—_1,[clirr_1 are three degree-(¢ + k — 1) packed Shamir sharings with secrets a, b € F* chosen
uniformly at random and ¢ € F* satisfying the multiplication relation ¢ = a * b. As a result, towards our
goal of constructing MPC protocols with overall O(|C|) communication, it is sufficient to prepare one packed
Beaver triple with communication of O(n) field elements.

2.1 Preparing Packed Beaver Triples

As mentioned above, we aim to efficiently prepare random packed Beaver triples. One conventional way is
to first prepare standard degree-t Beaver triples ([a]t, [b]:, [c]:) with their secrets satisfying ¢ = a - b using
the DN protocol [DNO7] for multiplication gates and then transform k degree-t standard Beaver triples with
their secrets stored at k distinct positions into one degree-(t + k — 1) packed Beaver triple relying on an
observation in [EGPS22]. Concretely, the preparation procedure goes as follows.

— For all i € [k], all parties prepare two degree-t random Shamir sharings [a;];]¢, [b;]:]: and a pair of double
sharings ([r;]:]¢, [ri]i]2t) by using Vandermonde matrix extraction method in [DN07]. Notice that the
secrets of these four sharings are stored at the i-th position.

— For all i € [k], all parties invoke the DN protocol for multiplication gate with input sharings [a;]]¢, [bi]:]+
and a pair of double sharings ([r;|]¢, [ri]:]2¢) to compute [a; - b;|]:.

— All parties locally compute [cliyrp—1 = Zle[ei]k._l -[a; - bi|s]¢, where e; € F* denotes the unit vector with
all components 0 except with the i-th position to be 1 and ¢ = (¢1,¢o,...,cx) € F* such that ¢; = a; - b;
for all ¢ € [K].

Notice that the communication complexity of this conventional method to prepare one packed Beaver triple
is O(n - k) field elements, failing to achieve O(n) elements per packed Beaver triple. The failure comes from
the fact that all parties compute a packed Beaver triple value by value, leading to an overhead of the number
of parties, n. To go beyond this barrier, we want to rely on the packed secret sharings which compute k
values at the cost the same as that of computing one value. However, using a packed version of the DN
multiplication protocol will restrict us to pack k values into one packed sharing with 2(¢ + &k — 1) <n —1,
resulting in & < 1 if n = 2t + 1, which is not enough for us to achieve O(n) elements per packed Beaver
triple.

Triple extraction in [CP17]. [CP17] adopts an approach of triple extraction to extract fully random triples
among a set of triples distributed by all parties. In particular, at first, each party individually distributes
one triple to all parties. Then all parties start with n triples and extract ”T'H — t =1 fully random triple if
n = 2t + 1. Following [GLS24], we consider the packed version of triple extraction in [CP17] below.

Each party P; distributes a packed Beaver triple ([a;]¢++x—1, [Di]t+r—1, [Ci]t+x—1) to all parties. All parties
now hold shares of n packed Beaver triples {([a;]¢+x—1, [Dilt4+r—1,[Cilt4x—1)}icin). Among them, ¢ out of n
packed Beaver triples are distributed by corrupted parties. To perform triple extraction, all parties set two
vectors f and g of k degree-251 polynomials defined as [£(i)]i5—1 = [a;]r+x—1 and [g(8)]e1k—1 = [bilerr—1
for all i € ["T_l] All parties further set a vector h of k degree-(n — 1) polynomials such that h = f x g,
where we abuse the notation * for component-wise polynomial multiplication. As a result, all parties already
jointly hold ! evaluation points of f,g and h, {([f(¢)]sr—1, [8())]i4r—1. [h(i)]t+k71}i€[nT+l]. Since h is a
vector of polynomials of degree n — 1, to share the vector h of the whole polynomials, all parties need to
share "T_l more evaluation points of h. To achieve this, for i € {"7"‘3, ...,n}, all parties hold their shares
of [£(4))t+k—1,[8(7)]t+x—1 to compute their shares of [h(i)]tyor—2 = [£(i) * g(¢)]t426—2 by consuming one



packed Beaver triple ([a;]t+5—1, [Di]t+x—1, [Ci]t+k—1) and invoking the Beaver multiplication protocol. The
blow-up of degree from (t + k — 1) to (¢t + 2k — 2) is due to the use of packed Shamir sharing. So far, all
parties jointly share three vectors f, g, h of polynomials and are able to compute their shares of ”7“ triples

{([E(n+9))t4k-1, [g(n+)] k-1, [h(n+i)]t+k_1)}ie[n2i] with the secrets {f(n+i)}ie[nT+1] and {g(n+i)}ie[nT+1]
being uniformly at random as f,g are vectors of degree—";1 polynomials. However, since among n triples
{([ai]t4r—1, [Piltsr—1, [Cilt+r—1) }iem)» t out of them are distributed by corrupted parties. Hence, there are
t evaluation points of f, g known to corrupted parties. In fact, supposing the i-th triple is distributed by a

corrupted party, then a;, b; are known to the corrupted parties.

— If i € 2], then f(i) and g(i) are directly known to the adversary.

— Ifi € {#2,...,n}, then £(i) and g(i) are known to the adversary by noticing that when invoking Beaver
multiplication protocol to compute [£(i) * g(¢)]¢+42k—2, then £(i) + a;, g(i) + b; and thus £(i), g(i) will be
known to the adversary.

Hence, there is only "TH —t =1 point of f, g unknown to the adversary.

To summarize, starting with N(= n in the description above) packed Beaver triples, where a v fraction
of them are unknown to the adversary, all parties can use triple extraction to extract % —(l—%)-N
fully random packed Beaver triples. The communication complexity of this approach is O(N - n) elements
for % —(1=79)-N=(y- %) -N + % packed Beaver triples. However, since we are considering honest
majority setting where n = 2t + 1 and v = ﬁ, it amounts to O(n?) elements per packed Beaver triple.
Actually, to achieve O(n) elements per packed Beaver triple, we need 7 to be a constant strictly larger than
1

R

Triple distribution by virtual parties. The chance is that, if we are able to construct a number of N virtual
parties among which there are  fraction of virtual parties are honest with v > %, after distributing N packed
Beaver triples by N committees, all parties are able to extract a constant (y — %) fraction of packed Beaver
triples through discussion above, leading to O(n) elements per packed Beaver triple. Concretely, to achieve
this, we construct n? virtual parties with each virtual party played by a committee consisting of a different
pair of parties. When each virtual party distributes packed Beaver triples to all n parties, we need to distribute
the computation task of packed triple distribution inside a committee, which can be done assuming OLE
correlations. Observe that when a committee consisting of Py and P; aims to distribute a packed Beaver triple
([a)t+k—1, [Pltk—1,[c]t+r—1), they first additively share a and b as a = a’+a'l, b = b’ +b!, with a’, b" held
by Py and al, b! held by P;. Then to additively share ¢ = (a’+a!)*(b’+b!) = a’+b’+alxb!+a’«bl+alxb?
P, and P; need to additively share a’ * b! and b? x a', which can be completed assuming OLE correlations.
In particular, the distribution goes as follows.

— Py and P; share the OLE correlations, s) + s} = a - b} and ¢ + ¢} = b0 - al for all i € [k], with
{a9, 19, 59,2} held by Py and {a},b},s},t}} held by Pi. Let s7 = (s],83,...,5)) and t/ = (£],],...,t])
for j € {0,1}. Then we have ¢ = (a% * b? + % +t%) + (al x b! +s! +t!).

— In order to distribute ([a]syr_1, [bltar_1,[clirr_1), Po distributes [a%];4r_1, [b]t1r_1, [u’]s1x_1 while
P, distributes [a']si 51, [bYron_1, [u]irx_1, where u® = a® * b® + s° 4 t° and u' = a' x b +s* + tl.

— Then all parties locally compute [a];4r—1 = [@]sr—1 + [a]isr—1, [Blear—1 = [B°]tok—1+ [bt1x—1, and

[e]irr—1 = [0 p—1 + [0 ]pppr.

Importantly, if at least one of Py and P is honest, say Py, then since (a°, b?, s° t%) are uniformly at random
and unknown to the adversary, (a,b) are uniformly random and independent of the adversary’s view even
when P is corrupted and (a', b!,s!,t!) are known to the adversary. For this reason, relying on random OLE
correlations, any virtual party emulated by a committee containing at least one honest party will act as an
honest virtual party (when considering semi-honest security) and distribute a packed Beaver triple with fully

random secrets given the view of the corrupted parties. As a result, if we let n? virtual parties with each

emulated by a different pair of parties, there are % honest virtual parties and gives us a v = % fraction

of packed Beaver triples with their secrets unknown to the adversary before extraction. According to the
1

discussion above, all parties are able to extract a v — % = 7 fraction of fully random packed Beaver triples.



Considering the communication complexity, preparing one packed Beaver triple costs O(n) field elements
and O(n) random OLE correlations.

Till now, we have reduced our goal of designing MPC protocols achieving overall O(|C|) communication
complexity in honest majority setting to preparing one packed Beaver triple with communication of O(n)
elements, and further to preparing O(n) OLE correlations with communication of O(n) elements.

2.2 Negative Results in Information-Theoretic Setting

Recall our goal is to design an n-party protocol which prepares one OLE correlation for a pair of two
parties with communication of O(1) elements. However, we show this cannot be achieved with information-
theoretic security. Our impossibility statement is based on a negative result proved in [DLN19], which shows
a communication lower bound to compute an inner product like specific function in honest majority setting
with statistical security. In more details, [DLN19] constructs an inner product like function I P, and proves
that there does not exist an MPC protocol computing such a function with o(|C| - n) communication,
where |C| denotes the circuit size representing the function being computed and n is the number of parties.
However, we show that, assuming a number of OLE correlations prepared between some pairs of parties, all
parties are able to securely compute such an inner product function with low communication cost, which
implies a reduction of securely computing the inner product function to preparing OLE correlations. Then
based on the negative result in [DLN19] and the argument of contradiction, we show a number of O(|C|)
OLE correlations cannot be prepared with communication of o(|C| - n) elements in honest majority with
statistical security. To be more strict, considering the communication cost to prepare a fixed number of OLE
correlations may vary if the pattern which the OLE correlations follow changes, where we define the OLE
correlation pattern as a sequence of integers, {¢; j }1<i<j<n, representing a number of ¢; ; OLE correlations
between P; and P; are required for 1 <4 < j < n. Hence, our reduction from computing the inner product
function to preparing OLE correlations with a specific pattern can only derive a lower bound for preparing
OLE correlations admitting such a specific pattern. To obtain a more general lower bound regarding OLE
correlations following an arbitrary pattern, especially a uniform pattern, which refers to each pair of two
parties requires a same number of OLE correlations and based on which packed Beaver triples can be
efficiently prepared as shown above, we are supposed to show a reduction from preparing OLE correlations
with a specific pattern enabling secure and efficient computation of the inner product function to that with
an arbitrary pattern (or a uniform pattern). Since preparing OLE correlations with a specific pattern can
be obviously reduced to preparing OLE correlations between any pair of parties, it is sufficient to show a
reduction from OLE correlation between any pair of parties to that with an arbitrary pattern (or a uniform
pattern).

Lower bound for OLFE preparation regarding a uniform pattern. Regarding the communication lower bound of
preparing OLE correlations with a uniform pattern, our strategy of reduction is similar to preparing packed
Beaver triples discussed above, where n? virtual parties emulated by n? different pairs of parties distribute
OLE correlations to two targeted parties who then perform OLE extraction with an analogue to triple
extraction to extract a constant fraction of fully random OLE correlations. In more details, starting with
uniform pattern, to prepare OLE correlations between two parties Py and P, each virtual party emulated by
a different pair of parties (P;, Pj) share OLE correlations between them to Py and P;. To do this, supposing
P; and P; share two OLE correlations, s+ s/ = a'- b and t' + 1/ = b' - a’, with (a’, %, s*, ") held by P; and
(a?,b7,s7,¢7) held by P;, P; additively shares a’, b’ and a’-b* +s* +t* to Py and P; while P; additively shares
a’, v/ and @’/ - +s7 +t7 to Py and P;. Then Py and P; are able to locally calculate additive shares of a, b, c,
where a = a’ + a/,b = b’ + b and ¢ = a - b. Importantly, notice that if at least one of P;, P; is honest, then
a,b are unknown to the adversary in case that at least one of Py and P; is honest, which implies there are
again % fraction of OLE correlations are unknown to the adversary. Then after extraction, Py and P; will
extract a % fraction of fully random OLE correlations, which means if there is a protocol preparing |C| OLE
correlations admitting a uniform pattern with o(|C| - n) communication, then there is a protocol preparing
1 -|C| OLE correlations between a pair of two parties with o(|C|-n) communication. Hence, we are able to



extend the negative result regarding preparing OLE correlations between any pair of parties to preparing
OLE correlations following a uniform pattern.

Lower bound for OLE preparation regarding an arbitrary pattern. Regarding the communication lower bound
of preparing OLE correlations with an arbitrary pattern, we first propose a reduction from preparing OLE
correlations with a uniform pattern to that with an arbitrary pattern when the number of parties, n, is a
prime number or a power of a prime number. To do this, starting with a protocol preparing OLE correlations
with an arbitrary pattern, each time we let different parties run different positions of the protocol and expect
the overall accumulated OLE correlations admit a uniform pattern. Notice that each execution of the protocol
will coincide with a permutation p : [n] — [n] in the sense that in each execution, party P; will run the p(i)-th
position of the protocol. To complete our reduction, we are expected to find a set E of permutations over
[n] of small size satisfying that by running executions of the protocol and enumerating all permutations
in the set will result in OLE correlations with uniform pattern regardless of what pattern we start from.
Notice that an E containing all n! possible permutations will obviously satisfy our demand but will result
in an inefficient reduction. When n is a prime number or a power of a prime number, resorting to a special
structure of the finite field of size n, we give an explicit construction of E of size n - (n — 1).

Although we are currently unable to extend such an explicit construction to the case when n is not a prime
or a power of a prime, if we relax to consider non-deterministic reductions, we are able to reduce preparing
OLE correlations between any pair of two parties to preparing OLE correlations with an arbitrary pattern.
The idea is similar to that is used to derive a lower bound regarding a uniform pattern. In particular, after
determining a permutation of n parties to run the protocol to obtain OLE correlations with an arbitrary
pattern, based on how an adversary chooses at most ¢ parties to corrupt (this requirement will later be
alleviated by repeating sampling plus the union bound), we consider the number of OLE correlations between
pairs of parties containing at least one honest party, i.e. an honest virtual party. Notice that if the ratio of
OLE correlations held by honest virtual parties strictly exceeds %, then after all virtual parties distribute
OLE correlations to the targeted two parties, these two parties can perform OLE extraction which is similar
to triple extraction to extract a constant fraction of fully random OLE correlations unknown to the adversary.
It remains to find such a permutation. Fortunately, fixing the identities of the corrupted parties, a random
permutation satisfies our demand in expectation. To be more concrete, starting with a protocol preparing
OLE correlations with an arbitrary pattern, running the protocol with a randomly chosen permutation
results that a % fraction of OLE correlations will be held by honest virtual parties in expectation. Then by
repeating sampling permutations for O(n + k) times, we can derive a satisfied set of permutations except
with probability negligible in « regardless of how an adversary chooses corrupted parties, which can be
proved by Chernoff’s bound plus the union bound. In doing this, we obtain a lower bound of preparing OLE
correlations with an arbitrary pattern. Interestingly, this reduction shows that OLE correlations following
one arbitrary pattern can be efficiently transformed to that following another different pattern.

2.3 Preparing OLEs in Minicrypt

Since the lower bounds above prevent us from achieving O(1) communication to prepare one OLE correlation
with information-theoretic security no matter what OLE correlation patterns we are targeted to prepare
for, we turn to look for solutions in Minicrypt. In particular, we assume random oracle access, based on
which [IKNPO03] shows that two parties are able to extend a number of k oblivious transfers to m = k°
independent and random oblivious transfers with communication linear in m, where k is the computational
security parameter and ¢ > 1 is any constant. This OT extension technique is crucial for us to prepare one
OLE correlation with amortized communication of O(1) field elements which is independent of the number
of parties. In more details, our strategy performs with three steps.

— First, all parties invoke the DN protocol with malicious security [CGH™ 18 NV18,GS20] to prepare ran-
dom OT correlations between any pair of two parties, which will later be used as seeds to be extended
to obtain more random OT correlations. At the end of this step, for every pair of parties (P, Px) and
i € [x], P; will hold two messages (vo;,Vvi;) € F5 x F§ and P, will use a choice bit z; € Fa to choose
the corresponding message v, ;, where x is the security parameter.



— Secondly, every pair of two parties will invoke OT extension protocol with malicious security [KOS15]
to obtain more random OT correlations. At the end of this step, for every pair of parties (P;, P) and
i € [M - /], P; will hold two messages (ug ;,u;;) € F5 x F§ and Pj, will use a choice bit y; € Fa to choose
the corresponding message u,, ;, where £ is the length of an element in F and M denotes the number of
OLE correlations required to be prepared between P; and Py.

— Finally, with sufficient random OT correlations at hand, every pair of two parties will invoke a proto-
col in [KOS16] which generates triples in OT-hybrid model to prepare random OLE correlations with
malicious security.

In conclusion, we are able to prepare O(1) OLE correlations with amortized communication of O(¢ + &)
field elements in the random oracle model. Putting things altogether and combining it with the results
in [GPS22] give us the following theorem.

Theorem 1. In the client-server model, let ¢ denote the number of clients, n denote the number of parties
(servers), and t denote the number of corrupted parties (servers). Let k be the security parameter and F be
a finite field of size |F| > 2% with each element of £ bits length. For an arithmetic circuit C' over F and for
t = "T_l, there exists an MPC protocol in the random oracle model which securely computes Foain-mal in
the presence of a fully malicious adversary controlling up to t parties, where Foqin-mal denotes the target
functionality computing C. The cost of the protocol is O((|C| + Depth - n + poly(c,n)) - (£ + k) +n - k?) field
elements of communication, where Depth is the circuit depth.

3 Preliminary

3.1 Security Definition

We consider a set of n parties {Py, Ps, ..., P,} where each party can provide inputs, receive outputs, and
participate in the computation. For every pair of parties, there exists a secure (private and authentic)
synchronous channel so that they can directly send messages to each other. The communication complexity
is measured by the number of bits via private channels.

We focus on functions which can be represented as arithmetic circuits over a finite field F such that
|F| > 2% with input, addition, multiplication, and output gates, where x denotes the security parameter. Let
¢ = log |F| be the size of an element in F. Note that |F| > 2% implies |[F| > |C| + n as both the number of
parties and the circuit size are polynomials in k.

In this work, we consider the standard simulation-based definition of MPC [Can00]. An adversary is able
to corrupt at most t = "7_1 parties, provide inputs to corrupted parties, and receive all messages sent to the
corrupted parties. Corrupted parties can deviate from the protocol arbitrarily. We aim to achieve malicious
security with abort. We will consider both statistical security and computational security.

3.2 Benefits of the Client-Server Model

In our construction, following [GPS22], we use the client-server model, where the clients only participate in
the input phase and the output phase and the main computation is conducted by the servers. For simplicity,
we use {Py,...,P,} to denote the n servers, and refer to the servers as parties. Let C denote the set of
all corrupted parties and H denote the set of all honest parties. One benefit of the client-server model is
that it is sufficient to only consider maximum adversaries, i.e., adversaries which corrupt t parties, since any
adversaries can be reduced to the maximum adversary. At a high-level, for an adversary A which controls
{ < t parties, we may construct another adversary A which controls additional ¢ —  parties and behaves as
follows:

— For a party corrupted by A, A follows the instructions of A. This is achieved by passing messages between
this party and other n — ¢t honest parties. o
— For a party which is not corrupted by A, but controlled by A, A honestly follows the protocol.

The reduction above works by noticing that, if a protocol is secure against fl, then this protocol is also secure
against A since the additional ¢ — ¢ parties controlled by A honestly follow the protocol in both cases.



3.3 Packed Shamir Secret Sharing

We use the packed secret sharing technique introduced by Franklin and Yung [FY92]. This is a generalization
of the standard Shamir secret sharing scheme [Sha79]. Recall F is a finite field of size |F| > 2" and thus
|F| > 2n and n is the number of parties. Let k& be the number of secrets that are packed in one sharing. A
degree-d (d > k — 1) packed Shamir sharing with secret x = (x1,...,2;) € F¥ is a vector (w1, ...,w,) for
which there exists a polynomial f(-) € F[X] of degree at most d such that f(—i+ 1) = z; for all ¢ € [k], and
f(@) = w; for all i € [n]. The i-th share w; is held by party P;. Reconstructing a degree-d packed Shamir
sharing requires d 4 1 shares and can be done by Lagrange interpolation. The secrecy is guaranteed by that,
for a random degree-d packed Shamir sharing of x, any d — k + 1 shares are independent of the secret x.

In our work, we use [x]y to denote a degree-d packed Shamir sharing of x € F*. In the following,
operations (addition and multiplication) between two packed Shamir sharings are coordinate-wise. We recall
two properties of the packed Shamir sharing scheme:

— Linear Homomorphism: For all d > k — 1 and x,y € F¥, [x + y]q = [X]a + [y]a-
— Multiplicativity: Let * denote the coordinate-wise multiplication operation. For all dy,ds > k —1 subject
to d; +dy < n, and for all x,y € F*, [x * y]a, +d, = [X]a, - [V]do-

These two properties directly follow from computing the underlying polynomials.

4 Packed Beaver Triple Preparation via OLEs

In this section, we aim to base constructing an information-theoretic MPC protocol with O(|C|) communi-
cation on random OLE correlations. Concretely, we first prepare packed Beaver triples assuming OLE cor-
relations in Section 4.1, then instantiate the preprocessing phase in [GPS22] using packed Beaver triples in
Section 4.2, and finally further combine the results with online phase in [GPS22] to conclude an information-
theoretic MPC protocol in OLE-hybrid model in Section 4.3.

In our construction, for the sake of simplifying the verification procedure, we will run the protocol with
corruption threshold ¢’ = ¢+ 1, which implies we will use packed Shamir sharings of degree t' +k—1 = t+k to
guarantee any ¢’ shares of [x]y4r—1 are independent of the secret x. Intuitively, the benefit of simplifying the
verification procedure comes from that, when considering degree-(t+k) packed Shamir sharings, fixing n—t' =
t honest parties’ shares will not impose any restriction on k secrets, which implies that the adversary can
add arbitrary additive errors on the secrets by locally modifying the shares of corrupted parties. This allows
us to not worry about the additive errors on the secrets as the adversary can always locally correct them.
Noticing that invoking Beaver multiplication protocol can increase the degree of packed Shamir sharings
fromt'+k—1tot'+k—14(k—1) =t 4+ 2k — 2, in order to ensure the secrets can be reconstructed using
n shares as well as the communication benefit, we set ¢ +2k —2+4+1=n, i.e. k = "'@ £~ "Qt

In order to achieve our first step, preparing packed Beaver triples, we use the idea of party virtualization,

which first appeared in [Bra87] in the context of Byzantine Agreement.

4.1 Packed Triple Extraction via Party Virtualization

Aiming to prepare fully random packed Beaver triples held by n parties, our protocol consists of two parts.
The first part involves packed Beaver triple distribution, in which we make use of the idea of party virtual-
ization technique. Based on this, in the second part, all parties are able to perform a packed version of triple
extraction proposed in [CP17] to extract packed Beaver triples which are fully random. We first consider
semi-honest security for simplicity and then extend to malicious security with abort via verification.

As for the first part, it requires that at least a ~ fraction of the distributed packed Beaver triples are
independent of the view of the adversary with the constant « strictly larger than 1 to enable the triple
extraction machinery to successfully extract a constant (y — 7) fraction of the dlstrlbuted packed Beaver
triples which are fully random. However, since there are only 2 1 honest partles trivially lettmg each party
share a packed Beaver triple cannot give us a factor ~y strictly larger than 2 5 as 7 is equal to 5 in this case.
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To go beyond this barrier, the idea is to use party virtualization technique to combine two ingredients of
our construction. The first, called the outer protocol, achieving malicious security, performs the packed triple
distribution. The second ingredient, called the inner protocol, is a 2-party protocol achieving semi-honest
security for computing the next message function of the virtual parties participating in the outer protocol.
More precisely, considering the whole protocol, each virtual party in the outer protocol is emulated by a
committee consisting of two parties who jointly run the 2-party inner protocol with semi-honest security.
Hence, any committee containing at least one honest party will result in an honest virtual party in the outer
protocol.

In our construction, the outer protocol is run by original n parties Py,..., P,, together with N = n?
virtual parties Q1,...,Qn, where each virtual party is emulated by a distinct pair of two original parties.
It is clear that there are at most T' = (t + 1) ~ % corrupted virtual parties amongst all N virtual parties,
which gives us v = % > % as desired.

Regarding the second part, all parties perform the packed version of triple extraction to extract a (y— %)
fraction of random packed Beaver triples which are independent of the adversary’s view. Intuitively, we
sacrifice the ‘honest majority’ inside the committee to obtain strong honest majority in the outer protocol
and instantiate the inner protocol assuming OLE correlations.

Remark 1 (Extending to dishonest majority). Our method can be naturally generalized to dishonest majority

setting where the adversary can take control of at most (1—e¢)-n corrupted parties with a constant € such that

0<e<L % Briefly speaking, suppose there are n? committees and each committee is emulated by a different

set of d parties with d decided later. On the one hand, inside the committee, we run a protocol tolerating up

to (d — 1) corrupted parties. On the other hand, outside the committee, there are (1 — (1 — €)?) - n¢ honest

virtual parties participating in the outer protocol based on the inner protocol simulating the virtual parties.
1

Notice that we need strong honest majority with corruption ratio strictly smaller than 5 to guarantee a

constant fraction of fully random packed Beaver triples will be extracted. To achieve this, we need to set

1-(1-e)d>1ied> logﬁ' As for the communication, it costs O(1) elements along with % OLE
2

1—e
correlations per secret.

Towards malicious security, we should ensure the secrets of output packed Beaver triples satisfy the
multiplication relation up to additive errors even though the adversary can arbitrarily deviate from the
protocol. In the part of triple distribution, for each ¢ € [N], the ¢-th virtual party distributes a packed
Beaver triple ([ag]y+x—1, [Pe]er+k—1, [Celr+2r—2). In the part of triple extraction, recall all parties are supposed
to compute three vectors of k polynomials (f,g,h), where f, g are vectors of polynomials of degree %
defined by f(¢) = ap,g(¢) = by for all £ € [%] and h is a vector of polynomials of degree N — 1 defined
as h = f x g. To do this, all parties compute [f(¢) * g(¢)]y1or—2 by consuming a packed Beaver triple
([ae)tr+r—1, [De)t'+r—1, [Ce]t'+2k—2) obtained in the part of triple distribution. However, during the procedure

of multiplication, there are three kinds of issues due to malicious behaviors of the adversary.

— Issue 1. The adversary can maliciously send incorrect shares of [f(£) + aglytx—1,[g(£) + bely1x—1 to
Pking'

— Issue 2. Malicious Piing can distribute sharings [f(¢) +ay]x—1, [g(¢) +b¢]x—1 that are not of degree k—1.

— Issue 3. Malicious Py, can distribute packed degree-(k—1) Shamir sharings [f(¢)+ag]k—1, [g(¢)+belk—1
with incorrect secrets.

To resolve the second issue, a procedure of verifying the degree of sharings distributed by PFiing is per-
formed, which checks a random linear combination of all sharings distributed by Piing and is described
in Iyerify-deg- The effectivity of such a verification comes from 1) as k < ¢, the whole sharings are determined
by shares of honest parties and 2) if there exists one inconsistent sharing, with overwhelming probability,
the resulting random linear combination of original sharings is inconsistent, which is proved in Lemma 2.

The first and the third issue could cause an incorrect multiplication result as [h(€)]y or_o = [F(£) *
g(0) + Ay = £(0) + Axy * g(€)]12x—2 for some £ € {&£3 . N} (h is used to distinguish from the correct
h), with Ay,, Ax, known to the adversary and f(¢),g(¢) being uniformly random and unknown to the
adversary if the consumed triple is distributed by an honest virtual party. Consider an output packed triple
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([E(@)]er+r—1, [8(0)] ¢ +1—1, [N(4)]r 4 k1), where [h(7)]y 1 is a linear combination of {[h()]yyr—1}eein). To
ensure the adversary is able to recover the secrets of the output triples to satisfy the multiplication relation
by locally modifying the shares of corrupted parties, i.e., the adversary knows Ax;, Ay; and Az; such that
(£(i) + Ax;) * (g(i) + Ay;) = h(i) + Az, all parties additionally perform triple verification which works
by checking a random evaluation point 7 of three vectors of polynomials f,g, h. In Lemma 3, we prove if
the adversary can pass the triple verification with overwhelming probability, then a specific requirement on
{Axy, Ayr}icn) should be satisfied. Intuitively, if the adversary is capable of maintaining the multiplication
relation by locally modifying the shares of corrupted parties for a random point 7, then it also knows the
strategy to satisfy the multiplication relation for all output triples, which achieves the functionality.

We present our construction for preparing random packed Beaver triples assuming OLE correlations be-
tween two parties in Il and-packed-triple @a0d describe its secure property in Lemma 1, where OLE correlations
are provided by the hybrid functionality Frand-oLE-mal- In Irand-packed-triple; We will invoke the following
hybrid functionalities and sub-routines and defer their formal descriptions to Appendix A.1 and A.2, respec-
tively.

— Feom allows a party to commit a value and later open the commitment to the same value.

— Feoin samples a random field element which is unknown to the adversary before the invocation.

— Il ana(X) aims to prepare random X-secret sharings for all parties for X' € {X;}i=1,2,3.4.

— IIpcaver alms to use all parties’ shares of ([@']y4r—1,[b']#'4+r—1) to compute their shares of [¢/]y 1252
with ¢/’ = a’ * b’ by consuming a packed Beaver triple.

— Il erify-deg aims to check whether honest parties’ shares of a batch of m packed Shamir sharings,

[Z1]k—15- - - [Zm]k—1, form valid degree-(k — 1) packed Shamir sharings.

— ITgeg-reduce aims to compute all parties’ shares of {[z;]¢ 1 x—1}ie[m] from their shares of {[z;]y 1 2r—2 }ic[m)-

Regarding the communication, ITrand-packed-triple costs 14n® + n? field elements, 2n? - k random OLE

. . . . . 27
correlations, two invocations of Fein, and 3n invocations of Feom to prepare " 2 random packed Beaver

triples, which amounts to O(n) elements and O(k) OLE correlations per packed Beaver triple.

P[ Functionality 1: F,4n4-OLE-mal ]

A pair of two parties, P; and P;, invoke Frand-OLE-mal to receive a random OLE correlation. There
are three cases listed below:

— If both P; and P; are corrupted, Fiand-OLE-mal Teceives three elements a,z,b € F from the ad-
versary and computes y = a - b — z. Then Fiand-oLE-mal sends (a,z) to P; and (b,y) to P;,
respectively.

— If exactly one of two parties is corrupted, say P;, Frand-OLE-mal receives two elements a,x € F
from the adversary and samples a random element b, computes y = a - b — . Then Frand-oLE-mal
sends (a,z) to P; and (b,y) to Pj, respectively.

— If both P; and P; are honest, Frand-OLE-ma1 randomly samples three elements a,b,z € F and
computes y = a - b — x. Then it sends (a,x) to P; and (b,y) to P;, respectively.

'_[ Protocol 1: Hrand—packed—triple in JTrand—OLE—mala ]:coin; ]:com'hybrid model ]

J

Let N = n?. All parties aim to prepare "24_ 2 — ¥ random packed Beaver triples with pack size

k assuming OLE correlations receiving from Fiand-OLE-mal- Lhe protocol will be run against any
adversary corrupting t' =t + 1 parties.

1: Packed Beaver triple distribution. N virtual parties emulated by all different pairs of parties
distribute packed Beaver triples to all n original parties relying on OLE correlations received
from Frand-OLE-mal-

1. Each pair of two parties, P; and Pj, invoke Frand-OLE-mal 2k times to receive 2k OLE cor-

; i Y] _ i J i ) _
relations, Ai—1)-ntij,e b(iq).nﬂ-,e = S(i—1)mtie T Sti—1)ntj and b(i—l)-n+j,£ Ai-1)yntje =
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tzifl)wﬂ»j,l + t{ifl)-n+j for £ € [ ]7 where G’E )n+]7bzz 1) n+j, Z’S’Ez 1)- n+j,¢ and t(z 1)-n+j,l
are maintained by party P; while a(Z Denti b(Z 1m0 (l Ry and t(l 1)m-tj,e A€ main-
‘lcained by party P;. We will denote the vector (x(z—l)»n-i-],l’ .. x(l Dot , ) by x(l Dot j
ater.
2. For each virtual party emulated by parties P; and P;,
(a) P,i randomly gamples [aéifl)-nJrj]turk*l’ [béifl)-nJrj]turk*l’ [azi—1‘)<n+g * b(l ymtj T
sfifl)_nﬂ- + tziil)_n+j}t/+2k,2 with the last one denoted by [u%iil)ﬂﬂ]tur%,g and
distributes them to all n parties. Similarly, P; randomly samples [a{ifl)_n +j}t,+k*17

01yl =1 [ 1y * Bl 1)mts Sty + Hioaymggle+an—s with last one

denoted by [u’ ug; g nyjlt+2e—2 and distributes them to all n parties.
(b) All parties locally compute [ag_1).p4jle4r-1 = [@ él 1. n+3]t’+k 1+ [a{l - n+ﬂt’+k717
[b(i 1)- n+j]t’+k 1 = [b(l 1) n+]]t’+k 1+ [b(l 1) n+J]t’+k 1, and [C(z 1) n+j]t’+2}€ 2 =

[u(z 1)- n+g]t tok—2 + [0 Ui q). nﬂ]t 4+2k—2.
2: Packed triple extraction. All n parties perform packed triple extraction to extract fully random
packed Beaver triples based on the packed Beaver triples received in the previous phase.

1. All n parties set two vectors f,g of k polynomials of degree Y51 such that [f(£)]y4,—1 =
[ae]e+k—1 and [g(0)]y1k—1 = [belyr—1 for all £ € [%] All n parties locally compute
[£(O)]pr 411, [8(0)]p4r—1 for all £ € {2 N}

2. For all ¢ € {%, ...,N}, all parties invoke IIpeayver with their shares of
[£(O)]¢r4r—1,[g8(€)]r+rk—1 and the packed Beaver triple ([ag]yir—1, [bele+k—1,[Cele+2k—2) toO
compute their shares of [£(¢) * g(¢)]y +2r—2.

3. All parties invoke ITyerify-deg to check that Pying indeed distributes valid degree-(k—1) packed
Shamir sharings in the last step.

4. All n parties set a vector h of k polynomials of degree N — 1 such that [h({)]y 4252 =
[Ce}t/+2k 2 for all £ € [N+1] and [h(ﬁ)}t/_i_gk_g = [f(é) * g(g)]t/+2k—2 for all ¢ € {#, RPN ,N}.

5. All parties invoke ITqeg-reduce With their shares of {[h(f)]; 4 2x—2}sen) to obtain their shares
of {[h(0)]¢r+r—1}ee(n]-

6. All parties locally compute their shares of ([f(N+£)]y k-1, [8(N+£)]v4k—1, D(N+0)]p4£-1)
for all £ € [%]

3: Triple verification. All parties aim to verify whether the secrets of the extracted random packed
Beaver triples satisfy the correct multiplication relation.

1. All parties invoke Feoin to generate a random field element r. If r € {N +1,...,N + %},
all parties abort.

2. Otherwise, all parties locally compute ([£(7)]y4r—1,[8(")]¢+r—1,R(7)]¢r+k—1) and commit
their shares using Feom-

3. All parties open their shares of ([f(r)]y+r—1, [g(r)]¢+k—1, [0(r)]¢4+x—1) using Feom. Then each
party P; checks the following:

(a) The shares of [£(r)]y4x—1,[8(r)]¢+r—1, [A(r)]¢r+k—1 lie on degree-(t' + k — 1) polynomials.
(b) The secrets of three packed Shamir sharings satisfy f(r) x g(r) = h(r).
If not, P; aborts.

4: Output. If all checks pass, for all ¢ € [X22], all n parties output

([Be)er k-1, el sr—1 [Eelersn—1) = (EN + Olprx—1, [8(N + Olpri—1, (N + O] x—1).
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'_[ Functionality 2: Fpacked-triple-mal ]

1. Fpacked-triple-mal Teceives the set of corrupted parties’ identities, denoted by C. Fpacked-triple-mal
receives m from all parties.

o

For all i € [m], Fpacked-triple-mal Teceives a set of shares {(uEJ ), vz(j ), wz(] ))}jec from the adversary.

3. For all i € [m], Fpacked-triple-mal Tandomly samples 2k elements as the secrets a;, b; and computes
c; as ¢; = a; x b;.

4. For all ¢ € [m], based on the sampled secrets and the corrupted parties’ shares, Fpacked-triple-mal
computes the whole sharings of ([a;]y 41, [Pi]¢+r—1, [Ci]w+x—1) such that for all P; € C, the j-th
share of ([aly k1, [bile k-1, [eddrsr1) is (uf, v, w?).

5. Finally, Fpacked-triple-mal distributes the shares of {([a;]¢4x—1, [Di]t4r—1, [Cilt4r—1) }ie[m to the

honest parties if it receives accept from the adversary. Fpacked-triple-mal Seids abort to all parties

if it receives reject from the adversary.

Lemma 1. Hm,nd—pa(:ked—triple realizes -/—"packed—triple—mal in the frand—OLE—mal; -/—"C()in; fcom'hybrid model in the

presence of a fully malicious adversary controlling t' = "7“ corrupted parties.

Proof (Proof of Lemma 1). We will construct a simulator S to simulate the behaviors of honest parties. Let
C denote the set of corrupted parties and H denote the set of honest parties. The core of the simulation is to
delay the sampling of packed Beaver triples distributed by honest virtual parties to argue the secrecy of the
output packed Beaver triples. At the same time, we need to guarantee that if the verification passes, except
with negligible probability, the secrets of the output packed Beaver triples will satisfy correct multiplication
relations up to additive errors by taking into consideration the fact that the adversary is able to insert any
additive errors on the secrets by locally modifying shares of corrupted parties. To do this, the simulator
always tracks the errors introduced by the adversary. What’s more, as mentioned above, we will run the
protocol with ¢ = ¢ + 1 corrupted parties and n — ¢’ = ¢ honest parties, which means the simulator S is
supposed to generate the views of ¢’ corrupted parties.

The simulator S internally invokes the adversary with randomness sampled by itself and works as follows.

Simulation of packed triple distribution.

1. In Step 1.1, § emulates Frand-OoLE-ma1 Dy receiving the values chosen by the adversary, recording them,
and sending them back to the adversary.

2. In Step 1.2, S simulates corrupted parties’ view when a virtual party played by a committee consisting
of two parties (P;, P;) according to three cases. The goal of this step is to compute the corrupted parties’
shares of packed triples distributed by honest virtual parties and the whole sharings of packed triples
distributed by corrupted virtual parties.

— Ifboth P; and P; are cgrrupted, S receives the honest parties" shares of [a%ifl)-nqtj}turlf*l’ [bfifl)_nﬂ.}t%k,h
[uzifl).n+j]t/+2k7*2) [azi—l)ﬂ-&-j]t/jqc*l’ [bzi_l),n_,_j]t’«kkfla [uii—l)-n+j]t'+2k*2'

S computes honest parties’ shares of [a(;_1).n+;]t'+ k1, [Pi=1)-n+jltr+k—1, [C(i=1)-n+jlt' 42k —2. Accord-

ing to ¢ shares of honest parties, S computes corrupted parties’ shares of [a(;_1).n4j]er+x—1, [Pi—1)mtjler—1
by further setting k secrets and the share of the corrupted party with the smallest identity to be 0.
According to t shares of honest parties, S computes corrupted parties’ shares of [C(;_1).n4j]er12r—2

by further setting the secret c(;_1).,4; such that ¢;;_1).n4j = @@i—1)m+j * Bi—1).n4; and the shares

of corrupted parties with k£ smallest identities to be 0.

— If exactly one party of P; and P; is honest, say P;, S samples 3t' random elements as corrupted
parties’ shares of [azi_l)_n+j]t/+k,1, [bzi—1)<n+j]t’+k*1 and [uz(i_l).n+j]tl+2k72 and segds them to the
adversary on behalf of honest P;. S also receives the honest parties’ shares of [a{ifl)_n H}t, ko1,
[bfi—1).n+j}t’+k*17 [u{i_l)vnﬂ,]t%gk,g from the adversary. 4 '

Recall in S‘gep 1.1, when emulating Frand-OLE-mal, S Teceives the values, a{i_l)'n o bzi_l).n L

t]

S{ifl)ﬂ i Flim )y which are input to Frand-OLE-mal Dy the adversary. By setting k secrets of
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[a€i71).n+j]t’+k*17 [b{ifl)-nJrj]turk*l to be the corresponding values received from the adversary and

based on t shares of honest parties, S computes the whole sharings of [agi—l)‘n-&-j]t"i'k—l’ [bgi—l)‘n_s_ﬂt’-irk—l
by further setting the shares of the corrupted party with the smallest identity to be 0. According
to t shares of honest parties, S computes corrupted parties’ shares of [u% +2k—2 Dy setting

. . ifl).n+j}t’
the secret u{i_l).nﬂ. to be s%i_l).nﬂ + tzi_l).nﬂ. which are received in Step 1.1 and the shares
of corrupted parties with k smallest identities to be 0. S computes corrupted parties’ shares of
[A(i—1)nti]t +k—15 [P—1)ntjlt'+k—1 a0d [C(;_1).n4 5]t +2x—2 Dy adding their shares of [a{i_l).n+j]t/+k,1,
[bzi—l)m—s—j]t/‘f‘k—l’ [u{i_l).nﬂ,]t%%_g computed by S and their shares of [azi—l)‘n-&-j}t/‘i‘k—l? [b%i_l)‘n_s_j}t/_%_l,
[uzz’—l).n+g‘]t’+2k—2 sampled by S on behalf of honest P;.

— If both P; and P; are honest, S samples 6t' random elements as corrupted parties’ shares of

[aéi_l)_n_;,_j]t’—&-k—l, [béi_l),n+j]t/+k—1a [uéi_l).n+j]t’+2k—2 and [afi,l).nﬂ]turk—l, [bfi,l).nﬂ-}turk—l,
[u{ifl)_nﬂ}turgk,g, and sends them to the adversary on behalf of honest P; and honest Pj, re-
spectively.

S then computes the corrupted parties’ shares of [a(i—l).n+j]t/+k—1,, [(Bli—1)entjltr4k—15 [Clim1)ntjler+26—2

3 %

by adding their shares of [a%ifl)-n+j]t,+k*1’ [bzifl)-n+j]t’+k*17 [u(iil)_nJrj]tuer,Q and their shares of

[a€i71).n+j]t’+k*1> [b{ifl)-nﬂ]t”rk*l’ [u{iil).nﬂ]t%gk,g distributed by honest P; and honest P;, re-
spectively.
Simulation of packed triple extraction.
3. In Step 2.1, S computes corrupted parties’ shares of [£(¢)]y+x—1,[g(€)]¢+x—1 for all £ € {%, ...,N}
4. In Step 2.2, S simulates the invocation of ITgeaver as follows. For each ¢ € {#, ..., N}, S computes
corrupted parties’ shares of [f(£) + ag)y k-1, [g(£) + be]e 4k—1, based on which § randomly samples the
whole sharings of [£(¢) + ag]y 41, [8(€) + bslyr+k—1. S sends shares of honest parties to Pying on behalf
honest parties. If Fying is honest, S follows the protocol honestly. On receiving honest parties’ shares of
[£(0) +agr—1,[g(£) + belp—1 from Pying,
— If they indeed form valid packed Shamir sharings of degree k — 1, S recovers the whole sharings of
[£(¢) + aglk—1, [g(¢) + be]r—1 and then reconstructs the secrets £(¢) + ag, f(£) + by. Then S computes
Axy = (f(0) + a¢) — (f(£) +a;) and Ay, = (g(¢) + be) — (g(£) +be). Then S computes the corrupted
parties’ shares of [£(£) * g(¢)]y12k—2 by

[£(€) * g(O)]r 262 =[£(0) + aelp—1 - [8(0) + belr—1 — [aclr+r—1 - [8(0) + arlp—1
— [belr—1 - [f(£) + aglp—1 + [co)rr4on—2-

— Otherwise, if Pxing distributes some packed Shamir sharings that are not of degree k — 1, S will later
abort on behalf of honest parties when simulating IZyerity-deg-

5. In Step 2.3, S simulates the invocation of Il e ify-deg as follows. S emulates Feoin honestly. Recall that for
all degree-(k — 1) packed Shamir sharings generated in [Tgeaver, S has learnt the shares of honest parties.
Therefore, S honestly follows the rest of steps in Ilyerify-deg. If N0 party aborts at the end of Il crify-deg
but there exists a degree-(k — 1) packed Shamir sharing such that the shares of honest parties do not
form a valid degree-(k — 1) packed Shamir sharing, S outputs L and halts.

6. In Step 2.5, S simulates the invocation of I1jcg-reduce as follows.

— In Step 2, S simulates each invocation of IT,,,q(X1) as follows. When each honest P; distributes a pair
of random double sharings ([r(i)]t/+k,1, [r(i)]turgk,g), S samples random 2t’ elements as corrupted
parties’ shares and sends them to the adversary on behalf of honest P;. When each corrupted P;
distributes a random pair of double sharings ([r(?]; 41, [r?]y 1ox_2), S receives from the adversary
the shares of honest parties and records them. Based on t shares of honest parties, S computes the
whole sharing of [r(i)]t/+k_1 by setting k secrets and the share of the corrupted party with the
smallest identity to be 0. Based on t shares of honest parties and k secrets, & computes the whole
sharing of [r(i)]yﬁk,g by further setting the shares of corrupted parties with k smallest identities
to be 0. Then S computes the corrupted parties’ shares of {[r¢;]¢4x—1, [F(5)le+2r—2}icn—v] as linear
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combinations of their shares of {[r(®]y 1, [r(i)}t/ﬁk,g}ie[n]
Hence, S computes the corrupted parties’ shares of ([ug]e4x—1, [We]er42x—2) for each £ € [N

— In Step 3, recall S learnt corrupted parties’ shares of [h(£)]yjop—2 = [£(£) xg(€)]yok—2 for £ € [FHL]
and [h(0)]yyon—2 = [F(0) * g(0)]p+or—2 for £ € {¥F2 ... N}. Then for each £ € [N], S computes
corrupted parties’ shares of [h(¢) + ug]y12r—2. Based on shares of corrupted parties, S randomly
samples the whole sharing of [h(€) 4+ ug]y42r—2 and sends the shares of honest parties to Piing on
behalf of honest parties. If Py, is honest, S follows the protocol honestly. On receiving honest parties’

shares of [h(¢) + wg)yyx—1 from Pying, S computes corrupted parties’ shares of [h(€) + wply -1 based
on t honest parties’ shares and further setting k secrets to be h(£)+u, and the share of the corrupted
party with the smallest identity to be 0. Then S computes corrupted parties’ shares of [h(€)] k-1
by

[h(O)]4r—1 = 0(0) + uelpr—1 — [ue]erpr1.
— Notice for each ¢ € [2HL],
h(¢) =h(l) +u; —u,
=f(¢) x g(0).

For each £ € {%,...,N},

h(¢) =h(¢) + vy — uy

=f(¢) = g(0)

=f() +a,-g(l) +be—ar-g(l) + by —be-£({) +ar+c
=f({) * ( )+ Axg o g(0) + £(£) * Ay, + Axp x Ay,
=f(0) * g(€) + Ax = g(0) + £(£) x Ay, + Az,

where Az, = Ax, x Ay, for all £ € {82 .. N} and {Ax,, Ay, Az@he{%,mw} are all known to

the adversary. To compute corrupted parties’ shares of [WZ) — Azg]p 4 k-1, S subtracts their shares
of [h(¢)]y+x—1 with their shares of [Azg]yr—1 which is computed by setting k secrets to be Az, and
t honest parties’ shares together with the share of the corrupted party with the smallest identity to
be 0. Later, we abuse the notation to set h(f) < h(¢) — Az,.

Define a vector h of k degree-(N — 1) polynomials as [h(f)]y4x—1 = [h(0)]

1
Therefore, so far, all parties hold their shares of {[f(¢)]¢tr—1, [g(O)]r+k-1, [R(¢
for each ¢ € [N],

+k—1 for all £ € [N].
)er+k—1}ee(n), where

h(l) = f(0) xg(l) + Axy + g(€) + £(4) x Ay,

and Ax, = Ay, = 0 for all £ € [FH].
Simulation of triple verification.
. In Step 3.1, S emulates Feoin honestly to generate a random element r. If r € {N +1,..., N + %}, S
aborts on behalf of honest parties.
In Step 3.2, S emulates F.on, honestly and learns the corrupted parties’ shares of ([£(7)]¢4x—1, [€(7)]¢r—1, [A(r)]¢r1x—1)-
. Recall that S learnt {Axy, Ay¢}eqn)- In Step 3.3, the simulation of the rest of steps depends on whether
{Axy, Ayi}ieqn satisfies the requirements stated below. Before that, we describe the notations which
are necessary to present the requirements.

Notations.
— Denote the set of indices of corrupted virtual parties by £. Let & = €N [NT] and & = €N
{AE . N}

— Set Dy as a set of indices of honest virtual parties with || smallest indices in [MF]\ & 1
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— Let Ni(4) = ILi,ee,0e0um oz I=%  which denotes the Lagrange coefficients of the degree-(¥+1)

i—iy
polynomial defined by & ;r L evaluation points in £ U&; UD. Then \;(j) is polynomial of degree %
in j. o
— Let pi(5) = [1;,e(n,i02: Tz » Which denotes the Lagrange coefficients of the degree-(/N — 1) polyno-
mial defined by N evaluation points in [N]. Then p;(j) is a polynomial of degree N — 1 in j.
Then the requirements are stated below.
— {Axy }yepup,up, defines a vector of degree-N;1 polynomials Q such that Q(v) = Ax, for all
v e DUDyUDs.
— {Ay,}vepup,up, defines a vector of degree-2>1 polynomials P such that P(v) = Ay, for all
v € DUD; UDs,.

— If the requirements above are satisfied, then S computes corrupted parties’ shares of ([f(r) +
Q(M)v+k—1,180r) + P(r)]v4k—1,(r) + (P * Q — D)(r)]y+x-1) as follows, where D(r) is a vec-
tor of k polynomials of degree N — 1 defined as Z/ngzl pe(r) - Aye* Y ice,ue, Nill) - £(i) + Z?Ll e () -
Axy * ZiGSlLJgQ Ai(£) - g (7).

e S first computes corrupted parties’ shares of ([f(r)]ysx—1,[8(r)]e+r_1, [N(r)]rsx_1) as linear
combinations of their shares of {[£()]y4r—1, [8(0)]¢4k—1, (O)]p+x—1}ee[n]-

e S computes corrupted parties’ shares of [Q(r)]¢4x—1, [P(7)]¢+k—1, [(P*Q—D)(r)]r+r—1) based
on k secrets and by further setting the shares of ¢ honest parties plus the corupted party with
the smallest identity to be 0.

e Then S computes corrupted parties’ shares of ([f(r)+Q(7)]y+x—1, [8(r) +P()]¢1x—1, [h(r)+(Px*
Q — D)(r)]y+k—1) by adding their shares of ([f(r)]y+r—1,[8(r)]r+k—1, [0(r)]y4r—1) and shares
of [Q(r)]¢+x—1, [P(r)]er4r—1, [(P x Q = D)(r)]e4x-1)- _

Then S samples random elements as f(r) + Q(r) and g(r) + P(r), computes h(r) + (P« Q — D)(r)
as (f(r) + Q(r)) * (g(r) + P(r)), and computes honest parties’ shares of ([£(r) + Q(r)]¢+r—1, [g(r) +
P(7)])¢x—1, [h(r) + (P * Q —D)(r)]¢r+x_1) based on the corrupted parties’ shares and the sampled
secrets. S then follows the rest of steps honestly.

— However, if one of the requirements is not satisfied, S samples random elements as {f(¢),g(¢) }sep,
computes honest parties’ shares of {[f(¢)]¢+x—1,[8(€)]¢+x—1}eep based on corrupted parties’ shares

and the sampled secrets, then computes honest parties’ shares of {[f(¢)]¢ 41, [8(€)]¢1x—1, [W(€)]¢ 1k —1}een-

Hence, S can honestly compute honest parties’ shares of ([£(r)]¢4+x—1, [8(r)]¢'+k—1, [D(r)]¢ 41—1) and
follows the rest of the steps honestly. If no party aborts, S outputs L and halts.
Simulation of output.
10. S simulates the honest parties’ outputs as follows.

— If one of the verifications fails, S sends reject to Fpacked-triple-mal-

— If all verifications pass, for each ¢ € [272], S sends the corrupted parties’ shares of [f(N +£)+Q(N +
e)]t’—&—k:—h [g(N +£) + P(N + é)]t’+k—1, [h(N +€) + (P * Q - D)(N + e)]t’—&-k:—l to fpacked—triple—mal and
further replies with accept, where P, Q, D are vectors of polynomials defined above.

S outputs what the adversary outputs.

Before presenting the hybrid arguments, we first show Lemma 2 and 3, which imply the effectiveness
of Iyerity-deg and triple verification, respectively, and are crucial to prove the validity of the simulation.

Lemma 2. If there exists i € [m] such that the shares of [z;]x—1 of honest parties do not correspond to a valid
degree-(k — 1) packed Shamir sharing, with probability at least 1 — ”TTT, all honest parties abort in Ilyerify-deg-

Proof (Proof of Lemma 2). By Feom, all parties obtain a uniformly random element A. Consider the poly-
nomial

[F()\)}k,1 = [Zl]kfl + [Zg]k,1 A4+ [Zm]k,1 AL

By Lagrange interpolation, for any m different elements A1, Ao, ..., A, there is a one-to-one linear map
from {[F(Xi)]x—1}icpm) to {[Zilk—1}iepm) Thus, if there exists i € [m] such that the honest parties’ shares of
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[z;]x—1 do not correspond to a valid degree-(k — 1) packed Shamir sharing, then the number of A € F such
that the shares of [F(A)]x—1 of honest parties correspond to a valid degree-(k — 1) packed Shamir sharing is
bounded by m — 1. Since A is sampled uniformly at random, the probability of sampling such a X is at most
"llT’ll. Note for A such that the honest parties’ shares of [F(A)]x—1 do not correspond to a valid degree-(k —1)
packed Shamir sharing, all honest parties will abort. a

Notations for Lemma 3.

— Denote the set of indices of corrupted virtual parties by €. Let & = EN[MF] and & = EN{&F2, ... N}

— Set Dy as a set of indices of honest virtual parties with |€;| smallest indices in [MF]\ €. Let D =
[\ (&1 UDy) and Dy = {&E3, ... N} \ &. It is clear that DUD; UD; is the set of indices of honest
virtual parties and [D| = &2 |D| + |& | + [&| = 2.

— Let Ai(j) = I, ce,ue0um i i %, which denotes the Lagrange coefficients of the degree-(251) poly-

NéH evaluation points in & U & U D. Then A;(j) is polynomial of degree % in

nomial defined by
J- y
— Let w;(j) = HQE[N]’Z—Q# i=2, which denotes the Lagrange coefficients of the degree-(N — 1) polynomial
defined by N evaluation points in [N]. Then p;(j) is a polynomial of degree N — 1 in j.

Lemma 3. If one of the following requirements on { Ax,, Ay, }ye[n] s not satisfied, then at least one honest
party will either abort or take reject as the output with overwhelming probability.

— {Axy }vepup,up, defines a vector of degree—% polynomials Q such that Q(v) = Ax, for all v €
DUD;UD,.

— {Ay, }vepup,uD, defines a vector of degree—% polynomials P such that P(v) = Ay, for all v €
DUD; UDs.

Proof (Proof of Lemma 3). Notice that for £ € [N], we have h(f) = £(¢) x g({) + Ay, = £(£) + Axy * g(£),
where Axy, Ay, are known to §. We want to figure out the necessary and sufficient condition on the choices
of {Axy, Ays}ieqn for the adversary to pass the triple verification (with overwhelming probability).

— On the one hand, as h(r) is a linear combination of {h(¢)},c;n] and each f(¢) is a linear combination of
{£(i) }iepue, we can compute the linear error of h(r) with respect to (i) for each i € D.

— On the other hand, in the verification, the adversary is supposed to provide a (virtual) linear error Ay, on
f(r), a linear error Ax, on g(r), and an additive error Az,. Let h(r) = (f(r)+ Ax,.) *(g(r) + Ay,) + Az,..
Like above, since f(r) is a linear combination of {f(¢)};epue, we can also compute the linear error of

h(r) with respect to f(4) for each ¢ € D.

Since {f(i)};ep are mutually independent and uniform variables that are unknown to the adversary, to pass
the verification with overwhelming probability, it requires the linear error of h(r) with respect to f(i) equals
to the linear error of h(r) with respect to f(i) for each i € D. Hence, in the following, we will compute the
linear errors of both h(r) and h(r) with respect to f(i) for each i € D.

On the one hand, notice that

h(r) =£(r) «g(r) + > _ pe(r) - Ay £(0) + > pu(r) - Axp # g(0)

{=1 (=1

and

M=

pe(r) - Ay« £(0) = pe(r) - Ayex (D N0 -£@) + > Xi(0) - £(i))

M-

/=1 1€D 1€E1UES
N N

=3 pe(r) - Ayes > N0 £+ (D pe(r) - \i(0) - Aye) +£(3).
=1 1€E1UE €D (=1
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Hence, for each i € D, the linear error of h(r) with respect to f(i) is
N
D () - Aull) - Ay (1)
=1

On the other hand, notice that
h(r) = f(r) x g(r) + Ay, * £(r) + Ax, * g(r) + Ax, * Ay,

and

Ay, +£(r) = Ay, (D X(r) £+ > Xi(r)

1€D i€E1UEL
= Ay, x> Xilr) - £(0) + Y Ni(r) - Ay, # £(0).
i€E1UEL i€D

Hence, for each i € D, the linear error of h(r) with respect to f(7) is
Ai(r) - Ay (2)

Combining Equation 1 and 2, to pass the verification, it requires that for each i € D,

U /! ue(;)i(-:)i(f) AV 8 p (.

Since A\;(¢) =0 for all £ € DUE U &\ {i} and (i) = 1, then we have

Pl(r) — ( Ay, + Z UJ ( ) ij

)\.
Z( JjE€ED1UD2

H“G[N],zlyéz (1711 ) 'AYZ Z M] z( ) .ij

HizeDusluez,iﬂéi (: ZZ;) ]eplupz l
r— ps (1) - Xi(d)
= [T (Z' _ vit D, T ) Ay
i3€D1UD2 JE€ED1UD>
. r—j i=J
_ r—13 A HJ&G[N]JHSJ (J 31) ) HJ2€51U52UDJ'2751' (i*ji) A
B H (i—i ) Ayi+ Z II (=) A
i3€D1UDs 3 €D UDs J3E€ELUELUD, ja i \i—js
" —J4
ST GEae X T (T
i13€D1UD; JED1UD; j4€D1UD2,juH#]) 4
Considering the coefficients of Ay; and {Ay;};ep,up,, we know P;(r) is a vector of k degree-(&+1) poly-

nomials in r satisfying that P;(v) = Ay, holds for all v € {i} UD; U Ds.
In order to pass the verification, it requires Ay, = P;(r) for all ¢« € D, which means P;(r) defines the
same vector of polynomials for all ¢ € D. Hence, it requires if we define a vector P(-) of k polynomials such

that P(v) = Ay, for all v € DU D; U Dy, then P(+) will be a vector of k polynomials of degree %
N-1

Similarly, passing the verification also requires there exists a vector Q(-) of & polynomials of degree ~5=
such that Q(v) = Ax, for all v € DUD; UDs.

As for additive errors, supposing the conditions on linear errors {Ax,, Ay, }vepup,UD, are already sat-
isfied, then passing the verification implies the adversary is able to provide Az, such that (f(r) + Ax,) *
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(g(r) + Ay,) = h(r) + Az, and thus the following equation holds.

N N
S pe(r) - Ayex > N0 )+ pe(r) - Axex > Xi(0) - g(i) (3)
=1 =1

1€E1UE 1€ELUES
:AXT * Ay’l" — AZT (4)
=P(r) * Q(r) — Az, (5)

Notice Equation 3 defines a vector of k degree-(N — 1) polynomials in r, which will be denoted by D(r).
Hence, to pass the verification, the adversary sets Az, = P(r) * Q(r) — D(r), which is also a vector of
degree-(N — 1) polynomials. O

We now show that the distribution of the output in the ideal world is statistically close to that in the real
world by using the following hybrid arguments.

Hyb,: In this hybrid, we consider the execution in the real world.

Hyb,: In the following small hybrids, we focus on the simulation of packed Beaver triple distribution.

Hyb171: In this hybrid, instead of invoking F;and-oLE-mal, S emulates the interaction between F;and-oLE-mal
and the adversary itself by receiving the values chosen by the adversary and sending them back to the ad-
versary. Hyb, ; and Hyb, have the same distributions.

Hyb, 5: In this hybrid, for each committee and each honest P; contained in the committee, we change
the way of generating each degree-(t' + k — 1) packed Shamir sharing and each degree-(t' 4+ 2k — 2) packed
Shamir sharing. We first generate the shares of corrupted parties, then sample the whole sharings based
on the shares of corrupted parties. For each committee containing at least one honest party P;, we delay
the sampling of P;’s secrets until the beginning of packed triple extraction, which is feasible since the
simulation now does not use the honest parties’ secrets. Hyb, , and Hyb, ; have the same distributions.

Hyb, 3: In this hybrid, we record the honest parties’ shares distributed by the adversary. We further
compute the corrupted parties’ shares in the way mentioned in the simulation when simulating Step 1.2.
Denote by & the set of indices of the triples that are distributed by corrupted virtual parties. Hence, we have
€] = %. To summarize, for each ¢ € £, we know the whole packed Beaver triple while we only know the
shares of corrupted parties for triples with index £ € [N]\&. Hyb, 5 and Hyb, , have the same distributions.

Hyb,: In the following small hybrids, we focus on the simulation of packed triple extraction which
mainly involves the simulation of Igeaver, {lverify-deg a0 Il geg-reduce-

Hyb, ;: In this hybrid, for each £ € {N;r?’, ..., N}, we further compute the corrupted parties’ shares of
£(0)]¢ k-1, [8(0)]¢r+r—1 which are linear combinations of their shares of {[a;]¢1r—1, [bz‘]turkfl}ie[%] with
Lagrange coefficients. Hyb, ; and Hyb, 3 have the same distributions.

Hyb, 5: In this hybrid, supposing & = £ N [%] and & = £\ &1, we change the way of generating
the secrets of triples with the indices that are the first |€;| elements in the set [232]\ & and denote such
a set by D;. We first randomly sample 2 - |&2| - k elements as the secrets {f(¢),g(¢)}ece, and compute

the secrets {f(¢),g(¢)}scp, as linear combinations of {f((),g(g)}ee[Ngl]ng\Dl with Lagrange coefficients.

Because there is a one-to-one corresponding between {f(¢),g(¢)}scp, and {£(£),g(f)}rce, given values in
{f(f),g(l)}ee[%]\pl, Hyb, , and Hyb, ; have the same distributions.

Hyb, 5: In this hybrid, when invoking /Tgcaver With a packed Beaver triple ([ag]y 1 x—1, [be]eryr—1, [Celtr12r—2)
of index ¢ with £ € &, we change the way of computing honest parties’ shares of [f(¢) + ag]y4x—1. We first
compute corrupted parties’ shares of [f(¢£) + a1 x—1 by adding up their shares of [f(¢)]y1x—1 and [ag]y45—1,
then randomly sample k elements as f(¢) 4+ a;, and compute the honest parties’ shares of [f({) + ag|yrqx—1
based on the sampled secrets and the corrupted parties’ shares. We compute the honest parties’ shares
of [£(£)]y4+r—1 by subtracting their shares of [£(¢) + as]y4r—1 with their shares of [ag]yx—1. Similarly, we
change the way of computing honest parties’ shares of [g(£)+by]+x—1. By the randomness of {f(¢), g(¢) }sce,,
Hyb, ; and Hyb, , have the same distributions.

Hyb, 4: In this hybrid, when invoking ITgcaver With a packed Beaver triple ([a¢]s &1, [Deler1x—1, [Celtr ror—2)
of index ¢ with ¢ & £, we change the way of computing honest parties’ shares of [f(£) + ag]y5—1. We first
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compute corrupted parties’ shares of [f(£) + a1 x—1 by adding up their shares of [f(¢)]y1x—1 and [ag]y45—1,
then randomly sample k elements as f(¢) 4+ a;, and compute the honest parties’ shares of [f({) + ag|yqx—1
based on the sampled secrets and the corrupted parties’ shares. Then we compute the honest parties’ shares
of [ag]y4x—1 by first determining the secrets as a;, = (f(£) +ay) — £(¢) and then computing the whole sharing
based on the secrets and the shares of corrupted parties. We also change the way of computing honest par-
ties’ shares of [g(¢) 4+ byl 41 similarly. Since ag, b, are uniformly random and unknown to the adversary,
Hyb, , and Hyb, 5 have the same distributions.

Hyb, 5: In this hybrid, we do not compute the honest parties’ shares of [ag]yyx—1 and [be]yys—1
since they are not used in simulation. Furthermore, we delay the sampling of the secrets of the triples
([ae)tr+k—1, [Deler+k—1, [Celtr+26—2) With index £ such that £ € [%]\(51 UD: ) until the beginning of I crify-deg,
which is feasible since we do not use them in the current simulation. Hyb, 5 and Hyb, , have the same
distributions.

Hyb;: In the following small hybrids, we focus on the simulation of ITyerity-deg and Ilgcg_reduce-

Hyb; ;: In this hybrid, instead of invoking Feoin to generate a random element, S samples by itself.
Furthermore, we additionally check whether Py, each time distributes valid degree-(k — 1) packed Shamir
sharings before checking whether the opened shares of [z];—; form a valid degree-(k — 1) packed Shamir
sharing. If S has detected Pying does not distribute some valid degree-(k — 1) packed Shamir sharings but
the verification passes (i.e. the opened shares of [z];_1 form a valid degree-(k — 1) packed Shamir sharing),
S outputs L and halts. By Lemma 2, this happens with negligible probability. The distributions of Hyby ;
and Hyb, 5 are statistically close.

Hyb; 5: In this hybrid, we delay the sampling of the secrets of the triples with index ¢ such that ¢ €
[%] \ (£ UD1) until the beginning of ITjeg-reduce, Which is feasible since we do not use them in the current
simulation. Hyb; , and Hybg ; have the same distributions.

Hyb; 3: In this hybrid, we focus on simulation of I1geg reduce-

Hybs 3 ;: In this hybrid, focusing on simulation of each invocation of IT;ana(X1), we change the way
of generating sharings of ([r]y 1, [r®]y42r_2) for each honest P;. We first randomly sample 2¢' field
elements as corrupted parties’ shares, randomly sample k elements as r(¥, compute [I‘(i)]tq_k_l and sample
[ty 4 0r_2 based on the sampled secrets and shares of corrupted parties. Hyb; 5 ; and Hyb; , have the
same distributions.

Hybs 3 5: In this hybrid, focusing on simulation of each invocation of I1,.,4(X1), we change the way of gen-
erating ([re]e+x—1, [T(5))e r2k—2)iem—s]- We first compute corrupted parties’ shares of ([r(;)]eyr—1, )]t +2k—2)icin—t],
randomly sample field elements as the secrets (r;);c[,—+/], compute honest parties’ shares of ([r(;)]eyr—1, [P (3)]er+2k—2)icin—t]
based on the sampled secrets and shares of corrupted parties. Then we compute honest parties’ shares of
(e D g, [r(i)]tur%,g)ie?_[ according to the following equation

([r(i)}t’-‘rk—h [r(i)]t’+2k—2)?:_1t = Mg . ([r(i)]t,+k_1, [r(i)]t/+2k_2)iec + M;T_L . ([P(i)]t/+k_17 [r(i)]t’+2k—2)i€7{'

Hyb; 3 o and Hyb; 5 ; have the same distributions because given ([r(i)]t/+k_1, [r(i)]t/+2k—2)iec, there is a

one-to-one correspondence between ([r(i)]e k-1, [T()]e+2e—2)ir and (£ p1, [r(i)}t’ﬁ-?k—?)iey'

Hyb, 5 5 In this hybrid, we do not compute honest parties’ shares of ([r("]y 41, [r(i)]turgk,g)ie?_[ and
delay the sampling of the secrets plus honest parties’ shares of ([r¢ ] x—1, [r(i)]t/+2k,2)?;1t/, which is feasible
since they are not used in the current simulation. Hybg 5 5 and Hybsg 5 , have the same distributions.

Hyb; ;5 4: In this hybrid, for each j € [m], we change the way of computing honest parties’ shares of
[z; + ;] yor—2. We first compute corrupted parties’ shares of [z; + u;|yyor—2 by adding up their shares
of [z;]¢4or—2 and [u;]y4or—2, sample k random field elements as the secrets z; + u;, and sample honest
parties’ shares of [z; + u;]y42r—2 based on the sampled secrets and shares of corrupted parties. Hybj 5 4
and Hyb; 5 5 have the same distributions by the randomness of {[w;]y/ 41, [Wilt' 1212 }ie[m)-

Hybs 3 5: In this hybrid, for each j € [m], we compute corrupted parties’ shares of [z;]y 1,1 as described
in the simulation. The distributions of Hybs ; 5 and Hyb, 5 , are identical.

21



Hyb; 3 : In this hybrid, we delay the sampling of the secrets of the triples with index ¢ such that
¢ € [MH]\ {£& UD;} until the beginning of triple verification, which is feasible since we do not use them
in the current simulation. Hyb; 5 ¢ and Hybs 5 5 have the same distributions.

Hyb,: In the following small hybrids, we focus on simulation of triple verification.

Hyb, ;: In this hybrid, we additionally check whether {Ax,, Ay,}scin) computed as described in the
simulation satisfies the requirements listed in Lemma 3. If one of the requirements is not satisfied, S simulates
the rest of the protocol as described above. The only difference is that, if the verification in the protocol
passes, i.e. the opened shares of ([f(r) + Ax,]y1r—1,[8(r) + Ay ]esr_1,0(r) + Az,]y11_1) satisfy the
required two items, S outputs L and halts, which happens with negligible probability due to Lemma 3. The
distributions of Hyb, ; and Hyb, 5 4 are statistically close.

Hyb, ,: In this hybrid, if {Ax,, Aye}sen) computed as described in the simulation satisfies the require-
ments listed in Lemma 3, S simulates as described above. The only difference is that S samples random
elements as {f(€)7g(f)}ee{T,N+17___7N+¥} and computes {f(¢), g(g)}le[%]\{&um} as linear combinations
of {f(¥), g(g)}£e£1u€2u{r,N+1,...,N+¥}' Then S computes honest parties’ shares of {[£(£)+Ax¢|y4r—1, [8(0)+
Ayl k-1, [h(£) +Azz]t/+k,1}46{7.7N+17“_,N+¥} based on the sampled secrets and shares of corrupted par-
ties. Since given the values of {f(¢), g(¢) }seg, us,, there is a one-to-one corresponding between {f(¢), gw)be[%}\{ﬁluﬂ}
and {f(f),g(ﬁ)}eE{T’NH,__"NJr%}. Hyb, , and Hyb, ; have the same distributions.

Hyb, 5: In this hybrid, if {Ax,, Ay }sen) computed as described in the simulation satisfies the require-
ments listed in Lemma 3, S simulates as description above. The differences are that 1) S samples random
elements as {f(¢) + Q(¢),g(¢) + P(E)}ze{r,N+1,...,N+¥}’ and 2) if r € {N +1,...,N + 22} S outputs
L and halts. Since {£(¢),8(0)},eq, N1,

that r € {N+1,...,N + %} for a random 7 is negligible. The distributions of Hyb, ; and Hyb, , are
statistically close. '
Hyb, 5: In this hybrid, if {Ax,, Aye}sen) computed as described in the simulation satisfies the require-
ments listed in Lemma 3, S delays the sampling of {f(¢) + Q(¢),g(¢) + P(E)}ée{N+17...,N+¥} until the
end of triple verification, which is feasible since they are not used in the current simulation. Hyb, 5 and
Hyb, , have the same distributions.
Hybj: In this hybrid, we focus on simulating the honest parties’ outputs by interacting with Fpacked-triple-mal-

N4N-2y are random values in Hyb, , and that the probability

— If one of invocations of I1yeify-deg OF triple verification fails, S sends reject to Fpacked-triple-mal-
— If all verifications pass, S sends the corrupted parties’ shares of {[f(£)+Q()]y 451, [g(£)+P(€)]vr+k—1, [R(€£)+
(P*xQ— D)(é)]turk—l}ze{r,N+1,...,N+¥} t0 Fpacked-triple-mal and further replies with accept.

The only difference is that Fpacked-triple-mal Will take the role of S to sample the honest parties’ shares of
output triples in the same way as S does. Hyb; and Hyb, 5 have the same distributions.

Since Hyby corresponds to the ideal world, Il and-packed-triple Securely computes Fpacked-triple-mal il
the frand—OLE—mah fcoina ]:Com'hybrid model. o

Reducing number of committees. Following [HIKO07], we translate a choice of committees to the construction
of a bipartite graph, which makes it possible for us to take advantage of explicit constructions of disperser in
graph theory in order to further optimize the cost. In particular, consider a bipartite graph with N vertices
on the left representing N committees and n vertices on the right representing n parties. An edge connecting
the i-th vertex on the left with the j-th vertex on the right represents the i-th committee contains the j-th
party, for some ¢ € [N],j € [n]. Every committee has d edges connecting it to all the parties it consists of.
Recall that to extract a constant ratio of packed Beaver triples, we require a v fraction of packed Beaver
triples with their secrets unknown to the adversary and v is expected to be strictly larger than % In other
words, it is required that the percentage of honest committees strictly exceeds % regardless how an adversary
chooses at most ' corrupted parties. Translating this requirement into the language of graph theory, we are
supposed to construct a bipartite graph such that any (1 — ) - N vertices on the left are connected to more
than ¢’ vertices on the right such that v > % From the construction in [GKRT05] (Lemma 3.1), we obtain
the following corollary.
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Corollary 1. There exists an explicit construction where there are N = n + o(n) committees and each of
them is of constant size d such that any % - N committees contain at least % - n parties, which implies that
for any adversary corrupting at most % -n parties, there are at least % - N honest virtual parties.

Notice that reducing number of committees does not benefit the asymptotic communication cost to pre-
pare packed Beaver triples assuming OLE correlations. Instead, when instantiating F,and-oLE-mal using OT
extension methods as sketched in Section 2.3, the total communication cost (circuit-independent part) will
decrease if the number of committees is reduced as we are supposed to prepare OLE correlations for every
pair of parties inside every committee.

4.2 Instantiating Preprocessing Phase in [GPS22]

To achieve malicious security, [GPS22] extends the idea of using information-theoretic MACs to authenticated
packed Shamir sharings. Before the computation, all parties will prepare a random degree-(n — k) packed
Shamir sharing of [v],_x with v = (v,7,...,7) € F*. Along the computation, a degree-(n — k) packed
Shamir sharing [x],,— is authenticated by computing a degree-(n — k) packed Shamir sharing of [ * x|, .
Intuitively, the security comes from that if the adversary changes the secret from x to x’, they also need
to change the secret from ~ * x to & * x’. Since v € F is chosen uniformly at random and unknown to the
adversary, the probability that such an attack succeeds is bounded by ﬁ, which is negligible.

In the following part, we will show how to use packed Beaver triples prepared by Fpacked-triple-mal tO
instantiate the preprocessing phase of [GPS22] following [BY24].

Preprocessing functionality. We first recall the preprocessing functionality required by [GPS22] in Fprep-mal
which mainly targets to prepare a MAC key sharing in the form of [v],_; with v = (v,7,...,7) € F*, a
packed random authenticated sharing in the form of [r] = ([r],—g, [¥ * r]n—r) plus a packed authenticated
sharing ([A],_k, [A * r],_%) under another MAC key A € F* for each group of k input and output gates,
and a packed authenticated triple in the form of ([a],—k, [P]n—&, [c]n—k) for each group of k multiplication
gates. Recall that ¢ +k —1=n — k.

’_[ Functionality 3: Fprep-mal ]

Fprep-mal Teceives the set of corrupted parties, denoted by C. Fprep-mal Samples a random field element
v € F and sets v = (7,7,-..,7) € F¥. Let d € {n —k,n — 1}. We define the following two procedures.

— RANDSHARING(r, d): Fprep-mal receives from the adversary a set of shares {r;}jcc. Then Fprep-mal
samples a random degree-d packed Shamir sharing [r], such that for all P; € C, the j-th share of
[r]g is ;. Finally, Fprep-mar distributes the shares of [r]; to honest parties.

— AUTHSHARING(r): Fprep-mal  leceives from the adversary a set of shares {(r;,u;)}jec.
Then Fprep-mal computes two degree-(n — k) packed Shamir sharings ([r]n—k, [Y * r]n—k) such
that for all P; € C, the j-th shares of ([r],,—x, [y *r],—i) are rj, u;, respectively. Finally, Fprep-mal
distributes the shares of [r] = ([r]n—k, [Y * r]n—k) to honest parties.

The ideal functionality Fprep-mal runs the following steps.

1. Fprep-mal invokes RANDSHARING (7, n — k) to prepare [¥],—g.
2. For every group of k input gates and output gates:
(a) Fprep-mal samples a random vector r € F* and invokes AUTHSHARING(r) to prepare [r],_p.
(b) Fprep-mal samples a random vector A € F* and invokes RANDSHARING (A, n — k) and RAND-
SHARING(A xr,n — k) to prepare ([A],—g, [A *1]p_k).
(c) For every group of k output gates, Fprep-mal invokes RANDSHARING(0,n — 1) to prepare
[0],—1, where o = 0 € F*,
3. For every group of k multiplication gates:
(a) Fprep-mal samples two random vector a,b € F* and computes ¢ = a * b.
Then, Fprep-mal invokes AUTHSHARING (a), AUTHSHARING (b), and AUTHSHARING(c) to pre-

pare ([[a]]n,k, [[b]]nfkv [[C]]nfk)
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(b) Fprep-mal invokes two times of RANDSHARING(0,n — 1) to prepare [0(1)]n_1, [0(2)]n_1, where
o) = 0@ =0 e F*,

4. All parties prepare the following random sharings for the verification of the computation:

(a) All parties invoke two times of RANDSHARING(0,n — 1) to prepare [0(V)],,_1, [0(®],,_1, where
o) =0 =0 cF*.

(b) Fprep-mal receives from the adversary a set of shares {(r;, T;—)}jec. Then Fprep-mal samples a
random field element r and computes v - . Fprep-mal randomly generates a pair of additive
sharings ((r), (v - 7)) such that for all P; € C, the j-th shares of ((r),(y-r)) are rj, 7’
respectively. Finally, Fprep-mal distributes the shares of ({r), (y-r)) to honest parties.

Our construction. We now present our protocol towards realizing Fprep-mal i I prep-mal 8ssuming Fpacked-triple-mal
provides packed Beaver triples for all parties. As mentioned above, there are three main kinds of prepro-
cessing data that are supposed to be generated, a MAC key sharing, random packed authenticated sharings,
and packed authenticated triples. As for the MAC key sharing, all parties follow the extraction approach,
where each party P; distributes a random degree-(t' + k — 1) packed Shamir sharing [y(];,x_; with secret
in the form of 4 = (v ~®) ~®) c Fk All parties then locally apply the Vandermonde matrix M
to extract random sharings {[v(;)]¢'+k—1}icn—v] and choose the first one as the MAC key sharing [v]y 1 x—1.

Random packed authenticated sharings. To prepare random packed authenticated sharings in the form of
[r]e+k—1 = ([r]e+k—1,[Y * *]pr4r—1) with a random r, all parties first invoke Fpacked-triple-mal tO Obtain a
packed Beaver triple ([s]¢4x—1, [F]¢+k—1, [S*T]e+k—1), locally compute [y + s]¢4x—1, reconstruct their shares
of [y +s]y4+x—1 to Piing who distributes [y + s|z_1 to all parties. Then all parties locally compute

[y *r]eyor—2 = [y +slp—1-[Flrgr—1 — [s*T]pip1,

which is followed by one step of verifying whether Py distributes valid packed Shamir sharings of degree
k — 1 and one step of degree reduction to obtain their shares of [y * r]yyr—1. However, by forcing corrupted
parties to send incorrect shares to Pxing or (and) malicious Piing to distribute degree-(k — 1) packed Shamir
sharings with incorrect secrets, the adversary can disturb the result with a linear error Ar regarding r,
leading to [y * r + Ar * r|yq—1. Although this can be effectively viewed as an authentication of r with a
uniformly random MAC key «v + Ar, v + Ar may not be in the desired form which requires all k secrets to
be identical, failing to achieve the functionality.

To mitigate this issue, an extra verification procedure should be done. Supposing all parties aim to
check the correctness of random packed authenticated sharings {[r;]s1x—1}icim) With vy = (ri1,...,7i%)
for each i € [m], they first locally transform their shares of [y]yyx—1, {[ri]t4n—1,[¥ * il yr—1}icim) to
additive sharings of (v) and {(ri;), (v - i)} icm),jer)- In fact, based on their shares of [x]yir—1 with
x = (z1,...,xy), all parties can locally compute their shares of the additive sharing (z;) for each j € [k]
by noticing that [x]y1x—1 can be alternatively viewed as [z;|j]y+x—1 which is a degree-(t' + k — 1) Shamir
sharing with the secret x; stored at the j-th position and thus z; is a linear combination of n shares of
[@]5]¢+x—1 with Lagrange coefficients. After that, aiming to efficiently check whether additive sharings
{(v) - 7ij — (v - 7i5) Yicim),jek) are with secret 0, all parties check whether a random linear combination of
these sharings is with secret 0. To do this, all parties additionally generate [ro]++r—1 as a mask to protect
other secrets {r;};c[m), compute their shares of (o) = (01) +ZZ’§J:1 (ri ) o FTi=1 reconstruct their shares
to Ping Who broadcasts the secret o = Zzg,jﬂ Tijg o¥k+i=1 to all other parties, where (01) is a random
additive sharing of 0 used to protect honest parties’ shares and o is a random field element. On receiving «

from Ping, all parties compute as below
m,k

(0) = (02) + (7)o — Z (v rig)- ot FHITL

i=0,j=1
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where (05) is a random additive sharing of 0 used to protect honest parties’ shares. Then all parties check
whether (0) is an additive sharing with secret 0.

The effectiveness of such a verification comes from the following two points and is formally proved in
Lemma 5.

— For all i € {0,1,...,m} and j € [k], the adversary cannot change the linear error Ar;; regarding
r;,; once it has been determined due to the randomness of r; ;, where all parties hold their shares of
((v + Ari ) -7ij)-

— If different linear errors are inserted to different secrets, i.e. there exists (i1,j1) # (i2,Jj2) such that
Arg, i, # Ari, j,, then the adversary is unable to force the opened sharing (f) to be an additive sharing
of 0 and thus fails to pass the verification, with overwhelming probability.

Considering the communication, it costs 8n - (m + 1) + 3n? + n field elements, m + 1 invocations
of Fpacked-triple-mal tO Teceive m 4 1 packed Beaver triples, two invocations of Feoin, and n invocations
of Feom to prepare m random packed authenticated sharings. The description of the protocol preparing
random packed authenticated sharings appears in T and-auth-

P[ Protocol 2: Hrand—auth('y) in ]:packed—triple—mala ]:coin; ]:com'hybrid model ]

J

All parties hold shares of [¥]y4x—1 in the beginning and aim to prepare m random authenticated
sharings {[r:[¢+x—1}iepm) With [ri]e k-1 = ([vieyr—1, [v * viler1r—1).

1: Authenticate.

1. For each i € {0,1,...,m}, all parties invoke Fpacked-triple-mal t0 receive one random packed
Beaver triple ([s;]¢4+k—1, [Ti]t'+k—1,[Si * Ti]tr4r—1). Suppose r; = (ri’j);?:l for each 7 €
{0,1,...,m}.

2. For each i € {0,1,...,m}, all parties locally compute [y + s;]¢'4x—1 = [Y]r4+r—1 + [Si]er+r—1

and send their shares to Fying who reconstructs «v+s; and distributes [¥+s8i]k—1 to all parties.
All parties locally compute

[’Y * ri]t’+2k72 = [’Y + Sz‘]kq : [I‘i]t'+k71 - [Si * l”i]turkq-

3. All parties invoke ITyerity-deg With {[y+8i]x—1}icf0,1,....m} to verify that Ping distributes valid
degree-(k — 1) packed Shamir sharings.

4. All parties invoke Igegreduce With {[v * riiyor—2}ticqo,1,...,m} to receive {[v *
ri]t’+k71}i€{0,1,...,m}~

2: Verification.

1. All parties locally compute their additive shares of (y) and ({r;;), (v - ri;)) for each i €
{0,1,...,m} and j € [k].

2. All parties invoke Feqin to generate a random field element o and invoke IT,,,4(X3) to generate
two random additive 0-sharing (o1) and (o2).

3. All parties locally compute

m,k

(@) = (o) + D (riy) ottt

i=0,j=1

and send their shares to Pyi,e who reconstructs the secret o and sends « to all parties. Each
party F; sends the value o received from Fi,g to all other parties and checks whether the
values received from other parties are identical. If not, P; aborts.

4. All parties locally compute

m,k

<9> = <02> + <'Y> o — Z <’7 . Ti’j> okl

i=0,j=1

and commit their shares of (0) using Feom.
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5. All parties open their shares of (0) using F.om. Then each party P; checks whether the secret
of (#) is 0. If not, P; aborts.
3: Output. If all checks pass, all parties output {[r;]¢4x—1}icim) With [ri]yye—1 = ([rilepr—1, [v*
ril k1)

Packed authenticated triples. Towards preparing packed authenticated triples, all parties first invoke Fpacked-triple-mal
to receive a packed Beaver triple ([a]yqx—1, [Dle+k—1,[Cler+k—1). With their shares of [X|¢1x—1, [Y]er+r—1

and one random packed authenticated sharing [s]¢1r—1 = ([s]#+r—1, [ *S]¢+k—1), aiming to compute their
shares of [y * x]yy,—1, where x € {a, b, c}, all parties locally compute [x + s]y 4,1 and send their shares

of [x + s|y+k—1 t0 Pring Who reconstructs the secret x + s and distributes [x + s]x_1 to all parties. Then all
parties locally compute

[V * X]pqor—2 = [Y]er4r—1 - X+ SJk—1 — [V * S| 4x-1,

which is followed by one step of verifying whether Py, distributes valid degree-(k — 1) packed Shamir
sharings and one step of degree reduction to obtain their shares of [y * X]y 1.

Considering the communication, with all parties’ shares of {[X;]¢'4x—1}icm], authenticating m secrets
{Xi}iepm) costs 8m - n + n? elements, m random packed authenticated sharings, and one invocation of Feoi,.
The description of the protocol appears in IT,¢p.

'_[ Protocol 3: IT,utn(y) in Feoin-hybrid model ]

All parties hold shares of [y]4x—1, {[Xi]¢'+k—1}iem], and m random packed authenticated sharings
{Irile 1 x—1}iemm- Recall [ri]yr—1 = ([rileryx—1, [v *ri]e4x—1). They target to obtain their shares of
{[7 * Xi]t’+k—1}i€[7rL]'

1: Authenticate.
1. For each i € [m], all parties locally compute their shares of [x; + r;]¢4x—1, send their shares
to Pking Who reconstructs x; + r; and distributes [x; + r;]r—1 to all parties. Then all parties
locally compute their shares of [y * X;]¢12r—2 as

[V * Xi]vt26—2 = [V +k—1 - [Xi + Til—1 — [¥ * Tilegr—1-

2. All parties invoke Ilyerify-deg to verify that Pying distributes valid degree-(k—1) packed Shamir
sharings in last step.
3. All parties invoke ITqeg-reduce With {[7 * Xi]¢r 4 2r—2}icpm) to receive {[v * x|y 4 x—1}icpm)-
2: Output. If all checks pass, all parties output {[v * X;]¢'4 &1 }ie[m]-

. J

However, with an analogy to previous analysis, the adversary can insert a linear error regarding -,
leading to a situation where all parties hold their shares of [y % x + v * Ax]yyr—1, which is effectively the
authentication of the secret x + Ax under the MAC key ~. Since we are expected to ensure the secrets
a, b, ¢ committed using authentication correctly satisfy the multiplication relation, i.e. axb = ¢, this fails to
achieve the functionality. To this end, all parties additionally perform an extra verification which sacrifices
one packed authenticated triple ([a]¢tx—1, [P]¢+5—1, [€]+'+k—1) to guarantee the correctness of the output
authenticated triple ([[a]]t/+k_1, [[b]]t’-i-k—la [[C]]t'-i—k—l)-

Concretely, all parties compute their shares of [y * ]y y2r—2, where v % ¢ = 7 x ((p -a)x (p-b)—
p? - c) and is supposed to be 0 if no errors occur, by consuming an extra packed authenticated triple
(Ial¢+5-1, [[B]]t/+k,1, [€]¢+k—1). In particular, all parties first reconstruct [p-a — a)yyx_1,[p-b — B]t/+k,1
t0 Piing who distributes [p-a —a],_1,[p-b —b]s_1 and [(p-a—a) * (p- b —b)],_1 to all parties. Then all
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parties locally compute

elor—2 =[p-a—al,_1-[p-b—bli_1 —[(p-a—a)*(p-b—Db)i_1,
(v or—2 =[V]erth-1-lp-a—alk_1 —p- [y *a]ppra + [y *avsr-1,
[Blerok—2 =V]ersk-1-[p-b=bilk—1 —p- [y *bloyr_1 + [¥*blrir_1,

and

[v % Clesae—2 =[V]vih-1-[(p-a—a)*(p-b—Db)r1
+ v *alyik—1-[p-b=blr—1+[p-a—al_1-[y*blrir
—p? [y s clygr—t + [ * €y a1,

which is followed by one step of verifying whether Py, distributes valid degree-(k — 1) packed Shamir
sharings. The verification procedure is conducted following the steps listed below, whose effectiveness is
proved in Lemma 6 and 7.

— All parties check wether [e]a,_o is a degree-(2k — 2) packed Shamir sharing with secret 0 to ensure the
correctness of [(p-a—a)* (p-b — b)]_1 distributed by Ping.

— All parties check whether [y o2, [B]i 4212 are degree-('+2k—2) packed Shamir sharings with secret
0 to ensure the secrets of [p-a —a],_1,[p-b — b]x_1 correspond to the secrets that are authenticated
under « which are p- (a+ Aa) — (a+ Aa) and p- (b + Ab) — (b + Ab), respectively.

— All parties check whether [ * €]y 42k —2 is a degree-(¢' 4+ 2k — 2) packed Shamir sharing with secret 0 to
ensure the authenticated secrets satisfy the multiplication relation.

We present the protocol of sacrifice in Ilgacrifice, Which invokes Icpeck-zero appearing in Appendix A.2 as
a subroutine to check whether a batch of M packed degree-(n — 1) sharings, [01],—1,- .-, [@r]n—1, are with
secret 0. Considering the communication, it costs 5m - n + 4n? field elements, five invocations of Feoin, and
2n invocations of F¢op, to verify the correctness of m packed authenticated triples by sacrificing another m
packed authenticated triples.

'_[ Protocol 4: I acrifice IN Feoin, Feom-hybrid model ]

All parties hold their shares of {(Tad]er 4 k=1, [billersn—1, [Ciler4n—1) Yiepm
{([ai)er4x—1, [biler4n—1, [€i]e4n—1) }iem) and [¥]#ir—1 and target to verify the correctness
of {([aile+r-1,[bilersr—1,[cile4x—1)}icm) Dby sacrificing m packed authenticated triples
{([ai]er+x—1, ballersr—1, [€err—1) Yiepm)-
1. All parties invoke Feoi, to generate a random field element p. ~
2. For each i € [m], all parties compute their shares of [p-a; —&;]s1x—1,[p - bi — bl 1 x—1 and send
them to Piing Who reconstructs the secrets p-a; —a;, p- b; —b; and distributes [p-a; — a;]x—1, [p-

b; — b;]x_1 and [(p-a; — a;) * (p- b; — by)|x_1 to all parties.

3. All parties invoke Ilyerify-deg t0 check that Pyne indeed distributes valid degree-(k — 1) packed
Shamir sharings in last step.

4. For each i € [m], all parties locally compute

[eilox—2 =[p-a; —&i]x—1-[p-bi — Bz‘}kq —[(p-ai—a;)*(p-b; — Bi)]kfla
[l von—2 =[V]o k-1 [p-ai — &ilk—1 — p- [y * &y o1 + [v * &l yr-1,
[Biler+2r—2 =[V]t+k—1 [P bi = bileer — p - [v * biorsr—1 + [v * b1,
[v * Cilvtok—2 =[Av+r—1 - [(p-a; — &;) * (p-b; — by)]p_1
+ [y *ailygrw—1-[p-bi— Bi]kfl +lp-ai —ailk—1- [y * b ir

— [y * Cilogr—1 + [ * €l gr—1.
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5. Verifying degree-(2k — 2) packed Shamir sharings.
1. All parties invoke Fcoin to receive a random field element A, locally compute

[eolor—2 = [e1]ok—2 + [€2)ok—2 - A+ ... + [€m]ok—o - A"}

and send their shares of [ep]ax—2 to all other parties.
2. Each party P; checks whether the shares of [eg]orp—o form a valid degree-(2k — 2) packed
Shamir sharing and the secret is 0 € F*. If one of the checks fails, P; aborts.
6. Verifying degree-(t'+2k—2) packed Shamir sharings. All parties invoke ITcpeck zero two times
with their shares of {[a;]¢ 1ok —2, [Bilt' 42k —2 }icpm) and {[Y*Cily 42 —2 }ie[m) as inputs, respectively,
to check whether these are packed Shamir sharings with secrets 0.
7. If both checks pass, all parties output {([a;]¢sx—1, [Piler+r—1, [Cilersu—1)}icm)-

We conclude the whole protocol to instantiate Fprep-mal i [lprep-mal and state the secure property

of IIprep-mal in Lemma 4. The total communication cost is summarized as follows.

Generating MAC key sharings costs n? elements.

For N;/k groups of k input gates or k output gates, the cost is 549% -n elements plus 64N; OLE
correlations to prepare [r],—x and ([A],—k, [A*1],—x) for each group of k input gates or k output gates.
For N, /k groups of k output gates, it costs 2752 -n elements to prepare [0],_; for each group of k£ output
gates.

For Ny/k groups of k multiplication gates, it costs 553% - n elements plus 64Ny OLE correlations to
prepare ([a]n—k, [b]n_&; [€]n_t), [0 ]n_1,[0®],_1 for each group of k multiplication gates.

For the verification of the computation, it additionally costs 2n? elements to prepare [01],, _1,[0®)],,_;

and ((r), (v-7)).

Therefore, the total communication to instantiate Fprep-mal is of O(w -n +n?) elements plus O(N; +

N,

+n? - k) OLE correlations for a circuit C' with N; input gates and output gates and N, multiplication

gates.

A

Protocol 5: Hprep-mal in ]:packed-triple-mah ]:coiln -Fcom'hybrid model ]
J

All parties first prepare their shares of MAC key [y]yyr_1 with v = (v,7,...,7) € F¥. Then they
target to prepare random packed authenticated sharings in the form of [r]y1x—1 and packed au-
thenticated triples in the form of ({[a]¢4x—1, [D]e+x—1,[c]tr+r—1) Wwith ¢ = a x b. Recall that

[ult+k—1 = ((Wp k-1, [y * ] 4k-1) and n —k =t'+ k — 1.

1: Generate MAC key sharing. All parties invoke IT..,q(X4) to prepare MAC sharings
{[v@)¢r+1-1}icin—t) and set the first one as [y]y1x—1-

2: Prepare packed random authenticated sharings. Let N; denote the number of input and
output gates and Na denote the number of multiplication gates. All parties invoke I and-auth ()
to generate 6(N1 + N2)/k + 1 random packed authenticated sharings {[r;]¢+x—1}ico(ny+N2)/k]
and [r']y4r—1.

3: Prepare packed authenticated triples.

1. All parties invoke Fpacked-triple-mal tO receive 2(Ny + Ni)/k packed Beaver triples

{([@ilerr—1, Dilerr—1s [ei]err—1)s (Aletr—1, Dilesr—1, [Ciltr 1) Fic[(Ni4+No) /K]
2. All parties invoke IT,,, with their shares of [v]y1g—1, {([ai]t/+k_1,Tbi]t/+k_1, [ciltr+k-1),

([@Jerh—1, Pilerpr—1, [Ci]ertr—1) bieqvi+nay/w) and {[rilesrx—1}ticjo(vi+n2)/8 to compute
their shares of {([v* aile1r—1, [v *biler1r—1, [¥ * Cilor1r—1), ([V* &4 k-1, [¥ * Dalerpr—1, [7
Ciltr k1) Fie (N1 +N2) /] -

3. All parties invoNke Iacrifice With their shares of {([a] ¢ yx—1, [Pilerr—1, [€iler1r—1) biej(vi+32) /45
{([ai]er+x—1, bl o1, [€]er4h—1) Fie((N1+Na) k) and [¥]e k-1 to verify the correctness of
{(Tailer+r—1, [Dilersu—1, [eiler+r—1) Fic(Ny +-52) /1]
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4. For every group of k input gates and output gates, all parties use
([a]¢r+k—1, [ble+k-1, [c]t+x—1) prepared above as ([r]etr—1,[Alprtr—1,[A * rlyip1)
(omit their shares of [y * Alpyir—1 and [y *xr* Alpyig_1).

5. For every group of k multiplication gates, all parties use ([a]y4x—1, [P]e+x—1, [c]t'+r—1) DPre-
pared above.

6. Let N, be the number of output gates. All parties invoke I anq(X2) to prepare (N, +2N2)/k
random degree-(n — 1) packed 0-sharings {[0;]n—1}ic[n, /k+2N, /K]

4: Prepare random sharings for computation verification.

1. All parties invoke IT,,nq(X2) to prepare random degree-(n — 1) packed O0-sharings
[0(1)]%17 [0(2)]%1,

2. All parties invoke IT;,nq(X3) to prepare two random additive 0-sharings (o1), (02). All parties
locally transform [r']y4x—1 to additive sharings of /.~ - r’ with 7’ being the first secret
of ¥ € F* and further add O-sharings (o0;), (02) to compute ({r'),(y - r')) for the sake of
re-randomization.

Lemma 4. Ilprcp-mar realizes Fprep-mal i the Fpacked-triple-mals Fcoins Fcom-hybrid model in the presence of
fully malicious adversary controlling t' = ”7“ corrupted parties.

Proof (Proof of Lemma 4). We will construct a simulator S to simulate the behaviors of honest parties. Let
C denote the set of corrupted parties and ‘H denote the set of honest parties. The core of the simulation is
to track the errors introduced by the adversary and ensure in the case of all checks pass, then the resulting
correlation satisfy the functionality. We will run the protocol with ¢ = ¢ + 1 corrupted parties and n — t/
honest parties, which means the simulator S is supposed to generate the views of ¢’ corrupted parties.

The simulator § internally invokes the adversary with randomness sampled by itself and works as follows.

Simulation of generating MAC key sharing.

1. In Step 1.1, S simulates the invocation of IT;.,q4(X4) as follows. For each honest P;, S samples ¢’ random
field elements as t’ corrupted parties’ shares and sends them to the adversary on behalf of honest P;. For
each corrupted P;, S records t honest parties’ shares received from the adversary. We assume a corrupted
P; always wants to share a degree-(¢' + k — 1) packed Shamir sharing with its secret being 0 and set the
share of the corrupted party with the smallest identity to be 0. Hence, based on k secrets and ¢+ 1 shares
determined already, S can compute the corrupted parties’ shares. Then S locally compute corrupted
parties’ shares of {[v(i)]¢4+x—1}tien—v1-

Simulation of preparing packed random authenticated sharings.

2. In Step 2, S simulates the invocation of IT,.nq.auth as follows.

— In Step 1.1, S emulates Fpacked-triple-mal DY receiving corrupted parties’ shares of {([8;]y k-1, [Ti]e+k—1, [Si*
rilt' 1 k—1)}ic[m+1], recording them, and sending them back to the adversary.

— In Step 1.2, for each i € {0,1,...,m}, S computes corrupted parties’ shares of [y+s;]¢4x—1, samples
the whole packed sharing [y+s;]++1—1 based on shares of corrupted parties, and sends honest parties’
shares of [y +8;]¢4k—1 t0 Pxing on behalf of honest parties. If Pyng is honest, S follows the protocol
honestly. On receiving honest parties’ shares of [y + s;]x—1 from Pying,

o If they indeed form valid packed Shamir sharings of degree k — 1, S recovers the whole sharing of
[+ si]k—1 and then reconstructs the secret v +s;. Then S computes Ar; = (v +8;) — (v +s;)
with Ar; = (r;1,...,7%). S also computes the corrupted parties’ shares of [y + 8]y yok—2 by

Y *Tileqon—2 = [¥ +Sile—1 - [Tilogr—1 — [Si * il 4p—1.

o Otherwise, if Fiyg distributes some packed Shamir sharings that are not of degree k — 1, S will
later abort on behalf honest parties when simulating Ilyerify-deg-

— In Step 1.3, S simulates the invocation of Ilicrify-deg as follows. S emulates Feoin honestly. Recall
that for all degree-(k — 1) packed Shamir sharings in last step, S has learnt the shares of honest
parties. Therefore, S honestly follows the rest of steps in Ilyeriy-deg- If no party aborts at the end
of ITyerify-deg but there exists a degree-(k — 1) packed Shamir sharing such that the shares of honest
parties do not form a valid degree-(k — 1) packed Shamir sharing, S outputs L and halts.
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— In Step 1.4, S simulates the invocation of Il4eg-reduce as follows.

e In Step 2, S simulates each invocation of IT.,nq(X1) as follows. When each honest P; distributes
a pair of random double sharings ([r]y 44 1, [rPD]y40r_2), S samples 2t' random elements
as corrupted parties’ shares and sends them to the adversary on behalf of honest P;. When
each corrupted P; distributes a random pair of double sharings ([r(i)]t/+k_1, [r(i)]t/+2k_2), S re-
ceives from the adversary the shares of honest parties and records them. Based on t shares
of honest parties, S computes the whole sharing of [r(i)}turk,l by setting k secrets plus one
share of the corrupted party with the smallest identity to be 0. Based on ¢ shares of hon-
est parties and k secrets, S computes the whole sharing of [r(¥]y ox o by further setting
the shares of corrupted parties with k£ smallest identities to be 0. Then S computes the cor-
rupted parties’ shares of {[r(]¢1x—1, [T(s)]¢+2k—2}ie[n—v] as linear combinations of their shares
of {[r®]y i1, [fD]pryor—2}icqn)-

Hence, S computes the corrupted parties’ shares of ([w;]¢4x—1, [Wi]y+25—2) foreach i € {0,1,...,m}.

e In Step 3, recall S learnt corrupted parties’ shares of {[F*T]¢12r—2}ic0,1,...,m}- Then for each
i€ {0,1,...,m}, S computes corrupted parties’ shares of [y *T; + u;]yror_2. Based on shares
of corrupted parties, S randomly samples the whole sharing of [F*T; + u;]y42k—2 and sends
the shares of honest parties to Piing on behalf of honest parties. If Fyjng is honest, S follows
the protocol honestly. On receiving honest parties’ shares of [y *r; + w;]yyr—1 from Piing, S
computes corrupted parties’ shares of [y *r; + u;]¢1x—1 based on ¢ honest parties’ shares and
further setting k secrets to be 7 *r; 4+ u; and the share of the corrupted party with the smallest
identity to be 0. Then S computes corrupted parties’ shares of [Y*1;|¢ 4,1 by

A*Tlp k-1 = [V * 15 + Wl 4e—1 — [Wlepn—1,
where

FFT; =~ +s;xr; — (8; *1;)
=(y+s;+ Ar;) xr; — (s; x1;)
= (v + Ar;) * ;.

— In Step 2.1, S computes corrupted parties’ shares of () and {(r; ;), (Y77 ;) }ie{0.1,...m}.je[r], Where
FET = (W)le for all i € {0,1,...,m}.

— In Step 2.2, § emulates F.ui, honestly to generate a random field element o. S then simulates the
invocation of IT,,,q4(X3) as follows. When each honest P; distributes a random additive 0-sharing
<0(i)), S samples t' random elements as corrupted parties’ shares and sends them to the adversary
on behalf of honest P;. When each corrupted P; distributes a random additive O-sharing of (o()), S
receives from the adversary the shares of honest parties and records them. Based on ¢ shares of honest
parties and the secret setting to be 0, S computes the whole sharing of <0(i)> by setting the corrupted
parties’ shares with ¢’ — 1 smallest identities to be 0 and setting the last corrupted party’ share to
satisfy an additive O-sharing. Then S computes the corrupted parties’ shares of {{o(;))}icjn—t] as
linear combinations of their shares of {<o(i)>}i€[n]. Hence, S learnt corrupted parties’ shares of (01)
and (02).

— In Step 2.3, S computes corrupted parties’ shares of (o) = (01) + Zﬁ’g,j:l(md) - o"k*+i=1 Based
on shares of corrupted parties, S randomly samples the whole sharing of (@) and sends the honest
parties’ shares to Pxing on behalf of honest parties. If Py is honest, S follows the protocol honestly.
Then S receives from Fyi,g for each honest P; and follows the protocol honestly. If one party aborts,
S aborts on behalf honest parties. If not, supposing S receives @ from Fing, then S computes Aa
as Aa =@ — a.

— In Step 2.4, S computes corrupted parties’ shares of (6) as

(0) = {02) + () @~ ‘ > ) ot
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S emulates Feom, receives corrupted parties’ shares of (f) from the adversary, and records them.
According to corrupted parties’ shares, S can compute Af = 6— .

— In Step 2.5, we discuss the simulation in the following two scenarios. For all i € {0,1,...,m} and
J € [k], S checks whether the values of Ar; ; are identical.

o If there exists Ar such that Ar = Ar;; for all i € {0,1,...,m} and j € [k], S randomly
samples () by setting the secret # = 0 and based on the shares of corrupted parties computed
in simulation of Step 2.4 and open honest parties’ shares of (#) on behalf of honest parties. Then
S follows the protocol honestly. Furthermore, S records Ar which will later be used to simulate
the output of honest parties.

S then computes corrupted parties’ shares of [y + Ar]y 1 with Ar = (Ar, Ar,..., Ar) € F*
as follows.
* S computes corrupted parties’ shares of [Ar]yy;_1 based on k secrets and setting ¢ honest
parties’ shares plus the share of the corrupted party with the smallest identity to be all 0.
* S then computes corrupted parties’ shares of [v+Ar]y 1 —1 by adding their shares of [y]y4x—1
with their shares of [Ar]yqg—1.
Since then, we abuse the notation v < v + (Ar, Ar, ..., Ar).

o If there exists (¢,5) # (¢/,;j') such that Ar;; # Ary j, S samples honest parties’ shares of
(Y] +k—1, {[ree/+k—1}icfo,1,...,m}.jel] and follows the protocol homestly. However, if no party
aborts, S outputs L and halts.

Simulation of preparing packed authenticated triples.

3. In Step 3.1, S emulates Fpacked-triple-mal DY Teceiving corrupted parties’ shares of {([a; ]y 4x—1, [biler+k—1, [Ciler1r—-1),
([ai)e +k—1, [Bi]t/+k,1, [€i]tr+k—1) }ic[(Ny+Na)/k]» Tecording them, and sending them back to the adversary
on behalf of ]:packed—triple—mab

4. In Step 3.2, S simulates the invocation of IT,. as follows.

— In Step 1.1, for each i € [m], S computes corrupted parties’ shares of [x; + r;]p+r—1, samples the
whole packed sharing [x; 4+ r;]¢+r—1 based on shares of corrupted parties, and sends honest parties’
shares of [x; +1;]¢4£—1 t0 Pking on behalf of honest parties. If Pying is honest, S follows the protocol
honestly. On receiving honest parties’ shares of [x; + r;]x—1 from Pying,

e If they indeed form valid packed Shamir sharings of degree k — 1, S recovers the whole sharing of
[x; + r;]k—1 and then reconstructs the secret x; + r;. Then S computes Ax; = (x; + r;) —(x;+71;).
Then S computes the corrupted parties’ shares of [Y*X;]|¢2r—2 by

Y *Xilyt+ok—2 = [V +b-1 - [Xi + Tilo—1 — [¥ * Tilprgyr—1.

o Otherwise, if Piing distributes some packed Shamir sharings that are not of degree k — 1, S will
later abort on behalf honest parties when simulating Ilyerify-deg-

— In Step 1.2, § simulates the invocation of Ilyerity-deg as follows. S emulates Feoin honestly. Recall
that for all degree-(k — 1) packed Shamir sharings in last step, S has learnt the shares of honest
parties. Therefore, S honestly follows the rest of steps in Ilyeriy-deg- If no party aborts at the end
of ITyerify-deg but there exists a degree-(k — 1) packed Shamir sharing such that the shares of honest
parties do not form a valid degree-(k — 1) packed Shamir sharing, S outputs L and halts.

— In Step 1.3, S simulates the invocation of I1qeg-reduce @s follows.

e In Step 2, S simulates each invocation of IT,.,,q(21) as follows. When each honest P; distributes
a pair of random double sharings ([r]y s 1, [rPD]y40r_2), S samples 2¢' random elements
as corrupted parties’ shares and sends them to the adversary on behalf of honest P;. When
each corrupted P; distributes a random pair of double sharings ([r”]y 411, [t ]y or_2), S re-
ceives from the adversary the shares of honest parties and records them. Based on t shares
of honest parties, S computes the whole sharing of [r(i)}t/+k_1 by setting k£ secrets plus one
share of the corrupted party with the smallest identity to be 0. Based on ¢ shares of hon-
est parties and k secrets, S computes the whole sharing of [I‘(i)]t/_‘_Qk_Q by further setting
the shares of corrupted parties with k smallest identities to be 0. Then S computes the cor-
rupted parties’ shares of {[r(;)]¢4x—1, [t(s)]¢+2k—2}icn—w] as linear combinations of their shares
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of {[r(i)]turkfh [r(i)]t’+2k72}i€[n]-
Hence, S computes the corrupted parties’ shares of ([u;] k-1, [Wi]r42r—2) for each i € [m].

e In Step 3, recall S learnt corrupted parties’ shares of {[F*X;]¢/ yox—2 }ie[m]- Then for each i € [m],
S computes corrupted parties’ shares of [y * X; +u;]y 4ok —2. Based on shares of corrupted parties,
S randomly samples the whole sharing of [ *X; + u;]yyor—2 and sends the shares of honest
parties to Pying on behalf of honest parties. If Py, is honest, S follows the protocol honestly. On
receiving honest parties’ shares of [y *x; + w;]y -1 from Pyne, S computes corrupted parties’
shares of [y *x; + u;]#+x—1 based on t honest parties’ shares and further setting k secrets to be
~*x; + u; and the share of the corrupted party with the smallest identity to be 0. Then S also
computes corrupted parties’ shares of [¥*X;]y1r—1 by

Y *Xilegh—1 = [V * X + Wilppn—1 — [Wilpryn—1-

Hence, after simulation, S learnt corrupted parties’ shares of [Y*a;]p +5—1, [¥ * bilp4k—1, [T * Ciltr 461,

[v * &i]e 4h—1, [7 * Bi]t/+k_1, [¥ * €i]¢ 1 x—1 together with the linear errors Aa;, Ab;, Ac;, Aa;, Ab;, AG;
for all i € [m]. Notice that for all ¢ € [m] and x; € {a;,b;,c;,a;,b;,E;},

YRX; =Y*kX; I —Y*r;
=g (x;+1; +Ax;) —y*r;
5. In Step 3.3, S simulates the invocation of ITg,crifice as follows.

— In Step 1, § emulates F.i, honestly to generate a random field element p. ~

— In Step 2, for each i € [m], S computes corrupted parties’ shares of [p-a; —a;]y 41, [p-bi—bi]e 111,
samples the whole packed sharing [p - a; — &;]y 111, [p - bi — bi]yr4x—1_based on shares of corrupted
parties, and sends honest parties’ shares of [p-a; — &;]¢4 k-1, [p - bi —bs]e4x—1 t0 Pying on behalf of
honest parties. If Pyi,g is honest, S follows the protocol honestly. On receiving honest parties’ shares

of [p-a; — a;k—1,[p - bi — bils—1,[(p-a; —a;) * (p- b; — b;)]x—1 from Ping,
e If they indeed form valid packed Shamir sharings of degree k— 1, S recovers the whole sharings of

[p-a; —ak—1,[p - b; — Bi]k,l, [(p-a;—a;)*(p-b; — f)i)]k,l and then reconstructs the secrets

p-a;—a;, p-b; — l~)7;, (p-a;—a;)x(p-b; — l~)7) Then S computes €; 4, €;p,€; € F* as
€ia=(p-ai—a;)—(p-a—a),
€ip = (p-bi—b;) = (p-b; — by),
e;=((p-ai—a;)*(p-b;— b)) — (p-a; — &) * (p- b — by).

o Otherwise, if Ping distributes some packed Shamir sharings that are not of degree k — 1, S will

later abort on behalf honest parties when simulating IZyerify-deg-

— In Step 3, S simulates the invocation of Ilyerify-deg as follows. S emulates Feoin honestly. Recall that
for all degree-(k — 1) packed Shamir sharings in last step, S has learnt the shares of honest parties.
Therefore, S honestly follows the rest of steps in Il crify-deg- If N0 party aborts at the end of I1yerify-deg
but there exists a degree-(k — 1) packed Shamir sharing such that the shares of honest parties do not
form a valid degree-(k — 1) packed Shamir sharing, S outputs L and halts.

— In Step 4, for each i € [m], S computes honest parties’ shares of [e;]ox—2. S computes corrupted
parties’ shares of [@;]y 2k—2, [Bi]t+2k—2 and [y * (i)t 4ok—2 by

[t ron—2 =[V]ear—1-[p-ai — k1 — p- [V Fa]pyr—1 + [V * &l 41,

[E]t’+2k—2 Z[V]turk—l : [P -b; — E’i]k—l — P [’7 * bi]t’-i—k—l + [7 * Bi]t’—i—k—h

(V¥ Cilesob—2 =esr—1 - [(p-ai — &) * (p-bi — b)]k—1

+ Y *ailtrak—1-[p-bi —bil—1 + [p-a; — adk_1- [ *bilerr1

- p2 : [W]t”rkfl + [m]tl+k71'
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— In Step 5, S simulates the procedure of verifying degree-(2k — 2) packed Shamir sharings as follows.
e In Step 5.1 and 5.2, S emulates Fqi, honestly to generate a random field element as \. Recall
that S learnt honest parties’ shares of {[e;]ox—2}ic[m). Therefore, S honestly follows the rest of
steps honestly. If no parties abort but there exists a degree-(2k — 2) packed Shamir sharing such
that the shares of honest parties do not form a valid degree-(2k — 2) packed Shamir sharing with
secret 0, S outputs L and halts.
— If the check in Step 5 has been passed, for each i € [m], we have

a; =y (p-a;—a;+€q) —p-(y*ra;+v*xAa;) + (v xa; + v+ Aa;)
—'y*(emfp~Aai+Aéi)
«(p-b; — by +€p) — p- (v *b; 4% Ab;) + (v x b; + v x Ab;)
_7*(ez7b—p Ab; + Ab;),
vk Ci=v*(p-ai—a;+€.q)*(p-b; —b;+€p)+ (vra;+v%Aq;) *(p-b; —b; +€)
+(p-a; —a; + €4) * (7% b; + 7% Ab;)
—p7 (Y rCi+yx Acy) + (7 %8 + v * ASy).

— In Step 6, S simulates the first invocation of Ilcheckzero With all parties’ shares of {[ag]y 1ok—2, [E}turgk_g}ie[m]
as inputs as follows.

e In Step 2, S emulates Foin to generate a random field elements as A.

e In Step 3, S simulates the invocation of IT;.nq(X2) as follows. When each honest P; distributes
a random degree-(n — 1) packed Shamir sharing of [0(9],_;, S samples #' random elements as
corrupted parties’ shares and sends them to the adversary on behalf of honest P;. When each
corrupted P; distributes a random degree-(n — 1) packed Shamir sharing of [0(V],,_1, S receives
from the adversary the shares of honest parties and records them. Based on ¢ shares of honest
parties and k secrets setting to be 0, S computes the whole sharing of [o(i)]n_l by setting the
corrupted parties’ shares with & smallest identities to be 0. Then & computes the corrupted
parties’ shares of {[0¢;)]n—1}icin—t]-

After the simulation, S learns the corrupted parties’ shares of [0],,_; with o = 0 € F*.

e In Step 5, S emulates Fo, and receives corrupted parties’ shares.

e The simulation of Step 6 is discussed in the following two scenarios. Recall S learnt {€;, 4, €;b }ic[m]
when simulating Step 2 of IIsycrifice- For @ € [m], S checks whether €;, = p - Aa; — Aa; and
€ip=p-Ab, — Ab; for each i € [m].

x If the requirement above is satisfied, then we have for each i € [m], all parties hold their
shares of [6g]yx_2 and [B;]y42r_2 with

a;=0,=0.

S computes corrupted parties’ shares of [0],,_1 as [0],_1 = [0],_1 +ZZ oG]y 4on—2- -y
ZJ 1Bl +2k—2-A™ 9. Then S samples honest parties’ shares of [0],,—; by setting the Secret

6 = 0 and based on shares of corrupted parties computed by S. Hence, S follows the rest of
steps honestly.

* If the requirement above is not satisfied, S samples random elements as v, {a;, b; }ze [m] and
computes ¢; = a; xb;, 8; = —(p-a; —a;) +p-a,, b; = —(p-b; — bi i)+ p- b, and & = a, *b;
for each i € [m]. Then & computes honest parties’ shares of {[a;]¢4r—1, [Pi]t+k—1, [Ci]t'+h—1,
[a:)er k-1, [Bi]t’+k—17 [€i]t'+k—1}ie[m) according to the computed secrets and shares of cor-
rupted parties. S also samples honest parties’ shares of [0],,—1 based on the secret and shares
of corrupted parties. Then S can honestly compute honest parties’ shares of [0],,_; and
follows the rest of steps honestly. If no party aborts, S outputs L and halts.

S then simulates the second invocation of Ilepeck-zero With all parties’ shares of {[y * (i]y2x—2}icim)
as inputs as follows.
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e S simulates Step 2, 3 and 5 of T heck-zero as it does when simulating the first invocation above,
where a random field element y is sampled and S learnt corrupted parties’ shares of [0'],,_1.
e The simulation of Step 6 is discussed in the following two scenarios. Recall { Aa;, Ab;, Ac;, Aa;, Ab;, AC;}icim
are computed in the simulation of I1,,tn. S checks whether Aa; = Ab;, = Ac; = Aa; = Ab; =
Ag; =0 for all i € [m)].
x If the requirement above is satisfied (plus the requirement in the first invocation is also
satisfied), then we have for each i € [m], all parties hold their shares of [y * ;] +2r—2 With

¥ *G =0.

S computes corrupted parties’ shares of [0],—1 as [0'],,—1 = [0/]n—1+ > oy [V * Cilp—1 - u* 71,

where 6’ is used to distinguish from 6 in the first invocation. Then S samples honest parties’

shares of [0’],,_; based on the secret 8’ = 0 and shares of corrupted parties. Hence, S follows

the rest of steps honestly.

x If the requirement above is not satisfied, S simulates as in the first invocation of Il heck-zero

when the requirement is also not satisfied.
If both verifications are passed, S records corrupted parties’ shares of ([Y*a;|¢+x—1, [V * Diler+k—1, [V * Ciltr+k—1)
for all ¢ € [m] which will be used for simulating honest parties’ outputs.

6. In Step 3.6, S simulates each invocation of I1;.,q4(X2) as follows. When each honest P; distributes a
random degree-(n — 1) packed Shamir sharing of [0(V],,_;, S samples ¢ random elements as corrupted
parties’ shares and sends them to the adversary on behalf of honest P;. When each corrupted P; dis-
tributes a random degree-(n — 1) packed Shamir sharing of [0(")],,_;, S receives from the adversary the
shares of honest parties and records them. Based on ¢ shares of honest parties and k secrets setting to
be 0, S computes the whole sharing of [o(i)}n_l by setting the corrupted parties’ shares with k smallest
identities to be 0. Then S computes the corrupted parties’ shares of {[0(;)]n—1}icpn—v-

After the simulation, S learns the corrupted parties’ shares of {[0]n—1}ic[n, /k+2N, /K-
Simulation of preparing random sharings for computation verification.

7. In Step 4.1, S simulates the invocation of IT,.,,q(22) as follows. When each honest P; distributes a random
degree-(n — 1) packed Shamir sharing of [0("],,_;, S samples ¢ random elements as corrupted parties’
shares and sends them to the adversary on behalf of honest P;. When each corrupted P; distributes a
random degree-(n — 1) packed Shamir sharing of [0(V],_1, S receives from the adversary the shares of
honest parties and records them. Based on ¢ shares of honest parties and k secrets setting to be 0, S
computes the whole sharing of [0(")],,_; by setting the corrupted parties’ shares with k smallest identities
to be 0. Then S computes the corrupted parties’ shares of {[0(;)]n—1}iefn—v1-

After the simulation, S learns the corrupted parties’ shares of [0(V)],,_1, [0(?],,_; with o) =0 =0 ¢
F*.

8. In Step 4.2, S first simulates the invocation of I1.,,q(Ys) as follows. When each honest P; distributes a
random additive 0-sharing of <o(i)), S samples ¢’ random elements as corrupted parties’ shares and sends
them to the adversary on behalf of honest P;. When each corrupted P; distributes a random additive
0-sharing of (0(?), S receives from the adversary the shares of honest parties and records them. Based on
t shares of honest parties and the secret setting to be 0, S computes the whole sharing of <o(i)> by setting
the corrupted parties’ shares with ¢’ — 1 smallest identities to be 0 and setting the last corrupted party’
share to satisfy an additive 0-sharing. Then S computes the corrupted parties’ shares of {(o(;))}icin—¢-
Hence, S learnt corrupted parties’ shares of (01), (02).

Recall that S learnt corrupted parties’ shares of [r]}, . _; and [y]y4x—1 when simulating IT.and-auth-
Then S can compute corrupted parties’ shares of (r’) and (v - 77).
Simulation of output.

9. S simulates the outputs of honest parties by interacting with Fprep-mal. If one of the verifications fails,
S replies reject to Fprep-mal- Otherwise, if all checks pass,

1. Recall after simulating IT.and.auth, S learnt corrupted parties’ shares of [¥]yix—1. S sends them
to ]:prep—mal-
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2. Recall after simulating sacrifice, S learnt corrupted parties’ share of ([r;]y4x—1, [Adler1r—1, [Ai *
rily+x—1) for each i € [N1/k]. S sends them to Fprep-mal-

3. Recall after simulating sacrifice, S learnt corrupted parties’ shares of ([a;]y4x—1, [Pile +5—1, [Ci]tr+x—1)
for each i € {N1/k+1,..., (N1 + N2)/k}. S sends them to Fprep-mal-

4. Recall after simulating Step 3.6, S learnt corrupted parties’ shares of {[0;]}ic[(n,+2n,)/k)- S sends
them to Fprep-mal-

5. Recall after simulating Step 4.1, S learnt corrupted parties’ shares of [0(M],_1,[0(®],_;. S sends
them to Fprep-mal-

6. Recall after simulating Step 4.2, S learnt corrupted parties’ shares of (r’') and (y-r). S sends them
to fprep—mal'

S further replies with accept. S outputs what the adversary outputs.

Before presenting the hybrid arguments, we first show Lemma 5, 6, and 7, where the first one implies
the effectiveness of the verification in Il;and-auth and the last two imply the effectiveness of verifications
in Igacrifice, respectively, and are crucial to prove the validity of the simulation.

Lemma 5. If the values in {Arivj}?;’(]ij:l are not identical, then at least one honest party will either abort

or take reject as the output with overwhelming probability.

Proof (Proof of Lemma 5). Passing the verification amounts to that the adversary is able to choose
A0, Aa, A~y such that the following equation equals to 0.

m,k m,k
Af + (’Y + A’)/) . ( Z Tij* O'i'k+j71 + AOé) — Z (’}/ + A’I”z'J') cTiyg e (‘)’i'kJrji1
i=0,j=1 =0 =1
m,k
=A0+ Ay Aa+y-Aa+ Y (Ay—Ariy) ot F Ty
i=0,j=1
If the values in {Ar; j}icqo.1,...,m},je[r] are not identical, then there exists (¢, j') with i’ € {0,1,...,m},j" €
[k] such that
A’}/ — Ari’,j’ # 0.

By Feoin, 0 is sampled uniformly at random and thus the probability that (Ay — Ay ;) - otk 1 = 0 s
ITl\' Since 7y j is uniformly random and unknown to the adversary, then the probability that the equation

2

above equals to 0 is at most e

which is negligible. O

Lemma 6. If there exists i € [m] such that the shares of [e;]ak—2 of honest parties do not correspond to a
m—1

valid degree-(2k — 2) packed Shamir sharing with secret being 0, with probability at least 1 — SR all parties
abort in Step 5 of Hsacrifice-

Proof (Proof of Lemma 6). By Feom, all parties obtain a uniformly random element A. Consider the poly-
nomial

[F(\)]2k—2 = [e1]2k—2 + [€2]2k—2 - A+ ... + [@m]op—a - AL

By Lagrange interpolation, for any m different elements A1, Ao, ..., A, there is a one-to-one linear map from
{[F(Xi)]ok—2}iemm) to {[€i]2x—2}iepm)- Thus, if there exists i € [m] such that the honest parties’ shares of
[€i]2x—2 do not correspond to a valid degree-(2k — 2) packed Shamir sharing with secret 0, then the number
of A € F such that the shares of [F())]ar—2 of honest parties correspond to a valid degree-(2k — 2) packed
Shamir sharing with secret 0 is bounded by m — 1. Since A is sampled uniformly at random, the probability
of sampling such a A is at most ”lLT_Il. Note for A such that the honest parties’ shares of [F(\)]z—1 do not
correspond to a valid degree-(2k — 2) packed Shamir sharing with secret 0, all honest parties will abort. O

Lemma 7. Assume the verification in Step 5 of Isqerifice i passed with overwhelming probability. If one of
the requirements below is not satisfied, then at least one honest party will either abort or take reject as the
output with overwhelming probability.
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— Foralli€m], €4 =p - Aa;, — Ad;, €;, = p- Ab; — Ab;.

s

— For alli € [m], Aa; = Ab; = Ac; = Aa; = Ab; = A¢; = 0.

Proof (Proof of Lemma 7). Essentially, passing the verification in Step 5 of sacrifice With overwhelming
probability implies for all i € [m],

0=¢; Z(p-ai—éi-i-ei’a)*(p'bi—Bi-i-ei,b)—(p~ai—éi)*(p-bi—6i).

We assume the adversary can pass the verification with overwhelming probability and consider the first

requirement. Notice for all ¢ € [m], all parties hold their shares of [6G]¢2r—2 and [3;]y +2k—2 Wwith

a; =yx(p-a;—ate€ga)—p (vra; +v*Aa;) + (y*a; +vxAa)
=7 * (€,a — p- Aa; + Aad;)

and

E:fy*(p-bi—Bi—&-ei,b)—p~(’y*bi—i—'y*Abi)—|—('y*l~3i+'y*Al~3,»)
:’Y*(ei,b_p'Abi"‘ABi)-

Then in Tcheck-zero, all parties compute their shares of [6],,—1 as

m

[6],—1 = [0]n—1 + Z[E}t’-ﬂk—Q N [Bilesok—a - AT
i=1 j=1

with @ = 1" &g - A1 + Z;n:l B; - AT, Passing the verification in ek sero With all parties’ shares of

{[@a)y 1262, [ﬁi]t,+2k,2}i€[m] as inputs implies the adversary could provide A8 such that

0=A0+60=200+> ;- X"+ G- A"
j=1

1=1
=AQ+ ) v (€ia—p-Aai+ Ad;) N+ yx (e — p- Ab; + Ab;) - AT
i=1 j=1
=A0+ % (D (€ia—p- Aai+ A&;) - N7+ (€5 — p- Ab; + Ab;) - X)),
i=1 j=1

If the first requirement is not satisfied, then the coefficient of the variable 4 in 6, which is computed as

Z(ei,a —p-Aa; + Aa;) - XN+ Z(Ei,b —p-Ab; + ABi) AT,

i=1 j=1

is a non-zero vector of degree-(2m — 1) polynomials in A. By Feoin, A is sampled uniformly at random after

{€i,a —p-Aa; + Ady,€;p — p- Ab; + Ab; }icpyy) are fixed. In this case, by Schwartz-Zippel lemma, there are

at most 2m number of values of A making the vector of polynomials above equal to 0. Since ~ is uniformly
2m

random and unknown to the adversary, then A + @ # 0 except with probability ST ﬁ. Hence, we prove
the statement for the first requirement as % + Wll is negligible.

Now consider the second requirement and suppose the first requirement is satisfied, which means for all
i € [m],

(p'ai—éi)*(P'bi—Bz‘):(P'az‘—gli-l-ei,a)*(P'bi—}si—f-ei,b)-

36



Notice for all ¢ € [m], all parties hold their shares of [y * {;]¢12k—2 With

vk Ci=v*(p-ai—a;+€.q)*(p-b; —b;+€4)+ (yra; +v*A4) x(p-b; — b; + €)

—|—(p~ai—éi+el-7a)*(7*t~)i+'y*At~)i)
—p? (Y xci +y*k Acy) + (v * &+ x AE)

=v* (p-(a; + Aa;) — (& + Aa;)) * (p'(bi+Abi)_(Bi+ABi)>
+ 5% (&; + A&;) * (p - (b; + Ab;) — (b; + Aby))
+ 5% (b; + Ab;) * (p- (a; + Aa;) — (&; + A&))
—p? k(e + Acy) + v (& + A;)

=p? -~ x (a; + Aa;) * (b; + Ab;) — v * (&; + Aa&;) * (b; + Ab;)
—p? oy k(e + Acy) + * (& + A&)

=7 (a; x (p> - Ab; — p- Ab;) + by = (p* - Aa; — p- Ad;))
+yx(—p* Aci + A& + Ab; x (p-a; — &;) + Ad; + (p-b; — by) + p* - Aa; + Ab; — Aa; x Ab;).

Then in I peck-zero, all parties compute their shares of [67],,_1 as

[0']n—1 =[0"]n—1+ Z[’Y * Cilerpop—o - p' !

i=1

with 8’ = Z:’;l ~ * {;-pi~ L. Passing the verification in IToyeckzero With all parties’ shares of {[v * Q—]t/wk,g}ie[m]
implies that the adversary is able to provide A8’ such that

0=A0+60 =20+ v*-pu".
=1

We first prove that for all i € [m], p?- Ab; — p- Ab; = p?- Aa; — p- Aa; = 0. If this does not hold, W.0.L.G,
suppose there exists i’ € [m] such that p? - Aby —p- Ab; # 0. Then the coefficient regarding the variable
a; in 0’ is computed as v * (p? - Aby — p- Ab;/) - u~1, which is non-zero except with probability % since
w is sampled uniformly at random guaranteed by Fioi, and -y is also uniformly random and unknown to
the adversary. Since a; is uniformly random and unknown to the adversary, then the probability that the
adversary provide A@’ such that A@ + 6’ = 0 is at most %7 which is negligible. Hence, we have for all
i€ [m],p2Abi—pAf)z:pQAaz—pAél:O

Moreover, by Feoin, p is sampled uniformly at random after {Aa;, Ab;, Aa;, ABi}ie[m] are chosen by the
adversary. Hence, we know p?- Ab; —p-ABZ- = p?-Aa; —p-Aa; = 0 amounts to Aa; = Ab; = Aa; = Ab; =0
for all i € [m]. As a result, we have v x {; = v * (—p* - Ac; + A¢;) for all i € [m].

We then claim for all i € [m], —p? - Ac; + A¢; = 0. Otherwise, the coefficient regarding the variable v in
0’, which is computed as

m

Z(—P2 Ac; + A&) -t

i=1
is a non-zero vector of degree-(m — 1) polynomials in p. By Feoin, i is sampled uniformly at random after
{—p? - Ac; + A&; }ic[m) are fixed. In this case, by Schwartz-Zippel lemma, there are at most m number of
values of p making the vector of polynomials above equal to 0. Since - is uniformly random and unknown
to the adversary, then except with probability % + ﬁ, A’ 4 6’ # 0. Then we prove the claim as ﬁ?—‘ + ﬁ
is negligible.

Hence, for all i € [m], —p? - Ac; + A&; = 0. Moreover, by Feoin, since p is sampled uniformly at random

after {Ac;, AC;}ic[m) are chosen by the adversary. In the end, we have Ac; = A¢; = 0 for all i € [m], which
completes the proof. O
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We now show that the distributions of the output in the ideal world is statistically close to that in the real
world by using the following hybrid arguments.

Hyb,: In this hybrid, we consider the execution in the real world.

Hyb,: In the following small hybrids, we focus on the simulation of generating MAC key sharing.

Hyb;, ;: In this hybrid, focusing on simulation of I,.,q(¥4), we change the way of generating sharing
of [¥]y4x_1 for each honest P;. We first randomly sample ¢’ field elements as corrupted parties’ shares,
randomly samples 79, set v = (4, ... ) and compute [y(?]y,_1 based on the secrets and shares
of corrupted parties. Hyb, ; and Hyb, have the same distributions.

Hyb; ,: In this hybrid, focusing on simulation of I1,,,4(4), we change the way of generating ([v(s)]¢+x—1 )?:_lt/.
We first compute corrupted parties’ shares of (['y(i)]t/+k_1)?:_1t/, randomly sample field elements as (’y(i))?:_lt ,
set Yu) = (V)» - - -»V(s)) for each i € [n — t'], compute honest parties’ shares of ([’y(i)]turk,l)?;f, based on
the secrets and shares of corrupted parties. Then we compute honest parties’ shares of ['y(i)]turk,l according

to the following equation
(ol =Me - (rPleen-1)ice + Mag - (VP hesit) sy

Hyb, ; and Hyb, ; have the same distributions because given ([’Y(i)]t’+k71>i€cy there is a one-to-one corre-

’
n—t
i=

¢ and (99 1) ey
Hyb, 3: In this hybrid, we do not compute honest parties’ shares of ([")/(i)]t’jtkfl) - and delay the

spondence between ([¥(;)]¢x—1)
sampling of the secrets {¥(;)}icjn—], Which is feasible since they are not used in the éurrent simulation.
Hyb, ;5 and Hyb, , have the same distributions.

Hyb,: In the following small hybrids, we focus on the simulation of preparing packed random au-
thenticated sharings which invokes T and_auth (7). We set m = 6(Ny + No)/k + 1.

Hbe,l: In this hybr1d7 instead of invoking fpacked—triple—mala S emulates the interaction between Fpacked—triple—mal
and the adversary itself by receiving the values chosen by the adversary and sending them back to the ad-
versary. Hyb, ; and Hyb, ; have the same distributions.

Hyb, ,: In this hybrid, for each i € {0,1,...,m}, we change the way of computing honest parties’ shares
of [v + si]y+k—1. We first compute corrupted parties’ shares of [y + s;]¢1x—1 by adding their shares of
[¥]¢+k—1 with their shares of [s;]y4x—1, then randomly sample k elements as « + s;, and compute honest
parties’ shares of [y+s;]¢1x—1 based on the sampled secrets and the shares of corrupted parties. We compute
honest parties’ shares of [s;]¢+1—1 by subtracting their shares of [y +s;]¢4—1 with their shares of [y]y4x—1.
Since {si}ic(0,1,...,m} is uniformly random and unknown to the adversary, Hyb, , and Hyb, ; have the same
distributions.

Hyb273: In this hybrid, we focus on the simulation of Ilierify-deg- Instead of invoking Feoin to generate a
random element, S samples by itself. Furthermore, we additionally check whether P, each time distributes
valid degree-(k — 1) packed Shamir secret sharings before checking whether the opened shares of [z];_; form
a valid degree-(k — 1) packed Shamir sharing. If S has detected Pying does not distribute some valid degree-

(k — 1) packed Shamir sharings but the verification passes (i.e. the opened shares of [z];—1 form a valid
degree-(k — 1) packed Shamir sharing), S outputs L and halts. By Lemma 2, this happens with negligible
probability. The distributions of Hyb, ; and Hyb, , are statistically close.

Hyb274: In this hybrid, we focus on simulation of I1geg_reduce-

Hyb, 4 : In this hybrid, focusing on simulation of each invocation of Il,4,a(21), we change the way
of generating sharings of ([r(i)]t’-',-k—la [r(i)]t/+2;€_2) for each honest P;. We first randomly sample 2t field
elements as corrupted parties’ shares, randomly sample k elements as r(¥), compute [r(i)]turk_l and sample
[t®]y 4 9r_2 based on the sampled secrets and shares of corrupted parties. Hyb, 4, and Hyb, 3 have the
same distributions.

Hyb, 4 »: In this hybrid, focusing on simulation of each invocation of I1,.,4(X1), we change the way of gen-
erating ([t )¢ +x—1, [T(5))e +2k—2)iem—t1- We first compute corrupted parties’ shares of ([r(;)]¢yr—1, ()]t +2k—2)icin—t],

randomly sample field elements as the secrets (r(i))ie[n,t/], compute honest parties’ shares of ([r(i)]t’+"~‘*1>ie[n7t/]

38



and randomly sample ([r(i)]turgk,g)i it based on the sampled secrets and shares of corrupted parties.

Then we compute honest parties’ shares of ([r(i)]turk,l, [r(")]turgk,g)ie?{ according to the following equation

([r(i)}tﬁkkflv [r(i)]t’+2k72)?:_1t = Mg : ([r(i)]turkfl, [r(i)]t'+2k*2)iec + MI[ : ([r(i)}tﬁkkflv [r(i)]t’+2k72)ie7{-

Hyb, 4, and Hyb, 4 ; have the same distributions because given ([r(i)]t/+k_1, [r(i)]t’+2k—2)iec, there is a
one-to-one correspondence between ([r¢]yx—1, [r(i)]t’+2k—2)?:_1t/ and ([r@]y4p_1, [r(i)}t’-ﬁ-%—?)ie;{'
Hyb, , 5: In this hybrid, we do not compute honest parties’ shares of ([r®]yr 41, 1]y yox2),_,, and

delay the sampling of the secrets plus honest parties’ shares of ([r(;]¢1x—1, [r(i)]t/+2k_2)f:_f,, which is feasible
since they are not used in the current simulation. Hyb, , 5 and Hyb, 4 , have the same distributions.

Hyb, 4 4: In this hybrid, for each i € {0,1,...,m}, we change the way of computing honest parties’ shares
of [y*r;+1;]e 12k—2. We first compute corrupted parties’ shares of [y*r;+u;]y 42r—2 by adding up their shares
of [y*r;]y1ok—2 and [u;]y12k—2, sample k random field elements as the secrets v xr; +u;, and sample honest
parties’ shares of [y *r; + u;]p +2r—2 based on the sampled secrets and shares of corrupted parties. Then we
compute honest parties’ shares of [u;]y 425 —2 by subtracting their shares of [y#r;+u;]s 4252 with their shares
of [y*r;]¢ +2k—2 and also compute their shares of [u;]4,—1 based on the secret and shares of corrupted parties.
Hyb, 4, and Hyb, , 5 have the same distributions by the randomness of {[w;]¢1x—1, [Wi]¢r+2x—2}icqo,1,....m}-

Hyb, 4 5: In this hybrid, we do not compute honest parties’ shares of [v]yyx—1, {[Si]¢+x—1}icf0,1,....m}>
{[wiler4v—1, W]t yor—2}ieqo,1,....,m} and delay the sampling of the secrets v, {r;}icfo,1,...,m} as they are not
used in the current simulation. Hyb, , 5 and Hyb, , , have the same distributions.

Hyb2’5: In this hybrid, going back to simulation of IT,inq-auth, instead of invoking Feoin to sample a
random element o, § samples by itself. Hyb, ; and Hyb, , 5 have the same distributions.

Hyb, ¢: In this hybrid, we focus on the simulation of I74,4(23).

Hyb, ¢ ;: In this hybrid, we change the way of generating sharings (o) for each honest P;. We first
sample ¢’ random elements as corrupted parties’ shares and then randomly sample honest parties’ shares
based on the secret 0(”) = 0 and shares of corrupted parties. Hyb, s ; and Hyb, 5 have the same distributions.

Hyb, ¢ 5: In this hybrid, we change the way of generating sharings of ({o()))ie[n—s)- We first compute
corrupted parties’ shares of ({0(;)))icjn—t) and sample the whole sharings of ({o(;)))icjn—t] based on the
secrets o;y = 0 for all 7 € [n — t'] and shares of corrupted parties. Then we compute honest parties’ shares
of ((0));c3 according to the following equation

({lo))ietm—r1 = M¢ - ((0))iee + My, - ((0))ien.

Hyb, ¢, and Hyb, ;, have the same distributions because given ((0("));ec, there is a one-to-one corre-
spondence between ((0(;)))icm—+ and ((0V));cx.

Hyb, g 3: In this hybrid, we do not compute honest parties’ shares of ((0"));e3, and delay the sampling
of honest parties’ shares of ((0(;)))iem—#1, Which is feasible since they are not used in the current simulation.
Hyb, ¢ 3 and Hyb,  » have the same distributions.

Hyb277: In this hybrid, going back to simulation of IT;,nq-auth, We change the way of computing honest

parties’ shares of («). We first compute corrupted parties’ shares of (a) by (a) = (01) + Z?:g,j:1<7“i,j> .
o¥F+i=1 sample a random element as «, and sample honest parties’ shares of (o) based on the sampled

secret and shares of corrupted parties. Then we compute honest parties’ shares of (01 +79,1) by subtracting

their shares of {a) with their shares of 22?22(7'0,]-) sl Z:;’fj=1<7"i,j> -o"Fti=l Hyb, ; and Hyby 4 4
have the same distributions by the randomness of (01) and r¢ ;.

Hyb, g: In this hybrid, instead of invoking Feom, S emulates by itself. We additionally check whether

{Ar;; }7;(’; j=1 computed in the simulation satisfies the requirement in Lemma 5. If not, S simulates the rest
of the protocol as described above. The only difference is that, if the verification in the protocol passes, i.e.

the opened sharing (6) is an additive secret sharing with secret 0, S outputs L and halts, which happens
with negligible probability due to Lemma 5. The distributions of Hyb, g and Hyb, ; are statistically close.
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Hyb, o: In this hybrid, if the requirement in Lemma 5 is satisfied, S simulates as above. The only

difference is that S samples honest parties’ shares of () based on corrupted parties’ shares of (§) and the
secret @ which is known to S. Then S computes honest parties’ shares of (02) by subtracting their shares of
(6) with their shares of (7) -« — Zgg,jzlw 735 -0 M7 Hyb, ¢ and Hyb, g have the same distributions
due to the randomness of (03).

Hyb, ;5 In this hybrid, we do not compute honest parties’ shares of (o1 + 70,1),(02) and delay the
sampling of the secrets v, {r;};cf1,....m} until the beginning of Step 2.2 of IIcp-ma1, Which is feasible since
they are not used in the current simulation. Hyb, ;;, and Hyb, g have the same distributions.

Hyb;: In the following small hybrids, we focus on simulation of preparing packed authenticated
triples.

Hbe’l: In this hybrid, instead of invoking Fpacked-triple-mal, S emulates the interaction between Fpacked-triple-mal
and the adversary itself by receiving the values chosen by the adversary and sending them back to the ad-
versary. Hyb; ; and Hyb, ;, have the same distributions.

Hyb; 5: In the following small hybrids, we focus on the simulation of I7,,, and set m = 6(Ny, + Na)/k.

Hybs 5 ;: In this hybrid, for each i € [m], we change the way of computing honest parties’ shares of
[x; + ri]p+k—1. We first compute corrupted parties’ shares of [x; + r;]¢+x—1 and sample the whole sharing
based on shares of corrupted parties. Then we compute honest parties’ shares of [r;]y 4,1 by subtracting
their shares of [x;+1;] 4 x—1 with their shares of [x;]; 41— 1. Hybs 5 ; and Hybs ; have the same distributions
due to the randomness of {r;};c}y,-

Hyb37272: In this hybrid, we focus on the simulation of Il erify-deg- Instead of invoking Feoin to generate a
random element, S samples by itself. Furthermore, we additionally check whether Pyine each time distributes
valid degree-(k — 1) packed Shamir secret sharings before checking whether the opened shares of [z];_1 form
a valid degree-(k — 1) packed Shamir sharing. If S has detected Piing does not distribute some valid degree-
(k — 1) packed Shamir sharings but the verification passes (i.e. the opened shares of [z];_; form a valid
degree-(k — 1) packed Shamir sharing), S outputs L and halts. By Lemma 2, this happens with negligible
probability. The distributions of Hybs , , and Hybg , ; are statistically close.

Hyb; 5 3: In this hybrid, we focus on simulation of I1geg reduce-

Hyb; 5 5 1: In this hybrid, focusing on simulation of each invocation of I1;.na(X1), we change the way
of generating sharings of ([r]y 411, [r®]y40r_2) for each honest P;. We first randomly sample 2t' field
elements as corrupted parties’ shares, randomly sample k elements as r(¥), compute [r(i)]turk,l and sample
[r("]4 yor_o based on the sampled secrets and shares of corrupted parties. Hyb; 5 3, and Hyby , , have the
same distributions.

Hyb; 5 5 5: In this hybrid, focusing on simulation of each invocation of I1,4,4(21), we change the way of
generating ([r(]e 4 x—1, [C(5)]e+26—2)iem—v1. We first compute corrupted parties’ shares of ([r( ]y x—1, [T(5)e +2r—2)icm—#1s
randomly sample field elements as the secrets (r(;));cn—¢], compute honest parties’ shares of ([r(;]¢4x—1, [T(5)]t+2r—2)iem—t]
based on the sampled secrets and shares of corrupted parties. Then we compute honest parties’ shares of
([r(i)]turk,l, [r(i)]turgk,g)ie?_[ according to the following equation

([P(i)]t’+k—17 [r(i)]t’+2k—2)?:_1t = McT : ([I‘(i)]t'+k—1, [r(i)]t’“k—?)iec + MIL : ([r(i)]t’—i-k—h [P(i)]t'+2k—2)i€7_[~

Hybg , 5, and Hybg , 5, have the same distributions because given ([r)]y 44—, [r(i)]t/+2k_2)iec, there is
a one-to-one correspondence between ([r(;)]y4r—1, [r(i)]turgk,g)?;f/ and ([r(i)]turk,l, [r(i)]turgk,g)ie%.
Hyby 5 5 5: In this hybrid, we do not compute honest parties’ shares of ([r("]y 441, [r(i)]t’+2k—2)i€7_£ and
delay the sampling of the secrets plus honest parties’ shares of ([r¢;]¢/4r—1, [r(i)]t/+2k_2)?:_1t,, which is feasible
since they are not used in the current simulation. Hybg 5 3 3 and Hybg 5 3 5 have the same distributions.
Hybs 5 5 4: In this hybrid, for each i € [m], we change the way of computing honest parties’ shares of
[vi * r; + ;] rok—2. We first compute corrupted parties’ shares of [vy; * r; + w;]y12k—2 by adding up their
shares of [vy; *r;]¢42k—2 and [u;]y 42k—2, sample k random field elements as the secret ~; xr; +u;, and sample
honest parties’ shares of [v; * r; + u;]p42k—2 based on the sampled secret and shares of corrupted parties.
Then we compute honest parties’ shares of [u;]y12x—2 by subtracting their shares of [y; * r; + W]y yor—2
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with their shares of [y; * r;]y42k—2 and also compute their shares of [u;]yr—1 based on the secret and
shares of corrupted parties. Hybs ;3 4 and Hybs 5 5 5 have the same distributions by the randomness of
{[ui}t'+k—17 [Ui}t'+2k—2}ie[m}-

Hyby 5 5 5: In this hybrid, we do not compute honest parties’ shares of (Y]eran—1, {rilerar—1, [Xiler s k-1 tiepm),
{[wiler4k—1, [W]eyor—2}icpm) and delay the sampling of the secrets v, {X;}ic[m as they are not used in the
current simulation. Hybs 5 5 5 and Hybs , 5, have the same distributions.

Hybs 3: In the following small hybrids, we focus on the simulation of ITs,crifice and set m = (N1 + Na) /k.

Hyb; 5 ;: In this hybrid, instead of invoking Feoin, S samples a random field element as p by itself.

Hyb; 3 5: In this hybrid, for each i € [m], we change the way of computing honest parties’ shares of
[p-ai—alyip—1,[p -bi — Bi]tl+k_1. We first compute corrupted parties’ shares of [p-a; — &;]¢4x—1,[p-bi —
bi]t+k—1, sample random elements as the secrets p - a; — &, and p - b; — b;, and compute honest parties’
shares based on the sampled secrets and shares of corrupted parties. Then we compute honest parties’ shares
of [&i]yyr—1 by [&i]rr—1 = —[p-ai — &]rir—1 + p- [ailr1x—1 and compute their shares of [b;]y1x—1 by
[biler k-1 = —[p-bi =bilpr1x—1+ p- [bi]lpr1x—1. By the randomness of {a;, b;}ic[m], Hybs 3, and Hyb; 5,
have the same distributions.

Hyb; 5 3: In this hybrid, we focus on the simulation of /1yerify-deg. Instead of invoking Feoin to generate a
random element, S samples by itself. Furthermore, we additionally check whether P, each time distributes
valid degree-(k — 1) packed Shamir secret sharings before checking whether the opened shares of [z];_1 form
a valid degree-(k — 1) packed Shamir sharing. If S has detected Piing does not distribute some valid degree-
(k — 1) packed Shamir sharings but the verification passes (i.e. the opened shares of [z];_; form a valid
degree-(k — 1) packed Shamir sharing), S outputs L and halts. By Lemma 2, this happens with negligible
probability. The distributions of Hybs 5 3 and Hyb; 5 5 are statistically close.

Hyb; ;5 4: In this hybrid, we focus on the simulation of verifying degree-(2k — 2) packed Shamir
sharings. Instead of invoking F..;, to generate a random element A, S samples it by itself. Furthermore, we
additionally check whether Pyn, distributes valid degree-(2k — 2) packed Shamir secret sharing [(p-a; —a;) *
(p-b;— Bi)]k—l with secret being the product of the secret of [p-a; — &;]x—1 and the secret of [p-b; — Bi]k—l
for each i € [m] before checking whether the opened shares of [eglar—2 form a valid degree-(2k — 2) packed
Shamir sharing with secret ey = 0. If S has detected Pying distributes some valid degree-(k — 1) packed
Shamir sharings with incorrect secrets but the verification passes (i.e. the receiving shares of [ep]x—1 form
a valid degree-(2k — 2) packed Shamir sharing with secret 0), S outputs L and halts. By Lemma 6, this
happens with negligible probability. The distributions of Hyb; 5 4 and Hyb; 5 5 are statistically close.

Hyb373’5: In this hybrid, we focus on simulating the invocation of I1.heck-zero With all parties’ shares of
{lev]iryor—2, [Bili+2k—2}ticm) as inputs and set M = 2m = 2(N1 + Na)/k.

Hyb; 3 5 1: In this hybrid, instead of invoking Fin, S samples a random element as A by itself. Hybg 5 5 4
and Hybsg 5 4 have the same distributions.

Hybs; 3 5 5 In this hybrid, we focus on simulation of I ana(X2).

Hyb; 3 551 In this hybrid, we change the way of generating sharings of [0@],,_; for each honest P;.
We first randomly sample ¢’ field elements as corrupted parties’ shares and compute the whole sharing of
[0],,_1 based on the secret 0() = 0 and shares of corrupted parties. Hyb; 3 551 and Hyb; 5 5, have the
same distributions. '

Hybs; 5 5 5 5: In this hybrid, we change the way of generating sharings ([0(;)]n—1)ie[n—v- We first compute
corrupted parties’ shares of ([0(;)]n—1)ien—+] and sample honest parties’ shares of ([0(;)]n—1)ic[n—+] based
on the secrets and shares of corrupted parties. Then we compute honest parties’ shares of ([o(i)]n,l)
according to the following equation

i€H

([O(i)]nfl)?glt/ =M¢ - ([O(i)}nfl)iec + My - ([O(i)]nfl)ie?-t'

Hyb; 5 525 and Hybsg 5 5 5 | have the same distributions because given ([o(i)]n,l)iec, there is a one-to-one

correspondence between ([o(i)]n,l)?;f' and ([o(i)]n,l)ieﬂ.
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Hybg; 3 55 3: In this hybrid, we do not compute honest parties’ shares of ([o(i)]n,l)ieﬂ and delay the

sampling of the honest parties’ shares of ([o(i)]n_l)?:_f/, which is feasible since they are not used in the

current simulation. Hybg 5 5 5 3 and Hybg 5 5 5 o have the same distributions.

Hybg; 5 5 3: In this hybrid, instead of invoking Fcom, S emulates by itself. We additionally check whether
{€i,a, €ip}icim) computed as described in the simulation satisfies the first requirement in Lemma 7. If not,
S simulates the rest of the protocol as described above. The only difference is that, if the verification in
the protocol passes, i.e. the opened sharing [0],_1 is a degree-(n — 1) packed Shamir sharing with secret
0, S outputs L and halts, which happens with negligible probability due to Lemma 7. The distributions of
Hyb; 5 5 3 and Hybs 5 5 5 5 are statistically close.

Hybj; 5 5 4: In this hybrid, if the first requirement in Lemma 7 is satisfied, S simulates as above. The only

difference is that S samples honest parties’ shares of [0],,—1 based on corrupted parties’ shares of [8],_1 and
by setting the secret @ = 0. Then S computes honest parties’ shares of [0],_; by subtracting their shares of
[0],,_1 with their shares of Yo", [0¢],_1- AL Hybs; ; 5 , and Hyb; 5 5 5 have the same distributions due to
the randomness of [0],_1.

Hybs; 5 5 5: In this hybrid, we do not compute honest parties’ shares of [0],_; as they are not used in the
simulation. Hybg 5 5 5 and Hybg 5 5 4 have the same distributions.

Hyb373)6: In this hybrid, we focus on simulating the invocation of Ilipeck-zero With all parties’ shares of
{7 * Ciler12r—2}icm) as inputs and set M = m = (Ny + N2)/k.

Hyb373)6,1: In this hybrid, we change the simulation of Feoin and Ilana(X2) as the first invocation
of Hcheck-zero- After that, S learnt corrupted parties’ shares of [0'],,—1. Hybj 3 61 and Hyb; 5 5 5 have the
same distributions.

Hybj; 3 ¢ o: In this hybrid, instead of invoking Fcom, S emulates by itself. We additionally check whether

{Aa;, Ab;, Ac;, Aa;.Ab;, A&, }ie[m) computed as described in the simulation satisfies the second requirement
in Lemma 7. If not, § simulates the rest of the protocol as described above. The only difference is that, if
the verification in the protocol passes, i.e. the opened sharing [0’],_; is a degree-(n — 1) packed Shamir
sharing with secret 0, S outputs L and halts, which happens with negligible probability due to Lemma 7.
The distributions of Hybs 5 5 5 and Hybg 5 4 are statistically close.

Hyb; 3 ¢ 3: In this hybrid, if the second requirement is satisfied, S simulates as above. The only difference

is that S samples honest parties’ shares of [6'],,—1 based on corrupted parties’ shares of [8],,—1 and by setting
the secret @ = 0. Then S computes honest parties’ shares of [0/],_; by subtracting their shares of [0],_;
with their shares of Zé\il[ﬂg]n_l A7 Hybs 5 5 and Hybg 54 5 have the same distributions due to the
randomness of [0'],,_1.

Hybs 3 6 4: In this hybrid, we do not compute honest parties’ shares of [0'], 1, {[&i]¢ 111, [Bz‘]turk—l}ie[m]
and delay the sampling of the secrets 7, {a;, b; }ic[m] as they are not used in the current simulation. Hybg 5 6 4
and Hybsg 5 ¢ 3 have the same distributions.

Hyb; ,: In this hybrid, going back to simulation of ITs,crifice, We focus on simulation of IT;ana(X2).

Hyb; 4 ;: In this hybrid, we change the way of generating sharings of [o(i)]n_l for each honest P;.
We first randomly sample ¢’ field elements as corrupted parties’ shares and compute the whole sharing of
[0()],,_1 based on the secret 0(Y) = 0 and shares of corrupted parties. Hyb; , ; and Hybsg 5 4 4, have the same
distributions.

Hybs 4 5: In this hybrid, we change the way of generating sharings ([0(s)]n—1)ic[n—¢]- We first compute
corrupted parties’ shares of ([0(;)]n—1)iem—+] and sample honest parties’ shares of ([0(;)]n—1)ie[n—+ based
on the secrets and shares of corrupted parties. Then we compute honest parties’ shares of ([o(i)]n,l)i -y
according to the following equation

([O(i)}n—l)?:_ltl = NICT ’ ([O(i)]n—l)iec + ML ’ ([O(i)]n—l)ieﬂ'

Hyb; , » and Hybs , ; have the same distributions because given ([o(i)]n,l)iec, there is a one-to-one corre-

spondence between ([o(i)]n,l);’;f' and ([O(i)]nfl)ieﬂ'
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Hyb; 4 3: In this hybrid, we do not compute honest parties’ shares of ([o(i)]n,l)ieH and delay the

sampling of the honest parties’ shares of ([o(i)]n_l)?:_f/, which is feasible since they are not used in the
current simulation. Hybs 4 3 and Hyb; 4 , have the same distributions.

Hyb,: In the following small hybrids, we focus on simulation of preparing random sharings for
computation verification.

Hyb, ;: In this hybrid, we focus on simulation of ITa,q(2%2).

Hyb,; ;: In this hybrid, we change the way of generating sharings of [0],,_1 for each honest P;.
We first randomly sample ¢’ field elements as corrupted parties’ shares and compute the whole sharing of
[0()],,_1 based on the secret o) = 0 and shares of corrupted parties. Hyb, ; ; and Hybg , 5 have the same
distributions.

Hyb, ; 5: In this hybrid, we change the way of generating ([0(5)]n—1)icmn—t7- We first compute corrupted
parties’ shares of ([0(;)]n—1)ie[n—+] and sample honest parties’ shares of ([0(;)]n—1)ien—+] based on the secrets
and shares of corrupted parties. Then we compute honest parties’ shares of ([o(i)]n_l) according to the
following equation

1€EH

. T . T .
([O(i)]n—l)?:lt =M - ([0(1)}71—1)1'60 + My, - ([0(1)}7’_1)1'67-['

Hyb, , , and Hyb, ; ; have the same distributions because given ([o(i)]n_l)iec, there is a one-to-one corre-

spondence between ([o(i)]n_l)?:_f/ and ([o(i)]n—l)ie?{'

Hyb, ; 3: In this hybrid, we do not compute honest parties’ shares of ([o(i)]n,l)ieH and delay the
sampling of the honest parties’ shares of ([o(i)]n,l)?;fl, which is feasible since they are not used in the
current simulation. Hyb, ; 3 and Hyb, ; , have the same distributions.

Hyb, 5: In this hybrid, we focus on simulation of preparing (r) and (v - 7').

Hyb, 5 ;: In this hybrid, we focus on the simulation of I1,.n4(X3).

Hyb, 5 ; ;: In this hybrid, we change the way of generating sharings <o(i)) for each honest P;. We first sam-
ple ¢’ random elements as corrupted parties’ shares and then randomly sample honest parties’ shares based
on the secret 0o(Y) = 0 and shares of corrupted parties. Hyb, 5 and Hyb, ; , have the same distributions.

Hyb, 5 1 5: In this hybrid, we change the way of generating sharings of ((0()))ic[n—s - We first compute
corrupted parties’ shares of ({0(;)))icjn—t] and sample the whole sharings of ({0(;)))icjn—+] based on the
secrets o;) = 0 for all 4 € [n — '] and shares of corrupted parties. Then we compute honest parties’ shares

of ((0));c3 according to the following equation
(o) )iem—v) = M¢ - ((0))ice + My, - ((09))ien.

Hyb, ,,, and Hyb, ,, ; have the same distributions because given ((0());ec, there is a one-to-one corre-
spondence between ((0(;)))ien—+] and (<0(i)>)ie7-1-

Hyb, 5 ; 5: In this hybrid, we do not compute honest parties’ shares of ((0));e3 and delay the sampling
of honest parties’ shares of ((0(;)))iem—+1, Which is feasible since they are not used in the current simulation.
Hyb, 5,3 and Hyb, 5 ; » have the same distributions.

Hyb, 5 »: In this hybrid, we change the way of computing honest parties’ shares of ((r’), (y-7’)). We first
compute corrupted parties’ shares of ((r'), (v -7')), sample a random element as 7/, and randomly sample
honest parties’ shares of ({(r'), (y- ")) based on the secret and shares of corrupted parties. Then we compute
honest parties’ shares of (01) by subtracting their shares of (r’) with their shares of the additive sharing of
r’ computed from [r']yyr_1. We also compute honest parties’ shares of (09) by subtracting their shares of
(v - r"y with their shares of the additive sharing of v -’ computed from [ * r'];/ 4 ;1. By the randomness of
(01) and (02), Hyb, 5 , and Hyb, 5 ; 5 have the same distributions.

Hyb, 5 5: In this hybrid, we do not compute honest parties’ shares of (01) and (02) as they are not used
in the current simulation. Hyb, , 5 and Hyb, , , have the same distributions.

Hyb;: In this hybrid, we simulate honest parties’ outputs by interacting with Fprep-mal as described in
the simulation. The only difference is that Fprep-mal Will take the role of S to sample the honest parties’
shares in the same way as S does. Hyb; and Hyb, 5 3 have the same distributions.
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Since Hybj; corresponds to the ideal world, I1,rep-mal Securely computes Fprep-mal i the Fpacked-triple-mal; Fcoins Fcom-
hybrid model. O

4.3 Conclusion

In this subsection, we combine our instantiation of preprocessing phase in [GPS22] together with its online
protocol to eventually derive an information-theoretic honest majority MPC protocol in random OLE-hybrid
model, or more precisely, the Fiand-oLE-mal-hybrid model. We first summarize in Lemma 8 the security of
the online protocol in [GPS22] as our starting point.

Lemma 8. In the client-server model, let ¢ denote the number of clients, n denote the number of parties
(servers), and t' denote the number of corrupted parties (servers). For an arithmetic circuit C over I, there
exists an information-theoretic MPC' protocol which securely computes Fpgin-mal 0 the Fprep-mais Fcom-
hybrid model against a fully malicious adversary who controls up to t' = ”7“ corrupted parties.

_[ Functionality 4: Frninmal |
J

1. Finain-mal receives the input from all clients. Let  denote the input and C denote the circuit.
2. Fmain-mal computes C(z) and sends the output of corrupted clients to the adversary. Fiain-mal
waits for the response of the adversary.
— If the adversary replies reject, Fiain-mal sSe€nds abort to all clients.
— If the adversary replies accept, Finain-mal distributes the output to all clients.

Remark 2. Lemma 8 is based on Lemma 5 and Lemma 7 in [GPS22] which jointly state that there exists
an information-theoretic MPC protocol which securely computes Fiain-mal in the Fprep-mal, Feoms Frand,
FrandZero-hybrid model against a fully malicious adversary controlling t' = n — 2k + 1 parties. We notice that
the functionality Frana which prepares random degree-(n — k) packed sharings in the form of [r],_; for all
parties can be instantiated with malicious security using IT;.nq(X1) and the functionality Fianqzero wWhich
prepares random degree-(n — 1) packed O-sharings in the form of [0],_; for all parties can be instantiated
with malicious security using I ang(X2).

Combining Lemma 8 with our instantiation of Fprep-mal With its security stated in Lemma 4 and our
instantiation of Fpacked-triple-mal With its security stated in Lemma 1 results in Lemma 9.

Lemma 9. In the client-server model, let ¢ denote the number of clients, n denote the number of parties
(servers), and t' denote the number of corrupted parties (servers). There exists an MPC protocol which se-
curely computes Foain-mal 1 the Frond-OLE-mal, Fcoins Fcom-hybrid model in the presence of a fully malicious
adversary controlling up to t' = %H corrupted parties.

Towards building an MPC protocol with information-theoretic security solely based on Fiand-OLE-mal-
hybrid model, it remains to realize Fioin and Feom- To do this, we are expected to go back to the orig-
inal honest majority setting with corruption threshold ¢ = ";1 to achieve these two functionalities with
information-theoretic security. Both two realizations whose descriptions appear in Il.oin and I1.o, make use
of the fact that degree-t Shamir sharings are fully determined by ¢ + 1 honest parties’ shares. As for the
communication, each invocation of 1., costs 2n? field elements to sample a random field element and each
invocation of IT.., costs n + n? field elements. The security of II..iy, and 1., are stated in Lemma 10

and 11, respectively.

Protocol 6: I, ]

All parties aim to prepare a random field element r as follows.

1. Each party P; randomly samples a degree-t Shamir sharing [r;]; and distributes it to all other
parties.
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2. All parties locally compute [r]; = > .- [r;]s and send their shares of [r]; to all other parties.
3. Each party P; checks whether the receiving shares form a valid degree-t Shamir sharing. If this
is the case, P; reconstructs and outputs the secret r. Otherwise, P; aborts.

'_[ Protocol 7: Il.om ]

II.om implements (Commit, v, ,7,) which refers to P; aims to commit the value v under the handle 7
and (Open, 7, 7,) which refers to P; aims to open the commitment of v with handle 7.

1. On input (Commit,v,i,7,) by P;, P; randomly samples a degree-t Shamir sharing [v]; and dis-
tributes it to all other parties. All parties store (i, [v];) under the handle 7,.
2. On input (Open,i,7,) by P;,
(a) Each party P; checks whether this commitment exists. If not, P; aborts. Otherwise, P; re-
trieves its share of [v]; and sends it to all other parties.
(b) Each party P; checks whether the receiving shares form a valid degree-t Shamir sharing. If
this is the case, P; reconstructs the secret v and outputs (v,4, 7). Otherwise, P; aborts.

\. J

Lemma 10. I1.,;, realizes F.oin in the presence of a fully malicious adversary controlling t = "T_l corrupted

parties.

Proof (Proof of Lemma 10). We construct a simulator S to simulate the behaviors of honest parties. S
samples the internal randomness of the adversary and invokes the adversary. Denote by H the set of identities
of honest parties and by C the set of identities of corrupted parties. The simulation works as follows.

1. In Step 1, when each honest P; distributes a random degree-t Shamir sharing [r;];, S samples ¢ random
elements as corrupted parties’ shares and sends them to the adversary on behalf of honest P;. When
each corrupted P; distributes a random degree-t Shamir sharing [r;];, S receives ¢ + 1 shares of honest
parties from the adversary, reconstructs the whole sharing of [r;]; based on shares of honest parties, and
learns the shares of corrupted parties.

2. In Step 2, S computes corrupted parties’ shares of [r]; by [r], = Y., [ri]s, invokes Feoin to receive the
random element r, computes the whole sharing [r]; based on shares of corrupted parties and the secret,
and sends honest P;’s share to the adversary on behalf of honest P; for each honest party.

3. In Step 3, S follows the protocol honestly. If one party aborts, S aborts on behalf of honest parties and
sends reject to Feoin- Otherwise, S sends accept to Feoin-

In the end, S outputs what the adversary outputs. Now we present the hybrid arguments to show the
distributions of the output in the ideal world is identical to that in the real world as below.

Hyb,: In this hybrid, we consider the execution in the real world.

Hyb,: In this hybrid, we change the way of generating [r;]; for each honest P;. We first sample ¢ random
elements as corrupted parties’ shares and then sample the whole sharing of [r;]; based on shares of corrupted
parties. The distributions in Hyb; and Hyb, are identical.

Hyb,: In this hybrid, we change the way of generating [r];. We first sample a random element as r
and compute the whole sharing [r]; based on the sampled secret and shares of corrupted parties. Then we
compute shares of [r;]; for each honest P; as follows. W.O.L.G, suppose P, is honest. For each honest P;
with ¢ € H \ {n}, we sample a random element as r; and compute r, = r — Z;:ll. Then we are able to
compute [r;]; based on shares of corrupted parties and the secret for each honest P,,. The distributions in
Hyb, and Hyb, are identical due to the randomness of 7.

Hyb;: In this hybrid, instead of sampling r by S, S invokes Fcoin to obtain the random element r.
Moreover, we do not compute honest parties’ shares of {[r;];}ic as they are not used on the simulation.
The distributions in Hyb,; and Hyb, are identical due to the randomness of r,,.

Hyb,: In this hybrid, in Step 3, when the receiving shares do not form a valid degree-t Shamir sharing,
S aborts on behalf of honest parties and sends reject to Feon. Otherwise, S replies Feo;, with accept. The
distributions in Hyb, and Hyb; are identical.
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Since Hyb, corresponds to the ideal world, I1..in securely computes Feoin- O
Lemma 11. 11, realizes F om, in the presence of a fully malicious adversary controlling t = "T_l corrupted
parties.

Proof (Proof of Lemma 11). We construct a simulator S to simulate the behaviors of honest parties. S
samples the internal randomness of the adversary and invokes the adversary. Denote by H the set of identities
of honest parties and by C the set of identities of corrupted parties. The simulation works as follows.

1. When an honest P; aims to commit a value v under the handle 7,, S randomly samples ¢ elements as
corrupted parties’ shares of [v]; and sends them to the adversary on behalf of honest P;.

2. When a corrupted P; aims to commit a value v under the handle 7,, S receives ¢ + 1 honest parties’
shares of [v]; from the adversary, reconstructs the secret v, and sends (Commit, v, i, 7,) t0 Feom-

3. When an honest P; aims to open the commitment of value v under the handle 7,, S receives (v,i,7,)
from Feom and reconstructs the whole sharing of [v]; based on the secret and ¢ corrupted parties’ shares.
For each honest P;, S sends P;’s share to the adversary on behalf of honest P;. If the adversary aborts,
S sends reject to Feom. Otherwise, S replies accept to Feom-

4. When a corrupted P; aims to open the commitment of value v under the handle 7,, S follows the protocol
honestly. If one party aborts, S sends reject to Feom. Otherwise, S replies accept to Feom-

In the end, S outputs what the adversary outputs. Now we present the hybrid arguments to show the
distributions of the output in the ideal world is identical to that in the real world.

Hyb,: In this hybrid, we consider the execution in the real world.

Hyb,: In this hybrid, we focus on the simulation when an honest party P; aims to commit a value v
under the handle 7,, and change the way of generating degree-t Shamir sharing [v];. We first sample ¢ random
elements as corrupted parties’ shares and delay the sampling of the whole sharing of [v]; until (Open, i, 7,)
is input by honest P;. The distributions in Hyb, and Hyb,, are identical due to the property of degree-t
Shamir sharing that any ¢ shares are independent with the secret.

Hyb,: In this hybrid, we focus on the simulation when an honest party P; aims to open a value v under
the handle 7,. S receives (v,i,7,) from Feom, reconstructs the whole sharing of [v];, and learns shares of
honest parties. Then S follows the protocol honestly. The distributions in Hyb, and Hyb, are identical.

Hyb;: In this hybrid, we focus on the simulation when a corrupted party P; aims to commit a value v
under the handle 7,. S reconstructs the secret v based on t 4+ 1 honest parties’ shares of [v]; received from
the adversary and sends (Commit, v, P;, 7)) t0 Feom. The distributions in Hybs and Hyb,, are identical.

Hyb,: In this hybrid, we focus on the simulating the interaction between Feom. When party P; aims
to open the commitment of value v under the handle 7,, if one party aborts, S aborts on behalf of honest
parties and replies reject to Feom. Otherwise, S replies with accept to Feom-

Since Hyb, corresponds to the ideal world, I1.om securely computes Feom- O

Now we combine Lemma 9 with our instantiations of Fioi, and Feon stated in Lemma 10 and 11,
respectively, and eventually obtain an MPC protocol with information-theoretic security in random OLE-
hybrid model, which is concluded in Theorem 2. We emphasize that the corruption threshold changes from
t'=t+1tot.

Theorem 2. In the client-server model, let ¢ denote the number of clients, n denote the number of parties
(servers), and t denote the number of corrupted parties (servers). For an arithmetic circuit C' over F such
that |F| > 2%, there exists an information-theoretic MPC protocol with total communication of O(|C| +
Depth - n + poly(c,n)) field elements plus O(|C| 4+ Depth - n + poly(c,n)) invocations of Frand-oLE-mal Which
securely computes Foain-mal 0 the Frand-orE-mai-hybrid model in the presence of a fully malicious adversary

controlling up to t = "51 corrupted parties, where Depth s the circuit depth.
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5 Negative Result

In this section, we state our impossibility result regarding the communication cost to prepare random OLE
correlations in information-theoretic setting with semi-honest security. In previous section, we reduce the
task of constructing an information-theoretic MPC protocol with O(|C|) communication to preparing OLE
correlations. In particular, we are required to prepare OLE correlations for each pair of parties of equal
number, which will be referred to as uniform pattern subsequently. In general, a pattern corresponding to
OLE correlations among n parties Pi,..., P, can be represented by a sequence of integers, {¢; ;}1<i<j<n,
where ¢; ; € N means a number of ¢; ; OLE correlations between P; and P; are required for 1 <7 < j <n.

In order to prove a communication lower bound of preparing OLE correlations admitting a uniform
pattern, we borrow an existing negative result regarding a specific function and reduce securely computing
this function to the task of preparing OLE correlations in the uniform pattern. Concretely, following the
argument of contradiction, our proof strategy consists of three steps below,

— construct a protocol to securely compute a specific inner product function relying on OLE correlations
following a specific (non-uniform) pattern, which allows to reduce the computation of inner product
function to the task of preparing OLE correlations admitting a (non-uniform) pattern, and thus to the
task of preparing OLE correlations between any pair of parties,

— construct a protocol to prepare OLE correlations between any pair of parties based on OLE correlations
following a uniform pattern, which allows to reduce the task of preparing OLE correlations between a
pair of parties to that with a uniform pattern,

— make use of the communication lower bound of the inner product function previously proved in [DLN19]
together with the argument of contradiction to conclude that the beginning OLE correlations which
follows a uniform pattern cannot be prepared using protocols with low communication, neither.

We present the first step and second step reduction in Section 5.1 and Section 5.2, respectively. We further
show the lower bound for preparing OLE correlations with an arbitrary pattern in Section 5.3.

5.1 Communication lower bound regarding OLEs preparation between any two parties

We first recall the theorem proved in [DLN19], from which our negative result is derived. Since we focus on
the communication cost to prepare OLE correlations, we instead consider the computation over a fixed finite
field F though the negative result is originally stated in the bit version in [DLN19]. The theorem considers
2t 41 parties, Py 1,...,Pi1+,P21,..., Po ¢, and P, who jointly compute a specific function IP; ,,, where each
P;; for i € [t],j € {1,2} has inputs z;; € F!,b;; € {0,1}, while P; only has input b3 € {0,1}. IP,, ; first
computes y € IF to be the inner product between 1 121,2... 21 and 221221 ...22,. The output of P;; is
zji = bj; -y while the output of P3 is z3 = bs - y. Theorem 3 states the finite field version of negative result
proved in [DLN19] (Theorem 5).

Theorem 3. Let n = 2t + 1. In any statistically t-private and statistically correct protocol for IPr ,, the

n(t—1)1
2

average total communication is at least — € field elements for a negligible €.

Based on Theorem 3, we aim to deduce a communication lower bound of preparing random OLE corre-
lations between any pair of parties by reducing computation of IP,, ; to preparing random OLE correlations
between any pair of parties. To this end, we design a protocol presented in Ilip, , to securely compute
the inner product function IP,, ; in Frand-oLg-hybrid model in semi-honest setting. We describe the secu-
rity of II1p, , in Lemma 12. Hence, making use of the argument of contradiction, we are able to derive a
communication lower bound to instantiate Frand-org, which is concluded in Theorem 4.

Theorem 4. Let n = 2t+ 1. There does not exist any statistically t-private and statistically correct protocol
preparing N random OLE correlations between any party P; and P; with communication overhead of o(N -n)
field elements. The random OLE correlation is defined as (u',s',v?,t7) with v7,s*,t/ € F are randomly
sampled and u' € F satisfying the linear correlation u* = s* -t/ — vJ, where u', s’ and v’,t7 are maintained
by P; and Pj, respectively.
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i

Functionality 5: Frana.orr |
J

Frand-oLE samples v, s,t € F uniformly at random and computes u = s - ¢ — v. It then delivers (u, s)
and (v,t) to Py and Py, respectively.

Protocol 8: Iy in Frand-oLg-hybrid model ]

Initially, Py and P; have their inputs a € F and b € F, respectively. They aim to compute their
additive shares of a - b.

1. Py and P, invoke Frand-oLE to obtain a random OLE correlation u + v = s - t, where u, s and v, t
are maintained by Py and P, respectively.

2. Py sends a — s to P, while P; sends b —t to F.

3. Py computes its share of a-bas (a —s)- (b—t) +s-(b—t)+w and P, computes its share of a - b
as (a—s)-t+w.

Protocol 9: II1p, ; in Frang-oLe-hybrid model ]

J

.

To simplify the notation, denote Ps,bs by P3¢ and b3 g, respectively.

1. For each i € [t], P1 ; and P»; invoke ITyyy; I times to compute their additive shares of the product

between the i-th components of z;; and x2;, then locally add them up to obtain their additive

shares of the inner product x1; - 2, with Py ; holding ¢ ; and Py ; holding y5 ;.

For each i € [t],j € {1,2}, P;; distributes an additive sharing (y/ ;).

3. All parties locally compute their additive shares of (y) = >_,c( jeq1,23 (%)) With Pj; holding y; ;
and Pg,o hOldlIlg Y3,0-

4. For each (j,7) € {1,2} x [t] U {(3,0)}, for each (j,4") € {1,2} x [t] U {(3,0)} such that (i,7) #
(i',4'), Pj; and Pj yinvoke Il to compute their additive shares of b;; - y;/ . Then Pj ;s
sends its share of b;; - y;/ i to P;; and Pj; learns b;; - y; . Pj; then locally computes b;; -y =

o

Z(j’,i’)€{1,2}><[t]u{(S,())} bji - Y-

Lemma 12. Letn=2t+1. I;p

n, I

in the plain model.

Proof (Proof of Lemma 12). We will construct a simulator S to simulate the behaviors of honest parties.
The simulator S learns corrupted parties’ inputs, sends them to the functionality, and receives their outputs.

The simulation works as below.

1.

In Step 1, S simulates each invocation of ITyiy¢ with Py’s input a and P;’s input b according to whether
Py and P, are corrupted parties as follows. The goal of the simulation is to compute corrupted parties’

additive shares of a - b.

— If P, is honest and P; is corrupted, S simulates as follows. In Step 1, S samples two random elements
as (v,t) and sends them to the adversary on behalf of Frang.oLe. In Step 2, S samples a random
element as (a — s) and sends it to the adversary on behalf of honest Py. Then S can compute P;’s

additive share of a - b as (a — s) -t + v.

— If P, is corrupted and P; is honest, S simulates as follows. In Step 1, S samples two random elements
as (u,s) and sends them to the adversary on behalf of Franq.oLg. In Step 2, S samples a random
element as (b —¢) and sends it to the adversary on behalf of honest P;. Then S can compute Py’s

additive share of a-bas (a—s)- (b—t)+s-(b—1t)+u.

— If both Py and P; are corrupted, in Step 1, S emulates Fyand-oLg honestly and learns u, v, s,t. Then
S can compute Py’s additive share of ¢ -bas (a —s)-(b—t)+s-(b—1t)+u and P,’s share as

(a—s)-t+w.

48

in Frand-oLe-hybrid model computes IP,, 1 with statistical t-privacy and
statistical correctness. Furthermore, supposing ™ computes Frand-orLr with statistical t-privacy and statistical
correctness, then Ip, , composed with m computes IP, 1 with statistical t-privacy and statistical correctness



After this step, S learns ygz for each corrupted party P; ;.

2. In Step 2, when each honest party P;; distributes an additive sharing (y},), S randomly samples ¢
elements as corrupted parties’ shares and sends them to the adversary on behalf of honest P;;. When
each corrupted party P;; distributes an additive sharing <y§z), S receives from the adversary shares of
honest parties and computes corrupted parties’ shares of (y; ;) based on the secret y ,;, shares of honest
parties and by further setting the shares of corrupted parties with ¢ — 1 smallest identities to be 0 and
the share of the last corrupted party to satisfy an additive sharing of (y; ;).

Then S learns y;,; for each corrupted Pj ;.

3. In Step 4, for each P;; and Pj ;, S simulates the invocation of IIyi; as mentioned in Step 1. When
P; ; is corrupted, the simulation of the message from each honest Pj ; to P;; works as follows.

— If there exists a corrupted party Pj»;» with input bj» ;v = 1, § learnt y = bj» ;v - y from the
functionality. S then randomly samples the whole additive sharing (y) based on the secret and
shares of corrupted parties computed in previous simulation. Then & learns b;; - y;/,i for each P}/ ;.

— If every corrupted party Pj» ;» has input bj» ;» = 0, then S also knows b;; - y;/ i = 0 for each Py .

Hence, in both cases, for each honest P}/ ;/, S can compute P ;+’s additive share of b; ;-y;- i+ by subtracting

VARYA]
bji -y with P;;’s share and sends it to the adversary on behalf of honest Pj/ ;.

S outputs the view of the corrupted parties and honest parties output their outputs.

We now show the distributions of the output in the ideal world is identical to that in the real world.

Hyb,: In this hybrid, we consider the execution in the real world.

Hyb,: In the following small hybrids, we focus on the simulation of each invocation of .

Hybl’l: In this hybrid, we change the emulation of Fianq-org with Py and P;. When Py is corrupted and
Py is honest, § samples random field elements as u, s and delays the sampling of t. When P is honest and
P, is corrupted, S samples random field elements as v,t and delays the sampling of s. The distributions in
Hyb, ; and Hyb,, are identical.

Hybl’zz In this hybrid, when corrupted Py and honest P; invoke [Ty, we sample a random element as
b —t and compute t = b — (b — t). When honest Py and corrupted P; invoke ITyp,, we sample a random
element as a — s and compute s = a — (a — s). The distributions in Hyb, , and Hyb, ; are identical due to
the randomness of t or s.

Hyb,: In this hybrid, we focus on the simulation of Step 2. We change the way of generating (:g;z)
for each honest P;;. We first sample ¢t random elements as corrupted parties’ shares and randomly sample
the whole sharing (y) ;) based on shares of corrupted parties. The distributions in Hyb, and Hyb, , are
identical.

Hyb: In this hybrid, we compute y;; for each corrupted P;; as mentioned in the simulation. Then we
delay the sampling of honest parties’ shares of <y31> and do not compute the values received from Frand-oLE
for each honest P;;, which is feasible as they are not used in the simulation. The distributions in Hyb,; and
Hyb, are identical.

Hyb,: In the following small hybrids, we focus on the simulation of Step 4.

Hyb4’1: In this hybrid, we change the emulation of Frana-orLe with input b;; from P;; and input y;/
from Py ;. When P;; is corrupted and Py i is honest, S samples random field elements as u, s and delays
the sampling of ¢. When P;; is honest and P ;+ is corrupted, S samples random field elements as v,t and
delays the sampling of s. The distributions in Hyb, ; and Hyb; are identical.

Hyb, 5: In this hybrid, when honest P;; and corrupted Pj ; invoke Il with inputs b;; and y;/ .,
respectively, we sample a random element as b; ; — s and compute s = b, ; — (b;; — s). The distributions in
Hyb, , and Hyb, ; are identical due to the randomness of s.

Hyb, 5: In this hybrid, when corrupted P;; and honest Pj ; invoke Il with inputs b;; and y; .,
respectively, we sample a random element as y;/ ;s —t. S learns P; ;’s additive share of b; ;- ;. Focusing on the
simulation of the message from honest Pjs ;» to corrupted P;;, As mentioned in the simulation, S can always
compute b;; -y, and thus P} ;’s additive share of b; ; - y;/ . If bj; = 1, S computes t =y, »» — (y;7. — ).
The distributions in Hyb, ; and Hyb, , are identical due to the randomness of ¢ and the correctness of the
protocol.
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Hyb4’4: In this hybrid, we do not compute the values received from F,.n4.0LE, Which is feasible as they
are not used in the simulation. The distributions in Hyb, , and Hyb, 5 are identical.
Since Hyb, , corresponds to the ideal world, II1p, , securely computes 1P, ;. a

n,I

Proof (Proof of Theorem 4). Notice that the communication cost of ITrp, , is (2n—1)-(n —1) elements plus
(t-IT+n-(n—1)) invocations of ITy,; amounting to (2¢-I4 (dn—1)-(n—1)) elements and (¢-I+n-(n—1))
invocations of Frand-org for one invocation of IIyr, involves 2 elements plus one invocation of Frand-oLE.
By Lemma 12, the task of computing IP,, ; is reduced to preparing random OLE correlations.

If there exists a statistically ¢-private and statistically correct protocol m preparing N random OLE
correlations with communication overhead of o(N -n) elements, then by combining 7 and IIp, ; in Frand-OLE-
hybrid model, one can derive a protocol for computing IP,, ; achieving statistical ¢-privacy and statistical
correctness in the plain model with communication of o(n - ¢ - I + n?) elements, which contradicts with
Theorem 3 if we set I = 2(n). Thus, we complete the proof of Theorem 4. O

5.2 Communication lower bound regarding OLEs preparation with a uniform pattern

To further reduce the task of preparing random OLE correlations between a pair of parties to that with
a uniform pattern, we now construct a protocol to securely realize Fianq-oLg Which prepares random OLE
correlations between two specific parties, say Py and Pi, in FoLE-uniform-hybrid model. Similar to previous
section, the idea is that we let N = n? virtual parties distribute OLE correlations to Py and P;, where each
virtual party is emulated by a different pair of parties. Importantly, the corruption threshold of n? virtual
parties is in2, which implies among all distributed OLE correlations, a % fraction of them are honest, i.e.,
their secrets are unknown to the adversary if at least one of Py and P; is honest. To eventually obtain fully
random OLE correlations, Py and P; perform the OLE extraction procedure which follows the same recipe
as the triple extraction and results in a constant fraction of fully random OLE correlations. Our construction
appears in Il.nq.0LE. We describe the security of Il.anq-0oLg in Lemma 13. Relying on the argument of
contradiction, we are able to obtain a communication lower bound to instantiate Forg-uniform, Which is
concluded in Theorem 5.

Theorem 5. Letn = 2t+ 1. There does not exist any statistically t-private and statistically correct protocol
preparing N random OLE correlations following a uniform pattern with communication overhead o(N - n)
field elements.

'_[ Functionality 6: ForE-uniform |
J

For each pair of parties P; and P;, the functionality Forg-uniform distributes an OLE correlation to
Pi and Pj.

'[ Protocol 10: I1,,h4-0LE in FOLE-uniform-hybrid model ]

All parties aim to prepare ¥ OLE correlations for Py and P;.

1: OLE distribution. N virtual parties simulated by all different pairs of parties distribute OLE
correlations to Py and P; relying on the receiving OLE correlations with a uniform pattern
received from ForE-uniform-

1. All parties invoke FOLE-uniform 2 times to receive OLE correlations following a uniform pattern,
where each pair of parties get 2 OLE correlations. Suppose for each pair of two parties P; and
Pj with £ = (i —1)-n+j, they receive 2 OLE correlations, ‘az ~}b§ = sé + s and b -a) = i+,
where aj, b}, si and ¢} are maintained by party P; and aj, b}, s; and t) are maintained by party
P;.

2. F(J)r each pair of parties P; and P;, supposing ¢ = (i — 1) - n + j,

a. P; samples a random element 372 and computes y} = a}} . bfZ + sz + t}} — x@. Similarly, P;
samples a random element x? and computes yz = CLZ . bi + s? + ti — xi Then P; sends
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a@, xj, to Py and P; sends a% x% to Py. Similarly, P; sends bz, yz} to P, and P; sends b% yg
to P1~ ] )
b. Py locally computes a; = a} + a) and zp = Tl + ;. Similarly, P; locally computes
by = b, +b) and y, = yi + y). At this point, Py and P; share an OLE correlation
ag - by = xp + ye with ay, xy held by Py and by, yy held by P;.
2: OLE extraction. Py and P; perform OLE extraction to extract fully random OLE correlations
from the receiving OLE correlations.
1. Py and P; set two polynomials f,g of degree % such that f(¢) = a, and g(¢) = by for all

(e [532].
2. Py locally computes f(¢) for all £ € {¥F3 .. N}. P locally computes g(¢) for all £ €
{82 N}

3. For all ¢/ € {%, ..., N}, Py and Py invoke ITyiy; (omit the first step where Frang.oLg is
invoked) with an OLE correlation (ag, be, x¢, y¢) to compute their additive share of f(¢) - g(¢).
After this, Py gets zj, and P; gets y, satisfying that «} + vy, = f(£) - g(¢).
4. Py sets a polynomial kg of degree N — 1 such that ho(¢) = z for £ € [MFL] and ho(¢) =
for ¢ € {3, ... N}. P sets a polynomial hy of degree N — 1 such that hy(¢) = y, for all
¢ € [MH] and hy(¢) =y, for £ € {&F3 ... N}.
3: Output. For all ¢ € [222], Py outputs (ag, @¢) = (f(N +£), ho(N +¢)) and Py outputs (be, G0) =
(g(N + £), h1 (N + ), which satisfies that a, - by = Z¢ + .

Lemma 13. Let n = 2t + 1. Il,qnq-oLe computes Frond-oLE N FOLE-uniform-hybrid model with statistical
t-privacy and statistical correctness.

Proof (Proof of Lemma 13). We will construct a simulator S to simulate the behaviors of honest parties.
The simulation depends on whether Py and P; are corrupted parties.

Case 1. When there is exactly one corrupted party among Py and P, say Py, to make sure the output in the
ideal world accords with that in the real world, we should make use of the output received from Frang-ornE.
Therefore, before the simulation, S invokes Frand-oLE % times and receives corrupted FPy’s values of %
OLE correlations, {&g,:i‘g}ée[%}, that is, f(N +€) = ag, ho(N + £) = & for all £ € [2Z2]. Intuitively,
the goal of the simulation is to 1) decide the OLE correlations distributed by honest virtual parties to
guarantee corrupted Py will obtain the same output OLE correlations as that received from Frana-org and
2) delay sampling the part of OLE correlations to argue the secrecy of honest P;’s values of the output OLE
correlations.

Simulation of OLE distribution. Denote the set of indices of OLE correlations distributed by
corrupted virtual parties by £. Set & = £ N [%] and & = &£\ & . Set Dy as a set of indices
of honest virtual parties with || smallest indices in [MFL]\ &. Let D = [2H]\ (& U Dy) and
Dy = {¥7 ..., N}\ &. It is clear that D U Dy U Dy is the set of indices of all honest virtual par-
ties and |D| = &2 D[ + |& | + [&] = M.

1. In Step 1.1, simulating the invocations of For,p-uniform 1S discussed in the following three cases according
to whether P; and P; are corrupted parties. Suppose ¢ = (i —1) - n+ j. The goal of this step is to record
the values sent from ForE-uniform t0 the adversary.

— When both P; and P; are corrupted, S emulates ForE-uniform honestly and records the values sent
to the adversary.

— When P; is corrupted and P; is honest, S emulates Forg-uniform by sampling four random elements
as ay, by, sy, t;, and sending them to the adversary.

— Similarly, when F; is honest and P; is corrupted, S emulates FoLg-uniform Py sampling four random
elements as ai, bi, sz, ti and sending them to the adversary.
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2. In Step 1.2, for each virtual party emulated by P; and P; with ¢ = (i — 1) - n + j, the simulation will be
discussed in four cases depending on whether P; and P; are corrupted parties. The goal of this step is
to compute OLE values known by the adversary. We first consider the OLE correlations distributed by
corrupted virtual parties.

— When both P; and P; are corrupted parties, S does not need to simulate the messages but needs to
compute the resulting OLE correlation ag, by, x4, ye such that ag - by = x¢ + y.

Now we consider the simulation of distributing OLE correlations by honest virtual parties with identities
in Dy and D5, which will be discussed in the following three cases. o

— When P; is honest and P; is corrupted, S samples two random elements as aj, z;, and sends them to
the adversary (corrupted Pp) on behalf of honest P;. o

— When P, is corrupted and P; is honest, S samples two random elements as a;, 2 and sends them to
the adversary (corrupted FPp) on behalf of honest P;.

— When both P; and P; are honest, S samples four random elements as a}, x?, a]é, xi and sends them
to the adversary (corrupted Py) on behalf of honest P; and P;.

Then S is able to compute ag, z¢, which are values of OLE correlations held by corrupted FPy. So far, S
has learnt & |+ Dy |+ 252 = X evaluation points of f(-) and thus the whole degree-2>2 polynomial
f(-), where these &+ pomts come from {ag}eece,up, and {f(N + Z)}EG[N+2 We delay the sampling of
OLE correlations dlstrlbuted by honest virtual parties with their identities in D.

Simulation of OLE extraction.

3. In Step 2.3, S simulates each invocation of Tyt according to whether the consumed OLE is distributed
by a corrupted virtual party, i.e. £ € Es.

— If ¢ € &, S learnt ag, by, ¢, ye and f(£). When honest P; sends g(¢) — by to corrupted Py, S samples
a random element as g(¢), computes g(£) — by, and sends it to the adversary on behalf of honest P;.
Then S computes z, y;. Notice that =} + v, = f(£) - g(¢).

— If £ € &, which implies ¢ € Do, S learnt ay, x¢ and f(¢). When honest P; sends g(¢) — by to corrupted
Py, S samples a random element as g(¢) — by and sends it to the adversary on behalf of honest P;.
Then S computes ).

So far, S has already learnt |€1| + |D1| + |E2| + [Da| + 252 = N evaluation points of k() and thus the
whole degree-(N — 1) polynomial hg(-), where these N points come from {z¢}sce,up, , {xz}ée{¥,...,N}
and {h()(N+£)}ee[¥}. Recall S has also learnt the whole degree- Y
{f(£), ho(€)}sep. Next, S completes the simulation by simulating distributing OLE correlations by honest
virtual parties with their identities in D in Step 1.2, which will be discussed in three cases as below
depending on whether P; and P; are corrupted or not. Suppose ¢ ; (i—1)- nl—&— j. ,

— When P; is honest and P; is corrupted, S computes ay =ar—a) = f({)—a) as well as 7} = xy— ) =

L polynomial f(-). Then S computes

ho(¢) — z and sends aj, z} to the adversary (corrupted Py) on behalf of honest P;.

— When P, is corrupted and P; is honest, S computes aj = ay —aé f0)— ae as well as :vz =xy —xé
ho(¢) — z% and sends a}, 2, to the adversary (corrupted Pp) on behalf of honest P;.

— When both P; and P are honest, S Samples random elements as aé,:vé, computes az = ay — ag =
f(0) — al as well as ) =z, — ' = ho(£) — x} and sends aj, 2 and a}, 27 to the adversary (corrupted
Py) on behalf of honest P; and honest P;, respectively.

S outputs the view of the corrupted parties and honest P; outputs its outputs received from Frand-OLE-
We now show the distributions of the output in the ideal world is identical to that in the real world.
Hyb,: In this hybrid, we consider the execution in the real world.

Hyb;: In the following small hybrids, we focus on the simulation of OLE distribution.

Hyb, ;: In this hybrid, we focus on emulating FoLg uniform in Step 1.1. § emulates interaction between
FOLE-uniform and the adversary as mentioned in the simulation and delays the sampling of the values held by
honest parties until the beginning of Step 1.2, which is feasible as they are not used in the current simulation.
The distributions in Hyb, ; and Hyb, are identical.

Hyb, 5: In this hybrid, we focus on simulating Step 1.2. We change the simulation of OLE correlation
distribution by honest virtual parties with their identities in Dy UDy UD consisting of P; and P; as follows.
Suppose £ = (i — 1) -n+ j.
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— When F; is honest and P; is corrupted, S samples two random elements as az, :U@ and delays the sampling
of bj. This does not change the distribution because ay, z are sampled uniformly at random in Hyb, ;.

— When F, is corrupted and FP; is honest, S samples two random elements as ai, xi and delays the sampling
of bj This does not change the distribution because aé, JL‘Z are sampled uniformly at random in Hyb, ;.

— When both P; and P; are honest, S samples four random elements as ae,xé, aé,xé and delays the
sampling of bé, bj This does not change the distribution because ae, :ce, a[, x; are sampled uniformly at
random in HybL1

The distributions in Hyb, , and Hyb, ; are identical.

Hyb, 3: In this hybrid, we change the simulation of OLE correlations distribution by honest virtual
parties with their identities in D. S first samples random elements as {f(¢)}sep. Then S computes the
honest parties’ part of OLE correlations held by honest virtual parties with identities in D as follows. For
each honest virtual party with identity in D consisting of P; and P;, suppose ¢ = (i — 1) - n + j.

— When P; is honest and P; is corrupted, S computes ay=a;— aé f) — aé and delays the sampling of
be This does not change the distribution because aé 1s sampled uniformly at random in Hyb, .

— When P; is corrupted and P; is honest, S computes ae = ay —ay = f(¢) — a} and delays the sampling of
bj This does not change the distribution because aé is sampled uniformly at random in Hyb1 9-

— When both P; and P; are honest, S samples a random element as a} and computes af =a,—ay, = f({)—a
and delays the sampling of b}, b] This does not change the distribution because @} is sampled uniformly
at random in Hyb, .

The distributions in Hyb, 5 and Hyb, , are identical.

Hyb, 4: In this hybrid, we change the simulation of OLE correlations distribution by honest virtual parties
with their identities in D. We first sample random elements as {f(N + g”m[%] and compute {f(¢)}eep as
linear combinations of {f(¢)}ice,up, and {f(N + f)}ea#r This does not change the distribution because
given {f(€)}ece,up,, there is a one-to-one correspondence between {f(¢)}secp and {f(N + 6)}€€[¥]' The
distributions in Hyb, 4, and Hyb, 3 are identical.

Hyb,: In the following small hybrids, we focus on the simulation of OLE extraction.

Hyb, ;: In this hybrid, we sample random elements as {g(£) }¢cp, . and compute the honest parties’ part
of OLE correlations held by honest virtual parties with identities in D; as follows.

— When F; is honest and P; is corrupted, S computes bz =by — bé =g — bé. This does not change the
distribution since by is sampled uniformly at random in Hyb, 4.

— When P; is corrupted and P; is honest, S computes b) = by — b, = g() — bi. This does not change the
distribution since b} is sampled uniformly at random in Hyb, ,.

— When both P; and P; are honest, S samples a random element as bz and computes bi = by — b@. This
does not change the distribution since bfg‘ is sampled uniformly at random in Hyb, 4.

The distributions in Hyb, ; and Hyb, 4 are identical.

Hyb, 5: In this hybrid, we focus on the simulation of I/yj;. When the consumed OLE correlation is
distributed by a corrupted virtual party, we have ¢ € & and ay, by, s and y, are known to S. We change
the simulation by sampling random elements as {g(¢)}sce,. Then we can compute {g(¢)}sep, as linear
combinations of {g(¢)}sce,upus,. This does not change the simulation because

— given {g(¢)}sce,up, there is a one-to-one correspondence between {g(¢)}sep, and {g(¢)}sce, and
— {9(0) }rep, are sampled uniformly at random in Hyb, ;.

The distributions in Hyb, , and Hyb, ; are identical.

Hyb273: In this hybrid, we focus on the simulation of ITyi,;. When the consumed OLE correlation is
distributed by an honest virtual party, we have ¢ € Dy and ay, z¢ and f(¢) are known to S. We change the
simulation by sampling a random element as g(¢) — by and computing by, = g(¢) — (g(¢) — be). Similar to
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Hyb, ;, we can compute the honest parties” part of OLE correlations held by honest virtual parties with
identities in Dy.Since these values are sampled uniformly at random in Hybs, 5, the distributions in Hyb, 5
and Hyb, , are identical.

Hyb, ,: In this hybrid, we go back to focus on simulating the process of OLE correlation distribution by
honest virtual parties with identities in D. We first sample random elements as {ho(¢) }srep. Then S computes
the honest parties’ part of OLE correlations held by honest virtual parties with identities in D as follows.

— When P; is honest and P; is corrupted, S computes x} = z, — a:z = ho(¢) — ac% and delays the sampling
of b;. This does not change the distribution due to the randomness of zj.

— When P; is corrupted and P; is honest, S computes 2 = 2 — 2 = ho(¢) — 2 and delays the sampling
of b). This does not change the distribution due to the randomness of .

— When both P; and P; are honest, S samples random elements as z and computes x = x,—x} = ho({)—x}

and delays the sampling of bg. This does not change the distribution due to the randomness of x%.

The distributions in Hyb, 4 and Hyb, ; are identical.

Hyb, 5: In this hybrid, we focus on simulating the process of OLE correlation distribution by honest
virtual parties with identities in D. We first sample random elements as {ho(N + 6)}ée[¥]. We then
compute {ho(£)}sep as linear combinations of {ho(€)}ecinp\p and {ho(N +£)}ée[¥]' This does not change
the distribution because

— given {ho(€)}¢e[n)\p, there is a one-to-one correspondence between {ho(N + Z)}£€[¥] and {ho(£) }eep
and
— {ho(€) }eep are sampled uniformly at random in Hyb, 4.

The distributions in Hyb, 5 and Hyb, , are identical.
Hyb;: In the following small hybrids, we focus on simulating the outputs of corrupted Py and honest P;.
Hyb; ;: In this hybrid, S samples random elements as {g(£)}¢scp and computes the honest parties’ part
of OLE correlations held by honest virtual parties with identities in D as follows.

— When P; is honest and P; is corrupted, we compute b, = by — bg =g(0) — bi. This does not change the
distribution because bj is uniformly at random in Hyb, 5 and unknown to the adversary.

— When P; is corrupted and P; is honest, we compute b}, = by — b% =g(0) — bi. This does not change the
distribution because bi is uniformly at random in Hyb, 5 and unknown to the adversary.

— When both P; and P; are honest, we sample a random element as b} and compute b} = by — bz =g(0) —bz.
This does not change the distribution because bz is uniformly at random in Hyb, 5 and unknown to the
adversary.

The distributions in Hybs ; and Hyb, 5 are identical.
Hyb; ,: In this hybrid, instead of letting S sample {f(N + £), ho(N + Z)}E€[¥] by itself, we let S

receive these values by invoking the target functionality Frand-oLE % times. As for honest P;’s output,
we let honest P; outputs the values received from Fiang-org. Then we can compute {g(€)}rep as linear

combinations of {g(¢)}scs,up, and {g(N+£)}€€[N2»2]7 with the latter one received from Fiand-ore. This does

not change the distribution because of the following reasons.

— {f(N +0),ho(N + é)}36[¥] are sampled uniformly at random in Hyb, ;.

— Given the values {g(¢)}sce,up,, there is a one-to-one correspondence between {g(¢)}sep and {g(N +
O} ez

— {9(0) }eep are sampled uniformly at random in Hyb; ;.

— For each ¢ € [22], hy(N+() computed in Hybg , satisfies that f(N+£)-g(N+£) = ho(N +£)+h1 (N+0).

The distributions in Hyb; , and Hybg ; are identical.
Since Hybj 5 corresponds to the ideal world, we prove the validity of the simulation when F is corrupted
and P is honest.
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Case 2. When both Py and P; are honest, we only need to simulate messages from ForE-uniform tO
corrupted parties and argue the secrecy of the output OLE correlations held by honest Py and P;. The
simulation works as follow.

In Step 1.1, for each pair of parties F; and P;, the simulation is discussed in the following three cases
according to whether P; and P; are corrupted parties. Suppose £ = (i — 1) - n + j.

— When both P; and P; are corrupted, S emulates For,g-uniform honestly.

— When F; is corrupted and P; is honest, S samples random elements as aj, s;, b;,t; and sends them to
the adversary on behalf of For g uniform- S

— Similarly, when P; is honest and P; is corrupted, S samples random elements as a), s}, b}, t; and sends
them to the adversary on behalf of ForE-uniform-

S invokes Frand-oLe “oE2 times and outputs the view of the corrupted parties while honest Py and P; output
their outputs received from Frand-OLE-

We now show the distributions of the output in the ideal world is identical to that in the real world.

Hyb,: In this hybrid, we consider the execution in the real world.

Hyb;: In this hybrid, we focus on the simulation of Step 1.1. We change the simulation as follows.
Suppose the virtual party is emulated by P; and P; with £ = (i — 1) - n + j.

— When P; is honest and P; is corrupted, S samples random elements as a? s?, bz, tfé7 delays the sampling
of ay, by, records the values sent to the corrupted parties. _

— When P;is corrupted and P; is honest, S samples random elements as aj, s, b}, t;, delays the sampling
of a}, b}, records the values sent to the corrupted parties.

This does not change the distributions. Then the distributions in Hyb, and Hyb, are identical.

Hyb,: In this hybrid, we focus on the simulation of the outputs of honest Py and P,. We change the
process of Step 1.2 in OLE distribution. The goal of this hybrid is to argue the secrecy of OLE correlations
distributed by honest virtual parties with identities in D, which are defined the same as in Case 1. For each
honest virtual party with identity in D, supposing £ = (i — 1) - n + j, we first sample random elements as
ag, be, zp and compute yp = ag - by — xy.

— When P; is honest and P; is corrupted, we compute aé = ag—a%, bé = bg—bz, sr:fZ = l‘g—.’lfz and y} = yg—yz.
This does not change the distribution because ay, b, and z are uniformly random and unknown to the
adversary and y; satisfies that

yo = ab bl + syt —xh=da}- by +ab-b) +a) b —s)—t) — b

=ay - bg—a[ bj—s[ ti—xzfag bg—xe ye—xg

yf_yz

in Hyb;. _
— Similarly, when P; is corrupted and P; is honest, we compute @) = ag — ae, by = by — bl x) = x4 — 7}
and y) =y — yé This does not change the distribution because a%, bj and z are uniformly random and

unknown to the adversary and y; satisfies
yl=al b+ +t)—xl=a) b +a)- b +al-b) — s —th—a)
:ag-bg—alz-bz—s;i—té—xz :ag-bg—xlz—ye—xé
=y — i
in Hyb,.
— When both P; and P; are honest, we sample random elements as ae,bé,xé,sé,te and compute i‘/e =
ay - be + 5@ + t4 — . Then we compute a) = ag — az,be = by — b}, x5 ) =z —a) and y, =y — ys. This

does not change the distribution due to the same reasons as that in the case where P; is corrupted and
P; is honest.
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The distributions in Hyb, and Hyb, are identical.

Hyb;: In this hybrid, we focus on the simulation of the outputs of honest Py and P;. We change the
process of distributing OLE correlations by honest virtual parties with identities in D. We first sample
random elements as {f(N + £), g(N + 6)}€€[¥] and compute {f(€)}iep, {9(¢)}eep as linear combinations

of {f(O)}perzipp U{F(N + O)}yepnsz), {g(f)}ee[%]\D U {g(N + E”’ee[%]v respectively. This does not

2 4
change the distribution because of the following reasons.

— Given {f(E)}Ze[N;A]\D,{g(f)}za%}\p, there are one-to-one correspondences between {f(¢)}sep and

LFON + O ez, {900 heem and {g(N + 0} s,
— {f(0),9(£)}¢ep are uniformly random and unknown to the adversary in Hyb,,.

The distributions in Hyb; and Hyb, are identical.

Hyb,: In this hybrid, we focus on the simulation of the outputs of honest Py and P,. We change the
process of distributing OLE correlations by honest virtual parties with identities in D. We first sample
random elements as {ho(N—I—E)}Z€[¥]. After computing {ho(g)}é€{¥,---,N} as in the protocol, we compute

{ho(£)}eep as linear combinations of {ho(£)}np\p U {ho(N + Z)}Z€[¥]. Then we compute hi(N + ¢) =

F(N+0)-g(N+€) —ho(N+1¢) for each ¢ € [NF2]. This does not change the distribution due to the following
reasons.

— Given {ho(f) };n)\p, there is a one-to-one correspondences between {ho(¢)}eep and {ho(N + 6)}ee[¥]'

— {ho(€)}sep are uniformly random and unknown to the adversary in Hybs.

— For each ¢ € [MF2], f(N + ), g(N + £), ho(N + £) and hy(N + ¢) computed in Hybs correctly satisfy
OLE correlation, i.e, f(N 4+ £) - g(N +£) = ho(N + £) + hy (N + £).

The distributions in Hyb, and Hyb; are identical.

Hyb;: In this hybrid, instead of randomly sampling values as {f(N +¢), g(N +¢), ho(N +€)}£€[¥] and
compute {h1 (N +¢)} e[z to satisfy the OLE correlations, we invoke Fyand-OLE % times and let honest
Py and P, output what they receive from the functionality Fiand-org. We do not sample or compute the
values sent from Forg-uniform t0 honest parties as they are not used in the simulation anymore. This does
not change the distribution. The distributions in Hyb; and Hyb, are identical.

Since Hyb; corresponds to the ideal world, we prove the validity of the simulation when both Py and P;
are honest.

Case 3. When both Py and P; are corrupted, similar to Case 1, to make sure the output in the ideal
world accords with that in the real world, we should make use of the output received from F,.ng-0oLg. Before
the simulation, S invokes Frand-OLE % times and receives corrupted Py and P;’s output OLE correlations,
{(ng,bg,ff'g,ﬂg}ge[w], that is, f(N +¢) = ag, g(N +£) = by, ho(N +£) = &4, h1(N +£) = g,. The goal of the
simulation is to decide the OLE correlations distributed by honest virtual parties to guarantee corrupted Py
and P; will obtain the same output OLE correlations as that received from F,.n4-0r,. The simulation works
as follows.

1. In Step 1.1, § emulates ForE-uniform honestly and records the values generated except for honest virtual
parties with identities in D. & emulates messages from Forg-uniform t0 the adversary for honest virtual
parties with identities in D emulated by P; and P; with £ = (i — 1) - n + j as follows.

— When P; is honest and P; is corrupted, S samples random elements as ai, sy, bi, t%, sends them to
the adversary on behalf of Forg-uniform, records the values sent to the adversary, and delays the
sampling of aj, b).

— When P; is corrupted and P; is honest, S samples random elements as aj, sy, by, t;, sends them to
the adversary on behalf of ForE-uniform, records the values sent to the adversary, and delays the
sampling of aj, b).

2. In Step 1.2, S simulates honestly except delaying the sampling of OLE correlations distributed by honest
virtual parties with their identities in D, where the set D is defined the same as in Case 1. Hence, S learns
{ag, be, x4, yg}ge[ ~N)\p- Now we describe the simulation of distributing OLE correlations by honest virtual
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parties with identities in D. § first samples random elements as { f (N +£), g(N—i—Z)}L,E[#] and compute

{f(O)}eep,{9(0) }eep as linear combinations of {f(g)}ée[N;rl]\D U{f(N+ E)}ZE[NIQ]’ {g(f)}zg[%]\p u
{g(N +0)} e[ 2] respectively. For each honest virtual parties with identity in D consisting of P; and

P;, supposing ¢ = (i — 1) - n+ j, the simulation goes as below.

— When P; is honest and P; is corrupted, S computes a} = a, — aj = f(£) — aj, b, = by —b) = g(¢) — b}
and sends ay, b, to the adversary on behalf of honest F;.

— Similarly, when P; is corrupted and P; is honest, S computes a} = a;, — aj = f(£) — a}, b) = by — b, =
g(¢) — b}, and sends ag, bz to the adversary on behalf of honest P;.

— When both P; and P; are honest, S samples random elements as a}}, b% computes az = ay — a@ =
() —ai, bﬂ; = by — b, = g(¢) — b}, and sends a}, b} and ag, bz to the adversary on behalf of honest P;
and P;, respectively.

3. So far, S has learnt {f(ﬁ),g(f)}ge[w;l], {ho(ﬁ),hl(é)}zﬂ%]\p and {az,be,Z‘g,y€}£e{¥7_”N}. Then S
follows the protocol to compute {ho(¢), hq(¢ )}Ee{wfs _..ny}- After this, S computes {ho({)}eep as linear
combinations of {ho(£)}ecinp\p U {ho(N + €)}Z€[N+z and computes hy(€) = f(£) - g(€) — ho(£) for each
¢ € D. Now we complete the simulation by deciding the rest of messages sent from honest virtual parties

with identities in D to the adversary. For each honest virtual party with its identity in D consisting of
P; and P;, supposing £ = (i — 1) - n + j, the simulation goes as below.

— When P; is honest and P; is corrupted, S computes z, = zo—x) = ho(0) =z}, yi = ye—y) = h1(£)—vy,
and sends xj,y; to the adversary on behalf of honest F;.

— Similarly, when P; is corrupted and P; is honest, S computes x) = xp—ah = ho(l)—xh,y) = yo—vyi =
hy(€) — y} and sends x7,y; to the adversary on behalf of honest P;.

— When both Pz and P; are honest, S samples random elements as mz,ye7 computes a:e =1xy— xé =

ho(€) — xk,y; = ye — yb = h1(£) — yi, and sends z}, yi and xz, yl to the adversary on behalf of honest
P; and Pj, respectively.

S outputs the view of the adversary. We now show the distributions of the output in the ideal world is
identical to that in the real world.

Hyb,: In this hybrid, we consider the execution in the real world.

Hyb,: In this hybrid, we focus on emulating Forg-uniform i Step 1.1. We only change the generation
of messages from ForE uniform 10 corrupted parties contained in honest virtual parties with identities in D
emulated by P; and P; with £ = (i — 1) - n + j as follows.

— When FP; is honest and P; is corrupted, & samples random elements as ai,si,bﬁ,té, sends them to
the adversary on behalf of For g uniform, records the values sent to the adversary, and samples random
elements as a}, b},

— When P; is corrupted and P; is honest, S samples random elements as a’, s}, b}, t;, sends them to
the adversary on behalf of ForE-uniform, Tecords the values sent to the adversary, and samples random
elements as ay, by

— When both P; and P; are honest, S samples random elements as az, sz, b} t} and then further samples

random elements as a}, b}.

This does not change the distribution. The distributions in Hyb,; and Hyb, are identical.

Hyb,: In this hybrid, we change the simulation of OLE distribution by honest virtual parties with
identities in D. We first sample random elements as {f (), g(¢), ho(£) }eep and compute hy(¢) = f(£) - g(£) —
ho(€). Then next step will be discussed in the following cases.

— When P; is honest and P; is corrupted we compute ah = a;— ai = f) - a?, by = by — b% =g(0) — bz,
T =13y — xé = ho(¢) — sce and yi = yo —y) = hi(£) — yz This does not change the distribution since
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ay, by, zi are uniformly random and yj satisfies that
Yo = ap by + sy +ty —
:a§~bz+aé-bj+ai-bz—s§—t§—xfg
= (ap +ap) - (B + b)) —ap - b) — 5, — 1 — 7}
:ag~bg—xZ—yz—x§
=y -y
in Hyb,. ) ) o )
— Similarly, when P; is corrupted and P; is honest, we compute a) = ag — a), = f({) — a}, b) = by — b}, =

g(0) b, :1;% = x¢ —x) = ho(f) — 7 and v = ye — Yy = h1(£) — y;. This does not change the distribution
since ay, b}, z; are uniformly random and y; satisfies that
yp = ap b+ s) + ) —

:a%-bi—i—aé-bé—ka?b}i—s@—t%—xiﬁ

= (ap +ap) - (b, + b)) — aj - b — s — t; — ]

:ag-bg—x};—yz—xz

=y — Yy
in Hyb;.

— When both P; and P; are honest, we first sample random elements as aj, by, s, t;, £; and compute
yi = a - b, + s, + t, — z). Then we compute a; = a; — a), = f({) —al, b) = by — by, = g(¢) — b},
z) = xp — x) = ho(f) — z), and y, =y, — yj = h1(¢) — yj. This does not change the distribution due to
the same reason as that in the case where P; is corrupted and P; is honest.

The distributions in Hyb, and Hyb, are identical.
Hyb,: In this hybrid, we focus on the simulation of output OLE correlations held by corrupted Py and P;
and change the generation of { f(¢), g(¢) }¢ep. We first sample random elements as { f(N+¢), g(N"’E)}ee[%]

and compute {f(¢)}ep and {g(€) }eep as linear combinations of {f(g)}ée[N;rl]\D U{f(N + g”ee[%] and
{9(0)} pe 22 ]\DU{Q(N+€)}26[¥]7 respectively. This does not change the distributions because of the follow
two reasons.

— Given {f(), 9(6)}66[%1\1)7 there are one-to-one correspondences between { f(¢) }sep and {f(NJrE)}eG[%],

{9(0)}ecp and {g(N + 0} e sz,
— {f(0),9(£)}¢cp are sampled uniformly at random in Hybs,.

The distributions in Hyb; and Hyb, are identical.
Hyb,: In this hybrid, we focus on the simulation of output OLE correlations held by corrupted Py and P;
and change the generation of {ho(¢), h1(¢)}sep. After computing all {ho(ﬁ),hl(ﬂ)}ee{¥w)]\,}, we sample

random elements as {ho(N + 6)}ZE[NI2], compute {ho(¢)}eep as linear combinations of {ho(€)}een)\p U

{ho(N + g”‘@e[%] and hy(£) = f(£)-g(¢) — ho(£) for each ¢ € D. This does not change the distribution due
to the following three reasons.

— Given {ho(f)}¢e[n)\D, there is a one-to-one correspondence between {ho(¢)}eep and {ho (N+€)}ee[¥}'

— {ho(£)}sep are sampled uniformly at random in Hyb,.
— For each ¢ € [M2], hy (N + ¢) computed in Hyby satisfies f(N +¢) - g(N +£) = ho(N +£) + hi(N + ).

The distributions in Hyb, and Hyb, are identical.
Hyb;: In this hybrid, instead of sampling {f(N +¢), g(N +£), ho(N-i-f)}gE[#] and computing {hy (N +

0)} e[ 2] by S, we let S obtain these values by invoking Frand-OLE % times. The only difference is that
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Frand-oLE Will take the role of S and this does not change the distribution. The distributions in Hyb; and
Hyb, are identical.

Since Hyb; corresponds to the ideal world, we prove the validity of the simulation when both Py and P;
are corrupted.

Combining three cases, we conclude that I1,,nq.0L computes Frand-OLE I FOLE-uniform-nybrid model
with statistical ¢-privacy and statistical correctness. a

random

. . . 2
Proof (Proof of Theorem 5). Notice that the communication cost by Il.and-oLr to prepare %

. . . . . 2_ . .
OLE correlations between two parties is 8n? elements, 2 invocations of ForE-uniform PlUS % invocations

of ITypuy; amounting to (9n? — 1) elements and 2n? OLE correlations following the uniform pattern received
from ForE -uniform- By Lemma 13, the task of preparing random OLE correlations between any pair of parties
is reduced to preparing random OLE correlations following a uniform pattern.

If there exists a statistically t-private and statistically correct 7’ preparing 8 N random OLE correlations
following a uniform pattern with communication overhead of o(8 N - n) elements. Then by combining 7’ and
Il an4-0LE In FOLE-uniform-hybrid model, one can derive a protocol instantiating /N invocations of Frand-oLE
and achieving statistical t-privacy and statistical correctness in the plain model with communication o(8N-n)
elements, which contradicts with Theorem 4. Thus, we complete the proof of Theorem 5. g

5.3 Communication lower bound regarding OLEs preparation with an arbitrary pattern

In this part, we will further derive the communication lower bound regarding OLE correlations with an
arbitrary pattern.

Reduction from OLEs with a uniform pattern to that with an arbitrary pattern. Following previous strategy,
we reduce the task of preparing random OLE correlations with a uniform pattern to that with an arbitrary
pattern. The idea is that, starting with a protocol generating OLE correlations with an arbitrary pattern
{ci,j}1<i<j<n, each time we decide different parties to run different positions of the protocol, which will
results in OLE correlations with a different pattern over n parties. After several executions, we expect
the overall accumulated OLE correlations satisfy a uniform pattern. More precisely, for each execution, we
determine a permutation p : [n] — [n] and let each party P; run the p(i)-th position in the protocol. Then
after an execution with party P; running the p(4)-th position, the number of OLE correlations between a pair
of parties (Pj, Pr.) is ¢,(jy,px) for 1 < j, k < n, j # k. Notice here we abuse the notation ¢;; for 1 <i < j <n
and let ¢j; = ¢; ;. Denoting the set of the permutations by E, to obtain a uniform pattern, we require the
number of accumulated OLE correlations ZpG £ Cp(i),p(j) between P; and P; after all executions are identical
among all pairs of parties. Hence, it is sufficient to guarantee that for every pair of parties (P;, P;) and every

(u,v) € [n] x [n] such that u # v, [{p € E|(p(i),p(j)) = (u,0)}| = ;=15 This implies that

> o(iywt) = > 1{p € Bl(p(0), p(5)) = (w,0)}] - cuo

peEE (u,v)€[n] X [n],u#v

__|E]
n-(n—1) Z Cuv)

(u,v)E€[n]x[n],u#v

where the right-hand side term is irrelevant of which pair of parties P; and P; we are considering, as desired.
It remains to find such a set of permutations, E. For the sake of reduction efficiency, we additionally expect
the size of E is not too large.

When n is a prime number (or a power of a prime number), i.e., there is a finite field IF,, of size n, taking
advantage of the structure of finite fields, we give an explicit construction as E,, = {pq|(a,b) € F}; x F,},
where p, p, : F,, — F), is defined as & — a-z+b and - denotes the multiplication over F,,. When (a, b) € F}; xF,,,
since p;})(y) =a~ ' (y—b) for any y € F,,, then p,, is bijective and thus a permutation over F,,. We claim the
construction of E,, satisfies our requirement. In fact, notice that given any (u,v) € F} xF, and (4,5) € F,, xF,
with i # j, the only element p in E,, satisfying (p(i),p(j)) = (u,v) is pap such that a = (u —v) - (i — j)~*
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and b= (u-j—wv-i)-(j—4)~!, which proves our claim. However, when n is not a prime number, we cannot
directly resort to the special structure of finite fields.

Reduction from OLFEs between any two parties to that following an arbitrary pattern. An alternative is to
consider a reduction from preparing OLE correlations between any two parties to preparing OLE correlations
with an arbitrary pattern. The idea is similar to that is used to derive a reduction from OLE correlations
between any two parties to that following a uniform pattern. Given a protocol generating OLE correlations
with an arbitrary pattern and a permutation p : [n] — [n] meaning that the i-th party will run the p(i)-th
position of the protocol, after an execution defined by the permutation p of the protocol, we consider the
number of OLE correlations held by honest virtual parties. Recall a virtual party is honest if it is emulated
by a committee containing at least one honest party. Importantly, letting all virtual parties distribute OLE
correlations they obtain after the protocol execution to targeted two parties, these two parties are able to
extract a constant fraction of fully random OLE correlations by OLE extraction if the ratio of OLE corre-
lations distributed by honest virtual parties strictly exceeds % It remains to determine such a permutation
satisfying our demand. We claim that a randomly sampled permutation from all n! possibilities satisfies the
requirement in expectation. In fact, fixing any set of ¢ corrupted parties (later this requirement will be alle-
viated by repeating sampling), supposing the protocol generates a total number of C' OLE correlations, we
enumerate all n! possible permutations, run an execution with each permutation, and count the total number

of OLE correlations held by corrupted virtual parties as C' ( iy 22) (2 (2R = O (n—2)!- W,

(n=1)-(n—3)
which shows the ratio of OLE correlations held by a corrupted virtual party is Cln 2)10 1 = "—_3 ~ i
and thus the ratio of that held by an honest virtual party is Z Denote by X; the ratio of OLE correlatlons

held by honest virtual parties in the i-th execution with a permutation chosen uniformly at random. Then we
make use of the Chernoff’s bound stated in Lemma 14 to argue that except with probability at most e~ ("+#)
running m = 64(n + k) executions with permutation sampled uniformly at random will result in the number
of OLE correlations held by honest virtual parties belng at least 5 - C - m by setting a = 0,b = 1,0 = 6
in Lemma 14. Observe that, if X > (1 —6)-p = 2m > im, after all virtual parties distribute the OLE
correlations generated after m executions, the targeted two parties are able to extract a number of 1 -C-m
OLE correlations which are fully random.

Lemma 14 (Chernoff’s bound). Let X1, Xo,...,X,, be random variables such that a < X; < b for all
i. Let X =1, X; and set p =E(X). Then for all § > 0:

2.2

PriX <(1—¢)-pl<e m@-a?,
Regardless of how an adversary chooses a set of ¢ corrupted parties, by union bound, X > (1 —0) - u = gm
holds except with probability at most e~ (") . (?) A~ e~ (ntn) . \/% = e ?("+r) which is negligible in &.
Till now, we have reduced preparing OLE correlations with arbitrary pattern to that between any pair of
two parties. Then based on the lower bound regarding OLE correlation preparation with any pair of parties,
we get the following negative result regarding OLE correlation preparation with an arbitrary pattern in
Theorem 6.

Theorem 6. Let n = 2t+ 1. There does not exist any statistically t-private and statistically correct protocol
preparing N random OLE correlations following an arbitrary pattern with communication overhead of o(N-n)
field elements.

6 Instantiating OLE Correlations between Two Parties in Minicrypt

In this section, assuming random oracle access, we present how to prepare OLE correlations with amortized
communication cost of O(¢ + k) field elements per OLE correlation, where ¢ denotes the length of a field
element and k denotes the security parameter.
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6.1 Base-OT Correlation Preparation

As mentioned in Section 2.3, all parties will first prepare base-OT correlations for every pair of parties which
will later be used as seed materials for OT extensions. We present the functionality we aim to realize in For,
parameterized with a message length x and the number of OT instances s.

P[ Functionality 7: For(k,s) ]

For(k,s) running with S as sender, R as receiver, and an adversary, aims to perform a number of s
OT instances between S and R with message length of £ bits and proceeds as follows:

1. For each i € [s], For waits for input (vo;,vi,) € F5 x F5 from S and z; € Fy from R.
2. If the adversary inputs abort, For sends abort to R. Otherwise, for each i € [s], For outputs
Vi to R.

\. .

All paries invoke DN protocol with malicious security in honest majority setting [CGHT 18 NV18,GS20]
to instantiate For(k, &) in the information-theoretic setting. We sketch the protocol as follows.

1. For all i € [], receiver R secret shares its choice bit x; € Fo as [x;]; to all parties.

2. For all i € [k], all parties invoke DN protocol to compute their shares of [z; - (x; — 1)]; and reconstruct
the output to sender S who checks whether the reconstructed result equals to 0. If not, S aborts.

3. For all i € [k], S secret shares its two messages (v, V14) as ([Vo,lt, [V1i]e) to all parties.

4. For all i € [], all parties invoke DN protocol to compute their shares of [z;]; with z; = vo, - (1 — ;) +
Vi, Lj.

5. For all ¢ € [k], all parties reconstruct [z;]; to receiver R.

The communication complexity of this part is O(k? - n 4+ n? - k) bits for every pair of two parties assuming
we use DN protocol with malicious security in [GS20].

6.2 OLE Correlation Preparation from Base-OT Correlations

With base-OT correlations at hand, we take advantage of the result in [KOS15] which extends x OT corre-
lations with message length of x bits to s OT correlations with message length of s bits between two parties
with malicious security to instantiate Fror(k,s) in For(k, &)-hybrid model in the random oracle model.
The communication complexity of instantiating Fror(k,s) between two parties is O(s - k) bits plus one
invocation of For(k, k).

’_[ Functionality 8: Fror(k, s) ]

Frot is parameterized with the length of OT strings x and the number s of resulting OTs. Running
with S as sender, R as receiver, and an adversary, Fror(k, s) proceeds as follows:

1. Fror waits for input (R, (z1,...,2s)) from R, where x; € Fy for all j € [s], samples random
(vo,j,v1,j) € F5 x F5 for all j € [s]. Then it sends (vo,j,v1;) to S and v, ; to R.

2. If R is corrupt: if the adversary inputs abort, FroT sends abort to S and halts. Otherwise, FroT
waits for the adversary to input z; for all j € [s]. Then FroT samples random (vo,j,V1,5) for all
J € [s], outputs them to S, and outputs v,, ; to the adversary for all j € [s].

3. If S is corrupt, Fror waits for the adversary to input (vg ;, vy ;) for all j € [s], and then outputs
as above using these values.

. J

With extended random OT correlations, every pair of parties makes use of the result in [KOS16] which
takes an arithmetic perspective view of OT correlations and securely generates triples in all-but-one corrup-
tion setting with malicious security in Fror-hybrid model. The communication complexity of generating M
OLE correlation between a pair of parties using triple generation protocol in [KOS16] is O(M - £2) bits plus
one invocation of Fror(k, O(M - £)).
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To sum up, we are able to instantiate Fiand-oLE-mal With malicious security in the random oracle model,
in which the communication complexity of preparing M OLE correlations between a pair of two parties is
OM -2+ M-l -k+n? K+ kK% -n) bits.

Combining our result above with Theorem 2, we obtain the following theorem. As a side note, combining
our instantiation of Frand-oLE-ma1 With our result of using OLE correlations to prepare packed Beaver triples
summarized in Lemma 1, we have that to prepare M = 2(n?) packed Beaver triples, the communication
complexity is O(M -n-£?>+ M -n-£-k+n*-k+r%-n3) bits and the amortized communication per packed
Beaver triple is O(n - £2 +n - £ - k) bits, or O(n - £ +n - k) field elements.

Theorem 1. In the client-server model, let ¢ denote the number of clients, n denote the number of parties
(servers), and t denote the number of corrupted parties (servers). Let k be the security parameter and F be
a finite field of size |F| > 2" with each element of € bits length. For an arithmetic circuit C' over F and for
t = an, there exists an MPC protocol in the random oracle model which securely computes Fpain-mal 0
the presence of a fully malicious adversary controlling up to t parties, where F,ain-mal denotes the target
functionality computing C. The cost of the protocol is O((|C| + Depth - n + poly(c,n)) - (€ + k) +n - k?) field
elements of communication, where Depth is the circuit depth.
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A Useful Functionalities and Protocols

A.1 TUseful Functionalities

'_[ Functionality 9: F.om ]

1. On input (Commit,v,%,7,) by P;, Feom stores (v,i,7,) and outputs (i,7,) to all parties, where 7,
represents a handle for the commitment.

2. On input (Open,i,7,) by FP;, if the commitment exists and the adversary replies accept, Feom
outputs (v,7,7,) to all parties. Otherwise if it does not exist or the adversary replies reject,
Feom Outputs abort.

_[ Functionality 10: F.oin ]

1. Feoin samples a random field element 7.
2. Feoin sends 7 to the adversary.
— If the adversary replies accept, Fcoin sends 7 to honest parties.
— If the adversary replies reject, F.oin sends abort to honest parties.
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A.2 TUseful Protocols

'_[ Protocol 11: I1,,,4(X) ]

J

All parties aim to prepare n — t' random X-sharings with X' € {X;},=1 2,34 defined as follows.

X1 denotes a pair of double sharings in the form of ([r]y4x—1, [t]¢r42k—2), where the first sharings
is a random degree-(t' + k — 1) packed Shamir sharing and the second one is a random degree-
(t' 4+ 2k — 2) packed Shamir sharing with the secret the same as that of the first shairng.

X5 denotes a random degree-(n — 1) packed Shamir sharing [0],,_; with its secret o being 0 € F*.
X3 denotes a random additive sharing (o) with its secret o being 0.

X4 denotes a random degree-(t' + k — 1) packed Shamir sharing [y]y 4 ,—1 with identical k secrets,

ie.vy=(v,...,7) € F~.

. Each party P; samples a random Y-sharing R(*) and distributes the shares to other parties.

All parties agree on a Vandermonde matrx M of size (n — t') x n and locally compute
(R@)is! =MT - (R,

and output Ry, Ra), ..., Rt

i Protocol 12: IIjeg_reduce ]

1.

.

Let m be the number of degree-(¢' 4+ 2k — 2) packed Shamir sharings that all parties need to do
degree reduction. These m sharings are denoted by [z1]y1ok—2, [Zo]t/+2k—25 - - - » [Zm ]t/ +2k—2-

. All parties invoke m/(n — t) times of IT;ana(X1) to prepare random sharings

([wi]ergn—1, (W] ron—2), (W] rr—1, [U2]eror—2), - - -, ((Wn]err k-1, (W] 42k —2)-

For all ¢ € [m], all parties locally compute [z; + W]y 42k—2 = [Zi]t+26—2 + [Wi]e426—2 and send
them to Pying who reconstructs z; + u; and distributes [z; + u;]y41—1 to all parties.

For all i € [m], all parties locally compute [z;]y+k—1 = [Zi + W]y 46—1 — [Wilp4k-1-

'_[ Protocol 13: I crify-deg ]

1.

b

Let m be the number of degree-(k — 1) packed Shamir sharings that all parties need to check.
These m sharings are denoted by [21]x—1, [Z2]k—1, - - -, [Zm]k—1-

All parties invoke Feoin to receive a random field element .

All parties locally compute [2z]x_1 = [Z1]x—1 + [Z2]k—1 - A+ ... + [Zm]r_1 - AL

All parties send their shares of [z];_; to all other parties. Then each party P; checks whether the
shares of [z];_1 form a valid degree-(k — 1) packed Shamir sharing. If not, P; aborts. Otherwise,
P; accepts.

"[ Protocol 14: 1 heck-zero ]

1.

Let M be the number of degree-(n — 1) packed Shamir sharings that all parties need to check.
These M sharings are denoted by [01],—1, [02]n—1,- -, [@r]n-1-

All parties invoke Feoin to receive a random field elements .

All parties invoke ITanq(22) to prepare a random degree-(n — 1) packed Shamir sharing [o],_1
with secret 0 € F*.

All parties locally compute [0],—1 + [0],—1 + Z,{,‘il[ee]n_l AL

. All parties invoke Feom to commit their shares of [0],,—1.
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6. All parties invoke Fcom to open their shares of [0],_1. Then P; checks whether the shares of
[6],,—1 form a valid degree-(n — 1) packed Shamir sharing of 0. If not, P; aborts. Otherwise, P;
accepts.

F[ Protocol 15: Ilgeaver ]

Initially, all parties hold their shares of inputs ([a’]y+x—1, [b]¢+x—1) together with a packed Beaver
triple, ([aly4r—1, [ble4r—1,[clr42r—2) or ([aly4r—1,[ble4r—1,[cl41-1), and aim to compute their
shares of [¢/]¢y2r—2, where c =axb and ¢’ =a’ xb’.

1. All parties locally compute their shares of [a + a'lyj1x—1, [b + b'lyix—1 by [a + @]pjp—1 =
[a]t/+k_1 -+ [a/]t/+k_1, [b + b/]t’+k—1 = [b]t’+k—1 + [b/]t’+k—1 and send them to Pking-

2. Upon receiving the shares, Pying reconstructs the secrets a + a’ and b + b’ and distributes the
sharings [a + a’]y_1 and [b + b’]x_1 to all parties.

3. All parties locally compute their shares of [¢']y425—2 by

[lerrork—2=[a+alp1-[b+Dbp1—[a]yrh1-[b+b]r

—[a + a’]k_l . [b]t/+k—1 + [C]t/+2k—2

or
[clyyok—2=la+a|y_1-[b+blr_1—[@lyir_1-[b+bTr

—[la+alp—1 - blypr—1+[clerir1.
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