«w(1/A)-Rate Boolean Garbling Scheme from Generic Groups

Geoffroy Couteau Carmit Hazay Aditya Hegde
Universite Paris Cité, CNRS, IRIF Bar-Ilan University Johns Hopkins University

Naman Kumar
Oregon State University

Abstract

Garbling schemes are a fundamental cryptographic tool for enabling private computations and en-
suring that nothing leaks beyond the output. As a widely studied primitive, significant efforts have been
made to reduce their size. Until recently, all such schemes followed the Lindell and Pinkas paradigm for
Boolean circuits (JoC 2009), where each gate is represented as a set of ciphertexts computed using only
symmetric-key primitives. However, this approach is inherently limited to O(A) bits per gate, where
A is the security parameter. Recently, it has been shown that achieving smaller garbled circuit size is
possible under stronger assumptions, such as variants of Learning with Errors (LWE) or Indistinguisha-
bility Obfuscation (i0). In addition to requiring high-end cryptography, none of these constructions is
black-box in the underlying cryptographic primitives, a key advantage of prior work. In this paper, we
present the first approach to garbling Boolean circuits that makes a black-box use of a group and uses
o(A) bits per gate.

Building on a novel application of the Reverse Multiplication-Friendly Embeddings (RMFE) paradigm
(Cascudo et al., CRYPTO 2018), we introduce a new packing mechanism for garbling schemes, that
packs boolean values into integers and leverage techniques for arithmetic garbling over integer rings.
Our results introduce two new succinct schemes that achieve improved rates by a factor of +/log A,
retaining the black-box usage. (1) Our first scheme is proven in the Generic Group model (GGM) for
circuits with Q(+/log A1) width, obtaining a garbled circuit size of A |C|/+/log(A). (2) Our second scheme
is proven in the plain model under the Power-DDH assumption, attaining a garbled circuit size of
A - (IC|/+/log(A) + poly(A) - depth(C), but is restricted to layered circuits. Our schemes are the first to
achieve sublinear (in A) cost per gate under assumptions that do not imply fully homomorphic encryption;
in addition, our scheme is also the first to achieve this while making a black-box use of cryptography.

1 Introduction

Garbling schemes [Yao86, LP09] are a cryptographic object that enables the oblivious evaluation of com-
putations, ensuring that nothing beyond the output is revealed from the computation’s flow. This strong
privacy guarantee has established garbling schemes as a fundamental cryptographic tool with a wide range
of applications. One of their most prominent applications is in secure two-party computation. In this set-
ting, a garbler creates an encoded version of the function along with encoded inputs. It provides these to an
evaluator, who privately evaluates the encoded computation and learns only the output. The correctness
property of the garbling scheme guarantees that the right output is obtained. The ability to implement
garbling schemes using only symmetric-key cryptography, combined with the garbling algorithm’s depth
complexity independent of the computed circuit’s depth complexity, has made them a highly competitive
technique for achieving constant round secure computation.



Since their introduction by Yao [Yao86] and formalization by Lindell and Pinkas [LP09], extensive
research has focused on understanding the concrete efficiency of Boolean circuit garbling, e.g., [KS08,
PSSW09, KMR14, ZRE15, RR21]. Building on the gate-by-gate approach introduced in [LP09], this research
culminated in achieving 1.5 times A bits per AND gate [RR21], with no communication cost for XOR
gates [KS08], where A is the security parameter. This resulted in an O(A) inflation between the circuit
representation C and the length of the garbled circuit C. An important feature of this line of work is
the black-box access to the underlying symmetric-key primitive. This abstraction treats cryptographic
operations as an oracle, allowing them to be instantiated with a pseudorandom function (PRF) or a hash
function, resulting in highly practical schemes.

Using black-box access to the underlying cryptographic primitive allows for a modular design ap-
proach, ensuring that the constructions remain independent of specific implementations and rely only
on the input-output behavior of the primitive. This flexibility allows for improved instantiations under
different hardness assumptions. As a result, the construction of black-box schemes is both theoretically
appealing and practically beneficial and has therefore been extensively studied with the goal of under-
standing its power and limitations; see [DI05, PW09, HIMV19, IKSS22] for a few examples. This feature is
also at the focus of our work.

Attempts to explore the limitations of these constructions have provided evidence that current tech-
niques have reached their limits, suggesting that breaking these barriers will require entirely new ap-
proaches [ZRE15]. The source of this limitation lies in the technique from [LP09], which assigns two
labels to each wire and treats each gate as a set of four ciphertexts encrypting the labels associated with
the output wire. Since each label functions as a key to the symmetric-key primitive, its length must scale
with the security parameter to maintain privacy; otherwise, the scheme’s security would be compromised.
Therefore, the question of reducing the rate, the ratio between C and C, while basing security only on
symmetric key primitives, remained unresolved until recently.

A recent and exciting result by Liu et al. [LWYY24] presents the first rate-1 Boolean garbling scheme
based on the Ring Learning with Errors (RLWE) or NTRU assumption, leveraging these to define a some-
what homomorphic encryption scheme. This encryption scheme is used to evaluate a low-depth pseudo-
random generator (PRG) seed, which is subsequently used to derive the garbling material for each gate.
The ciphertext is then decrypted using a key-dependent message (KDM)-secure encryption scheme. The
bulk of the computational complexity arises from homomorphically evaluating the PRG seed, necessitat-
ing the use of a low-depth PRG. Additionally, the scheme is inherently non-black-box in its reliance on the
details of the underlying PRG construction.

Leveraging stronger primitives allows for improved garbling schemes using laconic function evalua-
tion (LFE), a dual primitive to fully homomorphic encryption (FHE), achieving sublinear rates, dependent
on circuit depth, based on LWE or subexponential indistinguishability obfuscation (i0). This is done by
adding a garbling layer on top of the LFE protocol, garbling the LFE encoding function. The combination
of LFE’s succinctness and the privacy of garbling results in a succinct garbling scheme. Recent advance-
ments in LFE [DGM23] eliminate the dependency on the circuit’s depth. This is achieved through standard
(polynomially secure) iO and somewhere statistically binding (SSB) hash functions, instantiated from var-
ious number-theoretic assumptions. In another recent work [HLL23], Hsieh et al. introduced a compact
reusable garbling scheme based on a new circular-secure variant of LWE. Unlike previous constructions,
which are limited to one-time use, their approach enables multiple uses, making it a stronger form of gar-
bling. Finally, succinct randomized encoding for Turing machines [BGL*15], based on iO for P/poly and
one-way functions, grows only polylogarithmically with the program’s running time. However, extend-
ing this technique to a circuit representation of the computed function remains unclear. In Table 1, we



summarize the current landscape of Boolean garbling schemes.

A

Ref. |C| Hardness Assumption Black-Box
[ZRE15] 21 |C] RO / RTCCR v
[RR21] 151-|C| RO / RTCCR v
[OWW18] poly() - depth(C) LWE / Subexponential iO X
[DGM23] poly(A) iO + SSB X
[HLL23] poly(d) circular LWE! X
[LWYY24] (1+0(1)-|C] RLWE / NTRU X
This Work A-0(|C|)/+/log(A) + poly(2) GGM / ap-eTCCR? v
This Work? 1 - % + poly() - depth(|C]) Power-DDH + eTCR* v

Vlog(d)

! Requires a new circular variant of LWE.

2 Restricted to layered circuits.

3 ap-eTCCR stands for Tweakable Circular Correlation Robustness for exponential correlations
with auxiliary powers.

* eTCR stands for Tweakable Correlation Robustness for exponential correlations.

Table 1: The landscape of garbling schemes for Boolean circuits.

As it stands today, our understanding of Boolean garbling schemes with w(1/A) rates, based on assump-
tions that do not imply FHE, remains highly limited, even without the black-box requirement. This paper
seeks to advance research in this direction by presenting two new sublinear-rate schemes that are black-
box in their use of cryptographic primitives and rely on group-based assumptions for security, reducing
the gap toward existing non-succinct schemes.

It is worth noting that when going beyond Boolean computations into the arithmetic regimes, the
problem becomes simpler for the bounded setting, where the computation is performed over the integers
while a bound B bounds the length of the wire values [BLLL23, MORS24, CHHK?25]. This simplification
arises from using stronger (non-symmetric-key) tools such as constant-rate additive encryption schemes or
Homomorphic Secret Sharing (HSS). Specifically, the gap between the plain and the encoded data becomes
smaller for larger computation domains, facilitating the construction of primitives with smaller rates. Our
techniques are inspired by this sequence of works for designing arithmetic garbling [BLLL23, MORS24,
CHHK?25], building on [AIK11]. In particular, we demonstrate that the techniques developed in [CHHK25]
can also be applied to Boolean circuits when packing the gates into batches of size y/log A. Our packing
mechanism is based on a novel application of the Reverse Multiplication-Friendly Embeddings (RMFE)
paradigm from [CCXY18] that supports computations over tuples of binary values, where addition and
multiplication are performed coordinate-wise, to be embedded into computations over an extension field.
This technique has previously been only used in secure multi-party computation (MPC) e.g., [CG20, PS21,
EHL*23], which is inherently interactive. To the best of our knowledge, our work is the first to apply
RMFE-based embedding techniques to garbling schemes, which are non-interactive primitives.

More concretely, our first construction is proven under an assumption that is reminiscent of the Tweak-
able Circular Correlation Robust (TCCR) assumption used in [RR21] except that it considers exponential
correlations [BCM*24, CHHK25] (namely, s* where s € G and x € Z4()). We prove our construction in
the generic group model (GGM) and the random oracle. Given that the random oracle can be instantiated
in the GGM setting, our result presents the first succinct garbling scheme in the GGM model that retains



black-box usage, reducing the garbling size by a factor of O(4/log(1)). This scheme is proven for circuits
that are not too narrow, requiring a width of y/log(4), a milder restriction than prior MPC work, which
requires in some settings greater width to support packed secret sharing or is restricted to SIMD circuits'.
Informally, we prove that,

Theorem 1 (Informal). In the generic group model, there exists a Boolean garbling scheme GC that garbles
any Boolean circuit C into a garbling C such that

A
ylog(4)

Our second construction is proven in the standard model under the power-DDH hardness assumption
together with the existence of tweakable correlation robust hash functions for a family of exponential
correlations, which implies a layered version of the TCCR assumption. This variant applies to layered
circuits, where the gate set is partitioned into D levels such that gates at level i receive inputs from level
i — 1. Such circuits have been previously studied in the context of HSS [BGI16] and shown to be effective
in overcoming communication barriers. Informally, we prove that.

ICl=

- O(IC]) + poly(2).

Theorem 2 (Informal). If there exists a TCR hash for the exponential correlation with respect to a group over
which the power-DDH assumption holds, then there exists a Boolean garbling scheme that garbles layered
circuits C into a garbling C such that

Cl= —2— - 0(C]) + poly(A) - depth(C).

Vlog(4)

2 Technical Overview

2.1 Overview of [CHHK25]

Our starting point is the recent work of [CHHK25], that described the first construction (without resorting
to FHE or iO) of a garbling scheme for arithmetic circuits over a small (polynomial) integer ring Zg with
O(A) bits per gate (independently of B). At the heart of their construction are two efficient one-round
protocols for computing on authenticated shares.

Concretely, fix a group G of prime order p with [p|= O(4) and assume that the following assumption
holds: pick a random (secret) h <3G, a secret exponent & «s$Z,, and compute h* for all nonzero i from
—B to B. Then no efficient adversary should, given these values, be able to distinguish h from random.
Under this variant of the power-DDH assumption, [CHHK25] showed the following:

Lemma 3 (informal). Let G and E be two parties holding additive shares of A - x over Z,_,, where A is a
random MAC key (fromZ,,_1) known to G, and x € {0, - - -, B} is a value known to E. Fix any (public) function
f:10,---,B} — Z,_1. Then there exists a one-message secure protocol where G, holding an inputy € Z,_,
sends O(A) bits to E, and both parties obtain additive shares of y - f(x) mod p — 1.

Let us overview briefly how [CHHK25] uses this protocol to garbled a circuit C over Zg. The parties
always maintain the following invariant: for any gate u of C carrying a value x,, during the computation
of C on an input x, the parties will hold

ICircuits that possess multiple repetitions of smaller subcircuits.



« shares k,, £, of x,, over B (£, € {0,---, B} is E’s share), and
« shares Ky, L, of A - £, over Z,,_;.

Now;, let us look at a multiplication gate w (additions are simpler). Let x,, and x, denote the values on the
wires entering the gate, with respective garbler shares (the keys) (k,, Ky,), (ky, Ky) and evaluator shares (the
labels) (¢,, Ly,), (£y, L,). We have:

XuXy = kyky + .6, + kyty + kyt,.

Above, the values in blue are known to one party and can be locally added to their share; the important
terms are the cross terms in red. Given that they hold (by assumption) shares of A - £, and of A - £,, the
parties will simply use two invocations of the protocol from Lemma 3 (setting f to the identity function).
The two messages from G will be part of the garbling material attached to this gate in the garbled circuit.
Let us write (¢ky, )G, (kotu)c) and ((kuy)e, kot )E) the shares obtained by G and E respectively. We define

kw = <kufv>G + <k0fu>G + kukv
ty = <ku{}v>E + <k0fu>E + futy.

We now turn our attention to the task of building shares of A - £,,. We have

A-ty,=A- ((kufv>E + <kvfu>E + [ufv)
=A- (ku[zj - <kufv>G + kvfu - <kvfu>G) + (Ku + Lu)[v
= (Aku) Ay + (Akv) Ay + Ku Ay + Lufv -A- (<ku[v>G + <kv[u>G)’

where again the terms in blue are known to one of the parties, while the terms in red are the product of
a value known to G with a value in {0, - - -, B} (£, or £,) known to E. Hence, these three cross terms are
shared using three more instances of the protocol of Lemma 3. Then, G defines K, as the sum of the shares
of these cross terms minus A - (k%) + (kofu)c), and E defines L,, as the sum of its shares plus L, ¢,, giving
K., + L, =A-¢,, as required.

This overview overlooks important technicalities, which we briefly sketch as they will also show up
in our work. First, there is a size issue: the value ¢,, computed above does not belong to {0, - - -, B}, which
is crucial (otherwise, #,, cannot be used as input in the protocol of Lemma 3). Of course, a simple fix is
to reduce it modulo B (it is not too hard to guarantee that the shares of the cross terms are shares over
the integers). The problem is that now, denoting £, the original value (before reduction modulo B) and
¢, = [, mod B] the reduced value, we have a modulus mismatch: K, L,, form shares of A - £,,, while we
need them to form shares of A - ¢,, = A - [f,, mod B].

This is where the protocol of Lemma 3 comes to the rescue: the parties will use one last invocation of
this protocol, where E inputs £,, and G inputs A, setting f to be the function “reduction mod B”, to obtain
shares of A - f (¢y) = A - £,,. However, for this to work, we crucially need {,, to be small in the first place!
In [CHHK?25], this is solved by introducing a (more complex) variant of the protocol that guarantees that
the shares of k, £, and k£, are actually small integers (roughly bounded by B?®). This requires care, as G’s
message will now contain its input (say, k,) masked over the integers by small values, which introduces
some leakage on k. A core technical contribution of [CHHK25] is a way to add a carefully crafted noise
to k, to guarantee that the leakage remains harmless with overwhelming probability while letting the
function f evaluated on /,, remove the noise in the end.



2.2 Computing on Batches via RMFE

Unfortunately, the methodology of [CHHK25] does not improve over traditional garbling schemes (such
as Yao’s) when the ring is Z,, since it still requires Q(4) bits for each gate of the circuit. To improve the
garbled circuit size over Z,, our high-level approach is the following: we devise a methodology to pack the
bits carried on multiple values into a single element of a larger ring, and rely on the approach of [CHHK25]
to operate on these “packed ring elements”. Then, to ensure that the computation proceeds according to
the topology of the circuit, we also devise methods to efficiently unpack a batch of wire values and reorder
them cheaply into new batches.

The core ingredient of our approach is the notion of Reverse Multiplication-Friendly Embeddings
(RMFE) [CCXY18]. A (t, m)-RMFE is a pair of Fy-linear maps ® : F, — Fym and ¥ : F;m — F} satis-
fyingx Oy = ¥ (®(x) - ®(y)) for all x,y € F,, where © denotes the component-wise product. It is not too
hard to see that RMFEs also come with an inverse map ®~! (which is not the same as ¥). The main result
on RMFE that we use is a central lemma from [CCXY18] (restated here as Lemma 4): there exists a family
of (t, m)-RMFE where m = O(t).

For the sake of exposition, assume that we have at hand a “magic protocol” identical to that of Lemma 3,
but that would operate natively over elements of any (small) extension field of F;, such as Fym. That is,
given inputs x € Fym from E and y € F,: from G, a public function f, and shares of A - y with A € F,»
known to G (we stress that this is a thought experiment — we do not actually have such a scheme), the
parties could, using one O(A)-bit message from the garbler to the sender, obtain shares of y - f(x). Then,
we could apply the following approach:

First, divide the Boolean circuit into layers, such that each layer contains gates of a single type (either
AND or XOR) and takes its inputs from previous layers. Any Boolean circuit can be converted into one of
this form with a constant factor blowup [DIK10]. Fix a batch size t and break each layer into blocks of ¢
bits. Assume that the parties maintain the following invariant: for any gate u with a bit x,,, they will hold
shares k, ® £, = x,, and shares K, + L, = A - £,. Now, consider a layer of AND gates. For a given batch 8 of
t gates in the layer, let Left and Right denote the size-t subset of the left-parents and right-parents of the
node in B. The parties G, E execute the following steps:

Packing. Aggregate the shares of x,, for u € Left into a share of an element x| € Fy: whose bits are the
x,,’s, and the shares of A - £, into a share of A - £, where the bits of £ € F,: are the £,’s. Do the same
thing for Right, getting shares of x, and A - .

RME Encoding. Compute the RMFEs ®(x), ®(x;). Using (two calls to) the “magic protocol” with input A
from G and 4, £, from E and function f = ®, the garbler adds O(A) bits to the garbling material of the
batch B and the parties obtain shares (K|, L), (K}, L;) of A - ®(£;) and A - ®(£;).

Product. The parties use the same equations as before:
D(x1) - D(xr) = B(8) - D(Lr) + Plky) - k) + (L) - Dlker) + (k) - D(L).

The red cross terms are computed via two calls to the “magic protocol” (with O(1) bits of added
material) and the evaluator sets

€= ((6) - D(ki))e + (Plkr) - ©(6))e + P(A) - D(6).
The garbler computes a corresponding k. Then, the parties compute shares of A - £ using

A - £ =(AD(8)) - O(kr) + (AD(L)) - O(kr) + Ki - ()
—A - ((D(8) - Dlkr))c + (D(k1) - D(8))) + Li®(£),



using three calls to the magic protocol to share the cross terms.

Unpacking. Eventually, the parties compute the shares (k,, £,) for u € B by using the RMFE mapping
\I’(l;), ¥(?) (recall that the mapping is F,-linear), obtaining shares of (x,)ucleft © (*w)ueright (Which
form the t outputs of the batch of gates). It remains to obtain shares of A - £, for each u € B; this
is done using more calls to the magic protocol with input A from G, £ from E, and for all functions
f; = Bit; o ¥, where Bit; outputs the i-th bit of its input.

The above high-level description successfully maintains the invariant, and circumvents the issue of
handling the topology of the circuit, since all shares are projected back to bitwise-authenticated shares
after each batch of operations. Nevertheless, it suffers from two annoying downside:

1. We are not aware of any “magic protocol” satisfying the requirements listed above, and

2. The projection of A - £ to A - £, for all u € B requires ¢ calls to the protocol, which incurs an Q( - 1)
overhead in the size of the garbling material, which is too much (as it does not improve over classical
Yao-style garbling).

Below, we explain how to deal with each issue in turn.

2.3 Replacing the “Magic Protocol”

Our strategy is to emulate the features of the magic protocol while relying instead on the protocol from
Lemma 3 (since we do know of an instantiation of this one). The core component of our strategy is the
following (natural) embedding of F,« over the integers (for any k): view Fyr as Fo[X]/P(X) where P is an
irreducible polynomial of degree k, and parse elements of F,« as F,-polynomials of degree at most k (we
write F,[X; k] to denote this set). For any x = Zi.‘:_ol x; - X! € Fy[X; k], we embed x over the integers by
computing x(N) = Zf:_ol x; - N' € N (for an integer N to be specified later), and we further view x(N) as
an element of Z,,_; via the canonical embedding.

A useful feature of this embedding is that it preserves operations over Fy to some extent. Given
X,y € For, if N > k, then x(N) - y(N) encodes x - y in the following sense: denote Mody(n, 2) the function
that, on an integer u, writes u in N-arry asu = 2; u; - N' and returns Y;[u; mod 2] - N’ (that is, it reduces
each coefficient of the N-ary decomposition of # modulo 2). Then, provided that N > k, we have x - y =
Modn(x(N) - y(N), 2). Using this embedding, our strategy to emulate the magic protocol is the following:

« For each gate u, in addition to XOR-share (k,, ) of x,,, the parties will hold shares of A- ¢, overZ,_;.

« When packing, the parties will compute linear combinations of their shares of values A - ¢ with
powers of N, to obtain shares of A - (3; £ - NY).

« We will make heavy use of the fact that the one-message protocol from Lemma 3 can evaluate
arbitrary functions. For instance, the parties will use an invocation of this protocol to get A- f(X; ¢ -
N'), where f is the function that (1) extracts all the bits (£); from this encoding; (2) compute ®((£;););
(3) re-embed this value onto Z,_; by viewing it as a polynomial and computing ®((£;);)(N). After
computing a product of embedded values, the parties will again use this feature to evaluate the
Modn(+, 2) function, but also to reduce the (embedded) polynomial modulo P (in order to obtain an
embedding of the correct product over Fym).



The above sketch hides some very important technicalities. The most important one is the fact that,
as in [CHHK25], maintaining the invariant requires ensuring that the shares of the (embeddings of the)
cross terms O(4) - O(k;), D(k;) - O(£,) are small, but also, crucially, that the sharing produced by the protocol
of Lemma 3 remains compatible with the (limited) homomorphic properties of the embedding. For instance,
given

x) - ©(xr) = B(8) - D(L) + Plky) - D(kr) + D(6h) - Dlky) + D(Ky) - D(E),

The parties will operate only on integer embeddings (D(£)(N), (£ )(N), etc) and will apply the Modn (-, 2)
and the mod P operations on the shares of the red terms via calls to the protocol. But for this to work, we
need that the outputs indeed sum to (the integer embedding of) ModP(Mod(®(x|)(N) - ®(x,)(N), 2)) (where
ModP is the function that extracts the embedded polynomials, reduces it modulo P, and embeds the result).
This, in turn, depends on how much the protocol from Lemma 3 blows up the size of the shares.

In fact, the protocol does incur a significant blowup - the shares are computed as a sum of 2™ terms,
where each term is a product of embeddings, and one of the embeddings has been perturbated with noise
to protect against leakage. Nevertheless, a careful choice of N ensures that the homomorphic properties
are sufficient to support these computations. Increasing the size of N this much has a cost, though: the
computational complexity of the protocol will grow as much as om’ (instead of the naive 2™ one could
have hoped for). This is the main reason why our result is limited to batching up to ¢t = 4/log A since 2m’
must remain polynomial (and m = O(t)). We defer the remaining technical details on these issues to the
main body.

2.4 Batch Function Evaluation

We now turn our attention to the second downside of our template: the unpacking procedure has a cost
scaling as O(t - A). Here, we make a simple but crucial observation: in the protocol from [CHHK25], when
computing shares of y - f(x) the message from the garbler to the evaluator depends solely on y, and not on
the function f! The only dependency on f appears in the local computation of the parties. A consequence
of this observation is that when y stays the same across multiple instances, G and E can reuse the same
O(A)-bit message to compute shares of y - fi(x) for an arbitrary number of functions f;. This simple but
powerful observation immediately allows to reduce the cost of unpacking from O(tA1) to O(4).

2.5 Dealing with Circular Security

We now discuss an important aspect that we have glossed over so far. The protocol claimed in Lemma 3
can be proven secure under power-DDH only if the garbler input y is independent of A. Indeed, abstracting
out some details, recall that power-DDH says that given a secret h <@, a secret exponent a «$Z,, no
efficient adversary should, given the h® for all nonzero i from —B to B, be able to distinguish h from
random. In the protocol of [CHHK25], the evaluator will learn a value of the form y + H(h®), where z is
some value known to the evaluator and H is a suitable hash function from G to Z,_;. Then, security is
shown by using power-DDH to replace h with a random group element, effectively replacing H(h?) with a
random value, hence hiding y. However, the secret exponent « is tied to the MAC A used in the protocol:
given a generator G of Z,, they satisfy the relation « = G mod p. Hence, whenever we decide to set the
garbler’s input to A in this protocol (which we do in several steps), we leak A + H(h®) to the evaluator,
where the masked value is now a function of the secret exponent « itself, making it impossible to invoke
power-DDH to randomize this term!



We provide two alternatives to deal with this issue. First, we formalize the exact security notion re-
quired to prove the security of our schemes. In essence, the notion states that terms of the form H(h*)+A-o
for known (z,v) should look jointly indistinguishable from random to an adversary knowing the h% for
i # 0. Then, we prove that when modeling the group as a generic group (in Shoup’s variant of the GGM)
and the hash function H as a random oracle, this assumption holds unconditionally. Because a random
oracle can be constructed from Shoup’s GGM, this implies that our entire garbling scheme can be proven
secure in the GMM.

Second, we use the same strategy as [CHHK25]: we rely instead on a leveled version, where we use a
different A; for each layer and only use the secret h; associated with the A; from a layer to mask A;,;. With
this change, security can be proven under the power-DDH assumption and the (non-circular) correlation
robustness of the hash function for a suitable family of “exponential correlations”. The price to pay is
twofold: first, we must now include in the garbled circuit a tuple of the form (h%'); for each layer, adding
a term depth(C) X poly(4) to the size of the garbled circuit. Second, and more annoyingly, our packing
procedure crucially requires that all the values being packed are authenticated under the same A. This
constrains us to restrict our attention to layered Boolean circuits, where all the parent nodes of a layer
are in the previous layer, ensuring that when evaluating the j-th layer, all the nodes to be packed are
authenticated with the same A;_;.

3 Preliminaries

We begin by introducing the notation that will be used throughout the subsequent sections.

General notation. Given a distribution D (resp. a set S), we write x «$ D (resp. x «<—$S) to denote that x
is sampled from D (resp. that x is sampled uniformly over S). Given an integer B, we denote by [B] the
set {0, --, B}, by [+B] the set {-B,-B + 1,---,0,---,B — 1, B}, and by [B]*, [+B]" the sets sets [B], [+B]
without 0. When convenient, we let poly denote an unspecified polynomial.

Arithmetic. Given integers u, n, we write [u mod n] to denote the representative of u mod n as an element
of [n — 1] ¢ N. More generally, if u denotes a polynomial, n an integer, and P a polynomial, we write
[u mod 2, P] to denote the representative of (u mod 2) mod P as an element of N[X] of degree at most
deg(P) — 1 and with coefficients in [n — 1].

Polynomials. Given a parameter m, we let P,,, denote an irreducible degree-m over F,. We view elements
of F = Fym as polynomials over F;[X]/P,(X). For any ring R, we write R[X;m] to denote the set of
polynomials a € R[X] with deg(a) < m. Given a polynomial r = Y;r[i] - X', let Evaly denote the
procedure that, on input r, returns r(N) = 3; r[i] - N’. By default, addition (“+”) refers to the addition over
the structure the operands live in. As we often switch between interpretations (e.g., viewing an element
of Fom = FF,[X]/P(X) as an element of Z[X]), we add clarification whenever there is an ambiguity. We also
sometimes write @ to denote the bitwise-XOR to make it clear that the coefficient-wise addition is done
modulo 2.

Garbling. Throughout this paper, we let G denote the garbler, and E denote the evaluator. We use the
notation (x) for additive (or subtractive) shares of x. Since this sharing is frequently between a garbler
and an evaluator, we will use (x)g to denote the garbler’s share of x and (x)r to denote the evaluator’s
share of x.

We use the standard definition of garbling schemes from [BHR12], specialized as in previous works
[ZRE15], to the setting of Boolean circuits.



Definition 1 (Garbling Scheme). A garbling scheme GC for Boolean circuits consists of the following
algorithms.

« GC.Garble(1%,C): A PPT algorithm that on input 1* and a Boolean circuit C, outputs (C, e, d) where
C is a garbled circuit, e is an encoding information, and d is a decoding information.

« GC.Enc(e,x) : A polynomial time algorithm that on input e and x € {0, 1}!©)! output a garbled
input x.

« GC.Eval(C, %) : A polynomial time algorithm that on input a garbled circuit and a garbled input,
outputs a garbled output p.

+ GC.Dec(d, ) : A polynomial time algorithm that on input the decoding information and the garbled
output, outputs y € {0, 1}/90),

A garbling scheme is correct if for every Boolean circuit C, every (C, e, d) in the support of GC.Garble(1%, C),
and every input x € {0, 1}|I(C)|, it holds that

GC.Dec(d, GC.Eval(C, GC.Enc(e, x))) = C(x).

Furthermore, a garbling scheme is private if there exists a simulator SimGC such that for every infinite
family {C)},en of Boolean circuits with |Cy|< poly(1) and every infinite family of inputs {x)} en with
|x2|= [I(Cy)| for every A € N, the following distribution families (parameterized with 1) are indistinguish-
able:

{(

%, d) < SimGC(1%, Cy, C(x)))}
{(Cc,x

C, %,d
C,%,d) : (C, e d) «s GC.Garble(1%,C), % «<s GC.Enc(e, x3)}
3.1 Generic Group Model

We rely on Shoup’s generic group model [Sho97] (GGM). For simplicity, we restrict our attention to prime
order groups.

Definition 2 (Shoup’s GGM). Let p denote a prime. Fix a set G of cardinality p and let o denote a random
bijective mapping from Z,, to G. Given p (available to all parties), in Shoup’s GGM, all parties have access
to a group oracle Og with the following queries:

« Encode(x): given x € Z,, return o(x).
« Add(a, b, o(x), o(y)): given a,b € Z, and o(x), o(y) € G, set z := a- x + b - y mod p and return o(z).

We let g = Encode(1) denote a fixed generator of G. Note that any party can sample uniformly from
G given one call to Encode. As a shorthand for exponentiations, given x € Z, and h € G, we write x e h
to denote Add(x, 0, h, Encode(0)) = Encode(x - y) where h = Encode(y).
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3.2 Boolean Circuits

A circuit is a directed acyclic graph. Internal nodes are called gates, nodes of indegree 0 are called input
gates, and nodes of outdegree 0 are called output gates. Edges are called wires. In this work, we consider
polynomial-size Boolean circuits of fan-in 2 over the basis {®, A}. Given a circuit C, we let D := depth(C)
denote the depth of C (the length of the longest path from an input to an output), I(C) denote the set of
input wires, W(C) denote the set of all wires, O(C) denote the set of output wires, and I'(C) denote the set
of gates. We write |C| to denote the size of C (the number of gates in C).

Layered circuits. In a layered boolean circuit C, the set of gates I'(C) can be partitioned into D = depth(C)
layers (Ly,..., Lp) such that every wire connects adjacent layers i.e., every edge (u,v) € C is such that
ue€ Lyando € L;,; for some i € [D —1]. Thus, the inputs to gates in £; consist only of the circuit inputs.
Any boolean circuit of size s and depth D can be computed by a layered circuit of size sD, with a lower

bound of s logs.

Rate of Boolean garbling. The rate of a boolean garbling scheme is a measure of the efficiency of the
scheme.

Definition 3 (Rate of a boolean garbling scheme). Let C be a class of boolean circuits, and let GC be a
boolean garbling scheme for C. The rate of GC is defined as

e .. lcl+I©C)
lim inf min min ————+
CeC Ces * |C|+|e]

where S = Sup(GC.Garble(14, C)), the minimum is taken over all admissible inputs to C, and the limit
infimum is taken over C partially ordered by subcircuit inclusion.

For garbling schemes in this work, the size of the garbled circuit C primarily depends on the size (and
depth) of the circuit C and the size of the encoding information e is O(A - I(C)). In this case, it suffices to
consider the rate as

where C is the size of the garbled circuit corresponding to C.

3.3 Preliminaries on Power-DDH

We let GrpGen(17) denote a deterministic algorithm that, on input 1%, outputs a tuple (G, p, g) where G is
a cyclic group of order a prime p of length O(A) bits, and g is a generator of G. We recall the variant of
power-DDH introduced in [CHHK25]:

Definition 4 (B-power-DDH assumption). Let B = B(-) be a polynomial. The B-power-DDH assumptions
holds with respect to GrpGen if for all large enough security parameter A, denoting (G, p, g) := GrpGen(1%),
the following distributions are computationally indistinguishable:

Dy = {(gi)ie[iB(/l)] t @ 8 Zp, h 3G, (gi)ic[+B)) (hal)iE[iB(A)]}

D, = {(gi)ie[iB(/l)] t o —$Zy,h go <5 G, (g1)ie[=BA) (hal)ie[iB()L)]}-

As shown in [CHHK25], this formulation of power-DDH is equivalent to the other traditional formu-
lation of the power-DDH assumption [GJM03, CNs07] (where the last term h’ is the one that should be
indistinguishable from random), and more generally to the variant where all terms h* are replaced by
random, up to a factor-2 loss in the size of B.
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3.4 Reverse Multiplication-Friendly Embeddings

Reverse Multiplication-Friendly Embeddings (RMFE) [CCXY18] allow computations over tuples of binary
values, where addition and multiplication are performed coordinate-wise, to be embedded into computa-
tions over an extension field. Ideally, such an embedding would be a ring isomorphism that preserves both
addition and multiplication i.e., the embedding would be a map @ : F;, — F,: such that ®(x+y) = O(x)+D(y)
and O(x - y) = ®(x) - O(y). However, such an isomorphism cannot exist: while F, and F: are isomorphic
as additive groups, their multiplicative structures differ (e.g., ]Fg has zero divisors while F,+ does not). To
circumvent this issue, RMFEs provide a mapping ® : F, — F,» with a weaker guarantee: it allows em-
bedding a single multiplication over F} as multiplication over Fom. After each multiplication, the result in
F,m must be mapped back to F, using ¥ : Fym — [}, then re-embedded into Fym using ® before another
multiplication can be performed. We next recall the definition of RMFEs.

Definition 5 (Reverse Multiplication Friendly Embeddings [CCXY18]). Let q be a prime power, F, be a
field of g elements, and let m,t > 1 be integers. A pair (®,¥) is called a (¢, m),-reverse multiplication
friendly embedding (RMFE) if ® : Ffl — Fgm and ¥ : Fgm — Ffj are two Fy-linear maps satisfying

x-y =¥ (0(x) O(y))
forallx,y € Ff].

Let1=(1,...,1) € F; and let &' : Fym — F, be defined as ®~'(x) = ¥(®(1) - x). It then follows that
for all x € F, @~ 1(®(x)) = ¥(P(1) - (x)) = x, and thus, @' can be used for decoding an embedded value
x € Fym. Moreover, it is easy to see that ®~! is also FF,-linear.

Our use of RMFEs is motivated by the fact that computation over the extension field Fym can be ex-
pressed as an arithmetic circuit, making it compatible with efficient techniques for arithmetic garbling.
Consequently, the rate of the embedding, t/m, is crucial for ensuring that the efficiency of computation
over Fym translates to computation over F,. The following lemma from [CCXY18] establishes the existence
of constant rate RMFEs.

Lemma 4 (Constant rate RMFE [CCXY18]). For every finite prime power q, there exists a family of (¢, m),-
RMFE where m = O(t).

4 Correlation-Robustness for Exponential Correlations

Given a secret s, a hash function H is said to be correlation-robust for a class of correlations C if (informally)
samples of the form H(C(x, s)) for public inputs x’s are indistinguishable from random. Several classes of
correlations have been commonly used in the literature, such as additive correlations [IKNP03] (C(x, s) =
x +s), affine correlations [SS24] (C((x, x1), $) = Xo - $ + x1), group-induced correlations [AMN*18] (C(x, s)

x - s where x, s belong to some group (G, -)) and exponential correlations [BCM*24, CHHK25] (C(x, s) = s
where s € G and x € Zy4(G))-

x
Tweakable circular correlation-robustness (TCCR). Previous works on garbled circuit typically re-

quire a strengthening of the notion of correlation-robustness:

« A hash function H is tweakable correlation-robust for a class of correlations C if (informally) samples
of the form H(C(x, s), y) are indistinguishable from random given public inputs x’s and public tweaks
y’s (where all pairs (x, y) are distinct).

12



« A hash function H is circularly correlation-robust for C if (informally) samples of the form H(C(x, s))+
L(s) are indistinguishable from random, where the x’s are public inputs and the L’s are public linear
functions. In other words, the hash outputs can be used to mask (linear functions of) the secret
key s. If the hash can additionally take a tweak y and samples of the form H(C(x,s),y) + L(s) are
indistinguishable from random, we say that H is tweakable circular correlation-robust (TCCR) for the
correlation C.

Circular correlation-robustness was first defined and studied in [CKKZ12]. Several variants have been
used and refined in subsequent works [ZRE15, GKWY20]. The variant used in our work is closer in spirit
to the notion of tweakable circular correlation-robustness (TCCR) used in [RR21].

Tweakable correlation-robust hashing for exponential correlations. Given a security parameter A,
fix group parameters (G, p, g, G) == GrpGen*(1%) (recall that g generates G, and G generates Zy,). We start by
defining the simplest variant of correlation-robustness considered in this work, where no circular security
is required, and where the adversary is not given access to auxiliary inputs.

Definition 6 (Tweakable correlation-robust hashing for exponential correlations over G). Given a security
parameter A, let (G, p, g, G) == GrpGen*(1%). Let H = {H, } ei be a family of hash functions H; : G — Zp-1.
Given h € G, let Oy, denote the oracle that, on input (x,y) € Z,_; X {0, 1}", returns H(h*, y).

We say that the hash family H = {H} 1< is a TCR hash for exponential correlations over G if for every
probabilistic polynomial-time adversary A, it holds that

Pr[AMO (14 = 1] = Pr[A™MR (1) = 1] < negl(2),

where the probability is taken over the random choice of h <$G and of a random oracle R : Z,; X
{0, 1}* i Zp_l.

The above assumption refers to (tweakable) correlation-robustness for the same correlation as [CHHK25],
where the secret is a random h «<—$ G, and the correlation is given by C(x, h) = h* for x € Z,,_;. We call this
correlation the exponential correlation over G.

4.1 Circular Correlation-Robustness in the Generic Group Model

In this work, we rely on (a form of) tweakable circular correlation-robust hash for the exponential corre-
lation over G. In addition, we need a strengthening of the notion where the adversary is given auxiliary
information in the form of group elements h; = hG"" for a random A «s Zp-1 and various i # 0, and where
circular security must hold with respect to linear functions of A.

Definition 7 (TCCR hashing for exponential correlation with auxiliary powers over G). Given a security
parameter A, let (G, p, g, G) == GrpGen*(1%). Let H = {H } ex be a family of hash functions H : G — Zp-1.
Given A € Z,_1 and h € G, let Oy denote the oracle that, on input (x,y,2) € Z,—1 X {0,1}* X Z,_1,
returns H(h*, y) + z - A mod p — 1. We say that a list of queries to O s a is admissible if for every pair of
queries (x, y, z), (x", ¢y, 2’), if (x,y) = (x", ¢’), then z = Z’.

Given a polynomial bound B = B(A), we say that the hash family H = {H, } 1cn is a TCCR hash for expo-
nential correlation with 2B — 1 auxiliary powers over G, denoted (B, G)-ap-eTCCR, if for every probabilistic
polynomial-time adversary A that makes admissible queries, it holds that

ap-eTCCR |

Advi T = Pr[ AN O (hy)iepenp o)) = 1] = PrLAMR(h)icpenn 0y) = 1]

13



is negligible, where the probability is taken over the random choice of (A, h) «=$Z,_; X G and of a random
oracle R : Z, 1 X {0,1}* X Z, 1 — Z,_1, and where the h;’s are defined as follows: set a := G® mod p and
define h; := h* for all i € [+B].

The theorem below shows that, when modeling H as a random oracle and G as a generic group, the
assumption of Definition 7 holds unconditionally:

Theorem 5. Let G be modeled via a generic group oracle Og (Definition 2), H be modeled as a random oracle,
and A be an adversary making at most Qg queries to Og, Qu queries to H, and Qo queries to Oy pa. Then

apetccr _ (Qc + Q0)*+(Qo+1)-(2B-(Qc +1)* +(Qo — 1) - On/2)

Advﬂ,lﬁ < -

We note that since a random oracle can be implemented unconditionally in Shoup’s GGM, one can
choose a H such that the resulting assumption can be proven solely in Shoup’s GGM.

Proof. We prove Theorem 5 via a sequence of hybrids.

Hybrid,. This is the real game (in the GGM): the experiment samples A <—$Z,_; and h «$G. It sets
o = G mod p and defined h; = o ® h for all i € [+B]. We let the experiment sample the random oracle
H lazily upon queries of either A or Oy A to H. On input (h;)ic[+B)\ {0}, A makes queries to Og, H, and
Oh.na, and returns a bit b. We let Pr[Hybrid] denote the probability that b = 1 in this hybrid.

Hybrid,. In this game, we modify the sampling of ¢ (see Definition 2). Instead of sampling an injective
mapping o before the game, the experiment maintains a list L of pairs (x, o(x)). Upon receiving any query
Encode(x) from either A or Oy, if L contains a pair (x, o(x)), the experiment returns o(x). Otherwise,
the experiment samples y «s S, adds (x,y) to L, and returns y. Conditioned on no collision occurring
during this process, the mapping ¢ sampled this way is a uniform injective mapping, and this hybrid is
perfectly indistinguishable from the previous one. Bounding the probability of collisions (pairs (x, x") with
o(x) = o(x")), we have:

(Qc + Qo)

|Pr[Hybrid,] — Pr[Hybrid,]|< »

Hybrid,. In this game, we slightly modify the sampling of the h;’s. Namely, we let the experiment sample
h_g <3G and define h; := (aB*") @ h_g for i = =B + 1 to B. For convenience, we rename h_g as f and h; as
fB+i, so that f; = a’ @ f for i = 0 to 2B. Note that h = f3 is the secret group element. This change is purely
syntactical, and we have

Pr[Hybrid,] = Pr[Hybrid,].

Hybrid,. In this game, we delay the choice of A (and «) until the first query of A to Oy s, a. This is achieved
by simulating the generic group via symbolic computations. At the start of the game, the experiment
defines a formal variable X. It samples (fy, i, - -, fa—1, fB+1, - - -» fo) <5 G?B*! (note that f3 is not sampled)
and stores the pairs (X', f;) for all i # B, as well as the pair (1, g) (recall that g is defined as Encode(1)) in
the list L. Then, it proceeds as follows:

Before the first query to Oy, o. The experiment maintains the invariant that L is a list of pairs (P, u € G)
where P is a multivariate polynomial (with coefficients over Z,) of the form P'(X, Xy, -+, Xy) =
Z?fo ci - X'+ Lin(Xy, - - -, Xy), where cg = 0 and Lin is a linear multivariate polynomial.
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+ Upon receiving a query Encode(x), it behaves as in Hybrid,: if L contains a pair (x, o(x)), it
returns o(x); else, it returns y < G and adds (x, y) to L.

« Upon receiving a query Add(a, b, u,v) with a,b € Z, and u,v € G, if L does not contain a pair
(Py, u) (resp. a pair (P,, v)), it defines a new formal variable X;, and adds (P, = X,,, u) to L (resp.
it defines X, and stores (P, = X, v)). If L contains a pair (a - P, + b - P,, w), it returns w. Else, it
returns w «<—$ G and adds (a - P, + b - P,, w) to L.

Upon receiving the first query to Oy ;2. Uponreceiving a query (x, y, z) to Oy na, the experiment sam-
ples A «$7Z,_; and sets « := G” mod p. Then, it does the following:

Storing x e f5. The experiment samples v «$ G and adds (x - X, 0) to L.

Collapsing L. Let X, Xj, -+, X, denote all formal variables appearing in L (where n < Qg). The
experiment samples (xy, - - -, Xp,) <$ ZZ and substitutes P, (X, X, - - -, X,,) with P,(a, x1, -+, xp)
across all pairs (P, u) in L. If a collapse happens, i.e. P,(a, x1, - - -, x,) = Py(et, x1, - - -, x) for two
distinct polynomials P,, P, € L, it raises a flag Fail,.

Sampling the answer. If a previous query to H of the form H(v, y) had been made, it raises a flag
Faily and returns this answer. Else, it sample a «<$7Z,,_,, returns a, and stores H(v,y) =a -z -
A mod p - 1.

For all subsequent queries. The experiment behaves as in Hybrid,.

We prove the following:

Lemma 6.
< 2B+ (Qc + 1) + Qn
< » .

Proof. First, we observe that conditioned on Hybrid,; not failing (i.e. not raising a flag Fail, or Faily),
Hybrid, and Hybrid, are perfectly indistinguishable: all answers of the experiment to queries to Og, H
before the first query to Oy 4 are distributed identically to Hybrid, conditioned on Fail, not being raised,
and the distribution of H(v, y) := a—z-A mod p—1 for a uniform a (conditioned on Fail, not being raised) is
identical to the distribution of H(v, y) in Hybrid,. It remains to bound the probability of the failure events.

First, note that @ = G® mod p for A «s Zp-1 is uniformly distributed over Z,. Fix two distinct polyno-
mials P,, P, from L. Write

|Pr[Hybrid,] — Pr[Hybrid,]|

P,(X, X1, -, Xn) = P(X) + Lin,(Xy, - - -, Xp),
Py(X, X1, -+, Xn) = PY(X)d; - X' + Ling(Xy, - - -, Xp),

where P), P, are univariate polynomials of degree at most 2B. Then, let P’ := P; — P, and Lin = Lin, — Lin,,.
We have

Pu(a,xl, o 'an) = Pv(a9x15 o ',xn)

& P'(a) = Lin(xy, -, xn).
Now, two cases can occur: either P’ = 0 (as a polynomial), in which case Lin # 0 (as P, # P,) and the
probability (over a random choice of (xy, - - -, x,)) that Lin(xy, - - -, x,,) = 0 is exactly 1/p. Or P’ # 0, in which

case P’ has at most 2B roots (as it has degree at most 2B) and for any (xy, - - -, x,), the probability (over
the random choice of &) that P’(a) = Lin(xy, - - -, x,,) is at most 2B/p. Given that L contains at most Qg + 1
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entries (one for each query of A to G, and the pair (x - X?,v)), it follows from a straightforward union
bound that Pr[Fail,] < (Qg + 1) - 2B/p. For Faily, observe that v is sampled uniformly at random from G,
and the probability that any query of A to H is of the form (v, y) is therefore at most Qy/p. This concludes
the proof. [ ]

Hybrid, ,. This hybrid is defined identically to Hybrid,, except that it uses symbolic computations before
the second query to Oy pa. Upon receiving the first query (x1, y1, z1) to Oy ., it does the following:

« It samples v; «<s$ G and adds (x; - X5, 0;) to L.
« It returns a; «$7Z,_; and proceeds with the symbolic emulation of the generic group as before.

Upon receiving the second query (xz, Y2, 22) to Oy pa, it samples A «—$7Z,,_; and executes the steps
storing x; e f3, collapsing L, and sampling the answers from Hybrid,, with the following modification
to the first and last steps:

« In the first step, if x; = x1, it simply sets v, = v;.

« In the last step, if (x1, y1) = (x2, y2), it sets a, = a; (note that the security game forces z; = z; in this
case, as A is restricted to making admissible queries).

It behaves as Hybrid, (and Hybrid,) for all subsequent queries. Until (and including) the first query
to O pa, the answers of Hybrid, , are distributed identically to that of Hybrid, (in particular, the answer
a; to the first query is sampled uniformly in both hybrids). The event Fail, is defined as in Hybrid,. We
modify the definition of the event Faily as follows:

Faily: the experiment raises Faily if the list of all queries made by A to H contains either a tuple (v1,y’)
or (ve, 1) foranyvy’.

Due to the symbolic evaluation, the answers all queries of A to Og up to the second query to Oy pa are
totally independent of v, v, since all queries of A are with respect to tuples (P,, u) where the coefficient
of XB in P, is 0 (since A is not given access to the tuple (X5, f)). Hence, v; and v, are perfectly random
and independent from A’s view (with the exception that v; = v, when x; = x3), and we can bound Faily
by 2Qu/p.

Conditioned on Fail, and Faily not being raised after the second Oy , o query, Hybrid; and Hybrid, , are
perfectly indistinguishable, and the probability of the failure events can be bounded by the same analysis
as Lemma 24. Note that when Faily is not raised, the answer a, to the second query is either equal to a;,
or uniformly random (and independent of A). We get

< ZB-(Qg+1)2+2QH.
P

|Pr[Hybrid, ,] — Pr[Hybrid,]|

Hybrid, ;. For i = 3 to Qp, we let Hybrid, ; be defined as follows: it uses symbolic evaluation up to the
i-th query to Oy pa. For j = 1 to i, it answers queries to Oy pa as follows: if (xj,y;,z;) = (xk, Yk, zk) for
some k < j, it sets v; = v; and returns ai. Else, it samples v; <$G, adds (x; - XB, v;) to L, and returns
aj «$Zp-1. After the collapsing L and sampling the answers steps, it raises a flag Fail, if a collision
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occured during collapsing, and a flag Faily if the list of A’s queries to H contain a pair (v}, y’) for any v'.
It behaves as Hybrid; ;_;, afterwards. The same analysis as before shows

2B-(Qg +1)*+j - On
> .

|Pr[Hybrid, ;] — Pr[Hybrid, ;_;)]|<

Hybrid,. Observe that from Hybrid, , . the oracle Onna behaves identically to a random oracle. In
Hybrid,, we replace Oy pa with a random oracle R (this is just a syntactic change at this step). In ad-
dition, the experiment uses the true generic oracle Og instead of using symbolic evaluation. By the same
argument as before, this hybrid is indistinguishable from the previous one unless the event Fail, is raised,

hence

2B - 1 2
[Pr[Hybrid,] — Pr[Hybrid, o, ]I< <Q++>’

which concludes the proof. n

4.2 Leveled Circular Correlation-Robustness

We will also consider a leveled version of the assumption. In this version, there are d levels. For each

j < d +1, the security experiment samples (A, h;) «$Z, 1 X G and sets «; := G% mod p and h;; = h?j
for all i € [+B]. The adversary A is restricted to make at most d adaptive batches of queries to the oracle,
and the oracle answer the j-th batch of queries with answers of the form H(h},y) + z- Aj.y mod p — 1.

Definition 8 (Leveled TCCR hashing for exponential correlation with auxiliary powers over G). Given
a security parameter A, let (G, p,¢,G) = GrpGen*(1%). Let H = {H;} e be a family of hash functions
Hy : G — Z,_;. Fix a (polynomial) depth parameter d = d(A). Let Oypa denote the following stateful
oracle:

Ohna

1 : Initialize n =0

2: parseh = (hy,..., hg.1) € Ga+!

3: parse A = (A, ..., Agi1) € (Zp_l)d+1

4: Oninput S = {(xj, yj, zj)}‘Jfl‘ CZp1X{0,1}" XZp_q:
5: n=n+1

|S]

6: if n <d, return (H(h),;j,yj) +2j - Ay mod p — 1)_]’:1

Given a polynomial bound B = B(A), we say that the hash family H = {H, } < is a d-leveled TCCR hash
for exponential correlation with 2B—1 auxiliary powers per level over G if for every probabilistic polynomial-
time adversary (A, it holds that

Pr < negl(1),

AH-Onna ((hi,j) i<d+1 )] - Pr[ﬂH’R ((hi,j) i<d+1 )
Jj€[=B]” Jj€[£B]"

where the probability is taken over the random choice of (A;, h;) «<$Z,_; X G for i € [d] and of a random
oracle R that on input a set S of tuples (x,y,z) € Z,_1 X {0,1}" X Z,,_1, outputs (ry,- - -, 7|5]) «$ (Zp_1)|5|,

and where the h; ;’s are defined as follows: for i € [d], set @; == G% mod p and define h; ; := h?{ for all
j € [+B]".
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While the above definition is somewhat involved, the theorem below shows that under the power-
DDH assumption, any tweakable correlation-robust hash for the exponential correlation over G is also a
leveled TCCR hash for the exponential correlation with auxiliary powers over G.

Theorem 7. Let (G, p,g,G) = GrpGen*(1%), let H be a family of TCR hash functions for exponential corre-
lation over G (Definition 6), and let B = B(A) be a polynomial bound. Then if the B-power-DDH assumption
(Definition 4) holds with respect to GrpGen®, for all polynomial d = d(A), H is a d-leveled TCCR hash for
exponential correlation with 2B — 1 auxiliary powers per level over G (Definition 8).

Proof. Consider an arbitrary PPT adversary A against the d-leveled TCCR security of H. We will show
that A has negligible advantage by a straightforward hybrid argument.

Let Ol(j A be a stateful oracle that is identical to Oy except for the following: for all queries S, it
returns |S| umformly random elements from Z,_; if n < i; otherwise, it responds as in Oy a. Consider a

sequence of hybrids
Hybrid,, , Hybrid,,, ..., Hybrid;,, Hybrid;, , Hybrid,,,,, ..., Hybrid,,
defined as follows.

« Hybrid, y: This hybrid denotes AMOuna((h; i ) as described in Definition 8.

« Hybrid, ;: For each i € [d], Hybrid, ; denotes A Hf A((hl]) ) where
fi = (fi,. ., fist hivas - ha),

(fis- - firr) i G*!, and (h, A, (hi,j)i,j) are distributed as in Hybridi,o. In other words, Hybridi,1
corresponds to the output of the adversary when the oracle returns uniformly random elements
from Z,,_; for the first i queries and computes the output as in Oy for the last d — i — 1 queries. In
the (i + 1)-th query, it returns H(f;},,y) + z - A;;; mod p — 1 for every (x, y, z) in the queried input S.
« Hybrid; ;: Foreach i € {1,...,d}, Hybrid;, denotes A ”f A(( ,J)”) where

fi = (fi’ R ’ﬁ’ hi+1: L) hd+1),

(fi-- > fi) il G', and (h, A, (hy ), ;) are distributed as in Hybrid;_, ;. In other words, Hybrid;, cor-
responds to the output of the adversary when the oracle returns uniformly random elements from
Z,— for the first i queries and computes the output as in Oy pa for the last d — i queries.

We next show that, in the sequence of hybrids above, each hybrid is indistinguishable from the next
using the following two claims.

Claim. If the B-power-DDH assumption holds with respect to GrpGen” then for every i € [d], Hybrid;, =
Hybrid, ;.

Proof. Note that Hybrid, is identical to At (F('))hA(( i ) since the oracles Oppa and Ol(—|)h A are equiva-
lent in this case. Thus, for any i € [d], the only dlﬁerence between Hybrid,; , and Hybrld , is that the
output of the (i + 1)-th query is computed as H(h},,,y) + z - Aj;; mod p — 1 in Hybrid, ; and as H(f¥,, y) +
z + Ajyp mod p — 1 in Hybrid, ; for every (x,y,z) € S. However, under the B-power-DDH assumption,
the umformly random f;,; is indistinguishable from h;.; given (h; ]) It then immediately follows that

Hybrid; , = Hybrld g
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Claim. IfH is a TCR hash for exponential correlation over G then for everyi € [d—1], Hybrid, ; & Hybrid,,, .

Proof. For any i € [d — 1], the only difference between Hybrid, ; and Hybrid,,, , is that the output of the
(i + 1)-th query is computed as H(f7;,y) + z - Aj;; mod p — 1 for a random group element f;,; in Hybrid; |
while in Hybrid;, , ,, the (i+1)-th query’s output is a set of uniformly random elements from Z,,_;. However,
if H is a TCR for exponential correlation then H(f7,,y) and hence the output of the oracle in Hybrid,
are indistinguishable from random values in Z,_;. This implies that Hybrid; ; is indistinguishable from
Hybrid;, ; ;. O

Since d is polynomial in the security parameter, it follows from the above claims that Hybrid,, 2
Hybrid,; ;. Moreover, observe that the oracle provided to the adversary in Hybrid,, is identical to R, as
defined in Definition 8, since it does not use h = (hy,..., hg;;) and returns uniformly random elements
from Z,_, for all d queries. Since Hybrid, , &~ Hybrid;,, we have

Pr < negl(4).

ﬂH,OH,h,A ((hi,j) i<d+l )] - Pr[ﬂH,R ((hi,j) i<d+1 )]

je[=BI" jel=BI*

5 Building Blocks

5.1 Embedding Polynomials into Z,

Given a degree-m polynomial a € F,[X], we let (a[i])ic[m] € Fy'*! denote the list of its coefficients. In
this work, we manipulate embeddings of polynomials over Z,,. Given parameters N > 2 and m € N, let
B(N,m) :== (N™1—-1)/(N —1). We encode a € F,[X] into @ € [B(N, deg(a))] by interpreting a as an element
of Z[X] and computing a = a(N). When |B(N, deg(a))|< p (looking ahead, this will always hold in our
constructions), we slightly abuse the notation and view a as an element of Z,, via the natural embedding
from [p] to Z,. For any N > 2,m € N, we let Iy », = {d € Z,, : Ja € F;[X], deg(a) < m,a = a(N)} denote
the subset of all valid embeddings of degree-at-most-m polynomials to Z,.

Procedures. We introduce below two procedures that are used to manipulate embeddings of polynomials
into Z,. In the procedures below, Z,, is identified with the subset of integers {0,---,p — 1}.

« toPolyy(a) : On input @ € Z,, parse a = X" a[i] - N’ (the N-ary decomposition of a) and return
a= 3" ali] - X' € Z[X], a degree-m integer polynomial with coefficients in {0, N — 1}. When N is
clear from the context, we write a := toPoly(a).

« Modn(d, M) : On input @ € Z, and a modulus M, compute b := [toPoly,(d) mod M] and return
b := b(N). When N is clear from the context, we write b := Mod(a, M).

Above, we let all procedures take variable length inputs: the degree m is inferred from the input and
N. Furthermore, we let Mod take as second input either an integer M € N (in which case [a mod M] =
b € Zm[X]) or a polynomial M € Z[X] (in which case [a mod M] = b € Z[X]/M). We slightly abuse the
notation and write, given an integer n and a polynomial P, Modx (@, (n, P)) to denote Mod x(Modn(a, n), P)
(that is, the function that computes the polynomial associated to @, reduces it modulo n and P, and embeds
back the polynomial in Z,[X]/P over the integers).
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Input perturbation. We introduce a procedure that perturbates an element a € F;[X] in the following
sense: the perturbation maps a to a polynomial a’ € Z[X] such that a(N) = Modn(a’(N), 2) (i.e, a’ pre-
serves the parity of the value of the coefficients of a, and its coefficients do not overflow N), but a can be
masked by a random Z[X]-polynomial with small coefficients.

« Pert.(a) : On input a € F,[X], sample ¢ uniformly random shares (ay, - - -, ac) of a over F,[X; deg(a)].
Interpret each a; as a polynomial over Z[X] and return a’ = X{_, a; (where the sum is computed
over Z[X]).

It is immediate to check that for any N such that ¢ < N, it holds that a(N) = Mody(a’(N),2). The
following lemma shows that one can statistically hide a by masking a’ «s Pert.(a) with a carefully chosen
element r € Z[X] with small coefficients such that ||r||,, < c. We first define the appropriate distribution
over polynomials with small coefficients for integers m, c:

+ RandSumy, : Sample (ry, - - -, ;) «=$F2[X;m]® and set r := X7 | r;, where the r;’s are interpreted as
polynomials over Z[X; m]. Output r.
« RandSumy, ¢(N) : Sample r <= RandSum,, . and output r(N).

It is clear from the definition that for any r in the support of RandSumy, ., we have ||r||,, < c¢. Equipped
with the above definition, we have the following lemma:

Lemma 8. Foranym,c € N and a € F,[X; m], denote Di,‘f,)c ={a’ +r:d «sPert.(a), r —$RandSum,, .}

and Dy, ={a’ +r:a’,r —sRandSumy,.}. Then:

SD(DY,, Dye) < zﬁ

Using the above procedures, integer encodings can support a limited number of homomorphic addi-
tions and multiplications. Concretely, we will use the following simple lemma:

Lemma 9. Let m,T,c,N € N be integers. Fix any tuple (ai,---,ar, by, --,br) € F[X; m)*T and let
b} «s Pert.(b;) fori =1 toT. Define

T T
v::Za,--bi, 5:Za,(N)b:(N),
i=1 i=1

where the left sum is computed over Fy[X], and the right sum is computed over N. Then, if N > T - c - m, it
holds that

v = toPoly, (Mody (3,2)) .
Mapping to RandSum samples. Given a set S, we write Us to denote the uniform distribution over S.
Definition 9. We denote by map : Z,_; — Z,_; a mapping such that map(Uz,_,) ~. RandSump, (N).

Note that map is implicitly parametrized by (N, m, c); we write mapy; ,, . when we want to make the
dependency explicit. Concretely, constructing map is done as follows:

+ On input x € Z,_4, set x" := [x mod 2’1], and parse x’ as an element of {0, 1}’1. Note that over a
uniform choice of x <—$Z,,_, where p is a 2A-bit prime, the induced distribution of x” is 2 -close to
uniform over {0, 1}*.

« Let PRG : {0,1}* — {0,1}°™*D denote a pseudorandom generator. Compute y = PRG(x’) and
parse the output as a c-tuple (yi, - - -, y.) of degree-m Fy-polynomials y; € F,[X; m].

+ Run the RandSum,, ((N) procedure: compute r := 3¢_, y; over Z[X;m] and output r(N).
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5.2 VOLE to OLE Procedure

We start by recalling a power-DDH-based puncturable pseudorandom function (PPRF) introduced recently
in [CHHK25], which is at the heart of our construction (we do not recall the formal definition of PPRFs,
as we will directly use the construction below rather than abstracting it out as a PPRF). Let (G, p, g, G) =
GrpGen*(11). Welet H = {H; : G x {0,1}* — Zy-1} denote a family of hash functions over G x {0, 1}".

F.Setup(l’l, B) F.Punct(mpk, T'g)

1: (G, p,¢,G) = GrpGen*(1%) 1: parse p,G from mpk

2: (Ah) $Zp-1 X G 2 : return psk = G'* mod p
3: a=G" mod p

4: fori € [+B],h; = h*

5: mpk = (G»P, G, (hi)ie[iB]*)
6 : msk = (mpk, A, hg)

7 : return (mpk, msk)

FH(k, x, salt) = F.EvaIH(k, x, salt)

1 : parse k as (msk, sk)

2 : parse (h;)ic[+p) from msk

3 : return H (hfck, salt)

F.KeyGen(mpk, T'c) pF(k*, z, x, salt) := F.PEval™(k*, z, x, salt)
1 : parse p, G from mpk 1 : parse k* as (mpk, psk)
2 : return sk = G'¢ mod p 2 : parse (h;)iz from mpk

3: return H (h,Pci, salt)

Lemma 10 (Correctness of the PPRF). Fix an arbitrary polynomial modulus B and let H = {H; : G X
{0,1}* — Z,_1} denote a family of hash functions over G. Let (mpk, msk) be a master key pair in the support
ofF.Setup(l’l, B). Parse msk as (mpk, A, hy). Fix any constraint z € {0, - -+, B}. Then for anyI'e,I'c € Z,_1
such thatT'e — ' = A - z, denoting sk = F.KeyGen(mpk,I'g), psk = F.Punct(mpk,I't), k := (msk, sk), and
k* := (mpk, psk), it holds that for any input x € {0,-- -, B} \ {z} and salt salt € {0,1}",

FH(k, x, salt) = pFH(k*, z, x, salt).

In [CHHKZ25], it is shown that if H is a tweakable correlation-robust hash function for exponential
correlations over G and if the power-DDH assumption holds, then the above PPRF satisfies a strong notion
of pseudorandomness: all evaluations FH(k, z, salt) at the punctured point look pseudorandom given k**,
even when the adversary is allowed to request multiple pairs (k, k*) for the same master secret key msk. We
do not formally state this security notion here: we will instead directly prove the security of our garbling
scheme constructed from this primitive.

A VOLE-to-OLE procedure. Given a security parameter A, fix integers N = N(4), m = m(4) such that
N™ = poly(1). Let (G, p,g,G) = GrpGen*(1*) and H = {H; : G x {0,1}* — Zp-1}. Fix a master key
pair (mpk, msk) «s F.Setup(1*, N™) and parse msk as (mpk, A, hy). A core building block of our garbling
scheme is a one-message (from G to E) VOLE-to-OLE protocol where G and E hold respective inputs
(vG, VE) € Zp—1 X IN,m and shares of A - vg, and obtain as output shares of vgug.
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VtOg(msk, vG, (Avg)c, salt) VtO?(mpk, g, (AUE ), salt, shift)
1: sk = F.KeyGen(msk, (Avg)g) 1 : psk = F.Punct(mpk, (Avg)g)

2 ¢ k= (msk, sk) 2 k¥ = (mpk, psk)
3 : shift := Z Fi(k x,salt) + o5 3: zp = 2 (x — vE) - pFH(k*, UE, X, salt) + vg - shift
x€lnm X€IN,m
4: zg = Z X - FH(k, x, salt) 4 : return zg
x€lINm

. return (shift, zg)

(8]

We will consider two variants of the above procedure. In the first variant, the computation of (shift, zg, zg)
is done over the integers, while in the second variant, the computation is done over Z,,_;. In the first case,
vG, U, and all outputs of H are treated as positive integers in [p — 2] C Z. We will write R-Vtog(msk, G,
(Avg)g, salt) and R—Vtog(msk, vG, (Avg)g, salt) to explicitly indicate that computation takes place over a
ring R € {Z,Z,_1}. By default, if no ring is indicated, the computation happens over Z,_;.

Remark 1. The VtO procedure is identical to the VOLE-to-OLE procedure introduced in [CHHK25], up
to a minor difference: instead of summing over all possible inputs x between 0 and the bound B = N™,
we leverage the fact that the evaluator input vg will always be the embedding o(N) € Iy, of some F,-
polynomial v € F,[X;m]. Since this is known to both parties, they can restrict the sums in the VtO
procedures to be over valid embeddings, which reduces the number of terms in the sum from N™ to 2™.
This minor modification is crucial to control the growth of the size of the output share, which in turns
influences the amount of garbling material per gate in our Boolean garbling scheme.

Correctness. The following lemma establishes perfect correctness of VtO:

Lemma 11. For every R € {Z,Z,_1}, every (mpk, msk) in the support of F.Setup with msk := (mpk, A, ho),
every vg € In m, everyog € Z,_1, every salt € {0,1}", and every (Avg)g, (Avg)e such that (Avg)g — (Avg)g =
Ag, denoting (shift, zg) = R-Vtog(msk, vG, (Avg)g, salt) and zg = R-VtOE’(mpk,vE, (Avp)g, salt, shift), it
holds that zg — zg = vgvg (over R). Furthermore, if R = Z, then zg, zg are positive integers.

The last part of the lemma follows immediately from the definition of zg and the first part of the lemma.
The proof of the first part is a routine check:

Zg = Z (x — vg) - pFH(K*, vg, x, salt) + vg - shift
xEIN,m
= Z (x — vg) - FT(k, x, salt) + vg - shift > via Lemma 10
xEIN,m

= zg — v - (shift — vg) + vg - shift = zg + vgog.

Simulating shifts using Oy p, . We define a simulator for VtO, that will be used in our security analysis,
that simulates shift and zg using only mpk, psk, and calls to the oracle Oy ;o from Definition 7. To handle
the case where the garbler input v¢ is an affine function of A (as this is the case in some parts of the garbling
procedure), the simulator takes two additional inputs (g, b) such that vg = a - A + b. Intuitively, the A - a
term will be computed within Oy p, A, and the simulator adds b to the output.

Some of our procedures also use VtOH® with a hash function H, defined as Hy := map o H for a suitable
mapping map. To handle this usecase, we also consider a variant of SimVtO, denoted Sim’VtO, that takes
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as input the map map. As a will always be equal to 0 when using this variant, we omit it from the inputs.

Fix integers N = N(1), m = m(}) such that N™ = poly(d). Let (G,p,¢9,G) = GrpGen*(1!) and
H = {Hy:Gx{0,1}* > Z,_;},. Fix a master key pair (mpk, msk) «s F.Setup(1%, N™) and parse msk
as (mpk, A, hg). Let O = Oy p, A be the oracle defined in Definition 7.

SithOH’O(mpk, g, (AUE)E, a, b, salt) Sim’VtOH’O(mpk, g, (Avg)E, map, b, salt)

1: psk = F.Punct(mpk, (Avg)E) 1: psk = F.Punct(mpk, (Avg)g)

2: k¥ = (mpk, psk) 2+ k* = (mpk, psk)

3: forx € Inm \ {og}: 3: forx € Inm \ {vg} :

4 Yy = pFH(k*,UE,x, salt) 4:  yy=map (pFH(k*,vE,x, salt))

5:shift= 37 g+ Olpskisalta) +b 5:shift:== > yx+map (O(psk salt, 0)) + b

x€ln,m\{ve} el (o)
e H ; "
0= Vto}f’itmpk’ ve: {Aoede.saltyshift) . vioM(mpk, oe, (Ave)e, salt, shift)
/¢ return (shift, z¢) 7 : return (shift, zg)

As for VtO, the computation can be performed either over Z or Z,_1; we write R-SimVtO to indicate
the ring explicitly. The following lemma states that SimVtO outputs the exact same shift as VtOE and the
same zg as VtOE:

Lemma 12 (Perfect simulation). For every (mpk, msk) in the support of F.Setup(1%, N™) with msk := (mpk,
A, ho), every vg € In m, everyvg € Z,_1, every pair (a, b) € Z;_l such thatvg = a- A +D, everysalt € {0,1}7,
and every (Avg)g, (Ave)e such that (Ave)e — (Ave)g = Avg, denoting O = Oy p,a, denoting (shift, zg) =
SithOH’O(mpk, vg, {AVE)E, a, b, salt), it holds that

(shift, ) = Vtog(msk, vG, (Avg)g, salt), and
ZE = VtOE'(mpk, vE, (AUE)E, salt, shift).

Furthermore, for any map : Z, 1 — {0,1}", setting Hy := map o H and (shift’, z’E) = Sim’VtOH’O(mpk, Uk,
(Avg)g, map, vg, salt), it holds that

(shift’, ) = Vtogo(msk, vG, (Avg)g, salt), and
zp = VtO?O(mpk, g, {Avg ), salt, shift).

Proof. Let k* = (mpk, psk) where psk := F.Punct(mpk, (Avg)g). Observe that for shift computed using
VtOg(msk, vG, (Avg)c, salt), we have,

shift = Z FH(k, x, salt) + vg
X€|N,m
= Z pFH(k*, UE, X, salt) + FH(k, x,salt) +aA +b > via Lemma 10
erN,m\{DE}
= Z pFH(k*, g, x, salt) + O(psk, salt,a) + b » via Definition 7

erN,m\{UE}

where the last expression is equal to shift as computed in SithOH’O(mpk, Vg, (AUg)E, a, b, salt). It then
immediately follows that zg, as computed by SimVtO™©, is equal to z¢ output by VtOE, since SimVtOH9
simply runs VtOF using the shift it computes. It is easy to see that a similar argument shows that shift’ and

zg, as output by Sim’VtO™9, are identical to shift’ and zp output by VtOg0 and VtOEIO respectively. ]
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5.3 Batch Function Evaluation on Authenticated Shares

We now introduce a second core procedure. It builds upon the following observation from [CHHK25] (a
similar observation was also made in previous works, e.g., [Hea24]): the VtO procedure can be modified to
convert shares of A - v into shares of vg - f(vg) for an arbitrary function f (known to the parties): it suffices
to compute instead zg = X, f(x)- FH(k, x, salt) and z¢ = X, (f(vg) — f(x)) - pFH(k*, v, x, salt) + f(vg) - shift.

A useful implication of this functional VtO procedure is that the parties can evaluate an arbitrary
function on authenticated shares: given shares of A - vg, they can obtain shares of A - f(vg) by letting G set
A to be its input to the functional VtO procedure. In this work, we make an additional observation which,
while very simple in hindsight, proves to be very powerful: this “functional authentication” procedure can
be generalized to allow the evaluation of an arbitrary-size tuple of functions fj, f, - - - on an authenticated
share without any penalty in communication. Indeed, the shift transmitted from G to E depends solely on its
input og (set here to A), and not on the target function f. Hence, if G and E want to obtain shares of A- f;(vg)
for many functions i, they can run arbitrarily many parallel executions of the functional authentication
procedure using the transmission of a single shift from G to E, independent of the number of functions.
We describe the procedure below.

The batch functional authentication procedure. For i = 1to g, let f; : Iy,m — Z,_; denote a public
function. We let g unspecified and assume that BatchfAuth takes variable-length inputs.

Batcthuthg(msk, N, (Avg)a, (fi, -+ -, fg) salt) Batcthuth'E"(mpk, g, (AvE)E, (f1, - -+, fo), salt, shift)

1: sk = F.KeyGen(msk, (Avg)c) 1: psk = F.Punct(mpk, (Avg)g)

2 ¢ k = (msk, sk) 2+ k" = (mpk, psk)

3 : shift = Z FH(k, x, salt) + A’ 3: forx € Inm \ {ve}:

xElNm 4 yx = pFH (K", o, x, salt)
4:fori=1tog: 5:fori=1toq:
. . H

5:  zgli] = Z fi(x) - F7(k, x, salt) 6: zg[i] = Z (fi(x) = fi(ve)) - yx + fi(vg) - shift
x€lNm xElnm

6 : return (shift, zg) 7: return ze

We will also use a variant of BatchfAuth, denoted S-BatchfAuth, where the set Iy ,, of the summands
is replaced with another set S (that is, the sums for shift, zg[i], and zg[i] are over all x € S).

Correctness. The following lemma establishes perfect correctness of the BatchfAuth procedure:

Lemma 13. For every (mpk, msk) in the support of F.Setup(1*, N™) with msk = (mpk, A, k), every vg €
IN,m, every N € Zy,_1, every (Avg)c, (Avg)e such that (Avg)p — (Avg)g = A-vgmodp — 1, everyq > 1
every q-tuple (fi,-- -, fg) of functions f; : INm — Zp_1, and every salt € {0,1}", denoting (shift, zg) =
Batcthuthg(msk, N, (Avg)g, (fi, " -+, fq), salt) and zg = BatcthuthE(mpk, og, (AvE)E, (f1, - - -, fg), salt, shift),
foralli < gq, it holds that

M

ze[i] — zg[i] = A" - fi(vg) mod p — 1.

The proof is again routinely checked using the correctness of the PPRF at all points x # v, and using
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the fact that f(x) — f(vg) = 0 when x = vg:

= > (f(x) = f(ve)) - pF (K", vE, x, salt) + f(vE) - shift

xEINm

Z (f(x) = fE)) - F(k, x, salt) + f(vg) - shift > via Lemma 10

erNm

=2G — Vg Z FH(k, x, salt) + f(vg) - Z FH(k, x, salt) + v

xEIN,m x€|N,m

=zG + 0 * f(vE).

Simulating shifts using Oy p, o. We outline a simulator for (shift, zg) for the case A’ = A (used in our main
construction). The case where A’ is independent of A (used for our result in the standard model) is discussed
afterwards. Fix integers N = N(1), m = m(1) such that N™ = poly(d). Let (G, p, g, G) := GrpGen*(1*) and
H={H, :Gx{0,1}* — Z, 1}. Fix a master key pair (mpk, msk) < F.Setup(1%, N™) and parse msk as
(mpk, A, hy). Let O = Oy p, . be the oracle defined in Definition 7.

SimBatchfAuth™O(mpk, vg, (Avg)e, (fi, - - -, f;), salt)
1: psk = F.Punct(mpk, (Avg)E)
2 k* = (mpk, psk)
3 : shift = Z pFH(k*, UE, X, salt) + O(psk, salt, 1)

x€lnm\{ove}
4: zp = BatcthuthH(mpk g, {AVE)E, (f1, -+ *» fo): salt, shift)
5 : return (shift, zg)

As for BatchfAuth, we let S-SimBatchfAuth™? denote the variant where the sum is computed over
S\ {ve}. The following lemma states that SimVtO outputs the exact same shift as Vtog and the same zg
as VtOH:
E

Lemma 14 (Perfect simulation). For every(mpk, msk) in the support of F.Setup(14, N™) with msk = (mpk, A, h),
every vg € Inm, and every (Auvg)g, (Ave)e such that (Avg)e — (Avg)g = Avg, every q > 1, every g-

tuple (f1,- -+, fg) of functions f; : INm — Zp—1, and every salt € {0,1}", denoting O = Oy p,a, denoting
(shift, zg) = SimBatcthuthH’O(mpk, g, (AvE)E, (f1,* -+, fg), salt), it holds that
shift = BatchfAuthH c(msk, A, (Avg)g, (f1,- -+, fg). salt), and
ZE = Batcthu’[hE (mpk, vg, (Avg)E, (f1, - - -,fq ), salt, shift).

The straightforward proof, which is essentially identical to that of Lemma 12, is omitted.

Remark 2. The case where BatchfAuth uses a A’ independent of A, as in our standard model construction,
is obtained as a simple variant of the above procedure by letting SimBatchfAuth-© additionally take A’
as input and computing instead shift as

shift = Z pFH(k*, UE, X, salt) + O(psk, salt, 0) + A

x€ln,m\{ve}
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6 «(1/1)-Rate Boolean Garbling Scheme from Generic Groups

We prove in this section the following theorem:

Theorem 15. There exists a polynomial B(A) = poly(A) such that, given a group G of order p (whose elements
are of size O(A) bits), if there exists a TCCR hashing H for exponential correlation with B auxiliary powers
over G, then there exists a Boolean garbling scheme GC = (GC.Garble, GC.Enc, GC.Eval, GC.Dec) such that
for each circuit C whose layers contain at least \/log A gates, it holds that

A
log(2)

For extremely narrow circuits, the above cost can grow by up to an additive O(A - D) factor.

ICl= - O(|CY) + poly(4).

6.1 High Level Structure

For convenience, we first describe the garbling procedure by abstracting out the gadgets used to compute
the keys and labels for batches of XOR and AND gates and for packing/unpacking keys and labels into
batches. The garbling scheme uses the following parameters:

« t: the number of bits in a batch. Concretely, we will set t = 4/log A.

« m: the degree of the extension field Fym where batches of ¢ bits are embedded via the (¢, m),-RMFE
(@, P). Using Lemma 4, we have m = O(t).

. c: a statistical security parameter for hiding perturbed polynomials. Our construction guarantees

security up to a poly(1)/2° statistical leakage probability. Concretely, we will set ¢ to 2V'°84,

« N: a size parameter for embedding polynomials into integers without overflows. Our construction
requires N > 2c-m-(2™+1), and N™ < poly(A). Using our parameters m = O(y/log 1) and ¢ = 2V'°e*
yields ¢™ - (m - (2™ + 1))™ = poly(A), as required.

Parameters. Let (G, p, g,G) = GrpGen*(1%). Let t = v/log A denote the batch parameter and (&, ¥) be a
(t, m),-reverse multiplication friendly embedding with m = O(t). Let ¢ = w(1) denote a statistical security
parameter with ¢ < 2 VIegd and set N = 2¢ - m - (2™ + 1) + 1 (note that N™ = poly(A)). Let H = {H, :
G x {0,1}* — Z,_1})en denote a TCCR hash family for exponential correlation with auxiliary powers
over G. Let Hy := map o H, where map = mapy; ,,, . is the mapping from Definition 9.

Input. The input to GC.Garble is a boolean circuit C with |C|= s gates, n = |I(C)| inputs, and depth
depth(C) = D. Without loss of generality, we assume that the gates of C are divided into D layers, denoted
Ly, -, Lp, where each layer contains either only AND gates or only XOR gates. All incoming wires of
gates in a layer are connected to inputs or to gates from previous layers (in particular, the gates in £; are
only connected to input gates). Each layer £ is partitioned into ng = [|.Lg]/t] batches (Bg 1, -, Ban,)
containing at most ¢ gates each. For d = 1 to D, let salty;, - - -, salty ,, denote unique identifiers for each
batch of gate, and write saltg; ; = saltg;||j for j = 0,1,2,3. We assume that all these data can be parsed
from the description C of the circuit.

Algorithms. The algorithms (GC.Garble, GC.Enc, GC.Eval, GC.Dec) are represented below. The algo-
rithms GC.Garble and GC.Eval rely on subprocedures, respectively (Packg, BatchANDg, UnpackAND},
BatchXORg, UnpackXORg) and (Pack?, BatchANDE‘, UnpackAN DH, BatchXORE‘, UnpackXORE), that are
described afterwards.
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—| Algorithm GC.Garble(1%, C)

Input. A boolean circuit C with |C|= s gates and depth depth(C) = D represented as described
in Section 6.1. The input gates are indexed from 1 to n.

Initialization.
« Sample (mpk, msk) < F.Setup(1%, N™). Parse msk = (mpk, A, go).
« For each input wire i, sample (k;, K;) <${0,1} X Z,_;.

Procedure. The garbling proceeds in a layer-by-layer fashion, from £; to Lp. After evaluating a
layer L, it labels each gate u in the layer with a pair (k,, K;,) and stores a garbling £ of L.

On layer £L;. Fori =1 to ny,

« Let Lefty; (resp. Right, ;) denote the multisets of gates that are the left parent (resp. right
parent) of a gate in B,;. Retrieve the pairs (ky, Ky,) labeling each u € Lefty; URight,; and
compute

(ki, K, shift; 4 ;) := Packf(msk, (ku, Ku)ueleft,» Saltaio)
(kr, K., Shiﬁr,d,i) = PaCkg(mSk, (ku, Ku)ueRightd’is 5altd,i,1)~

o If £;is an AND layer:
— (kouts Kout> Sq.;) <$ BatchAN Dg(msk, (ki, Ki), (kr, Ki), A, saltg ; 2)
— ((k[j1. K)o<izt-1. shiftoura,s) = UnpackANDE(msk, kout, Kout. salt,i3)
= (kus Kuue sy, = (k[j], Kj)o<j<| 8411

« If £;is a XOR layer:
— (kout> Kout> Sa,;) <=5 BatchXORG (msk, (ki, Ki), (ky, K;), A, saltg; 2)
= ((k[j]. Kj)o<j<t-1, shiftoyeai) = UnpackXORE(msk, kout, Kout, saltg i 3)
= (kus Kiues,,; = (k[1], Kj)o<j<|84,1-1

+ Label each u € B;; with the key pair (k,, K,).

Set Ly = (Shiﬂl,d,i,Shiﬂr,d,i, Sd,bShiﬁout,d,i)iSnd-

Output. Return e := ((k;, Ki)i<n, A), C = (C, mpk, (L£a)a<p), and d = (ko)oco(0)-

Algorithm 1: Garbling procedure of the Boolean garbling scheme

—1 Algorithm GC.Enc(e, x)

Input. Encoding information e and input x € {0, 1}". Parse e = ((k;, K)i<n, ).
Procedure. Fori = 1ton,set (4, L;) = (k; ® x;, K; + A - £; mod p — 1).

Output. Return X = (£, L;)i<n.
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Algorithm 2: Encoding procedure of the Boolean garbling scheme

We now describe the evaluation procedure. It maintains the invariant that on each gate u carrying a
value y,, the keys and labels computed by the garbler and evaluator respectively satisfy (£, L,) = (k, ®
Yy, Ky + A - £, mod p — 1).

—1 Algorithm GC.Eval(C, %)

Inputs. Parse C as (C, mpk, (.f,d)ds[)) and X as (£;, Li)i<n € (F2 X Zp—1)".

Procedure. The evaluation proceeds in a layer-by-layer fashion, from £; to Lp. After evaluating a
layer L, it labels each gate u in the layer with a pair (¢, Ly,).

On layer £L;. For i =1 to ny,

 Parse Ly as Ly = (shifty g, shift, g, Sai)i<ny shiftout.d,i)-

« Let Lefty; (resp. Right, ;) denote the multisets of gates that are the left parent (resp. right
parent) of a gate in By;. Retrieve the pairs (£,, L) labeling each u € Lefty; U Right, ; and
compute

(fla Ll) = PaCkE(mpks ([u: Lu)uELeftd,i, Salti,d,o: Shiﬁl,d,i)
([r, Lr) = PaCkE(mPk, ([u; Lu)ueRightd,i, Salti,d,ls Shiﬁ:r,d,i>'

If £ is an AND layer:
~ (fout, Lout) = BatchANDE (mpk, (£, L)), (£, L), saltg; 2, Sa.)
- (f[j],Lj)ostt—l = UnpackANDE(mpk, fout,Lout,Saltd,i,s,Shiﬁout,d,i)
= (bws Lu)uesy,; = (E[j], Lj)o<j<| By, -1
o If £;is a XOR layer:
~ (fout> Lout) = BatchXOR"(mpk, (£, L), (£, Lr), salta,; 2, Sa.:)
— (¢0j], Lj)osi<t—1 = UnpackXORE(mpk, out, Lout, salta,;s, shiftout,a,i)
= (Cus Lu)ues,,; = (€[] Lj)o<i<| 84,11
+ Label each u € B,; with (¢,, L,).

Output. Return § = (§)oc0(c)-

Algorithm 3: Evaluator algorithm of the Boolean garbling scheme

Algorithm GC.Dec(d, )

Input. Decoding information d and garbled output §. Parse d := (k,)oco(c) and § = (£,)oc0(c)-

Output. Return y = (£, ® ko)on(C)-
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Algorithm 4: Decoding procedure of the Boolean garbling scheme

Padding. For convenience, given values (v,),cg either in IF'f' or in Zﬁll where B is a subset of in-
dices of size at most t, we write (0[0], - - -,0[t — 1]) := pad,((v,)ue8) to denote the procedure that assigns
(Vugs * * + s Vuygy_y) to (0[0], -+, 0[|B|-1]), where ug - - - u|g|-; is an ordering (e.g., lexicographic) of the ele-
ments of B, and assigns 0 to the remaining v[i]’s for i = |B| to t — 1. That is, pad, pads a list of values with
zeroes to get an element of F} or Z;;—1 (we slightly abuse our notations and do not distinguish between
padding with 0 € F; or with 0 € Z,,_,).

6.2 Efficiency and Correctness

Efficiency. Let C = GC.Garble(1%, C). We have
A D A
IC|= IC|+Impk|+ > | Lpl.
d=1

The size of |[mpk| is 2N™ + 1 elements of G, which translates to O(A - (2cm2™)™) bits. Using m = O(+/log A)
yields |mpk|= poly(1), where poly is a fixed polynomial independent of C. The size of each garbled layer
L4 is O(A - ny), as it contains ny constant-length tuples of shifts (4 for a batch of XORs, 9 for a batch of
ANDs), where each shift is O(A)-bit long. This yields

D
ICl= ICI+O() - D T1Lal/t] + poly(A).

d=1

For circuits that are not too narrow (where the layers contain more than 4/log A gates), this translates
to O(A/+/log(d)) - |C|+poly(d) bits. In the worst-case, for extremely narrow circuits, |C| can grow to

O(A/+flog) - IC|+O(A - D) + poly(2) bits.

Correctness. Let x denote an input to C. For each gate u, let x,, denote the bit output by this gate in the
computation of C(x). Given a batch 8 of gates, let xg = (x)ye 5. The proof of correctness relies on the fact
that all the procedures maintain a suitable invariant throughout the computation. The required invariant
for each procedure is guaranteed by a correctness lemma:

« Lemma 16 for Pack"

« Lemma 17 for Unpack"

« Lemma 19 for BatchAND"
« Lemma 18 for BatchXOR"

At the start of the procedure, for each input gate i, we have k; ® ¢; = x; and L; — K; = A-¢; mod p—1by
definition of GC.Enc. Then, fix a layer d and a batch i < n; and assume that before running the procedures
on Ly, it holds that x,, = k, ® ¢, and L, — K, = A -, mod p — 1 for all u € Left;; U Right, ;. Then,

« By Lemma 16, it holds after running the Pack! procedures that k; + § = ®(pad,(xieft d,i))’ ke +¢ =
d(pad, (xR,ghtd ), Li—K; = A-f(N) mod p—1,and L,—K, = A-£,(N) mod p—1. Let x; := @(padt(xLe&d’i))
and x, = ‘D(Pad (xRIghtd’l))
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« If £;isan AND layer, by Lemma 19, it holds after running the BatchAN D" procedure that kot +£€out =
x1 - xy and Koy — Loyt = A - £out(N) mod p — 1.

« If £; is an AND layer, by Lemma 17, it holds after running the UnpackH procedure that (k[i] ®
L[i])i<i—1 = ¥ - x) and K[i] = L[i] = A-£[i] mod p—1fori=0tot — 1.

« By an identical reasoning, if £; is a XOR layer, by Lemma 18 and Lemma 17, it holds after running
the BatchXOR™ and Unpack! procedures that (k[i] @ ¢[i])i<;—1 = ® (1 @ x,) and K[i] — L[i] =
A-¢[ilmodp—-1fori=0tot—1.

It follows that after each AND layer, the gates in B are labeled with the first B ;| entries of ¥(®(pad, (xLeft,,))-
®(pad, (xright d’i))). By definition of the RMFE maps (Definition 5), this value equal to pad, (xLeft, ;) ©pad, (xright d’i),
hence its first [B;| entries are exactly the products xy, - x,,, where uj, u, denote the left and right parents
of each gate u € B;; respectively. Similarly, after each XOR layer, each gate u of the layer gets labeled
with x,, ® x,,. Eventually, after all layers have been computed, it holds that k, ® £, = x, for each output
gate o, and we have (x,)oco(c) = y = C(x).

6.3 Packing Procedures

Given x € N, let us write |x|:= [log,(x)]. Let toBits : N — [ denote the function that, on input an integer

x € N, output the bit decomposition x[1], - - -, x[|x|] of x, viewed as an element of Flle.

—1 Algorithm Packg(msk, (ku, Ky)ue s, salt)

Input. Master secret key msk. Wire keys (ky, Ky)ues € ({0,1} X Zp_l)Iﬁ | for a batch of gates B of
size |B|< t. Salt salt. Parse msk as (mpk, A, hy).

Procedure.

* kout = (D(padt((ku)ieﬁ))
° (K[OL e >K[t - 1]) = padt((Ku)iEB)
« K3 K[i]-2"mod p—1 =K = (A2 e[i]-20)g

o (shift, Koyt) = [Zt]—Batcthuthg(msk, A K, Evaly o @ o toBits, salt)

Output. (kout, Kout, shift)

Algorithm 5: Garbler packing procedure. Given ordered indices (uy, - - -, u|g|-1), it packs multiples shares
(ky;» ty;) of bits x; € F,, and Z,_;-shares (Ky;, Ly,); of A - £,;, into Fom-shares of ®((x, - -,x|g|-1) and
Zy-1-shares of A - Evaln(®(Lyy, - - bug_,)-

Algorithm Pack?(mpk, (b, Ly)ye 8, salt, shift)

Input. Wire labels (¢, L,),es € ({0,1} X ZI,_l)"{B| for a batch of gates B of size |B|< t, garbling
material shift.

Procedure.
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Cout = (£[0], - - -, €[t — 1]) = ®(pad,((tu)ic 8))

. (L[ Lo L[t - 1]) = pad,((Lu)ic 8)

o bour = X000 L[E] - 2

e LY L[] 2" modp—1 > L= (A lyu)e

e Lout = [2']-BatchfAuthf (mpk, four, L, Evaly o @ o toBits, salt, shift)

Output (out: out)

Algorithm 6: Evaluator packing procedure. Given ordered indices (uy, - - -, u|g|-1), it packs multiples shares
(ky;, ty;) of bits x; € Fy, and Z,,_;-shares (Ky;, Ly, )i of A - £,,, into Fom-shares of ®((xo, - - -, x|g|-1) and Z, ;-
shares of A - Evaln(®(£y,, - -, bug_,))-

Lemma 16 (Correctness of packing). Fix (mpk, msk, (¢,, Ly, ky, K,)ue s, salt) where msk = (mpk, A, hy).
Assume that for each u € 8, it holds that L, — K,, = A - £, mod p — 1. Then, denoting

(xu)ues = (ku @ bu)ucs
(kout> Kout, shift) := Packg(msk, (ku, Ky)ue s, salt)
(fout, Lout) = PaCkE(mpk, (fu, Lu)ueg, salt, Shiﬂ),

it holds that

kout + fout = q)(padt((xu)ueB))
Lout - Kout =A- EVaIN([Out) modp - 1.

Proof. The first part of Lemma 16 follows immediately from the linearity of ® o pad,. As for the second
part, we have

~

L-K-= _I(L[i] —K[i])- 2" mod p - 1

i

Il
(=]
~

—_

=A-> f[i]-2"=A-fyymod p—1 »byassumption of Lemma 16

i

Il
(=]

Hence, the conditions of Lemma 13 are satisfied. Applying Lemma 13, we get
Lout — Kout = A - Evaln(®(toBits(£oy))) mod p — 1,
and we conclude by observing that pad,((¢,)uc8) = toBits(fout) by construction, hence £oyt = D(toBits(£oyt)).
|
6.4 Unpacking Procedures

We also introduce unpacking procedures for the garbler and the evaluator. We let Bit; denote the function
that, given a value v € F!, outputs the i-th co-efficient v[i] of v. Given an operation & € {+,-} (bitwise-
XOR or bitwise-AND), the procedures convert shares (k, £) of ®(x) ® ®(y) € Fom and A - £(n) back to bitwise
shares of f(®(x) ®®(y)) € F, and of (A - f(¢)[i])i<; (that is, A-authenticated substractive shares of each bit
of ®1(¢) over Z,_1). Dependlng on the operation &, we use a different “inverse mapping” f:
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« If & = + (when unpacking the output of a batch-XOR), we set f = ®~1, since @ }(®(x) + D(y)) = x Dy
(by linearity of ®).

« If & = - (when unpacking the output of a batch-AND), we set f = ¥, since ¥(®(x) - D(y)) = x O y (by
definition of RMFEs).

We define the general procedures below.

— Algorithm Unpackg(f, msk, k, K, salt)

Input. Function f € {®~!,¥}. Master secret key msk, packed keys (k,K) € Fam X Z,_1, salt salt.
Parse msk = (mpk, A, ho).

Procedure.

o (k[O],---, k[t —1]) = f(k)

o (shift,Ky, -+, K;—1) = Batcthuthg(msk, A K, (Bit; o f o toPolyy)o<i<t—1)
Output. ((k[i], K;)i<s-1, shift)

Algorithm 7: Garbler procedure for unpacking the result of a batch evaluation. The procedure toPoly,
returns an element of N[X], but in our context, toPoly,; will always take as input an integer embedding of
a polynomial in F,[X]/P(X), hence its output is guaranteed to be a polynomial in F,[X; m] with coefficients
in {0, 1}. We interpret this polynomial as an element of Fy» when evaluating f.

— Algorithm UnpackEQ‘, mpk, ¢, L, salt, shift)

Input. Function f € {®~!, ¥}. Master public key mpk, packed labels (¢,L) € Fym X Z,_, salt salt,
garbling material shift.

Procedure.
° ([[O]s e 3[[t - 1]) = f([)
o (Lo,--+,Li—1) = BatcthuthE(mpk, {(N), L, (Bit; o f o toPolyy)o<i<s—1)

Output. (£[i],L;)i<—1

Algorithm 8: Evaluator procedure for unpacking the result of a batch evaluation. The procedure toPoly,
returns an element of N[X], but in our context, toPoly,, will always take as input an integer embedding
of a polynomial in F,[X]/P(X), hence its output is guaranteed to always be a polynomial in F,[X; m]. We
interpret this polynomial as an element of Fym when evaluating f.

Lemma 17 (Correctness of unpacking). Fix f € {®~!, ¥} and (mpk, msk, (k, K, ¢, L), salt) where msk :=
(mpk, A, hg). Assume that L — K = A - Evaly(f) mod p — 1. Then, denoting

X = k +{ > over Pgm
((k[i], K[i])i<z—1, shift) == UnpackH(f, msk, k, K, salt)
packg
(¢[i], L[i])i<s—1 = Unpackg (f, mpk, ¢, L, salt, shift),
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it holds that

(k[i] ® £[i])i<t-1 = f(x)
(K[i] = L[i])i<t-1 = (A - £[i] mod p — 1)i<;—1

Proof. The first part of Lemma 17 follows immediately from the linearity of f : Fom — F,. As for the
second part, since we have L — K = A - Evaly(¢) mod p — 1 by assumption, the conditions of Lemma 13 are
satisfied. Applying Lemma 13 with q = ¢, we getfori =0to ¢t — 1:

L[i] = K[i] = A - Bit;(f(toPolyy(Evaln(f)))) mod p — 1
= A - Bit;(f(¢)) = A - £[i] mod p — 1

Eventually, we define UnpackXOR™ and UnpackAND" as the above general procedures with f set to
either ®~! or ¥ and hardcoded in the function:

. UnpackXORg(msk, k, K, salt) = Unpackg(d)_l,msk, k, K, salt)
. UnpackXORE(mpk, ¢, L, salt, shift) = Unpack?((b_l, mpk, ¢, L, salt, shift)
. UnpackANDg(msk, k, K, salt) = Unpackg(‘lf, msk, k, K, salt)

. UnpackAND?(mpk, ¢, L, salt, shift) := Unpack?(‘l’, mpk, £, L, salt, shift)

6.5 Batch-XOR Gadget

The procedures below are used by the garbler and the evaluator, who hold as inputs Fym-shares (kj, £) of x| €
Fym, Fym-shares (ky, £;) of x, € Fym, and Z,,_;-shares (K|, L;) and (K, L;) of A-x(N) and A-x,(N) respectively.
The procedure outputs Fym-shares (kout, fout) of x| + X, and Z,_1-shares (Kout, Lout) of A - Evaln (x| @ x;). Let
SNn.m denote the set of sums of two elements from Iy ,.

— Algorithm BatchXO Rg (msk, (k, K)), (k., K}), salt)

Input. Master secret key msk. Packed keys (ki, K)), (k;, K;). Salt salt. Parse msk = (mpk, A, hy).
Procedure.

0 kout = kl + kr > O\/er :‘5‘2771
e Kout =K+ K, mod p — 1
o (shift, Kout) = Sn.m-BatchfAuth@ (msk, A, Koy, Mod (-, 2), salt)

Output. ((koyt, Kout), shift)

Algorithm 9: Garbler batch-XOR gadget
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— Algorithm BatchXORE(mpk, (&, Ly), (&, Ly), salt, shift)

Input. Master public key mpk. Packed keys (k;, K), (kr, K;). Salt salt, garbling material shift.
Procedure.

* ~out =4+ 4 > Over Z[X]
* fout = iout mod 2 > bout € Fom
* f'out =L +L modp—1

o Lout = Sn,m-BatchfAuth  (mpk, fout(N), Lout, Modn (-, 2), salt, shift)

Output. (fut, Lout)

Algorithm 10: Evaluator batch-XOR gadget

Lemma 18 (Correctness of batch-XOR). Fix(mpk, msk, (ki, K, &, L), (k, K, £, L), salt) where msk := (mpk, A, hy).
Assume that foru € {l,r}, L, — K;, = A - Evaly(¢,) mod p — 1. Then, denoting
Xy =ky + 4, forue{lr} > overFym
((kout> Kout), shift) := BatchXORH(msk, (ki, K)), (kr, K;), salt)
(fout, Lout) = Ba’fChXORE(mPk, 4, LI), ([r, Lr), salt, Shiﬂ),

it holds that

kout + fout = X1 + %, & over [Fym
Kout = Lout = A - Evaln(fout)) mod p — 1

Proof. The first part of Lemma 18 follows immediately from the fact that £,,; = oyt mod 2 with £y = £ + £,
over Z[X], hence o, = £ + £, over Fym. As for the second part, since we have

Lout — Kout = (Li = Ki) + (L — K;) mod p — 1

= A - (Evaly(f) + Evaly(f)) mod p —1  » by assumption of Lemma 18
=A-Evaly(f+ &) modp—1 > sum over Z[X], since N > 2

= A - Lou(N) mod p —1

hence the conditions of Lemma 13 are satisfied. Applying Lemma 13, we get:

Lout = Kout = A - MOdN(iout(N), 2) mod p - 1
= A - Evaly(foyt) mod p —1 > by definition of Mody(:, 2).

6.6 Batch-AND Gadget
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— Algorithm BatchAN Dg(msk, (ki, Ky), (kr, K;), salt)

Input. Master secret key msk. Packed keys (k| K)), (k;, K;). Salt salt. Parse msk = (mpk, A, hg). For
i =1to 6, let salt; := salt||i.

Procedure.

o (k[, k;) < Pert.(k) X Pertc(k:)
o (shifty, dg) = Z-Vtogo(msk, k{(N), K;, salt;)
> dg = (k/(N)&(N))c
« (shifty, bg) = Z-VtOy (msk, k/(N), K, salty)
> b = (K/(N)&(N))G
ag = [toPolyy(ag) mod 2,P]  » ag € Fyo[X]/P(X) = Fom
« bg = [toPolyy(bg) mod 2,P] > be € Fy[X]/P(X) = Fom
o kout = kik; +ag + bg > over Fym
(shifte, ag) = VtOG(msk, Ak/(N), K;, salts)
> ag = (Ak{(N) - &(N))c
« (shiftg, fc) = VtOg(msk, Ak/(N), K, salty)
> f = (Ak{(N) - 4(N))c
« (shift,,yg) = Vtog(msk, K, Ky, salts) >y = (K- £(N))c

* Nout =ac + ﬂG —Yc+t A(dG + BG) > ~out = <A€~out>G
o (shiftg, Kout) = [Nm]—Batcthuthg(msk, A, Kout, Modn(+, 2, P),saltg) > Koyt = (Alout)c
* Sout = (shiftg, shifty, shift, shiftg, shift,, shiftg)

Output. ((kout Kout)s Sout)

Algorithm 11: Garbler batch-AND gadget. Unlike the other gadgets, BatchAN Dg is a randomized proce-
dure.

— Algorithm BatchAN D?(msk, (4, L)), (£, L), salt, S)

Inputs. Master public key mpk. Packed labels (4, L), (£, L), salt salt and garbling material S. Parse
S = (shiftg, shifty, shift,, shiftg, shift,, shiftg). For i = 1 to 6, let salt; := salt||i.

Procedure.

. g = Z-VtO[ (mpk, £(N), Ly, salt, shift,)
> ag = (k{(N)6&(N))e

be = Z-VtOy" (mpk, 6(N), Ly, salty, shift,) = be = (k/(N)G(N))
fout = GN)E(N) + ag + be
ag = [tOPOIyN(dE) mod 2, P] > ag € PZ [X]/P(X) = P‘Qm
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be = [toPonN(l;E) mod 2,P] = bg € Fy[X]/P(X) = Fom
o Lout = b +ag +be > Low = Mody(fou) € Fom
o Qf = VtOE'(mpk, {;(N), L,, salts, shift,)
> ap = (Ak[(N) - &(N))e
PE = VtOE'(mpk,ﬁ(N), Ly, salty, shiftp)
> P = (AK{(N) - 4(N))e
« ¥e = VtOl(mpk, &:(N), L, salts, shift,) >y = (K- £.(N))¢

. Lout = O t+ ,BE —YE Tt Llfr(N) > i()ut = </\l;out>E
e Loyt = [N™]-BatchfAutht (mpk, Zout, Lout, Modn (-, 2, P), salte, shifti) = Loy = (Aloyi)e

OutPUt- ([outs Lout)

Algorithm 12: Evaluator batch-AND gadget

Lemma 19 (Correctness of batch-AND). Fix(mpk, msk, (k;, K, 4, L), (k;, K, &, L), salt) where msk = (mpk, A, hy).
Assume that foru € {l,r}, L, — K, = A - Evaly(¢,) mod p — 1. Then, denoting

Xy = ky + & foru e {lLr} > overfym
((kout, Kout), S) := BatchAND@(msk, (k;, Ki), (kr, K), salt)
(Lout> Lout) = BatchAN Dg(mpk, (@, Ly), (6, Ly), salt, S),

it holds that

kout + fout = X1 - x> over Fom

Kout = Lout = A - EvaIN([out)) mod p—-1

Proof. Using the assumptions of Lemma 19, the conditions of Lemma 11 are satisfied. Hence, we have
by Lemma 11 that

e — ag = £(N) - k/(N)
be — bg = f(N) - kJ(N).

Then since N > ¢ - m, using Lemma 8 with T = 1, we get

£ - ki = toPoly \ (Modn (4(N) - k/(N), 2))
§ - k; = toPoly x (Modn(4(N) - K(N), 2)),

where the products on the left are computed over F,[X]. Furthermore, by definition of VtOg, we have

ag = Z x-FH°(k,x, salt;)

XGIN’m

Z X - FH°(k, x, salt,),

XEIN,m

bg
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where each term F™(k, x, salt;) is a term of the form map (H (h;k, salt,-)). By definition of map, each such
term is of the form r(N) where r € Z[X; m] is a polynomial with coefficients bounded by ||7||., < c¢. Then,
applying Lemma 8 using T = |Iy m|+1 = 2™ + 1 (which is possible because N = 2c-m- (2™ +1)+1 > c¢-m-T),
we get

toPoly(dg) = toPoly\(&(N) - k{(N) + dg) = £ - k[ + toPoly\(dg)

toPoly (be) = toPoly (6(N) - k/(N) + bg) = £ - k! + toPoly  (bc),

and since the map [, 2, P] is linear, we obtain

ag = fr- . k| + dg > over :‘Li’zm = ],52 [X]/[)(X)
be =6 -k +bg > over Fom = Fy[X]/P(X),

and therefore (note that + and — coincide over Fym)
Cout + kout = (kiki + ag + bg) + (kik; + ag + bg)
= krkl + kr[I + klfr + 64
= (kr + fr) . (k| + f|) =X * Xr. > over Fzm = Fg [X]/P(X)
Moving on to the last part of Lemma 19, we start by observing that

lout = G + ag + b
= [toPoly N (&(N) - k{(N)) + toPoly \(ag) + toPonN(l;E) mod 2, P]
= [toPolyN(fout) mod 2, P],
where the second equality is by linearity of the map [-, 2, P], and the last is by applying Lemma 8 with
T = 2™ + 1, using this time the fact that N = 2c-m - (2™ + 1) + 1 > ¢ - m - T. We therefore have
fout(N) = MOdN(fout, 2, P)

Then, using the assumptions of Lemma 19, the conditions of Lemma 11 are satisfied. Hence, we have
by Lemma 11 that

ag — ag = L(N) - (Ak{(N))

Be — P = 4(N) - (Ak[(N))

Ye — Y6 = &(N) - Ki.
Then,

Lout = Kout = @& + P — ye + LiG(N) — (aG + fc — v + Mg + bc))

= (ae — aG) + (Be — Bc) — (ve — va) + Aldc + bg) + Lit(N)
= A - (6(N) - k{(N) + 4(N) - k/(N)) = £(N) - K|

+ NG — 6(N) - k[(N) + b — 4(N) - K(N)) + Li&(N)
= A - (a +be) + &(N) - (L - K))
= A-(a +be + 6(N) - 4(N)) =L — K =A-4(N)
=A- Eout,
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and the conditions of Lemma 13 are satisfied. Applying Lemma 13, we get:

Lout — Kout = A - MOdN(Eouta 2, P) mod p-1
=A-fout(N) mod p — 1,

which concludes the proof. ]

7 Security Analysis

In this section, we prove the following theorem:
Theorem 20. The garbling scheme of Section 6 is private.

Fix a security parameter A, a circuit C, and an input x. We prove privacy through a sequence of games.
The initial game samples (C, e, d) < GC.Garble(1%, C), £ «s$ GC.Enc(e, x3), and outputs (C, %, d).

7.1 The Hybrids

Hybrid,. In the first hybrid, we describe a simulator SimGCl(l’l, C, x). The simulator is obtained by making
a few simple changes to GC.Garble:

« During the initialization phase of GC.Garble(1%, C), instead of sampling (k;, K;) <5 {0,1} x Zp-1
for each input wire i < n, SimGC; samples labels (£, L;) «${0,1} X Z,_; for i = 1 to n and sets

(k,K;) = (6;®x;, L; — A - £; mod p — 1). This is the only place where SimGC; uses the input x. Observe
that (k;, K;)i<n is distributed exactly as in the initial game, and furthermore GC.Enc(e, x) = (£, L;)i<n-

« SimGC; runs the rest of the simulation identically to GC.Garble to compute (C.d), and sets £ :=
(&, Li)i<n- It outputs (C, x, d).

The change between Hybrid, and the initial game is purely cosmetic, and the games are distributed
identically.

Hybrid,. In this game, we replace SimGCl(l’l, C, x) with SimGCz(l)L, C, x). At a high level, SimGC; com-
putes (C, %, d) without using msk anymore. Instead, SimGC, receives mpk from the challenger for the
security game of the TCCR hash for exponential correlations with 2N™ — 1 auxiliary powers over G (Defi-
nition 7). Whenever msk is required in a procedure to compute a value, SimGC, computes the same value
using instead a call to the oracle O = Oy p, defined in Definition 7. While the full description of the
game hop is involved (as it requires adapting all the subprocedures of GC.Garble), the change is purely
syntactical: when executed with the same random tape R, SimGCl(l’l, C,x)and SimGCZ(l’l, C, x) compute
exactly the same functionality and produce the same output:

Lemma 21. For every Boolean circuit C and input x € {0,1}", for every random tape R, it holds that
SimGC;(1%, C, x; R) = SimGC,(1%, C, x; R).

We defer the full description of SimGC; and the proof of Lemma 21 to Section 7.2.

Hybrids. In this game, the oracle O is replaced with a random oracle R : Z,_; X {0,1}* X Z,_1 — Z,_1.
We denote SimGCs; the resulting algorithm. We have the following immediate lemma:
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mSimVtO™ {mpk, vg, (Avg)g, a5, salt) mSim’VtOH’JR-(mpk, g, (Avg)g, map, bssalt)

1: psk = F.Punct(mpk, (Avg)E) 1 : psk = F.Punct(mpk, (Auvg)E)
2 k* = (mpk, psk) 2 k¥ = (mpk, psk)
3: fOI‘xEIN,m\{Z)E}: 3: fOl‘x€|N,m\{l)E}:

. H/p*
4. yy = pF (K7, vg, x, salt) 4: ye=map (pFH(k*’ O, x, salt))
5: shift «$Z, , . .

o 5: 5s$Dpy. > defined in Lemma 8

6 : zp = VtOg (mpk, vg, (Avg)g, salt, shift) 6 shift = Z Yo +s
7 : return (shift, zg) x€ln,m\ {oe }

7 zg = VtOE"(mpk, g, (AUE)E, salt, shift)
8 : return (shift, zg)

mSimBatcthuthH”JR'(mpk, U, {AUE)E, salt)
1 : psk = F.Punct(mpk, (Avg)g)
: k* = (mpk, psk)
: forx € Inm \ {ve}:
Yy = pFH(k*,vE, x, salt)
o shift «$7Z,
D oZp = BatcthuthE(mpk, g, (AUE)E, salt, shift)

. return (shift, zg)

N N Ul R W N

Figure 1: Modifications of SimVtO, Sim’VtO, and SimBatchfAuth used by SimGC,, with changes compared
to the original procedures highlighted in red.

Lemma 22. Assume that H is a TCCR hash for exponential correlations with 2N™ — 1 auxiliary powers over
G (Definition 7). Then Hybrid, is computationally indistinguishable from Hybrid,.

The straightforward reduction is given access to an oracle O- that is either O or R, and given a dis-
tinguisher for the TCCR game with advantage ¢, runs SimGCZH % and distinguishes between Hybrid, and
Hybrid, with advantage exactly ¢. Note that the condition that all queries (x, y, z) to O have distinct (x, y)
is enforced by the fact that all calls to O in all procedures used by SimGC; use a unique and distinct salt.

Hybrid,. In this game, we define the algorithm SimGC, identically to SimGCs, except that we modify the
procedures SimVtO, Sim’VtO, and SimBatchfAuth that it uses internally. We replace them with modified
procedures, where the changes compared to the original procedures are highlighted in red, represented
on Figure 1

+ On line 5 of mSimVtO", shift is sampled uniformly at random. This is distributed exactly as in
SimVtOM™R where shift is masked by the output of R on a query that involves a unique salt (hence
is never repeated).

« Online 6 of mSim’VtO", shift is computed as Yxeiy,,\ {0} map(pFH(k*, vg, x, salt))+s, where s «s D .
In Sim’VtO™"®  the only difference is that s is computed as map (O(psk, salt, 0)) +b. As salt is a unique
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salt, map (O(psk, salt, 0)) +b is distributed as a random sample from Dﬁ,bc). By Lemma 8, the statistical

distance between Z)g’c) and D, is at most t/2°.

« Eventually, on line 5 of mSimBatchfAuth", shift is sampled uniformly at random. This is distributed
exactly as in SimBatchfAuth™® where shift is masked by the output of R on a query that involves
a unique salt.

To conclude, we observe that the procedures SimVtO, Sim’VtO, and SimBatchfAuth are called at most
9 times in total for a given batch, of which there are at most |C|/t. We therefore have the following lemma:

Lemma 23. No (possibly unbounded) distinguisher can distinguish between Hybrid, and Hybrid, with ad-
vantage better than t - |C|/(t - 2°).

Hybrid;. In this game, we observe that from Hybrid,, the values k, are not required anymore by SimGCy,
because the modified procedures mSimVtO and mSim’VtO do not expects inputs (a, b) anymore. For-
mally, we define SimGCs as SimGCy4 by removing the parts denoted in blue from all procedures described
in Section 7.2. Then, to compute d, it sets

d:= (fo 52 yo)DEO(C))’

where y = C(x). Using the invariant lemmas for each of the subprocedures (Lemma 26, Lemma 27,
Lemma 28, and Lemma 29), it follows from an analysis identical to the correctness analysis in Section 6.2
that (£, ® yo)oco(c)) is identical to the values (k,)oco(c) computed by SimGCy, hence Hybrid, is perfectly
indistinguishable from Hybrid,. Notice that SimGCs does not use the input x anymore; this concludes the
proof of Theorem 20.

7.2 Lemmas and Proofs for Hybrid,

As for GC.Garble, we first describe the high-level structure of SimGC,, and the main lemma, before intro-
ducing and analyzing the subprocedures it uses.

—| Algorithm SimGC;(1%, C, x)

Input. A Boolean circuit C with |C|= s gates and depth depth(C) = D represented as described
in Section 6.1; an input x € {0, 1}|I(C)|.

Initialization. The parts in blue are omitted in Hybrid,.

+ Receive (hj)ie[xnm]\ {0} from a challenger for the security game of the TCCR hash for ex-
ponential correlations with 2N™ — 1 auxiliary powers over G (Definition 7).

« Set mpk = (G, p, G, (hi)ic[snm)\{0})

+ Let O = Oy, denote the oracle of the TCCR security game.

« For each input wire i receiving an input bit x;, sample (¢, L;) «=${0,1} X Z,_; and set
ki =1 ® x;.

Procedure. The simulation proceeds in a layer-by-layer fashion, from £; to £p. After evaluating a
layer L, it labels each gate u in the layer with a triple (¢, L,, k,) and stores a garbling £; of
L. The parts in blue are omitted in Hybrid..
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On layer £L;. Fori =1 to ny,

« Let Lefty; (resp. Right, ;) denote the multisets of gates that are the left parent (resp. right
parent) of a gate in B, 4. Retrieve the triples (£, Ly, k) labeling each u € Lefty; U Right,;
and compute

({|’ L|5 k|aShiﬂl,d,i) = SimPaCkH’O(mpkr (flb Lus ku)uELeft,-,da Salti,d,o)
([D Lrs kl’ﬁshiﬁ:l‘,d,i) = SImPaCkH,O(mpka ([lb Lus ku)ueRighti,d’ Salti,d,l)'

o If £;is an AND layer:
— (fout> Lout> Kout-Sd.i) = SimBatchAndH’O(mpk, (4, Ly, ki), (€, Ly, k), saltg 2)
= (([j). Lj, k[jDo<j<i-1, shiftoura ) = SimUnpackH’O(‘P, mpk, fout, Lout> kout, saltg i 3)
= (b Lus ku)ue sy, = (E[7) L k[1Do<j<|84:1-1
o If £;is a XOR layer:
— (fouts Lout> Kout, S4.i) = SimBatchXorH’O(mpk, (@, Ly, ki), (6, Ly, k), salty ;o)
~ ((e[j1. Ly, kj)o<j<e—1, Shiftoura) = SimUnpack™ (@71, mpk, fout, Lout, salta; 3)
= (bw Lus kuue sy, = (€1 Ly k[ Do<j<|84:1-1
+ Label each u € B,; with (¢,, L, k).

Set L = (shifty g, shift, g, Sa i, shiftourdi)i<n,-

Output. Return C=(C, mpk, (La)a<p), £ = (ti, L)i<n, and d = (ko)ocor(C))-

Algorithm 13: Garbling procedure of the Boolean garbling scheme

The lemma below shows that Hybrid, and Hybrid, are perfectly indistinguishable (in fact, it shows an
even stronger result):

Lemma 24. For any Boolean circuit C with |C|= s gates and depth depth(C) = D represented as described
in Section 6.1, any input x € {0, 1}|I(C)|, and any random tape R, it holds that

SimGC;(1%,C, x; R) = SimGC;(1%,C, x; R).

Proof. Fix a Boolean circuit C, an input x € {0,1}/(©) and a random tape R. We consider a parallel
run of SimGCl(l/l, C,x;R) and SimGCz(lA, C, x;R). Both algorithms share a similar structure, up to the
following distinction: whenever SimGC; invokes a procedure Proc(msk, (k, K), salt), SimGC, invokes a
corresponding simulated procedure SimProc(mpk, (¢, L, k), salt). We state a meta-lemma that captures the
invariant that these procedures jointly maintain:

Lemma 25. (Meta invariant lemma) Let Proc € {PackH, BatchAN Dg, UnpackAN DH, BatchXORg, UnpackXORg},
and let SimProc € {SimPackH’O,SimBatchAndH’O, SimUnpackH’O(\I’, ), SimBatchXorH’O, SimUnpackH’O(Cb‘l,

-)} denote the corresponding simulated procedure. Let (msk, (k, K), salt) denote the input to Proc and (mpk, (£, L, k), salt)
denote the input to SimProc (note that we require that both algorithms receive the same k as input). Fix a
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random tape R. Let Emb, Emb’ denote the input and output embeddings defined by Proc. Denote

(k1, Ky, S1) = Proc(msk, (k, K), salt; R)
(£, Lg, ko, So) = SimProc(mpk, (¢, L, k), salt; R).

Then, if it holds that L — K = A - Emb(¢), the following holds:
k1 = kz, Sl = Sz, L2 - K1 =A- Emb/(fz)

The above lemma is a template “meta-lemma”: we will prove a corresponding formal lemma for each
of the procedures. Then, we observe that the invariant is guaranteed at the input level: SimGC; and
SimGC, first sample identical input labels (£, L;);<, (as they use the same random tape) and define k; :=
t; ® x;; SimGC, additionally sets K; := L; — A - £; (via the canonical embedding of F; into Z,_,). It follows
immediately that SimGC; and SimGC; output the same garbled input X = (£, L;);<p-

From there, the invariant lemma guarantees that the invariant propagates throughout the entire eval-
uation of SimGC; and SimGC,, maintaining the same wire key k, on each wire u and producing the same
sets of shifts Sy ; for each batch B, ;. Therefore, SimGC; and SimGC; output identical C ande. [ |

To finish the proof, we introduce each of the simulated procedures, and formally state and prove the
corresponding invariant lemma.

Simulator for the packing procedure. The parts in blue are omitted in Hybrid,.

—1 Algorithm SimPackH’O(mpk, (b, Ly, ky)ue s, salt)

Input. Master public key mpk. Wire labels and keys (£, Ly, ki)ues € ({0,1} X Zp—1 X {0, 1})!8! for a
batch of gates B of size |B|< t. Salt salt.

Procedure.
+ Order the elements of 8 lexicographically as (uo, - - -, u|8|-1), and set (¢[i], L[i]) = (fu;, Lv,)
fori=0to|B|-1.Fori=|8B]|tot—1,set (¢[i], L[i]) = (0, 0).
kout = ®(k[0], - - -, k[t — 1])
bout = (£[0], - -, £[t — 1])
o Lot = DL e[E] - 2
LY L] 2" modp—1  »L= (A lou)e
o (shift, Loyt) = [Zt]—SimBatcthuthH’O(mpk, fout, L, Evaly o @ o toBits, salt, shift)

Output. (fout, Lout, kout, shift)

Algorithm 14: Simulator procedure for packing wire labels before a batch evaluation.

Lemma 26 (Invariant lemma for packing). Fix(mpk, msk, (¢, Ly, ky, Ky,)ye 8, salt) wheremsk = (mpk, A, ho).
Assume that for each u € B, it holds that

L,—K,=A ¢ modp—-1.
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Then, denoting

(bout> Louts kout, shift) = SimPackH’O(mpk, (b, Ly, ky)ue s, salt)
(k... K., shift’) == Pack3(msk, (ky, Ku)ue s, salt)
G

out> “tout>

It holds that koyt = k., shift = shift’, and Loyt — Kout = A - Evaly(£oyt) mod p — 1.

’
out”’

Proof. Both SimPackH’O(mpk, (€4, Ly, ky)ue 8, salt) and Packg(msk, (ky, Ky)ue s, salt) compute ko identi-
cally as koyt = ®(k[0], - - -, k[t — 1]). By construction, we also have

~

[

=1
L—K=>(L[{]-K[i])- 2" =A- Z f[i]-2" = A- £, > by assumption.
i=0

I}
(=}

i

Then, by Lemma 14, denoting f = Evaly o ® o toBits, given (shift, Loyt) = SimBatcthuthH’O(mpk, touts L,
£, salt, shift), we have

shift = Batcthuthg(msk, A K, f,salt), and
Loyt = BatchfAuthy (mpk, Zout, L, f, salt, shift).

Eventually, by correctness of BatchfAuth ( Lemma 13), it holds that Loy — Koyt = A -f(fout) mod p — 1,
hence Loyt — Koyt = A - Evaln(£ou) mod p — 1 (by definition of f and ;). This concludes the proof. [ ]

Simulator for the unpacking procedure. The parts in blue are omitted in Hybrid.

—1 Algorithm SimUnpackH’O(f, mpk, ¢, L, k, salt)

Input. Function f € {&~', ¥}. Master public key msk, packed labels (¢, L) € Fym X Z,_1, packed key
k, salt salt.

Procedure.
o (k[0],--- k[t —1]) = f(k)

o (£[0], - -, €[t = 1]) = f(£)
o (shift,Lo,- -+, Ls_q) = SimBatcthuthH’O(mpk, ¢(N), L, (Bit; o f o toPolyy)o<i<s-1)

Output. ((£[i], L;, k[i])i<¢—1, shift)

Algorithm 15: Simulator procedure for unpacking the result of a batch evaluation.

Lemma 27 (Invariant lemma for unpacking). Fix (f, mpk, msk, ¢, L, k, K, salt) where f € {®~1, ¥} and
msk = (mpk, A, hy). Assume that it holds that

L—-K =A"-Evaly(f,) mod p — 1.
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Then, denoting
((e[i], Li, k[i])i<s—1, shift) = SimUnpackH’O(f, mpk, ¢, L, k, salt)
(k' [i), K))i<t-1, shift’) = Unpacka(f, msk, k, K, salt)
It holds that k[i] = k’[i] foralli < t — 1, shift = shift’, and L; — K; = A - (¢[i]) mod p — 1 foralli <t — 1.

Proof. The first equality follows immediately, as k[i], k’[i] are computed identically in SimUnpackH’O and
Unpack". Then, using the assumptions of Lemma 27, we can invoke the perfect simulation of SimBatchfAuth
to get

(shift, ) = Batcthuthg(msk, A K, (Bit; o f o toPolyy)o<i<s—1)
(Lo, -+, L) = BatcthuthE(mpk, ¢(N), L, (Bit; o f o toPolyp)o<i<z—1)s

and we conclude using the perfect correctness of Unpack! (Lemma 17). ]

Simulator for the batch-XOR gadget. The parts in blue are omitted in Hybrids. Sy, denote the set of
sums of two elements from Iy .

— Algorithm SimBatchXorH’O(mpk, (4, Ly), (¢, Ly), ky, k, salt)

Input. Master public key mpk. Packed labels (¢, L), (¢, L), keys (ki, k), and salt salt.
Procedure.

o br =4 +£ > Over Z[X]

. kOUt = k] + kr > Over :‘.32771

A fout = Eout mOd 2 > t}Oth S :[rilzm

e Lot =L+ L, mod p — 1

o (shift, Lout) = Sn.m-SimBatchfAuth™O(mpk, Zout, Lout, Modn (-, 2), salt)

Output. (out> Louts kout-shift)

Algorithm 16: Simulator for the batch-XOR gadget

Lemma 28 (Invariant lemma for batch-XOR). Fix (mpk, msk, 4, L, &, Ly, ki, K}, k;, K, salt) where msk :=
(mpk, A, hg). Assume that foru € {l,r}, it holds that

L, - K, = A - Evaln(£,) mod p — 1.
Then, denoting

(bout> Louts kout, shift) = SimBatchXorH’O(mpk, (4, L, k), (€, Ly, k), salt)

(kp e Koy shift’) = BatchXORg(msk, (ki, K)), (kr, K;), salt),
it holds that koy = k|, shift = shift’, and Loyt — Kout = A - Evaly(£out) mod p — 1.
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Proof. Couts Lout, and Loyt are computed identically in BatchXORE'. Denoting K’) the value computed in

BatchXORg as Kj + K, mod p — 1, we established in the proof of Lemma 18 that

ut

L K(;ut =A- Eéut(N) mod p — 1

out —
and we can therefore invoke the perfect simulation of SimBatchfAuth to get

(shift, ) = BatchfAuthH(msk, A, Ko, Modn (-, 2), salt)
Lout = BatchfAuthf (mpk, fout(N), Lout, Modn (-, 2), salt, shift),

and we conclude using the perfect correctness of BatchXOR™ (Lemma 18). ]

Simulation for the batch-AND gadget. The parts in blue are omitted in Hybrid,; because Z-Sim’VtO
and SimVtO expect an input there, but this input is not used anymore by the modified subprocedures
mSim’VtO and mSimVtO, an arbitrary dummy input (e.g. 0) can be passed as input instead.

— Algorithm SimBatchAndH’O(mpk, (4, L, ky), (€, Ly, k;), salt)

Input. Master public key mpk. Packed labels (¢, L), (4, L), keys (kj, k;), and salt salt. For i = 1 to 6,
we let salt; = salt||i.

Procedure.

o (k[,k7) < Pert.(ki) X Pert.(k,)

« (shiftg, ag) = Z—Sim’VtOH’O(mpk, t(N), L, map, k[ (N),salt;)
(shiftp, I;E) = Z—Sim’VtOH’O(mpk, 4(N), L, map, k/(N),saltz)
+ Lour = GN)G(N) + e + b

+ ag = [toPolyy(Gg) mod 2,P]  » ap € Fy[X]/P(X) = Fym

« be = [toPolyy(bg) mod 2,P] & bp € Fuy[X]/P(X) = Fym

o bout =G +ap +bg > Loy = Modn(loy) € Fom

o kout = lout + (G + ky) - (6 + k) > over Fom

« (shifty, ag) = SimVtO"O(mpk, £(N), L,, k{(N),0, salts)

« (shiftg, Bg) = SithOH’O(mpk, fi(N), L, k/(N), 0,salty)

« (shift, y) = SimVtOH-O(mpk, £(N), L, —k(N),L;, salts)

. ifout = ag + fe — ye + Lit(N) > iout = <Afout>E

o (shiftg, Lout) = [N™]- SimBatcthuthH’O(mpk, fouts Lout, Modn (-, 2, P), salts)
* Sout = (shiftg, shifty, shift, shiftg, shift,, shiftx)

OUtPUt- (fout, Loy, kout,Sout)

Algorithm 17: Simulation for the batch-AND gadget
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Lemma 29 (Invariant lemma for batch-AND). Fix (mpk, msk, 4, L, &, L, ki, K, k., K, salt) where msk =
(mpk, A, hg). Assume that foru € {l,r}, it holds that

L, - K, = A - Evaln(£,) mod p — 1.
Then, denoting
(fout> Louts kout, shift) = SimBatchAndH’O(mpk (6, Li, k), (¢, Ly, k;), salt)
(k! shift’) = BatchANDg(msk (ki, Ky), (k., K;), salt),

out> out’

it holds that koyt = k., shift = shift’, and Loyt — Kout = A - Evaly(£oyt) mod p — 1.

out’

Proof. The second and third equality can be tracked down by going through the procedures BatchAN Dg,
BatchAN D?, and SimBatchAnd™?, and relying on the perfect simulation lemmas for VtO and BatchfAuth.
Concretely, fix (mpk, msk, 4, L, &, Ly, ki, K}, k., K, salt) and consider a run of SimBatchAndH’O(mpk, (4, L,
k), (¢, Ly, k), salt). Using perfect simulation of Sim’VtO (the second part of Lemma 12) together with the
assumptions of Lemma 29 yields

(shifta, -) = Z-VtOR°(msk, k[ (N), K, salt;)
dg = Z-VtO(mpk, £(N), L,, salt,, shift,)
(shift, ) = Z-VtO2° (msk, k/(N), Ki, salt,)
I;E = Z—VtOS"(mpk, f(N), L, salt,, shift).
From there, the computation of (ag, b, fout, Lout) proceeds identically to BatchAN DE'. Hence, denoting

L) = BatchANDH(msk (6, Ly), (6, L), salt, S), we get £, = four. By correctness of BatchAND"

( out> “out
(Lemma 19), k ,, + fout = (6 + ki) - (£ + k), and it follows that kout = k.
Using now perfect simulation of SimVtO (the first part of Lemma 12) together with the assumptions

of Lemma 29 yields

(shifte, ) = VtOG(msk, Ak/(N), K,, salts)

O = VtOE'(mpk, t,(N), L,, salts, shift,)
(shiftg, -) = VtOf(msk, Ak[(N), K, salts)

Be = VtOE (mpk, &(N), Ly, salty, shiftg)
(shift,, ) = VtOg(msk, K|, K,, salts)

YE = VtOH(mpk, t(N), Ly, salts, shift, ).

Then, the computation of Loy proceeds identically to BatchAN DH In particular, denoting K, L! . the

out’ out
values computed in BatchAND@ and BatchANDE respectively, we get LOut = Loy Furthermore, in the

proof of Lemma 19, we established

’
Lout

K.y = A Loyt mod p — 1.

Therefore, the assumptions of Lemma 14 are satisfied and we can invoke perfect simulation of SimBatchfAuth H.0
(Lemma 14) to get

(shiftg, ) = Batcthuthg(msk, A, I%out, Modn(:, 2, P), salts)
Lout = BatcthuthE'(mpk, fouts Louts Modn(:, 2, P), saltg, shiftg),

which concludes the proof. ]
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8 w(1/1)-Rate Boolean Garbling for Layered Circuits in the Standard Model

In this section, we describe a boolean garbling scheme that achieves a rate of 1/+/log A, with security re-
ducing to the power-DDH assumption (Definition 4) and a TCR hash function for exponential correlations
(Definition 6). Thus, compared to the garbling scheme in Section 6, the security of this scheme no longer
requires the GGM. However, this comes at the cost of supporting only layered circuits and incurring an
overhead in the concrete size of the garbled circuit.

In more detail, the garbling scheme follows the same template as the one presented in Section 6, except
that it uses the leveled TCCR hash function from Definition 8. As a result, unlike the GGM-secure TCCR
hash (Definition 7), we can no longer “encrypt” linear functions of the PPRF secret key using PPRF eval-
uations. This, in turn, implies that we cannot directly use the PPRF secret key as input to the BatchfAuth
procedure in our garbling gadgets. To circumvent this issue, we adopt a standard key-switching technique:
the garbler samples multiple PPRF keys and the evaluator’s share for the output of gates at each level are
authenticated using a fresh key. It is easy to see that security then follows immediately from our definition
of the leveled TCCR hash. However, since our garbling scheme packs multiple boolean values together
when evaluating each gate, the key-switching technique requires that all of the packed values are authen-
ticated under the same key. Consequently, we can only support layered circuits (see Section 3), where
every wire in the circuit is between gates at consecutive layers. Moreover, the garbler must now send 4D
PPRF public keys, where D is the depth of the circuit, adding an overhead to the size of the garbled circuit.
However, for circuits that are sufficiently wide, this does not impact the rate. We note that layered cir-
cuits are expressive enough to capture a variety of useful computations, including FFT circuits, symmetric
cryptographic primitives like block ciphers, and dynamic programming algorithms like longest common
subsequence. We refer the reader to [Cou19] for a more detailed discussion.

Next, we describe the parameters and algorithms used in the garbling scheme and then proceed to
present the complete description of the scheme.

Parameters. We use the same parameters as the garbling scheme in Section 6. Specifically, let (G, p, g, G) =
GrpGen*(1%). Let t = 4/log A denote the batch parameter and (&, ¥) be a (t, m),-reverse multiplication

friendly embedding with m = O(t). Let ¢ = w(1) denote a statistical security parameter with ¢ < 2 logA

and set N = 2c-m-(2™ +1)+1 (note that N™ = poly(1)). Let H = {H; : Gx{0,1}* — Z,_1}1en denote a TCR
hash family for exponential correlation with auxiliary powers over G (Definition 6). Let Hy := map o H,
where map = mapy; ,,, . is the mapping from Definition 9.

Algorithms. As discussed earlier, employing the leveled TCCR hash necessitates the use of multiple PPRF
keys. However, this does not require any modification to (PackE, UnpackANDE, BatchXOR?, UnpackXOR?)
from Section 6, as these procedures take the PPRF public key as input and only use it to authenticate the
evaluator’s share in a call to BatchfAuth. During evaluation, we simply invoke them with different keys
as needed. On the other hand, we modify the garbler’s algorithms (Packg, UnpackAND, BatchXORg,
UnpackXOR}) to additionally take as input Aoy, which is the PPRF secret key for the next layer. These
algorithms then invoke BatchfAuth(msk, Aoy, -, -, -) in the last step when authenticating the evaluator’s
share. Finally, since the gadget used for garbling and evaluating AND gates makes multiple use of the
PPRF key, we modify them to use a different PPRF key for intermediate computations. The modified vari-
ants are described in Algorithms 18 and 19.
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— Algorithm BatchAN Dg(msk, msk’, Aout, (ki, K)), (ky, K), salt)

Input. Master secret keys msk and msk’, and Ay, € Zp-1. Packed keys (ki, Kj), (k, K;). Salt salt.
Parse msk = (mpk, A, hg) and msk” := (mpk’, A”, h{). For i = 1 to 7, let salt; = salt||7.

Procedure.

o (k[, k;) <s Pert.(k) X Pertc(k:)
« (shifty, dg) = Z-VtOL (msk, k/ (N), K, salt;)
> dg = (k{(N)&(N))g
(shifty, bg) = Z-VtOL"(msk, k/(N), K, salt»)
> bg = (K/(N)G(N))G
ag = [toPolyy(ag) mod 2,P]  »ag € Fy[X]/P(X) = Fom
b = [toPolyy(bg) mod 2,P] > be € Fy[X]/P(X) = Fom
o kout = kiky +ag + bg > over Fym
o (shifty, ag) = VtOE(msk, A'k{(N), K;, salt3)
> ag = (A'k[(N) - &(N))c
* (shiftg, fc) = VtOg(msk, A’'k[(N), K}, salty)
> B = (Ak{(N) - &4(N))c
« (shiftg,, K/) := VtO{(msk, A, Kj, salts)
> Ki = (A'f)c
« (shifty, yc) = VtOR(msk, K/, Ky, saltg) > yo = (K| - £(N))c

e Kout = aG + fc — v + N(ag +bg)  » Kowe = (N low)c

« (shiftg, Kout) = [N™]-BatchfAuth@ (msk’, Aoyt, Kout, Modn (-, 2, P), salt;)
> Kout = (Aoutlout)c

* Sout = (shiftg, shifty, shift,, shiftg, shiftg, shift,, shiftg)

OUtPUt- ((kouta Kout)a Sout)

Algorithm 18: Garbler batch-AND gadget using the leveled TCCR hash. We highlight the changes from
Algorithm 11 in red.

—1 Algorithm BatchAN D?(mpk, mpk’, (6, L)), (£, L,), salt, S)

Inputs. Master public keys mpk and mpk’. Packed labels (¢, L), (£, L), salt salt and garbling material
S. Parse S := (shiftg, shifty, shift,, shiftg, shiftx, shift,, shiftx). For i = 1 to 7, let salt; = salt||i.

Procedure.

. g = Z-VtOy (mpk, £(N), Ly, salt,, shift,)
> ag = (k/(N)6&(N))e
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o be = Z-VtO (mpk, £(N), Ly, salty, shifty) = be = (K/(N)4(N))e
o Lout = G(N)E(N) + g + be

+ ag = [toPolyy(dg) mod 2, P]  »ap € Fy[X]/P(X) = Fom

« bg = [toPolyy(bg) mod 2,P]  » b € [F,[X]/P(X) = Fym

o fout = O + ag + b > lout = ModN(f(}u[) € Fom

. Qf = VtOE'(mpk, t(N), L,, salts, shift,)
> ap = (A'k[(N) - &(N))e

o P = VtOE'(mpk,ﬁ(N), L;, salty, shiftg)
> Be = (A'k{(N) - ti(N))e

. LI’ = VtOE'(mpk,&(N), L, salts, shiftg:) = Ll’ = (N&)e

 Ye = VIOH(mpk, £(N), L, salte, shift,) > yi = (K - £,(N));

* iout =Q t ,BE — Y+ Lffr(N) > iout = <A/iout>E

o Lout = [N”’]—Batcthuth?(mpk',fout,iout, Modn(:, 2, P), salty, shiftx)
> L()ut = </\<)ul[)(>ul>E

OutPUt- (fouts Lout)

Algorithm 19: Evaluator batch-AND gadget using the leveled TCCR hash. We highlight the changes from
Algorithm 12 in red.

Input. The input to GC.Garble is a layered boolean circuit C with |C|= s gates and n = |I(C)| inputs
such that the gates can be partitioned into layers (£, ..., Lp), where every wire only connects adjacent
layers. Let L;nd and £ denote the set of AND gates and XOR gates in the d-th layer. In each layer Ly,
we separately partition the set of AND gates and XOR gates into ny := |’|L3"d| /t] + [1LP"]/t] batches
(Ba 1, -+, Ban,) containing at most t gates each. For d = 1 to D, let saltg,---,salty,, denote unique
identifiers for each batch of gate, and write salty; ; := saltg;||j for j € {0, 1,2,3}. We assume that all these
data can be parsed from the description C of the circuit.

Garbling scheme. We next proceed to describe the leveled garbling scheme. The encoding and decoding
algorithms GC.Enc and GC.Dec are identical to those described in Section 6, namely Algorithms 2 and 4.
We present GC.Garble and GC.Eval in Algorithms 3 and 13, respectively.

—| Algorithm GC.Garble(1*, C)

Input. A layered boolean circuit C with [C|= s gates and depth depth(C) = D. The input gates are
indexed from 1 to n.

Initialization.

. Sample (mpk, msko),...,(mpk,p, mskyp) <3 F.Setup(1*, N™).  Parse each msk; =
(mpki’ Ai9 90)
« For each input wire i, sample (k;, K;) <${0,1} X Z,_;.
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Procedure. The garbling proceeds in a layer-by-layer fashion, from £; to Lp. After evaluating a
layer L4, it labels each gate u in the layer with a pair (k,, K;,) and stores a garbling £ of L.

On layer L;. Fori=1to ny,

« Let Lefty; (resp. Right,;) denote the multisets of gates that are the left parent (resp. right
parent) of a gate in By;. Retrieve the pairs (k,, K,) labeling each u € Lefty; U Right,; and
compute

(ki, Ki, shift) g ;) = Packg(msk4d,4, Aga—35 (ks Ku)uelefty;» saltaio)
(kr, KI’: Shiftl‘,d,i) = PaCkl(—'}(mSkéld—‘b A4d—37 (kua Ku)ueRightd,is saltd,i,l)‘

If B4, is a batch of AND gates:
- (kouts Kout’ Sd,i) —$ BatChANDg(mSk%FS, m5k4d72; A4dfl> (kl’ KI)’ (kr’ Kr)s A’ saltd,i,Z)
= ((k[j]. Kj)o<i<s—1, shiftouea) = UnpackANDE(msk4d-1,A4d, kout, Kout, saltg i 3)
= (kus Kiues,, = (k[j]. Kj)o<j<|84,1-1
« If B, is a batch of XOR gates:
- (kout: KOuts Sd,i) «—$ BatChXORg(mSkﬁld—f}: A4d—ls (kls Kl)s (kr‘s KI’)’ A: Saltd,i,z)
= ((k[j], Kj)o<j<t-1, shiftoura i) = UnpackXOR[';(mskm-l,Am, kout, Kout» saltg i)
- (ku’Ku)uEBd,i = (k[j]’Kj)OSjﬂBd,il—l
+ Label each u € B;; with the key pair (k,, K,,).

Set Ly = (shiftyq;, shift, 4, Sq i, shiftourdi)i<ny-

Output. Return e = ((k;, K;)i<n, Ao), C = (C, {mpki}g, (La)a<p) and d = (ko)oco(C)-

Algorithm 20: Garbling procedure of the leveled Boolean garbling scheme. We highlight the key changes
to Algorithm 13 in red.

—{ Algorithm GC.Eval(C, %)

4D

o (La)a<p) and % as (£, Li)i<n € (F2 X Zp_1)".

Inputs. Parse C as (C, {mpk;}

Procedure. The evaluation proceeds in a layer-by-layer fashion, from £; to Lp. After evaluating a
layer Ly, it labels each gate u in the layer with a pair (¢,, L,,).

On layer £L;. Fori=1to ng,

 Parse Lg as Ly = (shifty g, shift, g, Sai)i<ny shiftout.di)-

« Let Lefty; (resp. Right, ;) denote the multisets of gates that are the left parent (resp. right
parent) of a gate in B,;. Retrieve the pairs (£,, L,,) labeling each u € Lefty; U Right,; and
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compute

(flr Ll) = PaCkII—;I(mpk4d_43 (fua Lu)ue Leﬁd’ia Salti,d,o: ShiﬁLd,i)
([I‘s Lr) = PaCk'l—;I(mpk4d74, (fu, Lu)ue Rightd’i, Salti,d,l’ 5hiﬂr,d,i)~

« If B, is a batch of AND gates:
- (fouts Lout) = BatChANDE‘(mpk4d_3a mpk4d_2, ([I, LI): ({r, Lr), Saltd,i,z; Sd,i)
— ([j), L)o<j<t-1 = UnpackANDE (mpk 1, fouts Lout, Salty i3, shiftous,a)
- ([luLu)uEBd,i = ([[j]sLj)OSjS|Bd,i|—l

« If £;is a XOR layer:
- (fout, Lout) = BatChXORH(mpkzidf?,’ ([h L|)3 (fh Lr)a Saltd,i,z: Sd,i)
- ([[]], Lj)OSiSt—l = UnPaCkXOR?(mPkm_p fout> Louts Saltd,i,S: SIl]iﬁ:out,d,i)
- (fu, Lu)uGBd,i = (f[j]’Lj)OSiS|Bd,i|—1

+ Label each u € B,; with (¢, L,).

Output. Return § = ()oc0(c)-

Algorithm 21: Evaluator algorithm of the leveled Boolean garbling scheme. We highlight the key changes
to Algorithm 3 in red.

Theorem 30. Let A be the security parameter and N = N(A) and m = m(X) be integer valued functions as
described above. If the N™-power DDH assumption (Definition 4) holds with respect to GrpGen and if H is
a TCR hash for the exponential correlation with respect groups generated by GrpGen (Definition 6) then GC
is a boolean garbling scheme for polynomial size layered circuits. Moreover, there exists a polynomial poly(-)
such that for any layered circuit C of depth D, the garbled circuit C «— GC.Garble(1%, C) satisfies

Cl

og

ICle O|A-

+poly(A) - D|.
3 poly

Proof sketch. We first discuss efficiency, then correctness, and finally argue security of the construction.
Efficiency. Let G be the group output by GrpGen on input 1*. From the description of C, we have
A D A
ICl= CI+4D - [mpk| + >7| Lal,
d=1
where |mpk] is the size of a PPRF public key and £ is the shifts sent for the d-th layer. The size of [mpk]| is
2N™+1 elements of G, which is polynomial in A since m = O(Vlog )L), c=2"andN = O2c-m- (2™ +1)).

The size of each £ is O(A - ng) since it contains ng constant-length tuples of shifts, and each shift is O (2).
Thus, there exists a polynomial poly’(-) such that

IC| = |C|+4D - poly’() + 0(1)'%' +O(1)-D-t
< |C|+D - poly(A) + O(4) C]
log A
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where poly € w(4 - log A).

Correctness. The proof of correctness closely follows the one discussed in Section 6.2 since most of the
subprocedures remain largely similar. The primary difference is that the garbling maintains a slightly
modified invariant where a different PPRF key is used for authenticating the output of gates in each layer.
We first discuss the invariant in more detail and then focus on proving the correctness of the BatchAND"
gadget. The proof of correctness for the rest of the gadgets follows almost immediately from the proofs of
the corresponding lemmas in Section 6.

Let x denote an input C. For each gate u, let x,, denote the bit output by this gate in computation of C(x).
Given a batch 8 of gates, let xg = (x,),c 5. The garbling scheme then maintains the following invariant
for every layer Ly: for eachi < ng, x, = k, ®¢, and L, — Ky, = Ayq-£, mod p—1, forallu € Lefty; URight, ;.
As the base case, for each input gate i, we have k;®¢; = x; and L; —K; = Aopf; mod p — 1 from the description
of e and GC.Enc. Now, assuming the invariant holds for a layer d — 1, we have the following.

« It follows directly from the proof of Lemma 16 that after running the Pack™ procedures, k; + 4 =
cb(padt(xLeftd,i))a kr +4 = q)(padt(xRightd,i))’ LI - Kl = A4d—3 : fI(N) mOdP -1, and Lr - Kr = A4d—3 .
£:(N) mod p — 1. Let x| := ®(pad,(xLeft,,)) and x; = CD(padt(xRightd’i)).

« For each batch of AND gates in £, it follows from the claim below, that after running the BatchAN pH
procedure koyt + fout = X1 - X and Loyt — Kout = Agg—1 - fout(N) mod p — 1.

« For each batch of AND gates in Ly, it follows from the proof of Lemma 17 that running the Unpack"
procedure outputs (k[i] @ ¢[i])i<s—1 = ¥(x- x;) and L[i] — K[i] = Ayq - £[i] mod p—1fori=0tot—1.

« Similarly, for each batch of XOR gates in L, by the proof of Lemma 18 and Lemma 17, it that
after running the BatchXOR" and Unpack™ procedures that (k[i] ® ¢[i])i<;—1 = ®"'(x; ® x,) and
L[i] = K[i] = Ayqg - €[i] mod p—1fori=0tot —1.

It follows that after each AND layer, the gates in B, ; are labeled with the first | B ;| entries of ¥(®(pad, (x e a)
®(pad,(xrignt,,))). By definition of the RMFE maps (Definition 5), this is value equal to pad,(xief,,) ©
pad, (xRright d’i), hence its first |B,;| entries are exactly the products x,, - x,,, where uj, u, denote the left and
right parents of each gate u € B;; respectively. Similarly, after each XOR layer, each gate u of the layer
gets labeled with x,, ® x,,. Eventually, after all layers have been computed, it holds that k, ® ¢, = x, for
each output gate o0, and we have (x,)oco(c) = y = C(x).
We are left to prove that the invariant indeed holds for the output of BatchAND".

Claim. Fix(mpk, msk, mpk’, msk’, Agus, (ki, Ki, 4, Ly), (kr, K., £, Ly), salt) where msk = (mpk, A, hy) and msk’ :
(mpk’, A, hg). Assume that foru € {l,r}, L, — K, = A - Evaly(£,) mod p — 1. Then, denoting

Xu = Ky + G foru € (e} = over o
((kout: Kout): S) = BatchAND@ (msk, msk’, Ay, (ki, K1), (v, K ), salt)
(fout, Lout) = BatChAN D?(mpka mpk/, (fla Ll)’ ({I” Ll’)’ Salt’ S)’

it holds that

kout + fout =X Xy > over Fzm

Lout — Kout = Aout - EvalN(fout)) mod p—-1

52



Proof. Since the computation of £, and koyt in Algorithms 18 and 19 remains identical to that in Algorithms 11
and 12, it follows from the proof of Lemma 19 that

[out + kout = X| * Xr. > over Fzm = Eg [X] /P(X)
Similarly, we have

ag — ag = &(N) - (A'k/(N))
Be — Bc = &4(N) - (A'k/(N)).
Now, since the conditions of Lemma 11 are satisfied, we have
L{ =K = N - 4(N),
which in turn implies that
Ye — vc = K| - &(N).

Thus, we have

Lout = Kout = @k + B — ye + L[ &:(N) = (aG + fg — yg + A (dc + b))
(ae — ac) + (Be — o) — (e — ya) + Aldg + bc) + L[ £:(N)
= A" (6(N) - k[(N) + 4(N) - k{(N)) = &(N) - K/

+ Ad — &(N) - k[(N) + bg — &(N) - K/(N)) + L{ £:(N)
= N - (G + be) + £(N) - (L] = K])
= N - (@ + bg + £(N) - 4(N)) > L — K = A" (4(N)

=A"- Louts

Consequently, apply Lemma 13, we have

Lout — Kout = Aout - MOdN(Eout: 2, P) mod p—- 1
= Aout * Lout(N) mod p — 1.

O

Security. The proof of security closely follows the one discussed in Section 7 and we only highlight
the differences. In more detail, Hybrid, remains identical, while in Hybrid, we modify the simulator
SimBatchAnd™ to simulate LI’ using SimVtO and compute Lout = 0 + BE—ve+ Ll’fr(N). In the simulator
for each gadget, we modify use the modified variant of SimBatchfAuth™© as discussed in Remark 2. Using
a similar argument as the one used in Section 7, it follows that Hybrid, is identical to Hybrid,. In Hybrid,,
we replace the oracle O with a random oracle R. Observe that calls by SimBatchfAuth™ to O, under
the same PPRF public key mpk, can be batched and can thus be computed using the leveled TCCR hash
of Definition 8. This is because simulating the shift and evaluator’s output share for Pack" only requires
the evaluator’s shares computed as the output of the previous layer. Similarly, simulating BatchXOR" and
Unpack" only requires the evaluator’s share computing using Pack'™, and BatchAND" or BatchXOR" in
the current layer. Finally, it is easy to see that this is true for BatchAND" too since shift,, shiftg, shiftg
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and ag, P, and L| can be simulated in parallel. It then follows from Theorem 7 that Hybrid, is indistin-
guishable from Hybrid,. The proof then proceeds similarly to that in Section 7.1 where in Hybrid,, SimVtO
and SimBatchfAuth™? are modified to not require the garbler’s shares and subsequently, in Hybrid., we
rely on the correctness of the scheme to set d := (£, ® yo)oco(c))- It follows that the garbling scheme is
secure. |

The following corollary immediately follows from Theorem 30 and the definition of rate of a boolean
garbling scheme.

Corollary 31. Let A be the security parameter. If for every integer-valued polynomial B := B(A) the B-power
DDH holds with respect to a group generator and there exists a TCR hash for the exponential correlation with
respect to this group generator, then there exists a boolean garbling scheme for polynomial size layered circuits
with rate —2

Viog 1’
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A Security Proofs for the Building Blocks

A.1 Proof of Lemma 8

Proof. We first consider the case of constant polynomials, that is, when m = 0, and then generalize to
an arbitrary m € N. It is easy to see that the support of Pert.(a) and RandSum_ is contained in [c] and
consequently, the support of Z)((fc) and Dy . is contained in [2c¢]. Moreover, the output of RandSumg . is the
binomial distribution Binomial(c, 1/2). Next, observe that the output of Pert.(a) is distributed identically to
that of RandSumg conditioned on the latter outputting a value congruent to a mod 2 i.e., for any u € [c],

Pry <$ Pert.(a) [a’ =u] =Pry «$RandSumg ¢ [a’ =u |a/ = a mod 2]-

Therefore, for any u € [2c], we have

|Pr a+r=u]l=Pry..p,la +r= u]|

a’+r~Z)((fC) |

|Pra/+r~g)0,C [a' +r=u |a’ = amod 2] —Proirep, a +r= u]| (1)

1

5|Pr[a’+r=u |’ =amod 2] —Pr[a’ +r=u|ad" # amod 2]|

where the second equality follows from the fact that Pr[a’ = a mod 2] = 1/2 when a’ «—$ RandSum_.
When u is odd, we have

Prla’+r=u|d’ =amod2] -Pr[a’+r=u|a #amod 2]

5 20 2 0

v=a mod 2 v#a mod 2

= O’

where the first equality follows from the fact that a” and r are distributed as Binomial(c, 1/2) and the second
equality follows from recognizing that the summation is the co-efficient of X* in (1 — X)° - (1 + X)° =
(1-X?".

Similarly, when u is even, we have

1
|Pr[a'+r=u|G’Eam0d2]—Pr[a’+r=uIa’$amod2]|=ﬁ‘(u;2).

In summary, Equation (1) simplifies to

p [d 1-P [ | 0 if u is odd,
r ald +r=u] —Pry - a+r=u]|l= .
a'+r~Df,,g @sr=Doc 4. ( ¢ ) otherwise
22¢ u/2
Consequently,
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0,c>~70,c 2 - a’+r~1)(()'2) @' +r~Dy e
“ ,
1S 1 c
S o2&z \y/2
B 1
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To conclude the proof, observe that for all m € N, every coeflicient in the output of Z)ﬁ,‘f’)c and Dy, . is
independently and identically distributed to Z)((fc) and Dy . respectively. It follows that

SD (@ﬁ,‘,‘fc,@m,c)=1—(1— ! )m

2c+1

IA
RS

A.2 Proof of Lemma 9

Proof. Intuitively, the proof follows from the fact that when N > T - ¢ - m, the sum used to compute o does
not produce any carries when viewed as a base-N integer.

More formally, letu = X7 a;-b; where the sum is computed by interpreting each a; and b/ as elements
of N[X]. Observe that for every i € [2m], the co-efficient u[i] of X’ in u, is of the form

ulil=> >, aljl-bili-jl,

T min(i,m)
t=1 j=max(0,i—m)

where a,[j] and bj[i — j] denote the co-efficients of X’ and X'~/ in a, and b, respectively. Since each
a¢[j] and b;[i — j] are non-negative integers such that a,[j] < 1 and b;[i — j] < c, it follows that u[i] is a
non-negative integer with u[i] < T -c-m < N. In particular, this means that (u[i]);c[5,) represents the
unique N-ary decomposition of u(N). It then immediately follows that v = toPoly, (Mody (3, 2)) since,
by definition, u = v mod 2 and u(N) = 0. [
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