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Abstract. Grover’s algorithm, which reduces the search complexity of
symmetric-key ciphers and hash functions, poses a significant security
challenge in cryptography. Recent research has focused on estimating
Grover’s search complexity and assessing post-quantum security. This
paper analyzes a quantum circuit implementation of ASCON, includ-
ing ASCON-AEAD, hash functions, and ASCON-80pq, in alignment
with NIST’s lightweight cryptography standardization efforts. We place
particular emphasis on circuit depth, which directly impacts execution
time, and analyze the quantum resource costs associated with Grover’s
algorithm-based key recovery and collision attacks. Additionally, we es-
timate the resources required to assess the quantum-resistant security
strength of ASCON, based on security levels and the latest research
trends.

Keywords: Post-quantum Security Level - ASCON - Grover’s Algo-
rithm - Quantum Collision Attack.

1 Introduction

The advantages of quantum computers can pose potential threats to existing
encryption systems, raising the need to reassess the security of cryptography.
One of the main challenges in addressing this threat is the development of post-
quantum cryptography (PQC), which is being standardized by the National
Institute of Standards and Technology (NIST). This need arises from Shor’s
algorithm [13], which efficiently solves factoring and discrete logarithm problems.

Another important quantum algorithm related to cryptography is Grover’s
algorithm [6]. Grover’s algorithm accelerates data search, reducing the search
complexity of symmetric key encryption. While Grover’s algorithm can signif-
icantly reduce security strength, executing such attacks requires a large-scale
quantum circuit. Quantum attacks suggest that the security of cryptographic al-
gorithms can be assessed differently depending on the required quantum circuit
size. This aspect is addressed in quantum encryption documents of NIST [10,11],
which evaluate post-quantum security strength by considering the quantum cost
of potential quantum attacks. NIST estimates the Grover attack costs for AES-
128, AES-192, and AES-256, setting the post-quantum security strength, with
these costs varying based on the efficiency of quantum circuit implementations
for the target cryptographic algorithm.
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In this paper, we evaluate the post-quantum security of quantum circuits
for all ASCON schemes (ASCON AEAD, hash functions, and ASCON-80pq),
which have been selected as NIST’s lightweight cryptography standard. To as-
sess ASCON’s quantum security, we analyze the quantum circuit implementa-
tions required for Grover’s algorithm-based key recovery and collision attacks.
We estimate the quantum resources needed—including qubit count, gate com-
plexity, and circuit depth—to evaluate the practical feasibility of these attacks,
with a particular focus on circuit depth analysis. The depth of a quantum
circuit directly impacts its execution time. While Grover’s algorithm reduces
search complexity by a square root, executing it still incurs substantial quan-
tum circuit costs. As a result, key search using Grover’s algorithm remains a
time-consuming process, and NIST considers these factors when evaluating se-
curity. Consequently, minimizing the depth of symmetric key encryption circuits
is an effective strategy for mitigating Grover attack costs. We adopt the ASCON
quantum circuit approach from [12] and use it as a basis to estimate the cost of
Grover’s attack for all parameter. We then evaluate the post-quantum security
strength of ASCON according to NIST standards. Compared to existing studies,
our research provides a more detailed evaluation of all parameters by considering
optimized quantum implementations and practical constraints.

The structure of this paper is as follows. Section 2 explains the background
knowledge necessary for ASCON quantum circuits. Section 3 describes the AS-
CON quantum circuit implementation techniques. Section 4 presents the quan-
tum resource costs. Section 5 estimates Grover attack costs for the ASCON
quantum circuit and evaluates the quantum security strength. Finally, Section
6 concludes the paper and discusses future research directions.

2 Background

2.1 Basic Quantum Gates
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Fig. 1: Basic quantum gates
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Fig. 2: Toffoli gate decomposition by [1]

|
|

This section outlines the quantum gates used in quantum circuit implemen-
tations. Figure 1 shows the commonly used gates in quantum circuits, which
correspond to classical operations. Among these, the Toffoli gate is the most sig-
nificant, as it can be decomposed into a combination of gates such as H, CNOT,
and T gates. Figure 2 illustrates the decomposition of the Toffoli gate into 8
Clifford gates and 7 T gates, resulting in a T-depth of 4 and a total depth of 8
by [1].

Additionally, the AND gate method proposed by [8] functions similarly to
the Toffoli gate but requires the target qubit to be in a clean state (i.e., |0)). The
AND gate consists of 11 Clifford gates, 4 T gates, and 1 ancilla qubit, achieving
a T-depth of 1 and a total depth of 8, as shown in Figure 3a. The ancilla qubits
used for the AND gates can be reused. Furthermore, the reverse operation of
the AND gate, called ANDT, is based on a Measurement gate and consists of 5
Clifford gates and 1 Measurement gate, as shown in Figure 3b. The total depth
for this gate is 4, and the T-depth is 0.
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Fig. 3: Quantum AND and AND' gates
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2.2 Grover algorithm

The Grover algorithm efficiently addresses cryptanalysis and search problems.
For a cryptographic algorithm using a k-bit key, the search complexity on a
classical computer is O(2*), whereas Grover’s algorithm reduces the search com-
plexity to O(@) The Grover algorithm consists of three main steps. First,
as shown in Equation 1, the Hadamard gate is applied to initialize the k-qubit
key into a superposition state. This process ensures that all 2¢ keys have equal
amplitudes.

2k_1
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The next step is the oracle. In the oracle, the cryptographic algorithm uses
the superposition state of the key prepared in the previous step to encrypt a
known plaintext in a quantum circuit. During this process, ciphertexts for all
possible key values are generated. The generated ciphertext (which is actually
one of the ciphertexts in the superposition state) is compared to the known ci-
phertext, and if they match (i.e., if f(z) = 1 in Equation 2), the sign of the
key value is flipped (i.e., as shown in Equation 3, (—1)7(#)). Finally, the imple-
mented quantum circuit undergoes an inversion process for the next iteration,
transforming the generated ciphertext back into the known plaintext.

1 if ENCpey(z) = target output 5
f) = 0 if ENCley(x) # target output @)

2k _1

Ur(l) =) = 2,% Y D)@ )| (3)
=0

After the oracle phase, the diffusion operator amplifies the amplitude of the
solution key returned by the oracle. The oracle changes the sign of the solution
key. The diffusion operator is easy to implement, and its complexity is negligible
compared to the oracle, which is why it is generally ignored in the estimation
of Grover attack costs. Grover’s algorithm repeats the oracle and diffusion op-
erations multiple times (approximately V2k times) to amplify the probability of
the solution key. This process increases the likelihood of finding the correct key.

2.3 Quantum Collision Attack using Grover algorithm

Grover’s search for an n-bit key in block ciphers or a pre-image of an n-bit hash
output in hash functions is relatively straightforward, as quantum computing
reduces the classical complexity of O(n) to O(y/n). However, when it comes to
quantum collision searches for hash functions, the process is more complex and
can be approached using various techniques.

Several quantum collision attack algorithms leveraging Grover’s algorithm ex-
ist. Among these, the BHT algorithm [3] achieves a query complexity of O(2"/3).
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However, it requires a substantial quantum memory size of 0(22"/ 3), which
makes it impractical. Additionally, Bernstein highlighted in [2] that the BHT
algorithm has certain controversial aspects.

Given these limitations, we adopt the CNS algorithm [4], which offers a query
complexity of O(22"/%) while requiring significantly O(2"/%) in classical memory.
Notably, the CNS algorithm is also enable to parallelization, which can further
reduce the search complexity. By running 2° quantum instances in parallel, the
search complexity for finding collisions is reduced to O(22"/5=3/5) where s must
satisfy s < n/4.

In [7], the authors used a parallelization strength of s = n/6 to estimate the
quantum resource requirements for finding collisions in the SHA-2 and SHA-3
hash functions. Following their methodology, we adopt the same parallelization
strength of s = n/6 to estimate the quantum resource requirements for finding
collisions in the ASCON hash functions.

2.4 Description of ASCON

ASCON [5] is a lightweight cryptographic algorithm selected in the Lightweight
Cryptography standardization of NIST. It consists of an authenticated encryp-
tion mode with associated data (AEAD), a hash function, and a variant of AEAD
designed for resistance against quantum key search attacks, ASCON-80pq. AS-
CON offers two AEAD modes: ASCON-128 and ASCON-128a. The only differ-
ence between them is the number of rounds in the permutation function and
the block size. On the other hand, ASCON-80pq shares the same parameters as
ASCON-128 except for the key size, with ASCON-80pq using a 160-bit key. The
encryption process of ASCON AEAD consists of the Initialization, Associated
Data, Plaintext, and Finalization stages, as shown in Figure 4.
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Fig. 4: Encryption of ASCON AEAD

For the hash function, ASCON provides two modes: ASCON-HASH and
ASCON-XoF. ASCON-HASH produces a 256-bit hash value, while XoF sup-
ports arbitrary-length outputs. The encryption process for the ASCON hash
function consists of the Initialization, Absorb Message, and Squeeze Tag stages,
as illustrated in Figure 5.
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Fig. 5: Encryption of ASCON hash function

The main common components to all ASCON schemes consist of two 320-bit
permutations, each configured with different round numbers. For operation, the
320 bits are divided into five 64-bit x; (S = xol||z1]|z2||z3]|24, Where z¢ is the
most significant word and x4 is the least significant word). The permutation
function consists of constant addition, a substitution layer using a 5-bit S-box,
and a linear layer using a 64-bit diffusion function.

3 Quantum Circuit of ASCON

In this section, we describe our quantum circuit implementation of ASCON.
Our primary focus is to strategically optimize the circuit depth, aiming to sig-
nificantly enhance the efficiency of the Grover’s key search. So, we adopt the
existing implementation technique of [12], which achieves lowest depth of AS-
CON, and apply it to all parameters. The technique is as follows:

Substitution Layer with Toffoli Depth 1. As defined in Figure 6a, z; values
are interdependent and undergo both AND and XOR operations (® and @). This
corresponds to the Toffoli gate in quantum, which impacts significantly to circuit
depth. To address this, a parallelization method is employed to reduce the overall
depth.

In the substitution layer, 64 instances of a 5-bit S-box are used. To process
all S-boxes in parallel, two sets of 320 qubits (= 5 x 64) are allocated, resulting
in a total of 640 qubits (= 2 x 320). Consequently, all Toffoli gates operate
simultaneously, achieving a Toffoli depth of 1 (as shown in Figure 6b).

Qubit Reuse via Reverse operation. To reduce the number of qubits, 320
of them are reused through reverse operation. Since only the CNOT gate is used
in the reverse operation, it does not significantly impact the depth. Also, during
the reverse process, X gates are omitted, leaving the ancilla qubits in an inverted
state (i.e., |1)). From subsequent rounds, X gates can be skipped, reducing the
total gate count.
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(a) 5-bit S-box structure (b) Quantum circuit of S-box in ASCON [12]

Fig. 6: Implementation of ASCON S-box

AND gate consideration. As described in Section 2.1, the AND gate method
[8] can be used to the Toffoli gate. The ancilla qubits used for the AND gates can
be reused. Therefore, for parallel processing of the AND gates in the substitution
layer, only 320 (= 5 x 64) ancillar qubits are needed initially. However, no
additional ancilla qubits need to be allocated, as output qubits (in a clean state)
from the linear layer can be borrowed for the AND gates in the substitution
layer.

Also, since the reverse operation of the Toffoli gate is not used in this imple-
mentation, the resource efficiency benefits provided by the ANDT gate are not
fully utilized. However, the AND' gate can be utilized in the reverse circuit of
the Grover oracle.

Implementation of Linear Layer. The linear layer of ASCON is calculated
as follows in Equation 4. To optimize the depth, the out-of-place method is
used, with 320 ancilla qubits allocated to store the output. In the end, the
implementation utilizes 640 qubits, 960 CNOT gates, and achieves a depth of 3.

xo  Xo(zo) = 20 @ (20 > 19) B (209 >> 28),
21 X1(x1) = 21 ® (21 >> 61) B (11 > 39),
xg  Xo(x2) =22 @ (22 > 1) @ (z2 > 6), (4)
x3  Y3(x3) = 23 @ (23 >> 10) B (23 >> 17),
Ty Ey(xa) =24 B (x4 > 7) B (x4 > 41).

4 Performance

In this section, we estimate the quantum circuit resource costs for all parameters
of ASCON. ASCON-AEAD includes ASCON-128, ASCON-128a and ASCON-
pq while the ASCON hash functions consist of ASCON-HASH with a 256-
bit output and XoF (eXtendable Output Function) with customizable output
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lengths. For ASCON-AEAD, previous studies have only estimated the resources
for ASCON-128. Building upon these approaches, we extend the resource esti-
mation to ASCON-128a and ASCON-pq as well. In the case of ASCON hash
function, we build upon the existing implementation [12] but extend the resource
estimation beyond 256-bit to include XoF with 384-bit and 512-bit variants.

To implement the quantum circuits, we utilize the quantum programming
framework ProjectQ. The accuracy of the implementation is verified using Clas-
sicSimulator library, and the quantum resources are analyzed and evaluated
using the ResourceCounter library.

Table 1 presents the resource costs required for implementing ASCON quan-
tum circuits. Additionally, the quantum resources in Table 1 are based on de-
composing Toffoli gates into Clifford + T gates (8 Clifford gates + 7 T gates,
with a T-depth of 4 and a full depth of 8). For resource estimation, ASCON-
AEAD assumes both associated data (AD) and plaintext (P) have a fixed size
of 32 bits. For ASCON hash function resource estimation, the input message
length is set to be the same as the output length.

Table 1: Quantum resources required for implementations of ASCON.

Cipher Source #CNOT #1qCliff 4T IOEE)#;)C"‘J‘ ’(Q“;)’" h‘(“rd];‘)“h TD-M FD-M TD>M FD*>M

ASCON-128 Oh' [12] 127,200 21,563 67,200 30 20,064 513 11527 1.23.2% 1.08-227 1.23.2%

ASCON-AEAD ASCON-128a Ours 135648 22979 71,680 32 21,344 547 1302 1.39-2%% 1.30-2%7 1.49-2%
ASCON-80pq Ours 127,264 21,563 67,200 30 20,064 513 1.15-2™ 1.23.2% 1.08-227 1.23.2%

ASCON-HASH (256) " [9] 491,008 208,018 387,072 864 35136 8427  181-2°7 110-2% 153.2°7 113.27

-H! 5 . " -

‘ Oh* [12] 406,016 68435 215,040 96 62,592 1,641 1.43-222 1.53.2%° 1.07-2%° 1.23.2%

ASCON hash function o Pis £y 7
ASCON-XoF (384) Ours 609,024 102,419 322,560 144 93,568 2,461 1.61-2* 1.72.2°" 1.81-2 1.03 - 2°

ASCON-XoF (512)  Ours 812,032 136,402 430,080 192 124,544 3281 1.43-27' 1.52.2%° 1.07.2% 1.22.2%

5 Evaluation of ASCON

Using the estimated quantum resource costs, we estimate Grover’s key search
and collision search costs for ASCON and evaluate its post-quantum security.

Through the quantum attack cost analysis of cryptographic algorithms, the
post-quantum security strength of the cryptosystem can be assessed. In this
context, it is important to consider the post-quantum security levels set by NIST.
Additionally, according to NIST, this paper estimates the G — F'D cost and also
evaluates the trade-offs between qubit count and circuit depth by estimating the
Td-M, FD-M, Td?>-M, and FD?-M costs.

5.1 NIST Security Level

NIST provides post-quantum security levels for quantum attacks, and this pa-
per references them during the implementation evaluation [10,11]. NIST defines
security levels for the AES and SHA-2/3 families based on the complexity of
Grover’s key search and collision search, respectively, as shown in Table 2. Se-
curity levels 1, 3, and 5 correspond to the complexity of Grover’s key search for
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AES, while levels 2 and 4 correspond to the complexity of collision search for
SHA-2/3. However, for levels 2 and 4, the quantum attack costs have not yet
been defined, and only classical attack costs are provided.

Table 2: NIST Security Levels

Quantum Cost

Level Cipher

(Gate count x Full depth)
Level 1 AES-128 2170 — 2157
Level 2 SHA-256/SHA3-256 2146 (classical gates)
Level 3 AES-192 2238 9221
Level 4 SHA-384/SHA3-384 2210 (classical gates)
Level 5 AES-256 2298 2285

Grover’s algorithm is one of the primary quantum attacks on symmetric-key
cryptography, and NIST also considers it. The attack complexity at security
levels 1, 3, and 5 depends on the Grover key search cost applied to AES-128,
AES-192, and AES-256, respectively. This cost is determined by the total gate
count and depth of the Grover key search circuit. NIST estimated the costs for
levels 1, 3, and 5 as 2179, 2233, and 228, respectively, based on the AES quantum
circuit implemented by Grassl. However, recent research has been focused on
optimizing AES quantum circuits, and in particular, Jaques introduced a depth-
optimized AES quantum circuit at Eurocrypt 2020 [8], which reduced the Grover
key search cost for AES. As a result, NIST adjusted the Grover key search costs
for the AES family based on this research, with the new costs being 21°7, 2221,
and 2285 respectively.

For security levels 2 and 4, NIST has not yet defined the quantum attack
costs for collision attacks on SHA-2 and SHA-3 hash functions. However, in [7],
they proposed costs for collision attacks on SHA-2/3 hash functions at levels 2
and 4. Therefore, this paper compares the proposed security levels by Jang et
al., as shown in Table 3.

Table 3: The security levels for quantum collision attacks defined by [7].

Quantum Cost

Level Cipher

(Gate count x Full depth)
Level 2 SHA-2/3 (256) 2188 /9183
Level 4 SHA-2/3 (384) 2266 /9260

Level 6 (Extension)  SHA-2/3 (512) 2343 /9337
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Additionally, it is important to consider the MAXDEPTH defined by NIST.
MAXDEPTH represents the maximum circuit depth that can be executed on
a quantum computer. NIST classifies the depth limit for quantum attacks (i.e.,
MAXDEPTH) within a certain range, such as 240 < 264 < 29, This classification
reflects the fact that if the circuit depth becomes too large, quantum attacks like
Grover’s algorithm may become practically infeasible. If the specified depth limit
is exceeded, one might consider parallelizing the Grover search.

With the parallelization of Grover’s algorithm, the trade-off metrics of the
quantum circuit change, with the circuit depth metric being squared. In simple
terms, the qubit count x circuit depth metric is replaced by the qubit count xthe
square of the circuit depth. In this paper, we denote the qubit count, total depth,
Toffoli-depth, and T-depth as M, FD, T D, and Td, respectively. Additionally,
for quantum circuit evaluation, we estimate FD-M, TD-M, Td-M and also
estimate the modified trade-off metrics (FD?*-M, TD?*-M, Td*-M) for Grover’s
parallelization.

5.2 Estimating the Grover’s attack Costs for ASCON

To estimate the cost of a Grover attack on ASCON, we follow the methodology
summarized in Section 2.2 and 2.3. In the oracle, the ASCON quantum circuit
and its inverse circuit are executed sequentially. The first step constructs the
encryption circuit, while the second step runs the encryption circuit in reverse
to return to the pre-encryption state. Thus, the Grover’s oracle costs for ASCON
are 2 x Table 1, as shown in Table 4.

Furthermore, during this process, the AND gate can be utilized in the reverse
circuit. According to the Grover oracle cost estimates summarized in Table 4,
the use of AND gates can reduce quantum resource costs without increasing
the number of qubits. Additionally, since most quantum resources are used to
implement the target cipher in the quantum circuit, the overhead of the diffusion
operator is negligible compared to the oracle. For this reason, many studies
consider the cost of Grover search in terms of the repetitive cost of the oracle.

The Grover key search attack on ASCON-AEAD requires the sequential rep-
etition of a large number of ASCON quantum circuits. To iteratively recover an
k-bit key, the oracle and the diffusion operator set must be repeated |7 V2F|
times. For Grover collision attack, in [12], they employed the BHT algorithm.
Hoewever, we adopt the CNS approach instead to estimate the collision attack
cost for the ASCON hash function. The CNS algorithm has a complexity of
O(2%"/%). Although it has a higher complexity than the BHT algorithm, we
adopt this approach as it does not require quantum memory. Additionally, we
also use paralleization which can reduce the serch complexity to O(22%/5-3s/ %)
(s < %). According to Jang et al. [7], they set s = % to define suitable criteria
for NIST post-quantum security levels, and we follow that approach.

In summary, the Grover attack costs for ASCON-AEAD and ASCON hash
functions are as follows: Table 4 x L%\/QTJ (for ASCON-AEAD) and Table 4 x
|2(27/5=35/5) | (for ASCON hash functions).
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Table 4: Decomposed quantum resources for Grover’s Oracle on ASCON.

T-depth  #Qubit Full depth
Cipher Source LONOT #1qCHE 4T  #Measure LGPt #Qubit Fulldepth ) oy ey ppy
(Td) (M) (FD)

ASCON-128 Oh' [12] 254,400 43,126 134,440 0 240 20,065 1,026 115-2%2 123220 1.08.2% 1.23.2%
T Oh'-AND [12] 225,600 71926 38400 9,600 30 20,065 816 115-2" 1.95-2% 1.08-2** 1.56.2%
45,958 14336 = 5 1 3027 14027 13029 149 2%
ASCON-AEAD ASCON-125a Ours 271296 45958 143,360 0 256 21345 1,004 130 1402813027 14927
Ours-AND 240,576 76,678 40,960 10,240 32 21345 872 1.30-2' 1.11-2%' 1.30.2% 189.2%
o Ours 254528 43,126 134,440 0 240 20065 1,026 11522 12322 1082 12327

ASCON-80pq X .
Ours-AND 225,728 71,926 38400 9,600 30 20,065 816 1.15-2'° 1.95.2% 1.08.2% 156.2%
L' 9] 982,016 416,036 774,144 0 6,912 35137 16854  1.81-2% 110-2% 1.53.2%° 113.2%9
ASCON-HASH On* [12] 812,032 136,870 430,080 0 768 62,593 3282 143.2% 153277 107.2% 123.2%
Oh*-AND[12] 719,872 229,030 122,880 30,720 96 2,608 143222 122.2%7 1.07.2%° 1.55.2%
ASCON hash funct O 1,218,048 204,838 645,120 0 1,152 4,922 161-2% 17227 181-2° 1.03.2"

hash function ¢ voR (384) urs 645, 3 5

Ours-AND 1,079,808 343,076 184,320 46,0880 144 3,904  1.61-2%° 1.36-2*° 1.81.2% 1.29 2%
Ours 1,624,064 272,804 ,160 1,536 54 6,562 143227 152.2%  107-2% 122.2%

ASCON-XoF (312) urs| 624,064 272,804 860,160 0 536 5 6,56 3.2 5227 07- 2%
Ours-AND 1,439,744 457,124 245,760 61,440 192 124,545 5,200 1.43.2* 1.21.2%° 1.07.2%2 1.53.2%

5.3 Comparision with security level

Tables 5 shows the attack costs of ASCON-AEAD. According to the information
provided in Table 5, the most optimized quantum attack costs for ASCON-
128 and ASCON-128a are 1.26 x 255 and 1.47 x 2'%5, respectively. Therefore,
ASCON-128 and ASCON-128a do not achieve post-quantum security level 1,
corresponding to the AES-128 (21°7) attack cost. In case of ASCON-80pq, it was
specifically designed to possess quantum resistance, meaning it was developed
with the goal of maintaining security even against attacks carried out using
quantum computers. Considering this intended purpose, it is not surprising that
the quantum attack cost for ASCON-80pq is calculated to be 1.29 x 287, which
is a high cost. This cost satisfies the security standards set by NIST for Level 1,
and its achievement is an expected outcome.

We apply the CNS algorithm and reduce search complexity through paral-
lelization. In [9], collision algorithm is not applied, so we directly implement CNS
in their implementation for comparison. When compared, our results outperform
in all metrics except for qubits. Additionally, [12] applies the BHT algorithm.
While the results seem superior in the trade-off metric, as mentioned in Section
2.3, there are limitations.

NIST only provides classical costs for SHA2/3-256 and SHA2/3-384, related
to levels 2 and 4, and does not provide quantum costs. Thus, the quantum attack
costs at levels 2, 4, and 6, as proposed by [7] are used. The quantum collision
attack costs for ASCON-HASH (256 bits) and ASCON-XoF (384, 512 bits) are
1.25 x 2184 1.19 x 2262 and 1.89 x 2339 respectively (as defined in Table 6).
When compared to the attack costs for levels 2, 4, and 6 defined by Jang et al.
as 2188/183 1 9266/260 514 9343/337 the ASCON hash functions satisfy the attack
costs associated with SHA3.

6 Conclusion

This paper presents an evaluation of the post-quantum security of the ASCON-
AEAD, ASCON hash functions and ASCON-pq. We build upon the approach
from [12], applying it to all parameters and estimate the costs associated with
key search and quantum collision attacks leveraging Grover’s algorithm. First,
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Table 5: Costs of the Grover’s key search for ASCON-AEAD.

#Gate  Full depth 7T-depth ~ #Qubit
@) (FD) (1d) (M)
Oh™ [12] 1.31-2% 1.57-27  147.270 1.22.2Y 1.03.2" 192.2%7 1.79.2% 1.50.2'6' 1.32.2'7

Cipher Source G-FD FD-M Td-M  FD*>M  Td>-M

ASCON-128 Oh'-AND [12] 1.01-2% 1.25.2™ 1.44.2% 1.22.2" 1.26.2'%° 1.53.2% 1.76-2% 1.90.2'° 1.27.2'!

ASCON-AEAD ASCON-128a Ours 1.39-2%  1.68-2™ 1.57-27 1.30-2" 1.17-2'°% 110-2%  1.02.2% 18320 16027
Ours-AND  1.10-2%  1.34-2™  1.56-2% 1.30-2' 1.47.2'5 1.74.2%7 1,01-2% 1.17.2'%" 158.25!

Ours 1.29-2%  1.57-2%  1.47.2% 1.22.2" 1.02.2'88 1.92.2'9 179.2'00 150.2"% 1.32.2'%0

ASCON-80p ’
P9 Qurs AND 10427 125-2%0 144.2% 122.2 120.2'57 153.21%% 176210 191219 127.2%

Table 6: Costs of the Grover’s collision search for ASCON hash function.

#Gate  Full depth T-depth  #Qubit

Cipher Source method G-FD FD-M Td-M  FD*M  Td-M

(@) (FD) (Td) (M)
L' [9] CNS  1.42-2°7  140-2°° 1.15-2% 1.70-2°7 1.99-2'%7 119.2"% 196.2'% 168.2%% 1.13.2%°
Oh* [12] BHT  1.30-2'% 1.58.2%  1.48.2° 1.91.2' 103.2%% 1.51.2"2 1.41-2"° 120.2%° 10522
ASCON-HASH ~ Oh'-AND [12] BHT = 1.04-2'% 125.2% 147.2%° 1.91-2" 1.31-22°" 12022 1.41.2'"7 151.22% 104.2'9
151-2%  1.51.2%% 1.96-2'8% 1.66-2'° 1.55.2M% 1.81.22 1.59.22%

Ours CNS  1.80-2% 1.09.2%

ASCON hash function Ours-AND  CNS  144-2%°  1.74.2%7  1.02.2% 151.2% 1.25.2'% 1252 15420 114.2%% 157.2%%
Ours CNS 17827 1.08-2"7 1.01-2"° 142.2% 1.92.220% 154.2°7 144.2°7 167.2%% 1.46.2%°
Ours-AND  CNS 1422 167-2'%° 1.01-2'%2 1.42.2% 119202 119227 14422 1.00-2% 14627
Ours CNS  1.57-2'7 1.90-2'% 1.78.2'% 1.19.2'°7 1.49.2%° 114.2%% 106-22 1,082 1.90-2'
Ours-AND  CNS  1.25-2'™ 1.51-2'% 1.77.2' 1.19.2'" 1.89-2%° 180227 1.06-2°° 136 2" 188.2'*

ASCON-XoF (384)

ASCON-XoF (512)

when considering MAXDEPTH, key metrics related to circuit depth such as
Toffoli-depth, T-depth, and Full depth, and Full depth are critical in assessing
quantum circuit performance. In this context, we find that the depth-optimized
implementation provides optimal performance across these metrics.

Our analysis reveals that the quantum circuits for ASCON-AEAD (ASCON-
128 and ASCON-128a) do not achieve post-quantum security level 1. Therefore,
to counter potential quantum computer attacks, the use of ASCON-80pq is rec-
ommended. Furthermore, when compared to the quantum collision attack costs
defined by [7], the ASCON hash function meets the attack cost requirements
similar to those of SHA3. The results offer valuable insights into ASCON’s se-
curity in a post-quantum environment and contribute to the discussion on the
future of lightweight cryptographic standards in the quantum era.
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