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Abstract. To counteract side-channel attacks, a masking scheme splits
each intermediate variable into n shares and transforms each elemen-
tary operation (e.g., field addition and multiplication) to the masked
correspondence called gadget, such that intrinsic noise in the leakages
renders secret recovery infeasible in practice. A simple and efficient se-
curity notion is the probing model ensuring that any n — 1 shares are
independently distributed from the secret input. One requirement of the
probing model is that the noise in the leakages should increase with the
number of shares, largely restricting the side-channel security in the low-
noise scenario. Another security notion for masking, called the random
probing model, allows each variable to leak with a probability p. While
this model reflects the physical reality of side channels much better, it
brings significant overhead. At Crypto 2018, Ananth et al. proposed a
modular approach that can provide random probing security for any se-
curity level by expanding small base gadgets with n share recursively,
such that the tolerable leakage probability p decreases with n while the
security increases exponentially with the recursion depth of expansion.
Then, Belaid et al. provided a formal security definition called Random
Probing Expandability (RPE) and an explicit framework using the mod-
ular approach to construct masking schemes at Crypto 2020.

In this paper, we investigate how to tighten the RPE definition via allow-
ing the dependent failure probabilities of multiple inputs, which results
in a new definition called related RPE. It can be directly used for the
expansion of multiplication gates and reduce the complexity of the base
multiplication gadget from O(n?logn) proposed at Asiacrypt 2021 to
O(n?) and maintain the same security level. Furthermore, we describe
a method to expand any gates (rather than only multiplication) with
the related RPE gadgets. Besides, we denote another new RPE defini-
tion called Multiple inputs RPE used for the expansion of multiple-input
gates composed with any gates. Utilizing these methods, we reduce the
complexity of the 3-share circuit compiler to O(|C| - k*?), where |C] is
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the size of the unprotected circuit and the protection failure probability
of the global circuit is 27". In comparison, the complexity of the state-
of-the-art work, proposed at Eurocrypt 2021, is O(|C|-x*?) for the same
value of n. Additionally, we provide the construction of a 5-share circuit
compiler with a complexity O(|C| - k2®).

1 Introduction

Most commonly used cryptographic algorithms are secure against black-box at-
tacks where the adversary can get the knowledge of the inputs and outputs.
However, the side-channel attacks [Koc96,KJJ99] allow the adversary to get the
intermediate variables of an algorithm. More precisely, side-channel attacks get
these variables by exploiting the physical leakage of the underlying devices, such
as the execution time, device temperature, power consumption, etc.

To counteract side-channel attacks, plenty of approaches are proposed and
masking [CJRR99,GP99] might be the most useful one among them. Masking is a
method that splits each intermediate variable into n mutually independent shares
with uniform distribution. Besides, the shares z1, ..., z, satisfy z = x1 %---*xx,
where x is an unsplit variable and * is some operation. The masking is called
Boolean masking if operation * is defined as XOR &, which is probably the most
widely used masking.

Probing security for SCA. To describe the provable security of masking,
Ishai et al. propose the probing model in [ISW03], which assumes the adversary
can get t intermediate variables from an algorithm. Furthermore, the algorithm
is t-private secure if the adversary can not get any information of the secret
(unsplit variable) from the ¢ variables. Since the probing security model is easily
provable, it is widely used in, e.g., [RP10,BBP*16,Cor14,CGZ20,CPRR13] and
expanded in, e.g., [CS21].

The noisy model. In [PR13], Prouff and Rivain propose the noisy model for
SCA, which nicely captures the reality of the embedded devices by assuming
all intermediate variables are leaked with a noise. However, the security of the
noisy model is believed to be hard to prove. As a result, Duc et al. proved that
the security in the noisy model can be reduced to the security in the probing
model [DDF14]. Nevertheless, the random probing model is proposed as an in-
termediate leakage model to reduce the noisy model to the probing model. More
precisely, the random probing model assumes that all intermediate variables in
the circuit leak with a constant probability. Although the work in [DFZ19] pro-
vides a secure scheme in the noisy model, it focuses on some certain construction
instead of generic ones.

Construction for the random probing security. Since the random prob-
ing model is closer to the noisy model than the probing model, there has been



plenty of work on it recently. The first related work is proposed by Andrychowicz
et al. [ADF16], but their practical instantiation and the tolerant leakage proba-
bility of their work are inexplicit. In [AIS18], Ananth et al. provide an expansion
strategy on top of the multi-part computation protocol. The expansion strategy,
called the modular approach, allows an O(1) leakage probability for arbitrary
security with the random probing model. More specifically, the authors use ex-
pansion to ensure the exponentially decreasing failure probability with constant
leakage probability, i.e., they replace each gadget gate with a masked gadget for
each expansion, as shown in Figure 1.
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Fig. 1. Illustration of the expansion for an addition gate with the modular approach,
in which all gates in the gadget will be replaced by their corresponding gadget. By the
expansion, the leakage probability of each wire reduces from p (the leakage probability
of a; or bj) to e (the failure probability of (ai¢)i<e<n or (bje)1<e<n in the addition
gadget).

Then Belaid et al. extend this expansion strategy to any circuit in [BCPT20],
and they formalize the security for the modular approach called Random Prob-
ing Secure (RPS), Random Probing Composability (RPC) and Random Prob-
ing Expandability (RPE). Besides, they proposed the expression of the failure
probability for gadgets under the random probing adversary, which denotes the
probability by the polynomial f(p) = (’)(pdk), where p is the leakage probability,
d is the amplification order and k is the time of expansion. In [BRTV21], it is
proven that the tolerable leakage probability p reduces with the increasing share
number n. Since the share number of RPE gadgets is at least 3 [BCPT20], we
focus on the 3-share constructions in this paper as they are the most practical
ones.

Improvement of the modular approach. The work in [AIS18] tolerates
a leakage probability of 2726 with complexity O(|C] - x82), where the protec-
tion failure probability of the global circuit is 27%. Then, the improved gadgets
in [BCP*20] achieve the tolerate leakage probability of 2% with the complexity
O(|C|-£™?), and the amplification order d = % Furthermore, the work proposed
in [BRT21] optimizes the complexity to O(|C| - x3?) with tolerate leakage prob-



ability 2775 with d = 2. Recently, Manzoni [Man23] provides a trade-off scheme
with complexity O(|C| - *%?) and tolerant leakage probability 2774

1.1  Our Contribution

First, we describe the inherent correlation between input and output wires in
certain logic gates. For instance, knowing the output bit of an AND gate pro-
vides information about each single input bit, whereas this is not the case for an
XOR gate. Then, we discuss how to utilize this correlation to construct expansion
with joint failed sharings and propose a tighter security definition for these gates
under the random probing model, by which we prove that the standard multi-
plication gadgets defined by [BRT21], such as ISW multiplication [ISW03], can
be expanded with the optimal amplification order of RPE algorithms proposed
in [BRT21]. Namely, we reduce the complexity of the multiplication gadgets from
O(n?logn) to O(n?) with a negligible security reduction. Besides, we show how
to scale the gates with independent inputs and output into those with corre-
lated inputs and output, and we describe how to further reduce the complexity
of gadgets by composing them into a bigger gadget and removing the redundant
parts. With the methods above, we reduce the complexity of the circuit compiler
from O(|C] - k39) [BRT21] to O(|C| - k*?2) for 3-share compiler. We also provide
a 5-share circuit compiler with complexity O(|C| - k?8). We describe the im-
provement of the modular approach in Figure 2. More precisely, there are three
contributions.

Modelar approach RPE and its instantiation
[ATS18] [BCP*20]
tolerable leakage probability tolerable leakage probability
9-26 9-8
complexity complexity
o(lol - x*%) o(lol - £7%)
New security: related RPE Improved RPE gadgets
(our work) [BRT21]
tolerable leakage probability tolerable leakage probability
2769 (3-share) 277 (3-share)
> 2794 (5-share) [2797,277] (5-share [BMRT22])
complexity complexity
o(|C| - k*?) (3-share) o(|C| - k*9) (3-share)
O(|C| - K*?) (5-share) o(|C| - *?) (5-share)

Fig. 2. Illustration for the improvement of the modular approach. Note that the im-
mense complexity improvement from [BCP*20] to [BRT21] is based on the optimal
amplification order in the latter work, which reduces its expansion times for fixed fail-
ure probability.

Gates classification and expansion with correlated sharings. We for-
mally classify gates into two categories: complementary gates, where the output
is independent of all its inputs, and non-complementary gates, where the output



is correlated with its inputs. In the original expansion proposed by [BCP*20],
each gate is replaced by itself or by gadgets with similar security properties, and
each wire is replaced with a sharing. This ensures that the failure probability of
the expanded gadgets is f( f (p))7 given an original failure probability f(p). In
our approach, we improve upon this by replacing non-complementary gates with
gadgets whose input sharings fail together with probability f(p). Intuitively, the
joint failure of the input sharings in our expansion is first translated into the
joint leakage of both input wires of the original gate with probability f(p). Since
these input wires are correlated with the output wire of the gate, the joint leak-
age is translated into the independent leakage of the output wire. Consequently,
the joint failure of the input sharings of the base gadgets ultimately results in
additional leakage for the output wire of the corresponding gate. As Figure 3
illustrates, this leads to an approximate 2p leakage probability of the output
wires for the specified gates in the calculation of failure probability. However, we
note that this reduction is acceptable within the circuit compiler. To evaluate
the effectiveness of our approach, we compare the failure probabilities of our
compiler with and without expansion.

Fig. 3. Reduction from the joint failure of sharings to the independent leakage of wire.
The dashed blocks represent the failure of sharing or the leakage of wires. Here, a,b
denote the input sharings, and ¢ denotes the output sharing of the gadget, while a, b and
c represent the corresponding wires before expansion. In step 1, the failure of sharings
a,b (or &) is directly mapped to the leakage of the corresponding wire, regardless of
whether it is a joint failure or an independent one. Note that there is no joint leakage
for the sampler of the random probing model. The joint leakage of the input wires
is translated into independent leakage of the output wire since the simulation of the
output wire is equivalent to that of the input wires due to their correlation. As a result,
the leakage probability of the output wire is 2f(p) — (f(p))2 ~ 2f(p) in the expansion.

Tighter security in the random probing model. We provide a tighter se-
curity definition called related Random Probing Expandable (rRPE) than the
definition proposed in [BCP*20]. Generally, the RPE security ensures the ex-
panded gadgets split each wire into n shares and replace each gate into an
n-share gadget with mutually independent failure probability e for each input
sharing. However, as the discussion above, the expansion of gates with corre-
lated inputs and output does not need to ensure the independent failure proba-
bility. We prove that the n-share ISW multiplication has the same amplification



order as the multiplication proposed in [BRT21], which reduces the complex-
ity of multiplication gadgets from O(n?logn) [BRTV21] to O(n?). Besides, we
prove that all non-complementary gates can be replaced by rRPE gadgets and
the expanded gadgets keep their initial security (RPE or rRPE). Moreover, de-
scribed in Figure 4, we show how to reduce the complementary gate into the
non-complementary one by assuming a stronger adversary. It should be noted
that the reduced complementary gate is subjected to higher leakage probability
than the normal complementary ones, resulting in a decrease in the tolerable
leakage probability. In this respect, we position our method as a trade-off be-
tween leakage probability and circuit complexity.

Gate—c¢c = -

— (Ci)l<1‘<n
b— (

a — (ai)lgzgn —1 RPE
bi)icic *}Gad. VSIS

(a) Expansion of complementary gates.

a4 — v(af,)l
Gate — ¢ =
b —| (bi)1<i<n

N

Ll

i<n

rRPE

Gad. [ (ei)1<isn

(b) Expansion of non-complementary gates and
scaled complementary gates.

Fig. 4. lllustrations of the expansion of complementary gates and non-complementary
gates. The red rectangles for the gates’ inputs show what the adversary is able to get
with probability p, and the red rectangles for the gadgets’ input sharings show what
the adversary is able to get with probability €, where p is the leakage probability of
a wire and e is the failure probability of a gadget. In Figure 4(b), we describe how to
scale a complementary gate to a non-complementary one, i.e., allowing the adversary
to get both its inputs with probability p instead of p? ensured by the complementary
property.

Half-complexity gates and their expansion. Noting that the composable
security may cause complexity redundancy, we construct the half-complementary
gate to compose several gates into one. In the expansion, we can use a single gad-
get to replace the contained gates, reducing the complexity. Besides, we provide
the Multiple inputs RPE (MiRPE) to describe the security of the gadgets used
to replace the half-complementary gates. We compare the expansion of RPE
gadgets and MiRPE gadgets in Figure 5. By utilizing half-complementary gates
and MiRPE gadgets, we reduce the complexity of the 3-share circuit compiler
to O(|C| - k32). Additionally, we also propose a 5-share circuit compiler with a
complexity O(|C| - k*8).
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(b) The expansion from half-complementary gate to MiRPE gadget.

Fig. 5. Illustration of the difference between the expansion from addition gates to
RPE gadgets and that from half-complementary gate to MiRPE gadget. The red R
gadgets contained in the addition gadgets represent the construction used to keep the
composable security and expandability. These R gadgets are usually set with excessive
randoms and operations to keep the security with trivial composability. As a result, in
this example, we combine the two addition gadgets into one gadget, such that one of
the R gadgets can be removed and the combined gadget is still secure for the modular
approach.

1.2 Roadmap

We recall the definitions of the random probing model in Section 2. In Section 3,
we provide the formal classification of different gates and describe the expansion
of non-complementary gates. Then, we define rRPE and prove the rRPE security
of ISW multiplication in Section 4, as well as the verification method for rRPE
security. Section 5 introduces the method to scale the complementary gates to
non-complementary ones. Furthermore, we present the definitions of the half-
complementary gate and its corresponding MiRPE security in Section 6 and
show the existence of the improved 3-share and 5-share circuit compilers, while
certain constructions are provided in Appendix E. Finally, we draw a conclusion
in Section 7.

2 Preliminaries

2.1 Notations

Along the paper, K shall denote a finite field, and we define + as the field
addition and - as the field multiplication over K. For any n € N, we shall denote

[n] = def [1,n]NZ. For any tuple & ef (x1,...,2,) € K" and any set I C [n], we shall
denote x|; = (x;);cs. For simplicity, we define aj, def a|[n], and cpp] <= Ay + by
refers to ¢; < a; +b; with ¢ € [n]. Let A def {Apn} with sets Ap,) and n € N and
let Ar < {(A)1, Yicp) for A = {Ap} and I = {I;,}.



Any 2 probability distributions Dy and D5 are said e-close, denoted as Dy =
Do, if their statistical distance is upper bounded by ¢, that is

1
5 Z ‘le(LB) _pDz(x)‘ Se,
T
where pp, (+) and pp,(-) denote the probability mass functions of Dy and Ds.

2.2 Circuit and Circuit Compiler

An arithmetic circuit on a field K is a labeled directed acyclic graph whose edges
are wires and vertices are arithmetic gates processing operations on K [BRT21].
In this paper, we consider circuits composed of addition gates

Gagq : K2 5 K and Gadd($17x2) = +29 ,
multiplication gates
Gt : K* = K and G (21, 22) = 21 - 22

and copy gates
Geopy : K= K? and Geopy(z) = (7,7) .

A randomized arithmetic circuit is equipped with an additional random gate
that outputs a fresh uniform random value of K [BRT21].

Definition 1 (Circuit Compiler [BCP*20]). A circuit compiler is a triplet
of algorithms (CC, Enc, Dec) defined as follows:

— CC (circuit compilation) is a deterministic algorithm that takes as input an
arithmetic circuit C' and outputs a randomized arithmetic circuit C.

— Enc (input encoding) is a probabilistic algorithm that maps an input x € K*
to an encoded input X € K.

— Dec (output decoding) is a deterministic algorithm that maps an encoded
output y € K™ to a plain output y € K™.

These 3 algorithms satisfy the following properties:

— Correctness : For every arithmetic circuit C of input length £, and for every
x € K¢, we have

Pr (Dec(é’(i)) = C(2)| + Enc(x)) =1, where C = CC(C) .

— Efficiency : For some security parameter A € N, the running time of CC(C)
is poly(\,|C|), the running time of Enc(zx) is poly(X,|z|) and the running
time of Dec(7)) is poly(\, |9|), where poly(X\, q)=O(\¥1¢*2) for some constants
k1, ka.



Note that the circuit compiler was first introduced in [ISW03], and we use a
clearer expression proposed in [BCPT20]. In the following, the n-linear decoding
mapping, denoted as Dec : K™ — K, is defined as

Dec(z1,...,xn) =1+ -+ x,

for every n € N and & € K". We shall further consider that, for every n,¢ € N,
on input &y € (K™)* the n-linear decoding mapping acts as

Dec(i1,. .., 4¢) % (Dec(#1), .. ., Dec(iy)) -

Thanks to these mappings, we shall call an n-share,£-to-m gadget, a random-
ized arithmetic circuit that maps an input % € (K")* to an output y € (K*)™
such that x = Dec(%) € K’ and y = Dec(y) € K™ satisfy y = g(x) for some
function g.

Generally, CC works by replacing each gate of the input circuit with a cor-
responding gadget, and in the rest of the paper these gadgets are called base
gadgets.

2.3 Random Probing Security

In [BCP*20], Belaid et al. proposed the formal random probing security, which
assumes every wire in the circuit leaks with a probability p. Compared with the
probing model proposed in [ISWO03], the random probing model is closer to the
SCA in the real world. Moreover, we will introduce it in this section.

We start with the random probing leakage proposed in [BCP'20], which
describes the leakage formally.

Definition 2 (Random Probing Leakage [BCP20]). The p-random prob-
ing leakage of a randomized arithmetic circuit C' on input x € K is the distribu-
tion L,(C,x) obtained by composing the leaking-wires and assign-wires samplers
as ‘
L,(C,x) d AssignWires(C, LeakingWires(C, p), x)
with
— the leaking-wires sampler
W <« LeakingWires(C, p) ,

where W is constructed by including each wire label from the circuit C with
probability p to W (where all the probabilities are mutually independent).

— the assign-wires sampler takes as input a randomized arithmetic circuit C,
a set of wire labels W (subset of the wire labels of C'), and an input x, and
it outputs a |W|-tuple w € (KU {L})W!, denoted as

w <« AssignWires(C, W, x) ,

where w corresponds to the assignments of the wires of C' with label in W for
an evaluation on input x. Generally for any w € w, w is perfectly simulated
if w € K, while the simulation fails if w =1.



Definition 3 ((p,¢)-RPS (Random Probing Secure) [BCP20]). 4 ran-
domized arithmetic circuit C with £ -n € N input gates is (p, €)-random probing
secure with respect to encoding Enc if there exists a simulator Sim such that for
every x € K¢:

Sim(C) =, L£,(C,Enc(z)) .

Aiming at the composability of RPS circuits, Belaid et al. also introduce
random probing composability (RPC) security. Furthermore, the composability
is shown at Theorem 1.

Definition 4 (Random Probing Composability [BCP*20]). Let n,{,m €
N. An n-share gadget G : (K™)* — (K™)™ is (t,p, €)-random probing composable
(RPC) for some t € N and p,e € [0,1] if there exists a deterministic algorithm
Sim? and a probabilistic algorithm Simg such that for every input a € (K™)* and
for every set collection Jy C [n], ..., Jm C [n] of cardinals |J1| < t,...,|Jm| < t,
the random experiment

W <+ LeakingWires(G,p) ,
I+ SimfW,J) ,
out < Simg(du)

yields
Pr(([Ii] >t) V.-V (L] >t) <e

and , .
out 2 (AssignWires(G, W, a),bjz) ,

where J = (J1,...,Jp) and b = G(a). Let f : R — R. The gadget G is (t, f)-
RPC if it is (t,p, f(p))-RPC for every p € [0,1].

Theorem 1 ([BCP'20], adapted). Lett € N,p,e € [0,1] and CC be a circuit
compiler with (t,p,€)-RPC base gadgets. For every (randomized) arithmetic cir-
cuit C' composed of |C| gadgets, the compiled circuit CC(C) is (t,p,|C|-€)-RPC
and (p, |C|-€)-RPS. Equivalently, the standard circuit compiler CC is (p, €)-RPS.

Theorem 1 introduces the composition security of RPC gadgets. Compared
with the original theorem in [BCP*20], we add the conclusion that the compo-
sition of RPC gadgets is also an RPC one, which can be proven straightly from
the proof of Theorem 1 of [BCP*20].

Although RPC gadgets are composable, calculating € is quite complex. In-
tuitively, it is more challenging than the verification proof of probing security
since calculating e requires verifying the security of all subsets of the circuit la-
bels, whereas verifying probing security only requires traversing subsets of size
d, where d is the security order. In [AIS18], Ananth, Ishai and Sahai propose
a modular approach to build an RPS circuit compiler from a secure multiparty
protocol. This approach was later formalized as the notion of the expanding
compiler [BCP'20], and it is proven to achieve RPC if the base gadgets verify a
property called random probing expandability (RPE) [BCP*20]. Moreover, the
failure probability of RPE gadgets can be estimated by the expansion times k.

10



Definition 5 ((¢, f/)-RPE [BCP'20]). Let f: R — R. An n-share gadget G

:(K™)?2 — K™ is (t, f)-RPE for some p € [0,1], if there exists a deterministic

algorithm Simf and a probabilistic algorithm Simg such that for every input

(a,b) € (K™)? and for every set J C [n], the random experiment

W <« LeakingWires(G, p) ,
(I, I, J") « SimE (W, J) |
out Simg(W,J’,&ul,l}‘h)
ensures that
1. the failure events F1 = (|I1| > t) and Fo = (|I2| > t) verify
Pr(F)) = Pr(F2) =€ and Pr(Fy A Fp) = €

with € = f(p) (in particular Fy and Fy are mutually independent),
2. J" is such that J' = J if |J| <t and J' C [n] with |J'| =n — 1 otherwise,
8. the output distribution satisfies

out i (AssignWires(G,W7 (&»6))76|J/> )

where ¢ = G(a, b).

For simplicity, let é(a[nk],b[nk],k) be the k-time expansion of the n-share
gadget G with input sharings af,, by, and G’(k) for short. Noting that the ex-
pansion of G requires a series of gadgets rather than one gadget, we assume there
is a circuit compiler for the expansion, in which every base gadget is (¢, f)-RPE.
For a (t, f)-RPE gadget G, the security of G(k) is also introduced in [BCP+20].

Definition 6 ((Sy, f)-RPE [BCP*20]). Let f : R — R and k € N. An n*-

share gadget G : (]K"k)2 — K" s (Sk, f)-RPE if there exists a deterministic
algorithm Simf and a probabilistic algorithm Simg such that for every input

(a®), b)) e K™ x K™, for every set J € S U[n*] and for every p € [0,1], the
random experiment

W « LeakingWires(G, p) ,
(It, I, J") = Sim{ (W, J) ,
out < Sim§ (W, J', &fi)a 5\(2)
ensures that
1. the failure events Fy = (I, & Sy) and Fy = (I & Sk) verify
Pr(F1) = Pr(Fp) = € and Pr(Fy AFy) =€

with € = f(p) (in particular Fy and Fy are mutually independent),

11



2. J' is such that J' = J if J € Sy and J' = [n*]\ {j*} for some j* € [n*]
otherwise,
3. the output distribution satisfies

out & (ASSignWires(G,W, (d(k)»l;(k)))aéﬁ')> )

where &éF) = G(@(’@),B(k)%
where

Sy ={I eIl <t}
Se={(I1,...,I,) € (Sk_1 U [n* 7)), I; € Sk_1 Vj € [n] except at most t} .

Proposition 1 ([BCP*20], adapted). Let f: R — R and n € N. Let G be
an n-share gadget. If G is (¢, f)-RPE, then

— G is (t,2 f)-RPC.
— G(k) is (Sk, f*))-RPE and (Sy,2 - f*))-RPC where

f®(p)=fofo--of(p) .
N—————’

k times

Proposition 1 describes the relationships between (¢, f)-RPE, (¢, f)-RPC,
(Sk, f()-RPE and (S, f™)-RPC. We note that the relationship between (Sy,
f¥))-RPE and RPC can be directed proven from [BCP*20], thus we add it in
Proposition 1. By the definition of RPE, [BCP*20] provides the method to get
compiled circuit with any failure probability 27":

1. Construct (¢, f)-RPE addition gadget Add, copy gadget Copy and multipli-
cation gadget MuI.N
2. Generate m(l@), Copy(k) and m(kz) with failure probability f(*).
3. Replace the gates of the original circuit G with Add(k), a';f);/(k‘) and m(k)
such that
|G| -2- fR <o

To quantitate the efficiency of RPE gadgets, [BCP*20] defines the amplification
order d of the failure probability e = f(p) of these gadgets.

Definition 7 (Amplification order [BCP*20]).
— Let f: R — R which satisfies

f(p) = cap” + O(p™)

as p tends to 0, for some cg > 0 and € > 0. Then d is called the amplification
order of f.

— Lett >0 and G a gadget. Let d be the mazimal integer such that G achieves
(t, f)-RPE or (t, f)-RPC for f : R = R of amplification order d. Then d is
called the amplification order of G (with respect to t).

12



As shown in [BCP*20], the complexity of the expanded gadgets relates to the
(minimum) amplification order of the three gadgets used in the base compiler CC.
Suppose it achieves (¢, f)-RPE with an amplification order d. In that case, the
expanding compiler achieves (p,27%)-RPS with a complexity blowup of O(k¢)
for an exponent e satisfying

_ log Nma.x

~ logd

. Na a Nc,a
Nuax = max (Nm,m, eigenvalues <<Na”c Nc,c)>> ) (1)

where NV, , denotes the number of gates ‘z’ in a gadget ‘y’, with ‘m’ meaning
multiplication, ‘a’ meaning addition, and ‘¢’ meaning copy.

Meanwhile, [BRT21] provides a (¢, f)-RPE multiplication gadget achieving
the upper bound with any n € N. We introduce it in Algorithm 1. The security of
Algorithm 1 is also given as Lemma 1 proposed in [BRT21], where the definition
of TRPEL1 is introduced in Appendix B.

with

Algorithm 1 Multiplication Gadget [BRT21]

Input: input sharings a,}, b[n), refresh gadget Grefresh
Output: output sharing cj,) of a-b

1: (bi,[n]) < Glrefresh (b[n]) for 7 € [n]

Tl < 3

D Plnlyi < An] b[nm + Tln),i for 1 € [n]

(vi,...,0n) < (0,...,0)

(x1,...,2n) < (0,...,0)

t Upp] 4= U] + Pnyi for @ € [n)

T[n] €= Tn] + T [n] for i € [Tl]

* Cln] = Uln] T+ Tin]

PN DT Ly

Lemma 1 (Security of Algorithm 1 [BRT21]). Lett < n—1. Let Grefresh
be a (t, f')-TRPE1 refresh gadget for some function f': R — R, and G the
n-share multiplication gadget from Algorithm 1. If f' is of amplification order
d > d = min(t + 1,n —t), then G achieves (t, f)-RPE for some function
f R =R of amplification order d = min(t + 1,n —t).

3 Technical Overview: Expansion of Gates with
Correlated Wires

In this section, we classify gates into complementary and non-complementary
ones formally based on the correlation between their inputs and output. Mean-
while, this section presents the intuition behind our new security notion and the
corresponding expansion theorem, formally provided in Section 4. Recognizing
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that the independence of the failure between input sharings required by RPE is
not always necessary, we provide an overview of why non-complementary gates
can be expanded by gadgets whose input sharings may fail correlatively.

3.1 Classification of Gates

We start with the truth tables of the addition gate and multiplication gate on
Iy, illustrated in Tables 1 and 2. Besides, we calculate the marginal probability
of their output with uniformly random inputs. It is shown that each input is
independent of the output, namely there is always Pr(xz =«) - Pr(a+b=0) =
Pr(z=a,a+b=p) = % for any x € {a,b} and «, 8 € Fy. However, the inputs and
output of multiplication gates are not independent according to Table 2, which
means once the output leaks, the inputs will also leak somehow. More precisely,
one would get all the inputs if he knows that the output is 1; otherwise, he will
know that there is at least one input being 0.

Table 1. Truth table of addition Table 2. Truth table of multipli-
gates on Fy with inputs a and b cation gates on 2 with inputs a
and the marginal probability of the and b and the marginal probabil-
output. ity of the output.

a+b|Probability a - b|Probability

0 1 0

ol ==l e
=IOl = oo
e E=lE=Is]
=l =l

1
2

1

b = =l

Furthermore, this situation also exists in other finite fields. We draw the
truth table of multiplication gate on K with |K| = ¢ in Table 3, in which z, and

. . def
xp are defined as arbitrary non-zero elements in K, and z,., = x4 - 2. When we
focus on a situation where one of the inputs is zero and the output is non-zero,
such as

—1)2
Pr(z, =0) - Pr(zqp = 0) = 73) and Pr(z, =0,245 >0) =0,
q

it hints that the output of multiplication is correlated with its inputs.

Table 3. Truth table of multiplication gates on K with inputs a,b and the marginal
probability of the output.

a | b |a-b|Probability

ZTa | T |Ta-b (q;ql)2




To classify the gates with or without independent inputs and output, we
present the definition of complementary gate and non-complementary gate re-
spectively. According to the above conclusion, the joint leakage appears only in
the non-complementary gates. In the rest of the paper, we call the complemen-
tary gate the C gate and the non-complementary gate the NC gate for simplicity.

Definition 8. Gate ® with uniformly independent inputs a, b is complementary
if a ® b is independent with both a and b, namely

Pr(a) - Pr(a ®b) = Pr(a,a ®b) and Pr(b) -Pr(a ®b) = Pr(b,a ®b)

with any a,b € K. Otherwise, ® is non-complementary.

3.2 A Bird’s Eye on the Tighter Expansion

Our expansion method of wires and C gates is similar to the method outlined
in [BCP*20]. However, when it comes to NC gates, we replace each NC gate
with a gadget in which either of its input sharings fails with probability f(p)
without the requirement for independence. Given that the correctness of our
expanded circuit is trivially maintained, we proceed to discuss the security of
our expansion.

Considering that the failure of a single sharing aligns with that in [BCP*20],
we focus on demonstrating the reduction of the joint failure of the input shar-
ings with probability f(p). Firstly, when a joint failure occurs, we directly map
it to the joint leakage of the input wires of the original gate, resulting in a joint
leakage probability f(p). It’s important to note that each sample of wires is inde-
pendent in the random probing model. Therefore, we apply additional reduction
techniques to translate the joint leakage into an independent leakage of a single
wire. Additionally, since the inputs and output of NC gates are correlated, both
inputs need to be simulated when the output leaks, equivalent to simulating
the leakage of both inputs. Consequently, as the second step, we translate the
joint leakage of the input wires into an independent leakage of the output wire.
As discussed above, they are indistinguishable for the simulator, the reduction
holds.

Moreover, the failure probability of the expanded circuit is f (5 - f (p)) with
constant ¢ € [1,2) instead of f ( f (p)) This adjustment arises because the output
wires of NC gates are independently sampled twice in the reduction, leading to
an approximate leakage probability 2f(p). Intuitively, for example, the admis-
sible leaking wires of ¢ « a - b are {a,b,c,c} for the verification of the tighter
expansion instead of {a,b,c} for the previous one, where the additional wire ¢
comes from the assumption for the joint leakage of a,b. Considering that the
failure probability of ¢ is f(p) after the expansion, if ¢ is contained in few failure
cases, the failure probability of the expanded circuit would be closer to f ( f (p))
Otherwise, especially in the worst case where all failure cases contain ¢, the fail-
ure probability would be f (2 - f (p)) because there are two ¢ sharings to leak for
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each failure case. Since the failure probability f(p) is calculated with the assump-
tion that all wires leak with probability p, the failure probability of the tighter
expansion is between f(p) and f(2p), called f(dp) for simplicity. We provide a
comprehensive description of the formula on ¢ in Section 4.2.

Specifically, there is a particular situation where the inputs of an NC gate
are independent of the output. For example, consider a - (a 4+ 1) with a € Fy. In
these scenarios, the inputs must be related (otherwise the gate would qualify as
a C one according to Definition 8). Consequently, the failure probability of each
input sharing (or both, since they are related) is 2f(p) — f2(p) < 2f(p) after
expansion, aligning with our reduction.

4 Related RPE and Its Application

In this section, we propose a tighter definition for the modular approach called
related Random Probing FEzpandability (rfRPE) for the expansion mentioned in
Section 3.2. Besides, we prove that all multiplication gates can be replaced by
rRPE gadgets in the expansion, thus the security of ISW multiplication [I[SWO03]
is equivalent to the algorithm proposed in [BRT21] for the modular approach.

4.1 Related RPE

In the following, we propose the definition of rRPE for 2-to-1 gadgets, and the
version for 1-to-2 gadgets is precisely the same as the definition of RPE. Thus,
we omit the fan-in-1 version. Similar to RPE, (Sk, f)-rRPE describes the k-time
expanded rRPE gadget. Intuitively, compared with RPE, the only difference of
rRPE is that they do not require mutually independent failure probability.

Definition 9 ((¢, f)-rRPE). Let f : R — R. An n-share gadget G : (K")? —
K" is (t, f)-rRPE for some p € [0,1], if there exists a deterministic algorithm
Sim$ and a probabilistic algorithm Sim$ such that for every input (a,b) € (K")?
and for every set J C [n], the random experiment

W < LeakingWires(G,p) ,
(I, I, J") « SimE (W, J) |

out < Sim§ (W, J', a1, ,bjz,)
ensures that
1. the failure events F1 = (|I1] > t) and Fa = (|I2] > t) verify
Pr(F1) =Pr(F) =€

with e = £(p),
2. J" is such that J = J if |J| <t and J' C [n] with |J'| =n — 1 otherwise,
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3. the output distribution satisfies
out (AssignWires(G,W, (d,l;)),éu,) ,

where ¢ = G(a, b).

Definition 10 ((S, f)-rRPE). Let f : R — R and k € N. An n*-share gadget

G : (]K”k)2 - K" s (Sk, f)-rRPE if there exists a deterministic algorithm
Simf and a probabilistic algorithm Simg such that for every input (a®),a®)) €
k

K" x K", for every set J € Sy U [n¥] and for every p € [0,1], the random
experiment

W <« LeakingWires(G, p)
(I, Iz, J') = Sim{ (W, J)

out + Sim§ (W, .J', &ﬁ‘?v lA)‘(Z))

ensures that
1. the failure events F1 = (I1 € Sk) and Fo = (I1 & Sk) verify
Pr(]—'l) = Pr(fg) = €

with € = f(p),

2. J' is such that J' = J if J € Sy and J' = [n*]\ {j*} for some j* € [n*]
otherwise,

8. the output distribution satisfies

out 2 (AssignWires(GJ/V, (a<k>,z3<’f>)),él(§?) ,

where ¢ = G(a,b).

Proposition 2. Let f : R — R and n € N. Let G be an n-share gadget. If G is
(t, f)-rRPE, then G is (t,2- f)-RPC.

Proof. Let the simulators in rRPE be the simulators in RPC. Since |J| < ¢ in
RPC, we have J' = J and then

Pr(([I1] > )V (1] > 1)) < Pr(|L1| > t) + Pr(|lo] > t) =2-¢ .

Proposition 2 shows the reduction from rRPE to RPC. Besides, we have the
following theorem explaining the expansion of (r)RPE gadgets with different
gates, and its proof is given in Appendix A. As an intuition, the proof is similar
to that of Theorem 2 of [BCPT20], i.e., it is also an induction from bottom to top.
The difference is that we construct an intermediate sampler called Sample for the
reduction in Section 3.2, and prove that it is somehow equivalent to LeakingWires.
Then, we prove that both the simulation for the failed sharings sampled by
Sample and that for the other leaking sharings sampled by LeakingWires satisfy
the requirements of the corresponding security notions.

17



Theorem 2. Let G be an n-share (t, f)-RPE (resp., (t, f)-rRPE) gadget. Then
G(k) is (Sg, g"))-RPE (resp., (S, g"))-rRPE) with the expansion method:

— C gates are expanded by (t, f)-RPE gadgets, and
— NC gates are expanded by (t, f)-rRPE gadgets,

where g(p) = f(dp) with constant 6 € [1,2) related to the construction of G.

Intuitively, ¢ varies with the proportion of NC gates in G, there is 6 = 1 if
there is no NC gate in G, otherwise, there is § € (1,2). We provide the verification
method of both f(p) and g(p) in the next section, along with the formula of the
bound of §.

4.2 Verification Method

In this section, we introduce the verification method for f(p), g(p) as referenced
in Theorem 2, which is formalized in Algorithm 2, directly yielding §. The key
idea is that each internal wire list with size 7 leaks with probability p?- (1 —p)*~*
with circuit size s. Initially, we denote f(p),g(p) = 0. If there are ¢; failure
sets of internal wires with size i, we update the functions as follows: f(p) +
fp) +cip' - (1 —p)*~* or g(p) < g(p) +cp’ - (1 —p)* "

Our verification method adopts the language-based approach [BBC*19], which
utilizes a divide-and-conquer approach, implemented through two algorithms.
The first algorithm verifies if the leakage is related to more than ¢ shares of
(either) input sharing for a fixed set of admissible observations. This is achieved
by repeatedly applying semantic-preserving simplifications to the symbolic rep-
resentation of the leakage until it either depends on no more than ¢ shares or
fails, as defined by Sim in Algorithm 2. Given the inputs of leaking wires, Sim
outputs the maximum number of input shares required for the leakage simula-
tion. Moreover, the second algorithm explores all admissible observation sets,
invoking the first algorithm for each set. Besides, for gadgets with two output
sharings (¢; and ¢é2), we evaluate all admissible combinations of leaking output
shares, i.e. {(¢1)j01 U (€2)j01}; jer(n))r H(e1)jor U (€2)j02 ici(m) sepnp 1(E1)102 U
(62)‘0} }ie[n],je[(?)] and {(é1)|02 U (ég)p? }ije[n], where O[l(?)], O[zn] are the same
as those in Algorithm 2. These combinations replace é‘o} and é‘o? in Algo-
rithm 2, becoming part of the input of Sim. Compared to the single-output case,
verifying a gadget with two outputs requires three times more calculations, as
each leaking list is checked four times, corresponding to the four possible cases
of output leakage. This method generalizes to any number of output sharings,
resulting in 2 combinations, where m is the number of output sharings.

In general, the values of f(p) and g(p) produced by Algorithm 2 serve as
upper bounds for the accurate values of f(p) and g(p). In detail, the coefficients
Cfle+1,5;] and ¢g e+1,5,)] are calculated under the conservative assumption
that all unchecked leakage sets fail. Conversely, the lower bound of f(p) and g(p)
can be obtained by assuming cf; = ¢q; =0 for i € [c+ 1,[S¢|],j € [c+ 1,]5]].
This approach is similar to the method used for calculating the lower bound of
failure probability in VRAPS [BCPT20].
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Finally, we present the calculation of § in Theorem 2. As previously discussed,
the values of f(p) and g(p) are estimated using our verification tool. In the
computation of g(p), some wires (specifically, the output wires of NC gates) are
sampled twice with probability p, unlike the case of f(p). The lower bound of
¢ is 1, which occurs if there are no NC gates in the circuit G. This is because,
in the absence of NC gates, we have Sy = S, resulting in identical verification
processes for both f(p) and g(p), leading to f(p) = g(p) and thus 6 = 1. On the
other hand, the upper bound occurs when G is entirely composed of NC gates,
meaning (almost) all wires are sampled twice. Assuming that G is a (t, f (p))—
rRPE with leakage probability p (it is reasonable since the calculation of f(p)
is independent of ¢), this situation is equivalent to sampling G with probability
2p — p?, which leads to a failure probability of f(2p — p?). Thus WLOG, we have
g(p) = f(2p—p?) < f(2p), providing the upper bound. Generally, f is monotonic
increasing since it is trivial that the failure probability grows with the leakage
probability.

To clarify the value of §, we provide a formula in the following;:

0= (Zg’z) ", where Cfi:Cqi 70 and ¢ j,cq; =0 for any j < ,
1.

where c; is the coefficient of f while ¢, is that of g. This formula is well-defined
since 0 = 1 in the case of the lower bound mentioned above, where ¢, ; = c¢;, and
§ = 2 in the case of the upper bound, where ¢, ; = 2° - ¢f;. More precisely, each
wire in a failure list with size ¢ is sampled twice in the upper bound case, leading
to 2° times more failure cases. Notably, § is primarily significant in quantifying
the disparity between f and g in Theorem 2, whereas the explicit calculations
for both f and g are shown in Algorithm 2.

4.3 Application of rRPE

In this section, we prove that Algorithm 3, which is widely known as ISW mul-
tiplication proposed in [ISW03], is (¢, f)-rRPE with amplification order min(¢ +
1,n — t). Lemma 2 shows its rRPE security with proof in Appendix B. Since
the 3-share ISW multiplication is (1, f)-rRPE according to Lemma 2, it is ex-
pandable in our tighter expansion. Although the value of ¢ in Lemma 2 is lower
than that of Lemma 1, it does not affect the security of Algorithm 3 since
min{t 4+ 1,n —t} < [§] and the maximum holds when ¢ = | %], which means
there must be t < n—2 for n > 3 if Algorithm 3 (and Algorithm 1) remain their

largest amplification order.

Lemma 2 (rRPE security of Algorithm 3). Letn € N. For everyt < n—2,
Algorithm 3 is (t, f)-rRPE of amplification order
d>zmin(t+1,n—1t) .

Therefore, we can use Algorithm 3 instead of Algorithm 1 in the expansion of
multiplication gates and maintain the same level of security. Besides, the com-
plexity of Algorithm 3 is O(n?) instead of O(n?logn), which is the complexity
of Algorithm 1 in [BRTV21].
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Algorithm 2 Verification for rRPE in Theorem 2

Input: 2-to-1 n-share gadget G with input sharings a, b, output sharings ¢ and internal

wires w,); parameters ¢, c

Output: failure probability f(p), g(p) with leakage probability p

1: 81,82 < {wig} > The lists of admissible leaking wires for f(p), g(p) respectively.
2: for i € [s] do
3: if w; is the output of an NC gate then
4: So + So U {w;} > w; is sampled twice for g(p) in this case.
5: end if
6: end for
7 0[1(7)] < Subset([n], t) > Subset(A, b) outputs all b-size subsets of A.
8: O[Qn] <+ Subset([n],n — 1)
9: for i € [c] do
10: c1,; <0 > Count of failure with ¢ leaking wires and t outputs.
11: c2,: <0 > Count of failure with ¢ leaking wires and n — 1 outputs.
12: for all S, C S, with |S,| =i,a € [2] do
13: for O; € {O[l(?)]} do
14: if Sim(S;, U {é|o}}) >t then
15: cri4cii+1 > S, fails if there exists S, U é\o} failing.
16: break ‘
17: end if
18: end for
19: for O? € {O[Q,L]} do
20 Be1
21: if Sim(S;, U {é|o‘]%}) <t then
22: B+ 0
23: break
24: end if
25: end for
26: Coi 4 C2i+ B > 7, fails if all S5, U €02 fail.
27: end for ’
28: end for
29: for i € [c+ 1,|S4]],a € [2] do
30: Ca,i ‘Sfl > The upper bound where all unchecked leakage situations fail.
31: end for
32: for a € [2] do
330 fa(p) ¢« max{} s, crip’ - (1 =p)° " X icsay c2qp’ - (1 —p)° "'}
> fi(p) = f(p), f2(p) = 9(p).
34: end for
5 Virtual Non-complementary Gate

In this section, we define Virtual Non-Complementary gate (VNC gate for short)
to reduce the expansion requirements of C gates, which allows the C gates ex-
panded with rRPE gadgets rather than RPE ones. Additionally, we denote wires
that are not the outputs of any gates in gadget G by original wires of G.
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Algorithm 3 ISW Multiplication Gadget [ISW03]
Input: input sharings a,), b
Output: output sharing cj,) of a-b
L ¢pp) = app) - i)

2: for i < 1ton do

3: for j <« i+ 1tondo
Tij < $
c, ¢ + T4,
t (ai ~b]~+n,]~)+aj - b;
cj < cj+ t

end for
end for

Definition 11 (VNC gate of gadget G). For a C gate ® with input wires
a,b € K, its corresponding VNC gate ® shall satisfy the following two conditions:

1. There are three cases for its input wires: _
— If both a and b are original in G, the input wire of ® is a virtual wire
ab;
— Ifa (resp., b) is original in G, the input wires of ® are ab,b (resp., ab,a);
— If neither of a,b is original in G, the input wires of © are ab, a,b.
Additionally, the virtual wire ab can be sampled by LeakingWires. If {ab} CW
with W <+ LeakingWires(a®b, p), let W+ W U {a,b}.
2. The output wire of ® is a ® b. In other words, the transformation from C
gates to VNC ones does not change the output wire.

It is worth noting that the definition of original wires is unnecessary for VNC
gates, i.e. virtual wires could be added to C gates without differentiation. How-
ever, this approach would result in increased leakage compared to the version
with original wires, thereby reducing the tolerant leakage probability.

b b
I ¥ I
- a
[ b -
Both inputs are Only a is original. Neither input is original.

original.

Fig. 6. Illustration of the transformation from C gate to VNC gate, where the dashed
blocks refer to other gates connected with the C (or VNC) gates and the dashed wires
refer to the virtual wire ab. We note that the additional ab wire in VNC gate is not
used in the calculation but only for the sampling.

Generally, the functionality of VNC gates is identical to that of their corre-
sponding C gates, as they produce the same outputs. The only difference between
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them lies in the amount of leakage. Intuitively, the VNC gate is essentially a C
gate with an additional wire, ab. While ab can be sampled by LeakingWires, it
is not utilized in the circuit execution. However, once ab is included in W, the
simulator needs to simulate both ¢ and b additionally. Additionally, in the case
of a composable gadget G, there may be a scenario where a wire (e.g. a) is an
original wire of G but not for the composed gadget. In such cases, we maintain
that a is original because it is considered an original wire in the verification of
G. Thanks to the simulator, the leakage of a is translated into the leakage of the
parent gadget’s output shares, which are then used to simulate the leakage in G.
In essence, the simulation of the leakage for VNC gates and their parent gadget
(gates) is separated in this case.

For a C gate ® with input a,b and output ¢, there are four possible wires
leaking with probability p in a®b, i.e. a, b, ab and ¢ which is illustrated in Figure 6.
More precisely, there are three distinct cases for the leakage probability of the
input wires in VNC gates:

— If neither input of ® is original, either a or b leaks with probability® 2p—p? ~
2p because they are sampled twice from a (or b) and ab, and both a and b
leak with probability p + p? ~ p.

— If either input of ® is original, the original wire leaks with probability p
because it leaks iff. ab leaks. Nevertheless, the leakage probability of the
other wire is still 2p — p? ~ 2p.

— If both inputs of ® are original, each of them leaks with probability p.

We compare the admissible leaking wires of a VNC-version gadget and those of
a C-version gadget in Appendix C.

As an intuitive approach, the VNC gates can be replaced by rRPE gadgets
in the expansion. This is because the leakage of a single input wire with a proba-
bility no less than p is replaced by the failure of a single sharing with probability
f(p), while the joint leakage of both input wires with probability p is replaced
by the joint failure with probability no more than f(p), as illustrated in Table 4.

Table 4. Intuition about the expansion of VNC gates with rRPE gadgets.

Wires a b ab
Initial |[Zp|=2p| p
Expanded|f(p) | f(p)[< f(p)

Probability

Additionally, it’s worth mentioning that the expansion of VNC gates is tighter
than that of NC gates, as outlined in Theorem 2. This is because each leakage

5 We omit the O(p®) term in the probability because the wires are replaced by sharings
with failure probability € <p (as required by rRPE) in the expansion. This implies
that terms smaller than O(p) in the leakage probability do not affect the correctness
of the expansion.
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probability p of the wires in VNC gates is expanded into f(d'p) with §' < 1 (as
seen in Table 4) 7, while in NC gates, it is translated into f(Jp) with 6 > 1 (as
stated in Theorem 2). This means that the k-time expansion of VNC gates with
(t, f)-rRPE gadgets fails with probability f*)(p) rather than g(*)(p) mentioned
in Theorem 2. We omit the specialized proof of this property because it is similar
to the proof of Theorem 2. Instead, we provide a high-level definition combining
C and VNC gates in Section 6. For this, we present a formal expansion method
(Theorem 3) along with its proof (Appendix D).

Nevertheless, since the leakage probability of the input wires of VNC gates
increases, there are more failure situations in the simulation of (r)RPE gadgets
with VNC gates than gadgets without VNC gates. As a result, the tolerable
leakage probability of gadgets with VNC gates is lower than that of gadgets
without VNC gates. In other words, it is a trade-off between circuit complexity
and tolerable leakage probability for the usage of VNC gates.

VNC gates in the verification tool. Since Algorithm 2 is tailored for C and
NC gates, it can not be applied directly to verify gadgets with VNC gates. More
precisely, the only issue lies in determining the original wires during the sampling
phase (i.e., generation of Sy, Sy in Algorithm 2). There are some additional steps
for VNC gates between line 6 and line 7 of Algorithm 2, and we outline the
method used for this determination in the verification tool below:

1. Identify the input shares that serve as the inputs of VNC gates;
2. Label the wires from Step 1 as the original wires if they are used only once
within the gadget.

The first condition is valid because wires not meeting this criterion must serve
as outputs of certain gates, indicating they are not original wires. The second
condition holds as wires used more than once must be outputs of copy gates.
In particular, the randoms are always used twice to ensure the correctness of
gadgets, which implies they are always the outputs of copy gates.

After identifying the original wires, we update the admissible leakage wires
lists (denoted as S, S3 in Algorithm 2) as follows, while the other part of Algo-
rithm 2 remains:

1. Remove all original wires. To avoid confusion, we note that the original wires
are defined at the beginning of this section;
2. Add the virtual wires.

6 Expansion with Multiple-input Gates
This section introduces the expansion with multiple-input gates. More precisely,
we regard several gates as a multiple-input gate that can be expanded with a

" The expansion for VNC gates transforms p’ into f(p) with p’ > p and transforms p
into f(p") with p” < p. Thus, mathematically, this transformation can be viewed as
a mapping of p — f(&'p) with 6’ < 1.
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single gadget. Since RPE gadgets for gate-wide expansion may have redundant
parts for composable security, our method can reduce these redundancies for
better complexity. We provide the formal definitions of the half-complementary
gate, which is the mentioned multiple-input gate, and the corresponding security
for the expansion.

6.1 Half-complementary gate with dependent sets

In this section, we integrate the definitions of C and VNC gates into a new one
called half-complementary gate with dependent sets.

Definition 12 (Half-complementary gate with dependent sets). Let H :
K¢ — K™ be a gadget with inputs Bl and outputs bpy,). Then H is a half-
complementary gate with dependent sets Ajg ((A[q])—HC' gate for short), where
— Al = 2 with i < o < q if Bja, are the inputs of the corresponding C gates
of the VNC gates in H, and « is the number of VNC gates in H,
— |A;] =1 with oo < j < q such that U,y Ai = [€].

Intuitively, HC gates are the polymer of C gates and VNC gates. Especially, the
inputs )4, for the VNC gates in Definition 12 refer to those of the initial C
gates. For instance, 3|4, are a and b for VNC gate © mentioned in Definition 11.
We provide an example of HC gate in Appendix C.

In Proposition 3, we describe the relationships between C (VNC) gates and
HC gates. Intuitively, the C gate is the upper bound of the independent input
and output wires for the HC gate, while the VNC gate is the lower bound. The
definitions of the HC gate and C (VNC) gate directly prove Proposition 3.

Proposition 3.

— The 2-to-1 C gate with inputs afg) is a ({1},{2})-HC gate.
— The 2-to-1 VNC gate with inputs ay is a ([2])-HC gate.

6.2 Multiple inputs RPE with dependent sets

Furthermore, we propose multiple inputs RPE (MiRPE) to describe the expan-
sion of the half-complementary gate.

Definition 13 ((¢, f)-MiRPE with dependent sets A). Let f: R — R and
k € N. An n-share gadget G : (K™)* — (K™)™ with input sharings arg is (t, f)-
MiRPE with dependent sets A = Ay ((t, f, A)-MiRPE for short) for some p €

[0, 1], if there exists a deterministic algorithm Sim? and a probabilistic algorithm
Simg such that for every set Jy, Ja, ..., Jm C [n], the random experiment

W « LeakingWires(G, p) ,
(L, J,py) < Sim§ (W, T
out + Simg (W, J[/m], (&[é])\l)

ensures that
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— the failure events F; =\ 4, (1| > 1) for i € [q] verify
Pr(/\ F;) =€l for L C [q]
el

with € = f(p) (in particular Fiq are mutually independent) where I = {Ij4},
— J!is such that J! = J; if |J;| <t and J] C [n] with |J[| =n — 1 otherwise

fori € [m],
— the output distribution satisfies

out (AssignWires(G, W, aj), (épmp)1a7)
where ¢, = G(agg) and J' = {J[’m]},

where U,y Ai = [€] and

i = 2, fori<a<
’ 1 |, fora<i<

i€lq
q

q -

Definition 14 ((Sk, f*))-MiRPE with dependent sets A). Let f : R — R
and k € N. An nF-share gadget G : (K”k)l — (K"k)m with input sharings

d%) is (Sg, f*))-MiRPE with dependent sets A = Alg (S, f*), A)-MiRPE

for short) for some p € [0, 1], if there exists a deterministic algorithm Sim? and
a probabilistic algorithm SimQG such that for every set Ji,Ja, ..., Jm C [n¥], the
random experiment

W < LeakingWires(G, p) ,
(I, Jh) = SimT OV, Jim)

e ~ (k)
out < Sim; (W, J[’m]7 (am >|I)
ensures that
— the failure events F; = \/z‘eAi (I; € Sk) verify
Pr(/\ F;) =€l for L C [q]
ieL

with € = f®)(p) (in particular Fiq are mutually independent) where T =
U}

— J!is such that J! = J; if J; € S and J! = [n¥]\{ji} with ji € [n*] otherwise
fori e [m],

— the output distribution satisfies

out @ (AssignWires(G,WvdEf]))’ (CE:%)])IJ) ’

A(k) (A (K) —
where ¢, = G(am ) and J' = { it
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Proposition 4. For fan-in-2 gadgets with input sharings ajy,

— (t,f)-RPE < (t, f, {{1},{2}})-MiRPE,
— (t, f)-rRPE < (t, f,{[2]})-MiRPE.

Proposition 4 is proven directly by the definitions of RPE, rfRPE and MiRPE.
Intuitively, it is shown that MiRPE exhibits security requirements between those
of RPE and rRPE. As a result, there is the following theorem for the expansion
of HC gates and MiRPE gadgets, and we provide its proof in Appendix D, which
is adapted from the proof of Theorem 2.

Theorem 3. Let G be an n-share (t, f, X)-MiRPE gadget. Then é(k) is (Sy, ),
X)-MiRPE with the expansion method that every (Arq)-HC gate is expanded by
a (t, f, Ag)-MiRPE gadget for each expansion.

Similar to the case of rRPE, we use the new verification tool to calculate the
failure probability of MiRPE gadgets. Notably, compared with rRPE, the failure
probability of some input sharings is required to be independent. For instance,
for (t, f, {{[2]},{3}})-MiRPE gadget G with inputs G, the failure probability
of ay) could be related, but that of az and as should be independent.

Besides, we have Proposition 5 to describe the relationship between (¢, f.A)-
MiRPE and RPC, and we omit its proof because it is similar to Proposition 2’s.

Proposition 5. Let f: R — R and n € N. Let G be an n-share {-to-m gadget.
If G is (t, f,A)-MiRPE, then G is (t,¢- f)-RPC.

Intuitively, the HC gates compose several elementary gates into ones, which
straightforwardly reduces the number of gadgets in the expansion. Note that
all expandable gadgets (i.e., RPE, rRPE and MiRPE) would cost some of their
randomness for the composability, the MiRPE gadgets can be more efficient than
the composite of the RPE and/or rRPE gadgets in the expansion.

Thanks to all the techniques proposed in this paper, we have Theorem 4,
whose proof is shown in Appendix E.

Theorem 4. For any given failure probability 27" and circuit C, there exists a
3-share compiler CCs with complexity .Q(CCgk)(C’)) < O(|C|-9.5%) = O(|C|-K>?)
and tolerant leakage probability p > 2759 as well as a 5-share compiler CCs with
complexity Q(CCgk)(C)) < O(|C] - 22.76%) = O(|C| - K*®) and tolerant leakage
probability p > 2794,
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7 Conclusion

In this paper, we provide a tighter security called rRPE for the modular ap-
proach, which is more efficient for the expansion of the gates with correlated
inputs and output, defined as non-complementary gates. With the rRPE secu-
rity, we reduce the complexity of the multiplication gadgets with optimal security
in the modular approach from O(n?logn) to O(n?). To extend the application
of rRPE gadgets, we provide a method to scale complementary gates into non-
complementary ones, called VNC gates.

Besides, we define the composition of the complementary gates and the non-
complementary ones as half-complementary gates, and provide the MiRPE secu-
rity for its secure expansion. Since the MiRPE gadgets reduce some redundancy
for composability compared with the composition of the corresponding RPE
gadgets and rRPE ones, it enhances efficiency even more.

Finally, we construct a 3-share compiler and a 5-share one with RPE, rRPE
and MiRPE gadgets with complexity O(|C| - £%?) and O(|C| - £%#¥) respectively,
and their tolerant leakage probabilities are no less than 2769 and 274
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Appendix

A  Proof of Theorem 2

As part of the proof, we introduce three games in the following. In the rest of this

section, let ¢; def g(”(p) and e &' g(p). Besides, let /%) be the corresponding sharing in
G(k) if £ is a wire in G. We define the parent gadget of G as the gadget whose output
is the input of G, and we define the child gadget of G as the gadget whose input is
the output of G. Furthermore, we note that the sampler of the reduction circuit is
based on LeakingWires, so it is unnecessary to define a new sampler for the definition
of rRPE. Finally, although the expansion for G requires a family of (r)RPE gadgets
to guarantee the functionality of the expanded gadget, we assume that only one RPE

gadget and one rRPE gadget are used for the expansion in the proof. This assumption
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does not affect the correctness of Theorem 2, as we can reasonably assume that the
rRPE gadget used has the highest failure probability among the rRPE family, and the
same applies to the RPE gadget.

Game 0. Game 0 is the standard random experiment of (r)RPE. For gadget G, it is

W < LeakingWires(G, p) ,
(I, I, J) < Sim& W, J) ,

out < Simg(W, J', ar,, lA)uz)

for gadget G in Theorem 2. Since G is (¢, f)-(r)RPE, there are two cases in the exper-
iment:

— If G is RPE, either of input sharings d or b fails with probability ¢, or both of them
fail with probability €. )

— If G is rRPE, the following failures happens with probability e: a, b and both a
and b.

In addition, we stress the leakage of gates in G and divide the leakage into the following
conditions:

1. For each C gate, we only consider the leakage of its input wires, namely the leakage
occurs to either of them with probability p or it occurs to both of them with
probability p.

2. For each NC gate, we also consider the leakage of its input wires a and b, but with
an additional virtual wire ab. As a virtual wire, ab is not the input of LeakingWires,
it leaks if and only if the output wire c leaks. In our division, the leakage of c is
the case of the child gate of the NC gate, so we add ab to express the joint leakage
of a and b mentioned in Section 3. In conclusion, the leakage for the NC gate is
divided into two cases: one is that the leakage occurs to either of the inputs with
probability p, while the other is that ab leaks with probability p, leading to the
joint leakage of both a and b. Finally, we note that the virtual wires have no effects
on the sampling and simulation in the experiment of G since it can not be sampled
by LeakingWires, and it would be useful in the reduction of the following proof.

Game 1. Game 1 is the standard random experiment for G(k) with k € Z, namely

W®*) < LeakingWires (G (k),p)
(19, 18, ') = SimT B ), @)

. Gk k k) ~(k 7(k
out < S|m2( >(W( ),J'( )7a|<1()k)7b‘(1()k)) .
1 2

We assume that G(k) is (S, g®)-(r)RPE, then there are two failure cases for G(k):

— If G(k) is RPE, either a® or b™*) fails with probability €, and both of them fail
with probability eZ.

— If G(k) is IRPE, either a'®) or 5*) fails with probability ex, and both of them fail
with probability e as well.
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Game 2. Compared with Game 0, we change the leakage probability of LeakingWires
from p to dex in Game 2. Thus, the experiment becomes

W < LeakingWires(G, dex)
(I, I, J') = Sim{ (W, J)

out < Simg(W, J', ar,, 13‘]2)

Thanks to the definition of g, it is directly demonstrated that G is (¢, g**)-(r)RPE
in this experiment. Similar to Game 0, we recall its wire leakage in the following;:

— For each C gate, the leakage occurs to either of them with probability dex or it
occurs to both of them with probability (dex)?.

— For each NC gate, the leakage is divided into two cases: one is that the leakage
occurs to either of its inputs with probability de, while the other is that the virtual
wire leaks (i.e. the output wire leaks) with probability dex, equivalent to the joint
leakage of both the inputs.

Proof. We prove Theorem 2 by induction, namely we assume that G(k) is (Sk,g™*)-

(r)RPE and prove that G (k +1) is (Skt1, g“iﬂ))—(r)RPE with k € Z. Thus, we should
construct two simulators, Sim?(kﬂ) and Simg(kﬂ), such that for every (d(kﬂ), lg(kﬂ)) €
k+1 k

K™« K™ and for every set J*+Y € Sy U [nF*1], the random experiment

WD« LeakingWires (G (k + 1), p) ,
([§k+1)7lék+1)7 ,](k“)/) - Simf(k-‘-l)(w(k-}—l)“](k-kl)) ,

. G(k+1 k+1 k+1) (k41 2 (k+1
out < S|m2 ( >(W( ), J( ) 7a|<1(k+)1) ’ b‘(I(kJr)l))
1 2

ensures that
1. the failure events ]—'f’“'l) = ([1('“1) & Sk+1) and }'Z(IH'I) = (Iékﬂ) & Sk+1) verify
Pr(FF) = Pr(FFTY) = exps

Furthermore, Pr(]-'l(kH) A .7-'2<k+1)) = €p44 is required for the (¢, f)-RPE G,

2. the set J*+D' ig such that JE+D = jhk+D) 4 jlh+1) Sk11 and JE+D =
[\ {5* D} for some 5D € [n*F1] otherwise,

3. the output distribution satisfies

out et (AssignWireS(é(k +1), W(kﬂ): (&(kﬂ)’ 6(k+1)))’ é\J(k“)l)

where 2 = G(a*+Y b+ k4 1).

Note that all gadgets in the proof are assumed as 2-to-1 for simplicity, and the proof
of other gadgets is similar. Obviously, Game 0 shows that Theorem 2 works for k = 1,

since f(p) < g(p). Therefore in the rest of the proof, we prove the cases with k > 1.
def 5

Let Go ' Gy (k) be the (Sk, g®))-RPE gadgets and Gnc = Ga(k) be the (S, g*))-
rRPE gadgets, where G1 is (¢, f)-RPE and Gy is (¢, f)-rRPE. Then, noting that G(k+1)
can be generated by replacing each C gate (resp., NC gate) of G with G¢ (resp., Gne),
we construct the simulators for the experiment of é(k + 1) with the simulators in the
above games in the following.
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Assuming that there is totally sc C gates and syc NC gates in G, we index
Go as {Geiticlso) and index Gne as {GNe,itielsye] D G(k + 1), and we index the
corresponding gates as {gc,i bic[sq] and {gNC,i bicls v o respectlvely Besides, we assume
that the input sharings of G¢; (resp., Gne ,) are ac,; and bc i (resp., Gne,: and byo i),
and we call the corresponding wires of ac.i, bc i (resp., anc,i, ch i) as ac,i, bo,i (resp.,
anc,i,bne,i). Let G be Gc and Gnyce whose inputs are also the inputs of G(k: +1)
and let an be G¢ and Gnc whose outputs are also the output of G‘(k + 1). Besides,
let d; and 13; be the input sharings of G; and let ¢ be the output sharing of G7. We
denote G[(f]) by all G¢ [so] and Gne,[sye] With s = s¢ + snc and define L(G) as the
leakage set of gadget G, let dl(.k) and Bfk) be the input sharings of ng) and let égk) be
the output sharing. Finally, we define the output indices set of gadget G as Out(G)
and define its leakage output indices set as LO(G).

First, we perform a bottom-to-top simulation for G(k + 1), i.e. from Gp, to an]
More precisely, we denote the parent gadget of gadget G by G— and denote the child
gadget of G by G+, then:

1. Let G[n] + Gf,- Let L(G(k + 1)) « LeakingWires(G/(k + 1),p) and divide it into

{L(G™)}icts). Besides, we divided LO(G(k + 1)) into LO(G?) with i € [n].

2. Run BT described in Algorithm 4. While there are two child gadgets for each
G, we only express one of them in line 6 of BT for simplicity, the other child
gadget executes the same operations, and we omit it. So, BT traverses all fo])

and generates Sl (sz)), where Sl[g](G§k>) are the input indices sets to simulate
all leakage for each ng).

Algorithm 4 BT
Input: {L(G")}iers),LO(GT,)
Output: Sl (GE;)) where (dl(-k))

LG and LO(G™).
Gy Gy
for i € [n| do
while G; #1 do
Slpy (G )« Sim&® (L(Gy), LO(GY))
LO(G;i—) « SI;(G;) where SI;(G;) N Out(G;—) # 0 with j € [2]
G Gi—
end while
end for

sl (G(F)) and (l;gk))‘3|2(c{k)) can perfectly simulate

Then we construct Sample, where the deterministic algorithm MappingtoWires sat-
isfies

W—WwWui{ey ifi»¢gs,;

MappingtoWires(é(i),W,i) = { N therwi
, otherwise

for i« € Z and the relationship between ¢ and %) is noted in the beginning of this
section. We note that the output of Sample is the leakage set of G rather than G(k+1)
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because it is used to generate a transitional game, called Game 3, to transform our
goal experiment to Game 2.

Algorithm 5 Sample

Input: Gadget G(k + 1) and leakage probability p
Output: Leakage set W of G

1: WD« LeakingWires(G(k + 1), p)

2: Slig (GIY) « BT(WEHD gDy

3 W+ MappingtoWires(Sl[g](fo])), W, k)

Before introducing Game 3, we analyze the output set of Sample. We denote the
wires ¢ € W satisfying %) ¢ {ac,[s¢], bc (s} bY We, and we denote the wires £ € W

satisfying Z(k) S {dNC‘,[ch]:BNC,[sNC]} by Wnec.

— In We, since the failure events of G¢ |5, either Sli(Ge,i) € Sk or Sla(Ge,i) € Sk
for ¢ € [sc], happens with mutually independent probability no more than e,
either ac,; or be,; is regarded to be sampled into W with mutually independent
probability €.

— In Whe, similarly, either anc,i or byc,: is sampled into W with probability eg.
Nevertheless, both of them are sampled with maximum probability € instead of
ei thanks to the definition of rRPE. If both anc,; and byc,; are sampled with prob-
ability e, we replace them with the virtual wire anc,ibnc,: in Whye. Furthermore,
as we discussed in Section . 3, since the simulation of cy¢,; is equivalent to that of
both anc,; and byc,i, the leakage of cne,; is also replaced by that of ancibnc,: in
Whe. Consequently, the sample probability of anc,:bne,: is totally 2ex, — ei ~ 2¢k.

Then, we compare the leakage probability of wires sampled by Sample with the
probability of LeakingWires(G, d¢x) from Game 2 in Tables 5 and 6. Therefore, there is
a reduction that Simg] in Game 2 can generate the perfect simulation of the leakage
set sampled by Sample if dei is the average leakage probability of wires sampled by
Sample. In this case, there is § € [1,2] since the maximum sample probability is 2ej
from the output wires of NC gates.

Table 5. Comparison between the prob- Table 6. Comparison between the prob-
ability of the leakage of ac,,bc,; in ability of the leakage of awc,,bwnc, in
LeakingWires(G, dex) and the probability LeakingWires(G, dex) and the probability
where ac,i,bc,; are sampled into W with where anc,i,bnc,; are sampled into W

Sample. with Sample.
robability robability
ac,i|bc,i|ac,i Nbc,: anc,i|bnc,ilanc,ibne,:
Sampler Sampler
LeakingWires | d¢y, | de | (Oex)” LeakingWires | dex | dex deg
Sample €r | €k € Sample €r | €k 2€p

Thanks to Sample, we have Game 3 in the following. Note that the leakage set
W in Game 3 can be reduced to that in Game 2 according to the above analysis.
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Consequently, the failure probability of Game 3 is the same as Game 2 (or rather, no
more than Game 2), i.e. |I1]| > ¢ and |[2| > ¢ with probability €x4+1 independently for
(t, f)-RPE G and not independently for (¢, f)-rRPE G.

Game 3. In Game 3, we consider the following experiment:

W « Sample(G(k + 1),p) ,
(713, T ') e Sim D (W, g4 0)

out < Simg(kH)(mekH), Jékﬂ)l A(Hl), B(k+1))

Ty 113
with ~
g (AssignWireS(G(k? n 1)’)/\)1(mk+1)7 (&(k+1)7b(k+1))),é‘(§$€1+)1)/> )
F
where
W S e s @M)ISL(G) ¢ Sk € [s],4 € (2]}
and

JUs1) def {€ € LO(G2)|LO(GS) & Sk,i € [n]} , if J*TY € Sy
e IRECSRAVA , otherwise ’

where J* is the output indices set of some GY. Intuitively, J}kﬂy is a subset of J(k'*'l)l,
which only contains the wires from LO(GY) & Sk.

Simf':(kH) is introduced in Algorithm 6, where ToSharing(¥, %) 4F 70) with ¢ being
the wire in G. Then we consider the choice of J* in J}kﬂ)/. In the case of J*+1) & Sk+1,
there is |J| > ¢ in Algorithm 6 thanks to MappingtoWires, thus J' = [n]\{j*}. Then we
have éf?j” def ¢Gx, e, J* is the output indices set of G whose corresponding gate’s
output wire is c;x.

Algorithm 6 Sim&,*!
Input: w, JkE+D
Output: If,];,J}kH)/
T, Iy, JED 0
for i € [n] do
MappingtoWires(LO(G?), J, k)
end for
(I, 12, J") < Sim§ (W, J)
for ¢ € J// do ,
JEEDT U ToSharing(¢, k)
end for
for i € [2] do
for ¢/ € I; do
I + I UToSharing(¢, k)
end for
: end for

— = = =
WO Q
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We note that dl(flfl) and IBfoU can perfectly simulate Wfpk“) and JI(?HI),, namely
the construction of Simg<k+l). Note that the sets of plain values of a}, C dl(;?l) and
ls::/ - E‘(fzfl) are exactly |, and 5‘12 in Game 2, and a7, and 13‘12 can perfectly simulate
W and J' with Sim§ in Game 2. Besides, the plain values of £ € W (resp., £ € J') in
Algorithm 6 are also the plain values of failed Slm(ng)) (resp., failed J;) because the
failed Sl[g](G£k>) (resp., failed J?) are expanded from £ (resp., £'), which means we can
simulate all failed Sl (G§k>) by dff:rl) and l;‘(?:rl) with the flow

1 2
~ Sim&

~(k+1) 7(k+1) decode . s encode (k+1) (k+1)’
aff B 1 g by, T W, S WD .

The failure of Ij3; and I, [*2] are identical according to the above flow, thus the failure
probability of I[*Q] is also €x4+1 independently for RPE G and not independently for
rRPE G. Meanwhile, there are no more than ¢ @}, (resp., EZ/) contained by d‘(fgl)

(resp., I;l(gr D) if there is no failure. In other words, I; contains no more than ¢ sets

not satisfying Sy for i € [2], which means both I7 and I3 are Sk+1 in the case without
failure. In the following, we construct Game 4 to simulate all leakage of G(k + 1).

Game 4. In Game 4, we consider the following experiment with J*Y € S 1:
wkHD LeakingWires(é(k + 1),p) ,
Sl (GIY) « BTWHHD g1y
(I3, 137) < SimS 5 (Sl (Ghay))

. G(k+1 k+1 k+1) A (k+1 2 (k+1
out S|m2( )(W< + >, JEFD ’a\(I(k+)1>’b|(I(k+>l))
1 2

with
out %! (AssignWires(é(k + 1), WEFD (gD B“*“)),aww),)

and IFD L ey 12 for i € [2).
G(k+1) .

We construct the simulator Siml,, in Algorithm 7. Intuitively, 1[2] contain
Sl (Gl) with Slig(GY) € Sk and i’ € [n]. Obviously, the failure probability of
Simﬁfkﬂ) is 0 because it is deterministic.

Then, we prove that Ii(k"'l) € Sk+1 if I} does not fail with ¢ € [2]. For each I](-IH'I)
with j € [2], it can be divided into n subsets by Sl; (an]). Since I7 does not fail, there
are no more than ¢ subsets belonging to I; initially which are not Sk, and all the other
at least n — t subsets belonging to I7* initially satisfy Si because it is being Sy that

makes them chosen into I;* in Sim?fkﬂ). Thus, Ii(kﬂ) € Sky1 with ¢ € [2] if I} does
not fail. B
In the following, we describe how to simulate all leakage of G(k+1) with d:f:“?U and
1

l;‘(f(ti)l). We recall Game 1 for each ng) from top to bottom. First, all L( En]) can be
2

simulated because all SI;(G},) satisfying Sk are contained in I7*, and the failed SI;(G},)

must be the subset of I} thanks to its construction. Therefore, we have all d\(;-f(lc):i )
[n]

HEFD 4o simulate L(an]) with Game 1, and we also simulate LO(an])7 where

and big i)
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Algorithm 7 Simg,(kﬂ)
Input: Sl (an])
Output: I7*, I5*

1. I, 13"« 0

2: for i’ € [n] do

3: for j € [2] do
. : el (k+1)
4: if SI;(G}) € Wg then
5: I;" « I;" USl;(GY)
6: end if
7 end for
8: end for

LO(G%) € Sy, and |LO(GY)| = n® — 1 with ¢’ € [n]. There are two corresponding
schemes for them:

— For the case of LO(G%) € Sk, namely the simulation of G, + does not fail in Game
1, we can define LO(G,) as the corresponding Ii(k) of G% + directly and recall Game
1 again to simulate L(G%4) and LO(G? +) which can be used in the simulation of
G% ++ if it does not failed, and so on.

— For the case of |LO(G%)| = n* — 1, namely the simulation of G + fails in Game
1, we can simulate the full output sharing of G%, with &ffl:r D and Bfgr D thanks to

Game 3, and there are I C If]€le> with i € [2]. Therefore, we have n* — 1 shares
of the failed input sharing of G% + and we know the plain value of this sharing by
Game 3. Then, we can calculate the left one share, which means we know all shares
of the failed sharing. As a result, we can set the n* shares as partial input of Game
1 to simulate L(G? +) and LO(G? +) while the unfailed SI(G, +) (i.e. LO(G%)) can
be generated with the steps in the other case, and the rest steps are the same as
the above case.

We mention that the above schemes works not only for an] but also for all G E?, which

means we can simulate
W(k-‘rl) _ U L(G(k))
]

i€[s
and
o . k
JUHD Uien LO(GT) ,if JEHD € Sy
[”kH] \j(kﬂ) , otherwise ’
where j**1) is chosen with the following method: Once the top-to-bottom simulation

executes on GY where Out(G?) = J* defined in Game 3, we replace the output leakage
set of G} with Out(GY), i.e. the full output sharing. Then, we get G with J'® =
]\ {i**D} generated by Sims™ in Game 1. Moreover, the failure probability of

the generation of I (2k+1) is the same as that of Ij5) since Iy} are generated with failure

probability 0 in Game 4, which means

Pr(I*™ & Sp 1) = epy1 with i € [2] |
for (¢, f)-tRPE G and additional Pr ((I}kﬂ) & Sky1) A (Iékﬂ) ¢ Sky1)) = €ryy for
(t, f)-RPE G.
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B Proof of Lemma 2

Before providing the formal proof of Lemma 2, we introduce additional detailed se-
curity notions related to rRPE, along with their proposition, which are used in the
proof. Like RPE, we divide the requirements of rRPE into two parts called rRPE1 and
rRPE2 [BRT21]. In the following, we provide their tight versions.

Definition 15 (Tight related Random Probing Expandability 1). Let f : R —
R. An n-share gadget G : K® x K* — K" is (t, f)-tight related random probing ex-
pandable 1 (TrRPE1) if there exists a deterministic algorithm Sim& and a probabilistic
algorithm Sim§ such that for every input (Z,4) € K® x K", for every set J C [n], such
that |J| < t, and for every p € [0,1], the random experiment

W < LeakingWires(G, p) ,
(I, I2) < Sim{ (W, J)
out < Sim§' (W, J, 21, 91,)

ensures that
1. the failure events F1 = (|I1| > min(t, [W|)) and F2 = (|I2| > min(t, |W|)) verify
Pr(F1) = Pr(F2) =€ with e = f(p) ,

2. the output distribution satisfies
out 2 (AssignWires(G, W, (#,9)), z,J,)
where 2 = G(&,7).

Definition 16 (Tight related Random Probing Expandability 2). Let f : R —
R. An n-share gadget G : K® x K* — K" is (t, f)-tight related random probing ex-
pandable 2 (TrRPE2) if there exists a deterministic algorithm Sim$ and a probabilistic
algorithm Sim§ such that for every input (Z,9) € K™ x K", for every set J C [n], such
that |J| = n — 1, and for every p € [0, 1], the random experiment

W < LeakingWires(G, p) ,
(I, 12, J) < SimT W) ,
out < Sim§ (W, J, 21,,91,)

—~ o~ o~
= W N
= D =

ensures that
1. the failure events F1 = (|| > min(t, [W)|)) and Fz2 = (|I2| > min(t, [W|)) verify
Pr(F1) = Pr(F2) = € with e = f(p) ,
2. the output distribution satisfies

out & (AssignWires(G, W, (&, Q)), 2|J/)

where 2 = G(%,7).
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Similar to [BRT21], we have Lemma 3, which can be proven directly by the defi-
nitions of rRPE, (T)rRPE1 and (T)rRPE2. We provide the definitions of rRPE1 and
rRPE2 below.

Lemma 3. An n-share gadget G : K" x K* — K" which is (t, f1)-(T)rRPE1 and
(t, f2)-(T)rRPE2 is also (t, f)-rRPE with f(p) = max(f1(p), f2(p)).

Definition 17 (Related Random Probing Expandability 1). Let f : R — R.
An n-share gadget G : K™ x K" — K" is (t, f)-related random probing expandable 1
(rRPE1) if there exists a deterministic algorithm Sim§ and a probabilistic algorithm
Sim§ such that for every input (a,b) € K™ xK", for every set J C [n], such that |J| < t,
and for every p € [0, 1], the random experiment

W <« LeakingWires(G,p) ,

(I, I2)  SimT (W, J)

out < Sim§ (W, J, 1, , byr,)

ensures that
1. the failure events F1 = (|I1] > t) and Fo = (|I2] > t) verify
Pr(F1) = Pr(F2) = € with e = f(p) ,
2. the output distribution satisfies

out % (AssignWires(G7 W, (a, lA>))7 2“/)

where 2 = G(a,b).

Definition 18 (Related Random Probing Expandability 2). Let f : R — R.
An n-share gadget G : K* x K* — K" is (¢, f)-related random probing expandable 2
(rRPE2) if there exists a deterministic algorithm Sim§ and a probabilistic algorithm
Sim§ such that for every input (a,b) € K" x K", for every set J C [n], such that
|J| =n —1, and for every p € [0,1], the random experiment

W <« LeakingWires(G, p) , (5)
(I, Iz, J) < Sim{ W) , (6)
out + Sim§ (W, J, a1, bi1,) (7)

ensures that
1. the failure events F1 = (|I1] > t) and F2 = (|I2] > t) verify
Pr(F1) = Pr(F2) =€ with e = f(p) ,
2. the output distribution satisfies
out & (AssignWires(G, W, (a, l;))7 2?|J/)
where 2 = G(a,b).

We recall the definition of TRPE1 proposed in [BRT21] in the following.
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Definition 19 (Tight Random Probing Expandability 1 [BRT21]). Let f :
R — R. An n-share gadget G : K" x K™ — K" is (t, f)-tight random probing expandable
1 (TRPE1) if there exists a deterministic algorithm Sim$ and a probabilistic algorithm
Sim§ such that for every input (Z,9) € K™ x K", for every set J C [n], such that
|J| < t, and for every p € [0, 1], the random experiment

W < LeakingWires(G, p) , (8)
(11, I2) = Sim$ (W, J) (9)
out + Sim§ (W, J, &1, 9i1,) (10)

ensures that
1. the failure events Fi = (|I1] > min(t, [W|)) and Fz = (|I2| > min(t, |W|)) verify
Pr(Fi) = Pr(F) = € and Pr(Fi AFz) =€

with € = f(p) (in particular F1 and Fa are mutually independent),
2. the output distribution satisfies

out % (AssignWires(G, W, (&, 1)), ;:«,J,)
where £ = G(&, 7).
Then, we provide the definition of Strong Non-Interference (SNI) [BBD'16].

Definition 20 (SNI [BBD™16]). Let n,{ be positive integers. An n-share gadget
G: (K")e — K™ is SNI if there exists a deterministic algorithm Sim§ and a probabilistic
algorithm Sim$ such that for every set J C [n] and subset W of wire labels from G
satisfying |W| + |J| < n, the following random experiment with any % € (K™)*

I« SimfwW,J) ,
out + Simg(fql)

yields
il < W

and .
out % (AssignWires(G, W, )Ac),yu)

where I = (I1,...,1;) and y = G(X).

B.1 Relationship between SNI and TrRPE1

Lemma 4. Let G be a 2-to-1 n-share SNI gadget. Then G satisfies (t, f)-TrRPE1 for
some f: R — R with an amplification order of

d>min(t+1,n—1t) .

Proof. According to the definitions of TRPE1 and TrRPE1, we know that a (¢, f)-
TRPE1 gadget must be (¢, f)-TrRPE1 with the same amplification order. Therefore,
Lemma 4 is deduced with the following flow of security reduction:

SNI — (t, f)-TRPE1 — (¢, f)-TrRPE1

with amplification order min(¢ + 1,n — ¢).
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B.2 The Formal Proof

Lemma 5 provides the SNI security for Algorithm 3, which simplifies the proof of rRPE
security for Algorithm 3.

Lemma 5 ([BBD'16]). Algorithm 3 is SNI.

Proof. This proof is inspired by the proof of Lemma 12 in [BRT21]. The rest of the proof
is the (¢, f)-rRPE2 of Algorithm 3 with the conditioned amplification order thanks to
Lemmas 3, 4 and 5. Let W be a set of leaking wires such that )| < t. We aim to prove
that a set J of n — 1 output wires exists so that YW and J can be perfectly simulated
with sets of input shares I; on a and I on b such that |I1], |I2| < t. First, observe that
the leaking wires in W are of the following forms:

1. input shares a;, b;, product of shares a; - b;.

CL¢~b¢+7‘i,1+~~~+7‘i7j if j <1
a;-bi+ri1 4+ Tii—1 + i+ + 1y otherwise.
3. random variable r;; for ¢ < j, variable rj; = a; - bj + ri; + a; - b; for j > .

4. product of shares a; - b;, or variable a; - b; + r;; with i # j.

2. partial sum ¢;; =

We build sets I1 and I> from empty sets as follows. We add index i to I; and I» for
every wire in W of the first or second form. For every wire in W of the third or fourth
form, if i € I1, we add j to I;; otherwise we add i to [1, and if ¢ € I, we add j to
I>; otherwise we add i to I>. Since W is of size at most ¢, then |I1],|I2]| < ¢. Following
the SNI property proof from [BBD"16], we can show that W is perfectly simulated
using shares of indexes in I1 and I2. We now build the set J of n — 1 indexes of output
shares from two subsets J; and J,. We define J; = {i|c;,; is observed in W}. Next, we
define J> as any set such that |Jo] =n —1— |[Ji| and J1 N J2 = 0. Now, we show that
the output shares determined by the indexes in J = J; U J2 can be perfectly simulated
from I1 and Is:

— First, consider the output wires indexed in Ji, which have a partial sum observed.
The biggest partial sum observed for each such variable ¢; is already simulated. For
the remaining r;; in ¢;, if 4 < j, 7;; is assigned to a fresh random value. Otherwise,
if rj; enters the computation of any other internal observation, then ¢,j € I; and
i,j € Iz, and so rj; can be perfectly simulated from the input shares. If not, r;; is
replaced by the random value r;;. So all output wires indexed in J; are perfectly
simulated from I; and Is.

— Now consider the output wires indexed in J2. None of the ¢; indexed in J2 has
a partial sum observed. Meanwhile, each ¢; indexed in Js is composed of n — 1
random values, and at most one of them can enter in the expression of each other
output wire ¢;. Since by construction of Ji, all the variables observed through
the set W are included in the set of variables observed through Ji, and since
|J1] < W| <t <n—2and |J2] =n—1—|J1], then each output wire ¢; indexed
in J2 has at least one random value that does not appear in any other observation
from W or Ji so that ¢; can be assigned to a fresh random value. This produces a
perfect simulation of all output wires indexed in Ja.

We conclude that the set J of n — 1 wires is perfectly simulated along with W from
the constructed sets I and Iy of sizes |I1| < [W| < t and |I2] < [W] < t. So, there is
no failure set of size observations at most ¢ for rRPE2 on any of the inputs. Hence

d2>t+1>2min(t+1,n —1t)
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where dy is the amplification order of the rRPE2 of Algorithm 3. As a result, Lemma 2
is concluded with the (¢, f1)-TrRPEL and (¢, f2)-rRPE2 of Algorithm 3, both of which
are of amplification order d > min(¢t + 1,n — t).

C Example of New Gates

C.1 Admissible Leakage of Gadgets with VINC Gates

To illustrate the admissible leakage of VNC gates, we compare the admissible leakage
of Algorithm 8 with VNC gates versus with only C gates, as an example of the ad-
missible leakage of VNC gates, where Algorithm 8 is a refresh gadget. The blue tuples
in the VNC version represent the admissible leakage from the additional virtual wires.
Moreover, since a3 are original wires, they are excluded from the admissible leakage
in the VNC version.

Algorithm 8 3-share Refresh

Input: input sharing a3

Output: output sharing c[g) of > a = ¢
1: 7o) $

2: cpg) ¢+ a[Q]‘T'T[Q]

3 s 11+

4: Cc3 < ag—T-S

- Algorithm 8 without VNC gates -
Internal tuples: [r1], [ri], [ri], [re], [re], [r2], [a1], [a2], [as], [r1+ re]
Output wires: [a1 + 71], [a2 + 2], [as + 71 + 2]
- Algorithm 8 with VNC gates -

Internal tuples: [r1], [r1], [ri], [re], [r2], [re], [a1,71], [a2,72], [as], [r1+
ra], [as,ri+72]
Output wires: [a1 + 71], [az + 2], [as + 71 + 2]

C.2 HC Gate and Its Application in Gadgets

In Algorithm 8, the calculation for cjo; and s can be set as ({1, 2}, {3,4})-HC gate ref
with ref(By)) = (z,y, 2), i.e. Ay ={1,2}, Ay = {3,4} with inputs S, where

51152 — T
ref(6[4]) =1 [a2+fs —y
53-?54 — Z

42



Intuitively, B4 are four inputs of the HC gate ref and z,y, z are the outputs of ref.
Thus, Algorithm 8 can be rewritten in the following form. We provide a more detailed
description of the ref gate in Figure 7.

Algorithm 9 3-share Refresh

Input: input sharing a3

Output: output sharing ef3) of > ap = e
1: T[2] < $

2: (61, S, 62) < I’ef(lh, 1,72, a2)

3: e3 < asz+s

There are 81 = a1, B2 = r1, 3 = r2 and 4 = a2 for ref(Sy)) in the above algorithm.

Fig. 7. Illustration of the ref gate (the gray rectangle).

D Proof of Theorem 3

As part of the proof, we introduce three games in the following. In the rest of this
section, let ¢; def FD(p) and e def f(p). Besides, let #®) be the corresponding sharing in

G(k) if £ is a wire in G. We define the parent gadget of G as the gadget whose output
is the input of G, and we define the child gadget of G as the gadget whose input is the
output of G. In addition, we only consider the expansion of one kind of HC gate (i.e.
the (Apg)-HC gate) in the proof since the proof for multiple kinds of HC gates is the
same as the single-kind version but more complex.

Game 0. Game 0 is the standard random experiment of (t, f, Aq)-MiRPE gadget
Gy with input sharings aj,):

W <« LeakingWires(Gm,p) ,
(X, Jhny) = SImT WV, Jim))
out <— Simg(W, J[’m], (&[u])ll) .

Since G is (t, f, Ajq)-MiRPE, I 4, € I fail independently with probability e and
i € [g]. This is an equivalent expression of the failure assessment in Definition 13.
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Game 1. Game 1 is the standard random experiment for G (k) with k € Z, namely
wh LeakingWires(é\;(k),p) ,
(I(k)“][(k)/) « Simé(k)(w(k) J(k)) ,

out < SlmG(k) W™, JF:I)] (@ Ekf)\l(’v)) :

We assume that é\;( k) is (Sk, f™, A [q])-MiRPE with input sharings a< , SO I k) . & Sk
independently with probability s, where I®) = {I [(qk])} and ¢ € [q].

Game 2. Compared with Game 0, we change the leakage probability of LeakingWires
from p to €, and change the input gadget as the (¢, f, X)-MiRPE G in Game 2. Thus,
the experiment becomes

W < LeakingWires(G, ¢x) ,
(I, ) = SImT OV, Jim))
out + Sim§ (W, Iy (ae)11)

Thanks to the definition of ¢, it is directly demonstrated that G is (t,g(kﬂ),X)—
MiRPE in this experiment. Similar to Game 0, I|x, € I fail independently with prob-
ability e, and X; € X.
Proof. We prove Theorem 3 by induction, namely we assume that é;(k:) is (Sk, f®, Alq)-
MiRPE and prove that G(k + 1) is (Sk11, f*TY, X)-MiRPE with k € Z. We stress
that this induction is acceptable because we can assume X = A, in the first k-time
expansion to generate Gy (k) in the induction. Thus, in the induction, we should con-
struct two simulators, Simf(kH) and SimQG(kH) such that for every aEZ]H) € (K"Hl) ,
JEFD
[m]

and for every set € (Sk21 U [n**H1])™, the random experiment

WD | eakingWires (G(k +1),p) ,

(I(kJrl)’J[(n}ZTl)/) - SImG(k+1 (W(k+1) J(k+1 ) 7

[m]
. G(k+1 k k+1 k
out < S|m2( + )(W( +1),J[(m?_ Y ,(a E€]+ ))|I(k+1))
ensures that

— the failure events .Fi(kH) =Viea, (I(k'H) & Sk) verify

Pr(/\ ]:i(k+1)) = elﬂl for L C [q]
€L
where T+ = {I&’TH)} (in particular .7-'[2?“) are mutually independent),
— J5Y s such that JETY = JED g JEFD ¢ g and JEFY = Rt DY

with ]<k+1> € [n*™1] otherwise for i € [m)],

— the output distribution satisfies

out (AssignWires(é(k + 1),1/\/(]”1)7 dEZH)), (é<k+l>)u(k+1>/) ,

[m]

where AE’“T ) — =G(a EZ‘*‘U k+1) and JUe+D) {J(k+1) }.
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Obviously, Game 0 shows that Theorem 2 works for & = 1. Therefore in the rest of the
proof, we prove the cases with k£ > 1.

Let Gue & @\;(k) with u input sharings and v output sharings. Then, noting that
é(k + 1) can be generated by replacing each HC gate of G with Gr¢c, we construct
the simulators for the experiment of G(k + 1) with the simulators in the above games
in the following.

Assuming that there is totally s HC gates in G, we index Grc as {Guc,i}ic[s) in
G(k + 1), and we index the corresponding gates as {gmc,i}ic|s)- Besides, we assume
that the input sharings of Guc,: are agc,i v, and we call the corresponding wires of
AHC,i,[u) @S AHC,i,[u]- Let wa] be Guc whose inputs are also the inputs of G(k+ 1) and
let G, be Grc and whose outputs are also the output of G(k+1) with w, z € Z and
w - u = £ -n. Besides, let d;i’[u] be the input sharings of G;- and let ¢7,) be the output
sharings of G§ with v € Z and v-z = m-n. Finally, the definitions of L(G), Out(G) and
LO(G) with gadget G are the same as those in Appendix A. Note that there are more
than one output sharings of Guc, we use Out)(G) and LOp,(G) for more detailed
division, and the formal definitions are used for general descriptions.

First, we perform a bottom-to-top simulation for G(k + 1), i.e. from Gp, to wa].
More precisely, we denote the parent gadget of gadget G by G— and denote the child
gadget of G by G+, then:

1. Let Gpj + Gf,). Let L(G(k + 1)) + LeakingWires(G(k + 1),p) and divide it into
{L(Grc,i)}icls)- Besides, we divided LO(G/(k + 1)) into LO,)(G?) with i € [2].

2. Run BT described in Algorithm 10. While there are u child gadgets for each G;,
we only express one of them in line 12 of BT for simplicity, the other child gadgets
excute the same operations and we omit them. So, BT traverses all Gy ;) and
generates Sli,)(Grc,[s]), where Sl (Grc,:) are the input indices sets to simulate
all leakage for each Gc,;. Besides, we define SI(Grc,;) as all input indices sets for
the simulation.

Then we construct Sample, where the deterministic algorithm MappingtoWires sat-
isfies Lo
W—Wu{ey LiflD¢s,

MappingtoWires(f“),W,i) = { i P
, otherwise

for ¢ € Z and the relationship between ¢ and /™) is noted in the beginning of this
section. We note that the output of Sample is the leakage set of G rather than é(kJr 1)
because it is used to generate a transitional game, called Game 3, to transform our
goal experiment to Game 2.

Before introducing Game 3, we analyze the output set of Sample. Since the failure
events of Gy, (s, where Slja, (Grc,i) & Sk for i € [s] and j € [g], happens with
mutually independent probability €k, the corresponding arc,:, 4, are also sampled into
W with mutually independent probability ex. Note Af, are the sets of input indices
of HC gates, there must be A; N A; = @ with ¢,j € [g]. Therefore, in the case of
|Ai| = 2, we know that armc,g,a; OF GHC,8,a, is sampled into W with A; = {9} if
the simulation of Sla, (Gre,s) or Sla, (Grc,s) fails with probability €. Besides, the
failure of both Sla, (Grc,3) and Sla, (Grce,g) with probability ex leads to the sample
of the virtual wire amc,g,a;aHC 8,0, As for the case of |A;| = 1, anc,p,a is sampled
with probability e, with A; = {a} if and only if the simulation of Slo(Grc, ) fails
with probability ex, which is equivalent to the sampling to single input sharing of G¢
by Sample in Appendix A.
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Algorithm 10 BT

Il’lput: {L(GHC,i)}ie[s]7 LO[U](GFZ])
Output: Sl )(Grc,[s)) where (&Hcyt[u])‘g[u](GHcyi) can perfectly simulate L(Grc,:)
and LO[U](GHCJ)‘

1: G[z] «— sz]

2: for i € [z] do

3: while G; #1 do

4: Sl (Gs) + Sim$™ (L(G1), L0 (G1))
5: for j € [u] do

6: for d € [v] do

T if SI;(G;) N Outq(G;—) # 0 then
8 LOd(GZ—) < S|J(G1)

9: end if

10: end for
11: end for
12: G+ Gi—
13: end while
14: end for

Algorithm 11 Sample

Input: Gadget G(k + 1) and leakage probability p
Output: Leakage set W of G

1: WD | eakingWires(G/(k + 1), p)

2: Sl (Gre ) < BTWHED, ik rt)y

3 W+ MappingtoWires(Sl[u](GHC,[S]), W, k)

Then, we compare the leakage probability of wires sampled by Sample with the
probability of LeakingWires(G, ¢x) from Game 2 in Tables 7 and 8. it is seen that the
leakage probability from Sample is no more than that from LeakingWires. Therefore,
there is a reduction that Sim[GQ] in Game 2 can generate the perfect simulation of the
leakage set sampled by Sample.

Thanks to Sample, we have Game 3 in the following. Note that the leakage set
W in Game 3 can be reduced to that in Game 2 according to the above analysis.
Consequently, the failure probability of Game 3 is the same as Game 2 (or rather, no
more than Game 2).

Game 3. In Game 3, we consider the following experiment:

W « Sample(G(k + 1),p) ,

* k+1)’ . G(k+1 k41
(I, T D) = SimGEHD (w, gty

. G(k+1 k+1 k+1)" oA (k+1
out < S|m2,( )(WI(T )7 Jl(':,[m]) ) (afe] ))\I*)

with
out &' (AssignWires(é(k +1), W}kH), dEZH)), (éf::]d))u(kﬂ)/)
F
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Table 7. Comparison between the prob- Table 8. Comparison between the prob-
ability of the leakage of amc,,a; in ability of the leakage of amc,ie; in
LeakingWires(G, e;) and the probablhty LeakingWires(G, €;) and the probability
where amc,i,a; are sampled into W with where arc,i,o; are sampled into W with

Sample with A; = {a;} and j € [2]. Sample with Ag = {a[} and j € [2].
robability ) ) robability ) )
Sampler AHC,i,a1 |AHC 1,0 aHCJ,‘Aj Sampler AHC,i,a1 |AGHC i 00 aHC,i,|Aﬁ
LeakingWires €k €k € LeakingWires | € /2¢). | €x/2€x €k
Sample €k €k e Sample €k €k €k

" For LeakingWires(G, €x), anc,i,a, leaks
with probability €, if it is an origi-
nal wire of G. Otherwise, it leaks with
probability 2e; — €2 ~ 2¢; as we men-
tioned in Section 5.

and ch-u)’ &of {J;k;nl])l}, where

WD 10 € S1(Gre,i)|S1 (Gre) & Skyi € [s],5 € [ul}
and

sy et [ {LE€LOS(GILO;(G?) & Ski € el j € ]} if IV € Spps
By [\ T , otherwise

where J* is the output indices set of some Gf with v € [m].
Slm *1) is introduced in Algorithm 12, where ToSharing(¥, ) 400 with ¢ being

the wire in G. Then we consider the choice of JJ in J(kjf'l) In the case of J.(, 1) & Sk+1,

there is |J,| > ¢ in Algorithm 12 thanks to MappingtoWires, thus J., = [n] \ {j3}.
Then we have c‘(§+1) ef €5 j», i.e. J* is one of the output indices sets of G whose

corresponding gate’s output wire is ¢y, jx € ¢y.

kD) and J}k[fn]) , namely the

. Note that the sets of plain values of &’ ; € (a EZH))‘I* are

We note that (a Efﬁ >)‘I* can perfectly simulate Wy

G(k+1)
construction of Sim,, (et

exactly (ajg);r in Game 2, and (ajg) 1 can perfectly simulate W and J{) with Sim§ in
Game 2. Besides, the plain values of LeW (resp., ' € Ji,,)) in Algorithm 12 are also
the plain values of failed Sl,)(Grc,:) (resp., failed J; ;) because the failed Sl,)(Grc,:)
(resp., failed J7,) are expanded from ¢ (resp., £'), which means we can simulate all

failed Sl (Gre,i) by (afly ™) g+ with the flow

sim§ n
(@™ 5 ()i T3 W, Ty S WY, wak[fnl])
The failure of I and I* is identical according to the above flow, thus the failure
probability of I‘*X € I" is also ek+1 independently, which is similar to Game 2. Mean-

while, there are no more than t a;, ; contained by A‘(?:r Y with any o € X; for fixed

X, € X if there is no failure. In other words, each I, contains no more than ¢ sets not
satisfying S for ¢ € [¢], which means both I are Ski1 in the case without failure. In
the following, we construct Game 4 to simulate all leakage of G(k + 1).
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Algorithm 12 Simé(kH)

1/
Input: W, JHEHD

[m]

Output: I*, J;k[erl])/

J[m],I*, JS’CH)/ — @

[m]
W - Sample (Sl (G[L)))
for i € [z] do
for j € [v] do
if Out;(G?) N JE £ 0 with o € [m] then
MappingtoWires(LO; (GY), Ja, k)
end if
end for
end for
¢ (L, Jfp) < SImT OV, Jimy)
: for o € [m] do
for ¢ € J, do
J}’f;'l)/ — Jg:fl)/ U ToSharing(¢, k)
end for
: end for
: for I; eI do
for ¢ € I; do
I} + I U ToSharing(¢, k)
end for
: end for
Iy}

O N T e el e T e T N e e e
H O © 0N U R W= O©

Game 4. In Game 4, we consider the following experiment with J[(fzrl) € Skt1:
WD o LeakingWires(G(k + 1),p) ,
Sl (Groy ) = BTWEHD, gty
| Sim§$k+1)(5|[u] (Gueys)) »
out « SimG 1 (kD) T @) )

with

out 4 (AssignWires(é(k + 1), Wk dff]ﬂ)), (EE::]A))U(HI)/) ,
and 1TV S LU 17 for i € [0, T+ = (1D}
We construct the simulator Simf’:SkH) in Algorithm 13. Intuitively, I[}T contain

SI;(Gre,i) with SI;(Gre,i) € Sk and ¢ € [s],j € [u]. Obviously, the failure probability
of Simf’lfkﬂ) is 0 because it is deterministic.

Then, we prove that Ii(kH) € Sk41 if I does not fail with ¢ € [¢]. For each I;kH)
with j € [£], it can be divided into n subsets by the indices of a*. Since I} does not fail,

there are no more than ¢ subsets belonging to I7 initially which are not Sy, and all the
other at least n — ¢ subsets belonging to I7* initially satisfy Sk because it is being Sk
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Algorithm 13 Simf':,(kH)

Input: Sl[u](GHC,[s])
Output: I**

LI <0

2: for ¢ € [w] do

3: for j € [u] do

4 if SI;(GL) ¢ W™ then

5: L7« I3 USI(GL) with Sl (G(k +1)) NSI;(GL) # 0
6: end if

7 end for

8: end for

9: I« {Ij'}

that makes them chosen into I7* in Sim§$k+1). Thus, IZ-(k'H) € Skt1 with ¢ € [ if I}
does not fail. )
In the following, we describe how to simulate all leakage of G(k+1) with (&EZ+1) )jak+1) -

We recall Game 1 for each Guc,: from top to bottom. First, all L(wa]) can be sim-
ulated because all Sl;(G%) satisfying S are contained in some I3, and the failed
SI;(G%) must be the subset of some I thanks to its construction. Therefore, we have
all (dEZH))ISI(GﬁU]) to simulate L( fw]) with Game 1, and we also simulate LO(wa]),

where LO(G%) € Sy, and |LO(G?)| = n* —1 with 7’ € [w]. There are two corresponding
schemes for them:

— For the case of LO(G%) € Sk, namely the simulation of G, + does not fail in Game
1, we can define LO(G,) as the corresponding Ii(k) of G% + directly and recall Game
1 again to simulate L(G% 4) and LO(G% ) which can be used in the simulation of
G% ++ if it does not failed, and so on.

— For the case of |LO(G%)| = n* — 1, namely the simulation of G%, 4+ fails in Game 1,
we can simulate the failed output sharing of G% with (dfflﬂ))m thanks to Game

3, and I* C I**+D . Therefore, we have n* — 1 shares of the failed input sharing
of G%+ and we know the plain value of this sharing by Game 3. Then, we can
calculate the left one share, which means we know all shares of the failed sharing.
As a result, we can set the n* shares as partial input of Game 1 to simulate L(G% +)
and LO(G% +) while the unfailed SI(G% +) (i.e. LO(G%)) can be generated with the
steps in the other case, and the rest steps are the same as the above case.

We mention that the above schemes works not only for wa] but also for all Gye (4,
which means we can simulate

Wk _ U L(Gre.s)

i€[s]

and

I

JED _ { Ujer LOGH NI i g8 € 8y

¢ [n*T1) \jgkﬂ) , otherwise

with i € [m], where jz-(kH) is chosen with the following method: Once the top-to-bottom

simulation executes on GY, where Out(Gj) = J; defined in Game 3, we replace the
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output leakage sets of G, with Out(,)(GY), i.e. the full output sharings. Then, we get

ji(kH) with J®' = [n*]\ {jl-(k+1)} generated by Simzé(k) in Game 1. Moreover, the
failure probability of the generation of I*+1) is the same as that of I* in Game 3 since
I™ are generated with failure probability 0 in Game 4, which means

Pr(I‘(Zrl) & Skt+1) = exg+1 with X; € X independently |,

which is the same as Game 3 (and Game 2).

E Constructive Proof of Theorem 4

To deduce Theorem 4, we provide the constructions of 3-share and 5-share compilers
satisfying the requirements in Theorem 4 respectively in follows.

E.1 Proof for 3-share Compiler

We provide Algorithms 14, 17, 15, 16 and 18 as the (r)RPE addition gadgets, (r)RPE
copy gadget, rRPE multiplication gadget and MiRPE gadget for ref of the 3-share
compiler respectively. We note that the gadget Refresh in these algorithms corresponds
to Algorithm 9 proposed in Appendix C. The functionality of Algorithm 9 is equivalent
to that of Algorithm 8 mentioned in Appendix C. The only difference is that the
expansion of Algorithm 9 requires the MiRPE gadget Refresh (for the HC gate ref,
introduced in Algorithm 18) rather than solely relying on (r)RPE gadgets.

Algorithm 14 rRPE Addition Add,

Input: input sharing a3}, b3

Output: output sharing ¢z of D" ajg) + > bz = D ¢[3)
1: s[5 < Refresh(as))

2: C[3] < 8[3];6[3]

Thanks to the verification tool mentioned in Section 4.2, we have f(p) = 19p? —
96p° 4+ O(p*) with tolerable leakage probability p < 273 for Algorithm 14. Therefore,
we have the following lemma.

Lemma 6 (rRPE of Algorithm 14). Algorithm 14 is (1, f)-rRPE with amplifica-
tion order d = 2 and f(p) = 19p* — 96p> + O(p*).

Algorithm 15 (r)RPE Copy copy

Input: input sharing a3

Output: output sharing bys), c3) of > ap) =Y big) = > ¢z
1: bg) < Refresh(ajz)

2: c[3) + Refresh(bg))

Besides, the failure probability of Algorithm 15 is f(p) = 95p* —800p® + O(p*) with
p < 2755, which leads to the following lemma.
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Lemma 7 (rRPE of Algorithm 15). Algorithm 15 is (1, f)-(r)RPE with amplifi-
cation order d = 2 and f(p) = 95p* — 800p* + O(p?).

Algorithm 16 rRPE Multiplication Mul

Input: input sharing a3}, bj3)

Output: output sharing cfz) of > az) - Y big) = > ¢z
1: 78], S[2] < $

2: [y < a + 72

3t Yz < bpy + 512

4: x3 <+ a3z + (7‘1 +7‘2)

5: y3 < bz + (s1 + s2)
6
7
8

PS4 Tr3t YL +Y2+ys3
D CpE <T@ S
i —ra+1s
9: to<—14+716
10: t3 <+ 1r5 + 16
11: ¢z <= c3) + ta)
12: Uy —1r7+x1 +x2 + 3
13: Up < U1+ T3
14: uy < uy +7rs
15: ug < r3-r7
16: ug < us +1rsg
17: cpo) <= c2) +uy

Algorithm 16 is a heuristic algorithm with only five multiplication gates. A brief
design rationale of Algorithm 16 is: aggregating shares before share-wise multiplication
would reduce the number of multiplication gates. However, direct additions of shares
result in an unacceptable failure probability. To mitigate this, we add randomness
before the share-wise additions, which generates some redundant x-r with secret share
x and random variable r. Subsequently, we artificially search for a way to eliminate
these redundancies while maintaining an acceptable failure probability. Moreover, its
failure probability is f(p) = 65p® — 266p* + O(p?).

Moreover, we verify g(p) mentioned in Theorem 2 by counting all output wires
of multiplication gates twice during the calculation of the verification tool, and it is
g(p) = 106p> — 645p® + O(p*). Besides, we note that the tolerant leakage probability
of Algorithm 16 should be calculated from g(p), which is p < 27%°. So we have the
following lemma.

Lemma 8 (rRPE of Algorithm 16). Algorithm 16 is (1, f)-rRPE with amplifica-
tion order d = 2 and f(p) = 65p* — 266p°> + O(p*).

Note that there is C addition used in Algorithm 16, Algorithm 17 is given to ensure
its expansion. We have f(p) = 10.6p> —21.9pg +O(p?) for Algorithm 17 with p < 27*°.
Thus, the following lemma is deduced.

Lemma 9 (RPE of Algorithm 17). Algorithm 17 is (1, f)-RPE with amplification
order d =2 and f(p) = 10.6p* — 21.9p3 + O(p®).
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Algorithm 17 RPE Addition Add [BRT21]

Input: input sharing asj, b3

Output: output sharing cfg) of > agg + > bg) = > ¢
1: s[5 < Refresh(as))

2: ti3) < Refresh(b[g])

3: C[3] 4 S[3] + t[g]

Notably, the C gates in Algorithm 17 are essential. Without them, the amplification
order of Algorithm 17 would be 1 with failure set {s[o], 2]} (originating from the virtual
wire s;t; with ¢ € [2]) and leaking output set {c3}, leading to the joint failure of ajg
and b[g],

We provide the gadget in Algorithm 18 to expand the ref gate proposed in Ap-
pendix C, where a; 3 replaces a; for i € [4] in Ref. The construction of Algorithm 18
is drawn in Figure 8, from which we show that there is 50% reduction of refresh usage
compared with the expansion in Section 5.

@1,(3]

Qy,[3]

Fig. 8. Illustration of Algorithm 18. The black gadgets R are the refresh gadgets used
in Algorithm 18. Moreover, we label the reduced refresh from rRPE addition gadgets
in red and label those from the RPE addition gadget in blue.

We have f(p) = 116.2p — 517.4p>® + O(p®) for Algorithm 18 with dependent sets
A; = {1,2} and Az = {3,4}, whose p < 27%°, so we have the following lemma.

Lemma 10 (MiRPE of Algorithm 18). Algorithm 18 is (1, f,{{1,2},{3,4}})-
MiRPE with amplification order d = 2 and f(p) = 116.2p> — 517.4p>5 + O(p?).

Then we compute the Nmax for the 3-share compiler with Algorithms 14, 17, 15, 16
and 18.

Na,a Nur,a Nc,a Nref,a, 302 3 -1
eigenvalues Na,ar Nar.ar Ne.ar Nret.ar | _ eigenvalues 24010 3

Na,ac Nﬂ,'r,c Nc,c Nref,c 003 6 6—2\/§

Na,ref Nar,ref Nc,ref Nref,ref 212 4 6+2\/§
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Algorithm 18 Partial Refresh Refresh(ajy))
Input: input sharings a3

Output: output sharings b[3],6[3],d[3] of Zal’[g,] + Za2,[3] = Zb[g],zag’[g] +
D ag,i3) = D Cpa), 2. Aa,[3] + D a3 = Do dia)
s[3) < Refresh(as,[3))

t3] < Refresh(as,[3))

w3  Refresh(as,[3))

vig) < Refresh(as,[s))

bia) 4= a3+ 53]

Cr3) < i3] + ugy)

dj3) 4= a4,[3)FV[g)

Since Npw.m = 5, we have Npmax = 64+2v/3 < 9.5. Thus, the complexity of the 3-share
compiler is O(|C| - k°) with
~ log9.5

= ~32.
€ log2

E.2 Proof for 5-share Compiler

In this section, we present a 5-share compiler with complexity O(|C|-x%®) and tolerant
leakage probability p < 2794, contained Algorithms 20, 21, 22, 23, 24, 25 and 26 as the
(r)RPE addition gadgets, (r)RPE copy gadget, rRPE multiplication gadget, MiRPE
gadgets for Refq, Ref2 and TAdd respectively, where Ref1, Refe and TAdd are HC gates
defined in the following.

Algorithm 19 Refreshs

Input: input sharing a5

Output: output sharing bz with > as) = > by
1: 7y $
S[2] < Ref; (T[g])
83, 84 <—~Ref1 (T‘[375])
S5 ¢ r5+T1
bl, bs Refg(al, S$1,76,S3, (13)
b27 by <—~Ref2(a2, S2,T7,84, a4)
bs < ss+as

Compared with the 5-share refresh gadget proposed in [BRT21], Algorithm 19 is ex-
panded by not only (r)RPE gadgets but also MiRPE ones, introduced as Algorithms 24
and 25 in the following. Moreover, the two additional randoms used in Algorithm 19
is essential since HC gates are ‘less secure’ than C ones intuitively, without which the
security of Algorithm 19 would be broken.

We define the ({1,2},{2,3})-HC gate Refi(aj3)) = bjg; and ({1,2,3},{3,4,5})-HC
gate Refa(afs)) — bjg) in the following, where Adds(af)) is a ({1,2,3})-HC gate with
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output equivalent to Y ajs).

al—T—ag — b
azq-as — by

Add3(a[3]) — b1

Refi(aj3) =
1(ag) { Adds(ass) — bs

, Refz(ap)) = {

We have f(p) = 554p° + O(p*) for Algorithm 20 with p < 277,

Algorithm 20 rRPE Addition Add, 5

Input: input sharings a5}, bs)

Output: output sharing ¢z with > ais) + Y bs) = D ¢j3)
1 s(5) < ajs)+bys)

2: Cl5] < Refresh5(s[5])

Lemma 11. Algorithm 20 is (2, f)-rRPE with amplification order d = 3 and f(p) =
554p° + O(p*).

Algorithm 21 RPE Addition Adds

Input: input sharings as), b5

Output: output sharing cf5) with Y- a5 + > b)) = Y ¢5)
1: sj5 < Refreshs(as))

2: ts) < Refresh5(b[5])

3: C[5] < S[5)] + t[5]

We have f(p) = 6362.0p® + O(p*®) for Algorithm 21 with p < 2754

Lemma 12. Algorithm 21 is (2, f)-RPE with amplification order d = 3 and f(p) =
6362.0p° + O(p**®).

Algorithm 22 (r)RPE Copy Copy;

Input: input sharing a5

Output: output sharings bys), c5) with >~ a5 =D bs) = 3 5
1: bs) < Refreshs(as))

2: Cl5] < Refresh5(b[5])

We have f(p) = 3566p* 4+ O(p*) for Algorithm 22 with p < 2752,
Lemma 13. Algorithm 22 is (2, f)-rRPE with amplification order d = 3 and f(p) =
3566p° 4+ O(p*).

We have f(p) = 12529p° + O(p*) and g(p) = 13 746p> + O(p*) for Algorithm 23
with p < 27%4, where f(p) and g(p) are defined in Theorem 2. Similar to Algorithm 16,
Algorithm 23 is also a heuristic algorithm resulting from the purpose of reducing the
number of multiplication gates.
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Algorithm 23 rRPE Multiplication Muls

Input: input sharings as), b5

Output: output sharing cf5) with > a5 - Y bis) = > ¢
1: 7’[25] — $

2: for i € [5] do

3: s1 4 (b1 + 75i—a) + b2 + (b3 + r5i-3)

4: s2 < (ba + 75i—2) + bs

5: cfz] — Iai - Sp2]

6: t1 <= c] +75i-1

7: to +— 6,2 =+ 7r5i

8: zZ <411+ 1o

9: u1 < (rsi—a + 75i—2) + T5i—3
10: xi < z+ur - (a; + 1)
11: c; <_wi+(zj€[0,4] ri+5j)
12: end for

Lemma 14. Algorithm 23 is (2, f)-rRPE with amplification order d = 3 and f(p) =
12529p° + O(p*).

Algorithm 24 Partial Refresh Refreshy
Input: input sharings as),s)
Output: output sharings bys), ci5) with Y- aq (51+> as5) = 2 bis), 2 G2, 51+ s[5 =
2]
1: bps) Addr,s(a17[5],a2,[5])
2: ¢p5) Addr,5(a2’[5], a3’[5])

Algorithm 24 is used to expand Ref;, and we have f(p) = 4739p° + O(p*) for
Algorithm 24 with p < 2765,

Lemma 15. Algorithm 24 is (2, f,{{1,2},{2,3}})-MiRPE with amplification order
d=3 and f(p) = 47396p® + O(p*).

Algorithm 25 Partial Refresh Refreshy

Input: input sharings as),[s)

Output: output sharings bjs), ci5) With 30,05 > ai 5 = 2o0), Xieqz s 20 Gils) =
2 o)

1: b[5] < TAdd(a1,[5],a2,[5],a3 )

2: Cl5] < TAdd(ag’[s]7 Q4,[5], A5, )

EC

Algorithm 25 is used to expand Refs, and we have f(p) = 50116p® 4+ O(p*) for
Algorithm 25 with p < 2777,
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Lemma 16. Algorithm 25 is (2, f, {{1, 2,3},{3,4, 5}})—Mz'RPE with amplification or-
der d =3 and f(p) = 50 116p* + O(p*).

Algorithm 26 Triple Addition TAdd

Input: input sharings as),s

Output: output sharings b with Zie[S] dais =2 b
1: S(5] < Add3(a[3]y[5])

2: b[5] — Refresh5(s[5])

Algorithm 26 is used to expand Adds, and we have f(p) = 554p® + O(p*) for
Algorithm 26 with p < 2749,

Lemma 17. Algorithm 26 is (2, f,{[3]})-MiRPE with amplification order d = 3 and
f(p) = 554p° + O(p").

Moreover, the Npax for the 5-share compiler is

Na,a ar,a Nc,a NRefl,a NRefQ,a NAddg,a
Na,ar Nar ar Nc,ar NRefl,ar

s

NRefy,ar  NAdds,ar
eigenvalues Na,c NaT,c Nc,c NRefl,c NRefg,c NAddg,c
Na,ref; NarRef; INcRef; INRefi,Ref; [VRefs,Ref; IVAdds,Ref;
Na,Refs NarRefs INc,Refo IVRefi,Refs [VRefs,Refs IVAdds,Refo
Naadds Naradds Ne,adds INRefy Adds IVRefs,Adds

Nadds,Adds
500 0 00 0
47 4 14 4 2 5
= eigenvalues 6311113 >
424 4 42 5
424 4 42 21— /601
000 0105 214601

2

Considering that Ny, » = 15, there is Nmax = 21% V60l ~ 29.76. Therefore, the com-
plexity of the 5-share compiler is

1 .
log 3

ie. O(IC] - K2%).
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