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Abstract. Current adaptively secure identity-based encryption (IBE)
constructions from lattices are unable to achieve a good balance among
the master public key size, secret key size, modulus and reduction loss.
All existing lattice-based IBE schemes share a common restriction: the
modulus is quadratic in the trapdoor norm.

In this work, we remove this restriction and present a new adaptively
secure IBE scheme from lattices in the standard model, which improves
the state-of-the-art construction proposed by Abla et al. (TCC 2021) and
achieves asymptotically better efficiency. More precisely, we achieve the
asymptotically minimal number of public vectors among all the existing
schemes, along with a significantly smaller modulus compared to the
scheme by Abla et al. (TCC 2021). Furthermore, our scheme enjoys the
smallest Gaussian width of the secret key among all existing schemes
and has the same tightness as Abla et al.’s scheme.

We propose a novel cross-multiplication design for our IBE scheme,
along with several novel tools and techniques, including: (a) a homomor-
phic computation algorithm that outputs BGG+-style encoding with two
distinct-norm trapdoors; (b) a sampling algorithm with hybrid Gaussian
outputs; and (c) a partial rerandomization algorithm. These new tools
and techniques are general and could find rich applications in lattice-
based cryptography.

Keywords: Lattice-based cryptography - Identity-based encryption -
GSW-style encryption - BGG+-style encoding - Sampling algorithm.

1 Introduction

Identity-based encryption (IBE), proposed by Shamir [34] as a way to simplify
public key and certificate management, is a generalization of public key encryp-
tion, where the public key can be an arbitrary string, such as a name, a tele-
phone number, or an email address. Since its first realization proposed by Boneh
and Franklin [8], various IBEs based on bilinear maps [6,7,20,36,37], quadratic
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residues modulo composite [10,15], and lattices [1,2,14,17,21,23,25,38,39] have
been proposed.

Two major security notions, selective security and adaptive security, have
been studied in the literature. The former requires the adversary to choose the
challenge identity before seeing the master public key (mpk), while the latter does
not have this restriction. Adaptive security offers stronger protection and is more
desirable in practical settings. However, realizing this notion is quite challenging,
especially when aiming for efficiency comparable to that of selectively secure
designs in the plain model.

Prior constructions from bilinear groups have achieved this goal using the
powerful dual-system framework [37]. However, it remains uncertain whether the
dual-system framework can be instantiated from other assumptions, particularly
from post-quantum candidates such as lattices. In the post-quantum context, al-
though there are adaptively secure lattice-based IBEs, the current instantiations
are unable to achieve a good balance between mpk size, secret key size, modulus,
and reduction loss, i.e., either with large mpk and reduction loss, small modulus
and secret key, or with small mpk and (almost) tight reduction, yet large mod-
ulus and secret key. (See Tab.1 for details.) Achieving a good balance among
these aspects is a crucial step toward realizing a practical post-quantum IBE.
In this work, we focus on constructing adaptively secure lattice-based IBE with
compact mpk, small modulus, small secret key size, and tight reduction simulta-
neously in the standard model. Below we discuss the challenges faced by current
approaches and introduce our new ideas.

Challenges in Current Techniques. In Eurocrypt 2010, Agrawal et al. [2] con-
structed an efficient adaptively secure IBE in the standard model. However,
this construction is not compact in the sense that the public parameter con-
tains O(A) number of basic matrices, where A is the security parameter. To deal
with this issue, Yamada [38] constructed IBE schemes from lattices based on
the partitioning technique and reduced the number of the public matrices to
O(/\l/ 7), where 7 € N is an arbitrary constant. However, these schemes require
a super-polynomial LWE modulus. Subsequently, Katsumata and Yamada [25]
proposed a more efficient IBE scheme from the ring LWE (RLWE) assumption
with asymptotically the same number of public matrices, but only with polyno-
mial modulus. Later, Yamada [39] proposed two new constructions and reduced
the number of the public parameters to w(log A) in his second construction. How-
ever, his second construction relies on the Barrington’s Theorem [4] to compute
an NC1 boolean circuit, which can be done in polynomial time in theory yet
would not be expected to be efficient in practice.

Besides, there exists a bootstrapping technique by [13,16] which can trans-
form any selectively secure IBE into an adaptively secure one without blowing
up the mpk at all. However, the resulting scheme is not considered (even close
to) practical as each ciphertext consists of ¢ garbled circuits (¢ is the bit length
of ID). In a separate line of work, Boyen and Li [12], along with the subsequent
work by Lai et al. [27], presented adaptively secure IBE schemes with (almost)
tight security from lattices. Their constructions follow the Katz-Wang frame-
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work [26] but fail to achieve a compact mpk. Specifically, their constructions
require homomorphic computation of a PRF, which leads to the need for encod-
ing the PRF’s seed into the mpk. Both constructions use a bit-by-bit encoding
that requires O(\) additional random public matrices in the mpk.

Recently, Abla et al. [1] proposed a more compact IBE scheme (ALWW-IBE)
with only w(1) ring vectors in the public parameters. Moreover, they further
improved previous works in two aspects: (1) every component in their construc-
tion is explicit, i.e., without relying on Barrington’s Theorem [4] and (2) they
achieved a tighter security reduction. Despite these theoretical advancements,
the construction in [1] still has a distance to practicality. The main drawback of
their construction is that it requires a large modulus (about at least O(n'3-%),
where n is the dimension of the underlying ring). This drawback also affects the
total size of the mpk!, the total size of the ciphertext, the running time of the
scheme, and the concrete hardness of the underlying RLWE problem. Specif-
ically, their construction is based on the partitioning technique with a subtle
design of partition function and homomorphic computation in cyclotomic rings.
However, this paradigm involves heavy homomorphic evaluation of the partition
function. What’s worse, the modulus is at least the quadratic of the norm of the
trapdoor after homomorphic evaluation due to the noise re-randomization as
described in [25]. It seems that the existing approach, particularly the noise re-
randomization, inherently induces the modulus to be quadratic of the trapdoor
norm, and thus harshly increases the modulus. This raises a natural question:

Can we remove the quadratic restriction of modulus on the trapdoor
norm, and thus design an adaptively secure lattice-based IBE that inherits
the compactness and tightness of ALWW-IBE, but with small modulus?

1.1 Owur Contributions

In this work, we provide an affirmative answer to this question. Particularly,
we remove the quadratic restriction of modulus, and thus obtain an adaptively
secure IBE from lattices in the standard model, with the same compactness and
tightness of ALWW-IBE, but with significantly smaller modulus. The key inno-
vation lies in a novel cross-multiplication design, supported by several novel tools
and techniques. We believe that these tools can find broad applications in other
lattice-based primitives and thus are of general interests. Below we summarize
our two major contributions, and present our new techniques in Sect. 1.2.

— Our IBE scheme, like [1], achieves the asymptotically minimal number of
basic vectors in mpk among all the existing schemes, and as tight as the
ALWW-IBE, but with significantly smaller modulus compared to [1]. Fur-
thermore, our scheme enjoys the smallest Gaussian width of the secret key
among all existing schemes (including [1]). For a detailed overview and com-
parison, please refer to Tab. 1.

! The number of matrices in mpk is unchanged. But due to a large modulus, the size
of each matrix is large and leads to a large mpk.
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Table 1. Comparison with previous lattice-based IBE constructions with adaptive
security in the standard model.

mpk kid|,
Scheme R"fﬁ\[};{'ﬁ REV\;EUI;E::m Gaz;stila:: S‘:(]iiddth R:)%gfc:lc' Reduction cost
[2]+[11] oM O(n®) O(n?) o(1) 0(*/4Q)
[12] o)) superpoly(n) O(n®) o(1) O(e/A)
[27] o\ o(n®) O(n®) o(1) O(e/)
[38] O(AY/™)* | superpoly(n) | superpoly(n) o(1) O(7+ /4Q7)
[25] O™y | O(n??T7) o(n") o(1) O '™ /QT)™T)
[39] T+[24] | w(log?(\) | O(n®?) O(n?) o(1) 0"+ /Q")=
[39] 11 w(log(X)) poly(n)* poly(n) o(1) O(?/£2Q)
1] w(1) | o TR)EE | o@mtTR) o) 0(2/Q)"
Ours w(1) O(n®+ %) O(n**) o) 0(/Q)"

Notations: |mpk|, |ct|, and [skig| denote the size of the master public key, ciphertext, and secret key
of the IBE. A, n, ¢, oriwe denote the security parameter, ring dimension, modulus, and Gaussian
parameter of RLWE. Q and e denote the number of key extraction queries and the advantage in
attacking the IBE scheme. All the schemes set the ring dimension n = ©(X). To measure the
reduction cost, we show the advantage of the RLWE algorithm constructed from the adversary
against the corresponding IBE scheme, just like [39]. To be fair, we calculate the reduction cost by
employing the technique of Bellare and Ristenpart [5] for all schemes.

R, = Z4[z]/(x™ + 1) is a polynomial ring, and k = [log, q] where b is a small constant (e.g.,
b = 2) or a polynomial in n (e.g., n” for any real v).

7 € N is a constant that can be chosen arbitrarily. Since the reduction cost is exponential in 7,
this value is typically set very small (e.g., 7 = 2 or 3).

v > 1 is a constant that can be set small, depending on the underlying error correcting code.
poly(n) denotes some fixed but large polynomial. It is hard to determine an explicit bound for
comparison due to the implicit construction of the work.

*

—+ Iy

ks

1
k > 1 can be any constant that satisfies nx > 3 + Kk, e.g., 2 or 4, depending on the parameters
of the underlying error correcting code.
Note that [1, Section 3] does their analysis in both the plain model and the CRS model. A smaller

RLWE parameter (5(n7'5+%)) can be achieved in the CRS model. Here, we only compare the
parameters (in [1] and ours) in the plain model. Our analysis in the plain model can be easily
adapted to the CRS model, which results in a smaller RLWE parameter. We refer to Appendix E
for the detailed parameter analysis in both models.

*In the ALWW-IBE paper [1], the authors obtain T’ = T + min{O(A*/*Q/¢), O(A'F3/%)Q"+3}
and € = O(e/AY/*Q) using the bit-security framework [31]. Here we analyse their reduction cost
with the most common technique [5] without relying on the bit-security framework. We note
that our IBE could have the same reduction cost as the ALWW-IBE in the bit-security model,
as it contains the same partition function as in the ALWW-IBE. The analysis in the bit-security
model of our IBE is similar to [1, Lemma 5.4] and we omit it in our paper.

— Technically, we propose three novel tools and techniques to obtain our IBE
scheme. They are (a) homomorphic computation outputting BGG+-style
encoding with two distinct-norm trapdoors; (b) sampling algorithm with
hybrid Gaussian outputs; and (c) partial re-randomization. These tools and
techniques are general, not only restricted to ring settings, but also can be
applied to LWE-based IBE as shown in Appendix F. We believe it could find
rich application scenarios in lattice-based cryptography.
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1.2 Techniques Overview

Our IBE follows the framework of the ALWW-IBE and we remove the quadratic
restriction of modulus by using a novel cross-multiplication design with the help
of several novel tools/techniques including a) homomorphic computation out-
putting BGG+-style encoding with two distinct-norm trapdoors; b) sampling
algorithm with (D, D, )-hybrid outputs; ¢) partial re-randomization. In this sub-
section, we recap the ALWW-IBE framework and provide a high level overview
of the ideas of our construction.

Recap of ALWW-IBE [1]. For a polynomial ring R = Z[z]/(z™ 4+ 1), the
ALWW-IBE construction follows the general framework [2] of constructing lattice-
based IBE which associates each identity id a vector

pkig = [bT|F(id) "] € RZ¥, (1)

where b € RZ is a vector chosen uniformly at random. One of the main technical
contributions of [1] is that they propose a succinet hash function and reduce the
size of the public vectors to w(1). More concretely, they use the equality test
function Equalﬁ(x"“) that outputs 1 if @ = 8 and 0 otherwise, and compute the
function F'(id) as

F(id) = —cy + Zie[t] ZjE[LJrl] H-Equal;(c;) - 2! (9, (2)

where ¢, {¢;}ieg € RE are public vectors, f : [t] x [L 4 1] — [n] is a function
related to an error correcting code with position index L, and H-Equal;(c;) is
a homomorphic computation of Equal,(-) from the public vectors {c;};c[;). The
number of the public vectors is w(1), i.e., t = w(1l). During the security proof,
the reduction algorithm first prepares some random monomials x7, {xi}ie[t] eER
and random matrices R, {R.;}iey) € RFE*E with a small spectral norm, and sets
the public vectors by “BGG+-style encoding” form [9] as

c;=b'R,+27g' €RE, ¢/ =b'R; +2'g" e R}, (3)
where g = [1]b]b?| - [b*~!] € RE is the gadget vector with well-known trapdoor
Ty [29]. Then, the equality test function can be homomorphically computed as

H-Equal;(c;) = b'R;; + Equalj(:vi)g—r.
Further, the function F(id) in Eq. (2) can be homomorphically computed as

F(id)" =— (bR, +27g") + > > (b'R;; + Equal;(z')g") - 2/
i€lt] jE[L+1]

=b' (ZRi’j Ll @d) R’Y) + (Z Equalj(gci) el 9 wv) gT
2,7 i

=Ry :=H(id), invertible
=b'Rig + H(id)g'.
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The sampling vector for identity id in Eq. (1) is now converted into
pky = [b"[bTRig + H(id)g"] € R2". (5)

For any uniformly random u € R, the reduction algorithm can sample a short
vector X satisfying pki—g - x = u using the public trapdoor Tg if and only if
H(id) # 0. In more detail, we first sample a perturbation? p € R?* following the
idea of Gaussian convolution by Peikert [32]. Then, by the Gaussian sampling
algorithm [29] and public trapdoor T, we can obtain a short vector X such that
g X = H(id)"" - (u — pk{, - p) under the condition that H(id) # 0 and H(id)
is invertible. Finally, the secret key for identity id is a short vector x defined as

b b Rig + H(id)g"]- (p + [_?‘d] : i) = u.

e
pkig

skig (:=x)

By the definition of x, the size of x is linear in the norm of the matrix Riq®. We
also note that x is close to a spherical Gaussian distribution.

The IBE ciphertext of a message m is akin to a dual Regev ciphertext [21,33]
which consists of two parts:

cozu~v+eo+[g—‘ -m € Ry, Clzpkid~1}+81€R§k,

where v € R, is a secret and ey < Dg oy,€1 < Dgok,, are some errors.
Note that in the security reduction, the challenge ciphertext can be seen as
()T =[b"|b"Rig«] - v + €1 because H(id*) = 0, then the challenge ciphertext
¢} can be simulated by a re-randomization* algorithm as follows:

o
(ci)" = ReRand ([Ik|Rid*]7b -+ €, 00, 2;) = b [Li[Rig-] - v + (e}) T,
0
where € < Dz ,, and the distribution of €] is statistically close to the discrete
Gaussian distribution Dgak ,,. For the re-randomization algorithm, it requires

2%0 > ||[Ix|Rig+]||, thus the size of the error e, < Dgo2x ,, is linear in the norm

of the matrix Rig+°. During the decryption step, the user (who owns the secret

2 We need to take a perturbation, since the output secret key x should follow a spher-
ical Gaussian distribution to ensure that no information about the trapdoor matrix
Riq is revealed.

The size of the short vector X depends on the public trapdoor Tg and has a small
norm. The perturbation p acts as a mask for Rijs and does not have a noticeable
impact on the overall size of x. So we don’t need to pay attention to them here.
On input a vector b+x € Rk, amatrix V € Rle, two reals og and o1 such that o1 >
200 || V|| and x = DR, oy, the re-randomization algorithm ReRand(V,b+x, 00, 77-)
outputs b' V 4 (x')T, where the distribution of x’ € R' is statistically close to the
discrete Gaussian with width o7.

The Gaussian parameter oy is only related to the hardness of the RLWE assumption,
not related to Rig=, so we don’t consider it here.



Adaptively Secure IBE from Lattices with Asymptotically Better Efficiency 7

key skijq := x) can compute

co—c1r~x:{g—‘~m+eo—e1r'x. (6)
2 —_—

error term

To ensure decryption correctness, the modulus ¢ should be larger than the error
term.

As mentioned above, the sizes of the error e; and the secret key x are both
linear in the norm of the matrix R;q, so the size of error term would be at least
quadratic of the norm of the matrix Riq. Recall that the matrix Riq is gener-
ated by homomorphic computation of the partition function® H(-) as in Eq. (4),
which itself has a relatively large norm due to the complex circuit of the parti-
tion function. Therefore, the restriction, i.e., the modulus ¢ should be at least
the quadratic of the trapdoor matrix R;q4’s norm, leads to large modulus.

Remove the quadratic restriction of modulus. Our goal is to remove the
quadratic restriction of the modulus ¢ on the trapdoor matrix Ri4’s norm. At
a high level, our idea can be represented by Fig. 1. Specifically, the error term”

mal] [iarge
large large
large small
’
s

error skig arror skig
i

Fig. 1. The error term of ALWW-IBE (left) and ours (right), where (-,-) represents
vector inner product.

in ALWW-IBE (Eq. (6)) is the inner product of a large error e; (i.e., linear in
Riq’s norm) and a large secret key x (i.e., linear in Rjg’s norm). Our idea is to
design the error term to be the inner product of a (Dy,, Dy, )-hybrid error with
o1 > o9 and a (D,., D,)-hybrid secret key with 7 > o®, where Dy represents
a Gaussian distribution with width 6 and (Dy,, Dy, )-hybrid represents that the
first part is sampled according to Dy, and the second part is sampled according
to Dy, . In our design, the error term is a cross-multiplication, i.e., “small X large
+ large x small”; thus removing the quadratic restriction.

We approach our idea in two parts: (1) obtaining a (D,., D, )-hybrid secret
key; (2) obtaining a (Dy,, Dy, )-hybrid error. Below, we provide some details of
our techniques.

5 We call H(-) as “partition function” since H(id) = 0 if and only if id = id*.

7 We ignore the term eg because it only depends on the hardness of the RLWE problem
and it has a small norm.

8 To further shrink the size of the secret key, we only take the D, part (small) as the
user’s secret key in our IBE construction. It does not affect the decryption, since
anyone can compute the D, part (large) after it gets the D, part.
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(1) Obtaining a (D,, D,)-hybrid secret key. To achieve this, we first design a se-
ries of homomorphic computation algorithms to output a BGG+-style encoding
that encodes the partition function H(id) and has two trapdoors with distinct
norms. Using such a BGG-+-style encoding as our new sampling vector, we design
a new sampling algorithm with (D,., D, )-hybrid outputs.

(1.1) Homomorphic computation outputting BGG+-style encoding with two distinct-
norm trapdoors.

Homomorphic computation of partition function in GSW-style encryption form.
First, instead of setting the public parameters as in Eq. (3), we use the “GSW-
style encryption” form [22] to construct as follows

C,=AR, +2'G e R>***  C/ =AR; +2'G € RZ*?", (7)

where R, R; € R?**?* is some random matrices with small spectral norm, G =
[ﬁ: gi} € R?IX% is the public gadget matrix, and A = LT?LJ} € R,ZIX% is the
public key of the GSW-style encryption scheme, consisting of RLWE samples: a
uniformly random vector a € ’ng, a secret s € R, and an error vector e € Rk,
Similar to Eq. (4), the function F(id) can be homomorphically computed by the

public parameters in Eq. (7) as
F(id) = ARiq + H(id)G € R2*?". (8)

Note that the function F'(id) in Eq. (4) is a BGG+-style encoding of the partition
function H(id) and cannot be decrypted. In contrast, the function F(id) in Eq. (8)
is a GSW-style encryption of the partition function H(id) and is decryptable.

Homomorphic transformation from GSW-style encryption to BGG+-style en-
coding. To generate the sampling vector similar to Eq. (5), we first sample a
uniform vector b € R’;, and prepare an additional public vector in the “BGG+-
style encoding” form [9] (similar to Eq. (3)) as

¢/ =b"R,+s-g',

where R; € RF** is a random matrix with small spectral norm and s € R, is
the secret key of the GSW-style homomorphic encryption scheme. Then, we use
the decryptable property of the GSW-style ciphertext and do a homomorphic
“incomplete decryption” of the GSW-style ciphertext F(id) in Eq.(8) in two

steps: (1) write the last & columns of the matrix Rig as Rig € R?***, and take

] H éT — aTRid .
the last k columns of the ciphertext F(id) as [C%} = [(aTs+eT)R;d+H(id)gT }, (2)
compute the following equation

— T

Fid) =¢ —c] -g'()=¢] —(b'Ry+s-g")-g7"(¢)
=b"-—R.-g7 (&) + (& —s-¢)
=b'--R,-g '(&])+H(id)g" +e Ry ()

~—_———— \\r/
R ey

=b'R+ H(id)g" +e}.
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Note that the real GSW-style decryption first computes ¢; — s - ¢y and then do
a rounding for the final element to recover the message. Eq. (9) actually does a
homomorphic computation of the first step (This is where our “incomplete de-
cryption” comes from). It homomorphically transforms a GSW-style ciphertext
(Eq. (8)) into a BGG+-style encoding (Eq. (9)) of the same message H (id).

— T

Now we get the sampling vector [b' |F(id) | for the identity id as follows
pky =[b b R+ H(id)g" + ej] € R2". (10)

Note that ejq has a large norm (i.e., linear in Rig’s norm), while R is a fresh
matrix and thus has a small norm. Compared to Eq. (5), our new sampling vector
in Eq. (10) has two trapdoors with distinct norms (i.e., small R and large ej4),
which allows us to sample a (D,., D,)-hybrid secret key in the next step.

(1.2) Sampling algorithm with (D,., D,)-hybrid outputs. Now we can use our new
vector pkyy in Eq. (10) to sample the secret key. Generally speaking, for a given
uniform u € Ry, we design a new sampling algorithm, to sample a small-norm
(i.e., D,) vector x € R?* and a large-norm (i.e., D,., where r > o) error w € R
such that pki—g ‘X =u+w.

In more detail, we first sample a perturbation p € R?* that masks the
trapdoor matrix R by Gaussian convolution. Using the trapdoor Tg, we obtain
a short vector X such that g7 -X = H(id)~" - (u — pk;; - p) under the condition
that H(id) # 0 and H(id) is invertible. Then, we get a short vector x satisfying

b b 'R+ H(d)g +el]- (p+ [—IR} ;z) —ute) X.
——

T N—_—— ———
Pk - error

Obviously, the error would leak some information about the trapdoor ey. To
solve this problem, a trivial idea is to add a perturbation that masks the trapdoor
€id, just like the perturbation p masking the trapdoor R. Concretely, we first
sample a perturbation h € R and compute v’ = u + h, then follow the same
steps as above except for replacing v with u’, we get

bTb'R+ H(id)g" +el]- <p+ [_1 ] i) =u+t(h+te] %).

T N— ——
pk.] M error

It is true that the error would not leak any information about ej4, just as x does
not reveal R. However, both x and the error use the same source of randomness,
i.e., X, which results in that x and the error both have the same Gaussian
width. This violates our design goal that x and the error have different widths.
Therefore, we introduce a new source of randomness to deal with this issue.
Specifically, we additionally sample a perturbation p € R* and compute u* =
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u' + ey -, then follow the previous steps except for replacing v’ with u*, we get

. -R| -~ _ o~
bTIb R+ He el (b4 | T X) =k irel @1 %).
: N— =X
pk‘—dr x, small

:=w, large error

Then [¥] = [B]+[4]x where T = [ *]. Now both x and X use the same source
of randomness X, allowing us to simultaneously guarantee they have the same
width and are independent. Consequently, the source of randomness X in the er-
ror w is unrelated to x, and we conclude that the two outputs (w € R,x € R?)

are independent and have different Gaussian widths.
We combine the large w and the small x into a (D,., D, )-hybrid secret key.

(2) Obtaining a (Dy,, Dy, )-hybrid error. To achieve this, we pick an IBE cipher-
text with (D,,, Dy, )-hybrid errors. To simulate such a ciphertext in the security
reduction, we run the re-randomization algorithm to generate partial ciphertext
(i.e., the D,, part) and incorporate some tricks.

(2.1) IBE ciphertext with (Dgsy, Dy, )-hybrid errors. Our IBE scheme outputs
ciphertext (cg, c1) where ¢y has (Dy,, D, )-hybrid errors. We have that o1 > oy
which corresponds to the (D,., D,)-hybrid secret key and follows our idea of
“cross-multiplication”.

q 1 e1 k41
Co=uU-v e—|—[f]-meR, cp=d- -V eER ,
0 + eo 9 q 1 pki + e a
where e; <~ Dg o, is a small error and ez < Dgex ,, is a large error. Note that
we add an invertible element d € R, to align with the corresponding term in the
security reduction in the next step. Similarly, we modify the input of the secret
key sampling algorithm (in (1.2)) from u to d~'u, thus we have pk-x = d~'u-+w.

(2.2) Partial re-randomization. In the security reduction, we use the fact that
H(id*) = 0 and pky- = [bT|bTR* + e}.] (defined in Eq. (10)). To simulate the
challenge ciphertext (c})" =d-[1|b"|b"R*+e/.]-v+[e1|es ], a direct approach
is to run the re-randomization algorithm as follows:

* R g1
(c}) = ReRand (I:Ik+1 [%Z*H’d' (L] ~v+e6,ao,200)
:d[l‘bT] . |:Ik+1 [ig:}} 'U+e/
=d-[Ib"b'R* +el.]-v+¢€

where the distribution €’ is statistically close to the discrete Gaussian Dg2it1 ,, -
However, this does not match our desired ciphertext distribution since each
component of the 2k + 1 vector €’ follows the same Gaussian distribution.
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To solve this problem, we first use the re-randomization algorithm to generate
a partial ciphertext:

~% I, R* 01
(€%)" =ReRand <[0§ ei}},cﬁ [P]-v+ ey, 00, 200)
I, R
—d-pT- [ ] vt (en)T

d-[b"b'R* +el]-v+(eh)T.

Then, we concatenate the last element of d-[?]-v+e(,? and the partial ciphertext
C7, to generate the ciphertext cj as follows:

(cp)" =d-[1bTbTR" +eq.] - v+ [e]ley),

where €} < Dg o, is the last element of the small error ef, and the distribu-
tion of e} is statistically close to the discrete Gaussian distribution Dgzx ,,. For

. . . . I, R
o1 k
the re-randomization algorithm, it requires 20y 2 H [OT ei}}

ey ~ Dpax , is related to the vector ejq- and has a large norm.

, thus the error

We obtain a (Dy,, Dy, )-hybrid error, consisting of small e; and large es.

Realizing our idea. During the decryption step, the user can compute

T j—wy_ |4 T
CO—Cl'[x]_{i—"mﬂ‘(eO"‘ er-w — € X ). (11)
2 S~ ~——
smallxlarge  largexsmall

Compared to the error term in Eq. (6), our error term in Eq. (11) has a cross-
multiplication characteristic, i.e., “small x large + large x small”, thus removing
the quadratic restriction of the modulus ¢ on the trapdoor norm.

2 Preliminaries

Notations. We denote Z,N and R as the set of integers, the set of natural
numbers and the set of real numbers, respectively. We use bold uppercase letters
(e.g., A) to denote matrices, and bold lowercase letters (e.g., a) for column
vectors. We use ||a|| to denote the Euclidean norm of vector a and define ||A|| :=
SUp|x =1 |[AX||. We denote the horizontal concatenation of two vectors a, b by

[aT|bT]. We use A to denote the Gram-Schmidt orthogonalization of A. For a
(quotient) polynomial ring R over Z and a set S C Z, we denote Sg C R as the
set of elements in R with all coefficients in S. For a positive integer k, let [k]
be the set of integers {0,1,--- ,k — 1} and [—k, k] = {—k,--- ,—1,0,1,--- ,k}.
We say a function f : N — R is negligible if Ve > 0,30 € N,VA > Ao, f(A) <

9 Consider d- [P]-v+ep as RLWE samples. We add d € R4 to mask the secret v in the
extra “1” term. Thus, we can view the last element as d - v + €}, which constitutes a
single RLWE sample.
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1/A¢ and we use negl(\) to denote any negligible function. We use “PPT” to
denote probabilistic polynomial time. For a distribution D, we use d < D to
denote sampling d according to D and use d ~ D to denote that d follows the
distribution D. For a set S, we use U(S) to denote the uniform distribution over

S and use s < S to denote s U(S). For any probabilistic algorithm A, we

use y & A(z) as running A with fresh randomness on input x and assigning the
output to y. For any two random variables X and Y with support {2, denote
their statistical distance as A(X,Y) =13 _, |Pr[X = s] — Pr[Y = s]|.

2.1 Identity-Based Encryption (IBE)

Syntax. We recall the standard syntax of IBE [8,34] in the following. An identity-
based encryption scheme IT with identity space ZD consists of four PPT algo-
rithms (Setup, KeyGen, Enc, Dec) as follows.

— Setup(1*): Given the security parameter ), it outputs the master public key
mpk and the master secret key msk.

— KeyGen(mpk, msk, id): Given (mpk, msk) and an identity id € ZD, it outputs
the secret key skiq.

— Enc(mpk,id,m): Given the master public key mpk, an identity id € ZD, and
a message m, it outputs a ciphertext ct.

— Dec(mpk, skig, ct): Given the master public key mpk, the secret key skiq, and
a ciphertext ct, it outputs a message m’ or L.

Correctness. We say an IBE scheme IT is correct, if for all id € ZD and all
m in the specified message space, it holds that Pr[Dec(mpk,skiq4,ct) # m]

negl(\), where the probability is taken over the randomness used in (mpk, msk) &
Setup(1*), skig & KeyGen(mpk, msk, id) and ct & Enc(mpk,id, m).

Adaptive anonymous security. We consider the adaptive anonymous security
notion for IBE as in [39], which implies the adaptive (non-anonymous) secu-
rity considered in [1]. This security is defined by the following game between a
challenger and an adversary A.

Setup: At the beginning of the game, the challenger runs Setup(1}) to get
(mpk, msk) and sends mpk to A.

Phase 1: A may adaptively make key extraction queries. When A submits id,
the challenger returns skiq & KeyGen(mpk, msk, id).
Challenge: At some point, A outputs a message p and an identity id*, on which

it wishes to be challenged. Then, the challenger picks a random bit coin &
{0,1} and a random ciphertext ct} « C from the ciphertext space. If coin =

0, it runs ctf & Enc(mpk, id*, 1) and gives the challenge ciphertext ctj to A.
If coin = 1, it gives ct] to A.
Phase 2: A continues to make key queries with a restriction that id # id*.
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Guess: Finally, A outputs a bit coin for coin.

The advantage of A is defined as \Pr[c/o.m = coin] — 1|. We say that the
scheme satisfies adaptively-anonymous security if the advantage of any PPT A
is negligible.

2.2 Lattices and Gaussians

Lattices. An n-dimensional (full rank) lattice A C R™ is the set of all integer
linear combinations of some set of n linearly independent basis vectors B =
{b1,---,by} CR", A ={Bx | x € Z"}. We denote the dual lattice of A by
A* = {y € span(4) | (y,x) € Z,Vx € A}. For a matrix A € Zy*™, define
/1qL (A) :={ee€Z™: Ae =0 mod ¢}, which is a full-rank m-dimensional integer
lattice. We omit ¢ when it is clear from the context.

Gaussian distributions. The Gaussian function p : R™ — (0,1] is defined as
p(x) = exp(—m - (x,x)). Applying a linear transformation given by an invertible
matrix B yields pp(x) = p(B7'x) = exp(—7 - x' £ 7'x), where ¥ = BBT.
Since pp is exactly determined by X, we also write it as p, 5. For a lattice A
and ¢ € span(4), the discrete Gaussian distribution D, . /5 is defined as: for
any x € A+c,

A+c

P\/E(X)

D = EE
arevm )= 0 )

When X = oI for some real o > 0, we write p_/5, Dytevs 8 o Dateo-
We recall the definition of smoothing parameter of lattices as follows.

Definition 1 ([30], smoothing parameter). For anyec > 0, any n-dimensional
lattice A, the smoothing parameter n.(A) is the smallest real s > 0 such that

pr/s(A\{0}) < c.

For the discrete Gaussian over lattices, we have the following tail bounds.

Lemma 1 ([25]). For o > n(Z"), t > 0, x € Z", Precp,. [le"x| > 1] <
t2
2¢ " xIZT

Lemma 2 ([30]). For n-dimensional lattice A, € € (0,3), s > ne(A), we have
Precpy. [Ix] > sv/] < 27",

The following lemma can be used to re-establish the discrete Gaussian dis-
tribution after multiplying with a matrix.

Lemma 3 (|25], noise re-randomization). Let q,l,m be positive integers
and o1 be a positive real satisfying o1 > max{ne(Z™),n(Z")}. Let b € ZI be
arbitrary and x chosen from Dzm o, . Then for any V € Z™*! and positive real
o9 > ||V, there exists a PPT algorithm ReRand(V,b + x,01,02) that outputs
bT =b'V+x'T e Zf] where the statistical distance of the discrete Gaussian
Dy 54,4, and the distribution of x' is within 8e.
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2.3 Rings and Ideal Lattices

Rings. In this paper, we consider the polynomial ring R := Z[z]/(z™ + 1) where

n (the degree of R) is a power of 2. Any element ¢ € R can be denoted as
n—1 .

a= ) a;x’, where a; € Z. For any prime integer ¢, we denote R, as R/¢R =
i=0

Zg|x]/(z™ 4+ 1) and R as the set of invertible elements of R,.

Coefficient Embedding. We define a coefficient map ¢ : R — Z" that sends a ring
element a = Z;L:_Ol a;x' € R to its coefficient vector a = [ag]|---|a,_1]" € Z".
Furthermore, we can define another map Rot : R — Z"*™ that sends a € R to
a matrix in Z"*" such that the i-th row is ¢(a - 2! mod (2" + 1)) € Z". We
can extend the maps ¢ and Rot to ring vectors and matrices. The norms of ring
matrices (or vectors) are defined by their corresponding coefficient embedding
matrices (or vectors), i.e, for any A € R**! ||A| = ||Rot(A)|. The Gram-

Schmidt orthogonalization of ring matrices is defined analogously, i.e., for any
A € R**t A := Rot(A).

Discrete Gaussian over rings. For ¥ = BBT where B is an invertible matrix
over R, we denote DR,Q’ /5 as the distribution of sampling x <+ DZ",Q’ JE and

output ¢~1(x) € R*¥. When X is a matrix over R[z]/(z" + 1), we use the no-
tation an /5 to denote DRk Rot(vE) where Rot can be naturally extended to
Rlz]/(z™ + 1).

We extend Lemma 1 to the ring setting via the following lemma.

Corollary 1 (Corollary of Lemma 1). For positive interger k, o > n.(Z"),

et
real number t > 0, x € R*, we have Precp,,, [[p(eTx);| > 1] < 2e " TxI%7 .

,o

The proof of Corollary 1 is trivial and we omit it due to space limit.

Lemma 4 ([18], Fact 6). For a positive integer p and a matriz R uniformly
chosen from [—p, p]‘;{(t, there exists a constant C' (1 < C < 2) such that for any

positive number w, we have Pr[|R|| > Cpy/n(y/s + vVt +w))] < 2e~ "

Lemma 5 (|25], Regularity lemma). Let n be a power of two, ¢ = 3 mod 8
be a prime and 1, k, p be positive integers that p < %\/q/n. For A & Rflek and

’ n/2
$ ’ k
R & [—p, i, we have A((A, AR), (A, URE ") < 4+ (gl )

=2

Ring learning with errors. The Learning With Errors (LWE) problem was intro-
duced by Regev [33] and we will use the ring version of it, namely RLWE [28].

Definition 2 ([28], RLWE). For positive integers n = n(\),k = k(n), a
prime integer ¢ = q(n) > 2, an error distribution x = x(n) over R, and an

algorithm B, consider the experiment where a secret bit coin & {0,1} is chosen
and then B({(ui,y;)}¥_,) is called when coin = 0, B({(u;, u;-v+e;)}Yr_, is called
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when coin = 1 where uy, -+ , Uk, Y1, » Yk, U & Rqandey, - e & x- Finally,
B outputs a bit coin’ and B wins the experiment if coin’ = coin. The advantage of
B is defined as | Pr[coin’ = coin] — 1|. We say the RLWE,, 1 4, assumption holds
if the advantage of any PPT B is negligible.

We note that the RLWE problem is at least as hard as some worst-case lattice
problem. We refer to Lemma 23 for details.

2.4 Lattice Trapdoor Over Rings and Gaussian Sampling
We recall the public gadget and its trapdoor defined in [29] and related lemmas.

Definition 3 ([29]). For positive integers b and k > k' = [log, q], the public
gadget vector is defined as g = [1]b|b?]---|pF ~1[0T]T € RE, and there is a
publicly known matriz Tg such that Rot(Tg) € ZMRX1E s basis of the lattice
AL (Rot(gT)) and | Tyl < VBT +1.

Lemma 6 ([1]). For integers k, q, b satisfying the requirements of Def. 3, on
mput a vector u € R’;, there exists a deterministic polynomial-time algorithm
g~ () which outputs the matriz R = g='(u') such that R € [~b,b]5* gT R =
u' and ||R|| < nkb.

For the G matrix defined in [29], we have the following corollary of Lemma 6.
We note that Lemma 6 and Corollary 2 can also hold in the Z, setting, we refer
to Appendix A for details.
gT OT
OT gT
Ue Rg“k, there exists a deterministic polynomial-time algorithm G~1(-) which
outputs the matrir R = G~Y(U) such that R € [-b, b]%”%, G- -R=U and
|R|| < 2nkb.

Corollary 2. For the gadget matrix G = { } € Rg“k, on input a matric

Next, we recall a general trapdoor generation method in the ring setting as
defined in [1] together with some useful lemmas for the trapdoor pair.

Lemma 7 ([1]). For positive integers p,q such that p < %\/q/n, k> 2log,q,
there exists a polynomial time algorithm TrapGen(n, k, p, b, q) that outputs a vec-
tor b € R and a matriz Ty, € RF*F, where Rot(b") € Z™*"* is a full-rank
matriz and Rot(Tp) € Z"*"* js q basis of At(Rot(b")), such that b is sta-
tistically close to U(RE) and Rot(b") € Zp*" has full (column) rank, and

ITo|| < O(bpy/nlog, q).
Lemma 8 (|21], adapted to the ring setting). For a trapdoor pair (b, Ty) €
Rfj x RFXF satisfying b’ - Tp = 0" mod g and Rot(b') € Z"*" is a full-rank

matriz, o > n(Z"%) - | Ty and a given target u & Ry, there exists a preimage
sampling algorithm SamPre(b, Ty, u,0) that outputs a short vector x such that
b - x =wumod q and the distribution of x is statistically close to Dgs .
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Lemma 9 (|21], adapted to the ring setting). For a trapdoor pair (b, Ty) €
R(lj x RFXF satisfying b’ - Tp = 0" mod q and Rot(b') € Z"*" is a full-rank
matriz, and let € € (0,3) and o > n(Z") - ||’i‘vb|| Then, for x < Dgk o, the
distribution of the syndrome w = b - x mod q is statistically close to uniform
distribution over R,.

Finally, we recall the following lemma about perturbation of non-spherical
Gaussians, which originates from [32].

Lemma 10 ([19,29,40], adapted to the ring setting). For T € R™** o2 >
(2 +n2(Z™)) - (|IT||?+1), &) = 021, —s*TT", the following two distributions
are statistically close:

— sample z <~ Drk s, p < Dy, NGH output p + Tz;

)
p

— output X <= Drm 4.

2.5 Homomorphic Encryption and Homomorphic Computation

Here, we describe the GSW-style [22] homomorphic encryption scheme over ring
elements and J-expanding homomorphic computation.

The Ring-GSW homomorphic encryption scheme. We first recall the Ring-GSW
homomorphic encryption scheme in [22], which consists of six algorithms (Setup,
KeyGen, Enc, Dec, Add, Mul).
— Setup(1*): on input the security parameter \, do:
e set the ring dimension n = n(A) which is a power of 2, the modulus
q = q(n), the base b := b(n), the positive integer p := p(n), k = [log, q],
and the noise distribution x over R.

e output the public parameter pp := (n, q,b, p, k, x). We assume that pp is
an input to all the following algorithms.

— KeyGen(pp): on inputs the public parameter pp, do:
e pick a ﬁ Rﬁk, s i Ry, € X2k,

e set the encryption key ek := A = LT?IJ ], the decryption key dk := s.
— Enc(ek,m): on input encryption key ek := A, a message m € {0,1}%, do:

e sample a random matrix R & [—p, pl 2k,

e set the public gadget matrix G = [g: g:} € R2*2k,
e output the ciphertext C = AR + mG € Rg”k.

— Dec(dk, C): on input the decryption key dk and a ciphertext C, takes the
last column of ciphertext and split it into two elements (co, ¢1), do:

e compute Lbk% “(e1 — ¢ - sﬂ
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— Add(Cy, Cs): on input two ciphertexts Cp, Ca, output:
Cadd = C1 + C2 = A(R; + Ry) + (m1 + m2)G.
— Mul(Cy, Cs): on input two ciphertexts Cy, Ca, output:

Cuu = C1 -G 1(Cy) = (AR; + m1G) - G (AR, + m2G)
=A (Rl . G_l(ARQ + mgG) + Rgml) + (mlmg)G.

The following definition expresses the quality of the homomorphic evaluation
by the factor §, which is useful in the noise analysis of the IBE scheme.

Definition 4 ([39], j-expanding evaluation). Let k be a natural num-
ber. We say that the deterministic algorithms (PubEval, TrapEval) as in are §-
expanding for a function family F = {f : X* — Y} where X,y C R if they are
efficient and satisfy the following properties:

— PubEval({C; € R2***}icpy, f € F) = Cp € RZ*2F
— TrapEval(A € ’Rixzk, {R; € ’R%X%}ie[t], {zitiem}, f € F) =Ry € Rk X2k
forz = [z1]|---|z]T € Xt. We require the following holds:

PubEvaI({ARi + ZiG}iG[t]a f) = ARf + f(Z)Ct7

and we have |Ry|| <6 - max;cp{||Rall}.

3 Homomorphic Computation Outputting BGG-+-style
Encoding with Two Distinct-norm Trapdoors

In TCC 2021, Abla et al. [1] proposed a specific equality test function and a
succinet partition function (using the equality test function as a sub-function),
which can be homomorphically computed using w(1) public vectors. In this sec-
tion, we first homomorphically compute the equality test function and the par-
tition function in the GSW-style encryption form (defined in Sect.2.5). By the
decryptable property of the GSW-style ciphertext, we design an incomplete de-
cryption function to homomorphically transform the GSW-style encryption to a
BGG+-style encoding (defined in Def. 9), which has two trapdoors with distinct
norms.

3.1 Homomorphic Computation of Equality Test function in
GSW-style Encryption Form

As the introduction mentions, this work focuses on the cyclotomic rings of
power-of-two, which have simpler mathematical structures. Let R = Z[z] /P, (x)
be the m-th cyclotomic ring, modulus ¢ be co-prime to m, and R, = R/¢R. For
this setting, we have @,,(x) = 2™ + 1 where n = ¢(m) = m/2.
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Definition 5 (Equality test function). Define function Equalg(:) parame-
terized by B € [m] as follows: on input x* € R, the function Equalgz(z®) outputs
1 if a = S mod m and 0 otherwise.

In [1], the authors provide algorithms to homomorphically compute the equal-
ity test functions and analyze the expansion factor of their algorithms. We adapt
their algorithms to our Ring-GSW homomorphic encryption setting and provide
new algorithms (PubEvalg, TrapEvalg) in Construction 2. Due to space limit, we
put our algorithms in Appendix B. We bound the expansion factor of our algo-
rithms with the following theorem.

Theorem 1. The algorithms (PubEvalg, TrapEvalg) in Construction 2 are 2mn(kb)?-
expanding with respect to the function family {Equals}ge(m)-

The proof of this theorem is an adaptation of the proof in [1]. Due to space
limit, we put the proof in Appendix B.1.

3.2 Homomorphic Computation of Partition function in GSW-style
Encryption Form

In this subsection, we first recall the definition of the partition function and
the partition function family!'® in [1] that will be used in our IBE construction.

Definition 6 ([1], partition function). Let p,t,L,n,m,n be integers such
that tp < n, m =2n, L+1 < m"1; ECC:D — ZZE be a function'?, whose
image is indexed by {1,---,L} and ECC(2)[0] = 0 for every z € D. For any
(o, B) € [L +1]" x ZE, the partition function Hzé :D — R as Hsg,(z) =
Zie[t] (xip+ECC(z)[ai] _ l.ier,Bi)‘

Abla et al. [1] gave another form of the partition function for homomorphic
computation as follows.

Definition 7 ([1]). Let p,t,L,n,m,n be integers such that tp < n, m = 2n,
L+1 < m" where numbers in [L+1] can be represented in m-ary; ECC: D — ZZE
be a function whose image is indexed by {1,--- , L} and ECC(2)[0] = 0 for every
z € D. For each j € [L+1], denote j’s m-ary representation as (§[0], -+, j[n—1]).

Let R := Z[x]/(x™ +1). For any z € D, on input ({ i }icq,ireln) € [m]t>". 3 e
Ry), the partition function G is defined as

G.({evii tiep,iem: B) = —B+ Z H Equalj[i,](za“’) P HECCEL,

i€t],j€[L+1] \'€[n]

10 We provide some supplementary notes about the “partition” property in Ap-
pendix B.2.

11 Note that m,n and the relationship L 4+ 1 < m” are actually not used in this defini-
tion. We keep them in this definition because they will be used in another form of
the partition function as in Def. 7.

2 Tn [1], ECC is an error correcting code with relative distance 7. Here we consider a
more general definition for simplicity.
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Note that the function defined in Def. 6 and Def.7 can be equal for certain
parameters. More precisely, when {ev; i }i/¢[) is the m-ary representation of «;

and 5 = Zie[t] 33ip+6ia we have that Hfé(z) = Gz<{ai,i’}i6[t],i’€[n]aB)' We put
the full derivation process of this equation into Appendix B.3.

Definition 8 ([1], partition function family). For any t' € [t], the class
HREE s defined as

R — {Hig ol e (L+1\{o})", B ez, 0 =(a/T,07),8" = (B’T70T)} :

where 07 = (0,---,0) € Z]t;t/, i.e., padding 0’s to match the dimension t.
Furthermore, define H?* = Ut/e[t]’HR’t’tl.

In [1], the authors provide algorithms to homomorphically compute this par-
tition function and analyze the expansion factor of their algorithms. We adapt
their algorithms to our Ring-GSW homomorphic encryption setting and provide
new algorithms (PubEvalg, TrapEvals) in Construction 3. Due to space limit,
we put our algorithms in Appendix B. We bound the expansion factor of our
algorithms with the following theorem.

Theorem 2. For parameters as stated in Def. 6, and assuming the underlying
algorithms (PubEvalg, TrapEvalg) are d-ezpanding for {Equal;} cim), the algo-
rithms (PubEvalg, TrapEval) in Construction 3 are (L+1)t-n-2nkb-d-expanding
with respect to the function family {G.}.ep.

The proof of this theorem is an adaptation of the proof in [1]. Due to space
limit, we put the proof in Appendix B.4.

3.3 Homomorphic transformation from GSW-style encryption to
BGG+-style encoding

In this subsection, we first recall the BGG+-style encoding in [9]. Then, we
design an incomplete decryption function for a GSW-style ciphertext and its ho-
momorphic computation algorithm. Specifically, this homomorphic computation
algorithm takes in a GSW-style ciphertext for some message m and transforms
it into a BGG+-style encoding of m with some additional errors (with the help
of a BGG+-style encoding for the decryption key s).

First, we recall the BGG+-style encoding over ring elements.

Definition 9 ([9], BGG+-style encoding). Given a public vector b € Rf

and a positive integer p, to encode o € R, we choose a random small-norm

matriz R, & [—p, p]%Xk, and define the encoding asc' :=b' -Ro+a-g'.

Then, we give our new definition of the incomplete decryption function.
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Definition 10 (Incomplete decryption function). On input a GSW-style
ciphertext (as in Sect. 2.5) C € R2** with zf} as the last k-columns and
the corresponding decryption key s € Ry, the incomplete decryption function is
defined as &Z(C, §)=-c1—§-Co.

Next, we provide homomorphic computation algorithms for Dec and analyze
the expansion bound.

Construction 1 On input a GSW-style ciphertext (as in Sect. 2.5) C,,, = [ a’ } :

a'ste'
R, + m-G for m € R and a BGG+-style encoding (as in Def.9) ¢l =
bT R, +s-g' fors € R, we construct (Eval”™®, Eval™P, Eval*™) for the

incomplete decryption function Dec as follows.

Eval”*®(C,,, cs): output ¢ —c] -g~(cg), where [Zf}} is Cp,’s last k-columns.
Eval"™P(R,, C,,): output —R-g~1(cy ), where cq is the vector defined in Eval™®.
EvaIE'm'(e, R,,): output e R, where R, is the last k-columns of Ry
Theorem 3. In the algorithms (Eval™®_ Eval ™ Eval¥™) for the incomplete

decryption function Dec, the 2-norm of the output of the Eval™ is bounded
by nkb-||Rs||, the 2-norm of the output of the Eval*™ is bounded by ||e|| - || Rum||-

Proof. Tt is easy to see that
cf —¢/ g (cg)=c] — (b -Ry+s-g') g ' (cg)
=b" - (-Ry)-g (cg) +(c] —s-¢g)
=b" (-Ry)-g cg)+m-g" +e ‘R,
N——— — N, e’
EvalTrap EvalError

By Lemma 6, we have || — R, - g (cg )| < nkb- |Rs]|. By the definition of R,
as in Eval®™" algorithm, we have [[e” - R, || < [le|l - [Rum| < llel - || Rum]|.

4 Sampling Algorithms with (D,., D,)-Hybrid Outputs

In this section, we follow the idea of the sampling algorithms in [2] and design
new sampling algorithms with (D,., D, )-hybrid outputs. Due to space limitation,
we recall the sampling algorithms from [2] in Appendix C.1.

Our sampling algorithm would like to obtain (w,x) which is a (D;, D,)-
hybrid pair where r > o, satisfying

f'x =u+wmod g, (12)

for any given uniformly random u € R,. The vector f is
fT=Db'b'R+yg’ +e'] e R (13)
where b € R’;, R € RF*F is a matrix with small entries, e € R* is a vec-
tor with (relatively) large entries, y € R is an invertible element, and g =

[L[p]---[6*=1]T € RE is the specific gadget vector as defined in Def.3, whose
trapdoor Tg is publicly known.
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4.1 Our New Sampling Algorithms

Our sampling algorithms with (D,., D,)-hybrid outputs consist of two parts:
SampleLefty, ;4 and SampleRight, pi4-

Let (b, Ty) € R’; x R¥*k be a trapdoor pair satisfying the requirements of
Lemma 7 and SamPre be the algorithm in Lemma 8. Consider the following two
algorithms.

SampleLeft, iq(b, c € RE, Ty, € R¥** u e Ry 0,7 € R)
— sample w < Dg ., X2 < Dgk ,, set 4 = u + w.

— run x; < SamPre(b, Ty, u’, o) where v’ =@ — ¢ xs.

— output (w,x = [%])-

SampleRighty, piq(b, g € RE, e € R¥, Tg,R € R¥** y € RX,u € Ry, 0,5, € R)
— sample h < Dy /- where X =12 —o%e’e.
— sample p’ = [g] < Dy Nen where p € R*,p € R?*, and Y, =013, —
ST'T'T for T = [_IR] € R?>*k and T/ = [ITK] € R3kxE,
k
—setu*=u-+h+e'p.
— compute v = y~!(u* — £ p) where f is defined in Eq. (13).
— run z < SamPre(g, Tg, v, 5).
— compute w = h+e' (p+2z) and x = p + Tz.

— output (w,x).

4.2 Analysis of Our New Sampling Algorithms

In this subsection, we analyze our new sampling algorithms and prove the output
distributions of these two algorithms are statistically close.

Theorem 4. For any trapdoor pair (b, Ty) € R’; X RF*F satisfying bT - Ty, =
0" mod g and Rot(b") € Z"*"F s a full-rank matriz, any c € R’;, o >
Ne(Z"%) - | T and any real v > 0, define £T = [b|c"], then the following
two distributions are statistically close

— {(f,w,x,u) :u & Ry, (w,x) < SampleLeft, ;4 (b,c, Ty, u,0,7)}.

— {(f,w,x,u) : w4 Drr, x  Dpor o, u="Ff"x—w}.

Proof. Consider the first distribution (f,w,x,u). We omit f since it is fixed in

this distribution and we only consider the (w,x = [%.],u) part where u & Ry,

(w,x) are sampled using the algorithm SampleLeft, ;4(b,c, Th,u,0,7) Note
that the SamplelLeft, ;4 algorithm samples w <= Dg ., X2 < Dgxr , and x; <
SamPre(b, Ty, u +w — ¢ x3,0).
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Hybrid 1. Now we consider a hybrid distribution (w,x = [%.], u) where w, X2

are sampled as above, X1 < Dgk ,,u’ = b"x; and finally compute u = u' —
w+c¢ " xy. We note that Hybrid 1 and the first distribution are statistically close
due to the following claim.

Claim. For any trapdoor pair (b, Tp) € RF x RF*k satisfying b" - T, = 07 mod

y trapdoor p , x ying
¢ and Rot(bT) € Z"*"* is a full-rank matrix, o > n.(Z"*) - | Tp|, the following
two distributions are statistically close:
— sample v/ & R, then sample x; <— SamPre(b, Ty, v’, o), output (x1,u’);

— sample x; < Dgs ., then compute v’ = b " xy, output (xi,u’).

It is obvious that this claim follows from Lemma 8 and Lemma 9.

Note that Hybrid 1 is exactly the second distribution in Theorem 4. This
completes the proof. O

Theorem 5. For a vector b € ’R’;, the public gadget trapdoor pair (g, Tg) €
R’; x REXF satisfying g7 - Tg = 07 mod g and Rot(g') € Z"*"* is a full-
rank matriz, any matriz R € REXE and vector e € R*, any invertible element
y € Ry, s 2 ne(ZM) || Tgll, 02 = (s2+02(Z"™))-(||T'||*+1) where T = [ ] and
T=[7.]. 22 (@ +n2(Z")) - (el +1), define fT = [bT[bTR+yg" +e'],
then the following two distributions are statistically close

- {(f7 w, X, u) U ﬁ Rqa (w7 X) < SampleRighthybrid (b7 g€, Tgv Ra Y,u,0,s, T)};

—{(f,w,x,u) : w4 D, X < D2k 5,u= fTx —w}.

Proof. Consider the first distribution (f,w,x,u). We omit f since it is fixed in

this distribution and we only consider the (w,x,u) part where u & Ry, (w,x)
are sampled using the algorithm SampIeRighthybrid(b7 g,e,Tg, R, y,u,0,5,7).

Hybrid 1. Now we consider a hybrid distribution (w,x,u) where w,x are sam-

pled as above. We swap the sampling order of u and u* where u* is used in

SampleRightypyig, i-€., we first sample u* & Ry h < Dg /57 p = [E] +—

D5 /5~ and then compute u = u* — h — e'p. Clearly, the first distribution
) P

and Hybrid 1 are identically distributed.

Hybrid 2. Now we consider the second hybrid distribution (w,x,u) where w,x
are sampled as above. We swap the order of sampling u* and v where v is used

in SampleRight, piq4, i-e., we first sample v & Rg, set u* = yv+fTp and set u as
above. We claim that Hybrid 1 and Hybrid 2 are identically distributed. Since
y € R is invertible and v & Rq, the term yv follows a uniform distribution
over Ry, then u* = yv + fTp as well.

Hybrid 3. Now we consider the third hybrid distribution (w,x,u) where w,x
are sampled as above. We swap the order of sampling v and z, i.e., we first
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sample z < Drgs ¢, then compute v = g'z and set u as above. We note that
Hybrid 3 and Hybrid 2 are statistically close due to the following claim.
Claim. For the gadget trapdoor pair (g, Tg) € R’; x RF¥¥k satisfying g - Tg =
0'mod and Rot(g") € Z"*"* is a full-rank matrix, s > n.(Z"¥) - ||’IA‘;||, the
following two distribution are statistically close:

— sample v & Ry, then sample z <— SamPre(g, Tg, v, s), output (z,v);

— sample z < Dp , then compute v = gz, output (z,v).

It is obvious that this claim follows from Lemma 8 and Lemma 9.

Note that in Hybrid 3, w is computed by h + e’ (p + z) and x is computed

by x = p + Tz where p’ = [B] « D z < Dgrr s, h < Dy /5. We

P R3k,\ /2,
define X := p + I - z, then w = h + e’ x. We further define x’ := [X], then
x' = [f’)ﬁf ] =p’ + T’z in Hybrid 3.

By routine computation, we have that

u=u"—h—e p="Ff'x—w. (14)

We put the full derivation process of Eq. (14) in Appendix C.2. Then we compute
u = fTx — w in the following hybrids.

Hybrid 4. Now we consider the fourth hybrid distribution (w,x,u) where u is
sampled as above, x’ = [¥] <= Dgsr , and w is computed as above. Note that
Hybrid 4 is statistically close to Hybrid 3 due to the following claim.
Claim. For a matrix T € R3**F o2 > (s2 + n2(Z") - (T + 1), &, =
0213, — s>T'T'T, the following two distributions are statistically close:

— sample z <— Dgi 5, P’ DRSk,\/Fp’ output p’ + T'z;

— output x’ <= Dgak ,.

Directly, it comes from Lemma 10.

Hybrid 5. Now we consider the last hybrid distribution (w,x, u) where x, u are
sampled as above and w < Dg .. Note that Hybrid 5 is statistically close to
Hybrid 4 due to the following claim.
Claim. For a matrix e € RY* 12 > (a2 +n2(Z"%))-(|le||?+1), X, =72 —0o2ee,
the following two distributions are statistically close:

— sample X <= Dk o, h < Dy /5, output h + e x;

— output w < Dg ;.

Directly, it comes from Lemma 10.

Note that in Hybrid 5, x’ = [¥] <= Dgsr , which means that x follows the
distribution of Dgax ,, u =f Tx—w from Hybrid 3 and w follows the distribution
of D ;. This means that the distribution in Hybrid 5 is exactly the same as the
second distribution in Theorem 5. This completes the proof. O
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Theorem 6. For any trapdoor pair (b, Ty) € R’; X RF*F satisfying bT - Ty, =
0" mod g and Rot(b") € Z"*"* s a full-rank matriz, the gadget trapdoor pair
(g, Tg) € R’; x R¥*F satisfying g7 - Tg = 07 mod ¢ and Rot(g') € Z"*"F s
a full-rank matriz, any matric R ngXk and vector e € RF, any invertible
element y € RY, s > ne(Z™) - |Tgll, 0* > (s* + n2(Z"%)) - (T[> + 1) for
T =[] € R%* and T' = [] € RO, 2 > (0% +02(Z")) - (lle])* + 1),
o >0 (Z"%) - | Tp|, define £T =[bT|cT]=[bT b "R+ygT +e'|, then the dis-
tributions of outputs from SampleLeft, p,iq and SampleRight,, 4 are statistically
close. More precisely, the following two distributions are statistically close

- {(f,w,x,u) : u & Ry, (w,x) SampIeLefthybrid(b, c,Tp,u,0,7)};
—{(f,w,x,u) :u & Ry, (w,x) < SampleRight,, .4(b, g, e, Tg, R, y,u,0,5,7)}.

Proof. Directly from Theorem 4 and Theorem 5. (]

5 IBE Scheme

In this section, combining the homomorphic computation of the partition func-
tion in the GSW-style encryption form and the homomorphic transformation
from GSW-style encryption to BGG+-style encoding (Sect.3), our new sam-
pling algorithms with (D,., D, )-hybrid outputs (Sect.4), we provide an adap-
tively secure lattice-based IBE scheme with smaller modulus, smaller secret key
size than ALWW-IBE [1]. Particularly, we provide the construction in Sect. 5.1,
the security proof in Sect. 5.2 and parameter analysis in Sect.5.3.

5.1 Construction

Let n :=n(A), ¢ == q(n), b :==0b(n), p == p(n), k = k(n), s = s(n), oo = oo(n),
oy = o4(n), o1 = o1(n), o = o(n), r := r(n) be parameters that are specified
later. Let R = Z[z]/(z" + 1), Rq = R/qR and x == Dg 4.

Let the identity space of the scheme be ZD = {0, 1}! for some | € N and the
message space be M = {0,1}" C R. Let GSW be the Ring-GSW homomorphic
encryption scheme in Sect. 2.5. We define the IBE scheme (Setup, KeyGen, Enc, Dec)
in the following.

Setup(1*). On input a security parameter \, do:
1. pp = (n,q,b, p, k, x) < GSW.Setup(1*).

2. (ek=A = [aT:jreT ] ,dk == s) <~ GSW.KeyGen(pp).

3. (b e RE, Ty € R**%) < TrapGen(pp).

4. {Cai,i/}iem,i'e[npcg} < GSW.Enc(ek, 0).

5. e & RE ¢, ERE AE R uE R,

6. output mpk := (b, {Cai,i/}ie[t],z"e[nb 05’67 cs, A, d,u), msk == (Tp,s).
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KeyGen(mpk, msk, id). On inputs the master public key mpk, the master secret
key msk, and an identity id € ZD, do:
1. define Gjq as the function as in Def. 7 with index id.

2. compute Cg = PubEvale({{Ca, , bicy et C5 } - Gia) € R

3. compute F(id) = Eval”™**(Cg, c,) € RE.
4. sample (w,x) < SampleLefty ;,4(b,€ + F(id), T, d~'u, 0,7), satisfying

b +F@id)"] -x=d 'u+w.

5. output skig == x € R?*.
Enc(mpk,id,m). On inputs the master public key mpk, an identity id, and a
message m, do:
1. set p=mo+miz+---mp_12" ' € Ry

2. compute Cg = PubEvaIG({{CaiYi, Yiele,iem)s CE} ,Gia) € Rg“k.
3. compute F'(id) = EV3|PUb(Cg,CS) € R’;.

3
4. sample v < Ry, €g, €1 < DR 5y, €2 < Dgor .

1

1
¢+ F(id) 2

6. output the ciphertext ct := (cp,c1) € Rq X Rg’”l.

Dec(mpk, skig = x,ct = (¢g,¢1)). on inputs the master public key mpk, the user
secret key skiq, and the ciphertext ct, do:

1. compute Cg = PUbEVG'G({{CaM,}ie[t],i/e[np CE} ,Gi) € ’Rgxzk.

2. compute F(id) = Eval™"(Cg, c,) € RE.

3. compute w = [b'|e" + F(id)"] - x — d~tu.

4. output m = L% - ¢(co — ¢ - [5%])] mod 2, where the rounding function

|-] is applied component-wise.

Remark 1. In the KeyGen step, we use our new algorithm Sampleleft, ;4 to
sample (w,x) (which are (D,., D,)-hybrid outputs where r > o). To shrink the
size of the secret key, we only take x (i.e., D, part) as the user’s secret key. Note
that w can be deterministically computed from x, mpk and id, i.e., steps 1-3 of
the decryption algorithm. This means that during the key query phase of the
IBE security game, an adversary is able to compute w itself after obtaining x
from the challenger.

Lemma 11 (Correctness). For any positive number w, if ¢ > 5w(og+rog/n+
o1oV2nk), then the above IBE scheme has a decryption error at most 6e~™” +
2—2nk 197N,
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Proof. For the Dec algorithm, we show that the error term in decryption would
not exceed ¢/5. Specifically, the decryption algorithm calculates

X X

el || = uro ot T @ IBTRT + T ok eale]) |
(31 1+ (o +w-er —ej - ).

error term

Then, the following inequalities hold!?:
+2
T 1

— by Lemma 20 and ey ~ Dg_o,, we have Pr[|¢(eo);| > t1] < 2e 75 .

14
, W~ DR,T‘~

— by Theorem 4, we have x ~ Dgas ,
+2

I I
— by Corollary 1 and w ~ Dg ., we have Pr[|¢(w - €1);]| > to] < 2e =~ leal®r?,
— by Lemma 2 and e; ~ Dg 5, Prl|le1]| > oov/n] <277,

2
t3
2

— by Corollary 1 and ey ~ Dgzx ,,, we have Pr[|¢(e; -x);| > t3] < 2 | TIZT
— by Lemma 2 and x ~ Dgzx ,, we have Pr[||x|| > ov/2nk] < 2727,
Taking t; = woy, te = wrogy/n, t3 = woov2nk, by union bound, we have

PI’[|¢(€O +w-e; — e; . X)j| >t +to + tg] < 66*7l'w2 + 2—2nk —+ 27,

Therefore, if w(og+rogy/n+o10v2nk) < ¢/5, then the decryption error occurs
with probability at most e~ ™’ 4 2-2nk 4 9-m O

5.2 Security Proof

In this section, we analyze the security of our IBE scheme. Due to space lim-
itations, we put the proofs of all the lemmas involved in Theorem 7 (Lemmas 12
to 15 and 17 to 19) in Appendix D, except for Lemma 16, because the proof
of Lemma 16 shows how we run the re-randomization algorithm to simulate a
partial ciphertext.

Theorem 7. The above IBE scheme is adaptively-anonymous security assuming

the assumptions RLWEmgk’q,DR’% and RIWE;, 12 4,05 ,, hold.

13 Tn this correctness analysis, we use multiple lemmas and theorems without explicitly
specifying the parameters. We note that all the requirements of these lemmas and
theorems are met for the parameters in Sect. 5.3.

14 Actually, Theorem 4 guarantees that x is statistically close to Dg2k . Since the sta-
tistical distance is negligible, we omit the statistical distance and do the correctness
analysis without it.

—w

|
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Proof. Let A be a PPT adversary that breaks the adaptive security of the IBE
scheme. Let € = €(A) and @ = Q(X) be its advantage and the number of the
key queries. In each game, a value coin’ € {0,1} is defined. While it is set

coin’ = coin in the first game, these values might be different in the later games.

In the following, we define F; to be the event that coin’ = coin.

Game 0. This is the real security game. Recall that since the ciphertext space
isC =Ry X R§k+17 in the challenge phase, the challenge ciphertext is set as
ct* = (co,ct) & Rq x RZFFLif coin = 1. At the end of the game, A outputs
a guess coin for coin. Finally, the challenger sets coin’ = coin. By definition,

1] _ 1

we have |Pr[Eg] — 1| = |Pr[coin’ = coin] — 1 ‘Pr[c/oﬁ =coin] — | =

Game 1. In this game, the challenger performs an additional abort check at the
end of the game. First, the challenger chooses a random partitioning function

H & HR4 as Def. 8, where ¢’ = [log, %]15. Specifically, the challenger
picks random vectors o’ € [L + 1}t/, B e Zg, denotes a = (a/,0') €
L+1)t,83=(8',0) € Zt, and sets and keeps the partition function:

P

H(id) :== Gy¢(a, B) = Hf,’é(id) - Z (xip-i-ECC(id)[ai] _ xz‘pwi) .

1€[t]
Then, the challenger checks whether the following condition holds:
H(id*)=0 A H(id(l)) - ---H(id(Q)) —1,

where id* is the challenge identity, id(l), e ,id(Q) are identities for which A
has made key extraction queries. If it does not hold, the challenger ignores

the output coin of A, and sets coin’ & {0,1}. If it holds, the challenger sets
. -
coin’ = coin.

Lemma 12. ‘Pr[Eﬂ — %| > % . ﬁ - €.

Game 2. In this game, we change the way {{Cam, Yiel), it em)s CB} are chosen.
— in Game 1, Cq, , + GSW.Enc(ek,0), C5z - GSW.Enc(ek, 0).

— in Game 2, the challenger first picks a € [L+1]%, 8 € Z; as Game 1, and
generates Cq, , ¢ GSW.Enc(ek,2%:#"), C5 <= GSW.Enc(ek, 3, xiP+Pi)
with randomness Rq, ,,, RB’ respectively.

Lemma 13. By the RLIWE, 21 ¢,p,, ., assumption (Def. 2) and the regularity
70
lemma (Lemma 5), we have |Pr[Ey] — Pr[Es]| = negl(n).
Game 3. In this game, we change the way ¢, ¢, are chosen.
— in Game 2, ¢, c; & Rfj

15 = ﬁ where T is the relative distance of the error correcting code ECC.
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— in Game 3, the challenger chooses Rg, R & [—p, p}%m, and sets ¢ =

b'Ry,cs=b"R,+s-g'.

Lemma 14. By the TrapGen algorithm (Lemma 7), and the regularity lemma
(Lemma 5), we have |Pr[E3] — Pr[Es]| = negl(n).

Note. Before entering the next game, we first define the matrix Rg € R2¥*2F
for an identity id € ZD as

R = TrapEvalg (A7 {{ROW/}7 RE} (o, B), Gid) c R2kx2k
By Construction 3 and Theorem 2, we have
Cg = PubEvalg ({{Cai,w}»cg} ,Gid) — ARG + Gi(a, ) - G € R22H,

Then, we define the matrix Rig € R¥**¥ and the vector ey € R* as
Rig = Eval"™"(R,,Cg) € RF*F ey = Eval®™ (e, Rg) € RF.
By Construction 1 and Theorem 3, we have
F(id) = Eval™(Cg,¢;) =b Rig + Gia(c, B) - g + ey € RE.

Game 4. In this game, we change the way to generate the public vector b and
to respond to the secret key queries.

— in Game 3, the challenger generates (b, Ty, ) < TrapGen(pp), and answers
each of the secret key queries using this trapdoor Ty, ie., (w,x)
SampleLeft, piq(b, €+ F(id), Tp, u,o,7).

— in Game 4, C samples b & R’; uniformly at random instead of running
TrapGen algorithm, and answers each of the secret key queries using the
newly defined trapdoors Rig, €4, i.e., (w, x) <= SampleRight,, p,4(b, g, €id,
Tg,Ro + Rig, Gid(a,ﬁ), u,o, s, ’I“).

Lemma 15. By the TrapGen algorithm (Lemma 7) and the sampling algorithms
(Theorem 6), we have |Pr[E3] — Pr[E4]| = negl(n).

Game 5. In this game, we change the way challenge ciphertext ¢} is created
when coin = 0.

— in Game 4, ¢} =d- [ } -v+[ey] for eg <= Dr 5, and ey < Droat ;-

b
F(id*)
— in Game 5, the challenger samples y = d-[?]-v+ e for e = Drrt1 o,

calls the last element of the vector y as g, and constructs ¢j = [f‘l ],

Cy
_ I, Ro+Rigs
* i g
where ¢; = ReRand ([OT el 1 Y,00, 35 )

Lemma 16. By Lemma 3, we have |Pr[E4] — Pr[E5]| = negl(n).
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Proof. In Game 4, we use the fact that when id = id*, Gis(e,3) = 0, i.e,
F(id*)" = b"(Ro + Rig*) + e/}, then the challenge ciphertext ¢} can be re-
written as

1 e d ’U+61
ci=d-| b -v+{1}= AP . : (15)
F(id*) ©2 4 piany| v Te

In Game 5, by the re-randomization algorithm ReRand, we have (¢})" = d -

I. R R;
b7 k# R o ()T =[BT (Ra + Rig) ] vt )

d-[bT|F(id*)"] - v+ (e}) T where the distribution of e} is statistically close to
the discrete Gaussian distribution Dg2k ,,. By the construction of ¢j in Game
5, we have

*
C, =

_ d-v+e)
{éy* } d- b ‘v+eh|’
1 F(id*) 2
where €] is the last element of ef, i.e., ¢} < Dg ,. Comparing Eq. (15) and Eq. (16),

Game 4 and Game 5 are statistically indistinguishable.

(16)

Game 6. In this game, we further change the way challenge ciphertext (cf, ci)
is created when coin = 0.

— in Game 5, the challenger picks y =d-[?] v+ e} and sets ¢, = u-v+

co+ [5]-p el = [5%], where ¢ = ReRand ({;? RO:II;{“* },y,ao, 2”710)

— in Game 6, the challenger picks y; & Rq, ¥ & R’;H, ¢k = ybh+eo+
7 _ I, Ro+Rig

(2] p, ¢ = [éﬂ, where ¢} = ReRand ([Of‘r O;_L o },y’ + €, 00, %)

Lemma 17. By the RIWE,, k12 4,Dr ,, assumption (Def. 2), then we have that
[Pr[Bs] — Pr[Es]| = negl(n).

Game 7. In this game, we further change the way challenge ciphertext cj is

created when coin = 0. Specifically, the challenger picks y ﬁ R’q“, Y & Rqs
€} + Dgai ,,, and sets ¢ = [y{ [y{ (Ro + Rig) + y2 - €] + (€5)T.

Lemma 18. By Lemma 3, we have |Pr[Eg] — Pr[E7]| = negl(n).

Game 8. In this game, we change the challenge ciphertext to be a random
vector, regardless of whether coin = 0 or 1. It is obvious that Pr[Eg] = 3

Lemma 19. By Lemma 5, we have | Pr[E;] — Pr[Eg]| = negl(n).

Analysis. Combining Lemmas 12 to 19, we have

- - € — negl(\).

7
1 1
Pr[Eg]—Q‘ Pr[Ey] — §+; Eii1] — Pr[Ej))
7
> [Pl - 5| - S0 PrlBun] - PafE) >

OJ\[\D

i=1 p

<.



30 W. Jiet al.

Since € is noticeable and @ is polynomially bounded, the value ptis polynomially
bounded, and thus |Pr[Eg] — | is noticeable, which is contradicts to the fact that
Pr[Eg] = 1. This completes the proof.

5.3 Asymptotic and Concrete Parameters

O

Due to space limit, we present the constraints on our IBE scheme’s parameters
in Appendix E. In this section, we present two possible sets of the parameters
for our IBE construction in Tab. 2, concretely and asymptotically.

Table 2. Asymptotic and concrete parameters of our IBE scheme™).

Db=2,p=1 ) b=p=n"®
Definition Params (Set I) b P (Set IT) 'b p=n
symptotic oncrete symptotic oncrete
Asymptot C t Asymptot C t
security parameter A A A
identity length l O(N) < 4A O(N) < 4X
bound on the number
of key queries Q poly(A) Q poly(A) Q
ring dimension n o) n o) n
length of the gadget vector k O(log(A)) 2logq O(1) 2logy, q
repetition number in (1) X
partition function t w(1) log.(3Q) w(1) log, (3Q)
small positive real regarding . A—w(D) 9—3A A—w(D) 2—3X
smoothing parameter
1+ 2\ (H) (ymZ 1+2 (ymZ
B R ETCSL ST ARCTCSR S
ECC parameters P O()\F) nw O(/\g) nw
r [1-—o0m)| 1-52 [1-o0w)| 1-582
Gaussian parameter of e , 1.5 ’ 1.5 ’
in GSW public matrix A 70 o) 70 o) %0
Gaussian parameter of eg, €1 1.5 1.5
in IBE ciphertext ¢, c1 70 G 70 o) 70
Qal{ssmn .paramc@r of x - O(}\l,g,) n25 O()\l‘sbz) n2:5p2
in sampling algorithms
i 3 2 2 2 542
Qau581a11 .paramct(j‘r of w , O(>\6+E) R t2 O()\6+? b4) nT 5t Abt
in sampling algorithms
Gaussian parameter of ez 6+% 5_5+% 6+% 4 5_5+% 4
in IBE ciphertext ¢4 71 o ) | + o0 | OTRDT) n b7 00
) -2 ) 9512
system modulus q OMNTR) [ n?®FT% .op | ONBTHBE) [ 03T 510 . oy

* we note that we present the parameters in the plain model here. As said in Appendix E, we can
simply calculate the corresponding parameters in the CRS model, only the parameters r,01,¢q
would be changed.

* we set the parameter in error correcting code L, p, T refer to ALWW-IBE [1].

Tk > 1 can be any constant that satisfies nx > 3 + k, depending on how we set parameters of

the error correcting code.

t¢>1is a parameter defined by the relative distance as ¢ ==

b

1
-7

v > 0 is any positive real.
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Lemma 23 ([25]). Let a be the positive real, k be an integer. Let ¢ = 3 mod 8
be a prime such that there is another prime p = 1 mod m satisfying p < q < 2p.
Let o == aq > n3/2kY*w(log?*(n)). Then, there is a PPT quantum reduction
from O(n/a)-approzimate SIVP (or SVP) to RLWE,, kg with x = DR o.

Lemma 24 ([1]). For integers k, q, b satisfying the requirements of Def. 3,
on input a vector ¢ € Z’; C R’;, the algorithm g='(-) in Lemma 6 outputs the

matriz R = g~ (c") such that R € [~b,b]5** g7 - R =c' and |R| < kb.
Corollary 3. For the gadget matriz G = [%: g:} € Rg“k, on input a matrix

C e Zi“k C ’R?]X%, the algorithm G~1(-) in Corollary 2 outputs the matriz
R = G~!(C) such that R € [~b,b]2"*?*, G- R = C and |R|| < 2kb.

B Omitted Details in Sect. 3

B.1 Construction 2 and Proof of Theorem 1

According to [1], the equality test function in Def. 5 can be computed as Equal 5 ()
—1 _ 7
iy (2 °)".

Construction 2 We present algorithms (PubEvalg, TrapEvalg) for {Equals(-)} se[m)
as follows.

PubEvalg({C.}, Equaly)
— compute C' = Cq - 5.

— compute C; recursively as follows:

G, j=0
0 GG+ G, >
— output Cp_1 -G 1(m ™! G).

TrapEvalg (A, {R.}, {z%}, Equalﬁ)
— compute R’ =R, - z75.

— Let C;’s be matrices as defined in the PubEvalg and C, = AR, + %G,
compute R; recursively as follows:

0, 7j=0
Rj = ! —1 . a—03 . .
R -G (C]—1)+x 'Rj—1? J >1

— output Ry,,_1 -G~ Y(m™ - G).



Adaptively Secure IBE from Lattices with Asymptotically Better Efficiency 35

Proof of Theorem 1.

Proof. To prove the theorem, we need to show that the 2-norm of the output of
the TrapEvalg is bounded by 4mn(kb)?||R.||, and equivalently

[Rin—1 -G (m ™" G)|| < dmn(kb)® - [Ral.

Since we have the matrix norm G~1(m~! - G) < 2kb by Corollary 3, and thus
proving [|R,,—1]| < 2mnkb - ||R.|| is enough to complete the proof.

Next, we prove a slightly more general statement by induction: for j € [m],
|IR;112(j + 1)nkb - |R4||, and thus by taking j = m — 1, we complete the proof.

For the base case j = 0, this statement obviously holds as 0 < 2nkb -
IRq || holds trivially as Ry = 0. We next assume the induction hypothesis that
|IR;-—1]| < 25 nkb - ||Rq|| holds for some j* — 1. Our goal is to prove that the
statement also holds for j*, thus implying what we want by induction.

Next, we have

IRj-|l = |R"- G™(Cj-—1) +2°77 - Ry |

<R GTHC 1) + Ry
<R[ - 2nkb + 25" nkb - | Ra ||
< 2(5" + 1)nkb - |Ral.

The first inequality is from the triangular inequality; the second is by Corollary 2
and the induction hypothesis; the last inequality is by [|R/|| = ||R4||. Thus, we
have [|R,,—1]] < 2mnkb - ||Ry||. This complete the proof. O

B.2 Supplementary for the Partition Property of the Partition
Function in Sect. 3.2

First, we recall an insight from the work [3], stating that the IBE design with
the trapdoor vanishing technique indeed only needs (weak) pairwise independent
hash functions plus the random isolation technique of Valiant and Vazirani [35],
which can generically replace the prior notions “admissible hash functions” [7,14]
or “abort-resistant hash functions” [36]. To summarize this insight, we state the
following lemma.

Lemma 25 ([3]). Let Q C {0,1}™ be an arbitrary subset, A, B be integers such
that B < A,|Q| < 0B for some § € (0,1), and let H : {0,1}™ — Y be an almost
pairwise independent hash function family which has the following properties:

1. Vo € {0,1}", Prpenlh(z) = 0] = 4.
2. For any distinct 1 # x3 € {0,1}", Prpey[h(z1) = 0|h(z2) = 0] < .

Then for any element © ¢ Q, we have

1-9 1

Prienlh(z) =0 A (h(z') #0Va' € Q)] € (T’ Z)'
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Then the following lemma shows that the partition function family defined
in Def. 8 is an almost pairwise independent hash function family.

Lemma 26 ([1], Lemma 4.5). For any code ECC : D — ZL with relative
distance T, ring R with dimension n such that tp < n. Then for any t' < t, the
hash function family H™%" as in Def. 8 has following properties:

1. For any element 2z, € D, Pryqrv[H(21) = 0] = (1/p)*.
2. For any distinct elements z1 # zo € D, we have

’

PrHe’HR,t,t’ [H(Zl) = O|H(Z2) = 0] < (1 - T)t .

B.3 Omitted derivation process in Sect. 3.2

HRt szp+ﬁl+z Z AW iP"rECC(Z)[j]

i€(t] i€ft] je[L+1]
== oy 30 | Tl = aue | atrrEceld
i€[t] i€lt] je[L+1] \#'€[n]

— _,3+Z > | ] Eaualjpy (i) | - 2P HECCEID]

t] jE[L+1] \#€[n]

= z({ai7i’}i€[t],i’e[n]v6)-

B.4 Construction 3 and Proof of Theorem 2

Construction 3  Given (PubEvalg, TrapEvalg) for {Equals(-)}ge(m) as subrou-
tine, we construct (PubEvalg, TrapEvals) for {G.}.ep (defined in Def.7) as:

PubEvalg({{Caiyi, }ie[t],i’e[n] ’ Cg} ) Gz)
— forielt], j€[L+1], i €n], (homomorphically) compute
o PubEvalg(Caq, ,, Equal;), i'=0
! PubEvalg(Ca, ,, Equalj) - G™(Cij—1), @ >1

Then, let C; j == C; jp—1-

— output Cg = —C +Z ]C i . 2 tP+ECC(2)[]

t],je[L+1

TrapEvalG(Aa {{Ra”/ }ie[t],i’e[n} C RZkX2k7 RE € ngX2k} 7{;6047 B}u Gz)
— forielt], j€[L+1], i €[n], (homomorphically) compute

R} ; ;= TrapEvalg (A, {Ra, ,/ }, {0}, Equalj[i,]) .
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— for i’ € [n], let C,  be the matriz in PubEvalg algorithm with Ca,, =
AR, ,, + 2% G, recursively compute

I -/
Rv - Ri,j7i/’ 1 :O
Q5,4 = _ o .
i i G (Cijar—1) + Equaljp (™) - Ry o1, i >1

Then, let R; j =R jn-1.
— output Rg = —Rg + Eie[t],je[L+1] Ri ;-

Proof of Theorem 2.

Proof. To prove the theorem, it suffices to prove |Rg| < (L +1)t-n-nkb-§ -
maXe(t],ire(n){ [ Ra, , ||, [R5} Since the algorithms (PubEvalg, TrapEvalg) are 4-
expanding for function family {Equal; } jc(,], we have R ;
for each ¢ € [t], j € [L + 1], i € [n]. Additionally, we can show |R,; ;|| <
n - 2nkb - 6 - maxicpy,ircin 1/ Re, , ||} by similar analysis by Theorem 1. Further,

it is easy to see that )

IRall < > IRl +IR5I < (L+ 1t max  {[|Rqll} + Rl

i€[t],j€[L+1] i€lt],je[L+1]
<(L+1t-n-2nkb-6- max {|Re, ’HREH}-
i€[t],i’ €[n]
This completes the proof. 0

C Omitted details in Sect. 4

C.1 Recall sampling algorithms from [2] for Sect. 4

In [21], the Ajtai trapdoor generation algorithm outputs a pair (b, Ty) €
R(’j x RFXF satisfying that bT - T, = 07 mod ¢. Later, to improve the efficiency
of lattice-based IBE in the standard model, Agrawal, Boneh, and Boyen [2]
constructed a family of lattices for which there are two distinct trapdoors for
sampling, one is the Ajtai trapdoor, the other one is a “small-norm” randomiza-
tion matrix R, used in the real world and simulated world, respectively. More
concretely, they construct the sampling vector as

T _mTiT T 2k
f ' =b b R+yg |eR,", (17)
where R € RF** is a secret trapdoor matrix with small, random entries, y € Ry
is an invertible element, and g = [1[b|---[b*"']T € RF is the specific gadget

vector [29], whose trapdoor Ty is publicly known. For a given uniform u € Ry,
it is easy to sample a short vector x that satisfying

f'x =wumod q.

The sampling algorithms consist of two parts: SampleLeft and SampleRight.
They use the SamPre algorithm in Lemma 8.

| < é-maxiepirem{lRa,

}
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SampleLeft(b,c € R}, Tp € R***, u € Ry,0 € R)
— sample X2 < Dgs ;.
— run x; < SamPre(b, Ty, u’, o) where v’ = u — ¢ ' xs.

— output x = [¥1] € R2".

SampleRight(b,g € R¥, R, Ty € R***,y € RX, u € Ry, 0,5 € R)

— sample p + DR%,\/fp where X, == 0?1 — $*TT" for T = [ F].

— compute v =y~ !(u —f' - p) where f is computed using Eq. (17).

— run z < SamPre(g, Tg, v, s).

— output x = p + Tz.
Lemma 27 ([2]). For s > n(Z"F) - || Ty, 02 > (s* + n2(Z"™)) - (| T[> + 1),
o> nE(Z”k)-\|ﬁ\\, the distributions of outputs from SampleLeft and SampleRight
are statistically close.

C.2 Full derivation process of Eq. (14)

—e'p

—yw+f'p—h—e'p

u=u"—nh

=yg'z+f'p—h—e'p
=(yg' +e')z—e'z+f'p—h—e'p
=(f'Tz+f'p)—(h+e'pte'z)
=fTx—w.

D Omitted Proofs in Theorem 7

Proof of Lemma 12
Proof. Define v := Pr[H(id") = 0 A H(id;) # 0 Vi < @], then we have
v = Pr[H(id") = 0 A H(idy) #O0A -~ A H(idg) # 0]
=Pr[H(id*) = 0] — Pr[H(id") =0A (H(id;) =0V ---V H(idg) = 0)]
=Pr[H(id") = 0] — Pr[(H(id") = 0A H(id;) = 0

o
> Pr[H(id") = 0] = > Pr[H(id") = 0 A H(id;) = 0]

o
= Pr[H(id*) = 0] — ZPr[H(idi) = 0|H(id*) = 0] - Pr[H(id") = 0]

Q
= Pr[H(id") = 0] <1 — > Pr[H(id;) = H(id*)])
=1

pi,u—Q-u — ).

YV eV (H(id") = 0 A H(idg) = 0)]
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Since |Pr[E1] — 3| > Ymin - ’Pr[EO] — 3| = 3(Ymax — Ymin), Ymax = Pr[H(id*) =

O] = ﬁa Ymin = I%(l - Q . (1 - ’Y)t/)a we have Ymax — Ymin = 1% . Q : (1 - ’Y)tl-
Then,
PrE] — 2| > 2 (1- Q- (1-7)") Q-9
r —_—— —_— . —_— E— —_— . —
1 = o v 2 p v

1

Pr[El}_2'> 1 ¢ 11

€
(=) e—=— .=
pY ( 3) T2 3

where € < %

Proof of Lemma 13

Proof. Now we show that the distributions of Game 1 and Game 2 are close
by the RLWE,, 2% 4., assumption (Def.2) and the regularity lemma (Lemma 5).
First, we re-write Game 1 and Game 2, and define two intermediate Games,
called Game 1+ and Game 2+.

Game 1. In this Game, the challenger first picks a & ng, s & Ry, € <

X", and sets A = [arieT} € R2*?F. Then, it samples random matrices
Ry, /s RE <i [—p, p]%c *2k and generates the public matrices as follows

Co,, =ARq,, +0-G, C;z:=AR;+0-G.

Game 1+. In this Game, the challenger first picks random matrix A & T\’,ZX%,

samples random matrices Raq, RE & [—p, p}%”%, and generates the pub-

lic matrices as follows

Cai,i, = ARQN_, +0-G, CE = ARE +0-G.

Game 2-+. In this Game, the challenger first picks random matrix A & Rixzk,

samples random matrices Ry, ,,, RB & [—p, pﬁakxzk, and generates the pub-

lic matrices as follows

Ca,, =ARq,, +2% -G, C;:=AR;+ ) 27 .G,
i€[t]
Game 2. In this Game, the challenger first picks a & Rg’ﬂ s & Ry, € <
X%, and sets A = [aT:IeT] IS Ri“k. Then, it samples random matrices

Re. s RE & [—p, p]%k *2k and generates the public matrices as follows

1,1

Ca,, =ARaq,, +2% -G, Cz=ARz+» 27 .G.
1€[t]
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By the regularity lemma (Lemma 5), Game 1+ and Game 2+ are statistically
indistinguishable. Then we show that the distributions of Game 1 and Game 1+
are computationally indistinguishable by the RLWE,, 2k 4, assumption (Def. 2).
We first define an RLWE adversary B as follows. Upon receiving 2k challenge
samples {(a;, 2;) }icjpr) € (Rq X Rq)?*, the adversary B simulates the IBE ex-

periment by setting the public matrix A = [ZI} € Rgxzk , sampling random
matrices Ra, ,,, RE & [—p, p]%k“k, generating the public matrices
Ca,, =ARq, , +0-G, CE = ARE +0-G,

and simulating the rest of the experiment according to Game 1. At the end of
the game, if A successfully guesses the correct (simulated) challenge bit from B,
then B guesses that the challenge samples are RLWE samples and outputs 1;
otherwise, B guesses the uniform distribution and outputs 0. It can be seen that
B perfectly simulates the view of A in Game 1 if {(as, 2;) }ic[2x) are valid RLWE
samples (i.e., z; = a;5+e¢;) and Game 1+ otherwise (i.e., z; & Ry). We therefore
conclude that Game 1 and Game 1+ are indistinguishable by the RLWE,, 21 ¢
assumption. Similarly, Game 2 and Game 2+ are indistinguishable. Thus, Game
1 and Game 2 are indistinguishable by the RLWE,, o1 4, assumption and the
regularity lemma.

Proof of Lemma 14

Proof. By Lemma 7, the vector b generated by TrapGen algorithm is statistically
close to the uniform distribution over R’;. Then, for a truly uniform b, the
distributions of (b,b"Rg,b"Ry) and (b, U(R’;), U(R’;)) are statistically close
by the regularity lemma (Lemma 5). Thus, Game 2 and Game 3 are statistically
indistinguishable.

Proof of Lemma 15

Proof. By Lemma 7, the vector b generated by TrapGen algorithm is statistically
close to the uniform distribution over R’;. By Theorem 6, the distributions of the
outputs from SampleLeft, ;i and SampleRight, ;4 algorithms are statistically
close. Thus, Game 3 and Game 4 are statistically indistinguishable.

Proof of Lemma 17

Proof. Now we show that the distributions of Game 5 and Game 6 are close by
the RLWE,, j12,,Dx ,,, assumption (Def.2). We first define an RLWE adversary
B’ as follows.

Instance. B’ is given the RLWE instance {(u;, y;) fiol € Ry X Ry. If ug41 is not
invertible, then aborts. B’ simulates the IBE experiment.

Setup. To generate the master public key mpk, B’ executes as follows:
— pp + GSW.Setup(1?).
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(A, s) + GSW.KeyGen(pp).
— sample {{Cai’i,}, CE} as in Game 2.

set d == ugy1, b= ul;ll ] Jug), o= .

— sample ¢, ¢, as in Game 3.

use the yo in the RLWE challenge as the g in the game, then set y :=

Wil k1l U= yrsa-
Then it outputs mpk := (b, {Cai’i,},Cg,E, Cs, A, d,u), which simulates the
setup phase.

Phase 1 & Phase 2. When A makes the key extraction queries, B’ responds as
in Game 4.

Challenge. When A makes the challenge query for the challenge identity id* and
a message m, B’ sets the challenge ciphertext as

Y

£ a5 * _ .

Co = Yo+ [21 My €1 = | ReRand (Bl% ROZTRud } y.00, 2(20)
id*

Guess. At the end of the game, if A successfully guesses the correct (simulated)
challenge bit from B’, then B’ guesses that the challenge samples are RLWE
samples and outputs 1; otherwise, B’ guesses the uniform distribution and
outputs 0.

When the RLWE challenge is from the real RLWE distribution, i.e., y; = u;-v+e;
for some v € Ry, the challenge ciphertext is distributed exactly as in Game 5.

When the RLWE challenge is truly random, i.e., y; = y; + e; for some v, & Ry,
the challenge ciphertext is distributed exactly as in Game 6. We therefore con-
clude that Game 5 and Game 6 are indistinguishable by the RLIWE,, 112 4, Dr.oy
assumption.

Proof of Lemma 18

Proof. In Game 6, we can re-write y’ & RETL as [¥3] where yy & RE and

Y2 & R, then we have that

_ I, Ro+Rig= o1
CT = ReRand ([Oﬁr OeT d },y' +96,0'0, >
id*

20’0
_ y/T X |:;Er RU+TRid* :| + (e/2)T

eid*

I, Ro+Rigx
= Iyl lwel - [ W | + ()T

= [y{ ly] Ro+ Ria-) + y2 - €] + (€)) "

By Lemma 3, we have that the distribution of €, is statistically close the dis-
crete Gaussian distribution Dgak ,,. Thus, Game 6 and Game 7 are statistically
indistinguishable.
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Proof of Lemma 19

Proof. First, it is easy to see that ¢ is uniformly random over R, in both Game
7 and Game 8. We also have to show that the distribution of cj is close to the
uniform distribution over R?I’“H. To see this, we first observe the following

(bTabTRan1r7yIR0) ~ (bTablTvyira (yll)T) ~ (bTvbTROaYI7 (yll)T)7 (18)

where b, b’ & R’;, Ro < [—p,p)**, y1,y) & R’;. It can be seen that the

first and the second distributions are statistically close by apply Lemma 5 for

51} € R2**F and Rg + [—p, pli*®. Tt can also be seen that the second and the
1

third distributions are statistically close by applying the same lemma for b and
Ry. From the above, we have that the following distributions are statistically
close:

(b7, b Ro,y{ + (eh1) ",y Ro +yi Rig- + yoeig- + (€h2) ")
~ (", b Ro,y] +(e51)", (y1)" +yi Rig- + y2eig + (€h5)")
~ (b, b Ro,y{, (v1)").
The first and the second distributions above are statistically close by Eq. (18),
whereas the second and the third distributions are statistically close by the fact
that e ,, e’272 and R,;, which are used to compute R;4+, are chosen independently

random from other variables. Therefore, Game 7 and Game 8 are statistically
indistinguishable.

E Parameter Constraints for our IBE construction
in Sect. 5.3

Denote the security parameter as A and the degree of ring R by n. To satisfy
the correctness and security requirement, for any real number w, we require:

— For the requirement of the partition function as in Def. 6, Lemma 22, we
need

nisapower of 2, ¢=3mod8& tp<n, m=2n, L+1<m"

— For the requirements of TrapGen algorithm and gadget vector g in Def. 3, we
need

1
p<gVa/n, k=2log,q. k= [log,q].

— To make sure the assumptions RLWE,, 142 4, D oo and RLWEn’gk,qADR , hold,
s ’ )
in the asymptotic setting, we use the bound

oo > 0?2 (k +2)Y w(og?(n), of > n®/2(2k)*w(log®(n))

to guarantee that the condition of the reduction in Lemma 23 is satisfied.
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For the requirement of SampleLeft, ;4 algorithm in Theorem 4, we need
o 2 1e(Z") - | To|l,

where || Tp|| < O(bpy/nlog,q) by Lemma 7.
— For the requirement of SamPre in SampleRight,, ;g algorithm in Theorem 5,
we need .
s > ne(Z") - | T,
where || Tg| < Vb2 + 1 by Def. 3.
— For the requirement of SampleRight,, ;4 algorithm in Theorem 5, we need

0% > (s> +n2(Z")) - (|Rial|* + 1),

where |Rig|| < nkb- |R| < nkb- Cpy/n- (2Vk +w) with probability 2¢~"
by Theorem 3 and Lemma 4.

— For the requirement of SampleRight,, ;4 algorithm in Theorem 5, we need
> (0% +n2(Z2")) - (lewl® + 1)

Note that we consider the plain model and CRS model respectively, as in [1,
Corollary 4.9].
o In plain model, ||eig|| < |le||4(L+ 1)tmn?(kb)3n||R’|| by Theorems 1 to 3.
e In CRS model, ||ei|| < ||e||O(tLmnk2b3n)|R/].
Additionally, by the definition of e (in Sect.2.5) and Lemma 2, |e|| <
ooV 2nk. By Lemma 4, ||R/|| < Cpy/n- (2v/2k +w) with probability 2e~ ™,
— For the requirement of ReRand algorithm, we need
01> 200 |V for V = [;5‘% l;{f*}
— For the correctness of our IBE scheme (Lemma 11), we need modulus ¢
satisfy
q > b5w(og + rogy/n + o1oV2nk)

to achieve correctness with concrete probability at least 1— (66_7“"2 4272k
27m).

F Application for LWE-based IBE

We note that our novel cross-multiplication design and several techniques are
not only restricted to RLWE-based IBE [1,25], but also can be applied to LWE-
based IBE [2,38,39].

Our several novel tools/techniques include: a) homomorphic computation
outputting BGG+-style encoding with two distinct-norm trapdoors; b) sam-
pling algorithm with hybrid Gaussian outputs; ¢) partial rerandomization. In
this section, we explain how to apply these techniques to LWE-based IBE, re-
spectively.
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F.1 Apply Technique a) to LWE-based IBE

Usually in LWE-based IBE [2,38,39], there are a trapdoor pair (B, Tg) € ZZX"’“ X

Z7kxnk - and some public uniform matrices C;, which are simulated as C; =

BR,; + ;G in the security proof (where G € Z’[;X”k and k > log q). As described
in Sect. 1.2, our technique a) follows the steps below:

1. First, we simulate C; in GSW-style encryption form.

2. Then, we homomorphically compute the partition function H(-) and get a
GSW-style encryption Cg of the partition function.

3. Also, we provide a public random matrix M in the construction, and simulate
it in a BGG+-style encoding of the secret key of GSW.

4. Finally, using the BGG+-style encoding M, we homomorphically transform
the GSW-style encryption Cy into an (approximate) BGG-+-style encoding
of the partition function, i.e.,

Ciy = BRiyg + H(id)G + Eq. (19)

A straightforward but failing approach to adapting to LWE

1. First, we simulate
Ci = |:STAA+eTj|Ri +l’i{G gT:|,

where (|:ST ﬁeT ] , s) are the public key and secret key of GSW scheme.

2. Then, we homomorphically compute the partition function H(-) and get
Cy = [STAAJreT}RH + H(id)[G gT:|. For the last k columns of Cy, i.e.,
(] = Lam s hr i |» then we have

¢ —s'Co=H(id)g" +e Ry.

3. Also, we add a public random matrix M in the construction, and simulate

b
each row of M in the security proof. Suppose B = : |, we sample a
b,
small-norm matrix R, € Z"**"¢ and set
m] b/R.+s' G sT
M = = =BR,+ | : |G.
n{z bZRS.—i-sTG sT

4. Finally, we compute

¢ —m; -GHCy) =b - (—-R,GYCy)) + H(id)g" + e Ry
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for i € [n]. Since we want to get a result as the form of Eq. (19), we concate-
nate these n vectors on the diagonal (we try to use the vectors g' to make
up the matrix G) as follows:

bl (—R.G ' (Co))+H(id)g +e Ry

. b (~RsG 1 (Co))+H(id)g" +e Ry
Obviously, such a matrix is not what we expect (i.e., Eq. (19)), since it’s only

non-zero on the diagonal.

A novel and successful approach to adapting to LWE

From the above “incorrect” idea, we know that we cannot use the vectors g '
to make up the matrix G, the only way to generate the final matrix we want
(i.e., Eq.(19)), is to generate the complete matrix G directly in the process of
homomorphic computation. Therefore, we propose another idea:

1. First, we simulate
A

sIA-&-e;r
C;, = . Ri—i—xi[GG].
SIA.—&-eT

n

2. Then, we homomorphically compute the partition function H(-) and get

A
sl'—A-i-eIr
Cy = i Ry + H(id)[© 4. For the last nk columns of Cpy, i.c.,
sIAlJreI
ARy
T T
& B s, A+e,
[éﬂ - . |RatuGac | Ve have
s, Ate!
S1 €1
Cl — CQ ZH(Id)G+ . RH
S—r eT

3. Also, we add a public random matrix M in the construction, and simulate

S1
M=BR;+ | : |G
s/
4. Finally, we compute
el
C.—-M -G YCy) =B(—R, -G HCo))+H(d)G+ | : |Ry.
R e,
——
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Obviously, Rjq is small-norm and Ej4 is large-norm. So we construct a matrix
version of the sampling vector as in Eq. (19), and then we can get

PKy = [B|BRy + H(id)G + Eg4] € g x2nk

to sample the hybrid secret.

F.2 Apply Technique b) to LWE-based IBE

Similar to Sect.1.2, we sample h € Z", p € Z"*, p € Z*"* as perturbations,
which follow some elliptical Gaussian distributions. Let X € Z™* be a short vector
such that GXx = H(id)™! - (u+ h+ Eig - p — PKjq - p). We then construct the
hybrid secret (w € Z",x € Z*>"*) as follows.

[BIBRiq + H(id)G + Eq]- (p+ [ §¢]x) =u+ (h+ Eq (p +X))

PKiq x, small w, large

It’s easy to verify that the above equation holds:

PKis - x = [B[BRyg + H(id)G + Ei] - (p + [ ]%)
=PKyy-p+ H(d)GX+ E;4-X
=PKg-p+(uth+Eq4-p—PKi-p)+Eq X
=u+ (h+Eqg p+Eq4-X)

=u+w

F.3 Apply Technique c) to LWE-based IBE

Similar to Sect. 1.2, we construct the hybrid error as
¢, =v' -D-[L,,PKy] + [e] e, ] € Z2"F",

where v € Z" is a random vector, D € Z"*" is an invertible matrix, €; - Dzn 4,
is a small error and e <= Dzznk ,,, is a large error.

Similar to Sect. 1.2, we first use the re-randomization algorithm to generate a
partial ciphertext
~\ T 1 T T g1
(en)' = ReRand([Ig’c g*},v -D-[B,L,] + (ef) 00,

)

209
=v D [B,L] [T B]+ (e))"

=v'.D: [B,BR"+E*]+ (&))",

where the distribution of €} is close to es. We concatenate the last part of
vl .D-[B,I,] + (e))" and ¢}, and get the ciphertext ¢} as follows

()" =v'-D-[1,,B,BR* +E*| + e}, e} ].
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