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Abstract. Cryptographic proof systems enable a verifier to be convinced of of a computation’s cor-
rectness without re-executing it; common efficiency requirements include both succinct proofs and fast
verification. In this work we put forth the general study of cryptographic proof systems with sublinear
proving time (after a preprocessing).

Prior work has achieved sublinear proving only for limited computational settings (e.g., vector com-
mitments and lookup arguments), relying on specific assumptions or through non-black-box use of
cryptographic primitives. In this work we lift many of these limitations through the systematic study
of a specific object: polynomial commitments (PC) with sublinear proving time, a choice motivated by
the crucial role that PC play in the design of efficient cryptographic schemes.

Our main result is a simple construction of a PC with sublinear prover based on any vector commitment
scheme (VC) and any preprocessing technique for fast polynomial evaluation. We prove that this PC
satisfies evaluation binding, which is the standard security notion for PC, and show how to expand our
construction to achieve the stronger notion of knowledge soundness (extractability).

The first application of our result is a construction of indez-efficient SNARKSs meaning that the prover
is sublinear, after preprocessing, in the size of the index (i.e., the NP-relation describing the proven
statement). Our main technical contribution is a method to transform a class of standard Polyno-
mial Interactive Oracle Proofs (PIOPs) into index-efficient PIOPs. Our construction of index-efficient
SNARKs makes black-box use of such index-efficient PIOPs and a PC with sublinear prover. As a
corollary, this yields the first lookup argument for unstructured tables in which the prover is sublinear
in the size of the table, while making only black-box use of a VC and thus allowing instantiations from
generic assumptions such as collision-resistant hash functions. Prior lookup arguments with sublinear
provers were only known with non-black-box use of cryptographic primitives, or from pairings. Finally,
our last application is a transformation that builds UC-secure SNARKSs from simulation-extractable
ones, with an approximately linear overhead in proving time (as opposed to quadratic in prior work).
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1 Introduction

Cryptographic proof systems allow a weak machine V to be persuaded by a (potentially malicious)
prover P that a computation C' produces a specific output on some input x. Efficient proofs typically
require both low communication complexity (e.g., that the “certificate” of the computation be short)
and verification efficiency. In particular, we are usually interested in the verifier working sublinearly
in the complexity T of the computation C.° This efficiency profile is possible, naturally, only after
the verifier has performed (once and for all) a preprocessing stage of the computation C', of which
it keeps a short digest (e.g., a verification key).
In this work, we tackle the following research direction:

Is it possible to build proof systems where the prover can also run in time sublinear in T (after a
preprocessing)?

This seemingly paradoxical property already appears in the literature, albeit with some limitations.
For example, in vector commitments (VCs) [21], which can be viewed as succinct arguments that
a certain v is the i-th value of a committed vector, one can precompute the opening proofs for
all positions in such a way that, at proving time, only the correct proofs needs to be fetched.
Some schemes even support a nontrivial form of this functionality to generate succinct proofs
for arbitrary subsets of positions [9,13,16]. However, VCs are succinct arguments with a limited
expressivity because their statements are the positions, i.e., integers from a polynomial-size set.
In lookup arguments, which allow proving that each entry of a committed vector v is in a large
committed table t, it is a desirable feature that the proving time be sublinear in |t|. However, in
the state of the art, this efficiency profile is only achieved by constructions that make non-black
box use of cryptographic schemes (e.g., due to encoding Merkle trees in a circuit [10] or to recursion
[11]), by pairing-based schemes [11,15,26,14,15], or in the special case of structured tables [12]. The
same limitations of lookup arguments apply to existing SNARKs for RAM computation with space
complexity S and time complexity T" = 0(.S), in which one wishes the proving time to be sublinear
in S.

This state of affairs shows that more is to be understood about the feasibility of succinct
arguments with sub-linear prover. In particular, a desirable goal is to achieve sublinear proving
for relatively general functionalities, with constructions that make black-box use of cryptographic
primitives and can be instantiated from a variety of assumptions.

In this work, we achieve this goal by focusing on a specific type of computation: proving eval-
uations of committed polynomials. Polynomial commitment schemes (PC) [33] are a cryptographic
primitive that allows a prover to commit to a polynomial f with a string cm (commitment) and
subsequently produce a proof of the correctness m, of its evaluation y = f(z) at any point z. Con-
sider the case of a polynomial f with m variables of degree less than d in each variable, which can be
described by a vector of |f| = d™ coefficients. The crucial property of polynomial commitments is
succinctness: both the commitment string and the evaluation proofs must be “short”, i.e., sublinear
in |f| (and ideally, also the verification time should be sublinear in |f|).

PCs have already proved to have a central role in the design of SNARKSs, and have many
other applications (e.g., verifiable secret sharing). For this reason, we believe that the study of
PCs with sublinear proving time can be a stepping stone towards the achievement of sublinear

8 For example, if C is a circuit of size T = n? where n = |z|, we would like verification to require—at
most—subquadratic time. In the setting of arguments of knowledge the verifier may even be required to work
sublinearly in n, and instead of reading x explicitly the verifier is simply convinced that P knows such z.



proving for more general computations, and a valuable tool with applications beyond the specifics
of cryptographic proofs.

Research in PC has been focused on improving the efficiency of the verifier, whereas it is widely
accepted that the prover must run at least linearly in the size | f| = d™ of the m-variate polynomial.
In fact, this linear-time behavior appears unavoidable in order to, at the very least, compute the
output y = f(x). In this work, we challenge this state of affairs by investigating the design and the
applications of polynomial commitments with a sublinear prover. In such a scheme, at commitment
time the prover also performs a preprocessing of the polynomial f which results in some auxiliary
information aux. Later, when asked to prove an evaluation of f at an input z, the prover can use
aux to quickly produce the evaluation y = f(z) and its proof in sublinear time. Preprocessing
schemes to quickly evaluate polynomials have been known in the complexity literature for some
time now, e.g. the work by Kedlaya and Umans [35,34] (KU in short) that we use in this paper.
Our challenge was to make sure we could quickly compute the proofs too, and achieve provable and
meaningful notions of security for the resulting PC. In contrast to vector commitments or lookup
arguments, where one could think of computing a proof for each position in the preprocessing
stage, the challenge in PC is that the number of evaluation points is exponential, that is |R™| for
a polynomial defined over a ring R.

1.1 Owur Results

Specifically, our main results are the following;:

Constructing PC: We propose a simple construction of a PC with sublinear prover based on any
vector commitment scheme (VC) and any preprocessing technique for fast polynomial evaluation
(e.g. [35,31]). We show that this PC satisfies evaluation binding, which is the standard security
notion of PC that guarantees that it is hard to generate two (possibly malicious) proofs that are
accepted for the same (possibly malicious) commitment, same point x and distinct outputs y # v’
Since evaluation binding may be insufficient in some applications, we also study how to achieve
stronger security, specifically knowledge soundness, albeit this comes at the price of employing a
SNARK.

Our schemes have fast openings, meaning that opening proofs can be computed in sublinear
time in the description of the polynomial f. In particular, for a univariate polynomial f of degree
at most d — 1 (i.e., |f| = d), our PC computes opening proofs in time poly(log d). Whereas, for an
m-variate polynomial f of degree at most d — 1 in each variable (i.e., |f| = d™), our PC computes
proofs in time poly(d, m).

A framework for index-efficient SNARKs and applications to lookups: We refine the
popular framework to build SNARKSs from polynomial interactive oracle proofs (PIOPs) and PCs
[25,12] with the goal of constructing SNARKSs where the prover can be sublinear, after preprocessing,
in the size of the NP relation — what is usually referred to as the “index”. We call this property
index-efficiency and show how index-efficient SNARKSs can be constructed black-box from index-
efficient PIOPs and PCs with sublinear prover. Our main technical contribution is a method to
transform a class of standard PIOPs into index-efficient PIOPs. Interestingly, the combination of
our results yields the first lookup argument for unstructured tables in which the prover is sublinear
in the size of the table, while making only black-box use of a VC and thus allowing instantiations
from generic assumptions such as collision-resistant hash functions. As mentioned earlier in the



paper, prior lookup arguments with sublinear provers make non-black-box use of cryptographic
schemes [10,11], rely on pairings [11,15,26,14], or can only deal with structured tables [12].

Witness-Succinct UC-SNARKSs: We present an application of PCs with sublinear prover, like
the ones we constructed above, to build a compiler from simulation-extractable SNARKs to UC-
secure SNARKS, in which the prover is quasilinear in the size of the witness. We design our compiler
by extending the one of Ganesh et al. [29]. However, while the compiler of [29] yields schemes with
quadratic proving time, ours achieves approximately linear (i.e. O(n'*¢) proving time.

1.2 Overview of our techniques

PCs with fast opening. Our starting point is the polynomial preprocessing technique of Kedlaya
and Umans (KU) [35,34]. They show how a univariate polynomial f with d coefficients can be
preprocessed and stored as a data structure DS of O(d'*¢) elements. Following this step, it is
possible to evaluate y = f(x) by simply querying DS on poly(logd) points. Subsequently, [39]
explored the efficiency of KU’s technique [35] when applied to multivariate polynomials, showing
a query complexity of poly(d, m) after a preprocessing phase that produces a data structure DS of
size d™ - poly(m,d) - O(m™). Observe that the query complexity poly(d, m) is sublinear in the size
of the multivariate polynomial |f| = d™.

Our PC works by using a VC to commit to the table DS. At evaluation time, to open y = f(z),
the prover will open the k values required to evaluate f at x, and the verifiers will run the KU
evaluation algorithm themselves using those k points. If the VC has (poly)logarithmic opening
proofs, then the entire opening proof for our PC is sublinear in |f|, and so is the running time of
the verifier.

We highlight that, for the multivariate case, we need to carefully choose the parameters d and
m to obtain a DS of polynomial size (a necessary requirement for having a polynomial-time PC).
This is because the size of the data structure depends on the factors d™ and m™, as described
above. We provide more details in Section 3.

Security Notions. We prove that our PC satisfies evaluation binding, the standard security notion
for PCs, which informally says that for any committed string cm (even a maliciously generated one),
it is infeasible to produce valid openings for the same evaluation point x and two different outputs.
In our PC construction, this security notion is inherited by the position binding security property
of the underlying VC, which guarantees that given a committed vector DS it is infeasible to find
an index 4 and two different valid openings of DS at 1.

Stronger notions of security for PC can be defined as follows: strong evaluation binding [37,22]
says that, for any sequence of valid opening proofs for evaluations y; = f(z;), there must exist a
(univariate or multivariate depending on the polynomial space) polynomial f of degree d such that
f(z;) = y;. Even stronger is knowledge soundness which says that such polynomial can be extracted
from such proofs.

We first show that our combination of KU with VC, does not satisfy strong evaluation binding.
Intuitively the reason is that there are many more possible tables DS than polynomials of degree
d and therefore simply committing to a table does not readily identify a single polynomial.” We
then discuss possible ways to achieve strong evaluation binding and/or knowledge soundness by

7 Think about a large data structure such that a part encodes evaluations of f and the second part encodes evaluations

to f' where f # f’.



augmenting the commitment phase with a SNARK to guarantee that the DS committed by the VC
is indeed the result of a correctly executed preprocessing on the polynomial f.

Index-Efficient SNARKSs Our first step towards constructing index-efficient SNARKS is an adap-
tation of the popular framework for building SNARKs from PIOPs and PCs [25,12]. In brief, in a
PIOP a computation F', also known as the “index”, is “arithmetized” and preprocessed into a small
set of polynomials to which the verifier has oracle access. Next, prover and verifier interact: the
prover sends oracle polynomials and the verifier sends random challenges. Finally, the verifier can
query on a small set of points all the polynomials sent by the prover as well as the index polynomial.
The compilation of the idealized PIOP into a succinct argument consists into replacing the oracles
by commitments, while the queries of the verifier are replaced by having the prover evaluate the
polynomials and prove these evaluations with the PC scheme.

To achieve index-efficiency, we adapt this compiler with three main changes. (i) We assume that
the PIOP is index-efficient, namely the PIOP prover is sublinear in the size of the index. (ii) We
commit to the index polynomials using a PC scheme with sublinear prover. (iii) For every query
of the PIOP verifier to the index polynomials, we let the prover use fast-evaluation techniques to
compute the result and the sub-linear proof generation to compute the evaluation proof.

Equipped with this framework and with our PC construction, then we turn our attention to
constructing index-efficient PIOPs. To take advantage of existing literature, we tackle the problem
by proposing a transformation from a class of standard PIOPs to index-efficient PIOPs. Roughly
speaking, our transformation applies to PIOPs in which the prover algorithm can be implemented
using a small number of evaluations of the index polynomials. While in the original PIOP each
of these evaluations must be fully computed by the prover (in linear time), in our case we exploit
preprocessing techniques and replace them by fast evaluations, e.g., using [34]. This step is clearly
natural. However, the main technical obstacle is that PIOPs normally work with multilinear poly-
nomials (which is the most popular case in the literature) but the known results for preprocessing
schemes only capture either univariate polynomials or multivariate polynomials with a very spe-
cific structure, which requires a degree larger than 1 to achieve efficiency. We solve this issue via
a “change of basis” technique as follows. We encode a multilinear n-variate polynomial f with a
degree-d m-variate polynomial f where m < n and (d+1)™ = 2" Next we show how to construct
a degree-d polynomial f in n variables such that: (a) f agrees with f on the boolean hypercube;
(b) an evaluation f(z) can be efficiently obtained from an evaluation f(G(z)), where G is a linear
function. These two properties yield the desired outcome. By (a) we can replace f by f in the PIOP
while preserving correctness and soundness (albeit with a larger loss d/|F|). By property (b) we get
fast evaluations since we have freedom to choose the parameters m and d of f in a suitable way to
allow fast evaluation techniques. We refer to Section 5.2 for more details.

Table-Efficient Lookup Arguments. Our application to table-efficient lookup arguments derives
by observing that (a slight generalization of ) the GeneralizedLasso protocol from [12] is a PIOP that
satisfies all the conditions needed for our transformation. In particular, in this protocol the indexer
produces a multilinear polynomial encoding the (possibly unstructured) table. This observation,
in combination with all the results described earlier yields the first table-efficient lookup argument
for unstructured tables that makes only black-box use of a VC and thus allows instantiations from
generic assumptions such as collision-resistant hash functions.

Efficient SE-to-UC SNARK compiler The Universal Composability (UC) framework is consid-
ered the “gold-standard” of security for cryptographic protocols. It ensures that protocols remain



secure even when composed with others in arbitrary environments, which is a crucial property for
SNARKSs since they are almost always used in the context of larger protocols. However, a funda-
mental challenge arises when trying to prove UC-security for SNARKSs: the “knowledge extractor”
has to be “straight-line” (non-rewinding) and black-box (i.e., having only access to the 1/O of the
adversary). Prior work has tackled this problem but commonly it suffers from losing succinctness
or being restricted to arguments with a very specific structure®.

Our starting point instead is the generic compiler by Ganesh et al. [29] which builds a UC-secure
witness-succinct? SNARK generically from any simulation-extractable one. Their approach can be
informally described as follows

— The witness w is represented as a polynomial f,, via a redundant randomized encoding, which
is committed with a PC cm,, = PC.Com( fy);

— The SE-SNARK is used to prove that w is a valid witness and that cm,, is a valid PC commit-
ment to the correct randomized polynomial for w;

— r evaluations of f,, are provided to the verifier together with their evaluation proofs with respect
to fuw

In the last step r is chosen small enough to guarantee succinctness of the final proof. Additionally
the r evaluations must satisfy a particular property meant to enforce a “proof of work” by the
prover (generalizing Fischlin’s approach [28]). This step requires the prover to actually evaluate fy,
at a linear number of points (to find the r ones that satisfy the property — only this small fraction
of them is revealed), and from this high number of queries, the extractor (which sees all the queries
the prover makes, not just the r revealed ones) can reconstruct the witness. No knowledge about
w is leaked due to two facts: (i) w is encoded via a randomized polynomial, and r is small enough;
(ii) the PC they use (KZG [33]) has the “evaluation-hiding” property that an opening proof for a
particular point reveals no information about the value of the polynomial at other points.

This approach however blows up the complexity of the prover: evaluating f,, at a linear number
of points, without preprocessing, yields a quadratic total running time. A naive application of our
sublinear opening PC does not work because the KU technique does not guarantee that our PC is
evaluation-hiding (see Section 6). Therefore, we modify the [29] compiler in two major ways:

1. To achieve hiding, we use a different hybrid encoding for the witness. We first encrypt it ct =
Enc(sk,w) using any symmetric encryption scheme. We then encode sk with a randomized
polynomial g, while the ciphertext ct is instead encoded deterministically as a polynomial f
(e.g. by parsing it as coefficients over a field)

2. We use two different PCs to commit to our hybrid encoding of the witness. The randomized
polynomial g is committed via KZG [33], while f is committed using our KU-based PC with
fast opening.

Note that our scheme is approximately linear for the Prover since the openings of f take sublinear

time with our PC (note that the degree of ¢ is independent of the size of w so those openings do

not count), with the additional cost for the prover of O(n!'*€) for preprocessing. Zero-Knowledge

8 Here we are referring to two lines of works. The first adopts some form of encryption of the witness, making
the proof size at least linear in witness size [2,5,1,36]. Another line of work, like the recent [24], leverages the
straight-line-extractability properties of Kilian-like constructions but is applicable only to arguments stemming
from Interactive Oracle Proofs (an interactive form of PCPs [7]).

9 A SNARK is circuit-succinct if the proof is sublinear in the circuit size, and witness-succinct — which is the most
stringent succinctness property — if it also sublinear in the witness size. Circuit-succinct UC-secure SNARKSs were
known before [29].



is preserved because (as in [29]) the randomization of the encoding of sk means that no knowledge
is leaked about sk even after r evaluations are revealed, due also to the fact that sk is committed
with an evaluation-hiding PC. The r evaluations may leak knowledge of the value ct (since that
is encoded deterministically, and the PC is not evaluation-hiding), but that is an encryption of w
under sk, which leaks no information on w, given that no knowledge is leaked on sk.

1.3 Related Work

As we discussed earlier, the KU polynomial preprocessing technique was introduced as a tool in the
design of cryptographic protocols by Lin et al. who built a Doubly Efficient Private Information
Retrival (DEPIR) scheme [39]. A Private Information Retrieval (PIR) scheme, is a protocol between
a Server holding a database DB and a Client who queries DB on an index i. At the end of the protocol
the Client learns DB(7) while the Server has no information on what index was queried. The crucial
property of PIR is that communication between the parties be sublinear in N = |DB| (otherwise

the solution is trivial by having the Server send the entire DB to the Client). Before [39] it was
widely believed that any PIR scheme required the Server to work in £2(/N) steps, since if the Server
did not read every item in the database, he would get information about 7. Surprisingly [39] shows

that by preprocessing DB into a data structure DSpg using KU it is possible to answer a query by
only looking at a O(log® N) entries in DSpg yielding a ”doubly efficient” PIR for both Server and
Client.

Ateniese et al. [3] showed that the KU (univariate) technique can be used to improve the
efficiency of proofs of storage. Assume that a storage provider needs to prove to a client that it is
storing a file F'. One approach is to encode F' as a univariate polynomial f. Then, by querying the
polynomial at a random point, the client can be assured that the file is still stored (indeed, the file
can theoretically be retrieved by querying a sufficient number of points to allow interpolation of f).
However, this approach requires the provider to read the entire file every time in order to evaluate
f. By using KU, the file is encoded into a larger data structure DS, which allows the provider to
answer in sublinear time.

The idea behind our univariate PC construction already appears in [3], as a verifiable data
structure, which is the main building block for their proof of storage. Also, [3] informally points
out the possibility of viewing their verifiable data structure as a PC but satisfying only a weaker
notion of evaluation binding, where the commitment cm is honestly computed (which suffices to
build proofs of storage).'” In our work, we extend [3] in many directions by directly addressing the
problem of constructing PC schemes: (i) we generalize the technique to multivariate polynomials;
(i) we exhaustively formalize its security properties (also highlighting the limitations of using only
VC, i.e., no strong evaluation binding); (iii) we demonstrate how to achieve the strongest notion
of security for PC (knowledge soundness) by employing a SNARK while maintaining fast opening;
(iv) we show that it has many applications to general-purpose cryptographic proofs beyond just
proofs of storage.

Discussion and Future Work On practical instantiations: We acknowledge that our work is un-
likely to be immediately practical due to the large constants in the specific preprocessing scheme [35]
that we use. Given the many practical applications that motivated this work, and that we show
can be built from PC with fast opening, it is an important research question to investigate different

10 This is because the verifiable data structure notion of [3] assumes an honest committing phase.



approaches for polynomial preprocessing, with the goal of getting schemes that are more practically
feasible.

More functionalities with sublinear proving? We showcase our framework for general relations prov-
able in sublinear time, indez-efficient PIOPs, by obtaining a new construction of table-efficient
lookup arguments. Yet interesting open questions remain: Can we build index-efficient PIOPs for
other relations that would be surprising to prove in sublinear time (and from relatively simple
tools)? For what kinds of relations is it even conceivable to achieve sublinear proving?

More properties/applications for commitments with fast openings? To go beyond evaluation bind-
ing, our PC construction must be augmented with a SNARK. Is that inherent, or can strong bind-
ing/extractability for PC with fast opening be achieved with simpler tools/weaker assumptions?
What about hiding (which as we point out, does not readily hold for our scheme)? Can we build
such a a commitment directly for multilinear polynomials, rather than go through the workaround
we use for index-efficient PIOPs? What are other settings, beyond the one in this work—UC-NIZK
compiler—where amortizing an expensive preprocessing yields a better efficiency overall?

2 Preliminaries

Notation For any integer n > 1, define [n] = {1,...,n}. We use A € N to denote the security
parameter. A function ¢ : N — R is said to be negligible, denoted €(A) € negl()\) if for every
positive polynomial p(-) and all sufficiently large A it holds that ¢(\) < 1/p(\). A function p(X)
is polynomial, denoted p(A) € poly(A), if p(A) = O(A°) for some constant ¢ > 0. In the context of
cryptographic primitives we use a special notation to emphasize asymptotic behavior “independent”
of the security parameter \: we write f = Ox(g(n)) if there exists a fixed polynomial A° such that
f = O(X°- g(n)). We denote by Ox(f(n)) quasi-linear running time, i.e. 6)\(f(n)polylog(f(n)))
We say that an algorithm is probabilistic polynomial time (abbreviated PPT) if its running time
is bounded by a polynomial function p(\). For a finite set S, we write a <$ S to mean that a is
sampled uniformly at random from S. For an algorithm A, we write y < A(x) to denote executing
A on input z and assigning its output to y. Given f : X — Yand v = (v1,...,v,) C X", we
denote by f(v) the vector in Y™ obtained through element-wise evaluation of f on v. We denote
by polyFromCoeffs(v) the polynomial p(X) := Z?:_()l v;+1 X" whose coefficients are the elements of
v. An indezed relation R is a set of tuples (i,x;w) where 1 is the index, x the statement and w
the witness. The language £(R) associated to a relation R is the set of pairs (1,x) for which there
exists a witness w such that (i,x;w) € R.

Approximately-linear time. If an algorithm runs in time Oy(n'™¢) in a parameter n for any
positive constant € > 0, we say that it runs in approzimately-linear time''. For sake of brevity,
we often simply write that “an algorithm runs in time Oy (n!'*€)” meaning implicitly “for any
(unspecified) constant € > 07.

RAM model. Our work focuses on the application of preprocessing techniques to build fast and
efficient schemes. Even if not directly specified, all efficiency properties and running times will be
measured in the RAM model of computation, which allows an algorithm to run in time sublinear
its input size.

' To the best of our knowledge, this is not a standard notion. The phrase “superlinear” usually refers to a similar
asymptotic behavior but in the setting of lower bounds.
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2.1 Polynomial Commitment

A polynomial commitment scheme allows a prover to commit to a (possibly multivariate) polynomial
f € R[Xy,...,Xn], producing a commitment value cm, and then compute proofs 7, demonstrating
that y is the correct evaluation of the committed f at an input x € R™.

Definition 1 (Polynomial Commitment [33]). A polynomial commitment scheme PC for
multivariate polynomials over a ring R is defined by the following algorithms:

Setup(lA, m,d) — ck: On input the security parameter X\, the number of variables m, and a bound
d for the degree of each variable, the setup algorithm outputs a public commitment key ck, which
implicitly defines the message space of the commitment scheme Pp, g = {f € R[X1,...,Xm] |
deg;(f) < d,Vi € [m]}.

Com(ck, f;7) — (cm,aux): On input the commitment key ck, a polynomial f € Py, 4, and (possibly)
a randomness r, the commit algorithm outputs a commitment cm and an auziliary information
aux.

Open(ck, z,aux) — m,: On input the commitment key ck, a point x € R™, and auziliary information
aux, the open algorithm outputs a proof .

Ver(ck,cm, z,y, ;) — b: On input the commitment key ck, the commitment cm, x € R™,y € R,
and a proof m,, the verification algorithm outputs b € {0, 1}.

Correctness ensures that honestly generated proofs always pass verification. See Appendix A.1
for the formal definition. Furthermore, we are interested in (fully) succinct schemes, i.e., the sizes
of commitments and proofs, as well as the running time of Ver, are sublinear in the size of the
polynomial.

Definition 2 (Succinctness of PC). We say that a polynomial commitment scheme PC is suc-
cinct if the size of the commitments produced by Com, the proofs produced by Open and the running
time of Ver are sublinear (e.g., polylogarithmic) in the size of the polynomial.

A polynomial commitment scheme must satisfy at least one of the following security properties,
which we define in order from weaker to stronger:

Binding. It is computationally infeasible to find two different polynomials f # f’ (and two ran-
domnesses r and 7’ that produce the same commitment cm.

Weak evaluation binding. It is computationally infeasible to produce a verifying proof m, for
an incorrect evaluation y # f(x) when the commitment cm of f (required for verification) is
honestly computed.

Evaluation binding. It extends the guarantees of weak evaluation binding even in the presence
of a maliciously computed commitment cm.

Strong evaluation binding. It guarantees that, for any maliciously chosen sequence of verifying
proofs m; for evaluations y; and points x;, there must exist a polynomial f € P, 4 (where P, 4
is the supported domain of the polynomial commitment scheme) such that f(z;) = y;.

Knowledge soundness. This last property says that it exists of an efficient non-black-box ex-
tractor able to extract the committed polynomial f if the corresponding adversary is able to
provide verifying proofs.

11



Below, we provide the formal definition of evaluation binding. We refer the reader to Appendix A.1
for the remaining ones.

Definition 3 (Evaluation Binding of PC). A polynomial commitment scheme PC satisfies
evaluation binding if for any PPT adversary A, the following holds:

Ver(ck,cm, z,y, ;) = 1A ck « Setup(1*,m, d)

P | Ver(ck, cm, 3/, 1) = 1A y# ¢/ | (cm, 2y, mp, /74 A(ck)

€ negl(\).

The following theorem relates the above five security definitions. Such relations are standard
and we refer the reader to [23,6] for more details.

Theorem 1. Let PC be a correct polynomial commitment scheme. Then,

1. If PC is weak evaluation binding then PC is also binding.

2. If PC is evaluation binding then PC is weak evaluation binding.
3. If PC is strong evaluation binding then PC is evaluation binding.
4

. If PC satisfies non-black-box (resp. black-box) knowledge soundness then PC is strong evaluation
binding.

2.2 Vector Commitments

A vector commitment (VC) scheme permits to commit on vector of messages and later open indi-
vidual positions. We make use of the standard definition of VC composed of algorithms (Setup, Com,
Open, Ver), satisfying correctness and position binding (see Appendix A.2 for more details.).

We are interested in succinct vector commitments schemes, meaning that the sizes of com-
mitments and proofs, as well as the running time of Ver, are sublinear in the size of the vector.

Definition 4 (Succinctness of VC). We say that VC is succinct if the size of the commitments
produced by Com, the proofs produced by Open and the running time of Ver are poly(\,logn) where
n is the size of the vector.

In addition to the above, we formalize the notion of vector commitments in which the opening
algorithm is “fast”, i.e., polylogarithmic after a one-time preprocessing which happens at com-
mitment time. To model that the preprocessing cost of the commitment can be amortized, our
definition requires Com to run in quasilinear time.

Definition 5 (VC with Fast Opening). We say that a vector commitment scheme VC has fast
openings if the running time Tcom(A, 1) of Com is poly(A,log n)-n, and the running time Topen(A, 1)
of Open is poly(\,logn).

A natural instantiation of VC satisfying position binding, succinctness, and fast openings, is
Merkle tree [11], which can be built from collusion resistant hash functions (CHRF). Other instan-
tiations are discussed in Appendix A.2.

2.3 SNARKS for Indexed Relations

To meet space constraints, we defer the formal definitions to Appendix A.3.
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3 Polynomial Preprocessing Schemes

In this section, we define a building block called the polynomial preprocessing scheme (PP). Intu-
itively, a PP scheme abstracts algorithmic methods (such as [34,35]) that enable the fast evaluation
of a polynomial f € R[Xj,...,X,,] at any given point x € R™, after performing a one-time
preprocessing.'> The main objective of a PP is to achieve an evaluation time complexity that is
significantly lower (e.g., sublinear) than the natural polynomial evaluation, which requires reading
the entire description of f, whose size is O(d™ - log|R|).

Definition 6 (Polynomial Preprocessing Scheme). A polynomial preprocessing scheme PP
1s defined by the following algorithms:

Params(R, m,d) — pp: On input the description of a ring R, the number of variables m € N, and
the degree d € N, the randomized parameter generation algorithm outputs the parameters pp that
can be used for the execution of the following algorithms on m-variate polynomials of individual
degree at most d. We assume the public parameters pp includes an upper bound S on the size
of the data structures produced by the preprocessing algorithm below.

PreProcess(pp, f) — DS: On input a m-variate polynomial f € R[X1,...,X,,] of individual degree
at most d, the randomized preprocess algorithm outputs a data structure DS = (vi,...,vg)
(where S is the data structure upper bound contained in p). We model DS as a vector in M5
for a message space M.

Lookup(pp, z) = (i) je(x): On input the public parameters pp and a point x € R™, the deterministic
lookup algorithm outputs k indices i1, ..., i € [S].

Reconstruct(pp, z, v1, ..., vx) = y: On input the public parameters pp, an evaluation point x € R™,
and k values vy, ...,vp € M, the deterministic reconstruct algorithm outputs a value y € R.

Looking ahead, we are interested into efficient PP schemes which access only a “small” subset
(viy,)iepw of the data structure DS (i.e., k < |D|). To accomplish this, it is necessary to work in the
RAM model of computation to efficiently retrieve (v;, );c(x) from DS.

Correctness says that the reconstruction algorithm computes f(z) when (v1,...,vx) = (DS;,, ...,
DS;, ), for DS the data structure computed by the preprocess algorithm and (i1, ..., %) the indices
outputted by the lookup algorithm.

Definition 7 (Correctness of PP). A polynomial preprocessing scheme PP is correct for a ring

R if for any integers m,d € N, any polynomial f € R[X1,...,X] such that deg;(f),...,deg,,(f) <

d, and for any point x € R™, we have Reconstruct(pp, x,v;,, ..., v;,) = f(x) where pp < Params(R, m, d),
(Ui)ie[S] < PreProcess(pp, f), and (i1, ... i) < Lookup(pp, z).

The property below capture the main benefit of using a PP scheme, i.e., enabling fast poly-
nomial evaluation (compared to reading the entire polynomial) at the price of having a one-time
preprocessing. We observe that the definition below allows PreProcess to be “slow” and produce
data structures of size larger than |f| = d". This is because, to enable fast evaluation, such schemes
(e.g., [35,31]) encode additional and redundant information into DS.

12 Alternatively, a PP scheme can be seen as the algorithmic process of building a data structure for evaluating
polynomials.
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Definition 8 (Efficiency of PP). A polynomial preprocessing scheme PP satisfies efficiency for
R if, for every d,m € N, for every polynomial f € R[X1,...,Xm] such that deg;(f),...,deg,,(f) <
d, we have:

1. the running time of both Lookup and Reconstruct is poly(log|R|,logd) (resp. poly(log|R|,d,m))
for the univariate case m =1 (resp. multivariate case m > 1).'3

2. the running time of PreProcess and the size S of the data structure DS that it produces are
poly(log |R|,d™) (ideally slightly superlinear in d™).

Remark 1 (Comparison with [7]). In [3], Ateniese et al. propose an abstraction with the same
intent as ours: abstracting any algorithmic method of preprocessing polynomials. Despite both
abstractions ([3] and ours) having the same final objective, there are crucial differences.

The abstraction by Ateniese et al., named the data structure for univariate polynomial evalu-
ation,' is composed of two algorithms: (i) GenData, which computes the data structure given the
polynomial to be evaluated, and (ii) Eval, which outputs f(x) given the entire data structure and
the point . This abstraction does not explicitly highlight that these algorithms leverage the RAM
model to achieve efficiency. In particular, Eval hides inside the fact that a subset of the large data
structure (provided as input) is retrieved to compute the final output y. For this reason, [3] formal-
izes, alongside the abstraction, the notion of localized RAM computation, which captures the idea
that if a RAM computation outputs y by reading a subset of a large input (e.g., a data structure),
then there exists a method (the localized RAM computation) to compute the same output using
only the subset accessed by the original computation. In other words, the original computation
depends only on a subset of the large input.

In this regard, our abstraction is simpler and makes this aspect more explicit. In a nutshell, Def-
inition 6 decouples the RAM algorithm Eval of [3] into two separate ones: Lookup entitled to identify
the subset (determined by the indexes (i1, ..., i)) of the data structure DS = (vy,...,vg) that must
be accessed to compute the correct output, and Reconstruct which computes the actual output y
given the subset (v;,, ..., v;, ) € DS. We emphasize that our abstraction captures PP schemes such
that indexes computed by Lookup depend only on the point x, which is indeed the case for the data
structures in [35,34].

3.1 Kedlaya-Umans technique as PP scheme

In [34], Kedlaya and Umans describe an elegant and efficient method for the fast evaluation of
polynomials with preprocessing. Their method (which is the one we focus on in this work) is
perfectly captured by our PP abstraction. For the sake of our results, we focus on the case of the
ring of integers Z,, as also summarized in [39,38, Theorem A.4].

Theorem 2 (Kedlaya-Umans PP scheme [38, Theorem A.4]). Let g € N. There exists
an efficient polynomial preprocessing scheme for the ring R = Z4 and for m-variate polynomials
f € R[Xy,..., X of individual degree deg,(f),...,deg,,(f) < d.
In more details, the efficiency of KU polynomial preprocessing scheme is defined as follows:
1. the running time of both Lookup and Reconstruct is poly(logq,d, m);
13 We explicate a different bound (i.e., poly(log | R|,log d)) for univariate polynomial since applying the multivariate
one (for m = 1) would result in having a meaningless efficiency definition since |f| € poly(log|R|, d).

' The term ”univariate” comes from the fact that [3]’s abstraction only covers univariate polynomials over Z,. In
contrast, we consider m-variate polynomials over arbitrary rings R.
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2. the running time of PreProcess and the size S of the data structure DS that it produces are
d™ - poly(log q,m, d) - O(m(logm + log d + loglog q))™.

In the remaining part of this work, we refer to the aforementioned PP scheme as KU-based PP.

When focusing on polynomial-time algorithms (as in this work), we can easily observe that pa-
rameters matter when considering Theorem 2. Indeed, preprocessing some poly(\)-size polynomials
using the KU-based PP scheme of Theorem 2 causes the preprocessing algorithm PreProcess (and
the corresponding size S of the output data structure) to be exponential in the security parameter
A. For instance, PreProcess runs in exponential time if we consider: (i) poly()\)-variate polynomials
(due to the O(m™) term present in Theorem 2), or (i7) O(log \)-variate polynomials of individual
degree d € poly(A) (due to the d™ term in Theorem 2).

For this reason, we provide the following corollary shows a selection of parameters to instanti-
ate Theorem 2 in such a way that the preprocessing (resp. evaluation) time is slightly superlinear
(resp. polylogarithmic) in the size of the polynomial. These will be the parameters of interest in this
work.

Corollary 1 (KU-based PP scheme for multivariate polynomials). Let A € N be a security
parameter, and let q,d, N such that ¢ =~ 2, N = d™ € poly(\), and d = logS/E(N) for some constant
€ > 0. Then, there exists a (KU-based) PP scheme for m-variate polynomials f € Zg[X1, ..., X))
of individual degree deg;(f),...,deg,,(f) < d achieving the following efficiency property:

1. the running time of both Lookup and Reconstruct is poly(logq,d,m);

2. the running time of PreProcess and the size S of the data structure DS that it produces are
O(N'*€) - poly(log ¢,log N).

Proof. Observe that our parameters’ choice gives m = £log(N)/(loglog N). Hence, the proof
follows by leveraging Theorem 2 by using the following bounds (similar to [39,35]):'% m™
(log N5 lee(N)/(loglog N) — N¢/3 and O(logm + logd + log A\)™ < O(log N)™ < O(1)™(log N)™
O(N</3)N</3.

O IAIA

As observed, the parameters in Theorem 2 do not result in an efficient PP scheme for univariate
polynomials. Specifically, when m = 1, the evaluation time becomes polynomial in the degree d,
which is at least as large (or potentially larger) than the size of the polynomial itself. However, for
the univariate case, we can obtain polylogarithmic efficiency by encoding the degree d univariate
polynomial into a multivariate one. This is essentially the result shown in [35, Theorem 5.1}, which
we report below.

Theorem 3 (KU-based PP scheme for univariate polynomials [35, Theorem 5.1]). Let

X € N be a security parameter, and let q,d such that ¢ = 2*, d € poly(A). Then, there exists a

(KU-based) PP scheme for univariate polynomials f € Z4[X| of degree deg(f) < d achieving the

following efficiency property:

1. the running time of both Lookup and Reconstruct is poly(log g, logd);

2. the running time of PreProcess and the size S of the data structure DS that it produces are
O(d**¢) - poly(log ¢, log d).

15 Contrarily to [39,38], we do not need d to be a prime number.
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4 Polynomial Commitments with Fast Opening

We show how to construct polynomial commitment schemes which achieve a sublinear opening
time. Below, we formally define this efficiency notion, dubbed fast openings, which is reminiscent
to that of VC (see Definition 5) but adapted to the polynomial setting.

Definition 9 (PC with Fast Opening). We say that a polynomial commitment scheme PC for
multivariate (resp. univariate) polynomials over a ring R has fast openings if the running time
Tcom(A, d,m,|R|) of Com is poly(A,log|R|,d™) (resp. poly(\log|R|,d)), and the running time
Topen(A, d,m, |R|) of Open is poly(X,log |R|,d,m) (resp. poly(\,log|R|,logd)), where the parame-
ters m (number of variables) and d (mazimum individual degree) are chosen on setup.'S

We highlight that achieving fast openings in PC is much more challenging than in the vector
commitment setting. Given a committed vector of polynomial size, there are only a polynomial
number of indices that can be opened. Thus, fast opening can be achieved by preprocessing all
those proofs and leveraging the RAM model to retrieve each of these proofs when needed. However,
in PC, the number of possible proofs corresponds to the cardinality of the point space R™ of the
target polynomials f € R[Xq,...,X,,]. For some choices of parameters (e.g., m € w(log(\))) the
cardinality of R™ is exponential in A\. Hence, simply preprocessing all proofs is not feasible and would
result in exponential memory usage. This is essentially the reason why research focuses on building
PP schemes, i.e., efficient algorithms for polynomial evaluation at all points (such as [34,35]).7

4.1 Evaluation Binding (VC-based) Polynomial Commitment with Fast Opening

Our main construction, dubbed PCy, is obtained by combining a PP scheme (Definition 6) with
a VC that enjoys fast opening time (Definition 5). The basic idea of the construction PCyc is that
the commitment algorithm runs the preprocessing algorithm of the PP scheme and uses the VC
to commit to the blocks of resulting data structure DS. Next, in order to prove an evaluation in
a point x, one can give to the verifier the blocks of DS at the k indices identified by PP.Lookup
for the point x, along with opening proofs for those indices. The verifier can check this proof and
runs the PP.Reconstruct algorithm to recover f(x). The prove that this construction PCyc satisfies
evaluation binding, yet it is provably not strong evaluation binding. Therefore, in Section 4.2 we
show how to build PCs with sublinear opening time that achieve stronger security.

We highlight that this technique is used in [3] to build a verifiable data structure for polynomial
evaluation. Also, [3] mentions in the introduction the possibility of viewing their data structure
as a polynomial commitment. However, our objective is to carefully analyze and provide a formal
treatment of this statement in the setting of polynomial commitments, aiming at clarifying the
extent to which security is guaranteed. See Remark 2 for more details.

Construction 1 Let PP be a PP scheme (Definition 6) and VC be a vector commitment (Def-
inition 18) scheme for a message space {0,1}*. We build a PC scheme PCyc for multivariate
polynomials over a ring R as follows:

16 Observe that being polynomial in the variables d and m (the complexity of Open) implies being sublinear in the
size d™ of the multivariate polynomial.

17 While considering PC with fast openings, a crucial requirement is the balance between memory usage (to store the
precomputed data) and running time of Open.
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Setup(1*,m,d) — ck: On input the security parameter X, the number of variables m, and a bound
d for the degree of each variable, the setup algorithm computes pp < PP.Params(R,m,d) and
ckye VC.Setup(l’\7 S), where S is the upper bound on the size of the data structure included
in pp (see Definition 6). Finally, it outputs ck = (pp, ckyc).

Com(ck, f;7) — (cm,aux): On input the commitment key ck = (pp, ckyc), a polynomial f € Py, 4,
and a randomness r, the commit algorithm computes DS < PP.PreProcess(pp, f) and (cmps,
auxps) < VC.Com(ckyc, DS;r) (recall that DS is a vector, i.e., DS = (v1,...,vg)). Finally, it
outputs cm = cmpg and aux = (auxps, DS).

Open(ck, z,aux) — m,: On input the commitment key ck = (pp, ckyc), a point x € R™, and auxil-
iary information aux = (auxps, DS) where DS = (v1,...,vs), the open algorithm retrieves the
indexes (i1, ...,i ) < PP.Lookup(pp,z) and compute an opening proof m; < VC.Open(ckyc,i;,
auxps) for every j € [k]|. Finally, it outputs m, = (vi;, 75) e[k -

Ver(ck,cm, z,y, ;) — b: On input the commitment key ck = (pp,ckyc), the commitment cm =
cmps, © € R™, an evaluation y € R, and a proof m, = (’Uj,ﬂ'j)je[k], the verification algorithm
outputs b € {0,1} equals to /\je[k] VC.Ver(ckyc, cmps, i5,v;, ;) 1A y s PP.Reconstruct(pp,

Ty, V).

Below, we state the properties achieved by our PCyc of Construction 1 and we defer the formal
proof to Appendix E.1.

Theorem 4. Let PP, VC, and PCyc as defined in Construction 1.

1. If both PP and VC satisfy correctness (Definitions 7 and 19), then PCyc satisfies correctness
(Definition 13).

2. If VC satisfies position binding (Definition 20), then PCyc satisfies evaluation binding (Defini-
tion 3).

3. If PP satisfies efficiency (Definition 8) and VC satisfies succinctness (Definition 4), then PCyc
satisfies succinctness (Definition 2).

4. If PP satisfies efficiency (Definition 8) and VC satisfies fast openings (Definition 5), then PCyc
satisfies fast openings (Definition 9).

Instantiations. One can obtain several instantiations of PCyc by using the KU-based PP schemes
for either multivariate (Corollary 1) or univariate (Theorem 3) polynomials, and a VC with fast
openings such as Merkle trees [11], KZG [33] or [16]. The following corollary provides an example
of instantiation considering R = Z, and using Merkle trees [11]. For the multivariate case, we focus
on particular choices of parameters d and m that yield a polynomial-time instantiation of PCyc.

Corollary 2 (Polynomial-time instantiations of PCyc). Assuming collision resistance hash
functions, there exists a PC scheme PCyc for multivariate (resp. univariate) polynomials over the
ring R = Zq for q =~ 2* that satisfies correctness, succinctness, evaluation binding, and fast opening
where the running times of PCyc.Com and PCyc.Open are defined as follows:
— For univariate polynomials of degree at most d € poly(\), we have Tpc.com = poly(A,logd) -
O(d**¢) and Tpc.open = poly(A,logd) for every positive constant € > 0.

— For m-variate polynomials such that deg,(f),...,deg,,(f) < d, m = §log(d™)/(loglogd™),
and d = log3/€(dm), we have Tpc.com = poly(A,m,d) - O(dm(lJre)) and Tpc.open = poly(A, m, d)
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for every positive constant € > 0. Observe that for our choices of d and m, we have that

|f| = d™ € poly(\).'8

Remark 2 (Comparing PCyc and the verifiable data structure (VDS) of Ateniese et al. [7]). Ate-
niese et al. [3] were the first to propose the combination of VC and KU-based PP schemes to build
fast schemes in the polynomial realm. To this end, they show that the KU-based data structure
(which we refer to as the PP scheme) can be made verifiable by using a vector commitment on
top of it. The notion they target is a weak form of verification, which states that after honestly
committing to an honestly computed KU-based data structure, it is infeasible to provide verifica-
tion proofs for invalid evaluations y # f(z). As they briefly mention in the introduction [3], they
informally point out the possibility of seeing their VDS as a polynomial commitments.

On the other hand, we directly treat the problem of constructing PC schemes with fast opening
while formally demonstrating the notion of security achieved. Despite [3] informally refers to the
possibility of using the VDS as a polynomial commitment, their results would imply only weak
evaluation binding since the security of the VDS holds only in the case of honest data structure
computations (see above). We improve this result by showing that this technique yields a poly-
nomial commitments with evaluation binding (which is stronger than weak evaluation binding.
See Theorem 1). Additionally, we push the limit further by demonstrating that this approach has
limitations, showing that it fails to achieve strong evaluation binding (Theorem 11).1

Finally, our work covers the multivariate case since our application of Section 5 requires multi-
variate polynomials. To this end, as we demonstrate in Corollary 2, the multivariate case requires
carefully balancing the degree and the number of variables to achieve a polynomial-time PC in-
stantiation for nontrivial choices of d and m, which is crucial for some of our applications.

Lack of Strong Evaluation Binding. Theorem 4 states the evaluation binding property of
PCyc. A natural question is whether the same construction achieves stronger binding notions, such
as strong evaluation binding or knowledge soundness. In Appendix B, we give a negative answer
to this question, showing that PCyc is not strongly evaluation binding. In a nutshell, the core
functioning of PCyc relies on the usage of data structures DS, whose space is larger than that of
the polynomial space P, 4. This allows an adversary to commit to an inconsistent data structure
(with one block sampled at random) whose resulting evaluations (output of PP.Reconstruct) can be
interpolated only from polynomials of larger degrees (lying outside P, 4). We provide more details
in Appendix B.

4.2 Beyond Evaluation Binding

In Appendix C, we show that deploying a SNARK on top of Construction 1 is sufficient to construct
a knowledge-sound polynomial commitment scheme (recall that knowledge soundness implies strong
evaluation binding; see Theorem 1).2"

18 We are interested only in m-variate polynomials of polynomial size d™ & poly(A). Hence, it is fundamental to
balance out d and m (as defined in Corollary 1) to enforce d™ € poly(\) while obtaining non-trivial choices of d
and m (e.g., O(1) degree or O(1) variables).

19 An additionally difference relies on the usage of our new abstraction which is tailored for the KU-based PP scheme
(see Remark 1 for more details).

20 The resulting PC achieves non-black-box or black-box knowledge soundness depending on the flavor of knowledge
soundness of the underlying SNARK.
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In a nutshell, during the execution of Com, our approach is to compute a commitment cm =
cmps (where cmpg is computed as defined in Construction 1). In addition, we include into the
auxiliary information a proof of correctness m demonstrating that DS has been computed by running
PP.PreProcess. This can be accomplished by using a SNARK for the following relation:

Rvc,pp = {((pp, ck,cm), (f,7)) | (cm,-) = VC.Com(ck, PP.PreProcess(pp, f);7)} (1)

Each time an opening proof is computed, we include 7 into it. Then, when verifying an opening
proof, we simply perform all steps defined in Construction 1 and, in addition, verify the correctness
of the commitment by checking 7. Observe that the resulting PC still achieves the succinctness and
fast opening properties (the latter thanks to the succinctness property of SNARKs). We refer the
reader to Appendix C for more details.

Engineering the (SNARK) relation through algebraic approaches. The aforementioned
approach requires a SNARK supporting Ryc pp, which, in turn, relies on the entire computa-
tion of PP.PreProcess(pp, f). By opening the box, we observe that the PP scheme of Kedlaya
and Umans [34,35] has an algebraic structure. For example, the data structure DS (output by
PP.PreProcess) consists of multiple small tables, each containing all evaluations of a multivariate
polynomial f; (derived by manipulating the original one) modulo a small prime p;. Due to the
algebraic nature of this PP scheme, we envision the possibility of engineering and simplifying the
SNARK relation to achieve a faster PC. However, this direction is outside the scope of this paper,
and we leave it as a possible direction for future work.

5 Index-Efficient SNARKSs

We give applications of polynomial preprocessing schemes and PCs with fast opening to construct
index-efficient SNARKs, i.e., preprocessing SNARKSs in which the prover runs in time which is
sub-linear in the size of the index.?!

Definition 10 (Index-Efficient SNARKS). We say that a preprocessing SNARK (Definition
21) for an indexed R is index-efficient if the running time of the prover is polylogarithmic in the
size of the indez, i.e., poly(A,log |1], |x|, |w]).

To construct index-efficient SNARKSs, we proceed as follows. First, we formalize the notion
of index-efficient PIOPs, which are a class of PIOPs in which the prover’s running time depends
polylogarithmically on the size of the index. Second, we show how to use index-efficient PIOPs along
with PCs with fast openings in order to construct an index-efficient SNARK. Third, in Section 5.2
we study the feasibility of instantiating the above result, namely the existence of index-efficient
PIOPs. Our result is a technique to transform a class of (non-index-efficient) PIOPs into index-
efficient ones. Finally, in Section 5.3 we show how the combination of the three results above can
be used to obtain new table-efficient lookup arguments.

2! We remark that our notion of index-efficiency is different from [25] that uses the term “index-efficient” for an
argument to indicate that the running time of the prover is polynomial in the size of the index, but independent
of the size of the universal relation and the structured reference string.
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5.1 Index-Efficient PIOPs and Applications to Index-Efficient SNARKSs

We start by recalling the definition of polynomial interactive oracle proofs (PIOP) for indexed
relations.

Definition 11 (Polynomial IOPs). Let R be a ring and R be an indexed relation. A polynomial
IOP for R is defined by a tuple (Z,P,V) such that:

Offline phase: Z(1) is a deterministic algorithm that on input the index 1 outputs i oracle polyno-
mials p]}, . ,p?.

Online phase: the prover P and the verifier V run an interactive protocol, compactly denoted by
(P(1,x,w), VIO (x)), where in each round the prover P sends oracle polynomials and/or ring
elements, and the verifier V sends random challenges. Each oracle [p] specifies the number of
variables m and the degree in each variable. The verifier can query all the oracles, the ones
sent by the prover and the ones generated by L, at arbitrary points r € R™. At the end of the
execution, V accepts or rejects.

Correctness: For any honest execution of (P(i,x,w), V20 (x)) on (1,x;w) € R, the verifier
accepts.

d-Soundness: A PIOP is §-sound if for any unbounded adversary A and any (1,x) ¢ L(R), we
have Pr [(A(1, x), VIO (x)) = 1] <é.

0-Knowledge Soundness: A PIOP is §-knowledge-sound if there exists a PPT oracle machine

Ext (which can query all the oracle polynomials at arbitrary points) such that for any adversary
A and any (1,x), the following probability holds:

Pr [(A(ﬁ,x),vf<ﬂ>(x)> 1A (Lxw) éR |we Ext«“(ﬁ,x)} <6

We measure the efficiency of a PIOP according to the following metrics: the running times Tp
and Ty of prover and verifier, the number of rounds r, the query complexity q (i.e., number of
queries performed by the verifier), the number of oracles sent by the prover o, and the size s of the
proof oracles (i.e., the sum of length of all the polynomials sent by the prover).

Next we define a class of PIOPs in which the prover’s running time depends polylogarithmically
on the size of the index. This is however possible after a preprocessing of the index performed by
the indexer. More formally:

Definition 12 (Index-Efficient PIOPs). A PIOP for an indexed relation R is called index-
efficient if it satisfies the following conditions:

— The indexer Z(1) outputs oracle polynomials p]}, . ,p? and a preprocessed index hkj.

— The prover P(hki,x, w) works as in a standard PIOP except that it takes as input hk; instead
of the plain index 1.

— Efficiency: the running time of the prover Tp is poly(A,log |1], |x|, |w]).

Compiling Index-Efficient PIOPs into Index-Efficient SNARKSs. We show that given an
index-efficient PIOP and a PC with fast openings it is possible to construct an index-efficient
SNARK.
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Theorem 5 (Index-Efficient Compilation of PIOPs). Let I1 be a PIOP for a ring R and an
indexed relation R, let PP be a polynomial preprocessing scheme, and let PC and subPC be two
polynomial commitment schemes for polynomials with coefficients in R. If T has negl(\)-knowledge
soundness, PC is knowledge-sound (Definition 17) and subPC is weak evaluation binding (Definition
15) then there exists a public-coin interactive argument II for the indexed relation R. Furthermore,
if N is index-efficient and subPC has fast openings, then II is index-efficient.

The construction I1 is obtained via a slight variant of the usual PIOP compilation appeared in
previous work [25,12]. The main difference is that the polynomials produced by the PIOP indexer
are committed using the PC scheme subPC with fast opening; this occurs in the preprocessing phase
of the argument system. Later, for every PIOP verifier’s query to such polynomials, the prover uses
the PP scheme to fast-evaluate the polynomial and the PC’s fast opening to create a proof. Since
this compiler is similar to previous work, we give an informal presentation emphasizing the main
differences in more detail.

I1.Setup runs the setup algorithms of both PC and subPC and store in srs their commitment
keys. Given an index i, IT.Index(srs, 1) calls the PIOP indexer (p!,... ,p{l, hki) < Z(2) and then, for
each polynomial p% it runs the PP preprocessing, DS; + PP.PreProcess(pi?), commits to it using
subPC, and stores all this preprocessed information in pk; and the commitments in vk;.

The prover I1.Prove(pk;, x, w) runs the PIOP prover P(hk;,x, w) until the end of the interactive
protocol with .V by sending to the verifier, in each round, commitments to the polynomials
generated by N.P computed using PC. Finally, for every query of V to a polynomial the prover
of Il evaluates the polynomial and produces an evaluation for it. In particular, for polynomials
produced by P this is done using standard evaluation and by using PC for the evaluation proofs;
this is the same as in previous compilers. For polynomials produced by Z, the evaluations are
performed using the PP scheme and the proofs are generated using subPC.Open algorithm.

The verifier I1.Ver runs the PIOP verifier 1.} and checks the validity of all the evaluations and
the associated proofs using PC or subPC.

Compared to previous work, the main difference in the proof of knowledge soundness of IT
is that our compiler uses two different polynomial commitments. The crucial observation is that
we commit the polynomials produced by the PIOP indexer Z as part of the II.Index algorithm??
and thus any incorrectly proven evaluation of these polynomials (which can be checked without
extraction) can be reduced to the weak evaluation binding property of subPC.

The efficiency of the resulting argument depends on the efficiency of 1, PP, PC, and subPC as
follows. For I, let Tnp and Ty be its prover and verifier running times, and let r, qz, gp, 0, s be, re-
spectively, its round complexity, number of verifier’s queries to Z’s and P’s oracles respectively, num-
ber of prover’s oracles, and total size of the prover’s oracles. For PC, let Tpc.com, TPC.Opens T PC.Ver
be the running times of the corresponding algorithms, and let |cm| and |7mpc| be the size of a com-
mitment and a proof respectively, and consider analogous notations for subPC complexity. Then
the argument II enjoys the following efficiency:

— Proving time is Tnp + Tpc.com * S+ (TsubPC.0pen + TPP.Lookup + TPP.Reconstruct) - 4z + TPC.Open * AP
— Verifier time is Tn.y + TsubPC.Ver - A7 + TPC.Ver - QP
— Proof size is |cm| - o + |7pc]| - gp

22 In the real world, this algorithm is supposed to be executed by the verifier during preprocessing; in the knowledge-
soundness experiment it is executed by the challenger.
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One can see that the index-efficiency of II’s prover follows by the facts that the following terms
are all polylogarithmic in |i]: T p, and thus s and qp, due to the index-efficiency of I, qz due to
the succinctness of the PIOP, Tg ppc.open due to the fast opening property of subPC, Tpp [ookup +
Tpp.Reconstruct due to the efficiency of PP, and Tpc open since it is a function of the size of the
polynomials produced by M.P which is polylogarithmic in |1] due to the index-efficiency of IN.

5.2 Our Construction of Index-Efficient PIOPs

In the following theorem we show how to transform a class of (non-index-efficient) PIOPs into
index-efficient ones. The main technical obstacle in this transformation is that we want to transform
PIOPs that work with multilinear polynomials (which is the most popular case in the literature)
but the known results for preprocessing schemes only capture either univariate polynomials or
multivariate polynomials with very specific configuration in terms of number of variables and degree.
Our contribution is a technique that solves this issue by encoding the multilinear polynomial with
a low-degree multivariate polynomial for which we can use a PP scheme.

Theorem 6 (Index-Efficient PIOPs from PP schemes). Let PP be a polynomial preprocess-
ing scheme for m-variate polynomials of degree < d such that (d + 1)™ = 2" and d is at most
poly(n). Let N be a PIOP for a finite field F = Z, for a prime ¢ ~ 2 and for an indezed relation
R, where:

1. N.T produces multilinear polynomials pt, . .. ,15{1 € Zg[ X1, ..., Xul;

2. T remains correct if one replaces each indexer’s multilinear polynomial ﬁ} with a polynomial p}
of higher degree d > 1 that agrees on the boolean hypercube, i.e., Vb € {0,1}" :ﬁg(b) = pg.(b);

3. the prover’s algorithm can be implemented using oracle access to the indexer’s polynomials in
such a way that its running time is Tpp = Tg + T, where Ty is the number of field operations
and T; the number of oracle calls to the indexer’s polynomials;

4. the prover’s time Ty, T: and the remaining efficiency measures of Il depend only polynomially
on the degree w = 1 and the number of variables n of the indexer’s polynomials (namely, we
can express them as functions Tp(u,n), Ti(u,n),r(u,n), q(u,n), o(u,n), s(u,n), ignoring for
simplicity their dependence on |x|, |w|);

5. M achieves 6(u,n)-knowledge-soundness with 6(u,n) = negl(A).
Then, there exists an index-efficient PIOP n for the indexed relation R.

We now provide the required preliminaries on Lagrange interpolation before describing our
index-efficient PIOP construction I (see Construction 2) stated in Theorem 6 above. Then, in Ap-
pendix E.4, we provide the corresponding proof.

Preliminaries on Lagrange interpolation. For any b € {0,1}", let ég(X;b) = [[;"; (Xib;i+(1—
X;)(1 — b;)) be the multilinear polynomial in F[X] such that, for every x € {0,1}", ég(x;b) = 1 if
x = b, and is 0 otherwise. The set {€¢(X;b) : b € {0,1}"} is the set of Lagrange basis polynomials
for interpolation domain {0,1}". Here we shortly call it a {0, 1}"-basis.

Given a set H C F of size d + 1, we define the m-variate polynomials {L(Y;h) : h € H™} of
individual degree < d such that, for every y € H™, L(y;h) =1 if y = h, and is 0 otherwise. These
polynomials are the set of Lagrange basis polynomials for interpolation domain H™, or shortly an
H™-basis.
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For any h € H, let L'(X, h) be the h-th Lagrange univariate polynomial for interpolation domain
H, i.e., L'(X;h) = Hh’eH,h’;éh )}g%]’z;, that is of degree d = |H| — 1. Then, L is the product of the m
Lagrange polynomials L(X1,..., X hi, ..., hm) = [[12y L'(X5; hi).

For F = Zg, let H = {0,1,...,d} and let m,n,d such that (d + 1)™ = 2" and 6 - m = n. We

define the linear map:
m

n m 1 _
- G:F*" = F", (z1,...,2,) — (anlxé(k71)+n.2n 1)k:1,23

Construction 2 (Index-efficient PIOP) Let 1 be a PIOP (Definition 11) and PP be a polyno-
mial preprocessing scheme (Definition 8). Then, we build an index-efficient PIOP T as follows:

Indexer ﬂ.I(ﬁ): First, it runs the indewer of T to get the multilinear polynomials (pt, . .. ,ﬁi'l) —
Z(1). Then, for each polynomial ;53., it proceeds as follows.
— Choose integers m,d such that (d + 1)™ = 2™ and for which there exists an efficient PP
scheme, and generate PP.Params(Zy, m, d).
Build the m-variate polynomial ]3? Y1, Ym) = Ypeqoan ﬁ;(b) - L(Y1,...,Y;G(b)) of
individual degree < d such that (d+1)™ = 2.
— Compute hk; = DS; «+ PP.PreProcess(pp,ﬁ%).
— Build the multivariate polynomialpg(Xl, o Xn) = ﬁ; (G(X1,...,Xp)) = ﬁ?‘((zne[d]Xﬂk—l)Jrn'
27 D ieim))-
Finally, it outputs pt, . .. ,p]i'1 and hk; = (DS;y,...,DS;).

Prover ﬁ.P(hkﬁ,X,W): It runs TP on (x,w) and for every oracle call of TP to pf} on a point
z € F*, [P answers as follows:

— Compute Z = (2;)icjm) = G(2), the evaluation y; = ﬁ;(i) where (i5);ecr < PP.Lookup(pp, 2)
and y; < PP.Reconstruct(pp, DS;;,,...,DS;;,).

— Return y; to [1.P.
Verifier [.V(x): This is identical to N.V.

5.3 Application to Table-Efficient Lookup Arguments

As a novel application of our techniques in this section, we can instantiate the result of Theorem
6 using the GeneralizedLasso PIOP in [12, Appendix F.2] which supports lookup relations over
arbitrary tables. In a nutshell, this is a PIOP in which the indexer produces a multilinear polynomial
t € F[Xy,...,X,] such that each £(b) encodes a distinct value of the lookup table, and then
the prover can send a multilinear polynomial a € F[Xy,...,X,] and convince the verifier that
Vj e {0,1}* : a(j) € {t(b) : b € {0,1}"}.

A crucial building block of the GeneralizedLasso PIOP is a PIOP for sparse-dense sumcheck
in which the prover wants to convince the verifier that y = > ¢ 13n @(b) - t(b) where t is the
same multilinear polynomial produced by the indexer, and @ is a multilinear n-variate polynomial
(implicitly defined by other polynomials previously sent by the prover) that is sparse, namely the
number of nonzero values in {@(b) : b € {0,1}"} is 2# <« 2". This PIOP for sparse-dense sumcheck
is the only component of the protocol that depends on the large polynomial .

23 This is almost the same as the gadget matrix of lattice-based cryptosystems.
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This PIOP is simply a PIOP for the sumcheck protocol over the polynomial g(X) = @(X) - #(X)
and its main distinction is that [12, Theorem 6] shows how to implement its prover in (2* - n -
EvalTime(?)) field operations. This result is useful in those use cases where the polynomial associated
to the lookup table has a closed form that allows fast evaluation (e.g., poly(n)) and thus whenever

2H < 2™ the prover time loosely depends on the size of the table.

Next, we show a generalized description of the sparse-dense sumcheck PIOP [12] that makes
it obvious that it handles the general case of a polynomial ¢ which is not necessarily multilinear.
Let S, = {b € {0,1}" : a(b) # 0} be the set of indices where @(b) is nonzero and assume that
the prover stores @ in evaluation form {u(b)}. The sparse-dense sumcheck PIOP [12] is defined as
follows:

SparseSumcheckProd for y = 32, c ¢ 13n (b) - t(b)

for j=1,...,ndo | Below, assume E[e] = 1 and that all g, j, are initialized to 0.
Prover PO (y, @) :
for b in S, do
J Elb1,...,bj_1] =éq(ry,..., ri—1;b1,..., bj—1)
E[bl, ey bjfl] < E[bl, cvey bjfg] . 6~q(7’j,1; bjfl)
for k=0,1,...d do

/ Incrementing g; j, with

/ a(b)eq(r,..., ri—1,k,bjx1, ..., bn;b)t(r, ..., ri—1,k,bjg1s. ., bn)
ik < ik + ﬂ(b) . E[bl, - ,bjfl] . e?](k;bj) . t(rl, .. ,ijl,k,b]url, - ,bn)
/ 9ik = Zbr < u(b)eg(r, ..., ri—1, k0501, bn,b)t(r1,..., ri—1,k, 0511, .., bn)

Send (g5,0 - --»9j,d)
Verifier: Send r; <$TF

Verifier: V() %0)(y)
Query @(r1,...,mn),t(r1,...,mn) and accept if the following condition holds:

(w S EEICEVESD S 1}gj(b)> A (gn(rn) £ (e, yrn) s, m) )
where go(ro) =y and g;(X) < Interpolate({0,...,d},{gj,0,---,95,a})

Let us now see how this PIOP satisfies the 5 requirements of Theorem 6, and thus it can be
compiled into an index-efficient PIOP.

1. The first requirement, that ¢ is multilinear, is by construction in [42].

2. If we replace the multilinear £ by a polynomial ¢ of degree d > 1 (which agrees with ¢
on the boolean hypercube), the correctness is preserved because the sumcheck claim y =
> befo,13n U(b) - t(b) remains identical.

3. By our description above, it is straightforward to see that the prover can be implemented using
calls to the ¢(-) polynomial.

4. Let d = deg(t). Then by inspection of the algorithm above, the prover performs Ty = O(2*-n-d)
field operations, plus T; = O(2* - n - d) evaluation calls to t(-). Furthermore, by the efficiency
profile of the sumcheck protocol executed on a polynomial of degree < d 4+ 1, we have that: the
verifier makes qz(d,n) = 1 query to the indexer’s polynomial ¢t and qp(d,n) = 1 query to the
prover’s polynomial @, and the prover sends O(dn) in n rounds.

5. I achieves 6(d, n)-knowledge-soundness with 6(d,n) = n(ﬁ;‘rl), where d = deg(t).
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6 Witness-Succinct UC SNARKs with Nearly Optimal Proving Time

Here, we show how to obtain UC-SNARKs with approximately-linear proving time generically
from PCs with fast opening. The reader is referred to the introduction for a discussion of the
importance of proving SNARKSs in the UC model and the associated challenges. All the polynomial
commitments in this section are implicitly for the univariate case only.

Our starting point is [29], which proposes a general and elegant compiler which maps any
simulation-extractable zkSNARK I into an UC-secure one. In order to obtain straight-line ex-
tractability they adopt a Fischlin-style proof-of-work [2&]: the witness is extracted by observing
the prover’s queries to the random oracle (queries that are “forced on” the prover by the proof-of-
work aspect of technique). A key step of their approach involves the prover sending a polynomial
commitment, allegedly opening to (an encoding of) the witness.

Efficiency-preserving transformations. One of the advantages of the compiler in [29] is that
it preserves the essential verification and communication complexity of the original zkSNARK [T
Unfortunately, for proving time, the same compiler substantially changes the prover’s efficiency
profile: even if the original proving time of IT is O(n) (where n is the size of the witness), the
resulting UC zkSNARK will run in time at least O(n?).

The overhead above stems from the requirement in [29] that the prover queries the random oracle
multiple times during the proof-of-work stage. Recall that, as mentioned above, the prover holds a
commitment cmy to a univariate polynomial f dependent on the witness. Each of the prover’s query
q to the random oracle is supposed to include, among other elements, a tuple (z,y,m) where 7 is
an evaluation proof for cmy showing that f(z) = y. The prover performs ~ n of these invocations
throughout the protocol. If at this step, we are applying a standard polynomial commitments, then
each evaluation proof requires approximately O(deg(f)) steps.?* Since it holds that deg(f) > n, a
traditional polynomial commitment will lead to a total quadratic proving time.

A first (flawed) approach. It seems that using our PC with sublinear opening time in the
compiler in [29], would remove this quadratic complexity. At commitment time, the prover will
spend O (n'T¢) time (see preliminaries) to generate the polynomial commitment and will then store
the appropriate auxiliary information; for each of the =~ n queries to the RO the prover computes
an evaluation opening and each can be performed in O(polylog(n)) time with our construction in
Section 4. Since the total proving time is ~ n - polylog(n) € Ox(n!*€), we obtain as a result an
approximately-linear time prover (as long as the original zkSNARK prover runs in quasilinear-time).
As an implication, we have the first compiler for general SNARKSs with such property. Notice that,
if the zkSNARK has polylogarithmic proof size and verification time, these are also preserved.

Unfortunately, the above approach is flawed because our PC is not directly applicable to the
the compiler in [29] which requires the PC to satisfy some “special” properties which are not all
satisfied by our PC.

Solving the additional challenges. The first special property is a soft form of non-malleability: it
informally states that an efficient adversary should not be able to produce two different evaluation
proofs for the same input point z for an honestly generated polynomial commitment (“unique
proofs”). Our construction PCyc does already satisfy this property (see Theorem 7).

24 Note that the evaluation points are required to be sampled from a space of super-polynomial size; therefore,
precomputing the proofs is not possible.
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The second required property is a form of hiding. In order to state it, we first recall the method-
ology followed in the compiler in [29], which can be thought of as an encode&Jcommit approach where
the prover computes cmy < PC.Com(fw) where fy < PES.Enc(w). That is, it first encodes the
witness (a vector) into a polynomial—using a “polynomial encoding scheme” PES—to which it then
commits using a polynomial commitment PC. The encoding algorithm is randomized and its role
is to mask the witness, so that the latter is still hidden to the verifier even after seeing several—
approximately A—polynomial evaluation proofs. If this is the case we say that the polynomial
commitment PC is “evaluation-hiding” with respect to the encoding scheme PES. The reason this
notion relies on an additional object, the encoding scheme, is that it allows it to coexist with the
requirement over unique proofs. In fact, the latter can be satisfied, at least seemingly, only by a PC
with deterministic commitment and proving algorithms. This rules out some intuitive-but-wrong
approaches; for example, applying a ZK proof systems to achieve this hiding property is not an
option.

Our construction in Section 4 does not directly satisfy evaluation-hiding for any of the polyno-
mial encoding schemes in literature we are aware of (we give additional details in Appendix F). The
reason is that the underlying approach of Section 4 might inherently have too much leakage.?> As
a consequence, we need to develop a method that can be applied to the compiler from [29] despite
the limitations of our constructions.

Our approach: “bootstrapping” evaluation-hiding. Recall that our main goal is to be able
to produce evaluation proofs obtaining, at the same time, three requirements: (7) sublinear opening
time; (ii) evaluation-hiding w.r.t. some encoding scheme; (ii7) unique proofs. We will temporarily
ignore the last property and focus on the tension between the first two. Our solution will turn out
to be a hybrid approach that, given:

— a polynomial commitment subPC satisfying (7);

— a polynomial commitment hidPC that is evaluation hiding w.r.t. an encoding scheme hidPC (i.e.,
that together satisfy (i7));

obtains a polynomial commitment scheme (and a companion encoding scheme) allowing us to
satisfy both (i) and (i7) at the same time. Our approach is relying on subPC to the heavy lifting
in terms of opening proofs, but at the same time it is relying completely on (hidPC, hidPES) for
evaluation-hiding without having to pay in the total size of the witness (and thus losing property
(i)).

In a nutshell, what we do is this. For encoding, we first sample a (symmetric) encryption key
sk and encrypt the witness obtaining a ciphertext ct <— SKE.Enc(sk, w) (both sk and ct, vectors
of scalars); we then build two polynomials f(X) := >, X*“!ct; and g(X) := hidPES.Enc(sk). In
order to commit to this encoding, we generate cmy <— subPC.Com(f) and cmy < hidPC.Com(g).
At opening time, we produce two proofs, one for each commitment. (Note: in exposition above, for
simplicity, we “produce in output” two commitments and two encodings, whereas the framework
in [29] expects just one of each. This is easy to fix—as we show in our formal treatment in Fig. 1
—Dby what is essentially a concatenation of the coefficients and the commitments). In the rest
of this section we refer to the resulting “hybrid” polynomial commitment and encoding scheme
respectively as PC'® and PES™P.

25 Intuitively, this is because at the core of our construction, each opening provides several evaluations of various “sub-
polynomials” related to the committed one. These correspond to a CRT-like encoding of the original polynomial
and may be providing too much leakage, one none of the existing encoding schemes provides immediate tools to
handle. See also Appendix F
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As for security, we are able to achieve property (i) because the (hiding) scheme with “slow”
openings is operating on a very small polynomial (of degree roughly A, the size of the encoding of
the secret key); we are able to achieve property (ii) because the ciphertexts reveal nothing about
the witness (by semantic security) and the openings from cm, reveal nothing about the secret
key thanks to its evaluation-hiding property. It is straightforward to see that if both polynomial
commitments have unique proofs so does the resulting one.

We see our approach as a technique of independent interest since it allows to transform any
polynomial commitment scheme into one satisfying evaluation hiding by “piggybacking” on an some
other already evaluation-hiding scheme, using it only over a limited portion of the polynomial (e.g.,
linear in A). This can be useful, as in our setting, where we want to leverage efficiency properties of
a polynomial commitment scheme that is otherwise “too leaky”. The fact that our transformation
also preserves unique proofs makes it essentially a bootstrapping technique for the [29] compiler
(see also Appendix F).

We remark that some of the definitions used in the theorems in this section are in the appendix;
the espacesential intuitions behind them was, however, given in the the main text.

PES™" Enc(1*, w,n, 0): PChYP. Com(pp, h(X) € F<a[X]):
sk « SKE.KG(1); ct + SKE.Enc(sk, w) Parse h as h(X) := f(X) + Zx(X) - g(X)
Let f(X) := polyFromCoeffs(ct) (emg,auxg) < hldPC.Com(ck,lg)
g + hidPES.Enc(sk, x, £) (cmy,auxy) < subPC.Com(ck’, f)
Return h(X) 1= f(X)+2,(X)-9(X) where k := deg(f). Return (emy, cmy), (auxy, auxy)
PES™P Dec(1), h, n, €): PC™™.Open(pp, (aux;, auxg), t, y):
Parse h as h(X) := f(X) + Z,(X) - g(X) Parse h as h(X) = f(X) 4+ Zx(X) - g(X) using
Let ct be the coefficients of f (auxy, auxg)
sk < hidPES.Dec(g, &, £) Let yf := f(t), yg :== g(t)
Return w < SKE.Dec(sk, ct) mg < hidPC.Open(ck, auxg,t,yg)
7y < subPC.Open(ck’, auxs,t,yy)
PChYP Setup(1*, d): Return 7 := (¢, mg, yg)
// k is known and determined by A pChyb to0):
ck « hidPC.Setup(1*, k) Ver(pp, (cmy,cmg), (77, 7g,Yg), t, y):
ck/ < subPC.Setup(1*,d — k) Compute yr + y — Zx(t) - yg
Return (ck, ck’) Accept iff both hidPC.Ver(ck,cmg,mg,t,y4) = 1 and
subPC.Ver(ck’,cmy, my,t,y5) = 1.

Fig. 1. Our “hybrid” encoding PES™® and related PC scheme PC™P for the compiler in Appendix D.5. Above 2}, is
the polynomial vanishing in some known domain of size k. The key sk is parsed as a vector of k scalars, where & is a
public element depending on the encryption scheme and the size of its key.

6.1 Instantiating our Hybrid Construction

We provide the formal description of the “hybrid” polynomial commitment PC™P and the encoding
scheme PES™P (based on hidPC and subPC, as described above) in Figure 1. Next, we discuss how to
instantiate the building blocks in our hybrid approach, informally presented in the last paragraphs,
and state some of its basic properties. The notions of unique proofs and evaluation hiding are
provided in the appendix (Definition 30 and Definition 32), but the reader can find their informal
description in the technical overview. We state only the formal lemmas (defining the properties
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required by underlying hidPC and subPC) which, in turn, will allow us to establish the final security
of PC™? and PES™P. The formal proofs of the following two lemmas appears in Appendix E.2.

Lemma 1. If hidPC and subPC are polynomial commitments satisfying completeness, (weak) eval-
uation binding and the unique proof property (Definition 30 in the appendiz) then pChwb (previous
paragraphs; Fig. 1) satisfies the unique proof property.

Lemma 2. If hidPC satisfies evaluation hiding (Definition 32) with respect to hidPES then PCM?
in Fig. 1 satisfies evaluation hiding with respect to PES™?.

We now show that our PC Construction 1 satisfies the unique proof property whenever the
underlying vector commitment also has unique proofs (this notion is a straightforward counterpart
of the one for polynomial commitments and is in Definition 34 in the appendix). Recall that unique
proofs property is one of the necessary properties of hidPC and subPC as stated in Lemma 1. We
refer the reader to Appendix E.3 for the formal proof.

Lemma 3. If the underlying VC satisfies position binding®® (Definition 20) and unique proofs
(Definition 34) then the PCyc construction in Section 4 is a polynomial commitment with unique
proofs (Definition 30).

The lemma above, together with the fact that Merkle Trees have computationally unique proofs
(this follows directly from collision-resistance) gives us a candidate instantiation for our hybrid
construction.

Theorem 7. If there exist CRHF then there exists a polynomial commitment subPC satisfying
evaluation binding and unique proofs; for a polynomial of degree d, it features Ox(1)-sized commit-
ments, Ox(d*+€) commitment time, Oy (polylog(d)) opening time and evaluation proofs/verification
of size/time O (polylog(d)).

Instantiating PC?® and PES™P. We will use Theorem 7 in order to instantiate subPC in Fig. 1.
All we are left with is to instantiate hidPC and hidPES, for which we will use some of the building

blocks from the work in [29]. We will use KZG [33] as a PC. It features constant-size commitments,
proofs and verification; it is secure under the standard Strong Diffie-Hellman (SDH) assumption [3].
KZG was shown in [29] to be evaluation hiding with respect an encoding PES¢oes, which we

pick as our choice for hidPES. This simple encoding essentially, transforms the input secret vector
(in our case case the secret key sk) by parsing it as the vector of coefficients of a polynomial and
concatenating ~ A random freshly sampled coefficients. Its resulting output polynomial is therefore
of size O(poly(\)). Full formal treatment of these building blocks is in Appendix D.

Remark 3 (Efficiency of PC™® and PES"™?). The resulting efficiency of our hybrid construction (in
all metrics) stems from the sum of the efficiency profiles of the its building blocks. Recall that
at encoding time we perform an encryption of the witness and we produce an encoding (through
hidPES) of sk. The polynomial commitment algorithms invoke commitment/opening/verification of
each of the two underlying schemes. For our specific instantiations, from the above and Theorem 7,
we can conclude that: i) encryption dominates the costs in our hybrid encoding scheme, and thus
the latter runs in linear time, i.e. Oy(|w|); the costs in the resulting polynomial commitment are
dominated by those of subPC.

26 Although it is not necessary for our specific Merkle Tree instantiation, this hypothesis could be weakened by just
assuming weak position binding (where the commitments is generated honestly).
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In the following theorem, whose proof is immediate from the observations and results in this
section, we use the fact that the SDH assumption implies DLOG and the existence of CRHF (see
Remark 4 in Appendix D).

Theorem 8. Under the SDH assumption ([5]) there exist a polynomial commitment PC™P with
the properties and efficiency in Theorem 7 and an encoding scheme PES™® with linear-time encod-
ing/decoding such that PC™ is evaluation hiding with respect to PES™?.

6.2 Owur Main Result on Succinct UC-NIZKs

Before stating our own result, we first recall one regarding the compiler from [29]. The latter, on
input a PC (with some extra properties) and a simulation-extractable NIZK, outputs a compiled
protocol IIgkopTT implementing a UC-NIZK (we refer the reader to Appendix D.5 for the full
description of the scheme). The following theorem summarizes its efficiency properties.

Theorem 9 (Implicit in [29,4]). Consider the following primitives:
— NIZK be a simulation-extractable NIZK (Definition 28), which, for a witness of size n, has: proof
size Ox(€nizk(n)), quasi-linear proving time (i.e., Tnizk.Prove = Ox(1)),27, and verification time
Ox(Inizk (n)).

— PC be a polynomial commitment having weak evaluation binding (Definition 15), unique proofs
(Definition 30), commitments and evaluation proofs both of size O)(fpc(d)), commitment and
proving time Ox(Tpc.com(d)) and Ox(Tpc.open(d)) respectively, and verification time Ox(¢pc(d)).

— PES = (Enc, Dec) be an encoding scheme (Definition 31) s.t. PC is evaluation hiding (Definition
32) with respect to PES and with linear encoding time.

Then, there exists a UC-NIZK (Definition 29) with proof size Ox(nizk (n) + £pc(n)), proving time
Ox(Tpc.com(n) +n - Tpc.open(n)), and verification time Oy ({nizk (n) + lpc(n)).

Our main technical result of this section is a a general theorem showing one can instantiate
the compiler in [29] from any (reasonably efficient) simulation-extractable NIZK and obtain a UC-
secure NIZK with approximately-linear time and polylog proof size and verification. The theorem
follows by plugging in Theorem 9 our “hybrid” PC™? and PC™" instantiated as described in this
section.

Theorem 10. Under the Strong Diffie-Hellman assumption ([5]), if there exists a simulation-
extractable NIZK NIZK with quasilinear proving-time and proof size and verification time O (polylog(n))
(for a witness of size n), then there exists a UC-NIZK (Definition 29 in Appendiz D) with Oy(polylog(n))
proof size and verification time and approzimately-linear proving time.

When instantiated with the pairing-based simulation-extractable scheme from Groth and Maller [31]—
whose security relies on the usual flavor of knowledge-of-exponent assumptions (see Appendix D.4)—
we obtain the following result.

Corollary 3. Under the Strong Diffie-Hellman assumption ([5]), the Computational Polynomial
Assumption and the XPKE Assumption ([71]) there exists a UC-NIZK with Ox(polylog(n)) proof
size and verification and approzimately-linear proving time.

27 Assuming quasi-linearity merely allows us to simplify notation; the core intuition about the resulting asymptotics
does not rely on any specific profile of the proving time (we make similar simplifying assumptions, w.l.o.g., for
verification time).
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A Further Preliminaries

A.1 Definitions of Polynomial Commitments

Definition 13 (Correctness of PC). A polynomial commitment scheme PC as defined above is
correct if VA, m,d € N, for any polynomial f € Py, 4, for any point x € R™, and for any randomness
r € {0,1}*, the following holds:

ck + Setup(1*,m, d)
Pr | Ver(ck,cm, z, f(z),m,) =1 |(cm, aux) < Com(ck, f;r) | = 1.
75 < Open(ck, x, aux)

Definition 14 (Binding of PC). A polynomial commitment scheme PC satisfies commitment
binding if for any PPT adversary A, the following holds:

. Com(ck, f;r) = Com(ck, f';7) |ck < Setup(1*,m, d)

P NEFE S (For. f17) < A(ck)

€ negl(\).

Definition 15 (Weak Evaluation Binding of PC). A polynomial commitment scheme PC
satisfies weak evaluation binding if for any PPT adversary A, the following holds:

ck + Setup(1*,m, d)
(fa Tvxayaﬂ-x) — A(Ck) S negl()\)
(cm, aux) < Com(ck, f;r)

Ver(ck,cm, z,y,m;) = 1

br Ny # f(z)

Definition 16 (Strong Evaluation Binding of PC). A polynomial commitment scheme PC
satisfies strong evaluation binding if for any PPT adversary A, the following holds:

Vi € [N], Ver(ck,cm,z;, y;,m;) = 1 | ck < Setup(1*, m, d)

Prin Bf € Prma, Vi€ [N], fzi) =yi | (em, {zi, yi, mitien)) < Alck)

€ negl(\).%®

Definition 17 (Non-black-box Knowledge Soundness of PC). A polynomial commitment
scheme PC satisfies non-black-box knowledge soundness if for any PPT adversary A there exists a
polynomial-time extractor Ext 4 such that:

ck « Setup(1*,m, d)

Ver(ck,em, z,y, mz) = 1 A (cm,z,y,m;) < A(ck) | € negl(A).

Pr ((Cm, ) 75 Com(ck, f; T) Vy 7é f(l')) (f’ 74) V. EXtA(Ck)

Sometimes we will refer to black-box knowledge soundness which is essentially identical to the above
definition except that the extractor Ext is universal.

28 The condition Af € Pm.a, Vi € [N], f(xz;) = y; is equivalent to saying that there is no solution z to the linear
system M -z =y, where M is the (IV x d™)-size matrix whose row ¢ contains all the monomials evaluated in the
x;’s, y is the N-size vector consisting of the outputs y;, and z is the unknown for the d™-size vector of coefficients
of the polynomial f.
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A.2 Definitions of Vector Commitments

Definition 18 (Vector Commitments [21]). A vector commitment scheme VC for a message

space M is defined by the following algorithms:

Setup(1*,n) — ck: On input the security parameter X and a bound n for the length of the committed
vectors, the setup algorithm outputs a public commitment key ck.

Com(ck,v;7) — (cm,aux): On input the commitment key ck, a vector v.e M™, and (possibly) a
randommness r, the commit algorithm outputs a commitment cm and an auziliary information
aux.

Open(ck,i,aux) — m;: On input the commitment key ck, an index i € [n], and auziliary information
aux, the open algorithm outputs a proof m;.

Ver(ck,cm, i,y,m;) — b: On input the commitment key ck, the commitment cm, index i € [n|, value
y € M, and a proof m;, the verification algorithm outputs a bit b € {0,1}.

Definition 19 (Correctness of VC). A vector commitment scheme VC as defined above is correct
if YA,n € N, for any vector v.e M"™, for any randomness r € {0,1}*, and Vi € [n], the following

holds:
ck « Setup(1*,n)

Pr | Ver(ck,cm, i, v;,m;) =1 | (cm, aux) <— Com(ck,v;r) | = 1.
m; + Open(ck, i, aux)

Definition 20 (Position Binding). A wvector commitment scheme VC satisfies position binding
if for any PPT adversary A, the following holds:

Ver(ck,cm,i,y,m;) =1
Pr | A Ver(ck,cm,i,y/,7}) =1
Ny #Y

ck < Setup(1*,n)

(em, iy, m, Y, m) < A(ck) € negl(A).

Instatiations of VC with fast openings. We recall a few instantiations of VCs with fast
opening;:

— Merkle trees [11] are position binding based on collision resistant hash functions, achieve
O(Alogn) succinctness, and have fast opening with Tcom(A, n) = poly(A) - n and Topen(A, 1) =
O(Alogn). The fast opening follows by storing all the nodes of the tree which can be accessed
in constant time in the RAM model.

— VCs with quasilinear algorithms to compute openings for all positions. There are a variety
of schemes where succinctness and Topen(A, 1) are a fixed poly(A), and where Tcom(A,n) =
poly(\)-nlogn (e.g., for the KZG-based VC from pairings [33]) or Tcom(), n) = poly())-nlog?n
(e.g., for schemes based on hidden-order groups like [21,9,16]). In fact, Campanelli et al. [1(]
show that fast opening follows from any VC with incremental (dis)aggregation.

A.3 Definitions of SNARK for Indexed Relations

We recall the definition of succinct non-interactive arguments of knowledge (SNARKSs) for indexed
relations.

Definition 21 (SNARK). A SNARK for an indexed relation R is defined by the following
algorithms:

34



Setup(1*) — srs: On input the security parameter \, the randomized setup algorithm returns a
structured reference srs.

Index(srs, 1) — (pk;, vk;) On input the structured references srs and an index i, the deterministic
indexing algorithm outputs a proving key pk; and a verification key vk;.

Prove(pk;,x,w) — m On input the proving key pk; (for index 1), a statement-witness pair (x,w)
such that (1,x,w) € R, the randomized proving algorithm outputs a proof w.

Ver(vk;, x, ) — b On input the verification key vk; (for index 1), a statement x, and proof m, the
deterministic verification algorithm outputs a bit b € {0,1}.

Definition 22 (Correctness of SNARK). A SNARK for an indexed relation R is correct if
for any (1,x,w) € R we have:

(pk;, vk;) < Index(Setup(1*), 1)
7 < Prove(pk;, x, w)

Pr [Ver(vk;, x,m) =1 =1

Definition 23 (Succinctness of SNARK). A SNARK is succinct if Prove outputs proofs of
size poly(\,log|w|), the running time of Prove is poly()\, |x|,|w|), and the running time of Ver is
poly(A, [x|, log |w).

Definition 24 (Knowledge soundness of SNARK). A SNARK for an indexed relation R
satisfies knowledge soundness if for any PPT adversary A, there exists a polynomial-time extractor
Ext4 (running on the same input of A, including its random coins) such that:

srs < Setup(1*
Ver(vk;, x,7) =11 P(1%)
Pr ) ((1,x,7),w) < (A(srs), Ext 4(srs)), | € negl()).
A (i,x,w) ¢ R .
(pkj, vk;) < Index(srs, vk, 1)
The above definition assumes a non-black-box extractor. Sometimes we make us of the black-
box knowledge soundness flavour, which is identical to the above except that the extractor Ext is
universal.

B Lack of Strong Evaluation Binding of PCy¢

Theorem 4 states the evaluation binding property of PCyc, which is the standard security notion
of polynomial commitments. One may wonder if our construction can satisfy one of the stronger
properties such as strong evaluation binding (Definition 16) or knowledge soundness (Definition 17).
In the following theorem we show that, when the PP scheme of Construction 1 is instantiated with
the KU-based scheme [34,35], then the resulting PCyc is not strongly evaluation binding.

Theorem 11. If the PP scheme of Construction 1 is instantiated with the PP scheme from The-
orem 2, then the resulting PCyc does not satisfy strong evaluation binding.

Proof. We first describe the general strategy to construct attacks, and then show a concrete in-
stantiation.

The core observation at the base of the proof is that the space of the data structures is signifi-
cantly larger than the space of the polynomials we preprocess, whereas, to answer a specific point
query, we read only a small subset (k values) of the data structure DS. To win the strong evaluation
binding experiment, it is sufficient to satisfy the following two conditions:
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1. provide d™ valid proofs {7y, }icjqm) and evaluations {y; };cjqm) W.r.t. a set of points {z;};c[gm]
such that the evaluations uniquely determine a polynomial f € Py, q with f(z;) = y; for all
i € [d"™]. For simplicity we will set f = 0, i.e. the set of points {z;};c[qm] should be such that no
nonzero polynomial from P, 4 can evaluate to 0 in all points. Accordingly, we will set y; = 0
for all i € [d™].

2. provide an additional verifying proof 7, for a new point Z whose claimed evaluation ¢ is different
from 0.

A sufficient condition to satisfy condition 1 above is that the set of points {; };c[qm) is of the form
S™, with § C Z, being of size d (indeed in these conditions we have a Lagrange basis of P, 4 with
respect to these set of points as shown in Section 5.2). When using the PCyc of Theorem 11, condi-
tion 2 can be achieved by selecting a point  such that running PP.Lookup(pp, ) produces indices
i1,...,1 some of which are never queried by PP.Looku p(pp, ;) for all z; € S™. Without loss of gen-
erality let 71,19, ..., be those previously unqueried indices. Given DS «+ PP.PreProcess(pp, 0) we
need to be able to change some of v; , ... , V5, in DS (without modifying the remaining v,
in such a way that PP.Reconstruct(pp, Z, Vi, ,v;k) outputs a value y different from O.
Under the conditions above we have the following attack:

1,...,ng)

— Run DS « PP.PreProcess(pp, 0). Modify the values v; , ..., v;, in DS as above and commit to
the resulting modified DS with PCyc.Com.

— Compute the proofs 7, for all z; and 7, for z as in PP.Open.

Clearly the resulting openings will be correct, the proofs m,, will open to f = 0 and the proof
Z will open to a value y different from 0. Because 0 is the only polynomial consistent with the
evaluations on all x; being 0, there cannot be any polynomial f in P, 4 simultaneously consistent
with f(z;) =0 for i € [d™] and f(Z) =y, breaking strong binding.

We show an explicit choice of {;};cgm] and T for large enough ¢. For this, we recall that
we are using the 2-level recursion version of the Kedlaya-Umans preprocessing algorithm presented
in [38, Theorem A.4]). The data structure output by PP.PreProcess(pp, f) consists of subtables 7}, s
indexed by pairs (p, p’) running over a certain subset of pairs of primes where in particular it always
holds p’ < p. The primes p run over the set P of all primes less than some bound that guarantees
that [[,cpp > M where M is the maximum possible value of any f(z) (for all f € Py, q and

r € Zy') when both f and z are lifted to the integers (i.e. computed without reduction mod q)%.

Concretely, M = d™g™d=1)+1 While in [34,35,38] the set P is taken to be all primes up to 16 log M
so that it works uniformly for any choice of d, ¢, m, here we are going to assume that we use instead
the minimal set such that Hpepp > M (i.e., if pmax denotes the largest prime in the set, then
Hpep\ (Pmax} < M) since this is enough to apply the algorithm and simplifies the exposition. Of
course, in particular we have py.x < 16log M.

Each sub-table 7, ,, of the data structure contains the evaluations of certain polynomial f,,
on all a € Z7}; the polynomial f, ;s is obtained by first lifting f to Z[Xy,...,Xn], then reducing
modulo p and then repeating this operation on the resulting polynomial and p’. Note that, in
particular for DS < PP.PreProcess(pp, 0), all entries at all tables 7,y are 0. When evaluating f on
any x € Zgq', only one index is queried for each 7, ,/, namely the one containing fpp(a) such that
a is obtained from z by first lifting to Z™, then reducing modulo p and repeating the operation
again for p’ (we abbreviate this by writing ¢ = x mod p mod p’).

29 This is because the algorithm reconstruct f (z) over the integers, using the Chinese Remainder Theorem
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Let us partition P as P = Psmall UPlarge such that: i) all primes in Pgpan are smaller than those in
Plarge; ii) (Hpepsman P) > Pmax; and iii) Pgman is minimal satisfying conditions i) and ii). Note Plarge
is non-empty: indeed Pgspan C P \ {Pmax} because the product of all primes in P\ {pmax} is always
larger than the next prime ppax, as otherwise we would reach a contradiction when considering the
primality of (I[,ep\ (poay?) — 1- 30 We call P = [lep, pand Q= Hpeplarge p. From the above
we have P > ppax but also Q = PQ/P < PQ/pmax = HpeP\{pmax} < M.

Our attack now applies when ¢ > d(pmax)?. This holds when ¢ is large enough with respect to d
and m, because we know d(pmax)? < 162d(log M)?, but log M = O(log q). Under these conditions,
we have that ¢ > dP. Indeed, if P > q/d > (pmax)? then we would contradict our choice that our
partition is such that Py, is minimal: we can remove the largest prime from Py and we would
still have P > prmax.

From ¢ > dP, we conclude there are at least d values s in Z, such that when lifted to Z, we
have s mod P = 1. Let S be the set of these d values, let {z;};c[qm) = S™ (which satisfies condition
1 as explained above) and Z = (0,0,...,0). Finally we will choose the evaluation 7 to be @ mod g,
which is different than 0 because @ is a product of primes smaller than q.

By construction, for every x;, we have the following: at every 7, ,y with p € Pgman, PP.Lookup(pp, ;)
queries the index containing f,,/(1,1,...,1) because all the coordinates of every x; are 1 modulo
p= HPGPsman p-

On the other hand, PP.Lookup(pp, Z) queries the index of every table 7T, .y containing f,, ,»(0,0,...,0).
In particular the indices queried by PP.Lookup(pp, ) at every table 7, ,; with p in Pyyan have not
been queried by any PP.Lookup(pp, z;).

We can therefore change the entries v; containing f,,/(0,0,...,0) at tables 7, for every prime
p in Peman to be instead v; = @ mod p mod p’. On the other hand, for p in Piyge we have Q =
0 mod p, so the unmodified 0 values in tables 7, ,» are already consistent with the claimed evaluation
f(7) = Q mod q.

In summary, after doing these changes and calling vél, e ,v%k the modified values at the queried
indices for  we have PP.Reconstruct(pp, Z, vél, . ,Uék) =  mod ¢ by correctness of Kedlaya-

Umans (where we are also using that @) < M), while PP.Reconstruct outputs 0 when applied to
x; and the corresponding unmodified entry values, which are all 0. Therefore the attack above will
work.

C Knowledge Sound (SNARK-based) Polynomial Commitment with Fast
Opening

The following construction make use of a SNARK for the (non-indexed) relation defined in Equa-
tion (1). Despite our preliminaries focus on indexed relations, the syntax and properties of non-
indexed relations can be easily derived from Definition 21.

Construction 3 Let PP be a PP scheme (Definition 6) and VC be a vector commitment scheme
(Definition 18) for a message space {0,1}*. Also, let SNARK be a SNARK for the relation Ryc pp
(Equation (1)) parametrized by a VC and PP scheme (e.g., as the ones of Construction 1). We
build a PC scheme PCsnark for multivariate polynomials over a ring R as follows:

Setup(lA, m,d) — ck: On input the security parameter A, the number of variables m, and a bound d
for the degree of each variable, the setup algorithm computes pp <— PP.Params(R, m,d), ckyc +

30 Here we are assuming P \ {pmax} contains at least 2 primes
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VC.Setup(1*,S), and srs <+ SNARK.Setup(1*, Ryc pp), where S is the upper bound on the size
of the data structure included in pp (see Definition 6). Finally, it outputs ck = (pp, ckyc, srs).

Com(ck, f;r) — (cm,aux): On input the commitment key ck = (pp,ckvc,srs), a polynomial f €
Pn,d, and a randomness r, the commit algorithm computes DS < PP.PreProcess(pp, f) and
(cmps, auxps) <+ VC.Com(ckyc, DS;r) (recall that DS is a vector, i.e., DS = (v1,...,vg)).
Finally, it outputs cm = cmps and aux = (auxps, DS, mps) where mps <— SNARK.Prove(srs, (pp,
ckvc, cmps), (f, 7))

Open(ck, x,aux) — m,: On input the commitment key ck = (pp, ckyc, sts), a point € R™, and auz-
iliary information aux = (auxps, DS, mps) where DS = (v1,...,vg), the open algorithm retrieves
the indexes (i1, ..., i) < PP.Lookup(pp, ) and compute an opening proof m; <— VC.Open(ckyc, %5,
auxps) for every j € [k]. Finally, it outputs m, = (Tps, vy, T5) je[k -

Ver(ck,cm, z,y, ;) — b: On input the commitment key ck = (pp, ckyc,srs), the commitment cm =
cmps, a point x € R™, an evaluation y € R, and a proof 7, = (7ps, v;, Wj)je[k}, the verification

algorithm outputs a decision bit b € {0,1} equals to /\je[k] VC.Ver(ckyc, cmps, ij, v}, ;) 1A

Yy L PP.Reconstruct(pp, x, v1,...,vr) A SNARK.Ver(srs, (pp, ckyc, cmps), 7) L.

Below, we state the properties and security of our PCsyark of Construction 3. Observe that the
theorem below states that PCsyark is knowledge sound which, in turn, implies strong evaluation
binding (Theorem 1).

Theorem 12. Let PP, VC, SNARK, and PCsnark as defined in Construction 3.
1. If PP, VC, and SNARK satisfy correctness (Definitions 7, 19 and 22), then PCsnark Satisfies
correctness (Definition 13).

2. If VC satisfies position binding (Definition 20) and SNARK satisfies non-black-box (resp. black-
boz) knowledge soundness (Definition 24), then PCsyark satisfies non-black-boz (resp. black-box)
knowledge soundness (Definition 17).

3. If PP satisfies efficiency (Definition 8), VC and SNARK satisfy succinctness (Definitions /
and 23), then PCsnark satisfies succinctness (Definition 2).

4. If PP satisfies efficiency (Definition 8), VC satisfies fast openings (Definition 5), and SNARK
satisfies succinctness (Definition 23), then PCsnark satisfies fast openings (Definition 9).

Proof.

Correctness. The correctness of PCgyark follows directly from the correctness of PP, VC, and
SNARK.

Non-black-box (resp. black-box) knowledge soundness. The following proof is for the non-
black-box case. Still, assuming that SNARK satisfies black-box knowledge soundness, the proof can
be extended to the black-box knowledge soundness case of PConark-

We begin by showing that an adversary A for the (non-black-box) knowledge soundness ex-
periment of PCgyark can be transformed into an adversary B for the (non-black-box) knowledge
soundness experiment of SNARK. We define B as follows:

— Receive as input srs.
— Sample pp < PP.Setup(R,m,d) and ckyc + VC.Setup(1*, S).

38



— Execute A on input ck = (pp, ckyc, srs) and receive (cm, z,y, 7,) where cm = cmps and 7, =
(Tps, vj, )
- OUtput ((pp,CkVC,SrS),T(DS)-

It is easy to see that the output of B satisfies SNARK.Ver(srs, (pp, ckyc, cmps), 7) = 1 whenever the
output of A satisfies Ver(ck,cm, z,y, ;) = 1. This is because Ver(ck,cm, z,y, ;) = 1 implies:

/\je[k]VC.Ver(ckvc,cmDs,ij,vj,wj) =1, (2)
PP.Reconstruct(pp, x, v1,...,v) =y, and (3)
SNARK:.Ver(srs, (pp, ckyc,cmps), 7) = 1. (4)

By leveraging the (non-black-box) knowledge soundness of SNARK, we have that there exists
an extractor Extg satisfying the following:

srs « Setup(1%),

((pp, ckyc,srs), mps) < B(srs), | € negl(N).
(f,r) + Extg(srs)

SNARK_.Ver(srs, (pp, ckyc, sts), mps) = 1
A ((pp, ckve, SFS), (f7 T)) ¢ RPP,VC

To conclude the proof, it is sufficient to show that Extz can be used to construct an ex-
tractor Exty for the adversary A. We now demonstrate that it is sufficient to set Exta(ck) =
Ext4(pp, ckyc, srs) = Extp(srs).

First, given that A satisfies Ver(ck,cm,z,y,m,) = 1, it follows that Equation (4) holds. Fur-
thermore, assuming Equation (4) holds, we obtain Ext4(ck) = Extg(srs) — (f,r) € Rvc pp, which
implies that (cmps,:) = VC.Com(ckyc, DS;7), where DS < PP.PreProcess(pp, f). That is, cmps
and DS are honestly computed using f and randomness r. This implies that:

(cm, ) = Com(ck, f;r). (5)

Second, given that A satisfies Ver(ck,cm,z,y,m,) = 1 and considering Equation (3), Equa-
tion (2), along with the position-binding property of VC, we obtain that each v; (for j € [k])
contained in the proof 7, corresponds to the correct block of the honestly computed data structure
DS, located at the correct position i;, where (i1, ...,i) < PP.Lookup(pp, z).

Consequently, by the correctness of PP, we obtain:

y = f(z) = PP.Reconstruct(pp, v;,, . .., i, ). (6)

By combining Equations (5) and (6), we conclude that whenever A satisfies Ver(ck,cm, z,y, 7;) =
1, the extractor Ext4(cm) = Extp(srs) is able to extract, with overwhelming probability, a poly-
nomial f and randomness r such that (cm,-) = Com(ck, f;7) Ay = f(x). Thus, PCsnark satisfies
(non-black-box) knowledge soundness.

Succinctness. For both univariate and multivariate polynomials, the proof is analogous to that
of Theorem 4 (Appendix E.1), except for the following aspects:

— The opening proof of PCgnark additionally includes a SNARK proof mpg. Since SNARK satisfies
succinctness, we have |mps| € poly(A,log |w|), where x = (pp, ckvc,cmps) and |w| = |f| + |r].
Hence, the opening proofs of PCsyark remain bounded by poly(), log |R|, d, m), as in the proof
of Theorem 4.
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— During verification, Ver of PCsnyark executes SNARK.Ver. Due to the succinctness of SNARK,
we conclude that the running time of Ver remains poly(\, log |R|,d, m) since SNARK.Ver runs
in time poly(\, |x|,log |w|) = poly(A,log |R|,d,m), where x = (pp, ckyc, cmps) and w = (f, 7).

Fast Openings. For both univariate and multivariate polynomials, the proof is analogous to that
of Theorem 4 (Appendix E.1), except that the running time of Com in PCsyark additionally includes
the running time of SNARK.Prove. The latter is polynomial in the statement x = (pp, ckyc, cmps)
and witness w = (f,r). Hence, the running time of Com remains bounded by poly(A,log|R|,d™),
as in the proof of Theorem 4.

O
D Supporting Material for UC SNARKSs
D.1 UC Framework
In this work, we use the Universal Composability (UC) framework [1&] for security proofs. UC

follows the simulation-based paradigm where the security of a protocol is defined with respect
to an ideal world where a trusted party, the functionality J, does the all of the computation.
Informally, a protocol securely realizes F in the real world if for any real world adversary there
exist an equivalent ideal world adversary (the simulator), “equivalent” meaning that any outside
observer (the environment) cannot distinguish between the real protocol execution and the ideal
execution. UC’s composition theorem ensures that one can safely compose protocols that have been
proven UC-secure.

Global Random Oracle. More precisely, we use the generalized UC (GUC) framework [19] which
allows to model global functionalities that are shared between different protocol instances. We
consider a hybrid-model where parties have access to a (non-programmable) global random oracle
Gro as introduced in [20]. We follow the simplified description from [13]. The Gro functionality
can be queried by any party and the ideal adversary with two commands: QUERY and OBSERVE.
The environment can query Gro by spawning additional dummy parties outside the context of
the current protocol execution. Gro answers all new QUERY command by lazy sampling from the
domain and stores them locally in a list Q. A repeated query requires a simple lookup in Q. Some
QUERY queries are marked “illegitimate” and can be observed via OBSERVE command. Next we
explain which query counts as an illegitimate one. Each party is associated with its party identifier
pid and a session identifier sid. When a party queries Gro with the command (QUERY,x), the
query is parsed as (s,z’) where s denotes the session identifier associated with the party. A query
is marked as illegitimate if the sid field of the query differs from the sid associated to the party
making the query. In other words, these are the queries made outside the context of the current
session execution. We formally define the functionality Gro in Fig. 2.

Definition 25 (UC Security in the Global ROM [19,20]). Let F,F' be m-party function-
alities and T be a protocol. We say that T UC-realizes F in the Gro, F'-hybrid model if for any
hybrid-model PPT adversary A, there exists an ideal process PPT adversary Sim such that for every
PPT environment Z, it holds that:

{IDEAL, . 2(x, A, 2) bxn e & {REALES 4 2(x A, 2) bxn
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Gro is parametrized by the output length £()).
— Query Upon receiving a query (QUERY, z), from some party P = (pid, sid) or from the adversary Sim do:

e Look up v if there is a pair (z,v) for some v € {0,1}*™ in the (initially empty) list Q of past queries.
Else, choose uniformly v € {0,1}** and store the pair (z,v) in Q.

e Parse x as (s,2’). If sid # s then add (s,z’,v) to the (initially empty) list of illegitimate queries for
SID s, that is denoted by Q).

e Return v to P.

— Observe Upon receiving a request (OBSERVE, sid) from the adversary Sim, return the list Q4 of illegiti-
mate queries for SID sid to the adversary.

Fig. 2. Functionality for Global Random Oracle Gro [13]

where REAL is the outputs of the honest parties and the adversary A after a real execution of
protocol T with input x = (x1,...,Ty) for parties Pi,..., Py, where each z; € {0,1}*, z € {0,1}*
is the auziliary input for A and X is the security parameter. IDEAL is the analogous distribution in
an ideal execution with a trusted party that computes F for the parties and hands the output to the
designated players.

D.2 (Succinct) Non Interactive Zero-Knowledge Proofs

Although we already defined SNARK for indexed relations in Appendix A.3, in this section we
provide an alternative syntax and formalism in order to stay as faithful as possible to the original
treatment in [29]; we will also not be needing indexed relations.

A non-interactive proof system for relation R, denoted by Ilg, consists a tuple of algorithms
(Setup7 OSetupa P; V)

— pp  Setup(1*): Takes as input the security parameter A and outputs public parameters pp.
Once Setup is invoked we assume that all of the following algorithms take pp as an implicit
input.

— out <= Oseryp(in): A stateful setup oracle that takes an input string in and outputs out.

— 7 < PYewn (g, w): Takes as input a statement x and witness w, and outputs a proof = if

(x,w) € R.

— b« Ve (x,m): Takes as input a statement x and proof 7, and outputs a bit b, indicating

“accept” or “reject”.

We introduce the setup oracle Osetyp to the notation of NIZKs to capture the two typical setup
assumptions in an abstract manner. That is, if a proof system is instantiated in the CRS model,
then Osetyp internally generates crs upon receiving a query with any input for the first time, and
keeps outputting the same crs regardless of the input. When instantiating the RO model, Osetyp is
initialized with an empty query-response table and proceeds as follows. On receiving in € {0,1}*,
if in has never been queried, sample uniform out € {0, 1}*V), store (in, out) in the table, and return
out. Otherwise, look up the table to find out associated with in, and return out.

We define three basic security properties for I in the stand-alone setting.
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Definition 26 (Completeness). [I satisfies completeness if for every (x,w) € R, it holds that
Prb=1: pp ¢ Setup(1});m ¢ POsewe (z,w); b < VO5ewr ()] = 1.

We define zero-knowledge by following the syntax of [27,30]. A zero-knowledge simulator S is
defined as a stateful algorithm with initial state st = pp that operates in two modes. The first
mode, (out,st’) < S(1,st,in) takes care of handling calls to the oracle Osetyp on input in. The
second mode, (m,st’) < S(2,st,z) simulates a proof for the input statement x. For convenience
we define three “wrapper” oracles. These oracles are stateful and share the internal state st, which
initially contains an empty string.

— Si(in) to denote the oracle that returns the first output of S(1,st,in);
— So(x,w) that returns the first output of S(2,st, x) if (z,w) € R and L otherwise;

— S)(x) that returns the first output of S(2,st, ).

Definition 27 ((Unbounded) Zero-Knowledge). Consider a non-interactive proof system
II'z = (Setup, Osetup, P, V) for relation R. Il is unbounded non-interactive zero-knowledge (NIZK),
if there exists a PPT simulator S with wrapper oracles &1 and Sy such that for all PPT adversaries
A it holds that

pp Setup(l)‘);

< negl(A).
b« AOSetup:P(pp) g( )

b 4= A2 (pp)

Pr[bzl:

Setup(1*):
_Pr[b:1: pp ¢ Setup( ),]

Next, we define simulation extractability, which essentially guarantees that proofs are mon-
malleable. We stress that the present definition is weaker than what is necessary for realizing UC
security, because the extractor algorithm here is non-black-boz, i.e., it requires looking into the
code of the adversary. The definition is an abstracted version of [31] and the schemes satisfying
their definition clearly meet the version below by instantiating S with trapdoor’d CRS generator
in mode 1 and ZK simulator in mode 2. (Following [31], we also assume the relation R, which may
potentially contain auxiliary inputs, is benign, i.e. it is distributed in such a way that the SNARKSs
for R can be simulation extractable)

Definition 28 ((Non-black-box) Simulation Extractability). Consider a non-interactive
proof system IIg = (Setup, Osetup, P, V) for relation R with a NIZK simulator S. Let (S1,S5) be
wrapper oracles for S as defined above. Il is non-black-box simulation-extractable (SIM-EXT) with
respect to S, if for any PPT adversary A, there exists a PPT extractor €4 such that

(w,7) ¢ QA (w,w) ¢ R pp + Setup(1*); (,m) + A% (pp);

r :
Ab=1 b+ Vo (z,m);w + Ealx, T, statey, st)

< negl(X)

where st is the final state of the simulator S, state 4 is a string containing all inputs and outputs of
A, including random coins, and Q is a set of statement-proof pairs (z,m) with x being a statement
queried by A to the proof simulation wrapper oracle S}, and m being the corresponding simulated
proof, respectively.

The ideal functionality Fset,p that provides the setup and oracle for non-interactive proof system
II'r = (Setup, Osetup, P, V) is described in Fig. 3.
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Fserup is parametrized by a security parameter A and a degree bound D > 0 and runs with parties Pi,..., Py
and an ideal process adversary Sim.

— Parameters Upon receiving input (GENPARAMS, sid) from a party P;, if no pp has been stored, run pp <+
Setup(1?), initialize oracle Osewp With pp, and store pp. Send (PARAMS, sid, pp) to P;.

— Commitment Key Upon receiving input (GENKEY,sid) from a party P;, if no ck has been stored, run
ck « Setup(1*, D) and store ck. Send (COMKEY, sid, ck) to P;.

— Setup Upon receiving input (SETUP, sid,in) from a party F;, ignore if Osewp has not been initialized with
pp. Otherwise run out <— Osetyp(in) using the current state of Oseryp and send (SETUP, sid, out) to P;.

Fig. 3. N-party functionality for setup Fsetup

Fnizk is parametrized by polynomial-time-decidable relation R € {0,1}* x {0,1}*, and runs with parties
Py, ..., Py and an ideal process adversary Sim. It stores proof table Q which is initially empty.
— Proof Upon receiving input (PROVE, sid, ssid, z, w) from a party P;, ignore if (z,w) ¢ R. Otherwise, send
(PROVE, sid, z) to Sim. Upon receiving (PROOF, 7) from Sim, store (z,7) in Q and send (PROOF, sid, ssid, )
to Pz

— Verification Upon receiving input (VERIFY, sid, ssid, z, 7) from a party P;, if (z,7) is not stored in Q, then

send (VERIFY,sid, z,7) to Sim. Upon receiving (WITNESS,w) from Sim, if (z,w) € R, store (z,7) in Q.
Finally, return (VERIFICATION, sid, ssid, (z, ) €2 Q) to P;.

Fig. 4. N-party functionality for non-interactive zero-knowledge Fnizx

Our final goal is to compile [Tz with the above basic security properties into a UC-secure NIZK
protocol II. The ideal functionality for Non-interactive Zero-Knowledge Fnjzk is defined in Fig. 4.
The functionality is taken from [32] with a minor difference being that Fyjzk explicitly informs Sim
of the associated session ID.

Definition 29. Let R be an NP-relation. We say that a protocol I is a UC NIZK if it UC-realizes
Fnizk (Fig. 4) in the (Gro, Fsetup)-hybrid model for relation R.

D.3 Special Properties of Polynomial Commitments and Polynomial Encoding
Schemes [29,4]

In this section we follow [29,4] and define a series of properties and notions that are ancillary
to polynomial commitments. These include: unique proofs property, polynomial encoding scheme,
evaluation hiding, non-extrapolation (which we will present only to show it is implied by evaluation
hiding and thus justify why we do not include it among our hypothesis in Theorem 9). Notice that
all the polynomials assumed in this section are univariate.
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Definition 30 (Unique Proof (Polynomial Commitments)). We say a polynomial commit-
ment scheme has unique proofs if, for all PPT adversaries A,

- ck < Setup(\, d);
TET
N (e,z,y,m, ')« A(ck);
PrlAnb=1 : < negl(\).
, b < Ver(ck, ¢, z,y,7);
Ab =1 ,

v «+ Ver(ck,c, z,y,

™)

We adopt the definition of polynomial encoding scheme from [29] (using the variant formalization
presented in [1]). At its essence, a polynomial encoding scheme takes a vector of field elements and
outputs a corresponding (appropriately masked) polynomial.

Definition 31 (Polynomial Encoding Scheme). A polynomial encoding scheme, denoted by
= PES, is a tuple of algorithms (Enc, Dec)

— f « Enc(1*,w,n,¢; p): Takes as inputs a security parameter, w € F*, dimension of the vector
n > 0, evaluation bound £ > 0, and randomness p € F¢, and outputs a polynomial f € F4[X]
where d is a function of n and £.

— w' < Dec(1?, f,n,£): Takes as mputs a security parameter, f € Fopy[X], n > 0, and £ > 0,
and deterministically outputs w' € F™.

We say = PES is correct if w = Dec(1*, Enc(1*,w,n, l; p),n,£) for any n > 0, £ > 0, w € F",

and p € F¢. We define the stretch factor stretch(\,n,€) of the PES as the difference between the

size of the encoding and the original size of the vector w, i.e., stretch(\, n,f) will always be equal

to deg(f) +1 —n. We say that a polynomial encoding scheme is “n — d” if, on input a security

parameter A and a string of size n, it outputs a polynomial of degree d.

We only consider polynomial encoding schemes where the size of the field domain is exponential in
the security parameter, i.e. [F| € O(2").

Definition 32 (¢-Evaluation Hiding). Let PCS = (Setup,Com, Open,Ver) be a polynomial
commitment scheme in the random oracle model Oseryp and PES = (Enc, Dec) be a polynomial en-
coding scheme. We say PCS is ¢-evaluation hiding with respect to = PES if for all PPT adversaries

A= (A1, Ag), for all \,n,r € N
i 0:= (A, n,r);d :=n + stretch(\, n, £); |
ck + Setup(1*, d);
F" 5w+ Aj(ck);z s F"
Po S FLb s {0,1});
Prlo=1V: f+ Enc(l)‘,b W, n, 0 py);
¢ + Com(ck, f);
y = f(2);
7 < Open(ck, c,z,y, f);
v As(c,y,m)]

IN
DO | =

+ negl(A)

where Ay, Ay share the internal states, y = f(z) denotes setting y; := f(z;) for all i € [|z|],
m < Open(ck,c,z,y, f) denotes setting m; < Open(ck,c, z;,y;, f) for all i € [|z]]. If PCS is ¢-
evaluation hiding with respect to PES for some ¢ € Ox(n + r) then we simply say that “PCS is
evalation hiding with respect to PES”.
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Definition 33 (¢-Non-Extrapolation). Let PC'S = (Setup, Com, Open,Ver) be a polynomial
commitment scheme in the random oracle model Oseryp and PES = (Enc,Dec) be a polynomial
encoding scheme. We say PCS supports ¢-non-extrapolation with respect to = PES if for all PPT
adversaries A, for all \,n,r € N

0:= ¢(\,n,r);d = n+ stretch(\, n, £);]
ck < Setup(1*, d);

z<s$F";p, <$ F*;

[+ Enc(l/\,()”,n,é; Puw);

Prlvo=1A 2"¢z: ¢ + Com(ck, f); € negl(\)
y = f(2);

7 < Open(ck, ¢,z,y, f); 2" <3 TF
(y*,7*) < A(ck, c,z,y,m, z%);

v Ver(ck, c, 2", y", 7")

In its original presentation in [29], non-extrapolation property is described as something to be
“proven separately”. However, it is in fact implied by ¢-evaluation hiding in all scenarios of interest
(as also hinted in [1]). An implication of this is that one can remove non-extrapolation from the
requirements of the compiler in [29] (and therefore in Theorem 9). We formalize this intuition in
the following theorem (whose proof is essentially the same as in [!] where it is used to prove a more
specific statement).

Theorem 13. A polynomial commitment satisfying weak evaluation binding and ¢-evaluation hid-
ing with respect to a polynomial encoding scheme also satisfies ¢-non-extrapolation with respect to
the same encoding scheme.

Proof. Consider the following hybrids:

— Hyby: this is the same as the game in Definition 33 where an all-zero vector of length n is
encoded as a polynomial and we provide the adversary A = (A;,.A2) with up to r evaluation
points and corresponding evaluation proofs.

— Hyb;: we now change part of the challenger’s code. Instead of encoding an all-zero vector, we
proceed by sampling a set of random evaluations and then using (in part) the evaluation points
required by the adversary to interpolate the polynomial. More in detail:

e we first sample d random evaluations y; <$F.
e Let z be the sampled evaluation points and let z’ a vector of unique points in z. Let 1 := |2/|
and let n' :=d — 1.

e Sample n’ points z” from F™ .

e Interpolate f so that f(z;) =y; for i € [r'] and f(z}) = y;1, for j € [n]

e Compute commitments and evaluation proofs as before.

By applying ¢-evaluation hiding we can conclude that the two hybrids are indistinguishable
and therefore the polynomial f looks random to A after requesting r evaluations. Let us now
consider (y*,7*), the output of Ay for z* < F. By the previous observation, the probability
that Pr[y* = f(2*)] is negligible. If y* # f(z*) and A wins it is then possible to break evaluation
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binding since we can produce two valid evaluation proofs for two distinct points for the same
committed polynomial. This concludes the proof.
O

D.4 Additional Relevant Cryptographic Preliminaries

Unique Proofs for Vector Commitments. We leverage the following property to prove that
our construction of polynomial commitments with sublinear opening PCy¢ has unique proofs.

Definition 34 (Unique Proof (Vector Commitments)). We say a vector commitment scheme
has unique proofs if, for all PPT adversaries A,

ck < Setup(1*,7n)

m# : ") A(ck
o )
PrlAnb=1 : (em, &y, m,m , ck); € negl(\).
N b < Ver(ck,cm, i, y, 7);

v «+ Ver(ck,cm, i, y, ')

Strong Diffie-Hellman Assumption.

Definition 35 (SDH Assumption [8]). The strong Diffie-Hellman assumption (SDH) holds
with respect to a bilinear group generator BGen if for all PPT adversaries A and degree bound
D > 0, we have

Pr [t = ga%rc | G « BGen(1*);a «$F;0 := ({gai}i’;?)l,ha); (t,c) < A(G,0)| € negl(N)

Remark 4. In the statement of Theorem 8 we use some of the implications of SDH in terms of
cryptographic assumptions and primitives, namely: SDH = DLOG = JCRHF (via Pedersen
hashing) and DLOG = JOWF =— 3SKE.

The KZG Polynomial Commitment Scheme [33].

Construction 4 (KZG PC scheme [33]) The KZG PC scheme of [75] is defined as follows:

Setup(1*, D): Generate the parameters of a bilinear group G = (G1,Ga,Gr,q, g, h, €) where |G1| =
|G2| = |Gr| = q is prime, (g) = G1, (h) = Go, and e : G1 x Ga — G is an efficiently com-
putable, non-degenerate biinear map. The group order q also determines IF := I, and a set of sup-
ported polynomials Fp[X]. Sample a € F uniformly, and compute o = (g, g%, ... ,gaD_l, h, h®).
Output ck = (G, 0).

Com(ck, f,d): On input ck, a polynomial f € F4[X], and a degree bound d < D, compute a shifted
polynomial f = XDP=d. f and generate a commitment as ¢ = (gf(o‘),gf(o‘)) and output c.

Open(ckA, e, d, z, f(2), f): Compute w(X) = (f(X)Tf(z)A)/(X—z) and &(X) = (f(X)—f(z))/(X—
2), f computed as above. Qutput w = (g*(¥, g¥(@ f(2)).

Ver(ck, c,d, z,y,m): Parsec = (¢,¢) andm = (7,7, 7). Accept if and only if e(c/g¥, h) = e(m, h*/h?),
e(¢/g? h) = e(,g%/h*), and § = 2P~ y.

The security of PCkzg relies on the SDH assumption (Definition 35). We can prove it satisfies
some of our properties of interests with respect to the simple following polynomial encoding scheme:
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GSKESGC (/\)

KE, A,mo,m1
sk < KGen(1%)
b s {0,1}
ct s Enc(sk, ms)
b s A(1*, ct)
If V' = b, return 1

return 0

Fig. 5. SKE semantic security.

Definition 36 (Coefficient-based PES [29]). The coefficient-based polynomial encoding scheme
PES coefr s defined as follows:

— Enc(1*,w,n, 4 p): Return f(X) := 3" w X1=1 4 S pyxnti-1.

— Dec(1%, f,n, £): Return the first n coefficients of f.

Lemma 4. ([29]) PCkzc satisfies the unique proofs (Definition 30) and evaluation binding prop-
erty under the SDH assumption. It is also ¢-evaluation hiding (Definition 32) with respect to the
polynomial encoding scheme PES e (Definition 36) where ¢(-,-,r) :=1r + 1.

Secret-Key Encryption A symmetric encryption (SKE) scheme with message space M is com-

posed of the following polynomial-time algorithms:

KGen(1*): The randomized key generator takes as input the security parameter 1* and outputs a
symmetric key sk.

Enc(sk,m): The randomized encryption algorithm takes as input a symmetric key sk and a message
m € M, it outputs a ciphertext ct.

Dec(sk, ct): The deterministic decryption algorithm takes as input a symmetric key sk and a ci-
phertext ct, it outputs a message m.

A SKE is correct if the honest ciphertext correctly decrypts.

Definition 37 (Correctness of SKE). A SKE SKE with message space M is correct if YA € N,
VYm € M, we have
Pr[Dec(sk, Enc(sk,m)) = m|sk +$ KGen(1})] = 1.

Definition 38 (Semantic security of SKE). We say that a SKE SKE with message space M
is semantically secure if for every mgo, m; € M, every PPT adversaries A, we have:

1
Pr[Ggﬁg,s,eélc,mo,ml (A) = 1] - 5 € negI(A)a

where the experiment GgﬁEsféfmo my (A) is depicted in Figure 5.

Definition 39 (Admissible SKE). We say that a SKE SKE is admissible with respect to a
polynomial commitment PC if the following holds: let \ be any security parameter and let F be the
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scalar field supported by PC when the commitment key is generated with security parameter X\, then
on input the same security parameter X\, SKE has keys, plaintexts and ciphertexts that are vectors
of elements in F.

Simulation-extractability of NIZKs in literature. In the theorems below n is the multi-
plicative complexity of the arithmetic circuit describing the relation. The verifier has an additive
overhead linear in the size of the public input which below we keep implicit since irrelevant in the
compiler from [29].

Theorem 14 ([31]). Under the Computational Polynomial Assumption and the XPKE Assump-
tion®' (See Assumption 4.1 and 4.2 in [31]), there exists a simulation-extractable NIZK with Ox(1)
proofs of size and verification time and proving time Ox(n).

D.5 The compiler HGKOPTT of [ ]

In this section, we describe the compiler ITgkopTT of [29] for NP-relation R following the presen-
tation in [1]. Specifically, the compiler makes use of the following tools:

— Ilpcs, a polynomial commitment scheme with weak evaluation binding, unique proofs (Defi-
nition 30), ¢-evaluation hiding (Definition 32) with respect to a companion encoding scheme
PES = (Enc, Dec) (Definition 31).

— Let IIyizk be a simulation-extractable NIZK (Definition 28), for the relation Rnizk = {((z, ck, n, £), (w, p,,))
(x,w) € R A cm = Com (ck, Enc(w,n,?; p,))} where w denotes the witness w parsed as a
vector of field elements in F”.

The protocol IlgkopTT is parameterized by:

Security parameter A

Finite field F

Evaluation hiding factor ¢ : ZT x ZT x Z* — Z' and stretch stretch : Z* x Z* x ZT — ZT
Number of parallel repetitions r = r(\) > 0

Proof-of-work parameter b(\) > 0

Bound T'(\) >0

Maximum degree bound D > 0 for Ilpcs

N ot W=

The protocol

— Proof: On input (PROVE, sid, z,w), ignore if (z,w) ¢ R; otherwise, P; does:

1. Send (QUERY, (sid, x,genparamsproof)) to Gro receiving back pp.

2. Send (QUERY, (sid, x, genparamspc)) to Gro receiving back ck.

3. Parse w = w € F". Let £ := ¢(\,n,r) and d := stretch(\,n,¢) + n. If d > D, abort by outputting
(PROOF, sid, ).

4. Generate a polynomial encoding of the witness vector: f < Enc (1A, w,n, l; pw)7 where p,, F*.

5. Generate a commitment to the polynomial encoding: (cm, aux) < Com (ck, f)

6. Run the prover P of IInzk on input z' = (pp, (z,ck,n,€)) and w' = (w,p,) to obtain a proof 7'.
Whenever P makes a call to Osewp with input in, send (QUERY, (sid, in, proof)) to Gro to receive a
response out which is forwarded to P.

7. Initialize empty sets z,y, and 7wpcs.

31 eXtended Power of Knowledge of Exponent assumption.
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8. For each iteration ¢ € [r] do:
(a) Initialize counter ctr := 0 and set of used evaluation points D; := 0.
(b) If ctr = T, abort by outputting (PROOF, sid, runout_eval).
(c) Sample point: z; <s F\D;. Update ctr := ctr + 1 and D; := D; U {z;}.
(d) Compute y; = f (z:) and evaluation proof m; <— Open (ck,cm, z;, ys, aux)
(e) Send (QUERY, (sid, (C’,cm,z;,yi,mi,1))) to Gro. Upon receiving v from Gro, if the first b bits of v
are not 0°, go to step 8b. Otherwise, store z;,v:, and m; in z,y, and 7pcs, respectively.
9. Output (PROOF, sid, 7), where 7 := (7', cm, z,y, wpcs).

e

— Verification: Upon receiving input (VERIFY, sid, C,7), P; does:
1. Send (QUERY, (sid, x, genparamsproof)) to Gro receiving back pp.
2. Send (QUERY, (sid, z, genparamspc)) to Gro receiving back ck.
3. Parse m = (7',cm, z,y, wpcs). Derive the witness size n from the description of C. Compute ¢ and d as
Proof would and if d > D abort by outputting (VERIFICATION, sid, 0).
4. Define the statement x’ as the Proof step would.
Parse z = (2i),c(,,¥ = (Ui) ey and mpes = (i) ¢,y
6. Output (VERIFICATION, sid,1) if all of the following checks pass, otherwise output (VERIFICATION, sid,
0):
(a) Hr.V(pp,z’, ") outputs 1. (Calls to Osewp by V handled like above).
(b) For alli € [r] : 1 = Ver(ck,cm, d, z;, ys, ;)
(c) For all i € [r]: send (QUERY, (sid, (C’,cm,zi,¥:,m:,i))) to Gro, and the first b bits of the return
value v; are 0°.

o

E Supporting Proofs

E.1 Proof of Theorem 4

Correctness. The correctness of PCyc follows from the correctness of PP and VC, respectively;
this is straightforward by inspection.

Evaluation Binding. We proceed by contradiction. Assume an adversary A that breaks the
evaluation binding of PCyc with non-negligible probability e. We demonstrate how to construct an
adversary B that breaks the position binding of VC with the same probability. B selects the public
parameters pp < PP.Params(R,m,d) of the PP scheme and receives from the challenger a VC
commitment key ckyc corresponding to the length S in pp. Then, B runs A on input ck = (ckyc, pp),
which, in turn, returns (cm,z,y, 7z, v, 7.) to B, where:

Ver(ck,cm, z,y, ;) =1 A Ver(ck,em,z,y/, 7)) =1A y#v.

Let cm = cmps, m; = (vi, 71, ..., 0, T), and 7w, = (v}, 7, ..., v, 7). Then, the above equation
can be rewritten as follows:

/\ VC.Ver(ckyc, cmps, ij,v;,m;) =1 A y = PP.Reconstruct(pp, z, v1, ..., vk)

JEK]

A
/\ VC.Ver(ckVC,cmDs,ij,v;m;) =1 A 3y = PP.Reconstruct(pp, x,v],...,v})
JEk]

N

y#y
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where (i1, ...,1x) < PP.Lookup(pp, x).
Consider the following two mutually exclusive cases:

— (v, .y 08) = (V] ..., v). Then, we obtain
y = PP.Reconstruct(pp, x,v1, . .., v;) = PP.Reconstruct(pp, z, v}, ...,v;) = ¥y

which contradicts y # v as defined above.

— (V15 v) # (V], ., v;). Then, there exists some j € [k] such that v; # v} and VC.Ver(ckyc,
cmps, ij, V5, Tj) = VC.Ver(ckVC,cmDs,ij,v;,W;) = 1. In this case, B returns (cmDs,ij,vj,Wj,v;,
7r;-), which contradicts the position binding property of VC.

This concludes the proof.

Succinctness. We prove the succinctness of PCyc for the multivariate case. The proof for univariate
polynomials is analogous.

Regarding the commitment size, we observe that cm corresponds to cmpg, i.e., the VC commit-
ment over the vector DS (data structure) of size S. By combining the succinctness of VC and the
efficiency of PP, we have:

S € poly(log |R|,d™) and |cm| = |cmps| € poly(Alog |R|,log(S)). (7)

The above implies that the size of cm in PC is poly(Alog | R|,log(d™)), where d™ represents the size
of the polynomial.

Regarding the opening proof size, we note that 7, consists of k opening proofs {r; }je[k} and k
blocks {v;} e[ of the data structure S, where k is the number of indices generated by PP.Lookup.
By combining the succinctness of VC and the efficiency of PP, we obtain:

k,|v;| € poly(log|R|,d,m) and |m;| € poly(),log|R|,log(S)), (8)

where S is as defined in Equation (7), and the bounds on k& and v; are derived from the running
time of both PP.Lookup and PP.Reconstruct (see Definition 8). By combining these observations,
we conclude that |m,| = k(|7j| + |v;]) € poly(A,log|R|,d, m).
Finally, the running time of Ver in PCy¢ can be decomposed as follows:
— The running time of both PP.Lookup and PP.Reconstruct, which is bounded by poly(log |R|, d, m),
as PP satisfies efficiency.

— k times the running time of VC.Ver, where both are bounded by poly(A,log|R|,d,m). This
follows from the fact that & € poly(log|R|,d,m), as defined in Equation (8), and that VC
satisfies succinctness.

This concludes the proof.

Fast Openings. We prove the fast openings of PCyc for the multivariate case. The proof for
univariate polynomials is analogous.
The running time of Com in PCyc can be decomposed as follows:

— The running time of PP.PreProcess, which is bounded by poly(log |R|,d™) since PP is efficient.

— The running time of VC.Com. Since VC satisfies fast openings, its running time is bounded by
poly(A,log S) - S, where S is the size of the data structure generated by PP.PreProcess. Due to
the efficiency of PP, we get S € poly(log |R|,d™).
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By combining these observations, we conclude that Com runs in time poly(\,log|R|, d™).
Finally, the running time of Open in PCyc can be decomposed as follows:

— The running time of PP.Lookup, which is bounded by poly(log |R|,d, m) since PP is efficient.

— k times the running time of VC.Open. Since VC satisfies fast openings, the running time of
VC.Open is bounded by poly(),log S). Given that PP is efficient, we have S € poly(log |R|,d™)
and k € poly(log |R|,d, m), where the latter is bounded by the running time of PP.Lookup.

These bounds imply that Open runs in time poly(A,log |R|,d, m).

E.2 Proof of Lemmas 1 and 2

Proof of Lemma 1. The proof is straightforward and we present only an informal outline. Re-
call that the unique proof property (informally) states that no efficient adversary can produce a
polynomial commitment cm, a claimed evaluation output y and two different accepting proofs
and 7’ for cm and y. The proof follows by contradiction: if we assume that there exists such an
adversary for PC™P then we are able to break either the unique proof property or the evaluation
binding for at least one of the two underlying schemes hidPC and subPC. More in detail: recall
from Fig. 1 that a proof for PC™P consists of a tuple (mf,7g,vg). Now assume an adversary that

successfully provides two different tuples 7 := (7w, mg,y4) and 7’ = (W},ﬂ;,y;). There are two

possibilities: either we have that (i) y, = yg, or (i) y, # y,. If (i) holds then we must have 7, # 7,
(with w € {f,g}) implying that we are able to produce two distinct proofs for the same point yg
(resp. yr :=y — y4) for the polynomial commitment hidPC (resp. subPC). If (i) then 7, is a valid
proof claiming evaluation output y, and 77; is a valid proof claiming evaluation output y; # Yg,
contradicting the assumption on hidPC satisfying evaluation binding.

Proof of Lemma 2. Consider an adversary Agyb = ( gyf) ,Aiygb ) against the ¢-evaluation game

for PC™" and parameters \,n,r € N (all other parameters are determined by these; see caption of
Fig. 7). We define a series of hybrids. The first hybrid Hg (Fig. 7) corresponds to the ¢-hiding game
where we encode the vector w provided by the adversary. We fully expand the encoding step of the
polynomial encoding scheme PES™P since this is where the changes will occur between hybrids.
The last hybrid Hs (Fig. 7) corresponds to the same game as Ho but where we encode the vector
of all zeros instead of what is provided by the adversary.

— Ho ~ H; : the difference between these two games is that in H; has to do with how we define
the polynomial g: instead of producing it as an encoding of sk, we instead encode a dummy
string of all zeros. In order to show that Hg % H1 we can build an adversary Agid (shown in
Appendix E.2) against the ¢-hiding game. This adversary would emulate all the other parts of
the execution (the ciphertexts, the commitment and the polynomial commitment proofs for f,
etc.) and then use the output of .Agyb to identify whether it has received an encoding of sk or
0.

— Hi ~ Ho : the only difference between these two hybrids is what is actually encrypted in the
output of PES™P Enc (w or 0). We can rely on semantic security to claim that the difference in
the advantage of the adversary is negligible. We construct a reduction against semantic security
(Definition 38) so that a noticeable difference in output between the two hybrids corresponds to
a noticeable advantage against the semantic security experiment leading to a contradiction. Our
reduction to semantic security (Definition 38) is straightforward and at the high level works as
follows:
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e the target messages

are (mg := w, my := 0);

e the challenger generates a secret key and provides the adversary with an encryption ct* of

mp where b <3 {0, 1

e the adversary const
polyFromCoeffs(ct*)
Ha).

b
ructs g exactly as done in both H; and Ha (as an encoding of 0), f as
, it then proceeds following the rest of the pseudocode in ‘H; (and hence

e the adversary finally outputs .

— Ho ~ Hsz : here we rest
show Hg ~ Hi.

ore the encoding of sk to generate g; we can argue exactly as we did to

Since we have shown that Hy ~ H3, we can immediately conclude that the advantage of any PPT

adversary against ¢-hiding

would be negligible.

A

A

Z’;fi (ck) :

sk <+ SKE.KG(1%); return sk

Z‘b‘g(cmg,z,yg,ﬂ'g) :

ck’ + subPC.Setup(1*,d — k)

W .A;yib ((ck7 ck'))

ct + SKE.Enc(sk, w)

f(X) := polyFromCoeffs(ct)

vy f(2)

Yy < yr+ Zi(2) yg // everything computed element-wise

(emy,auxy) + subPC.Com(ck’, f)

7 < subPC.Open (ck/,aUXf,z,yf)

mi=((mpmgn) s (Wprmor))
hyb

b 'Ad?:Q ((emyg,cmg) ,z,y,m)

return b’

Fig. 6. Reduction to the evaluation hiding of hidPES. We assume Agid is stateful. Notation-wise, F'(v) denotes the
result of applying F' to each element of v.
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Ho :
ck < hidPC.Setup(1*, k)
ck’ « subPC.Setup(1*,d — k)
F™ 5w AP ((ck, ck’))
z < F"
sk + SKE.KG(1%)
ct «+ SKE.Enc(sk, w)
f(X) := polyFromCoeffs(ct)

vy < f(2)

g < hidPES.Enc(sk, k, £)

Yg + 9(z)

y<yr+Zk(z)-yg

(emy,auxy) < subPC.Com(ck’, f)
(emyg, auxg) < hidPC.Com(ck, g)

7y < subPC.Open (ck',aUXf,z,yf)
74 < hidPC.Open (ck, auxy,z,yg)
= ((mpmgn) s (7o)
b A;’:; ((emy,emy) 2, y, ™)

return b’

Ha @
ck + hidPC.Setup(1*, k)
ck’ « subPC.Setup(1*,d — k)
F" 5w« A:ﬁ) ((ck,ck))
z +s$F"
sk «+ SKE.KG(1%)
ct < SKE.Enc(sk, 0)
f(X) := polyFromCoeffs(ct)
vy« f(2)
g « hidPES.Enc(0, &, ¢)
Yg + 9(z)
Yyt Ze(z) vy
(emy, auxy) < subPC.Com(ck’, f)
(emy, auxg) < hidPC.Com(ck, g)
m s < subPC.Open (ck’,auxs,z,yy)
74 < hidPC.Open (ck, auxy,z,yq)
mi= ((mpmgn) s (w0 mg.r))
b+ AZ’:; ((emys,emy) ,z,y, )

return b’

Hy :

ck  hidPC.Setup(1*, k)
ck’ + subPC.Setup(1*,d — k)

F™ 5w AP ((ck, k')

z s F"

sk <+ SKE.KG(1*)

ct < SKE.Enc(sk, w)

f(X) := polyFromCoeffs(ct)

vf+ f(2)

g < hidPES.Enc(0, «, £)

vg < 9(2)

y < yrt+2Zi(z)-yg

(emy,auxy) + subPC.Com(ck’, f)
(ecmy, auxg) < hidPC.Com(ck, g)
7 < subPC.Open (ck',aUXf,z,yf)
g < hidPC.Open (ck, auxg, z,yq)
i (g a) s ()
b Agf’; ((emyg,cmy) ,z,y,m)

return b’

Hs :

ck + hidPC.Setup(1*, k)

ck’ + subPC.Setup(1*,d — k)

F" 5w+ Agﬁj ((ck,ck))

z +s$F"

sk + SKE.KG(1%)

ct + SKE.Enc(sk, 0)

f(X) := polyFromCoeffs(ct)

yr < f(=z)

g < hidPES.Enc(sk, &, £)

yg < 9(z)

Yyt 2Ze(z)yg

(emy, auxys) < subPC.Com(ck’, f)
(ecmy, auxg) < hidPC.Com(ck, g)
7 < subPC.Open (ck’, auxs,z,y )
7y < hidPC.Open (ck, auxg,z,yq)
= ((mr1,mgn) s (7 mg,r))
b« A?f:; ((emy,cmy) ,z,y, )

return b’

Fig. 7. Hybrids in the proof of evaluation hiding (changes compared to the previous hybrid are hinted in magenta).
Hybrids are parametrized by A, n,r. Above, k = [sk|, k := k + stretch(\, k, £) where £ := ¢()\, k, ) and stretch is the

stretch function of hidPES; d := k + |ctw|.
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E.3 Proof of Lemma 3

Consider an adversary against the unique proof property for polynomial commitments (Defini-
tion 30) and let 7, 7’ be the two proofs that it generates. Denote by v and v’ the values in 7 and
7' respectively as by the notation in the verification algorithm in Section 4. Then there are two
cases: (A) v # v'; (B) v .= v/. If case (A) occurs it is easy to see that one can break position
binding. This is because the two verification executions will have the same set of indices returned
by PP.Lookup(pp, z) and therefore there will be an index 4 for which the adversary is successfully
proving two distinct values v; # v}. Case (B) can directly be reduced to the unique proof property
of the underlying vector commitment.

E.4 Proof of Theorem 6

Correctness of I1. Notice that p} is an n-variate polynomial of individual degree < d that agrees
with ﬁ} over the n-dimensional hypercube since

b € {0,1}" : 75(b) = p}(G(b)) = p}(b)

where the second equality follows by construction of p} from ﬁ%, and the second equality by con-
struction of pi from pi and the fact that Vb, b’ € {0,1}", L(G(b),G(b')) = 1 if b’ = b and is 0
otherwise. Therefore by property (2) in the Theorem statement, we get correctness from that of IN.

Efficiency of M. Let us start by analyzing the efficiency of the prover. MN.P executes M.P while
simulating each of the T; oracle calls of IN.P to the indexer multilinear polynomials by first
computing z, which takes O(n) Zg,-operations, and then by doing a fast evaluation of the poly-
nomial using the PP scheme, which costs poly(logg,n) due to the efficiency property of PP.
Hence, Ty » = Tr(d,n) + Ti(d,n) - poly(log ¢,n) which depends only polynomially on n if so do
Tr(d,n), Ti(d,n) and d, as assumed in the Theorem’s statement. The same polynomial dependence
on n holds for all the other efficiency measures.

Security of 1. If M has §(1, n)-knowledge soundness, then 1 has §(poly(n))-knowledge soundness.

F  Our “Hybrid” Construction and Other Instantiations of the [29] Compiler
in Literature

Instantiations in [29] In [29], Ganesh et al. discuss simple forms of polynomial encodings (some
described in Appendix D) which allows the KZG polynomial commitment [33] to satisfy evaluation-
hiding. One of their approaches is based on adding masking coefficients to the polynomial whose
vector coefficients is w. That is, Enc(w) returns f(X) := > i w X! + Zle pi X" =1 where
the p;-s are freshly sampled scalars and ¢ is a parameter determining the level of “masking”. They
also propose a similar approach based on polynomial interpolations, that is, the encoding returns
a polynomial obtained as follows: let pi,...,ps be some random scalars; encoding then returns
the polynomial obtained through interpolation (over a fixed domain) of the vector (w||p1,...,pe).
Ganesh et al. show that the KZG polynomial commitment [33] is evaluation-hiding with respect to
these two encoding schemes.
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The encoding schemes above cannot provide hiding for our construction in Section 4, at least
directly and with the analysis from [29]. The reason is that those techniques, when adding ¢ ran-
dom coefficients/evaluations, can provide security up to £ —1 evaluations seen by the adversary (the
intuition behind the security of KZG when paired with them can roughly be reduced to this ob-
servation). However, our construction, at each opening provides several evaluations of polynomials
directly related to w; recall, in fact that at each opening, we provide evaluations of polynomials cor-
responding to some type of CRT encoding of the original polynomial (each of these sub-polynomials
is related to the original polynomials evaluated modulo p, where p is a relatively small prime). As
a consequence, at each evaluation we are intuitively leaking significantly more than what we leak
with an approach like the one based on KZG.

It is at least conceivable that a more sophisticated analysis could show that this type of encodings
could yield evaluation hiding if one used an appropriate number of extra coefficient/evaluations.
However, this may reveal to be quite complicated (at the very least, it eluded some initial attempts
on our side). We leave this as an interesting open problem.

The recent work in [1] also provides a PC and PES with similar properties. Their constructions
cannot unfortunately be used in our setting: their PC verifier runs in linear time and, while their
PES might be evaluation hiding when paired with our PCy, it would require an extremely complex
analysis, similar to the one they need to do to show the compatibility of their PES with their
Bulletproofs-based PC (in contrast, our hybrid approach is very simple to prove secure). For this
reason we do not pursue this path.

Viceversa, our construction, cannot provide a simpler solution for their setting: since they
require transparent constructions they cannot rely on KZG-like constructions as we do and thus
need to bootstrap the [29] framework with new tools themselves.
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