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Abstract. A privately constrained pseudorandom function (pCPRF) is a PRF with the ad-
ditional property that one can derive a constrained key that allows evaluating the PRF only
on inputs satisfying a constraint predicate C, without revealing C itself or leaking information
about the PRF’s output on inputs that do not satisfy the constraint.

Existing privately constrained PRFs face significant limitations: either (1) they rely on as-
sumptions known to imply fully-homomorphic encryption or indistinguishability obfuscation,
(2) they support only highly restricted classes of constraints—for instance, no known group-
based pCPRF even supports the simple class of puncturing constraints (where the constrained
key permits evaluation on all but one point while hiding the punctured point), or (3) they are
limited to polynomial-size input domains. A long-standing open question has been whether one
can construct a privately constrained PRF from group-based assumptions for more expressive
classes of constraints. In this work, we present a pCPRF based on the decisional composite
residuosity (DCR) assumption that supports a highly expressive class of predicates, namely
constraints with polynomially bounded Waring rank, which notably includes puncturing.

From a technical perspective, our work follows the general template of Couteau, Meyer, Pas-
selégue, and Riahinia (Eurocrypt’23), who constructed a pCPRF from group-based homomor-
phic secret-sharing but were limited to inner-product constraints in the constraint-hiding set-
ting. Leveraging novel techniques for computing with distributed discrete logarithms (DD Log),
we enable the non-interactive authentication of powers of linear combinations of shares of some
value. This, in turn, allows us to express constraints with polynomially bounded Waring rank.

Our construction is single-key, selectively secure, and supports an exponential-size domain.



Table of Contents

Introduction

Technical Overview

2.1 The CMPR Template and Its Limitations. .............. ... ... .. ... .....
2.2 Our Solution: Authenticating Powers of Shares............................
2.3 Waring Rank ... ...

Preliminaries

3.1 Damgard-Jurik-ElGamal Cryptosystem ........... ... ... ... ... ... ... .....
3.2 Distributed Discrete Logarithm . ........ ... .. .. . . ... ... ... ...
3.3 Privately Constrained Pseudorandom Function............................

Share Conversion Procedures

4.1 Homomorphic Share Conversion: Multiplication ...........................
4.2 Homomorphic Share Conversion: Bounded Waring Rank ................ ...
4.3 Homomorphic Share Conversion: RMS Programs with Leading Multiplication .

Privately Constrained PRF for Bounded Dual Waring Rank
Waring Rank

More Preliminaries

A.1 Damgéard-Jurik-ElGamal encryption scheme ..............................
A.2 Damgard-Jurik-ElGamal Cryptosystem Proofs ........... ... ... .. ... .....
A3 DCR over (Z/NCHZ) X
A4 KDM SeCurity . . ..o
A.5 Distributed Discrete Logarithm ....... .. .. ... .. ... ... ... ... ...

Proofs

B.1 Proof of core lemma 1 .. ... ... .. .. . . . . . .

B.2 Proof of main theorem 1 ... ... ... .. . . . . . . . .
B.2.1 Correctness lemma. . ..........
B.2.2 Full simulation-based proof. ......... ... ... ... ... . . ... ...

17

20

26
26
27
27
28
29



1 Introduction

Pseudorandom functions (PRFs) are a fundamental tool in both the theory and practice
of cryptography. A constrained PRF (CPRF) allows a master secret PRF key to be used
to derive a constrained key that permits evaluation of the PRF only on a restricted set of
inputs. This restriction is determined by a predicate C', such that the constrained key allows
evaluation at all points where C'(z) = 0, while for any z where C(z) = 1, the PRF output
remains pseudorandom.?

Some CPRFs support private constraints (or are constraint-hiding), meaning that the
constrained key reveals no information about the specific constraint used, beyond the allowed
class of constraints.

Originally, constrained PRFs were proposed for applications such as identity-based key
exchange and broadcast encryption [BW13|. Later, they played a key role in the punctured
programming technique [SW14], which enabled many applications of indistinguishability ob-
fuscation. CPRFs have also been used to construct watermarkable PRFs, searchable encryp-
tion, private keyword search, and symmetric-key deniable encryption [BLW17].

One of the most fundamental constraint classes is puncturing, where C(x) = 1 if and
only if z = z*. In this case, a constrained key—called a punctured key—allows evaluation
of the PRF at all points except for xz*. Puncturable PRFs can be built using the GGM
construction [GGM84|, where a PRF is constructed from a tree of length-doubling pseudo-
random generators (PRGs). However, in GGM-style constructions [BW13, KPTZ13, BGI14],
the punctured key reveals the punctured point x*, meaning that the construction is not
private.

Privately puncturable PRFs were first constructed by Boneh et al. [BLW17]| using mul-
tilinear maps or indistinguishability obfuscation, achieving constrained PRFs for general
polynomial-size circuits. Later constructions obtained privately constrained PRFs for cir-
cuits under the learning with errors (LWE) assumption [BTVW17, CC17| and were fur-
ther extended in various ways, such as enabling programmability [PS18| and adaptive se-
curity [HKKW19, DKNT20]. Alternative constructions support weaker classes of predicates
or security properties while avoiding the full power of LWE. These include constructions based
on DDH [AMN*18|, DCR [CMPR23]|, and even solely one-way functions [DKNT20, Ser24|.

Notably, however, none of these constructions achieve a private puncturable PRF without
relying on either LWE or indistinguishability obfuscation. The only exception is the work of
Boyle et al. [BGIK22|, which is based solely on one-way functions but requires the PRF
domain to be polynomially sized (as generating a constrained key requires iterating over the
entire domain). Thus, this construction is more akin to a “privately programmable incremental
PRG.” This leaves the following challenging open problem:

Is it possible to construct a privately puncturable PRF with a superpolynomial domain size
without relying on LWE or indistinguishability obfuscation?

Our Contributions. We construct the first privately puncturable PRF from the decisional
composite residuosity (DCR) assumption that supports an exponentially large domain, re-
solving the question posed above. In fact, we construct a private CPRF for a broader class of
functions—namely, functions with polynomially bounded Waring rank—that includes punc-
turing.

A function has polynomially bounded Waring rank if it can be expressed as the sum of
at most polynomially many powers of linear functions, and has polynomial degree. This class

3 The convention of using C(z) = 0 instead of C(z) = 1 for inputs that satisfy the constraint simplifies the
exposition of our construction.



encompasses many useful functions, including puncturing, as well as all log-local functions,
inner product membership [BCM*24], and more.

Our private CPRF construction follows the homomorphic secret-sharing-based template
for building private CPRFs introduced by Couteau, Meyer, Passelégue, and Riahinia [CMPR23|.
In essence, the CPRF key and constrained keys are defined as the values needed for non-
interactively computing (subtractive) secret shares of C(z) - Fx(x), where C represents the
constraint and F' is a PRF. Notably, the CPRF outputs are the shares of this value, and the
PRF F is not the PRF being constrained, but rather a tool for ensuring that when C(x) = 1,
the shares remain pseudorandom. Specifically, when C(x) = 0, both parties hold the same
shares (i.e., the constrained key produces the same output as the master key), whereas when
C(z) = 1, the PRF F ensures that the two shares are pseudorandom.

The construction of [CMPR23| supports only constraints that can be expressed as inner
products, as it relies on a special form of “offline-online” homomorphic secret sharing—a two-
party, authenticated secret-sharing scheme where one party’s share zg of an input x can be
generated independently of x, and the other share x1 is later generated using xg and z. Due
to this restriction, offline-online shared values support only linear homomorphism, limiting
their CPRF construction to inner-product constraints.* We overcome this limitation via a
new technique based on distributed discrete logarithms (DDLog) and novel methods for ho-
momorphically combining authenticated secret shares. This technique may be of independent
interest and lead to further applications.

Comparison. There is a vast body of literature on constructing constrained PRFs under
various cryptographic assumptions. In Table 1, we summarize prior and concurrent results
that rely on group-based assumptions or one-way functions, as these are most relevant to
our work. The most expressive prior constructions are those of [AMNT18], which is based
on a variant of DDH in pairing-free groups, and [CMPR23|, which relies on DCR or class
group assumptions. Both of these constructions support arbitrary NC1 constraints; however,
neither achieves constraint hiding.

Previous private CPRFs with superpolynomial domain sizes support constraints such as
inner products, bit-fixing, or t--CNF for constant ¢ = O(1). Despite their apparent generality,
none of these function classes are expressive enough to capture puncturing, which is inherently
a high-degree constraint.

Concurrent Work. Ishai, Li, and Lin [ILL24] concurrentlydeveloped new CPRF construc-
tions extending the CMPR template. Their work introduces techniques for succinct partial
garbling, allowing them to construct CPRFs for any constraint expressible by a circuit. How-
ever, because their approach relies on partial garbling, their construction does not achieve
privacy. Thus, our results and those of [ILL24] extend the CMPR template in different direc-
tions. An interesting open question is whether both approaches can be combined to achieve
a private CPRF for general circuits.

2 Technical Overview

2.1 The CMPR Template and Its Limitations.

Couteau, Meyer, Passelégue, and Riahinia [CMPR23| provided a template for building (pri-
vately) constrained PRFs using homomorphic secret sharing (HSS) techniques. The key idea
is that the task can be viewed as enabling two parties—the master key holder and the con-
strained key holder—to compute pseudorandom shares of the value C(z) - PRF(z) for any

* [CMPR23] also obtained a CPRF for NC1 circuits, but this construction is not private.



Table 1: Constructions of CPRFs using group-based assumptions or one-way functions. All
selectively secure constructions can be made adaptively secure in the random oracle model.

Private Constraints Adaptive Domain Size Assumption

[BW13],

[KPTZ13], X Prefix/puncturing X exp OWF

[BGI14]

[BW13] X Left-right v exp Bilinear DDH + ROM
[AMN*18] X NC1 X exp L-DDHI
[CMPR23] X NC1 X exp DCR/class groups

[ILL24] X P/Poly X exp DCR/class groups
[AMNT18] v Bit-fixing X exp DDH
[DKN*T20] v t-CNF v/ exp OWF
[CMPR23] Vv Inner product X exp DCR/class groups

[Ser24] v Inner product v exp ROM

[Ser24] v Inner product X exp DDH

[Ser24] v Inner product X poly OWF
[BGIK22] v Puncturing X poly OWF

Ours v Bounded Waring Rank X exp DCR

(incl. Puncturing)

input z of the CPRF. If C(z) = 0 (meaning the input x is authorized), both shares are equal,
whereas if C'(z) = 1, they are offset by PRF(z). Provided the constrained key does not reveal
k, this ensures that unauthorized evaluations remain masked.

The main challenge in instantiating this template is designing a method for the parties to
compute pseudorandom subtractive shares of sk - C(z), where sk is the secret key of an
appropriately chosen encryption scheme. In this work, we use the Damgard-Jurik-ElGamal
scheme, whose security follows from DCR. This must be done while satisfying the following
constraints:

1. The master key sk must be sampled independently of C.
2. The constrained key ck should hide sk.
3. (Constraint privacy) ck should hide C.

Going from shares of sk - C'(z) to shares of C'(x) - PRFg(x), thereby obtaining a (privately)
constrained PRF, is then handled by the CMPR template.

2.2  Our Solution: Authenticating Powers of Shares

We write (z) for subtractive shares of x, and we denote by (x), the share held by party P,. We
call (sk - x) an authenticated share of x. Similarly, we refer to Encs(sk - z) as an authenticated
encryption of x.

Now assume that two parties hold shares and authenticated shares of each input bit (i.e.
(xi), and (sk - x;),), as well as encryptions and authenticated encryptions of the first party’s
input shares (i.e. Encek((24)0), Encsk({sk - ;)0), and Encek(sk - (zi)0)). We now explain how
they can locally compute shares of sk- f(z), where f is an arbitrary function with polynomially
bounded Waring rank.

Circuit Randomization Step. Our goal is to express the constraint function f in a form
that allows efficient computation over secret shares. To achieve this, we use the Waring rank
decomposition.



Let f be a degree-d polynomial over {0,1}™ with Waring rank at most r. 5 By defini-
tion of Waring rank, there exist affine functions fi,..., f;, scalars aq,...,q,, and degrees
di,...,d, <d such that:

f(z) = 27’: o - [fi(x)]% (by definition of Waring rank)
i=1
=Y o[ flllah) Ao (by affinity of the f;)
i— N——

=fi((x)1)—fi(0,...,0)

r o d; d: ' '
=> > (3> () - [fi(—(x)0)] %7 (by the binomial theorem)

i=1 j=0

Thus, computing subtractive shares of f(z) (resp. sk - f(x)) reduces to computing sub-
tractive shares of [L((z)1)])7 - [A({z)0)]* (vesp. sk-[L((x)1)]) - [A({x)0)]*), where L is linear and
A is affine.

Authenticating Powers of linear combination of shares. The main technical contri-
bution of this work is a new method that enables non-interactive evaluation of powers of
authenticated shares. From a technical perspective, both our work and the concurrent work
of [ILL24] are inspired by the techniques for non-interactive computation on shares presented
in [MORS24] in the context of arithmetic garbling, but extend them in different directions.
Before detailing how the parties obtain shares for each term, recall that DDLog enables
them to non-interactively compute shares of the product of a secret-shared value and an
encrypted value. Specifically, if the parties hold (X), (sk- X), and Ence(Y), they can use
DDLog to derive (X -Y') without additional interaction.
At a high level, our approach consists of the following steps: The first step is to obtain shares
of [L({x)1)]? and sk - [L({z)1)]?, which the parties compute inductively.

Initialisation step (j = 1): This step requires computing shares of L({x);) and sk -
L({(x)1). The first part is straightforward, as the parties already hold tautological shares of
(x)1—meaning that party 1 knows (x); “in the clear,” and party 0 can simply set their own
share to 0. Since subtractive shares are compatible with linear transformations:

L({x);) ifo=1
0 ifo=0

To compute shares of sk - L({z)1), we observe that:

sk - L({z)1) — sk - L({z)g) = sk - L(x)
= L(sk - x)
= L((sk - x)1) — L({sk - z)0) . (1)

This allows the parties to compute the desired shares as:

L((sk-z)1) ifo=1

(sk - L)1), +
“ "\ L({sk - 2)) — sk - L({z)) if o = 0.
5 Formally, we use the mixed Waring rank notion here. Later in the paper, we prove that the standard and
mixed Waring rank notions are polynomially related, meaning our results extend to both cases.
6 Remember that all functions here take as input vectors of bits, e.g., f(z) = f(z1,...,2n), and L({z);) =
L({z1)1,...,{zn)1), ete.



Induction step: Observe that the first part (computing shares of [L({z)1)]?) follows the
same tautological approach as before. For the second part (computing shares of sk-[L((z)1)]?),
consider the identity:

sk [L(()1)l = (sk - L((@)1)) - [L({a))] "
— (sk- L({x)o) + L((sk - #)1) — L({sk- 2)0)) - [L(() )P ™" (by eq. (1))
— sk [L({a)1) " - L({a)o) + L((sk - 2)1) - [L({a)) !
Term 1 Term 2
— [L((@) )P - L({sk - 2)o)
Term 3

The parties obtain shares of each term as follows:

1. First term. The parties hold shares of [L({x)1)]’~! and sk-[L((z)1)}’~! (by the induction
hypothesis), as well as Encg(sk - (x)g). Using the linear homomorphic properties” of Enc,
they compute Encgy(sk- L({z)¢)). By combining ([L({x)1)}?~1), (sk - [L({x)1)]’ 1), and the
derived ciphertext with DDLog, they directly obtain shares of Term 1.

2. Second term. Since party 1 already knows (sk-z); and (z);, they can compute the
second term locally. The parties then hold tautological shares:

L({sk-z)1) - [L({(z)) ! ifo=1

(L((sk-2)1) - [L{a))F ), {0 fo=0

3. Third term. Using the same approach as in the first term, the parties already hold
shares of [L({x)1)]?~! and sk - [L({x)1)]”~! (from the induction hypothesis), as well as
Encsk((sk - z)g). They can derive a common ciphertext Ence(L((sk - z)p)) via linear ho-
momorphism and then use DDLog to compute shares of Term 3.

Sharing Mixed Term Products. Using linear homomorphism, the parties can derive the
same ciphertext Encgc(sk- A({x)g)). By leveraging their shares of [L((x)1)}’ and sk- [L({z)1))/
(as computed in the previous steps), the parties can recursively apply DDLog—specifically,
with X; < [L({(x)1)]? - [A((2)0)]"" ! and Y < sk - A((x)g)—to obtain shares of sk - [L({x)1)]’ -
[A((z)o)]"-

2.3 Waring Rank

We now analyze the expressiveness of the class of constraints that our technique can handle.
As already mentioned, our technique allows us to evaluate constraints with polynomially
bounded Waring rank: The Waring rank of a polynomial f of degree d is the smallest number
of linear polynomials whose d; < d powers sum to f. More formally, for some scalars a; and
linear polynomials L;, it holds that

T

f(z) = Z ai(Li(z))%,

=1

where r is the Waring rank of f. For the special case of d = 2, the Waring rank equals the
rank of the corresponding symmetric matrix representation of f.

7 It is important that the homomorphic evaluation be a deterministic procedure, ensuring both parties hold
the same ciphertext.



Functions with polynomially bounded Waring rank include log-local functions, since they
can be decomposed into sums of products of logarithmically many variables, and each such
product can be handled by lemma 13. Another example is inner product membership, which
follows from the same techniques we describe below for puncturing.

Applications of Waring Rank. Originally studied in invariant theory during the 19th
century [IK99, Introduction|, Waring rank has since found applications in several areas of the-
oretical computer science. In algebraic complexity theory, it characterizes one of the simplest
yet non-trivial complexity classes, namely homogeneous depth-3 diagonal circuits [DGI*24,
Lan17,EGAOW18|. The problem of computing the matrix multiplication exponent w, which
determines the fastest known algorithm for matrix multiplication, has been shown to be
closely related to Waring rank [CHIT18]. More recently, Pratt [Pral9] established an intrigu-
ing connection between algebraic algorithms for graph problems and upper bounds on the
Waring rank of certain polynomials. Our work introduces a new connection between cryp-
tography and Waring rank, showing how this algebraic notion captures a class of constraints
for pCPRFs.

Waring Rank of Puncturing. Note that the puncturing constraint can be expressed as
a polynomial with polynomially bounded degree and polynomially bounded Waring rank.
Intuitively, Cy+(x) = 1 (remember we want the constraint to be 1 for the punctured point)
iff all the bits of z and z* are the same. Thus, we can define a polynomial of degree n (for
n-bit inputs), call it A+, that counts the number of common bits between z and x*. The
puncturing constraint can then be rewritten as a product of (A« (z)—i) foralli =0,...,n—1,
resulting in 0 iff the number of common bits is between 0 and n these terms. This polynomial
can then be normalized to ensure that Cy(2*) € {0, 1}.

Rounding Rational Shares Normalizing the puncturing polynomial requires division, so
the coefficients a; will not be rationals. This is typical for expressing functions in Waring rank
form — the expressive power is not great unless you have a sufficiently large field. Fortunately,
we can work over Q, and convert to integer shares as a final step. That is, if yg,y1 € Q
are rational shares of an integer y; — yo = y, then |yo], |y1]| will be integer shares of the
same y. Therefore, as long as f outputs integers, we can tolerate fractional coefficients in its
definition.

3 Preliminaries

3.1 Damgéard-Jurik-ElGamal Cryptosystem

Definition 1 (Decision Composite Residuosity Assumption (DCR), [Pai99]). Let
RSA.Gen be a polynomial-time algorithm which, on input a security parameter X\, outputs
(N,p,q) where p and q are A-bit primes and N = pq. Let X be a security parameter. We say
that the Decision Composite Residuosity (DCR) problem is hard relative to modulus-sampling

algorithm RSA.Gen if

{(N, 2): (N, p,q) <:% RSA.GZen(lA) } < {(N, 2 mod N2): (N,p,q) <:% RSA-GQen(l)‘) } |
x & (Z/N?Z) & (Z/NZ)"

Theorem 2. Assuming DCR, Damgdrd-Jurik—ElGamal encryption fig. 1 is a public key en-
cryption scheme satisfying correctness and KDM security for affine functions of the key.
Specifically, the following properties hold:



Correctness: DJE.Decg (DJE.Encp(x)) = x, for any (sk, pk) in the support of DJE.KeyGen,
and any x € Z/NCZ.

KDM Security: For all p.p.t. adversaries Adv, the oracles (’)Sk PR and OS(Dpl\l:l$ are 1ndis-
tinguishable in the following experiment

(sk, pk) < DJE.KeyGen(1*)
OKDM
output AdvskpkR/$ (pk)

where these oracles are defined as

OLT(Dp'\l:IR(m y): OL(kDp'\lil$(x7y):
(k,N) < sk (k, N) < sk
zex-k+ty 2 & Z/NCZ
return DJE.Encpi(2) return DJE.Encpi(2)

Proof. This is very similar to many previous encryption schemes used in HSS and proven
KDM secure in that context. See, e.g., the Damgéard—Jurik instantiation of the NIDLS frame-
work [ADOS22]), though details differ, as we do not require p and ¢ to be safe primes. For
completeness, we present a full proof in appendix A.2. O

— DJE Damgard-Jurik-ElGamal Cryptosystem

Requires:

— ( > 1 is a parameter defining the plaintext size.
— Group isomorphism exp: (Z/NSZ)T — 1+ N(Z/N*1Z) and its inverse log: 1 +
N(Z/NSHZ) — (Z/NZ)T, as defined as in [RS21]:

exp(x) = Z o and log(1+ Nz) = Z
k=0 ' k=1

DJE.KeyGen(1%): DJE.Encpk():

Parse pk = (g,h, N)
Sample r & [0, N)
Compute ¢g < g"
Compute ¢; + h" - exp(x)
Output ¢ = (co, ¢1)

Sample (N, p,q) & RSA.Gen(1*) @
Sample k < [0, N)

Sample g & (Z/NH17)%

Compute h + g

Output (sk = (k, N), pk = (g,h, N))

ANl
s W=

% Note that p and ¢ are unused, so N could
instead be a CRS.

DJE.Decek(c = (co,c1)):

1. Parse sk = (k, N)
2. Assert clg c1=1 mod N
3. Output z < log(cf - c1)

Fig. 1: The Damgard-Jurik-ElGamal cryptosystem.



3.2 Distributed Discrete Logarithm

DDLOG Damgérd-Jurik Distance Function [RS21]

DDLogy (h € Z/NH17Z):
Compute and output z + log (m) € Z/NCZ

Fig.2: [RS21]’s distributed discrete logarithm for the Damgérd-Jurik cryptosystem [DJO1].

Lemma 3 (Distributed Decryption). If we have shares over Z of (z)1 — (x)o = x and
(k-x)y —(k-z)o=Fk-x, then

DDLogN(cék'm>1c§x>1) - DDLogN(cék'z>°c§m>O) =z-y mod N¢

always holds, for every choice of plaintext size ¢ > 1, key pair (sk = (k,N),pk) €
Supp(DJE.KeyGen(1%)), plaintext y € Z/NCZ, ciphertext (co,c1) € Supp(DJE.Encpk(y)), and
scalar x € Z/NZ.

Proof. Taking the ratio of the inputs to DDLog, we get
C[()k-;t>1c§x)1

C[()km)o C§x>0

k-x x

= ¢5%c] = exp(DJE.Decgy(co, c1))* = exp(x - y).

The second and third equalities are from the definition of DJE.Dec and the correctness of
DJE, respectively. The inputs to the DDLogs are therefore multiplicative shares of exp(z - y),
which, by [RS21, Theorem 18], makes the outputs of the DDLogs additive shares over Z/N¢Z
of z-y. O

Lemma 4 (Adapted from [RS21, Lemma 19]). For all moduli M > 1 and all modulo
M shares (z)o, {(x)1 € Z/MZ of some x € Z, we have

Pr |((z)1 +r) mod M — ({(x)o + 1) modM:x} :max< —ﬂ,O).
r&z/M7 N

3.3 Privately Constrained Pseudorandom Function

We use the simulation-based definition of Peikert-Shiehian [PS18|, which simultaneously cap-
tures privacy of the constraining function, pseudorandomness on unauthorised inputs, and
correctness of constrained evaluation on authorised inputs.

Definition 5 (Privately Contrained Pseudorandom Function). A privately con-
strained PRF (pCPRF) with input space {0,1}"™ and output space {0, 1} and supporting as
constraints a class of class of circuits C (where each circuit in C is from {0,1}" to {0,1}) is a
tuple of algorithms PCPRF = (PCPRF.KeyGen, PCPRF.Eval, PCPRF.Constrain, PCPRF.CEval)

with the following syntax and properties:

— PCPRF.KeyGen(1*) — msk: On input a security parameter 1*, the key generation algo-
rithm KeyGen produces a master secret key msk.

— PCPRF.EvaI(l)‘, msk, z) — y: On input a security parameter 1%, a master secret key msk,
and an input x € {0,1}", the evaluation algorithm Eval output an element y € {0, 1}/

10



— PCPRF.ConStrain(lk,msk, C) — ck: On input a security parameter 1%, a master secret
key msk, and a constraining circuit C € C, the constraining algorithm Constrain outputs
a constrained key ck.

— PCPRF.CEval(1*,ck, z) — y: On input a security parameter 1*, a constrained secret key
ck, and an input x € {0,1}", the constrained evaluation algorithm CEval output an element
y € {0, 1}+.

— Single-key selective PCPRF security. A privately constrained PRF is single-key se-
lectively secure if for any p.p.t. adversary A (which we require to never repeat a query)
and any m € {0, 1}’\ there exists a p.p.t. simulator S such that:

Real 1&1’”} é{|d | 1&1’”}
{Reala’ 1M} % {idealus® 1M}

where Real and ldeal are the respective views of A in the experiments of fig. 3.

—| Experiment Privately Constrained PRF Security

Real 4(1*,1™) Ideal 4 s(17,1™)
C &A™ CE AN 1™)
msk & KeyGen(1>‘)
$ A qm
ck & Constrain(1*, msk, C) ck < S(17,17)
Send ck to A Send ck to A
Repeat until A halts: Repeat until A halts:
Wait to receive x from A Wait to receive z from A
y & Eval(1*, msk, z) If C(z) = 0:
y & CEval(1*, ck, z)
If C(z) =1:
y & {0,1}"
Send y to A Send y to A

Fig.3: Real and Ideal worlds of PCPRF security (definition 5).

4 Share Conversion Procedures

In this section, we present “homomorphic share conversion” algorithms based on distributed
discrete logarithms, which allow two parties holding appropriately encoded representation
(namely, shares, authenticated shares, encryptions) of some inputs to compute shares of some
function of these inputs. We emphasise that we make no security claims in this section, and
only show that these algorithms output (not necessarily secret) shares of the correct result.

1. Multiplication. Section 4.1 (and specifically fig. 4) recalls from [BGI16| (with the “DCR
variants” of [OSY21,RS21]) how to compute (z - y) given (z), (k- x), Enck(y).

2. Bounded Waring Rank. Section 4.2 (and specifically fig. 5) is the main technical con-
tribution of this paper and shows how to compute ((1,sk) - f(x)), where f is any (public)
polynomial with bounded® degree and Waring rank, given (x;), (sk-;), Ence({x;)0),
Encek((sk - x;)0), Encek(sk - (z4)0)-

8 The bound can be an arbitrary polynomial in the security parameter.
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3. RMS Programs with Leading Multiplication. Section 4.3 (and specifically fig. 6)
recalls from [CMPR23| how to compute (X - RMS(yi,...,y1)) for any RMS program
RMS, given (X), (sk - X), Encec(y:), and Encey(sk - y;).

4.1 Homomorphic Share Conversion: Multiplication

—{ Algorithm Homomorphic Share Conversion: Multiplication

Mult(sh, auth-sh, ct,r) : siven (), (k-x), Enci(y), 7 € [N®] compute (x-y) (ran-
domised by )

1. Parse ct as ct = (cto, cty)
2. Output DDLog(ct3"ths" . ct$) + r mod N¢

Fig.4: Homomorphic multiplication of secret shares, from DDLog “a la ElGamal”, adapted
from [BGI16,0SY21].

Lemma 6 (Correctness of share conversion procedure for multiplications). Let
X\ € N* be a security parameter and let B = \°W) . For all (z,y) € [0, B)? such that zy < B
and for all ct € Supp(DJE.Encpi(y)),

Pr |y —yo = -y (yo. 1) & Sam(1\, 2, y.ct)| = 1 B/NE!
where the sampler Sam is defined as follows (where Mult is the deterministic algorithm of

fig. 4 and DJE is the cryptosystem of fig. 2):
Sam(1*, z,y,ct):

1. ((k,N),pk) & DJE.KeyGen(1*) 5. sh3uth « k. g 4 sh3uth

2. shyg & [0,2*B) 6. r & Z/NCZ

3. shy + z +shg 7. Foro € {0,1}, y, < Mult(sh,, sh2"th ct,r)
4. sha'th &[0, N - 2*B) 8. Output (yo,y1)

Lemma 6 follows immediately from lemma 18.

4.2 Homomorphic Share Conversion: Bounded Waring Rank

—1{ Algorithm Homomorphic Share Conversion: Bounded Waring Rank

Compute (f(z1,...,2n)), and (k- f(21,...,2n)), -

Requires:

1. r and d are fixed bounds on the Waring rank and the degree of functions which can
be evaluated homomorphically

2. DJE is the cryptosystem of fig. 1

Mult is the algorithm of fig. 4

4. HEval is the linearly homomorphic evaluation algorithm for the Damgard-Jurik-
ElGamal encryption scheme

w
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ShareConv (o, The party index

k, The key (only needed for o = 0)

. . d;
(aza f )16 [r]> //f - Z:’:l (—}'if,‘(
(sho.i)icm]; (x;), (A-bit shares over Z)
(Shiulth)le[m], <]i’ . ;lﬁ;>n ((X - log N)-bit shares over Z)
(ci = (ci0,¢i1))ieim)» An encryption under (k, N) of shg;
(c2uth = (c f%th,cf“lth))ie[m], An encryption of sh3uth
(cPt-auth (c%C a“th, Encryption of k - shg

~auth
") ieml»

(Cest, C2UEM), Encryptions of 1 and k
crs) : A random string in (Z/N¢Z)*4

1. For i € [r], le «— fi— fi(0,...,0) Linear part of affine function f;
2. Parse crs as crs = (crs; jp)ic)r] jeld),pel] € [Ve]tre

3. Initialise table TAB,, indexed by [r] x [d] x [d
TAB, [i][5][¢] will be used to store ([f{({z)1)]? - [fi(—=(x)0)])s

4. Initialise table TAB2“™ indexed by [r] x [d] x [d]
TAB2U*[;][5][¢] will be used to store (k- [f/((x)1)) - [fi(—(z)0)]")s

5. Compute the Enc(k - f/({x)o)) (for i € [r]).
ctj <= DJEHEval(ff, c§2, ., cgrauth)
6. Compute the Enc(f!((k-x)o)) (for i € [r]).
ct! « DJE.HEval(f/, 3", ..., cuth
7. Compute the Enc(f;(—(x)o)) (for i € [r]).
ct!’ < DJE.HEval(g;, c1, ..., Cn, Cest)
where ¢;: (X1,..., Xn, Ximt1) — fI(=X1,...,—Xp) + fi(0,...,0) - Xpp1

8. Compute the Enc(k - f;(—(xz)o)) (for 7 € [r]).

//l/ ext-auth ext-auth _auth
< DJE.HEval(g;, c§ ey Co ,can™)

9. Compute the (k- [f/((z)1)]}?)s (for 1 <j<i<7T).
For i =1,...,r do (in parallel):
(a) For j =1,...,d; do (in parallel):

(@)1, (za)1)) ifo=1

TAB,[i)][0] + {0 it o =0

(b) Set TAB2U™[§][1][0] to

Fl(sh3U", ... sh3sm) if o =1
Fl(sh3h, ... shg"tm) — k- fl(sho1, ... ,shom) ifo=0
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(c) For j =2,...,d; (sequentially), set TAB2U*"[;][5][0] to

Fl(sh3ufh, ... sh3uty - [f/(shy, ..., shy ;)]
+Mult(TAB [i][j — 1][0], TAB2U[i][j — 1][0], ct},crs; ;1) if o =1
—~Mult(TAB4 [i][j — 1][0], TAB3“™[4][j — 1][0], ct?, crs; ;2)

Mult(TABg[i][j — 1][0], TAB3“t[i][; — 1][0], ct}, crs; ;1)

—Mult(TABy[i][j — 1][0], TAB§"™"[¢][j — 1][0], ct/, crs; j.2)

10. Compute the (k- [£/({z) 1)} - [fi(—(2)0)]%)s (for 0 < j <i < r and £ € [d]).
Fori=1,...,r do (in parallel):
(a) Set TAB,[:][0][d;] to

0 if o =1
[fi(_ShO,h sy _ShO,m)]di fo=0

(b) Set TAB2Uth[3][0][d;] to

0 ifo=1
k- [fz'(—sh()’l, ey —Sh(),m)]di ifo=0
(c) For j =1,...,d; do (in parallel):
For £ =1,...,d; — j do (sequentially):

TAB, [i[j][£] « Mule( TAB, [i][7][¢ — 1],
TABZ[i][4][¢ — 1],
ct?,crs; j3)

TAB2Ut[3][§][€] < Mult( TAB,[i][4][¢ — 1],
TABZ"[i] [J)'] [¢—1],
et crs; ja

11. Compute (f(xz))s and (k- f(x))o.
e 30D o (1) (1R ARG~
r d; ) '
e S e (%) - (-t TABE L

12. Output (|ys], Lyf}“thj)

Fig. 5: Share conversion precedure for homomorphically evaluating functions of bounded War-
ing rank.

Core Lemma 1 (Correctness of share conversion procedure for bounded Waring rank). Let

14



A € N* be a security parameter, let (Apcr, () be parameters for the Damgard-Jurik-ElGamal
cryptosystem, let r,d be fized polynomials in the security parameter, and let f ="\ | a;- fz-di
be a integer-valued degree-d polynomial with Waring rank at most r (where f1,...,f, are
affine functions and oy ...,a, € Q), and consider the deterministic algorithm ShareConv of
fig. 5 parameterised by Damgédrd-Jurik parameter (. Let B be a bound on the coefficients of

the f;. For any inputs x1,...,x, € [0,B)™

Pr|y1 —yo=sk- f(z1,...,2n): (sk,yo,y1) & Sam(l)‘, (zi)i%q)

-1 4rd?(nB2*B)?
= (2T

when f(x1,...,x,) € Z, where the sampler Sam is defined as:

Sam(1*, (#:)icfm)) :

1. ((k,N),pk) & DJE.KeyGen(1*) 8. c@*2uth & D JE.Encpy(sk - sho,;)

2. shg; & [0,2*B) 9. crs & () NCZ)*rd

3. shy; < x; +shg 10. For o € {0,1},

4. s ha“th & 0,N-2'B) Yo < ShareConv (o, (s, f;, d )ze[r],

. Sh??ith —k-x;+ Sho’i (S Jz)ze[m] Eﬂ?az )ze[m]a

6. ¢; < DJE.Enc k(sho,) (c2)ie aut& () iem),

auth P auth (Cz ze[m]v crs)
7. " < DJE.Encpk(shgi™) 11. Output (sk,yo,y1)

We refer to appendix B.1 for the proof of core lemma 1.

4.3 Homomorphic Share Conversion: RMS Programs with Leading
Multiplication

Definition 7 (Restricted-Multiplication Straight-line Programs, adapted from
[BGI16]). A (single-output) restricted-multiplication straight-line (RMS) program is an ar-
bitrary sequence of instructions, each matching one of the following four:

— Loading an input into memory: (“Load”, g;,w;) // Instructing to load input w; into mem-
ory value/variable ¢;
— Add values in memory: (“Add”, yx, Ui, U Instructing to store the sum of memory
s Yks Yis Yj = .
values/variables ¢; and ¢; in memory value/variable gy,
— Multiply value in memory by an input value: (“Multiply”, Ji, W;, U Instructing to store
y Yky Wiy Yj S
the product of input w; and memory value/variable §; in memory value/variable gy,
— Qutput value from memory: (Output, 7, 7; Instructing to output the memory value ¢;
y I Yi g ) Y

We say a set of inputs is admissible to an RMS program with respect to bound B if all
memory values remain bounded by B

Algorithm Homomorphic Share Conversion: RMS Programs with Leading Multiplica-
tion, adapted from [CMPR23|

Given (X), (sk- X), Encek(v;), and Encg(sk - y;), compute (X - RMS(y1,. .., Y1)).
Requires: Mult is the algorithm of fig. 4. The scheme is additionally parameterised by
parameters N, (.
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ShareConvExtRMS( o, Party index

pk, Pk for the enc. underlying DDLog
11, An RMS program
sho, /] {X)q

shauth, /] (sk-X)_

(ci)iem)s // Encsk(yi) for i € [m]
(C?Uth)z‘e[m]v // Encg(sk - y;) for i € [m]
crs) // A (M -(-log N)-bit string

1. Parse crs as (crsj) e[ € (Z/NZ)M
Parse IT as a sequence of RMS instructions opq,...,opy,.
3. Initialise a vector MemShares, indexed by [M].

Used to store in position ¢ the memory value resulting from op,.
4. Initialise a vector MemShares2't" indexed by [M].

Used to store in position ¢ the authenticated memory value resulting from op,.
5. Forf4=1,...,M:

— If opy is of the form (“Load”, g;, w;):

N

MemShares, [j] < Mult(sh,, shf,“th, Ci, Crsy)

MemShares2*[j] «— Mult(sh,, sh2"t" c2uth crsy)

A~ A~

— If opy is of the form (“Add”, g4, 9, ;)

MemShares, [q] <— MemShares, [i] + MemShares, [j]

MemShares?“™[¢] < MemShares2"t"[i] + MemShares2“™"[}]

— If opy is of the form (“Multiply”, 94, Wi, ;)

auth

MemShares, [q] <— Mult(MemShares,[j], MemShares3"*" ], ¢;, crsy)

MemShares2U™[¢] <~ Mult(MemShares, [j], MemShares2“™[;], c2U™ crs,)

MemShares; [g] - DDLog( (cpre, ;. fst)MemSharesy(j]
,(CPRFi'snd)MemSharesa[j])

MemShares2'*"[g] +— DDLog,y ( (c2Ut".fst) MemShares3*™" ]
. (C?uth .snd) MemShares, [j] )

— If opy is of the form (Output, g;)
Yo < MemShares,|i]

6. Output yo

Fig. 6: Share conversion procedure for RMS programs with leading term.

Lemma 8 (Correctness of share conversion for RMS with leading multiplication,
adapted from [CMPR23]). Let A € N* be a security parameter, let 3, B = \°W) be bounds,
let II be a B-bounded size-M RMS program on n inputs, and consider the deterministic
algorithm ShareConvExtRMS of fig. 6 parameterised by Damgédrd-Jurik parameter (. For every
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X €[0,5) and all admissible inputs x1,...,x, € [0, B),

2MBB
NCT

Pr [y —yo = X - (a1, 2a)s (y0,0) € Sam(1, (w)iy)] = 1

where the sampler Sam is defined as:

Sam(1*, (Ti)icn)) :

((k,N), pk) & DJE.KeyGen(1*)
shy & [0,2*B)

7. c2uth & DJE.Encpi(sk - 2;)

crs & (Z/NCZ)M

shi € X & shoy e ComEXtRMS (ol L.
shauth & [0, N . 2)B) Yo < ShareConvExt i:;fth’ (c,')s‘ o
Sh?Uth —k-X +Sh0,i (Cguth’ 1)i€[n]>
¢i <& DJE.Encpy ()

&

i )ie[n]a CI’S)

S G o =

10. Output (yo,y1)
Lemma 8 follows from [CMPR23] (without using the formalism of staged HSS).

5 Privately Constrained PRF for Bounded Dual Waring Rank

We are finally ready to present our construction of a privately constrained PRF for con-
straints with polynomially bounded degree and Waring rank. As the main intuition behind
the constructions and its security were already provided in the introduction, we only provide
the formal protocol description and formal theorem statement here.

—1 PCPRF Bounded Dual Waring-rank constrained PRF

Requires:

— r and d are fixed bounds on the Waring rank and the degree of the dual constraints

— DJE is the cryptosystem of fig. 1

— ShareConv is the algorithm of fig. 5

- C C {0,1}™ — {0,1} is a class of constraints whose dual have Waring rank at
most r and degree at most d; namely Encode: C — {0,1}"™ is an encoding function,
¢t = {C,: {0,1}™ — {0,1},C — C(z)} is the dual class of C, and Decompose is a
deterministic function mapping each C, € C* to one of its Waring-rank-r decompo-
sitions (av, di, fi)ic|r-

— PRF: {0,1}" x {0,1}* — [0,2") is a PRF which can be expressed RMS program of
polynomial size M.

— ShareConvExtRMS is the algorithm of fig. 6.

CPRF.KeyGen(1%) :

(sk = (k,N), pk = (g, h, N)) & DJE.KeyGen(1*)

kprr = (kPRF.1, - - -, kpREA) < {0, 1}

Cest & DJE.Encyy(1)

Cg:tth & DJE.Encpk(k))

For i € [m]:

— sho; € [0,2%) // (Cy)o (A-bit share over Z)

— sh3uth &[0, N2Y) // (k- Ci)o (A +log N)-bit share over Z)

c; & DJE.Encpk(sho;) // Enco((Ch)o)
— Ut & DJE.Encp(shd") |/ Enco((k - Ch)o)

AN
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— otauth & D JE Ency(k - shos) /) Enco(k - (C)o)
6. For i e [\:
— cprr.; & DJE.Encpk(kprr.i)
- CEX'%Fal;th DJE. Encpk(k kPRF Z)
7. crs = (crsy, crsp) & (Z/NCZ)* x (Z/NCZ)M |/ A uniformly random string.
8. Output msk < ( sk, kpRrr, Cest, 25,
(Sh() i ShSL{Lth7 ¢, c?uth C¢Xt_aUth)i€[m}7

)
th
(CPRF“CPRFl; )ze[A]’

crs)
9. Output msk

CPRF.Eval(1*, msk, z) :

1. Parse sk < (k, pk)
2. (i, dy, fi)ie|r) < Decompose(Cy)

3. Parse msk = ( sk, kpgrF, Ccsta Ccstth’
th t-auth
(ShO l)ShOZ 76176311 7CZ¢X ad )’iG[m]7

ext-auth
(CPRF,is CRREG " )ic[A]s

crs = (crsl,chQ))
4. (Go, y3"th) < ShareConv( 0, k,
(o, fiadi)ie[rr],

5. yo < ShareConvExtRMS(0, N, PRF, 75, 73", (¢i)icim)» (P2 ™)), crs2)
6. Output yg mod 2#

CPRF.Constrain(1*, msk, C) :
1. C=(Ch,...,Cp) < Encode(C)

2. Parse msk = ( sk, kpRrr, Cest, c28"
auth th t-auth
<Sh0 2 hOz 7CZ7C?U 7Cz¢X ad )iE[m]7
auth
(CPRF.i» CRRE S iclN]:

crs)
3. Fori € [m],
— Shll (—C —|—Sh01
o Shauth sk - C + shauth
4. ck ( pk, Cest, 2N

cst
(Sh1 i Sh?ulth, ¢, C?uth7 C;?Xt_amh)z’e[m})
(CPRF i CPRF l;th)ze[)\]a
crs)
5. Output ck

CPRF.CEval(1*, ck, ) :
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auth
cst ’

1. Parse ck = ( pk, Ccst, 2

th t-auth
(Shllushlz 7(%7C?u ’(fx au )iehnb
th
(cPRF,i: CRRES )ie[A]s

crs = (crsy, crsy))
2. (7, 734t") < ShareConv( 1, 1,
(v, fird )ze[r]a
shy l)zE[m]»

auth
shy; )Ze[m]v

(

(sh

(ci

(Cza )ze[m]a
(c

(

crsl)

3. y1 < ShareConvExtRMS(1, N, PRF, 71, 73", (¢i)icim): (P2 ™) icpm), crs2)
4. Output y; mod 2#

Fig. 7: Privately Constrained PRF for any class of constraints whose dual have (polynomially)
bounded Waring rank and degree.

Main Theorem 1 (Privately Constrained PRF for Bounded Dual Waring Rank from DCR).
Let C be any class of constraints whose duals all have Waring rank and algebraic degree upper
bounded by some polynomials in the security parameter. The construction of fig. 7 is a single-
key, selectively secure privately constrained PRF for C.

We refer to appendix B.2 for the proof of main theorem 1.

Corollary 9 (Privately Punctured PRF from DCR). Assuming DCR, there ezists a
single-key, selectively secure, privately punctured PRF.

Proof. As already discussed in the technical overview, the puncturing constraint can be ex-
pressed with a polynomial of bounded degree and Waring rank. More formally, the class of
puncturing constraints is’

C:={Cyp:{0,1}" = {0,1}, 2 x = 2" | 2* € {0,1}"}
and it coincides with its own dual class
L={C,: {0,1}" = {0,1}, 2" — z = z* | z € {0,1}"}

We show that the puncturing constraint C, can be expressed as a polynomial of degree
n in the bits of z*: We can define a function A, that counts the number of common bits
between x,z* and rewrite the puncturing constraint as a the product of these terms, and
then normalize it by the max value of this polynomial to ensure that C,(z*) = 1. More

9 Remember we want C(x) = 0 for authorized inputs, and C(z) = 1 for constrained inputs.
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formally:

Co(27) = Z(wi = i) = n]

n—1
— H(A;p(x*) —1) = 0] where A,: {0,1}"* — 7

L i=0 "
(Xi)ien) = Z(ﬂfi =X;)
=1

[ n
_ zai-wwi] /)

Li=0

n - '

S pr
i=0

where the (a;)?, are the coefficients!® of the degree-n polynomial H?:_Ol (X — i) . In this
form, the dual of puncturing clearly has Waring rank at most n. O

6 Waring Rank

In this section, we provide some background on Waring rank and prove some results that
are useful for our construction. We will relax the homogeneity condition and define Waring
rank for polynomials of degree at most d.

Definition 10 (Waring Rank and its variants). Let f € Q[X1,..., Xn] be a polynomial
of degree d € N. In the following, let fi,..., fryg1,...,9» € Q[X1,...,Xn]| denote affine
functions'! and o, ..., 0 € Q.
— The Waring rank of f is defined to be the smallest integer r € N such that there exists
affine functions f1,..., f, and coefficients a, ..., a, satisfying

r

FXa L XN) =D ai(fi(Xa,.. Xw)"

i=1
We will refer to the set {(f1,a1),...,(fr,n)} as a Waring decomposition of f of rank r.
— The Mixed-degree Waring rank of f is defined to be the smallest integer r € N such that

there exists affine functions fi,..., fr and coefficients aq, ..., a, satisfying
T
f(Xq,...,XN) = Z o (fi(X1, ..., XN))%, where each 0 < d; <d.
i=1
We will refer to the set {(f1,d1,01),...,(fr,dr,)} as a Mized Waring decomposition of
f of rank r.
— The Split Waring Rank of f is defined to be the smallest integer r € N such that there
exists affine functions f1,..., fr and g1, ..., 9, and coefficients ay, ..., q, satisfying

f(le"‘vXN) - Z (673 (fl(Xl)aXN/Q))dl : (gi(XN/Z—l-l)’"aXN))eiv
=1
where for each i € [r], di,e; > 0 and (d; + e;) < d. We will refer to the set
{(f1,91,d1,e1,00), ..., (frsgr,dr,er,,)} as a Split Waring decomposition of f of rank
r.

10 Note that these coefficients can be computed in polynomial time.
1 YWe allow affine (instead of linear) functions here because we are concerned with representing inhomogeneous
polynomials 7.
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An example. We give two simple examples of Waring decomposition for concreteness.

1
X1 Xy = Z(X1+X2)2 (X1 — X,)?

1
4

1 1
XXXy = o (Xa+ Xo + X3)? — o (X1 + X = X3)?

—2i4(X1 — Xy + X3) — ;Z(—Xl + X5+ X3)?
At first sight, it is unclear whether the Waring rank of every degree < d polynomial is finite.
However, extending the above examples, it is not difficult to show that every monomial of
degree < d has a finite Waring rank, and this shows that every degree < d polynomial has a
finite Waring rank (using the fact that monomials of degree < d span the space of polynomials
of degree < d). For a proof of this see e.g., [Teild].

Relation Between Notions. We will first show that for a polynomial f of degree d, the Waring
rank, Mixed Waring rank, and Split Waring rank are equivalent up to poly(d) factors, i.e. if
f has a low-rank Waring, Mixed Waring, Split Waring decomposition, then it has a low-rank
Waring, Mixed Waring, and Split Waring decomposition (see Lemma 12). To show this, we
will use the following lemma.

Lemma 11. Let {1,053 € Q[ X1, ..., Xn]| be affine functions. For any dy,ds € N, the Waring
rank of Eclll -EgQ is < (di +da+1).
Proof of Lemma 11. Consider the following univariate polynomial:

A(t) == (0(Xq, ..., XN) + t-lo(Xq,..., X)) BT

Note that coefficient of % in the univariate polynomial A(t) is exactly (dl:lrldQ)EClh ng. Using
interpolation on A(t), we can express each coefficient of A(¢) as a linear combination of eval-

uations of A(t). More precisely, there exists coefficients co, . . ., ¢4, +4, such that the following
holds:
d1-+d2 d1+ds
coefficient of % in A(t) = Z cjA(j) = Z ci(ly + jlg) itz
J=0 §=0

So we have expressed the coefficient of 192 as a sum of the (d; + do)™ power of (di + ds + 1)
affine functions. As noted before, the coefficient of % in A(t) is a non-zero scalar multiple of
(01(X1,..., XN))% - (£a(Xq,...,Xn))%. This completes the proof of Lemma 11. O

Now we are ready to show that the ranks are equivalent up to poly(d) factors.

Lemma 12. Let f € Q[X1,...,Xn] be a polynomial of degree < d. If any one of the Waring
rank/Mized Waring rank/Split Waring rank of f is < r, then the remaining two are at most
O(rd?). In simple words, all three ranks are equivalent up to a multiplicative factor of poly(d).

Proof of Lemma 12. We start by observing that if f(X,..., Xx) has Waring rank r, then it
has Mixed Waring rank < r (every Waring decomposition is also a Mixed Waring decompo-
sition). We now show that if f has Waring rank r, then it has Split Waring rank < r(d + 1).
Suppose f has a Waring decomposition {(f1,a1),..., (fr, @)} of rank r, then we “split” each
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affine function f; as a sum of two affine functions f; 1 and f;2 on disjoint sets of variables,
i.e.

filX1, ..., XN) = fir(X1,o o, Xny2) + fio(Xnjaprs - XN).

Using Binomial Theorem on f& = (f;1 + fi2)¢ for each i € [r], we have,

d

(fi(X1,..., Xn))?* = Z <;i> (fin (X1, ... Xn2))V - (fio(Xnjagas -, X))

j=0

This gives us a Split Waring decomposition of f of rank < r(d + 1).

Suppose f(Xi,...,Xn) has Mixed Waring rank r. We will now argue that f(Xq,..., Xn)
has Waring rank < r(d + 1). Suppose f has a Mixed Waring decomposition
{(f1,d1, 1), ..., (fr,dr,)} of rank r. Define the polynomial A(X1,..., Xy, Z) as follows:

AXy,..., XN, Z) = Z o (fi(Xl,...,XN))di . zd=di, where each 0 < d; <d
i=1

Applying Lemma 11 on fid" - Z9=4i for each i € [r], we get that A(Xy,..., Xy, Z) has a
Waring decomposition which has r(d + 1) affine functions in Q[X1, ..., Xy, Z]. Observe that
A(Xy, ..., XN, 1) = f(X1,...,XN). Setting Z = 1 shows that f(Xi,...,Xn) has Waring
rank < r(d+1).

Suppose f(Xi,...,Xy) has Split Waring rank r. We will now argue that f(Xi,..., Xn)
has Waring rank < 7(d + 1)2. Suppose f has a Split Waring decomposition
{(fi,91,d1,e1,01), ..., (frygr,dr,er,a,)} of rank 7. Applying Lemma 11 on fzdzgfz for
each ¢ € [r], we get that the Mixed Waring rank of f(Xi,...,Xn) is < Y7 (di +e; + 1).
Now using the discussion from the previous paragraph, we conclude that the Waring rank of
f(X1,..., XN)is < (d+1) Y0, (d; + e; + 1), which is < r(d + 1)2.

To finish the proof, we need to argue that the Mixed Waring rank and the Split Waring rank
are equivalent. If f has Mixed Waring rank < r, then it has Waring rank < r(d + 1), which
implies it has Split Waring rank < r(d + 1)2. Similarly, if f has Split Waring rank < r, then
it has Waring rank < 7(d + 1)2, which implies it has Mixed Waring rank < 7(d + 1)2. This
finishes the proof of Lemma 12. O

The next lemma shows that if two polynomials have a small Waring rank, then their product
also has a small Waring rank.

Lemma 13. Let f,g € Q[X1,..., Xn] be polynomials with Waring ranks (resp. mized-degree
Waring ranks) r¢ and ry. Then the polynomial fg has Waring rank (resp. mized-degree Waring
rank) < ryrg(deg(f) + deg(g) +1).

Proof. Suppose f and ¢ have Waring decompositions {(fl, 1)y (frps arf)} and
{(gl, at),. s (Gry, arg)} of ranks 7; and r4 respectively. Then,

f(Xl,...,XN) ‘g(le---;XN) = Z azﬂi (fi(Xl,...,XN)deg(f) . (gi(Xl,...,XN))deg(g).
1<i<ry
1<j<ryg

Now applying Lemma 11 on ffeg(f)g?eg(g) foreach 1 <i <ryand 1 < j < ry, we get that
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the Waring rank of f(Xy,...,Xn) - g(X1,...,Xn) is < rprg(deg(f) + deg(g) + 1).

An analogous argument shows that if f and g have Mixed Waring rank ry and 7y, then
f(X1,..., XN) - g(X1,..., Xn) have Mixed Waring rank < ryr,(deg(f) + deg(g) + 1). This
finishes the proof of Lemma 13. O

Theorem 14 (Duality). For every d,r € N, there exists an encoding p : Q[X1,..., Xn] —
QM of all polynomials f € Q[X1,...,Xn| with deg(f) < d and Waring rank < r, where
M = (r + 1)N.

Additionally, for every (z1,...,zy) € QN, there exists a polynomial Gz1,zn € QY1, ..., Y]
of degree < d such that ga, ... «n(p(f)) = f(x1,...,2N), and Waring rank of gq, .. zyn 15 < T.

Proof. We first describe an encoding p. Suppose f is a degree < d polynomial with Waring

rank < r, with the following Waring decomposition!?:

T

FXa o Xn) = > i (fil(X1,. ., X)), (2)

i=1
where for every i € [r], the affine function f; € Q[X1,..., Xn] is

fi(X17-~-7XN) = Ci,0+ci,1X1+---+Ci,NXN- (3)
The map p maps f(X1,..., Xy) to QM as follows:

p(f(Xl, v ,XN)) = (CI,O; «e s CI Ny -5 Cr0y - - 7CT,N)-

In simple words, p simply maps f to a M-dimensional vector which has all the coefficients
of every affine function f; in a (fixed) Waring decomposition of f of rank r.

Next we describe the polynomial g, . ... Fix an arbitrary (zi,...,2n5) € QN. For each
i € [r], define a new polynomial f; € Q[Xi,...,Xn][Y1,..., Y] (ie. f; is a polynomial in
Y -variables with coefficients from the ring Q[X7,..., Xn]) as follows: We replace ¢; ; with
the variable Y(;_1)(n41)4(j+1)- In other words, for each i € [r],

filXa, oo, XN, Y, V) = Yoyver + YoyveeXa + oo+ Yo v v X
Similarly, using Equation (2), let f= S f;. Observe that f;’s have degree 1 in the Y

variables, and f is a polynomial of degree < d in the Y variables.

Define the polynomial gy, . 2, € Q[Y1,..., Y] as follows:
gIl _____ acN(Y17--~7YM) = f(xl,...,xN,Yl,...,YM).

By definition, f(z1,...,zn,p(f)) = f(z1,...,2n), which implies that gy, . ., (p(f)) =
f(x1,...,xN). Since the degree of f in Y-variables is < d, this implies that the degree
of gzy,...zy 18 < d. Now it remains to show that the Waring rank of g,, . is < r. Using
Equation (2), it is easy to verify:

TN

oy (V1o Yar) = D o filmr,. ooy, Ya, .., V).
i=1

Note that for each i € [r], the polynomial fi(zl, s N, Y1, Yy) € QYL Yy ds an
affine function. In other words, we have given a Waring decomposition of f of rank r. This
finishes the proof of Theorem 14. O

12 If there are multiple Waring decompositions of f, we choose one decomposition arbitrarily.
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Supplementary Material

A More Preliminaries

A.1 Damgard-Jurik-ElGamal encryption scheme

Definition 15 (Decision Composite Residuosity Assumption (DCR), [Pai99]). Let
RSA.Gen be a polynomial-time algorithm which, on input a security parameter X\, outputs
(N, p,q) where p and q are \-bit primes and N = pq. Let A be a security parameter. We say

that the Decision Composite Residuosity (DCR) problem is hard relative to modulus-sampling
algorithm RSA.Gen if

{(N, IE); (N,p, qu i RSA.Gen(lx\> }

Qe

(Z/N27)* x & (Z/N2Z)%

N ® RSA.Gen (1%
{(N,xN mod N?): (N.p, q) <= RSA.Gen( )} .
Theorem 16. Assuming DCR, Damgdrd-Jurik-ElGamal encryption fig. 8 is a public key
encryption scheme satisfying correctness and KDM security for affine functions of the key.

Specifically, the following properties hold:

Correctness: DJE.Decy(DJE.Encp(z)) = z, for any (sk, pk) in the support of DJE.KeyGen,
and any x € Z/NCZ.

KDM Security: For all p.p.t. adversaries Adv, the oracles OKP by pk R and Osk kg 0T€ indis-
tinguishable in the following experiment

(sk, pk) & DJE.KeyGen(1*)
OKDM
output AdvskekR/$ (pk)

where these oracles are defined as

O;E(Dp'\l:IR(x y) OLT(DP'\S $($7 y):
(k,N) < sk (k, N) « sk
2z -k+y & 7Z/NCZ
return DJE.Encpi(2) return DJE.Encp(2)

Proof. This is very similar to many previous encryption schemes used in HSS and proven
KDM secure in that context. See, e.g., the Damgérd—Jurik instantiation of the NIDLS frame-
work [ADOS22|), though details differ, as we do not require p and ¢ to be safe primes. For
completeness, we present a full proof in appendix A.2. O

— DJE Damgéard-Jurik-ElGamal Cryptosystem

Requires:

— (¢ > 1 is a parameter defining the plaintext size.
— Group isomorphism exp: (Z/NSZ)* — 1+ N(Z/N*t1Z) and its inverse log: 1 +
N(Z/NHZ) — (Z/NSZ)T, as defined as in [RS21]:

¢ (Nx)k < x
exp(z) = Z x and log(l1+ Nz) = Z
k=0 ' k=1




DJE.KeyGen(1%): DJE.Encp():

Parse pk = (g, h, N)
Sample r & [0, N)
Compute ¢y < g"
Compute ¢; < h" - exp(x)
Output ¢ = (¢, ¢1)

Sample N & RSA.Gen(1%)

Sample k & [0, N)

Sample g & (Z/NSH17)*

Compute h « g~*

Output (sk = (k, N), pk = (g, h, N))

ANl
CU L=

DJE.DeCSk(C = (Co, Cl)):

1. Parse sk = (k, N)
2. Assert cf-c; =1 mod N

3. Output z «+ log(ck - ¢1)

Fig. 8: The Damgard-Jurik-ElGamal cryptosystem.

A.2 Damgard-Jurik-ElGamal Cryptosystem Proofs
Correctness is straightfoward from the definitions:
DJE.Decg (DJE.Encpk()) = DJE.Decg(g”, (¢7")" - exp(z))
= log(¢"" - (¢7")" - exp())
= log(exp(z)) = =

A.3 DCR over (Z/N¢t17)*

Before proving security, we will need a lemma to extend the DCR assumption to the group
(Z)NSHZ)* that we are actually working over.

Lemma 17. Assuming DCR, for any plaintext size parameter ¢ > 1 (which in general can
be any polynomially-bounded PPT function of N ), we have

{(N, x): (N,p,q) & RSA.Gen(lA)}

Qo

& (Z/NSHZ)*

$ A
(N, N od NEHL. (N,p,q) <; RSA.Gen(1%)
z ¢ (Z/NHZ)>

Proof. The following is an adaptation of the proof of security for Damgard—Jurik encryption
[DJO1]. Define hybrid distributions H; for i € {0,...,(} as follows:

2, = {(N, gy (N,p,q) & RSA.Gen(l’\)}

x & (Z/NHZ)*
Clearly, Ho and H¢ are our original left and right distributions, respectively.

To complete the proof, we must show that H; ~ Hi+1 for all i. First, write x = y - exp(N7)
for random y & (Z/N<H1Z)* and r & Z/NCZ. Notice that x only depends on y through
y mod N2, because exp(Nr) randomises the coefficients of N? and all higher powers in the
N-adic expansion of z. (That is, exp(N7) outputs a uniform element of 1 + N?(Z/N¢+17Z).)
Therefore, by DCR it is indistinguishable to set y = 3V, where ¢/ & (Z/NH1Z)*. Finally,
let 2/ = ¢/ exp(r). We now have

’ ¢ i i+1 i1
2N = (yexp(Nr)N' = (/N exp(Nr))N' = (¢ exp(r)V =2V,
where the distribution of 2’ is uniform on (Z/NC‘HZ)X, 0
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A.4 KDM Security

Recall that we want to show that the following oracles

KDM ]
Oﬁ(?pl\lf,R(x> y): Osk,pk,&?(x’ y)
(k,N) + sk (k,N) < sk
z—x-k+y =& 7/NCZ
return DJE.Encpi(2) return DJE.Encpi(2)

are indistinguishable to a PPT adversary who is given pk but not sk. Here, sk = (k, N) and
pk = (g, h, N) are sampled by generating a random k < [0, N) and g & (Z/N¢*1Z)*, then
setting h < g~*. We present a hybrid proof, starting with the real KDM oracle and ending
at the random KDM oracle:

Hi.

Ho.

. Rewrite

Sample g instead as g = ¢’V°, where ¢ & (Z/N¢t1Z)*. This is indistinguishable by
lemma 17.

Whenever Enc samples r from [0, N), sample 7 from [0, NS*12}) instead. Note that r
only matters modulo the order of g in (Z/N¢*1Z)* and the order of g must divide
©(N) = (p — 1)(q — 1) because g is a perfect N¢th power. Therefore, this change is
statistically indistinguishable because both distributions for r are exponentially close to
uniform modulo ¢(N):

N¢H12X mod o(N)
NE+HI2A

N mo;(p(N) = p+](\17— L O(N_%) and < N=%27%

. Use lemma 17 to change g back to being sampled as g & (Z/N¢H17Z)%.
. Sample s < [0, N¢) and add ¢(N)s to r inside Enc. That is, Enc will now calculate

co  g"TPWMVs and ¢; + hHP(N)s L exp(2). This is statistically indistinguishable because
g p Yy g

N)N¢ _
%C-&-)IQA < 2 >\'

r is sampled from a much wider range than this shift:

OKDM

ck.pk, 2 S follows, to avoid using sk:

Ol(kl?pl\lil,R(xa y)
(9, h, N) < pk
r &[0, NSH2Y)
s &[0, N¢)
co gr—i-cp(N
o1 el
return (co, c1)

s

- exp(x)
-exp(y)

s

)
)

To see why this is indistinguishable, let . = log(g¥™)) and notice that —k-u = log(h?™).
Therefore, ¢cg = ¢g"exp(u - s) and ¢ = h"exp(—k -u-s+ x - k + y). With probability
1 — N! we have v Z 0 mod N, so we can substitute s = (s’ + v~ 'z) mod N¢ to get
co =g exp(u-s +x)and ¢ = h" exp(—k - u- s’ +y). Finally, changing back from exp(u)
and exp(—Fk - u) to ¢*WN) and h¥(N) | and renaming s’ to s, gives the new KDM oracle
above.

. Undo the changes from H4, to remove s from the KDM oracle.
. Once again, let g = g’Ng, where ¢ & (Z/N¢T1Z)*. This is indistinguishable by lemma 17.
. Sample k from [0, NT12") instead [0, N). This is statistically indistinguishable for the

same reason as in Hg, as k is now only used to compute h = g,

. Again, use lemma 17 to change g back to being sampled as g & (Z/N¢H17Z)%.
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Hio.

Add ¢(N)u~! mod N¢ to k when computing h, where u = log(¢g#™). That is, now
h = g kteWV Tt = g% exp(1). This is statistically indistinguishable for the same reason
as Hy.

. Again, use lemma 17 to set g = ¢’V*, where ¢’ & (Z)NSH7Z)*.
His.

Reintroduce s into the KDM oracle.!® That is, sample s <- [0, N¢) and add ¢(N)s to 7.

This is statistically indistinguishable for the same reason as H4. Because the order of g
divides ¢(N) (as g is a perfect NSth power), we have

co = g™ exp(x) = g” exp(x)

c1 = h" TP Cexp(y) = g7 - exp(p(N)s + y).

Hi3. Replace y with y/ & Z/NCZ. To show indistinguishability, substitute s = (s'+@(N) ' (3 —
y)) mod N¢, so that now ¢; = ¢g~*" - exp(¢(N)s' + /). And sampling s’ < [0, N¢) is an
equivalent distribution to sampling s uniformly.

Hi14. Now that y has been replaced with random, undo hybrids Hi1o—H;. We are now have a
distribution equivalent to Oil?pl\lf, p» except that it ignores y and replaces it with a uniformly
sampled /.

H15. Notice that sampling y' < Z/NSZ and computing z « x - k + 3 is equivalent to just
sampling z <& Z /NCZ, as the y/ works as a one-time pad. Making this change, we are now

KDM
at Osk,pk,$'

A.5 Distributed Discrete Logarithm

DDLOG Damgérd-Jurik Distance Function [RS21]

DDLogy (h € Z/NH17Z):

Compute and output z + log (%) € Z/NCZ

Fig.9: |RS21)’s distributed discrete logarithm for the Damgérd-Jurik cryptosystem [DJO1].

Lemma 18 (Distributed Decryption). If we have shares over Z of (x)1 — (z)o = = and
(k-x)y —(k-x)o=k-x, then

DDLogN(cékwth)l) - DDLogN(cék'z>Oc§$>O) =z-y mod N¢

always holds, for every choice of plaintext size ( > 1, key pair (sk = (k,N),pk) €
Supp(DJE.KeyGen(1%)), plaintezt y € Z/NCZ, ciphertext (co,c1) € Supp(DJE.Encpk(y)), and
scalar © € Z/NCZ.

Proof. Taking the ratio of the inputs to DDLog, we get

(kx)1 (x)1
S M ch®c¥ = exp(DJE.Decg(co, ¢1))® = exp(z - y).
Cék-x>oc§x)o

The second and third equalities are from the definition of DJE.Dec and the correctness of
DJE, respectively. The inputs to the DDLogs are therefore multiplicative shares of exp(z - y),
which, by [RS21, Theorem 18], makes the outputs of the DDLogs additive shares over Z/N¢Z
of x - y. O

13 We couldn’t have kept s there the whole time, because the use of o(NN) would interfere with using lemma 17
to change how ¢ is sampled.
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Lemma 19 (Adapted from [RS21, Lemma 19]). For all moduli M > 1 and all modulo
M shares (x)g, (x)1 € Z/MZ of some x € Z, we have

Pr |({(x)1 +7) mod M — ({(z)o + 1) modM:af} —max( —J;lh,O).
r&2/MZ N

B Proofs

B.1 Proof of core lemma 1

The proof of core lemma 1 boils down to proving that all the comments in the pseudocode
of ShareConv are invariants holding with all but negligible probability.
These claims are:

For i € [r]: ct; € Supp(Enc(k - f!(sho1,--.,shom))) (4)
For i € [r]: ct] € Supp(Enc(f;(s S“lth, e a“th))) (5)
For i € [r]: ct” € Supp(Enc(f;(—sho1,--.,—shom))) (6)
For i € [r]: ct]” € Supp(Enc(k - fi(—sho1, ..., —shom))) (7)
For i € [r], j € [0,d;], and ¢ € [d; — j]:
TAB: [i][][6] — TABo[d][j][¢] = [f{(sh1,1, - shum)l - [fi(=sho,, ..., —shom)]* (8)
For i € [r], j € [0,d;], and ¢ € [d; — j]:
TAB3U™[][5][¢] — TAB""[i][5][€] = k - [f{(sh1,1,-.,shim)] - [fi(=sho,.- ., —shom)]* (9)
y1—yo = flz1,...,2n) (10)
yRuth _gauth — ko f(ay, ... @) (11)

Note that egs. (10) and (11) imply our desired equalities, because if y; — yo € Z then |y | —
Lol = y1 — o
Let us now prove that these invariants all hold with the desired probabil-
ity. We do this by first establishing a sequence of problem-reducing implica-
tions between these various statements. First observe that for all i € |[r],
‘f(sh(),l, A ,Sho’m)‘, |f/(Sh071, ... ,Sh()’m)‘, ‘f(ShLl, . ,Shl’m)‘, |f/(Sh171, ... 7Sh1,m)‘ <m- B -
A. B. In particular, because k < N, k - |f(sho1,---,shom)|,k - |f'(sho1,---,shom)|,k -
|f(shi1,.--sshim)| k- |f/(shit,...,shim)| <N -m-B-2*. 3.

1. Equations (4) to (7) hold unconditionally for all i € [r]. For each i € [r], egs. (4)
and (5) holding (with probability 1) follow directly from linear homomorphism of the
Damgard-Jurik-ElGamal encryption scheme. Equations (6) and (7) also follow from linear
homomorphism, with the observation that g;(sho1,...,shom,1) = f/(sho1,-..,shom) +
fi(O, ceey 0) = fz‘(ShOJ, AP ,Sho,m) (fOI‘ eq. (6)) and gi(kz . Sh071, ey k - Sh(),m; k) = fll(k
Sh071, ceey k"Sth)—i—fi(O, cee O)k = k‘-(fi(sho,l, - ,Sho,m)—f(o, RN 0))+f(0, RN O)k‘ =
k- f(sho1,...,shom) (for eq. (7)).

2. Foralli € [r], if j =0 and £ = d;, egs. (8) and (9) holds unconditionally. This
is true tautologically for all i € [r] because TAB[i][0][d;] is defined as 0 and TAB[#][0][d;]
is defined as [fi(—shg.1, ..., —shom)]%, and because TAB3“[i][0][d;] is defined as 0 and
TABRU™M[i][0][d;] is defined as k - [fi(—sho 1, . . ., —shom)]%.
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3. If £ =0, eq. (8) holds unconditionally for all i € [r] and j € [d;]. If { =0, then
eq. (8) is true tautologically for all i € [r] and j € [d;] because TAB;[i][j][0] is defined as
[f!(sh11,...,sh1 ;)7 and TABg[i][4][0] is defined as 0.

4. If £=0 and j =1, eq. (9) holds unconditionally for all i € [r]. For all i € [r],

TAB[1][0] — TABR™ [L[0] f/(shiP, ..., sh3h) — F(sh3sh....shieh)

+ k- f-’(sho’l, oo oySho.m)

—f (shauth Shatjlth7 B shauth shauth)

+ k- fl(sho1,---,shom)
=flk-z1,....,k-xp) + k- fi(sho1,...,shom)
=k fl(x1,...,2n) + k- f{(sho,l, ..,Shom)
=k - f{(sh1,1 —sho1,...,sh1m —shom)

+ k- fl(shoq,-..,shom)
=k - fl-’(shljl, ooy shim)

by linearity of f/ and the facts that shy; —shg; = x; and shaUth hauth =k - x;. Hence
eq. (9) holds unconditionally for all i € [r] is (j,¢) = (1,0).

5. If £ =0, then for all i € [r] and j € [2,d;], if eq. (9) holds for (i,5 —1,£ =0)
then it holds with probability at least 1 — 4(nB2*B)¢/N<~1 for (i,j,£ = 0). For
all i € [r] and j € [2,d;], if we assume eq. (9) hold for (i,j — 1,¢ = 0) then, because , the
following hold with probability at least 1 — 4(nB2*3)?/N<~! by lemma 6 (using eqs. (4)
and (5)):

-I—ABauth[ H ][O] TABauth[ H ][ ] fz( ?ulth7 .. haUth) . [f/(shl 1ye-- Shl m)]jil

+Mu|t(TABl[][] — 1][0], TAB3U[4][j — 1][0], ct}, crs; j.1)
— Mult(TABy [i][j — 1][0], TAB3U™[4][j — 1][0], ct/, crs; j.2)
— Mult(TABy|[i][j — 1][0], TAB3“[4][j — 1][0], ct}, crs; j.1)
+ Mult(TABoli][j — 1][0], TABS*™[d][j — 1][0], et/ crsy j2)
=f(sh3*™, ... sh3i) - [ff(sh11, ... shim))

[
+ [fl(sh11s .- sshim)P ™ k- fl(shot,- -, shom)
— [fi(sh11, ..., shim)]™
=[f/(sh11,...,sh1,m)] "
[ (s34, sh3%eh) + k- fi(sho, .- - shom) — f{(sh@™, ..., sh3'm)]
=[fi(sh11,... ,shLm)]J 1
fik-z1, ... k) + k- fl(sho1,- .. shom)]
=[fi(sh11,... ,shlym)]j_1
k- fl(z1 +sho1,..., 2 +shom)
=k - [fl(sh11,...,sh1m)

( Sulth’ N hauth)

6. For alli € [r], j € [d;], and £ € [d; — j], if egs. (8) and (9) hold for (i,j,£—1)
then they hold with probability at least 1 — 2(nB2*B3)¢/N¢~1 for (i,5,£ — 1).
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Let (i,4,¢) € [r] x [d;] x [d; — j] and assume eqs. (8) and (9) both hold.

By lemma 6 (and using eq. (6)), with all but probability at most 2(nB2*3)¢/N¢~1:

TAB: [i][4][¢] — TABoli][j][€] =Mult(TAB.[d][j][¢ — 1], TAB**"[i][5][¢ — 1], ct{", crs; )
— Mult(TABy [i][§][¢ — 1], TAB2U™[3][4][¢ — 1], ct/’ crs; j3)
=[f!(sh11,-..,shim)) - [fi(=sho1, ..., —shom)]“ L fi(=sho1, ..., —shom)
=[f/(sh1.1,- - sh1m)? - [fi(=sho1,- .., —sho.m)]

which is to say eq. (8) holds for (i, 7, ¢).

Similarly, by lemma 6 (and using eq. (7)), with probability at least 1 — 2B/N¢:

TAB"[d][4][¢] — TABG"*"[4][5][(] =Mult(TAB[i][j][¢ — 1], TABI**"[][5][¢ — 1],ct}” crs; j4)
— Mult(TABy [4][§][¢ — 1], TAB3U*[i] [5][¢ — 1], ct!”, crs; ;1)

:[fi'(shm, e ,Sh1’m>]j . [fi(—sh()’l, ey —Sh()’m)]g_l k- fi(—shojl, ey —sk

=k - [fi(shi,1,- - shin)) - [fi(=sho, .., —shom)]
which is to say eq. (9) holds for (i, 7, ).

7. If, for all i € [r], j € [d;], eq. (8) holds for (i,5,£ = d;—j), then eq. (10) holds.
Assume eq. (8) holds for (i,7,¢ = d; — j) for all (¢,7) € [r] x [d;], then

r d; ] '
Y1 — Yo = Zl Zlai : (C;Z> (=1)% - (TAB1[][j][ds — 5] — TABold][j][di — 4))

=>_ D o <?> (=1 [fi (s shim)l - [fi(=sho, -, —sho )] %

= Z (o7 (fi/(Shl,lv e ,Shl,m) — fi(—Sh(),l, PRI —Shoym))di

That is to say, eq. (10) holds.

8. If, for alli € [r], j € [d;], eq. (9) holds for (i,j,£ =d;—j), then eq. (11) holds.
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Assume eq. (9) holds for (i, 7,¢ = d; — j) for all (¢,7) € [r] x [d;], then

o4 . .
yf”th o ysuth :Zzai . <le) . (_1)@*] . (TABiuth [Z][j] [dz _]] _ TABSUth[i][j] [dz _]])

i=1 j=0

r d; )
=D o (il> A(=D)% k- [f(shua, - shym)) - [fi(=sho, . ., —shom)]%

i=1 j=0

r
d;
=k - Z Qg - (fi,(Shl,la ce ,Shl,m) — fi(—sh(]’l, ey —Sh07m))
1=1

=k Y ai- (filwr,. )™

That is to say, eq. (11) holds.

By combining these polynomially many implications, we get that egs. (10) and (11) hold
simultaneously with probability at least 1 — 4rd?(nB2*3)¢/N¢~! (by a union bound), which
is what we set out to prove.

B.2 Proof of main theorem 1

In this section we prove main theorem 1. Even though definition 5 is simulation-based, we
start by establishing a strong notion of correctness in section B.2.1 for convenience, before
resuming the proof in section B.2.2.

B.2.1 Correctness lemma.

Lemma 20 (Correctness of the PCPREF of fig. 7). Let A € N* be a security parameter,
let (Apcr, ) be parameters for the Damgard-Jurik-ElGamal cryptosystem, let B be a bound
on inputs. Let r,d, 5 be polynomial-size bounds. Consider the construction of fig. 7 for any
class of constraints C whose dual have Waring rank bounded by v and degree bounded by d,
and furthermore such that the coefficients of affine functions used in a corresponding Waring
decomposition (i.e. “the f;”) are bounded by (.

Ve e,
Pr Va € {0,1}™,Vkprr € {0,1}*, B-admissible w.r.t. PRF, msk & PCPRF.KeyGen(1*)
CEval(1*, ck, z) — Eval(1*, msk, ) = C(x) - PRFpe. ()~ ck & PCPRF.Constrain(1}, msk, C)

| _ 2IPRF|- B+ drd*(nB25)"

no
> Dor Ty Lanoh

Proof. Let C € C, x € {0,1}™, and kpgrr € {0,1}* which is B-admissible with respect to
bound B. By combining core lemma 1 and lemma 8, we get that

msk &~ PCPRF.KeyGen(1*)
ck & PCPRF.Constrain(1*, msk, C)

-1 2|PRF| - B + 4rd*(nB2*p)?
= (2>\DJE—1)C—1 ’

Pr [CEvaI(lA, ck, ) — Eval(1*, msk, z) = C(x) - PRF e (2) :

We get the desired result by a union bound over all x and kpr. O
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B.2.2 Full simulation-based proof. We now prove single-key selective PCPRF security,
using the strong correctness (lemma 20) of our PCPRF, and the KDM security of the un-
derlying Damgard—Jurik—ElGamal encryption scheme (theorem 16). We must show that the
constrained key can be simulated using only the size of the constraint, such that oracle access
to master evaluations Eval(1*, msk, -) in the real world is indistinguishable from oracle access
to

CEval(1*, ck,z) if C(z) =0

X — . s
R(x) if C(x)=1

in the simulated world, where R: {0,1}" — [0, 2*) is sampled as a uniformly random function.
In fig. 10 we present our simulator for this property.

<| Simulator Privately Constrained PRF }

S 1m):
1. (sk = (k,N),pk = (g, h, N)) & DJE.KeyGen(1*)
2. For i € [m]:
- Shl’i ($— [2)‘]
— shiyh & [N27]
- ¢, c?“th, cth'a”th & DJE.Encpk($) All are encryptions of uniformly random plain-
texts.
3. For i e [\

— cprr.; & DJE.Encpk($)
— cggauth & DJE.Encp($)
4. crs = (crsy, crsy) & (Z/NCZ)* "4 % (2/NSZ)M

5. ck < ( pk,
th h -auth
(Shl,i) Sh??@ y Cis C?Ut ) c'?Xt aut )Z'G[m})
t-auth
(cPRF,is CBRE S ieN]»
crs)
6. Output ck

Fig. 10: Simulator for single-key selective security.
We now present a hybrid proof starting from the real world and ending at the simulated
world.

H1. First, we use lemma 20 to rewrite the oracle access to Eval(1*,msk,-) in terms of
PEval(1*, ck, -). According to the lemma, Apje and ¢ can be chosen as sufficiently large
polynomials in the security parameter so that except with negligible probability we have
that, for all evaluation points x,

CEval(1*, ck, #) — Eval(1*, msk, 2) = C(z) - PRFp,.(¥) mod 2"
Therefore, we rewrite the Eval oracle as
x +— (CEval(1*, ck, z) — C(x) - PRF e () mod 2V

Ho. For all i € [m], instead of sampling shg ; & [2)] and setting shi; @ + shg,;, sample
shy; & [2%] and set sho; < —C; + shg 1. This shifts the distribution of the shares by at
most 1, so each change gives an advantage of at most 2-*. Similarly, we reverse which
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share is sampled first for the auth shares: now shi’f" & [N2*] and sh§’f" —k-@—l—sh?f‘fh.
This shifts the shares by at most £ < IV, so again each change has an advantage of at
most 27*. The total advantage from this hybrid is then at most m2'=.

. Notice that there are now only two places where k is used after DJE.KeyGen:

(i) to compute master key auth shares shSt‘,t,,h, which only used to create cipher-
texts cuth & DJE.Encpk(shS:’f,h), and (ii) to generate the ext-auth ciphertexts

cet-auth 8 DJE.Encpk(k - shg,...). Both of these are only encryptions of affine functions
of the key, so by the KDM security of DJE it is indistinguishable to replace all ciphertexts
with encryptions of uniformly random values.

. Notice that the master key shares shg ... and shg'f,h are no longer used. Remove them.

Hs.

Notice that the PRF key kprr is now only used in the Eval oracle. Therefore, by secu-
rity of the PRF we can remove kpgrp, and instead sample a uniformly random function
R': {0,1}™ — [0,2") and let the Eval oracle be

z — (CEval(1*, ck, z) — C(z) - R'(x)) mod 2~

. Define R(z) = (CEval(1*,ck,z) — R'(x)) mod 2#. Then we can write the Eval oracle as

o {CEvaI(l)‘,ck,x) if O(2) =0
R(z) if C(z) =1

. Because R’ has outputs uniform on [0, 2#), it is an identical distribution to remove R’ and

directly sample R uniformly. This hybrid matches the simulation.
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