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Abstract. Deniable Authentication is a highly desirable guarantee for
secure messaging: it allows Alice to authentically send a message m to a
designated receiver Bob in a Plausibly Deniable manner. Concretely, while
Bob is guaranteed Alice sent m, he cannot convince a judge Judy that Al-
ice really sent this message—even if he gives Judy his secret keys—because
Judy knows Bob can make things up. This paper models the security
of Multi-Designated Verifier Signatures (MDVS) and Multi-Designated
Receiver Signed Public Key Encryption (MDRS-PKE)—two (related)
types of schemes that provide such guarantees—in the Constructive
Cryptography (CC) framework (Maurer and Renner, ICS ’11).

The only work modeling dishonest parties’ ability of “making things up”
was by Maurer et al. (ASTACRYPT ’21), who modeled the security of
MDVS,; also in CC. Their security model has two fundamental limitations:

1. deniability is not guaranteed when honest receivers read;
2. it relies on the CC-specific concept of specifications.

We solve both problems. We give a standard simulator-based model that
guarantees deniability when honest receivers read. Interestingly, our com-
posable treatment allowed to identify a new property, Forgery Invalidity,
without which we do not know how to prove the deniability of neither
MDVS nor MDRS-PKE when honest receivers read. Finally, we prove
that Chakraborty et al.’s MDVS (EUROCRYPT ’23) has this property,
and that Maurer et al.’s MDRS-PKE (EUROCRYPT ’22) preserves it
from the underlying MDVS.

1 Introduction

Messaging apps allow for asynchronous conversations between users who are
apart. Naturally, it is desirable these apps provide the same security guarantees
of in-person conversations.

Authenticity and plausible deniability. When Alice and Bob have an in-
person conversation authenticity is naturally guaranteed because they know each
other and can both identify their voices and who speaks. For example when Alice
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says “Hello!”, Bob knows it was Alice because he could see her talking. Although
in some cases Alice and Bob may want their communication to be authentic in a
publicly verifiable manner—e.g. by signing a contract that can later be verified by
a judge in case of dispute—the authenticity of in-person conversations is of the
exact opposite nature: it is exclusive to the parties having the conversation. This
exclusiveness of authenticity—commonly referred to as deniable authentication or
off-the-record in the cryptographic literature [2,/6}/9,/11H14}25-27]—is particularly
useful for protecting the privacy of personal communication. In the case above, it
gives Alice plausible deniability: even if Bob later tries to convince Charlie—who
did not participate in the conversation—that Alice came up to him to say “Hello”,
Charlie has no reason to believe Bolﬁ because Charlie knows Bob could be making
it up. (This deniability can become particularly challenging in messaging apps
because users often keep their conversations stored in their devices.)

Group conversations. Now suppose Alice, Bob and Charlie participate in
a three-party group chat. A natural guarantee they want is that every party
gets the same messages (consistency). For example even if Alice wants to create
confusion among Bob and Charlie, she cannot send malformed ciphertexts so
Bob and Charlie obtain different messages.

MDYVS. When translating these three guarantees into a cryptographic scheme
one obtains so-called Multi-Designated Verifier Signature (MDVS). These schemes
were introduced in [9], and have received significant attention for their security
guarantees [4,/6,/18]; they allow Alice to select a set of designated receivers, say
Bob and Charlie, and sign a message that only they can verify. Receivers are
guaranteed consistency: if honest Bob successfully validates that Alice signed
some message m to him and Charlie, then Bob is guaranteed that Charlie can
also successfully validate the same signature if he is honest. These schemes also
provide the type of authenticity of in-person conversations: if Alice and Bob
are honest then Bob can only (successfully) validate messages sent by Alice; in
particular, even if Charlie is dishonest, Charlie cannot fool Bob into believe Alice
sent a message to him (Bob) and Charlie, unless she actually did.

Confidentiality and anonymity. Another natural guarantee from in-person
conversations is confidentiality: if Alice wants to tell Bob and Charlie a secret,
she can whisper so only they hear; of course that is only possible if both agree to
keep the secret. Finally, Alice, Bob and Charlie may also want to hide whether
they even had a conversation; indeed one often does not want third parties to
know with whom one communicates.

MDRS-PKE. Introduced in [18], Multi-Designated Receiver Signed Public
Key Encryption (MDRS-PKE) schemes provide all the guarantees of MDVS plus
confidentiality and anonymity. These schemes were essentially tailor-made for
so-called “Off-the-record” messaging ([18, Section 1.4]) and work similarly to

4 Other than her trust in Bob.



MDVS schemes: the main difference is that decryption does not require receivers
to a priori know the sender, the set of designated receivers or the message; instead
they obtain this information via the decryption algorithm, which only takes as
input the ciphertext to decrypt and the receiver’s secret key. (In contrast, the
verification of an MDVS signature requires knowledge of who the sender is, who
the set of verifiers is, of the message to verify, and of the sender’s and verifiers’
public keys.)

Recent progress. A recent interest in these schemes has provided us with

— a better conceptual understanding of their guarantees via game-based no-
tions capturing 1. stronger authenticity [27]; 2. stronger plausible deniability
(Any-Subset Off-The-Record [6]); and 3. consistency [6] guarantees;

— the first application semantics that capture dishonest parties’ ability of
making things up (the composable treatment of MDVS from [17]);

— new abstractions that allow for conceptually simple constructions of these
primitives—e.g. Provably-Simulatable Designated Verifier Signatures 6] and
Public Key Encryption for Broadcast schemes [18];

— efficient constructions from building blocks that are known to have instantia-
tions with tight security reductions to standard assumptions [4}/18];

— stronger deniability guarantees to capture scenarios where a judge could
obtain the secret keys of honest sendersﬂ and respective schemes providing
these guarantees [4].

State of affairs. Despite this progress some important questions remain unan-
swered, in particular regarding to their application-level guarantees:

No Application Semantics for MDRS-PKE. 1t is not know whether the existing
game-based security models for MDRS-PKE [4,(18] imply the natural ap-
plication semantics one would expect from these schemes. This means, in
particular, that we do not know if the existing constructions can be used
for the applications that motivated their introduction. Furthermore, while
these schemes are similar MDVS, their game-based security notions are more
involved due to the additional anonymity guarantees and different decryption
syntax. (More involved notions typically increase the chance of not identifying
important security properties and ending up with schemes that cannot be
used for the applications they were developed for.) Concretely, the MDVS
game-based notions [41/6,/17,/18] provide adversaries with access to a signature
verification oracle that requires a sender and a set of receivers to be specified
(by means the oracle’s input), but the (analogous) decryption oracle provided
by MDRS-PKE game-based security notions from [4./18] is not provided with
that information.

Limited Deniability Guarantees I. The only existing composable treatment of
MDVS schemes |17] provides surprisingly weak deniability guarantees: the

5 Some countries may legally require citizens who are under investigation to provide
authorities with their passwords/secret keys.



application semantics only give a sender plausible deniability on messages
that are not read by honest receivers. This contrasts with the game-based
models for MDVS and MDRS-PKE schemes which provide deniability when
honest receivers read—this is reflected on the Off-The-Record game-based
notions which provide adversaries with an oracle to verify signatures (for the
case of MDVS) or to decrypt ciphertexts (for the case of MDRS-PKE).

Limited Deniability Guarantees II. |17]’s MDVS composable treatment only con-
siders the weaker setting where the secret keys of honest senders do not leak.
This means, in particular, that the MDVS and MDRS-PKE constructions
from [4] are not actually known to allow for the application that motivated
their introduction.

CC-Specific Security Model. The MDVS application semantics from [17] are de-
fined using the concept of specifications—a concept which, to the best of
our knowledge, only exists in the Constructive Cryptography (CC) frame-
work [16}20]. This is the only work capturing that dishonest parties must
have a capability—in their case of forging MDVS signatures, which is crucial
for plausible deniability.

Limited Unforgeability Guarantees. Replay protection is desirable for messaging
apps: dishonest outsiders should not be able to come up with valid replays of
previously sent messages. However, existing MDVS and MDRS-PKE security
models [41/6,/17,/18] (both game-based and composable ones) do not provide
protection against replay attacks: [17)’s application semantics explicitly defines
a copy operation that dishonest parties can use to replay previously sent
messages; at a high level, the unforgeability notions from [41/6,18] only require
the infeasibility of forging valid signatures on previously unsigned messages,
but do not require the infeasibility of coming up with new signatures on
previously signed messages.

Our contribution. We give a comprehensive composable treatment of MDVS
and MDRS-PKE schemes in CC that addresses each of these limitations:

Stronger Deniability Guarantees. Senders are guaranteed plausible deniability
on messages that have already been read by honest receivers even if they are
forced to give away their secret keys.

Standard Simulator-Based Model. Our composable treatment is more easily di-
gestible by readers unfamiliar with CC and gets closer to being translatable
into other composable frameworks like UC [3].

Replay-Unforgeability. Our application semantics disallow replay attacks.

Our composable treatment of MDVS and MDRS-PKE schemes unveiled issues
in their current game-based security models. (This paper fixes every issue we
identified.) Concretely, we identified the following problems:

Forgery Invalidity. We identified a new property, Forgery Invalidity, that went
unnoticed in prior work and which is crucial to our composable treatment
of these schemes. Roughly, it captures that forged MDVS signatures (or
ciphertexts, for the case of MDRS-PKE) must be invalid, i.e. their verification



by honest receivers fails (respectively, their decryption by honest receivers
fails, for the case of MDRS-PKE). (This is not captured by the standard
unforgeability notion because the adversary is given the sender’s secret key—
which it cannot obtain when playing the unforgeability game.) This property
is key in our composable treatment because we do not know how to prove
that neither existing MDVS nor MDRS-PKE game-based security models
imply the application semantics we define if we do not assume the underlying
scheme provides this extra guarantee.

Stronger confidentiality and anonymity. We define {IND, IK}-CCAg: a stronger
MDRS-PKE game-based notion without which we do not know how to
prove the composable security of MDRS-PKE schemes in the weaker setting
where the secret keys of honest senders do not leak. Our difficulty with the
weaker IND-CCA and IK-CCA notions from [18] is that a reduction 1. cannot
obtain honest senders’ secret keys via oracle Ogg; and 2. cannot issue
challenge queries Og((4; 0, Vo, mo), (A1, Vi, my1)) if one of the receivers is
dishonest (i.e. for which there is a query Orx (B; € Set(Vj) U Set(V}))) even
if (40, %,mo) = (A1, ‘71,m1). For these reasons we do not know how a
reduction can generate encryptions of messages from honest senders to vectors
of receivers that include dishonest ones without accessing honest senders’
secret keys.

We also introduce game-based notions that capture replay unforgeability; our
notions are just SEUF-CMA type of notions for MDVS and MDRS-PKE.

Finally, we prove that Chakraborty et al.’s MDVS [4] and Maurer et al.’s
MDRS-PKE |[4}|1§] satisfy our composable notions—by showing their construc-
tions satisfy the game-based notions we assume in our composable treatments of
these schemes. (For the case of {IND, |K}-CCAg and replay unforgeability, the
same arguments used to prove the security of these schemes with respect to the
corresponding weaker notions also imply security with respect to the stronger
notions we introduce.).

We illustrate (part of) our contributions in

2 Preliminaries

For a set/alphabet S, we denote the set of non-empty vectors/strings over S
by S*. We denote the arity of a vector by |Z| and its i-th element by z;. We
write Set(Z) to denote the set induced by #: Set(¥) := {z; | x; € &}. For a vector
of parties 17, we denote by ¢ the corresponding vector of public keys, and for
ied{l,..., |‘7|}, v; is party V;’s public key. We will denote the set of all parties by
P. For any subset of parties S C P, we denote by S¥ and SH the partitions of §
corresponding to honest and dishonest parties, respectively (with S = S7 W SH).

Throughout the paper, for an event-based security notion X (e.g. Unforgeabil-
ity) we define an adversary A’s advantage as its probability of winning the security
game defined by X: Adv™(A) := PrJAGX = win]. For a distinguishing-type of
notion Y (e.g. IND-CCA) defining games Gy and G we define an adversary A’s
advantage as Adv” (A) == |Pr[AGY = win] + Pr[AGY = win] — 1|.



MDRS-PKE

MDRS-PKE Application
Semantics
Forgery Invalidity
Il‘ight reds.
s d,Rev,Forge
? Tight reds. INS KGA
Tight reds. !
L
PKEBC bl DSS
MDVS
MDVS Application
Semantics
Forgery Invalidity
ITight reds.
s d.Rev,Forge
+ Tight reds. INS KGA
Tight reds. |
N
R )
-7 k7 Tl
g 1 ~~o
LT ! RRDNNY
PKE NIZK OWF

Fig. 1: Hlustration of contributions. In blue are the new security notions, con-
structions and results.

2.1 (Simplified) Constructive Cryptography

Our paper’s statements are phrased in a (rather) simplified version of the Construc-
tive Cryptography (CC) framework which allows for standard simulator-
based type of composable notions and requires little to no familiarity with CC.
All construction statements trivially carry to CC.

CC views cryptography as a resource theory: protocols construct new resources
from existing (assumed) ones. The notion of resource construction is inherently
composable: if a protocol 7y constructs S from R and 75 constructs T from S,
then running both protocols (7 - 1) constructs T from R.



Resources. Resources are interactive systems akin to functionalities in UC [3].
Similarly to a function f : X — Y, a resource also has input and output domains;
if a resource R has input domain X and output (co-)domain ), we say R is an
(X,Y) resource. One interacts with a (X, Y) resource by providing an input z € X
and receiving an output y € Y. Formally, resources are random systems [21},22];
in turn, a random system is defined as a sequence of conditional probability
distributions |22, Definition 2]. If two (X, ))-resources R and S are the same
sequence of conditional probability distributions, we say they are equivalent
and write R = S |22 Definition 3]. For simplicity, we describe resources by
pseudo-code.

We often attach resources together; for (compatible) resources R and S, we
denote by R - S the resource resulting from attaching R and S. (Resources R
and S can only be attached together if their composition results in a well-defined
sequence of conditional probability distributions—see, e.g. |15, Definition 7]; this
is not the case for all pairs of resources.) For n resources {R,;}? ;, where each
R; is an (X}, V;)-resource, if for all distinct ¢, j € [n], both X; and }; are disjoint
from }Y;, then we denote the combined resource—corresponding to attaching
Ry,...,R, together—by R := [Ry,...,R;], and call R the parallel composition
of {Ri}i .

Interfaces. For an (X, ))-resource R, an interface I = (Iy, Iy ) is a pair of subsets
of R’s input and output domains, i.e. Iy C X and Iy C Y; we call Iy and Iy
input and output interfaces of R, respectively. For two interfaces I; = (I1 x,I1y)
and Iy = (I3 x, I y), we say that I is a subset of Io—or write I; C I,—to mean
I x € Iy x and Iy C I5y. Similarly, we say I; and Iy are disjoint—or write
LNl =0—tomean I x NIo x =0 and I; y N 15y = (. We define the union of
interfaces I; and Iy as [ Uly == ([1 x Uls x, 1y Ul y).

A set of interfaces Z of an (X, Y)-resource R is one such that any distinct
interfaces I, I3 € T are disjoint, and the union of all interfaces in Z is R’s input
and output domains, i.e. (X,Y) = U 1.

When considering (simulator-based) security notions it is often helpful to have
the notion of a party. For a set of n parties P := (Py,..., P,), one considers a set
of interfaces Z where for each party P € P there is an interface Ip = (Ipx =
({P} x Xp),Ipy = ({P} x Yp)). We say that Ip x and Ipy are P’s input and
output interfaces for R, respectively.

Converters. A converter is an (X, ))-resource that is executed either locally by
a single party or cooperatively by multiple parties. The inside interface connects
to (a subset of those parties’ interfaces of) the available resources, resulting in
a new resource. For instance, connecting a converter a to Alice’s interface A
of a resource R results in a new resource denoted a*R; we denote the inside
interface of a by a.in. The outside interface of «, denoted a.out, is the new
A-interface of a*R. This means resource R’s A interface is no longer present
in the new resource a”R: it is covered by converter o. Converters applied at
different interfaces commute [10, Proposition 1]: SZa4R = o 5ER.



A protocol is given by a tuple of converters m = (7p,)p,ep, one for each
party P; € P. Simulators are also given by converters. For a party set S, 7°R
denotes (7p,)p,esR. When clear from context, we omit the interfaces = connects
to, writing simply 7R.

Distinguishers. Analogous to a UC environment [3], a distinguisher is an interac-
tive system D which interacts with a resource at all its interfaces and outputs a
bit 0 or 1. The distinguishing advantage for distinguisher D is defined as

AP(R,S) = |[Pr[DS = 1] — Pr[DR = 1]|

where DR and DS are the probability distributions induced by D’s output when
it interacts with R and S, respectively.

Reductions. Typically one proves that the ability to distinguish between two
resources is bounded by some function of the distinguisher, e.g. for any D,

AP(R,S) < [¢(D)|

where (D) might be the probability that D can win a game or solves some
problem believed to be hard.

Security Statements. We now have all the elements needed to define a crypto-
graphic construction.

Definition 1 (Simulation-based construction). Let R and S be two resources
with a free interface I'r, and 7 a protocol for R. We say m e-constructs S from R if
there is a simulator sim such that for any distinguisher D, AP (7R, simS) < ¢(D)
and the interfaces of sim, of w and Ir are all pairwise disjoint.

2.2 Modeling Access Control via Repositories

Similarly to [17], we model access control via repositories. A repository contains
a set of registers and a corresponding set of register identifiers IdSet; a register
is a pair reg = (id, m), where m is a message and id is the register’s identifier,
which uniquely identifies it among all repositories. We consider two types of
repository access rights: read access and write access. (This is in contrast to [17],
which additionally considers copy access.) We denote by W and R the sets of
parties with write and read access to a repository rep, respectively; to make
the access permissions explicit we write rep)’, but otherwise simply write rep.
For example, consider a three party setting with a sender Alice, a receiver Bob
and a dishonest third-party Eve—so P = {A, B, E}. An insecure repository—
which allows everyone to read and write—is given by INSg; a (replay-protected)

authentic repository from Alice to Bob is given by AUT%}E}. The semantics of
atomic repositories is defined in |Algorithm 1[°)
5 As needed to capture the Off-The-Record guarantee, the repository semantics capture

sender anonymity: for a repository rep}/zv , readers do not learn who wrote (among
the parties in W) each of the repository’s messages.



Algorithm 1 Atomic repository rep)y .

¢ INITIALIZATION > (P € R)-READ
IdSet < 0 list < 0
for id € IdSet :
> (P € W)-WRITE(m) list + list U {(id, GETMESSAGE(id))}
id <~ NEWREGISTER(m) OourpuT(list)
IdSet < IdSet U {id}
OuTpruT(id)

Algorithm 2 Repository REP = [repl;/zvll, cee repngﬂ.

> (P e ’P)—WRI'I‘E(repig?,m) > (P € P)-READ
Require: (P € W;) list 0 .
OUTPUT(rep;-WRITE(m)) for rep; € REP with P € R; :

for (id,m) € rep;-READ :
list < list U (id, (rep;i, m))
OutpruT(list)

Following [17], to model that parties may have access to multiple repositories—
say replgl1 sy repn;/g:—we define a new type of repository denoted REP =
[replgﬁl e ,repng:], which is essentially a parallel composition of atomic repos-
itories equipped with a single read operation that allows parties to (efficiently)
read all their incoming messages at once (instead of having to read from each
atomic repository rep; they have access to). The exact semantics of REP is

defined in

2.2.1 Modeling an Asynchronous Network To model an asynchronous
network we define a network converter Net (in [Algorithm 3)), which provides an
interface for message delivery and ensures honest receivers only read delivered
messages.

Algorithm 3 Semantics of Net for a repository REP = [reps,...,repy].

o INITIALIZATION > (P € P)-WRITE(rep;, m)
for P, € P: OuTPUT(WRITE(rep;, m))
Received[P;] + 0

> (P € PH)-READ

> (P € PH)-READ OuTPUT(READ)
list < 0
for (id, (rep;, m)) € READ : > DELIVER(P € P, id)
if id € Received([P] : Received[P] « Received[P] U {id}

list «— list U (id, (repi, m))
OutpuT(list)




2.3 Multi-Designated Verifier Signatures

Following [4], an MDVS scheme IT for a message space M is a 6-tuple of PPTs
I = (S, Gs, Gy, Sig, Vfy, Forge), where:

S(1%): generates public parameters pp;

Gs(pp): generates a signer key-pair (spk, ssk);

Gy (pp): generates a verifier key-pair (vpk, vsk);

Sig(pp, ssk, ¥, m): generates a signature o, where ssk is the signer’s secret key,
¥ is the vector of public verifier keys of the designated verifiers and m € M
is the message;

Vfy(pp, spk, vsk, ¥, m, 0): outputs a bit indicating whether o is a valid signature
on message m with respect to signer’s public key spk and vector of verifier
public keys v, where vsk is a verifier’s secret key;

Forge(pp, spk, U, m, §): generates a forged signature o, where spk, ¢ and m are as
before, and §'is a vector of designated verifiers’ secret keys—with |s] = |7 and
where for i € {1,...,|V]}, either s; = L or s; is the secret key corresponding
to the i-th public key of v, i.e. v;.

2.3.1 Security Notions The security games below have an implicitly defined
security parameter k and provide adversaries with access to a set of oracles which,
for an MDVS scheme IT = (S, Gs, Gy, Sig, Vfy, Forge) are defined as follows:

Opp: On the first query, compute pp < S(1¥); output pp.

Osk(A;): On the first query Osk (A;), compute (spk;, ssk;) < Gs(pp); output
(spk;, ssk;).

Ov i (Bj): Analogous to Osi (4;).

Ospk(A;): for (spk,,ssk;) < Osk(A;); output spk,.

Ovpi(Bj): Analogous to Ospr (4;).

Os(Ai, V,m): for (Spki, sski) — OSK(A1)7 U= (OVPK(Vl)a ceey OVPK(VH‘/“))a
output o < Sig,,(ssk;, U, m).

Ov (A, Bj € Set(v),v,m,o): for spk;, U as above, output Vfy, (spk;, vsk;, 7,
m,o).

The notions ahead—Correctness, Consistency, Unforgeability, Off-The-Record
and Message-Bound Validity—give adversaries access to all the oracles above
(for Off-The-Record, oracles Og and Oy behave differently, as we will explain).
For conciseness, we simply omit the oracles in these notions’ definitions.

Definition 2 (Correctness: G"). An adversary A wins if there are two
queries qs and qy to Og and Oy, respectively, where qg has input (A;, v, m) and
qv has input (Ai’,Bj,V’,m',U), satisfying (AiJ?,m) = (A/,V'Qm’), B; € v,
the input o in qy is the output of the oracle Og on query qg, and the output of
the oracle Oy on the query qy is 0.

10



Definition 3 (Consistency: G™). An adversary A wins if it makes two
queries Oy (A, By, V,m, o) and Ov (A, Bj/, V', m/,a") such that (A;, V,m, o) =
(A}, V’,m’,a'), {B;,B;'} C V, the outputs of the two queries differ, and there is
no query Oy (B;) prior to query Oy (4;, B, V,m, o), and no query Oy i (B;")
prior to query Oy (A, Bj', V",m',a’).

Definition 4 (Unforgeability: GU""8). An adversary A wins if it makes a
query Oy (Ai*,Bj*,V*,m*,a*) with B;* € V* that outputs 1, for every query
Os(A/, V’,m'), (Ai*,v*,m*) # (A}, ‘_/",m’) and there is no Ogk query on A;”
nor Oy i query on B;™.

The games defined by the Off-The-Record notion give adversaries access to
the oracles from before as well as to (modified) oracles Og and Oy . For b € {0, 1},
game GgTR’s these oracles behave as follows:

Os(type € {sig,sim}, A;,V,m,C C Set(V)): 1. (spk;, ssk;) < Osk(4i);
2. Let ¥ = (vy, ... ,v|‘7|) and §= (s, .. .,s|‘7|) where for ¢ € [|[V]]:

OVK(Vi) ifVv,eC

(Ovpr(V;),L) otherwise;
3. (00,01) « (I1.8ig,,(sski, U, m), II. Forge,, (spk;, U, m, 3));
4. If b = 0, output o¢ if type = sig and oy if type = sim; otherwise, if
b =1, output oy.

Ov(A;,Bj € Set(‘_/'), V,m, o): 1. If 0 was output by a query to Og on an input
(-,A/,f/",m’,C) such that (A/,V’,m’) = (Ai,v,m) and with B; € v,
output test;

2. Otherwise, compute b < Vfy,,(spk;, vsk;, ¥, m, o); output b.

= (vi,8i) =

Definition 5 (Off-The-Record: GJ'R and G9™R). An adversary A wins if
it outputs a guess bit b’ = b, and for every query Og(type, A;,V,m,C) there is

—

no query Oy (B;) with B; € Set(V)\ C.

Definition 6 (Message-Bound Validity: GBourd-Val) Apn adversary A wins
if thel"e are two queries qs and qy to (9_5 and Oy, respectively, wheqi qs has input
(Ai,V,m) and qv has input (A;', B;,V',m/ o), satisfying 1. (A;, V) = (A", V');
2. Bj € ‘7; 3. m # m'; 4. the input o in qv is Og’s output on query qs; and
5. the output of Oy on query qy s 1.

2.4 Multi-Designated Receiver Signed Public Key Encryption

Introduced in [18], an MDRS-PKE scheme II for a message space M is a 6-
tuple of PPTs IT = (S, Gs, Gr, E, D, Forge), where S, Gs, Gr, E and Forge are
analogous to an MDVS’s S, Gg, Gy, Sig and Forge PPTs, respectively (for an
MDRS-PKE, F and Forge output ciphertexts instead of signatures), and

D(pp, rskj,c): outputs a triple (spk, ¥/, m)—where spk is a sender’s public key,
¥ a vector of receiver public keys, and m a message—or L if decryption fails.

11



2.4.1 Security Notions [4,(18] Let IT = (S, Gs, Gg, E, D, Forge) be an
MDRS-PKE scheme with message space M. The games defined by the no-
tions below give adversaries access to oracles Opp, Osk, Ospi, Orkx, OrPK
and O that are analogous to MDVS’s oracles Opp, Osk, Ospk, Ovi, Ovpk
and Og, respectively, plus to the following oracle:

Op(Bj,c): 1. (-,rsky) < Ork(Bj);
2. (spk;, U, m) < Dyp(rskj,c);
3. if, for each party A; previously input to either Ogg, Ogpr or Og,
spk; # Ogpk (A;), then output L;

4. if, for some I € {1,..., |‘7|}7 there is no party B; that was previously
input to either Orgx, Orpr, O or Op such that v; = ORPK(VI), then
output L;

5. output (spk, ¥, m).

As for MDVS, the notions ahead give adversaries access to all oracles above, so
for succinctness we omit them in these notions’ definitions. Below, we define the
Correctness, Consistency and Off-The-Record notions for MDRS-PKE schemes;
we do not introduce unforgeability and CCA notions here because we do not know
how to prove that the notions considered in the literature imply our composable
notions; we will define strengthenings of these notions later in the paper.

Definition 7 (Correctness: G°). An adversary A wins the game if there is
a query qg to O and a later query qp to Op such that qg has input (A;, V,m)
and qp has input (Bj, c) with B € V and c being the output of qg, the output of
qp s (spk;’, v, m') with (spk,’, v, m’) # (spk;, ¥, m)—where spk, is A;’s public
key and U is the vector of public keys corresponding to V.

The Consistency notion below slightly differs from the one given in [|4]: it
additionally captures the (natural) property that if the decryption of a ciphertext
¢ by a party B; outputs some valid triple (spk, ¥, m) # L, then B;’s public key
rpk; must be part of the vector @ output by decryption (i.e. rpk; € U)ﬂ As we
will see, this is useful because it eliminates the need that a receivers’ protocol
makes this additional check.

Definition 8 (Consistency: G®). An adversary A wins if (at least) one of
the following events (£ or &) occurs:

Event & : there is a query Op(B;,¢) that outputs some triple (spk, ¥, m) with
(spk, ¥,m) # L and pk,; ¢ ¥, where pk, is B;’s public key;

Event &y: there are two Op queries, say qp; and qp;, on inputs, respectively,
(Bi,c) and (Bj,c') with ¢ = ¢ such that: 1. the outputs of qp; and qp; differ;
2. either the receiver public key rpk; of B; is part of the vector of receiver
public keys output by qp,, or the receiver public key rpk, of B; is part of

" Maurer et al.’s MDRS-PKE construction [18] satisfies this modified notion as decryp-
tion checks if the public key of the receiver decrypting the ciphertext is part of the
public key vector to be output.

12



the vector of public keys output by qp;; 3. there is no query Or (B;) (resp.
Ork (Bj)) prior to qp; (resp. qp;); and 4. there is no sender A (resp. no
receiver B) which had not been input to a query Ospk, Osk or O (resp.
Orpr, Ork or Og) prior to both qp; and qp; and whose public key is
output by one of these queries.

For b € {0,1}, the Og and Op oracles that game G]{DIND’IK}'CCA
an adversary are as follows:

provides to

OE((AZ"O, Vo, mo), (Ai1, Vi, ml)): output ¢ < I1. Epy(ssk; b, Up, Mb).
Op(Bj,c): If ¢ was output by an Og query, output test; otherwise proceed as
in the default Op oracle.

Definition 9 ({IND, IK}-CCA Security [4]: G{"N?""““A and G{IND:KI-CCA),
An adversaﬁy A wins if it outputs a guess bit b with b:: b aILd for every query
OE((Ai’O7%7m0), (Ai’th,ml)): 1. |m0| = |m1|; 2. |VE]‘ = |V1|,' and 3. there is
no query to Ork on any Bj € Set(vo) U Set(\?l).

Off-The-Record defines games GJ™R and G¢TR which give adversaries access
to the oracles from before and to modified O and Op oracles. Oracle O is
defined analogously to MDVS’ OTR games’ oracle Og, whereas Op is as follows:

Op(Bj,c): 1.If ¢ was the output of some query to O, output test; 2. Otherwise,
proceed as in the original Op oracle.

Definition 10 (Off-The-Record [4]: G§™® and G{™R). Adversary A wins if
it outputs a guess bit b’ with b’ = b and for every query OE(type,Ai7V,m,C)
and every query Oy (Bj), we have B; ¢ Set(V) \ C.

3 New and Stronger Game-Based Notions for MDVS

In this section we introduce a stronger unforgeability notion—which captures
security against replay attacks—plus Forgery Invalidity: a new guarantee that we
identified thanks to our composable treatment of MDVS schemes. We introduce
them because we assume them in our composable treatment of MDVS schemes
(and do not know how to prove the existing MDVS game-based notions imply our
composable notions without requiring them). Lastly, we prove that Chakraborty
et al.’s MDVS [4] satisfies all these notions.

3.1 (New) Security Notions

The security definitions given in do not give any guarantee on whether
a signature forgery on messages picked by an adversary who can access the secret
key of the sender may not verify as valid by honest receivers; this is not captured

by Unforgeability (Definition 4)) because the adversary could choose messages to
be forged depending on the signer’s secret key (which it does not have access
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to in the Unforgeability game). Forgery Invalidity captures this guarantee: that
forged signatures are not valid even when messages are picked by adversaries
who know senders’ secret keys.

In addition to the oracles from (which, as before, for simplicity
we omit in notions below), game Gorge™ald glgo gives adversaries access to the
following new oracle:

Oporge(Ai,V,m,C C Set(V)): let spk; + Ogpx(A;), and for i € [|V]], let
(vi, 85) = Oy (V;) for V; € C, and (vy, s;) = (Oy pr(V;), L) for V; ¢ C; output
II.Forge,, (spk;, v,m, 5), where ¥/ = (vy, ... ’UIV\) and §= (s1,.. "8\‘7\)'

Definition 11 (Forgery Invalidity: GFeree-Invalid) - An qdversary A wins the
game if there are two queries qrorge and qv 1o Oporge and Oy, respectively, where
GForge has input (Ai,v,m,C) and qy has input (A/,Bj,‘_/",m’,cr), satisfying
1. (Ai,‘_/',m) = (Ai’,f/”,m’); 2. Bj € V3. B; € C; 4. the input o in qy is the
output of Ofporge ON QUETY GForge; and 5. the output of the oracle Oy on the query
qv is 1.

An adversary A (g,t)-breaks the (ng,ny,ds,dr, s, qv, gr)-Forgery Invalidity
of I if A runs in time at most ¢, queries Osk, Ospk, Os, Oy and Opgrge 0N
at most ng different signers, Ov i, Ovpk, Os, Oy and Operge On at most ny
different verifiers, makes at most gg, qv and gr queries to Og, Oy and Oporge,
respectively, with the sum of the verifier vectors’ lengths input to Og and Oporge
being at most dg and dp, respectively, and satisfies Adv™ 8™ (A) > ¢,

Definition 12 (Unforgeability against Replays: GR-Unre). An adversary
A wins if it makes a query_(?v(Ai*, Bj*,Y*, m*,o*) with Bjj € V* that outputs
1, for every query Og(A;", V',m'), (A;*,V*,m*,a*) # (A, V', m/,0')—0c’ being
the output of query Os(A;", V', m')—and there is no Ogx query on A;* nor Oy k
query on B;*.

We use the notion below to prove Maurer et al.’s MDRS-PKE construction
satisfies an analogous MDRS-PKE notion, which in turn significantly simplifies
our composable treatment of MDRS-PKE schemes. (Concretely, this trivial
property allows keeping our composable proofs much simpler because by assuming
it we avoid having to prove it does hold in the composable proofs—which would
require dealing with extra artifacts inherent from composable security notions.)

Definition 13 (Public-Key Collision Resistance). An MDVS scheme IT =
(S, Gs, Gy, Sig, Vfy, Forge) is (n,{)-Party e-Public-Key Collision Resistant if

|{spky,...,spk,, pp + S(1%),
Pr|  vpky,...,vpk,}| | (spk;,-) < Gs(pp),i€ [n]| <&
<n+/ (vpk;,-) < Gv(pp),Jj € (4]
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3.2 Security of Chakraborty et al.’s MDVS [4]

We prove the security of Chakraborty et al.’s MDVS construction |4]—denoted
HK/?BQ,S and defined in with respect to the new security notions.
Its building blocks are a Public Key Encryption scheme IIpkg, a One Way
Function IIowr and a Non Interactive Zero Knowledge IInizk; the informal
theorem below summarizes our results regarding H;fg’i,s’s additional security
guarantees. (Regarding replay unforgeability, we the original argument from [4],
establishing the unforgeability of their construction, also implies the stronger
notion we consider |5, Proof of Theorem 6].)

Theorem 1 (Informal). If 1. ITpkg is correct and tightly multi-user and mul-
ti-challenge IND-CPA secure under non-adaptive corruptions; 2. IInizk s tightly
multi-statement adaptive zero-knowledge and tightly multi-statement simulation—
sound; and 3. Ilowr is tightly multi-instance secure under_non-adaptive cor-
ruptions, then HK/?EK,S is tightly Forgery Invalidity secure (Theorem 6|), tightly
Unforgeability against Replays ( [4, Theorem 6], |Theorem éE[) and is Public-Key

Collision Resistant (Corollary 1)).

Remark 1. We note that our Forgery Invalidity proof of Chakraborty et al.’s
MDVS does not require any additional guarantees from its underlying building
blocks and our reductions to prove the Forgery Invalidity security of their scheme
are also tight. Overall, this means their construction can still be instantiated
from building blocks that are known to have (compatible) structure preserving
instantiations with tight security reductions to standard assumptions [4].

4 New and Stronger Game-Based Notions for MDRS-PKE

In this section we introduce a stronger unforgeability notion for MDRS-PKE
schemes—analogous to the one we introduced for MDVS schemes—and a new
Forgery Invalidity notion—also analogous to the one we introduced for MDVS.
As for the stronger MDVS notions, we introduce these notions because our
composable treatment of MDVS assumes them, and furthermore we do not
know how to prove the MDRS-PKE composable semantics (from
are implied by the MDRS-PKE game-based notions without relying on the
stronger notions we now present. For completeness, we also present a stronger
MDRS-PKE {IND, IK}-CCA notion: without this notion we do not know how to
prove the composable semantics of the MDRS-PKE game-based in the setting
where senders secret keys do not leak. (The original notion from [18]—where
honest senders’ secret keys cannot be obtained via oracle Ogx—does not allow for
challenge queries Og((A;.0, Vo, mo), (Ai1, Vi,my)) for which there may be some
query Ork (B; € Set (Vo) U Set(V4)); we do not know how to make a reduction
to that weaker notion because it is not clear to us how to generate encryptions of
messages from honest senders to vectors of receivers that include dishonest ones

8 The proof of |4} Theorem 6] already implies replay unforgeability of their construction.
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without having access to honest senders’ secret keys.) Finally, we show Maurer et
al.’s MDRS-PKE [18,19] satisfies all these new notions (our Forgery Invalidity
reduction assumes the analogous guarantee from the underlying MDVS). Put
together with this means Chakraborty et al.’s construction can be
used as the MDVS underlying Maurer et al.’s MDRS-PKE.

4.1 (New) Security Notions

Game GFeree-Invalid defined by the Forgery Invalidity notion provides adversaries
with access to the oracles from above plus oracle Opg.ge below:

Ororge(Ai, V,m,C C Set(V)): 1. spk; «— Ogpr(A;); 2. for i = 1,...,|V|, if

Vi € C let (vi,8;) = Ork(V;), and otherwise let (v;,s;) = (Orpr(Vi),L);
3. output I1.Forge, (spk;, U, m, 5), where & = (v1, . .. ’UIVI)’ §=1(s1,..., SIV\)'

Definition 14 (Forgery Invalidity: GFeee!nvalid) - Ap gdversary A wins if there
is a query Oporge(A:, V,m,C) and a later query Op (B, c) such that: 1. B; € V;
2. Bj € C; 3. the input ¢ to Op is the oulput of Oporge; and 4. the output of Op
s not L.

Definition 15 (Replay Unforgeability: GR-Urfre). An adversary A wins if
it makes a query Op(Bj,c) that outputs (spk,,v,m) # L, there is a sender
A; and a vector of receivers V such that spk; is A;’s sender public key (i.e.
Ospr(A;) = spk;) and T is the vector of receiver public keys corresponding to 1%
(i.e. |V| = || and for each 1 € {1,...,|7|}, Orpx (Vi) = v;), there was no query
Or(A/, V’,m’) with (A, v,m) = (A, V', m’) that output the same ciphertext c
that was input to Op, and neither Ogx was queried on input A; nor Orx was
queried on input B;.

Definition 16 (Public-Key Collision Resistance). MDRS-PKE IT = (S,
Gs, Gr, E, D, Forge) is (n,{)-Party e-Public-Key Collision Resistant if

|{spk,., ..., spk,, pp + S(1%),
Pr|  rpky,...,rpk,}| |(spk;,-) < Gs(pp),i € [n]| <&
<n+{ (rpk;,-) < Gr(pp),Jj € [{]

For b € {0,1}, the O and Op oracles that game G]{JND’IK}'CCAS

an adversary are as follows:

OE((Ai,O, Vo, mo), (A1, Vi, ml)): output ¢ < I1. Eyy(ssk; b, U, Mb).

Op(Bj,c): If ¢ was output by an Og query, output test; otherwise proceed as
in the default Op oracle.

Definition 17 ({IND, IK}-CCAg Security: G{"ND'K}-C"s ang GIIND-IKI-CCAsy
An adversary A wins if it outputs guess bit b = b and for every oracle Op
query Og((Aio, Vo,mo), (Ai1, Vi,ma)): 1. (Jmol,|Vo|) = (Jmal, [Vi]); and 2. if
(Ai,o,%,mo) #+ (Ai,l,vl,ml), there is no query Ogkx (A € {A;0,4,1}) nor
Ori(B; € Set(Vy) U Set(Vy)).

provides to
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4.2 Security of Maurer et al.’s MDRS-PKE Construction [18]

As already mentioned, the building blocks for Maurer et al.’s MDRS-PKE con-
struction are an MDVS scheme IT\jpys, a Public Key Encryption for Broadcast
scheme ITpkgpc and a Digital Signature Scheme ITpgs [18,/19]. The informal the-
orem below gives an overview of our results regarding the additional guarantees
given by Maurer et al.’s MDRS-PKE construction ITyprs-pxr [18}/19]:

Theorem 2 (Informal). If 1. [Tpkgpc s tightly correct, robust, consistent and
{IND, IK}-CCA secure under adaptive corruptions; 2. IIyipys is tightly consis-
tent, unforgeable, message-bound validity and forgery invalidity secure (all under
adaptive corruptions) and is public-key collision resistant; and 3. IIpgs is tightly
1-sEUF-CMA secure then Il\prs-pkE 1S tightly:

1. consistent under adaptive corruptions ([18, Theorem 7], [Theorem 7);

2. replay unforgeable under adaptive corruptions (Theorem §);

3. {IND, IK}-CCAgs secure under adaptive corruptions ([4l, Theorem 13],
e 9F):

4. forgery invalidity secure ; and

5. public-key collision resistant .

It follows from Theorems [I] and 2] that a remark analogous to also
applies for MDRS-PKE [4].

5 Strong Application Semantics for MDVS

In this section we introduce a new security model (i.e. composable notions)
for MDVS, and prove that the existing game-based notions [4lf6])
together with our new notions imply these new composable notions.
Our new model gives significantly stronger guarantees than [17].

Throughout this section, § = {A4j,...,4;} is the set of senders, R =
{By,...,B,} the set of receivers, and F := S UR; we assume R, R¥ S and
SH are non-empty. We also consider a judge J (-udy) who is not a sender nor a
receiver. The set of parties is P = {41,...,4;,By,..., By, J}.

5.1 The Real World: Assumed Resources and Protocol

A composable security notion involves defining a set of assumed resources (the
building blocks), a protocol (which in our case specifies how the MDVS is used)
and an ideal resource that captures the application semantics one is trying to
model (e.g. the semantics one expects from an MDV'S scheme). The set of assumed
resources together with the protocol form the so-called real-world resource.

For the case of MDVS we use the same assumed resources and protocol (i.e.
converter tuple) as [17]. Apart from the differences arising from considering an
asynchronous network setting—which, as explained in is modeled

9 Our proof is essentially the same as [4, Proof of Theorem 13].
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via converter Net (Algorithm 3)) that allows controlling message delivery—a

simple but crucial difference from [17] is that we duplicate certain dishonest party
interfaces. This duplication is key to our composable notions: it allows having
dishonest parties run the signature forgery protocol while preserving their access
to the assumed resources. (Recall, from that when a converter « is
attached to an interface I = (Ix, Iy) of a resource R, the resulting resource /R
no longer includes interface I because it becomes covered by «.) This means, e.g.,
they still retain access to parties’ public keys and dishonest senders’ and receivers’
secret keys, which is crucial to capture a strong Off-The-Record guarantee.

Algorithm 4 The KGA resource for MDVS IT = (S, Gg, Gy, Sig, Vfy, Forge).

o INITIALIZATION > (P € PH)-SENDERKEYPATR(A; € SH)
pp + I1.5(1%) OUTPUT(spk;, ssk;)
for A; € S: (spk,;, ssk;) < I1.Gs(pp)
for B; € R: (vpk,,vsk;) < II.Gv (pp) > (P € P)-SENDERPUBLICKEY(A; € S)
OuTPUT(spk;)

> (P € P)-PUBLICPARAMETERS
OuTrUT(pp) > (Bj € R™)-RECEIVERKEYPAIR

OurpuT(vpk;, vsk;)

> (A; € S7)-SENDERKEYPAIR
OuTPUT(spk;, ssk;) > (P € PH)-RECEIVERKEYPAIR(B; € RH)

OurpuT(vpk,, vsk;)

> (J)-SENDERKEYPAIR(A; € ST)
OutpuT(spk;, ssk;) > (P € P)-RECEIVERPUBLICKEY(B; € R)

OutpUT(vpk))

Assumed Resources. Parties have access to an asynchronous and anonymous
insecure repository Net-INS—to which everyone can write to and read from—and
to a Key Generation Authority (KGA) resource [17], which generates and stores
parties’ key pairs (Algorithm 4]). The KGA guarantees not only that dishonest
receivers’ key-pairs are “well-formed” but also that the dishonest receivers actually
have access to their secret keys—which allows them to come up with forged
ciphertexts; being able to come up with forged ciphertexts that look like real ones
is necessary for the Off-The-Record guarantee [6}7,[17]. Since we are considering
the setting introduced in [4]—where judge J(-udy) has access to the secret keys of
honest senders—the KGA gives Judy access to the secret keys of honest senders.
The KGA resource—which is implicitly parameterized by a security parameter
k—runs setup algorithm S to obtain the MDVS’s public parameters.Then, it
generates key-pairs for all senders and receivers—using Gs and Gy, respectively.
Every honest party can query their own key-pair, the public parameters and
everyone’s public keys at their own interface. Dishonest parties can additionally
obtain the key-pairs of any dishonest senders or receivers; finally, the judge J
can additionally obtain the secret keys of honest senders.

Protocol. Each honest sender A; € S¥ and each honest receiver B; € RH
locally runs a converter Snd and Rev, respectively (see [Algorithm 5f); both these
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Algorithm 5 Converters Snd, Rcv and Forge for MDVS [T
(Sa GSa GV7 S’Lga nya FOTgE).
> (A; € SH)—VVRI'I‘E(<A1' — V},m) // Conv. Snd

pp <—PUBLICPARAMETERS
(spk,, ssk;) <~ SENDERKEYPAIR

forl € [|V]] :
vpk; <~ RECEIVERPUBLICKEY(V})
¥ = (vpky, . .. ;VPk|‘7\)

o H.Sigpp(ssk,;, v, m)
OUTPUT(WRITE(m, 0, (Ai, V)))

> (B; € R¥)-Reap // Conv. Rev
(vpkj ,vsk;) <~ RECEIVERKEYPAIR
pp < PUBLICPARAMETERS
list, readSet <+
for (id, tup == (m, o, (A;,V))) € READ with
(tup ¢ readSet) A (B € Set(V)) :
readSet < readSet U {tup}
spk; <—SENDERPUBLICKEY(A;)

for L € [|V]] :
vpk; <~ RECEIVERPUBLICKEY(V})
¥ = (vpky, ... »VPk|\7‘)

if IT. nypp(spki, vskj, ¥, m, o) :
list < list U {((A; — V), id,m)}

> (P € F)-WRITE(([Forge] A; — V), m)
// Conv. Forge
pp < PUBLICPARAMETERS
spk, <—SENDERPUBLICKEY(A;)
for I € [|[V|] with V; ¢ RT :
vpk; < RECEIVERPUBLICKEY(V})
vsk; «+ L
for | € [|[V]|] with V; € R :
(vpk;, vsk;) <~ RECEIVERKEYPAIR(V])
U = (vpkq, ... 7vpk‘v‘)

§:= (vsky,... ,vsk‘m)
o < II.Forge,,(spk;,

OUTPUT(WRITE(m, o, (Ai, V)))

v, m, §)

OutpuT(list)

converters connect to the KGA and Net - INS; they provide the same outer
interfaces as a repository for a party who is a writer (Snd) and a reader (Rev),
respectively. A party A;’s Snd converter provides a procedure WRITE which takes
as input a label (4; — V) (defining the vector of receivers V = (Vi, ..., VIV\))
and a message m; upon such input, Snd signs the input message, writes tuple
(m, o, (A, 17)) to Net - INS—where o is the resulting signature—and outputs
the id output by writing to Net - INS. A party B;’s Rcv converter reads all
(received) tuples from Net - INS—filtering out duplicates—and verifies the ones
for which Bj is part of the receivers; if verification succeeds, it adds a triple with
the sender/receiver-vector label, id and message to the output set.

In addition to converters Snd and Rcv, every party in F := S U R—including
dishonest ones—runs a converter Forge that allows to forge mes-
sages, mimicking (honest) senders’” WRITE operations towards dishonest parties.
Each party’s Forge converter connects to the KGA and INS resources—but,
crucially, is not given access to senders’ secret keys. Having dishonest parties run
converter Forge is what captures their ability of forging real-looking ciphertexts
(i.e. which gives the sender plausible deniability). However, simply attaching a
converter to dishonest parties’ interfaces eliminates their access to the KGA and
INS resources —i.e. dishonest parties cannot access parties’ public
keys, dishonest parties’ secret keys, nor READ and WRITE from/to the INS
repository—resulting in a rather weak Off-The-Record guarantee (illustrated
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in F_U] To ensure that running Forge does not restrict dishonest parties’
capabilities, we duplicate some of the KGA and INS interfaces and have con-
verter Forge connect only to these redundant interfaces. Concretely, we extend the
KGA resource with additional interfaces that allows a party’s Forge converter
to obtain the public and secret keys necessary to forge signatures ,
and extend the INS repository to provide these converters with write access, so

they can write forged signatures to INS. This is achieved by defining INS as
INS;;U(]:X {Forge}) )

A Snd KGA —
) )

INS —_—

Forge By

Fig. 2: A real world resource that captures weak deniability guarantees. The
only sender depicted is A;, who is honest. From the four receivers depicted—B;
through By—only B; is honest. Judge J is dishonest.

Algorithm 6 Additional KGA interfaces for the Forge converters.

> (P € F, Forge)-PUBLICPARAMETERS > (P € F,Forge)-RECEIVERPUBLICKEY (B, €
OuTPUT(pp, rPk,,) RrRH)
OurpuT(vpk;)

> (P € F, Forge)-SENDERPUBLICKEY(A; € S)
OutpPuT(spk; ) > (P € F, Forge)-RECEIVERKEYPAIR(B; € RH)
OutpUT(vpk), vsk;)

10 Tn fact, for such notion one would need to redefine the set F of parties running the
Forge converter to include only dishonest ones.
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KGA

INS

KGA

INS

(b) Real world resource for dishonest judge J.

Fig. 3: In both (sub-)figures: A; is the only sender depicted, and is honest; four
receivers are depicted—DB; through Bs—among whom only Bj is honest; B; runs
two converters—Rcv and Forge—which are agglomerated into the same box.
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Real World System. One of the guarantees one expects from an MDVS (and
from an MDRS-PKE) is authenticity. However, since judge J has access to the
secret keys of honest senders it is not possible to guarantee authenticity if J is
dishonest. We then consider two cases: honest J and dishonest J. The real world
resource for the first case (illustrated in Figure is given by

Snd®" Rav®” Forge” *{Foreel) IKG A | Net - INS]. (5.1)
For the case of honest J, it is instead given by
Snd®" RevR” Forge®*{Fereel) | / [KG A, Net - INS]. (5.2)

where L is a (dummy) converter that covers all of J’s interfaces and provides no
outside interface (see Figure .

5.2 Application Semantics

The guarantees one expects from an MDVS scheme depend on the honesty of the
judge J(-udy): if she is dishonest, we expect consistency and plausible deniability
(i.e. Off-The-Record); if she is honest, we additionally expect authenticity. The
ideal resources we now define give stronger guarantees than [17].

5.2.1 Dishonest Judy For each sender A; € § and receiver-vector Ve RT,
the ideal system includes a repository (A; — V} to which A; and any dishonest
party can write to, and from which dishonest parties and the ones in V can read,
ie.
s - {A;}JUPH
<A2 — V> = <AZ — V>;et(?;7)U'P7H'

These repositories naturally capture consistency: for each atomic repository
(A; — V), either there is a register with identifier id—in which case all hon-
est recetvers B; € V to whom id was delivered get the same unique tuple
(id, ((A; — V), m)) as part of the output of a READ operation—or there is not—
in which case no honest receiver B; € 1% gets a tuple with a matching identifier
id (as part of the output of a READ operation).

To capture Off-The-Record, for each sender A; and vector of designated
receivers V we consider an additional repository to which “fake” messages are
written: ([Forge]4; — V). The WRITE interface of this new repository matches
the joint WRITE interfaces of the Forge converters, i.e. F; on the other hand,
while dishonest parties should not be able to tell apart “real” messages from
“fake” ones, honest parties should, which means repository ([Forge]A; — V)’s set
of readers is PH; i.e. ([Forge]A; — V) = ([Forge]4; — V)% The ideal system
includes a repository with all these (atomic) repositories put together with the

Net converter attached (see [Equation 5.3]).

- {AJUPH
Net - (4, —>V>Set(‘;)U7’H}AieS,\76R+ , (5.3)
[([Forge}Ai — V}ﬁ} PR —
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(Converter Net need not be attached to ([Forge]4; — V): Net only controls mes-
sage delivery to honest parties, and all readers of ([Forge]A; — V) are dishonest.)

Algorithm 7 Converter Otr.

> (P € PH)-REaD
list < 0
for (id, (rep;, m)) € READ :
if rep; = ([Forge]A; — \7> :
list « list U {(id, ((4; — V), m))}

else // rep; = (A; — V).
list < list U {(id, (rep;, m))}
OutpuT(list)

The repositories in[Equation 5.3|do not capture Off-The-Record, and we do not
know how to model these only using the repository resources from before: READ
operations leak the atomic repository from which each of the tuples output was
read from, and so a party can distinguish real messages—which would be paired
with repositories labels of the form (4; — V)—from forged ones—which would
be paired with labels of the form ([Forge]A; — V). We model Off-The-Record
via a converter Otr that is attached to dishonest parties’ READ interfaces and
limits their (reading) capabilities. Otr—formally defined in captures
Off-The-Record because it ensures (dishonest) parties do not know whether they
are reading real messages—written to (A4; — 17>—0r forged ones—written to
([Forge]A; — V). The resulting ideal resource S is then

o {AyuPH
Net - [<Ai = V) ser(vyupm

. }A165,96R+ . (5.4)
[([Forge] 4; — V)iprr

S:=otr"".
A eS8 VeR+

illustrates a simpler variant of S—corresponding to the case where J
is honest (so honest receivers cannot be impersonated).

5.2.2 Honest Judy When Judy is honest we also expect authenticity; a
natural way to capture this is having the ideal resource include, for each honest
sender A; € SH, an atomic repository (4; — V) to which only A; can write:

— {Ai}
|:<‘AZ — V>Set(‘7)UPH:|Ai€SH7‘7€R+.
This is the same we did for modeling Off-The-Record: we are restricting dis-
honest parties’ writing capabilities by eliminating their WRITE sub-interfaces
on input labels (4; — V) such that A; € S¥. Denoting these (sub-)interfaces
by Auth-Intf == PH-WRITE((S# — R*),.), we can equivalently connect the
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(dummy) converter L so it disables these WRITE interfaces, i.e.

— {A,,}UPiH

Auth-Intf ) uPT
1 : [<A1 — V>set(V)u7>H}AI_G‘S,JYVGR+ 55
- {A:} ( 5)

= [<A1 - V>Set(‘7)UP7H:| AesH Ver+'

We can then define the ideal resource T as:

o {AJUPH
.| Auth-Intf | . R
T = Ot”" pet- 4 [<AZ - V;SCt(V)UPH}AieS,VERJr . (5.6)
[([Forge]Ai — V>7;7H} P —
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Set(V)uPH

/—) B,
([Real]4; — )M}
le—

([Forge]A; — \7)% B

Bs

\B4
S —

(a) Ideal MDVS resource.

/—) B,
([Real] A; — 7142
le—

Set(V)uPH

Bs

B3

By

(b) Ideal MDRS-PKE resource.

Fig.4: Only honest sender A; is depicted. From the four depicted receivers—B;
through By—only Bj is honest. Judge .J is honest. In the figure we use arrows to
make clear that dishonest parties can only write to repositories ([Forge]4; — V),
but not read.
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5.3 Application Semantics of Game-Based Notions

The informal theorem below establishes the composable semantics of MDVS’s

game-based notions (Section 2.3 [4}/6], [Section 3.1). For the formal theorem
statements and respective full proofs, see

Theorem 3 (Informal). Suppose an MDVS scheme II is correct, consistent,
replay-unforgeable, Off-The-Record and satisfies forgery invalidity. If IT is used as
the MDVS scheme underlying the real world systems defined in [Section 5.1] then
there are poly-time simulators simg and simt and there are negligible functions
es and e such that, for any (suitable) poly-time distinguishers Dg, D, the two
statements below hold:
AP (SndSH RovR” Forge” L7 [KGA, Net - INS], sim - T) < ex (Theorem 19

APs (SndsH RevR” Forge” [KGA, Net - INS], simg - S) < es (Theorem 14]).

Remark 2. The proof of which corresponds to the weaker setting
where honest senders’ secret keys do not leak—also assumes the underlying
MDYVS to satisfy Forgery Invalidity.

6 Application Semantics for MDRS-PKE Schemes

In this section we introduce the first composable security notions for MDRS-PKE
schemes; as we will see, these notions are surprisingly similar to the ones for
MDVS. Finally, we prove that the existing game-based notions [4,6])
together with our new notions do imply these new composable
notions.

As before, S are the senders, R the receivers, and F := S UR; we assume
RE, RH SH and SH are non-empty. Together with the judge J(-udy), the set
of parties is then is P =SURU{J}.

6.1 The Real World: Assumed Resources and Protocols

Assumed Resources. The assumed resources for our MDRS-PKE composable no-
tions are essentially the same as the ones for our MDVS notions: an asynchronous
and anonymous insecure repository Net - INS and a KGA (Algorithm 8). The
KGA resource is implicitly parameterized by a security parameter k; it first runs
setup algorithm S and then samples an MDRS-PKE receiver public key rpk,,
which it attaches to the public parameters. (The additional public key allows for
simpler reductions, as one can rely on the corresponding secret key for decryption,
and eliminates the need for the MDRS-PKE scheme to satisfy a robustness type
of notion.) It then generates key-pairs for all senders and receivers—using Gg
and Gg, respectively. For simplicity, the MDRS-PKE KGA resource supports an
additional helper operation, GETLABEL, which given an sender’s public key and
a vector of receiver public keys outputs the unique corresponding label (A; — V),
or L if the label either does not exist or is not unique.
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Algorithm 8 The KGA resource for MDRS-PKE IT = (S, Gs, Ggr, E, D, Forge).
Below we only show the differences relative to[Algorithm 4] i.e. the KG A resource
defined for the MDVS composable notions.

¢ INITIALIZATION > (Bj € R™)-GErLABEL(spk, ¥)
pp < I1.5(1%) Sqpr:={A; | spk = spk; }
(rpk,,, -) < II.GRr(pp) if |Sepx| Z 1V o1 # rpky,
for A; € S: (spk,;, ssk;) < II.G5(pp) OutpuT(L)
for B; € R: (rpk;, rsk;) < II.Gr(pp) forl e {2,...,|7|}:
' Ry ={Br| v’ = rpk; }
> (P € P)-PUBLICPARAMETERS if [R,;/|#1:
OutpuT(pp, Tpky,) OutpuT(L)
else
b (A; € SH)-SENDERKEYPAIR Let By be the element of va/
Vi1 = Bg

> (J)-SENDERKEYPAIR(A; € ST)

> (P € PH)-SENDERKEYPAIR(A; € SH) i
> (P € P)-SENDERPUBLICKEY(A; € S) Let V= (V1,.. o Vigr|-1)
> (B; € R¥)-RECEIVERKEYPAIR OutpuT((A; — V)

> (P € PH)-RECEIVERKEYPAIR(B; € RH)
> (P € P)-RECEIVERPUBLICKEY(B; € R)

Let A; be the element of Sgpx

Protocol. As for MDVS, honest senders receivers locally run converter Snd and
Rev, respectively (see , which are attached to KGA and Net - INS.
These converters are mostly analogous to their MDVS counterparts, the main
differences being:

1. Converter Snd no longer writes the sender’s and vector of receivers’ identities
nor the input message to INS (as required to guarantee anonymity and
confidentiality);

2. The first recipient of (valid) ciphertexts is the public parameters public key;

3. For each ciphertext that decrypts correctly, Rev uses the KGA’s GETLABEL
operation to obtain a label—i.e. looks up the sender/vector of receivers with
public keys matching the ones obtained from decryption—and then outputs
a set of triples, each triple corresponding to a ciphertext that decrypted
correctly and for which the GETLABEL operation returned a valid label (i.e.
not L);

4. The Forge converter—which connects to extended KGA and Net - INS

similarly to the analogous MDVS converter—on inputs (({[Forge]4; — V'), m)

such that VV € RHE ™" forges messages differently (see [Algorithm 9| for details).

The real world resource is defined similarly to the MDVS real world resource—
the only difference being the different (but analogous) KGA and converters.

6.2 MDRS-PKE Application Semantics

Apart from the additional anonymity and confidentiality guarantees—for messages
sent by honest senders to vectors of all-honest receivers—the properties we expect
from an MDRS-PKE are the same we expect from an MDVS.
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Algorithm 9 Converters Snd, Rcv and Forge.

> (A; € SH)-WRITE((A; — V},m) > (Bj € RY)-Reap // Conv. Rev
// Conv. Snd (rpk;, rsk;) <~ RECEIVERKEYPAIR
(pp, rpk,,) -~ PUBLICPARAMETERS (pp, -) < PUBLICPARAMETERS
(spk,, ssk;) <~ SENDERKEYPAIR list, ctxtSet < 0
forle {1,...,|V|}: for (id, c) € READ with ¢ & ctxtSet :
rpk, + RECEIVERPUBLICKEY (V) ctxtSet + ctxtSet U {c}
& — (rpk_,rpk Pk, ) (spk,, 7", m) < II.Dyy(rsk;, c)
PIE’ 1’;"’) V1 if (spk;, ¥’ ,m) # L :
c <= II1.Ey (ssky, U, m A, > L k7
OuTPuT(WRITE(C)) ( i V>_f_GET ABEL(spk;, ')
if (A; > V)#1:
list « list U {(id, ((4; — V), m))}
OutpuT(list)

> (P € F)-WRITE({[Forge]A; — V'), m) // Conv. Forge
(pp, rPk,,) < PUBLICPARAMETERS
if Ve RUY
spk; +—SENDERPUBLICKEY (A7)
¢ < II.Forge,, (spk,, rkaPIV\+17 olml LIVI+1)
else
spk,; <—SENDERPUBLICKEY(A;)
forl e {1,...,|V|}:
if V, e R :
(rpk;, rsk;) < (RECEIVERPUBLICKEY(V}), L)
else // V; € R
(rpk;, rsk;) <~ RECEIVERKEYPAIR(V})
(¥,5) = ((rpkpp7 Tpky, ..., TPk 7)), (L, rski,..., rsk‘m))
OuTPUT(WRITE(c +— IT.Forge, (spk;, ¥, m, 5)))

6.2.1 Dishonest Judy The ideal MDVS resource S defined in
captures all the guarantees we expect from an MDRS-PKE, except for anonymity
and confidentiality.

Algorithm 10 Converter ConfAnon.

> (P € PH)-ReAD
list < 0 .
for (id, ((4; — V), m)) € READ :
if (4;,V) e ST x (Rt
list « list U {(id, (|V], |m|))}
else
list « list U {(id, ((A; — V), m))}
OuTtpuT(list)

As for Off-The-Record, it is not clear how to capture these additional guar-
antees from the repository resources alone: READ operations output the atomic
repository (A; — V)—Which identifies the sender and vector of receivers—associated
with each tuple that is output; regarding confidentiality, either a party has read
access to an atomic repository—in which case READ operations output all of the
repository’s messages in plain—or the party has no read access to the atomic
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repository—in which case the party does not learn anything about the messages
written in that repository: not their length nor how many there are. Fortunately,
we can follow the same idea we used to model Off-The-Record: by defining an

appropriate converter—ConfAnon, that is attached to dishonest

parties’ READ interfaces and limits their (reading) capabilities: if an honest sender
A; € ST sends a message m to a vector of receivers V all of whom are honest (i.e.
Ve RH+), then ConfAnon only leaks |V| and |m| to dishonest parties, instead
of (A; — V) and m. The resulting ideal resource is then

o, {AyUPH
Net - [<Az - V>Set(V)UPT

- :|A,-€S,\7€R+ . (6.1)
[([Forge]Ai = Vowr

S:= (Coannonﬁ~ Otrﬁ) .

A eS8 VeR+

6.2.2 Honest Judy This case is analogous; the ideal resource T is defined as:

- St - {A;}UPH
T ConfAnon”" Net . L Avth-tntf . [<Az - V>Set(V)uP7H}A,€5 VeRrt
r ([Forge]A; — V)pm -

(6.2)

6.3 Application Semantics of Game-Based Notions

The informal theorem below summarizes our claims regarding the application
semantics of the MDRS-PKE security notions we introduced in this section. For
the formal theorem statements and respective full proofs, see

Theorem 4 (Informal). Suppose an MDRS-PKE scheme II is correct, consis-
tent, replay-unforgeable, {IND,IK}-CCA secure, Off-The-Record, satisfies forgery
inwvalidity and is public-key collision resistant. If II is used as the MDRS-PKE
scheme underlying the real world systems defined in[Section 6.1| then there are
poly-time simulators simg and simt and there are negligible functions eg and et
such that, for any (suitable) poly-time distinguishers Dg, D, the two statements
below hold:
H H
ADs (Snds Rev™® Forge” [KGA, Net - INS], simg - S) <eg (Theorem 12

APt (SndSH Rov®” Forge” 17 [KGA, Net - INS], simT-T> < er (Theorem 11)).

Remark 3. As already mentioned, for the setting where honest sender secret
keys do not leak to the judge one needs the MDRS-PKE to satisfy {IND, IK}-
CCAgs (Definition 17)). While this notion is implied by the {IND, IK}-CCA notion
(Definition 9)) [4], it is not (known to be) implied by the {IND, IK}-CCA notion
introduced in [18].

A remark analogous to also applies for the case of MDRS-PKE.
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Appendix
A Game-Based Security Definitions

In this section we introduce game-based notions that we use to prove the security
of Maurer et al.’s MDRS-PKE construction [18]. We only introduce notions that
are strictly necessary for such security proofs.

A.1 One Way Function

A One Way Function (OWF) is a pair IT = (5, F), where Sis a PPT and F a PT.

Consider an OWF II = (S, F); the game system of [Definition 1§ has (an
implicitly defined) security parameter & and provides adversaries with access to
oracles Oy and Og defined below:

Oy (i € N): 1. On the first call on index i € N, compute x + S(1¥) and store
(i,z,y = F(x)); output y;
2. On subsequent calls, simply output y.
Og(i € Nyz): 1. On the first call on 4 (to either this oracle or to Oy ), compute
x < S(1%) and store (i, z,y = F(z)); the oracle does not give any output;
2. On subsequent calls, the oracle simply does not perform any action nor
give any output.

Definition 18. Game GOWF gives an adversary A access to oracles Oy and
Os. A wins if it makes a query Og(i,x) such that F(z) = Oy ().

An adversary A (g,t)-breaks the (n)-One-Wayness of OWF IT if it runs in
time ¢, queries oracles Oy and Og on at most n different indices i € N, and
satisfies Adv®VF(A) > e.

A.2 Public Key Encryption

A Public Key Encryption (PKE) scheme IT with message space M is a triple of
PPTs I = (G, E, D). Below we state the multi-user multi-challenge variants of
Correctness (from [5]) and IND-CPA security for PKE schemes (first introduced
in [8]).

Let IT = (G, E, D) be a PKE scheme with message space M; as before, we
assume the game system of the following definition has (an implicitly defined)

security parameter k. [Definition 19| provides adversaries with access to the
following oracles:

Osk(Bj): 1. On the first call on Bj, compute and store (pk;,sk;) < G(1%);
output (pk;, sk;); 2. On subsequent calls, simply output (pk;, sk;).

OPK(B]> 1. (pkj,Skj> — OSK(Bj)a 2. Output pkj'

Og(Bj,m;r): 1. If r is given as input, encrypt m under pk; (B;’s public key, as
generated by Opy) using r as random tape; if  is not given as input create
a fresh encryption of m under pk;; 2. Output the resulting ciphertext back
to the adversary.
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Op(Bj,c): 1. Decrypt c using sk; (B;’s secret key, as generated by Opk);
2. Output the resulting plaintext back to the adversary (or L if decryption
failed).

Definition 19 (Correctness: G ). Game G provides an adversary A
with access to oracles Ogk, Opk, O and Op. A wins the game if there are
two queries qr and qp to O and Op, respectively, where qg has input (Bj, m;r)
and qp has input (Bj’,c), the input c in qp is the output of qg, B = Bj’, and
the output of qp is not m.

A (computationally unbounded) adversary A (g)-breaks the (n)-Correctness
of a PKE scheme IT if A queries Ogk, O and Op on at most n different parties
and satisfies Adv°"(A) > e.

The IND-CPA game systems provide adversaries with access to oracle Opg
described above, and to an additional oracle O which behaves as follows:

Og(Bj,mo,m1): 1. For game system GIND-CPA | the oracle encrypts my, under
Bj;’s public key, pk;, creating a fresh ciphertext ¢; 2. The oracle outputs the
resulting ciphertext ¢ back to the adversary.

Definition 20. For b € {0, 1}, game Gg\'D'CPA gives an adversary A access to
oracles Opg and Op. A wins if b = b and for every query Og(B;, my, m1),
Imo| = [ma.

We say A (e, t)-breaks the (n, ¢p)-IND-CPA security of a PKE scheme IT if A
runs in time at most ¢, queries the oracles it has access to on at most n different
parties, makes at most qg queries to oracle O, and satisfies Adv'ND‘CPA(A) > e.
Finally, IT is (€corr, €IND-cPA, T, 1, ¢ )-secure if no adversary A (einp-cpa, t)-breaks
the (n, ¢g)-IND-CPA security of IT and no (possibly computationally unbounded)
adversary (€corr)-breaks the (n)-Correctness of II.

A.3 Digital Signature Scheme

A Digital Signature Scheme (DSS) for a message space M is a triple IT =
(G, Sig, Vfy) of PPTs. Below we state the definition of (One-Time) Strong Ex-
istential Unforgeability for DSS. The notion has an implicitly defined security
parameter k£ and makes use of oracles Oy g, Og and Oy, which, for a DSS
II = (G, Sig, Vfy), are defined as:

Ovyk(i € N): 1. On the first query on i, compute and store (vk;,sk;) < G(1%);
2. Output vk;.
Os(i,m): 1. Compute o < Sig, (m), where sk; is the signing key associated
with 4; output o.
Oy (i,m,0): 1. Compute d < Vfy, (m, o), where vk; is the verification key
associated with 7; output d.
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Definition 21. Game G'EUF-CMA yrovides an adversary with access to oracles
Ovik, Ogs and Oy . A wins the game if there is a query to Oy on some input
(i*,m*,0*) that outputs 1, there is no query to Og on input (i*,m*) that output

o*, and for each i € N there is only at most one query to Og with input 1.
A’s winning advantage is AdvEVTMA(A) .= Pr[AGISEUF-CMA — i),

An adversary A (e1.seur.cma, t)-breaks the (n, ¢s, qv)-1-sEUF-CMA security
of IT if A runs in time at most ¢, queries Oy i, Og and Oy on at most n different
indices, makes at most gs and gy queries to, respectively, Og and Oy, and
satisfies Advl'SEUF'CMA(A) > £1-EUF-CMA.-

A.4 Non Interactive Zero Knowledge

For a binary relation R, let L be the language Ly = {z | Jw, (z,w) € R}
induced by R. A Non Interactive Proof System (NIPS) for Lg is a triple of PPT
algorithms IT = (G, P, V) where:

- G(lk): given security parameter 1¥, outputs a common reference string crs;

— Pers(x,w): given a common reference string crs and a statement-witness
pair (z,w) € R, outputs a proof p;

— Vers(z,p): given a common reference string crs, a statement x and a proof p,
either accepts, outputting valid (= 1) or rejects, outputting invalid (= 0).

A NIZK scheme IT = (G, P, V, 5= (Sq, Sp)) for a relation R consists of a NIPS
scheme IT" = (G, P, V) for R and a simulator S = (Sg, Sp), where:

— Sg(1%): given security parameter 1%, outputs a pair (crs, 7);
— Sp(crs,r)(x): given a pair (crs, ) and a statement x, outputs a proof p.

Consider a NIZK scheme IT = (G, P, V, 8 = (Sg, Sp)). The following security
notion, which defines game systems G3X and G4X, provides adversaries with
access to two oracles, Og and Op, whose behavior depends on the underlying
game system. For G£K (with b € {0,1}):

Os: On the first call, compute and store crs < G(1¥) if b= 0, and (crs, ) +
Sc(1%) if b = 1; output crs.
Op(z,w): If b =0, output 7 <= Pers(w, w); if b =1, output 7 <= Sp(crs ) ().

Definition 22 (Zero-Knowledge: G§¥ and G4K). For b € {0,1}, game GEX
gives an adversary A access to oracles Og and Op. A wins the game if b’ = b
and every query Op(z,w) satisfies (x,w) € R.

We say that an adversary A (ezk,t)-breaks the (¢p)-ZK security of a NIZK
scheme IT if it makes at most gp queries to Op and satisfies AdeK(A) > e7K.
We now introduce Simulation Soundness for NIZK [23|. The game system

defined by this notion provides adversaries with access to oracles Og, Op and
Oy defined as:

Og on the first call sample (crs, 7) < Sg(1%); output crs.
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OP(x): OUtput SP(crs,‘r) (33)
Oy (z,p): Output Vers(z,p).

Definition 23 (Simulation Soundness: G>°). Game G gives an adversary
A access to oracles Og, Op and Oy . A wins if it makes a query Oy (x,p) with
x & Ly that outputs valid and no query Op(x) output p.

An adversary A (ess,t)-breaks the (gp, gv)-Simulation Soundness of a NIZK
scheme [T if it makes at most ¢p and qy queries to Op and Oy, respec-
tively, and satisfies AdeS(A) > egs. Finally, we say that a NIZK scheme IT
is (ezk,é€ss,t,qp,qyv)-secure if no adversary A (ezk,t)-breaks the (gp)-Zero-
Knowledge of IT or (ess,t)-breaks the (¢p, gy )-Simulation Soundness of II.

A.5 Public Key Encryption for Broadcast

A Public Key Encryption for Broadcast (PKEBC) scheme IT with message space
M is a quadruple IT = (S, G, E, D) of PPTs. Below we state the Correctness,
Robustness, Consistency and {IND, IK}-CCA security notions from [5].
Consider a PKEBC II = (S, G, E, D) with message space M. The game
systems defined by the security notions ahead have an implicitly defined security
parameter k and provide adversaries with access to the following oracles:

Opp: 1. On the first call, compute and store pp + S(1¥); output pp; 2. On
subsequent calls, output the previously generated pp.

Osk(Bj): 1. If Ogk was queried on B; before, simply look up and return the
previously generated key for Bj; 2. Otherwise, store (pk;,sk;) < G(pp) as
Bj’s key-pair, and output (pk;, sk;).

Opr(Bj): 1. ( kj,skj) + Ogk(B)); 2. Output Pk;.

Op(V,m): 1. 7 « (OPK(Vl),...,OpK(Vl‘;I)); 2. Create and output a fresh
encryption ¢ < Eyp 5(m).

Op(Bj,c): 1. Query Osi(Bj) to obtain the corresponding secret-key sk;; 2. De-
crypt ¢ using sk;, (¥, m) < Dpp s, (c), and then output the resulting receiver-
s-message pair (0,m), or L (if (,m) = L, i.e. the ciphertext is not valid
with respect to B;’s secret key).

Definition 24 (Correctness). Game G provides an adversary A with access
to oracles Opp, Osk, Op and Op. A wins the game if there are two queries qg
and qp to O and Op, respectively, where qg has input (17'7 m) and qp has input
(Bj,c), satisfying B; € ‘7, the input ¢ in qp is the output of qg, and the output
of qp s either L or (0',m') with (0,m) # (¢',m’).

The advantage of A in winning the Correctness game is the probability that
A wins game G as described above, and is denoted Adv=""(A).

Definition 25 (Robustness). Game GR® provides an adversary A with access
to oracles Opp, Osk, Opk, O and Op. A wins the game if there are two
queries qg and qp to O and Op, respectively, where qg has input (V,m) and
gp has input (B}, c), satisfying B; ¢ ‘7, the input ¢ in qp is the output of qg, and
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the output of qp is (U',m') with (¥',m’) # L. The advantage of A in winning the
Robustness game is the probability that A wins game GR°® as described above,

and is denoted Adv®°°(A).

Definition 26 (Consistency). G provides an adversary A with access to
oracles Opp, Osk, O and Op. A wins the game if there are two queries
Op(B;,c) and Op(Bj,c) for some B; and B; (possibly with B; = B;) on the
same ciphertext ¢ such that query Op(B;, c) outputs some pair (U, m) # L with
Pk; € U (where pk; is Bj’s public key), and query Op(Bj,c) does not output
(U,m).

A’s advantage in winning the Consistency game is denoted Adv“°"*(A) and
corresponds to the probability that A wins game GO,

Below we present the definition of {IND, IK}-CCA security from [4]. The games
defined by this definition provide adversaries with access to the oracles Opp,
Osk and Opg defined above, as well as to the following modified O and Op
oracles:

OE((VQ,mO), (ﬁ,ml)): 1. For game system GSND’IK}'CCA, encrypt my, under
Ub, the vector of public keys corresponding to Vb; output c.
Op(Bj,c): 1. If ¢ was the output of some query to O, output test;
2. Otherwise, compute and output (7, m) <= Dyp e, (), where sk; is B;’s
secret key.

Definition 27 ({IND, IK}-CCA Security). Forb € {0,1}, game system G
provides an adversary A with access to oracles Opp, Osk, Opk, O and Op.
A wins the game if it outputs a guess bit b’ satisfying b’ = b and for every query
OE((%,mo), (ﬁ,ml)) 1. |‘70| = \‘71|; 2. Img| = |m1|; and 3. there is no query
to Ogk on any B, € Set(Vo) U Set(V1) at any point during the game. We define
the advantage of A in winning the {IND,|K}-CCA game as

{IND, IK}-CCA
b

Ady{IND: IK}-CCA(A) —
‘Pr[AGgND’ IK}-CCA _ win] + PT[AGPND, IK}-CCA _ win] — 1.

We say an adversary A (e,t)-breaks the (n,dg,qg,gp)-Correctness (resp.
-Robustness, -Consistency, -{IND, IK}-CCA security) of a PKEBC scheme IT if
A runs in time at most t, queries Ogg, Op and Op on at most n different
parties, makes at most gg and gp queries to O and Op, respectively, with the
sum of lengths of the party vectors input to Op being at most dg, and satisfies
Adv"(A) > & (resp. AdvRP(A) > e, Adv®"(A) > e, Adp{NDKICCAAY > o),

B Security of Chakraborty et al.’s MDVS [4]

We now prove Chakraborty et al.’s MDVS construction (defined in [Algorithm 11
satisfies Forgery Invalidity.

36



B.1 Unforgeability against Replays
Theorem 5. If IIpkg is

(€PKE-Corr, EPKE-IND-CPA; lPKE; "PKE, QEPKE)-S@W@, (B~1)

with npxg > 1, IINizk 1S

(€NIZK-ZK, ENIZK-SS, INIZK, 4P NIZK > (JVNIZK)‘%CW@; (B-Q)

and Howr is

(cowr, towF, NOWF ) -secure, (B.3)

with towr i, nowr - (ts+tr)—where tg and tp are, respectively, the times to run
Howr.S and Howr.F—and with nowr > 1, then no adversary A (g,t)-breaks
II’s

(ns = max(nowr — nv,0),ny = min(npkg, max(nowr — ns,0)),

qs = min(gpnizk, qEPKE), v = qvNizk)-Unforgeability against Replays,

with € > (3 - €PKE-Corr + EPKE-IND-CPA) + ENIZK-zK + ENIzZK-Ss + 4 - eowr, with
tPKE, toWF = t + tR-Unforg + G5 * S5, T tSors and with tNizk = t + tR-Unforg,
where tR.unforg @ the time to Tun II’s G R-Unforg game and tsg,, and ts,,s are,
respectively, the runtime of IINizk ’s Ssim and Scrs algorithms.

The original proof from [4] establishing the unforgeability of their MDVS
construction also implies this stronger result (see |5, Proof of Theorem 6]).

B.2 Forgery Invalidity

Theorem 6. If no adversary A (epkg)-breaks the (npkg)-Correctness of Ilpkg

then no (computationally unbounded) adversary ()-breaks Hﬁ/?g‘{,s ’s

(ny = npkg)-Forgery Invalidity,
with € > 2 - EpKE.

Proof. This proof proceeds in a sequence of games [1}[24].

GForge-lnvalid _, GI. G g just like the original game GForgelnvalid oxcept that in
GT the Mpkr key-pair (pk, sko) sampled for each party B; is assumed to be
correct.

One can reduce distinguishing these two games to breaking ITpkg’s correctness
because the reduction holds all secret keys (and so it can handle any oracle queries).
If an adversary A only queries for the verifier keys of up to ny < npkg parties,
and given the reduction only has to use ITpkg-Og i oracle to generate at most one
key-pair per party—namely, (pk,, sko)—since by assumption no computationally
unbounded adversary (epkg)-breaks the (npkg)-Correctness of ITpkg, it follows

Pr[AGY = win] — Pr[AGFoee!™ald — yin]| < epgp.
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GI « G2, This game hop is just like the previous one (i.e. GForge-Invalid ., Gy
the only difference being that the key-pair which is assumed to be a correct one
is now (pky, sky). It follows

Pr[AG = win] — Pr[AGn:I = win]| < epkE.

To finish the proof we now prove the following claim:
Claim. For any adversary A
Pr[AG = win] = 0.

Proof. Recall that an adversary can only win game G2 if it makes a query to Oy
on some input (A;, Bj,V,m,0 = (p,C, cpp)) such that o was output by a query
to OForge ON input (Ai,V,m,C) satisfying B; € v, B; ¢ C, and Oy outputs 1.
First, note that, by the definition of Opopge, this means that B;’s secret verifier
key is not given as input when the oracle is forging the signature using algorithm

Forge of TIZ{? . Furthermore, by the definition of 152 o’s Forge algorithm
, it follows that for every I € {1,...,|V|} such that V; = Bj,
the two ciphertexts in ¢; (i.e. ¢;0 and ¢;1) are encryptions of 0. Finally, by the
assumption that the two PKE key-pairs of B;—i.e. (pk, sko) and (pky, sk )—are
correct, the decryption of either ¢; o or ¢;; will result in 0 being output, and so

the signature will not verify as valid by Oy . a
O

B.3 Public-Key Collision Resistance
Definition 28 (n-Instance ¢-Image Collision Resistance [5]). A OWF
IT = (S, F) is n-Instance e-Image Collision Resistant if

T < HS(lk)

Pr\|{II.F(z1),...,II.F(z,)}| <n <e.

z, + I.S(1%)
Lemma 1 ( [5, Lemma 1]). If no adversary (e,t)-breaks the (n)-One- Wayness
of a OWF II = (S, F), with t Z n - (ts + trp)—where ts and tp are, respectively,

the times to run S and F—then II is n-Instance £'-Image Collision-Resistant,
with e’ <2 -¢.

Corollary 1. If no adversary (eowr, towr)-breaks the (nowr)-One- Wayness of
Iowr = (S, F), with towr L nowr - (ts+tr) —where tg and tp are, respectively,
the times to run Iowr.S and Iowr.F—then Hf\’/fgi,s is

(n == max(nowr — nv,0), £ = max(nowr — ng,0))-Party
e-Public-Key Collision-Resistant

with € > 2 - eowr.

Proof. Follows from the definition of H;/?E)F{/S (Algorithm 11)), from and

from the assumption on IIowr. O
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C Security of Maurer et al.’s MDRS-PKE [1§]

In this section we prove the security of Maurer et al.’s MDRS-PKE construc-

tion [18] (see [Algorithm 12)) with respect to our new security notions (see
fon 4.1).

C.1 Counsistency

Theorem 7. ]f no adversary (5PKEBC,tPKEBC)‘b7’eak5 the (npKEBc, dEPKEBCa
4EPKEBC: 4DpKEBC)-Consistency of Ipkgsc, no adversary (empvs, tMDVS)-

breaks the (nsypvs, nvMpvs, dsmpvss dFMDVSs 4SMDVS> 9V MDVS: 4FMDVS)-
Consistency of Ilyipys and ITpss. Viy is a deterministic algorithm, then no

adversary (e,t)-breaks IINMDRS-PKE 'S

(nS = NsSMDVS; MR = min(nPKEBC7 nVMDVS)’
dp = min(dgpkesc, dsMpvs), ¢ = MiN(¢EpkERC: ISMDVS )
gp = min(¢ppxEsc, ¢vMmpys))-Consistency,

with € > epkEBC +€MDVS, and tpKEBC, tIMDVS &t +Ltcons, where teons @5 the time
to run IIprs.pke s GO game.

Proof. Follows from the proof of |18 Theorem 7] and the definition of ITviprs.PKE’S

decryption (see [Algorithm 12)). O

C.2 Replay Unforgeability

Theorem 8. If no adversary (empyvs, tMpvs)-breaks the (nsypvs, MV MDVS;

dsmpvs, 4SMDVsS» v Mmpvs ) - Unforgeability of IIvipys and no adversary (epss, tpss)-
breaks the (npss, 4spss, ¢v pss)-1-SEUF-CMA security of Ilpss, then no adversary
A (E, t)-breaks HMDRS—PKE ’s

(ns = NSMDVS> R = NV MDVS>
dr = dsvpvs, ¢r = min(gsypys, MDss; 4Spss)
qp = min(qv \pys; 4v pss))-Replay Unforgeability,

with € > epgs + empvs, and tpss, tMpvs ~ t + tR-Unforg, Where tR-unforg 5 the
time to run IIyprs.pry s GR-Ynfore game.

Proof. This proof proceeds via a sequence of games.

GR-Unforg ., G The difference between GH and GRU"e ig that in GY, when
Op is queried on an input (Bj,c¢ = (vk,o’,¢')) such that there is a query
Og(A;,V,m) that output ¢* == (vk*,o'*,¢*) with ¢ # ¢* and vk = vk*, Op
simply outputs L.

One can reduce distinguishing the two games to breaking the 1-sEUF-CMA
security of ITpgg: the reduction holds all MDVS and PKEBC secret keys and
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can sign ciphertexts using the Og oracle from ITpgg’s G1SEUF-CMA game so it
can handle any oracle queries. If A only makes at most gg < min(npss, ¢spgs)
and ¢p < gypgg queries to O and Op, respectively, since by assumption no
adversary (tpgs, epss)-breaks the

(nDss, 4spss» 4V pss )-1-sSEUF-CMA

of Ilpgs, it follows
Pr[AGJ:EI = win] — Pr[AGR'U"forg = win]| < epgs.

We can now directly reduce to the Unforgeability game of ITypys. To see why,
note that GI already outputs L for any query Op (Bj,c = (vk,0’,c')) such that
there was a query Og(A;, V,m) that output ¢* := (vk*,o’*,¢’*) with ¢ # ¢* and
vk = vk*. This then means that we only have to make sure that no decryption
query Op(Bj,c = (vk,0’,¢")) such that there was no query Og(4;, v, m) that
output ¢* == (vk*,o’", ") with ¢ # ¢* and vk = vk* allows the adversary to win
the game. On one hand, if ¢ = ¢* then the adversary does not win the game (see
; on the other hand, if some query Op(Bj,c = (vk,o’,¢’)) (where
vk was not output as part of any challenge ciphertext) outputs something other
than L, then the MDVS signature encrypted by ¢’ actually verified as being a
valid signature on a triple (Upkgsc, m, vk) which was never signed (since vk was
not output as part of any O ciphertext).

Since by assumption no adversary (empvs, tmpys )-breaks the

(nsMDVS, "V MDVS: dSMDVS» SMDVS» 4V Mpvs )- Unforgeability

of IIipvs, if A only queries for at most ng < nsypvs (resp. nr < nympvs)
different sender keys (resp. different receiver keys), makes up to ¢g < gsmpvs
queries to Og and up to ¢p < qvypys queries to Op, and the sum of lengths of
the party vectors input to O is at most dg < dsypvs, it follows

Pr[AGIIl = win] S EMDVS-

C.3 {IND,IK}-CCAs Security

Theorem 9. If no adversary (empys, tMpvs)-breaks the (nsypvs, MvMDVS;
dsypvss 4smpvss v mpys)-Message-Bound Validity of Iyipys, no adversary
(epss, tpss)-breaks the (npss, 4spsss 9v pss)-1-SEUF-CMA security of Ipss, no

adversary (epkEBC, tPKEBC)-breaks the (npkEBC, dEPKEBC) IEPKEBC) IDPKEBC)-
Robustness of IIpkrpc, and no adversary (epkeBC, tPKEBC)-breaks the (npkesc,

drpkeBC: 9EPKERC: 4DPKEBC)-{IND,IK}-CCAS security of IIpkgpc, then no
adversary A (g,t)-breaks IIniprS-PKE S

(ns = ngmMpvs, MR = Min(npkesc, nVMDVS)a dp = min(dEPKEBC> dsmMDvs)s
¢ = min(¢epkERC, ISMDVS> 'DSS: 4SDSS )

qp = min(¢pprEBc: IV MDVS: QVDSS)) -{IND, IK}-CCAg security,
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with

€ > 2 (€DSS-1-EUF-CMA + EMDVS-Bound-Val + EPKEBC-Rob)

+4 - EPKEBC-Corr + EPKEBC-{IND,IK}-CCA;

and with tpss, tMpvs, tPKEBC ~ t+1{IND,IK}-CCAs» Where Lanp, ik}-ccas 1S the time
to run IT’s GUND,IK}-CCAs gy,

Proof. One can prove by following the same sequence of hybrids (and
the same arguments) from [4, Proof of Theorem 13], with only minor differences.
Below we only explain the differences from [4, Proof of Theorem 13], i.e. we
explain how to handle queries Op ((Ai,o, Vo, mo), (A1, Vi, ml)) for the case where
(Aio, Vo, m0) = (Ai1, Vi, m1)—which are not considered in the {IND, IK}-CCA
notion from [4] for the case where either not all receivers in V, and V} are honest
(i.e. the adversary may query for secret keys), vectors 170 and V; are of different
lengths, or mg and m; have different sizes.

First, note that regardless of whether an adversary is interacting with game
GgND’IK}_CCAS or GiIND’lK}_CCAS, the ciphertexts generated by the oracle in such
queries have exactly the same distribution, and therefore we only need to ensure
the reductions have everything needed to produce such ciphertexts.

For 8 € {0,1}, |4, Proof of Theorem 13] proceeds via a sequence of hybrids
GgND’IK}_CCA > GEE, GDB:I ~ G%, G% > G%, G%] ~ G% and G% > G%, and gives
reductions from distinguishing each of these pairs to breaking a security property
of one of the underlying building blocks. Concretely, |4, Proof of Theorem 13|
reduces distinguishing

S.1 GEND"IK}_CCA and GDB:I to breaking the 1-sEUF-CMA security of the underlying
IIpss;

S 2 GY and G2 to breaking the robustness of the underlying IIpkgpc;
G[% and G[g to breaking the correctness of the underlying ITpkgpc;
Gé and Gﬁ to breaking the message-bound validity of the underlying ITypvs;
Gé and GE’] to breaking the correctness of the underlying ITpkgpc; and
GJé and G¥ to breaking the {IND, IK}-CCA security of the underlying ITpkggpc.

The reductions corresponding to and [S.6]are to PKEBC notions
and therefore have access to all the DSS and MDYV secret keys; since only public
keys are needed to generate PKEBC ciphertexts, and the reductions have access
to these, they can handle the additional queries. (Note that, for the {IND, IK}-CCA
reduction, since the reduction generates the additional ciphertexts without relying
on the O oracle provided by games, it can then still use the Op oracle provided
by the games to handle decryption queries even if the PKEBC component of
such ciphertexts is left unchanged by the adversary).

The reduction corresponding to is to MDVS message-bound validity,
which does allow adversaries to query for MDVS secret keys of senders. Since the
reduction is to an MDVS notion, it has access to all PKEBC and DSS secret keys;
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as it also has access to the secret keys of senders, it can generate any ciphertexts
for the additional queries tooE

The reduction corresponding to is to the 1-sEUF-CMA security of IIpgs
and therefore has access to all the PKEBC and MDVS secret keys. Noting
that the MDRS-PKE encryption algorithm samples a fresh IIpgg key-pair for
encryption, for these additional queries one can have the reduction simply sample
the ITpgs key-pair itself, and therefore can generate the ciphertext as intended.
(Alternatively, one could rely on the 1-sEUF-CMA game of ITpss to sample the
key-pairs, and then use the Og oracle provided by the game to generate the
signatures, but this is not necessary for this reduction.) a

C.4 Forgery Invalidity

Theorem 10. If no adversary (epkrBC, tpkEBC)-breaks the (npkepc, dEPKEBCS

4EPKEBC: 4DpKERC)-Correctness of Ipkepc and no adversary (empvs, tMDVS ) -
breaks the (ns, nv, ds, dr, qs, qv, qr)-Forgery Invalidity of ITypvs then no
adversary (e,t)-breaks IINMDRS-PKE 'S

(ns = NSMDVS>

ng = min(npKEBC, NV MDVS )
dp = min(dgpkesc, dsmpvs),
qr = min(¢rpxepc, FMDVS)
( )

gp = min(¢pprrpc, v Mmpvs))-Forgery Invalidity,

with € > epkEBC +EMDVS and tPKEBC, tMDVS & T+ tForge-Invalid; WheTe tForge-Invalid
is the time to run Iyprs.pxg s GForge-invalid game.

Proof. We prove this result via game hopping.

GForge-valid _, GI0; The only difference between games GForselmvalid 5 q GO js
that in GT some decryption queries are handled differently. More concretely,
when Op is queried on an input (Bj, ¢ = (vk,0’,¢’)) where ¢ was output by a
query Oporge(Ai, v, m,C) such that B; € Set(V) \ C, oracle Op works as follows:
let (spk;, ¥mpvs, M, o) be the plaintext that was encrypted by ITpkgpc.E under
Upkepc (which resulted in ciphertext ¢’), where spk, is A;’s public key,

UMpvs = (VPEyDys 1 - - - VPRMDYS 1), and

UpkeBC = (PKpkEBCT: - - - PRPKEBC|7)

11 We note that one can also adapt the analogous reduction to the unforgeability of
ITvipvs of [18}|19) Proof of Theorem 10]—which captures the setting where the secret
keys of honest senders do not leak—to handle the additional encryption queries,
because the MDV'S unforgeability game provides a signing oracle which the reduction
could use to generate the necessary MDVS signatures.
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are, respectively, the vectors of_}public MDVS verifier keys and public PKEBC
receiver keys corresponding to V', and where

o < IIipvys.Forge,

pprovs (SPEMDVS > UMDVS, (UPKEBC, M, Vk), SMDVS),

is a forged MDVS signature on (Upkgpc, m, vk) using vector of secret keys Smpvs
(as defined by oracle Oporge), and vk being the DSS verification key in ¢; oracle
Op no longer decrypts ¢’ using IIpxgpc.D with B;’s PKEBC secret key, and
instead simply assumes decryption outputs (Upkgesc, (SPK,, DMDVS, M, 0)).

It is easy to see that one can reduce distinguishing the two games to breaking
the correctness of ITpkgrpc: since the reduction holds all secret keys, it can handle
any oracle queries. If A only queries for at most ng < npgggc different receivers,
the sum of lengths of the vectors input to Oporge is at most dr < dppkrpc, and
makes at most gr < gepxrpc and ¢p < gppkepc queries to oracles Oporge and
Op, respectively, since by assumption no adversary (tpkepc, EPKEBC)-breaks the

(npkEBC, dEPKEBC, (EPKEBC: ¢DPKEBC)-Correctness

of IlpkgBC, it follows

Pr[AGE = win] — PrlAGForee!™ald — yin)| < cprppe.

GT « G2: Game G2 is just like GH, except that once again some decryption
queries are handled differently. In contrast to the previous hop—where GE
differed from GFerge-nvalid iy that it assumed the ciphertext ¢’ in each ciphertext
¢ = (vk,o’, ) output by a query Oporge(4s, V,m, C) decrypted correctly when
Op was queried on (Bj,c), with B; € Set(V) \ C—game G2 differs from GT in
that it now assumes that each MDVS signature o generated by Oporge using
Il\pys. Forge does not verify as being valid when Op is queried on a matching
input. To be more precise, for a query Oporge(As, 17, m,C): let (UpkEBC, M, VK)
be the plaintext on which an MDVS signature was forged with respect to spk;
and Uvpvs using Ivipys. Forge, where spk; is A;’s public key,

Umpvs = (VPRyDys s - 5 VPRMDYS|71); and
UpkeBC = (PKpKEBCT: - - - » PRPKEBC|7)

are, respectively, the vectors ofﬁpublic MDVS verifier keys and public PKEBC
receiver keys corresponding to V'; let o be the resulting forged signature

o < IIipys.Forge,

pprovs (SPEMDVS > UMDVS, (UPKEBC, M, V), SMDVS),

where &\vpvs is as defined by Oporge; and let ¢ be the ciphertext output by the
OForge query. Then, when queried on input (Bj, ¢) such that B; € Set(V)\ C,
Op no longer verifies if o is valid by running

IIvipvs. Vfy(pp, spk;, vsk;, Unpvs, (VpkEBC, M, VK))
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and instead simply assumes the MDVS signature verification outputs O—implying
Op outputs L.

It is easy to see that one can reduce distinguishing G¥ and G2 to breaking
the Forgery Invalidity of ITyipys: since the reduction holds all secret keys, it can
handle any oracle queries. If A only queries for at most ng < ngypyg different
senders and ng < nyypys different receivers, the sum of lengths of the vectors
input to Oporge is at most dp < dpypys, and makes at most ¢gr < gryipys
and ¢p < gpypyg queries to oracles Oporge and Op, respectively, since by
assumption no adversary (tmpvs, empvs)-breaks ITypys's

(nsMDVss MV MDVS ASMDVS > AFMDVS) 4SMDVS» 4V MDVS > AFMDVS )~

Forgery Invalidity, it follows
Pr[AGZ = win] — Pr[AGY = win]| < enpys.

To conclude the proof note that no adversary can win G2, implying

Pr[AGZ = win] = 0.

C.5 Public-Key Collision Resistance

Corollary 2. If IInpvs s (nupvs, umpvs)-Party e-Public-Key Collision Resis-
tant then HMDRS-PKE 8

(n = nmpvs, £ = lupvs)-Party
e-Public-Key Collision-Resistant.

Proof. Follows from the definition of IT\jprs.pxe (Algorithm 12|) and the as-

sumption on Ilypys. O

D Application Semantics of MDRS-PKE Game Notions

As in we consider a set of parties F consisting of all senders and
receivers, i.e. F := S UR. The theorems below establish composable semantics
for the MDRS-PKE game-based notions we introduced in together
with the ones from [4}]1§].

Theorem 11. Consider simulator sim defined in Algorithms [13 and[16, reduc-
tions CPK-CoII—Res, CCons-H} CCons, CCorr’ CForge-InvaIid, CR-Unforg} CCCA and COTR
(defined, respectively, in Algorithms and Algorithms and
Algorithms and[19, Algorithms and 20, Algorithms and
Algorithms and Algorithms and and Algorithms
and, and reductions J_J_COTR-& , J_J.CCorr—ﬁl , LJ_cForge—lnvalid-fl , J_JicoTR{Q ,
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J . CCons-O-fg} J_J . CCons—Z{Q, J_J . CCorr-fg and J_J . CForge-InvaIid{Q (where
OTR- Corr- F -Invalid- OTR- Cons-0- Cons-1- Corr-
C 51’ CCorr 517 (CForge-Invali 517 C 527 (Cons 527 (Cons 62, CCorr Ea and

CForge-Invalid-o - e defined, respectively, in Algorithms n andl Algorithms

and [27, Algorithms [I]] and [28, Algorithms [I]] and [29, Algorithms [I]] and [30,
Algorithms m and., Algorithms m andl and Algorzthmsm and.) If the
MDRS-PKE scheme is (m,n)-Party e-Public Key Collision Resistant, then for

any distinguisher D,

AP (SndsH Rev?” Forge” L/ [KGA, Net - INS],

P Coannon Otr

A;JuPH
Net . | Auth-intf [(A - V>{Set(];/L'J)UPH} A;€8
}_ Vert )
Forge]Ai — V>7>7H} A,eS.VeR+

<e+ Ad’UOTR(DJ_JCOTR 51) + Adeorr (DJ_JCCorr 51)

+ AdvForge—lnvalid (DJ_JCForge—Invalid—gl ))

+ AdeTR<DLJCOTR—EQ) + AdeonS(DLJCCons—O—ég)

+ Adv®"S(D L7 CCons- 162 4 Ay (D LI CCorréz)

+ AdUForge-lnvalid(DJ_JCForge-InvaIid-gQ) 4 AdUConS(DCConS)

+ AdUCOrr(DCCorr) + AdvForge—lnvalid(DCForge-InvaIid) + AdvR—Unforg(DCR—Unforg)
AdU{IND,IK}—CCA(DCCCA) + AdUOTR(DCOTR).

Theorem 12. Consider simulator sim defined in Algorithms [13 and[25, reduc-
tions CPK -Coll- Res’ CCons H} CCons’ CCorr, CForge Invalld’ CCCA and COTR (analogous

to |Theorem 14's reductions), and reductions COTR-¢1  CCor-&1 = CForge-Invalid-&,

COTR-L2 - Clons-0-62 - gCons-1-62 - CCom-La gy g CForge-Invalid-&2 5 ¢ the reductions
from Lemmata and@. If the MDRS-PKE scheme is (m,n)-Party e-Public Key
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Collision Resistant, then for any distinguisher D,

AP (SndS" RevR” Forge” [KG A, Net - INS],
L P

Net - [(Az' = V) sex(vyupe

- T o ] S
sim”" . ConfAnon”" . Otr"". Ai€S,VERT 1)

o F
[([Forge]Ai - V>P7H} A;eS,VERT

<e44. (AdeTR(DCOTR-gl) + Adv©r (DCCorr6)
+ AdvForge—lnvalid (DCForge»lnvalid{l))

+ AdUOTR (DCOTR—&) + AdUConS(DCCons—0—§2) + AdeonS(DCCons-I-fg)
+ Adeorr (DCCorr—gg) + AdvForge—lnvalid (DCForge—Invalid—ﬁg)

+ AdeonS(DCConS) + Ad,UCorr(DCCorr) + AdvForge—lnvalid (DCForge—Invalid)
+ Adv{|ND,|K}—CCA(DOCCA) + AdUOTR(DCOTR).

D.1 Proofs

For simplicity, in we describe the behavior of the simulators we will
consider in the proofs of Theorems [11]and [12| for the (sub-)interfaces of dishonest

parties that correspond to an interface of the KGA resource in the real world
system. Similarly, in we describe the behavior of the reductions we
will consider in these proofs for the same (sub-)interfaces.

D.1.1 Helper Claims Below we state two useful results that help in simplify-
ing the proofs of Theorems 11| and (See Sections [D.1.4{ and [D.1.5| for their
proofs.) Consider the following events:

Event £ There are two WRITE queries at the interface of an honest party
A; € SH that output id and id’ with id # id/, such that the contents of the
registers with these identifiers (i.e. id and id’) are the same.

Event & There is a WRITE query at a dishonest party’s interface with input
ciphertext ¢ that outputs a register identifier id and there is a later WRITE
query at the interface of an honest party A; € S¥ that outputs a register
identifier id’ such that the contents of the registers with identifiers id and
id’ are the same.

At a high level, Lemmata [2| and [3| bound the probability of events & and &
to occur. The reason why these results are necessary is that in the real world
duplicate ciphertexts are filtered out (to protect against replay attacks), and so
if either event would occur one would be able to distinguish the real and ideal

worlds. In the following R is defined as in ie.

R == Snd®" Rev®®" Forge(” * {Foree}) [KGA, Net - INS]. (D.1)
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Lemma 2. For any distinguisher D, the probability that event & occurs when it

interacts with the real world system R (Equation D.1|) is upper bounded by
4. (Ad,UOTR(DCOTR—gl) + Adeorr (DCCorr—ﬁl)
+ Ad,UForge—Invalid (DCForge—InvaIid-§1 ))
where COTRG1  CCor& g CForgenvalid-ti e the reductions given in Algo-
rithms [14) and [26, Algorithms[14) and[27, and Algorithms[1]] and[28
A proof of [Emmma g is given in

Lemma 3. For any distinguisher D, the probability that event & occurs when it

interacts with the real world system R is upper bounded by
AdUOTR(DCOTR{Q) + AdeonS(DCCons-O-fz) + AdeonS(DCCons—l—fg)
+ Adeorr (DCCorr—gz) + AdvForge—lnvalid (DCForge—Invalid—ﬁz)'

where COTR-&Q, CCons—O—fg} CCons—l—fg} CCorr—fg and CForge—InvaIid—fg are the reduc-
tions given in Algorithms[T]] and[29, Algorithms[I4) and[30, Algorithms[T]] and[3]]
Algorithms [T} and[33, and Algorithms[I]] and [33

A proof of [Lemma 3|is given in [Section D.1.5

Remark 4. Lemmata [2] and [3] rely on the Forgery Invalidity of the MDRS-PKE
scheme. One can alternatively rely on the Unforgeability against Replays if the
secret keys of honest senders do not leak.

D.1.2 Proof of [Theorem 11]
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Algorithm 11 MDVS construction I35 ¢ from [4]. The building blocks are
a PKE scheme IIpkg = (G, E, D), a One Way Function IIowr = (S, F), and a
Non Interactive Zero Knowledge scheme IInizx = (G, P, V, S = (Sa, Sp)).

S(1%)
(pk, Sk) — HPKE.G(lk)
return pp = (lk,crs — HNIZK.G(lk),pk)

Gs (pp)
(z0,21) + (Howr.5(1%), Howr.S(1*))
(yo,y1) < (Howr . F(wzo), Howr.F(z1))
b + RandomCoin
return (spk := (yo, Y1), ssk := (spk, z = zy,))

Gv (pp)
((Pko» sko), (Pky, 5k1)) + (Hpki-G(1*), M. G(1*))
(Io, 11) < (HOWF.S(lk), HOWFS(lk))
(yo,y1) < (Howr.F(zo), Howr.F(z1))
b < RandomCoin
return (vpk := (pkg, Yo, Pk, y1), vsk := (vpk, b, sk := sk, = = xp))

Sigy, (ssk, U := (vpky, . .., vpk 3 ), m)
for i e {1,...,|V]|}:
(¢i,05¢i,1) + (IIPKE-Eupx; .pxg (13 74,0) s HIPKE- Eupr; .picq (137,1))
(€, 7) < (((c1,0:¢1,1), - -+, (13,05 ¢15),1))s (11,0, 71,1)5 - - -5 (715],05 T15],1)))
& <+ (a1 = (1,ssk.x),..., a5 = (1,ssk.x

Cpp < IIpKE- Epp pe((m, 1, &); 1pp)

P < IIN1zK - Pers ((PP-Pk7 spk, 7, m, 51 cpp) S LMDVSEdEW ((17 7, Tpps 1))
return o = (p, ¢, cpp)

c, Cpp))

Vfyyp (spk, vsk, @, m, o = (p,
,m, C, Cpp) € LMDVSadapvp) =1:

if IIn1zx . Vers ((pp-pk, spk,
fori=1,...,|7] do
if vsk.vpk = v; :
return ITpke. Dysk.sk(Civsk.b)

c
U,

return 0
Forge,,(spk, U := (Vpky, ..., Vpkz ), m, 5= (vski, ..., vsk|g)) // Assumed: [7] = |5]
for i e {1,...,|V]|}:
if s; # L :

(c3,0,¢i,1) + (IIpKE- Eupx; pig (1;74,0), ITPKE - Bopi; iy (1574,1))
a; = (1,vsk;.z)

else
(¢i,05 ¢i,1) + (ITPKE-Eupx; .pxg (05 74,0) s IIPKE - Evpr; .picq (057,1))
a; = (0,0)
(@ 7) « (((c1,0,¢1,1), -5 (13,0, €5),1))s ((P1,0,71,1), - -+ (715105 T15],1)))
a (al,...,am

Cpp < ITPKE - Epp.px((m, 0, @); 7pp)
p < IINizK - Pers ((pp-PK, SPK, T, m, €, Cpp) € Ly pygadaps (@, 75 Tpp, 0))
return o = (p, G, ¢pp)
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Algorithm 12 MDRS-PKE construction ITyiprs.pke from [18]. The building
blocks are a PKEBC scheme ITpkgpc = (5, G, E, D), an MDVS scheme ITypys =
(S, Gs, Gy, Sig, Vfy, Forge) and a DSS IIpss = (G, Sig, Vfy).
5(1%)
PPrpvs — Ivpvs.S(1%)

PPriesc < TpkeBc.S(17)
k
return pp = (PPMDVS7PPPKEBC7 1%)

Gs(pp)
(spkypvgs sskmpvs) = IImpvs-Gs (PPupvs)
return (spk := spky;pyg, ssk = (spk, sskMpvs)

Gr(pp)
(vPkypyss vskvpvs) = ITupvs. Gv (PPupvs)
(Pkpkepc) skpkEBC) < ITpkEBC. G(PPPKEBRC)
return (rpk := (vpkypvs, Pkpkepc)s ISk = (rpk, (vskvpvs, skpkeBC)))

Epp(ssk, ¥ == (rpky, ... 7rPk|U\)7 m)
UpkBBC = (rPK; Phprgpc: - - - ITPK) 7| -PhprERC)
Umpvs = (rpk; . VPRypvs) - - - 5 TPK 5 - VPR pys )

(vk, Sk) — HDss.G(pp.lk)

0+ IInDvs - Sigyy, oo (sskvpvs, TMpvs, (TPKEBC, M, Vk))
¢+ IpkEBC- Epprppc (FPKEBC, (SPRypys, TMDVS, ™, 7))
o’ « Ipss.Sigg(c)

return (vk, o', c)

D.pp(rsk, c = (vk, (/7', (/"))
if IIpss. Vfyu(c',o') =0:
return L
(UpkmBC, (SPK = sPkypyvs, DMDVS, M, 0)) < prEBC. Deppyppo (Tsk.skpkesc, ¢)
if (UpkmBC, (SPk, UMDVS, m,0)) = LV |fpxkesc| # |Bupvs| :
return L
7= ((vMDVs1,VPKEBC1); - - - » (VMDVS [#pgppc|» VPKEBC [opkppcl))
if rsk.rpk & ¥ :
return L
if IIniovs - Vit iy (spk, vskmpvs, UMDVS, (FPKEBC, M, vk), 0) # valid :
return L
return (spk, ¥, m)

Forgepp(spk, U= (rpky, ..., rpk‘al), m, 5= (rski,...,rskz))
UpkeBC = (vPk1 -PkpimpC) - - - » TPK| 5| PRpKEBC)
mpvs = (tpk; - VPKnpyss - -+ TP g - VPRMDYS)
SMpvs = (rski.vSkmMDVS;, - - - , ISk|5].vSkMDVS)

(vk, sk) + IIpss.G(pp.1%)

o « IIupvs.Forgey,, o (sPkypys: UMDVs, (UpKEBC, M, VK), SMDVS)

¢ + IIpkeBC-Eppyppe (FPrEBC, (SPRVpys, TMDVS, ™, 0))
o’ + Ipss.Sigy(c)
return (vk, o, c)
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Algorithm 13 Description of (part of) the simulators considered in the proofs of

Theorems|11{and [12[for the (sub-)interfaces of (dishonest) parties that correspond
to an interface of the KGA resource in the real world system. In the following,

k € N is the (implicitly defined) security parameter.

¢ INITIALIZATION > (P € PH)-PUBLICPARAMETERS

INS-INITIALIZATION OuTPUT(pp, rpk,,)

(Ctxts,CtxtSet) + (0, 0)

pp « I1.5(1%) > (P € PH)-SENDERKEYPAIR(A; € SH)
(TPkyp; rskpp) < I1.GR(pP) OUTPUT(spk;, ssk;)

for A; € S : (spk;,ssk;) < II.Gs(pp)

for B € R : (rpk;,rsk;) < II.Gr(pp) > (P € PH)-SENDERPUBLICKEY(A; € S)
if |{spk;}a,cs U {rpk;} B, er| # S|+ R+ | OUTPUT(spK,)

Abort N R
> (P € PH)-RECEIVERKEYPAIR(B; € RH)

o GETLABEL(spk, ¥') // Local procedure. OL"I‘PU'I‘(rpkj,rskj)
Sepr i={A;i | spk = spk; }
if |Sepx| # 1V v1’ # rpk,, : return L > (P € PH)-RECEIVERPUBLICKEY(B; € R)

forle {2,...,|v|}: OuTPUT(rpk; )
Ry i ={Bk| v’ = rpk; }
if \’va/| #1: return L
else
Let By be the element of Ry

Vi—1 = Bk
Let A; be the element of Sgpx
Let V= (Vi,..., Vg _1)
return (4; — V)
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Algorithm 14 Description of the reductions considered in the proofs of Lem-
mata [2| and 3| and Theorems [11| and [12| for the (sub-)interfaces of (dishonest)
parties that correspond to KGA interface in the real world system, plus the
DELIVER interface.

o INITIALIZATION > (P € PH)-PUBLICPARAMETERS
INS-INITIALIZATION OutpuT(pp, rpky,)
CtxtDec < 0
Dec + @ // Used in reductions for L(‘lll]ll‘(li‘(\ > (P ¢ ﬁ)—SPJNDP:RKh:YPAIR(A,i c ST)
and B OuTPUT(Os K (A1)

(CtxtHon,CtxtForge,CtxtDis) «+ (0,0, 0)

(PP, 7Pkyp) — (O P, Orp i (Bpp)) > (P € PH)-SENDERPUBLICKEY(A; € S)

for A, € S: OSPK(A’L) OUTPUT(OSPK(Ai))
for Bj ER: ORPK(BJ')
for B; € R : Received[B;] < 0 > (P e ﬁ)—RECEIV’ERKBYPAIR(Bj € RH)
if [{Ospr(Ai)}a,esU{OrPK(B))}B;er| #| OutPuT(ORK (B;))
IS] + R : —
Abort > (P € PH)-RECEIVERPUBLICKEY(B; € R)
OuTPuT(ORrPK (Bj))
o GETLABEL(spk, ¥') // Local procedure.
Sspx = { A | spk = spk; } > DELIVER( P, id)
if [Sep| # 1V o1’ # rpk,, : return L Received[P] « Received[P] U {id}
forl € {2,...,|9'|}:

va/ :={Br| v’ =rpk;}
if \R“l/| #1: return L
else
Let By be the element of 'va/
Vi1 = By
Let A; be the element of Sgpx
Let V := (Va,..., Vigr|—1)
return (A; — V)

Algorithm 15 Helper functions used in the reductions considered in the proofs
of Lemmata 2l and Bl and Theorems [T and M2

© DECRYPTION(B, ¢) // Local procedure. ¢ GETDELIVERED(P, list) // Local procedure.
(spk, @', m) < Op(B,c) filteredList < 0
if (spk,v’,m) # L : for (id, z) € list with id € Received[P] :
(A; = V) « GETLABEL(spk, 7') filteredList < filteredList U {(id, =)}
if (A, 5> V) #1: return filteredList
return ((4; — V), m)
return L

o FORGE(A;, V,m,C) // Local procedure.
if Ve (RO
return II.Forge,,(spk,, rkaPIV\+17 olml 1 IVI+1y
7= (rpkpp,'ul7 . 711“7‘)
§ = (L ,rsky, ... ’r5k|‘7\) // For each Vi: if Vi € C, s;41 is Vi’s secret key; else it is

return IIF()'ryepP(spki7 7', m, )
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Algorithm 16 Description of the behavior of the simulator considered in the

proof of [Theorem 11| for the (sub-)interfaces of dishonest parties that correspond
to an interface of Net - INS in the real world system. In the following, T is as

defined in Equations and

> (P € PH)-WRITE(c)
if ¢ ¢ CtxtSet :
CtxtSet «— CtxtSet U {c}
(spk, U, m) < II.Dyp(rskep, c)
if (spk,v’,m) # L :
(A; = V) + GETLABEL(spk, 7")
if (A, > V)#LAA €8H;
id < T-WRITE((A; — V), m)
Ctxts[id] < ¢ // Add entry to map Ctxts.
OuTprUT(id)
OuTpPUT(INS-WRITE(c))

> (P € PH)-READ
outputList « 0
for ((A; — V), id, m) € T-READ :

if id ¢ Ctxts : // Check existence of entry with given key in map Ctxts.
§:= (L, rsky,.. .,rsk‘v‘) // For each V;: if Vi € RH 5,41 is Vs secret key; else L.
¢ < II.Forge,,(spk,;, ¥ = (TP, V1, - -5 V)5)), ™, §)

if ¢ € CtxtSet : Abort
CtxtSet +— CtxtSet U {c}
Ctxts[id] < ¢ // Add entry to map Ctxts.
outputList <— outputList U {(id, Ctxts[id])} // Fetch value of entry from map Ctxts.
for (1 € N,id,l’ € N) € T-READ :
if id ¢ Ctxts : ,
¢ < II.Forge,,(spk,, rpkpp“rl7 o, LI+t
if ¢ € CtxtSet : Abort
CtxtSet +— CtxtSet U {c}
Ctxts[id] < ¢
outputList <— outputList U {(id, Ctxts[id])}
OuTtPUT(outputList U INS-READ)
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Algorithm 17 Reduction CPK-C0lFRes for Theorem 11}

> (A; € ST)-WrITE((4; — V), m) > (P € F)-WRITE(([Forge] A; — V), m)
¢+ Op(Ai, V' = (Bpp, Vi,.. ., Vig)),m) ¢ + FOrRGE(A;, V,m, Set(V) N PH)
id <~ WRITE(c) id HVVRI”.[‘E(C)

CtxtDec[id] <= DECRYPTION(Byyp, ) CtxtDec[id] = DECRYPTION(Byy, )
OutpuT(id) OuTpUT(id)
> (P € PH)-WRITE(c)
id < WRITE(c) > (P € PH)-READ
CtxtDec[id] +— DECRYPTION(Byp, ¢) OutpuT(READ)
OuTpuT(id)

> (B; € RY)-Reap
outputList < 0
ciphertextSet < 0
for (id, c¢) € READ with ¢ ¢ ciphertextSet :
ciphertextSet < ciphertextSet U {c}
((A; = V), m) « DECRYPTION(Bj, ¢)
if ((4; = V),m) #L:
outputList < outputList U {(id, ((4; — V), m))}
OuTPUT(GETDELIVERED(Bj, outputList))

Algorithm 18 Reduction C®"'H for [Theorem 11[ Below we only show the

differences (highlighted) relative to CPK-Coll-Res,

> (A; € ST)-WRITE((4; — V), m)
C < OE(A“ V' = (BPP7 Viy.ooo, V“;‘),m)
if ¢ € CtxtHon : Abort // Event &; : Ciphertext Already Exists
CtxtHon <« CtxtHon U {c}
id <~ WRITE(c)
CtxtDec[id] <= DECRYPTION(Bgp, ¢)

OutpuT(id)
> (P € F)-WRITE({[Forge]4; — V'), m) > (P € PH)-WRITE(c)
¢ + FORGE(A;, V,m,Set(V) N PH) id «+WRITE(c)
CtxtForge + CtxtForge U {c} if ¢ ¢ CtxtHon U CtxtForge :

id < WRITE(c) if ¢ ¢ CtxtDis :
CtxtDec[id] - DECRYPTION(Byp, ¢)
OutpUT(id) CtxtDis < CtxtDis U {c}

OuTPUT(id)

CtxtDec[id] - DECRYPTION(Byp, c)

Proof. Let R be the real world system
R = SndS" Rav®” Forge}-L][KGA, Net - INS],
T be the ideal repository defined in ie.

J— uth-In — {AA,}L”)iH
ConfAnon”" Net - LAu-Intr. {<A7 - V>Set(‘7)UP7H] A;es
T := B . - Ver*
-Otr [ Forge]A; — V 7}
<[ Orge] i >'pH AiES,\?eR‘F
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Algorithm 19 Reduction C°" for [Theorem 11} We only show the differences
(highlighted) relative to CCons-H.

> (A; € ST)-WRITE({(4; — V), m)
C 4+ OE(Aq;, V= (Bpp, Vi, -+, V‘m),m)
if ¢ € CtxtHon U CtxtDis : Abort // Event &; V &5 : Ciphertext Already Exists
CtxtHon «+ CtxtHon U {c}
id <~ WRITE(c)
CtxtDec[id] <— DECRYPTION(Bgp, ¢)
OutpUT(id)

Algorithm 20 Reduction C®" for [Theorem 11[ We only show the differences
(highlighted) relative to C°ns.

> (B; € RY)-ReAD
outputList <
ciphertextSet < 0
for (id,c) € READ with ¢ ¢ ciphertextSet :
ciphertextSet < ciphertextSet U {c}
((A; = V), m) + CtxtDec[id]
if ((Ai = V),m)# LABeV:
outputList +— outputList U {(id, ((4; — V), m))}
OuTpPUT(GETDELIVERED(Bj , outputList))

Algorithm 21 Reduction CFereeInvalid for [Theorem 11} We only show the differ-
ences (highlighted) relative to C.

> (A; € ST)-WriTE((4; — V), m)
¢ Op(Ai, V' = (Bep, V1, ..., Vjp|),m)
if ¢ € CtxtHon U CtxtDis : Abort // Event & V &5: Ciphertext Already Exists
CtxtHon <« CtxtHon U {c}
id <~ WRITE(c)
CtxtDec[id] + ((A; — V), m)
OurpuT(id)

> (P € F)-WriTe({[Forge] A; — V'), m)
¢ + FORGERED (A;, V, m, Set(V) N PH)
CtxtForge + CtxtForge U {c}
id <~ WRITE(c)
CtxtDec[id] - DECRYPTION(Bgp, ¢)
OuTpuT(id)

// Local procedure.
¢ FORGERED(A;, V', m, C)
if Ve (®RMHT:
return Oporge(As, BPP|‘7H1, o™l ,0)
return Oporge(Ai, V= (Bpp, Vi, - -, \/"‘7‘)7 m, Set(V) ﬂﬁ)

Algorithm 22 Reduction CRUne for [Theorem 11 We only show the differences
(highlighted) relative to CForge-Invalid,

> (P € F)-WRITE(([Forge] A; — V), m)
¢ + FoRGE(A;, V,m, Set(V) N PH)
CtxtForge + CtxtForge U {c}

id <~ WRITE(c)
CtxtDecl[id] + L
OuTtpUT(id)
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Algorithm 23 Reduction C“? for [Theorem 11| We only show the differences
(highlighted) relative to CRUnfere,

> (A; € ST)-WRITE((4; — V), m)

|V|+1 times
_, — |
ag = (A;, V' = (BPP7V1,.‘.,VH7‘),m), oy = (A1, (Bppy - -+, Bpp),0'™")
if V ¢ (RH)+ : // This allows for a reduction to {IND, IK}-CCAg.

a1 = ap

¢+ Og(ag,a1)

if ¢ € CtxtHon U CtxtDis : Abort // Event & V &5: Ciphertext Already Exists
CtxtHon <« CtxtHon U {c}

id <+~ WRITE(c)

CtxtDec[id] + ((A; — V), m)

OurpruT(id)

> (P € PH)-WRITE(c)
id «~WRITE(c)
if ¢ ¢ CtxtHon U CtxtForge :
if ¢ ¢ CtxtDis :
((A; = V), m) <= DECRYPTION(Bp, c)
if A; € ¥ : Abort // Valid Ciphertext Forgery
CtxtDec[id] + ((4; — V), m)
CtxtDis +— CtxtDis U {c}
OuTpruT(id)

Algorithm 24 Reduction C°TR for [Theorem 11[ We only show the differences
(highlighted) relative to CC“A.

> (A; € ST)-WRITE((4; — V), m)
if Ve (®RMT:

|V |41 times

e
C OE(Siga Ay, (Bpp7 B BPP),O‘”L‘,@)
else . .
¢+ Op(sig, A;, V' = (Bpps Vi, - -+, VIV\)’m’ Set(V) N PH)

if ¢ € CtxtHon U CtxtDis : Abort //
CtxtHon <« CtxtHon U {c}

id «~WRITE(c)

CtxtDec[id] + ((4; — V), m)
OuTtpPUT(id)

Event &1 V £2: Ciphertext Already Exists
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and let sim be the simulator specified in Algorithms [I3] and [I6} The remainder of

the proof bounds AP (R, simPHT) by proceeding in a sequence of hybrids. In the
following, we consider the reduction systems defined in the lemma’s statement.

R ~» CPK-Coll-ResgCons, Tt ig easy to see that R and CPK-Col-ResGCons 416 the same
sequence of conditional probability distributions—conditioned on the event that
all parties public keys are distinct—by considering, on one hand, the definition

of R—i.e. the definitions of converters Snd, Rcv and Forge ((Algorithm 9)), the
definition of the KGA resource (Algorithm 8|), and the definitions of INS

(Algorithm 1)) and of Net (Algorithm 3))—and, on the other hand, the definition
of CPK-CollResGCons_j o the definition of G and its oracles (Definition 8| and

Section 4.1)) and the definition of CPK-Col-Res (Aloorithms and [17)). Since
by assumption the MDRS-PKE scheme is (m, n)-Party e-Public Key Collision
Resistant and there are m senders and n receivers, it follows

AD(R CPK—COII-ResGConS) <e.

CPK-CoII-ResGCons ~ CCons—HGCons: It is easy to see that CPK—CoII—ResGCons and
CConsHGCons are the same sequence of conditional probability distributions
conditioned on event & not occurring (see[Section D.1.1). By |[Lemma 2| it follows

AD((DPK—CoII—Resc_}Cons7 CCons—HGCons> <4. (AdUOTR (DLJCOTR_&)
+ Ad,UCorr (DJ_JCCON_&)
+ AdvForge—lnvaIid (DJ_JCForge—Invalid-El )) )

CCons—HGCons — CConsGCons: As for the previous step CPK—CoII—ResGCons ~
CCons-HGCons it ig easy to see that the two systems are the exact same sequence
of conditional probability distributions conditioned on event £ not occurring

(see|Section D.1.1)). It then follows by

AD(CCons—HGCons CConsGConS) < Ad,UOTR(DJ_JCOTR—fg)
+ AdeonS(DJ_JCCons-O-gg) + AdeonS(DJ_JCCons-l-gg)
+ Ad,UCorr (DJ_JCCorr—Eg) + AdUForge—lnvaIid (DJ_JCForge—Invalid-gz).

CConsGlons ., CCorrG Lo The only difference between CC" GO and CCons G Cons
is that in C“°TG" each ciphertext that is either generated by a WRITE op-
eration at the interface of an honest sender A; € iH or input to a WRITE
operation at the interface of a dishonest party P € PH is decrypted only once,
and decryption uses the secret key rsky, corresponding to the public parameters
public key rpk,y. (For more details see Algorithms |19|and . Given C®" does
not query for the secret key of any receiver B; € R*¥ nor for the secret key of By,
the advantage of a distinguisher D in distinguishing C°"G s and CCorG o
is bounded by the advantage of adversary DC®" in winning the consistency
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game G (note that C“°" makes a query to Op on party B, when queried for
any WRITE operation, and when queried for a READ operation at the interface
of a receiver B; € R makes a query to Op for each (id,c) in the reduction’s
internal repository INS) implying

AD(CConsGCons CCorrGCorr) < AdeonS(DCConS).

CCorrGCorr —~ CForge-InvaIidGForge-InvaIid: System CForge—InvaIidGForge—InvaIid differs
from CC" G in that ciphertexts generated by WRITE operations issued at the
interface of honest senders are no longer decrypted by a query to Op on party
By, and instead the result of their decryption is simply assumed to be the cor-
rect label-message pair. (Note that using procedure FORGE or using REDFORGE
is perfectly indistinguishable, in an information-theoretic sense.) Since we are
already assuming no two parties have the same public key, D’s advantage in
distinguishing C" G and CForge-InvalidGForge-Invalid j5 yypyper bounded by the
advantage of DC®" in winning the correctness game G implying

AD(CCorrGCorr CForge—InvaIidGForge—InvaIid) < Adeorr(DCCorr).

CForge-InvaIidGForge-InvaIid s CR-UnforgGR-Unforg: In CForge—InvaIidGForge—InvaIid’ Cipher—
texts generated on queries WRITE({[Forge]4; — V), m) are no longer decrypted
by a query to Op on party By, and instead the result of their decryption
is assumed to fail (i.e. resulting in 1). D’s distinguishing advantage between
CForge—InvaIid GForge—InvaIid and CR—UnforgGR—Unforg is upper bounded by the advantage
of DCForee-nvalid iy winning the forgery invalidity game GFerge-nvalid implying

AD (C Forge-Invalid GForge—Invalid CR—Unforg GR—Unforg) < Adv Forge-Invalid (D CForge—InvaIid )
) = .

CR-Unforg GR-Unforg ., CCCAG({)IND’IK}'CCA: The main things to note for this step

are that 1. D has no access to the secret key corresponding to rpk,, (i.e. the public
parameters public key); 2. since J has a converter L attached to her interface,
D also has no access to the secret key of any honest sender A; € S¥; and
3. the only case in which CR-Unfere GR-Unforg 1av differ from CCCAG({)”\ID’IK}'CCA
is if D makes a query for a WRITE operation at the interface of a dishonest
party P € SH URH with input ciphertext ¢ whose decryption results in a label
(A; — ‘7> where A; € SH and yet there was no WRITE operation at the interface
of A; that resulted in ciphertext c. This allows us to bound the advantage of D
in distinguishing CR-Unfere GR-Unforg 5114 CCCAGé”\ID’IK}'CCA by the advantage of
DCR-Urferg iy winning GR-Ure implying

AD(CR—UnforggR—Unforg’ CCCAGgNDJK}'CCA) < AdvR-Unforg(DCR—Unforg).

CCeAG{INDIKICEA . COTRGITR: Systems CCAG MDA apnq COTRGYTR
are perfectly indistinguishable. It follows

AD(CCCAG?NDJK}-CCA’ COTRGOTR) — ¢
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COTRGOTR s simP " T: Tt is easy to see, by considering the definitions of
COTRGOTR_j . of COTR Algorithms and 24 and of G9TR and its oracles,
Definition 10| and [Section 2.4Fand sim”” T—i.e. of simulator sim, Algorithms
and and of T, [Equation D.2}—that these are perfectly indistinguishable; it

follows

AP (COTRGOTR imP " T) = 0.
To conclude the proof we use triangle inequality:

AD(R7 simpTT) < AD<R’ CPK—CoII—ResGConS)
+ AP (CPK-COII—ResG}Cons’ CcOns_HGccnS)
1+ AP (CCons—H GCons, CConsGCons)

+ AD(CCOHSGCOHS’ CcOrchOrr)
4+ AP (CCOrrG(:orr7 (Forge-Invalid GForge-InvaIid)
4+ AP (CForge—InvaIid GForge-Invalid, CR—UnforgGR—Unforg)
(
(
(
(

. _ IND,IK}-CCA
+ AP(CR-Unforg GR Unforg7CCCAG;{) JIK} )

L AD CCCAG({)IND,IK}-CCA7 CCCAG?ND,IK}-CCA)

Q

+ AP CCCAGiIND,IK}-CCA7COTRGOOTR)
+ AP(COTRGOTR, COTRGOTR)
+AD<COTRG§)TR’SimP7HT)
<e+4- (A®TRDLICOTRE) 4 A (D L)
4 AdUForge—lnvalid(DJ_JCForge—Invalid-gl))
+ Adv®TR(D LY COTRE2) | Ady©ons(D L7 CCons0-€2)
+ A (D LT COons 1) | AdyCer (D 17 CCoréz)
 AdyFores-invalid (py | J Forge-Ivalid-62) | 4 gy, Cons (py Cons)
+ AdvCT (DCCOT) 4 AdyForee-nvalid pyForee-tvalidy - 4 g, R-Unforg -y oR-Unforg)
+ AdpUNDSIK}-CEA (D ECCAY | 43, OTR(DCOTR),

D.1.3 Proof of [Theorem 12
Proof. This proof is similar to the one from We present it for

completeness.
Let R be the real world system

R = Snd Rov®” Forge}-[KGA, Net - INS],
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Algorithm 25 Descrlptlon of the behavior of the simulator considered in the
proof of 9| for the (sub-)interfaces of dishonest parties in PH that
correspond to an interface of Net - INS in the real world system. In the following
S is as defined in [Equation 6.1| and [Equation D.3|

> (J)-SENDERKEYPAIR(A; € SH)
OuTPUT(spk,, ssk;)

> (P € PH)-WRITE(c)
if ¢ ¢ CtxtSet :
CtxtSet « CtxtSet U {c}
(spk, v/ m) <~ II. Dpp(rskpp,c)
if (spk, ¥’ m) # 1
(A = V) « GETLABEL(spk, ")
if (A; o> V) # L
id « S-WRITE((A; — V), m)
Ctxts[id] < ¢ // Add entry to map Ctxts.
OuTpruT(id)
OuTPUT(INS-WRITE(c))

> (P € PH)-READ
outputList <
for ((A; — V),id, m) € S-READ :
if id ¢ Ctxts : // A, € S"
§:=(L,rsky,.. rsk‘v‘) // For each Vj: if V| € RHE, s;a1 is V)’s secret key; else L.
c+ U‘Forgepp(spki, 7= (rpkpp, V1, ., U g]), M, B)
if ¢ € CtxtSet : Abort // Event & V &5.
CtxtSet «— CtxtSet U {c}
Ctxts[id] < ¢
outputList < outputList U {(id, Ctxts[id])}
for (I € N,id, !’ € N) € S-READ :
if id ¢ Ctxts : // A; € S
c+ H.Forgepp(spkl, rpkpp“rl7 Ol,, L
if ¢ € CtxtSet : Abort // Event & V &5.
CtxtSet « CtxtSet U {c}
Ctxts[id] « ¢
outputList <— outputList U {(id, Ctxts[id])}
OutpUT(outputList U INS-READ)
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S be the ideal world’s repository from

_, PH
Net . |:<A’L — V>Set(\7)UP7H]
[([Forge]Ai — V}%

BH SH e
S:= ConfAnon”" . OtP". A, eS8, VeR+

A;€S,VeR+

(D.3)
and let sim be the simulator specified in Algorithms [13] and One can bound
AP(R, simPHS) by proceeding in a sequence of hybrids that is essentially the

same as the one given in the proof of the only differences are:

— each reduction provides an additional interface to allow for queries for honest
senders’ secret keys;

— there is no reduction to unforgeability.

As before, the main thing to note in the reductions is that the distinguisher
is not given access to the secret keys of any honest receivers nor to the secret
key of Bgp,, which is necessary to ensure we can use the adversary to win the
underlying security games. The following sequence of hybrids is essentially the
same as in (with the change explained above, that the reduction can
query for honest senders’ secret keys).

R ~ CPK—COII-ResGCons
~ CCons—HGCons
— CConsGCons

— CCorr GCorr

— CForge—InvaIid GForge—InvaIid

o Invali IND,IK}-CCA
(CForge-Invalid (3 Forge-Invalid CCCAG({) } : Analogous to proof of
S step CForge—InvaIidGForge—InvaIid ~ CR—UnforgGR—Unforg

Finally, note the following hops, with the changes explained above, are also
analogous:

IND,IK}-CCA
CCCAGi JIK} WCOTRGOOTR

. pH
COTRGOTR s sim”"S.
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It then follows by triangle inequality:

AD(R7 simﬁS) < AD(R7 CPK-Con-RechcnS)
+AD CPK—COII—ResGCons CCons—HGCons)
+AD CCons—HGCons CConsGConS)

+ AD CConsGCons7CCorrGCorr)
+ AD CCorrGCorr’CForge—InvaIidGForge—InvaIid)

(
(
(
(
+ AD(CForge—InvaIidGForge—InvaIid7CCCAGSND»'K}-CCA)
n AD(CCCAG({)IND,IK}-CCA7CCCAGPND,IK}-CCA)
+ AD(CCCAG?NDJK}-CCA7COTRGSTR>
+ AP(COTRGOTR COTRGOTR)

+AD(COTRG?TR,SimPTS)
<et4- (Aa°TRDCOTRE) 4+ A4dv©T (DO

| AdyForee-invalid (DCForge—Invalid—§1 )>
+ Ad°TR(IDCOTRE) 4 Ady ons(DCCoMs0-62) 1 AdyCns(DCConsi-2)
4 AdpCeT (DCCorTE2) 1 AgyFeresinvalid (pForge-invalid-€2) | g g,,Cons(p s Cons)
+ AduCT (DT 4 AdyForee-nvalid py GForge-Invalid)
+ Ady NP IK}-CCA D CECAY 4 43, OTR(DCOTR),

D.1.4 Proof of Helper Claim: Consider adversary DCOTR-¢1
interacting with GJTR: if event &’ occurd?l DCOTR¢ wins the game; if &'
does not occur, DCOTR-¢1 wins the game with probability 1/2. Now, suppose
DCPTR interacts with G9TR: if £, does not occur DCOTR¢1 wins the game
with probability 1/2. If event & occurs then DCOTR-¢1 does not win G9TR;
however, one can bound the probability of event &’ occurring (when DCOTR-¢1
is interacting with G9TR) by the probability that DC®™¢: wins the correctness
game plus the probability that DCForee-Invalid-&1 wing the Forgery Invalidity game.
It follows

1
Pr[DCOTREGOTR £ yin| < 5+ Pr[DC81 G = yin|

+ Pr[DCForge—lnvalid—§1 GForge—InvaIid _ win] .

12 See [Algorithm 26| for a definition of event &;’.
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By |Definition 10

Adv®THDCOTRE) = [PrDCOTRE GYT® — win] + PrDCO™E G — win] 1

= |Pr[DCOTREGITR = win | €] - Pr[DCOTREOGITR = ¢/']

+Pr[DCoTR—§1 G(?TR — win | _‘51/] . Pr[DCOTR—fl G(?TR = _‘51/]
+ Pr[DCOTR'&G?TR = win] — 1‘
1
= [PrDCOREGETR = ] + 5 - PHDCOTREGETR = ¢y
+ Pr[DCOTRE GOTR = yin) — 1‘

Ly Pr[DCOTREGYTR — yin|.

Pr[DcoTR—§1 GSTR = 51/] . 5 _ 5

We consider the two possible cases:

Adv®TR(DCOTRE) — PrDCOTREGITR = ¢,] - % - % +Pr[DCOTRE GPR = win|,
and

AdPRDCOTHE) = L PrDCOTREGET = 6] | — PrDCOTR G = win].

For the first case, we have

1 1

AdUOTR(DCOTR—ﬁl) _ Pr[DcoTR—£1 G_(C))TR = 51/] . 5 o §+Pr[DCOTR-§1 G?TR _ WiIl]
&
1 1
Adv?THDCOTH) 4 = — PrDCOTRE GPTR = win] = - PrDCOTFOGET = &)
=

Pr[DCCorr—ﬁl GCorr _ win]+

1
AdeTR(DCOTR—ﬁl) + 5 o

/N

> . PI‘[DCOTR_&IGSTR = 51/]

N | =

7N
~——

Pr[DCForge—lnvalid-El GForge—InvaIid _ Win])

Aad
Adv®TR(DCOTRE) 4 PrDCC™ 8 G = win)

_’_Pr[DCForge-Invalid—& GForge—InvaIid _ win] > % _Pr[DCOTR—& G(O)TR = 51/].
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For the second, we have

1 1
Adv?TH(DCOTRS) = o — PrDCOTH G = &'] - 5~ PrDCOTH 1 GY TR = win)

<~

1 1

5 Pr[DCOTREGITR = ¢)'] = o Adv®TR(DCOTRE1) — PrDCOTRE GOTR = yin)]
=

% Pr[DCOTREGITR = ¢)'] < % + Adv®TR(DCOTR41) — pr[DCOTREGOTR = yin)

=

1

5 . Pr[DCOTR-gl GgTR = 61/} < AdUOTR(DCOTR-gl) + Pr[DCCorr-£1 GCorr —_ win]
4 Pr[DCForge—lnvalid—§1 GForge—InvaIid :win] .

Putting things together one can then upper bound the probability that &’
occurs by

2- (Ad,UOTR(DCOTR—&) + PI[DCCOW'& GCor _ Win}
+ Pr[DCForge—lnvaIid—fl GForge—InvaIid _ Win])
=2- (Ad,UOTR(DCOTR-El) + Ad,UCOI'r (DCCO”_El)

+ AdUForge-lnvaIid (DCForge—InvaIid—El )) )

To conclude, note that the probability for event &’ to occur is half of the
probability that event & occurs. a

D.1.5 Proof of Helper Claim: The proof of this result follows
similar lines to the proof of in the following, events & o and &> are
as defined in

Interacting with GQR: First, consider adversary DCOTR¢z interacting with
G8TR: if &5 9 occurs DCOTR€ wing the game; if €21 occurs, it does not win the
game; and otherwise it wins the game with probability 1/2. We can bound the
probability that DCOTR-¢2 does not win GSTR due to event & ; occurring by
reducing to winning either the consistency or the correctness games. Concretely,
we bound the probability of ;1 occurring when DCOTR ig interacting with
GOOTR by
AdeonS(DCCons-O—fg) + Ad,UCorr (DCCorr{z).

Interacting with G§TR: Conversely, consider DCOTR-¢2 is now interacting with

G?TR: if &5 occurs DCOTR€2 does not win; if €21 occurs, it wins the game,
and otherwise it wins the game with probability /2. As before we bound the
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Algorithm 26 Reduction COTR¢ for [Lemma 2l

& INITIALIZATION
CtxtChall < 0 // Additional Initialization.
CtxtNonChall < 0

> (A; € ST):-WrITE((4; — V), m)
b+ 8${0,1} // Sample bit b uniformly at random.
ifb=0: . B
¢+ Op(sig, A;, V' := (Bpp, V1, . . ., Vig)sm, Set(V) N PH)
CtxtChall «— CtxtChall U {c}
else
¢« II.Ey(ssk;, 0 = (rpky,, V1, .., v)5)), M)
CtxtNonChall < CtxtNonChall U {c}
Define event &’ as: £;’ := CtxtChall N CtxtNonChall # 0
if 51, :
Guess(0) // Makes reduction output 0 as its guess.
OuTpPUT(WRITE(C))

> (P € F)-WRITE(([Forge] A; — V'), m) o
OuTpuT(WRITE(FORGE (A, V, m, Set(V) N PH)))

> (B; € RY)-Reap
outputList < 0
ciphertextSet < 0
for (id, c¢) € READ with ¢ ¢ ciphertextSet :
ciphertextSet < ciphertextSet U {c}
((A; =» V), m) « DECRYPTION(Bj, ¢)
if ((A; = V),m)#L:
outputList - outputList U {(id, ((A; — V), m))}
OuTPUT(GETDELIVERED(Bj, outputList))

> (J)-SENDERKEYPAIR(A; € S)
OuTpPUT(OsK (Aj))

> (P € PH)-WRITE(c)
OuTpUT(WRITE(c))

> (P € PH)-READ
OuTpPUT(READ)

& TERMINATION
b+ ${0,1}
Guess(b) // Makes reduction output b as its guess.

Algorithm 27 Reduction C®"¢! for [Lemma 2| Below, we only specify the
reduction for operations for which it differs from COTR-¢1,

> (A; € ST)-WrITE((4; — V), m)
b+ ${0,1} // Sample bit b uniformly at random.
ifb=0:
¥ = (rpkpp,vl, S ’vIV\)
§:= (L,rskq,... ,rsk‘ﬁl) // For each Vi: if Vi € PH, 5,41 is V}’s secret key; else is L.

¢ < II.Forge,,(spk,, 7', m, )

else .

c+ OE(Ai, V' = (Bpp, V1, .. ., V“;‘),m)
Op (B, c) // Allows winning the correctness and forgery invalidity games.
OuTpPUT(WRITE(c))

> (P € PH)-WRITE(c)
OuTpUT(WRITE(c))
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Algorithm 28 Reduction CForgenvalid-&i for T emma 2| As for [Algorithm 27, we
only specify the reduction for operations for which it differs from COTR-¢1,

> (A; € ST)-WriTE((4; — V), m)

b+ ${0,1} // Sample bit b uniformly at random.
ifb=0: . . o
¢+ OForge(Ai, V' i= (Bpp, V1, ..., Vig)),m, Set(V) N PH)
else
¢« II.Ey(ssk;, 0 = (rpky,, V1, -,V 5)), M)
Op (B, c) // Allows winning the correctness and forgery invalidity games.
OuTpPUT(WRITE(c))

> (P € PH)-WrITE(c)
OuTpPUT(WRITE(c))

probability that DCOTR¢2 does not win G¢™R due to event &20 occurring by
reducing to winning either the consistency or the forgery invalidity games. This
means the probability of &3 ¢ occurring when DCOTR€ ig interacting with G9TR
is bounded by

AdeonS(DCCons—l—SQ) + AdvForge—lnvaIid (DCForge—InvaIid—£2 )

Obtaining the final bound: Putting these facts together then allows to upper
bound the probability of event & occurring:

AdUOTR(DCOTR—ﬁg) + AdUConS(DCCons—O—ﬁz) + AdeonS(DCCons—l—ﬁg)
+ AdUCorr (DCCorr-gg) + AdUForge—lnvalid (DCForge—InvaIid—&).

E Application Semantics of MDVS Game Notions

Recall F := S UR. We now establish composable semantics for the MDVS
game-based notions.

Theorem 13. Consider simulator sim defined in Algorithms [37] and re-
ductions CO, CCons—H, CCons7 CCorr} CForge—InvaIid7 CR—Unforg and COTR (deﬁned,
respectively, in Algorithms[35,[30 and[38, Algorithms[35,[36 and[39, Algorithms[33,
[36 and[{0, Algorithms[35 nd[{1], Algorithms[35, [36 and[f3, Algorithms|[35,[39
and cmd Algorithms and|44), and reductions 17 - COTR&1 | 7. CCorr-&r
J_J .C orge-Invalid-£; J_J K CO -£o J_J A CCons—U—fg J_J . CCons—l—fg J_J . CCorr—fg and
LJ . CForge—InvaIid—fz (where COTR—fl CCorr-.fl CForge—InvaIid-& COTR—Eg CCons—U—fz

CCons-1-&2 - glorr-&2 gy d CForge-nvalid-La gpe the reductions from Lemmata and @
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Algorithm 29 Reduction COTR¢2 for [Lemma 3l

> (A; € ST)-WrITE((4; — V), m)
¢+ Og(sig, A, V= (Bpps Viye vy Vig ), m, Set(V) N PH)
if ¢ € Dec : // Event &,
Define event &30 := (Dec|c] # L)
Define event £2,1 := (Dec[c] = 1)
if EQYO :
Guess(0) // Makes reduction output guess 0.
else // Event &5 1 occurred
Guess(1) // Reduction outputs guess 1.
OuTPUT(WRITE(C))

> (P € F)-WRITE(([Forge] A; — V), m)
OUTPUT(WRITE(FORGE(A;, V, m, Set(V) N PH)))

> (Bj € RY)-Reap
outputList <
ciphertextSet <
for (id,c) € READ with ¢ ¢ ciphertextSet :
ciphertextSet <— ciphertextSet U {c}
((A; = V'), m) + DECRYPTION(B;, c)
if ((A; = V),m)# L:
outputList + outputList U {(id, ((4; — V), m))}
OuTpPUT(GETDELIVERED(Bj, outputList))

> (J)-SENDERKEYPAIR(A; € S)
OuTPUT(Osk (Ai))

> (P € PH)-WRITE(c)
a  Op(By,c)
if o # test : , ¢ not written before by WRITE operation at some interface A; € S,
Dec[c] + «
OuTpUT(WRITE(c))

> (P € PH)-READ
OuTPUT(READ)

& TERMINATION
b+ ${0,1}

Guess(b) // Makes reduction output b as its guess.

Algorithm 30 Reduction C"-%-¢2 for [Lemma 3, We only specify the reduction
for operations for which it differs from COTR-¢2,

& INITIALIZATION
CtxtChall + 0 // Additional Initialization.

> (A; € ST)-WritE((4; — V), m)
¢ Op(Ai, V' = (Bep, V1, ..., Vi), m)
CtxtChall « CtxtChall U {c}
if ¢ € Dec :
Op (B ¢)
OuTPUT(WRITE(C))

> (P € PH)-WRITE(c)
if ¢ ¢ CtxtChall :
Dec[c] <= Op (Bpp, ¢)
OuTPUT(WRITE(C))
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Algorithm 31 Reduction C"1-¢2 for [Lemma 3| As for [Algorithm 30} we only
specify the reduction for operations for which it differs from COTR<2,

& INITIALIZATION
CtxtChall < @ // Additional Initialization.

> (A; € ST)-WriTE((4; — V), m)
7= (rpkpp, V1, U
§:=(L,rskq,... 7rsk‘\7|) // For each Vi: if Vi € PH, 5,41 is V}’s secret key; else is L.
c HAFO'rgepp(spki, 7', m, )
CtxtChall + CtxtChall U {c}
if ¢ € Dec :
OD(Bp}n C)
OuTPUT(WRITE(c))

> (P € PH)-WriTE(c)
if ¢ ¢ CtxtChall :
Dec[c] < Op (B, ¢)
OuTpPUT(WRITE(c))

Algorithm 32 Reduction C“°™¢2 for [Lemma 3, We only present this reduction
for completeness (note that it is the same reduction as Cs0-€2),

¢ INITIALIZATION
CtxtChall + 0 // Additional Initialization.

> (A; € ST)-Writs((4; — V), m)

¢+ 0r(Ai, V' = (Byp, Vi, .-, Vi), m)
CtxtChall « CtxtChall U {c}
if ¢ € Dec :

Op (B, c)

OuTpUT(WRITE(c))

> (P € PH)-WRITE(c)
if ¢ ¢ CtxtChall :
Dec[c] = Op (B, ¢)
OuTpPUT(WRITE(c))

Algorithm 33 Reduction CForee-nvalid-¢2 for [Lemma 3| As before, we only specify
the reduction for operations for which it differs from COTR-¢z2,

& INITIALIZATION
CtxtChall < 0 // Additional Initialization.

> (A; € ST):-WrITE((4; — V), m € M)
¢+ Ororge (Ai, V' i= (Bep, Vi, .+, Vi) )y m, Set(V) N PH)
CtxtChall + CtxtChall U {c}
if ¢ € Dec :
OD(BPP’ C)
OuTpPUT(WRITE(c))

> (P € PH)-WrITE(c)
if ¢ ¢ CtxtChall :
Dec[c] <= Op (B, ¢)
OuTPUT(WRITE(c))
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For any distinguisher D,

AP (SndsH Rev?” Forge” L/ [KGA, Net - INS],
— {Al}UpiH
7 Net - J_Auth-lntf. |:Az \V - 7]
€ (Ai — >Set(V)U73H A eS.TVert >

sim”" . otr?” L F
Forge A; — V —}
{<[ orge] >PH A; €S, VERT

<4+ (4de°TRD LI COTRE ) 4 Aqy©r(D LI OO
+ AdvForge—lnvalid (DLJCForge—Invalid—gl ))

+ AdUOTR(DLJCOTR{z) + Ad,UConS(DJ_JCCons—O—fg)

+ Advcons(DJ_JCCO"S_I_EZ) + Ad,UCorr(DJ_JCCorr—{z)

+ AdUForge—lnvalid(DJ_JCForge—Invalid{Q) + AdUConS(DCCons)

+ Adeorr(DCCorr) + AdvForge—lnvalid(DCForge—lnvaIid) + Ad,UR-Unforg(DCR—Unforg)
+ Ad’UOTR(DCOTR).

Theorem 14. Consider simulatorsim (analogous to the one from|Theorem 13)[7]

reductions C°, CCons-H CCons - o - CForge-Invalid 7 COTR (gnalogous to the

ones given for , and reductions COTR&1  CCor-&1 - CForge-Invalid-&,

COTR—gz’ CCons—O— 2 C ons—]—fz; CCorr—Eg and CForge—InvaIid{z (ze the reductions
from Lemmata and @ For any distinguisher D,

AD(SndsH RovR” Forgef[KGA, Net - INS],
L pH
Net - [<Az‘ = V) sex(vyupm

. pH SH S } 2t
sim”" . ConfAnon”" . Otr"". Ai€S,VERT | )

o F
[([Forge]Ai - V>7’7H} A; €S VeRT

<4+ (4dTRDCOTRE) 4 Ady©T (DCEE)
i AdvForge-lnvalid(DCForge—Invalid—fl))
+ AdvCTR(DCOTRE) 1 AdyCons(DCComs0-62) 4 Ay ons(DCComs-1-62)
+ AdoSoT (DCCoTE2) 4 AdyForgeinvalid (py Forge-tnvalid-62 )

+ Adeons<DCCons) + Ad,UCorr(DCCorr) + AdUForge-lnvalid(DCForge—lnvalid)
+ Ad’UOTR(DCOTR).

13 The only difference between the simulators is that the one for this theorem does not
abort when input a valid signature by an honest sender: in this case the simulator
proceeds as if the sender were dishonest.
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E.1 Proofs

For simplicity, in we describe the behavior of the simulators we will
consider in the proofs of Theorems [13|and [14] for the (sub-)interfaces of dishonest
parties that correspond to an interface of the KGA resource in the real world

system. Similarly, in we describe the behavior of the reductions we
will consider in these proofs for the same (sub-)interfaces.

Algorithm 34 Description of (part of) the simulators considered in the proofs of
Theorems|13|and (14| for the (sub-)interfaces of (dishonest) parties that correspond
to an interface of the KGA resource in the real world system. In the following,
k € N is the (implicitly defined) security parameter.

© INITIALIZATION > (P € PH)-SENDERKEYPAIR(A; € SH)
INS-INITIALIZATION OuTPUT(spk;, ssk;)
Sigs < 0
pp « I1.5(1%)

> (P € PH)-SENDERPUBLICKEY(A; € S)
for A; € S : (spk,;,ssk;) < II.Gs(pp) OL‘TPUT(spki)

for B € R : (vpky,vsk;) < II.Gv (pp)
> (P € PH)-RECEIVERKEYPAIR(B; € RH)
OuTPUT(vpk;, vsk;)

> (P € PH)-PUBLICPARAMETERS

> (P € PH)-RECEIVERPUBLICKEY(B; € R)
OuTpPUT(pp) -

OurpuT(vpk; )

Algorithm 35 Description of the reductions considered in the proofs of Lem-
mata [4| and 5| and Theorems [13| and [14] for the (sub-)interfaces of (dishonest)
parties that correspond to KGA interface in the real world system, plus the
DELIVER interface.

¢ INITIALIZATION > (P € PH)-SENDERKEYPAIR(A; € SH)
INS-INITIALIZATION OutpPUT(Osk (Aj))
SigVal <+ 0
(SigHon,SigForge,SigDis) « (0,0, 0) > (P € PH)-SENDERPUBLICKEY(A; € S)
for A; € S: Ospr(A;) OuTPUT(OspK (A;))
for B € R : Ovpk(Bj)
for B; € R : Received[B;] + 0 > (P € PH)-RECEIVERKEYPAIR(B; € RH)
OutpuT(Ov K (Bj))
> (P € PH)-PUBLICPARAMETERS o
OvutrPuT(Opp) > (P € PH)-RECEIVERPUBLICKEY(B; € R)
OutTPuT(Ov pK (Bj))

> DELIVER(P, id)
Received[P] < Received[P] U {id}

E.1.1 Helper Claims We now state two results analogous to Lemmata

and [3] that help in simplifying the proofs of Theorems [I3] and Consider the
following events:
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Algorithm 36 Helper functions used in the reductions considered in the proofs
of Theorems [[3] and [[4]

© GETDELIVERED(P, list) // Local procedure.
filteredList < 0
for (id, z) € list with id € Received[P] :
filteredList < filteredList U {(id, =)}
return filteredList

o FORGE(A;,V,m,C) // Local procedure.
U= (”17"‘7U\\7|)
§:= (vskq,... ’V5k|‘7\) // For each Vi: if Vi € C, s;41 is V)’s secret key; else it is

return II.Forge,,(spk;, ¥, m, 5)

Event £ There are two WRITE queries at the interface of an honest party
A; € SH that output id and id’ with id # id/, such that the contents of the
registers with these identifiers (i.e. id and id’) are the same.

Event & There is a WRITE query at a dishonest party’s interface with input
quadruple (m, o, (A;, V)) that outputs a register identifier id and there is a
later WRITE query at the interface of an honest party 4; € S¥ that outputs
a register identifier id’ such that the contents of the registers with identifiers
id and id’ are the same.

Lemma 4. For any distinguisher D, the probability that event & occurs when it

interacts with the real world system R (Equation 5.1) is upper bounded by
4. (Ad,UOTR(DCOTR—gl) + Adeorr (DCCorr_gl)

+ AdvForge—lnvalid (DCForge—InvaIid{l )) .

where COTR-&1  CCorr-&1 gpq CForee-Invalid-&1 e the MDVS analogous of reductions

Algorithms[14 and Algorithms [T and and Algorithms [14) and [28.

Lemma 5. For any distinguisher D, the probability that event & occurs when it
interacts with the real world system R (Equation 5.1) is upper bounded by

AdUOTR(DCOTR—fz) + AdeonS(DCCons—O—fg) + AdeonS(DCCons—I—gz)
+ AdUCorr (DCCorr-gg) + AdUForge—lnvalid (DCForge—InvaIid-gg).
where COTR-gg} CCOnS—U—EQ’ CCOHS-I-EZ, CCorr-§2 and CForge-InvaIid-Eg are the MDVS

analogous of reductions Algorithms and Algorithms and Algo-
rithms[14] and Algorithms [T4 and and Algorithms[I]] and[33

The proofs follow from arguments that are analogous to their MDRS-PKE
counterparts (see Lemmata [2] and [3)).

E.1.2 Proof of Theorem 13
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Algorithm 37 Description of the behavior of the simulator considered in the
proof of [Theorem 13| for the (sub-)interfaces of dishonest parties that correspond
to an interface of Net - INS in the real world system. In the following, T is as

defined in Equations [5.6] and

> (P € PH)-WRITE(m, 0, (A;, V))
if Ve RET : OurpuT(INS-WRITE(m, o, (A;, V)))
Consider least I € {1,...,|V|} with V; € PH
if —IT. nypp(spki, vsky, ¥, m, o) : OuTPUT(INS-WRITE(m, o, (A, \7)))
if A; € S¥ : Abort // Signature forged.
id’ « Srep-WRITE({4; — V), m)
Sigs[id'] + (m, 0, (A, V))
Ourpur(id’)

> (P € PH)-ReaD
for ((A; — V), id,m) € P-Sycp-READ with id ¢ Sigs :
0 <+ II.Sigy, (sski, U, m)
Sigs[id] + (m, o, (4;, V)
OuTPUT(Sigs U INS-READ)

Algorithm 38 Reduction C° for [Theorem 13| This is a “dummy” reduction:
when connected to the MDVS oracles defined in it has exactly the
same behavior as the real world resource.
> (A; € ST)-WRITE((4; — V), m)
o<+ Og (Ai, \7, m)

id < WRITE(m, o, (Ai, V))
OuTpuT(id)

> (P € F)-WRITE(([Forge] A; — V'), m)
o + FORGE(A;, V,m, Set(V) N PH)
id < WRITE(m, o, (A;, V))
OuTtpPUT(id)

> (B; € RY)-REaD
(list, sigSet) <+ (0, 0)
for (id, (m, o, (4;,V))) € READ with (B; € Set(V)) A ((m, o, (A, V)) ¢ sigSet) :
sigSet « sigSet U {(m, o, (4;, V))}
if Oy (Ai, Bj,V,m,0): list < list U {(id, ((4; — V), m))}
OvuTPuT(GETDELIVERED (B}, list))

> (P € PH)-WRITE(m, 7, (Ai, V))
id <« WRITE(m, 0, (A;, V))
OuTpuT(id)

> (P € PH)-READ
OuTPUT(READ)
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Algorithm 39 Reduction C®"s'H for [Theorem 13L Below we only show the
differences (highlighted) relative to C°.

> (A; € ST)-WrITE((4; — V), m)
o+ Og (Ai7 \7, m)
if (m, o, (A;,V)) € SigHon : Abort // Event &;: Signature Already Exists
SigHon < SigHon U {(m, o, (4;, V))}
id < WRITE(m, o, (Ai, V))
OutpuT(id)

> (P € F)-WRITE(([Forge] A; — V'), m)
o + FORGE(A;, V,m, Set(V) N PH)
SigForge <« SigForge U {(m, o, (4;, V))}
id < WRITE(mn, o, (Ai, V))
OutpuT(id)

> (P € PH)-WRITE(m, 0, (Ai, V))
id < WRITE(m, 0, (A, V))
if (m, o, (A, \7)) ¢ SigHon U SigForge :
SigDis « SigDis U {(m, o, (A;, V))}
OuTpuT(id)

Algorithm 40 Reduction C®" for [Theorem 13L Below we only show the
differences (highlighted) relative to C<°sH,

> (A; € ST)-WrITE((4; — V), m)
o+ Og (Ai, \7, m)
if (m, o, (A, ‘7)) € SigHon U SigDis : Abort // Event £, V &5: Signature Already Exists
SigHon < SigHon U {(m, o, (A;, V))}
id < WRITE(mn, o, (Ai, V))
itV ¢ RET . SigVal[id] « Ov (A;, Vi, V, m, o), for least [ € [|V|] with V; € P
OurpruT(id)

> (P € F)-WRITE(([Forge] A; — V'), m)
o + FORGE(A;, V,m, Set(V) N PH)
SigForge < SigForge U {(m, o, (A, \7))}
id < WRITE((m, 0, (A4, V)))
if V ¢ RET . SigVal[id] «+ Ov (A;, Vi, V', m, o), for least [ € [|V|] with V; € P
OutpuT(id)

> (P € PH)-WRITE(m, 0, (4;, V))
id < WRITE(m, o, (A;, V))
if (m, o, (Ai, V)) ¢ SigHon U SigForge :
if (m, o, (A, V)) ¢ SigDis :
if V¢ RET : SigVallid] « Oy (As, Vi, V', m, o), for least | € [|V/|] with V; € PH
SigDis « SigDis U {(m, o, (4;, V))}
OurpuT(id)
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Algorithm 41 Reduction C*°" for [Theorem 13[ Below we only show the differ-
ences (highlighted) relative to C°"s.
> (Bj € RY)-Reap
(list, sigSet) «+ (0, 0)
for (id, (m, o, (44, V))) € READ with (B; € Set(V)) A ((m, o, (A, V)) ¢ sigSet) :
sigSet < sigSet U {(m, o, (A;, V))}
if SigVal[id] : list < list U {(id, ((4; — V), m))}
OuTPUT(GETDELIVERED (B}, list))

Algorithm 42 Reduction CFergeInvalid for ITheorem 13| Below we only show the
differences (highlighted) relative to C*.

> (A; € ST)-WriTE((4; — V), m)
o<+ Og (A17 ‘7, m)
if (m, o, (A;, \7)) € SigHon U SigDis : Abort // Event &, V &5: Signature Already Exists
SigHon « SigHon U {(m, o, (A, \7))}
id < WRITE(m, 0, (A;, V))
SigVal[id] « 1
OutpUT(id)

> (P € F)-WRITE(([Forge] A; — V'), m)
o + FORGERED (A;, V, m, Set(V) N PH)
SigForge « SigForge U {(m, o, (A,, \7))}
id < WRITE(m, o, (Ai, V))
if V¢ RET ¢ SigVallid] « Oy (A:, Vi, V', m, o), for least € [|V|] with V; € PH
OutpPUT(id)

// Local procedure.
o FORGERED(A;, V,m, C)
return Ofporge(Ai, V, m, Set(V) N PH)

Algorithm 43 Reduction CR-Unfers for Theorem 13| Below we only show the
differences (highlighted) relative to CForge-invalid,

> (P € F)-WRITE(([Forge] A; — V'), m)
o <+ FORGE(A;, V,m, Set(\7) nPH)
SigForge « SigForge U {(m, o, (4;, V))}
id < WRITE((m, o, (A;, V)))
SigVal[id] < 0
OurpruT(id)
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Algorithm 44 Reduction COTR for [Theorem 13| Below we only show the
differences (highlighted) relative to CR-Unfere,

> (A; € ST)-WRITE((4; — V), m)
o + Og(sig, Ai, V,m,Set(V) N PH)
if (m, o, (A, \7)) € SigHon U SigDis : Abort // Event &1 V &5: Signature Already Exists
SigHon < SigHon U {(m, o, (A;, V))}
id < WRITE(m, o, (A, V))
SigVal[id] « 1
OutpuT(id)

> (P € PH)-WRITE(m, 7, (Ai, V))
id < WRITE(m, o, (Ai, V))
if (m, o, (Ai, V)) ¢ SigHon U SigForge :
if (m, o, (A;,V)) ¢ SigDis :
if (4; € 87) : SigVallid] < 0
else if V ¢ RE : SigVal[id] « Oy (A;, Vi, V,m, o), for least | € [|V|] with V; € P¥
SigDis « SigDis U {(m, o, (4;, V))}
OurpuT(id)

Proof. Let R be the real world system
R = Snd® Rev®” Forge” L/[KGA, Net - INS],
T be the ideal repository defined in i.e.

o {AyuPH
o Net - LAuth—Intf . [AZ N Ve N 7j|
T — OtrpH € < >Set(V)U'PH A,iES,‘?ER+ ’ (El)

o F
Forge]A; — V —}
[{[Forge] 77\ s vens

and let sim be the simulator specified in Algorithms [34] and The remainder of

the proof bounds AP (R, simpTT) by proceeding in a sequence of hybrids. In the
following, we consider the reduction systems defined in the lemma’s statement.

R ~ COGoms: Tt is easy to see that R and C°G®" are the same sequence of
conditional probability distributions by considering, on one hand, the definition
of R—i.e. the definitions of converters Snd, Rcv and Forge , the
definition of the KGA resource (Algorithms [4]and [6]), and the definitions of INS
(Algorithm 1)) and of Net (Algorithm 3)—and, on the other hand, the definition of
CYG i e. the definition of G and its oracles (Definition 3|and |Section 3.1))
and the definition of C° (Algorithms and . It follows

AP(R,C'G®"™) = 0.

COGEons s CCons-HGCons; Tt i easy to see that COG and C"sHGns are
the same sequence of conditional probability distributions conditioned on event
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&1 not occurring (see [Section E.1.1)). By [Lemma 4} it follows

AD(CJO(_}Cons7 CCons—HGConS) S 4. (Ad’()OTR (DLJCOTR_&)
+ Adv®" (D17 CCorér)
+ AdvForge—InvaIid (DJ_JCForge—Invalid—.fl )) )

CCons—HGCons I CConsGCons. As for the previous step COGCons ~ CCons—HGCons

* )
it is easy to see that the two systems are the exact same sequence of conditional
probability distributions conditioned on event & not occurring (seeSection E.1.1)).

It then follows by

AD (CCons—H G}Cons7 CConsGConS) S AdUOTR(DJ_JCOTR—Sg)
+ Ad,UConS(DJ_JCCons—O-Eg) + AdeonS(DJ_JCCons—l—gg)
+ Adeorr (DLJCCorr—fg) + AdvForge-lnvaIid (DLJCForge—Invalid—fz)-

CConsGCons ., CCorGCo: The only difference between C" G and CConsG Cons
is that in C“"GT the validity of each quadruple ¢ := (m, o, (4;, ‘7)) where
V contains at least one honest receiver, such that ¢ was either generated by a
WRITE operation at the interface of an honest sender A; EiSH or input to a
WRITE operation at the interface of a dishonest party P € P is only verified
once, and this verification is made for the first party in vector V who is honest
(as described in the reduction; for more details see Algorithms [40[ and . Given
CC°" does not query for the secret key of any receiver B ;€ R¥, the advantage of
a distinguisher D in distinguishing C*°"G%°" and C“°"G*°" is bounded by the
advantage of adversary DC" in winning the consistency game G<°": note that
CC"s makes a query to Oy with the first honest verifier appearing in vector 1%
when queried for any WRITE operation, and when queried for a READ operation
at the interface of a receiver B; € R¥ makes verification queries to Oy for each

(id, (m, 0, (4;,V))) in the reduction’s internal repository INS. This implies

AD (CConsGCons7 CCorrGCorr) < AdeonS(DCConS).

CCorgCor ., (Forge-Invalid (zForge-Invalid, System (Forge-Invalid (3 Forge-Invalid - Jiffersg
from C“TG" in that signatures generated by WRITE operations—whose vec-
tor V contains at least one honest receiver—issued at the interface of honest
senders are no longer verified by a query to Oy and instead the result of their
verification is simply assumed to be 1. D’s advantage in distinguishing C" G o
and CForge-Invalid GForge-Invalid j4 561 hounded by the advantage of DC in
winning the correctness game G, implying

AD(CCorrGCorr’ CForge—InvaIid GForge—Invalid) < Adeorr (DCCOH).
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CForge-InvaIid GForge-InvaIid s CR-UnforgGR-Unforg. In CForge—InvaIid GForge—InvaIid signa—
* )

tures generated on queries WRITE(([Forge] 4; — V'), m) are assumed to be invalid.

Distinguisher D’s distinguishing advantage between CForee-Invalid GForge-invalid 5,4

CR-Unforg GR-Unforg i yypper bounded by the advantage of DCForee-nvalid iyy winning

the forgery invalidity game GForeeInvalid implying

AD (C Forge-Invalid GForge-InvaIid CR-Unforg GR-Unforg) < Adv Forge-Invalid (D CForge-InvaIid )
k) = .

CR-Unforg GR-Unforg ., COTRGYTR: The main things to note for this step are that
1. D has no access to the secret key of any honest receiver B; € R¥; 2. since J
has a converter | attached to her interface, D has no access to the secret key
of any honest sender A; € S; and 3. the only case in which CR-Unforg GR-Unforg
may differ from COTRGS™R is if D makes a query for a WRITE operation at the
interface of a dishonest party P € SH URH with input quadruple (m, o, (A;, 17))
where A; € S” and V contains at least one honest receiver, and the verification
of o by the first honest receiver in V with respect to sender A;, vector V and
message m is 1, and yet there was no matching WRITE operation at the interface
of A; that resulted in the same quadruple (in particular with the same signature).
This allows us to bound the advantage of D in distinguishing CR-Unferg GR-Unforg
and COTRGJ™R by the advantage of DCR-U'e in winning GRUre implying

AD(C)R—Um‘org(;R—Um"org7 COTRG(?TR) < AdvR—Unforg(DCR—Unforg).

COTRGOTR simP T: Tt is easy to see, by considering the definitions of
COTRGOTR_j e, of COTR, Algorithms and [44] and of GQTR and its oracles,
|Deﬁnition 5| and |Section 3.1Fand sim””T—i.e. of simulator sim, Algorithms
and and of T, that these are perfectly indistinguishable; it

follows

AP (COTRGOTR simP"T) = 0.
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To conclude the proof we use triangle inequality:

AP(R,sim”"T) < AP (R, C'G™)
+ AP (COGCons, CConsH g Cons)
4+ AD(ConsH g Cons | (;Cons iy Cons)
+ AP (CConsgCons| Corrg Loy
+ AP (CorrgCorr| cR-Unforg GR-Unforg)
+ AP (CCorrgCorr | G ForgerInvalid g Forge-Invalid)
+ AP (CForge-Invalid Forge-Invalid | (5R-Unforg gR-Unforg
+ AD(CR-Unforg GR-Unforg COTRGOTR)
+ AP(COTRGOTR, COTRGOTR)
_}_AD(COTRG?TR’SimPiHT)
<4+ (4d°TRDLICOTRE) 4 Ady®T (DL CC )
I AdvForge—lnvaIid(DJ_JCForge—Invalid-El))

+ Ad’UOTR(DLJCOTR_EQ) + AdUCOHS(DLJCCOHS_O_gz)

+ AdeonS(DLJCCons—l—ég) + Adeorr (DJ_JCCorr—fz)

+ AdvForge—lnvaIid(DJ_JCForge-Invalid-Ez) + Ad,UConS(DCConS)
+ AdUCorr (DCCorr) + AdUForge—lnvalid (DCForge—Invalid)

+ Ad,UR-Unforg(DCR—Unforg) 4 AdUOTR(DCOTR).

E.1.3 Proof of [Theorem 14

Proof. A proof can be obtained by applying modifications to the proof of
rem 13| that are analogous to the changes made in the proof of [Theorem 12| (from
the proof of |Theorem 11)). a
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