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Abstract. Correlated randomness lies at the core of efficient modern
secure multi-party computation (MPC) protocols. Costs of generating
such correlated randomness required for the MPC online phase protocol
often constitute a bottleneck in the overall protocol. A recent paradigm
of pseudorandom correlation generator (PCG) initiated by Boyle et al.
(CCS’18, Crypto’l9) offers an appealing solution to this issue. In sketch,
each party is given a short PCG seed, which can be locally expanded
into long correlated strings, satisfying the target correlation. Among
various types of correlations, there is oblivious linear evaluation (OLE),
a fundamental and useful primitive for typical MPC protocols on arith-
metic circuits. Towards efficient generating a great amount of OLE, and
applications to MPC protocols, we establish the following results:

(i) We propose a novel programmable PCG construction for OLE over any
field F,. For kN OLE correlations, we require O(klog N) communication
and O(kQNlog N) computation, where k is an arbitrary integer > 2. Pre-
vious works either have quadratic computation (Boyle et al. Crypto’19),
or can only support fields of size larger than 2 (Bombar et al. Crypto’23).
(ii) We extend the above OLE construction to provide various types of
correlations for any finite field. One of the fascinating applications is an
efficient PCG for two-party authenticated Boolean multiplication triples.
For kN authenticated triples, we offer PCGs with seed size of O(k? log N)
bits. To our best knowledge, such correlation has not been realized with
sublinear communication and quasi-linear computation ever before.

(iii) In addition, the programmability admits efficient PCGs for multi-party
Boolean triples, and thus the first efficient MPC protocol for Boolean
circuits with silent preprocessing. In particular, we show kN m-party
Boolean multiplication triples can be generated in O(m2k log N)-bit com-
munication, while the state-of-the-art FOLEAGE (Asiacrypt’24) requires
a broadcast channel and takes mkN 4 O(m? log kN) bits communication.
(iv) Finally, we present efficient PCGs for circuit-dependent preprocessing,
matrix multiplications triples, and string OTs etc. Compared to previous
works, each has its own right.
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1 Introduction

Correlated randomness stands as a fundamental and crucial part in secure multi-
party computation (MPC) protocols with preprocessing. Thanks to the celebrated

work of Beaver | |, studies of concretely efficient MPC are maturing, and
various settings are explored, e.g., honest majority | |, dishonest major-
ity [ , , |, and fluid MPC | ]. All these modern MPC

protocols are designed in a preprocessing model, in which parties are given access
to a sufficient number of correlated random strings, typically 2(N) for securely
computing circuits with N gates.

Many types of correlations have been used for wide scenarios: for instance,
oblivious linear function evaluation (OLE) enables (semi-honest) secure 2-party
computation (2-PC) on arithmetic circuits, and it also allows for m-party (semi-
honest) secure computation on arithmetic circuits, through building m-party
Beaver triples, which further admits malicious secure MPC via constructing
authenticated Beaver triples. Oblivious transfer (OT) enables semi-honest secure
2-PC on Boolean circuits by Yao’s garbled circuit technique [ ], and can be
used to generate various types of correlations, including OLE. Finally, matrix
multiplication triples become useful recently, receiving attentions from industry
in privacy-preserving machine learning.

Hence, there is a great demand for concretely efficient approaches to generat-
ing various and numerous correlated randomness, so that MPC can be applied
to more real-life scenarios, wider and larger. Pseudorandom correlation genera-
tors (PCGs) introduced in | , , | and the subsequent
Works [ i ) ) 9 ) ) )

| offer an appealing solution to efficient preprocessing. Informally, in a
PCG-based preprocessing, each party is given a short PCG seed, who then can
locally expand their own seed and get the target long correlations. Such procedure
is called silent preprocessing, since no interaction is required as long as PCG
seeds are distributed.

Technically, most of existing PCG constructions have an “extension” flavor.
The PCG seeds essentially specify short correlations, then the seeds are locally
expanded via variants of learning parity with noise (LPN) assumptions | |

or syndrome decoding assumptions | , , ]. Depending on
the correlations and settings, generating of seeds relies on efficient function secret
sharing schemes (FSS) | , , |, and distributed setup protocols
with semi-honest /malicious security | , ) , |. In

this work, we start with PCG constructions for OLEs, which is a critical building
block for other correlations and applications.

PCG for OLEs. The pioneer work [ | constructs efficient PCGs for
several correlations from LPN assumptions, including OLE. Their initial con-
struction generally works for any finite field with a sublinear seed size, but has a
major downside of O(N 4) computation for N OLE correlations. Though later
it is optimized to O(N 2) computation, which is still very expensive, as N is
usually huge. The follow-up work | | presents a new PCG with O(N)
computation from using a structured LPN assumption, namely, the Ring-LPN



assumption. Though [ | achieves good concrete efficiency, the field size is
restricted to be larger than IV, inherently induced by Ring-LPN. Following the
routine from Ring-LPN, Bombar et al. | | put a step forward, achieving
OLE over arbitrary fields only except for the significantly interesting case of F.
Their results are obtained by introducing the quasi-abelian syndrome decoding
(QA-SD) assumption, intuitively a “multi-variate” sense of Ring-LPN.

We remark that for the interesting case of Fy, where OLE over Fs is actually

equivalent to bit OT, there do exist efficient PCG constructions |

|. However, these PCGs for OTs are obtained by
hashing random Vector OLE (VOLE) correlations (from PCG), hence they are not
easy to be extended to PCGs for other correlations, for example, Boolean multipli-
cation triples. Moreover, the involved hash function also prevents these PCGs from
being extended to multi-party correlations, while other PCGs | , |
without hashing likely enjoy a “programmability” property, allowing for the multi-
party generalization.

The task of constructing efficient PCGs for authenticated triples is much
more challenging, even in the 2-party case. Because authenticated triples are
actually degree-3 relations while OLEs are of degree-2. Though the Ring-LPN/QA-
SD based approaches from | , | imply constructions for fields
with size > 3, it is unclear how to construct PCGs for authenticated Boolean
multiplication triples. Therefore, we ask the following question:

Do there ezist efficient programmable PCGs for OLEs, and PCGs for authen-
ticated multiplication triples over any finite field, in particular, the binary field
Fy?

1.1 Owur Contributions

In this work, we revisit and generalize the approach of | , | for
constructing PCG for OLEs, obtaining a new framework by introducing a simple
but effective function, the Trace function for the polynomial rings defined over F .
This allows us to give an eflicient programmable PCG for OLEs over any fields.
We also implement and evaluate concrete performances of our constructions,
which are as efficient as previous PCGs over large fields. We then extend our OLE
construction for various useful correlations, in particular, including authenticated
Boolean multiplication triples. Other useful correlations we show are multi-party
Beaver triples, matrix multiplication triples, and string OTs, etc.
PCG for OLEs over any finite field. We present new PCG constructions
for random OLE correlations, in which previous constructions either have large
computational complexity, or have the undesirable restriction on the field size.
In Table 1, we summarize our results and give comparisons with existing PCGs.
In an OLE correlation, for ¢ € {0,1}, party P, holds z,,z, € F,, such
that zg - x1 = 29 + z1. In other words, each party holds an additive share of
xo- 21, and we simply denote it as [zg - £1]. Our constructions build upon existing,
well-studied Ring-LPN/QA-SD assumptions and function secret sharing (FSS)
for sums of point functions (SPFSS). For simplicity, here we present the results
from QA-SD, and the Ring-LPN based constructions are deferred to Appendix D.



As for fast computation, the generic FFT with quasi-linear complexity [ ,
Algorithm 74] can be applied, and it is optimized for some concrete rings in

[ , Section 4.3].
N OLEs | Comm. Comp. Programmability | Assumption
[ | Any F, [O(X¥log N)|O(NZlog N) Yes Dual-LPN
[ | [Fp,p > N|O(X¥1log N)| O(N log N) Yes Ring-LPN
F,,p > 2|0\ log N)| O(Nlog N) Yes QA-SD
Fo [O(M\logN)| O(N) No Dual-LPN
This work | Any F, [O(A*log N)| O(Nlog N) Yes QA-SD

Table 1. Comparisons to previous PCGs for OLE. Let A denote the security
parameter. By “Comm.” we refer to the communication complexity while “Comp.”
stands for the computation complexity. All these approaches allow for arbitrary
polynomial stretch (the ratio of number of correlations and communication cost).

Authenticated multiplication triples. Informally, authenticated multiplica-
tion triples are multiplication triples with message authentication codes (MACs).
To authenticate a multiplication triple ([z],[y],[2]) with z,y,2 € Fp,z -y = 2,
parties additionally holds ([z - A],[y - A],[z - A]), where A € F,x is the global
key and keeps identical among triples. We denote such a triple by ([z], [v], [2])-
Note that z,y, z are additively shared over F,,, while A-z, A-y, A-z are additively
shared over F,x with & = O(A\/logp). The construction generalizes the above
PCG for OLE, and also relies on QA-SD assumptions and SPFSS schemes.

Theorem 1.1 (PCG for authenticated multiplication triples, informal).
Assuming the QA-SD assumption and the SPFSS in [ |, there exists a secure
PCG construction for generating O(N) authenticated multiplication triples, with
seed size O(X*log N) and computational complexity O(N log N), where \ is the
security parameter.

We remark that taking p = 2 in Theorem 1.1 induces extremely interesting results
over Fy, i.e., the PCG for authenticated Boolean triples. Moreover, we consider
semi-honestly /maliciously secure distributed setup protocols for OLEs/triples,
which rely on the malicious DPF construction in | |. In particular, we
evaluate the concrete seed expansion time on our machine following the way in
[ ]. The results are summarized in Table 2, showing that our constructions
for authenticated Boolean triples are as efficient as those for authenticated
multiplication triples over large fields.

Other Applications. Since our PCG for OLEs is programmable, it is extended
to m-party semi-honest Beaver triples by a strandard transformation, leading to
the seed size O(mlog N). Compared to the m-party Boolean triple preprocessing
of | |, our approach offers a completely silent preprocessing with sublinear
communication O(m?log N), while | | requires a broadcast channel and
has communication complexity of mN + O(m?log N) bits. In Table 3, we report



Protocol ‘ Field ‘Triple Generation‘ Comm.

Overdrive | | 128 bit prime field 30,000/s 2GB
PCG | | estimated 128 bit prime field 50,000/s 4.2MB
This work Boolean with 128-bit MAC key 43,000/s 47.54MB

Table 2. The cost refers to the generation of authenticated multiplication triples
for two parties. Both the Overdrive results and the estimated results from
[ | are taken from | |. The concrete performance of this work
is derived from running our program for generating 3'¢ authenticated Boolean
multiplication triples.

the concrete efficiency of our approach for generating multiparty Boolean triples,
and compare with the state-of-the-art works.

Party No.|Triple No.| Comm. | Broad. |Time. (s)

SoftSpokenOT | ] (k=28) 2 107 3.7 GB 0 211
F,OLEAGE | , Table 1] 2 10°  [335MB| 0 81
F4,OLEAGE | , Our machine] 2 10° 33.5 MB 0 83
This work 2 10°  [33.6 MB| 0 162

SoftSpokenOT]| | (k=8) 10 10° 34 GB 0 1900

F4OLEAGE | , Table 1] 10 107 0.6 GB [0.12 GB| 1463

F,OLEAGE | , Our machine] 10 10° 0.6 GB |0.12 GB| 1511

This work 10 107 0.6 GB 0 2932

Table 3. Concrete evaluation performances on a PC with Intel(R) Xeon(R) Gold
5220R 2.20GHz CPU and 128GB of RAM, following the same way as | ]
For fairness, we run the F4,OLEAGE source code on our machine and use the
same parameters as F;OLEAGE: ¢ = 3, t = 27, and n = 16. By “Comm.”, we refer
to the per-party communication over a point-to-point channel. By “Broad.”, we
refer to the per-party communication over a broadcast channel. By “Time.”, we
refer to the seed expansion time in the localhost setting.

Following the routine of | , |, our approach also supports
circuit-dependent preprocessing. For computing N copies on the circuit on the
circuit C over F, with different inputs, we offer a silent preprocessing with
seed size O(|C|log N). We also construct PCGs for matrix multiplication triples.
Concretely, for N/k triples of k x k matrices over F,, we have seed size of
O(kX3log N), while the previous work | | for large fields has seed size
of O(k?X31log N/k)! and the recent work | | for any field has seed size
of O(NM?logk). Finally, we give a PCG construction for OTs with seed size of

! The subsequent work | | implicitly gives a pseudorandom correlation function
(PCF) for matrix triples, which can produce an arbitrary number of correlations but
the computation per correlation is much higher (2-3M PRG evaluations).



O(X3(k +1log N)) for generating N k-bit string OT correlations. It is worth to
mention that our construction for OTs does not require correlation-robust hash
functions, which is a feasible result and of independent interest.

1.2 Organization

We provide a detailed technical overview of our approach in Section 2, and
preliminaries in Section 3. We give related mathematical results in Section 4
with proofs deferred to Appendix B. We give the PCG construction for OLE
over any field in Section 5, and the construction for authenticated multiplication
triples over any field in Section 6. In Section 7, we discuss more applications of
our approach, including multi-party multiplication triples and circuit-dependent
preprocessing in Section 7.1, matrix triples in Section 7.2, and finally OTs in
Section 7.3. We give specific PCG setup protocols with semi-honest/malicious
security in Section 8, and underlying DPF constructions in Appendix C. In
Section 9, we analyze security of underlying assumptions and select appropriate
parameters for our PCG constructions. In Appendix A, we give more preliminaries,
and in Appendix D, we show constructions from Ring-LPN assumptions.

2  Our Techniques

2.1 Limitations of PCG for OLEs from | , ]

We briefly review the framework of PCG for OLE over I« in | ) |
Suppose the goal is to generate N := d" random OLE correlations over F,
where p is a prime and n,k > 1. Let R := Fpr[X1,..., X,/ (f(X1),- .-, f(Xn)),
where f(X) = X¢ — 1, and d | p* — 1. The framework relies on a ring isomorphism
R ~ IF;\L, which is implied by the Chinese remainder theorem (CRT), so that it

suffices to distribute one OLE correlation over R. Let a i R be the public input,
and s,, e, be t-sparse elements of R, where o € {0,1}. The Ring-LPN/QA-SD
assumption® implies that 2, := a - s, + €, is pseudorandom, for each o € {0,1}.
The key observation is the following:

2o 21 = (a-so+ep) (a-s1+e)= a® - (s051) + a - (speq + s1€0) + egeq.

Hence, it suffices to distribute additive shares of cross-terms sgs1, spe1, $1€0, €p€1
to the two parties, which then can be locally converted into additive shares of
2o - 1. By the isomorphism R ~ IF;\,C, additive sharings of zy - 1 over R are
equivalent to N OLE correlations over F,, as desired. Since sgs1, spe1, s1€9, €0€1
are essentially ¢2-sparse elements of R, sharing of them can be done efficiently
from using SPFSS. Moreover, the resulting construction has programmability,
admitting PCG for multi-party Beaver triples.

2 The Ring-LPN assumption corresponds to the univariate case, where n is always 1
and N | p® — 1. While the QA-SD assumption corresponds to the multivariate case,
where N = d" and d | p* — 1.



However, the above approach has an undesirable and inherent restriction on
the field size. Although, Bombar et al. [ | significantly relax the restriction
of p¥ > N from Ring-LPN via introducing QA-SD assumptions, they fail in the
significantly interesting case of Fy. The main reason is that Fs has only one
invertible element, and setting f(X) := X(X — 1) incurs a severe attack on the QA-
SD assumption as shown in | |, while setting f(X) := X—1 leads to a trivial
extension. Also, | , Theorem 47] elaborates an impossibility result on it.
We would like to mention that using advanced mathematical tools of algebraic
geometry seems unhelpful, turning the problem to be more complicated | ,

Appendix DJ.
Though the QA-SD approach does not offer a direct solution to correlations
over Fy, it is shown in FOLEAGE | | that multi-party Boolean triples

can be obtained by first generating OLEs over F4, and then turning into Fs
via reconstructing parts of shares. However, this approach requires additional
interaction and linear communication for sharing reconstruction, hence not a
silent preprocessing. Moreover, it is not clear how to further efficiently construct
silent PCG for authenticated Boolean triples from such F, OLEs.

2.2 Trace to the Rescue

To overcome the barrier of the field size restriction, a fundamentally different
approach is in demand. Instead of directly building PCG constructions upon
assumptions on polynomial rings or algebraic curves over [Fo, we resort to finding
an approach that allows to convert Fqr correlations into desired F5 correlations
efficiently and locally. Among maps from Fyr to Fs, the trace map seems a good
candidate that might help, as it is additively homomorphic and well-studied.
Bearing this in mind, we come up with a novel approach based on trace.

To this end, we first extend the notion of trace function from field elements of
F, to vectors in Fﬁc in a natural way, and then examine the properties on the

ring R, since we have the isomorphism R ~ IF;\L induced by CRT. Specifically,
for a vector v € ]Fé\,ﬁ, the trace of v is defined as

Tr(v) := (Tr(vy) ... Tr(vn)) € Fé,v.

Recall that for an arbitrary a € F,x, the trace of a is defined as Tr(a) :=

k_ol of' € F,, so we define trace function of an arbitrary f € R as

We systematically study the above trace function over R, and we refer the
details to Section 4. Informally, it preserves most properties of the trace function
over [F,,», for instance, Tr(-) is F)-linear, i.e., Va € Fp,Vf € R, Tr(a- f) = a-Tr(f).
Moreover, let ¢ : R — Fﬁc denote the isomorphism of R ~ IF]]D\Q.. Then the trace
function for R has the following desired property.

VfeR,o(Tr(f)) €Fy.



It is not hard prove that ¢(Tr(f)) = Tr(o(f)) € IF‘IJ)V, ie., ¢ and Tr are “commuta-
tive”. Note that here we abuse the trace function Tr(-) over R and over IF;\Q. The
above described properties make it possible to obtain efficient PCGs for any field.
High-level idea of our approach. Let z, := as, + ¢,, for o € {0,1}, be two
QA-SD/Ring-LPN samples. Towards bypassing the field restriction, the core idea
is to share the product of the traces of xg,x1, i.e., Tr(zg) - Tr(x1), rather than
o -x1 as in previous works. In more detail, as long as we can succinctly distribute
Zo, 25 € R to P, satisfying

Tr(zo) - Tr(z1) = 20 + 21,

the two parties immediately obtain [Tr(xo) - Tr(z1)]z. By the ring isomorphism
R ~ IF;\L, ¢(z0+ 21) is destined to be over F} with ¢(z20), ¢(z1) € IFI])\{c rather than

F1Y. Therefore, the k — 1 high-dimensional arrays of ¢(z0), ¢(z1) € (Fk)™ cancel

out and can be discarded. Since p is the characteristic of Fp, Tr(z,) = Z?:_ol (asy+

eg)”i has 2k terms and Tr(zo) - Tr(z1) = 3, jcjo.h-1] (apisgl + efm)(apj 587 + efjv)

has 4k2 terms . Then it suffices to use FSS to share the cross-terms, e.g., ng e’l’J,
leading to a PCG having seed size scaling with 4k2. By further utilizing algebraic
properties of trace, we are able to achieve a PCG of seed size scaling with 4k, i.e.,
O(Mkt?log N) for kN OLE correlations over an arbitrary field F,,, where ¢ is set
O()\) for guaranteeing security of the QA-SD assumptions and & is an arbitrary
integer > 2.

2.3 Warm-up: from Fyx to F5 via Trace

We give a warm-up construction, focusing on the special case of OLE over Fs.
k
Assume Ry = Fou[X1...X,]/(X3 ~1...x2"~1). Without loss of generality, we

first set k = 2, N = 37, € € Fy s.t. Fy = Fo(€). Let a & R, be the public
input, and s,,e, be two random t-sparse elements of Ro, where o € {0,1}.
Given (a,by = a - s5 + €4), denote QA-SD(R2,1) as the problem to distinguish
(a,b) from (a,u) with u & R2. The hardness of QA-SD(R2,t) implies that
Ty = a- S5 + €5 is pseudorandom for o € {0,1}. Recall that for OLEs over Fy
(i.e., for o € {0,1}, P, obtains random z,, z, € Ra, such that xg - z1 = 29 + 21),
following the construction of | |, it suffices to use SPFSS to additively
share sgs1, Sge1, €gs1, egeq, according to the following equation:

zo-x1=(a-so+ep) (a-s1+e)= a’- (s0s1) +a- (spe1 + s1eg) + eper. (1)

However, it is not clear how to efficiently and locally convert additive shares of
xo - 21 over Ry ~ FY to OLE correlations over F.

We also start with QA-SD(R2,t), but instead we try to employ trace of Fy
over [Fy to achieve the local conversion. To this end, we embed the trace structure
to Eq.(1). Our goal is to additively share Tr(¢(z¢)) * Tr(¢(z1)) € FY, which is



equivalent to share Tr(xg) - Tr(z1) € R2. We have the following observation:

Tr(eo) - Tr(@1) = (@3 + 20) (@3 +a1) = [ ((0- 50 +en)?+ a5, +65)
oe{0,1}
= H (a®> 52 +a-5,+¢e2 +eo)
ce{0,1}
=at 5257 +a® - (8251 + s057) + a? - (shed + ster + sos1 + 57l + s2eg)

2 2 2.2, 2 2
+a- (soe] + soe1 + sief + s1eo) + (ege] + eger + epel + eper).

(2)

It is easy to see that the above formula on the right has 16 = 4 - 4 terms, and it
suffices to use SPFSS to distribute additive shares of these values. Suppose each
term is shared as (o, ;) for @ € [1,16], i.e., party Po, Py obtains {a;}i, {8:}4,

respectively, such that Tr(zg)-Tr(xz1) = Zgl(ai—l—ﬁi). Then Py and P; can locally

compute o = gb(zlﬁl a;) mod ¢, and B = (b(zgil B;) mod &, respectively.
Correctness directly follows by Theorem 4.1 (¢, Tr are “commutative”), namely,

16 16
o(Tr(20)) * B(Tr(21) = 6> ) + 6(3_ ) = a + B,
i=1 i=1

as ¢(Tr(z0)), #(Tr(x1)) € FY, and the coefficients of & of gb(zgl a;), ¢(Z£1 Bi)
vanish. For security, by the pseudorandomness of xg, x1, Tr(xg), Tr(z1) are pseu-
dorandom, and by the security of underlying SPFSS, «, 3 are indistinguishable
from the uniform distribution over F2.

At a first glance, the seed size would be quite large, since term e.g., s2s? is

the product of four t-sparse elements of Ro and could be t*-sparse. In fact, we
show a much tighter upper bound of the sparsity. That is quadratic of ¢. Due
to Lemma 4.3, s2, e2 are also t-sparse in Ro. Hence the seed size of our PCG is
proportional to t2, same as that of | .
Optimizations. We first show an optimization that reduces the number of
underlying F'SS instances of point functions by half, from carefully rewriting
Eq.(2). Jumping ahead, the goal is to distribute «, 8 € Ra to Py, Py, with the
following:

Tr(zp) - Tr(x1) = Tr(a) + Tr(B). (3)

Note that Tr(«), Tr(8) can be locally computed by Py, Py respectively. To this
end, by Definition 4.1, we can rewrite Eq.(2) as follows:

Tr(zo) - Tr(z1) = (a*sgst + a®sos1) + (a®sgs1 4+ a’sost) + (a®sgel + asoer)
+ (a®sger + asoel) + (asieo + a’steq) + (asieg + a’sieo) + (ege] + eoe1) + (e5ea + e1e3)
= Tr(a®s0s1) + Tr(sos:) + Tr(asoer) + Tr(asoel) + Tr(asieo)

+ Tr(asieg) + Tr(eoer) + Tr(eoes).
(4)
Therefore, it suffices to additively share these eight ¢?-sparse terms sgs1, 805%, Spéq,
sp€?, s1e0, 51€3, €ge1, ere3 via SPFSS. We denote the shares held by Pg, Py as

10



ai, Bi, © € [1,8]. Then party Py can locally compute

a:=a’ oy +a-(a3+ag+as+ag)+ (a2 + ar + ag),

while P, locally computes

Bi=a* Bi+a-(Bs+Ba+Bs+Bs)+ (B2 + Br + Bs).

For correctness, it is easy to verify that «, 8 satisfy Eq.(3). Then (Tr(zo), Tr(z1),
Tr(a), Tr(B)) are essentially N OLEs over Fy. For security, «, 3 are indistinguish-
able from being uniformly random in R4 (as e.g., ay, 87 are uniformly random)
by the security of underlying SPFSS. This completes our first optimization.
Next, we show that the above a, 8 € Ry essentially admit 2N independent
random OLE correlations over Fo, thus further reducing the communication by
half in an amortization flavor. This optimization also relies on the properties of
our trace function. Let £ € Fy s.t. Fy = Fa(§), then (1,¢) is a basis of Fy over Fa.

By Theorem 4.3, for z & Ra, Tr(x) and Tr(&x) are independent and uniform over
F%. Hence, we can extract additional N OLEs from the following observation:

Tr(€xo) - Tr(€wq) = (€225 + Emo)(§22F + Ex1)

= JI @ s2+a-&s, +&%2 +&eo)
oce{0,1}

= Tr(a?¢? sos1 ) + Tr( s0s? ) + Tr(a&? spe; ) + Tr(a spe?) (5)
SN~~~ N~~~ N~~~ N~~~
a1+ as+fa az+f3 as+PBa
+ Tr(a&? sieq ) + Tr(a s1e2 ) + Tr(€2 eger ) + Tr( ege? )
S~~~ N~~~ S~~~ N~~~
as+Ps ag+Ps ar+p7 ag+PBs

Therefore, the above «;, 3; € Ry from Eq.(3) can be reused. Let Py additionally
compute

o = a*ay +a(€az + g + Eas + ag) + (g + Ear + as)
and P; additionally compute
8= a* 1 + a(€%Bs + Ba+ 5 + B6) + (B2 + E2B7 + Bs).
It can be directly verified that
Tr(€xo) - Tr(€xy) = Tr() + Tr(3).

This implies extra N OLE correlations over Fy by the isomorphism. Security
follows the security of underlying SPFSS and Theorem 4.3.

Intuitively, F4 can be viewed as a dimension 2 vector space over Fy. From the
isomorphism Ry ~ FY, a random element  of R has 2N-bit entropy and there

3 Actually, this is nothing but the coordinates of z in the dual basis (with respect to
the trace map) of (1,¢).
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are at most 2V elements of Fy can be extracted from x. Analogously, Ry allows
at most extractions of kN 5 elements.

Sharing products of sparse elements. We show how to share the cross-terms
using a sum of point function secret sharing scheme SPFSS. Note that SPFSS can
be directly instantiated with DPFs. For Ry = Fy[Xy,...,X,]/(X} —1,...,X2 — 1),
it is easy to see that Ro has a basis {[];_, XJ}, where (ji,...,jn) goes through

1=1 "

[0,3)™. For simplicity, we define a bijection ¢ : j — [[i_, X{i, where j € [0, N)
and N = 3". Given the bijection @5 and the basis {[];-_, X'}, any ¢-sparse element

x of Ra can be uniquely represented by two vectors A € [0, N)! (indicating the
non-zero positions of x) and s € (IF})! (corresponding to the coefficients of x).
This allows to succinctly distribute additive shares of x € Ro via SPFSS with
domain [0, N) and range Fy.

Let (A2,s,) represent the t-sparse element s, of Ra, for o € {0,1}. By
Lemma 4.3, s7 is t-sparse of Ry as well. Furthermore, the representation of s?,
denoted by ((A9)?, (s1)?), can be computed as

(AD)? =05 " (p2(AD) x 02 (AYD)),  (s1)° = 81 % 51

Then, by Lemma 4.3, sgs? is t>-sparse of Ry, and the representation of sgs?,
denoted by (AJH (A9)?,s0 ® (s1)?), can be computed as follows:

AG B (A1) 1= ¢y (22(AD) @ ¢a((AD)%)),

where ® refers to the tensor product. Essentially, the above “additions” on the
positions of [0, N) are equivalent to the additions on G = Z}, and we abuse the
equivalence in this work. We remark that there exists a ternary FSS with domain
A , Section 5.1].

The final optimized construction. Though, we already get desired OLE
correlations over Fy from k = 2, it is not easy to extend to a general k > 2. It
seems very heuristic to write a similar formula for k£ > 2 as Eq.(4).

One significantly useful property of trace over finite fields is that for an
arbitrary u € For, Tr(u) € Fa, hence Yu,v € For, Tr(u) - Tr(v) = Tr(Tr(u) - v).
To further exploit the properties of trace functions over Ry, we establish the
following result: Vf, g € Ry, it holds that

Tr(f) - Tr(g) = Tr(Tr(f) - g) = Tr(f - Tr(g)),

i.e., Tr(-) over R “absorbs” Tr(R) as well. Moreover, our Tr(-) over Ry also
enjoys additive homomorphism, making it compatible with the additive sharings.
Specifically, if = is additively shared over Ry, then additive shares of Tr(x) can
be locally obtained. These indicate that the trace function over Rj employs
analogues properties of the trace over finite fields. Generally, Tr(-) over Ry is
properly defined with respect to the isomorphism ¢.

Recall that it suffices to share Tr(zg) - Tr(x1), which offers kN extractions of
OLEs over Fy by fixing a basis (1,£,...,&*71) of For = Fy(€). For an arbitrary
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k>2 and j=0,1,...,k — 1, we give the following concise representation:

Tr(fjxo) . Tr(fjxl) = Tl’(fjl‘o . Tr(gjxl))

=Tr(¢ - (aso +eo) - ijy -(as1 + 61)21)
1=0
» k-1
= Tr(fj'(2l+1) . Z(GSO + 60)((12 S% + 61 ))

=0

= ZTr(gj'(TH) (@ ses +a? - egst +a-spel +eged)).

The construction also satisfies programmability, allowing for generating multi-
party Beaver triples over Fo as shown in | ]. Compared to the approach
of | |, the generation of multi-party Fy Beaver triples is silent, meaning
that as long as the PCG seeds are honestly distributed, the parties can obtain
Beaver triples via local expansion. We defer arguments of programmability to
Section 5.

2.4 PCG for Authenticated Multiplication Triples.

Adapting the above OLE constructions to triples is straightforward, in which one
can distribute additive sharings of zg, z; via SPFSS. Sharing with a global key

A& [F,» is much more complicated, where k = O()). The above optimization
of moving Tr(x1) inside Tr(-) does not work in this case as A € [F,x. Hence, the
seed size grows by a factor of O(k) in general. For o € {0,1} and s € [0,k — 1],
sharings of A - Tr(£° - z,) can be obtained as follows:

A-Tr(€ Z A- fSp a50+6a)i
i€[0,k—1]
= 3 §S'pj~(apiA's§i+A~egi).
i€[0,k—1]

Hence, it suffices to share A - sgi,A . egi via SPFSS, for all i € [0,k — 1], which
are t-sparse elements. As for sharings of A - Tr(€° - zo) - Tr(€° - x1), s € [0,k — 1],
A-Tr(€® - xo) - Tr(€° - xq)

Z A gs-p1 . (asO + eo)zf '§S'pj ) (asl + el)py
4,5€[0,k—1]

Z g PP L (gp Asp sﬁ) +a” Ae? s1 +a” Aso e —l—AeO el )
4,j€[0,k—1]

Hence, it suffices to share A-sgl s’l’J , A-sgl eﬁﬂ , A~e€l 3117] , A-egl eﬁﬂ via SPFSS, for all
i,j € [0,k — 1], which are t?>-sparse elements. Putting all pieces together, the seed
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size is O ((£*k2+t2k+tk+t)Alog N) = O(A*k? log N) for kN authenticated triples.
In addition, we remark that the above construction is only for illustrating the basic
idea and k does not have to be O(\). In fact, through our optimizations, k can
be arbitrary integers larger than 2, so that the seed size remains O(A3k? log N).

We also demonstrate an effcient maliciously secure setup protocol to produce
the PCG seeds, via instantiating SPFSS with concretely efficient DPFs.

3 Preliminaries

Notations. Let Ali] denote the i-th entry of A. Given ¢,r € Z, denote [{,r] =
[, + 1) C Z as the set of integers starts from ¢ and ends with r. If a value z
is additively shared, we denote it as [z]. If a value x is shared via a SPDZ-style
authenticated sharing, for instance [z] := ([z],, [z],) and [z], := (o, M[z])
where © = xg + x1, Mp[z] + My[z] =2 - (Ao + A1) and (Ap, Aq) is a sharing of
the global key.

3.1 Function Secret Sharing

Function secret sharing (FSS) | , | allows to share functions succinctly
among two parties. More concisely, for some secret function f : I — G where G
is an Abelian group, an FSS scheme splits it into two functions fy, f1, such that:
(1) fo(z) + fi(z) = f(z) for every input « € I, and (2) fo, f1 can be represented
by short keys Ky, K7 respectively, with each of Ky, K individually hiding f.

Distributed point function (DPF) | , | is a useful and fundamental
kind of FSS schemes, specialized for sharing point functions. We give a formal
definition of DPF as follows.

Definition 3.1 (Distributed point function). Given an input domain I =
[0,N), and an Abelian group (G,+), the point function fo5:1 — G is defined
by fap(xr) =B ifz=a, and fop(x) =0 if x # o, where o € I, € G. A DPF
scheme for the class of point functions {fap : o € I,8 € G} consists of the
following two algorithms.

— DPF.Gen(1*, o, B) is a PPT algorithm that, given the security parameter
A, a position inder o € I and an element B € G, outputs a pair of keys

(kdpf kdpf)
0 X1 )
— DPF.Eval(o, k%!, z) is a polynomial-time algorithm that, given a key k3Pt for
party o € {0,1}, and an input x € I, outputs z, € G.
The above scheme should satisfy the following requirements.

— Correctness: For any a € I, 8,z € G, it holds that zo + z1 = f(x), where

%, < DPF.Eval(o, k%! z) for o € {0, 1} and (k2" k%"f) & DPF.Gen(1*, , ).
— Security: For any o € {0, 1}, there exists a PPT simulator S such that for any

point function f, g, the distributions {(k4Pf : (kIPf kPT) & DPF.Gen(1*,, 8))}
and {kdpf Es (1*,1,G)} are computationally indistinguishable.
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In this paper, we will use a simple and generic extension of DPF to sums of
point functions. Let A = (ay,...,a¢) € [0, N)t, B = ([31, ..., Bt) € G, the sum
of point functions fa g : [0, N) = G is defined by ZZ 1 fas, ;- And it is direct
to see that an FSS for fa g can be realized by invoking ¢ parallel DPFs, with
each for f,, 3,. Similarly, we define (SPFSS.Gen, SPFSS.Eval) as FSS for sums of
point functions, with security following that of DPF. For convenience, we define
SPFSS.FullEval as evaluations of SPFSS.Eval on all possible z € [0, N).

The typical DPF construction | | uses an arbitrary pseudorandom
generator(PRG) G : {0,1}* — {0,1}?**2 and the parameter is given as follows.

. . . log |G
The key size is at most [log N (A+2)+A+[log |G|] bits. Taking m = [ Ag+\2 I-‘ , the

key generation SPFSS.Gen algorithm makes at most 2([log N1+m) PRG calls and
the full domain evaluation algorithm SPFSS.FullEval makes at most N(1 4 m)
PRG calls. For regular multi-point distributions, the number of PRG calls
sheaves by a factor t. Employing batching codes, the SPFSS.FullEval algorithm
can be asympcotically improved at the cost of more complicated seed generation
algorithm. Recently, the SPFSS.Gen and SPFSS.FullEval algorithms are improved
via a half-tree technique | ]. To show that our OLE and authenticated
multiplication triples constructions are comparable to the previous constructions
from Ring-LPN | | and QA-SD | |, we still use the parameters
from | | because the previous constructions rely on the parameters of

[ |-

3.2 Pseudorandom Correlation Generators

The notion pseudorandom correlation generators PCG was first introduced in
[ |. Informally, a PCG for some correlation, allows to dis-
tribute short correlated seeds to the parties, such that each party can locally
compute long, correlated pseudorandomness (satisfying the desired correlation)
from expanding their own seed. To give a formal definition, we start with correla-
tion generators, and reverse-sampleable correlation generators.

Definition 3.2 (Correlation generator). A correlation generator C is a PPT
algorithm that on input 1, outputs a pair of strings in {0,1}* x {0,1}¢, where
£ € poly(A).

Definition 3.3 (Reverse-sampleable correlation generator). Let C be a

correlation generator. We say C is reverse sampleable if there exists a PPT
algorithm RSample such that for o € {0,1}, the following distribution

{(Ro, R}) | (Ro, Ry) & C(1"), R, := Ry, R;_, & RSample(s, R,)}
is computationally indistinguishable from the distribution given by C(1*).

In the following, we give the definition of PCG. Programmable PCG is formally
defined in Appendix A.
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Definition 3.4 (PCG). Let C be a reverse-sampleable correlation generator. A
PCG for C consists of two algorithms (PCG.Gen, PCG.Expand) with the following
syntax:

— PCG.Gen(1?*) is a PPT algorithm that given the security parameter \, outputs
a pair of seeds (ko,k1).

— PCG.Expand(o, k) is a polynomial-time algorithm that given a party index
i € {0,1} and a seed k,, outputs a bit string R, € {0,1}*.

The two algorithms (PCG.Gen, PCG.Expand) should satisfy the following:

— Correctness. The following distribution

{(Ro, R1) | (ko, k1) & PCG.Gen(1*), R, « PCG.Expand(c,k,)}

is computationally indistinguishable from the distribution given by C(1*).
— Security. For any o € {0, 1}, the following two distributions are computa-
tionally indistinguishable:

{(k1—0, Ry) | (ko k1) & PCG.Gen(1*),R, + PCG.Expand(, k,)} and
{(k1—0, Ry) | (Ko, k1) <& PCG.Gen(1*),R;_, + PCG.Expand(c, ki_,)},
R, & RSample(o, R1_5)},

where RSample is the reverse sampling algorithm for correlation C.

3.3 Syndrome Decoding of Quasi-Abelian Codes

In this section, we recall the syndrome decoding assumption of Quasi-Abelian
codes introduced in | ]. For simplicity, we only introduce the concrete
instantiation used in this work, and refer details of Quasi-Abelian codes to
[ , ]. We define Ring-LPN assumption in a similar way (viewed
as a univariate variant of QA-SD) in Appendix A.

Definition 3.5 (Search QA-SD). Let R = F,[X1,...,X,]/(X{ — 1,...,%xd — 1),
where d | ¢ — 1. Let ¢ > 2 be some constant integer called the compression factor.

Let a = (1,a1,...,ac.-1), where a; & R, i € [l,c—1]. Let eg,e1,...,6.—1 be
random t-sparse elements of R. Given access to a pair of the form (a,{a,e)),
the goal is to recover e.

Definition 3.6 (Decisional QA-SD). Let R = F [X1,...,X,]/(X¢—1,...,X¢ —
1), where d | g — 1. Let ¢ > 2 be some constant integer called the compression
factor. The goal is to distinguish the following two distributions:

Do :{(a1,...,ac-1,u)}, where a;,u & R,i€[l,c—1]

D: :{(a1,...,6c-1,(a,e) +eg)}, where a; & R, e, e; are random

t-sparse elements of R,i € [1,¢—1].
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In this work, for simplicity we set the compression factor ¢ = 2, and the above
problems are referred as search QA-SD(R, t), decisional QA-SD(R, t), respectively.
All of our constructions can be naturally extended to cases of ¢ > 2. We say that
the search (decisional) QA-SD(R,t) assumption holds when there exists no PPT
algorithm that solves the problem with a non-negligible advantage.

4 Ring Isomorphisms and Trace Functions

In this section, we show some useful properties of the univariate ring and mul-
tivariate ring that we are working on. Then we define the trace functions over
the ring, which employ similar properties to the trace function over finite field
extension. The detailed proofs of the results in this section are presented in
Appendix B. We first show the univariate ring and the multivariate ring are
isomorphic to a vector ring.

Lemma 4.1 (The Univariate Ring). Let R :=F,[X]/(X" —1) with N | (¢—1).
Then there exists ¢ : R — Fflv such that ¢ is a ring isomorphism. In particular,
the addition and multiplication operations on Fév are defined component-wisely.

Lemma 4.2 (The Multivariate Ring). Let R = F [X1,...,X,]/(X¢-1,...,x¢—
1), where d | (¢ — 1). Then there exists ¢ : R — ]Fév, where N = d", such that ¢
is a Ting isomorphism.

Remark 4.1. Lemma 4.2 can be generalized to R = Fy[X; ... X,]/(X¥ —1... X% —
1) with each d; | (¢ — 1). Lemma 4.1 can be viewed as a special case of Lemma
4.2 with n = 1.

Let IF, be a prime field of characteristic p, and F,» be a finite extension of F,,.
Then we show the polynomial ring R over F,» inherits some nice properties from
the finite field extension F,x of IF,.

Lemma 4.3 (Properties of R). For a primep and k € N, let R = F . [X] /(XN —
1) or R =Fp[X1,.... %] /(X = 1,...,X¢ — 1) as defined above.

1. R has characteristic p.

2. For arbitrary a,b € R and j € N, then (a + b)pj =a” + b7
8. If a € R is t-sparse, then a?’ s t-sparse for any integer j.
4. For arbitrary a € R, a’ = a.

Recall that for arbitrary o € F,, the trace Terk JE, (@) of a € Fpr over F, is
defined by

k—1
Terk/Fp(a):a+0‘p+"'+0‘p :
In this work, we focus on a general prime field F,, and the specific case where p = 2,
and we simplify the notation Tr(«) as the trace of o € F,r over F),. In addition,
we naturally define the trace Tr(a) of an vector « € IFIJ)\Q as (Tr(aw), ..., Tr(ay)).
Below we define trace functions over R.
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Definition 4.1 (Trace Functions for Ring Elements). For an arbitrary
f € R, define the trace function as Tr(f) := Zf:_ol fr.

One significant property of trace functions over finite fields is that for an arbitrary
a € Fyr, Tr(a) € Fp. We prove that our trace function over R is properly defined
with respect to the isomorphism ¢, i.e., Vf € R, ¢(Tr(f)) € IE‘ZJDV.

Theorem 4.1. For an arbitrary f € R, ¢(Tr(f)) € IF;,V. In particular,

¢(Tr(f)) = Tr(o(f)) € Fy.

Hence, one can view as ¢ and Tr are “commutative”.

Moreover, the trace function for R also satisfies the following properties as the
trace function for F .

Theorem 4.2. The trace function over R satisfies the following properties:

1. Vfi, fo € R, Tr(f1 + f2) = Tr(fl) + Tr(fg).

2. Va eF,,VfeR, Tr(a- f) =a- Tr(f).

3. VfeR, Tr(fP) =Tr(f).

4. Vfi, f2 € R, Tr(f1) - Tr(f2) = Te(Tr(f1) - f2) = Tr(f1 - Tr(f2)).

Note that for arbitrary two field elements o, 5 € Fx, Tr(a) - Tr(8) = Tr(Tr(a) - §)
because of Tr(a) € F,. Generalizing it to vectors, for arbitrary two vectors
u,v e IF‘II)\L, it holds that Tr(u) * Tr(v) = Tr(Tr(u) * v) as the multiplication is
computed component-wise. Property 4 of Theorem 4.2 indicates that a similar
result holds for R as well.

Theorem 4.3. Let { € Fpr s.t. Fpo = Fp(€). For x & R, we have that
(Tr(z), Tr(€x), ..., Tr(§*1a)) are distributed uniformly at random in F’;N, where
N =d".

Theorem 4.3 essentially holds for any basis (b1, ..., by) of Fx over IF,,. For instance,
(Tr(fpox), Tr(ﬁplx), cey Tr(fpkilx)) are distributed uniformly at random in IF];N
as well, since (fpo, e ,fpkfl) is a basis.

Theorem 4.4. Let k,n,d be integers such that d | p* — 1 and k | . Then the
isomorphism ¢p, : Ry = Fpr[Xi,... Kol /(x¢ —1,000x8 — 1) — IF;)\{, naturally
induces an isomorphism ¢y : Ry = Fpn[X1, ..., Xn]/(X{ = 1,..., X4 = 1) — FJ,
where N = d".

5 PCG for OLE over Any Finite Field

In this section, we show how to construct a secure programmable PCG for OLE
over any field from using Trace. To address difference from the state-of-the-art
construction in [ ] that only supports a field F with |F| > 2, we discuss
the particularly interesting case of OLE over Fy in Section 2.3, referred as a
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warm-up construction. Our trace approach essentially can apply to any field, and
the core idea is to use trace to locally and efficiently convert correlations over
F,« to the target OLE correlations over F,,.

In this section, we give a generic PCG construction for OLE over any field.
Basically, the construction is obtained by a similar approach as in Section 2.3.

Let ’RZ:S = Fpe[Xq,... Xu]/(X¢ = 1,...,X% — 1) with F, an arbitrary finite
field of characteristic p and d | p¥ — 1. W.l.o.g., assume d reaches the upper bound
p* — 1 and simply write RZV’;? by Rj. Assume QA-SD(Ry,t), and we show how
to generate kN OLEs over F, in a batch, where N = (p¥ — 1)". Let a & R be
the public input, and s,, e, be random t-sparse elements of Ry, where o € {0,1}.
By hardness of QA-SD(Ry,t), 5 := a - S, + €, is pseudorandom for o € {0,1}.
Similar to our initial idea of Section 2.3, we have the following observation:

k—1 k—1

Tr(zo) - Tr(xy) = (ah +...+x§0)-(x’1’ +...+x1170)

= ( Z Iopi’).( Z xlpi’): Z Iopixlpj

i€[0,k—1] i€[0,k—1] i,j€[0,k—1]
i i
= E (aso + €0)? - (as1 +e1)?
1,j€(0.k—1] (6)
P i ; i i i
= D (asg +ep) (s +el)
1.7€[0k—1]
i pi pi i pi i i i i i i
= Y (@shsy tatef st tash el tefel)
1,j€[0,k—1]

Thus, one can obtain additive shares of Tr(zg) - Tr(z1) by succinctly sharing these
4k? cross-terms via SPFSS. In fact, we can significantly reduce the cross terms
needs to be shared by exploiting the [F,-linearity of trace, which is similar to that
of our first optimization in Section 2.3. The difference is that here we present in
a more systematic way, by Theorem 4.2 (Property 4).

k-1 k—1 .
Tr(wo) - Tr(w1) = Tr(wo - Tr(21)) = Tr(zo - (Yo} ) = > Tr(zo - af)
i=0 i=0
k—1 . k—1 o v
=Y Tr((aso+eo) - (as1 +e1)? ) = ZTr((aso +e) - (a” s +el))  (7)
i=0 i=0
k-1 . ; . . . .
= Tr(apz+1sosf Jrapzeosf +asoe] + epel)
1=0

By Lemma 4.3, 511717e€1 are t-sparse elements of R as well. Therefore, for each
1€ _[O,k - 1], we can use SPFSS to succinctly share the t?-sparse elements
sosfz,eoszfi,soe’fb, eoe’fb of Ry. Hence, the communication complexity scales with
4k. By Theorem 4.3, essentially we can extract in total kN OLE correlations
over [F;, from these 4k shares. This time, we consider the basis fpo,fpl, e ,§pk71
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of Fpx = IF,,(&) over Fy. Then, for each j € [0,k — 1], we have that

Tr(g”jxo) Tr( §” z1) ZTr g (aso + €g) - Spjﬂ (as1 + el)pi)
(8)

k—1
= E Tr(&P TP - (a? Tlsos] + a” egs] + asoel + egel ).
=0

With Eq.(7) & (8) as above, we are able to explicitly present a construction
Consg”LE that works for any p, k > 2. The construction relies on the hardness of QA-
SD(Rk,t) and an SPFSS scheme for sums of point functions, with domain [0, N)
and range F,x. We address that here we define a bijection ¢y : j — [T, x2,
where j € [0,N) and (ji,...,7,) go through [0,p¥ — 1)". Thus, any s € Ry
corresponds to a unique pair (A,s) € [0, N)! x ]F;k under (. Similarly, for
Ag,A; €[0,N)t, we define AgBA; := ¢, ' (p1(Ao)@¢k(A1)), and the operation
(Ag)?" fori € [0,k — 1] is generalized from that of Section 2.3 in a similar way.
Note that the above “additions” on the positions of [0, N) are essentially nothing
more than standard additions on a group G = ngfl.

- . Fp
,_l Construction 1: Consgj ¢

PARAMETER: Security parameter A, noise weight ¢t = t(\), N = (p* — 1)",

R =F K, X /X T =1, X8 1 2 1), £ € Fp st B = Fp(€). An
FSS scheme (SPFSS.Gen, SPFSS.FullEval) for sums of ¢ point functions, with

k

domain [0, N)“ and range F, . Fix a basis (f,ﬁpl,. 0ogll 71) of F . over Fp.
PUBLIC INPUT: A uniformly random a € Ry.

CORRELATION: After expansion, outputs (xéo), . ,xék_l), (()O), .. ,zék_l)) €
F2*N and (O, xE 0 gy e F2¥N such that x¢ X =

sz) 2 for all j € [0 k).
Gen: On input 1*:

1. For ¢ € {0,1}, sample random vectors A2, AL < [0, N)" and s,,e, +
(F*)E.
2. Sapmple FSS keys according to Eq.(7), namely for each i € [0,k —1]:
(K&, K1) & SPFSS.Gen(1*, AS B (A9)?", 50 ® (1)"'),
(K& K4ty & SPFSS.Gen(1*, Al B (A9, e0®(sl)f*),
(K2, K{?) & SPFSS.Gen(1*, A 8 (A1)¥', 50 ® (e1)"),
(K3 K17%) & SPFSS.Gen(1%, Ad B (A1), e0 @ (e1)?),
3. For o € {0,1}, let k, = ((K )ic[0,4k—1] (A2 s,), (A},,ea)).
4. Output (ko, k1).

Expand: On input (o, ks):

1. Parse k, as ((K )ic[0,4k—1] (A% s,), (Afl,,ea))
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2. Define elements of Ry
t t
so = So[l]- Aglll, s =) es[l]- As[ll.
=1 =1

3. For each j € [0,k — 1], compute x) = Tr({pJ - (ass + eg)).

4. For ¢ € [0,4k — 1], compute uo,; < SPFSS.FullEval(o, K ),viewed as Ry
elements.

5. For each j € [0,k — 1], according to Eq.(8), compute

k-1
] iy it i i
2z = E Tr(ﬁp TP (@ Mg ai + 0P Ugait1 F QUe gt + UU,41’+3))
i=0

6. Output {(xg,j), zg,j))}je[o,k,l].

® Bach j € [0, N) corresponds to a basis [/, X% of Ry, where j; € [0,p* — 1).

=11
The addition on [0, N) is actually the addition on G = Z",

R=1°

\. J

Theorem 5.1. Assume a secure FSS scheme SPFSS for sums of point functions
and QA-SD(Ry,t) is hard. Then there exists a PCG construction Consgﬂ’_E that
generates OLE correlations over F,,. If the SPFSS is based on a PRG : {0,1}* —
{0,1}2**2 via the PRG-based construction from | |, for generating kN OLE
correlations over Iy, we have that:

— Each party’s seed has mazimum size around: 4kt*((log N —logt + 1)(A +2) +
A+ klogp) + 2t(log N + klogp) bits.

— The computation of Expand can be done with at most (2+ [ (klogp)/X])4kNt
PRG operations and O(k*N log N)) operations in F .

Remark 5.1. Regarding the size of the different parameters, we also follow opti-
mizations of [ , ], e.g., assuming the QA-SD assumption holds
also for a regular noise distributions. Then the seed size and computations can be
obtained by following a similar argument as theirs.

Proof. Correctness is straightforward given by the Construction Consg’f_Eand
Eq.(8). Security is based on a QA-SD assumption and the underlying SPFSS
scheme, and we prove in a similar way to those of | , |. For
completeness, we give a sketched proof as follows. It suffices to consider Party
Py’s view (i.e., 0 = 0). Let (ko, k1) & PCG.Gen(1") with associated expanded
outputs (ng),z(J)) and (xgj),zgj)), for j € [0,k — 1]. We need to show that

. . ) ) . <) 3 N
OIEON _ ~() =)y JE0k—1], %77 < F',
{(k07 (Xl )y 41 )JG[O,kfl])} = {(k07 (Xl )y 21 )]G[O,kfl]) | Zgj) _ Xéj) N igj) B Z(()j)p

To show this, we use a sequence of hybrid distributions.
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— Replace zgj) by xéj) * ng) - zé]), for all j € [0,k —1].

— Step by step replace each the SPFSS key K¢ in ko by a simulated key
generated only with the range and the domain of the function. Due to the
correctness and the security properties of the SPFSS scheme, this distribution
is indistinguishable from the original distribution.

— Replace ng) by a fresh igj) for all j € [0,k — 1]. It is also impossible to
distinguish this distribution from the previous one, since the K are now
completely independent of (xgo), e 7xgk_l))7 and we can rely on the QA-SD
assumption and Theorem 4.3.

— Reverse step 2 by using the SPFSS security property once again.

We remark that QA-SD assumption implies x; € Ry can not be distinguished
from uniform, and Theorem 4.3 implies that (xgo), e ,xgk_l)) computed from a

random x1; € Ry are uniformly distributed in F’;N . O

Note that to achieve security, choosing t = O()) is sufficient. Actually p =
2,k = 2 is the case of our warm-up construction in Section 2.3. Thus analyses of
]FP
Consy| ¢ naturally apply to that case.

Theorem 5.2. The PCG construction Consgﬂ'_E has programmability.

Proof. To show that Cons]giE is programmable, we can re-define Gen by letting
it take additional inputs (po, p1) where p, = (AY, Al s,,e,), for o € {0,1}.
Note that p, corresponds two t-sparse elements s,,e, of Ry as well as an
element z, := a - s, + e, € Ry. According to Eq.(8), party P, can locally
compute (Tr(fpomg), e ,Tr(fpkflxa)) € IF’;N from p,. This essentially proves the
programmability. Correctness follows that of Theorem 5.1. The programmable
security can be proved in a very similar way to that of Theorem 5.1. a

6 PCG for Authenticated Multiplication Triples

For the sake of generality, we give a generic PCG construction for authenticated
triples over any field, which can be directly applied to the Boolean case.

Secret-sharing with ML ACs. We consider authenticated secret-sharing based
on SPDZ MACs between m parties. To share a value z € I, when [, is a
small field, in particular, the binary field F5, the MAC key needs to be picked
from a sufficiently large extension field. In this way, a sharing will be prevented
from being opened incorrectly with overwhelming probability, via a MAC check
method from | |. The authenticated secret-sharing of « € F), is defined as:

[z] = (As, x5, My )ity such that Zml =z, and ZM“ =z ZAi’

where z; € Fp,, Ay, M, ; € Fx, for each i. We call A := > A€ F,x the MAC key.
Note that the MAC key shares A; are fixed for every shared xz. An authenticated
multiplication triple for F, is a tuple of random sharings ([z], [y] , []), satisfying
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T,y & F, and z = x - y. For the security of MPC online protocols, k is often
selected as klogp = O(X). For simplicity, we call it an authenticated Boolean
triple if consider the case of F), = Fo. We show an efficient PCG that outputs a
batch of random authenticated triples over any field IF,, for the two-party case.

Our PCG construction. We present a self-contained construction in Consayth—Triples

which incorporates the PCG construction for authenticated triples over large

fields from | | and our Consﬂé‘l’_E construction in Section 5. To begin with,

we recall the notations. Let Ry, denote Fpx[X1,...,X,]/(X{ —1,...,X¢ — 1), where
k—1

d | p*—1. We have R, ~ FL,, where N = d". We fix a basis of (¢°,£7,...,¢"" ")
of Fpr = IF,(§). We assume QA-SD(Ry, t), in which z, := a-s,+e€, is conjectured

to be indistinguishable from uniformly random, for public a & Ry, and random
t-sparse elements s, e, of Ry, o € {0,1}.

Recall that Cons[g‘LE essentially distributes "z, z((ys) € Ry, to party P, with
Tr(€P xg) * Tr(EP 1) = Tr(z(()s)) + Tr(zis)), for o € {0,1}, s € [0,k — 1]. To get
multiplication triples, it suffices to distribute additive shares of x, z; between

the two parties, instead of having P, hold z, in the clear. This follows the fact
that, for o € {0,1}, s € [0,k — 1],

THE - [ralr,) = T([€" 26| )= [Tr(e - a0)]

e
]FP

R
Since [2,]p, = a-[ss]g, + [es]r, and sq, e, are t-sparse, we can use t-point
SPFSS with domain [0, N), range F,x to obtain the sharing succinctly. This leads
to a seed size of O(A(kt? +t)log N) bits.

The authentication part is more complicated and expensive. A direct solution
is as follows, where the goal is to obtain:

([A . Tr(§pszo)]m ’ {A . Tr(fpsivl)}wk ’ {A STr(EP o) - Tr(€P 1) Fz\()’

P P T‘k

for j € [0,k — 1], where A & F,. is fixed among triples. Due to that Tr is
not Fpx-linear, the seed size would be roughly increased by a factor of O(k).
Concretely, for sharing the first two terms, it can be observed that

A-Te(eP - x,) = Z A-ert (ase + eg)pi
i€[0,k—1]
_ Z §p3+i . (apiA . S;gi + A ) eg'i).

1€[0,k—1]

9)

Hence, we have to distribute {A . 3{,’1 . [A . e{f} o for all ¢ € [0,k — 1]. This
k k
part would lead to a seed size of O(Aktlog N) bits via SPFSS. While for sharing

23



the last term, we have that

k—1

A-Tr(zo) Tr(z) = A- (a8 +...4+a28 )@ +... +a22)
= Z A-(a30+eo)pi~(a51+el)pj

i.jel0,k—1]
B LY (g o 10
oA el (@ o) (10)
i,5€[0,k—1]
i 3 U 3 L) Q . ]
= E (aP TP Ash sV + a? Aeb sy +a” Ash el + Ael el)
i,5€[0,k—1

Hence we have to share 4k? cross-terms, i.e. Asgl sIfJ , Aelo’l sfj , Asgl ezlﬂ , Aegl e’fj,
for all 4,5 € [0,k — 1]. Moreover, these cross-terms are ¢*-sparse elements of Ry,
by Lemma 4.3. Similarly, by Theorem 4.3, we can extract kN correlations from
these shares. Namely, fix a basis (fpo,fpl, .. ,§pk71), and for s € [0,k — 1], we
have

A- Tr({ps - xg) - Tr(§ps - x1)
Z A- fps+i - (aso + Co)pi : fpSH - (as1 + 61)pj

1,j€[0,k—1]
P P HP) (P AP P L g AP P - aP AP e 1+ AeP P
IS (a s 81 +aP Aeg sy +aP Asp el + Aeg el )
i,j€[0,k—1]

(1)
This part would incur a seed size of O(A\t?k? log N) via SPFSS. The O(k) overhead
of the above approach is quite large, since for security it is required that klogp =
O()), i.e. O(k) = O()). Here, we show a method that allows k to be an arbitrary
integer > 2, so that the overhead could be only a small constant.

Our main observation is that for any k > 2, the global key A can be sampled
from [F,,» where k |  and nlogp = O(A). This implies that there exists ¢ € Fpn s.t.
Fpn = Fpx[C], and moreover d | p” —1 as long as d | p* —1. Then, by Theorem 4.4,
the isomorphism ¢ : Ry — Fﬁc naturally induces ¢, : R, — Fﬁ? = IE‘;\,C (€).
Hence, for sharing values we can use a t?-point SPFSS with domain G = Z7,
and range F,x, while for sharing MACs, we can use an SPFSS’, which is the
same as SPFSS except that the range is F,». Putting all pieces together, the
total seed size would be O (A(t2k? + 2k + tk + t)log N) = O(A\*k? log N) for kN
authenticated triples over IF,,, where k is an arbitrary integer > 2. We give a
self-contained PCG construction for authenticated triples in Consayeh—Triple-

Construction 2: Consauth—Triple ]

PARAMETER: Security parameter 1*, noise weight ¢ = t(\), d | p* —1, N = d",
n satisfying p” > 2* and k | 7, Ri = FoulXi,... K /(xXE—1,.. ., x8—1), €€ ok
s.t. Fpue = Fp(€). An FSS scheme (SPFSS.Gen, SPFSS.FullEval) for sums of point
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functions, with domain [0, N)* and range F_. or F,n. We abuse ¢ as a fixed

isomorphism map from Ry to FY,, and from Ry to F%
PUBLIC INPUT: A uniformly random a € Ry.
CORRELATION: After expansion, for s € [0,k), outputs authenticated

triples ([[X(S>]] , [[Y(S)]] , [[Z(S)]]), where X® v z6) ¢ FN, satisfying

Z®) = X® x Y and MAC key shares A, Ay € Fpn.
Gen: On input 1*:

1. Sample A, Aq & Fpn, and compute A := Ag + A;.
2. For o € {0,1}, sample random vectors AJ, AL «+ [0, N)!, s,,e, <+ (]F;k)t.
Define elements of Ry:

sg—Zsol] AL, eJ—Zeol] Al

3. Sample FSS keys (sharing of A-Z®) according to Eq.(10), for 4, j € [0,k):
(KaWki+d) | peakiti)y <—ssts Gen(1*, (A9)?' EB(AO)I’J A (s0)” ®(81)")
(KT DTy B SpRSS.Gen(1Y, (AS)P' B (AP, A - (eo)” ®
(s)”),

(Ko®Ht2 g l4)+2) & SpFSS.Gen(1*, (AJ)P B (AN, A - (s0)” ®
(el)p])7
(KARHD+3 peatkitd+3y 8 opFSS Gen(1*, (AL B (AP, A - (e0)” ®

(e2)”),
4. Sample FSS keys (sharmg of Z) according to Eq. (7), for ¢ € [0, k):
(K44 jeak®+4iy 8 SPESS Gen(1*, A @ (A9)P' 50 ® (s1)7'),
(Ko +41+1,K§"“2+4“+1) £ SPFSS.Gen(1*, A3 B (A9, 0 ® (s1)7),
(Kgh* a2, gk +ait2) £ SPFSS Gen(1%, AJ B (A1), 50 @ (e1)"),
(KRt [eak®+4i43) 8 SPESS Gen(1*, Aj B (A1) e0 ® (el)p ),
5. Sample FSS keys (sharing of A - X® A Y S)) according to Eq.(9), for
i €0,k):
(KAOSHk4D) A0S HR40) 8 SPESS Gen(1%, A9, A - (80)”),
(K(;l(k2+k+i)+17Kil(k2+k+i)+1) 2 SPFSS.Gen(lA,Aé,A . (60)171)’
(KAOHRHD+2 prd( 44042y 8 opESS Gen(1%, A, A - (s1)7)),
(Kg(k2+k+i)+3,Kf(k2+k+i>+3) (i SPFSS.Gen(lA,A},A ) (61)177,)7
6. Sample FSS keys (sharing of X*), ¥ (*)) as follows:
(KA +8k [eak®+8k) & SpESS Gen(1*, A, s0),
(KEoshtl ke +sk+l) B SPESS.Gen(1Y, Ad, eo),
(KA Fekt2 gak?+8k42) 8 SPFSS Gen(1%, AY, s1),
(

I

KA H8k43 prak® +8k+3) B opESS Gen(1*, Al ey),

7. For o € {0,1}, let k, = (AJ, (K;)iemmgm]).
8. Output (ko, k).
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Expand: On input (o, ks):

1. Parse ko as (Aa, (K35 ), seom)s (K3k2+i)ie[o,sk)7 (K§k2+8k+i)ie[o,3))~

2. For each i € [0,4k®), compute u,; < SPFSS.FullEval(o,K%),
viewed as R, elements. And for each ¢ € [0,8k), compute v,;
SPFSS.FullEval(o, KﬁkQH). View v5,; as Ry elements for ¢ € [0,4k), and
as Ry elements for ¢ € [4k,8k). Finally for each ¢ € [0,4), compute
we,; < SPFSS.FullEval(o, K§k2+8k“), viewed as Ry elements.

3. For each s € [0,k — 1], according to Eq.(8), compute

k—1
s) . s+ s+1 ’L+1 7
zZ® = E Tr(&” ™ - (a® T voai + aF Voait1 + QVsdit2 + Vo ait3))-
=0

It holds that Z(()S) + Z%S) = Tr(fps - (aso + €o)) * Tr(fps - (as1 + €1)).
4. For each s € [0, k — 1], according to Eq.(10), compute

k—1k—1
5 s (pitpd i pd j
Mé,f, = ¢(Z Zg? ('+p7) | (a* ki) + 07 Yo a(kiss)1
=0 j=0

+ ap’ua,4(ki+j)+2 + ua,4(ki+j)+3))-

It holds that Mész, + Més)l =A-Tr(€"" - (aso + €0)) * Tr(€7" - (as1 +e1)).
5. For each s € [0,k — 1], compute the following

X = Tr({ps - (awo,0 + Wo,1)), Y, = Tr(f"S - (awo,2 + We3)).

It holds that X$? + X = Tr(€” - (aso + e0)), and ¥ + V¥ =

Tr({pS - (as1 +e1)).
6. For each s € [0,k — 1], compute the following

=il

k
My, = o(3 ¢

+i ;
B (aplva,4lc+4i + Ua’,4k+4i+1)),

N

=0
—1

o

st i
M}(,S(), o= qzﬁ( Eps e (aplvo,4k+4i+2 o 'Uo',4k+4i+3)).

o

.

It holds that M)(:)o + M)(;)1 =A- Tr(§p5 - (aso + €0)), and M‘)(,S()J + M)(,Si =
A - Tr(é_ps . (as1 =+ 61)).

7. Output A, € Fpn, and (X5, Yo, 280, M) M), M) € F3N <2,
for s € [0, k).

“ Each j € [0, N) corresponds to a basis [/, X) of Ry, where j; € [0,p* — 1).

The Addition on [0, N) is actually the addition on G := Zj.

J

Theorem 6.1. Assume a secure SPFSS for sums of point functions and QA-
SD(Ry, t) is hard. Then there exists a PCG construction Consauth—Triple that gener-
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ates authenticated multiplication triple correlations over IF,. If the SPFSS is based
on a PRG : {0,1}* — {0,1}?**2 via the PRG-based construction from [ ],
to produce kN authenticated multiplication triples over F,, we have that:

— Each party has seed size at most: 4(k?t* + kt> + kt +t) ((log N —logt + 1) (A +
2) + A) 4+ 4(n(k*t? + kt) + k(kt? +t)) logp + nlog p bits.

— Suppose k is a small constant, then computations of Expand are dominated
by 4k%tN - (2 + ["10%—‘) PRG calls and O(k*N log N) operations over Fpn.

7 PCG for Other Correlations and Applications

In this section, we show more applications of our approach from trace. In Sec-
tion 7.1, we generalize our PCG for OLE to the multiparty setting by utilizing
the programmability. In Section 7.2&7.3, we consider other useful correlations,
such as matrix multiplication triples and OT. To this end, we construct new
PCGs by extending our trace approach. Compared to previous PCG construc-
tions | |, our PCG for matrix triples has smaller
seed size, and our PCG for OT does not require correlation-robust hash functions.

7.1 MPC with Preprocessing

Multiplication triples for preprocessing MPC. Recall that our PCG con-
struction ConsgPLEsatisﬁes “programmability” (Theorem 5.2), which allows to
generate multi-party correlations as shown in | ]. Here we consider the
correlation of m-party multiplication triples, also known as Beaver triple | |
Concretely, the goal is to distribute additives shares of x,y, z to the parties,

m

([33}7[29]7[2]):(l"uyiyzz‘)gg s.1. Z Zyz = Z 25

1=1

A standard solution is to distribute each party P; with x;,y; and {u; j,v; ;} 2
such that u; j +u;; = ©;-y;, and v; j +v;,; = y; - ;. Then P; can locally compute
Zi =X Y + Zj#(ui’j + v; ;). It holds that

I

Ms
NE

gt ) (i oig)) = Y (gt Y (uig Fugi v i)

7,:1 i i=1 §>i

m m m
=3 (@iyi+ Y (@i-yi+vi-x) =0 z) - O_w)

i=1 Jj>i i=1 i=1

The programmability allows z;,y; to be “reused” among Consg"LE calls on dis-
tributing additives shares of x; - y;, ;- ©; between P; and P, for all j # ¢. Hence,

our Consg‘l’_E implies a PCG for multi-party multiplication triples over any field
F

-
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Theorem 7.1. Assume a secure FSS scheme SPFSS for sums of point functions
and QA-SD(Ry,t) is hard. Then there exists a PCG that generates Beaver triples
over F,,. If the SPFSS s based on a PRG : {0,1}* — {0, 1}?***2 via the PRG-based
construction from [ |, for generating kN m-party multiplication correlations
over Fy,, we have that:

— Each party’s seed has mazimum size around: 8(m — 1)I<;t2((1ogN —logt +
(A +2) + A+ klogp) + 4t(log N + klogp) bits.

— FEach party runs Expand of Cons(F)”LEfor 2(m — 1) times, and does additional
O(mk®N) operations over F,,.

Circuit-dependent MPC preprocessing. Circuit-dependent preprocessing
extends the standard Beaver’s circuit randomization technique with multiplication
triples | |, which in general allows to reduce the MPC online communication
by half. The intuitive idea is to preprocess multiplications according to the
circuit topology, so that in the online phase just one opening is required per
multiplication gate, instead of two when using multiplication triples.
Circuit-dependent preprocessing has been investigated in recent works |

, , , |. Previous works | , | show
that PCGs offer a significant saving for circuit-dependent preprocessing in the
batch setting?, which cost only O(|C|log B) communication for computing B
copies of the same circuit C. However, due to the inherent field restriction of
their PCG constructions, neither of them can be used to efficiently support the
Boolean circuit case. Using our approach from trace, we are able to do efficient
circuit-dependent preprocessing for any field. Our results are summarized as
follows.

Theorem 7.2. Assume a secure FSS scheme SPFSS for sums of point functions
and QA-SD(Ry,t) is hard. Suppose the SPFSS is based on a PRG : {0,1}* —
{0,1}2**2 wia the PRG-based construction from | [. Then there exists a
PCG-based m-party preprocessing construction that generates circuit-dependent
correlations for kN evaluations of a circuit C over any field IF, with following:

— Total communication is O(m2kt>\|C|log N) bits.
— Each party makes O(mkt|C|N) PRG calls, and has O(mk?|C|N log N) opera-
tions in Fp.

Proof. The proof directly follows that of [ , |, and for complete-
ness, we sketch the main idea. For each evaluation, the goal is to assign each
wire w a fresh mask r,, and each multiplication gate with input wires u,v a fresh
mask sy, and distribute additive shares of these masks to the parties. The masks
are designed as follows.

. . . . $
o if w is an input wire, Ty, — Fp.

4 We remark that the batch setting seems necessary, due to the fact that the correlated
randomness depends on the general circuit topology, so that it cannot be compressed
beyond the description of the circuit.
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e if w is the output wire of a multiplication gate, T4, & Fy.

o if w is the output wire of an addition gate with input wire u and v, set
Tw =Ty + Ty

o for each multiplication gate, assign a value s, , s.t. on input wire u and v,

Sy =Ty " Ty-

For sharing s, ., by the standard transformation of m-party multiplication triples
from 2-party OLE, it suffices to use our programmable Consg’l’_E to generate seeds
for the m(m — 1)/2 pairs of parties. Methods of sharing masks ., (of an input

wire or the output wire of a multiplication gate) are directly implied by ConsgpLE.
By Theorem 5.1, we complete the proof. a

We remark that our Consayth—Triple can also be extended to do circuit-dependent
preprocessing in an authentication sense, e.g., used for | | in the two-
party setting. In this case, we also require the batch setting, and the offline
communication is O(Ak%*t?|C|log N) for kN executions of C over any field.

7.2 PCG for Matrix Multiplication Triples

In this section, we show an efficient PCG construction for generating matrix
multiplication triples over any field IF,.

Subfield OLE and Correlated Subfield OLE. To start with, we introduce two
new notions of subfield OLE and correlated subfield OLE. Subfield OLE has many
similarities with existing widely used correlations, such as OT, OLE, VOLE, etc.
More concisely, in a subfield OLE correlation, party Py holds b € IF;V ,Zo € IF;\,Q,

while party Py holds x,z; € Fﬁc, such that
b*x =2y + 2.

On the one hand, subfield OLE is a natural generalization of subfield VOLE, in
the sense that in subfield VOLE, all entries of x are identical to some x € F,x. On
the other hand, by fixing a basis (£°,&',...,¢¥1) and viewing F,r» = F,,(¢) as a
vector space over IFj,, the above subfield OLE defines IV instances of VOLE over
F, with a fixed length k, given by b[s] - x[s] = z¢[s] + z1[s], for each s € [0, N).
We will present efficient PCG constructions for subfield OLE in Section 7.3.

Correlated subfield OLE is a variant of subfield OLE, in which party Py holds
bl) ¢ IFZI)V,Z(()j) € ]Fﬁc, while party P; holds x,zgj) € IE‘;\Q, such that

b s+ x = 20) 4 209,
for all j € [1,4]. Similarly, by fixing a basis (£°,&,..., &) of Fpu = Fy(€)
over F,, the above correlated subfield OLE correlation defines /N instances of
VOLE over F,,, denoted by b\)[s] - X[s] = Z'(()j) [s] + Zﬁ” [s], where bU)[s] € F,,, and
X[s], iéj)[s]jgj)[s] € F¥ for each j € [1,€],s € [0, N). We will show how to build

efficient PCG constructions for correlated subfield OLE later in this section. In
particular, our construction works for any ¢ < k.

29



Matrix Multiplication Triples from Correlated Subfield OLE. We show
that PCG for correlated subfield OLE directly implies PCG for matrix multipli-
cation triples. Let I, be a field and w.l.o.g., we consider multiplications of k x k
matrices. Specifically, the goal is to to produce N random triples of ([4],[B], [C]),
where A, B,C € F’;Xk satisfy AB = C. To begin with, we show how to obtain
[C] from VOLE.

Denote entries of A by a; ;, where 4, j € [1,k]. Let /fj denote the j-th column

of A (same for B,C), for j € [1,k]. To obtain {CTJ} of C = AB, it suffices to

distribute additive shares of the following matrix:

1‘1:151,1 {2b2,1 o A:kbk,l
Aibra  Asbas ... Apbppo

M = ) ) ) ) ;
Abiy Asbog ... Apbig

which corresponds to kN VOLE correlations®, with a fixed length k. A direct
observation is that each A; would be reused for k times. The authors of [ |
exploit this observation and show that to obtain /N matrix triples, one can “repeat”
for kN times a programmable PCG for generating VOLE of length k. Their
approach leads to a PCG seed size of Oy (kNtlogk), where ¢ is the noise weight
of underlying LPN assumption.

As correlated subfield OLE can be locally transformed into VOLEs, we present
a more efficient approach to generating a large number of matrix triples. Recall we
want to obtain N random triples of ([A(s)] , [B(s)] , [C(S)}), for each s € [0, N).
Note that our PCG construction for correlated subfield OLE is able to produce

bl . x = zéj) —&-zgj),

where b0) ¢ F’;N and x,zg,z; € IF’;,f,V, for j € [1,k].

For s € [0,N),i € [1,k], we can view x[ks + i] € F,. as an element of FF,
and denote it by /_158), and denote bU) (ks + 1] by bgéj) for each j € [1,k]. Note
that we have already obtained {Egs)bgi)} for all i,5 € [1,k],s € [0, N). This
essentially completes the key step of PCG.Expand for matrix triples. It remains to
distribute [A(S)] , [B(S)} for each s € [0, N) between Pg, Py (rather than directly
send b\) to Py, and x to P; as in correlated subfield OLE). Jumping ahead, in
our PCG construction, all bU), j € [1,k] are determined by a QA-SD sample
xg := asg + eg while x is determined by x; := as; + e;. Suppose sg, €g, S1, €1
are t-sparse, then it suffice to employ a SPFSS scheme with domain [0, N) and

range [, to efficiently distribute additive shares of x¢,z;. Hence assuming the
hardness of QA-SD(Ry, t), the seed size is Oy (4(kt* + t)(k + log kN)), where

N < [(pF —1)"/k], and Ry = Fyelfa, .. X, )/ (%5~ =1, %2 = 1),

5 We remark that for ma{rix triples, VOLE is deﬁnedjn the sense that Pg, P; hold
additive shares of each Aj, b; ; instead of Py holding A;, P; holding b; ; in the clear.
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We remark here that | ] also proposes a PCG for matrix triples from
Ring-LPN. Briefly, they start with a PCG for inner products, and rely on the
ring Fp[X]/(f(X)) with f(X) = Hf;l(x — a;)*, where o; are distinct elements of
F,. The seed size of their PCG is O, (4k?t* log N), where ¢ is the noise weight of
the underlying Ring-LPN assumption. As indicated above, this approach has a
undesirable restriction on the field size, namely, |F,| > N.

We remark that as QA-SD assumptions essentially build upon on multi-variate
polynomial rings with fully reducible f(X;), the PCG construction of | ]
does not enjoy the above optimization for inner products. Hence the seed size
would be O, (4k*t?1log N), if using their PCG for OLE (|F,| > 2).

PCG for Matrix Multiplication Triples. As indicated above, it suffices
to consider distributing correlated subfield OLE correlations, and our PCG
construction also exploits algebraic properties of trace. We start with a subfield
OLE construction. Observing that subfield OLE is not a symmetric correlation,
in which Py’s multiplier b € IFZJIV , while Py’s multiplier x is over IF,x, the intuitive
idea is to apply trace only on the P side.

We first recall the notations. Let Ry = F,x[X1,. .. ,Xn]/()(’l’k_1 —1,..., %01

1). Let a & Ry be the public input, and s,, ¢, be random t-sparse elements of Ry,
for o € {0,1}. The hardness of QA-SD(Ry, t) implies that z, := a- s, + e, € Ri
is indistinguishable from uniform. Let ¢y : Rip — IF;)\,C be a bijection, where
N = (p¥ — 1)". Then to obtain subfield OLE correlations, we can use SPFSS to

.
additively share (xq + 3:’51 +---+af )z among Py, P;. Denote the additive
shares by «, 8, we have that

Tr(zo) - 21 = a+ [,

which are N subfield OLE correlations as desired. By Lemma 4.3, we have that

k-1 k—1 »
(Z zh ) a1 = () (aso+eo)? ) (asy+e1)
i=0 i=0
kil . .
= ( (aP sb +eb )) -(as1 +eq) (12)
k—1

i 1 7 i 7 7 %
(aP T1sh 51+ aP sh er + aeh s1 + €b eq).

[}

1=

Hence, it suffices to invoke SPFSS with domain [0, N') and range [, for sharing
these 4k t2-sparse elements of Ry, and the total seed size would be O(4kt2(k +
log N )) bits. We remark that such PCG construction is programmable, and to
obtain correlated subfield OLE, one can “repeat” PCG for subfield OLE for ¢
times. However, this naive approach leads to an O(¢) overhead.

Instead, we can extract at most kN correlated subfield OLE correlations by
Theorem 4.3. By fixing a basis (1,£7,...,¢7" ") of Foe = Fp(&), the extracted
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correlations can be computed from

k—1 k-1 , o ) .
(S woy) o1 = ™ (@l 51+ 0 s o1+ ael s+ e er), (19)
=0 i=0

for j € [0,k — 1]. More specifically, Py computes bl) := Tr(f”rlxo) for j €
[1,%], while P; computes x := ¢ (x1). As for zgj), o € {0,1}, they can be
locally computed according to Eq.(13). This completes the PCG construction
for correlated subfield OLE. As for matrix multiplication triples, it suffices to
let Py, P1 obtain additive shares of xg, x; instead of P, receiving z, in the clear,
for 0 € {0,1}. This can be done by sharing ¢-sparse elements sg, eg, $1,€1 of R
via a SPFSS scheme. We present a PCG construction for matrix multiplication
triples in ConsmatrixTriple-

,_[ Construction 3: ConsmatrixTriple ]

PARAMETER: Security parameter A, noise weight ¢t = t(\), N = (p* — 1)",
k
R = F X, .., Xa /(K V=1, X8 "1~ 1), £ € Fye s.t. Fye =Fy(6). An
FSS scheme (SPFSS.Gen, SPFSS.FullEval) for sums of ¢ point functions, with
domain [0, N)“ and range F .
PUBLIC INPUT: A uniformly random a € Ry.
CORRELATION: After expansion, outputs ([A(S)} , [B(s)} , [C<S)]) with
AW BE) 06 ¢ FExk 5t 0 = ABBE) for s € [0, N'), N' = |[N/k].
Gen: On input 1*:
1. For o € {0,1}, sample random vectors A, AL < [0, N)*, s5,,e, + (Fow ).
2. Sample FSS keys (referring to C*)) according to Eq. (12), for each i € [0, k):
(K3, K )<—SPFSS Gen(1*, (AQ)?’ EHAO (so)p ® s1),
(Kot gty 8 e SPFSS.Gen(1*, (A9)" B A1, (s0)”' ® e1),
(K32 Kty <— SPFSS.Gen(1*, (A})P' B AY, (e0)” ® s1),

(A
(A |
(K23 paitsy) § SPFSS.Gen(l*, (Ab)P' @ Al, (eo)? ®e1),
3. Sample FSS keys (referring to A, B*)) as follows:

(K¢ ’K‘““) & SPFSS Gen(1*, AQ, s0),

(K1, K4k+1) <_ SPFSS.Gen(1*, A}, eo),

(Kik+2, K4k+2) <— SPFSS.Gen(1%, A1751)

(K3 Fc4k+3) & SPFSS.Gen(1*, Al e1),
4. For o € {0,1}, let k, = ((K )ielo 4’”3])
5. Output (ko, k1).

Expand: On input (o, ko ):

i, Brmse Iy 55 ((K}',)ie[oAk),Kﬁ’“,K;“““,Kﬁ’““,[(ﬁk”).

2. For each i € [0, 4k + 3], compute u, ; < SPFSS.FullEval(c, K7), viewed as
Ry elements.
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3. For each j € [0, k), according to Eq.(13), compute
k71 + . . .
g i+j % i
z) .= ¢y, ( Z & (af g ai + 0 Ugait1 + Qo ait2 + uo’,4i+3))~
i=0

4. Compute v, := ¢k (a “Ue ak+2 + ua,4k+3) e Fﬁc. For s € [0, N"), i € [0, k),
view Vo [ks +i] € F i as an element of F¥, denoted by G.°). It holds that
/YZ(.S) = o_z'((fz + d’gfg, where fﬁs) is the i-th column of A®).

5. For each j € [0, k), compute by = Tr(fpj (@ Uoak + Uoart1)) € Fp. For
s € [0,N'), 4, € [0,k), denote b’ [ks + 4] by B) ;. It holds that B.") of
B®) equals to ﬁéél)] + ﬁﬁ)J

6. For s € [0,N), i,j € [0,k), 0 € {0,1}, view 2z [ks + i] € F,r as an
element of FF, denoted by 1')'((TSZJ Compute fo]) = 17:(7527 It holds that
C_"J(-s) = '?ésj) + '753]) = Zf;ol A'gs)Bffj), where C_”](-S) is the j-th column of C'(*).

7. Output (o) Bc(,sz) (=) y ¢ F3, for 4,5 € [0,k),s € [0, N').

0,i,57 Po,i,gr Vo,ij

® Each j € [0, N) corresponds to a basis [/, X% of Ry, where j; € [0,p* — 1).

=il 4
For simplicity, we abuse the pre-defined bijection ¢y.

\. J

Theorem 7.3. Assume a secure FSS scheme SPFSS for sums of point functions
and QA-SD(Ry,t) is hard. Then there exists a PCG construction that generates
k x k matriz multiplication triples over Fy,. If the SPFSS is based on a PRG :
{0,1}* — {0,1}2**2 wiq the PRG-based construction from [ |, for generating
N' = L(pk - 1)"/kJ matriz triples, we have that:

— Each party’s seed has mazimum size around: (4kt*+4t)((log N —logt+1)(A+
2) + A+ klogp) bits.

— The computation of Expand can be done with at most (2+ [k/A])4(k +1)Nt
PRG operations and O(kN log N) operations in F .

7.3 PCG for Subfield OLE

In this section, we present an efficient PCG construction for subfield OLE. Recall
that in subfield OLE, party Py holds b € IFIJ?V, Zg € Fé\fc, while party P; holds

X,Z1 € ]F;j\,l, such that b * x = zg + z;. This directly implies an OT construction.

Our construction. Recall that in Section 7.2 we show how to construct a
PCG for correlated subfield OLE, and the PCG construction based on Eq.(12)
essentially admits a PCG for subfield OLE. However, the construction allows
for kN correlated subfield OLE correlations, and it seems wasteful to use only
N of them as subfield OLE correlations. More specifically, the construction has
seed size of Oy (4kt?(log N + k)) for N subfield OLE correlations. We propose an
approach to significantly reducing the seed size, by a multiplicative factor of at
most O(k).
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From now on, we focus on the case F,, = F2. In general, our approach works
for subfield OLE over any F,. To start with, we give notations used in this
section as follows. Let Ry = Fy[Xy,...,X,]/(X3 —1,...,X3 —1) = F), and Ry =
For[Xy,. .. %, ]/(X} —1,...,%X3 — 1) ~ F)., where N = 3" By Lemma 4.4,if k is
even, there exists ¢ € For s.t. For = F4(¢), and the isomorphism ¢, : Ry — FY
actually determines an isomorphism ¢y : Ry — ]FQk = FY(¢), by fixing a basis
(1,¢,...,¢F/271). We will rely on two QA-SD assumptions, QA-SD(R,t) and
QA-SD(Ry, t).

In a high level, the idea is to restrict a QA-SD sample xg := a - s9 + ¢ to be
in Ro C Ry, so that applying trace on xy would only lead to a constant number

of cross-terms to be shared rather than 4k terms as in Eq.(12). Let ag & Ry and

S0, €g be random t-sparse elements of Ro. And let aq <i Ry and sq,e; be random
t-sparse elements of Rj,. We present a self-contained PCG construction for subfield
OLE over F5 in ConsT;%LE, which assumes both QA-SD(Rq,t), QA-SD(Ry,t) and
employs SPFSS according to the following equation:

Tr(zo) - x1 = (x5 + x0) - 71
= ((aoso + 60)2 + (apso + eo)) (a1 -s1+e1) (14)

= (agsg + 6(2) +apso+eg) - (a1 - 81+ e1).

~

. . ]F2
,_l Construction 4: Cons_§ ¢

PARAMETER: Security parameter A, noise weight ¢t = t(\), N = 3", Ry =
Fou[X1,.. ., Xa]/(X3—1,.. ., X3 —1), Ro = Fy[Xy,..., X, ]/ (X3 —1,...,X3 —1). Fix
a natural embedding Rz < Ry. An FSS scheme (SPFSS.Gen, SPFSS.FullEval)
for sums of ¢* point functions, with domain [0, N)* and range Fx.

PUBLIC INPUT: A uniformly random a € Ry.

CORRELATION: After expansion, outputs b € FY 2o € IFQQ and (x,2z1) € ngN
such that b x x = z¢ + 2z1.

Gen: On input 1*:

1. For o € {0,1}, sample random vectors A%, Al & [0, N). Sample so,eq <+
(F3)t, and s1,e1 & (Fsi)t.
2. Sample FSS keys according to Eq.(14), namely as follows:
(K&, K1) & SPFSS. Gen(1A (A9)2BAY, (s0)2 ® s1),
(KS,K1)<—SPFSS Gen(1*, (A2 B AL, (s0)* ® e1),
(K§,K3) e SPFSS.Gen(1*, AJ B A?, 50 ® s1),
(K§, KY) <— SPFSS.Gen(1*, AJH AL, 50 ® e1),
(K3, K?) & SPFSS.Gen(1*, (A})2 B AY, (e0)? ® 1),
(KS, K9) & SPFSS.Gen(1*, AL B AY, €0 ® 1),
(K§, KT) (1M AjB AL e ®er),
(KG, KY) (1%, (A5)? B A1, (€0)® ® e1).

SPFSS.Gen(1%,

$
(;
& SPFSS.Gen(1
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3. Output (ko, k1), where kg = ((Ké)ie[lyg],(A87SO)7(A(1)7€0))7 and k; =
((Kf)ie[1,8]7(A?731)7(Aivel))

Expand: On input (o, ks):

1. Parse k, as ((Ki)l‘g[l’s], (A2, s,), (A},,eo)).
2. Define elements of Ry:

so=3 8ol - A%, eo = eoll]- AL[l]-

Note that actually sp,ep € Ra C Ri.

If 0 = 0, compute b = Tr(ag - so+eo); if 0 = 1, compute x = ¢i (a1 -s1+e1).

4. For i € [1,8], compute uy,; < SPFSS.FullEval(o, K7), viewed as Ry ele-
ments.

5. According to Eq.(14), compute

e

2 2
Zo 1= Pk (A001Us,1 A5 2+ 01U, 3+ A0 U, 4FA1 U0 5 +01Uo,6+Us, 74 Uo 8).-
6. Output (b,zo) and (x,z1).

@ Bach j € [0, N) corresponds to a basis ¥ := [ X/t of Ry < Ry, where

=1

ji € 10, 3). For simplicity, we abuse the pre-defined bijection ¢o.

\. J

Theorem 7.4. Assume a secure FSS scheme SPFSS for sums of point func-
tions and both QA-SD(Ra,t), QA-SD(Ry,t) are hard. Then there exists a PCG
construction that generates subfield OLE correlations for For over Fo. If the
SPFSS is based on a PRG : {0,1}* — {0,1}2**2 via the PRG-based construction
from [ |, for generating N = 3™ subfield OLE correlations, we have that:

— Each party’s seed has mazimum size around: 8t*((log N —logt + 1)(A + 2) +
A+ k) +2t(log N + k) bits.

— The computation of Expand can be done with at most (2 + [k/\])4Nt PRG
operations and O(N log N) operations in Fox.

Applications of Subfield OLE. A direct application of subfield OLE is that
it implies string OT. Recall that Consfé,_E generates b € FY z, € IE‘QL and
(x,21) € Fgﬁv such that b * x = zg + z1. Then for each j € [1, N], party Py can
view bl[j] as a bit, and zg[j] as a k-bit string, while party Py views x[j], z1[j] as
two k-bit strings. It holds that zg[j] = z1[j] if b[j] = 0, and z[j] = z1[j] ® x[j] if
b[j] = 1, which is essentially a OT correlation where Py is the OT receiver with
input bit b[j], output string z[j], and Py is the OT sender with input strings
z1[j], z1[5] @ x[j].

To address the advantage of our string OT construction from subfield OLE,
we briefly review the previous PCG construction | , | for
string OT from subfield VOLE. Recall that in subfield VOLE, party Py holds
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b € FY,z € FY., while party Py holds & € Fqr,2; € FJ,, such that bz =
Zo + z1. Then for each j € [1, N], Po, Py holds (b[j], zo[4]), (z1[4], 21]j] © =) with
zolj] = 21[j]® (b[j] - z), which are not random OT correlations, as P;’s N pairs of
inputs (z1[j], z1[j] ® =) share the same offset . To obtain standard random OT,
they further assume a correlation-robust hash function H : {0,1}* — {0,1}*,

such that
(blg], H(zolj])), (H(z1[5]), H(z1[j] ® x))

looks independently and uniformly random.

As shown above, transforming subfield OLE into OT does not require any
cryptographic assumption, since the offsets x[j] are independently random. Our
PCG construction for subfield OLE only assumes QA-SD assumptions and a
SPFSS scheme. To our best knowledge, no previous PCG construction gener-
ates OT correlations without assuming correlation-robust hash functions. As a
downside, the seed size is slightly larger than | , ]

8 PCG Setup Protocols from QA-SD

In this section, we show the distributed two-party setup protocols for PCGs
for OLE correlations and authenticated multiplication triples assuming the
pseudorandomness of QA-SD assumptions. For the sake of generality, we consider
the case of F,,. Taking p = 2 leads to OLEs over F, and authenticated Boolean
triples. Distributed setup protocols for our PCGs on other correlations (e.g.,
matrix triples) can be obtained in a similar way, thus omitted. Note that our PCG
protocols can be used in a bootstrapping flavor, where a small part of the PCG
outputs would be reserved for subsequent PCG seed generations. In the setup
protocols, we focus on bootstrapping from a smaller size correlations. The initial
correlations could be obtained via previous protocols | , , |.

In Section 8.1, a protocol Hng—setup securely realizes the functionality
féﬁE*Setup that outputs the OLE seed against semi-honest adversaries. After
receiving the OLE seed, the parties locally expand the seed to generate OLE
correlations. Similar to [ |, we present a protocol HI:’;POLE that securely

realizes the corruptible OLE functionality fi‘;l_OLE in Section 8.2 against ma-

.. . . . Fp
licious adversaries. Then in Section 8.3, we present a protocol Iy eh—Triple that

realizes the functionality ‘FEStthriple for authenticated multiplication triples with

malicious security. Finally, in Section 8.4 we summarize the complexity for basic
operations used in our setup protocols. The underlying functionalities e.g., Fopc,
Fppr are presented in Appendix C.

8.1 Semi-honest Distributed Setup from QA-SD

In this section, we show a protocol H(F)II:Ef&Etup that realizes the seed generation

functionality fgf&setup for OLE correlations from QA-SD assumptions against
a semi-honest adversary. Note that after the setup protocol, each party obtains
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succinct representations of the sparse error vector via (postion,value) pairs and
succinct representations of the products of error vectors via DPFs.

Functionality 5: ]:giEfsetup

Parameters: Security parameter 1*, PCGoLg := (PCGoLe.Gen, PCGoLe.Expand)
in line with Construction Consg”LEA
Functionality:

1. Sample (ko, ki) < PCGore.Gen(1*).
2. For o € {0,1}, output k. to P,.

Then we show a protocol realizes the setup functionality }'ngisetupagainst
semi-honest adversaries.

. FP
Protocol 6: ITo¢ s

Parameters: Security parameter 1%, length N = (p* — 1), F = For =TFp(§)

and R = Fpe[Xi, ..., Xa] /(X0 "' =1,...,X8" 1 —1). Let G = Z% _,. Let DPF be
a distributed point function DPF := (DPF.Gen, DPF.Eval) with domain size N
and range [ x. Assume each variable is shared via additive sharing, for instance
[z] = (zo, z1). Moreover, assume access to functionalities Fopc, Fope.
Protocol:

1. P, samples random vectors A2, Al & Gt and bY, bl & (F;k)t. We remark

that the pair (A%, b%) defines a t-sparse element in R.
2. Py inputs the positions and the values. For i € [0,1],5 € [1, ],

[48031]"  1nput(Po, AB[7D, [bbLi1] <+ Input(Po, bilj])-

3. Py computes the positions and the values. For i € [0,1],5 € [1,¢],£ € [0, k—1],
compute p¢ - At[j] and (b¢ [j])p[ iteratively. Then, P; inputs them

. G . . ¢ F 3 2
[P ALl input(Pu,p” - AL, [(BIGDY | <« Input(P, (BID?).

4. Compute the cross sums of positions and products of values. For each
Le0,k—1],4,75 €[1,¢],
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5. Convert the position value over G to binary value over {0,1}M°8 /€I For
Kk €0,3],4,5 € [1,t],£ € [0,k — 1],

ijt
o

6. Sample the F'SS key shares via calling Fppr with binary domain {0, 1}
and range F . For each x € [0,3],4,5 € [1,t],£ € [0,k — 1],

{0’1}"103“;7” . a6
} + ToBinary( [asz] )

[log |G[]

ijle prijlk ij {0,13ftos 1611 iie] T
(B, K1)  Forr([a}] 8.
£€[0,k—1]

7. P, outputs k, := ({Kfifjm}i,jeu,t],ne[o,?»] : {Afnbg}ie{oyl})'

Theorem 8.1. The protocol HOFlIiEfsetup securely realizes the PCG seed generation

. . F, . . . . .
functionality F oLE—Setup with security against semi-honest adversaries in the

(Fapc, Fopr)-hybrid model.

Proof. Note that the protocol 11 giEf Setup securely evaluates each step of PCGoLE.Gen

of Consg’l‘_E. The SPFSS.Gen is implemented via calling the Fppr upon each
nonzero point. a

*
Remark 8.1. The above H(];‘IiEfsetup considers the ring R = Fx [X1 ... X, ] /(X o
1,... ,Xflk_l — 1), and the “additions” of positions are essentially computed over
G = Z;Lk_l. For p* = 4, the DPF KeyGen can be implemented via a ternary

tree evaluation which requires l-out-of-3 OT | , Section 5]. The early
termination technique [ , Remark 3.4] can be used to reduce the depth of
the GGM tree. Generally speaking, the early termination technique does not
work for malicious DPF key generation. The main reason comes from the fact
that, to achieve malicious security, DPF is used to succinctly share K - e, where
K is a A-bit global MAC key. In addition, the half-tree technique [ ] can
be used to further optimize the efficiency of underlying DPFs.

The costs of above setup protocol mainly consist of the following operations.

1. kt* Mul over F .
2. 4kt? ToBinary function calls over Zy_,.

3. 4kt* Fppr calls with domain size N and range F .

Combining with complexity for ToBinary and Fppr, we have

Theorem 8.2 (Semi-honest Distributed OLE Generation). Assume the
hardness of QA-SD(R,t). Then there exists a protocol securely realizing FoLg—setup
against semi-honest adversaries. To generate kN OLE correlations over F),, the
protocol has the following complexity.
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— Correlated randomness: Toking correlated randomness as follows.

1. kt? multiplication triples over Fpe.
2. Length 4kt? subfield VOLE over Fo/Fyx.
3. 8kt? multiplication triples over Fpe and 4kt?log N number of A-string-
OTs.
— Computational complexity: Dominated by 8kt>N PRG calls.
— Commaunication complexity: Dominated by
1. 2k*t?log p bits.
2. 4k*t*n(\ + 1) log p.
3. 4kt?((2\ + 3)log N + 5k log p) bits.

8.2 OLE Setup Protocols from QA-SD with Malicious Security

We show PCG protocol for generating OLE correlations with distributed setup
realizing the corruptible OLE functionality fr[igl_OLE with security against ma-
licious adversaries. The protocols with malicious security are based on a static
leakage variant of QA-SD as in | , Section 6.2]. Intuitively, in the dis-
tributed setup protocol, an adversary is able to maliciously guess a predicate on

the position of the error vector.

Definition 8.1 (QA-SD with Static Leakage). Let R = F,x[G] be a group
algebra with |G| = N°. Let S; be the distribution over R with Hamming weight
at most t. Let Game(b, \) be the following game.

1. Assume Al & Gt and bi & (Fry)*

2. The adversary A makes a polynomial number of queries of the form (i, j, P)
where i € {0,1},5 € [1,t] and P : [0,N) — {0,1}. If a query satisfy
P(A'[j]) = 0, then abort. Otherwise send continue to A.

3. Sete; =Y, b'[j]- A'[j] and by < a- ey +e; and b, &R
4. Return by, to A.

The QA-SD problem with static leakage for a given a & R is hard for an arbitrary
PPT adversary A if

|Pr [A(Game(0,\)) = 1] — Pr [A(Game(1, X)) = 1]| < negl(\).

Our protocol for OLE is given in Hi’;lioLE, which realizes the corruptible OLE

functionality ff\Zl—OLE with malicious security.

% By instantiating G with [["_,(Z/d;Z), the group algebra F,»[G] is nothing else than

the ring Fx [xl,...,xn]/(x‘fl —1,...,%% 1), where d; = p" — 1.

39



Functionality 7: ma. OLE

—
Parameters: Security parameter 1*. Length parameter N = (pk - 1"
Functionality:

If both parties are honest:
1. Sample x¢, X1 & F’;N.

2. Sample zg ﬁ ]F’;N and set z1 = Xg * X1 — Zo.

If P, is corrupted,
1. Wait for input (x5,2s) € IFZkN from the adversary.
2. Sample x1_, and compute z1_, < X * X1 — Zo-
3. Output (X1—0,21—¢) to the honest party Pi—o.
Protocol 8: 117

~ * ““mal-OLE

Parameters:Security parameter 1*, noise weight ¢t = t(\), length N = (p* —1)",
Fi=Fu = Fp(é) and Ry = FoulKy, ..., %] /(K2 "1 = 1,...,x2""1 — 1), Let
n € N such that p” > 2* and k | . Let G = Zyi - Let DPF be a distributed
point function DPF := (DPF.Gen, DPF.Eval) with domain size N and range
F,.. We abuse ¢ as a fixed isomorphism map from Ry to IF;\Q, and from R, to
Ff;’ . Assume each variable is shared via a SPDZ-style authenticated sharing,
for instance [z] := ([«],, [=],) and [z]_ := (x5, Ms[z]) where z = x¢ + z1,
Mo[z] + Mijz] = = - (Ao + A1) and (Ao, A1) is a sharing of the global key.
For simplicity, the malicious PowerP operation is implicitly represented as
[H]p[. There exists an implicit ToBinary function call before calling Fmai—ppe.
Furthermore, it is given access to the functionalities Fopc and Fma—ppr-
Input: A random element a € Ry.

Correlation: For 0 € [0,k — 1], output X(()e), Z((f),xi(’), A= F)Y such that
XO X0 = 70 4 7.

Protocol:

1. P, samples random vectors A2, AL & Gt and bY, bl & (F*)*. Note that
each pair (A%, b%) defines a t-sparse element in Ry.

2. Input the position and values. For o € {0,1}, ¢ € [0,1], 7 € [1,¢],
[AL 5] + Input(P, AL[4]), [b5[]] + Input(Ps, b [4])

3. Generate FSS keys for [[Z(g)]] according to Eq. (10). For i,j € [1,1], k,£ €

[0,k — 1], //Note there exists an implicit ToBinary function call before
calling Fal—ppF-

(K™ K50)  Fruope(p” [ASE]] +2° [A], [DOI]” - [bS m]]"z)
(K& K™Y Fraope (" [AS[]] + 9 [ALL], [BOLI]” - [[b%m]]"e>

(K™ Ry o T oor (o™ [AE]] + 07 [AO]] , [bba]”" - [b21]7)

40




.. .. K l
(K™, K™ < Frar—oer (0" [Aclil] +p° [AL[A] , [bold]]” - [bili]")
4. Generate XS,"). P, computes
€)= Y bRV el = 37 B[] XA
JE1,1] jE[1,1]

and )
X©O = Tr(&" - (a- el + e},)).

5. Generate [[Z<9)]]. Set

0 i 10 1
K> = g KJZ™ KI&

Z ijrll
KO’ b

i,J€[t] i,j€t]
w2 | ijKkl2 k€3 | ijKke3
K5% = Y KJ"%2, K% = Y K7™
i,jE[t] i,jE[t]

For 6 € [0,k — 1], compute
[[Z(e)]] 0 = ¢( Z gpe(p"+p£) . (ap"ﬂ:é .K:IZO
7 1, 0€[0,k—1]

+a" K e K2 KS))

6. P, outputs (Xff), ZE,")). Note that we only output the sharing of Z®

without the MAC shares, though we actually get HZ(\MH.

\. J

Note that the PowerP operation, i.e., [H]pm during FSS key generation for
[[Z(G)ﬂ can be precomputed, which avoids O(k?t?) number of PowerP operations
because the values of PowerP are reused. The complexity of PowerP is shown in
Section 8.4.

Theorem 8.3. If the QA-SD problem with static leakage is hard, then the pro-
tocol Hr]i’;,iOLE implements the functionality ]-'iglioLE in the (Fapc, Fmal—DPE)-
hybrid model against malicious adversaries.

Proof. — Both parties are honest. Note that there is no direct communication
between the two parties and the communication is performed via ideal
functionality calls. Thus, we only need to prove that protocol the output
distribution is computationally indistinguishable from the distribution of
the ideal functionality description. From the pseudorandomness of QA-SD
and the linear independence of the trace function, (X(()e), Xge)’ ZE)G)7 Zga)) is a
pseudorandom OLE correlation.

— Corrupted P,. The simulator S waits for the input (A?,b?) from A and
sets, €g = 31,4 PoLI] cxAolil el = >jery Palil - XAsUl and XY =

¢)(Tr(§p8 “(a-e +el))). Next, S simulates the invocations to Fma—ppr. For
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i €{0,1},7 € [t], S outputs 5 = 0 and aborts on that instance. After receiving
a guess set B of size at most N from A for other instances, S responds with
1 whatever B is and continues. For ¢,5 € [t], x,£ € [0,k — 1],n € [0, 3] of
non-aborting instance, S awaits the input K%**7 and predicate P“7** from
A. Then S chooses A%, Al b® bl. For i,j € [t], x,£ € [0,k — 1],n € [0, 3],
in the (4,7, k,¢,n) call of Frma_ppF, if PU%(p* A%[i] + p* AL[j]) = 0 with
(af) being binary representation of 1, S aborts on all instances and outputs
(p"A°[i] + p* AL[j], (b°[i])P" - (bA[4])P"). Otherwise, S outputs success and
continues. If S does not abort on any instance, S defines K" = > il Kiirtn
and computes

[[Z(e)]] - ¢( Z er’ " +p") (ap"+p“ K0
7 #,0E[0,k—1]

T+ K o K2 4 KSY)

for 6 € [0,k — 1]. Then S forwards (XS"), Z((-;e))ge[o’kfl] to the functionality.
Based on the above simulation, we show that if there exists an adversary
A distinguish the above simulated transcript from a real transcript, then
there exists an adversary B for the QA-SD problem with static leakage. B
executes the simulation until it receives the predicate P¥*" from A during
Fumal—ppe- B defines the predicate Q7% : G! — {0,1} as QU"1(A) = 0
if and only if P¥Y~1(A +ptAl [7]) = 0. Then S sends (i, %, n[1]) and the
predicate QU5 to the QA-SD game. If the game aborts on one (i, j, &, £, ),
then B samples A°, A + G! conditioned on Q7*7(p~ ATM[j]) = 0 and
QYR (pr AMTi)) = 1 for queried (i, j, &, £,n). Next, B samples b?, b! <5
(F*)t and returns (p* AMU[F] + pP AT 7], (7 [i]))P" - (b2 [7])P") to A and
aborts. To enable the occurrence of the conditional event, B runs in expected
polynomial time. If the QA-SD game does not abort, B receives v € R and
sets Xi_, := ¢(v). Next B computes Tr(zg) - Tr(x1). Then B outputs 0 if A
outputs real protocol execution.

Next, we argue that B statistically simulates the protocol. For b = 0, i.e., a QA-
SD instance, BB simulates the real protocol execution execept with negligible
probability. Note that the probability that the adversary correctly guesses
the B to the functionality Fa_ppr is negligible. The output distribution
simulated by B is indeed the real output distribution. The QA-SD game aborts
if and only if Fna—ppr aborts at least during one call. Thus, B simulates
the real protocol execution except with negligible probability. For b =1, B
faithfully simulates the simulation, because the QA-SD game aborts if and
only if the simulation aborts in an ideal execution. a

The above setup protocol mainly consists of the following steps.

1. 2t Input over G and IF.
2. 2tk PowerP operations over FF,» and 4k2t? multiplications over Fo.
3. 4t?k? ToBinary function calls over G.
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4. 4t°k? Fpa—ppr functionality calls with domain size N and range Fpe.

Combining with complexity for PowerP, ToBinary and Fa—ppr, we have

Theorem 8.4 (Malicious Distributed OLE Generation). Assume the hard-
ness of QA-SD(R,t) with static leakage. Then there exists a protocol securely
realizing Fi’;lfoLE against malicious adversaries. To generate kN OLE correla-
tions over Iy, the protocol has the following complexity.

— Correlated randomness: Taking correlated randomness as follows:
1. 2 length 2tn subfield VOLE over Z,._; and 2 length 2t subfield VOLE
over Fpx.
2. 2tk sVOLE over Fpx and 4kt aquthenticated multiplication triples over
Fox.
3. 151&21@*2 log N symmetric subfield VOLE and 4t>k®log N authenticated
Boolean multiplication triples.
4. 12t2k? authenticated multiplication triples over F,x and 2 length 16t2k2
sVOLE over F .
— Computational complexity: Dominated by 8t>k> N PRG calls and O (k3N log N)
operations over Fpx X Fpn.
— Commaunication complexity: Dominated by
1. 2tnklogp + 2tklogp bits per party.
2. 2tk%logp + 4k3t?logp bits per party.
3. 8t2k2(A + 1) log N bits per party.
4. 42K%((2A + 3)log N + 11klogp) bits.

8.3 Authenticated Multiplication Triples from QA-SD

We define the ideal corruptible functionality for authenticated Boolean triples
in fEStthriple' We slightly modify the original construction for authenticated
multiplication triples (with seed size increased by a small factor), so that the
distributed setup can be simpler. Our protocol is obtained by extending the
malicious OLE construction Hrﬂ;gl_OLE and the PCG for authenticated triple

. IFy
construction Consy i, /e

Functionality 9: F. F”

auth—triple N

Parameters: Security parameter 1%, d | p" — 1, N = d", F» = F,(£). Let
n € N such that p” > 2* and k | 7.

Functionality:

If both parties are honest,

1. Sample Ag, A; & F,n and let A + Ag + A;.

2. Sample x¢,x1,¥0,¥1 &F';N and let x = x0 + X1,y =yo + y1.
3. Letz(—x*yeF’;N.
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3
4. Sample m; 0, my 0, M. o IF’;%V and let m; 1 < A-x —mgo,my,1
A-y—myo,m,1 < A-z—m.p.
5. For o € {0, 1}, output (Ao, X, Yo,%Z0, Mg,0,My o, M ) to Py.

If P, is corrupted,

1. Wait for input (As, Xe, Yo, Zo, Ma,o, My,0, M o) € Fpn x FIFN < F3EN from
the adversary.

2. Sample Ai_, & Fpn and X1—¢,¥1-0 & IE";N. Set A «+ Ag + Ai,x «
X0+X1, Yy Yoty andz=xx*y. Let my1—o5 < A-X—My o, My 1o
A y—myom,jo A z—m.,.

3. Output (A1—6,X1-0,Y1-0sZi—0, Mg 1—¢, My 1—0,M, 1_,) to the honest
party Pi_..

c 1R,
Construction 10: Consp iy, ripe

Parameters: Security parameter 1%, noise weight ¢ = t()\), d | p* — 1, N = d",
n satisfying p” > 2* and k | n, Rr = Fpk[xl,...,xn]/(x‘f —1,...,%¢ — 1),
& € For st. Foo = Fp(§). Let G := Zy and F := F,x. An FSS scheme
(SPFSS.Gen, SPFSS.FullEval) for sums of point functions, with domain size N
and range F . or Fpn. We abuse ¢ as a fixed isomorphism map from Ry to Fﬁ“
and from R, to Fﬁ,. The global MAC key shares Ag, Ay € Fpn are implicitly
provided by authenticated multiplication triples.

Public input: A uniformly random a € Ry.

Correlation: For ¢ € [0,k — 1], output ([[X(Z)]] , [[Y“)H , [[Z“)]])7 where
X0 yv® 7O ¢ IF;,V such that X® x Y® = Z® and MAC key shares
Aog, Aq € Fpn.

Gen: On input 1,

. x,i i 3
1. For o0 € {0,1}, i € {0,1}, sample random vectors AZ* A¥%* & G' and

bﬁ’z}bg’% & (F*)* for the positions and values. Let A™% A¥* ¢ G*' and
b** b¥* € (F*)?" be the union of the corresponding positions and values.
Define elements of Ryx:

2t ‘
e¥ = SObP] - BT g im0 4 o
j=1
_ 2t ' .
eVt — Zbyﬂ[j] XAV [J]yy =q-e¥0 4 ¥t
j=1

2. Sample FSS keys for [[X(e)]] , [[Y(l)]] according to Eq.(9). For ¢ € {0,1},

j € [0,k—1], //Here we use [-] to highlight that the MAC value is computed
together.

— (K&, KP"9) « SPFSS.Gen(1*, 8 [A™'] ,@" [b™'])
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— (KY™, KP7) « SPFSS.Gen(1), 8 [A¥"] ,@" [b¥])
3. Sample FSS keys for [[Z(e)]] according to Eq. (10). For i, € [0,k — 1],

(K590, K790) « SPFSS.Gen(1*, [A™°]" @[A S ®[[byv°]]p’)

(Kg™, K7"9'1) « SPFSS.Gen(1*, [A°]" &

AY

I

]
) e 1)
]

[
[
L] e[
[

[ar]”
[ar]”
(K™%, K79%) « SPFSS.Gen(1*, [A™]" B[AY]"”
(K399, K99%) « SPFSS.Gen(1%, [A™']" B[AY']”, [b°'] o [b']")

z,1 ,1, i€{0,1} 2,1,7,K x€[0,3]
4. For o € {0,1}, let k, = ({K £y R }i,je[o,kfl])'
5. Output (ko, ki).

Expand: On input (o, ks ):

@ dag o0 1€{0,1} 2,%,7, K€[0,3]
1. Parse k. as ({Kg 7 KY J}]E[Ok i ) } 7j‘€[0,k71]).
2. For i € {0,1}, j € [0,k — 1], compute //View u*?,v"? w"”" as R}, elements.

[[ui’j]] < SPFSS.FullEval(o, K2%7), [[W’]] < SPFSS.FullEval(o, K¥7)

o

3. Fori,7 € [0,k —1],x € [0, 3], compute
[[wij”]] « SPFSS.FullEval(, KZ7").
4. For ¢ € [0,k — 1], compute

el <o 2 (11

J€[0,k—1]

o, <o 32, B )

j€[0,k—1]

5. For £ € [0, k — 1], according to Eq.(10), compute

[[Z(e)]] . ¢( Z gpg(piﬂvj) . (api+pj . sz,i7j70H

1,j€[0,k—1]
i ii1 J i i2 i i3
+a? - [[wz,m, ]] +a?” . [[wz’”’ ]] + [[wz“' ]] ))
o o o

6. For £ € [0,k — 1], output ([[X(l)]] ,[[Y(e)]] 7[[Z(Z)]] ) to P,, where
X®,Y©®, 70 ¢ FY. 7 7 7

o

As indicated in Consﬁf’thimple, the protocol for authenticated multiplication
triples from QA-SD assumptions calls the F . ppr, which not only outputs the
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shared value but also the shared MACs for the shared value. To enable distributed
setup and build on the QA-SD assumption with weight 2¢, for each of X,Y, each
party samples a QA-SD instance with error weight 2¢ and thus the total weight
for X is 4t.

Protocol 11: IT.*

auth—triple N

Parameters: Security parameter 1*, noise weight t = t(\), d | p* — 1, length
N =d"F:=Fu =Fp(§) and R = Fu[X1,...,Xn]/(X{ — 1,..., X% — 1). Let
G = Z%. Let 7 € N such that p” > 2* and k | 5. Let DPF be a distributed point
function DPF := (DPF.Gen, DPF.Eval) with domain size N and range F i or
F,n. We abuse ¢ as a fixed isomorphism map from Ry to IF;\Q, and from R, to
Fﬁ,. Assume each variable is shared via a SPDZ-style authenticated sharing,
for instance [z] := ([«],, [=],) and [z], := (2,, Ms[z]) where x = 20 + 21,
Mo[z] + Mi[z] = z - (Ao + A1) and (Ao, A1) is a sharing of the global key.
For simplicity, the malicious PowerP operation is implicitly represented as
[[-]]pz. There exists an implicit ToBinary function call before calling Fmai—ppr-
Furthermore, it is given access to the functionalities Fopc and Fmal—ppE-
Input: A random element a € R.

Protocol:

1. The parties sample the error vector and input them. For ¢ € {0,1}, P,
samples Af,’i,Ag‘i &gt aund'b?i,bg’i{i (F*)*. For 4 € {0,1},5 € [1,¢],
() [AS'[]] « Input(o, AS [5]), [b5 5] + Input(c, b3 [4]).

(i) [AZ(]] < Input(o, AZ*[}]). [2*s]]  Input(o: bE[j)).
Then P, obtains { [[AZ’Z[]H] o [[bz’z[]]]] [Ay Z ]] [[by Z ﬂ }'LG{O e

2. Generate FSS keys for ([[X(g)]] , [[Y(G)]]) according to Eq.(9). For i € {0, 1},

j€[1,2t], £ € [0,k —1], // Note there exists an implicit ToBinary function
call before calling Fmal—ppr-

(55, K9 Frncopee' - [A7 0] [ 1] )
2

(KYH KYP9) 4 Fonal—ope(p” - [[Ay'i[ﬂ]] ’ [[by’i[j]ﬂp )

3. Generate FSS keys for [[Z(e)]] according to Eq. (10). For i,j5 € [1,2t],

k,£ € [0,k — 1],/ /Note there exists an implicit ToBinary function call before
calling Fal—ppF-

(K50, K{770) ¢ Foa—oee (0" [A7°H]] +0° [A°11] . [o=°] " - [o1] ™)
(K, K9 Foaor” [A7001] + 0 [av 1], o] - [ 1]
(Kéjm€27Ki'jm52) P S— [[Aa_ 1 ]] +p° [[Ay,o[j]]] 7 [[bx,l[z]]]r"‘ [[by,o[j]]} pé)
(KE"2, Ki2) e Fomope* [A5 0] +9° [av 1] o= ] - [or 1))
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4. Generate ([[X(‘Q)]] , HY(G)H). Set
K:»i;f o Z K:’i’j’[7Kg'i’l o Z Kg’i’j’e.
j€l1,2t] jelL,2t]

For 0 € [0,k — 1], compute

[[X(G)]]o — ¢>( Z 5,,94-2 . (apl K0 +K;:,1,£))

£€[0,k—1]

[[Y(e)]] — ¢( Z 5Pe+e . (ap( .Kg’°*£+Kf;“1’Z))
7 ]

2€[0,k—1

5. Generate [[Z(e)]]. Set

. 1 i
K;ZO o z: K:;]néO7 K::Z - z: K;]fd’

i,jE€[2¢t] i,jE€[2¢t]
02 ijkL2 £3 1 Kkl3
K5% = N KI™? K5P = YD KO
i, €[2t] i,j E€[2¢]

For 6 € [0, k — 1], compute

[[Z(G)]] — ¢( Z 5179 (p”+pg),(ap“+sz;eo+ap~ K;Zl—kale;D—kK;B))
7 r,0€[0,k—1]

6. P, outputs ([[X(g)]] R [[Y(Q)]] X [[Z(‘g)]]o), for each 6 € [0,k — 1].

\. J

Note that the PowerP operation during FSS key generations for ([X],[Y])
can be reused during FSS key generations for [Z]. The ToBinary function call
during FSS key generations for [Z] can be avoided via BitAdd the position values
of FSS key for ([X],[Y]).

Theorem 8.5. Ifthe QA-SD problem with static leakage is hard, then the protocol
Hfﬁthf'l'riple implements the functionality ]:Eﬁthf'l'riple in the (Fapc, Fmal—DPF)-

hybrid model.

The proof is an analogue to the proof of Theorem 8.3. We omit it here.
The above setup protocol mainly consists of the following steps.

. 4t Input over G and IF .

. 8tk PowerP operations over .

. 8tk ToBinary function calls over G.

8tk Fmal—ppr functionality calls with domain size N and range Fpe.
. 16k2t? Mul over .

. 16k*t? BitAdd function calls over IE‘IQOg el
. 16k?t? Fma—ppr functionality calls with domain size N and range Fpe.
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Combining with complexity for PowerP, ToBinary and Fa—ppF, we have

Theorem 8.6 (Distributed Authenticated Multiplication Triples Gen-
eration). Assume the hardness of QA-SD(R,t) with static leakage. Then there

exists a protocol securely realizing Fy (i, 1,pe against malicious adversaries. To
generate kN authenticated multiplication triples over F,, the protocol has the
following complexity.

— Correlated randomness: Taking correlated randomness as follows:
. 2 length 4tn subfield VOLE over Z,x_q and 2 length 4t subfield VOLE
over IFpx.
2 length 8tk subfield VOLE over F .
3. 24tklog N symmetric subfield VOLE and 8tklog N authenticated Boolean
multiplication triples.
4. 24tk authenticated multiplication triples and 2 length 32tk sVOLE over
Fox.
5. 1gk2t2 authenticated multiplication triples over F .
6. 16k%t? authenticated Boolean multiplication triples.
7. 48Kk2t? authenticated multiplication triples and 2 length 64k*t2 sVOLE
over .
— Computational complexity: Dominated by (32t>k? + 16tk)N PRG calls
and O(k*Nlog N) operations overs Fpx x Fpn.
— Commaunication complexity: Dominated by
4dtnklogp + 4tk logp bits per party.
8tk?log p bits per party.
16tk(\ + 1) log N bits per party.
8tk((2\ + 3)log N + 11klogp) bits per party.
32k3t2 log p bits per party.
32k2t? bits per party.
16k2t2((2\ + 3)log N + 11klog p) bits per party.

~

o

NS G o~

8.4 Complexity for Basic Operations

We list the complexity of the main functions in our protocol.

Input(P,, z): For semi-honest security, there is no communication, i.e., [z] := (z,0).
For malicious security, it consumes an authenticated random value and has com-
munication cost of loggq bits per party for + € F;. The authenticated random
value can be implemented via two symmetric subfield VOLE | ]. Assume
pF—1= Hle p?i. To support authenticated sharing over Z,x_,, we simply use
authenticated sharing over {Zpt_ii }iejg via Chinese remainder theorem. For d; > 1,
Galois ring | | can be used to provide authenticated sharing. Here, we omit
the details.

Add: It is a local operation.

Scalar : It is a local operation.

PowerP : For semi-honest security, it is a local operation and there is no communi-

cation because for any 1,z € Fpr, (r14+x2)P = x’f +x§ . For malicious security,
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the parties locally compute shares and then consume a random authenticated
value over F,» to obtain an authenticated shares. The online communication
is klogp bits per party. Each random authenticated value consumes two sym-
metric sVOLE instances over .. To verify the PowerP operation is honestly

executed, for any uniformly distributed x € [F,x, the parties consecutively com-
k—1

pute [2]... [[xp ]] , [[.%‘pk]] and then verify [[mpk]] — [z] = [0] because P —
and z is uniformly distributed. Note that this verification is not trivial because
after each PowerP operation the value shares and the MAC shares are refreshed
by a random authenticated value. The verification cost can be amortized for a
batch of opening via checking a random linear combination of the MAC shares.
Mul([z]" , [y]"*): It takes one multiplication triple and has online communication
complexity of 2log ¢ bits per party.

ToBinary: For semi-honest security, we use the A2B algorithm in ABY2.0 | ,
Lemma C.5] to convert a number to binary representations, which requires
(4\ + 1) log N bits communication for setup phase and (A + 1)log N bits online
communication, and takes one correlated OT on A bit strings or one subfield
VOLE over Fy/Fyx. For malicious security, we use the authenticated garbled
circuits of | , Table 2] to evaluate size-optimized adder circuit | , |
with size log N and depth log N to obtain Yao sharing and then use Y2B to
obtain authenticated binary sharings. The online communication is (2A + 2) log N
bits. The authenticated garbled circuit takes 2log N symmetric subfield VOLE
over Zyk_1, log N symmetric subfield VOLE over 3, and log N authenticated
multiplication triples over Fs.

14 £
BitAdd([z]"* , [y]"™): It computes the sum of two integers in binary representa-
tions and takes £ AND gates, i.e., £ Boolean multiplication triples, leading to 2¢
online communication bits per party.

9 Security Analysis and Parameter Selections

In this section, we analyze the security of QA-SD and Ring-LPN problems under
various concrete attacks to choose appropriate parameters for a given security
level. The general field F,» is taken into account when investigating these attacks.

In particular, an adversary is given a QA-SD/Ring-LPN instance (a,b) € R?
with a & R, and b = a - eg + e1, where ey, e; are random elements of R of
Hamming weight t. The goal is to either distinguish (a,b) with the uniform
distribution or to recover eg, e;. Essentially, the QA-SD/Ring-LPN correspond
to linear codes over I, of dimension N, length 2N and thus code rate 1/2.
Alternatively, the problems can be viewed as syndrome decoding problems, in
the sense that given (H,b = H - e) the adversary is asked to recover e, where
H e FN*2N is the parity check matrix and derived from a.

We consider two typical noise distributions:
Fixed Hamming weight. Let HW(F) = {HW; x(F)}; v be the family of
distributions of uniformly random vectors with fixed Hamming weight. Namely,

we abuse e < HW, v (F) as e & {x € FN | wt(x) = t}.
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Regular Hamming weight. Let RG(F) = {RG, n(F)}; n be the family of
distributions of uniformly random regular weight vectors. W.o.l.g. we assume
t|N and let e = (e, ...,e®), where e® € FN/t i c [t]. Similarly, we abuse
e < RG, n(F) as e & {x € FV | wt(x¥) = 1,i € [t]}. Essentially, RG(F) can be
viewed as a special case of HW(F).

In this section, we mainly focus on attacks for the fixed Hamming weight
distributions. Besides, to our best knowledge, assuming the regular structure
would not significantly reduce the complexity of applying these attacks on our
concrete instantiation. Our analyses on QA-SD and Ring-LPN follow the routine
of previous works | ) ) |

In summary, our analyses show that first the BKW attacks do not work,
since the code rate here is only 1/2, which can only apply to codes of extremely
low code rates. Secondly, it suffices to consider the information set decoding
(ISD) attacks and the statistical decoding (SD) attacks, whose complexity are
exponential in the Hamming weight of the secret vector (eq, e1). Finally, there
exists a folding attack that allows to fold a given instance into a new instance
with reduced code dimension, code length, and almost preserved noise weight,
so that one can apply a subsequent ISD attack. To avoid such folding attacks,
for Ring-LPN, we can choose N to be a prime. However, it is unavoidable in the
QA-SD setting. Hence, we take it into account.

Specifically, we select parameters for the particularly interesting Boolean
case, i.e. OLE over [F5 and authenticated Boolean triples either from QA-SD or
Ring-LPN. In general, QA-SD assumptions offer more flexibility than Ring-LPN
on the parameter choice.

9.1 Known Attacks for Ring-LPN and QA-SD

Gaussian Elimination Attacks on Syndrome Decoding. Given H €
F’;X”, b € [y, the goal of the syndrome decoding is to find e € Fy such that
H-e=b and wt(e) = w. A direct Gaussian elimination attempts to guess the
n — k error-free positions and then run the Gaussian elimination to recover the
secret vector. Averagely, the Gaussian elimination needs 1/(1—w/n)"~* iterations
to find one n — k error free positions and during each iteration the attack inverts a
(n—k) x (n—k) sub-matrix with complexity O((n—k)?®) by Straseen’s technique.
The quasi-abelian/quasi-cyclic structure enables faster inversion algorithm with
complexity O((n — k)?log (n — k)). Thus the cost becomes

1—w/n

n—~k
O <<1> - (n —k)?log(n — k)> ~ O(e7™=m - (n — k)*log (n — k)).

Note that the regular noise structure would not decrease the costs of the attack.
Assume the error vector is split into w sub-vectors of length n/w, each having
one error entry. Then the attack finds (n — k)/w error-free positions in each of
the w sub-vectors. The success probability is

() ) -9

50



Information Set Decoding Attacks on Syndrome Decoding. Gener-
ally speaking, the information set decoding (ISD) algorithm of Prange | ]
attempts to find a size w subset of the rows of H such that the w rows ex-
actly span b. The ISD algorithm has been studies in a long line of works

[ ) ) ) b ) ) ) ) ]' For
syndrome decoding problem with constant rate, and error weight w << n, the
analysis of Torres and Sendrier | | indicates that all known ISD variants have

the following asymptotic complexity ¢*(2+t°(1) where ¢ is constant related to
the code rate. As it is the case of our settings, the total complexity of applying
Prange’s ISD algorithm is

o (cw'(1+°(l)) -(n—k)*log (n — k;)) .

Statistical Decoding Attacks on Syndrome Decoding. In contrast to the
previous attacks recovering e, the statistical decoding(SD) attacks directly try
to distinguish a Ring-LPN or QA-SD instance from a random instance. By the
Singleton bound, the minimum distance of the code generated by H is lower
bounded by n—k+1. Given (H,b = H -e), the SD attacks search for m such that
m7” . H is of small weight and then test whether (m,b) equals 0. If b is random,
then (m,b) being 0 happens with probability 1/q. Otherwise, the probability
of (m,b) being 0 is 1/qg + ((k — 1)/n)*. Thus, the distinguishing advantage is
((k—1)/n)*. Assume there exists a pre-processing procedure computing m such
that m - H is of small Hamming weight. The complexity of SD attack is lower

bounded by
n w
0 <(k—1) . k) .

We remark again that it seems that the adversary is not able to utilize the regular
noise structure to improve the cost of the SD attacks.

Attacks On LPN with Many Samples. Given a large number of LPN samples,
there exist attacks with various time-space trade-offs. However, such attacks only
work for LPN with at least super-linear number of samples. In our Ring-LPN
and QA-SD assumptions, the number of samples is linear, i.e., 2N with respect
to dimension IV samples, rather than super-linear.

The well-known BKW | | algorithm has both sub-exponential sample
complexity and sub-exponential time complexity, namely, 20N/ 108 N) Tt is worth
to mention that BKW can be viewed as a variant of the ISD attack. Note that
BKW works for constant error rate as well. There exists an improved BKW
algorithm | ] which has polynomial sample complexity, i.e., 2(N1*¢) and
degenerated time complexity 20(V/loglog N) = Additionally, BKW can also be
combined with other existing attacks. The resulting algorithm still has sub-
exponential sample complexity and sub-exponential time complexity | |
Attacks on Ring-LPN with Fully Splittable Polynomials. Recall that for
Ring-LPN assumptions, we use the ring R = F,« [X]/(X" —1), where N | p* —1 so
that f(X) := X — 1 is fully splittable over F,«. This will lead to improved attacks.
Assume f has a sparse factor g, then the original instance can be reduced to a
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new instance with reduced dimension and non-increasing noise weight. Then, the
adversary can run the above mentioned attacks on the above reduced instance.
The attack would be more efficient, since it has lower dimension.

Note that in our setting, f(X) = X — 1 completely splits into N linear
factors over F .. For n | N, we have f(X) = (X" —1) - f'(X) = (XN/" —1) - f"(X)
where /) f" are of degree N — n, N — N/n, respectively and maybe not sparse.
Furthermore for even N, we have f(X) = (X¥/2 4+ 1)(xN/2 — 1). For a prime N,
any nontrivial degree-n factor g(X) of XV — 1 has sparsity n + 1. We remark that
if reducing by an n-sparse factor, typically one gets a factor of n amplification
for the noise weight. For n > 2, this significantly increases the noise weight and
the attack becomes infeasible. Thus, we focus on the 2-sparse factor case.

Intuitively, reducing modulo a 2-sparse factor g(X) of degree n with n = N/m,
the dimension is reduced from N to n = N/m and the noise weight is reduced from
2t to a value between 2¢/m and 2t because some error positions are overlapping
and vanishing. Now we consider the reduced instance and then apply existing
attacks.

Assume that each of the ¢ errors in e is independently and uniformly sampled.
Then each error of e lands on a random position in € := e mod g(X) of length n.
For j € [n], define the E; the event that j-th position in the reduced polynomial
e equals to 0. Then Pr[E;] = (1 — 1/n)". Thus, the expected Hamming weight
of errors in the reduced Ring-LPN instance is 2n(1 — (1 — 1/n)"). In summary
the new reduced LPN instance has dimension n, sample number 2n, and the
expected number of errors w,, = 2n(1 — (1 — 1/n)!). Then, we have the following
attack costs.

Gaussian Elimination. Via iterating over all nontrivial factors of N, the cost of
the Gaussian elimination attack is

o (ar (r=mm) *ver)

Information Set Decoding. When reducing a factor g(X) of f(X), the assumption
that the error weight is much smaller than the dimension of the code does not
hold any more. Via choosing appropriate factor n of NV, it is possible that there
exists a reduced instance, such that some ISD variants outperform Prange’s ISD
decoding algorithm. To this end, we apply the lower bound results of | ]

Roughly speaking, the complexity of ISD algorithms for a parity check matrix
H with dimension n, sample number ¢, and error weight w,, is lower bounded by

min{?”,(qu)} . <K1+K2 N w~(np1)> ’

("5 2

i R T

where (pg,p1) satisfy 0 < p; < ¢g—n and 0 < pg < n+ p;, K; is the cost of
performing a Gaussian elimination on a submatrix of H with n — p; columns,
K> is the complexity of a special sub-algorithm. From | |, K» is lower
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bounded by )
("3

if the algorithm of | | is used. As the parity check matrix H has the
quasi-cyclic structure, we assume that the Gaussian elimination can be done in
time (n — p1)?log (n — p1). Combining everything, a lower bound of cost of the
the ISD algorithms is

. min {2”, (qu)} . <(n —¢)*log(n—q) + ((n?;lg)m) Ik (n —p1)>

L I ("5 2

Statistical Decoding. Similarly, the cost of the SD attack is

(g ()" -n).

To withstand the above attacks for Ring-LPN, one method is to let N be
a prime so that G = Zy has no nontrivial subgroups. In this case, the regular
noise structure can not be used since the noise weight w never divides a prime N.
Hence, the optimized PCG seed size for regular distributions does not apply to
prime N. Another option is to choose N being the largest prime factor of p* — 1.
As for binary correlations, we suggest k of For s.t. 28 — 1 is a Mersenne prime.
Folding Attacks for QA-SD. Assume R = F«[Xy, ... K]/ (XE—=1,..,x8 1),
where d | (p* — 1) and G = Z". Given a QA-SD instance (a,b) over R, an
adversary can exploit the quasi-abelian structure to construct a reduced QA-SD
instance with smaller code length and dimension via modulo a subgroup H < G.
As noted in | , ], the most effective attack, termed folding attack,
leverages such subgroups. The folding attack maps a linear code of length 2|G|
to one of length 2|G/H]|, preserving the code rate. This operation is applied
independently to each block, ensuring the number of errors per block remains
bounded by t. For p =2,k =2,d = 3, and G = Z}, there are mg subgroups of
cardinality 37, where mg is the Gaussian binomial coefficient representing the

number of n-dimensional subspaces of Z} | ]

Parameters are chosen such that ISD variants against all folded instances meet
the desired security level. Folding attacks are effective only for large subgroups H,
as these produce smaller folded instances of the decoding problem. For a folding
attack to succeed, the folded instance must have a unique solution, requiring the
number of errors in the folded instance to be below its Gilbert-Varshamov (GV)
bound. Finding a solution for any folded instance below the GV bound suffices
to compromise the QA-SD instance.

The folded error vector’s weight closely approximates that of the initial vector
with overwhelming probability due to the sparsity of the error distribution. A
formal analysis will show that the probability of the folded error having a much
smaller weight @ is exponentially small (Prg). Exploiting the large number of
subgroups H in G, the adversary performs folding attacks to decode errors of

53



weight @. This approach, as noted in | |, was used to argue that the
security parameters in | | are overestimated.

Let H < G. The group homomorphism 7y : G — G/H extends to an
morphism of algebra:

TH ]Fpk: [G] — ]Fpk [G/H]

Sagog — > (Zah+g>g

geG geG/H \heH

This maps a vector of length |G| to one of length |G/H|, summing the |H| entries
of each coset of G/H in G. For (a,b) € F,:[G]?, the folding operation 7y is
extended as

T (a,b) == (ry(a), 7 (b)) € F o [G/H]?.

For a QA-SD instance (a,b), the folding operation 7wy maps
TH (a -8 +€) = 7TH(a) . 7TH($) +7TH(€) S Fpk[G/H],

producing the syndrome of my(e,s) with respect to the matrix induced by
7w (1,a). The goal is to estimate the weight of 7p(e, s), where e and s are
independent and uniformly distributed with Hamming weight ¢.

Let ¢ := |H| and C; := [¢,¢ — 1], be the parity code. Denote P, ,(X) as the
weight enumerator of C; and Py ¢(X) as the weight enumerator of F5\Cy | )
Chapter 5.2].

Lemma 9.1. [ , Proposition 18] Givent € [0, |G|] and u € [0, min(¢, |G/H]|)],
for e uniformly sampled over the Hamming weight t elements of F,x[G], it holds
that

(19 - @] (P RIS ()
Per[wt(mq(e)) =u] = (‘le)(q )y
where (‘GiH‘) - [xY] (ngz(x)Pﬁ/H““(x)) is defined as the coefficient of Xt in the
polynomial ((laiH‘)Pé‘,g(X)Pﬁ/Hl_“(X)) .

)

MacWilliam’s identity gives the formulae for P, , and Py .

Lemma 9.2. [ , Lemma 1] It holds that

(14 (a=1)X)" + (¢—1)(1 —X)")

and



Lemma 9.1 shows that the probability depends only on the cardinality of H.

The subgroup H is selected such that ¢/|G/H]| is below the GV bound of the
folded code of rate 1/2. For the QA-SD assumption with p = 2,k = 2,d = 3,
G = Z% and H = Z31, it holds that |G/H| = 3"~ ". Specifically, t < gy 3" ".
Choosing n = n — [logs (t/0gv)] or n = n — [logs (t/0gv)] — 1 minimizes the
complexity.

An adversary may assume a smaller error weight 7 for the folded instance,
run the best decoding algorithm, and abort if the operation count exceeds the
threshold for decoding 7 errors. The adversary then asserts that the folded
instance has no error vector below 7 and repeats the process with another
random subgroup H. The average runtime is

Cpec(T) + Crold
Priwt(ry(e)) = 7]’

where Cpec(7) is the complexity of the best decoding algorithm for weight <
and Cfog is the complexity of the folding operation, which scales with the original
code length. We choose 7 to minimize the total complexity. Security parameters
are selected using a SageMath script | ]
Algebraic Decoding Attacks. To utilize the structure of the linear codes, the
algebraic decoding attacks [ , | were proposed to attack the McEliece
cryptosystem employing various hiding structures. The rough idea is to distinguish
the component-wise products of the target code from the component-wise products
of random linear codes. There is a line of works of algebraic decoding attacks
breaking the McEliece cryptosystem in the literature |

|. Algebraic decoding attacks could distinguish the Ring- LPN or QA- SD

instances from random instances only if the given generator matrix G € ]F((In k)xn
of the linear code is strongly multiplicative, i.e., the pairwise tensor products
of the columns of G span a new linear code with dimension strictly less than
(n — k)2. In our scenario, given a random linear matrix G derived from H, G
being strongly multiplicative holds with negligible probability because the tensor
products of arbitrary two columns are linearly independent with overwhelming
probability. Hence, the algebraic decoding attacks do not work in our setting.
Decoding One Out of Many Attacks. For a given syndrome decoding
problem with M distinct syndromes, the decoding one out of many (DOOM)
attack [ ] provides a /M factor acceleration for the ISD algorithms. For Ring-
LPN/QA-SD assumptions, one can derive N new syndrome decoding instances
due to the quasi-cyclic or quasi-abelian structure. Specifically, given an instance
(a,b=a-eyp+e1), the N instances associated to the original instance (a,b) are
(a,b-X) for i € [0, N — 1] where {X'};co n_1) is a basis of the ring R. If the
polynomial f(X) := X" — 1 in Ring-LPN has a non-trivial 2-sparse factor g(X) of
degree d, the DOOM attack provides a factor v/d speedup to the ISD algorithms
on the reduced Ring-LPN instance with dimension d.

We observe that in our setting for k > 1, given an instance (a,b =a-eg+e1),
there is a different method to exploit the structure of F,» to derive new instances.

In particular, for j € [0, k—1], each (apj , w = a?’ -egj —|—6]1)J) is a valid instance as
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each of (60 el ) has weight ¢ as well. Combining the quasi-abelian or the quasi-
cyclic structure with the above observation, the DOOM provides an acceleration
factor VIV - k to the ISD attacks.

Attack on the Assumptions with Static Leakage. The malicious PCG
setup protocols rely on the Ring-LPN or QA-SD with static leakage. Recall that
in the static leakage security game, the adversary is able to query 2t predicates
P} :[0,N —1] = {0,1} once the error vector (eg,e1) is sampled, where Pj takes
the position of j-th non-zero value of e;. If one of {P;}” evaluates to 0, the
game aborts and the adversary loses the security game. While if all of {P;}”
evaluate to 1, the game sends success to the adversary. Based on the query results,
the adversary tries to distinguish between a valid Ring-LPN or QA-SD instance
and a random instance. We observe that for all of the attacks described in this
section, the decisions made by the adversary to distinguish (a,b = a - ep + €1)
from a uniform instance are independent from b. For instance, the Gaussian
elimination attack only guesses the error free positions and the statistical decoding
attack finds the small weight codewords. Hence, the distinguishing probability of
the adversary could be estimated by hybrid arguments, where the error vector
is sampled after the adversary makes the decisions. Therefore, for the same
parameters, Ring-LPN or QA-SD with static leakage provides the same security
level as Ring-LPN or QA-SD without leakage.

9.2 Parameters

According to the above mentioned attacks in Section 9.1, we show various
parameters for Ring-LPN assumptions and the QA-SD assumptions in our PCG
constructions. In particular, we consider the most interesting case of OLEs over
Fy and authenticated Boolean triples. Recall that in the Ring-LPN based PCG
constructions, N is the vector length satisfying N | 2 — 1 and t denotes the
Hamming weight of each length N error vector. In the QA-SD based PCG
constructions, d | 28 — 1 and N = d", where n denotes the number of variables.

To enable faster SPFSS evaluations (approximately ¢X savings in computa-
tion), one can assume the error vector has additionally a regular noise. This
additionally requires ¢ | N, hence limits the parameter choices. To generate
appropriate parameters, we use the assumption of the form

(amal...amb: Z ai'ei)7

1€[0,c—1]

as well as in | , |, where ag = 1, aﬁ—Rand eﬂ—Rof
t-sparsity. Here c is denote as a syndrome compression parameter. Thus, ct is the
actual error weight of the syndrome decoding problem. Recall that for simplicity,
in our constructions, the parameter c is set as 2, i.e., (1,a1,b =eg+ a; - €1), and
it is straightforward to extend our constructions to ¢ > 2. In the following, we
summarize key sizes of our PCG constructions, taking ¢ > 2 into consideration
(Basically, the formulas are obtained by just replacing ¢ with ct/2 from those in
the corresponding theorems, e.g. Theorem 5.1).
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PCG seed size from Ring-LPN/QA-SD:
1. Regular noise:
— OLEs over Fa: k(ct)?((log N —logt 4+ 1)(A+2) + A+ k) + ct(log N + k).
— Authenticated Boolean triples: (k?(ct)? + k(ct)? + 2kct + ct)((log N —
logt + 1)(A+2) + A) + n(k*(ct)? + 2ket) + k(k(ct)? + 2ct) + 1.
2. Non-Regular noise:
— OLEs over Fy: k(ct)?(log N(A+2) + A+ k) + ct(log N + k).
— Authenticated Boolean triples: (k?(ct)? + k(ct)? + 2kct + 2ct) (log N(X +
2) + A) + n(k*(ct)? + 2ket) + k(k(ct)? + 2ct) + 1.
Remark 9.1. The concrete seed sizes of constructions from Ring-LPN and QA-SD
vary only due to the different restrictions of k.

t|For | N [Seed size|kN OLEs|Stretch
29|Fy2s 2% — 1| 2572 25280 116.98
43[Fys1 (25T — 1] 22918 235-951109.44
29|Fys1 |23 — 1| 272921 23595 1106.94
29[Fy2s |27 — 1| 2308° | 23280 T 387
33|Fys2(232 — 1| 23097 236-99 | 64.96
T1|Fg3s (255 — 1| 23041 210121491 41
Non-regular|128]2[65|Fqs1 [23T — 1] 23703 255-95130.33
Non-regular|128|4(33|Fqs1 |23 — 1| 23197 23595 1 9942

Table 4. Seed size for OLEs over Fy from Ring-LPN.

Error type | A
Regular | 80

Non-regular| 80

Non-regular| 80
Regular |128
Regular 128
Regular |128

NN b= OW N|W| o

>

t|Fox | N [Seed Size|kN Triples|Stretch
29[Fy2s |27 — 1| 25301 232.80 0.57
33|Fys2 232 — 1| 236:05 236-99 1.92
T1|Fys5 235 — 1| 236:61 240-12 11.41
Non-regular| 80 [2[43|Fqs:1 [25T — 1] 23421 23595 3.34
Non-regular| 80 [3]|29|Fqs1 231 — 1| 23424 23595 3.26
Non-regular|128|2|66|Fys1 [231 — 1| 23610 23595 0.89

Table 5. Seed size for authenticated Boolean triples from Ring-LPN.

Error Type| A
Regular | 80
Regular |128
Regular |128

W NN = WO

We remark that as shown in the tables, the efficiency of our constructions
is comparable to the constructions of | , , ]. The QA-
SD assumption provides more freedom to choose parameters than the Ring-
LPN assumption while the Ring-LPN assumption employs well-studied FFT
techniques. In particular, for Ring-LPN assumption, the parameter k of the field
Fyr determines the upper bound of the number of PCGs. Whereas QA-SD has
the additional parameter n of the number of variables to adjust the number of
correlations, allowing arbitrary stretch.
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Error Type| A |c| t |Fox|n | N |Seed Size|kN OLEs|Stretch
Regular | 80 [3[27|F,2[16]3™¢] 22453 226351353
Regular | 80 [9] 9 |F,2[19[3!%| 22489 23111 | 7463
Regular | 80 |2|49|Fqs [10|7'0| 22578 229-65 1 14.65
Regular | 80 |2|49|F,s |12|712| 22608 23527 1584.15
Regular | 80 |6]15|F,4| 7 [157| 226:01 229341 10.10
Regular | 80 |6[15|Fq4 |8 |15%| 226-2¢ 23325 1131.36

Non-regular| 80 [2[42|F,2[16]36] 2%%%0 27635 2.82

Non-regular| 80 |2|42|Fy2|18]3'8| 225-02 229-52 1 29267

Non-regular| 80 |5|17|Fy2{19(319| 2%5-13 231111 63.04

Non-regular| 80 |5|17|Fy2{20(3%0| 225-20 232:69 1179.97
Regular [128|2[81|F,2[19|31°] 22738 23111391
Regular [128|5|27|F,2|19|3%| 22695 231111 17.92
Regular [128|5|27|F,2 |21]3%'| 22710 23428 114461
Regular [128|3|49|F,s |10|70| 22761 229-65 1 410
Regular [128|3[49|F,s [12|712] 22791 23527 1163.79
Regular [128|9|15|F,4| 7 [157| 22784 22934 1 983
Regular |128]9(15|F,4| 8 [158| 22805 23325 | 36.83

Non-regular|128]2[66|F,2 [17]317] 2%0-9T 27794 2.04

Non-regular|128|4|33|Fy2|18|318| 226-99 22052 5.79

Non-regular|128|4|33|Fy2 [19|31°| 227-07 231111 16.49

Non-regular|128|4|33|F52 [20|3%0| 2%7-14 23269 | 47,07

Table 6. Seed size for OLEs over Fy from QA-SD.

Error Type| X |c| t |For|n | N [Seed Size|kN Triples|Stretch
Regular | 80 [3]27|F,2[16[316] 22617 2%6:35 1.13
Regular |80 |3|27|F,2|19|319| 22644 23111 25.41
Regular | 80 (9] 9 |Fq2 |20]32°| 2266 23269 | 68.47

Non-regular| 80 [2[43|F,2[18[3™8] 27672 27952 6.97

Non-regular| 80 [2|43|F,2(19|3'9| 226-80 231111 19.88

Non-regular| 80 |2|43|F,2|20|320| 22687 232:69 56.83
Regular [128[2[81[F,2[19[3™7] 22991 23111 4.27
Regular |128]5[27|F,2|20|3%°| 22865 232:69 16.45
Regular |128|5(27|F,2 [21]3%| 22873 23428 | 46.85

Non-regular|128[2|66|F,2|18]38] 27552 229-52 1.87

Non-regular|128(2|66|F,2|19(31%| 228-69 23111 5.34

Non-regular|128|2|66|F,2|20|3%°| 22876 23269 15.27

o8
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9.3 Performance Evaluation

We implement our PCGs 7 based on the source code of F;OLEAGE | ,
]. We then run the programs on a PC with Intel(R) Xeon(R) Gold 5220R
2.20GHz CPU and 128GB of RAM.

For fairness, we select the same concrete parameters and evaluate the efficiency
of generating binary triples in the same way as in F4,OLEAGE. The results are
reported in Table 3. Specifically, we take ¢ = 3, t = 27, n = 16 and F,, which
allows for generating 2 - 3'® OLEs over F, by our approach. Suppose the time
is T. We then estimate the per-party cost to generate 10° Beaver triples as
T- 21.3% for the two-party case, and 2- (10 —1) - T - % for the 10-party case.
As for communication, we compute an estimate of C' ~ 26MB of communication
for generating a seed for 2 - 3'® OLEs from using the distributed protocol of

F4OLEAGE. For 10° two-party Beaver triples, the per-party communication is
10?

estimated as C' - 555z, while for the 10-party case, the communication would be
2-(10-1)-C- %. In general, the speed of our triple generation is roughly

2x slower than F4,OLEAGE, while our communication is almost the same as
F,OLEAGE. Note that F;OLEAGE requires additional linear communication for
seed expansion in the multi-party case.

To evaluate the seed expansion time for generating authenticated Boolean
multiplication triples, we additionally implement the FFT over Foi2s,Foes. The
results are reported in Table 2. Concretely, the speed of our triple generation is
derived from running our program on our machine with ¢ = 3, ¢t = 27, n = 16, Fy
and 128-bit MAC key. While the communication cost is estimated for generating
318 authenticated triples. In summary, our approach for authenticated Boolean
triples with 128-bit MAC key has similar efficiency as | | for authenticated
triples over a 128-bit prime field.
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Supplementary Material

A  More Preliminaries

Programmable PCG Programmability is a crucial property that allows for
extending 2-party correlations from PCG to multi-party correlations. To define
programmability of PCG, suppose CV is a simple bilinear 2-party correlation
(specified by a bilinear map e : Gy x Go — Gy for some groups Gy, Gz, Gr).

Definition A.1 (Programmability). We say « PCG PCG = (PCG.Gen, PCG.Expand)
for a simple bilinear 2-party correlation C satisfies programmability, if PCG.Gen(1*)
takes additional random inputs po, p1 € {0,1}¢, for a poly(\) size £, such that:

— Programmability. There exist public efficiently computable functions v :

{0,1}¢ — G¥, 1 : {0,1}* — G such that

Po; P1 & {0,1}*, (ko, k1) & PCG.Gen(1*, po, p1) Ro = vo(po)
Pr (RQ,S()) — PCG.Expand(O,ko) : Rl —_ 1/11(,01):| > 1_neg|()‘)7
(Ry,S1) + PCG.Expand(1,k;)

— Programmable security. The following pair of distributions are computa-
tionally indistinguishable:

$ Vi $ A
{1, (po. 1)) | po, o1 & {0,1F, (o, k1) & PCG.Gen(1%, po, p1) | and

~ 3 -
{(kh (po, 1)) | po, p1, Po < 0,1}, (ko, k1) & PCG.Gen(l’\,pO,pl)}
as well as

{(kOa (p07p1)) ‘ L0, P1 g {07 1}é7 (kOakl) (E PCG'Gen<1A7p0apl>} and

{(kOa (pO7P1)) ‘ P071017[31 ﬁ {05 1}5’ (k07k1) ﬁ PCG-Gen(1A7PO7[31)}

Ring-LPN Assumption. We define the Ring-LPN assumption as follows, which
can be viewed as a univariate variant of QA-SD assumption. We refer security
analysis of such Ring-LPN instantiation to | , , |

Definition A.2 (Search Ring-LPN). Let R = F,[X]/(XY — 1), where N |
q—1. Let ¢ > 2 be some constant integer called the compression factor. Let

a=(l,a1,...,ac.-1), where a; & R,i€[l,c—1]. Let eg,e1,...,ec—1 be random
t-sparse elements of R. Given access to a pair of the form (a, (a,e)), the goal is
to recover e.

Definition A.3 (Decisional Ring-LPN). Let R = F,[X]/(X" — 1), where
N |q—1. Let ¢ > 2 be some constant integer called the compression factor. The
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goal is to distinguish the following two distributions:

Do : {(a1,...,ac—1,u)}, where a;,u & R,i€[l,c—1]

D; : {(a1,...,ac—1,{a,e) +ep)}, where a; & R, eq,e; are random

t-sparse elements of R,i € [1,c— 1].

For simplicity, we consider the compression factor ¢ = 2 as well.

B Deferred Proofs for Ring Isomorphisms and Traces
Functions

Proof (Proof of Lemma 4.1). Let oy ...ax be N distinct roots of XV = 1 over
Fg. Then define

¢:R—FY
fH(f(al)...f(an))E]FéV.

We first prove ¢ is a bijection from R to IF(IIV. Assume f = Zij\:)l fiX*. Then the
map ¢ is a linear transformation associated with « := (@ ... ay). Le., ¢ maps

(fg - fN—l) to

af ap,
(fo-.-fn—1) - M, where M, :=
afpl afy_l

Then ¢ is a bijection from R to Fév as the matrix M, is nonsingular.
Obliviously, 1z = 1 € R and 1g» = 1 € F). Additionally, ¢(1) = (1...1).
Thus, ¢ indeed maps 1z to L.
Next, we prove the additive homomorphism. For any f(X), f2(X) € R with
fi=(fio-- fiv-1) and fo = (f20... fo,n-1), we have
N—1
¢ (f1(X) + f2(X)) = ¢ (Z (fri+ fz,z')XZ) = (fiot+fo0-- fin-1t+fon-1)Ma

=0

and

O(f1(X) + o(f2(X)) = (fro--- fin—1) Mo+ (fo0-.. fo,n—1) M.

Thus, ¢(f1(X) + f2(X)) = ¢(f1(X)) + ¢(f2(X)). Therefore, ¢ preserves the additive
group structure.
Next, we prove the multiplicative homomorphism. For any f; (X), f2(X) € R,

the k-th entry of ¢(f1(X)) x ¢(f2(X)) is

Jilag)-fa(ar) = (Z f1,i04§;> : <Z fz,iafg) = Z <Z Jri f2,j—i (mod N)) af.

J
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Let g(X) := fi(X) - f2(X) mod (X — 1). Then the j-th coefficient is g; :=
Zi fii- fa =i (mod N)- Thus

9(0%) = Zgj 'Oéi = Z <Z fl,i : f2,j—i (mod N)af;) .
J J .

It is ¢(f1(X) - f2(X)) = ¢(f1(X)) * (f2(X)).
Hence, the isomorphism ¢ respects addition, multiplication and the identity
element. ad

Proof (Proof of Lemma 4.2). Let (a1 ...aq) be d distinct root of X? = 1 over F,.
Then define

bR — ]Fg"
Fe (Flea) - @), e pera € O

d; din
f:Zfi'Xll"'Xn .
i

Denote M := "M, € ]Fg”x‘l" as the n-th Kronecker product of M. Specifically,
the matrix M can be constructed via an inductive method. Assume M’ €
Fi("‘””("‘” corresponds to the matrix for n — 1 variables. Then the matrix
for n variables is

Assume

M a3-M ..M

c anxdn

ailil.- M’ agfl’- M agfl.- M’
which is exactly M, @ M’.
Then ¢ maps f = (fo-.- fan—1) to (fo.-. fan—1) - M. The matrix M is
nonsingular as det(M) = det(My)™" " # 0. Hence, ¢ is bijective.
Note that ¢ maps 1x =1 € R tothel = lmgn € Fg". Obliviously, ¢ preserves

the additive group structure.

Next, we prove the multiplicative homomorphism. Assume there is a canonical

order for Xill -x§2 -+ Xdn and there exists a map ¢ from Z to {Xil1 -Xg2 D Gl Yaseqdr-

For simplicity, denote X[ as X[l := X ... Xi» and thus define i @4 := [(X[1-x[1)).
Similarly, denote ap, as ap = (Q,,...,qk,). For any fi(X), f2(X) € R, the
k-th entry of ¢(f1(X)) * ¢(f2(X)) is

Filaw) - f2lam) = (Z fu#ﬁ}) ' <Z fz,ﬂ%) = (Z fri- f2,j9¢> afl).
Assume g(X) := f1(X)- f2(X). Then the j-th coefficient of g(X) is g; :== Y, f1,if2,joi-
Thus,
o) = S5+ off = 3 (S ool
J i

J
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It is ¢ (f1(X)) * ¢ (f2(X)) = ¢ (f1(X) - f2(X)).
Hence, the isomorphism ¢ respects addition, multiplication and the identity
element. a

An alternative method to prove this is the mathematical induction via viewing
R=TFy[Xi.. . Xn] /(X =1,. .., XE=1) = (Fy[X1, ..., K] /(XT=1, .. X0 —1))[Xe] /(X2 —1).
Proof (Proof of Lemma 4.3).

1. For arbitrary o € R, p- a = 0. Thus, R is of characteristic p.
2. We prove it by induction. From the binomial expansion,

(a4 b)P =aP + (?)ap1b+-~'+ < p 1>abp1 LB =P + P,
p—
Induction j, (a+ b’ = (a?’ "+ 7" P =a? 4+ bV
3. Assume a is of t-sparse and there exist ¢ nonzero coefficients (a;, ... a;,) € ]F;k
di di\p _ di;
such that a := 37,y yai, X" Thena? = (32 ¢y 4 @i, X79)P = 3 e 4 a5, X

and thus a? is still t-sparse. Inductively, a?’ is t-sparse.
4. For univariate ring F,«[X]/(X? — 1), it holds that X =X (mod X4 — 1) as
N | (p* —1). For multivariate ring R = F« [Xy,...,X,]/(X{ —1,..., X% —1), it

n

holds that ka =X; (mod X{—1) asd | (p* —1). Assume a = 3 1o y_ 1y a;%.

Then
=Y axp = Y 2wy =Y ¥ =a
JEO,N-1] J€E[0,N~1] J

O
An alternative method to prove this is the mathematical induction via viewing
R =TFg[X1...Xe)/XT—1,..., X7 —1) = (Fg[X1, ..., Xema]/(XT—1, ..., Xio 1 — 1)) [Xe] /(XF —1).
Proof (Proof of Theorem 4.1). We directly prove ¢(Tr(f)) = Tr(¢(f)) € FY.
Assume ¢(f) = v € F\.. Then

k-1 k-1 k-1 ‘ k-1
Tr(v) =D VP = (s =D (7)) =8> f7) = ¢(Tr(f)),
1=0 1=0 1= 1=0

where the third equality and the fourth equality follow from the ring isomorphism.
(|

Proof (Proof of Theorem 4.2).
1. For f1, fo € R, from the properties of R, we have (f1 + f2)? = f¥ + /5.

k-1 k1 :
Te(fi+ f2) =D (Fi+ )7 =D (7 +15) =Tr(f2) + Tr(f2).
j=0 j=0
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2. Tr(a- f) = i (a- /)7 =X a7 = a-Tr(f). |

3. From the properties of R, we have fpk = f. Then Tr(f?) = Zf;é (fP)r =
P 7 =T,

4. Tt suffices to prove that for fi1, fo € R, ¢(Tr(f1) - Tr(f2)) = &(Tr(Tr(f1) - f2))
as ¢ is a bijection and applying ¢~ leads to the desired result. Then,

P(Tr(Tr(f1)-f2)) = Tr(@(Tr(f1)-f2)) = Tr(d(Tr(f1))x¢(f2)) = (Tr(f1))*Tr(o(f2))

where the first equality follows from Theorem 4.1, the second equality follows
the ring isomorphism, and the third equality follows the fact that trace is an
F,-linear map and ¢(Tr(f1)) is over F,. Moreover,

P(Tr(f1)) * Tr(¢(f2)) = ¢(Tr(f1)) * 6(Tr(f2)) = ¢(Tr(f1) - Tr(f2)),

as desired. Hence Tr(Tr(f1) - f2) = Tr(f1) - Tr(f2). Since R is commutative,

we have Tr(f1 - Tr(f2)) = Tr(f1) - Tr(f2).
O

To obtain IF,, elements, one can compute the trace function on R elements and
then apply the function ¢.

Proof (Proof of Theorem 4.3). Note that we have a bijection ¢ : R — IF;)\,C, it
suffices to prove that for a random x € F i, (Tr(&%z), Tr(&'x) ... Tr(¢F1a)) € FE
is a linear transformation of (z1...x;) € Fi where (z1...x;) € FJ is the
coefficient of 2 with respect to a given basis (b1 ...bx) of Fx over [F,.

Lemma B.1. Given (by...by) € F’;k a basis of F,. over F), and an arbitrary
T = iew i bi € Fpo with x; € Fp, (Tr(z - b1)...Tr(z - b)) is a linear
transformation of (xy ...xy).

Proof. Before the proof we first define the discriminant matriz of a tuple (by ... bg).

Definition B.1 (Discriminant Matriz of a Tuple). The discriminant ma-
triz of a tuple (by...b;) € F’;k is defined as

Tr(blbl) . Tl’(blbk)
Tr(bgbl) e Tr(bgbk)

Disc(by ... bg) := . . .

Tr(bkbl) [N Tl’(bkbk)

Then the discriminant of (by ...bg) € F’;k is defined as A(by ... b) = det(Disc(by ... bg)).

By/ , Theorem 2.37], if (b1 ... by) is a basis of Fpx over F,, then det(Disc(by ... b)) #
0. Then Tr(z-bj) = X e @i - Tr(biby) = (w1 ... ax) - (Tr(biby) ... Tr(bb;))™, for
all j € [1,k]. Thus,
Tr(blbl) . Tr(blbk)
(Tr(z-by) ... Tr(zby)) = (z1... k) : = (z1...2x)Disc(by ... bg).
Tr(bkbl) . Tr(bkbk)
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Therefore, the trace function (Tr(z-b1)... Tr(z - bk)) of @ =3 ;o @i - bi induces
a linear transformation from IF’; to F’;. O

Hence, a uniform z in F,» induces a uniform tuple (Tr(z - b1)... Tr(x - by)) over
F%. In particular, (1,£'...£51) and (&,7" ... ¢7"7) are two bases of F,. over
F,. Given a uniformly random x € F, (Tr(z - £°)... Tr(z - £€¥71)) is uniformly
random over IF’;. This completes the proof. a

Proof (Proof of Theorem /.4). Since k | 0, there exists ¢ € Fpn such that
Fpn = F,i[C], so that the natural embedding F,» < [F,, implies a natural
embedding Ry — R,. In addition, it follows that d | p” — 1 as well, since
d | p* — 1. Together by Lemma 4.2, we complete the proof. a

In particular, let p = 2,k = 2, d = 3, then Theorem 4.4 actually holds for any even
n. Namely, an isomorphism ¢y : Ry = Fy[Xy,...,X,]/(X3 —1,...,%X3 —1) = F}"
determines an isomorphism ¢,, : R, = Fou[X1,...,X,]/(X3 —1,...,X} — 1) — F3,.

C Distributed DPF Setup

In this section, we review the existing distributed DPF setup results from
[ , Section 5], which was used to estimate the cost of our PCG setup pro-
tocols in Section 8. For semi-honest adversaries, the functionality for generating
DPF keys is given in Fppr.

,_[ Functionality 12: Fppf ]

Parameters: Distributed point function DPF := (DPF.Gen, DPF.Eval) with
domain size N range F = [y, where N, q, € N. Let A be the security parameter.
Functionality:

DPF: On input [a]{o’l}ﬂogm and [B]F:

1. Sample (k§FF, kP"F) < DPF.Gen(1%, o, B).
2. Output k5°F to party P, for o € {0,1}.

Lemma C.1 (Semi-honest Distributed DPF Key Generation). [ ,
Section 5.2] For a point function with domain size N and range Fy, there exists
a protocol realizing the semi-honest DPF key generation functionality Fpprwith
the following complexity:

— Correlated randomness: 2 multiplication triples over Fy and 2log N num-
ber A\ string OTs.

— Computation complexity: dominated by 2N PRG calls.

— Communication complexity: (2\ + 3)log N + 5log g bits.

Next, we show a recent result for the semi-honest DPF construction.
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Lemma C.2. [ , Adapted from Theorem 5] Given a circular correlation
robust(CCR) function H : Fox — Fox, function Convertg : Fox-1 — R, and
keyed hash function Hg(z) := H(S @ x) with some key S < Fox, there exists a
protocol Ilppg realizing functionality Fppr against semi-honest adversaries in the
(FcoT, FRrand)-hybrid model. Here is a complexity summary.

— Ilppr uses n COT tuples each party and one Frand call.

— Fort concurrent generation, the communication complexity is t(n + 1)(A +
1)+ A+ tlog|R|. The amortized communication complexity is (n + 1)(\ +
1)+ 2 +log|R|.

— The KeyGen complexity: 1.5N random permutation(RP) calls.

— Round complexity: n + 3.

— Single point evaluation: n RP calls.

— Full-domain evaluation: 1.5N RP calls.

— Seed size: nA 4+ (A + 1) + log|R|.

The function H and random permutation can be instantiated from fized-key AES-
NI. Here are the details.

— A CCR function H can be constructed from a fized-key block cipher. One
CCR function call takes one block cipher invocation.

— The random permutation can be instantiated via fized-key AES-NI.

— For R is very small, the Convertg can be instantiated from a PRG-free
implementation.

It is worth to mention there exists an efficient DPF scheme for ternary input
point | , Section 5.1].

For malicious adversaries, the functionality for generating DPF keys is given
in Fra-ppr. Note that the MAC sharing for («, 8) is implicitly included in the

SPDZ sharing ([[a]}{o’l}“og " ) [[ﬁﬂmq).

,_[ Functionality 13: F—_ppr ]

Parameters: Distributed point function DPF := (DPF.Gen, DPF.Eval) with
domain size N range F,, where N,q,€ N. Let A be the security parameter.
Assume 7 € N such that ¢” > 2*. Denote A € Fqn as the global key.

mal-DPF([a] V"™ [8]%0):
If both parties are honest,

1. If 8 =0, output 8 = 0 to the two parties and abort.

2. Sample y, & (Fg x Fgn)™ and set y1—o < (0...0,8-(1,4)...0) —ys €
(Fy x Fgn)™, where 8- (1, A) is at the a-th position.

3. Output y, to P, for o € {0,1}.

If P, is corrupted,

1. Wait for input y, € (Fy X Fgn)Y from the adversary (A determines the
output shares).
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2. Wait for a predicate P : [0, N — 1] — {0, 1} from the adversary (A queries
a predicate on «). If P(a) = 0, abort.

3. If B =0, output 8 = 0 to the two parties and abort.

Set yi—o + (0...0,8-(1,4)...0) —y, € (Fg x Fgn)™.

5. Output success to the adversary and y1_, to the honest party Pi_,.

:“

Note that Fn._ppr allows some leakage on the position value o because
during the key generation a corrupted party is able to guess each bit of « learn
some bit of . Different from Fppr, Fmal—ppr outputs the additive shares of the
DPF expanding results rather than the DPF keys.

Lemma C.3 (Malicious Distributed DPF Setup). [ , Section 5.3/
For a point function with domain size N and range Fy, there exists a protocol
realizing Fmal—ppr against malicious adversaries, .i.e., outputting the sharing of
a scaled unit vector as DPF expanding, with the following complexity:

— Correlated randommness: 3 authenticated multiplication triples over F, and
2 length-4 VOLE over F,,.

— Computation complexity: dominated by 2N PRG calls.

— Commaunication complexity: (2A + 3)log N + 11logq bits.

The efficiency of the protocol implementing F,.—ppr can be plausibly further
improved by using the techniques of a concurrent work [ |

,_[ Functionality 14: Fopc }

The functionality operates on elements of F = [« for k € N and elements of
G = Z3, where n € Nand d | p* — 1. Let N = |G| = d". Each value stored
by the functionality is associated with a unique identifier that is given to all
parties. Let [z]" denote the identifier for a value € F and [z]® denote the
identifier for an element x € G.

Input(P,,z): Receive a value z € F or 2 € G from party P, and store [z]" or
[1°.

Add([z]%, [y]®): Compute z = 2+ y € G and store [2]°.

ToBinary ([2]°): View z € G as € {0,1}°¢ N1 and store [[%]]{0’1}rlog M
PowerP ([z]", p): Compute and store [z7]".

Mult([z]", [y]"): Compute z = = - y € F and store [2]".

Output([z]"): Send the value z € [0, N) to all parties.

Output([z]”): Send the value 2 € F to all parties.

D PCG Setup Protocols from Ring-LPN

For completeness, we give the Ring-LPN analogues of our results in this section.
Our results from Ring-LPN are obtained by extending those based on QA-SD
assumptions. Generally speaking, constructions from Ring-LPN mainly have

71



two advantages, 1) Ring-LPN assumptions have been studied for a long time, ii)
mature FFT algorithms and implementations (for fields FF,» with small p, e.g.,
p =2, we can use additive FFT | ). W.lo.g., we focus on the binary field
in this section.

D.1 PCG for OLE from Ring-LPN

For completeness, we show a Boolean OLE construction.

. F
,_l Construction 15: Consgj e |

Parameters: Security parameter \, noise weight t = t(\), N | 2F — 1,
R = Fu[X]/(XY — 1), ¢ € Fu such that Fyr = F(£). An FSS scheme
(SPFSS.Gen, SPFSS.FullEval) for sums of ¢* point functions, with domain Zy
and range F,x. Fix a basis (5,521,. .. 7§2k_1
Public input: A uniformly random a € R.
Correlation: For ¢ € [0, k—1], output (Xée), Z(()e)) € F2N and (X{¥, 2(") e 3N
such that Xée) * Xy) = Zé[) + de).

Gen: On input 1%,

) of For over Fa.

1. For o € {0,1}, i € {0,1}, sample random vectors A’ « Zk and bl «+

F 1 d A} VA db
(F5e)"-

2. Sample FSS keys according to Eq.(7). For j € [0,k — 1],
(Ko7, Ky7) 4 SPFSS.Gen(1*, A§ 8 (A9)*, bY @ (b9)*)
(Ko7, Ky7) 4 SPFSS.Gen(1*, A B (A1)*, bj @ (b?)*)
(Ko7 K37 + SPFSS.Gen(1*, A B (A?)* b ® (b1)*)
(Ko7, K}7) + SPFSS.Gen(1*, Ag B (A})* b} ® (b1)*)

3. Set ko := ({K&7 Yicpo,3),j€00,6—1]> {A%, bb Yic(o,1})

4. Output (ko, k1).

Expand: On input (o, ko),

—_

- Parse ko as ({Kz” }icpo 3] sel0.6-1); {Az, b Fic o))
. Define elements of R: For i € {0,1}, //zo :=a - e) + el

¢ = 3 bilj] FAEL

JE[L,t]

[\

3. For ¢ € [0,k — 1], compute X = Tr(§2z (a-e2+ es)) € FY.

4. For i €[0,3], j € [1,k — 1], compute w’ := SPFSS.FullEval(o, K27) as R
element.

5. For ¢ € [1,k — 1], according to Eq (8), compute

£, o+ j , i1 , ,
A E Tr(f2 2@ T w4+ dF w4 aw?? + wg’J))
J€[0,k—1]

6. Output {Xg) , A Yoo, e—1]-
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Theorem D.1. Assume a secure FSS scheme SPFSS for sums of point functions
and Ring-LPN(R,t) is hard. Then there exists a PCG construction Cons] ¢ that
generates OLE correlations over Fy. If the SPFSS is based on a PRG : {0,1}* —
{0, 13222 via the PRG-based construction from | |, for generating kN OLE
correlations over g, we have that:

— Each party has seed size at most: 4kt*(log N(A+2) + A + k) + 2t(log N + k)
bits.

— The Expand procedure makes at most 4kt*N(1 + [k/X]) PRG calls and
O(k?>N log N) operations over Fo.

Remark D.1. The differences compared to Theorem 5.1 (from QA-SD) are that
now k = O(log N) and p = 2. Note here the optimizations from assuming regular
noise are not applied, since N might be a prime, e.g. when k is a Mersenne
prime.

D.2 Authenticated Boolean Triple Constructions from Ring-LPN

We show a PCG construction for authenticated Boolean triples from Ring-LPN
assumptions, which is analogue to Consf:thfmple (from QA-SD). For simplicity,
the construction makes use of SPDZ sharings.

~

. . /Fa
Construction 16: Consy 3y, 11

Parameters: Security parameter 1*, noise weight ¢ = t(\), n satisfying n > A
and k | g, Rk = Fou [X]/(XY — 1) where N | 28 —1 | € € Fyi s.t. For = Fa(€). Let
G :=Zn and F := Fyr. An FSS scheme (SPFSS.Gen, SPFSS.FullEval) for sums
of point functions, with domain Zy and range F,x or Fan. We abuse ¢ as a
fixed isomorphism map from Ry to IFQL, and from R, to FY,. The global MAC
key shares Ag, Ay € Fan are implicitly provided by authenticated multiplication
triples.

Public input: A uniformly random a € Ry.

Correlation: For ¢ € [0,k — 1], output ([[X“)]] , [[Y(Z)]] , IIZ“)]]), where

X vy® 7O ¢ FY such that X© « Y® = Z® and MAC key shares
Ao, Al € Fan.
Gen: On input 1%,

1. For o € {0,1}, i € {0,1}, sample random vectors AZ* AY* & G* and

bﬁ’%,bg‘f & (F*)* for the positions and values. Let A™* AY* ¢ G*' and
b™% b¥ € (F*)?' be the union of the corresponding positions and values.
Define elements of Ry:

™
I

2¢ _
D=3 ] XA = ™0 e
j=1

2t )
eVt .— Z by’i[j] . XAyﬂ[j]7 = Y + ¥l
Jj=1
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2. Share the value Az’i,Ay’i € _GQt and b™" b¥" € (F*)* to obtain
[[Ag“]] , [[Ay”]] and [b“ﬂ , [[by’l]] via consuming SPDZ sharings.
3. Sample FSS keys for [[X(Z)]] , [[Y(Z)]] according to Eq.(9). For i € {0,1},
Jje0,k—1],
— (Kg™7, K§™9) « SPFSS.Gen(1*, 8% [A™],®% [b>7])
— (K¥™, K¥'9) « SPFSS.Gen(1*, 8 [A¥],®% [b¥7])
4. Sample FSS keys for [[ )]] according to Eq. (10). For ¢, € [0,k — 1],

(K550 K7"7°) «+ SPFSS.Gen(1%, [[A””’O]]yﬁﬂ[[Ay’o]]Qj, )" @
(K" KD"") «+ SPFSS.Gen(1%, [[A“’O]]Qiaa[[Ay’l]]Zj, [[bx’o]]2i®
(K292, K77?)  SPFSS.Gen(1*, [A™']* B[a*°]”, [b™']" ®
(K5""% K{"%) + SPFSS.Gen(1%, [[Az’l]]Qiaa[[Ay’l]]Qj [[bz’l]]2i®

o) i,j19€{0,1} 2,i,4,k 1 FE[0,3]
5. For o € {0,1}, let k, = ({Kz"7, kgt Pt fregromyrelin ).
6. Output (ko, k1).

Expand: On input (o, ks):

@,ij peyying 1101} 2,1,k | #E[0,3]
o B L ({K" Ko }JG[Ok 1) ARSI ,je[O»kfll)'
2. For i € {0,1}, j € [0,k — 1], compute //View u" I u59 w'r as Ry elements.

[[ui’j]] < SPFSS.FullEval(o, K27, [[vi’j]] < SPFSS.FullEval(c, K¥*)

o

3. For 4,5 € [0,k — 1],k € [0, 3], compute
[[w”'”]] < SPFSS.FullEval(c, K27").
4. For ¢ € [0,k — 1], compute

SRR SR

JE€[0,k—1]

ol co 3, ¢ 1+ 1)

j€l0,k—1]
5. For ¢ € [0,k — 1], according to Eq.(10), compute

[[Z(g)]]a . ¢( Z 52@(21+2j)(a2i+2j ) [[wz,i,j,o]]

4,j€[0,k—1]

—|—a2i ) sz,i,j,l]] 4 azj ) [[wz,i,j,2]] + [[wz,i,j,s]] ))
6. For £ € [0,k — 1], output ([[X(D]] ,[[Y([)]] 7[[Z(Z)]] ) to P,, where
X©O Y® 70 ¢ Y. 7 7 7

o
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Theorem D.2. Assume a secure FSS scheme SPFSS for sums of point functions
and Ring-LPN(Ry, t) is hard. Then there exists a PCG construction Cons/Ah:fth_TnpIe
that generates authenticated Boolean triples. If the SPFSS is based on a PRG :
{0,1}* — {0,1}***2 wia the PRG-based construction from [ /], to produce
kN authenticated Boolean triples, we have that:

— Each party has seed size at most: (16k*t? + 8kt) - (A+2)log N + A+ (n +k))
bits.
k+
— The Expand procedure makes at most (16k>t? + 8kt) - (1 + [(M—g)—‘ )-N PRG

calls and O(k3N log N) operations over Far x Fon.

D.3 Semi-honest Distributed Setup from Ring-LPN

In this section, we show a protocol Hg'f_E_Setup that realizes the seed generation

functionality fgf_E_setup for OLE correlations from Ring-LPN assumptions against
a semi-honest adversary. Note that after the setup protocol, each party obtains
succinct representations of the sparse error vector via (postion,value) pairs and
succinct representations of the products of error vectors via DPFs.

Functionality 17: ]-'ng_setup ]

- 3
Parameters: Security parameter 1)‘7 PCGoLe := (PCGoLe.Gen, PCGoLe.Expand)
in line with Construction Consg? .
Functionality:
1. Sample (ko, k1) < PCGore.Gen(1*).
2. For o € {0,1}, output k. to P,.
_| Protocol 18: HgiE_Semp .

Parameters: Security parameter 1*, length N | 2¥ — 1, For = F,(€) and
R = Foi[X]/(XY — 1). Let G = Zn. Assume F := F,i. Let DPF be a distributed
point function DPF := (DPF.Gen, DPF.Eval) with domain size N and range Fox.
Assume each variable is shared via additive sharing, for instance [z] = (xo,x1).
Furthermore, it is given access to the functionalities Fopc and Fppr.
Protocol:

1. P, samples random vectors A2 AL & Gtand b2, bl & (F31)". We remark
that each pair (A, by ) defines a t-sparse element in R.
2. P inputs the positions and the values. For i € [0,1],5 € [1, ],

[AS11] < input(Po, AGD),  [bELi]] « Input(Po, Byls])-

3. Pi1 compute the positions and the values and then input them. For i €
[0,1],5 € [1,#],£ € [0,k — 1], compute 2° - A}{[j] and (bi[j])gz iteratively.
Then,

2 All]] « Input(Pr,2°- AL, [(biLi)*] + Input(P, (bi[i])).
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4. Compute the cross sums of positions and products of values. For £ € [0, k—1],

i,j € [1,1],
[a”z]  Add([AS[] [22 : Agm]), [551'2] « Mul([bg[i]] , [(b(f[ﬂ)#])
|a7] « Add([A3[] . [2° - AL, [877] + Mul([B3La] . | (630D ])
[o] < Ada([a8(a] , [2*- AL)). [B57] « Mul( o]  [30D™])
[aéﬂ]  Add([A[]], [25 ) A}[j]]), [ﬁéﬂ] < Mul([bp[d]] [(bﬂﬂ)ﬂ])

5. Convert the position value over G = Zy to binary value over {0, 1}/°&ICI1,
For k € [0,3],4,7 € [1,¢],£ € [0,k — 1],

. {0’1}“03”5’” G
[a;ﬂ} <—ToB|nary([ ”Z} )

6. Sample the FSS key shares via calling Fppr with domain size N and range
F,.. For k € [0,3],4,5 € [1,t],£ € [0,k — 1],

A 3000 PARCEM RS ije
(K™, K77™) e-7'—DF‘F([CV1@J ] ) [ ¥ ])

L iitr ) LE[0,k—1] 8
7. P, outputs ko := ({KGJ }”e[l t],€[0,3] {A bff}ie{o,l})'

Theorem D.3. The protocol HgQLEfsetup realizes the OLE seed generation func-

tionality ]:ngfsetup with security against semi-honest adversaries in the (Fopc, FDPF)-
hybrid model.

Proof. Note that ngLEfsetup securely evaluates each step of PCGorg setup Of

ConslgzLE. The SPFSS.Gen is implemented via calling the Fppr upon each nonzero
point. a

Remark D.2. The above protocol considers the ring R = Fqx[X]/(XY — 1), and
the “additions” are essentially computed over Zy .

D.4 PCG Setup Protocols from Ring-LPN with Malicious Security

We show a protocol for generating OLE correlations realizing the corruptible
OLE functionality Fre mal—oLE With security against malicious adversaries. The
underlying assumption is the Ring-LPN with static leakage, which was introduced
in | , Section 6.2]|. Intuitively, in the distributed setup protocol, an
adversary is able to maliciously guess a predicate on the positions of the error
vector. Our protocol for OLE over Fy is given in waépoLE-
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F
Protocol 19: II 2, .

Parameters: Security parameter 1%, noise weight ¢t = t(A), length N = P =1
F := For = Fo(¢) and Ry = For [X]/ (XY — 1). Let G = Zy. Let € N such
that n > X and k | n. Let DPF be a distributed point function DPF :=
(DPF.Gen, DPF.Eval) with domain size N and range Fyx or Fon. We abuse ¢
as a fixed isomorphism map from Ry to Fé\{c, and from R, to F2,. Assume
each variable is shared via a SPDZ-style authenticated sharing, for instance
[=] := ([=], , [z];) and [z], := (xo, Ms[z]) where & = xo+ 21, Mo[z] 4+ Mi[x] =
z - (Ao + A1) and (Ao, A;) is a sharing of the global key. For simplicity, the
malicious PowerP operation is implicitly represented as [-]* ‘. There exists an
implicit ToBinary function call before calling Fma—ppr. Furthermore, it is given
access to the functionalities Fopc and Fmal—ppF.

Input: A random element a € Ry.

Correlation: For 6 € [0,k — 1], output X(()Q), Z(()e),ng), de) € FY such that
X« X0 =28 + 7.

Protocol:

1. P, samples random vectors A% Al & Gt and b?, b & (F*)t. Note that
each pair (A}, b;,) defines a t-sparse element in Ry.

2. Input the position and values. For o € {0,1}, ¢ € [0,1], 5 € [1, 1],
[AL[]] « Input(Ps, AL[4]),  [beli]] < Input(Ps, by [5])

3. Generate FSS keys for HZ<0)]] according to Eq. (10). For ,j € [1,t], k,£ €
[0,k — 1], //Note there exists an implicit ToBinary function call before
(f“a“il'lg _/rma| DPF.

(K50, K9™) e Fraopr (2" [ASH] +2° [AS], [bS1° - [B20A]°)

(K Fmel) 7 oor(2° [AS[] + 2¢ [ALS], [POE] - [pRE])

(K2 Fimey o F L ooe(2% [ASE] + 2¢ [AS1], [ph] - [pPuI])

(K7™, K™% « Frar—ope (2" [Asl]] +2° [AL[5] [bé[i]]f” : [[bi[j]]]“)
4. Generate Xf,e). P, computes

0= 3 BY[] x4l el = 37 bl xAel

J€1,t] JE,t]

and

X9 = ¢(Tr(€” - (a- 5 +ep)).

5. Generate [[Z(e)]]. Set

. 1 —
K:ZO o 2 : K:;]néO7 K::Z o 2 : Kz;jné’

i,j€[t] i,j€[t]
K;ZZ o= Z Kz'rjfi[Z’ K:ZZS - Z K;jnl3.
B,j€[t] i,j€[t]

7




For 6 € [0,k — 1], compute
[[Z(e)]] - ¢( Z £20(2'<+2€) . (a2n+2€ o 7
7 1,0€[0,k—1]

+ a2 R o2 L K;Z?’)).

6. P, outputs (Xﬁf’), fo”). Note that we only output the sharing of Z(®

without the MAC shares, though we actually get HZ({”H.

Theorem D.4. Assume the hardness of Ring-LPN assumption with static leak-
age, then the protocol Hﬂé,ioLE implements the functionality r]f"\QaIfOLE in the
(Fapc, Fmal—DpE)-hybrid model against malicious adversaries.

D.5 Authenticated Boolean Triples from Ring-LPN

We define the ideal corruptible functionality for authenticated Boolean triples

. Fs . Fs . . . . .
in ]—"Auth_Triple, and give the protocol ITpGeh—Triple that realizes it with malicious
security.

Functionality 20: ffﬁthfﬂime

Parameters: Security parameter 1%, N | 28 — 1, & € Fyr s.t. For = Fo(€). Let
n € N such that n > X and k | n.

Functionality:

If both parties are honest,

Sample Ag, Ay & Fan and let A < Ag + A;.

Sample xo,X1,Y0,¥1 & FEY and let x = x0 4+ X1,y = yo + y1.

Let z + x xy € F&N.

Sample m; g, my,0,m; i IE"S,],V and let m;; < A-x —mgo,my,;
Ay —myo,m.1 < A-z—m,y.

5. For o € {0, 1}, output (Av,Xe, Yo, 20, Mg,0, My o, M ) t0 Ppy.

= 9P =

If P, is corrupted,

1. Wait for input (As,Xe, Yo, 2o, Ma,o, My o, M; o) € Fan x F3EN 5 F3EN from

the adversary.

2. Sample Ay, <$4 Fan and X1_6,y1-0 <$¥ ]F];N. Set A + Ap+ A1, x +
Xo+X1, Yy Yotyrandz=xx*y. Let m; 1o ¢ A-x—my o, my 1o
Ay—myoem.ig A-z2—m.,.

3. Output (Ai—6,X1—0,Y1-0sZ1—0, Mg1—g, My 1—0, M. 1—,) to the honest
party Pi_,.
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Protocol 21: HEﬁth_Triple

Parameters: Security parameter 1%, noise weight ¢t = t()\), length N | 2¥ — 1,
F := For = F2(¢) and Ri = For [X]/ (XY — 1). Let G = Zn. Let € N such
that » > X and k | 7. Let DPF be a distributed point function DPF :=
(DPF.Gen, DPF.Eval) with domain size N and range Fyx or Fon. We abuse ¢
as a fixed isomorphism map from Ry to IFQ{C, and from R, to F3,. Assume
each variable is shared via a SPDZ-style authenticated sharing, for instance
[=] := ([=], , [z];) and [z], := (zo, Mo[z]) where & = xo + 21, Mo[z] 4+ Mi[z] =
x - (Ao + A1) and (Ao, A1) is a sharing of the global key. For simplicity, the
malicious PowerP operation is implicitly represented as [H]Ql. There exists an
implicit ToBinary function call before calling Fma—ppr. Furthermore, it is given
access to the functionalities Fopc and Fmal—DPF-

Input: A random element a € Ry.

Protocol:

1. The parties sample the error vector and input them. For ¢ € {0,1}, P»
samples A% A% & Gt and b2, bY & (F*)!. For i € {0,1},j € [, 4],
(i) HA?TJ]H  Input(o, AZ"[j]), P[b?f[jlﬂ  Input(a, b3 [5]).
(ii) [AZ*[]] < Input(o, AL*[j]), [b&*[j]] < Input(a, by [j]).
Then P, obtains { [A™°[f]]_, [b™*[j]],, [A¥"[4]], , [p**l4]], }
2. Generate FSS keys for ([[X(a)]] ) [[Y“”]]) according to Eq.(9). For ¢ € {0, 1},
j €[1,2t], £ € [0,k — 1], //Note there exists an implicit ToBinary function
call before calling Fmal—ppr-
2@

(K7, K79 ¢ Foaore(2’ - [A1] o] )
Ky,i,j,f Ky,i,j,f F 2@_ Ay,i . by,i . 2
(Ko™, K™% <= Fmal—opr( Ul [l )

3. Generate FSS keys for [[Z(e)]] according to Eq. (10). For i,5 € [1,2t],

k,€ € [0,k —1], //Note there exists an implicit ToBinary function call before
calling Fmal—ppF.

(KH0, KI“)  Fuaope(2® [A7001] +2° [ar1]  [o=m] " - [o°1]*)
(Kéjnél,Kijnél) o ]:maI—DPF(Zﬁ HAm,o[i]]] + ot [[Ay 1[]]]1 , ﬂbwyom]] 28 Hby 1[]]]]22)
(K52, K9°%)  Faope(2® [ 4] + 2 [aro] [ ] - o]
(Kéjnl?’,KiijrdS) = B orE(@F ﬂAm 1[1]]] +2¢ [[Ay,lm]l , [b”’l[l]]] 2" [[by’l[j]]]ﬂ)

4. Generate ([[X<0>]] , [[Y(‘g)]]). Set

i ) i 0 i 0
K;"L, = E Kgy’b,.], , Kgﬂx = E Kgﬂlﬂy .

J€[1,2t] JE[1,21]
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For 6 € [0, k — 1], compute
[x] =0 > €@ K+ KIM)
7 ]

£€[0,k—1

HY(e)HG — <Z5( Z £2e+e . (azz .K},”O‘é +K§i’u))

£€[0,k—1]

5. Generate [[Z(B)]]. Set

¥4 1] KL 21 1 kl1
K50 = 3" K7™ KM= > K,

i,j €[2t] i,j€[2t]
2 ij b2 23 ijre3
K;~ = E KJ™, K77 := E K7,
1, €[2t] 1,5 €[2t]

For 0 € [0, k — 1], compute
[[Z(f))]] o ¢( Z 529(2%2‘) ) (a2"“+2£ L K00
7 r5,£€[0,k—1]

+a*" K 4 azf K2 K;B)),
6. P, outputs ([[X(G)]] 7[[Y(H)]] ’[[Zw)]] )

Theorem D.5. Assume the hardness of Ring-LPN assumption with static leak-

age, then the protocol HAFﬁth_Triple implements the functionality ]—'IAFﬁth_Triple in the

(Fapc, Fmal—DpE)-hybrid model against malicious adversaries.
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