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Abstract

In modern cryptography, relatively few instantiations of founda-
tional cryptographic primitives are used across most cryptographic
protocols. For example, elliptic curve groups are typically instan-
tiated using P-256, P-384, Curve25519, or Curve448, while block
ciphers are commonly instantiated with AES, and hash functions
with SHA-2, SHA-3, or SHAKE. This limited diversity raises con-
cerns that an adversary with nation-state-level resources could
perform a preprocessing attack, generating a hint that might later
be exploited to break protocols built on these primitives. It is often
notoriously challenging to analyze and upper bound the advan-
tage of a preprocessing attacker even if we assume that we have
idealized instantiations of our cryptographic primitives (ideal per-
mutations, ideal ciphers, random oracles, generic groups). Coretti
et al. (CRYPTO/EUROCRYPT 18) demonstrated a powerful frame-
work to simplify the analysis of preprocessing attacks, but they
only proved that their framework applies when the cryptographic
protocol uses a single idealized primitive. In practice, however,
cryptographic constructions often utilize multiple different crypto-
graphic primitives.

We verify that Coretti et al. (CRYPTO/EUROCRYPT’18)’s frame-
work extends to settings with multiple idealized primitives and we
apply this framework to analyze the multi-user security of (short)
Schnorr Signatures and the CCA-security of PSEC-KEM against pre-
processing attackers in the Random Oracle Model (ROM) plus the
Generic Group Model (GGM). Prior work of Blocki and Lee (EURO-
CRYPT’22) used complicated compression arguments to analyze the
security of key-prefixed short Schnorr signatures where the random
oracle is salted with the user’s public key. However, the security
analysis did not extend to standardized implementations of Schnorr
Signatures (e.g., BSI-TR-03111 or ISO/IEC 14888-3) which do not
adopt key-prefixing, but take other measures to protect against pre-
processing attacks by disallowing signatures that use a preimage
of 0. Blocki and Lee (EUROCRYPT’22) left the (in)security of such
“nonzero Schnorr Signature” constructions as an open question. We
fully resolve this open question demonstrating that (short) nonzero
Schnorr Signatures are also secure against preprocessing attacks.
We also analyze PSEC-KEM in the ROM+GGM demonstrating that
this Key Encapsulation Mechanism (KEM) is CPA-secure against
preprocessing attacks.
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1 Introduction

Many cryptographic protocols can be designed and analyzed from
a handful of primitives. For example, the Schnorr signature scheme
[38] uses an elliptic curve group and a cryptographic hash function
while the simple oblivious transfer protocol [10] uses an elliptic
curve group, a cryptographic hash function, and a block cipher.
In practice, there are only a small number of viable instantiations
of each of these cryptographic primitives, e.g., AES, Triple DES,
SHA-2, SHA-3, SHAKE, P-256, P-384, Curve25519, Curve448, and
so on. This raises the concern that an attacker with nation-state-
level resources might attempt to execute a preprocessing attack. A
preprocessing attacker invests massive computational resources
to generate a hint in the hope that this hint will help an online
attacker quickly break cryptographic protocols that use the same
instantiations of our cryptographic primitives.

There is a line of prior work considering preprocessing attacks
on various cryptographic primitives and underlying problems, e.g.,
on the discrete-log problem [5, 9, 11, 14, 30, 37], on the distributed
discrete-log problem [28], on block ciphers [17, 27, 45] on the Com-
putational/Decisional Diffie-Hellman problem [14, 37], on the salted
Merkle-Damgard construction [2, 3, 12, 25, 26], on Sponge hashing
[11, 24], on Schnorr signatures [6, 18], and much more. For example,
Corrigan-Gibbs and Kogan [14] proved that any preprocessing at-
tacker succeeds in solving the discrete log problem with probability
at most O (Sq?/p) where p is the size of the generic group, S is the
size of the hint generated by the offline attacker, and q is the total
number of online queries and they also gave a generic attack that
matched this upper bound.

Many of these preprocessing lower bounds [2, 6, 14, 15, 17] uti-
lized complex and technically challenging compression arguments
which made it difficult to easily extend the ideas to new problems.
Coretti et al. [12] introduced a comprehensive framework aimed
at simplifying security analyses in the context of preprocessing in
the Random Oracle Model (ROM) [4] by proving improved bounds
for Unruh’s pre-sampling technique [44]. In particular, Coretti et al.
[12] showed how to translate the security in the Bit-Fixing ROM
(BF-ROM) [44] into the security in the Auxiliary-Input ROM (AI-
ROM). In the BF-ROM, the preprocessing attacker is allowed to fix P
random input/output pairs for the random oracle and the remaining
outputs are selected uniformly at random, whereas in the AI-ROM,
the preprocessing attacker, after interacting with the random ora-
cle (possibly making every possible query), generates a S-bit hint
for the online attacker. While the BF-ROM is not compelling as a
realistic model of preprocessing attacks in the real world, it is often
significantly easier to upper bound the attacker’s advantage in the
BF-ROM. For example, consider the function inversion problem
where we are given a random string y € {0, 1}* and the goal is
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to find an input x such that f(x) = y. In the BF-ROM, it is trivial
to upper bound the attacker’s success probability as (P + ¢)/2*
where g denotes the number of random oracle queries made by
the online attacker. The classical Auxiliary-Input ROM (AI-ROM)
is more realistic model of real-world attacks, but proving lower
bounds in this model often involves the use of notoriously chal-
lenging compressing arguments. Coretti et al. [12] showed how
upper bounds on the attacker’s advantage in the BF-ROM egf p 4
imply upper bounds in the AI-ROM e s 4. In particular, if any bit-
fixing attacker who can fix P points in the offline phase and make ¢
queries in the online phase succeeds with probability at most egf p,q
then any AI-ROM attacker utilizing S-bit hints and making g online
queries succeeds with probability at most ea|,s < epf,p,q+O(Sq/P).
As a concrete example, this immediately implies a lower bound

of O(\/Sq/ 2)‘) for the function inversion problem in the AI-ROM

by setting P = y/Sq2%. This matches state-of-the-art lower bounds
[2] for the function inversion problem obtained using complicated
compression arguments. Coretti et al. [11] extended the BF-ROM
framework [12] to encompass other idealized primitives includ-
ing the Generic Group Model (GGM) [33, 42], Ideal Cipher Model
(ICM), and Random Permutation Model (RPM). They proved that
(1) BF-GGM lower bounds yield AI-GGM lower bounds with a sim-
ilar additive loss O(Sq/P), (2) BF-ICM lower bounds yield AI-ICM
lower bounds with a similar additive loss O(Sq/P), and (3) BF-RPM
lower bounds yield AI-RPM lower bounds with a similar additive
loss O(Sq/P).

Technically, the results in Coretti et al. [11, 12] are only stated
for a single idealized primitive, while many cryptographic construc-
tions utilize several primitives, e.g., Schnorr signatures and PSEC-
KEM (Provably Secure Elliptic Curve-Key Encapsulation Mecha-
nism; an El-Gamal-based key encapsulation mechanism developed
by NTT [41, 43]) both utilize elliptic curve groups and cryptographic
hash functions. Thus, if we want to analyze the security of these
constructions against preprocessing attacks, we will be working
with multiple idealized primitives. For example, Blocki and Lee
[6] analyzed the multi-user security of (short) Schnorr signatures
against preprocessing attackers in the ROM+GGM. In particular,
they established the multi-user security of key-prefixed Schnorr
signatures against preprocessing attackers — key-prefixed Schnorr
Signatures salt the random oracle with the user’s public key. How-
ever, their analysis involved a complicated compression argument,
and for technical reasons, they needed to place a time-restriction
on the preprocessing attacker so that the preprocessing attack can
only examine the random oracle on a negligibly small fraction of

inputs (e.g., the attacker can only examine 234

of the total possi-
ble 244 input/output pairs). The security proof also did not extend
to the original Schnorr signature scheme without key-prefixing
since this scheme is trivially broken by preprocessing attacks who
can find a pre-image of 0. In particular, the preprocessing attacker
can simply output a pair (r,m) such that H(g"||m) = 0 so that
o = (r,0) becomes a universal signature for the message m which
will validate under any public key! Standardized implementations
of Schnorr Signatures (e.g., BSI-TR-03111 [21] or ISO/IEC 14888-3
[23]) do not adopt key-prefixing, but explicitly disallow those “e = 0
signatures”. We refer to such implementations as Nonzero Schnorr
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Signatures. Thus, it is unclear whether or not Nonzero Schnorr Sig-
natures are secure against preprocessing attacks. Establishing the
(in)security of Nonzero Schnorr Signatures against preprocessing
attacks was left as an open research direction [6]. This leads us to
ask the following questions:

e Does Coretti et al.’s BF-to-Al framework extend to settings
with multiple idealized models?

e Do (short) key-prefixed Schnorr Signatures remain secure
against preprocessing attackers if we do not limit the at-
tacker’s running time during the preprocessing phase?

o Are standardized implementations of Schnorr signatures (no
key-prefixing, e = 0 signatures explicitly disallowed) secure
against preprocessing attacks?

o Can we establish the preprocessing security of other cryp-
tographic protocols, e.g., PSEC-KEM, which utilize multiple
idealized models?

1.1 Our Contributions

We first verify that the results of Coretti et al. [11, 12] extend to
settings with multiple idealized models. In hindsight this result is
not particularly surprising, but Coretti et al. [11, 12] never consider
this setting so it is necessary to verify that the framework still
applies. We show that the framework actually allows us to analyze
constructions and protocols that utilize multiple random oracles,
generic group oracles, ideal ciphers, and random permutations.
In particular, we verify that Bit-Fixing upper bounds yield upper
bounds on the attacker’s success rate in the Auxiliary-Input model
with an additive loss O(Sq/P). Here, S denotes the size of the hint
generated by the offline attacker in the Auxiliary-Input model, P
denotes the total number of input/output pairs fixed by our Bit-
Fixing attacker across all idealized primitives and g denotes the
total number of oracle queries made by the online attacker across
all idealized models.

THEOREM 1.1 (INFORMAL). Ifan application G is secure with proba-
bility ¢’ in the Bit-Fixing multiple idealized models (e.g., ROM+GGM+
ICM) which fixes P coordinates of random oracles/generic group or-
acles/ideal ciphers in total, then it is also secure with probability ¢
in the corresponding Auxiliary-Input multiple idealized model with
an S-bit hint, with e < ¢’ + O(Sq/P) where q is the combined online
query complexity corresponding to G that corresponds to the random
oracles/generic group oracles/ideal ciphers (see Definition B.1 and
Theorem B.4).

This resolves our first question in the affirmative. In the formal
statement of the theorem (Theorem B.4), we establish slightly more
refined bounds when we have separate upper bounds on the number
of queries to each ideal oracle. Note that in the Auxiliary-Input
model, the S-bit hint could encode information about relationships
between the various ideal oracles, e.g., the hint could identify two
generic group elements that hash to the same value under our
random oracle. Thus, we cannot simply apply the results of Coretti
et al. [11] separately to each idealized primitive in a black-box
manner. However, the proof of Theorem B.4 closely follows prior
analysis of Coretti et al. [11, 12] so in hindsight the final result is not
particularly “surprising.” In any case it is useful to formally verify
that the framework extends to settings with multiple idealized
models.
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Application 1: Multi-User Security of Short Nonzero Schnorr Sig-
natures Against Preprocessing Attacks. We leverage Theorem 1.1
to analyze the multi-user security of key-prefixed short Schnorr
signatures and regular (non-key-prefixed) short nonzero Schnorr
signatures in the ROM+GGM, answering our second and third
question in the affirmative. Here, we use nonzero Schnorr signatures
to refer to implementations where we explicitly disallow e = 0
signatures (see Definition 4.1 for the formal definition). We first
upper bound the success rate of a multi-user signature forgery
attacker in the Bit-Fixing model and then leverage Theorem 1.1
to obtain upper bounds in the Auxiliary-Input model where the
preprocessing attacker outputs an S-bit hint after performing an
unbounded number of queries to the generic group oracles as well
as the random oracles.

In the Bit-Fixing model, we are able to upper bound the attacker’s

advantage as O(qP /p+q/ 2’1) where p is the size of our generic

group and A denotes the number of output bits for our random ora-
cle. This bound holds for both key-prefixed short Schnorr signatures
and for nonzero Schnorr signatures without key-prefixing. We note
that this upper bound on the advantage of a bit-fixing attacker is
tight as a bit-fixing attacker can solve the discrete log problem with
advantage Q(qP/p). Now setting P = Sq, we can upper bound the

advantage of an auxiliary-input attacker as O(Sq2 /p+q/ ZA).

THEOREM 1.2 (INFORMAL). Any preprocessing attacker that is un-
bounded and outputs an S-bit hint during the preprocessing phase
and makes at most qon queries during the online phase wins the
multi-user signature forgery game (chosen message attack) against
the short nonzero Schnorr signature scheme with probability at most

221 plus

O(Sq(zm/p + qon/ZA) in the generic group model of order p >
programmable random oracle model (see Theorem 4.5). Essentially
the same result holds for key-prefixed short Schnorr signatures as well

(see Theorem C.2).

We slightly oversimplified the above statement of Theorem 1.2
by hiding lower order terms involving the number of users N'. If
we want to achieve A-bit security? against a preprocessing attacker
with an S-bit hint we need to set p > 2248 so that S¢?/p < ¢?2724 <
qZ_A.

Previous work [6] gave an upper bound ofO(chz)n log p/p + qon /2’1)

for short key-prefixed Schnorr signatures. Compared to this bound,
we stress that (1) our bound is tighter, and furthermore (2) our result
is more general in that we do not impose any limitation on the run-
ning time of the offline attacker. We remark that one can actually
achieve A-bit security for slightly smaller group size, i.e., we require
p = 221§ instead of requiring p ~ 2245 log p. This is due to the
missing log p term reduces the required signature length to 3.54
(see discussion below) instead of 3.54 + O(log 1) [6]. Furthermore,
we stress that our results also resolve an open question [6] left
about the preprocessing security of nonzero Schnorr signatures.

Terms involving N are dominated will all be lower-order terms unless the number
of users is implausibly large, e.g., N > min{2%, Sq} where q is the total number of
oracle queries made by the attacker.

ZFor “A-bit security” we require that for any running time parameter ¢ < 2% that any
attacker running in time ¢ succeeds with probability at most O(£/24).

Theorem 1.2 provides valuable insights into the security of short
nonzero Schnorr signatures. It demonstrates that by suitably select-
ing parameters, these signatures can achieve A bits of multi-user
security, even in the presence of preprocessing attacks. In partic-
ular, when setting p ~ 2245 and utilizing A-bit hash outputs, the
short nonzero Schnorr signatures maintain A bits of multi-user secu-
rity against our preprocessing attacker. For instance, if we choose
S = 24/2 then setting p ~ 22 results in signatures of length
A+logp ~ 3.5A bits, which is shorter than that of regular Schnorr
signatures (which require 44 bits).

Application 2: Security of PSEC-KEM Against Preprocessing At-
tacks. Another application of our result is analyzing the preprocess-
ing security of an El-Gamal-based key encapsulation mechanism
called PSEC-KEM [41, 43] in the ROM+GGM, answering our final
question in the affirmative as well. PSEC-KEM has several standard-
ized implementation [1, 22, 41] and achieves provable security in
the ROM plus the hardness assumption of the discrete logarithm
problem [7, 32, 41], yet the preprocessing security of PSEC-KEM
has never been studied. We show that PSEC-KEM is CPA-secure
against preprocessing attacks. In particular, we prove that PSEC-
KEM is CPA-secure in the Bit-Fixing ROM+GGM then apply Theo-
rem 1.1 to prove CPA security in the Auxiliary-Input ROM+GGM.
In the Bit-Fixing model, we upper bound the attacker’s advantage

as1/2+ O(qP/p +qP/2M + q/2’1) where A; specifies the length of
certain hash inputs/outputs in the PSEC-KEM protocol and p is the

size of our generic group. Setting P = Sq, we obtain the following
bound for the advantage of an auxiliary-input attacker.

THEOREM 1.3 (INFORMAL). Any preprocessing attacker that is un-
bounded and outputs an S-bit hint during the preprocessing phase and
makes at most qon queries during the online phase wins the CPA in-
distinguishability game against PSEC-KEM with probability at most

% + O(ngn/p +5q2,/2M + qon/ZA) in the generic group model of

order p > 224 plus programmable random oracle model where A1
specifies the length of certain hash inputs/outputs in the PSEC-KEM
protocol (see Theorem 5.4).

A key ingredient in proving the preprocessing security of PSEC-
KEM is via reduction from a new game called the quadratic bridge-
finding game, where the goal of the attacker is to output a cer-
tain quadratic relationship between the unknown values (see Sec-
tion 5.1). We prove that the probability to win the quadratic bridge-
finding game for the bit-fixing attacker is upper bounded by O(Pq/p).
From Theorem 1.3, one could observe that PSEC-KEM achieves A
bits of preprocessing security by setting p ~ 2%4$ and setting the
hash output length A4; = 24 + log S.

1.2 Related Work

The Random Oracle Model. The Random Oracle Model (ROM) is
a type of an idealized model formalized by Bellare and Rogaway
[4], in which we model a cryptographic hash function H as a truly
random function.

The Generic Group Model. The Generic Group Model (GGM) is
an idealized model proposed by Shoup [42]. One key motivation
of the GGM is that it can be used to analyze several computational
hardness assumptions. In particular, Shoup [42] proved that the



discrete-log problem in a group of prime order p requires Q(+/p)
to solve, and the same lower bound holds for Computational Diffie-
Hellman (CDH) problem and Decisional Diffie-Hellman (DDH)
problem as well.

We remark that there are different GGMs; Schnorr and Jakobs-
son’s model [39] where the attacker is not directly given a labeling
map, Maurer’s model [31] that uses pointers instead of random
encoding of a group, and Kiltz et al’s model [29] in which the
generic group oracle maintains a global counter. While those mod-
els are incomparable in general, Zhandry [46] argued that Shoup’s
model should be preferred as Maurer’s model fails to capture many
generic techniques such as Merkle-Damgéard transform, Feistel net-
work, authenticated encryption, etc. Blocki and Lee [6] also noted
that Schnorr and Jakobsson’s model and Kiltz et al’s model do not
provide a natural way to analyze preprocessing security since the
attacker is never given bit encodings of group elements which could
be processed outside of the generic group oracles. Because we are
focused on preprocessing attacks, we will utilize Shoup’s GGM in
this paper.

Equivalence of ROM and ICM. The Ideal Cipher Model (ICM)
[40] and the Random Permutation Model (RPM) are widely used
idealized models which often offer a simple framework to analyze
the security of practical cryptographic protocols and constructions.
It is known that the ROM and the ICM are equivalent by Coron
et al. [13] in a sense that one can build an ideal cipher from a ran-
dom oracle and vice versa. In particular, Coron et al. proved that
a 6-round Luby-Rackoff Feistel network is indifferentiable from a
random permutation. Given that one can construct ideal ciphers
from random oracles (or vice versa) one may wonder whether it
is necessary to develop tools to analyze preprocessing security
in multiple different idealized models. We note that the concrete
security guarantee is not ideal as the distinguishing advantage is
upper bounded as O(¢'®/2%). Dai and Steinburger [16] improved
this bound to O(¢®/ 2%), but one would still need to select a much
larger security parameter, e.g., A = 81" achieves A’-bit security.
Furthermore, the indifferentiability results [13, 16] do not consider
preprocessing attackers and it is unknown whether these indiffer-
entiability results can be extended to the Bit-Fixing model or to the
Auxiliary-Input model. Thus, it is still useful to develop tools to
establish preprocessing security with multiple idealized models.

Short Schnorr Signatures. Schnorr’s original paper [38] proposed
the idea of shortening Schnorr Signatures by truncating the hash
output. The security of the Short Schnorr Signature scheme has
been subsequently studied under a variety of assumptions/settings,
e.g., see [6, 29, 34, 39], but only [6] considers preprocessing security.
We compare our results with [6] extensively throughout the paper.

Preprocessing Attacks and Lower Bounds. There is a long line of
work analyzing the security of various cryptogrphic primitivies
against preprocessing attacks, e.g., [2, 5, 9, 11, 14, 15, 17, 24, 27, 30,
44, 45]. The presampling framework of Coretti et al. [11, 12] is most
directly related to our paper and is discussed in Section 3.

2 Preliminaries

Let N be the set of positive integers, and we define [N] := {1,..., N}
for N € N. Throughout the paper, we denote the security parameter
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by A. We define Z,, to be a cyclic group of integers modulo p. We
say that x = (x1,...,xN) € Zf,\] is an N-dimensional vector over
Zg] , and for each i € [N], we define i; to be the i N-dimensional
unit vector, i.e., the i element of ; is 1, and all other elements
are 0 elsewhere. For simplicity, we let log(-) be a log with base 2,
ie, log x = log, x. The notation «$ denotes a uniformly random
sampling, e.g., we say x < Z, when x is sampled uniformly at
random from Z,.

Operations in Idealized Models. In the ROM, the only way for the
adversary to compute H(x) is querying x to H as an oracle. If x
has not been queried before, then the value of H(x) is uniformly at
random.

As the name suggests, the GGM only allows the adversary to
have access to a random representation of a group which is done
by a randomly chosen encoding (labeling) so that the adversary
can only make the group operations in a black-box manner. More
precisely, given a cyclic group G = (g) of prime order p, a random
injective encoding (labeling) map 7 : Z, — G, where G is the set of
bit strings of length ¢ > [log p], and we encode the discrete log of a
group element instead of the group element itself for simplicity. In
the GGM, the adversary is only given access to oraclesMult(-,-) and
Inv(-) which computes the group operation indirectly in G, as well
as the encoding of the generator of G, i.e., g = 7(1). In particular, for
(a,b) € GXG, the oracles work as Mult(a, b) = 7(r~(a) +7~1(b))
and Inv(a) = 7(-t"1(a)) ifa,b € 7(G).3

In the RPM, all parties have oracle access to a uniform permuta-
tion P and its inverse P71, i.e., P71 (P(x)) = x. The RPM has been
used as a framework to analyze key-alternating ciphers (e.g., AES
[36]), Even-Mansour cipher [20], and sponge-based constructions
such as SHA-3 [19, 35]. In the ICM which goes back to Shannon
[40], we assume that the block cipher is a random permutation
for every key K. In particular, for any fixed key K, the function
Eg(x) = E(K,x) is a truly random permutations with inverse
EI_<1 (y) = E"1(K,y), ie., EI_<1 (Eg(x)) = x. In the ICM, all parties
(honest parties and adversaries included) have oracle access to the
block cipher E(-,-) and its inverse E~1(-, -). If Alice and Bob share
a secret key K then they can both evaluate the permutation Eg (-)
and its inverse EI_(I (), but a party who does not have K will not
be able to perform this computation using the block cipher oracles
E(-,-)or ET1(,-).

3 Background: Bit-Fixing/Auxiliary-Input
ROM+GGM and Extension to Multiple
Idealized Models

Coretti et al. [11, 12] introduced a breakthrough technique that
generically translates the lower bound in the Bit-Fixing idealized
model (e.g., ROM, GGM, ICM, or RPM) to the lower bound in the
corresponding Auxiliary-Input model with optimal additive secu-
rity loss. Bit-Fixing model was first introduced by Unruh [44] and
formalized by Coretti et al. [12]. In the Bit-Fixing model with a
parameter P € N, P arbitrary input/output pairs can be fixed in
advance and the rest of the coordinates are chosen at random in

3We can also define an oracle Pow(a, n) := 7(nz~!(a)) for convenience, which can
be computed by making O(log n) oracle calls to Mult using the standard modular
exponentiation algorithm.
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the preprocessing phase, which is independent of the fixed pairs.
Furthermore, the S-bit hint of the preprocessing attacker in the
Bit-Fixing model can only depend on those P fixed points. On the
other hand, in the Auxiliary-Input model, the preprocessing-phase
attacker is unbounded and outputs an S-bit hint for the online at-
tacker after viewing the entire truth table of the corresponding
oracle, which characterizes preprocessing attacks in a more feasible
way.

Even though the Bit-Fixing model is not a compelling model
for capturing preprocessing attacks, it happens to be much eas-
ier to prove lower bounds in the Bit-Fixing model instead of the
Auxiliary-Input model which often times uses a complicated com-
pression argument, e.g., see [14]. Furthermore, since there exists a
generic translation of the lower bound in the Bit-Fixing model to the
Auxiliary-Input model [11, 12], we can conduct a simpler analysis
in the Bit-Fixing model and make a transition to the Auxiliary-Input
model.

While prior work focused on a single idealized model, there are
several cryptographic primitives that rely on multiple idealized
models; for instance, the security analysis of short Schnorr sig-
natures and PSEC-KEM relies on both the Random Oracle Model
plus the Generic Group Model [6], and the security of a simple
oblivious transfer protocol [10] even relies on three different ideal-
ized models — Random Oracle Model, Generic Group Model, and
Ideal Cipher Model. Hence, it is crucial to have a generic trans-
lation from a Bit-Fixing model with multiple idealized models to
an Auxiliary-Input model with the corresponding idealized mod-
els. As a warmup, we consider the ROM+GGM which can be used
to analyze the multi-user security of Schnorr signatures against
preprocessing attacks and the security of an El-Gamal-based key
encapsulation mechanism.

Informal Definition of the Bit-Fixing (BF) ROM+GGM. We use
the notation BF-RO+GG(Py, P2, m, A, p, £) to denote the Bit-Fixing
model with a random oracle H : {0,1}" — {0,1}* and a generic
group of size p with group elements encoded as ¢-bit strings using
a random injective map 7 : Zp — {0, 1}f where ¢ > [log, p]. In
this model, the preprocessing attacker Ay may fix Py (resp. P2)
input/output pairs for the random oracle H (resp. injective map 7)
and then output an S-bit hint for the online attacker Ayp to use.
However, the remaining input/output pairs are picked randomly
(resp. randomly subject to the constraint that 7 is still an injective
map) and entirely uncorrelated with the S-bit hint output by the
preprocessing attacker. We say that an application is (S, T1, T2, €)-
secure in the BF-RO+GG(Py, P2, m, A, p, £)-model if any attacker
A= (Apre, Aon) wins the security game for our application with
probability at most €. Here, we constrain the online attacker to
make at most Tj (resp. Tz) random oracle queries (resp. generic
group queries). As before, we constrain the preprocessing attacker
Apre to fix at most Py (resp. Pz) points in the random oracle (resp.
injective map 7) and to output a hint of length at most S bits. While
the Bit-Fixing model is not a particularly compelling model of
preprocessing attacks, it is a useful tool to simplify security anal-
ysis in more realistic settings such as the Auxiliary-Input model
(AI). See Section A.2 for a more formal definition of the Bit-Fixing
ROM+GGM.

Informal Definition of the Auxiliary-Input (AI) ROM+GGM. We
use the notation AI-RO+GG(m, A, p, £) to denote the Auxiliary-
Input model with a random oracle H : {0,1}'"" — {0, 1} and
a generic group of size p with group elements encoded as ¢-bit
strings using a random injective map 7 : Z, — {0, 1}¥ where
¢ > [log, p]. In this model, the preprocessing attacker Apre may
examine the entire input/output tables of the random oracle H
and the injective map 7 and then output an S-bit hint for the on-
line attacker Ayn. We say that an application is (S, Ty, T2, €)-secure
in the AI-RO+GG(m, A, p, £)-model if any preprocessing attacker
A = (Apre, Aon) Wins the security game for our application with
probability at most €. Here, we constrain the online attacker to
make at most Tj (resp. T2) random oracle queries (resp. generic
group queries) and, as before, we constrain the offline attacker
Apre to output an S-bit hint. See Section A.2 for a more formal
definition of the Auxiliary-Input ROM+GGM.

Additive Error for Arbitrary Applications in the ROM+GGM. The
main result considering BF-ROM+GGM to AI-ROM+GGM transi-
tion is stated in Theorem 3.1 below. The security bound references
the combined query complexity of our application G. Intuitively,
(Tl)CG‘”"b (resp. (Tg)&omb) denotes the total number of random or-
acle (resp. generic group) queries made by our online attacker
Aon as well as by the challenger in the security game for G. In
all of our applications, combined query complexity is not substan-
tially larger than the query complexity of the online attacker, i.e.,
(TH&mb = O(T;) for i = 1,2.

THEOREM 3.1. Foreveryy > 0, if an application G is (S, Th, Tz, €')-
secure in the BF-RO+GG(Py, Po, m, A, p, £)-model for any P, Py € N
such that PiA + Py log(p/e) < n, then it is (S, Th, Tz, €)-secure in the
Al-RO+GG(m, A, p, £)-model, for

2(5 +log 1) ((Tl)g"“ba +3(T)@mP log p)
e<ée + +2y,
n
where e is the Euler constant, and (Tl)g’mb and (Tg)g)mb are the
combined query complexity corresponding to G that corresponds to
the random oracle and the generic group oracle, respectively.

Proor INTUITION. Our proof of Theorem 3.1 follows a similar
approach to Coretti et al. [11, 12]. We first introduce the notion of a
(P1, P2, 1 — §)-dense source as a slight generalization of a (P, 1—0)-
dense source [11, 12]. Intuitively, a (P, P2, 1 — §)-dense source is
a pair of random variables (X, Y) where X (resp. Y) corresponds
to a function H (resp. injective map 7) that is fixed on at most
P; (resp. P2) coordinates and for any subsets (I, I2) of non-fixed
inputs, the minimum entropy of the pair (Xp,, Yz,) is (1 — §)-close
to the minimum entropy that we would have had if, on all of the
remaining non-fixed points, H was a truly random function and ¢
was truly random injective function. Formally, we require

Hoo (X0, ¥3) 2 (1= 6) [ 112 + log(p - P21

where a2 = al/(a — b)!. See Definition A.1 for a formal definition
of dense sources. Following the strategy of Coretti et al. [11, 12],
we then show (see Claim 1) that for every leaky source (i.e., the
random oracle H and injective map 7 after the preprocessing at-
tacker provides an S-bit hint) is y-close to a convex combination



of sources such that each source in the convex combination is
(P, P;, 1 — 6)-dense for some P; and P, which satisfies
S, +logy~!

5 .

In Claim 2, we then upper bound the probability that a distin-
guisher can differentiate between a (P’,Pé, 1 — §)-dense source
and the corresponding (P;, P;)-Bit-Fixing source. Taken in combi-
nation, this allows us to prove Theorem 3.1. See more details in

Appendix A. O

P{A+Pylog(p/e) <

Multiplicative Error for Unpredictability Applications in the ROM+
GGM. Coretti et al. [12, Theorem 6] further proved that for any
unpredictability application, the security bound from the BF-ROM
translates into the AI-ROM at the cost of a multiplicative factor of
2. Here, we verify that a similar translation can be applied from
the BF-ROM+GGM to the AI-ROM+GGM, which is formalized in
the following Theorem. The proof of Theorem 3.2 can be found in
Appendix A.

THEOREM 3.2. For every y > 0, if an unpredictability application
G is (S, T1, Tz, €’)-secure in the BE-RO+GG(Py, P, m, A, p, £)-model
for any Py, P, € N satisfying

(S +logy™) ((T)E™1+3(T)E™ log p) < PrA+ Py log(p/e),
then it is (S, Ty, Ty, €) -secure in the AI-RO+GG(m, A, p, £)-model, for
e<2¢ +2y,

where e is the Euler’s number.

Generalization to Additional Idealized Models. The applications
we consider in this paper only utilize the ROM+GGM, but other
cryptographic constructions and protocols may utilize other primi-
tives such as block ciphers or random permutations. For example,
instantiations of protocols like TLS may utilize multiple hash func-
tions (modeled as random oracles), elliptic curve groups (modeled as
generic groups), and block ciphers (modeled as ideal ciphers). Thus,
we generalize the results Theorem 3.1 and Theorem 3.2 to the setting
where we have multiple different random oracles, generic groups,
ideal ciphers, and ideal random permutations. Intuitively, we gener-
alize the BFE-ROM+GGM BF-RO+GG(Py, Po, m, A, p, £) to obtain a
Bit-Fixing ROM+GGM+ICM BF-RO+GG+IC(P, Q, R, {M;, N;}!

=1

{pj t’j};.lil, {Kr, Ck}Zil) where we have n; random oracles Hy, ..., Hp

with varying domains/ranges (H; : [M;] — [N;]), n2 Generic
Groups of varying sizes with associated mappings 71, ... 7, (7; :
Zp; — {0, 1}% for ¢ = [log, pi1) and n3 ideal ciphers Fy,..., F,,
with varying keyspace [K;] and ciphertext space [C;]*. The pre-
processing attacker Apre may fix at most P[i] (resp. Q[i]/R[i])
input/output pairs for the random oracle H; (resp. injective map-
ping 7;/ideal cipher F;). The online attacker Aoy, is restricted to
make at most S[i] (resp. L[i] and T[i]) queries to the random oracle
H; (resp. to ideal cipher F; and to the i generic group).

Our results indicate that if the total number of fixed points is
bounded by W, ie., [[Pll1 + [|Qll1 + [IRll1 = X; P[i] + 2, Q[i] +
2i 2 R[i][j] £ W then we can translate the security bound in

4We do note separately model ideal permutations in our analysis as one can trivially
obtain an ideal permutation from an ideal cipher e.g., fix K = 0 to obtain the ideal
permutation P(x) = Eo(x) and its inverse P~ (y) = E; ' (y).

Jeremiah Blocki and Seunghoon Lee

the BF-ROM+GGM+ICM into the AI-ROM+GGM+ICM with an
additive error O((S +logy~1)Q/W) + 2y for any y > 0, where Q
denotes the total combined query complexity corresponding to an
application G and O is hiding polylogarithmic factors. Furthermore,
for unpredictability applications, we can obtain a similar result if
(S+1logy 10O < C(|IPll1 + IQll1 + |IR]|1) for a certain constant
C > 0. See Theorem 3.3 and Theorem 3.4 for simplified statements,
and see Theorem B.4 and Theorem B.5 for the formal statements
with tighter bounds. The proof of Theorem B.4 (resp. Theorem B.5)
is similar to Theorem 3.1 (resp. Theorem 3.2) and can be found in
Appendix B.

THEOREM 3.3 (INFORMAL VERSION OF THEOREM B.4). For every
y > 0, ifan applicationG is (S, S, T, L, ) -secure in the BF-RO+GG+IC
(P,Q. R {M;, N;}?  Api. ti} 12, {Ki, Ci} 2 ) -model for any P,Q,R
as introduced in Definition B.1 such that the total number of fixed
points is bounded by W, i.e, ||P|l1 + ||Qll1 + ||R|l1 £ W. Then G is

(S,S, T,L, ¢)-secure in the Al-RO+GG+lC({Mi,Ni}:.l:11, {pi, t’i}?zzl,
_~ -1

{K,-,Ci}?il)—model, fore < ¢ + O(w + 2y, where Q de-

notes the total combined query complexity corresponding to G.

THEOREM 3.4 (INFORMAL VERSION OF THEOREM B.5). For every
Y > 0, if an unpredictability application G is (S, S, T, L, ¢’)-secure
in the BF-RO+GG+IC(P, Q,R, {M,', Ni}?zll, {pi, {’i}?:zl, {Ki, Ci}?il)—
model for any P, Q, R as introduced in Definition B.1 satisfying
log(min; {Nj, pi/e, Ci/e})

log(max;{Nj, pi, Ci})
where e is the Euler’s number and Q denotes the total combined query
complexity corresponding to G. Then it is (S, S, T, L, €)-secure in the
AI-RO+GGHIC({M;, Ni}12  {pi. i} 12 {Ki. Ci} 12 ) -model, for

(S+logy™HQ < (1Pl + M1Qllx + lIR[l1),

£ < 2¢ +2y.

4 Multi-User Security of Short Schnorr
Signatures without Key-Prefixing against
Preprocessing Attacks

We present the first application of our result (Theorem 3.1 and
Theorem 3.2) from Section 3 to analyze the preprocessing security
of short Schnorr signatures utilizing multiple idealized models. As
Blocki and Lee [6] pointed out, Schnorr signatures (without key-
prefixing) are vulnerable against a preprocessing attack by finding
a pre-image of 0 for a hash function H, i.e., if a message m and an
integer r are found during the preprocessing phase which satisfies
H(z(r)||m) = 0, then the tuple (m, r) can simply be included in the
S-bit hint. Then the signature o’ = (s, e) = (r, 0) becomes valid for
any public key pk which trivially breaks the signature scheme. To
address this issue, Blocki and Lee considered the key-prefixed short
Schnorr signatures by including the public key when computing
e, i.e, e = H(pkl||z(r)||m). Since the preprocessing attacker does
not have knowledge of the public key pk during the preprocessing
phase, it becomes hard for the attacker to find a tuple (pk, r, m) such
that H(pk||z(r)||m) = 0. Then they showed the multi-user secu-
rity of key-prefixed short Schnorr signatures against preprocessing
attacks.

On the other hand, instead of key-prefixing, several standardized
implementations of Schnorr signatures, e.g., BSI-TR-03111 [21] and
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ISO/IEC 14888-3 [23], resolved this issue by explicitly disallowing
e = 0 signatures (which we call nonzero Schnorr signatures, see
Definition 4.1) as that is the point where the vulnerability of Schnorr
signatures to preprocessing attacks comes from. In this section, we
analyze the multi-user security of nonzero Schnorr signatures.

Kg(l’l): Sign(sk, m): Vfy(pk, m, 0):
1: skesZp 10 res$Zy 1: Parseo = (s,e)
2: pk gk 2: T4 2: if e =0 then
3: return (pk,sk) 3: €<« H(IlIm) 3: return 0
4: whilee=0do 4: Reg° pk™©
5: Resample r < Z,, 5: if H(R||m) = e then
6: I—g" 6: return 1
7: e «— H(I||m) 7: else return 0

8: s« r+sk-e modp

9: returno = (s,e)

Figure 1: The nonzero Schnorr signature scheme.

Definition 4.1. Given a cyclic group G = (g) and a prime p, the
nonzero Schnorr signature scheme is a signature scheme that consists
of a tuple of probabilistic polynomial-time algorithms IT\ (o} =
(Kg, Sign, Vfy), where each algorithm works as follows:

. Kg(lA): a key-generation algorithm that takes 1! as input
where A is a security parameter and outputs a random secret
key sk € Z, and a public key pk = gk

o Sign(sk, m): a signing algorithm that takes the secret key
sk and a message m € {0,1}" as input and generates a
signature o = (s, e) on the message m. When generating a
signature, if e = 0 then the signing procedure regenerates
the signature until we have e # 0. The signing procedure is
described formally in Figure 1.

o Vfy(pk, m, 0): a verification algorithm that outputs 1 if the
generated signature is valid, and 0 otherwise. Here, we re-
mark that in addition to the original verification algorithm
that was proposed in Schnorr’s original work [38], the al-
gorithm also returns 0 if o = (s, e) is of the form e = 0. The
verification procedure is described formally in Figure 1.

One could alternatively remove the loop in the signing procedure
from Figure 1 and simply terminate and output L with negligible
probability. On the other hand, a more efficient way to generate
a nonzero Schnorr signature is by outputting e « H(I||m) + 1 on
line 3 of Sign(sk, m) in Figure 1. By doing this, the range of e lies
in{1,..., 2’11} and we have zero chance of e = 0. Then we do not
even need to check if e = 0 in the verification procedure. And since
p> 224 5 2’11, we do not need to worry about the overflow when
adding 1 to H(I||m).

1-out-of-N Generic Signature Forgery Game. To define the multi-
user security of a signature scheme, recall the security game that
was introduced by Blocki and Lee [6] for a signature scheme I =
(Kg, Sign, Vfy) when we fix the injective mapping 7 : Z, — G, a
random oracle H, and an adversary A:

The 1-out-of-N Generic Signature Forgery Game

SigForgef;{'I’.IN (k):

1. Kg(lk) isrun N times to obtain the public and the secret
keys (pk;, sk;) for each i € [N]. Here, for each i € [N],
sk; is chosen randomly from the group Z,,, where p is
a 2k-bit prime, and pk; = 7(sk;).

2. Adversary A is given (g = 7(1), pky, - - - , pky, p), and
access to the generic group oracles GO = (Mult(.,-),
Inv(-)), the random oracle H(-), and the signing ora-
cles Sign(ski, -), ..., Sign(sky, -). The experiment ends
when the adversary outputs (m, o = (s, e)).

3. A succeeds to forge a signature if and only if there ex-
ists some j € [N] such that ny(pkj, m, o) = 1 and the
query m was never submitted to the oracle Sign(skj, -).

The output of the experiment is SigForge;['ﬁN(k) =1

when A succeeds; otherwise SigForge;‘I:'ﬁN (k) =o.

J

Definition 4.2. Consider the generic group model with a label-
ing map 7 : Zp — G. A signature scheme IT = (Kg, Sign, Vfy) is
(N, g1 96, gs, €)-MU-UF-CMA secure (multi-user unforgeable against
chosen message attack) if for every adversary A making at most
qu (resp. qc, gs) queries to the random oracle (resp. generic group,
signing oracles), the following bound holds:

Pr [SigForge;HﬁN(k) =1| <g¢

where the randomness is taken over the selection of 7, the random
coins of A, the random coins of Kg, and the selection of random
oracle H.

When it comes to the preprocessing security, we say that a signa-
ture scheme IT achieves the multi-user security against prepro-
cessing attacks if for every adversary A = (Apre, Aon), I is
(N, qH; 96, gs, €)-MU-UF-CMA secure against the online attacker
Aon- In the Bit-Fixing model, Ayn will receive the information of
P pre-fixed points from Apre, and in the Auxiliary-Input model,
Aon will receive an S-bit hint from Apre. Hence, to prove the pre-
processing security, it is sufficient to upper bound the probability

;H’I\ﬁ(k) = 1 for the online attacker Agn.

Multi-User Bridge-Finding Game in the BE-GGM. Blocki and Lee [6]
established the multi-user security of short Schnorr signatures
against preprocessing attackers by providing a reduction from a
game called the 1-out-of-N generic BRIDGEN -finding game. Given
N inputs 7(x1), ..., 7(xn), the goal of the game is to find a non-
trivial linear dependence among those inputs, i.e., find ay, ..., an, b
such that Zfil ajxj = b, and a; # 0 for at least one i € [N]. The
intuition here is that the probability that the attacker wins the
1-out-of-N discrete log game with (approximately) the same prob-
ability to win the 1-out-of-N generic BRIDGEN -finding game [6,
Corollary 1]. Since the odds to win the 1-out-of-N discrete log
game is crucial to analyze the multi-user security of short Schnorr
signatures, it is significant to analyze the probability to win the
multi-user bridge-finding game.

In particular, analyzing the probability of winning the 1-out-of-
N generic BRIDGEYN -finding game in the bit-fixing generic group

of the event SigForge



model is essential when we do the reduction in analyzing the multi-
user security of short Schnorr signatures in the Bit-Fixing model.
Hence, we consider the 1-out-of-N generic BRIDGEN -finding game
in the BF-GGM which is described formally below.

The 1-out-of-N Generic BRIDGEN -Finding Game
BridgeC hal;‘N(/L x) with a Bit-Fixing Preprocessing
BF-GG(P) BF-GG(P)),
on :

Attacker A = (ﬂpre A

Preprocessing Phase:

1. ﬂgri'GG(P) takes as input g = 7(1).
28 ﬂEE—GG(P) fixes P input/output pairs of the map 7 :

Zp — G, ie, (t1,7(t1)), ..., (tp, 7(tp)). (Note: the rest
of the map 7 is chosen uniformly at random as long as
it remains to be injective.)

Online Phase:

3. The challenger initializes the list £ = {(z(1),0,1),
(7(x1),41,0), ..., (z(xn), 4N, 0), ((21), 0, 1), . . .,
(z(tp),0,tp)}, and x = (x1, -+, xN).

4. The adversary ﬂg,f_GG(P) is given g = (1) and 7(x;)

for each i € [N].

5. \?(EnF “GG(P) 5 allowed to query the usual generic group
oracles (Mult, Inv).

(@) If ﬂg,f “G6(P) ever submits any fresh element 1
which does not appear in £ as input to a generic
group oracle, then the challenger immediately
queries by = DLog (1), and adds the tuple (1), 0, by)
to the list L.

(b) Whenever ﬂg,f 66 submits a query 11,12 to
Mult(-,-), we are ensured that there exist tuples
(v1,a1,b1), (92,a2,b2) € L. The challenger adds
the tuple (Mult(v1,92),a1 + ag, by + b2) to the list
L.

(c) Whenever y—lf,f “GC(P) submits a query 1 to Inv(:),
we are ensured that some tuple (v, ay, by) e L.
The challenger adds the tuple (Inv(y), —ay, —by)
to L.

6. If at any point in time we have a collision, i.e., two dis-
tinct tuples (1, ay, b1), (v, a2,b2) € L with (aj,by) #
(ag, b2), then the event BRIDG EN occurs, and the out-
put of the game is 1. If BRIDGEN never occurs, then
the output of the game is 0.

Lemma 4.3 gives the upper bound of the probability of winning
the BRIDGEN -finding game for a bit-fixing preprocessing attacker.
One big advantage to analyzing the multi-user bridge game with
preprocessing in the BF-GGM is that we can avoid the complicated
compression argument as shown in prior work [6, Theorem 7]
and follow a similar proof technique that was used in the analysis
without preprocessing [6, Theorem 5] which is much simpler. One
notable difference is that in the online phase, there are P extra tu-
ples (z(#1),0,t1), ..., (z(tp), 0, tp) in the list £ when the challenger
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initializes it>. The bit-fixing attacker can only pre-fix P input/output
pairs in the preprocessing phase and the hint for the online phase
can only be dependent to those pairs, which means that after adding
P extra tuples in the initialization of the online phase, it works iden-
tical to the bridge-finding game without preprocessing.

While we can largely utilize the same proof technique described
in [6, Theorem 5], it is important to emphasize that it cannot be
applied in a black-box manner. If we follow exactly the same proof
technique in [6, Theorem 5] except for the modification that the
initial size of the list £ becomes N + P + 1 (instead of N + 1 in
the prior case [6, Theorem 5]) due to P pre-fixed points, then we
would obtain the following bound of the probability of winning the
multi-user bridge game with preprocessing in the bit-fixing model:

q2" (N +P) +3q2"(q2" +1)/2
p-(N+P+3¢"+1)2-N
1)
However, an immediate concern arises as the group size p becomes
larger compared to the prior work [6], resulting in longer signature
lengths. Notably, there is a P? term in the denominator, indicating
that the group size p should be at least P2. Considering the security

loss ofO((S + log y_l)qg”)/P) [11, Theorem 1] that appears in the

transition from the Bit-Fixing to the Auxiliary-Input model, we find
that P must be Q(2S) to achieve A bits of security. Consequently,

Pr

ABF-GG(P)

on

BridgeChal™ 1) = 1] <

p=Q(P?) = Q(22452). Hence, we come up with a longer signature
length of log p+A > 31+ 2log S if we use the bound in Equation (1),
when compared to the prior work that achieves A bits of security
with a Schnorr signature length of 34 + log S bits [6].

Consequently, a more sophisticated analysis is required to main-
tain the same signature length as demonstrated in [6] while ensur-
ing the same security level. Recall that the bridge event occurs if we
find two distinct tuples (91, a1, b1), (92, az, b2) such thaty; = y; but
(a1, b1) # (ag, bz) which yields a non-trivial linear dependency on
x. Intuitively, we exploit the observation that if we pick two distinct
tuples (91, a1, b1), (12, a2, b2) such that a; = az = 0 then we cannot
produce the bridge event since otherwise we have a contradiction®.
Since all the pre-fixed P tuples (t1,0,7(t1)), ..., (tp,0,7(tp)) are of
the form (-, 0, -), we can get a tighter bound by splitting the list set
L into two subsets Ly and L1 where £y = {(y,a,b) € L :a=0}
and £ = {(y,a,b) € L : a # 0} when analyzing the probability
of the bridge event in the BF-GGM.

Intuitively, the proof works by considering the event BRIDG Efl-
that the event BRIDGEY has not occurred until the (i — 1)* query.

————=N
Conditioning on BRIDGE_;, we can essentially view x selected
uniformly at random subject to the restriction that for any distinct
tuples (v,a,b) and (y’,a’,b") we havea-x+b # a’ - x+b’. This al-

.1 =————=N
lows us to upper bound the probability Pr [ BRIDG EfV| BRIDGE<i]

where BRIDG Efl denotes the event where BRIDGEN occurs at the
i" query. The result follows by union bounding over i € [gg"]. The
full proof of Lemma 4.3 can be found in Appendix G.

SHere, we note that the challenger picks (xi, ..., XN) € Zg after such P pairs are
fixed.

®In particular, suppose that (91,0, b1) and (92, 0, b;) cause a bridge event. Then it
should be the case that §; = 1, but (0,b1) # (0,b;). But this is a contradiction
because 1)1 = 1), implies that 0 - x+b; = 0-x+ b, which tells us that b; = by, resulting
that (0,b1) = (0,b3).
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LEMMA 4.3. Let p > 224 be a prime number and N € N be
BF-GG(P) BF-GG(P)

pre >Jton

fixing generic algorithms with a labeling map v : Z, — G such

a parameter. Let A = (ﬂ ) be a pair of bit-

that ﬂE,Fe'GG(P) fixes P input/output pairs of the labeling map t and
.ﬂg,f_GG(P) makes at most 2" = q2" (1) queries to the generic group

oracles. Then
qg" (N+P)+ 3qg"(qg” +1)/2

Pr [BridgeChaI;’qN(A) = 1] < >

in the GGM of prime order p, where the randomness is taken over the

selection of x1, ..., xN, T as well as any random coins ofﬂgrf'GG(P)‘

4.1 Multi-User Security of Nonzero Schnorr
Signatures in the BF-ROM+GGM

THEOREM 4.4. LetI1\ (o} = (Kg, Sign, Vfy) be a nonzero Schnorr

signature scheme and p > 2** be a prime number. Let N € N be
ﬂBF—RO+GG(P1,P2) ﬂBF—RO+GG(P1,P2)
Sig.pre >~ "Sig.on

of bit-fixing generic algorithms with a labeling map v : Z, — G
BF-RO+GG (P,

such that ﬂSig.pre

oracle H : {0,1}* — {0, 1} and P, input/output pairs of the map

7 : Zp — G such that 2Py + P, = P, and the hint stry is only

dependent on those P points. If.?(SBiZSY?"LGG(Pl’PZ)

qg" = q¢" (A) queries to the generic group oracles, q}\' queries to the

random oracle, and q" queries to the signing oracle, then

a parameter and ( ) be a pair

P2) fixes Py input/output pairs of a random

makes at most

Pr SigForge;}g’FI_\éowG(Plﬁpz) Hshonu) =1| <e¢
Sigon,strz. o}
with
. QNP +IE G D2 gy + "+ P)
p—2P(N+3¢2"+1) - (N+3¢" +1)2 =N p

qﬁ” +qg" +P

2qﬁ(n+1
+
p—(N+P+3q"+1) 2h

s

where the randomness is taken over the selection of T and the random
coins of ABTRO+CC (PP
Sig.on

ProOF SKETCH. Given a bit-fixing adversary A = (Apre, Aon)
attacking H\{O}, we build an efficient algorithm 8 = (Bpre, Bon)
which tries to win the 1-out-of-N generic BRIDGEN -finding game
BridgeChalTéN(A) in the Bit-Fixing model. Here, Byye can simply
run Apre and outputs the same P; input/output pairs of H and P,
input/output pairs of 7 being fixed by Apre. It is noteworthy to
mention that for each fixed RO input/output pair (h;, H(h;)) for
i € [P1], Apre can parse h; = I!||m] where I! is a bitstring of length
£.If I is a fresh ¢-bit string (i.e., I] # 7(t;) for all j € [P2]), then
Apre picks a value for ! (I/) = r] since the labeling map 7 has
not been sampled yet in the preprocessing phase. Then Apre also
outputs the fixed input/output pairs of 7 for those values. Then
P; + (P1 + P2) = P points have been fixed by Apye in total. Now
the challenger initializes the list £ that consists of tuples of the
form (z(y),a,b) € G x Zg] X Zyp including the initial N tuples of
unknowns and incorporating the information about P fixed points.

Now the online attacker By, receives this information as hint
and run Agp, with access to the random oracle H, the generic group

—2P(N+3qQ"+1) = (N+3¢2" + )2 - N

oracles (Mult, Inv), and the signing oracle. £ is updated as Agn
makes queries to those oracles. Whenever Aoy, submits a query m;
to the signing oracle Sign(xj, -), the attacker simulates the signing
oracle without knowledge of the secret key x; using the programma-
bility of the random oracle, i.e., to sign a message m;, we can pick
s; and e; randomly, compute I; = 7(s; — xje;) and see if the random
oracle has previously queried at H(I;||m;). If not, then we can pro-
gram the random oracle as H(I;||m;) = e; and output the signature
(si, €;). Otherwise, the reduction simply outputs L for failure. Since
s; and e; are selected randomly, we can argue that the probability
for outputting L here is small, i.e., < w.

After Ay outputs a forged signature oy = (sj+, €j+) and the
message mix, we compute T(—ej«Xjx), Six = Pow(g, six), and [jx =
Mult(sis, T(—ejxxix)), which ensures that (Ij«, —ej«tix, six) € L and
see if we have a bridge event. One failure event is that I;, was
not previously recorded in £ so that we cannot find the bridge
event. Another failure event is that I;» was previously recorded
in £ but the exact same tuple (Ijx, —€j«iix, Six) was in L. We can
prove that the probability of both failure events is also small, i.e.,

0n+ 0ﬂ+ On+
s p—(qNH+Pq53q§‘+1) + 26125'11 l

If those failure events do not occur, then BRIDGEYN occurs and
B wins the multi-user bridge-finding game. By applying Lemma 4.3,
we get the desired result (see Appendix G for the full proof). O

4.2 From Bit-Fixing Model to Auxiliary-Input
Model

By applying Theorem 3.2, we can address the multi-user security
of nonzero Schnorr signatures against preprocessing attacks in the
AI-ROM+GGM.

THEOREM 4.5. LetII\ 1oy = (Kg, Sign, Vfy) be a nonzero Schnorr

signature scheme, p > 222 pe a prime number, and y > 0 be a param-

Al-RO+GG  4#AI-RO+GG
ﬂSig.pre ’ﬂSig.on ) be
a pair of generic algorithms with a labeling map v : Zp, — G such

Al-RO+GG _bhit hi Al-RO+GG
that ﬂSig.pre outputs an S-bit hint stry ;. IfﬂSig.on takes

stry,; as input and makes at most q¢" = q2" () queries to the generic
group oracles, q;y" queries to the random oracle, and q3" queries to the

eter. Let N € N be a parameter and (

signing oracle, then Pr SigForgeT’I—AﬁmcG ot (A = 1| < &, with
‘ﬂSig.on,slrtH’ \{o}

_ 29" (N +5q) +3¢2" (3" + 1) 243" (g}’ + 43" +S9)

= +
p—25¢(N+3¢2" +1) — (N +3¢2" + )2 = N P
297" + 293" + 2Sq . 2qp +1

p— (N+Sq+3q2" +1) 2h-1

2—2/1+1,

where q = q\' + q2" + q3" and the randomness is taken over the

Al-RO+GG

selection of T and the random coins Ofﬂsigon

Proor. This is straightforward by combining Theorem 4.4 with
Theorem 3.2 with setting P ~ Sqg and y = 2724, O

4.3 Discussion

Tightness of the Bound. We emphasize that the upper bound
in Theorem 4.5 is tight. Under the reasonable assumption that
N < g and 6S¢> < p, the dominating terms are O(Sq?/p) and



O(qy'/ 21). Blocki and Lee [6] observed that a preprocessing at-
tacker can solve one of the N discrete-log challenges with prob-
ability at least Q(S (qg”)z/ p) which enables recovery of a secret
key and trivial signature forgery. This matches the O(Sq?/ p) term
from our bounds. Furthermore, one could also consider the follow-
ing attack: pick random nonzero values of s, e then search for a
message m for which (s, e) is a valid forgery, i.e., fix s, e, compute
R =g° - pk™¢, and search for m such that H(R||m) = e. This attack

succeeds with probability Q(gpy'/ 241 showing that the O (qOH” J2M )

term is necessary.

Practical Parameters for Fixed Implementations. Consider a fixed
implementation of a nonzero Schnorr signature with an elliptic
group of size p ~ 2384, e.g., P-384. Suppose that a preprocessing
attacker utilizes a hint of size S ~ 272. We remark that 272 plausibly
exceeds the storage capacity of Meta’s data warehouse which was
300 petabytes in 20147 and has now reached the exabytes scale®. If
an online attacker makes < g ~ 280 queries, Theorem 4.5 tells us
that the success probability of forging a signature will be ~ 25¢2/p
~ 27151 Table 2 in Appendix H shows the (approximate) upper
bound on the probability that a preprocessing attacker wins the
1-out-of-N signature forgery game for nonzero Schnorr signatures.

Elliptic Curve Groups for Desired Security Levels. To achieve A
bits of security for nonzero short Schnorr signatures against pre-
processing attackers, we need to instantiate with bigger elliptic
curve groups than against attackers without preprocessing. While
NIST recommends using elliptic curve groups with size 21 bits
(ie., p = 224 to achieve A bits of security, one would need to fix
the group size p such that p ~ 2248 for A bits of security against
preprocessing attackers. For example, to achieve 192 bits of security,
NIST recommends to use elliptic curves of size > 384 bits; for pre-
processing security against an attacker with an § < 2%4-bit hint,
we suggest instantiate with an elliptic curve group of size > 448
bits, e.g., use W-448, Curve448, Edwards448, E448, or P-521 (using a
prime field Fp with prime p of size 521 bits), based on the NIST SP
800-186 [8]. If we further aim to achieve 224 bits of preprocessing
security against an attacker with a S < 272-bit hint, we recommend
using an elliptic curve of size > 520 bits, such as P-521. If we aim to
achieve 256 bit bits of preprocessing preprocessing security against
an attacker with a § < 289-bit hint, then it will be necessary to
standardize new elliptic curve groups with larger sizes. Table 1 pro-
vides a summary of suggested elliptic curve group sizes for various
NIST security levels to ensure preprocessing security for nonzero
Schnorr signatures.

Signature Length for Nonzero Short Schnorr Signatures. To achieve
A bits of multi-user security for short Schnorr signatures with pre-
processing, we can fix p such that p ~ 2245 and set the length of our
hash output to be 4; = A + 2. With these parameters, Theorem 4.5
tells us that a preprocessing attacker in the AI-LROM+GGM wins the
signature forgery game with probability at most ¢ = O(q/2*). The
length of the signatures we obtain will be A+2+log p = 34+2+log .
7See the link: https://engineering.fb.com/2014/04/10/core- data/scaling- the-facebook-
data-warehouse-to-300-pb/

8See the link: https://medium.com/@AnalyticsAtMeta/data-engineering-at-meta-
high-level-overview- of- the-internal-tech- stack-a200460a44fe
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NIST Security Level ~ Current ECG  Suggested ECG for Preprocessing Security
(bits) (min. key size) S=20% S= 272 § =280
112 224 < 288 < 296 < 304 <
128 256 < 320 < 328 < 336 <
192 384 < 448 < 456 < 464 <
224 448 < 512 < 520 < 528 <
256 512 < 576 < 584 < 592 <

Table 1: Suggested minimum elliptic curve group (ECG) sizes
for nonzero Schnorr signatures to achieve various NIST se-
curity levels against preprocessing attacks.

As a concrete example, if S < 294116 then we obtain signatures
of length ~ 3.562514 while regular Schnorr signatures are 441 bits.
If we want to have A > 128 bits of security, then the assumption
that § < 294/16 seems quite reasonable since 272 bits exceeds the
current storage capacity of Meta’s data warehouse. As a second
example, if we take S < 28 as an even more conservative upper
bound on the storage capacity of any nation-state attacker, then
we obtain signatures of length = 34 + 80.

5 Security of PSEC-KEM with Preprocessing

As the second application, we analyze the preprocessing security of
a key encapsulation mechanism called PSEC-KEM (Provably Secure
Elliptic Curve-Key Encapsulation Mechanism). PSEC-KEM [41, 43]
is an El-Gamal-based key encapsulation mechanism first proposed
by NTT. PSEC-KEM has several standardized implementation such
as NESSIE [41] and ISO/IEC 18033-2 [22]. PSEC-KEM was also
certified by IETF (Internet Engineering Task Force) for the XML
security of URIs [1]. PSEC-KEM has provable security in the ROM
and under the hardness assumption of the elliptic curve discrete
logarithm [7, 32, 41], but the preprocessing security of PSEC-KEM
has never been established. To the best of our knowledge, our work
is the first to prove preprocessing security of PSEC-KEM in the
ROM+GGM. We first formally define the PSEC-KEM scheme in the
ROM+GGM below. Here, we stress that in the scheme, three sepa-
rate random oracles Ho : {0,1}* — Zp, Hy : {0,1}* — {0, 1}4, and
Hy : {0,1}* — {0, 1} (where 1; isa parameter which will be set
later) are used that is consistent with the PSEC-KEM specification.

The PSEC-KEM Scheme.

Consider the GGM with labeling map 7 : Z, — G for a
prime p and the set of bitstrings G = {0,1}/1°6?1, The
PSEC-KEM scheme consists of three algorithms (Gen,

Encaps, Decaps), where each algorithm works as follows:

e Gen(1%): the key-generation algorithm taking as input
the security parameter 14 and outputs a public/secret-
key pair (pk, sk) = (z(x), x) for a random x € Zp.

e Encaps(pk, 11): the encapsulation algorithm taking as
input g = 7(1), pk = 7(x), and 1* and outputs a key k
and a ciphertext c as follows:

o Pick a random r € {0, 1}M1,
o Compute Ho(r) = a and Hy (r) = k.



https://engineering.fb.com/2014/04/10/core-data/scaling-the-facebook-data-warehouse-to-300-pb/
https://engineering.fb.com/2014/04/10/core-data/scaling-the-facebook-data-warehouse-to-300-pb/
https://medium.com/@AnalyticsAtMeta/data-engineering-at-meta-high-level-overview-of-the-internal-tech-stack-a200460a44fe
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o Compute c¢;
(r(a), c1).
(Note: 7(ar) « Pow(g, @) and z(ax) < Pow(pk, @))

o Output a key-ciphertext pair (k, c). We write k «
Encaps(pk, 11).key and ¢ « Encaps(pk, 14).ctxt.

e Decaps(sk,c): the deterministic decapsulation algo-
rithm taking as input a secret key sk = x and a ciphertext
¢, and outputs a key k or L denoting failure as follows:

o Parse c = (h,c1).

o Compute r = c¢1 ® Ha(H||Pow(b, x)).

o Compute Ho(r) = a and Hy(r) = k.

o Verify thatf) = 7(«). If verified, output k; otherwise,
output L.

= r & Hy(r(a)||r(ax)) and ¢ =

We then define the CPA (Chosen Plaintext Attack) security
of a KEM II = (Gen, Encaps, Decaps) in the ROM+GGM via the
CPA indistinguishability game KEM ;1P
works as follows: the attacker is given the public key pk and a
key-ciphertext pair (k, c). Ultimately, the attacker is asked to dis-
tinguish whether k is the challenger’s real encapsulated key k «
Encaps(pk, 1’1).key or a randomly selected string. The challenger
picks a uniform bit b € {0, 1} and selects the real encapsulated key
if b = 0 and selects a random key if b = 1. The attacker is given ac-
cess to the “encapsulation” oracle Encaps, (), where Encapsy, (pk)

(A). Intuitively, the game

first runs (k, ¢) < Encaps(pk, 1) and then outputs (kp, ) where
ko = kand k; «s {0,1} is a uniformly random key unrelated to
the ciphertext c. The attacker is also given access to the random
oracles and the generic group oracle (Mult(,-), Inv(-)). After mul-
tiple queries to the oracles above, the attacker finally outputs a
bit b’, and wins the security game if b’ = b. The KEM is said to
be CPA-secure if distinguishing between the two is not more effi-
cient than a random guess, i.e., the distinguishing probability is not
greater than 1/2+negl(1) for some negligible function negl(21). See

Appendix E.1 for the formal description of the game KEM;’:’I’IC P2).

Definition 5.1. Consider the generic group model with the label-
ingmap 7:Z, — G. AKEMII = (Gen, Encaps, Decaps) is said to
be (qH; g6, &, €)-CPA secure (secure against chosen-plaintext attack)
if for every adversary A making at most gy, g, and gg queries to
the random oracles, generic group oracles, and Encapsy,(-), respec-
tively, the following bound holds:

7,H,cpa _ 1
Pr [KEMﬂH =1 <5 +e
where the randomness is taken over the selection of 7, the random
coins of A, the random coins of Gen, the selection of random

oracles Hy, Hy, Ha, and the random coins of Encapsy,.

When it comes to the preprocessing security, we say that a KEM
IT is CPA-secure against preprocessing attacks if for every adver-
sary A = (Apre, Aon), I is (gH, ge. g, £)-CPA secure against the
online attacker Agp. In the Bit-Fixing model, Ay, will receive the
information of P pre-fixed points from Apre, and in the Auxiliary-
Input model, Aon will receive an S-bit hint from Apre. Hence, to
prove the preprocessing security, it is sufficient to upper bound the

probability of the event KEMT&;{H’CEa(/l) =1 for Apn.
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As a warmup, we first analyze the CPA security of PSEC-KEM
in the ROM+GGM without preprocessing in Appendix D. For the
rest of the paper, we will focus on the preprocessing security of
PSEC-KEM in the ROM+GGM.

5.1 The CPA Security of PSEC-KEM in the
BF-ROM+GGM

We first establish the CPA preprocessing security of PSEC-KEM
in the BF-ROM+GGM via reduction from a new game called the
quadratic bridge-finding game.

The Quadratic Bridge-Finding Game in the BF-GGM. We define
the quadratic bridge-finding game QDBridgeChal’; (1) in the BF-
GGM. The game is run by a challenger and an attacker A =
(Apres Aon). In a preprocessing phase, the preprocessing attacker
fixes P input/output pairs of a labeling map 7 : Z, — G, ie,
(t1,7(t1)), ..., (tp, T(tp)). Then the rest of the map 7 is chosen uni-
formly at random subject to the constraint that the map remains
injective. In an online phase, the challenger receives P pre-fixed
points, picks a secret x «$ Zy, and sends 7(1) and 7(x) to the
online attacker Agn. Aon is also given P pre-fixed points of the
map 7 as a hint from Apre, and has access to the generic group
oracle (Mult(.,-), Inv(-)) and a generic oracle O which selects a
new random unknown variable x; «$ Z, and outputs 7(x;).

The attacker’s goal is to find a quadratic relationship between the
unknown variables; it is not required for the attacker to solve for
those unknown variables. In particular, the attacker needs to output
a tuple (i, j, a, b) which satisfies XiXj = a- X + b to win the game,
denoted by QDBridgeChaITﬂ (A) = 1, where the first two elements
in the tuple denote the indices of the unknown variables that create
a quadratic term, and the vector a and the scalar b create the linear
relationship between the unknowns.’

There are two important things to note. (1) As the attacker makes
query to the oracles, the challenger maintains the list £ that con-
sists of tuples of the form (1), a, b) which indicates the relation-
ship y = r(a - x + b) where x is the vector of unknowns. Initially,
L = {(r(1),0,1), (r(x), 1,0), (z(¢1),0, 1), . .., (z(tp),0,tp) } since
there is only one unknown variable x and the challenger has the
information of P pre-fixed points. (2) We allow the unknown vari-
ables to expand as the game progresses. There are several occasions
when this happens (suppose dim(x) = j). A few examples are:

e When the attacker makes a query to the oracle O, then
the oracle picks a new random unknown xj41 «$ Zp and
outputs 7(xj+1). The challenger updates x < x o xj41 and
updates all the entries of the list £ from (s, a, b) to (s, ac0, b)
as the number of unknowns is increased by 1. Finally, the
challenger adds (7(xj+1),0 o 1,0) to the list L.

e When the attacker queries Mult(ps,12), and if (91,a1,b1) €
L but 1, does not appear in L, then the challenger updates
X < xoxj4+1 where xj;1 denotes a new unknown satisfying
7(Xj+1) = 92. Similarly, the challenger also updates all the

9For example, suppose there are 3 unknown variables x1, x3, x3. The attacker wins
the quadratic bridge-finding game if s/he outputs a tuple (2, 3, (5, —3,2), —1), which
indicates the quadratic relationship x2x3 = (5, =3, 2) - (x1,x2,%3) — 1 = 5x1 — 3x2 +
2x3 — 1. Note that we can always make the coefficient of the quadratic term 1 as p is
prime, e.g., if the attacker ever found the quadratic relationship cx;x; = a - x + b for
¢ # 0 then s/he can output (i, j, ¢ 'a, ¢ 1) since ¢! always exists in Zpifc #0.



entries of the list £ from (s, a, b) to (s,a 0 0,b), and adds
(92,0 01,0) and (Mult(yy,12),a100+001,b7) to L.
See Appendix E.2 for the formal description of the quadratic bridge-
finding game, which handles all the possible cases when the attacker
queries Mult(yy, n2) or Inv(y).

Lemma 5.2 upper bounds the probability of winning the quadratic
bridge-finding game for a bit-fixing preprocessing attacker. The
proof works largely the same as the proof of Lemma D.1 in Appen-
dix D, which upper bounds the odds of winning the quadratic bridge-
finding game without preprocessing. Intuitively, the proof works by
maintaining a list £ of tuples (z(y), a, b) € GX Zdlm(x) X Zp which
satisfies the constraint y = a - x + b. We consider the event BRIDGE
which denotes the event that the attacker finds some linear depen-
dency on x. Conditioning on BRIDGE, we can essentially view x
selected uniformly at random subject to the restriction that for any
distinct tuples (v, a,b) and (y’,a’,b’) we have a-x+b # a’-x+b’. For
xr = x[r] such that a[r] —a’[r] # 0, if the attacker outputs a tuple
(i1, i2, a, b) such that x;, x;, = a-x+b then there are at most 2 roots in
Zyp since this is a quadratic equation at the worst. This allows us to
upper bound the probability Pr[QDBridgeChaI;{ (A) = 1|BRIDGE].
The analysis of Pr[BRIDGE] follows a similar approach to the proof
of Lemma 4.3. Now we obtain our result by upper bounding the prob-
ability Pr[BRIDGE] +Pr[QDBridgeChaIT (1) = 1|BRIDGE] which
upper bounds the desired probability Pr[QDBrldgeChaI 1) =1].
The full proof of Lemma 5.2 can be found in Appendix G

BF-GG(P)

2
2 pre

LEMMA 5.2. Letp >
BF-GG(P))

is a prime number. Let A = (.‘f’l

Aon be a pair of bit-fixing generic algorithms with a labeling

map © : Zp — G such that ﬂng-GG(P)

BF-GG(P)

fixes P input/output pairs

of the labeling map T and Ay, makes at most q¢" = qg" (1)
queries to the generic group oracles and %' = q%' (A) queries to the

oracle O. Then Pr [QDBridgeChalﬂ(A) = 1| < ¢, where

3(gQ" +q%)% + (5+2P) (2" +q%) +4
2p 4P(3qY" + 43 +1) = 2(3¢2" + g3 + 1)% — 2(2q¢" + ¢

in the GGM of prime order p, where the randomness is taken over the
BF-GG (P)

selection of x1, . .., xN, T as well as any random coins of Ay,

We are now ready to prove the CPA security of PSEC-KEM
against preprocessing attacks in the BF-ROM+GGM.

THEOREM 5.3. Let IT = (Gen, Encaps, Decaps) be PSEC-KEM
BF-RO+GG(P1,P;)

(ﬂpre
be a pair of bit-fixing generic algorithms with

a labeling map t : Zp — G such that ﬂSrFe_RO+GG(P1’P2) fixes P11

(resp. P12, P13) input/output pairs of a random oracle Hy : {0,1}* —
Zp (resp. Hy : {0,1}* — {0,134, Hz : {0,1}* — {0,1}M), and P,
input/output pairs of the map t such that P11 + P12 + P13 = P; and
2P; + P = P, and the hint stroy, H, H, is only dependent on those
P points. IfﬂBF RO+CC(PLP) 1y akes at most qpy’ (resp. q2", q¢")
queries to the random oracle (resp. generic group oracle encapsulation

and p > 2°* be a prime number. Let A =

BF-RO+GG(Py,P2)
Aon

7,(Ho,H1,Hz),cpa
BF-RO+GG(Py.Py)
on,str.l.y}_|0’|_|1’H2 >

oracle), then Pr | KEM ) = 1] < % + ¢, with
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3(g2M +2q%") + (5+ 2P) (g2 + 2¢%") + 4
—2P(3qT" + 2q7" + 1) — (3q2" +2q2" + 1) — 2(¢2" + ¢2")
3(q D" (g + P
2h P
where the randomness is taken over the selection of T and the random
coins OfﬂBF RO+GG (P, P2)

B

ProOF SKETCH. We use a hybrid argument. In the first hybrid
(hybrid Hy), the distinguisher D is given the CPA indistinguisha-
bility game for PSEC-KEM with the challenge bit b = 0, and in the
last hybrid (hybrid H3), D is given the CPA indistinguishability
game with b = 1. The intermediate hybrids are defined as follows.
Hybrid Hj is the same as Hy except that the encapsulation oracle is
modified so that 7(«) and 7(ax) are replaced with random elements
in 7(Zp) by querying the oracle O twice. Hybrid H is the same as
Hj except that the encapsulation oracle is further modified so that
the key k is sampled uniformly at random from {0, 1}*.

We show that Hy, H; (resp. Ho, H3) are perfectly indistinguish-
able unless (1) the random oracle query Hz(7(a)||z(ax)) has been
made, or (2) the adversary makes query r to Hp (which is not one
of the fixed points of Hp) but has not queried Ha (7 (a)||z(ax)), or
(3) r is one of the fixed points of Hy. We show that Case (1) reduces
to winning the quadratic bridge-finding game so that we can apply
Lemma 5.2 with gy’ < 2¢g". Since there are at most P fixed points,
qy qg"

2M

by union bound we can show that Case (2) has probability <

and Case (3) has probability < PZqTE. We also prove that the distin-
since two hybrids are perfectly indistinguishable unless Hy(r) is
queried (which is not one of the fixed points) or r is one of the fixed
points. Taken together, we can conclude the proof. The full proof
can be found in Appendix G. O

guishing probability between Hy, Hy is at most gp"

5.2 The CPA Security of PSEC-KEM in the
AI-ROM+GGM

By applying Theorem 3.2, we can address the CPA security of PSEC-
KEM against preprocessing attacks in the AI-ROM+GGM.
THEOREM 5.4. LetII = (Gen, Encaps, Decaps) be PSEC-KEM and
p > 22 be a prime number. Let A = (ﬂQJgRC’*GG, ﬂéA'RO‘*GG) be
a pair of (auxiliary-input) generic algorithms with a labeling map 7 :
Zp — G such that .?’[Ar'éROJrGG outputs an S-bit hint stry y, H, H,- If
AMNRO+GCE pakes at most qpy" (resp. 2", qg") queries to the random
{0,1}* — Z, and Hy : {0, 1}* = {0,1}* and Hy :
{0,1}* — {0,1}" in total (resp. generic group oracle, encapsulation

oA =

oracles Hy :

7,(Ho,Hy,Hz)cpa
Al-RO+GG
‘?[onstr.[H0 Hy, H2

oracle), then Pr [KEM + £, with

6(q2" +2g2™)? +2(5 + 25q) (q2" +2¢2") + 8
—25q(3¢2" + 2" + 1) — (32" +2¢2" + 1)% - 2(qg" + q@")

6(q +5q)qg" 2(q +Sq)qg"
2h

2—2)L+1,
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where q = g +qg" +q" denotes the total number of online queries
made by a preprocessing attacker and the randomness is taken over
the selection of T and the random coins of ANRO+CC,

Proor. This is straightforward by combining Theorem 5.3 with
Theorem 3.2 with setting P = Sqgand y = 2724, o

Instantiation with Parameters. We would like to have the distin-
guishing probability in Theorem 5.4 bounded by (1/2) + O(q/ ZA)

for any g < 2. To achieve A bits of security for PSEC-KEM with
preprocessing, we can fix p such that p ~ 2245 and set the length of
the output of Hy to be A1 = 24 +log,(6S). Then Theorem 5.4 tells
us that a preprocessing attacker in the AILROM+GGM wins the CPA

indistinguishability game with probability at most (1/2) + O(q / 2’1).
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Jeremiah Blocki and Seunghoon Lee

A Formal Definition of
Bit-Fixing/Auxiliary-Input ROM+GGM
A.1 Replacing Auxiliary Information by
Bit-Fixing in the ROM+GGM

We first define an (H, 7)-source for a random oracle H and a generic-
group random encoding map 7 as follows.

Definition A.1. An (H, 7)-source is a pair of random variables
(X, Y) where X corresponds to the function table of a random oracle
H:{0,1}™ - {0, 1}*, with range ({0, 12" and Y corresponds
to the function table of an injection 7 : Z, — G. A source (X, Y) is
called

o (P, P2,1-6)-denseif for (P, Pz) € Zym XZy, if H is fixed on
at most Py coordinates, 7 is fixed on at most P, coordinates,
and if for all pairs of subsets (I,Iz) S {0,1}"" x Zp of
non-fixed coordinates,

Heo(Xy,, Yy) = (1—8) |11 +log(p — Pz)@] ,

where a2 = a!/(a - b)! and X is X restricted to the coordi-
nates in [.

e (1-0)-denseifitis (0,0,1 — §)-dense, and

e (Py, Py)-Bit-Fixing if it is fixed on at most P; coordinates
on H and P; coordinates on 7 and uniform on the rest.

LEMMA A.2. Let (X1,X2) be a pair of random variables such
that Xi is distributed uniformly over ({0, 12" and Xy is a uni-
formly random injection that takes on as value function tables cor-
responding to an injection v : Zp — G. Let Z = f(X1,X3), where
f: {o, 12" x GP - {0,1)}5 is an arbitrary function. For any
y > 0, there exists a family { (Y1, Y5)%YY, indexed by Z € {0, 1} and
size-p subsets Y of G, of convex combinations of (P1, P2)-Bit-Fixing
(H, 7)-sources satisfying P1A + Py log(p/e) < W such that for any
distinguisher D taking an S-bit input and querying at most Ty < Py
coordinates and Tp < P, coordinates of each oracle,

(Feax) =1|

f(X1.X0),im(Xz)

[pr [ D% (%1, X2)) = 1] e [ D051

(S +logy™")(T1A + Ty log p)
< v +y,

and
Pr[ D% (£, x2) = 1]
< 2oy NI Tlogp) /W pe | ORI SO (3, x)) 21| 2y,

where e is the Euler’s number.

Prookr. Fix an arbitrary z € {0,1}% and let (X7, X3) be the
distribution of (Xj,X2) conditioned on f(Xj,X3) = z. Let S, =
2MA+log p!'~Heo (X1, X2) be the min-entropy deficiency of (X7, X7).
Let y > 0 be arbitrary.

Cram 1. For every & > 0, any leaky source (X7, X3) is y-close to
a source (Y7, Y7) which is a convex combination of sources such that
each source in the convex combination is (P, Pé, 1 — 8)-dense sources
for some P| and P} which satisfy

S, +logy~!
5 .

Proor or Cramv 1. Without loss of generality, we can assume
that (X7, X7) is not (1 - d)-dense since if it is (1 - §)-dense then we

PiA+Pylog(p/e) <
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can trivially find such (P/ ,Pé, 1 - §)-dense sources. Let (Y7, YF) =

(X£,X7) and I; € {0,1}™ and I C Z be the largest subset for
1]

which there exists a violation, i.e., there exists y{l € ({0, 1}’1) '

and yéz € Gl such that

I I —(1-8) |11 | A+1og pl2!
Pr[ (), = uy! A (), = vy | > 2 [ 114108 1]

Let (1712 , Y?) be the distribution of (YZ, Y7) conditioned on the event
I I
YO =y A (YD) =yy.
(1) Now we claim that (Y7, Y7) is (P], P;, 1-8)-dense with P =
1| and P = |L|. Suppose that (Y%, ?;) is not (P{, P;, 1—51—
dense. Then there exists a pair of non-empty sets J; C I;
and J, C I, and (yjl, y{z) such that

Pr| (V) =l A () = o |
=Pr| ()5 =yl A () = o

o o~ (1=8)[IAlA+1og pt2!|

I 1
(le)Il = yll A (YZZ)IZ = yzz

The set I; U J; and I, U J, now form subsets for which
pr[(F)nus = A (g = ]
=Pr [, =y A ) =wf A (), =y A (), = vF |
=P [(¥), =y A (), = v |
Pr| ) =ul A () =k | ) =yl A (), = v

(- I L5
o o~ (1=0)[IlAsiogp2l] —(1-8)[Lla+iogpt2!|

B 2—(1—5)[\11u]1|,1+1ogpM]

since [;’s and J;’s are disjoint for i = 1,2. However, this
contradicts the maximality of [; and I,.
(2) Next, we claim that |[1|A + |I2| log(p/e) < S;/d. Let By12
2

be the set of vectors ygz such that y? and yéz are a valid
injection. Since Heo (Y7, Y7) > 2™A+log p! -8, we observe

that for any y{‘ and yéz,
Pr [0 = w A (), = v |

yle(ony™ 1!

2
yl€B o,
v2

1, I I L
Pr [0 = A (), = o A ) = o A () = v

< 2@™=IRDA  Jlog(p-IE)! . 5-(272+log pi-S:)
= g~ (IhlA+logp!l-s.)
and, hence,
I
Hoo(Y)),, (F)p,) 2 || A +logpl2l s, @)
On the other hand, because ((Y7)y,, (Y7)g,) is not (1 - 6)-
dense, we have
L

Hoo((¥)r,> (F)p) < (1= ) [Imia+logpl] . (3)

Combining equation (2) and (3) together, we have

S;>8 [|11|A + 1ogp@]

2 5[4 + |I2| log(p/e)],

where the last inequality comes from [11, Proposition 38

Divided by § > 0, we get the result that |1 |A+|I2] log(p/e) <

S:/6.
Hence, (Y%, 1727‘) is a (P, P}, 1 — §)-dense source such that PjA +
P} log(p/e) < Sz/8.Set (Y{, Y5) now to be (Y7, YY) conditioned on
YY), # y{l and (Y})r, # y£2 and recursively decompose (Y7, YY)
as long as

]10.

Pr [X7 € supp(Y]) A X7 € supp(Yy)] > .

Observe that He (Y7, YF) > 2™A +logp! — (S; +logy™!) at any
point in this decomposition process since

Pr[Y7 =y1 AYF =y2| =Pr[X7 = y1 A XF = 42| X7 € supp(Y7) A XF € supp(Yy)|
- Pr[X? = y1 A X5 = y2]
= Pr[supp(Y7) /\X2Z € supp(Yzz)]
9= (2™ A+log p!-S.)
< _—

Y
_ 27(2"ll+logp!7(5z+log b))

Note that [supp(Y7)| and [supp(Y})| decreases in every step, and
since supp(X7¥) and supp(X5) are finite, after finitely many steps,

. . > 2 .
this process ends with (Yl,ﬂna], YZ,ﬁnaI) with

Pr [Xlz € supp(Y{ g a) A X oo € supp(Yy) | > v.
Hence, (X7, XZZ ) is a convex combination of finitely many (Pi, Pé, 1-
8)-dense sources and (le,fina[’ Yzz,final)’ where P] and P satisfy the
inequality
PjA+Pylog(p/e) < (Sz+logy™1)/6.

This implies that (X7, X7) is y-close to a convex combination of
(P{,P;,1 = 6)-dense sources where P{A + P, log(p/e) < (S; +
logy~1)/6. O

Let (X'Z)?zz) be the convex combination of (Pj, P;, 1 — §)-dense
sources that is y-close to (X%, XZZ ) fora § = §, to be determined later.
For every (P',Pé, 1 — ) source (il,iz) in said convex combina-
tion, let (?1, ?2) be the corresponding (P/, Pé)—Bit—Fixing source, i.e.,
(X1,X2) and (Y1, Y2) are fixed on the same coordinates to the same
values. The following claim bounds the distinguishing advantage
between (X1, X;) and (Y3, Y2) for any (Tq, T,)-query distinguisher.

Cramm 2. For any (P, P;,1 — §)-dense source (X1,X2) and its
corresponding (P}, P;)-Bit-Fixing source (Y1, Y2), it holds that for any
(adaptive) distinguisher D that queries at most Ty coordinates of the
random oracle H and makes at most T, forward or inverse queries to
the injection map t,

Pr [1)’?15@ - 1] _Pr [D?l’z - H < 5(Tid+T> log p),

and

Pr[DX%e = 1] < 20 (MATelogp) L py [ pWTe =

10711, Proposition 38] says that NI > (N/e)?, where a2 = a!/(a — b)\.



Proor or Craim 2. Without loss of generality, assume that D
is deterministic and does not query any of the fixed positions, make
the same query twice, or make an inverse query after making the
corresponding forward query or vice-versa. Let T)?l %, and Ti71 7, be
the random variables corresponding to the transcripts containing
the query/answer pairs resulting from 9’s interaction with (X1, Xz)
and (Y1, Ya), respectively.

For a fixed transcript ¢, denote by pgl’)?z(t) and pﬁ,?z(t) the

probabilities that (21,5('2) and (?1, 372) respectively, produce the
answers in t if the queries in t are asked. Since D is determinis-

tic, Pr [T)?l %= t] € {0, PX, )?Z(t)}, and similarly, Pr [Tf,1 7, = t] €
{0, Py, 7, (t)}. Denote by 7x, x, the set of all transcripts ¢ for which
Pr [Tfﬁ)?z = t] > 0. For such ¢, Pr [Tgl,gz = t] = pgl,)?z(t) and also

Pr [Tﬁ,?g = t] =Py 3, (t). Observe that for every transcript ¢,

~(1-8) [TI/HIog(p—PZ’)T—Z]

) <2 and py; ?z(t) <2

Px,.%, (¢
o o 4
as (X1, Xz) is (P, P}, 1 — 8)-dense and (Y1, Y2) is (P}, Pj)-fixed.
Towards proving the first part of the claim, observe that D’s
output can be computed from the transcript (including whether a
query was a forward for an inverse query) by just running O and

providing the answers to its queries from the transcript. Hence,

%% _ T3 _ T
pr[DX%e = 1] —pr [DT% =1 < 5D (T .75 7

Z max {0, Pr I:T«)?l:)?z = t] —Pr [Tiiz = t”
t

Z max {0, P, %, (D) — pﬁ,?z(t)}

t€75<1>X2
Py,.7, (1)
= Z p)?ljz(t) - max {0, 1- —p~ -~
teTX, X, X1,X2

_ _pH
12 6[T1/l+log(p P ]

< 1-270(NMLlogp) < 5(T ) + Ty log p),

where the first sum is over all possible transcripts and where the
last inequality uses 27* > 1 —x for x > 0 and at < ab fora,b e N.
As for the second part of the claim, observe that due to the

equation (4) and the support of Til %, being a subset of T71 ¥

_ 5| Ty A+log(p—P)) 2 _
Pr [Tgl’}?z = [] <2 [ ] -Pr [T?I,?Z = t]

S(hA+T logp) . .
< 20\ Pr TYl,Yz_t s

for any transcript t. Let 7p be the set of transcripts where O
outputs 1. Then we have

Pr [1))?15(2 - 1] =y P [Til 3= t]

teTp

S(TiA+Ty logp) . .
<20 D Pr|Ty g =t
teTp

= 90(Tir+Tylogp)  py [971,72 - 1] ,

which concludes the proof. O

[T1/1+log(p—P§)T—2]
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Let (1712, YZ) be obtained by replacing (X1, Xz) by (Y1, Y2) in
(fz,)?g) Setting
S+ log y‘l
" Pik+Pylog(p/e)’
Claim 1 and Claim 2 imply

z

Pr [Z)XIZ’XZZ (z) = l] - Pr [D?IZ’?ZZ (z) = l”
(Sz +logy 1)(T1A + Tz log p)

, 5
(PiA+ P log(p/e)) ¥ )
as well as
Pr [DXlZ’XZZ (2) = 1]
(Sztlogy™ 1) (T M+, log p) Gz 2
<2 (RIgpe) . Pr [Z)Yl Yy =1l+y.  ©

Moreover, note that for the above choice of §,, we have P{ =P
and Pé = Py, i.e,, the sources (?Z, YZZ) are (P1, Py)-fixed, as desired.

Crami 3. E[S;] < S andPr[Sp(x, x,) > S+logy™!] <.

ProOF OF CraiM 3. Observe that Heo (X7, X5) = Hoo (X1, X2)|Z =
z) = H((X1,X2)|Z = z) since, conditioned on Z = z, (X1,X3) is
distributed uniformly over all values (x1,x2) with f(x1,x2) = z.
Hence,

E.[S:] = 22 +log p! — Ez [Heo (X1, X2)|Z = 2)]
= 2" +logp! - E; [H((X1,X2)|Z = 2)]
=2mA+logp! - H(X1, X2)|Z = 2) < S.

Again, due to the uniformity of (X3, X2), Pr[f(X1,X2) = z] = 275z,
Hence,

Pr[Sf(x,x,) > S+logy ™' = Z Pr(f(X1,Xz) = 2]
z€{0,1}5:S,>S+logy!

<25, 2—(S+logy’1) <y O
Now the first part of the lemma follows (using (Y7, Y7) = (Y%, ?22 )
by taking expectations over z of the equation (5) and applying the

first part of Claim 3. The second part of the lemma is proved as
follows:

pr| DY (£, X)) = 1

<Pr [Z)X"Xz(f(Xl,Xz)) = 1,Sp(xx,) < S+logy”!
+Pr[Srix, x,) > S+logy™']

< (2(S+logy_1)(T1/1+Tz logp)/W . py [Dxl,x2 (F(X1, X)) = 1,
Sf(xyx,) < S +log y‘l] + y) +y

< o(SHogy™) (AT logp) /W | p, [DX“XZ(f(Xl,Xz)) -1

Sf(Xl,Xz) < S+log y_l] +2y,

where the second inequality follows by taking expectations over z
of the equation (6) (together with the condition S, < S +logy™1)
and the second part of Claim 3. O

16
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A.2 From the BF-ROM+GGM to the
AI-ROM+GGM

Capturing the Models. An oracle pair (O1, O) has two interfaces
(Oq.pre, Oz.pre) and (Oj.0n, Oz.0n), where (O;.pre, O,.pre) is ac-
cessible only once before any calls to (O;.on, Oz.0n) are made. We
consider the oracles in this work as follows:

e Random Oracle + Generic Group Oracle RO+GG(m, A, p, £):

Samples a random oracle function table H « H,, ;, where
H,p, 2 is the set of all functions from {0,1}" — {0, 14,
and samples a random injection 7 « I, where Iy is
the set of all injections from Z, — G where G is the set
of bitstrings of length ¢ > log p; offers no functionality
at (O.pre, Oyz.pre); answers queries x € {0,1}'" to H at
O;.on by the corresponding value H(x) € {0, 1}4; answers
forward queries x” € Zj to 7 at Oz.0n by the corresponding
value 7(x’) € G; answers group-operation queries (s, s”) at
0;.on as follows: if s = 7(x) and s = 7(x”) for some x, x’,
the oracle replies by 7(x +x”) and by L otherwise; answers
inverse queries s at Oy.on by returning 77! (s) if s is in the
range of 7 and L otherwise.

o Auxiliary-Input Random Oracle + Generic Group Or-
acle AI-RO+GG(m, A, p, £): Samples a random oracle func-
tion table H < #,, ; and samples a random injection
T Ipsas explained in RO+GG(m, A, p, £); outputs all
of H at O;.pre and all of 7 at Oy.pre; (O1.0n,Oz.0n) be-
haves the same as RO+GG(m, A, p, £). When the parame-
ters (m, A, p, £) are clear in context, we sometimes abuse
the notation and simply say AI-RO+GG.

¢ Bit-Fixing Random Oracle + Generic Group Oracle
BF-RO+GG(Py, P2, m, A, p, £): Samples a random oracle func-
tion table H « ¥, at O;.pre and samples a random
size-p subset Y of G and outputs Y at Oy.pre; takes a list
at (O;.pre, Oz.pre) of at most P; query/answer pairs that
override H in the corresponding positions and at most P,
query/answer pairs without collisions and all answers in
Y; samples a random injection 7 < I, ; with range Y and
consistent with said list; (O1.on, O;.0n) behaves the same
as RO+GG(m, A, p, £). When the parameters (m, A, p, £) are
clear in context, we sometimes abuse the notation and sim-
ply say BF-RO+GG(Py, P2).

Attackers with Oracle-Dependent Advice. We define the attackers
A = (Apre; Aon) similar to that of prior work [11, 12], which
consist of a preprocessing attacker Apre and an online attacker
Aon, which carries out the actual attack using the output of Apre-
The difference is that we consider a pair of oracles instead of a single
oracle. More precisely, in the presence of an oracle pair (01, Oz),
Apre interacts with (O1.pre, Oz.pre) and Aon with (O1.0n, Oz.0n).

Definition A.3. An (S, Ty, Tz)-attacker A = (Apre, Aon) in the
(01, 02)-model consists of two procedures
® Apre, which is computationally unbounded, interacts with
(Oq.pre, Oz.pre), and outputs an S-bit string as hint, and
e Apn, which takes an S-bit auxiliary input and makes at
most T; queries to O;.on and T, queries to Oz.on.
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For an arbitrary oracle O, Coretti et al. [11, 12] defined an ap-
plication G in the O-model by specifying a challenger C that has
access to O.on, interacts with the online attacker Ay, of an attacker
A= (ﬂpre, Aon), and outputs a bit at the end of the interaction.
Then they defined the success of A on G in the O-model as follows:

Succg o (A) =Pr [ﬂgf’n (?{por;v,pre) o coon = l] ,

where AZ;on (ﬂg&pre) & €90 denotes the bit output by the

challenger C after its interaction with A. It can be extended to
the oracle pair setting in the same manner when O = (04, O2), by
defining O.pre = (Oj.pre, Oz.pre) and O.on = (O1.0n,Oz.0n).

Definition A.4. For an indistinguishability application G in the
(01, O2)-model, the advantage of an attacker A is defined as

AdVG,(Ol,Og)(ﬂ) =2

1
SuCCG,(Ol,Oz)(ﬂ) -3l

In the case of an unpredictability application G, the advantage is
defined as Advg, (0,,0,) (A) = Succg (0,,0,) (A). An application
G is said to be (S, T1, T2, €)-secure in the (O1, O2)-model if for every
(S, Th, Tp)-attacker A,

Advg, (0,,0,) (A) <e

Additive Error for Arbitrary Applications in the ROM+GGM.. Us-
ing Lemma A.2, one can extend [12, Theorem 5] and [11, Theorem
1] to the translation from the Bit-Fixing model with multiple ide-
alized models (ROM+GGM) to the corresponding Auxiliary-Input
model at the cost of an additive term which is similar to those from
[12, Theorem 5] and [11, Theorem 1].

REMINDER OF THEOREM 3.1. For everyy > 0, if an application G
is (8, T1, To, €”)-secure in the BFE-RO+GG(Py, P2, m, A, p, £)-model for
any P1, Py € N such that P1A+Pz log(p/e) < n, thenitis (S, T1, Tz, €)-
secure in the AI-RO+GG(m, A, p, £)-model, for

2(S+logy™h) ((Tl)g”“bx +3(Tp)&mb 1ogp)
e<ée + +2y,
n
where e is the Euler constant, and (Tl)g’mb and (Tz)g’mb are the
combined query complexity corresponding to G that corresponds to
the random oracle and the generic group oracle, respectively.

Proor. Fix Py, P, as well as y. Let G be an arbitrary application
in the (BF-RO, BF-GG)-model (or in the (AI-RO, AI-GG)-model)
and C be the corresponding challenger. Moreover, fix an (S, T1, T2)-
attacker A = (Apre, Aon), and let {(Y1, Y5)%Y}, indexed by z e
{0, 1} and size-p subsets Y C G, be the family of distributions guar-
anteed to exist by Lemma A.2. Consider the following (S, T3, T2)-
attacker A’ = (A, Agp ) (expecting to interact with BF-RO+GG):

® Ay obtains the set Y from BF-GG.pre and internally sim-
ulates Apre on a uniformly random input X; € {0, 1} and

a uniformly random injection X» € Z, with range Y to

. Al-RO+GG.
obtain z « Ape pre

(P1, Py)-bit-fixing sources (Y],Y;) making up (Y1, Yy)=Y
and presets BF-RO+GG to match (Y],Y,) on the at most
Py (resp. Pz) points where Y] (resp. Y;) is fixed. The output
of Apye is 2.

o A/ works exactly the same as Aqp.

. Then, it samples one of the



Let D be a distinguisher — making forward, group-operation, and
inverse queries to a (H, 7)-source — that internally runs the combi-
nation of Aon = A, and C. It answers their queries as follows:
(1) It passes forward queries to and back from its own oracle.
(2) It answers group-operation queries (s,s’) (to the generic
group oracle) by making two backward queries to its own
oracle for s and s’, obtaining i and j, respectively, making
a forward query i + j, and passing the answer to Ao or C
(unless one of the answers to the backward queries was L,
in which case L is returned).
Note that DX1%2 (£ (X1, X)) is identical to
ﬂ(/)\rL-Romc.on(ﬂgrléRO+GG-pre) o CAI-RO+GG.on’
and DM (f(X31,X2)) is identical to

’BF-RO+GG. "BF-RO+GG.pre BF-RO+GG.
Aon on (ﬂpre P )e C o,

Furthermore, D is a distinguisher taking an S-bit input and making

Y, ) (X1:X2),im(Xz)

at most (Tl)gjmb to its random oracle and 3(Tg)g’mb to its generic
group oracle. Therefore, by Lemma A.2,

Suceg A1-RO+GG (A) < Suceg pr-ro+6G(A”)

(8 +logy™) ((T)E™2 +3(T)F™ logp)
+ ; +7,
for any Py, P, satisfying P14 + Py log(p/e). Since there is only an
additive term between the two success probabilities, the above

inequality implies

AdVG,AI-R0+GG (A) < AdvG BF-RO+GG(A)
2(5 +logy ™) (T)F™ 2 +3(T)P™ log p)
+
n
for both indistinguishability and unpredictability applications. Note

that the extra factor of 2 is technically only necessary for indistin-
guishability applications [12]. O

+ 2y,

REMINDER OF THEOREM 3.2. For everyy > 0, if an unpredictabil-

ity application G is (S, T1, Tz, €") -secure in the BF-RO+GG (Py, P2, m, A, p, £)-

model for any Py, P, € N satisfying
(8 +1ogy™") (T)E™ A+ 3(T)E™ log p) < P12 + P log(p/e),
then it is (S, Ty, Ty, €) -secure in the AI-RO+GG(m, A, p, £)-model, for
e<2¢ +2y,
where e is the Euler’s number.

Proor. Using the same attacker A’ as in the proof of The-
orem 3.1 and applying the second part of Lemma A.2, for any

P1, Py € N such that (S +logy™") ((T)E™2 + 3(T) g™ log p) <
PiA+ Py log(p/e) < n, we have

Succg AI-RO+GG (A)

(s+logy™ 1) (1) 8mPA+3(Ty) 2P log p)
<2 n

- Suceg,BF-RO+GG (A') + 2y
< 2 - Succg,BF-RO+GG (A') + 2y,
which translates into
AdvG AI-RO+GG (A) < 2 AdvG BF-RO+GG(A) + 2y
for unpredictability applications. O
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B Bit-Fixing/Auxiliary-Input Multiple Idealized
Models

In Section 3, we studied the Bit-Fixing to Auxiliary-Input transition
with two idealized models at once — the Random Oracle Model plus
the Generic Group Model. We can further extend this approach
and consider multiple idealized models, including the Ideal Cipher
Model and the Random Permutation Model as well.

B.1 Replacing Auxiliary Information by
Bit-Fixing
Definition B.1. A (n1, na, n3)-source is a tuple of vector random
variables (X, Y, Z), where

e X = (Xi,...,Xp,) is an ni-dimensional vector where for
each i € [ny], an element Xj is a random variable that
corresponds to the function table of a random oracle H; :
[M;] — [N;] with range [N;]M:,

e Y = (11,...,Yy,) is an ny-dimensional vector where for
each i € [ny], an element Y; is a random variable that
corresponds to the function table of an injection 7; : Zp, —
G;, where G; is the set of bitstrings of length ¢; (with £ >
log p;), and

e Z = (Zy,...,2Zy,) is an n3-dimensional vector where for
each i € [n3], an element Z; is a random variable that
corresponds to the function table of a cipher F; : [Kj] X
[Ci] = [Ci].

Further, a (ny, ny, n3)-source is called:

e (P,Q,R,1-8)-denseiffor vectors P = (Py, ..., Py,) € Zp, X
xZMnl, Q=1(01,...,0n,) € Zp, X -+ xZPnl, and
R=(Ry,....Ry,) € (Zc,)X1 %+ x (Zc,, )" where Ry =
(Rk,15 - - > Ri ) for each k € [n3], if H; is fixed on at most
P; coordinates for each i € [n1], 7; is fixed on at most Q;
coordinates for each j € [nz], and for each cipher F; with
k € [n3], it is fixed on at most Ry s coordinates for each
s € [Kg], and if for all tuples of vectors of subsets (U, V, W)
of non-fixed coordinates where U = (Uy, ..., Un,) € Zp, X
X Ty, Vo= (Vi Vay) € Zp, X oor X Zp, , and
W= (Wy,...,Wy,) C (ZCI)Kl XX (ch3)Kn3 where

Wy = (Wiq,..., Wi k,) for each k € [n3],
S S vl
Heo(Xu, Yv, Zw) = (1= 8)| " [Uillog N; + > log(p; — Qj)=2
i=1 j=1
ns Kk

Wi.s
+ Z Z log(Cr — Ro) sl
k=1s=1

where a2 = a!/(a - b)! and Xy is X restricted to the coor-

dinates in U,

e (1-0)-denseifitis (0,0,0,1— §)-dense, and

o (P,Q,R)-bit-fixing if it is (P, Q,R, 1)-dense, i.e., (P,Q,R, 1 —
§)-dense with § = 0.

In Definition B.1, we remark that X captures a source with mul-
tiple random oracles, Y captures a source with multiple generic
groups, and Z captures a source with multiple ideal ciphers. In
the case of Z, if K; = 1 for some i € [n3], it can be considered as
a random permutation. Hence, Definition B.1 captures the usage
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of multiple idealized models at once, including the random ora-
cle model, generic group model, ideal cipher model, and random
permutation model.

LemMA B.2. Let (X,Y,Z) be a tuple of vector random variables
which satisfies the following.
X = (X1,...,Xn,) is an ni-dimensional vector where X; is
distributed uniformly over [N;]Mi foreachi € [n1],

o Y=(Y1,...,Yy,) is an ny-dimensional vector where Y; is a
uniformly random injection that takes on as value function
tables corresponding to an injection t; : Zp, — Gy for each
i € [ny], and

o Z=(Z,...,2Zp,) is an n3-dimensional vector where Z; takes
on as value function tables corresponding to a cipher F; :
[Ki] % [Ci] = [Ci] foreachi € [n3].

Let W = f(X,Y,Z), where

f:(]_[ 1) x (]_[Zp) (]_[Kk] (Cl) = (0,1}

is an arbltraryfunctlon. For any y > 0 and P, Q, R that were defined
as in Definition B.1, there exists a family {(X’,Y',Z") }yy y ., indexed
byW e {0,1}% and Y = (M,,. ... Yn,) where Y; is a size-p; subset
of G; for each i € [nz], of convex combinations of (P, Q, R)-bit-fixing
(n1, n2, n3)-sources satisfying

Ki

ns
ZPI log N; + Z Qilog(pi/e) + Z Z R; jlog(Ci/e) < n,

i=1 j=1
such that for any distinguisher D taking an S-bit input and querying
at mostS = (S1,...,Sn,) coordinates of each oracle that corresponds
to X where S; < P; foreachi € [n1], T = (T,...,Ty,) coordinates
of each oracle that corresponds to Y where T; < Q; for eachi € [n3],
andL = (Ly,...,Lp,) coordinates of each oracle that corresponds to
Z whereLy = (Li 1. .., Lk, ) and Ly j < R;j for each j € [K;] and
i € [n3], we have (here, e is the Euler’s number)

|Pr IDXvaZ( fX.Y,2)) = 1] ~Pr [z)“"vY"Z’)f<x‘YVZ>.zm<Y> (f(X.Y,2)) = 1”

(S+logy™)

n ny ns K;
Z SilogN,- + Z Tilogp,- + Z Z Li,jlogCi
i=1 i=1 i=1j=1

IN

+v.
n
Proor. Fix an arbitrary w € {0,1}° and let (X", YY,Z") be
the distribution of (X,Y,Z) conditioned on f(X,Y,Z) = w. Let
Sz = X1, Milog Ni+ X2 log pi!+ X2, Kilog Ci!—Heo (X, Y, Z) be
the min-entropy deficiency of (X™,Y",Z"). Let y > 0 be arbitrary.

CLAIM 4. For every § > 0, any leaky source (X¥,YY,Z") is y-
close to a source (XY, Y, Z'") which is a convex combination of
(P’,Q’, R/, 1 - §)-dense sources for

K;

Z P log Nl"'z Qi log(pl/e)+z3 Z

i=1 j=1

log(C,-/e) <

Proor or Craim 4. Without loss of generality, we can assume
that (X, YY,Z"Y) is not (1 — §)-dense since if it is (1 — §)-dense
then we can trivially find such (P’,Q’,R’,1 — §)-dense sources.
Let (XY, Y'Y, Z/") = (XYY", Z%) and U = (Uy,...,Up,) €
Zpm, X -+ xZMnl, V=0, W €2Z, x-X anl, and

1

S, +logy~!
5 .
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W = (Wy,...

Wa,) € (Zc)Kr x -+ x (Z¢,, )" (where Wy =
(W15 - - -» Wi ) for each k € [n3]) be the largest subset for which
there exists a violation, i.e., there exists X'y, y’y, z'w such that

Pr[(X'"y=xuArY")=yyAZ")w=2w]|

1Vjl Wi !
2—(1—5) [2721 Ui | log Ni+ %72, log pi7+572, S1% log C = ]

Let (§7 Y'Yz w) be the distribution of (X’",Y’",Z’") condi-
tioned on the event (X" ™)y = x'yA(Y' ")y = y'vA(Z'V)w =2'w.
(1) Now we claim that ()’27W,f’w,Z~’w) is (P/,Q",R’,1 - §)-
dense with P = |Uj| for i € [ng], Q;. = |Vj| for j € [na],
and Rl’w. = |Wg | for k € [n3],j € [Ki]. Suppose that
(5(‘7“), Y"W, Z’W) is not (P’,Q’,R’, 1 — §)-dense. Then there
exists a pair of non-empty of sets U’ C U (here, C refers to
an pairwise subset notation), V/ C V, and W C W such

that

Pr [ = Xu A (7w =y A 2w = 2w
=Pr [(X™)y =Xy A (Y =y'y A 2w = 7w

(X =Xy A =¥y A 2w = 7w

v \W’ |
_(1—5)|z:?:11 U} [ log N+ X2, log p; . +252) z | log Cyo }
> 2 .

The set UU U’ (also pairwise), VU V', and W U W’ now
form subsets for which

Pr [(X"™)uuwr = X"vuw A (Y ¥ )vov =¥ vov A (2 ) wow = 2/ wowr ]
=Pr [(X'W)U =Xy AX My =Xy AX )=y yvAX ")y =y
ANZMw =2w A (Z )w = z’w,]
=Pr [(XIW)U =Xy A(Y "y =y'y A2 M)w = Z'w]
“Pr [(X,W)U' =xX'v A" =y A (ZMw = Z'w'|
X™My=xyAr Y =yyAEZ W= z’w]

Wl
—(1-8) [Z,’L‘, Uil log Ni+372, log py -+, 3, 1°gc;]

> 2
fl !

|
 log pj— +ZZ31 DI

—(1—5)[27:‘1 U7 log Ni+ 32
-2

+2:3121  log C

|Vju | k]uw Al
—(1—6)[2?:‘1 |U;uU; | logNﬁZ?:Zl log p; e

=2
since (U, V, W) and (U’, V', W’) are pairwise disjoint. How-
ever, this contradicts the maximality of (U, V, W).

(2) Next, we claim that

ns Kk
Z Uil log Nz+z |Vjllog(p;/e)+ ) > Wi jllog(Ci/e) < S:/6.
i=1 k=1 j=1

Let B, be the set of vectors y_ such that y{, and y_ are a
Yv \i v \
valid injection. Similarly, let CZ{V be the set of vectors z/_
such that z{,v and Z;W are avalidIC. Since Hoo (X", Y™, 2'Y) >

K;
Z:lzll M;log N; + Z;lil Ingj! + 223:1 Zj£1
observe that for any X'y, y'v, 2w,

log Ci.! — Sz, we

(X My=xyA Y=y yA@Z"w=2w



Z Pr [(XW)U =x'y

Ui v ¢ ,__
| Mi ‘UllyVE'BY{,ZWECZ{V

x'gell4 [N,
A =y'yAZMw =7Zw A XY)g=Xg

ANYY)g=YgA2ZY)%= Z’w]

’ K;

< QX (M= U log Ny | o252, 10g(pj=IViD! | 5%p2, T3k log(Ci= Wk )!
K,

. 2—(2?:11 M;log Ni+3 72, log p1+37% 53K log Ci!-S:)
) 71 X Wy ;1
_ o~ (S Uil log N+ 52 log p 7+ 532, 57K log C==52)
and hence,
w w w
Heo (X" ™)y, Y)Wy, (2" )W)
|ij

> Z |Ui| log N; +Zlogp*+i21

On the other hand, because ((X’W)U, XYW, (ZY)w) is
not (1 — §)-dense, we have

Hoo (X"™)u, (Y ")v, (Z")w)

ns Kk

\W |
<(1-86) Z|U,|1ogN,+Zlogp—+221 L
Combining those two equations together, we have
s K [ Wi
Sz =296 Z |Ui|log N; + Zlogp7+ ZZlogC !
k=1j=1
ns Kk
>0 Z |Uillog N; + Z Villog(p;/e) + Y > Wi ;llog(C/e) |
k=1j=1

where the last inequality comes from [11, Proposition 38]!!
Divided by § > 0, we get the desired result.

Hence, (?W,f’w,i’w) isa (P’,Q’,R’,1 — §)-dense source such
that

Z P/log N; + Z Q) log(pj/e) + i Z R} ;10g(Cy/e) < S:/5.

k=1 j=1

Set (X', Y'Y, Z’W) now to be (X’¥,Y’",Z’") conditioned on
X'y #x'u, YY)y #y'y, and (Z'")w # z'w and recursively
decompose (X’™,Y'™,Z’") as long as

Pr [XW € supp(X'") AYY € supp(Y™) AZY € supp(Z’W)] >y.
Observe that
H (X’W YIW ZIW)

> ZMllogNl+Zlogpj’+§:ZIOng '— (S, +logy™h)

at any point in this decomposmon process since
Pr[X'V=x' AY" =y AZ" =7]

:Pr[XW:x'/\YW:y'/\ZW:z'

11111, Proposition 38] says that NL> (N/e)’, where a2 = a!/(a - b)!.
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XY € supp(X’™) AY" € supp(Y'") A ZY € supp(Z'™)
< PrXV=x'AYY=y AZV =7']
~ Pr[XY e supp(X'Y) AYW € supp(Y'™) A ZW € supp(Z’'™)]
5= (S Milog Ni+ 372 log p 1+ 272, 37K

log Cr!-S)

IA

Y

n n; K; -
_ o~ (B2 Milog Nit 572 log p; 143,237 K log Cel = (Sz+log y ™))

Note that supp(X’'"), supp(Y’"), supp(Z’") decreases in every

step, and since supp(X™), supp(Y"), supp(ZW) are ﬁnite after finitely

many steps, this process ends with (X'2¥ Y2 ) with

final® flna[’ fma

Pr [X € supp(X’ final) AYY € supp(Y’ final) ANZY € supp(Z’ fina[)] >y.

Hence, (X¥,Y",Z"Y) is a convex combination of finitely many
(P’,Q",R’, 1~ §)-dense sources and (X', Y'¢" 7/ ¢ ), where
P/, Q’, R’ satisfy the inequality

Z P! log N,+Z Q! log(pi /e)+i Z R! ;log(Ci/e) <

i=1 j=1

S, +logy~!
1)

This implies that (X¥,Y",Z") is y-close to a convex combina-

tion of (P’,Q’,R’,1 — §)-dense sources where Z?zll P! log N; +

2 Q) log(pife) + T2y X1, R) log(Cife) < (S; +logy™1)/s.
(]

Let (XW, Y, ZW) be the convex combination of (P’, Q’,R’, 1-6)-
dense sources that is y-close to (XY, YW,ZY) fora § = §; to
be determined later. For every (P’,Q",R’,1 - ) source (X.Y.Z)
in said convex combination, let (X’,Y’,Z’ ') be the correspond—
ing (P’, Q’,R’)-bit-fixing source, i.e., (X, Y, Z) and (X’, Y, Z’) are
fixed on the same coordinates to the same values. The following
claim bounds the distinguishing advantage between ()~( ? 2) and
(5(‘7 ,Y?,Z") for any (S, T,L)-query distinguisher.

Cram 5. For any (P/,Q’,R’, 1 — §)-dense source ()~( Y, Z) and
its corresponding (P’, Q’,R’)-bit-fixing source (?f’ Z’) it holds
that for any (adaptive) distinguisher D that queries at most S =
(S1,...,Sn,) coordinates of each oracle that corresponds to X where
Si < P] foreachi € [n], T = (Ty,...,Ty,) coordinates of each
oracle that corresponds to Y where T; < Qi for each i € [nz], and
L = (Ly,...,Ly,) coordinates of each oracle that corresponds to zZ
where L = (Lg1,.... Lk, ) and Lij < le,j foreach j € [K;] and

i€ [n3],
‘Pr [Dﬁz = 1] —Pr [2)’7 Xz 1”
<5 ZSllogN,+ZT,logpl+iZLl]logCl,
i=1 j=1
and
Pr [DXYZ 1]

X
8(, Silog Ni+ 32, Ti log pi+ B2, T, L log Ci)

Pr[ DXV =



Preprocessing Security in Multiple Idealized Models with Applications to Schnorr Signatures and PSEC-KEM

Proor or Craim 5. Without loss of generality, assume that D
is deterministic and does not query any of the fixed positions, make
the same query twice, or make an inverse query after making the
corresponding forward query or vice-versa. Let T ¢ 7 and Ty; ¢ 7
be the random variables corresponding to the trails’cripts contain-
ing the query/answer pairs resulting from 9’s interaction with
()Z ?, 2) and (;(7,\7’, Z~’), respectively.

For a fixed transcript ¢, denote by pf(,?,i(t) and P ¥ 7 (t) the
probabilities that ()~(, i Z) and (3‘(7 , f', VA ), respectively, produce
the answers in ¢ if the queries in ¢ are asked. Since D is deterministic,

Pr [T)??Z = t] € {0’ p)??Z(t)}’ and similarly, Pr [T)?f, 5 = t] €
0, P57 57 5 (t)} Denote by 7xyz the set of all transcripts ¢ for
which Pr [T;( 7 = t] > 0. For such ¢, Pr [Txiz = t] = pxiz(t)

(t). Observe that for every

and also Pr [T;gi,’zﬁ =l =pPyvz

transcript t,

Pxyz (1)
< 5 (-9 [Z 5ilog N+ 217, log(pi= 0 vy, 7Y, log(CiRy )22
()
and
Px.v.7 (1)
< o [ZR Sitog N log(pi- QT2 B log(CimR )| o

as (X,Y,Z) is (P, Q’,R’, 1-6)-dense and (X, Y, Z') is (P, Q’, R’)-
fixed.

Towards proving the first part of the claim, observe that D’s
output can be computed from the transcript (including whether a
query was a forward for an inverse query) by just running O and
providing the answers to its queries from the transcript. Hence,

T—

‘Pr [DX’Y’Z = l] —Pr [DX/’Y,’Zl = 1” < SD (T;(§z, AT Z’)
Zmax {O,Pr [T;(?z = t] —Pr [TQY’T’Z’ = t]}
t

Z max {0, pxvz() ~Px v 7 (t)}

V7
Ps 5 5 (1)
_ pﬁz(t).max{o,l_%
teTzy7 Py z(!)
n n T i r \Eij
1 2—5[zi:11 Silog N+ 372 log (pi~Q) 1Ly, 259, log(Ci—Ri)j)J]
< 1 o 0| B Silor N T Tilog i+ 272, T Lijlog i
n ny n3 K
<-4 ZS,—logNi +ZTilogpi +Z ZLi,jlogCi ,
i=1 i=1 i=1 j=1

where the first sum is over all possible transcripts and where the
last inequality uses 27* > 1 — x for x > 0 and at < ab fora,b e N.
As for the second part of the claim, observe that due to the

equation (7),(8), and the support of T; ¢ 7 being a subset of Ty & .,

21

: , L
< 25[2,’;‘1 Silog Ni+ 2%, log (pi—0)) 1+21%, 1%, log(Ci—R; )™
-Pr [Txﬁ’f,zﬁ = t]

, .
< 25[2,'21 Silog Ni+ X2 Ty log pi+ Xy X5 Lij log Ci] Pr [T~

XV7 t]’
for any transcript t. Let 7p be the set of transcripts where D
outputs 1. Then we have

XYZ _ 4| _ _
Pr [2) = 1] = > Br [TX’Y,Z = t]
teTp
8|S, Silog Ni+ 212, Tilog pi+ £ B30, Ly log Ci|
. Z Pr [T)'E;’Y‘,’Z, = l’]
teTp

n n 3 K; _——~
— 25[21:11 Si IOgNi+Zi:21 Tl logpi+2:.l:jl Zj:l Liy/' IOg C,] . Pr I:DX/’Y/’Z, _ l]

<2

which concludes the proof. O
Let (ij,g’w, Z~'W) be obtained by replacing (XY, Z2) by (5(7, Y, Z")
in (XY, YY,ZY). Setting
S, +logy~!
>™ SilogNi + Y™ Tilogpi+ X S5 L ilogC;
i=1 01 108 Vi i=1 11108 Pi i=1 4 j=1"LJ g i
Claim 4 and Claim 5 imply

5, =

pr DXV () = 1| [D)? Y2 () - 1” < A4y, (9)
as well as
Pr [Z)XW’YW’ZW(Z) = 1] <2M.pr [D?W’?W’Z’W(z) = 1] +7v,
where
(5+logy™") (S, Silog Ny + T2, Ty logpi + T2, £, 1; 5 log Ci)
XM Pilog Ni + 372, Qilog(pi/e) + 7, zﬁl Rijlog(Cife)
Moreover, note that for the above choice of §,, we have (P/,Q”,R’) =

(P, Q,R), i.e., the sources (5(7W, f’w, Z'W) are (P, Q,R)-fixed, as de-
sired.

Cramm 6. E,[S;] < S andPr[Se(xyz) > S+logy '] <vy.

ProoF OF CrAmM 6. Observe that He (XY, YV, ZY) = Ho (X, Y, Z)|
W = w) = H(XY,Z)|W = w) since, conditioned on W =
w, (X,Y,Z) is distributed uniformly over all values (x,y, z) with
f(x,y,2z) = w. Hence,

ny ny n3
E,[S:] = ZM,- log N; +Zlogpi! +ZKilogCi! —E; [Ho (X, Y, Z)[W = w)]
i=1 i=1 i=1
ny ny ns
= ZM,- log N; +Zlogpi! +ZKilogCi! —E, [H(X Y, Z)|W = w)]
i=1 i=1 i=1

ny ny ns
= ZM,- log N; +Zlogpi! +ZKilogCi! ~H((X.Y,Z)|W =w) <.
i=1 i=1 i=1

Again, due to the uniformity of (X,Y,Z), Pr[f(X,Y,Z) = z] =
275z, Hence,
Pr[sf(X,Y,Z) > S+ log }/71]

= D Pr[f(X,Y,Z) = w]
we{0,1}5:S,>S+logy!



<25 (SHogy™) o O

Now the lemma follows (using (X’ ¥, YV, Z"") = XYt z"y)
by taking expectations over w of the equation (9) and applying the
first part of Claim 6. O

B.2 From the Bit-Fixing Model to the
Auxiliary-Input Model

Capturing the Models. A tuple of oracles ({01,,-};1:11, {Ogsj};.lil, {03,k}Zi

has two interfaces ({Ol,i.pre}?:ll, {OZ,j.pre};.'il, {O3Ek,pre}23:l) that

is accessible during a preprocessing phase, and ({Ol,i.on}?:ll, {0y,j.0n}"?

{03,k.on}23:1) that is accessible during an online phase, where

({Ol,i.pre}?zll, {Oz,j.pre};?il, {Oik.pre}z;) is accessible only once

before any calls to ({OI,i.on}?:ll, {02,j.on};.lil, {03,k~0”}Z3:1) are

made. We consider the oracles as follows:

e Random Oracle + Generic Group Oracle + Ideal Cipher
RO+GG+IC({M;, Ni} |, {pj, fj};?;, {Kg, Ck}Zil): Samples
random oracle function tables H; « Hay, N, for each i €
[n1], where H, N, is the set of all functions from [M;] —
[Ni], samples random injections 7j < I, ¢, for each j €
[n2], where I ¢, is the set of all injections from Z,, — G;
where Gj is the set of bitstrings of length ¢; > logpj,
and samples random permutations 75 « Pc, for each
s € [Kg], where Pc, is the set of all permutations from
[Cr] — [Ckl; offers no functionality at ({Olsi.pre}?zll,

{Oz,j.pre};.zil, {03,k-Pre}23=1)§ for the online queries,

o for each i € [n;], answers queries x € [M;] to H; at
01,;.0n by the corresponding value H;(x) € [N;],

o foreach j € [nz], answers forward queries x” € Zp, to
7j at Oy j.on by the corresponding value 7j(x") € Gj;
answers group-operation queries (s,s’) at Oy j.on as
follows: if s = 7j(x) and s’ = 7;(x”) for some x, x’, the
oracle replies by 7j(x+x") and by L otherwise; answers
inverse queries s at Oy, j.on by returning rj’l (s)ifsis
in the range of 7; and L otherwise, and

o for each k € [n3], answers both forward and back-
ward queries (s,x) € [Ki] x [Ck] at O;k.on by the
corresponding value 75(x) € [Cy] or ns_l(x) € [Cr],
respectively.

e Auxiliary-Input Random Oracle + Generic Group Ora-
cle + Ideal Cipher AI-RO+GG+IC({M;, N; }:lzll {pj. tj };.'il,
{Kx, Ck}Zil): Samples Hj, 7j, 7 for each i € [n4], j € [n2],
and s € [Kj] where k € [n3] as explained in RO+GG+IC
({M;, Ni}l'.lzll, {pj. £ };Zl {Kp, Ck}Zil) above; outputs all of
H;, 7j, and 75 at ({Ol,i.pre}?zll, {Oz,j.pre};.’il, {03,k.pre}z3:1);
({Ol,i.on}?:ll, {Oz,j.on};il, {03,k.on}23:1) behaves the same
asRO+GG+IC({M;, Ni} 111 {p), fj};?il, {Ki Ci}y2,)- When
the parameters ({Mi,Ni}?:‘l, {pj’fj};il’ {Kk,Ck}Zil) are
clear in context, we sometimes abuse the notation and sim-
ply say AI-RO+GG+IC.

e Bit-Fixing Random Oracle + Generic Group Oracle +
Ideal Cipher BF-RO+GG+IC(P, Q, R, {M;, N;} 1., {p;, fj};?il,

=1’
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{Kg, Cr }Zi ,): Samples a random oracle function table H; «

Hu, N, at Oy;.pre for each i € [n1], where Hyy, N, is the

set of all functions from [M;] — [Nj;], samples a random

size-p; subset Y; of G; for each j € [ny] and outputs Y;

at Oy, j.pre, and samples a random permutation 75 < Pc,

at Oz k.pre for each s € [Ki], where P¢, is the set of all
permutations from [Cy] — [Ck].

o GivenP = (Py,...,Ppn,) € Zp X-- -XZMnl,foreachi €

) [n1], takes a list at Oy ;.pre of at most P; query/answer

! pairs that override H; in the corresponding positions,

o givenQ = (Q1,...,0n,) € Zp, X - -XZp, ,foreachj €

=1 [n2], takes alist at O j.pre of at most Q j query/answer

pairs without collisions and all answers in MJ samples
a random injection 7; < I, with range Y; and
consistent with said list, and

o givenR = (Ry,...,Ry,) € (Zc,)K1 x -+ x (cha)Kna
where R = (Rg 1, - .., R i, ) for each k € [n3], takes
a list at O3 ..pre of at most Ry ; query/answer pairs
(without collisions for each s € [Ky]); samples a ran-
dom permutation s < Pc, consistent with said list
for each s € [K].

o ({Olji.on}?zll, {Oz,j.on};?il, {03’k.on}23:1) behaves the
same as RO+GG+IC({M;, N;}} |, {pj,fj};.lil, {Kk,Ck}Zil )
When the parameters ({M;, N; }?zll, {pj t’j};.lil, {Ky, Cx }le)
are clear in context, we sometimes abuse the notation
and simply say BF-RO+GG+IC(P, Q,R).

Attackers with Oracle-Dependent Advice. We define the attack-
ers A = (Apre, Aon) similar to that of prior work [11, 12], which
consist of a preprocessing attacker Apre and an online attacker
Aon, which carries out the actual attack using the output of Apre.
The difference is that we consider a tuple of oracles instead of a
single oracle. More precisely, in the presence of a tuple of oracles

({Ol,i}lr-l:ll, {Oz,j};lil, {03!k}23:1),ﬂpre interacts with ({O1,;.pre} 7!,
{Og,j.pre};.lil, {03,k.pre}Z3:1) and Ayn with

({ol,i.on};‘;l, {On .0}, {03 p.on} l)l

Definition B.3. Given S = (S1,...,5y,),T = (T1,...,Ty,), and
L = (Ly,...,Ly,) where Ly = (Lk’l,...,Lk,Kk) for k € [ns], an

(S.5.T,L)-attacker A = (FApre, Aon) in the ({01,1-};;11, {02))™2,.

{03,k}z?’:1)-model consists of two procedures

o Apre, which is computationally unbounded, interacts with
({Ol,i.pre}?zll, {02,j.pre}7il, {03’k,pre}zf’:1), and outputs
an S-bit string as hint, and

o Apn, which takes an S-bit auxiliary input and makes at most
(S, T,L) queries to ({Olli.on}?:ll, {Oz,j.on};lil, {03,k.on}Z3:1).
That is, Aon makes at most S; queries to Oy ;.on for each
i € [n1], Tj queries to Oy j.on for each j € [n2], and Ly ¢
queries to Oz .on for each k € [n3] and for each key
s € [K].

The definition of an application G and the success of A on
G (see Definition A.3) can be easily extended by defining O =

(0L} 02 Y2, (O3 )12, ). O.pre = ({Oni pre} iy O pre} 1y,
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{05 k- pre}k 1) and O.on = ({0y,;. on}l 1102 on}] 1’{03,k~0”}z3=1)~
The advantage of an attacker A for an indistinguishability/unpredictability

application G can also be defined accordingly for O = ({01 it {02
{03)](}23:1) as defined in Definition A.4.

Additive Error for Arbitrary Applications in the ROM+GGM+ICM.
Using Lemma B.2, one can extend [12, Theorem 5] and [11, Theorem
1] to the translation from bit-fixing model with multiple idealized
models (ROM+GGM+ICM) to the corresponding auxiliary-input
model at the cost of an additive term which is similar to those from
[12, Theorem 5] and [11, Theorem 1].

THEOREM B.4. Foreveryy > 0, if an applicationG is (S, S, T, L, ¢’)-
secure in the BF-RO+GG+IC(P, Q, R,{MI,N,}I 1,{p,,£’l}l 21K, ciy®
model for any P,Q, R as introduced in Definition B.1 which satisfies

Z Pilog N; + Z Qilog(pi/e) + j Z R jlog(Ci/e) <,

i=1 j=1

then it is (S,S, T, L, £)-secure in the AI-RO+GG+IC({M;, N;}!
{pl,t’l o 1,{Kl,Cl} ) -model, for e < ¢’ + A+ 2y, where

i=1°

2(s+1ogy-')(_"z( Siygomb 1ogN+z 3(T)@mb logpﬁz z 2(Ly j)emb logC)
[

e is the Euler constant, and (S; )C°"'"b (Ti)CG"mb and (Li,j)g’mb are the

combined query complexity corresponding to G that corresponds to

the random oracles, the generic group oracles, and the ideal ciphers,
respectively.

A=

Proor. Fix P, Q,R as well as y. Let G be an arbitrary application
and C be the corresponding challenger. Moreover, fix an (S, S, T, L)-
attacker A = (Apre, Aon), and let {(X',Y’, Z’)W"y}, indexed by
we {01} andV = (M, ... , Yn,) where Y; is a size-p; subset of G;
for each i € [n2], be the family of distributions guaranteed to exist
by Lemma B.2. Consider the following (S, S, T, L)-attacker A’ =

(ﬂpre, Al,) that is expected to interact with BF-RO+GG+IC:
® Ap obtains the set Y from {BF-GG.pre};?| and inter-

nally simulates Apre on a uniformly random input X €
H?ZII [M;], a uniformly random injection Y € l_[;.lil Zp,
with range Y, a uniformly random IC Z € [—[Zi 1 [Ki] x

[Ck] to obtain w « ﬂAI RO+GGHC.pre . Then, it samples
one of the (P, Q, R)-bit- ﬁxlng sources (X", Y"",Z"") making
up (X', Y’,Z')*¥ and presets BF-RO+GG+IC to match
(X”,Y””,Z") on the at most (P, Q,R) points (pairwise and
elementwise) where (X, Y"/,Z") is fixed. The output of
ﬂpre is w.
o A/ works exactly the same as Aqpn.
Let D be a distinguisher — making forward, group-operation, in-
verse, and backward queries to an (ny, ny, n3)-source — that inter-
nally runs the combination of Agn = A, and C. It answers their
queries as follows:
(1) It passes forward and backward queries to and back from
its own oracle.
(2) It answers group-operation queries (s,s”) (to the generic
group oracle) by making two backward queries to its own

oracle for s and s’, obtaining i and j, respectively, making
a forward query i + j, and passing the answer to Ao or C
(unless one of the answers to the backward queries was L,
in which case L is returned).

Note that DXY-Z( f(X,Y,Z)) is identical to
AI—RO+GG+IC.pre) o

pre
1~ 7\ (XY, Z),im(Y) P .
and X2 " (f(X,Y,Z)) is identical to
ﬂ’BF-RO+GG+IC.on(ﬂ'BF'RO‘*’GG‘HC-Pre) «s CBF-RO+GG+IC.on

on pre
Furthermore, D is a distinguisher taking an S-bit input and making

at most (S,)“’mb
( J)comb

j}] 1’

ﬂSA-RO+GG+IC.0n(ﬂ CAI-RO+GG+IC.0n’

queries to the i random oracle for i € [ng],

queries to the j™* generic group oracle for j € [ny], and

=1 2(L )comb queries to the k™ ideal cipher for k € [n3] and for each
key ] € [Kk]. Therefore, by Lemma B.2,

Suceg,AI-RO+GG+IC (A)

< Suceg BF-RO+GG+IC (A”)

n3 Kj
(S+logy™) (Z (Si )ComblogN, + Z 3(T})°°mblogp,- + i > 2(kaj)g’mb log C;
i=1j=1
+

n
+Y,

for any P, Q, R satisfying

ns
Z Pilog N; + Z Qi log(pi/e) + Z ZRU log(Ci/e) < 1.
i=1 j=
Since there is only an additive term between the two success prob-
abilities, the above inequality implies

Advg AI-RO+GG+IC (A)
< AdvG,BF-RO+GG+IC(A)

ns K;
(S+logy™?) (z(s )Emb log N + z 3(Tj)&™P log p; + _ﬁl zlz(Lk,j)ngb log C;
i=1j=
+

n
+2y,
for both indistinguishability and unpredictability applications. Note
that the extra factor of 2 is technically only necessary for indistin-
guishability applications [12]. O

Multiplicative Error for Unpredictability Applications in the ROM+
GGM+ICM.

THEOREM B.5. For every y > 0, if an unpredictability application
Gis(S,S, T, L, ¢')-secure in the BF-RO+GG+IC(P, Q, R, {M;, N; } !

{bel}l 1 {Klacl}
nition B.1 satlsfymg

=1
)-model for any P, Q,R as introduced in Defi-

(S+logy 1)( Z(s )P™P log N; + Z 3(THE™ log pi

ny K;
+ Z Z 2(Li )E™ log ci)

i=1 j=1

< Z PilogN; + Z Qi log(pi/e) + Z Z R; ;log(Ci/e),

i=1 j=1

23
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then it is (S,S, T, L, ¢)-secure in the AI-RO+GG+IC({M;, N;}™

) =1 BF-RO+GG(Py,P;) . BF-RO+GG (Py,P,)
{pi’fi}?:zla{Ki)ci},r'lil)'m"del:for s ‘ﬂbridge.pre "7 simply runs ‘ﬂSig.pre v
e<2¢ +2y and fixes the same P; input/output pairs of H
| , et o ({(h1, H(h)). ... (hp,, H(kp,))}) and P input/output
where e is the Euler’s number, and (S;)5™", (T g™ and (Li ;)G pairs of 7 ({(t1,7(t1)), .. ., (tp,, 7(tp,))}) as being fixed
are the combined query complexity corresponding to G that corre- i ABF-RO+GG(P1.P,)
sponds to the random oracles, the generic group oracles, and the ideal . Sig.pre ’ .
ciphers, respectively, 2. Initialize the set Hresp = {} which stores the
’ ’ random oracle input/output pairs observed dur-
C Multi-User Security of Key-Prefixed Short ing online processing. It also maintains the set
: Hrxed =  {(h1,H(R1)),.... (hp,,H(hp))} that
Schnorr Signatures .?IéﬁRO*’GG(Pl’PZ) has alread ﬁxeil in Stle 1. Let
For completeness, we employ the bit-fixing-to-auxiliary-input tech- L Sig~Prek ! £ W Y d fp ’
nique utilized in Theorem 4.5 to examine the multi-user security i = pk;llljllm; for each i € [P1] and for some

ji € [N].

3. Initialize the list £ = {(7(1),0,1), (pk;, ;,0) for
i € [N],(T(tj),o, tj) forj € [Pg],(I;,O, r; =
DLog(I)) for i € [P1]} that contains 1+ N + P tuples,

BF-RO+GG(Py,P;)

Sig.on

to the generic group oracles GO = (Mult(:,-), Inv(-)),

DLog(+), Sign;(+) for 1 < i < N, and the random oracle

of a key-prefixed Schnorr signature scheme. We then compare our
findings with the prior work [6]. First, we analyze the multi-user
security of key-prefixed Schnorr signatures within the bit-fixing
ROM+GGM framework.

and runs A with a number of access

Tueorem C.1. LetIT* = (Kg, Sign, Vfy) be akey-prefixed Schnorr
signature scheme and p > 2** be a prime number. Let N € N be

BF-RO+GG(P1,P;) . BF-RO+GG(Py,P,) )
a parameter and (ﬂSig.pre ’ﬂSig.on ) be a pair H(-). We maintain the invariant that every output of a
of bit-fixing generic algorithms with a labeling map 7 : Zp — G generic group query during the online phase appears
such that ﬂgiF_Rz+GG(P1’PZ) fixes Py input/output pairs of a random in the list £. We consider the following cases:
& A Wh ABFROTGG(PLE)
oracle H : {0,1}* — {0, 1} and P, input/output pairs of a generic (a) ENnever Sgio on submits a query w
BF-RO+GG(Py,P2) to the random oracle H:

group oraclet : Zp — G such that Py +P; = P. If.?(Sig.on

makes at most 2" = q2" (1) queries to the generic group oracles, at
most g} queries to the random oracle, and at most qJ" queries to the
signing oracle, then

o If there is a pair (w,R) € Hyesp for some string
R e {0, l}’11 then return R.

e Otherwise, check if (w, H(w)) € Hpiyeq- If so,
then return H(w).

. ,N _ o Otherwise, select R «s$ {0, 1 4 and add w,R
Pr |SigForge BF-RO+GG(P,Py) H*(A) =1| <g¢ ot {0,1} ( )
Sig.on,strTVH ’ resp-
with e If w has the form w = (pkj||a||ml-) where the
value a has not been observed previously (i.e.
on N+P +3 on 0n+1 2 on 0n+ On+P ]
£= 9 — )+ 345" (g on)/ 5 + 95" (q" + 45 ) is not in the list £ then we query b = DLog(a)
p—2P(N+3¢2"+1) = (N+3¢2"+1)* - N p and add (a, 0, b) to £.
on on on -
G +4s"+P i ! (b) Whenever ﬂsB.F RO+GC(PLP) sybmits a query a to
p—(N+P+3¢2"+1) M . eon
G the generic group oracle Inv(-):

where the randomness is taken over the selection of T and the random e Ifaisnot in £ then we immediately query b =

coins of\“ﬂBF-RO"LGG(Pl’PZ). DLog(a) and add (a,0,b) to L.

Sig.on
e Otherwise, (a,a,b) € L for some a and b. Then

we query Inv(a) = 7(—a - x — b), output the
result and add (z(-a-x —b),—a,—b) to L.

BF-RO+GG(Py,P)
(c) Whenever ‘(ﬂSig.on

to the generic group oracle Mult(., -):
) in the bit-fixing model which e If the element a (resp. b) is not in £ then query
bo = DLog(a) (resp. b1 = DLog(b)) and add the

BF-RO+GG(Py,P;)
Sig.pre

>

ProoF. Given a bit-fixing generic adversary (ﬂ
BF-RO+GG (Py,P;)
‘ﬂSig.on
we construct the following efficient generic algorithm Apyigge =
BF-RO+GG(P1,P) BF-RO+GG(P1,P;)
A , ;
bridge.pre bridge.on

) that attacks the short Schnorr signature scheme, .
submits a query a, b

tries to succeed in the 1-out-of-N generic BRIDGEN -finding game
. N . element (a, 0, bg) (resp. (b,0,b1)) to L.
BrldgeChalﬂ M) .
bridge e Otherwise both elements (a, ag, by), (b,a1,b1) €
L. Then we return
): Mult(a,b) = r((ap +a1) - x+ by + by) and add
(T((ao ar a1) X+ bo r bl), ag +a1,b0 ar bl) e L.

The algorithm is given p, g = (1), pk; = 7(x;),1 <i < N (d) Whenever ﬂ?i;_ES+GG(Pl’P2)

as input. to the signing oracle Sign(xj, -):

BF-RO+GG (Py,P;) (HBF—RO+GG(P1,P2)
~ “bridge.pre >~ “bridge.on

Algorithm ( A

submits a query m;
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o The attacker tries to forge a signature without
knowledge of the secret key x;, relying on the
ability to program the random oracle as follows:

(i) Pick sj,e; randomly and compute [; =
T(si — xje;)) = Mult(s;, Pow(pkj, —ej))
where s; = Pow(g, s;).

(ii) If H(pkj||I,-||mi) has been previously
queried or if it is in the set Hpjyeq, then
return L.

(iii) Otherwise, program H(pkj||Il~||m,~) = e
and return oj = (sj, €;).

e We remark that a side effect of querying
the Sign; oracle is the addition of the tu-
ples (7(si),0,s;), (7(xje;), e;ii;, 0) and (r(s; —
xje;), —e;ll;, s;) to L, since these values are com-
puted using the generic group oracles Inv,Mult.

4. After ﬂ;’é outputs gj« = (six, €x) and m;x, identify
the index i* € [N] such that Vf(pk;,, mix, 0ix) = 1.
Without loss of generality, we can assume that m;.
is not a part of pre-fixed points Hjeq in Step 2
since if the attacker forges a signature (s, €;x) for
a message m;x which involves the pre-fixed point
(P asllmis, H(pk, [zcllm:s)) € Heiyeq then we can
directly force the bridge event to occur, ie., (I, 0,
rix = DLog(lix)) € £ and (Ij«, —eixilix, Six) € L (see
Step 7 below) since 0 # —e;ijs.

5. Compute 7(—ej+xix) = Inv(Pow(z(xix), €ix)). This will
ensure that the elements (7(—ejxxjx), —€jxijx, 0) and
(7(ejxXix), €ixllix, 0) are both added to L.

6. Compute s;. = Pow(g, six) to ensure that (s;x, 0, sjx) €
L.

7. Finally, compute Ijx = Mult(s;x, 7(—€jxXix)) = 7(Six —
Xixejx) which ensures that (I, —ejilx, six) € L and
check to see if we previously had any tuple of the form

(I a,b) € L.

Analysis. We first remark that if the signature is valid then we must
have ej. = H(pk;,||Ii+]|mix) and DLog(Ijx) = six — Xixeix =a-X+b.
Moreover, without loss of generality, we can assume that each string
1 occurs at most once in the list £ in Step 3 because if at any point
we have some string y such that (1,a,b) € £ and (1, ¢,d) € L for
(a,b) # (c,d) then we can immediately have a BRIDGEY instance
(r((a—c¢) -x),a—1¢0) € L and (r(d — b),0,d — b) € L since
r((a—c)-x)=1(d-D).

We now consider the failure events that our algorithm outputs
1 for failure, either before .ﬂglng outputs a signature or after ﬂg:"g
outputs a valid signature.

(1) The first failure event we consider is when our algorithm
outputs L before ﬂ‘s’lng outputs a signature. This event is
called FailtoSign when our reduction outputs L in Step 3.(d)
due to the signing oracle failure, i.e., since H(pkj||I,-||mi)
has been previously queried or it is contained in the set
HEixed- We observe that every time the attacker queries
the signing oracle, we would generate a query to the ran-
dom oracle H. Thus, we would have at most g{}" + 2" + P1
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input/output pairs recorded for the random oracle, includ-
ing the fixed points during the preprocessing phase. Since
I; = 7(s; — x;e;) represents a fresh/randomly selected group
element of size p, the probability that (pk;, I;, m;) is one of
the inputs is at most (g + g2" + P1)/p. Applying union
bound over g2" queries to the signing oracle, we have that
a2 (gEp + 2" + P1)
- .

Our algorithm can also output L even after ﬂgi”g outputs
a valid signature. We define the event FailtoFind(Z;,) that
we find that the signature is valid but I;» was not previously
recorded in our list £ before we computed Mult(s;s«, T(—eisxix))
in the last step so that we cannot find the bridge event. We
observe that if I;x, ¢ £ then we can view [z = 7(sjx —
Xixeix) as a uniformly random binary string from a set of
size at least p — |£| which had not yet been selected at
the time ﬂg% outputs oj«. Thus, the probability that the
query H(pk;, ||Ii+||mi«) was previously recorded is at most
(qyy'+45"+P1)/ (p—|L]). If the query H(pk, ||ix || mi) was
not previously recorded then the probability of a successful

Pr[FailtoSign] <

forgery H(pk;, | Ii+||mi«) = ej« is at most 27k since we can
view H(pk, ||Li||mi+) chosen uniformly at random from
the possible 2M options. Hence, we have that
qy +9s" + Py S

p—I1L| ez
Finally, there is another failure event called BadQuery after
.?I‘S’:g outputs a valid signature, which denotes the event that

Pr[FailtoFind(I;x)] <

the signature is valid but for the only prior tuple (I;+,a,b) €
L we have that a = —e;, 1, so that we still cannot find the
bridge event. We observe that by construction we ensure
that the tuple (I, a, b) will always be recorded in £ before a
query of the form H(pk;||I||m) is ever issued — if I is new
then we call DLog(I) before querying the random oracle.
Now define a subset £ C £ as the set of tuples (a,a,b) €
G x Zy X Zyp such that a has exactly one nonzero element.
Now we call a random oracle query x = (pk;||I||m) “bad” if
H(x) = —a where the tuple (I,a,b) € .Zhas already been
recorded and the nonzero element of a is a (Recall that if
there were two recorded tuples (I, a, b) and (I, ¢, d) then our
algorithm would have already found a BRIDGEY instance).
Thus, the probability each individual query is “bad” is at
most 1/2M and we can use union bounds to upper bound
the probability of any “bad” query as
on

Pr[BadQuery] < qi
2h

Now we have shown that

. ,N _
Pr [BrldgeChalﬂbridge(A) = 1]

> Pr [SigForge;{XF_Ro [gshort (A) = 1| — Pr[FailtoSign]
Sig.on,strz 1> 7\ {0}

— Pr[FailtoFind(I;x)] — Pr[BadQuery]



q3" (g +q3" + P1)
P

BF-RO
ﬂSingn,strTVH >

> Pr [SigForgeT’N [pshort ) = 1] -

\{o}
g +q"+P1 g +1
IV
Finally, by applying Lemma 4.3, we can conclude that

2h

. N
Pr [SlgForge;BF_Ro [Ishort ) = 1}

Sig.on,stry 177\ {0}

g™ (g + 3" + P1)

qlcf'n + qg" +P;

< [BridgeChaI;fd () = 1] +
ridge

p p—1Ll
gy +1
2h
- qg (N +P) +3¢2"(qg" +1)/2 q" (g +q" + P)
T p—2P(N+3¢" +1) = (N+3¢2"+1)2 =N P
qy’ +qg" +P qy +1 G
p—(N+P+3q2"+1) 2h

Combining with Theorem 3.2, we get the following result in the
AI-ROM+GGM.

TaEOREM C.2. LetII* = (Kg, Sign, Vfy) be akey-prefixed Schnorr
signature scheme, p > 224 be a prime number, and y > 0 be a param-

Al-RO+GG  4AI-RO+GG
ﬂSig.pre > ﬂSig.on ) bea
pair of generic algorithms with a labeling map v : Zp, — G such that

Al-RO+GG _bit hi Al-RO+GG
Sigpre  outputs an S-bit hint stry ;. IfﬂSig.on

as input and makes at most q¢" = q2" (1) queries to the generic group
oracles, at most q}\" queries to the random oracle, and at most qg"

eter. Let N € N be a parameter and (

takes stry ;

queries to the signing oracle, then Pr [SigForge;’{Z}_RmGG - ) = 1} <

Sig.on,strr’H ’
£, with

2qg" (N +Sq) + 3qg”(qg" +1)
C T P 25q(N+3qT + 1) - (N+3¢ + )2 - N

. 2q2" (g +q2" + Sq)
P
2(qy +43" +59) Ml o
p—(N+Sq+3qg"+1) 2h-! ’

where q = q' +3q2" + q2" and the randomness is taken over the

ﬂAI—RO+GG

selection of T and the random coins of Sig.on

Proor. This is straightforward by combining Theorem C.1 with
Theorem 3.1 and by setting an optimal P ~ Sq and y = 2724 o

D Warmup: CPA Security of PSEC-KEM
without Preprocessing in the ROM+GGM

The Generic Quadratic Bridge-Finding Game. We establish the
CPA security of PSEC-KEM (without preprocessing) via reduction
from a new game called the generic quadratic bridge-finding game.
As the name suggests, we will consider the game in the GGM with
the labeling map 7 : Z, — G. In this game, the attacker is given
7(1) and 7(x) for a random unknown x € Z,. The attacker is
given access to the generic group oracle (Mult, Inv), along with
an additional oracle O which returns some 7(a) where the value
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a €Zpis unknown to the attacker. In a nutshell, as the attacker
makes multiple queries to those oracles, the number of unknowns
can be increased by at most 2 per query, and the attacker’s goal
is to find a specific form of quadratic relationship between these
unknowns. One important note is that the attacker must output
the very quadratic relationship. It is not required for the attacker
to solve the equation for the unknowns, but the attacker should
specify which unknown values satisfy which quadratic relationship.
We formally define the game below.

The Generic Quadratic Bridge-Finding Game

QDBridgeChalfﬂ(A):

1. The challenger picks a random x < Z;, and initializes
the list £ = {(z(1),0,1), (z(x),1,0)}.

2. The adversary A is given 7(1) and 7(x) as input. Here,
T : Zp — G is a labeling map where G is a set of
bitstrings of length ¢ > log p, and p is a 2A-bit prime.

3. The challenger maintains a vector x = (x1,...,x,) €
Zg which is a vector of unknowns such that x; = x,
where the dimension n satisfies the following:

e initially, n = 1 since the only unknown is x, and

e the number of unknowns n increases by at most
2 as A makes query to the generic group oracle
(Mult, Inv) or a generic oracle O that selects a new
random unknown variable x; «s$ Z, and outputs
7(x;j)..

4. A is allowed to query the generic group oracle
(Mult(-,-),Inv(-)) and the oracle O.

(a) If A submits a query to O, A gets some bitstring
1y € 7(Zp). If y does not appear in £ and dim(x) =
Jj> then the challenger updates x < xoxj; (i.e., in-
crease the dimension of x by 1 and add the element
xj+1 at the end), where x;j+1 denotes an unknown
variable satisfying the constraint 7(xj+1) = 1, and
updates all of the entries of the list £ from (s, a, b)
to (s,a200,b). Then the challenger adds (1, 00 1,0)
to L.

If A submits a query n1, 12 to Mult(-,-):

o If there exist tuples (91, a1, b1), (v2,a2,b2) € L
for both 11 and v, then the challenger adds the
tuple (Mult(n1,92),a1 + az, by + by) to the list
L.

e If (y1,a1,b1) € L but 1, does not appear in
L and if y; € 7(Zp), and if dim(x) = j, then
the challenger first updates x « x o x ;1 where
xj+1 denotes an unknown variable satisfying the
constraint 7(xj+1) = 92 and updates all of the
entries of the list £ from (s, a, b) to (5,20 0,b).
Then the challenger adds tuples (12,0 o 1,0)
and (Mult(yy,92),a3 00+ 00 1,b1) to L. Do it
similarly if vy appears in £ and n; does not.

e If both 17 and 1, does not appear in £, and if
both 1,92 € 7(Zp), and if dim(x) = j, then
the challenger first updates x «— X 0 xj+1 © Xj+2

(b)
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where xj41 and x4 are unknown values such
that 7(xj4;) = v; for i = 1,2, and updates all
the entries of the list £ from (s,a,b) to (s,ao
02, b). Then the challenger adds tuples (1, 0010
0,0), (92,00001,0), and (Mult(y1,12),00101,0)
to L.

(c) If A submits a query y to Inv(-):

o If there exists a tuple (y,a,b) € L, then the
challenger adds the tuple (Inv(p), —a, —b) to the
list £.

e If y does not appear in £ and 1 € 7(Z,), and
if dim(x) = j, then the challenger first updates
X < x o xj1+1 where xj41 is an unknown value
that satisfies 7(x;+1) = 1 and updates all of the
entries of the list £ from (s,a,b) to (s,a00,b).
Then the challenger adds tuples (1,0 o 1,0) and
(Inv(y),00 (=1),0) to L.

5. Ifatany point in time A outputs a tuple (i1, iz, a, b) such

that (1) 1 < iniz < dim(x), (2) (a,b) € Zy™™ x 2,
and (3) x;,x;, =a-x+b mod p, then we say that the
event QDBridge occurs. In this case, the output of the
game is 1 and we write QDBridgeChal’; (1) = 1. If
QDBridge never occurs, then the output of the game is

0.

Lemma D.1 upper bounds the probability to win the generic
quadratic bridge-finding game QDBridgeChal?, (1).

LemMA D.1. For any attacker A making at most qg generic group
oracle queries and q queries to the oracle O,

3(ge+q0)°+5(gs+g0)+4
2p—2(3qs+q0+1)*-2(2qc+q0)’
in the generic group model of prime order p where the randomness is
taken over the selection of x and t, as well as any random coins of A.

Pr |QDBridgeChal?; (1) = 1| <

ProoF. The proof works by maintaining a list £ of tuples (z(y), a, b)

where 7(y) € G, a € Zf,im(x), and b € Zy suchthaty =a-x+b

for every oracle output 7(y). To bound the probability that the
attacker wins the quadratic bridge-finding game, we consider the
case where the event QDBridge occurs after the attacker makes gg
generic group queries and g queries to Q. Suppose that dim(x) = j
at the point in time when QDBridge occurs. We observe that j <
2qc + qo + 1 since dim(x) can be increased by at most 2 whenever
A makes a generic group query and at most 1 whenever A makes a
query to O. We further observe that in this case, |£| < 3gc+qp +1
since for each query to O, at most 1 item can be added to £ whereas
each generic group oracle query can add at most 3 itmes to £ (ex-
actly three in the case when A queries Mult(y;, 12) on two fresh
elements).

Now consider the event BRIDGE where the list £ contains two
distinct tuples (9, a,b) and (y’,a’,b’) such thata-x+b=a’-x+
b’. To upper bound Pr[BRIDGE], consider the event BRIDGE;
that the event BRIDGE has not occurred until the (i — 1)" query.
Conditioning on the event BRIDGE «;, we are now interested in the
event BRIDGE; where the i query makes the event BRIDGE occur,
i.e., a tuple (v;, a;, b;) has been recorded to £ and there exists a

27

tuple of the form (-, a,b) such thata; - x+b; = a-x+b. We can
essentially view x sampled uniformly at random subject to some
restrictions due to BRIDGE .;, from which we know that for any
distinct pair (1,a,b) and (y’,a’,0’) wehavea -x+b#a’ - x+b'.

Let r < dim(x) = j be an index such that a[r] —a’[r] # 0 and
suppose that x, = x[r] is the last value sampled. At this point, we
can view x, as being drawn uniformly at random from a set of at
least p — | £]? — (j — 1) remaining values. To see this, we observe
that x, must be distinct from {x1,...,x;} \ {x,} since otherwise we
would have had the event BRIDGE;, and for each pair of distinct
elements (v,a,b) and (y’,a’,b’), we can eliminate one possible
value of x, due to the fact thata-x+b # a’ -x+b" and a[r] # a’[r],
which implies x, # [(b' —b) + X xi(a’[i] —a[i])] - (a[r] -
a’[r])~L. Thus, the probability that a; - x + b; = a - x + b is at
most L Union bounding over all tuples in

p—(3q6+q0+1)*~(2q6+2q0)
L, we have

Pr[BRIDGE] =

Z Pr [ BRIDGE;| BRIDGE ;|
i<qct+qo
i<qe+qo0

3(q6 +90)* +5(q6 + 90)
2p - 2(3q6 + g0 +1)* - 2(2q6 + 290)
Now, consider the case where the event BRIDGE never occurs.

Then we would like to upper bound the probability
Pr [ QDBridgeChal; (1) = 1| BRIDGE] .

1+3i
P — (36 +q0 +1)? — (2q6 + 290)

IA

IA

The argument works similarly; conditioning on the event BRIDGE,
we know that for any distinct pair (1, a, b) and (y’,a’, b”) we have
a-x+b #a’-x+b’. Letr < dim(x) < 2¢gg+qo + 1 be an index such
that a[r] — a’[r] # 0 and suppose that x, = x[r] is the last value
sampled. At this point, we can view x, as being drawn uniformly
at random from a set of at least p — |£|2 — (2¢¢ + qp) remaining
values as before. Now, the attacker wins if and only if s/he outputs
a tuple (i1, ig, a, b) such that x;, x;, = a - x + b. Since this equation
is at most degree 2 in terms of x, (in case iy = ig = r), there are at
most 2 roots in Zj. Thus, we have that

Pr [ QDBridgeChal?; (1) = 1| BRIDGE|
2

<
p—ILI* - (296 + 90)
2

< )
p— (396 +q0 + * - (296 +90)
Taken together, we have
Pr [QDBridgeChalfﬂ(A) = l]
< Pr[BRIDGE] + Pr [ QDBridgeChal%; (1) = 1| BRIDGE|
< (3/2)(g6 + 90)* + (5/2) (g6 + 90)

" p=(3ge+q0 +1)* - (296 +q0)
2

+
p—(3q6+90 +1)? - (246 +90)
__ 3(g6+90)* +5(qc +90) +4
2p - 2(3q6 + 90 + 1)? - 2(296 + 90)




Security Reduction. Now we are ready to prove the CPA security
of PSEC-KEM in the ROM+GGM by reduction from the quadratic
bridge-finding game.

THEOREM D.2. The PSEC-KEM schemell = (Gen, Encaps, Decaps)
is (qH. 96, £, €)-CPA secure with
3(qc + 2qg)% + 5(qc + 2qg) + 4

~ p— (3q6 +2g¢ +1)% — 2(qc + qF)
=~ 22)L

3qHYE 4+ HYE
2k p’

in the generic group model of order p
random oracle model.

and the programmable

Proor. To prove Theorem D.2, we use a hybrid argument to
prove the CPA security of PSEC-KEM. In the first hybrid (hybrid
Hy), the distinguisher D is given the CPA indistinguishability game
for PSEC-KEM with the challenge bit b = 0, and in the last hybrid
(hybrid Hs), D is given the CPA indistinguishability game with
b = 1. Each hybrid is defined as follows:

Hybrid Hy. This is the original CPA indistinguishability game
KEMZH: cFm(/l) for PSEC-KEM with the challenge bit b = 0. In
partlcular D has access to the encapsulation oracle Encapsg(-) =
Encaps(-, 11), i.e., whenever O submits a query Encaps; (pk), D
always gets the output Encaps(pk, 1%).

Hybrid Hy. This is the same security game with Hy except that
the encapsulation oracle Encaps(-) is replaced with a modified
oracle Encaps/(+). In Encaps] (), 7(a) and 7(ax) (where x is the
secret key) are replaced with random elements in 7(Z,) by querying
the oracle O twice. See Figure 2 for the details.

Hybrid H,. This is the same security game with H; except that
the encapsulation oracle Encapsj (-) is further replaced with a modi-
fied oracle Encapsy (-). Encaps (-) is exactly the same as Encaps] (-)

except that the key k is sampled uniformly at random from {0, 1}

Hybrid Hz. This is the same security game with Hy except that
the encapsulation oracle Encaps)(-) is replaced with a modified ora-
cle Encaps;(+) = Encaps, (), which leads to the original CPA indis-

“LP2(2) for PSEC-KEM with the chal-
lenge bit b = 1. In partlcular Encaps}(-) is the same as Encapsy(-)
but the random elements in 7(Z) are reverted back to the honest
computation 7(«) and 7(ax). This can also be interpreted as replac-
ing an honest key k in Encaps(-) with a uniformly random key of
length A. See Figure 2 for the details.

tinguishability game KEM 4

Indistinguishability of Hy and Hy. We observe that two hybrids
are perfectly indistinguishable unless one of the two events occurs:
for some round i < g,

(1) the random oracle query Ha(7(a;)||7(aix)) has been made
from the adversary, or

(2) the adversary makes query r; to Hy but has not queried
(z(ai)||T(aix)) to Ha.

In Case (1), we argue that D can win the quadratic bridge-finding
game. Once D ever makes a query of the form Hy(z(a;)||z(aix)),
D can win the quadratic bridge-finding game as follows:

e We observe that D can maintain the list £ as follows.
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Encapso(pk) Encaps’ (pk)
r s {0, 1} 10 res {0, 1}
2t a« Ho(r), k < Hi(r) 2: 9= O0().mz « O(). k < Hi(r)

30 ¢ —r@oHy(r(a)llr(ax)) 3: c1 < r@Hz(mlnz)

40 ¢ (r(a),er) 41 c— (g, c1)

5: Return (k,c) 5: Return (k,c)

Encaps) (pk) Encaps}(pk)

1: res {01} 1: res {0,131

20 9= 00) e« 00).kes {01} 20 ae Hy(r).k e {0.1}4
3: ¢ —r@®Hy(miln2) 31 ¢ « r@Hy(r(a)llr(ax))
41 c—(yc1) 4: ¢ (r(a),c1)

5: Return (k,c) 5: Return (k,c)

Figure 2: Comparison between the oracles Encaps; for PSEC-
KEM, which is used in Hybrid H; for each i € {0, 1, 2,3}, where
the highlighted parts denote the difference from the previous
hybrid.

o Initialize the list £ = {(7(1),0,1), (pk = 7(x),1,0)}
and the vector of unknowns x = (x7) (for now, dimx =
1) where x is the unknown (secret key) that maps to
pk, ie. 7(x1) = pk. (Note: x; = x but D does not know
sk and simply name it as x; as an unknown.) D also
initializes HresP ={}fori=0,1,2, where H;esP
the random oracle queries of H;.
o Whenever D submits a query w to the RO H; for i =
0,1,2:
« If there is a pair (w,R) € H;esP for some string
R, then return R.
+ Otherwise, select a uniformly random R «s
codomain(H;) and add (w, R) to the set HreSp
» If w has the form w = (r()||-) for some « and
if 7(a) does not appear in L, then update the
vector x < x o a and update all of the entries
in L from (v,a,b) to (y,a 0 0,b). Finally, add a
new tuple (7(a),001,0) to L.
o Whenever D submits a query 17, )2 to Mult(.,-):
« If there exist tuples (91,a1,b1), (92, a2,b2) € L

stores

for both 17 and 12, then add the tuple (Mult(n,92), a1+

as, by + by) to the list L.

If (y1,a1,b1) € L but y2 does not appear in
L and if vy, € 7(Zp), then first update x «
xoyy where y; is an unknown value that satisfies
7(y2) = 2 and update all of the entries of the list
L from (1,a,b) to (y,a o 0,b). Then add tuples
(92,001,0) and (Mult(91,92),a100+001,b1)
to L. Do it similarly if 1, appears in £ and 19;
does not.

If both vy, 92 does not appear in £, and if both
91,92 € 7(Zp), then first update x «— xoy; oy
where y; and y, are unknown values such that
7(y;) = y; for i = 1,2, and update all the entries
of the list £ from (v, a, b) to (1, a o 02, b). Then
add tuples (1,0 0100,0), (92,0000 1,0), and
(Mult(n1,12),00101,0) to L.

>

>
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o Whenever O submits a query v to Inv(-):

« If there exists a tuple (v, a,b) € L, then we adds
the tuple (Inv(p), —a, —b) to the list L.

« If y does not appear in L and y € 7(Z), then
first update x «— x o y where y is an unknown
value that satisfies 7(y) = 1 and update all of the
entries of the list £ from (1), a, b) to (1, a0 02, b).
Then add tuples (9,0 o 1,0) and (Inv(y),0 o
(-1),0) to L.

o Whenever D makes a query to O, D gets some bit-

string ) € 7(Zp).Ify does not appear in £ and dim(x) =

Jj» then the challenger updates x « x o xj41 (i.e., in-
crease the dimension of x by 1 and add the element
Xj4+1 at the end), where x ;11 denotes an unknown vari-
able satisfying the constraint 7(xj+1) = 1, and updates
all of the entries of the list £ from (s, a, b) to (s,a00, b).
Then the challenger adds (1,0 ¢ 1,0) to L.

o Whenever D makes a query to Encaps; or Encaps],
simulating those oracles include queries to random
oracles and the oracle O. Then D maintains the list £
and the vector of unknowns x as described before per
each oracle.

e Once D makes a query of the form (7(a;)||z(aix)) to Ha,
parse 7(a) and 7(ax). Look up the list £ and find j such
that x; = a; (this is possible since D has been maintaining
both the list £ and the vector x = (x1,x2,...,xj,...)). We
now have two cases:

o If (r(e;),1j,0) € L where ii; denotes a unit vector
with j* element 1, and (7(a;x),a,b) € L for some
a, b, then O wins the quadratic bridge-finding game
by outputting (1, j,a, b), and

o If (r(ai), #j,0) € L but r(a;jx) does not appear in L,
then this implies that a;x is a fresh unknown value.
Increase dim x by 1 and update all the entries in £ from
(p,a,b) to (v,a00,b). Add a new tuple (r(e;x),001,0)
to £ and D can win the quadratic bridge-finding game
by outputting (1, j,00 1,0).

This proves that D can always win the quadratic bridge-finding
game once D makes a query Ha(7(a;)||7(aix)).

In Case (2), let this event Lucky. Since Ha(7(a;)||z(aix)) was
not queried, c; is basically random and unrelated to r;. Hence,
the adversary cannot have extra information to guess r; from the
information of (k;, ¢;) for 1 < i < gg. Since there are gg different
index i and every random oracle query is matched with Hy (r;) with
probability at most 1/2%, we observe that

94 " g€
Pr[Lucky] < o
Combining both cases with Lemma D.1, we have

Pr[D™ = 1] - Pr[DH = 1]
< Pr[QDBrldgeChaI (1) = 1] + Pr[Lucky]
3(¢6 +90)* +5(q6 + 90) +4

CR:
T 2p-2(3ge+qo +1)? -2(2q6 +q0)  2h
3(qc + 2q8)% + 5(qc + 2qg) + 4 qH - e

= 2p —2(3q6 + 2q¢ +1)2 — 4(qs + q) oM

29

since o < 2¢E.

Indistinguishability of H; and Hy. We first observe that two hy-
brids are perfectly indistinguishable unless the random oracle query
Hi(r;) is queried for some round i < gg. Let bad; be the event that
the random oracle query Hj(r;) is queried in round i. Unless the
random oracle query Hz(11,;||p2,;) was made, we can view r; as
chosen uniformly at random from {0, 1}’11 (since otherwise, one
can retrieve r; < c¢1; ® Hz(91,i]|92,1)). Let Z be the event that the
random oracle query Hz(v1,;{|12,;) was made. Then we have

Pr[DM = 1] - Pr[DH2 = 1] | ZPr [bad;]

<Z{Pr ] + Pr[bad; |Z]}

g4 _ 9H
< qe (? + 271) .
Indistinguishability of Hy and H3. Analyzing the distinguishing
probability between the hybrid H and H3 works similar as the indis-
tinguishability of Hy and H; since the difference between Encaps
and Encapsj is the same as the difference between Encaps] and
Encaps;. Hence,

Pr[DH: = 1] — Pr[Ds = 1])

3(ge +29¢)* +5(gc +2qe) + 4
~ 2p—2(3qc + 29 + 1)? — 4(qc + gE)
Putting everything together, we have

qH " gk
M

Pr|KEMGhP () = 1] < l+ [priD™ = 1] - e[ D = 1]

2
1 l— Hi j—
<o+ Z| 1] - Pr[DMi+t = 1)
1 3 2gp)% +5 2 4 3
PR (g6 +2q8)° + (Zs+ qe) +4 | ql;quE_'_QHQE. 5
2 p-—(3qe+2qg +1)* —2(qc +qe)  2h P

E Formal Description of Several Security Games

E.1 Formal Description of the CPA
Indistinguishability Game for a KEM
The Generic CPA Indistinguishability Game for a KEM. Let I =
(Gen, Encaps, Decaps) be a KEM and A be an adversary attacking
I1. We define the following CPA indistinguishability game in the
ROM+GGM, in which the attacker tries to distinguish between the
real key k and a random key.

The Generic CPA Indistinguishability Game

KEM}'}{W €@y

1. The challenger runs Gen(1%) to obtain a public key pk
and a secret key sk. Here, sk is chosen randomly from
the group Z,, where p is a 2A-bit prime, and pk = z(sk).

2. The challenger invokes Encaps(pk, 1%) to obtain a key-
ciphertext pair (k, c).




3. The challenger chooses a uniform bit b € {0,1}.If b = 0,
setk = k;if b = 1, choose a random & «s {0, 1}’1.

4. A gets a tuple (pk, k,c). The adversary is given ac-
cess to the oracle Encaps(-), the random oracles H,
and the generic group oracle (Mult(-,-), Inv(-)). Here,
Encapsy, (pk) works as follows:

Encaps(pk, 1)

(R s {0,1}4, Encaps(pk, 1%).ctxt)

ifb =0,

Encaps;, (pk) = { b1

After multiple queries, A outputs a bit b’.

5. A wins if b’ = b, which we write KEMZ;(HI’TCpa(A) =1,

and the output of the game is 0 if A fails to guess b
correctly.

E.2 Formal Description of the Quadratic

Bridge-Finding Game

The Generic Quadratic Bridge-Finding Game
QDBridgeChaIfH (1) with a Bit-Fixing Attacker A =

#BF-GG(P) ., BF-GG(P)
(pre O, gy ")

Preprocessing Phase:

1. ﬂErFe_GG(P) takes as input 7(1). Here, 7: Z, — Gisa

labeling map where G is a set of bitstrings of length
¢ > log p, and p > 2*A is a prime.

.?(sr':GG(P) fixes P input/output pairs of the map 7 :
Zp — G, ie, (t1,7(t1)), ..., (tp, 7(tp)). (Note: the rest
of the map 7 is chosen uniformly at random as long as
it remains to be injective.)

Online Phase:

1. The challenger receives P pre-fixed points,
pick x «$ Z, and initializes the list £ =
{(r(1),0,1), (z(x), 1,0), (z(t1), 0, 11), ..., (z(tp), 0, tp) }-

2. The adversary ﬂE,f’GG(P) is given 7(1) and 7(x) as
input. And ﬂff,f GG 4 additionally given P pre-fixed
points of the map 7 from ﬂErZ-GG(P)'

3. The challenger maintains a vector x = (x1,...,x,) €
Zg which is a vector of unknowns such that x; = x,

where the dimension n satisfies the following:

e initially, n = 1 since the only unknown is x, and

o the number of unknowns n increases by at most 2 as

ﬂE,,F “C6®) makes query to the generic group oracle

(Mult, Inv) or a generic oracle O that selects a new

random unknown variable x; «s$ Z, and outputs

T (x j)'

4. ﬂ?,f “GC(P) i allowed to query the generic group oracle
(Mult(-,-), Inv(-)) and the oracle O.

BF-GG(P) ,

(a) If Ayp submits a query to O, A gets some
bitstring v € 7(Zp). If n does not appear in L
and dim(x) = j, then the challenger updates
X < X o xj41 (i.e, increase the dimension of x
by 1 and add the element x;1 at the end), where

30

Jeremiah Blocki and Seunghoon Lee

xj+1 denotes an unknown variable satisfying the
constraint 7(xj+1) = 1, and updates all of the en-
tries of the list £ from (s, a, b) to (s,a00,b). Then
the challenger adds (1,0 0 1,0) to L.

BF-GG(P) .
(b) If Ay, submits a query 1y, 12 to Mult(,-):

o If there exist tuples (91, a1, b1), (v2,a2,b2) € L
for both 1; and vy, then the challenger adds the
tuple (Mult(n1,92),a1 + az, by + by) to the list
L.

o If (y1,a1,b1) € L but 1, does not appear in
L and if n; € 7(Zp), and if dim(x) = j, then
the challenger first updates x < x o x 41 where
Xj+1 denotes an unknown variable satisfying the
constraint 7(xj+1) = p2 and updates all of the
entries of the list £ from (s, a, b) to (5,200, b).
Then the challenger adds tuples (12,0 o 1,0)
and (Mult(9y,92),a3 00+ 00 1,b1) to L. Do it
similarly if yy appears in £ and n; does not.

e If both 11 and 1, does not appear in £, and if
both 1,92 € 7(Zp), and if dim(x) = j, then
the challenger first updates x «— X 0 xj+1 0 Xj42
where xj+1 and xj42 are unknown values such
that 7(xj+;) = p; for i = 1,2, and updates all
the entries of the list £ from (s,a,b) to (s,a o
02, b). Then the challenger adds tuples (11,0010
0,0), (92,00001,0),and (Mult(y,9z2),00101,0)
to L.

(c) If A submits a query y to Inv(-):

o If there exists a tuple (y,a,b) € L, then the
challenger adds the tuple (Inv(p), —a, —b) to the
list L.

e If n does not appear in £ and y € 7(Zp), and
if dim(x) = j, then the challenger first updates
X < X o xj+1 where xj41 is an unknown value
that satisfies 7(x;+1) = v and updates all of the
entries of the list £ from (s, a, b) to (5,200, b).
Then the challenger adds tuples (1,0 o 1,0) and
(Inv(n),00 (=1),0) to L.

5. Ifatany point in time A outputs a tuple (i1, iz, a, b) such

that (1) 1 < i1, iz < dim(x), (2) (a.b) € Z3 ™™ x Z,,
and (3) x4, x;, =a-x+b mod p, then we say that the
event QDBridge occurs. In this case, the output of the
game is 1 and we write QDBridgeChaIfﬂ()\.) =11If
QDBridge never occurs, then the output of the game is

0.

F The Quadratic Discrete-Log Game

The Quadratic Discrete-Log Game. We define a variant of the
discrete-log game called the quadratic discrete-log game which might
be crucial in analyzing the security of various cryptographic primi-
tives or protocols.
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The Generic Quadratic Discrete-Log Game

QDLogChal?; (1)

1. The adversary A is given (g = (1), (x)) for a random
value of x € Zp. Here, 7 : Z, — G is a labeling map
where G is a set of bitstrings of length ¢ > log p. Here,
p is a 2A-bit prime.

2. A is allowed to query the usual generic group ora-
cles (Mult, Inv) and is additionally allowed to query
DLog(z(y)), but only if z(y) is “fresh’, i.e., 7(y) is not
7(x), and 7(y) has not been the output of a previous
random generic group query.

3. After multiple queries, A outputs a tuple (a, b, ) where
a,beZ,witha#0andy € G.

4. The output of the game is defined to be
QDLogChalfﬂ (1) = 1ify = 7(ax? + bx), and 0 other-
wise.

LEMMA F.1. The probability the attacker making at most qg generic
group oracle queries wins the generic quadratic discrete-log game
QDLogChaIfﬂ(/l) (even with access to the restricted DLog oracle) is
at most
3¢ +7qc + 4
Pr[QDLogChal’ (1) =1] £ —2————

[QDLogChal (1) = 1] 2 - 20340 + 2)2
in the generic group model of prime order p, where the randomness
is taken over the selection of the labeling map t, the challenge x, as
well as any random coins of A.

Proor. The proof largely borrows the same idea from the prior
work [6, Lemma 1]. Intuitively, the proof works by maintaining
a list £ of tuples (z(y), a,b) where 7(y) € G and a,b € Z,, such
that y = ax + b for every oracle output 7(y). Initially, the list £
contains two items (7(1),0, 1) and (z(x), 1,0). L is updated after
every query to the generic group oracles as follows:

o if (7(y1),a1,b1) € L and (7(y2), az,b2) € L, then query-
ing Mult(z(y1), 7(y2)) will result in adding a tuple (z(y; +
y2), a1 + az, by + bp) to L, and
o if (7(y),a,b) € L then querying Inv(z(y)) will result in
adding a tuple (-7(y), —a, —b) to L.
We say that the event BRIDGE occurs if £ contains two tuples
(z(y1), a1, b1) and ((y2), az, bz) such that 7(y1) = 7(y2) but (ay, b1)
(ag, bz). We can further use the restricted discrete-log oracle DLog
to maintain the invariant that every output of the generic group
oracles Mult and Inv can be added to L. In particular, if we ever
encounter an input y = 7(b) that does not already appear in L,
then v is considered fresh and we can simply query DLog to extract
b = DLog(p), ensuring that the tuple (v, 0, ) is added to L before
the generic group query is processed.

If the event BRIDGE occurs, it becomes trivial for the attacker to
find v that satisfies § = ax? + bx for some a,b € Zp with a # 0 be-
cause the attacker can indeed extract the secret x, i.e., if £ contains
two tuples (7(y1), a1, b1) and (7(y2), az, b2) such that 7(y1) = 7(y2)
but (a1,b1) # (a2, bs2), then we know that a;x + by = axx + by
with a; # ap (since otherwise we have by = by which contra-
dicts the fact that (a1, b1) # (a2, b2)) which allows us to solve for
x = (bp —b1)(ay —az) ™"

+*
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If the event BRIDGE does not occur then after all queries have
finished the attacker can still view x as an element yet to be sampled
from a uniform distribution over a set of size at least p — | £|?. To
see this, note that each tuple of distinct elements (7(y1), a1, b1)
and (7(y2), az, b2) eliminates at most one possible value of x; i.e.,
since 7(y;) and 7(y2) are distinct we have x # (b2 —b1) (a1 —az) L.
We further observe that | £| < 3gg + 2 since each query to the
generic group oracles adds at most 3 elements to £ — equality
holds when both inputs to Mult(.,-) are fresh. Now, the attacker
wins if and only if s/he outputs a tuple (a, b, ) with nonzero a and
1y = 7(ax? + bx). Since we ensured that 1 appears in £, we have
that n = 7(a’x + b’) for some known a’,b" € Z,, which implies
that ax? + bx = a’x + b’ mod p where a # 0. Since this quadratic
equation has at most 2 roots in Z, there are at most 2 out of at least
p — (3q6 + 2)? remaining choices of x which satisfy the equation
ax? +bx = a’x + b’ mod p. Thus, we have that

— 2
Pr [QDLogChal%,; (1) = 1|BRIDGE| £ ———
[ADLosChaly bz
2

< —

p— (3q6 +2)?

3¢2+7q
Next, we have that Pr[BRIDGE] < WCIGEZ)Z

1]. Hence, the probability the attacker succeeds is at most
Pr[QDLogChal’; (1) = 1]
< Pr[BRIDGE] + Pr[QDLogChal’; (1) = 1| BRIDGE]

from [6, Lemma

3¢% + 746 2
T 2p-2(3gc+2)%  p—(3qc+2)?
3q2 +7qc +4

= . O
2p — 2(3qc +2)2

The Quadratic Discrete-Log Game with Preprocessing. Now we
consider a preprocessing setting in a similar manner. We first define
the quadratic discrete-log game in the bit-fixing generic group
model which is described formally below.

The Generic Quadratic Discrete-Log Game
QDLogChal?, (1) with a Bit-Fixing Preprocessing Attacker

_ ¢ 7gBF-GG(P) ,BF-GG(P).
A= (Aps , A ):

Preprocessing Phase:

fle ﬂErZ_GG(P) takes as input g = 7(1).

2. ﬂnge'GG(P) fixes P input/output pairs of the map 7 :

Zp — G, ie, (t1,7(t1)), ..., (tp, T(tp)). (Note: the rest
of the map 7 is chosen uniformly at random as long as
it remains to be injective.)

Online Phase:

1. The adversary ﬂg,f_GG(P) is given g = 7(1) and 7(x)

for a random value of x € Zj.
BF-GG(P) . .
2. Aon is allowed to query the usual generic group

oracles (Mult, Inv) and is additionally allowed to query

DLog(z(y)), but only if z(y) is “fresh", i.e., (y) is not




7(x), and 7(y) has not been the output of a previous

random generic group query.

. . BF-GG(P)

3. After multiple queries, A, outputs a tuple
(a,b,9) where a,b € Zyp witha # 0 and 1y € G.

4. The output of the game is defined to be
QDLogChalfﬂ(A) = 1ify = r(ax? + bx), and 0
otherwise.

LEmMMAF.2. Letp > 224 pe a prime number and let A = (ﬂp

?(EHF-GG(P)) be a pair of bit-fixing generic algorithms with a labeling
map 7 : Zp — G such that .?Inge'GG(P) fixes P input/output pairs

of the labeling map and ﬂgnF'GG(P) makes at most q2" = q2"(A)

queries to the generic group oracles. Then

3(q2")2 +5¢2" + 2q2"P + 4
Pr[QDLogChal’, (1) = 1] < 6 & 6 ,
r[QDLogChalz (4) = 1] 2p — 4P(3¢2" +2) — 2(3¢%" + 2)?

in the generic group model of prime order p, where the randomness
is taken over the selection of the labeling map t, the challenge x, as
. BF-GG(P)
well as any random coins of A, .
ProoF. The proof works largely the same as Lemma F.1, except
for the fact that

o the upper bound of the size of the list is increased by P:
|L] < P+3q2" +2,

o if the event BRIDGE does not occur then after all queries
have finished the attacker can still view x as an element
yet to be sampled from a uniform distribution over a set of
size at least p — (| £]? — P?), and

o the probability of the event BRIDGE becomes higher, i.e.,

1.5(g2")%+2.5¢2"+q2"P
PI‘[BR]DGE] < p—2P(3q8"+2)—(3CI8"+2)2

(see Lemma 4.3).

Hence, we have
Pr [QDLogChal7; () = 1| BRIDGE|
2
< 2 2
p— (L[> -P%)
- 2
T p-2P(3¢2" +2) - (3¢2" +2)%’

and
Pr[QDLogChal’, (1) = 1]
< Pr[BRIDGE] + Pr[QDLogChal%; (1) = 1| BRIDGE]
L5(ggM)? +2.568" +a"P )
T p-2P(3¢2" +2) - (32" +2)2  p—2P(3q2" +2) — (3¢2" +2)?
3(q2")% + 52" +2q2"P + 4
2p — 4P(3q2" +2) — 2(3¢2" +2)%

[m]

An immediate corollary of Lemma F.2 can be obtained by apply-
ing [11, Theorem 1] and by setting an optimal value of P ~ Sq2"

andy = 2724,
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Cororrary F.3. Let p > 2%} be a prime number and N € N be
Al-GG
‘ﬂpre
input generic algorithms with a labeling map v : Zp — G such that
ﬂQJgGG outputs an S-bit hint after looking at the entire map t and
o

a parameter. Let A = ( ,ﬂg*,‘;GG) be a pair of auxiliary-

makes at most 2" = qg"(A) queries to the generic group
oracles. Then

Pr [QDLogChal%; (1) = 1]
3(g2")% +5q2" +25(q2")? + 4

< 2241
P —25q3"(3q5" +2) — (3q3" +2)?

G Missing Proofs

REMINDER OF LEMMA 4.3. Letp > 224 be a prime number and

N € N be a parameter. Let A = (ﬂs;-GG(P),ﬂ&F-GG(P)

of bit-fixing generic algorithms with a labeling map t : Zp — G such

) be a pair

that ﬂgrlz-GG(P) fixes P input/output pairs of the labeling map v and
ﬂg:'GG(P) makes at most 2" = q2" (A) queries to the generic group

oracles. Then
qg" (N+P)+ ng”(qg” +1)/2

Pr [BridgeChalz,;(N(A) = 1] <

in the GGM of prime order p, where the randomness is taken over the

BF-GG(P)

selection of x1, ..., xN, T as well as any random coins of Ay,

ProoF oF LEMMA 4.3. The proof is similar to the proof of [6,
Theorem 5]. Intuitively, we first consider the probability that the
bridge event occurs conditioning on the event that the bridge event

has not yet occurred until the previous query, i.e., let BRIDG Efl-
be the event that the event BRIDGEN has not occurred until the
(i — 1)™ query.

Before we even receive the output v;, we already know the
values a;, b; such that the tuple (9;,a;, b;) will be added to L. If £
does already contain this exact tuple, then outputting 1; will not
produce the event BRIDGEN . If £ does not already contain this
tuple (9;, a;, b;), then we are interested in the event B; that some
other tuple (1, a}, b;) has been recorded with (a},b]) # (a;, b;).
Observe that B; occurs if and only if there exists a tuple of the form
(-,a,b) with (a —a;) -x =b; — b and (a,b) # (a;, b;). If we pick x
randomly, the probability that (a — a;) - x = b; — b would be 1/p.
However, we cannot quite view x as random due to the restrictions,
i.e., because we condition on the event BRIDG EI:,- we know that
for any distinct tuples (y;,aj,b;) and (g, ax, bx) we know that
aj-x+bj #ap-x+bg,ie,nj £ Y.

Consider sampling x uniformly at random subject to this re-
striction. Let r < N be an index such that a[r] — a;[r] # 0 and
suppose that x, = x[r] is the last value sampled. We also define
two subsets Ly, £1 € L where Ly = {(y,a,b) € L :a =0} and
L1 ={(y,a,b) € £ :a+ 0}. Now we observe that Lo U L; = L
and if we pick two distinct pairs (11, a1, b1) and (9, ag, b2) both
from L we are guaranteed to have thata; - x+b; # a2 - x+ by
since a; = az = 0, which implies that we are guaranteed to not
cause any bridge event.

At this point, we can view x, as being drawn uniformly at ran-
dom from a set of at least p — (L7 = 1Lol?) - (N =1) remaining

p—2P(N+3g2"+1) = (N+3g2"+1)2 - N’
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values, subject to all of the restrictions. To see this, we observe the
following:
e x, must be distinct from x1, ..., x,_1 since otherwise we
would have had a bridge event, and
o each pair of distinct elements (1;,a,b;) € Land (9, ag, b) €
L, we have the following cases:
o if(yj,a5,b;) € L1and (g, ag, by) € Ly, then this pair
eliminates at most one possible value of x, i.e., since
1; and y are distinct, we have aj - x+bj # ag - x+ by,
which implies that
5 # (b = b)) = BN 1y el = a1 ) (ay 1] -
ar[r]) 7
o if(yj,aj,b;) € L1and (v, ag, by) € Lo, then this pair
eliminates at most one possible value of x, i.e., since
1; and Yy are distinct, we have aj - x+bj # 0 - x + by,
which implies that
5 # (b= b)) + 2N, 1 aylila) a1l
o (nj,aj,bj) € Lo and (9, ag, bx) € L1, then this pair
eliminates at most one possible value of x, i.e., since
1; and Yy are distinct, we have 0 - x+b; # aj - X+ by,
which implies that
5 # (b = b)) = 2N, alilxi) (<ag[r) 7", and
o if both (nj,aj, bj) € Lo and (y,ay,by) € Ly, then
since bothaj = a; = 0, itis a contradiction that a;[r] -
ag[r] # 0 and therefore we do not eliminate any value
of xy.
e Hence, the total number of values that we remove when
we draw x;, is at most (r — 1) + |L1|% + 2| Lo||L1] < (N —
D+ (1L = 1Lol?).
We also observe that | £| < N+ P +3g¢" +1and | Lo| > P since the
list already contains P additional pre-fixed pairs and each generic
group oracle query adds at most three new tuples to £ — ex-
actly three in the case that we query Mult(pi,92) on two fresh
elements. Thus, the probability that (a — a;) - x = b; — b is at
most 1 Union bounding over all tuples

p—(N+P+3¢2"+1)2+P2~(N-1) "
(,a,b) € L, we have

P [B —BRIDGEN] < N+P+3i
r i - <
! ST p—(N+P+3¢"+1)2+P2— N
N+P+3i

S p-2P(N+3q2"+1) — (N+3¢2"+1)2 - N’

To complete the proof, we observe that

Pr [BridgeChal;{N(A) = 1] = Z Pr [Bl- : WDGEIL

i<qd”
<

N+P+3i
_ _ 2 _
iSgn p—2P(N+3¢" +1) — (N +3¢2"+1)* - N

Q" (N +P) +3q2"(qg" +1)/2
S p-2P(N+3q2"+1) - (N+3¢"+1)2 - N

REMINDER OF THEOREM 4.4. LetII\ o} = (Kg, Sign, Vfy) be a
nonzero Schnorr signature scheme and p > 222 pe a prime number. Let

BF-RO+GG(P1,P;) BF-RO+GG(P1,P;)
N € N be a parameter and (ﬂSig.pre ’ﬂSig.on
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be a pair of bit-fixing generic algorithms with a labeling map t :

BF-RO+GG(Py,P. . .
Zp — G such that ﬂSig.pre (Pr.F2) fixes P input/output pairs of

a random oracle H : {0,1}* — {0,1}" and P, input/output pairs
of the map t : Zp — G such that 2Py + P, = P, and the hint str;y

is only dependent on those P points. Ifﬂg';fr?"'GG(Pl’PZ)

most q2" = q3" (1) queries to the generic group oracles, q}\' queries
to the random oracle, and q3" queries to the signing oracle, then

makes at

Pr SigForgeT";’F}imGG(Pl'PZ) shor A =1]|<e
Sigonstr {0y
with
.o 3" (N +P) +3q3"(gg" +1)/2 43" (qiy +43" +P)
p—2P(N+3q2"+1) = (N +3¢2"+1)2 - N p
qy +q3" +P 2q +1
p—(N+P+3¢2"+1) 2A

where the randomness is taken over the selection of T and the random

. BF-RO+GG (Py,P;)
coins OfﬂSig.on .

Proor oF THEOREM 4.4. Given a bit-fixing generic adversary
BF-RO+GG (Py,

(ﬂSig.pre
Schnorr signature scheme, we construct the following efficient
BF-RO+GG(Py,P;) ;BF-RO+GG(P;,P;)
bridge.pre >~ “bridge.on

in the bit-fixing model which tries to succeed in the 1-out-of-N

generic BRIDGEN -finding game BridgeChal;{:_d ):
ridge

that attacks the short nonzero

generic algorithm Apigge = (ﬂ

it (JHBF—RO+GG(P1,P2) ,7[BF—RO+GG(P1,P2)):

bridge.pre >~ “bridge.on

Preprocessing Phase:

The algorithm is given p,g = 7(1) as input.
1 ABFRO+GG(PLP) BF-RO+GG (Py,P;)
' bridge.pre Sig.pre
and outputs the same P; input/output pairs of H
({(h1,H(h1)), ..., (hp,,H(hp,))}) and P input/ output
pairs of 7 ({(t1, 7(1)), . . ., (tp,, 7(tp,))}) as being fixed
BF-RO+GG(Py,P;)
by ﬂSig.pre T
2. For each fixed RO input/output pair (h;, H(h;)) where
i€ [P]],
BF-RO+GG (P;
bridge.pre
bitstring of length £ while m/ represents the remaining
part of the bitstring. If I is a fresh ¢-bit string, ie.,

5 BF-RO+GG(P,P:
I! # o(tj) forall j € [P;], then ﬂbridge.:re (PP2)

a value for 77! (I]) = r{ where the labeling map 7 will
be sampled later. (Note: this is because the attacker can
query arestricted discrete-log oracle for a fresh bitstring

but the labeling map 7 has not been sampled.) Finally,

BF-RO+GG (Py,P;) .
bridge.pre also outputs the fixed input/output

pairs of {(r{,l{), e (rl’[,l,lf,l)}.
3. Now the challenger initializes the list £ = £1U LU L3,
where
o L1 ={(z(1),0,1), (pk;, 4;,0) : i € [N]},
o L ={(I,0,r] =DLog(I})) : i € [P1]}, and

simply runs A

P2) first parses h; = I’||m] where I is a

picks




o L3 ={(z(t),0,j) : j € [P2]}.
(Note that | L] < |L1]|+|L2|+|L3] < 1+ N+P;+P; =
N+P+1.)

Online Phase:

The algorithm is given p, g = 7(1), pk; = 7(x;),1 < i < N

as input.

4. Initialize the set Hyesp = {} which stores the
random oracle input/output pairs observed dur-
ing online processing. It also maintains the set

Heixed =  {(h1,H(h1)), ..., (hp,H(hp,))} that
?iF'RO+GG(P1’PZ) has already fixed in Step 1.
g-pre
5. EF_RO+GG(P1’P2) runs ASFRO+CC(PLP) iy o num-
ridge.on Sig.on

ber of access to the generic group oracles GO =
(Mult(-,-), Inv(-)), the restricted discrete-log oracles
DLog(+), the signing oracles Sign;(-) for 1 <i < N, and
the random oracle H(-). We maintain the invariant that
every output of a generic group query during the online
phase appears in the list £ that is kept in track on the
challenger’s side. We consider the following cases:

(a) Whenever .?(SBAF_ROJrGG(Pl F2)
ig.on

to the random oracle H:

o If there is a pair (w, R) € Hyesp for some string
R € {0,1}" then return R.

e Otherwise, check if (w, H(w)) € Hfiyeq. If so,
then return H(w).

e Otherwise, select R «s {0, l}A1 and add (w, R)
to Hresp-

e If w has the form w = (a||m;) where the value
a has not been observed previously (i.e., is not
in £) then we query b = DLog(a) which results
in the challenger adding (a, 0, b) to L.

(b) Whenever ﬂSBAF_ROJrGG(PI’Pz)
ig.on

the generic group oracle Inv(:):

e Ifais notin £ then we immediately query b =
DLog(a) which results in the challenger adding
(a,0,b) to L.

e Otherwise, (a,a,b) € L for some a and b. Then
we query Inv(a) = 7(—a - x — b), output the
result, which results in the challenger adding
(r(-a-x—1b),—a,-b) to L.

BF-RO+GG (Py,P;)
(c) Whenever ﬂSig.on

to the generic group oracle Mult(-, -):

o If the element a (resp. b) is not in £ then query
bo = DLog(a) (resp. b1 = DLog(b)) which results
in the challenger adding the element (a, 0, by)
(resp. (b,0,b1)) to L.

e Otherwise both elements (a, ag, by), (b,a1,b1) €
L. Then we return
Mult(a,b) = 7((ap + a1) - x + b + b1) which
results in the challenger adding (z((ap + a1) -
X + by +b1),ao +ag, by +b1) e L.

submits a query w

submits a query a to

submits a query a, b
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(d) Whenever ﬂ?i;tsr?“LGG(PbPz)

to the signing oracle Sign(xj, -):

o The attacker tries to forge a signature without
knowledge of the secret key xj, relying on the
ability to program the random oracle as follows:

(i) Pick si, e; randomly and compute I; =
7(si — xje;) = Mult(s;,Pow(pk;, —e;))
where s; = Pow(g, sj).

(ii) If H(I;||m;) has been previously queried
or if it is in the set Hjyeq, then return L.

(iii) Otherwise, program H(I;||m;) := e; and
return o; = (s, €;).

e We remark that a side effect of querying
the Sign; oracle is the addition of the tu-
ples (z(si),0,s;), (r(xje;), eiii;, 0) and (r(s; —
xje;), —e;il, s;) to L, since these values are com-
puted using the generic group oracles Inv, Mult.

6. After ﬂ;‘; outputs ojx = (Six, €jx) and m;., identify
the index i* € [N] such that Vf(pk;,, mis, 0ix) = 1.
Without loss of generality, we can assume that m;.
is not a part of pre-fixed points Hjeq in Step 2
since if the attacker forges a signature (s, €j«) for
a message mj. which involves the pre-fixed point
(Zis[|mix, H{ITix|lmix)) € Hpixeq then we can directly
force the bridge event to occur, ie., (I, 0,7r; =
DLog(lix)) € L and (Ijx, —€jxilix, Six) € L (see Step
7 below) where 0 # —ejil;s.

7. Compute 7(—ej+Xix) = Inv(Pow(7(x;i+), €j+)). This will
ensure that the elements (7(—ejsx;x), —€jxtix, 0) and
(7(ejxXix), €ixlix, 0) are both added to L.

8. Compute s;. = Pow(g, sjx) to ensure that (s, 0, s;x) €
L.

9. Finally, compute Ijx = Mult(s;, 7(—ejxXix)) = T(six —
xixejx) which ensures that (Ijx, —ejsiljx, Six) € L and
check to see if we previously had any tuple of the form

(Iix,a,b) € L.

submits a query m;

Analysis. We first remark that if the signature is valid then we
must have e;,. = H(Ij«||mix) and DLog(Ijx) = Sjx — Xijx€jx = a- X+ b.
Moreover, without loss of generality, we can assume that each string
Y occurs at most once in the list £ in Step 5 because if at any point
we have some string y such that (1,a,b) € £ and (1,¢,d) € L for
(a,b) # (c,d) then we can immediately have a BRIDGEY instance
(r((a—c¢) -x),a—¢0) € L and (z(d — b),0,d — b) € L since
((a—c)-x) =1(d - b).

We now define the failure events FailtoSign, FailtoFind(I;x), and
BadQuery. The event FailtoSign occurs when our reduction outputs
L in Step 5.(d) due to the signing oracle failure, i.e., since H(I;||m;)
has been previously queried or it is contained in the set Hpjyeq-
FailtoFind(I;«) denotes the event that we find that the signature is
valid but I;» was not previously recorded in our list £ before we
computed Mult(s;s, 7(—ejxx;i«)) in the last step so that we cannot
find the bridge event. BadQuery is the event that the signature
is valid but for the only prior tuple (I;x,a,b) € L we have that
a = —ejx U« so that we still cannot find the bridge event.
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Claim 7, Claim 8, and Claim 9 upper bound the probability of
our events FailtoSign, FailtoFind, and BadQuery respectively.

a2 a5y + 43" + P)
=

Proor oF CrLaim 7. We observe that every time the attacker
queries the signing oracle, we would generate a query to the random
oracle H. Thus, we would have at most g}}' + ¢¢" + Py input/output
pairs recorded for the random oracle, including the fixed points
during the preprocessing phase. Since I; = 7(s; — x;e;) represents
a fresh/randomly selected group element of size p, the probability
that (I;, m;) is one of the inputs is at most (q{}' +q2" + P1)/p. Ap-
plying union bound over g¢" queries to the signing oracle, we have
that

Cramm 7. Pr[FailtoSign] <

93" (g +43" + P1)
» .
gy + 9" + P 1
p-ILl
Proor oF CLaiMm 8. We observe that if I;, ¢ £ then we can view
Iix = 7(six — xix€j+) as a uniformly random binary string from a set
of size at least p — | £| which had not yet been selected at the time
ﬂg.’; outputs o;.. Thus, the probability that the query H(I;«||mis)

Pr[FailtoSign] < O

Cramv 8. Pr[FailtoFind(I;.)] < Pyl
1

was previously recorded is at most (qpy' +¢2" + P1)/(p — |L]). If the
query H(I;«||m;s) was not previously recorded then the probability
of a successful forgery H(Ii«||mix) = eix is at most 27k since we
can view H (I« ||mx) chosen uniformly at random from the possible
2M options. Hence, we have that
o q,‘fln + qgn +P; 1

Pr[FailtoFind(I;«)] < > |1 Z] + v O
qu
Cram 9. Pr[BadQuery] < 2%

Proor or Craim 9. We observe that by construction we ensure
that the tuple (I, a, b) will always be recorded in L before a query
of the form H(I||m) is ever issued — if I is new then we call DLog(I)
before querying the random oracle. Now define a subset LcLas
the set of tuples (a,a,b) € G x Zg X Zp such that a has exactly one
nonzero element. Now we call a random oracle query x = (I||m)
“bad” if H(x) = —a where the tuple (I,a,b) € Z has already been
recorded and the nonzero element of a is a (Recall that if there were
two recorded tuples (I, a, b) and (I, ¢, d) then our algorithm would
have already found a BRIDGEY instance). Thus, the probability
each individual query is “bad” is at most 2/2} and we can use
union bounds to upper bound the probability of any “bad” query as

on

Pr[BadQuery] < qi O
2h
Now we have shown that
. o,N _
Pr [BrldgeChal&,{bridge ) = l]
7,H,N

ABFRO ITshort (D=1
Sig.on,strz 1>\ {0}

— Pr[FailtoFind(I;x)] — Pr[BadQuery]

> Pr [SigForge — Pr[FailtoSign]
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qon (qon + qu + Pl)
> Pr SigForgeTJ;’F]-\ll;O short (/1) =1- e
ﬂsig,on,str.[)H’H\(U) P
AT ARG W g

=L 2M

Finally, by applying Lemma 4.3, we can conclude that

. H,N
Pr [SlgForge;BF_Ro [pshort ) = l]

Sig.onstrz 1> 7\ {0}
3" (g’ +43" +P1)

< [BridgeChaI;ﬁd (1) = 1] + ,
ridge

qlcj'n + q‘s’” +P;

r—IL|
q2"(N +P) +3¢2"(q2" +1)/2

ql‘f|“+1

2h

93" (g + 3" +P)

+
T p—2P(N+3¢"+1) = (N+3¢2"+1)2 =N P
q0H”+q‘S’"+P
p—(N+P+3¢"+1)

q0H”+1

2h

REMINDER OF LEMMA 5.2. Letp > 222 s a prime number. Let A =

BF-GG(P) ﬂBF—GG(P))
> on

(ﬂpre be a pair of bit-fixing generic algorithms

with a labeling map t : Zp — G such that .?(ErFe_GG(P) fixes P
input/output pairs of the labeling map t and ﬂg,f_GG(P) makes at

most q2" = q¢"(A) queries to the generic group oracles and q‘g)“ =

q‘z)” (A) queries to the oracle O. Then Pr [QDBridgeChalTﬂ V=1 <

e, where

A

3(gQ" + 4% 24 (5+2P) (g2 + qq) +4

£ = s
2p —4P(3qQ" + g% +1) = 2(3¢Q" + g3 + 1% — 2(24¢" + ¢35

in the GGM of prime order p, where the randomness is taken over the

selection of x1, ..., xN, T as well as any random coins ofﬂEﬁ’GG(P),

Proor oF LEMMA 5.2. The proof works by maintaining a list £
of tuples (7(y),a, b) where 7(y) € G, a € Zf,lm(x), and b € Zp
such that y = a - x + b for every oracle output 7(y). To bound
the probability that the attacker wins the quadratic bridge-finding
game, we consider the case where the event QDBridge occurs after
the attacker makes gg generic group queries and qp queries to
O. Suppose that dim(x) = j at the point in time when QDBridge
occurs. We observe that j < 2qg + go + 1 since dim(x) can be
increased by at most 2 whenever A makes a generic group query
and at most 1 whenever A makes a query to O. We further observe
that in this case, |.£] < 3q¢ + qo + 1 since for each query to O, at
most 1 item can be added to £ whereas each generic group oracle
query can add at most 3 times to £ (exactly three in the case when
A queries Mult(yy, 12) on two fresh elements).

Now consider the event BRIDGE where the list £ contains two
distinct tuples (9, a,b) and (y’,a’,b") such thata-x+b=2a"-x+
b’. To upper bound Pr[BRIDGE], consider the event BRIDGE;
that the event BRIDGE has not occurred until the (i — 1)" query.
Conditioning on the event BRIDGE «;, we are now interested in the
event BRIDGE; where the i" query makes the event BRIDGE occur,
i.e., a tuple (;, a;, b;) has been recorded to £ and there exists a
tuple of the form (-, a,b) such thata; - x+ b; = a-x+b. We can



essentially view x sampled uniformly at random subject to some
restrictions due to BRIDGE <;, from which we know that for any
distinct pair (1,a,b) and (y’,a’,b’) wehavea-x+b #a’ -x+b’.

Let r < dim(x) = j be an index such that a[r] —a’[r] # 0 and
suppose that x, = x[r] is the last value sampled. We also define
two subsets Ly, £1 € L where Ly = {(y,a,b) € L :a =0} and
L1 ={(y,a,b) € L :a# 0}. Now we observe that Lo U L1 = L
and if we pick two distinct pairs (91, a1, b1) and (92, ag, bz) both
from Ly we are guaranteed to have that a; - x+bq # az - x+ by since
a; = ap = 0, which implies that we are guaranteed to not cause
any bridge event. At this point, we can view x, as being drawn
uniformly at random from a set of at least p— (| L[> —| Lo|>) - (j—1)
remaining values, subject to all of the restrictions. To see this, we
observe the following:

e x, must be distinct from x1, ..., x,_1 since otherwise we
would have had a bridge event, and

o each pair of distinct elements (1;,a,b;) € Land (9, ag, by) €

L, we have the following cases:

o if (yj,aj,b;) € Ly and (g, ag, by) € Ly, then this pair
eliminates at most one possible value of x;, i.e., since
1; and vy are distinct, we have aj - x+bj # ap - x+ by,
which implies that
s # (b = b)) = BN, (el - (i) (2 17] -
ag[rD ™,

o if(yj,aj,b;) € L1and (v, ag, by) € Lo, then this pair
eliminates at most one possible value of x, i.e., since
1n; and yy are distinct, we have aj - x+ bj # 0 - x + by,
which implies that
s # (b = b)) + 2N 1Ll 117

o (yj,aj,bj) € Lo and (9, ag, bx) € Ly, then this pair
eliminates at most one possible value of x, i.e., since
1; and Yy are distinct, we have 0 - x+b; # aj - x + by,
which implies that
s # (b = b)) = 2N, alilx) (<ag[r) 7", and

o if both (I)j,aj, bj) € Lo and (y,ag, by) € Ly, then
since bothaj = a; = 0, itis a contradiction that a;[r] -
ag [r] # 0 and therefore we do not eliminate any value
of xy.

e Hence, the total number of values that we remove when
we draw x, is at most (r — 1) + | L1|% + 2| Lo]| £L1] < (G -

D+ (I£L17 = 1Lol?).
We also observe that | £| < P+3gg" +q‘(’)n +1and |Ly| > P since the
list already contains P additional pre-fixed pairs and each generic
group oracle query adds at most three new tuples to £ — exactly
three in the case that we query Mult(11,12) on two fresh elements.

Thus, the probability that a; - x + b; = a - x + b is at most
1
p—(P+3qQ" + g% +1)% + P2 — (22" + 2} '

Union bounding over all tuples in £, we have

Pr[BRIDGE]
= Z Pr | BRIDGE;| BRIDGE .; |

i<qT gy
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1+P+3i

oOnp—(P+3q(‘3’“+q‘(’)”+1)2+P2—(Zq(‘g“+2q‘;)”

3(g2" + g3 + (5+2P)(gQ" + 4%
T 2p—4P(3qQ" + g + 1)% — 2(2¢Q" + 247

i<qQ"+q,

Now, consider the case where the event BRIDGE never occurs.
Then we would like to upper bound the probability

Pr | QDBridgeChal’’ (2) = 1

BRIDGE].

The argument works similarly; conditioning on the event BRIDGE,
we know that for any distinct pair (1, a, b) and (y’,a’, b”) we have
a-x+b #a’-x+b'. Letr < dim(x) < 2g+qp +1 be an index such
that a[r] —a’[r] # 0 and suppose that x, = x[r] is the last value
sampled. At this point, we can view x, as being drawn uniformly
at random from a set of at least p — (| L|? — |Lo|?) - (22" + qg’
remaining values as before. Now, the attacker wins if and only if
s/he outputs a tuple (i1, i2,a, b) such that x;, x;, = a - x + b. Since
this equation is at most degree 2 in terms of x, (in case iy = iz =),
there are at most 2 roots in Zp. Thus, we have that

Pr [QDBridgeCha[};IO()l) - 1) BRIDGE]
3 2
T p— (L= 1Lol?) - (22" + gy
3 2
T p—2P(3qQ" +qY + 1)2 - (22" + 2q% '

Taken together, we have
Pr | QDBridgeChal%” (1) = 1]
< Pr[BRIDGE] + Pr [QDBridgeCha@IO(A) = 1‘ BRIDGE]

3(g2" +q%)* + (5+2P) (2" + ¢%
T 2p—4P(3q2" + ¢ + 1)? — 2(2¢2" + 2%
2
T - 2Pqg + qo +1)% - (22" +2¢%)
3(q" + q‘g‘)2 +(5+2P)(qg" +qg)) +4
2p —4P(3qQ" +qY +1) - 2(3¢2" + ¢ + 1) - 2(2¢" + ¢)’
which completes the proof. o

REMINDER OF THEOREM 5.3. LetII = (Gen, Encaps, Decaps) be
PSEC-KEM andp > 22* be a prime number. Let A = (ﬂBF-RO+GG(Pl’P2)

pre
ﬂgﬁ-Ro-FGG(Pl’PZ)) be a pair of bit-fixing generic algorithms with

a labeling map v : Zp, — G such that .?IEERO+GG(P1’P2) fixes P11

(resp. P12, P13) input/output pairs of a random oracle Hy : {0, 1}* —
Zp (resp. Hy : {0,1}" — {0,1}’1, Hy : {0,1}* — {0,1}’11), and P
input/output pairs of the map t such that P11 + P12 + P13 = P1 and

2Py + Py = P, and the hint str; y y, H, is only dependent on those
P points. Ifﬂg?Ro+GG(PbPZ) makes at most qfy" (resp. q2", q¢")

queries to the random oracle (resp. generic group oracle, encapsulation
7,(Ho,H1,Hz2),cpa

BF-RO+GG(P1,Py)
(Jn,str.l.y}_|0y|_{1’H2 >

oracle), then Pr | KEM 1_I(/l) = l] < % + ¢, with

5
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- 3(g2 +2q2")2 + (54 2P) (g2 + 2q2") + 4
P —2P(3q2" +2¢2" + 1) — (3¢ + 2% + 1)? — 2(q2" + @)
3(qif + P)gg” (g + P)gg"
+ +
2M P
where the randomness is taken over the selection of T and the random

coins ofﬂg,f_Ro+GG(Pl’P2) .

5

Proor oF THEOREM 5.3. We use a hybrid argument to prove the
CPA security of PSEC-KEM in the BFE-ROM+GGM. The hybrids
work the same as the proof of Theorem D.2 during the online phase,

except that the distinguisher D = (Dpre, Don) in the preprocessing

phase gets the hint generated from .7(5;RO+GG(P1

ﬂSrFe_RO+GG (P1,P2) fixes

e Py input/output pairs ({ (h1,1, Ho(h1,1)), - . -, (h1,p, ;, Ho(hy,p, ))})
of Ho,

o Py input/output pairs ({(h2,1, H1 (h2,1)), ..., (hz,p,,, H1(h2,p,))})
of Hy,

e Py 3 input/output pairs ({(h3,1, Ho(h3,1)), . - -, (h3,p, 5, Ho(hs p 5))})
of Hy, and

e P input/output pairs ({(t1, 7(t1)), ..., (tp,, 7(tp,))}) of 7.

Furthermore, for each fixed RO input/output pair (hj, H;(h;)) for

i =0,1,2, Dpre first parses hj = Ij||I]'. where I; is a bitstring of

length ¢. If I; is a fresh £-bit string, i.e., I; # t(#;) for all k € [P2],

then Dpre picks a value for (I ;) = rj where the labeling map 7

will be sampled later. Note that this is possible because the labeling

map 7 has not been sampled yet. Finally, Dpre additionally fixes the

input/output pairs of 7 such as {(r1,I1), ..., (rp,, Ip,)}. This leads

to having P; 1 + P12 + P13 = P; fixed RO points and P; + P, fixed

points of 7 for the distinguisher, having in total P; + (P; + P;) =P

fixed points as the hint for the online phase. For completeness, we

restate the hybrids below.

P2) In particular,

Hybrid Hy. This is the original CPA indistinguishability game
KEMT; 1P (2) for PSEC-KEM with the challenge bit b = 0. In
particular, Doy, has access to the encapsulation oracle Encaps; () =
Encaps(-, 11), i.e, whenever D,, submits a query Encaps; (pk),
Don always gets the output Encaps(pk, 1%).

Hybrid Hy. This is the same security game with Hy except that
the encapsulation oracle Encapsg(-) is replaced with a modified
oracle Encapsi(~). In Encapsg(~), () and 7(ax) (where x is the
secret key) are replaced with random elements in 7(Z,) by querying
the oracle O twice. See Figure 2 for the details.

Hybrid Hy. This is the same security game with H; except that
the encapsulation oracle Encaps; (-) is further replaced with a modi-
fied oracle Encaps;(-). Encaps (+) is exactly the same as Encaps] (-)

except that the key k is sampled uniformly at random from {0, 1}%.

Hybrid Hz. This is the same security game with Hy except that
the encapsulation oracle Encaps)(-) is replaced with a modified ora-
cle Encaps;(+) = Encaps, (-), which leads to the original CPA indis-

TP%(2) for PSEC-KEM with the chal-

lenge bit b = 1. In particular, Encapsj(-) is the same as Encapsy(-)
but the random elements in 7(Z,) are reverted back to the honest

tinguishability game KEM
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computation 7(a) and 7(ax). This can also be interpreted as replac-
ing an honest key k in Encaps(-) with a uniformly random key of
length A. See Figure 2 for the details.

Indistinguishability of Hy and Hy. With a similar reasoning, we
can argue that two hybrids are perfectly indistinguishable unless
one of the three events occurs: for some round i < qgn,

(1) the random oracle query Ha(7(a;)||7(aix)) has been made,

(2) the adversary makes query r; to Hy (which is not one of
the fixed points of Hp) but has not queried (7(a;)||7(aix))
to Hg, or

(3) ri is one of the fixed points of Hy.

We can argue in the same way as Theorem D.2 that Case (1) leads
to winning the quadratic bridge-finding game with preprocessing.

Let Lucky; be the event that Case (2) occurs. If r is not one of
the fixed points of Hy, then it is essentially the same as Case (2) in
the proof of Theorem D.2. Hence,

q?'n . q(En
Pr[Lucky,] < —h

Let Lucky, be the event that Case (3) occurs. Since there are at
most P fixed points, union bounding over g2 queries, we have
pP- qg“

Pr[Lucky,] < o

Taken all together with Lemma 5.2, we have
Pr[D™ = 1] - Pr[ D1 = 1]
< Pr[QDBridgeChal%, (1) = 1] + Pr[Lucky;] + Pr[Lucky,]

3(g2" + 4%+ (5+2P) (g2 +q) +4
<
T 2p—4P(3¢Q" + q‘;)"' +1) —2(3¢" + qg‘ +1)% - 2(2q2" + q‘;)"'
on . gon  p. gon
LaaR P

2h
. 3(q2" +2g2")? + (5 +2P) (q2" +2¢2") + 4
2p — 4P(3qQ" +2qp" + 1) — 2(3q2" +2¢R" + 1)? — 4(q2" + qp")
(qy +P) - qg"
+ —_—
2h

2M

since gy < 2qg".

Indistinguishability of Hy and Hy. Again, we observe that two
hybrids are perfectly indistinguishable unless the random oracle
query Hj(r;) is queried (which is not one of the fixed points) or r;
is one of the fixed points of H; for some round i. If r; was not one
of the fixed points of Hj, there are still several ways to retrieve r;:

o if the random oracle query Hz(11,;]|92,;) was made that is

not one of the fixed points of Hz, or

e 11 i||v2,; is one of the fixed points of Ha.
In either case, one can retrieve r; < c1; ® Ha(11,;]|92,;). Note that
since the attacker only gets (k;, ¢; = (91,i, ¢1,i)) as the output, s/he
can first check if vy ; is the prefix of one of the fixed points of Hy
(let’s say this fixed point is 7)) and check if Hi(c1,; ® H2(D)) 2 ki.
If it matches then the attacker would have known that the pair
(ki, c;) is from Encaps]. Since there are at most P fixed points,



union bounding over g¢" queries we have
qy' +P q°" +P
P 2k

Indistinguishability of Hy and H3. As we discussed in the proof
of Theorem D.2, the distinguishing probability is the same as the
distinguishing probability between Hy and Hj, which is

Pr[D™ = 1] - Pr[D = 1]| <g¥ (

Pr[DH: = 1] - Pr[DH: = 1]|

3(q2" +2g2")% + (5 +2P)(q2" +2¢2") + 4

Zp 4P(3q3" + ZqE +1) = 2(3qQ" + 2" + 1)? — 4(q2" + qp")
(q +P) - qg"
2h '
Putting all together, we have
r KEMT,HO,Hl,cpa

BF-RO+GG(P1,Py)
°”~5t"r,H0,H1

) = 1]
I

1
<o+ ‘Pr[DH" = 1] - Pr[D = 1]‘
1 2
Hz — Hi+ -
< ;)Pr [DFi = 1] = Pr[D 1_1]|

3(qQ" +2g2")2 + (5 +2P) (q2" +2q2") + 4
p—2P(3qQ" + ZqE" +1) = (32" + ZqE“ +1)2 - 4(qQ" + q‘E")
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3(q +P)gg" (q +P)gp" L1
oA P 2'

H Missing Tables

S 264 972 280
q 280 285 290 280 285 290 280 285 290
Attacker Success Probability (Approximate)
p=2B6 73 g2l -l 2-23 5-13  5-3 9-15  9-5 ~1
9384 9159 5-149  5-139 g-151  o-141  5-131 g-143  5-133  5-123
_ M8 =223 9213 5203 9=215 =205 5195 9=207  5—197  5-187
p=2512 2727 =277 5267 2-279  5-269  5-259 2-271  5-261 5-251

Table 2: Security bounds of a nonzero Schnorr signature for
different values of S (size of the hint),

ity), and p (group size).

q (total query complex-

Table 2 highlights that to break 128-bit security for nonzero
Schnorr signatures, one would need to consider preprocessing at-
tacks with the hint size unreasonably large which grows to the
yottabyte scale (~ 10%4 ~ 28°) and making 2°° online queries with
massive computational power. However, we could even prevent this
vulnerability by using larger group sizes (e.g., p > 2%%%) which en-
sures that even nation-state-level attackers with significant compu-
tational resources cannot compromise nonzero Schnorr signatures
except for negligibly small probability, even considering prepro-
cessing.
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