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Abstract

We construct the first polynomial commitment scheme (PCS) that has a transparent setup, quasi-
linear prover time, log N verifier time, and log log N proof size, for multilinear polynomials of size N.
Concretely, we have the smallest proof size amongst transparent PCS, with proof size less than 4.5KB
for N < 230, We prove that our scheme is secure entirely under falsifiable assumptions about groups of
unknown order. The scheme significantly improves on the prior work of Dew (PKC 2023), which has
super-cubic prover time and relies on the Generic Group Model (a non-falsifiable assumption). Along the
way, we make several contributions that are of independent interest: PoOKEMath, a protocol for efficiently
proving that an arbitrary predicate over committed integer vectors holds; SIPA, a bulletproofs-style inner
product argument in groups of unknown order; we also distill out what prior work required from the
Generic Group Model and frame this as a falsifiable assumption.
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1 Introduction

Succinct arguments (SAs)'enable an untrusted prover to convince an efficient verifier that it performed
a computation correctly. Since their introduction [GMRS85], there has been a Cambrian explosion in
constructions [Kil92; GKRO08; GGPR13; BCTV14; Grol6; BBHR19; GWC19; CBBZ23; ACFY24]. In
parallel with these constructions, new and exciting applications have emerged. Today, succinct arguments
secure billions of dollars of cryptocurrencies, are used to improve the scalability [LXZSZ23] as well as the
privacy of cryptographic payments [Ben+14], are used to build advanced signature schemes [KCLM?22],
enable electronic voting [SDWO08], and certify the authenticity of photographs [NT16].

A key tool in the construction of SAs is polynomial commitment schemes (PCS). A PCS allows a prover to
commit to a multilinear polynomial p € F[X}, ..., X,]? of size N = 2/ that p(y) = z, for any evaluation
point y € ¥, There are many proof systems for NP (e.g., for arithmetic circuits) in which the prover sends
polynomial oracles to the verifier, and the verifier queries these at a few evaluation points and accepts or rejects
based on these evaluations [MBKM19; GWC19; CHMMVW20; BBHR18; Set20; CBBZ23; STW23]. These
so-called polynomial interactive oracle proofs (poly-IOPs) [BFS20; CHMMVW20] are efficient in terms
of communication and verifier efficiency, modulo the sending and evaluation of these polynomial oracles.
Fortunately, these poly-IOPs can be compiled with a PCS to form an efficient, succinct argument. Given the
efficiency of existing poly-IOPs, which are often information-theoretically secure, the efficiency metrics, as
well as the cryptographic assumptions of the resulting SA almost entirely depend on the efficiency and the
assumptions of the underlying PCS. This motivates designing polynomial commitments with near-optimal
properties. There are several important evaluation criteria to optimize for in a PCS:

Transparent setup. Some schemes, e.g. KZG [KZG10] rely on a trusted setup: a trusted party is required
to run the setup algorithm. If this process is subverted, then the PCS will be insecure. Especially in
permissionless blockchains, it is unclear who should run this trusted setup. Therefore, the ideal scheme
does not rely on a trusted setup but instead has a transparent setup, which can be run in a publicly
verifiable manner.

Efficient prover. The PCS prover should be able to commit to the polynomial and generate the evaluation
proof efficiently. The PCS commitment and evaluation time are lower bounds to the SA’s prover’s
runtime. More efficient provers enable larger statements to be proven, which is particularly important
when SAs are used to outsource computation. Efficient schemes have linear or quasi-linear (in N, the
size of the polynomial) prover runtimes.

Efficient verifier. The verifier should be able to verify the PCS evaluation proofs efficiently. Ideally, the
PCS verifier runs in logarithmic time in the size of the polynomials committed to in an SA, which
corresponds to the size of the underlying computation being proven. Schemes with efficient verification
are useful for outsourcing computation to weak machines, e.g., smartphones or smart contacts.

Small proof size. The proof size of the evaluation proof, as well as the size of the commitment to a polynomial,
should be both asymptotically and practically small. This is particularly the case when the proof gets
distributed to many parties, as is the case in many blockchain applications.

We will primarily discuss protocols as interactive arguments. However, both DewTwo and all relevant related work have
public-coin verifiers and can heuristically be turned into non-interactive SNARKSs. Multiple of the discussed applications require
non-interactivity.

2Some polynomial commitments are designed for univariate polynomials. We focus on multilinear PCS’s, which can be used to
commit to and evaluate univariate polynomials and vice versa [ZXZS20].



Provable security from falsifiable assumptions. A fundamental goal of any cryptographic primitive is to
have provable security under reasonable cryptographic assumptions. An important property of such
assumptions is that they are efficiently falsifiable, i.e. one could design an algorithm that efficiently
shows that the assumption can be broken. Unfortunately, many PCS’s can only be proven secure under
non-falsifiable assumptions.?

1.1 Contributions

We design DEwTwo, the first PCS for multilinear polynomials with a transparent setup (our scheme relies on
groups of unknown order [DGS22]) that simultaneously has quasi-linear prover time, logarithmic verification
time, and proofs that are both asymptotically (of size O(loglog(N)) for polynomial size N) and practically
(of size 4.5KB for N < 230) small.

We prove that our scheme is secure under falsifiable assumptions about groups of unknown order (GUO), while
all prior work based on GUO were proven secure in the generic group model (a non-falsifiable assumption).
To boost confidence in our falsifiable assumptions, we show that they all hold in the generic group model.

DewTwo improves upon, and in the case of the former builds upon, prior work: Dew [AGLMS23], and
Behemoth [SB23]. These works had asymptotically constant proof size but (1) were only secure in the
generic group model, (2) for all reasonable parameters have concretely /arger proofs than DEwTwo, and
(3) most importantly, have cubic prover time. We circumvent these limitations using multiple innovations, all
of which are of independent interest:

Falsifiable assumptions PoKE, which is used in Dew and Behemoth, was previously proven secure in
the generic group model [BBF19]. Following an idea from [LPS24], we distill what is necessary
from the generic group model into a falsifiable assumption: the modular consistency assumption.
The assumption intuitively states that a prover must answer certain PoKE queries consistent with a
previously committed, bounded-size integer. We prove that the assumption holds in the generic group
model and that it implies the adaptive root assumption [Wes19].

PoKEMath We develop an efficient protocol that can prove arbitrary predicates f(x) over a committed
vector of integers & € Z” . Importantly, the proof size and verifier time of the protocol is independent
of how large the integers are. POKEMath generalizes the PoKE protocol from [BBF19], and is both
extremely general and practically efficient. We further extend PoKEMath to POKEDEx which can
handle range proofs, alongside the arbitrary predicate. That is, a POKEDEx argument shows that
x; € [a;, b;] for each i € [N] and that f(x) = 0.

Efficient square root decomposition Dew, Behemoth, and DEwTwo all rely on range proofs as a key
component. Dew and Behemoth prove that an integer = € [a, b] by computing the square decomposition
of a related integer y = f(z,a,b) into the sum of 4 square roots. Unfortunately, the time taken
to compute such a decomposition is at least cubic in the bit-length of the integer, and for us, the
integer y encodes the entire polynomial, i.e., has © (V) bits. We show that the number can instead be
decomposed into log(N') many squares in O(M (N)log?(N)) = O(N log®(N)) time. Here, M (N)
is the complexity of multiplying two N-bit numbers, which is quasilinear in NV for large N [HH21].

3There exists a key impossibility result for proving non-interactive succinct arguments are secure under falsifiable assumptions
[GW11]. We consider our assumption in the interactive, pre-fiat-shamir variant of the scheme.



Self inner product arguments As an important sub-protocol of POKEDEX, we construct a new ‘self inner
product argument’ (SIPA) for groups of unknown order. SIPA allows a prover to convince a verifier
that (x,x) = v mod ¢, for a committed vector of integers € Z* and some public prime £, with
just O(log(k)) communication. Our protocol is in the spirit of classic IPA techniques [BCCGP16;
BBBPWM18], and is used to show that integers y of the aforementioned form are indeed the sum of
log(IN') many squares. Thus, our overall proof size reduces to O(loglog(NV)).

DEwTwo We put everything together by designing a polynomial commitment scheme DEwTwo using
PoKEDEx. The scheme is concretely efficient and has small constants. The overall proof size is
bounded by

2[log[log 5 + 2(7(N — 2) log(N)A +log(N) + A(log(N) +1))]] + 4

group of unknown order elements and 12\ [log[log 5 + 2(7(N — 2) log(N )X + log(N) + A(log(N) +
1))7] + 22X bits of integers. For polynomials of size N < 230, the proof contains at most 15 group
elements, requiring 192 bytes per group element (128-bit security level for hyper-elliptic curves from
[DGS22]). This can be upper bounded by 4.5KB. Our proof sizes are significantly smaller than that of
Dew or Behemoth, which require 66 and 47 group elements (12 and 9 KB), respectively. Despite, or
perhaps because of, this efficiency, our scheme is arguably simpler than prior works.

1.2 Applications

In this section, we list some unique benefits and applications of DEwTwo, even amongst other polynomial
commitment schemes.

Field flexibility. A unique aspect of the DEwTwo PCS is that the prover commits to the polynomial in
integer representation, and the evaluation field is only chosen at evaluation time. In fact, it is possible to
evaluate the polynomial modulo multiple integers verifiably (not just primes). This stands in contrast to
elliptic curve-based schemes, where the polynomial’s field is intrinsically tied to the order of the curve.
For example, it is impossible to commit to polynomials over a prime field smaller than 2\-bits using an
elliptic curve, as otherwise, the curve cannot be secure. DEwTwo, on the other hand, can be used to evaluate
polynomials modulo arbitrarily small integers.

Transparent proof compression. One promising application for DEwTwo is the compression of large
hash-based SNARK proofs that are to be posted on a blockchain. Most zk-rollups use hash-based proof
systems, like FRI [BBHR18] and STIR [ACFY24] due to their fast prover times and transparent setup.
Unfortunately, hash-based proofs have proof sizes that are about 100 KB for even a single PCS evaluation
proof (See Tablel.3). In order to compress these proofs, most deployments use an elliptic curve-based
(EC-based) proof system (e.g., one using KZG [KZG10]) to reduce the size of the final proof that is posted on
chain. This is done via what is called SNARK composition, where the EC-based proofs are used to prove
the correctness of the hash-based SNARK. Unfortunately, these EC-based proof systems generally require a
trusted setup. Using DEwTwo, one could avoid the need for a trusted setup while still enjoying the benefits of
small proof sizes and efficient verification.



1.3 Related Work

In Table 1.3, we compare DEwTwo to various relevant polynomial commitment schemes in literature. Note
that DEwTwo has the smallest proof size of any polynomial commitment with a transparent setup, modulo
Bulletproofs [BBBPWM18]. Bulletproofs, however, has linear verification time, and thus does not suffice for
many applications, including for constructing verifiable computation schemes. Unlike its closest comparisons
Dew [AGLMS23] and Behemoth [SB23], DEwTwo only has quasi-linear prover time. Additionally, although
DewTwo has asymptotically larger proof sizes than these schemes, for any reasonable parameter choice our
concrete proof size is significantly smaller. Compared to Dory [Lee21] and STIR [ACFY?24], DEwTwo has
9x and 25x smaller proofs, respectively.

Scheme P time Y time |7| (Assympt.) et Trams
|| (Concrete N = 230)
KZG N TF p o -
[KZG10] N Ggc 32 bytes

STIR + Redshift Nlog(N)F  Xlog log(J;f ) log(N)H Yes  Yes
[ACFY24; KPV22] NH AT
WHIR Nlog(N)F Aloglog(N) log(N) H Yes
[ACFY24; KPV22] NH Aloglog(N) log(N) F
Greyhound AN Z, AWN Z, Yes

[ACFY24; KPV22]

Bulletproofs N Gec 2log(N) Gec Yes  Yes
[BBBPWM18] 1.5 KB

Dory N Gegc log(N) Gr Yes  Yes

[Lee21]

Dew log(N) F 0(1) Geuo Yes
[AGLMS23] 0(1) Geuo 12KB

(

)

Behemoth log(N) F O(1) Geuo Yes
[SB23] 0O(1) Gguo 9 KB

DewTwo N log*(N)B log(N) F loglog(N) Gguo Yes  Yes
This work (Theorem 5.5) Nlog2 N Geuo log(N) Gguo 45 KB

Table 1: Comparison of several polynomial commitment schemes on various (asymptotic) metrics. We omit
the O(+) notation for brevity and denote by IF a field operation, by H a hash operation, by B a bit operation, by
Gec a group operation in elliptic-curves, by G a group operation in the pairing target group, by Ggyo a
group operation in groups of unknown order, by Z, an operation on integers modulo ¢, and by P an elliptic
curve pairing operation.

Groups of unknown order. DewTwo requires a group of unknown order. Two candidate GUOs with
a transparent setup are class groups [BW88] and hyper-elliptic curves [DGS22]. A key challenge with
these transparent groups is that some groups will have smooth or semi-smooth order, which makes them



vulnerable to generic attacks. Unfortunately, it is impossible to test whether the order of a group is smooth or
semi-smooth (outside of running the attack up to a smoothness parameter). Dobson et al. [DGS22] suggest
selecting the group large enough such that with probability 1 — 2%, the fastest generic attack on a randomly
sampled group runs in time 2. We set our parameters in the comparison to & = 40 and A = 128. For these
parameters, the group must have about 2'536 elements. For hyper-elliptic curves with such group order, an
element can be represented using 192 bytes [DGS22]. We suggest that this is sufficiently secure but further
study in these transparent groups of unknown order is warranted.

Proofs of exponentiation. Our PoOKEMath and PoKEDEXx protocols are based on PoOKE [BBF19] which
in turn is based on the efficient VDF [BBBF18] protocol from Wesolowski [Wes19]. Wesolowski’s protocol
showed that for some y € G, y = 27 - 2 with communication and verification independent of 7. Fascinatingly,
our constructions show that similar protocols can be used to prove much more complicated relations while
maintaining the constant overhead in proof size.



2 Preliminaries
2.1 Notation

General notation. We write both groups and fields additively. We use Z to denote the set of integers.
Primes[), 2] is the set of all prime numbers in the range [2*, 22"].

Given a group G, we denote group elements using uppercase letters G € G and n-dimensional vector
of group elements by G € G”, with (G; denoting the i-th element of the vector. Vectors are indexed as
G =G|~ = (G1,Ga,...,Gy).

For a field F, we use lowercase letters to denote an element x € [F and « € F” to denote an n-dimensional
vector of field elements. We denote matrices by M € F"*™, with M; representing the i-th row of the matrix.
We use similar notation for integers.

We use the function MSM(m, n) as the asymptotic complexity of multi-scalar multiplication of size m with
n bit scalars. We note that the state of the art multi-scalar multiplication algorithms use variants of the
Pippenger algorithm and have complexity MSM(m, n) = O(mn/logm) [Wes19].

Integer casting. For a prime field IF; and an element = € [F;, we denote by Z the casting of x to an integer
in the range [0, ¢ — 1]. Similarly, for a vector of field elements x € [y, we denote by & the vector of integers
[;]7,. Additionally, for a polynomial p(X) = Z?:_ol piX® € F,[X], we denote by p(y) the evaluation of
the cast integer polynomial at y € Z.

Vector operations. Given a vector = [z;]]", it can be partitioned into its left and right halves,
denoted xy, = [azz]?:/ ? and zp = [z, /2+Z-]?:/ (f respectively. We use & to denote the flipped vector, T :=

[Tn, Tn-1,...,x1]. We denote by m\[lzm] where m < n the trimmed vector [z;]/" .

Binary representation. Let n be a positive integer, and let ¢ be an integer such that 0 < ¢ < 2. We denote
by bin(i) : Z — {0, 1}", the n -bit binary representation of 7, arranged with the most significant bit (MSB)
first. For 1 < j < n, let bin(4, j) denote the j-th bit of this representation, where bin (¢, 1) corresponds to the
MSB and bin,, (¢, n) to the least significant bit (LSB).

Integer operations. Throughout the paper, We use the function M(n) as the asymptotic complexity of
multiplying two n-bit integers. We note that the state-of-the-art integer multiplication algorithms [HH21]
have complexity M(n) = O(nlogn). It can also be shown that the complexity of integer division is O(M(n))
[Rei89; CA69].

Ternary relations. In this work, we consider ternary relations % consisting of tuples of the form (pp, x, w),
where pp are some public parameters, x is an instance, and w is a witness. For a particular choice of pp, the
corresponding NP relation ZPP is defined to be ZPP := {(x, w) : (pp,x, w) € Z}.

Inner products. Given two field vectors € F” and y € F", we use the notation (z,y) :== > /" | ;- ¥;

for their inner product. We similarly use (@, Y) := Y | x; - Y; to denote the inner product of a field vector

x € F™ and a group vector Y € G".



2.2 Multilinear polynomials

A multivariate polynomial is said to be multilinear if the individual degree of any variable X; in any term
is at most 1. We use FS1[X5,..., X,] to denote the space of all u-variate multilinear polynomials. A
multilinear polynomial p(X1,...,X,) = 222:8 Ui H;‘:l X jl-) (@) of size N = 2¢ is uniquely defined by
its NV coefficients, which we denote p := [pi]fia !, Notice that we make an exception to our vector notation
while indexing vectors corresponding to multilinear polynomials.

2.3 Arguments of knowledge

An (adaptive) argument of knowledge for a ternary relation %, consisting of public parameter, instance,
witness tuples of the form (pp, x, w), is a tuple of three algorithms ARG = (Setup,P,V). Setup is a
probabilistic polynomial-time setup algorithm that given a security parameter 1* (in unary) and a bound
N € N on the size of the instances supported, samples the public parameters pp, which define the NP relation
ZPP. P and V are probabilistic polynomial-time interactive algorithms that satisfy the following properties:

Completeness. For all N € N and all expected poly-time adversaries .4, the following holds

pp Setup(lA, N)

(x,w) « A(pp) | "

Pr| (x,w) € Z°® = (P(pp,x,w),V(pp,x)) =1

Adaptive knowledge soundness. We say ARG is an adaptive knowledge-sound argument, if for all N € N
and all expected poly-time stateful adversaries A := (A;, A2) there exists an expected poly-time extractor
Ext such that Advﬁgac_;péts AN =

(A2(pp), V(pp,x)) =1 | pp < Setup(1*, N)
Pr A x + Ai(pp) = negl(\)
(x, w*) & ZPP w ExtA(pp,x)

Succinctness. We say ARG is succinct if the size of the communication transcript between P (pp, x, w) and
V(pp, x) is poly (log(|w|), \) and the running time of V(pp, x) is poly(log(|w|), |x|, A).

2.3.1 Setup

All the arguments of knowledge in this paper have the same setup algorithm Setup, which for convenience we
present in this section. Setup takes as input the security parameter 1* and an integer N € N and outputs the
public parameters pp = (N, G, G).

Setup(1*, N) — pp

1. Sample the group G + GGen(1?).
2. Sample the vector of generators G <+ G*.
3. Output pp := (N, G, G).

10



2.4 Commitment schemes

A commitment scheme CS over a message space M is a tuple of PPT algorithms CS = (Setup, Commit, Open)
where:

1. CS.Setup(1*, M) — pp: On input a security parameter 1 (unary) and a description of the message space
generates the public parameters pp.

2. CS.Commit(pp;m) — (cm;r): On input the public parameters pp and a message m € M, outputs a
commitment cm and an opening hint r.

3. CS.Open(pp,cm, m,r) — {0,1}: On input the public parameter pp, a commitment CS.Commit, a
message M and an opening hint r, verifies the opening of cm to m using the hint r.

Binding. A commitment scheme is binding if for all PPT adversaries A,

CS.Open(pp,cm, m,r) =1

VAN
P pp + CS.Setup(1*) B
Pr CS.Open(pp,/c\m,m ,r)=1 (cm, m,m',r, Y'Y  Alpp) | — negl(A)
m #m’

2.5 Polynomial commitment schemes

Following the approach in [BFS19], we extend the commitment scheme syntax to polynomial commitment
schemes. A polynomial commitment scheme is a tuple of protocols PCS = (Setup, Commit, Open, Eval)
where (Setup, Commit, Open) is a binding commitment scheme for the message space Fy[ X1, ..., X, ] of
p-variate multilinear polynomials over some prime field Iy, and

* Eval(pp,cm, z,y, u; (X)) — b € {0,1}: is a succinct interactive public-coin argument between a PPT
prover P and verifier V. Both P and V have as input a commitment cm, evaluation value z € [y, evaluation
pointy € [F;, and a number of variables p. The prover additionally knows the opening of cm to a secret
multilinear polynomial p(X) € Fy[X1, ..., X,]. The protocol convinces the verifier that p(y) = z.

Extractability. Any prover that succeeds in the Eval protocol must possess knowledge of a polynomial
p € Fy[Xy,...,X,] such that p(y) = z and cm is a commitment to p. We formalize this notion as an
argument of knowledge for the following relation:

Definition 2.1 (PCS indexed relation). Given pp = (N, G, G) ¢ Setup(1*, N), we define the NP relation

%’BES to be the set of tuples
(X7> — <(Q7,u7 CmaYJZ7H)7)
w p(X),p

where q € N is a prime positive integer, 1 € N is the number of variables, cm € G is a commitment, y € FY
is the evaluation point, z € F is the evaluation, p(X) € Fgl[Xl, ..., X,)] is a multilinear polynomial, and
‘H. is the hint space such that:

z=p(y) mod g and PCS.Open(pp,cm, p(X),p) = 1.

Weak vs Strong Extractability. Depending on whether adversaries are permitted to adaptively select the
evaluation point y, we distinguish between two notions of extractability: weak and strong extractability.

11



Definition 2.2 (Strong Extractability). A polynomial commitment scheme PCS = (Setup, Commit, Open,
Eval) has strong extractability if Eval is a succinct adaptive argument of knowledge for the relation Zpcs.

Before defining weak extractability, we introduce semi-adaptive arguments of knowledge, inspired by
[BISW17], which considers adaptive and non-adaptive settings. Our work focuses on adaptive and semi-
adaptive settings, with the latter bridging adaptive and non-adaptive notions. All arguments in this paper are
adaptive unless stated otherwise.

Semi-Adaptive arguments of knowledge. The definition of a semi-adaptive argument of knowledge ARG
for a ternary relation & is identical to that of an adaptive argument of knowledge, except that we relax the
notion of adaptive knowledge soundness to semi-adaptive knowledge soundness. Given a partitioning of the
instance x = (x7, X2, X3), we say ARG satisfies semi-adaptive knowledge soundness if for all N € N, every
polynomial-time public-coin sampler C, and all expected poly-time adversaries A := (A;, A2, As3), there

exists an expected poly-time extractor Ext such that Advi%"éi_égag :'ZS (N :

pp Setup(lA,N)
x; < Ai(pp)
(As(pp), V(pp,x)) =1 | &, ¢

A

Pr x3 < Aa(pp, x1,X2)

= negl(A)
(x, w*) ¢ ZPP

x := (X1, X2, X3)
w*  Ext*(pp, x)

Remark 2.3. The difference between adaptive and semi-adaptive knowledge soundness lies in how the
instance is determined. In the semi-adaptive case, part of the instance is sampled by a public randomness,
and the adversary can adaptively select the rest. This is particularly useful in extractability definitions of
polynomial commitment schemes (see Definitions 2.2 and 2.4), where the evaluation point is chosen publicly,
but the adversary determines the polynomial’s value at that point.

Definition 2.4 (Weak Extractability). A polynomial commitment scheme PCS = (Setup, Commit, Open,
Eval) has weak extractability if Eval is a succinct semi-adaptive argument of knowledge for the relation Zpcs
with an instance partition x; = (q, i, cm), Xo =y, X3 = 2 (see Section 2.3).

2.6 Reductions of knowledge

In this section we state the definition of reductions of knowledge from [KP23], along with some relevant
theorems. These can be thought of as an extension of arguments of knowledge.

Definition 2.5 (Reduction of knowledge). Consider two ternary relations %1 and %3, each consisting of
tuples of the form (pp,x, w) where pp is the set of public parameters, x is the instance, and w is the witness.
We denote by the set of PPT algorithms 11 = (Setup, P, V) a reduction of knowledge from %, to %> if Setup
is as defined in Section 2.3.1 and P and V are as follows:

* P(pp,x1,w1) — (x2,wWs): Takes as input public parameters pp, and instance-witness pair (x1, w1 ) and
interactively reduces the statement (pp,x1,w1) € %1 to a new statement (pp, X2, Wo) € Ho.

* V(pp,x1) — x9o: Takes as input public parameters pp, and instance x; associated with #,. Interactively
reduces the task of checking x1 to the task of checking a new instance xo associated with %o.

12



Let (P(pp,x1,w1), V(pp,x1)) — (X2, w2) denote the output of the prover in the interaction between P and
V. The reduction of knowledge IT := (Setup, P, V) must satisfy the following properties:

1. Completeness: For any PPT adversary A, given pp < Setup(1*, N) and (x1, w;) + .A(pp) such that
(pp,x1,w1) € #1, we have that

X1 = Xo, (pp, (P(pp,x1,w1), V(pp,x1))) € %2

2. Knowledge soundness: For all expected poly-time stateful adversary A := (A1, .A2) there exists an

expected poly-time extractor Ext such that AdvﬁdRaGp_Elf(f A(A) =

(pp, (A2(pp), V(pp,x1))) € #> | pp < Setup(1*, N)
Pr A x1 < Ai(pp) = negl(\)
(pp7X17WT) ¢ 4 WT A EXt“A(pp)

3. Public reducibility: There exists a deterministic poly-time function ¢ such that for all expected poly-
time stateful adversary A := (Aj, As), given pp < Setup(1*, N), x; < A;(pp) and (x2, wa) <
(Aa(pp), V(pp, x1)) with interaction transcript tr, we have that ¢ (pp, x1, tr) = xo.

We write I : 1 — %> to denote that protocol I1 is a reduction of knowledge from relation % to relation
Po. Tt is easy to see that an argument of knowledge is a reduction of knowledge that reduces a relation Z to

A1 = {(true, L)}.

Tree extraction. We also recall the following lemma from [KP23], inspired by a theorem originally in
[BCS21]. This lemma is crucial in proving the security of our protocols.

Lemma 2.6 (Lemma 6 [KP23]). Consider an m-round public-coin interactive protocol (Setup, P, V) that
satisfies the interface described in Section 2.6 and satisfies completeness and public reducibility. Then
(Setup, P, V) is a reduction of knowledge if there exists a PPT extractor Ext that, for all instances x1,
outputs a satisfying witness wi with probability at least 1 — negl(X), given an (nq, ..., ny,)-tree of accepting
transcripts for x1 where the verifier’s randomness is sampled from space Q such that |Q|= O(2*), and
[I; 7 = poly(A).

We do not recall the definition of an (n1, ..., n,,)-tree of accepting transcripts, as we only use this lemma for
1-round public-coin interactive protocols. An n-tree of accepting transcripts is a list of n instance-witness pairs
[(x24, wa,)]"; output by the interaction (A2 (pp, state), V(pp, x1)) for unique public verifier challenges «;
such that (pp,x2;, Wo ;) € % forall i € [n].

Sequential composition. We now recall a theorem that shows that the sequential composition of two
reductions of knowledge yields another reduction of knowledge.

Theorem 2.7 (Theorem 5 [KP23]). Consider ternary relations %, %2, and H%s. For reductions of
knowledge 11; = (Setup, P1,V1) : %1 — %o and 11y = (Setup, P2, Vo) : Ho — K3, we have that
Iy o II; = (Setup, P, V) is a reduction of knowledge from %1 to %3 where

P(pp,x1,w1) := Pa(pp, P1(pp, x1, W1))
V(pp,x1) := Va(pp, V1(pp, x1))

Additionally, [Lee21] (Lemma 4) shows that sequential composition of two arguments that satisfy tree
extraction is also tree-extractable.
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3 Groups of unknown order

At a high level, groups of unknown order are groups where the order of the group is unknown to the adversary
but group operations as well as sampling random group elements can be performed efficiently. These
primitives as well as the associated assumptions are mainly useful in the setting when unbounded integers
need to be committed to or when relations need to be verified over the integers. These groups have also been
used in constructions of accumulators [BM94; BBF19; LLX07], verifiable delay functions [Pie19; Wes19]
and range proofs [Lip03; CPP17; CGKR22].

Candidate GUOs. Some candidates for groups of unknown order include RSA groups [RSW96], class
groups [Lip12; BW88] and Jacobins of hyperelliptic curves [BreOO]. While RSA groups require a trusted
setup to generate the RSA modulus, the other two candidates do not require a trusted setup. Of the latter
two, we use hyperelliptic curves as they have the shortest representation (for a given security level) and are
believed to satisfy all the assumptions we require. Importantly, class groups do not satisfy the Strong RSA
assumption, stated in Assumption 3.6, as it is possible to compute square roots efficiently in these groups.

Security parameter. Throughout the paper, we use 2\ as the security parameter for random challenges
in the group of unknown order, where X is the security parameter for the cryptographic primitives we are
constructing. This is due to the existence of sub-exponential algorithms[DGS22] that can break assumptions
in these groups such as the adaptive root assumption (see Definition A.1). This requires all PoKE-style
protocols to have a challenge space of size ©(22*) to be secure against these attacks.

In the next section, we describe the generic group model (GGM), an idealized group model for GUOs. After
that, we describe the falsifiable assumptions we require, and show that they all hold in the GGM.

3.1 The generic group model

The Generic Group Model, first defined in [DK02b] and used in prior work such as [BBF19; AGLMS23],
has a group sampler GGen that on input a security parameter outputs the description G of a group with
an (unknown) order that is sampled uniformly from a public range [A, B], such that 1/|A|= negl(\) and
1/|B — Al|= negl()). The group description consists of a random injective labeling function o : Zg| — 2f,
where 2¢ >> |G|, such that the labels o (-) are the only representations of group elements visible to algorithm
in the model, known as generic group algorithms.

In particular, a generic group algorithm A is a PPT algorithm with a list L that contains the labels of all the
group elements given to A as input. Note that it does not get the group order as input. A is then allowed to
query two oracles 01 and Oy. O; samples a random r & Zg, and returns o(r) which is appended to L.
Os(i, j, ) takes two labels ¢, 7 € [L] and a sign bit. For the group elements H;, H; corresponding to these
labels, it returns the label o(H; = H;), which is also then appended to L. Intuitively, this formulation of a
generic algorithm allows adversaries to perform operations on group elements and sample random group
elements without knowing the order or structure of the group. The GGM is not a falsifiable assumption.

3.2 Assumptions

Our constructions rely on three standard falsifiable assumptions about GUOs: the discrete logarithm
assumption (see Definition 3.1), the strong RSA assumption (see Definition 3.6), and the modular consistency
assumption (see Definition 3.4).
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These three assumptions are the strongest on which our constructions are based. To simplify the assumption
“z00” and reduce the total number of assumptions to three, we defer a few weaker assumptions used in our
proofs to the appendix (see Appendix A) and show that they are implied by these three assumptions. All of
our assumptions are shown to hold in the Generic Group Model (see Section 3.1). See Fig. | for a summary
of the assumptions and their relationships.

New Assumptions. We introduce two new assumptions in this paper: the modular consistency assumption (see
Definition 3.4), which is used in the main body, and the multi-rational root assumption (see Appendix A.1.4),
which appears in the appendix and is implied by the strong RSA assumption (see Definition 3.6). These two
new assumptions are tailored to our setting but are likely to have applications in other contexts as well.

3.2.1 Discrete logarithm assumption

The discrete logarithm assumption states that for any n € N, no efficient adversary .4, given the group
G < GGen(1*) and n randomly sampled generators G < G™, succeeds with non-negligible probability at
outputting (a1, ..., an, B, ..., Bn) € Z*" suchthat 1" a; - G; = > | B; - G; and «; # 3;, for some i.
A more formal statement is as follows.

Definition 3.1 (Discrete logarithm assumption [BBF19]). The discrete logarithm assumption holds for GGen
if for any n € N, every efficient adversary A, Ade':T?G()\) < negl(\), where Advﬂ'}?c()\) =

S Gi=Y"B8i-Gi | G+« GGen(1%)
Pr A G« G"
Fi € [n]:a; # B (a1, .y, Py, Ba) — AG, G)

Lemma 3.2. [BBF19] The Discrete logarithm assumption (see Definition 3.1) is secure in the Generic Group
Model (GGM, Section 3.1).

3.2.2 New assumption: modular consistency assumption

We now present our first new assumption, the modular consistency assumption, which is inspired by ideas
in [LPS24]. At a high level, it states that, given n randomly sampled generators G & G", the best an
adversary A that runs in 7" time can do is output a group element U obtained by performing a sequence of 7'
multiplications on pairs of group elements it has received or computed so far. We show in Lemma A.2 that
the modular consistency assumption implies the adaptive root assumption (see Definition A.1).

Before we state the assumption we recall the Chinese remainder theorem, which is used routinely in the
‘groups of unknown order’ setting.

Theorem 3.3 (Chinese remainder theorem). Let {1, ..., T be coprime integers and let r1, . ..,r7 € 7, then
there exists a unique 0 < x < H;f:1 l; such that x = r; mod ¢; and there is an efficient algorithm for
computing x < CRT([r;]Zy, [t )).

Now, we state the modular consistency assumption.

Definition 3.4 (Modular consistency assumption). Let rep = poly () be the number of bits used to represent
the group elements of a group generated by GGen. The modular consistency assumption holds for GGen if for
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all n = poly(\), all T' = poly (), and for every (T - rep)-step stateful Turing machine A, and every PPT
adversary As, we have Adv':\p/ﬁ’n()\) < negl(X), where Adv%%,n()\) =

G + GGen(1*)
Vie[l] : (ri,G)+4;-Qi=U | G&Gn

Pr st. G:=(Gq,...,G,) €G U+ A(G,G)
A [riaQi7£i]?=1 — Ay st r; = [Ti,j]je[n]
(x,G) £U Ly, ..., 0 are coprime integers

Vj € [n] : zj + CRT([rijlieqry, [G]1=1)

Lemma 3.5. The modular consistency assumption (see Definition 3.4) is secure in the Generic Group Model
(GGM, see Section 3.1).

Proof. We defer the proof to Appendix A.2.

3.2.3 Strong RSA assumption

At a high level, the strong RSA assumption states that no efficient adversary A, with non-negligible probability,
can compute a non-trivial £** root (¢ > 1) of a randomly sampled group element G £ G. A more formal
statement is as follows.

Definition 3.6 (Strong RSA assumption [FO97; BP97; CPP17]). The strong RSA assumption holds for GGen
if for all efficient A, AdvSFA(\) < negl()\), where

(- U=0G G « GGen(1?*)
AdvZPA(N) := Pr A G&EG
£>1 (U,0) e G x N+ AG,G)

Lemma 3.7. [DKO02a] The strong RSA assumption (see Definition 3.0) is secure in the Generic Group Model
(GGM, Section 3.1).
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4 Techniques

In this section, we present a technical overview of the sub-protocols employed in our PCS. We start by giving
an intuitive but high-level description of each of our sub-protocols.

DewTwo The DEwTwo PCS reduces the task of proving the evaluation of a committed multilinear polynomial
p(X) € Fy[X1,...,X,] ata point z € FY, to the task of committing to a vector of integers u € Z"
and proving two statements: (i) some of these integers are within a certain range (ii) and a certain
function f(u) evaluates to 0. We provide more details in Section 4.1.

PoKEDEx The PoKEDEx protocol allows us to do precisely this: convince a verifier, for a vector u € ZM
(succinctly) committed to in a commitment C, that f(w) = 0, for some function f, and that u; € [a;, bs],
for each i € [Z] where Z C [M] indicates a set of indices being range-checked. In the final version of
DewTwo, we use TPoKEDex, an optimized and specialized PoKEDEXx.

PoKEMath As a stepping stone to POKEDEx (and TPoKEDex), but also of independent applicability, we
construct the POKEMath protocol. It allows a prover to convince a verifier holding a commitment
C, that f(u) = 0, for some public function f and vector u € Z™ committed within C. Notice that
PoKEMath can directly be used as a PoOKEDEX (by having the function f additionally verify the range
claims), but the resulting POKEDEXx has a communication complexity that is too large for our PCS. We
optimize this naive approach using the following SIPA scheme.

SIPA The self-inner product argument (SIPA) protocol, is a bulletproof-style protocol, that enables a prover
to convince a verifier who holds a commitment C to a vector w € Z", that the inner product of u with
itself satisfies (u, ) mod ¢ = v. Importantly, the communication complexity between the prover and
verifier is only O(log M).

4.1 DewTwo

Our multilinear polynomial commitment scheme, DEwTwo, builds upon Dew [AGLMS23], a transparent
PCS based on groups of unknown order (see Section 3). In this section, we provide a high level overview of
how our PCS works.

Vector inner products suffice. We start by observing that one can commit to a multilinear polynomial and
argue about its evaluations by instead committing to its vector of coefficients and considering the inner product
of this vector with a public vector derived from the evaluation point. Recall that the multilinear polynomial

p(X) = Zi]\;l i 9‘:1 X}Din(i’j) € F(]Sl[Xl, ..., X,] can equivalently be represented by its vector of
coeflicients p = [pi},fi_ol € Fév , where N := 2#. More formally, there exists a bijective mapping between the

space of polynomials Fqgl [X1,...,X,] and the corresponding space of vectors Fév . Furthermore, given a

commitment to the vector p, polynomial evaluation y = p(z) at a point z € F}; can be equivalently expressed

ext) — T zl?in(i,j)
J=177

foralli € [0,..., N — 1]. Thus, it suffices to show how to commit to a vector of field elements p € F(]IV and

as the inner product y = (p, z**), where the tensor product z®* € IE‘(]ZV is defined as z£** :

prove its inner product with such a (public) vector z&* & Fév derived from an evaluation point.

Committing to vectors. Given a group of unknown order G and a generator G € G, to commit to a vector
p € FY, we first encode the vector as an integer a via an injective and invertible encoding that maps Fév — Z.
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We then commit to the integer a as cm := a - G. The latter is a binding commitment to integers in the GUO
setting (Theorem 5.2), and we show how to do the integer encoding below.

Given a vector p = [p;]Y ;' € F)', consider the univariate integer polynomial 5(X) € Z<"[X] with p as
its coefficient vector. For any integer o > ¢, p(a) = ZZ]\L _01 pio’ € Z is an injective encoding of p. We
also have that it is invertible: given p(«), one can obtain p by decomposing the integer p(«) into its base-«

representation to obtain the integer vector [ﬁz]f\; _01. It is easy to see that the corresponding field vector

p = [pi)Y," is the pre-image of ().

Thus, one can commit to a field vector p € Fév ascm :=p(a) - G.

Inner product proofs. We start with an observation: given two vectors p,r € Fév , the product p(«) - ()
can be expressed as follows:

pla) -7 (a) = (po + pra+ -+ py_1a ) - (fo + Fra+ -+ Fy_1a )
N-2 N-1 2N—2
=2 | 2 i) atk Y pineae T Y X BTk | of
i=0 \ j+k=i §=0 i=N  \j+k=i
= 5+ (PoFN_1 4 P1inv—o+ -+ Pn_170) - &Nt u- oV

Importantly, the middle coefficient (corresponding to o’V ~1) is (, T), the inner product of the integer castings
of p and T (the reverse of the vector r). Itis easy to see that (p,T) = (p,T) mod g. One might thus hope that
by decomposing the product p(«) - 7(«) into its base-« representation and picking out the middle coefficient,
we can obtain (p,T). However, for this to hold, e must not only be larger than ¢, but must also be larger

than max; (Z ki ﬁjfk). When this constraint holds, one can also verify that the terms s and u satisfy
0<s<aV¥land0<u<aV L
This gives a potential protocol for proving an inner product claim about the vector committed toincm = p(«)-G

and a public vector r. Defining v := T, the prover can convince the verifier that (p,r) = (p,v) = y by
sending three values s, t, u to the verifier such that the following equation holds:

ﬁ(a)-f)(a):s—i-t-aN_l—i-u-aN (D

The verifier can then check that the appropriate bounds on s, ¢, u hold, check that y = ¢ mod ¢ and compute
0(cv) on its own*. Finally, it checks that:

a) - em=5-G+ (- -G+ (u-aV) G )
(@)-G=(s+t-NT+u-a). G 3)

N

= (p(a) -

This assures the verifier that Eq. (1) holds over the integers, except with negligible probability, under the
discrete logarithm assumption.

Roadblocks. Unfortunately, the aforementioned protocol is only sound when the elements of p and r are
indeed in the range [0, ¢ — 1]. While the verifier can ensure the elements of T are bounded, if the prover
chooses to use integers from outside this range while computing cm, even if the check in Eq. (2) holds, the
claimed inner product ¢ may be incorrect. One illustrative concern is that (p,T) = Z;V:_Ol p;jTj could be

4This can be done efficiently when the inner product corresponds to PCS evaluation, as we show later.
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larger than « (due to the malicious unbounded integers) and thus ‘overflow’. That is, the prover could now
send a malicious inner product ¢’ := (p,T) mod « # (p, T) to the verifier, and the following instance of the
check in Eq. (2) would still pass, for appropriate ‘malicious’ values s, u':

oa)-em=5 -G+t - .G+ (W o). G

As an example, let N := 2, ¢ := 5, o := 100, the out of bound vector p := [1,98] and the honest
vector T := [3,4]. Then, p(100) = 1 + 98 - 100 = 9801 and 7(100) = 3 + 4 - 100 = 403. The product
$(100) - #(100) = 3949803 when expressed in its base-a representation gives 3 + 98 - 100 + 394 - 1002
However, the inner product (p,r) = 1-4 4 98 - 3 = 298 # 98. Clearly, the prover could cheat by sending
s’ =3, =298 mod o = 98 and v’ = 394 in this instance.

Ensuring bounded elements. At a high level, we show that for a randomly sampled 7 € [0, q — 1]V, if
the middle coefficient of p(«) - 4(«) is small, then p is ‘bounded’ (with a caveat that we explain shortly)
with high probability. The verifier can first perform such a check using the above techniques, and then use
the guarantee that p is bounded to perform the inner product check with respect to r. This uses the LCSZ
lemma from [BF23], which can be thought of as a generalization of the Schwartz-Zippel lemma to the case
of composite moduli and multilinear polynomials. In addition, this also generalizes the batch shortness
test techniques based on random linear combinations/subset sums used in works like [CKLR21; CGKR22;
BBCdGL18] by using only logarithmic randomness. This crucially allows the verifier to be efficient, which is
not the case when using a linear number of random elements.

Our result is built on two crucial observations:

* While the overflow in the above example was indeed due to a large element in p, it depends on the choice of
the vector r as well, which the verifier can control.

+ In the honest case, where p, ¥ € [0, ¢ — 1], it is the case that the middle coefficient of p(a) - (a), (B, T),
is always < N¢2.

Let 8 = N¢?, by setting o > 3%, we show that the fact that the middle coefficient of $(c) - ¥(«) is smaller

than 3, for & & [0, — 1]V, implies that p is ‘bounded’. To illustrate, suppose the prover chooses a single
element of P, say p; to be large, and the rest to be zero. The inner product (p, ) = p; - 7; could be large
and overflow, causing the middle coefficient to instead be p; - 7; mod «. The above check implies that
Di - ¥ = s; mod « for some s; < 3, which gives that p; = % mod «. Although we can only guarantee
that the prover must stick to p; has a bounded rational representation modulo « (with a small numerator and
denominator), we show that it suffices that the prover cannot arbitrarily use large coefficients and must stick to
such bounded rationals.

We show in Theorem 5.5 that the above ideas can be extended to the general case, where arbitrarily many
elements of p are non-zero. While the details are too involved for a technical overview, at a high level,
we assume WLOG that p € QV. We then show that if the middle coefficient of p(a) - F(a) < 3, for
~ & [0,q — I]N , then the elements of p must all be bounded rationals (modulo «). Although we can only
guarantee that the prover must stick to bounded rationals and cannot use arbitrarily large integers, Corollary 5
in [BF23] shows that this is sufficient to ensure that the commitment can only be opened to a vector from Fév
(see Section 5.1 for details). In our security proof, we further guarantee that if all our checks pass, this vector
must indeed satisfy the required inner product constraint.

5Looking ahead, we actually require that & > S due to some additional subtleties regarding the binding property of the
commitment scheme.
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As an additional contribution, we use the inverse LCSZ lemma from [BF23] to obtain stronger bounds on
these rationals than prior work, Dew [AGLMS23]. This allows us to choose a much smaller value for «,
significantly improving the concrete efficiency of our scheme.

Verifier efficiency. Recall that the PCS verifier, to be convinced that p(z) = y for the vector p committed to
in cm, needs to check that (p, z®*) = y. This is done using the aforementioned ‘inner product commitment
scheme’, and we would like the verifier to run in time that is sublinear in [V, the size of the polynomial. The
most expensive verifier steps are (a) computing (), where v := z®%, (b) performing the range checks (on s,
t and u) and (c) performing the expensive exponentiations (a) - cm, s' - G, (' - aN~1) - G and (v - V) - G.

It is plausible that computing ©(«) might take O(N) time, as v is a vector of length N. However, we show in
Remark 5.4 that this can in fact be done in just O(u) = O(log N) time, by exploiting the fact that v is the
tensor product of a succinct evaluation point z € F#°,

Reduction to POKEDex. We capture the range checks, the exponentiations, as well as performing the check
in Eq. (1) in a single protocol called POKEDEX (see Section 4.4). At a high level, POKEDEx allows the prover
to commit to an integer vector (p(«), s,t,u) using a Pedersen commitment, and prove to the verifier that the
integers s, t, and u lie in the appropriate ranges and that the following equations hold:

pla)-oa)=s+t-a" T4+u-a", and

pla) -F(a) =5+t - oV 4o

where ~ & [0,g —1]*, y = ¢ mod ¢, and ¢ < 3. We present the full construction in Section 5.2. In
the upcoming sections, we provide a technical overview of the PoOKEDEx protocol, preceded by several
preliminary protocols that are used in its construction.

4.2 Self inner product arguments (SIPA)

The self inner product argument (SIPA), for a large prime ¢ > 2%, allows a prover P to convince a verifier V
that the inner product (r,r) = v mod ¢, where r € Z" is a private vector committed to in a Pedersen-like
commitment C' := (r, G)7, and P and V both share: (1) the commitment key consisting of a vector of group
generators G € GY, (2) the Pedersen commitment C' € G, and (3) the claimed inner product value v € Z;.
What makes SIPA interesting is that the prover can do this by communicating only O(log V) many elements
of G and Z; to the verifier. We leverage this to reduce the communication complexity of our POKEDEx
protocol.

Definition 1 (informal). We define the ternary relation Zsipa to consist of tuples of the form (pp =
(N,G),x = (C,4,v),w =r) such that C = (r,G) and v = (r,r) mod /.

Construction. WLOG we can assume the length of the vector is a power of 2, N = 2" (we can round it up
to the closest power of 2). Our SIPA construction follows the typical blueprint used to construct inner product
arguments (first introduced in [BCCGP16]): we construct a reduction of knowledge (formalized in [KP23])

SIPA.Reduce((P((2", G),x, w), V((2", G),x))) — (2", G'),x', w')

6The verifier also needs to compute () efficiently, and we show that this can be done analogously, by showing that it suffices for
4 to also be a tensor product of a random vector sampled from [0, ¢ — 1]*. We omit the details here for brevity.
"These Pedersen-like commitments are binding in the GUO setting, under the discrete logarithm assumption.
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SIPA.Reduce, with only a constant amount of communication between P and V, reduces the task of checking

if (x,w) € %)g;f') to the easier task of checking if (x/, w’) € %g;; “S) Our SIPA protocol iteratively

applies the SIPA.Reduce protocol n times to reduce the task of checking if (x, w) € %;2; AG) to checking if

’
(x',w') € %’éh’;ﬁ ). The prover then directly sends the constant sized w’ = 7’ to the verifier, who can now

verify that (x, ) € %élll’:,il). The total communication is O(n) = O(log V), as required.

TIPA. In the construction of our polynomial commitment scheme, we would like to perform 3 SIPA protocols
of size N each, which would have naively required communicating 3k log N group elements, if one SIPA
protocol required communicating k log IV group elements. In order to optimize our proof size, we design
TIPA that allows us to do this while communicating just k£ log(3N) group elements. We refer the reader to
Appendix E.1 for the construction of TIPA, but state the corresponding relation ZTpa here.

Definition 2 (informal). We define the ternary relation %\pa to consist of tuples of the form (pp = (3 -
N, (Gl, GQ, Gg)), X = (C, f, (Ul, V2, Ug)), W = (I'l, Iro, rg)) such that C' = <I'1, G1> + <I'2, G2> + <I'3, G3>
and v; = (r;,r;) mod ¥, foralli € [3].

4.3 Proof of Knowledge of Exponent Math (PoKEMath)

PoKEMath protocol allows a prover to demonstrate knowledge of a preimage u € Z™, committed as
U = (u,G), such that f(u) = 0, where f : Z™ — Z is an arbitrary polynomial-time computable function.
This enables the verifier to succinctly verify a property (characterized by f) of the preimage u without needing
to compute f(u) directly.

Definition 3 (informal). We define the ternary relation Xpokemath to consist of tuples of the form
(G,(U,m, f),u) such that U = (u,G) and f(u) = 0, where f : Z™ — Z is a polynomial-time
computable function.

PoKEMath builds on the Proof of Knowledge of Exponent Representation (PoKERep) [BBF19], which we
refer to as PoKE in this paper for simplicity.

Definition 4 (informal). We define the relation Zpokg as the set of tuples (G, (U, m), w) suchthatU = (u, G).

In PoKE, the verifier sends a challenge ¢ <~ Primes|\, 2] to the prover. For each i € [m], the prover uses
this challenge to decompose u; as u; = ¢; - £ + r;, where ¢; € Z and r; € [0,¢ — 1] for every i € [m]. The
prover then commits to g by computing @ = (q, G) and sends (Q, r) to the verifier. The verifier accepts if
U=1(-Q+ (r,G), which would imply that (u, G) = (¢- q +r, G). Soundness follows from the fact that if
this check passes for overwhelmingly many challenges, an extractor could use several ‘good’ challenges, say
[¢i]ic}s)» and corresponding remainders [r;];c[;), and solve for u using the Chinese Remainder Theorem.

In PoKEMath, the verifier additionally checks that f(r) =0 mod /. Essentially, PoKEMath reduces the
computation of f over a vector of potentially large integers u to a computation over a vector r of the same
length, but with values bounded by the size of the challenge ¢.

4.4 Proof of Knowledge of Exponent, Decomposition, and Expression (PoOKEDex)

A desired protocol for the DEwTwo construction is POKEDEx which is an extension of PoKEMath protocol
that additionally allows the verifier to check that certain elements of the preimage w lie in a range [a, b].
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Definition 5 (informal). We define the ternary relation %pokepex t0 consist of tuples of the form
(G, (U,m,t,(ai,b)i_y, f),w) such that

(a) U= (u,G)
(b) f(u) =0, and
(c) Viem—t+1,m]:u; € |ai, bl

Items (a) and (b) are guaranteed by a PoKEMath. Item (c) can be achieved by further extending the
PoKEMath protocol to contain a range proof for u; being in the range [a;, b;], foreach i € [m — ¢t + 1, m)].

Prior range proofs. A technique used in prior works [AGLMS23; Gro05; Lip03], constructs a range proof
that shows that v € [a, b] by arguing that both b — v and v — a are positive, via the Lagrange four square
theorem and a proof that both b — v and v — a can be decomposed into a sum of four squares. While this
approach, due to a constant-size decomposition, yields constant-size range proof, the prover’s asymptotic
complexity is proportional to the complexity of finding the four-square decomposition, which is (n?) [PT18].

Our approach. We improve on this approach by

(1) Improving the square decomposition prover complexity: We propose a novel algorithm that
decomposes a non-negative n-bit integer into a sum of logarithmically many squares, in contrast to
the constant number of squares (e.g., 4) used in prior work. Our approach reduces the (n?) prover
complexity to O(M(n) log? n) bit operations, where M(n) is the complexity of n-bit multiplication,
which is O(nlogn) [HH21]. The full algorithm is detailed in Section 6.

(ii) Batching the positivity arguments: Observe that v € [a,b] if and only if (b — v)(v — a) > 0.
Therefore, Unlike [AGLMS23] that separately proves positivity of (b — v) and (v — a), we only prove
positivity for (b — v)(v — a). Now the prover invokes only one square decomposition, obtaining the
vector u = (1, .., Ulogn ), Where (b —v)(v — a) is an n-bit integer, such that:

(b—v)(v—a)=u]+- - +ud = (u,u) 4)

At a high level, our range proof for v € [a, b] works as follows: the prover computes u € Z'°¢™ as in Eq. (4)

andsends V :=v -Gy + Zifln u; - G4 to the verifier. The prover and verifier then engage in a PoOKEMath
protocol to check that V' = ((v,u), G) and f(v,u) = 0, where

flv,u) = (u,u) = (v —a)(b—v) Q)
Naively, given a verifier’s challenge ¢, PoOKEMath would require that the prover send a vector r = (v, u)
mod ¢ to the verifier, who then checks that f(r) = 0 mod ¢. This would involve O(logn) communication.

However, we notice that the check f(r) =0 mod / can be expressed as
(v—a)(b—v) = (u,u) mod/

This is precisely the kind of statement that SIPA can handle. Recall that SIPA has a communication complexity
that is logarithmic in the length of the input instance, which in this case is O(logn). Thus, our construction of
PoKEDEXx uses SIPA to check the above equation, which allows us to reduce the communication complexity
of the range proof to O(loglogn). The full construction is presented in Section 7.3.
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5 DeEwTwo

In this section, we provide a detailed presentation of DEwTwo, a transparent multilinear polynomial
commitment scheme (PCS) designed for the groups of unknown order setting. We improve upon prior work,
Dew [AGLMS23] and Behemoth [SB23] in the prover time, proof size, parameter specification and underlying
assumptions (see Section 1.3 for a full comparison).

First, in Section 5.1, we recall a commitment scheme for multilinear polynomials implicit in prior work. Then,
in Section 5.2, we equip this commitment scheme with an evaluation protocol, presenting DEwTwo as a
full-fledged polynomial commitment scheme.

5.1 Polynomial commitment from integer encoding

Prior work, DARK [BFS19] and Dew [AGLMS23], shows how to commit to a univariate polynomial using
an integer encoding of the polynomial. We modify this slightly to the multilinear setting, and present the
construction in a self-contained manner in this section.

Definition 5.1 (Polynomial integer encoding). Let ¢ € N be a prime integer, ;v € N the number of variables,
and p(X) € Fy[Xq,...,X,] a multilinear polynomial of size N = 2" (see Section 2.2). Denote by
p € Fév the coefficient vector corresponding to p, and let p € ZN represent this vector cast to integers, where
pi € [0,q—1] foralli € [N]. The integer encoding of pat o € Zis definedasamap f : Fg[X1,..., X, = Z
and is denoted by:

N
F(p(X) = pla) = 3 pi
i=0

Computing the integer encoding of a polynomial is equivalent to evaluating a univariate polynomial at an
integer av which can be done via the Horner’s rule [Knu98, Section 4.6.4] in O(N - M(log «)) bit operations.

Polynomial integer decoding. We define repr,, (x) — (yo,y1,.-.,yn) as the algorithm that decodes an
integer x into its coefficient vector (yo,y1, . .-, Yn) in base a.. In other words, the algorithm computes the
representation of x in base «.

repra(:z:) - (yoa Yi, - .- 7y7l)

1. Initialize ¢ = 0.
2. While x > 0:
(a) Compute y; = mod a.
(b) Update x = |x/a.
(¢) Incrementz =7+ 1.
3. Return the coefficients yo, Y1, - - . , Yn.

To decode an integer into a polynomial over a finite field, we first apply the polynomial integer decoding
algorithm repr, (-), which retrieves the coefficient vector of the polynomial in base c. Next, we cast this
coefficient vector to field elements to reconstruct the polynomial.

However, It is important to note that, the encoding-decoding process succeeds only if « is significantly larger
(as large as ¢"*) than the coefficients of the polynomial. Consequently, |p(c)|= Q(N). This implies that the
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integer encoding cannot serve directly as a succinct commitment to the polynomial. Instead, following the
approach of DARK [BFS19] and Dew [AGLMS23], we employ the exponentiation of the integer encoding to
commit to the polynomial. The construction is as follows:

Construction 1 (Commitment scheme). Let ¢ € N be a prime integer, ;v € N the number of variables,
and N = 2. The commitment scheme CS = (Setup, Commit, Open) for the message space M =
Fo[X1,. .., X,], characterized by the tuple (q, j1), is constructed as follows:

* CS.Setup(1?*, (q, 1)) — pp: On input of the unary security parameter 1, the message space characterized
by the prime order of the field q € N, satisfying A < log q, and the number of variables i € N, satisfying
4 < p < N4, it samples a group G + GGen(1) and a generator G < G. It then outputs pp = (G, ),
where o == q"".

* CS.Commit(pp,p) — (cm,p): To commit to a multilinear polynomial p € Fq[X1,...,X,] using the
public parameter pp, compute cm = p(«) - G, where p(«) is the integer encoding of p, and obtain p as
described in Definition 5. 1.

* CS.Open(pp,cm, p,p) — 0, 1: To verify an opening, given the public parameters pp, the commitment cm,
the polynomial p (the message), and the integer evaluation vector p (the hint vector), perform the following
checks:

- cm =N 1pial,

- p e Fy[Xy1,..., X,] with a coefficient vector p such that p = p mod q.

- peHY where H={%€Q:0<|4< (Ng* T +1),0<b< N3 - (2u)*}
and output 1 if all checks pass.

Theorem 5.2. The commitment scheme CS = (Setup, Commit, Open) described in Construction I is binding
under the modular consistency assumption (see Definition 3.4).

Proof. The proof is deferred to Appendix B.1. 0

Remark 5.3. In Construction 1, the hint space H is defined to ensure that coefficients of the polynomial are
bounded rationals — this is required to ensure binding of the commitment scheme (see Corollary 5 in [BF23]).

5.2 The DEwTwo protocol

We extend the commitment scheme introduced in Construction I to a polynomial commitment scheme by
adding an evaluation protocol to obtain DEwTwo. First, we build a polynomial commitment scheme with
weak extractability (see Definition 2.4), meaning that its only extractable for random evaluation points. Then
we extend it to a polynomial commitment scheme with strong extractability (see Definition 2.2), meaning that
it is extractable for arbitrary evaluation points.

5.2.1 Weak-DEwTwo: A PCS with weak extractability

WEeak-DEwTwo inherits the same setup, commitment and opening procedures as Construction 1. Here, we
present the evaluation protocol for Weak-DEwTwo, denoted by Weak-EvaL which has weak extractability (see
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Definition 2.4). We emphasize that in the prominent application of polynomial commitment schemes, namely
compiling a PIOP to a SNARK, the evaluation point is indeed chosen randomly and hence Weak-DewTwo
suffices.

Before presenting the WeEak-DEwTwo protocol, we define some helper algorithms:

Helper Method: CoeffSplit. Similar to the function of the same name in Dew [AGLMS23], this method
intuitively splits the product ab into three parts (based on its base-« representation): a left part s, containing all
terms with degree less than 4; a middle term ¢, containing the i-th degree term; and a right part «, containing
all terms with degree greater than 7.

CoeffSplit(i, a,b, ) — (s,t,u)

Parse: i € N,a,b,s,t,u,a €Z

1. Compute ¢ = ab and let ¢ = (cy, . . ., ¢, ) be the vector representing ¢ in base o where m := [log,, c].
2. Output (s,t,u) where

m

c= chozj
§=0
i—1 m
= z«:jaj + it + Z éjal
§=0

j=i+1
=s+ tad + e

Helper method: MonomialExpand. The MonomialExpand algorithm expands a p-variate evaluation
point y € Ff into a N-dimensional vector r € IE‘(JZV representing all possible monomials of a multilinear
polynomial evaluated at this point.

MonomialExpand(y) — r

1. Foralli € {0,..., N — 1}: compute r; = H?;é y;-j where 4, is the j-th bit of the binary representation of ¢

and the product is over integers.
2. Output the monomial expansion r = [r;]I¥.

WEAK-EvaL

<P<pp7XaW),V(pp,X)>
Parse: x = (¢ € N,p € Nem € G,y € Fij,z € F)), w = (p € Fy[X1,...,X,],p € ZN),
pp := (3log AN, G, G).

1. P and V compute r := MonomialExpand(y) and ry :=T.
2. P and V compute the integer encoding o :=r¢(«).
3. P splits up the integer o - p(«) by invoking

(s,t,u) = CoeffSplit(N — 1, p(«), 0, o)

25



4. P casts the evaluation z € [F; to Z € Z and computes the quotiont w € Z such that ¢ = Z + wq.
5. P computes a batch commitment to the integers w, s, t, and u

U=w-Goa+s-G3+t-Gy+u-G;s

and sends U to V.
6. P and V invoke the TPoKEDex (See Argument 6) on the following instance-witness pair
XTPoKEDex :(cm, Uv (O) Nq“—i_laN_Z)a (07 Nq'u‘—i_l)a (07 q“+1aN_2)7 g())
WTPoKEDex =(P(0), (w, 8, ¢, 1))
where g : Z5 — Z is a function that on input (p(«), w, s, t,u), outputs 0 iff

(a) t =2z 4+ wq, and
) o-pla) =s+ta¥ "1 +ua?.

Remark 5.4 (Verifier efficiency). The verifier does not need to compute . Instead, it can just compute the
value of o mod ¢ required in TPoKEDex where ¢ € Primes|\, 2)\] is a random challenge. however, a naive
implementation of performing a simple integer encoding after the monomial expansion would, even with
the mod ¢, resultin a (V) many O(\) bit-operations, making the verifier non-succinct. To address this,
V leverages the fact that the polynomiak r;(z) has the succinct representation

I

70 = [J(1+nmix? ),

i=1
and computes r's(«) by computing [ 4., ( T+r,— agi*l). The powers of « can be efficiently computed
using repeated squaring, requiring O(x) number of O(\)-bit multiplications. Additionally, multiplying the
powers with r; and aggregating the results also requires O(x) many O(\)-bit multiplications. As a result, the

total verifier time complexity is just O(uM())).

Theorem 5.5. Let CS = (Setup, Commit, Open) be the commitment scheme defined in Construction I.
Then Weak-DewTwo = (Setup, Commit, Open, Weak-EvaL) is a polynomial commitment scheme with weak
extractability under the modular consistency (see Definition 3.4), strong RSA (see Definition 3.6), and discrete
logarithm (see Definition 3.1) assumptions.

Furthermore, let i € N be the number of variables, N = 2% € N be the polynomial size, and A\ € N be the
security parameter; Weak-DEwTwo has the following properties:

1. Prover complexity is O(AN log?(AN)) group operations, and O(AN log*(AN)) bit operations.

2. Verifier complexity is O(\ + log AN) group operations, and O(\log \log N) bit operations.

3. The proof size is O(loglog N \) group elements and O(Xloglog N'\) bits of integers (Concretely 4.5 KB
Jor p =30 and X\ = 128).

4. The public parameter size is O(log N \) group elements.

Proof. The completeness is straightforward to check. The proof for binding follows from the binding property

of the commitment scheme in Section 2.4 which is deferred to Appendix B.2. The discussion of the costs and
the proof for weak extractability are also deferred to Appendix B.2.
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5.2.2 DewTwo protocol with strong extractability

We introduce DEwTwo, a PCS with strong extractability, which ensures security even when the evaluation
point is chosen arbitrarily or adversarially. DEwTwo invokes WEak-DEwTwo twice: once with a random
evaluation point and once with the claimed evaluation point. Intuitively, the first invocation (with the random
point) ensures that the commitment is well-formed, while the second invocation (with the claimed point)
verifies the actual claimed evaluation. This design parallels the approach in [AGLMS23], where the protocol
is similarly divided into two sub-protocols, TEST and IPP.

Eval

(P(pp, x, w), V(pp, x)):

Parse: x = (¢ € N,y € Nyem € G,y € Fiy,zy € Fy), w = (p € F[X1,...,X,],p € ZV),
pp := (3log AN, G, G).

1. V generates a random evaluation point r < Y and sends r to P.
2. P sends the claimed evaluation z, to V.
3. P and V compute two instances for WEaAk-DEwTwo:

Xy = (qvuacmvrwzr) and Xy = (Q7uvcm7Y7 zy)

4. V outputs 1 if and only if the two invoked WEak-DEwTwo verifiers accept:

WEAK-EVAL((P(pp, xr, W), V(pp,xr))) A  WEAK-EVAL((P(pp, xy, w), V(pp, xy)))

Theorem 5.6. Let CS = (Setup, Commit, Open) be the commitment scheme defined in Construction 1. Then
DewTwo = (Setup, Commit, Open, Eval) is a PCS with strong extractability under the modular consistency
(see Definition 3.4), strong RSA (see Definition 3.6), and discrete logarithm (see Definition 3.1) assumptions.

Furthermore, let i € N be the number of variables, N = 2% € N be the polynomial size, and \ € N be the
security parameter; Weak-DewTwo has the following properties:

1. Prover complexity is O(AN log?(AN)) group operations, and O(AN log*(\N)) bit operations.

2. Verifier complexity is O(\ + log AN) group operations, and O(\log \log N) bit operations.

3. The proof size is O(loglog N)\) group elements and O(Xloglog N \) bits of integers (Concretely 9 KB
Jor =30 and \ = 128).

4. The public parameter size is O(log N\) group elements.

Proof. The completeness is straightforward to check. The proof for binding follows from the binding property
of the commitment scheme in Appendix B.1 which is deferred in Appendix B.2. The proof for strong
extractability are also deferred in Appendix B.3.

The costs of DEwTwo are effectively double that of Weak-DEwTwo since it invokes WEak-DEwTwo
twice. Hence, the discussion for costs of DEwTwo follows from the discussion for Weak-DEwTwo (see
Appendix B.2). O
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6 Fast integer square decomposition

The problem of integer square decomposition concerns how to represent a non-negative n-bit integer x as a
sum of k squares, i.e.,

=y +ys+... +yi

Finding these representations is used in proving that a committed integer = is non-negative (since it can be
expressed as the sum of k squares). Furthermore, one can show that a committed integer x lies within a given
interval [a, b] by proving that both z — a and b — x are non-negative, i.e., the product (b — x)(x — a) can be
written as a sum of k squares.

Lagrange’s theorem shows that such a representation always exists for & = 4, meaning that every non-negative
integer can be expressed as a sum of four squares [DSV03]. Moreover, for constructing range proofs,
Groth introduced a technique [Gro05] that reduces the size of the representation to £ = 3. While such a
representation always exists for some k£ € N, finding one is non-trivial. To the best of our knowledge, all
previous works on range proofs that rely on integer square decomposition to establish positivity, such as
[AGLMS23; Gro05; LANO1], have used variants of the Rabin-Shallit algorithm [RS86] to find a constant-size
decomposition. The state-of-the-art Pollack-Trevino algorithm [PT18] finds a constant-size decomposition in
an expected O(n?/log n) arithmetic operations, or equivalently ©(n?) bit operations.

In this work, we propose a new algorithm IntegerSquareDecompose that decomposes an n-bit integer into a
sum of at most log n squares, instead of constant number of squares, and runs in quasi-linear time. Specifically,
it has a complexity of O(M(n)log?n) = O(n) bit operations.

6.1 Our algorithm

Our new IntegerSquareDecompose algorithm is a greedy algorithm that iteratively identifies the largest
square that can be subtracted from the input integer, removes it, and continues this process until the integer is
reduced to zero.

Integer square roots. The most computationally expensive part of this algorithm is the repeated integer
square root calculation. The integer square root of a non-negative integer z is the integer y = [/x]. As a
subprotocol, we use the function

SquareRoot(a,d) — b

that takes in an integer a and an error tolerance ¢ and outputs a rational b such that |b — \/a|< . The error
tolerance ¢ is set to a value 0.1 < 1 in our case. SquareRoot uses the Newton-Raphson method [AH85,
Chapter 3], a classical root-finding algorithm, and we present the full construction in Appendix C. We show in
Corollary C.4 that SquareRoot requires O(M(n) logn) bit operations for an n-bit integer a and constant 0.

Given SquareRoot as a black-box. we show how to compute the integer square root of an integer = below.

IntegerSquareRoot(z) — y

1. Compute y < |SquareRoot(z,0.1)].
2. If (y+1)? < x: update y < y + 1.
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L 3. If y?> > x: update y <y — 1. J

Lemma 6.1. The algorithm IntegerSquareRoot(z) outputs y = |\/x| using O(M(n) log n) bit operations.

Proof. Corollary C.4 gives that SquareRoot(z, 0.1) requires O(M(n) log n) bit operations and outputs b such
thatb € [/x — 0.1, /o + 0.1]. Thus |b] € {[\/z] — 1, =], |/x] + 1}. This implies that Steps 2 and 3
ensure that the final output y = |/ ], and the additional number of bit operations required is O(M(n)). O

Integer square decomposition. IntegerSquareDecompose iteratively uses the IntegerSquareRoot algorithm
to decompose an n-bit integer x into the sum of log n squares, as detailed below.

IntegerSquareDecompose(z) — y

. Set Zyem, :=x and i := 0.

. While z,.¢,, > 0:

Define y; := IntegerSquareRoot(z;.cm, ).
Update Tyem < Trem — Yz

. Output y.

N

Lemma 6.2. Let x € N be an n-bit non-negative integer. The algorithm IntegerSquareDecompose(x)

outputs y € Z!°8" 5 such that x = Ziozglnﬁ’ y? and requires O(M(n) log? n) bit operations.

Proof. At each step, o decreases by [ /Trer |, and since [y/Zrem |* > 1for Tyem > 1, arem strictly
decreases, and in at most k£ = z iterations outputs the vector y = (yi, ..., yx) that satisfies © = y% + y% +
st y,% by construction.

For runtime, let z; be the value of x,¢y, in the ¢’th iteration. In each iteration x; decreases by at least
(/77 — 1)%, leading to ;41 < 2\/x; —1 = w11 < 2,/x;. Taking the logarithm of both sides:

1 1 1
logz;11 < log2+ 3 logx; = [logziy1| < [1+ §logxﬂ = [logzit1] <2+ i[log:cﬂ

Define n; := [log x;| be the bit length of x;, then this implies that n;;1 < 2+ %nz Let n be the bit length of
x, this implies that ng <2+ 5, n3 <2+ % +5=3+7ng <2+ % + %, and so on. More formally, it can
be shown via induction that ny, < 4 + zt7. Thus ng = 4 when k = logn + 2, which means after log n + 2
iterations, T, has bit length 4.

This implies that z,.,, < 15, which implies that the number of additional iterations is at most 3 (as there
are only 3 squares smaller than 15). Thus the total number of iterations required is at most log n + 5, and
each iterations costs O(M(n) log n) bit operations as the most expensive part of each iteration is computing
IntegerSquareRoot. This implies that the entire algorithm requires O(M(n) log? n) bit operations. O
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7 Toolbox: arguments of knowledge about exponents

In this section, we describe a sequence of arguments of knowledge which serve as a toolbox for constructing
our polynomial commitment scheme, but could also be of independent interest.

First, we introduce PoKE (Section 7.1), which was originally proposed in [BBF19]. However, we provide an
alternative security proof based on a new falsifiable assumption (see Definition 3.4), rather than relying on the
Generic Group Model (GGM). Then, we present our novel extensions of POKE: PoKEMath (Section 7.2) and
PoKEDEX (Section 7.3). Finally, we introduce TPoKEDex (Section 7.4), an optimized version of POKEDEx
that is specifically tailored for constructing DEwTwo.

7.1 Proof of Knowledge of Exponent (PoKE)

PoKE (originally called PoKERep in [BBF19]) is a proof of knowledge of a representation in terms of public
bases (i1, . .., Gp,. Specifically, given a Pedersen commitment U, the prover demonstrates knowledge of
an integer vector © € Z™ such that U = u;G1 + - - - + 4 G- The goal of the protocol is to verify the
knowledge of potentially large integers « more succinctly than by transmitting u itself. We formally define
the PoKE relation below.

Definition 7.1 (PoKE relation[BBF19]). Given pp = (N,G, G) « Setup(1*, N), we define the proof of
knowledge of exponent relation %SgKE as follows:

£)-()

where U € G is the commitment, m € N is the size of the witness and w € 7™ is the witness integer vector
such that
m< N and U = (u, Gljm))-

PoKE [BBF19]

<P<pp7 X, W), V(pp, X))
Parse. : pp:= (N,G, G), xpoke := (U, m), Wpokg := u

If m > N,V rejects. Otherwise, continues.

V samples a random challenge Primes|\, 2] and sends it to P.

P computes the vectors r := [r;]" | and q := [¢;]]"; such that it holds that u; = [ - ¢; + 7.
P computes Q := (g, Gl[1.m)) and sends (Q, ) to V.

V computes R := (r, G|[1.,)) and checks that U L. Q+ R.

M N

Theorem 7.2. PoKE is a public-coin argument of knowledge (see Section 2.3) for the indexed relation %’BEKE
in the standard model under the Modular consistency assumption (see Definition 3.4). Moreover, let each
witness component u; have bit-length of at most n > X\, POKE has the following properties:

* Prover time is MSM(m, n) group operations and O(mM(n)) bit operations.
o Verifier time is MSM(m,, 2\) group operations.
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* Proof size is 1 group element and 2mX bits.

Proof. Completeness and complexity of the argument are straightforward to check. We defer the proof of
knowledge-soundness to Appendix D.1.

7.2 Proof of Knowledge of Exponent Math (PoKEMath)

PoKEMath is an extension of POKE where, given a Pedersen commitment U, the prover not only demonstrates
knowledge of the preimage integer vector u, but also proves that w is a root of a specified function f, i.e.,
f(u) = 0. Essentially, this allows the prover to verify any polynomial-time computable property (represented
by the function f) of the witness vector « much more succinctly than by explicitly computing f(w).

Definition 7.3. Given pp = (N,G, G) « Setup(1*, N), we define AP EMath GS the set of tuples:

5)-(“2")

where U € G is a commitment, m € N is the size of the witness vector, f : Z'" — 7 is a function and
u € Z™ is the witness integer vector such that

m<N, U=(uGlLy), f(u)=0

PoKEMath

<P(pp7 X, W)7 V(pp, X))
Parse. pp:= (N,G,G), Xpokemath := (U, m, f), WpoKEMath := U

1. If m > N, V rejects. Otherwise, continues.

2. V samples a random challenge ¢ & Primes[\, 2)\] and sends it to P.
3. P computes the vectors r := [r;]7"; and q := [¢;]!", such that it holds that

g =1L g+

4. P computes @ := (q, G) and sends (Q, ) to V.
5. V computes R := (r, G) and checks that

UZ(-Q+R
?
f(r)=0 mod ¢

Theorem 7.4. PoKEMath is a public-coin argument of knowledge (see Section 2.3) for the ternary relation
%gzKEM ath under the modular consistency (see Definition 3.4) and strong RSA (see Definition 3.6) assumptions.

Moreover, let the function f be a function computable by a size s arithmetic circuit and let each witness
component u; have a bit length of at most n, then POKE has the following properties:

* Prover time is MSM(m, n) group operations and O(mM(n)) bit operations.
* Verifier time is MSM(m, \) group operations and O(sM())) bit operations.
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* Proof size is 1 group element plus 2m\ bits.

Proof. Completeness and complexity of the argument are straightforward to check. We defer the proof of
knowledge-soundness to Appendix D.2.

7.3 Proof of Knowledge of Exponent, Decomposition, and Expression (PoOKEDEXx)

PoKEDEX, is an extension of PoOKEMath (see Section 7.2) where some exponents must also be range-
constrained. Specifically, given a Pedersen commitment U, the prover demonstrates knowledge of an integer
vector u € Z™ such that U = (u, G|[1.,]), and the last t components of u are constrained to lie within a
given range. We formally define the POKEDEX relation below.

Definition 7.5. Given pp = (N,G, G) « Setup(1*, N), we define AR EDEL 4 the set of tuples:

(i;) _ <(U,m,t, (c; bz-);;l,f)>

where U € G is the commitment, m € N is the size of the witness vector, t € N is the number of range-
constrained witness components, f : Z'™ — 7 is a function and u € Z™ is the witness integer vector.
Moreover, let (a;, b;)t_, and each witness component u; be n-bit integers. We say (x,w) € Zpryepg, if and

only if:
m+t[2n] <N, U= (u,Glpm), f(u)=0,
Vi € [t] : um—t+i € [ai, bi]

The construction of POKEDEx is as follows. For an intuitive explanation of the construction, refer to
Section 4.4 of the techniques.

PoKEDEx

(P(pp,x, w), V(pp, x)):
Parse: pp=(N,G,G),x = (U m,t,(a;,b;)i_, f)and w = u.

1. If m > N, V rejects. Otherwise, continues.
2. Foreachi € [m —t + 1, m], i.e. ranged witness indices:
3. P computes the integer square decomposition of the integer (u; — a;)(b; — u;)

v; := IntegerSquareDecompose((u; — a;)(b; — u;))

and sends the bit length m; := |v;| to V.
4. P concatenates the decompositions v := (Vy,—¢41 || ... || vm) and sends the Pedersen commitment
V= (v, G|imi1:mi o)) 0 V.
5. V samples a random stitching challenge 3 < Primes[A, 2)\] and sends it to P.
Pand V compute U’ := - U +V and G’ := (8 Glii.m) || Glimt1:m+]o))-
7. P and V define f'(u, ) to be the function that outputs 0 if and only if:
(@) f(u)=0,and

o
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(b) (u; —a;)(b; —w;) = (v;,v;), forall i € [m —t + 1, m| where v; is the i-th sub-vector of v of
length m;.
8. P and V compute the PoOKEMath public parameters as pppokemath := (N, G, G').
9. P and V compute the PoKEMath instance as xpokgemath := (f', U’, m + |v]).
10. P computes the PoKEMath witness as wpokeMath := (u, v).

11. P and V run PoKEMath((P(pppokEMath: XPoKEMath, WPoKEMath); ¥ (PPPoKEMaths XPoKEMath)))-

Theorem 7.6. POKEDEX is a public-coin argument of knowledge for the indexed relation %S’;KEDEX under
the modular consistency (Definition 3.4) and strong RSA (see Definition 3.6) assumptions.

Moreover, let (a;,b;):_, and each witness component u; be n-bit integers, and f be a function computable by
a size s arithmetic circuit. POKEDEX has the following properties:

* Prover time is O (MSM(m + tlogn,n)) group operations and O(M(n)(m + tlogn)) bit operations.
* Verifier time is O (MSM(m + tlogn, X)) group operations and O(M(X)(s + tlogn)) bit operations.
* Proof size is 2 group elements plus O(\(m + tlog(n)) 4 tloglog(n)) bits.

Proof. Completeness of the argument is straightforward to check. We defer the complexity analysis and proof
of knowledge-soundness to Appendix D.3.

7.4 Triple POKEDEx (TPoKEDEX)

In this section, we introduce TPoKEDex, an optimized version of POKEDEXx tailored to meet the requirements
of DEwTwo. Specifically, TPoKEDex is invoked once in Weak-DEwTwo (see Argument 1) and twice in
DewTwo (see Argument 2). The proof length in POKEDEX consists of two components: group elements sent
and bits sent. The optimization in TPoKEDex focuses on reducing the bits sent by replacing the range proof
inside PoKEMath with TIPA, a Bulletproof-style range proof. This exponentially reduces the proof size from
O(n) to O(loglogn).

Definition 7.7. Given pp = (N, G, G) < Setup(1*, N), we define the triple knowledge of exponent ranged
math relation denoted by TPoKEDex as the set of tuples:

X, — (07 U7 (aiv bi)?:% f)
w (c,u)
where (C,U) € G? are commitments, f : Z° — Z is a function, and (c,u) € Z5 are witness components

such that c € 7, w € 7*. Moreover, let (aj, bi)fZQ and each witness component u; or c be n-bit integers. We
say (x,w) € B «Epey If and only if:

C=c-Gy, U=wu-Go+us -Gs+ug-Gy+uyg-Gs,
ug € [ag, ba], wug € [az,b3], u4 € [ag, by,
5+3|72n~| SN? f(C,U1,U2,U3,U4):0
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TPoKEDex

(P(pp, x, w), V(pp, x)):
Parse: pp= (N,G,G),x = (C,U, (a;, b))}, f) and w = (c,u).

1.

10.
11.
12.

13.

14.

If m > N, V rejects. Otherwise, continues.

Stitching procedure

V samples a random stitching challenge (3 & Primes[A, 2] and sends it to P.
‘P and V compute the stitched generator vector and the stitched commitment

G/ = (5G1,G2,G3,G4,G5), U’ = ﬂC'f'U

Unrolling PoKEMath

V samples a random challenge ¢ & Primes[\, 2] and sends it to P.

P computes the remainder vector 7 := [r;]?_, and the quotient vector q := [¢;]?_, such that:

c=Ll-q+m
u1:€q1+7’, Vz€{2,3,4,5}

P computes a commitment to the quotient vector g, i.e. @ := (q, G’), and sends (Q,r) to V.
V computes a commitment to the remainder vector 7, i.e. R := (r, G’), and checks that

U'L0-Q+R
f(r);O mod ¢

Invoking TIPA

‘P computes the integer decomposition vectors (see Section 0) vs, v4, v5 Where
v; := IntegerSquareDecompose((u; — a;)(b; — u;))

P computes 7 := [log(max{wvs, v4,v5})] to V and pads enough zeros separately to vs, v, and vs to make
them of equal length 27.

P defines the concatenated decomposition vector v := (vs || v4 || vs) of total length 3 x 27.

P computes the Pedersen commitment V' := (v, G|(6.5+|»|)) and sends V to V.

‘P and V computes TIPA instance and public parameters (see Definition 8.6):

PPTipA == (327, G, G\[6:5+\v\])
xTipa := (V) £, (13,74, 75))

‘P computes TIPA witness (see Definition 8.6) as
wripa = ((v3,v4,v5))
P and V invoke TIPA (see Argument 8) and ) outputs

TIPA((P(PP1ipas XTIPA, WTIPA), V(PPTIPA: XTIPA)))
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Remark 7.8. The PoKEMath argument (see Argument 4) is unrolled within the TPoKEDex argument (see Argument 6)
rather than being invoked as a black-box. This approach provides white-box access to the remainder vector r € Z°,
which is subsequently used in the TIPA argument (see Argument 8).

Theorem 7.9. TPoKEDex (Argument 6) is a public-coin argument of knowledge (see Section 2.3) for the indexed
relation Z5% «epey i1 the standard model under the Modular consistency (see Definition 3.4), and strong RSA (see
Definition 3.6), and Discrete log assumption (see Definition 3.1).

Moreover, let (a;,b;)3_, and witness components ¢ and u;-s be n-bit integers, and f be a function computable by a size
s arithmetic circuit. TPoKEDex has the following properties:

* Prover time is O(MSM(log n, n) 4 log n) group operations and O(M(n)log® n) bit operations.
o Verifier time is O(\ + log n) group operations and O(sM(X)) bit operations.
* Proof size is upper bounded by O(loglogn) group elements and O(Xloglogn) bits.

Proof. Completeness of the argument is straightforward to check. We defer the complexity analysis and proof of
knowledge-soundness to Appendix D.4.
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8 Self inner product arguments

)

To optimize our POKEDEXx protocol, we construct a bulletproofs [BBBPWM 18] style ‘self inner product argument
(SIPA) in groups of unknown order. In particular, we design an argument for the following relation:

Definition 8.1 (SIPA relation). Given pp = (N, G, G) < Setup(1*, N), we define the NP relation %%y, to be the set

of tuples
X, o (Cv ev U)v
w/) r

where C € G, { € N is a prime larger than 22X v € Zy, andr € ZN such that

N
C=(rG) and v={(r,r) modK:Zri2 mod /¢
i=1

Remark 8.2. Like the protocols in Section 7, in our use cases of %Zsipa, we often only require an r € Z™, where
m < N. However, since handling the case where m # N is a straightforward extension of the current argument, we
omit this nuance for ease of exposition.

8.1 SIPA reductions

In this section we present a reduction of knowledge that reduces an instance of the SIPA relation into another instance of
half the length using a random chalenge from the verifier. Intuitively, given pp = (2", G, G), we want to reduce the

problem of checking if a tuple (x, w) € %%, to the easier problem of checking if the tuple (x’, w’) € 8%, , where
pp’ := (271 G, G).

As a preliminary we define the following function fold, that takes as input a vector G € G2, an integer i € N
and challenges o € Z?, and ‘folds’ G in half i times with respect to the challenges «. For i = 0, we define
fold(G, 0, L) := G. We also recall the notation G, and G i that denote the left and right halves of G respectively.

fold(G,i,a) - G’

. Set G’ == G.

. Foreach j € [i]:

Fold G’ + o - G}, + G.
. Output G’.

To conform to the definition of a reduction of knowledge, we now define the following sequence of relations, with one
relation for each i € {0,1,...,n}.

Definition 8.3 (SIPA-i relation). Given pp = (2", G, G) <+ Setup(1*,2"), we define the NP relation %Ef_; 1o be the

set of tuples
X, _ (Oa 67 v, a)7
w/) r

where C € G, ¢ € N is a prime larger than 2*, v € Zy, a € [0,/)" and v € 72" such that

G’ :=fold(G, i, ), C=(r,G, v={(r,r) mod/{

Note that Zspa-o is precisely Zsipa. We now present a reduction of knowledge SIPA.Reduce; from %Zsipa-; to
KsIPA-(i41)-
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SIPA.Reduce;

(P(pp, x, w), V(pp, x)):
Parse: pp = (2",G,G),x = (C,{,v,a = [a;]i_;) and w = 1.

P and V compute G’ := fold(G, 7, o).

P computes C, := (rp, G%) and Cg := (rg, G}).

P computes vy, := (rp,rz) mod £and ve := (rp,rr) mod /.
P sends Cp, Cgr, v, vo to V.

V samples a1 < [0, /) and sends it to P.

Psetsr’ :=rp + a1 -TR.

P and V set

A o e

C':=Cp+aj41-C+ai - Chr,

VR :=v —wvr mod ¢,

v i=0vp+2- i1 ve +ai, cvp mod {
8. Define x’ := (C’, 4,0, [a;]’1}) and w’ :=1'.
9. P receives output (x’, w’) and V receives output x’.

. J

Lemma 8.4. For G := Setup and the P, V above, define SIPA.Reduce; := (G, P, V). If the discrete log assumption
(Definition 3.1) and the strong RSA (Definition 3.6) hold, SIPA.Reduce; is a reduction of knowledge from %sipa-;
10 Zsipa-(i+1)- The prover time is O(2") group operations, the verifier time is O(2") group operations, and the
communication complexity is 2|G|+2|Zy|.

We defer the proof of this lemma to Appendix E.2.1.

8.2 The full SIPA protocol

We now present the full argument for Z&j,, for a given pp = (2", G, G), which applies SIPA.Reduce iteratively to
shrink the size of the instance to length 1, and then directly checks the instance of length 1 using a PoKE (which is
slightly more efficient than the prover sending the witness in the clear to the verifier).

SIPA
(P(pp,x, w), V(pp,x)):
Parse: pp = (2",G,G),x = (C,¢,v) and w = r.
1. Define x¢ := x and wg := w.
2. Foriin[0,...,n—1]:
3. (Xit1, Wip1) < SIPA.Reduce; ((P(pp, xi, w; ), V(pp, X;))).
4. Parse x, = (C', 4,7, &) and w,, = 1.
5. P sends ' to V.
6. V accepts if
C’' =7 fold(G,n,a), and
v =77 mod ¢

Theorem 8.5. If the discrete log assumption (Definition 3.1) and the strong RSA assumption (Definition 3.6) hold, then
SIPA := (Setup, P, V), with P and V as above, is an argument of knowledge for Zsipa. The prover time is O(2™) group
operations, the verifier time is O(2™) group operations, and the communication complexity is 2n|G|+2n|Z|+|r’|.
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Proof. Foreachi € [0,...,n—1], given that the aforementioned assumptions hold, Lemma 8.4 shows that SIPA.Reduce;
is a reduction of knowledge from %sipa-; t0 Zsipa-(i+1)-

Since V directly checks that (x,,, W,,) € Zsipa-(n)» Which s the trivial argument of knowledge for Zspa.(,,). Theorem 2.7
implies that SIPA is an argument of knowledge for %Zspa.

The efficiency claims follows from the efficiency claims of SIPA.Reduce;, and the fact that the instance sizes keep going
down by a factor of 2 for each i € [0, 1,...,n — 1], resulting in instance sizes 2",2" 71 ... 2 1. [

Communication complexity optimization. In our use case, and potentially in other applications, the integer 7' might
be too large for the prover to send directly to the verifier. In this case the final check can be performed using PoKEMath,
with the prover using another randomly sampled generator, say H (H can also be included in pp), to commit to the
quotient ¢ such that 7’ - 7/ = v’ 4 ¢ - £. The prover sends the commitment ) := q - H to the verifier, and the verifier
sends a random challenge [ & [0, 2*] to the prover. The prover and verifier then compute the combined commitment
B - C" + @ to the vector (r/, ¢) under the generators (f3 - fold(G,n, ), H). The prover can now use PoKEMath to
convince the verifier that f(r’',q) := ' -’ — v’ — ¢ - £ = 0, which requires communicating 1 group element and 2
elements of Z;, where ¢’ € Primes[\, 2)\] is the PoKEMath challenge. This optimization does not affect prover or
verifier efficiency asymptotically, and reduces the communication complexity to at most

(2n + 1)|G|+2n|Z¢|+cost(PoKEMath) < (2n + 2)|G|+2n|Z|+4).

The random challenge (3 ensures that there is no overflow from the terms committed to using fold(G,n, &) and H.
Commitments are ‘stitched’ together in this manner in both prior work (PoKE2 from [BBF19]), as well as in our
PoKEDEx construction (Section 7.3).

8.3 Three SIPAs in parallel

In the construction of our polynomial commitment scheme, we would like to perform 3 SIPA protocols. In order to
optimize our proof size, it would help to design a more efficient way to do this than running 3 separate SIPA protocols.
Towards this end, we define the TIPA (Triple Inner Product Argument) relation as follows:

Definition 8.6 (TIPA relation). Given pp = (3N, G, (G1, Gz, G3)) < Setup(1*,3N), we define the NP relation

R o 10 be the set of tuples
X, _ (Ca€7 (’Ul,’Ug,’U3)),
w (r17 ra, r3)

where (G1,Go, G3) € G3N,CeG,teNis a prime larger than 2N 1, V9,03 € Zy, and 11, T2, v3 € ZN such that

C =(r1,G1) + (ro,Ga) + (r3,G3), and wv; =(r;,r;) mod{ Vié€ 3]

Our TIPA protocol, which is an argument of knowledge for Z1ipa, proceeds similarly to the SIPA protocol, by iteratively
reducing the size of the instances by half, and finally directly checking the obtained instance of constant size. We defer
the construction and proofs to Appendix E. 1, but state our final theorem below.

Theorem 8.7. If the discrete log assumption (see Definition 3.1) and the strong RSA assumption (see Definition 3.6)
hold, then TIPA is an argument of knowledge for Zipa. The prover time is O(2™) group operations, the verifier time is
O(2™) group operations, and the communication complexity is 2n|G|+6n|Zg|+12\.
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A Deferred discussions on assumptions

A.1 Implied assumptions

In Section 3.2 and consequently in the main body, we focus only on the strongest assumptions underlying our work.
However, to prove the security of certain constructions, it is more convenient to work with weaker assumptions that are

implied by these stronger ones. Here, we present these weaker assumptions and demonstrate how they follow from the
stronger ones.

Multi-Rational Root | Lemma A8 [Sijnole-Rational Root | Lemma A6 Strong RSA %
Assumption Assumption ) Assumption

Hidden-Order ~ |LemmaA4 | Adaptive Root | LemmaA2 fnfodular Consistency || 4 Lemma34
Assumption ) Assumption ) Assumption N

- e

Generic Group Model (GGM)

Discrete Logarithm <}£F18
Assumption

Figure 1: Assumptions used in this work. New assumptions are highlighted

A.1.1 Adaptive root assumption

At a high level, the adaptive root assumption says that no efficient adversary, with non-negligible probability, can output
a random prime £*" root of a chosen group element 1¥. A more formal statement is as follows.

Definition A.1 (Adaptive root assumption [Wes19]). We say that the adaptive root assumption holds for GGen if for all
efficient stateful adversaries A = (Ay, Az), AdvAR(\) < negl(\), where

G + GGen(1?)
£+ Primes[), 2]

AR\ :=Pr| £- X =Y #0

Lemma A.2. The modular consistency assumption implies the adaptive root assumption, meaning it is strictly stronger
than the adaptive root assumption.

Proof. Suppose there exists an adversary A = (A;,.Ay) that breaks the adaptive root assumption with non-negligible
probability. We will show that we can construct an adversary B = (B, B2) that breaks the modular consistency
assumption.

Bi(G,G) » U

1. Run A; oninput G to get Y and the internal adaptive root state
AR .state.

2. Output U :=Y and pass AR.state to 5.
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By construction B; runs in at most poly () steps. We can define T in terms of the running time of A;.

By — [ri, Qi 6],

. Prase the internal state as AR.state.

. Initialize an empty list of size 7.

. Fori e [T]:

Sample £; < Primes|), 2)].

Set X; <— Ax(¥) on internal state AR .state.
Append (0, X;, £;) to the list.

. Output the list.

No U R W

Clearly, B, also runs in polynomial time. By a counting argument, notice that for a non-negligible fraction of Y output
by A;, there must be a non-negligible number of ¢; such that A5 outputs a valid X;. If this were not the case, then the
probability of success of the adversary Advﬁ‘R()\) would be negligible.

Now, we need to actually check that the modular consistency assumption is broken. Since all remainders are set to 0, the
CRT solution « = 0. By construction, each X; is such that ¢; - X; =Y. Since Y # 0, we have that (0,G) =0 #Y.
Thus, B breaks the modular consistency assumption. O

A.1.2 Hidden order assumption

The hidden order assumption states that an efficient adversary cannot compute a multiple of the order of a given random
group element. A more formal statement of the assumption is as follows.

Definition A.3 (Hidden order assumption). For a group of unknown order G < GGen(1*), the Order assumption holds
if for any adversary A:

G + GGen(1?)
Pr| W#0Az-W=0 | AG)— (W, )
where |z|< 2PN and W € G

Lemma A.4. [BBF19, Lemma 2] The adaptive root assumption implies the hidden order assumption, meaning it is
strictly stronger than the hidden order assumption.

A.1.3 Single rational root assumption

Definition A.5 (Single rational root assumption). GGen satisfies the single rational root assumption if for all efficient A,
AdvRR(N) < negl(\), where:

m-U=r-G
A G + GGen(1?)
Advi‘RR()\) := Pr | mandr are coprime ey el
A (U,m,r) € G xNx N+ AG,G)
m# 1

We now prove the following lemma.

Lemma A.6. The strong RSA assumption implies the single rational root assumption, meaning it is strictly stronger
than the single rational root assumption.
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Proof. We will prove the contrapositive: given an adversary .A that breaks the single rational root assumption, we show
that we can construct an adversary B = (81, B2) that breaks the strong RSA assumption. The adversary 3; works as
follows:

B(G,G) — (U,?)

1. Obtain (U’,m,r) + A(G,G).

2. Compute the Bezout coefficients a, b such that
am+br=1

3. SetU :=b-U'+a-Gand /! :=m.

4. Output (U, ¥).

The adversary A(G, G) with non-negligible probability outputs U’, m, r such that m # 1 and m and r are co-prime
and m - U’ = r - G. B then essentially uses Shamir’s trick: for U :=b- U’ 4 a - G, clearly

m-U=m-(b-U +a-Q)
=b-m-U+a-m-G
=b-r-G+a-m-G
=(am+br)-G=1-G

Since B succeeds in outputting such a tuple with non-negligible probability, it breaks the strong RSA assumption. [

A.1.4 Multi-rational root assumption

We now state our second new assumption, the multi-rational root assumption, which is implied by the strong RSA
assumption. At a high level, it states that for any n € N, no efficient adversary .4, except with negligible probability, can
find a non-trivial ‘rational root’ of a vector of randomly sampled generators G &G A group element U is said to be
an (m, r)’th rational root of G if m - U = (r, G) and m and r; are coprime, for some ¢ € [n]. It is additionally said to
be non-trivial if m # 1.

Definition A.7 (Multi-rational root assumption). GGen satisfies the multi-rational root assumption if, for alln € N =
poly(\) and all efficient A, Adv%ﬁR(A) < negl(A), where Adv%ﬁ?()\) =

m-U = (r,G)
A G + GGen(1%)
Pr | Ji € [N]: mandr; are coprime | G & G»
A (U,m,r) € G x N x N+ AG,G)
m#1

We now state our main lemma about the multi-rational root assumption, but defer the proof to Appendix A.1.4.

Lemma A.8. The strong RSA assumption implies the multi-rational root assumption, meaning it is strictly stronger
than the multi-rational root assumption.

Proof. Given an adversary A that breaks the multi-rational root assumption for some particular n = poly(A), we show
that we can construct an adversary B that breaks the single rational root assumption. This along with Lemma A.6
implies that the strong RSA assumption implies the strong rational root assumption. The adversary B (parametrized by
a bound B that we fix later) works as follows:
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B(G,G) = (U,m,r)

. Fori € [n]:
Sample o; < [0, B).
Set Gz =y G.

. Obtain (U’',m/, ') + A(G, G).
. Compute coprime m and 7 such that:

n /
T Z O[z"f'l-
m _ m/
=1

6. Output (U :=U',m,r).

L J

N

The adversary A(G, G) with non-negligible probability outputs U’, m’, ¥’ such that m # 1, r; < m for alli € [n], m
is co-prime with at least one r;, say for ¢ = 4/, and

m'-U = (r',G)

Replacing G; with «; - G for each i € [n], we get:
m/,U/: <Zr;az> -G
i=1

S ]

: . T i
Let a := ged(Y 1, oy, m’). Since r and m are coprime numbers such that — = ——L, if it were not the case
m m

that m - U’ = r - G, then
m-U #r-G
=a-m-U#a-r -G
= m' U # Zair; -G (acontradiction)
i=1
Thus it must be the case that m - U’ =r - G.

Probability of B succeeding over choice of . If m # 1, then 5 has succeeded in breaking the single rational root
assumption. That is, if ged(m, > 1, 7; - ;) < m, B succeeds. Or equivalently, if > «; - 7; # 0 mod m.

Thus, it is enough to upper bound the probability that Y " | ;- 7; = 0 mod m, over the choice of e := [a;]! ;. Since
m # 1 it has a prime factor p. Since for any z = 0 mod m, it must also be that x = 0 mod p, the aforementioned
probability is upper bounded by

Pr [Zalwri:O mod p]

aﬁ[o,B)“ i=1

We know that there exists an ;s that is coprime with m, which means it must also be coprime with p. For any fixed
value of &' := [o;]icpn] igirs let Sar =77, - (X ieny,izi @i - 7i) mod p. The above probability now is equal to:

Pr [y =—8o modp/= Pr J[ay=c mod p|
ad0,B)" ay&00,B)
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The equality follows from the observation that the probability on the left is precisely the average over all choices of &’
of the probability on the right, with k = —s4.

Since ;s is sampled from the space [0, B), if p| B, then «; is uniform mod p (each possible value mod p appears the
same number of times). More generally, let ¢t := B mod p. Then if o & [0, B — t), again it looks uniform, but if

i & [B — t, B), the probability of it being ¢ mod p is at most 1/¢ (at most one value that is equal to —k mod p).
Thus, we have:

Pr [ay =—s¢ modpl= Pr [ay=c modp]
adjo,B)n o &00,B)
t
= (1 — > Pr  [ay =c¢ mod p]

B o &00,B—t)

t

+ () Pr [a;r = ¢ mod p)
B oy & [B-t,B)

c(1-4) 4 (1)
- B/ p B/t
(Lo t) <l
P B Bp) " p B

Thus, the probability that the m output by B remains greater than 1, given that A succeeds in breaking the single rational

root assumption is lower bounded by 1 — Pr E10.5)" [y = —sqr mod p]. We now proceed to analyze the probability

A succeeds in breaking the single rational root assumption, given as inputs G := [a; - Glic[n)-

Probability of A succeeding. Recall that A(G, G) succeeds with non-negligible probability if G is indeed randomly
sampled from G™. Thus, we will just lower bound the probability over the choice of a that G seems randomly sampled.

The argument is similar to the earlier one. Let B’ be an upper bound on the size of the group. If we sample
from [0, B). The bad case is that «; is not uniform mod |G|. For ¢t := B mod |G|, this can only be the case if
a; € [B—t,B). Note that t < |G|< B’ < B. So as long as each a; < [0, B — t], G appears randomly sampled
from G™. This happens with probability (1 —¢/B)™ > (1 — B'/B)™. We can set B := nB’, and use the inequality

1\*_ 1
(1 — ) > 1 for > 2. Thus, for at least a 1/4 fraction of choices of a, G is truly random.
T

Let the adversary A(G, G) succeed with non-negligible probability p when G & G, then it succeeds with non-negligible

probability at least 1 over the randomness of .4 and the choice of .

Overall probability of BB succeeding. Recall that the probability that 3 succeeds given that A4 succeeds is lower
bounded by

Pr [Bsucceeds|Asucceeds] >1— Pr [ay = —So mod p
al[o,B)" ad0,B)"
>1 L 1
> » B

For B = nB’ = O(1/2*), this can be lower bounded by a constant ¢’. Thus, the overall probability of 13 succeeding is
lower bounded by

/
Pr  [B succeeds|.A succeeds| Pr[A succeeds] > €p
ado,B)n 4
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Where the latter probability is over the choice of « as well as the randomness of 4. Thus, .4 succeeds with non-negligible
probability for the choice B := nB’, where B’ is the upper bound on the size of the group implicit in GGen.

O

A.2 Modular consistency security in GGM

Here, we prove the Lemma 3.5.

Proof. Let A = (A, As) be a generic adversary that plays the modular consistency game. We will show that A
succeeds with at most negligible probability.

Since A; is a T - rep-step Turing machine, the output element U of .A; can be represented as Zfil a; - G; with each
a; < 2742, This holds since a T - rep-step Turing machine can make at most 7" queries to Oy (as it needs at least rep
steps to read the output of each query). Here, IV is the number of queries made to O;.

WLOG, let the generators sampled in the game be G = (G}, . ..,G,). Then, suppose we have that for all i € [T,
(ri,G) + ¢;Q; = U. This implies that

n N N
Zri’j.Gj +Z€i'6i,j'Gj :ZO(J‘ 'Gj
j=1 =1 =1

n N N
— Z(Ti,j'i_ei'ﬁi,j)'(;j"_ Z &WﬁiJ-Gj:ZOéj'Gj
Jj=1 Jj=n+1 Jj=1

Unless the event DLOG happens (which can happen with at most negligible probability), we first have that ¢; - 3; ; = «;
forall ¢ € [T] and j > n. In particular, this implies that ¢;|c; for all ¢ € [T'] and j > n. However, since the ¢; are all
coprime, this can only happen if o; > [ ;¢ & > 272 which is a contradiction or if a; = 0 for all j > n.

Similarly, we also have with overwhelming probability that r; ; + ¢, - 5, ; = «; forall ¢ € [T] and j € [n]. In particular,
for any j, this implies that r; ; = o; mod ¢; for all i € [T']. Using the Chinese Remainder Theorem, there is a unique
solution of for cc; modulo 11 ielT] £;. However, this product is larger than the bound on o; — hence it must hold that
xj = oy forall j € [n]. This implies that (¢, G) = U with overwhelming probability.

O
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B Deferred DewTwo Proofs

In this section we present the rest of our deferred proofs.

B.1 Proof of binding for Construction 1

The binding property (see Section 2.4) of the DEwTwo protocol relies on two factors: (a) the modular consistency
assumption, and (b) the properties of the hint space. Here, instead of using the modular consistency assumption, we use
the hidden order assumption which is implied by the adaptive root assumption [BBF19, Lemma 2]; Hence, implied by
the modular consistency Lemma A.2.

Before proving the binding property of the DEwTwo protocol, we state a lemma that will be used in the proof.

LemmaB.1. Letx # yand xz,y € H = {$ € Q: [$|< A,0 < b < B}. Then we have

1
§§|$*y|§2A

Proof of Lemma B.1. Letx = %Z’ Yy = Z—g, and x4, Ty, Ya, Yp € Z. The lower-bound is derived as follows:

Za _Ya
Tp Yo

ZTa¥yb — YaTb
ZTvYy

1 1
= < <

T —yl= —
==l T myy ~ B?

The upper-bound is derived as follows:
|z —y|<maxH —minH =A—(—A) =24
O

Proof. If there exists a PPT adversary A that breaks the binding property of CS with non-negligible probability (), i.e.

CS.Open(pp,cm,p,p) =1

N
. CS.Setup(1*)
Pr | CS.Open(pp,cm,p’,p') =1 PP o >e(A
' P (ppA PP ’ (cm,p,p’, P, P’) + A(pp) 2
p#p

CS.Open outputs 1 for both pairs of (p, p) and (p’, p’); therefore we have:

1. Both opening hints lie in the correct hint space, i.e. p,p’ € H" where
H:{%e@: |%|§A,O<b§B}

where A = Ng?*1 4+ 1and B = N . (2u)*.
2. Both of the hints lead to the same commitment:

N-1 N-1 N-1
(Soe) 6= (L) o (o) -0

i=0 i=0 i=0
Now there are two possibilities for the exponent Zﬁ\;l (p; — L), either it’s zero or non-zero.

e Case 1 (Non-Zero exponent event): Zf\gl (p; — p})a’ # 0, In this case we use A to break the hidden order assumption
(see Definition A.3). Specifically, A,q, the adversary for the hidden order assumption, takes on input (G, G, G),

invokes A to get (cm, p, p’, p, P’), and outputs (W = G,z = Ei]\;l(f)i —pl)ad).
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* Case 2 (Zero exponent event): Zjvzgl(,ai — pl)a® = 0, we show that this case is impossible. WLOG, let j be the
largest index such that p; # p’;. This implies that 3 7_(p; — pi)a’ = 0 or equivalently

j—1

(Bj —Bj)e’ = > _(pi — i)’

=0

By taking the absolute value of both sides and replacing the upper-bound of the Lemma B.1 in the right-hand side, we
get

Jj—1 j—1
135 — B)a] = | (b — B)ai| <243 o
=0 i=0

Also, in a geometric series where o = ¢"* > 2, we have Zz;& a' =a/71/(a — 1) < a?71; hence, we simplify the
above equation by:

|(p; — P}’ | < 24077
Now by using the lower-bound of the Lemma B.1 we get

ol ~ . ) .
77 <16 = P))a’| < 24077

Now, If we could show that a7 /B 2> 9240771 or equivalently, « > 2AB 2 we get a contradiction and we’re done
with the proof. Basically, this inequality is a guideline to choose the parameters of the scheme. By plugging the A
and B, we get

a>2AB? = 2(Ng** T 1) - (N®".(2u)*)?

By plugging the parameters mentioned in the construction, i.e. o = q7“, Nt < g, 1< A/dand 3 < )\ <loggq, we
get

q7,u > 2(q2,u+1.25 + 1)q4# _q2+log;¢

We claim that the above equality holds for y > 4. This is because if ;¢ > 4, then ¢g* > 4 ¢>+1°8#_ Hence,

q7u = q6u ¢ > qﬁu (4 q3+10g by = 4q6u+3+10gﬂ > 2(q2u+1 +1) q4u q2+logu7
where the last step uses ¢2#t1 +1 < 221,

Therefore, by the hidden order assumption which is implied by the adaptive root assumption, and by analyzing the above
two cases, we have:

Pr[A success] = Pr[A success|zero exponent] Pr{zero exponent]
+ Pr[Asuccess|non-zero exponent] Pr[non-zero exponent]
= 0+ Pr[A,q success]
< negl(})

B.2 Security of WEAk-DEwTwo

In this section, we present the deferred proof of the DEwTwo protocol presented in Section 5.2.
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B.2.1 Costs of WEAK-EvaL

Cost of CoeffSplit (Algorithm 5.2.1). Let a and b be n-bit integers, CoeffSplit first multiplies a and b in O(M(n)),
then invokes a constant number of integer divisions of size O(n) bits; Hence, the complexity of CoeffSplit is O(M(n)).

Cost of MonomialExpand (Algorithm 5.2.1). It computes a vector of size N, where each entry is computed in at
most O(log 1) = O(loglog V) field multiplications. A ¢ bit field multiplication costs at most M(log(q)) = O(Alog A).
Then the total complexity of MonomialExpand is O(N Alog Aloglog N).

Prover time. The prover time consists of (i) O(u) field operations for Steps | and 2 (see Remark 5.4) or equiv-
alently O(ulogq) = O(uA) bit operations (ii) O(loga™) = O(AN log N) bit operations for invoking CoeffSplit
(iii) O(MSM(10g N TPoKEDexs NTPoKEDex) + 108 1TPoKEDex) group operations and O(M(nTpokepex) 108” nTpokEDex) bit
operations for invoking TPoKEDex. By plugging n1pokepex = O(log(NgHT1aN=2)) = O(AN log N), we get

(ANlog N)log(AN log N)
loglog(AN log N)
= O(AN1log?(AN))

O(MSM(log(AN log N), AN log N) + log(AN log N)) = + log(AN log N)

group operations and

O(M(AN log N) log?(AN log N)) = AN log N log® (AN log N)
= O(ANlog*(AN))

bit operations.

Verifier time. The verifier time consists of (i) O(u) field operations, or equivalently O(log ¢) = O()) bit operations
for Steps | and 2 (ii) O(\ + log nTpokepex) group operations and O(stpokepexM(A)) bit operations for invoking
TPoKEDex. By plugging ntpokepex = O(AN log N) and stpokepex = 1l0og N we get O (A + log AIN) group operations
and O(log NM())) bit operations. By summing up the above, we get O(\ + log AN) group operations, and
O(Alog Alog N) bit operations.

Proof size. The proof consists of 1 group element in Step 5 and 2[log[log 2nTpokEpex + 5] + 3 group elements and
12\ [log[log 2nTpokepex + 5] + 22X bits. For TPoKEDex invocation in Step 6. By the following upper bound for
N TPoKEDex+

nTPoKEDex < log(Ng"TtaN~?)
=log(N) + (p + 1) log(q) + (N — 2) log(c)
<pHAp+1) 4 (24 —2)TuN (6)

asymptotically, we get nTpokepex = O(AN log N) which leads to a total proof size of O(loglog AN) group elements
and O(\loglog AN) bits. Concretely, using Eq. (6), for 1 = 30 and A\ = 128, we get nTpokepex = 2.8 x 102 which
gives us 16 group elements, i.e. 3KB plus 1.5 KB bit elements which leads to a proof size of 4.5 K B.

B.2.2 Semi-Adaptive Knowledge Soundness of WEAk-EvaL
Lemma B.2 (Corollary 1 from [BF23]). For all n such that
logn > 8u* +logy(2u1) - A
we have that for any p-linear polynomial f that is coprime with n (all coefficients of f are coprime with n),

P X)=0 modn] <24+ &
XH[OI:m)# LX) mod n] < o
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The above lemma implies following corollaries that we will use in our proof.

Corollary B.3 (Local zero to global zero). Let f be a p-linear polynomial coprime with n such that 8% +logy (2u) - A <
logn and for a random y < [0,m)*, f(y) =0 mod n; then f is the zero polynomial mod n, or equivalently:
Pr[f(y) = 0 forall inputs y € [0,m)" | > 1 —27* — L

Corollary B.4 (Modulus upper bound). Let f be a u-linear polynomial that is coprime with n and not identically zero.
If f(y) =0 mod n for a random point y < [0, m)*, then it must hold that

n < N® 427

We also use the following lemma in the proof:
Lemma B.5 (Lemma 1 from [BF23]: Evaluation bound). For any p-linear polynomial f and m > 2:

1 3p
Pr @IS M| < 22

z<+—[0,m)H
where || f||co denotes the maximum over the absolute values of all coefficients of f

Lemma B.6 (Theorem 1 from [KMO3]). Let x be an arbitrary number in Qp; = {% :p,q € {1,...,M}}. Suppose
we are given an oracle that takes an input y and answers query of the form "Is x < y ?”. Then we can identify the
number x in ©(log M) time and space by making at most 2logy M + O(1) queries to the oracle.

Now, we prove the knowledge-soundness of the WEAk-EvaL protocol.

Proof. Fix an arbitrary expected polynomial time stateful adversary pair A = (A, A, A3) for the semi-adaptive
knowledge-soundness game of WEAk-EvaL.

Building an extractor for the reduction of knowledge. The first step of the proof is to define an extractor. By
construction of Weak-EvaL, using A, we can define a pair of stateful adversaries TPoKEDex..A = (TPoKEDex..A;,
TPoKEDex.Ay) for the adaptive soundness game of TPoKEDex. TPoKEDex. A4 is described below:

TPoKEDex..A; (pp)

Invoke the Weak-EvaL adversary A; (pp) to get x; := (g, yt, cm).

Invoke the public-coin challenger C(pp, x1) to get xo :=y.

Invoke the Weak-EvaL adversary As(pp,X1) to get xo := 2.

Run the Steps | to 6 of WEAK-EVAL to compute XTpokEDex.- OUtput XTpoKEDex-

Ll

We define TPoKEDex.. A5 to be the TPoKEDex sub-protocol of A,. Now, the adaptive knowledge-soundness of
TPoKEDex implies that there exists an extractor TPoKEDex.Ext that extracts the witness WrpokeDex from with a
non-negligible probability eTpokepex (). We use this extractor to construct an extractor Ext for Weak-EvaL. Intuitively,
the extractor Ext runs the TPoKEDex.Ext to extract the integer c used to construct the commitment cm and represents ¢
in base «v. Then, extracts a rational representation of the form ¢; = (m;a + n;)/k; for each coefficient ¢;.

Ext(pp, x)

1. Run the Steps 1 to 6 of WEAK-EVAL to compute XTpoKEDex-
2. Invoke TPoKEDex.Ext(pp, TPoKEDex.x) to obtain Wrpokepex = (€, ).
3. Express c in base « as, i.e. invoke (co, ..., ci) = repry(c). If Kk > N — 1, abort.
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4. Foreachi € {0,...,N — 1}, do the following:
(a) Invoke the algorithm described in Lemma B.6 to obtain m;/k; which is the closest fraction to ¢; /. If
k; > N8 . (2u)*, the extractor aborts.
(b) Compute n; = ¢;k; — m;a.

(c) Setp; = 7=+ 7,'::1 where m_; =0and k_; = 1.

5. Compute p = p mod ¢ and output (p, p).

The remainder of the proof demonstrates that the extractor successfully extracts a valid witness w* = (p, p) for the
semi-adaptive instance with overwhelming probability, thereby ensuring that Section 2.5 holds.

Extraction success probability. We need to show that if the TPoKEDex extractor succeeds, with overwhelming
probability, the following conditions hold:

1. Commitment Opening: PCS.Open(pp,cm,p,p) = 1:
(@) peHY where H = {2 €Q: 0<|%|< (Ng?#T1),0 < b < N¥ . (2u)*}
(b) C= (375" pia) - G
(¢) p € Fy[Xy,..., X,] with a coefficient vector p such that p = p mod gq.

2. Polynomial Evaluation: z = p(y) mod g,

Note that Item Ic is satisfied by construction of the extractor. We now show that Items 1, 1b and 2 are satisfied with
overwhelming probability.

Proving Item 1a. To prove that the extracted opening is valid, i.e., p € HN | we first show that the extracted coefficients
from TPoKEDex can be written as

ci:%”” foralli € {0...,N — 1} %)
7

where m;, n;, ki € Z, m; > 0,|n;|< a, k; > 0 and ged(mg, k;) = ged(n;, k;) = ged(k;, o) = 1. By construction,
¢; < «; Hence, we immediately get m; < k;. Moreover, note that for each ¢;, there is at least one trivial instance of
such a representation, which is of the form ¢; = % (note that gcd(0, 1) = 1). We aim to show the existence of a
representation for each ¢; with further constraints on both the numerator and denominator. Looking ahead, these bounds
will allow us to extract a valid opening for the commitment scheme, i.e. allows us to show p € HY.

The TPoKEDex extractor outputs integers c, h, s, t, u such that with overwhelming probability we have:

C=c-G, U=h-Ga+s-G3+t-G4+u-Gs ®)

coo=s+t-a" T qu-a¥ t=z+h-q

suchthat 0 < s < Ng"t1aN=2,0 <t < N¢g*t' and 0 < u < ¢**1aN =2, Further, we can write s = so + s; and
plug it into Eq. (8) to get:

co=so+s - 24+t aVN 4y ©)]

where by definition s1 = | =] < N¢*™' and sp = s mod o~ which implies sy < N 2. The decomposition
of s into sy and s; is done to show a bound on the term preceding the central term, i.e. ¢ - /¥ ~! using the carefully
crafted check on s in the protocol. No through a series of comparisons between the LHS and RHS of Eq. (9), we derive
bounds on the coefficients m;, k;, and n;.

Comparing LHS and RHS of Eq. (9) in base-a. On the RHS of Eq. (9), the coefficient of oV =2 is s; and the
coeficient of oV~ is ¢, which are both bounded as shown earlier. On the LHS, by definition, the coefficient of aN—2

c-o c-o

and o™V, are | %% | mod a and | -%%r] mod « respectively.

mod «

N-1 i~ N—1 ;
c-o >i—o Ci- o ijo rN-1-j &
—~ 3 mod a = N3
aN- aN-
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N-—-1 N-—-1 i+j
> im0 Zj:o i IN—1-j Q")
mod «

alN—2
- Lottt
_ ZOSi+j<N72 Ci IN—1—j - C
= - + E Ci*IN—1—j
aN-2
i+j=N—2
+a - E CiIN—1—j - Qi ti— N+l mod «
i+i>N—2
- N ] N-2
ZOSZ#]‘SNfS Ci IN-1—j &
= ~ 5 + E ¢ - riv1 mod « (10)
o —
im

We denote by e as the fraction inside the above equation. Equating the coefficients of oY 2 on both sides, we get that
N—2 S .
Y ico Citit1 = s1 — |e] mod «, which implies there exists m € Z such that

N—2
Z citir1 = (51— |le]) + ma (11)
i=0

Using any rational representation of the form specified in Eq. (7), rewrite Eq. (11) as follows:

N-2

Z <mzo;€:rnz> riv1 = (s1 — |e]) + ma

=0

or equivalently,

N-2 N-2
m; n;
! —ri1—m| =s —|e]— —Trit1

1=0 =0
Define L := lcm(ko, ..., kn_2) for the chosen representation. Then, we have
-2 N-2
(s1—le])L — Z g, Tt = @ Z k, it amlL (12)

Local zero to global zero modulus o«. We can rewrite Eq. (12) as the following:

N-2 N2
(s1 —le])L — Z #ri+1 =« <Z T’Lri_l,_l — mL) =0 mod« (13)
i=0 ¢ i=0 v
= p1(y) =0 mod «a (14)

where p; (X) is a polynomial with coefficients £ for all i € [N — 2] and a constant term (s1 — |e])L. We aim to use
Corollary B.3 for p;, hence we need to argue that:

* p1(X) is coprime with a: Since k; = gcd(L, o) forall ¢ € {0...., N — 2}, then we have gcd(L, o) = 1. Hence,
all the coefficients are coprime with a.
* Modulus « is lower-bounded by /N 8. (2 u)>‘ We prove the following holds:
?
a =g > 2T 5 928u% S B (9 )N = 98T oA ) (15)
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which reduces to showing

7oA

2
220p7—A > ut.

Taking base-2 logarithms on both sides and rearranging gives us:

?
201 > (1 + logy 1) > 4pu(1 + logy 1)

Note that both sides are strictly increasing functions of p and for ;1 = 7, the left-hand side is 980 and the right-hand side
is approximately 107. Since the left-hand side grows much faster, the inequality holds for all pz > 7.

Now, ensured the conditions for using Corollary B.3 are met, note that p; evaluates to 0 on the random point r which is
derived from the random point y. Therefore, by using Corollary B.3 on Eq. (14), we see that except with negligible
probability 27* + %, p1 is identical to an all zero polynomial modulu .

global zero Modulus o to global zero on integers. Here, we show that all the coefficients of p; are smaller than the
modulus «; Hence, are prime to «.. This, along with p; being identical to the zero polynomial modulus «, implies that
p1 is identical to zero on integers. The proof is as follows:

* For coefficients Lk’f", we know that for all ¢ € {0,..., N — 2}: by construction we have that ged(k;, @) = 1 and
hence L = lem(ky, ..., kn—_2). Also by definition, we have |n;|< « and hence gcd(n;, @) = 1. Therefore, we have
gcd(LkT,oz) =1.

* For the constant term (s; — |e])L, we already established that gcd(L, o) = 1. Now, we wish to upperbound |s; — €|
to show that the constant term is smaller than « and hence coprime to . we know that by definition 0 < 57 < Ng*+1.
To argue about e, recall that due to extractability of TPoKEDex, with overwhelming probability, each term on the
RHS of Eq. (9) is positive. Also by construction we have 0 < r; < ¢* which implies o = T(«) > 0. This means that
¢ > 0 and we have 0 < ¢; < a. Hence, we have:

- N ]
0< _ ZogiJerNfB Ci IN—1—j -
<lef = N_2
«
N—3 —~N-3—i it
B ot titl
Z’L:O Zj:o q” -«
< N—2
N —
N2 . q,u . aN—Z
S - -
I aN—2
= N2 . q'u

Therefore, we have |s; — e] < max{e,s;}. We know that s; < Ng#"! and [e] < N2g*. Now, note that ¢ > N;
because ¢ > 2* and N < 2%/, Hence, we have

|s1 —e] <max{s;} < Ng"t' <¢"? < ¢" =a

Therefore, we have gcd(|s; — e, &) = 1. Hence all the coeffitions of p; are coprime to o and 0 modulus .. Therefore,
p1 is identical to the zero polynomial on integers.

Upper bounding L. Now p; being identical to the zero polynomial implies that the left and right hand sides of Eq. (13)
are identically zero. Hence, we have:

N—-2

Lm;
Z Zri+1:mL:0 mod L (16)

=
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and also

N-2 o
. ‘rir1=(s1—|e])L=0 mod L (17)
=0 v
= p2(y)=0 mod L (18)
where py(X) is a polynomial with coefficients [Ln;/k;]Y%. Since L = lem(ky, ..., kn_2), the coefficients of the po

are coprime to L. Hence, we can use Corollary B.4 to calculate a bound on the size of L:
L < N8 . (2u)* (19)

Upper bounding k; and m;. Since by definition L = lcm(ky, . .., kx_2), in turn implies that each k; < N3 . (2u)*.

Also, note that since ¢; < « for all 7, we have that m; < k; for all ¢, else ¢; > «.
Upper bounding n;. To bound the numerator term n;, we use Lemma B.5. In equation (17), we have
pa(r) = (s1 — [e])L < Ng"*' - L

Lemma B.5 implies that || f||oo< ¢* - (Ng*T1L). Hence, for all i < N — 2, we must have that

<g¢* N¢"t'L = |ng|< N -k

‘ Lni
i

Final representation for 2 < IN — 2. We have now showed that for each extracted c¢; where i < N — 2, there exists
ki < N8 . (2u)*, |ni|< ¢®**1 - N - k; and m; < k; such that

m;o —+ n;
C;r = —
(3 k/’l
Handling case : = N — 1. Note that so far we only obtained representations for ¢y, . . ., cy_o With corresponding

bounds on k;-s, m;-s and n;-s. For the case i« = N — 1, we put an extra constraint of ny_; = 0. Looking ahead, this
constraint is used to recover the commitment and prove Item 1b.

We go back to Eq. (9) and denote by u’ coefficient of N =2, On the RHS, due to the bound 0 < u < ¢**1aN =2, the
coefficient of a* =2 is bounded by ¢* !, i.e. u' < ¢/**. On the LHS, we have the coefficient of a2 as | —&& |
mod «. We can simplify this as follows:

N-1 i N-1 1
c-o Zl 0 Go Zj:o ry—1—;0/
mod o =

—_ mod «
a2N—2 a2N—2 J

a2N—2

Z Z -0 Cer 1— ]04+]J
mod «

) ot
E i CGrN—1—ja
<2N-2Ci J
= vt +cn_1ro mod «

a2N-2

Let the fraction inside the above floor term be €’. Similar to the bound on the floor term from earlier, we can bound this
term:

le'] < o2N—2

Wi wwﬂHJ
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N2qya2N72
a2N-2
= N?g*

Equating the coefficients of o>V =2 on both sides, we get cx_1rg = v/ — |¢’] mod a. Applying an analysis similar to

those applied for Eq. (11), we have:

(lea +nn-1

) ro=u — €| mod «
kn—1

Note that we have a constraint of my_1 = 0. Also, the above modular equation implies that there exists m € Z such
that:

ny_1ro — (v — € |)kn_1 = mky_1aa=0 mod «

Similar to the analysis for ¢ < N — 1, we can show that 1. the polynomial ny_1rg — (v’ — |€’])kn_1 is coprime to «
and 2. the modulus « is big enough; Hence, by Corollary B.3 and the fact that v’ — |e’| < «, we have:

ny_1ro — (u' — €/ |)kn_1 =0
which implies
ny_1ro = (v — [€'|)kn_1 =0 mod kn_;
By Corollary B.4, we have that kx_; < N3 . (2u)*. Moreover, by applying Lemma B.5, we get

il < g Ng'™ = Ng**t

Final step: p € H. Foralli € {0,..., N} We defined p; = 7+ + 7,:_:1. Now we want to show p; € H where

H={2cQ:0<|%<(Ng*T +1),0<b< N (2u)*}. We define | = lem(k;, k;—1) < L and we hava that

l
—1

l
i g tMi1- g
l

‘We use the above form to derive our bounds on the numerator and denominator:

pi =

* Numerator: We know that |n;|< N¢**! - k; and m;_; < k;_1. Hence,

l l
nlkf + mi,1k7 < (NqQ’H_l + ].) < (NqQIH_l + ].) . N8u . (2,[1/))\
7 i—1

* Denominator: We know that [ = lem(k;, k;_1) < L < N3 . (2u)*.

By definition of 7, we have that p € HV.

Proving Item 1b. We have

N-1 Nol oo m
~ 4 _ 7 i—1 i
(; Pia> -G = (; (ki+ kz‘1)a> -Gy




N-2
mo1 | PNoL N-1 miatni i g, Note that m; = my_1 =0
k 1 kal i=0 ki
N-1
_ (Z m;o + n; l) G
1
i=0 ki
=cm

Proving Item 2. So far, we only showed that the opening hint has the correct format. Now, we show that the extracted
polynomial p derived from the opening P has the correct evaluation, i.e. p(y) = z. To show this, consider the coefficient
of aN =1 on the LHS.

c-o Z ocZ Z oeryaJ
T mod a = N1 mod «
aN— alN—
Z Ly ety oty
= N1 mod «
aN—
) it
Zi+j<N—1 CGIN—1—5C
= N1 =+ E CiTN—1—j
i+j=N—1

+a E cirn_1—; TN mod o
iti>N-1

_ it N-1
Zi+j<N—1 CGIN—1—5C
= N1 —|—§ cr; mod «a
« .
L 1=0
. it N-2 N-1
D itjeN_2 CGEN—1—jQ ot
<N—-2™ J ili+1
= vt N1 +210 +J—|—E c;r; mod o
alN— «
L =0
N-1
e+ s — |e]
=|— —l—m—i—g c;r; mod «
«
- 1=0
N-1
:E c;r; +m mod «
i=0
N-1 N-2
m;o + n; my;
= E - r; + k—rZH mod «
=0 v =0 v
Nolo m
7 i—1
= E (—i— : )ri mod «
i—0 7 ki*l
N-1
= p;r; mod «
=0

Therefore, we get Zij\;l pir; =t mod « where the last few equalities follow from equations (11) and (16), defining
m—_1 = 0,k_1 = 1. From the check made in TPoKEDex, we also know that with overwhelming probability ¢ = z
mod ¢. Since @« = 0 mod g, we can equate the LHS and RHS to get

p(y)=t moda = p(y) =2z modgq
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B.3 Security of DEwTwo

Here, we prove that Eval is an argument of knowledge for the relation Definition 2.1 with adaptive knowledge soundness.
We prove that for all N € N and all expected poly-time stateful adversaries A := (A1, .A2) there exists an expected
poly-time extractor Ext such that Advﬁ‘ézp E'if AN =
pp < Setup(1*, N)
(A2(pp), V(pp,x)) =1 (g, p,cm,y, z) < A1 (pp)
Pr A = negl(\)
(X,\W*) ¢ '%E\F/)al X = (qnu7cmaY7Z)
w* ExtA(pp,x)

Note that WEak-EvaL is invoked twice in Eval; Hence, for any pair of expected poly-time stateful adversaries
A := (A1, As) we can define two tuples of expected poly-time stateful adversaries WEAk-EvAaL.A := (WEAK-EvaL.A;,
WEeAK-EvAL. Ay, WEAK-EvaL.A3). Moreover, the semi-adaptive knowledge-soundness of WeAk-EvaL implies the
existance of an expected poly-time extractor WEak-EvaL.Ext that fails with a negligible probability, which we denote
by eweak-Evar(A). We define the extractor Ext to invoke Weak-EvaL.Ext and output the extracted witness. The rest of
the proof shows that Ext is a valid extractor for Eval.

To show that Ext extracts a valid witness, again we need to show that Items | and 2 hold. Due to the knowledge-soundness
of WEak-EvaL.Ext, we know that Item 1 holds with overwhelming probability. We only show that Item 2 holds.

Note that the second call is not made with a random y, but with y in the instance. Let y’ € Z" be the exponential
expansion of y as a monomial product: For i € [N],

p—1
7
vi=11v;
j=0
and 0 = va 01 ¥v_1_;a'. Also, due to the extractability of TPoKEDex, similar to Eq. (9), we also have the equation
c'0:50+51~ozN72+t-ozN71+u'ozN (20)

Additionally, we know from the knowledge-soundness proof for Argument 1 that each c; is of the form stated in Eq. (7).
Now, consider the coefficient of oY =2 on both sides of Eq. (20). On the right hans side, we have s;. On the left hand
side, we have

c-0 ZZ_O G ZJ =0 yN 1— ]aj
L J = ~ mod «
a

i+’
Z Z] —0 CiYN_1- _jo
= N3 mod «
«

~ i+ N-2
Ei+j<N72clyN717ja ,
N2 +E ciy;y1 mod o

i=0

Equating both sides, we get

Z ¢iyiyr =51 — le] mod «

This implies that there exists m € Z such that

N2 o N-2 N2
Z 1/{_ “yii1 = (51— le]) + ma = a(Z s — Vi1 — m> =(s1— le]) — k—yl_|r1
i=0 ! i=0
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=
Z— Yiqr=m€eZ
= ki

Now, consider the coefficient of oY ~1 on the LHS.

N-1 i N-1_, j
c-o Yico G Zj:O YN-—1-;¢
—~ 71| = 1 mod «
alN— alN—
z+J
Z Z; =0 CiYN_1_ —;Q
~ 1 mod «
«
N-1
+

¢y, mod «
=0

! i+J
_ Zi+j<N—1 CiYN—1—;&
- alN—1

Yitjen—2 Y1 ot S eyl =
ks N1 2 + == oaz 4 chyl mod «
L =0
N-1
e+s1— le
= +1HJ+m+qu; mod «
@ i=0
N1
= (I;—I— k1_1>yg mod «
= \Fki i1
N-1
= piy; mod «
=0

Hence, we have that p(y) = ¢ mod «. Since « =0 mod g and z =t mod ¢, we also have that p(y) = z mod ¢,
completing the proof.

O
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C Newton-Raphson

The Newton-Raphson method is a numerical root-finding algorithm, meaning that given a univariate function f(x)
and an initial guess x, it iteratively refines the guess to find z* such that f(z*) = 0. A single iteration of the
Newton-Raphson method is given by the following update rule:

f(an)

Tp4+1 = Tp — f/(CE )
n

The following theorem guarantees the convergence of the Newton-Raphson method under certain conditions.

Theorem C.1 ([KC09], Chapter 3). Let f be an increasing and convex function on real numbers with continues "'
everywhere. If f has a zero, then the zero is unique and the Newton-Raphson method converges to it from any initial
guess x.

We confine our discussion on the convergence and complexity of the algorithm to the special case of finding the square
root of a number a.

C.1 Finding square roots

To find the square root of a number a, we use the Newton-Raphson method to find the root of the following function:

flz) = {x2—a ifx#0

0 0.W.

The update rule for the case z > 0 is:

2
9 T, —a 1 a

= _ n = ‘,n— = - n _— 21
flx)=2°—a = zp1 =2 . 5 <x + > 2D

by the definition of f(x) and the Theorem C.I we have the following lemma.

Lemma C.2 ([BF10; KC09]). The recursion Eq. (21) converges to r = +/a for any error tolerance 6 > 0 and any
initial guess xq. Moreover, the convergence is quadratic, i.e., for some constant ¢ > 0:

|Tpni1 — 7| <c(a, — r)2 (n>0)

which leads to the following algorithm which is very ancient and is credited to Heron, who lived sometime between 100
B.C. and 100 A.D. [KC09].

SquareRoot(a, J) — b

a

“old

P Told+
1. Initialize zoq = 1 and Zpey =

2. While ‘xnew — xold|> e

(a) Save the previous answer Zojq ‘= Tnew-

Toldt 7oy
(b) Update the answer Tyey = ——52¢.

3. Output b = Tpey.

Corollary C.3. The SquareRoot algorithm computes the square root of a number a with an error tolerance § in
O(loglog(a/d)) iterations.
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Proof. Due to lemma C.2, the algorithm converges quadratically, which implies that the number of bits discovered
at each iteration is doubled. Therefore, the algorithm incurs logarithmic cost in the number of desired bits, log(a/d),
which gives us O(logloga/é). O
Now, we state the complexity of the SquareRoot algorithm with § = 0.1, tailored for our application in Section 6.

Corollary C.4. The SquareRoot algorithm computes the square root of an n-bit number a with an error tolerance

d = 0.1in O(lognM(n)).

Proof. By Corollary C.3, the algorithm requires O(log n) iterations. In each iteration, the algorithm complexity is
dominated by the cost of the division operation, which is O(M(n)) as shown in [GG03, Theorem 9.8]. O
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D Deferred toolbox proofs
D.1 PoKE deferred proofs

Here, we present the deferred knowledge soundness proof of Theorem 7.2 under the modular consistency assumption
(see Definition 3.4): Assume for contradiction that there exist polynomial time adversaries POKE. A := (PoKE. A4,
PoKE.A5) such that for all polynomial-time extractors Ext™ we have (see Section 2.3):

Adap-KS
AdVpoKE Ext PokE. A > €(A)

We show that this implies a contradiction to the MCA assumption. In particular, we build PoKE.Ext, an extractor for
PoKE, and use it to build an adversary for MCA. We then show that the advantage of the MCA adversary is equal to the

advantage of PoKE..4 which is non-negligible.

PoKE Extractor. We first construct PoOKE.TrExt that given the desired size T', constructs a list of accepting transcripts

of size T' by rewinding the adversary POKE..45 as many times as needed:

PoKE.TrExt(pp,x,T) — tr

1. Set Tr := (.
2. While |[Tr|< T:
(a) Invoke the verifier’s next-message function

(st,4;) :=V(0,vk,x)

to get a fresh random challenge.

(Qi, i) := PoKE. Ay (0, state, ¢;)

(c) If the verifier accepts, i.e.

V(Sta Vka X, (Qla rl)) =1

3. Output the set of accepting transcripts Tr.

(b) Invoke the adversary’s next-message function on the fresh challenge

where r := (13,1, ...,7im) € Z™ and Q; € G are the responses.

then record the accepting partial transcript Tr < Tr U {(¢;, 1) }.

We now construct PoOKE.Ext which invokes PoKE.TrExt to obtain 7' accepting transcripts and uses the Chinese

remainder theorem to extract the witness:

PoKE.Ext(pp, x, state) — w*

1. Let PoKE..A; be a T-step Turing machine.
2. Invoke the accepting transcript extractor:

Tr < PoKE.TrExt(pp, x, T)

theorem (see Theorem 3.3) on the partial transcripts

Uj = CRT([TLJ’]@'T:D [fi]iTzl)
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3. For j € [m], Invoke the CRT algorithm given by the Chinese remainder




L Then output the unique CRT solution u = (u1, ..., Un) J

Adversary runtime. Note that the CRT algorithm is efficient; hence, the PoOKE.Ext runtime is proportional to the
PoKE.TrExt runtime. Since the PoKE..A’s success probability is €()), then the average runtime of PoKE. TrExt is
polynomial T'e()). Since T, the running time of PoKE..A1, is polynomial time, the PoKE.Ext is efficient.

Reduction to MCA. We show how to build a pair of adversaries MC.A = (MC..A;, MC.A3) for the MCA game
using the pair of adversaries PoOKE..A = (PoKE. A;, PoKE..A5). We then show that the advantage of MC..A is greater
than the advantage of PoKE. A.

The adversary MC.A; is defined as follows. We denote the runtime of MC..A; by T'.

MC.A; (G, G) — (U, state)

1. Set pp := (N, G, G) where N := |G|.
2. Invoke PoKE adversary

(x, PoKE.state) := A; (pp)

3. Set U := x and state := (PoKE.state, x), and output (U, state).

MC. Ay (state) — [ry, Qi, L] 7,

1. Parse state := (PoKE.state, x)
2. Invoke the accepting transcript extractor:

Tr + PoKE.TrExt(pp,x, T)

3. Parse Tr := [r;, Q;, 4], and output ([Q;]X 4, [r:];)

Advantage Analysis. Let 7' = poly(\) be the runtime of PoKE.A;. Let 77 = O(T') = poly()) be the runtime
for MC..A;. We show that the advantage of MC.A = (MC.A;, MC.A3) where MC..A; is a T"-step (or equivalently
T"-rep) Turing machine is non-negligible. We have Advg'GCen’T/,’MC.AlMC'AQ’H()\) =

G <+ GGen(1*)

(U,st) + A1 (G)

[riy Qis Gili—y = Az(st) s.t. 7 = [13,4]jepn)
ly, ..., are co-prime integers

V] S [TL] 1Ty CRT([Ti,j]iE[T]7 [éz]zT:l)

Vi € [T] : <’I“¢7G> +0;,Q;, =U
st. G:= (Gl,...,Gn) eG
A\

(¢, G) #U

Pr

By construction and using the fact that the CRT solution is unique, & € Z" is also the output of PoOKE.Ext rewinding
PoKE.A. Hence, we have Advg'gen’T“Mc.Al’MC,A%n()\) =

(Az(pp, state), V(pp,x)) =1 | pp < Setup(1*, N)
Pr A (x, state) + A;(pp) >e(N)
(x,w*) & ZPP w* < Ext?(pp, x, state)

This concludes the proof.
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D.2 PoKEMath deferred proofs

Here, we present the deferred proof of Theorem 7.4. Note that here we use (a) the multi-rational root assumption (see
Definition A.7) which is implied by the strong RSA assumption (see Lemma A.8), (b) the adaptive root (AR) assumption
(see Definition A.1) which is implied by the modular consistency assumption (see Definition 3.4 and Lemma A.2) and,
(c) the knowledge-soundness of PoKE (see Theorem 7.2) which is also implied by the modular consistency assumption
(see Theorem 7.2).

Before proceeding with the proof, we first present a lemma stating that any remainder vector r from an accepting
transcript of PoKE is equal to the witness modulo the corresponding challenge. This is straightforward to prove in the
Generic Group Model (GGM); however, without GGM, the proof relies on the single-rational root assumption.

LemmaD.1. Fix N € N, an expected poly-time stateful adversary A := (A1, As) for the knowledge-soundness game of
PoKE, and the corresponding expected poly-time extractor POKE.Ext. Assuming that mult-rational (see Definition A.7)
root assumption holds, we have

(PoKE.A2(pp), V(pp, x)) accepts on transcript (£, Q, r) pp < Setup(1*, N)
Pr A x < PoKE.A; (pp) = negl(\)
r Zu* mod/ u* < PoKE.Ext(pp, x)

Proof. Since PoKE is knowledge-sound, with overwhelming probability, we have
ul -G+ 4uy, G =U
On the other hand, since (¢, U, r) is an accepting transcript, we have
U=4Q+ (mGi1+ - +rmGn)
which implies
uy -G+ Fu, G =LQ + (G + - + rnGn)

Now, assume for contradiction and WLOG that ¢ € [m] is the smallest index, such that for all j > 4, uf = r; mod ¢,

Hence, for some g1, ...¢, € Zand 0 < s1,...,s; < £ we will have
Vi€li:uj =r;+ql+s;
Vie{i+1,....,m}:u; =r;+q/l

As a result, we have

((r1+ gl +81)G1+ -+ (ri + il + 5)Gi) + ((rit1 + @i+10)Gig1 + - + (T + @nl)Gm)
= EQ + (TlGl + -+ Tme)

canceling out the 7;G; terms, we get
(g1l + 51)G1 + -+ (@l + 8:)Gi) + (@i 1Giv1 + - + @l Grn) = LQ
which implies

SlGl + -+ Sth = E(Q - qul - QWGm)

Now, this gives us a strategy to build an adversary for the multi-rational root assumption (see Definition A.7).
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MRR.A(G, G) — (Umrr, MMRR; TMRR)

Invoke the setup algorithm pp := Setup(1*, N).

Invoke the PoKE adversary x := PoKE..A; (pp).

Invoke the PoKE extractor u* := PoKE.Ext(pp, x)

Invoke the interactive argument (PoKE..A2(pp), V(pp, x)) and acquire an accepting transcript (¢, Q, ).
Parse the extracted witness components of the form

Nk WD =

Vi€ i]:uj =rj+qil +si
Vie{i+1,....,m}:u; =r;+q/t

6. Output the following:

Uuvrr = Q —q1G1 — -+ — gmGn
MMRR =¥
TMRR = (sl, ey Si)

By the above analysis and the fact that £ € Primes[), 2)] and 0 < s; < £, then we have ¢ # 0 and ged (¢, s;) = 1 which
means that the adversary MRR..A wins the multi-rational root assumption game with non-negligible probability.

O
Now we proceed with the knowledge-soundness proof of PoOKEMath.

Proof. Assume for contradiction that there exist N € N, a non-negligible function (), and polynomial time adversaries
PoKEMath. A := (PoKEMath.A;, PoKEMath..A5) such that for all polynomial-time extractors Ext* we have

Advéj;';’:_';j,jthﬁxt*,PoKEMath. 4 = Pr[Adap-KS AU # (u, G)] + Pr[Adap-KS A f(u) # 0] > €()\)

PoKEMath Extractor. Since PoKE is a sub-protocol of PoKEMath, we can define the PoKE adversary pair
PoKE.A = (PoKE.A;, PoKE.As) by using PoKEMath..A. Moreover, Due to the knowledge-soundness of PoKE,
There exists PoOKE.Ext; Hence, we define PoKEMath.Ext to invoke PoKE.Ext and output the extracted witness.

By the construction of the extractor, with overwhelming probability, we have (u, G) = U; hence,
Pr[Adap-KS A f(u) # 0] = negl(\) = Pr[Adap-KS A f(u) # 0] = €(A) — negl(\)
meaning that Pr[Adap-KS A f(u) # 0] is non-negligible.

AR adversaries. By using the given PoKEMath adversary PoOKEMath..4 and the constructed PoOKEMath.Ext, we
build AR adversaries (AR.A;, AR.A5) as follows:

AR.Al (G) —Y

invoke the setup algorithm pp := Setup(1*, N).

invoke the PoOKEMath knowledge-soundness adversary xXpokemath := PoKEMath..A; (pp).
Extract the underlying PoKEMath witness u* := PoKEMath.Ext(pp, XpokeMath)-
Compute the first move for adaptive root Y := f(u*)G

Pass u* as the state to the other adaptive root adversary.

Nk L=
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AR.Ay(0) = X

Obtains u* as the state.

Invoke the interaction (PoKEMath.. A5 (pp), PoOKEMath.V(pp, x1)) to acquire an accepting transcript (Q, 7).
Compute the integer division k := (f(u*) — f(r))/¢

Compute the integer division k' := f(r/£).

Output the root X := (k + k')G.

Nk WD

Since PoKE is knowledge-sound, by Lemma D.1, we have that u* = » mod ¢. Hence, we have
f(u*)=f(r) mod ¢ = f(u*)= f(r)+ kt for some k € Z
On the other hand, since PoKEMath.)V accepts, we have
f(r)=0 mod ¢ = f(r)=Fk{forsomek’ €Z

Hence, we have f(u*) = (k + k’)¢. Also, if f(u*) # 0, then Y # 0. Hence the above implies that AR..A wins the AR
game with non-negligible probability. This gives us a contradiction to the adaptive root assumption, and hence the proof
is complete. O

D.3 PoKEDEXx deferred proofs

In this section we present the deferred proof of Theorem 7.6; namely, we discuss the cost of the POKEDEx protocol, and
prove its knowledge-soundness.

D.3.1 Discussion of cost

Prover Efficiency. The prover complexity of POKEDEx consists of (i) invoking ¢ instances of IntegerSquareDecompose,
which requires a total of tM(nsq) log? nisq bit operations, plugging nisq = 2n we get tM(2n) log2(2n) (ii) computing a
pedersen commitment of size |v|= tlog(2n), which requires O(MSM(tlog(2n), n)) group operations. (iii) invoking
PoKEMath which incurs MSM (mpokgMath, 12) group operations and O(mpokeMath © M(7pokEMmath)) bit operations,
plugging mpokemath = m + tlog(2n) and npokemath = 1, we get O (MSM(m + tlogn, n)) group operations and
O(M(n)(m + tlog(2n))) bit operations.

By summing up the above, we get a total of O (MSM(m + tlogn,n)) group operations and O(M(n)(m + tlogn)) bit
operations.

Verifier Efficiency. The verifier complexity of POKEDEx is dominated by invoking PoKEMath which incurs
MSM (mpokEMath, A) group operations and O(spokemathM(A)) bit operations. Plugging mpokemath = m + tlog(2n)
and Spokemath = O(s+tlogn), we get a total of O (MSM(m + tlogn, X)) group operations and O(M(X)(s+tlogn))
bit operations.

Proof Size. The proof consists of (i) a single group element for the commitment to the decomposition vector (ii) ¢
integers each of size [log[log(2n) + 5]] (iii) the proof for the invoked PoKEMath which consists of a single group
element and 2mpokemath A bits, plugging mpokemath = M + tlog 2n (keeping the constants for accuracy), we get
2X(m + t[log 2n]) bits.

By summing up the above, we get a total proof size of 2 group elements and [log[log(2n) + 5]] + 2A(m + t[log 2n])
bits.

67



D.3.2 Proof of knowledge-Soundness

Here, we prove the knowledge-soundness of POKEDEx using (a) the knowledge-soundness of PoOKEMath which is
implied by the modular consistency and strong RSA assumptions (see Theorem 7.4) and, (b) the adaptive root assumption
(see Definition A.1) which is also implied by the modular consistency assumption (see Lemma A.2).

Since PoKEMath is a sub-protocol of PoKEDEX, a pair of adversaries A = (A1, .As) for the knowledge-soundness
game in PoKEDEx implies a pair of adversaries PoKEMath..A = (PoKEMath.A;, PoKEMath..A5) for the knowledge-
soundness game of PoOKEMath. PoKEMath..A; invokes Steps 2 to 7 of A; to get Xpokemath- POKEMath. A5 invokes
the rest of POKEDEx. Due to the knowledge-soundness of PoKEMath, there exists an extractor PoOKEMath.Ext that
extracts the PoKEMath witness with a negligible probability of failure. Now we define POKEDEx.Ext that invokes
PoKEMath.Ext and outputs the extracted witness.

PoKEDEx.Ext(pp,x) — w*

1. Invoke Steps 2 to 7 of the interaction between .A; and V to get pppokemath A0d XpoKEMath-
2. Invoke the PoKEMath extractor (u*, v*) := PoKEMath.Ext(pppokEmaths XPoKEMath)-
3. Output the first part of the PoOKEMath witness: w* := u*.

Now, we argue that with overwhelming probability the extracted witness w* is a valid witness for POKEDEx. Since
f'(u,v) = 0, by definition of f’ (see Step 7), we have

(@ f(u)=0
(b) Foralli € [m —t+1,m]: (u; — a;)(b; — u;) = (v;, v;), where v; is the i-th sub-vector of v of length m,. This
implies that (u; — a;)(b; — u;) > 0 or equivalently u; € [a;, b;].

It only remains to argue that (u*, G| [1:m]> = U which leverges the stitching technique. Assume for contradiction that
(u*, G [1:m]> = U. We build the following adversaries for the adaptive root assumption (see Definition A.1).

s N

Invoke pp := Setup(1*, N).

Invoke xpokepEx := POKEDEX..A; (pp)

Invoke Steps 2 to 7 of the interaction between .A; and V to get pppokeMaths XPoKEMath, and V.
Invoke the PoKEMath extractor (u*, v*) := PoKEMath.Ext(pppokemaths XPoKEMath )-

Pass (pp, XpokeDEx) as the state and output Y := (v*, G|yt 1:m4jw)]) — V.

Rl M

1. Parse pp and xpokepex := (U, m, t, (a;,b;)i_, f) as the state.
2. Invoke the PoOKEDEX extractor u* := PoKEDEx.Ext(pp, XpokEDEx)-
3. Output X :=U — (u*, G|{1.m))

L J

By extractability of PoKEMath, we have SU + V = ((u*, v*), G’) or equivalently
ﬁU + V= <U*a ﬂG|[1mL]> + <’U*, G|[m+1:m+|v|]>
rearranging the above, we get

<’U*a G|[m+1:m+|v|]> V= BU - ﬂ(’l‘L*v G|[1m]> = 5(U - <U*7 Gl[lm])) # 0
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which implies that Y 5 0 and hence the adaptive root assumption is broken. This gives us a contradiction to the adaptive
root assumption, and hence the proof is complete.

D.4 TPoKEDEX deferred proofs

In this section we present the deferred proof of Theorem 7.9; namely, we discuss the cost of the TPoKEDex protocol,
and prove its knowledge-soundness.

D.4.1 Discussion of cost

Prover Complexity. The prover complexity of TPoKEDex consists of (i) a constant number of operations for stitching
(ii) MSM (mpoKkEMath, PPokEMath) = O(MSM(1, 1)) group operations and O (1mpokemath M (PokEMath)) = O(5-M(n))
= O(M(n)) bit operations for the unrolled PoKEMath (iii) O(M(n)log?(n)) bit operations for computing the
integer square decompositions (iv) MSM(3 x 2" n) = O(MSM(logn,n)) group operations for commiting to the
decomposition vector (v) O(2"™) = O(log(2n)) = O(logn) group operations for TIPA.

Hence, a total of O(MSM(log 1, 1) + logn) group operations and O(M(n) log? 1) bit operations are required.

Verifier Complexity. The verifier complexity of TPoKEDex consists of (i) a constant number of operations for
stitching (ii) O(MSM(mpokemath, A)) = O(MSM(1, A)) group operations and O(s - M(X)) bit operations for the
unrolled PoKEMath (iii) O(2"™) = O(log 2n) = O(logn) group operations for TIPA.

Hence, a total of O(MSM(1, \), log n) group operations and O(sM(\)) bit operations are required.

Proof Size. The proof consists of 1 group element and 2mpokemath A = 10X bits for the unrolled PoOKEMath, and
2n1ipa + 2 = 2[log[log(2n) + 5]] + 2 group elements and 6nripa(2A) + 12X = 12A[log[log(2n) + 5]] 4+ 12X bits
for TIPA.

Hence, a total of 2[log[log(2n) + 5] + 3 group elements and 12A[log[log(2n) + 5] + 22\ bits is requires.

D.4.2 Proof of knowledge-Soundness

Here, we prove the knowledge-soundness of TPoKEDex using (a) the knowledge-soundness of TIPA which is implied
by the strong RSA and discrete log assumption (see Theorem E.4) and, (b) the knowledge-soundness of PoKE which is
implied by the modular consistency assumption (see Theorem 7.2) and, (c) the knowledge-soundness of PoKEMath
which is implied by the modular consistency and strong RSA assumptions (see Theorem 7.4) and, (d) the adaptive root
assumption (see Definition A.1) which is implied by the modular consistency assumption (see Lemma A.2).

Assuming that we have polynomial time adversaries TPoKEDex..A := (TPoKEDex..A;, TPoKEDex..45), we build a
TPoKEDex extractor as follows:

TPoKEDex Extractor. Since PoKE is a sub-protocol of TPoKEDex, we can define the PoKE adversary pair
PoKE.A = (PoKE.A;, POKE.A5) by using TPoKEDex..A. Moreover, Due to the knowledge-soundness of PoKE,
There exists PoKE.Ext; Hence, we define TPoKEDex.Ext as follows:

TPoKEDex.Ext(pp,x) — w*

1. Invoke Steps 2 and 3 of the interaction between A; and V to get

PPpoke = (IV, G, G/)

xpoke = (U',m)
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L 2. Invoke the PoKE extractor and output u* := PoKE.Ext(pppke, XpokE)- J

Now, we have to prove that with overwhelming probability the following hold:
1. ¢-Gy =C and (u, (Gl, GQ,Gg,G4)> =U
2. fle,u)=0
3. uy € [a1,b1],u2 € [ag,bs],us € [ag, bs)
Proving Item 1. Here, we use the stitching argument, similar to the proof in Appendix D.3.2. By the knowledge-
soundness of PoKE, we know that for the extracted (¢*, u*) with overwhelming probability, ((c*, u*), G') = U’ which
implies
(¢, BG1) + (u",Gp25) = BC+U = (u",Gljz5) — U = B(C — (c*,G1))

This gives us a stretegy to break the adaptive root assumption (see Definition A.1):

1. Invoke XTPoKEDex = TPOKEDGX.Al(pp) where XTPoKEDex — (C, []7 (ai, bi)?:% f)
2. Invoke w* := TPoKEDex.Ext(pp, xTPoKEDex) where w* := (0*7 u )
3. Output Y := (u*, G|[2:5]) — U

L J

AR.A5(B)

1. Output the adaptive root X := C' — {¢*, G1)

Now, if either ¢ - G1 # C or (u, (G1,G2,G3,G4)) # U, Y # 0 and the above adversaries break the adaptive root
assumption. Hence, with overwhelming probability, we have

C- Gl =C
<u7 G|[2:5]> =U

Proving Item 2. Since TPoKEDex runs a full PoOKEMath protocol (unrolled), we can use the exact argument for
PoKEMath in Appendix D.2. In particular, if single rational root assumption (see Definition A.5) and adaptive root
assumption (see Definition A.1) hold, then with overwhelming probability

f(cﬂu):()

Proving Item 3. In this part, we use the same technique as the one we used to prove Item 2. However, the function
being checked is implicitly defined by the TIPA relation, unlike the scenario in POKEDEX, where the function was
explicitly checked in the definition of f. Here, we define g : Z — Z as g(X) = X — |X| which is an indicator for
positivity.

Assume for contradiction that there exists ¢ € {2, 3,4} such that u; & [a;, b;] or equivalently (b; — u;)(u; — a;) < 0.
Now we can define adaptive root adversaries AR..A; and AR.As:

1. Invoke pp := Setup(1*, N).
2. Invoke xTpokEDex := TPoKEDex..A; (pp)
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3. Invoke (c*,u*) := TPoKEDex.Ext(pp, XTpoKEDex)
4. Seti € {1,2,3} to be the index such that u; & [a;, b;].
5. Output Y = g((bi — wi)(wi — a;)) - G = 2(b; — u;)(u; — a;) - G

L J

s N

1. Interact with TPoKEDex..A2(pp) by feeding it a random stitching challenge (3 & [F, and PoKE challenge
¢ € I, to obtain a transcript tr.

2. If V does not accept on the transcript tr, return to Step 1.

Parse i € {1, 2, 3} from the state.

4. Output X := (g((bi—1 — ui)(u; — a;—1))/0)G

L J

w

Due to the soundness property of TIPA, with overwhelming probability, for all j € {2, 3,4} and for some k; € N,
m € N, and v; € Z™ we have

(bj —75)(rj — a;) = (vj,v;) mod £
(bj — ) (r; — a;) = (vj,v5) + k;l
Due to Lemma D.1, with overwhelming probability we have
(b1 — wi)(ui — ai—1) = (v5,v;) + kil + kil

Since (b;—1 — u;)(u; — a;—1) < 0 and (v;, v;) > 0, we have

g((bi1 — wi)(ui — ai—1)) = (bi—1 — wi)(wi — ai—1) — [(bi—1 — wi)(u; — a;—1)|
('ul,'ul) + kil + k 0 — |<'vi, v;) + kil + k|
=2 ( )
Then the above construction for AR.As is computing g((b;—1 — w;)(u; — a;—1))/¢ = 2(k; + ki) and outputting

X := 2(k; + k)G which breaks the adaptive root assumption. Hence, with overwhelming probability, we have
u; € [a;,b;] forall i € {2,3,4}. This concludes the proof of knowledge-soundness of TPoKEDex.
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E Deferred discussion on inner product argument

E.1 Triple inner product arguments (TTPA)

In this section we first recall the TIPA relation, and proceed to present the corresponding deferred constructions and
proofs.

Definition [restated] 1 (TIPA relation). Given pp = (3N, G, (G1, Go, G3)) < Setup(1*,3N), we define the NP

relation Z5o 1o be the set of tuples
X,) _ (Cvgv (’Ul,’Ug,’Ug)),
w (I‘l, ra, rS)

where (G1,Go, G3) € G3N,CeG,teNis a prime larger than 2N V1, V9,03 € Zy, and 11, T2, v3 € ZN such that
C = <I‘17 G1> + <I‘2, G2> + <I'3, G3> and v, = <I‘Z‘,I‘i> mod { Vie [3]

We construct an argument of knowledge for Z1pa by definining a sequence of relations, Zripa-i, for i € [0,1,...,n]
and constructing reductions of knowledge from Zripa-; to Ztipa-(i4+1), foreachi € [1,...,n].

E.1.1 The TIPA-i relation

As a preliminary we define the following function triplefold, that takes as input a vector G € 3 - G2", an integer
i € N and challenges o € Z*, and “folds’ G in half 7 times with respect to the challenges . For i = 0, we define
triplefold(G, 0, L) := G.

triplefold(G, i, ) - G’

. Set (G}, G4, Gh) :=G.
. Foreach j € [i]:
For each k& € [3]:
Fold G}, + a; - G}, + G|
. Output G’ := (G}, G}, GY).

N

We now define the following relations for each i € [0, 1,...,n].

Definition E.1 (TIPA-i relation). Given pp = (3-2",G, (G1, G, G3)) < Setup(1*, 3-2"), we define the NP relation

K on-; 10 be the set of tuples
X, . (C7€7’U7’77a)7
w (r17 ro, I'3)

where C € G, { € N is a prime larger than 2*, v € Zy, v € [0,£), o € [0,£)? and 1,713,173 € 72" such that for
(G, GY, GY) := triplefold((G1, G2, G3), 4, @)

3
C = (r1,Gy) + (r2,G3) + (r3,G;)  and v = ZVi_l +(ri,r;) mod ¢

i=1

Notice that for concrete efficiency, we have ‘batched’ the three inner product claims using a random challenge ~.

E.1.2 The TIPA-0 reduction

In this section we present a reduction of knowledge TIPA.Reducey from Zpa to Z1ipa-o-
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TIPA.Reduceq

(P(pp,x, w), V(pp, x)):
Parse: pp = (3-2",G,(G1,Ge,G3)),x = (C, ¢, (v1,v2,v3)) and w = (r1,ra,r3).

1. V samples y & 74 and sends it to P.

2. PandV set
v i=v +7-va+~%-v3 mod ¢

3. Define x' := (C,¢,v',v) and w' := (r1,r2,r3).
4. P receives output (x’, w’) and V receives output x’'.

. J

Lemma E.2. For G := Setup and the P, V above, define TIPA.Reducey := (G, P, V). If the discrete log assumption
(Definition 3.1) holds, TIPA.Reducey is a reduction of knowledge from Ztipa to Ztipao- The prover time is O(1)
scalar operations, the verifier time is O(1) scalar operations, and the communication complexity is 1|Z,|.

Proof. Completeness and public reducibility follow from inspection, analogous to the proof of Lemma 8.4.

Knowledge soundness. We prove knowledge soundness via tree extraction (Lemma 2.6), which states that if a
candidate reduction of knowledge satisfies completeness and public reducibility, it is enough to show that it satisfied tree
extractability. That is, there exists a PPT extractor Ext that for all instances x € %5 pa-; outputs a satisfying witness w*
with probability at least 1 — negl()), given an n-tree of accepting transcripts for x where the verifier’s randomness is
sampled from space @ such that |Q|= O(2*), and n = poly()). In our setting, n = 3 and Q = [0, £).

For each j € [3], let the transcript tr; contain (x/, w’) and the verifier’s challenge to the prover, ~;. For each j € [3],
parsing x’; as (C, £,v},7;) and w} as (ry j, ra j,T3 ), since tr; is accepting, it must be the case that:
C = (r1;,G1) + (r25, Ga) + (r35, G),
and
Vi = (r1g,rag) + 5 (P2giray) 495 - (s rs) mod ¢
= U1+ - V2 +7J2 " U3 = <r1,j7r1,j> +75 <I'2,j71'2,j> + ’sz : <r3,j>r3,j> mod £
= 0=((r1j,r1;) —v1) +7 - ((r2,r2,;) —v2) +77 - ((r3,73;) —vs) mod {

It must be the case that, except with negligible probability, r; 1 = r; 2 = r; 3 for all ¢ € [3]. If not, we could break the
discrete logarithm assumption (Definition 3.1) for (G1, G2, G4), which is a uniformly random vector sampled from
G*2". Thus, we can define r; := r; 1, forall i € [3].

We can now say that for each j € [3]:

0= (<I‘1,I‘1> — Ul) + Vi (<I‘27I'2> — ’UQ) +’YJQ . (<I‘3,I‘3> — ’03) mod ¢

We can define a polynomial p(X) € Z,[X] of degree 2 to be p(X) := ({r1,r1) —v1) + X - ({ra,r2) — va) + X2 -
((r3,r3) — v3). For each j € [4], define 3} € Z, tobe B} := 3; mod £, and notice that each /3 is a distinct element of
Zy. Since for all j € [4], p(3}) = 0, the coefficients of the above polynomial must all be 0 (as elements of Z), implying
that v; = (r;,r;) mod ¢, for each j € [3]. Thus a PPT extractor Ext can output this satisfying witness (r1,rz,r3)
corresponding to x with probability at least 1 — negl(\). O

E.1.3 The TIPA-i reductions

We now present a reduction of knowledge TIPA.Reduce; from Ztipa-; to Zrtipa-(i+1). foreachi € [1,... n].
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TIPA.Reduce;

(P(pp,x, w),V(pp,x)):
Parse: pp=(3-2",G,(G1,G2,G3)),x = (C,4,v,y,a) and w = (r1,ra,r3).

1. P and V compute (G}, G, G%) := triplefold((G1, G2, G3), i, ).
2. P computes Cp, := Zj:1<er, G p)and Cp = Z?:1<r]—3, G/p)-
3. For j € [3]: P computes v;r, := (rjz,rjz) mod ¢ and vjc := (rjr,rjr) mod /.
4. P computes
vp = vip +y-vap +9% vz, mod /
ve i=vic 7 va0 +7° - vs¢ mod £
5. Psends Cp, Cg, ['UjL]je[S]’ [UjC}jE[S] to V.
6. V samples ;41 < [0,2*] and sends it to P.
7. Forj € [3]:
8. P sets r; ‘=T + Qg1 TjR.
9. PandV set

vp :=v —wvr mod /£,
vVi=ovL4+2-a-ve+a?-vg mod !

10. PandVsetC' :=Cr+o-C+a?-Cp.

i+1
11. Define x' := (C”,£,v',7, [a;]55]) and w' := (r},rh, 13).
12. P receives output (x’, w’) and V receives output x’.

L J

Lemma E.3. For G := Setup and the P, V above, define TIPA.Reduce; := (G, P, V). If the discrete log assumption
(Definition 3.1) and the multi-rational root assumption (Definition A.7) hold, TIPA.Reduce; is a reduction of knowledge
from Ztipa-i to Z1ipa-(i41)- The prover time is O(2™) group operations, the verifier time is O(2™) group operations,
and the communication complexity is 2|G|46|Zg|.

Proof sketch. The proof of the aforementioned lemma follows similarly to that of Lemma 8.4, with the following
modification.

In the proof of security of SIPA.Reduce;, the transcripts were used to say:

1 B B7] [CL Bi-r1 11
1 B B3| |C|=|B12 |G
1 Bs B3| |Cr B3-r3 13

In the case of TIPA.Reduce;, the transcripts will give us:

1 B Bi| [Ce Bi-rin Tia Bi1-r21 T2 Bi1-r31 T3
1 By B3| |C|=|B2ri2 Ti2| G+ |B2-T22 Too| Gh+ |Bo2-T32 T32| G
1 B3 B3| |Cr B3 ri3 Tris B3-Ta3 Tras B3-r33 I3z

Again, for notational convenience we define:

For notational convenience, we define

1 B B Bi-rj1 T
M := |1 ﬂg % and R,‘ = 52 *Tjo Tj2 V] S [3]
1 B3 B3 B3-rj3 T3
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As before, one can compute P := adj(M) such that PM = det(M) - Is. Defining m := det(M), this gives that:

Cr
m-| C| = PR,G, + PR,G), + PR,G/,
Cr

The multi-rational root assumption (Definition A.7) implies that, except with negligible probability, m must divide
PR, PR, and PRj3. This is because if not, this implies the existence of an efficient adversary A(G, G1, G2, G3)
that with non-negligible can output (U, m,ry,re,r3) suchthat m -U =ry - G1 + 12 - Go +r3 - G3, where m > 1 and
for j € [3] there exists at least one k; such that m and 7 5, are coprime.

Along the same lines as the proof of Lemma A.8, we can use this adversary A to build an adversary B(G, G) that breaks

the multi-rational root assumption. Given G, B samples a1, oo, az < [0,3B’), where B’ is an upperbound on the
3

1 1
order of G, and for each j € [3] sets G, := «; - G. As before, with probability at least (1 -3 > 7 over the choice

of a1, g and ag, G1, G and G look truly random. Thus B can just obtain (U, m,r1,ra,r3) < A(G, G1, G2, G3)
such that m - U = (ayr1 + asrs + asrs) - G and output (U, m,r := a1r1 + aors + agrs). Clearly B succeeds with
non-negligible probability, thus breaking the multi-rational root assumption.

The argument to show that the extracted (ry, T, r3) satisfies v = >°_ ~~1

adaptation of the one in the proof of Lemma 8.4.

- (r;,r;) mod /¢ is a straightforward

E.1.4 The full TIPA protocol

We now present the full argument for 255, for a given pp = (3 - 2", G, (G1, G2, G3)), which applies TIPA.Reduce
iteratively to shrink the size of the instance to length 3, and which is directly checked.

TIPA

(P(pp,x, w), V(pp, x)):

Parse: pp = (3-2",G,(G1,G2,G3)),x = (C, ¥, (v1,v2,v3)) and w = (r1,ra,T3).

1. Define xg := x and wq := w.

2. Foriin[0,...,n—1]:

3. (X1, Wiy1) < TIPA.Reduce; ({(P(pp,xi, W;), V(pp, Xi))).

4. Parse x,, = (C', ¢, (v}, v5,v4), &) and wy, = (r], 715, 7%).

5. P sends (7,75, 74) to V.

6. V accepts if for (G, Gb, G5) < triplefold((G1, G2, Gs),n, a):
C'=r -G +ry-Gy+rh - GY, and
vy =771, mod{ Vje[3]

Theorem E.4. [f the discrete log assumption (Definition 3.1) and the multi-rational root assumption (Definition A.7)
hold, then TIPA := (Setup, P, V), with P and V as above, is an argument of knowledge for Ztipa. The prover
time is O(2™) group operations, the verifier time is O(2™) group operations, and the communication complexity is
2n|G|+6n|Z|+ Yy 7).

The proof of this theorem is analogous to that of Theorem 8.5. Once again, as an optimization we can use PoOKEMath
at the end instead of directly sending (], 7%, r3) to the verifier, bringing the communication complexity down to

(2n + 1)|G|+6n|Z¢|+cost(PoKEMath) < (2n + 2)|G|+6n|Z,|+12A.
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E.2 Deferred self inner product argument (SIPA) proofs

In this section we present the deferred knowledge soundness proof of Theorem 7.2.

E.2.1 Proof of Lemma 2

In this section we present the deferred proof of Lemma 8.4.

Proof. Completeness. Completeness follows directly from the construction of SIPA.Reduce;. If (x, w) € Z&ha_;,
then parsing x as (C, £,v, & = [oy]’_, ), w as r and setting G’ := fold(G, 7, ), it must be the case that C' = (r, G’)
and v = (r,r). Given any a; 41 € [0,2*], we can set:

C':=CL+ a1 - C—FO&?_H - CR,

vr :=v —wvr mod ¢,

v i=vp 42 a1 ve +aiy, cvp mod

/

r :=ry+ai41 TR
Setting x’ := (C', £,0',, [05]];111) and w’ := 1/, it is easy to see that given the verifier challenge o; 11, SIPA.Reduce
((P(pp,x, w), V(pp,x))) outputs precisely (x’, w’). Defining G” := fold(G,i + 1, [aj};ill) we now have that:

C' = <I‘L,GR> + Qg1 - C+ Oé?Jrl . <I'R,GL> = <I‘/7GH>,

v = (rp,rr) + 2 qiy1 - {rr,TR) + aip, - (tp,rr) mod £ = (r',r') mod ¢

Thus we have that (x', w’) € ZEP

SIPA-(i-+1)" 3 required.

Public reducibility. Public reducibility can be shown as follows: ¢ (pp, X, tr) — x’ merely parses x as (C, £, v, @ =
[a;]5_,), obtains C”, v" and ;1 from tr, and outputs x' := (C”, £,v', &’ := [ozj};ill)

Knowledge soundness. We prove knowledge soundness via tree extraction (Lemma 2.6), which states that if a
candidate reduction of knowledge satisfies completeness and public reducibility, it is enough to show that it satisfied tree
extractability. That is, there exists a PPT extractor Ext that for all instances x € %sjpa-; outputs a satisfying witness w™*
with probability at least 1 — negl(\), given an n-tree of accepting transcripts for x where the verifier’s randomness is
sampled from space @ such that |Q|= O(2*), and [, n; = poly(\). In our setting, n = 4 and Q = [0, ¢).

Foreach j € [4], let the transcript tr; contain (x, w’;) <= SIPA.Reduce; ({P(pp,x, w), V(pp,x))), CL, Cr, v, and ve,
where the verifier’s challenge to the prover is 3;. For each j € [4], parsing x} as (Cj, £, vj, ([ok]j—;, B;))® and w’; as r;,

since tr; is accepting, it must be the case that for G/ := fold(G,i + 1, (lax)i_y1, B;)) and G’ := fold(G, 4, o)} ):

(
:>CL+Bj'C+BJ2"CR:<rj7Bj' ’L+G’R),and

(rj,r;) mod ¢

(

The first equation, for j € [3], can be rewritten as:
1 ﬁl 5% CL 51 ry I
1 B % C|=|B212 12 G’
1 B3 B3] [Cr fs-rs r3

8 Assume that any element vy, for any subscript k, in the rest of this proof is an element of Z,. We sometimes omit writing the
necessary mod / for brevity.
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For notational convenience, we now define

1 B B Bi-r1 11
M= |1 ﬂz 6% and R = 62 ‘g TIo
1 Bs 3 fs-r3 T3

Let P := adj(M) € Z3*3, the adjugate matrix of M such that PM = det(M) - I3, where det(M ) is the determinant
of the matrix M and I3 € Z3*3 is the identity matrix. Defining m := det(M), it is now easy to see that:

CL CL
PM|C|=m-|C|=(PRGC
Cr Cr

Let Py, P, and Pj be the rows of P. It is easy to see that a’ := PiR, r’ := PR and b’ := P3R are vectors in
€ 7Z*" " suchthatm-Cp = (a@’,G'), m-C = (r',G') and m - Cr = (b, G’). Additionally, the extractor Ext can
compute these vectors in a, r and b in polynomial time.

The multi-rational root assumption (Definition A.7) implies that, except with negligible probability, 72 must divide a’, r'
and b'. Thus we can define a := a’/m € Z*" ", r :=v'/m € Z*" "and b := b'/m € Z*" ', such that C1, = (a, G'),
C=(r,G')and Cg = (b,G’).

Now, using all 4 transcripts, we can write:

1 B 2 o] (8111 11
1 B B / Ba-ry T2
r| G = G
1 B3 f3 Bz-r3 T3
b
1 B fi - [Ba 14 T4
a+pi-r+p7-b] (8111 1]
a+pBe-v+pB5-b| o, |B2rr2 Tao|
- a+f3-r+p3-b G = Bs-r3 13 G
a+fs-r+67-b) |Ba T4 T4

It must be the case that, except with negligible probability, a + 3; - r + /3]2- -b = (B, - r;||r;) foreach j € [4]. If not, Ext
(which runs in polynomial time) could use @ + 3; - r + ﬁjz -b # (B; - rs||r;) to break the discrete logarithm assumption

(Definition 3.1) for G/, which is a uniformly random vector sampled from G, Comparing the left half of each of
these vectors with the right half multiplied by 3;, we get:

ap+ B+ B; by =B (ar+ B -Tr + B} - br)
= ap+B; rp+6; bp=08j-ar+ B -rr+ 5 by
= ar + (rp —ag) - Bj+(by —rg)- B} —br- ] =0
Defining the polynomial p(X) € Z2" ' [X] of degree 3tobe p(X) := ar + (rp —ar)- X + (b —rg)- X —bg - X,
this implies that p(3;) = 0 for each j € [4]. This implies that the coefficients of the polynomial must all be 0 and thus

rp =agr,rrg=brandar =br = 02" Plugging this back into the original equation, we get that for each j € [4],

rp+ B rr=r;

By definition, C' = (r, G’), so we just have to show that (r’,r’) = v. Recall that for each j € [4]:

vL+2-ﬂj~vc+5J2-vR:<rj,rj) mod ¢
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= vy +2- 5 -ve+B;2-vg=(rp,r)+2-6;- (rL,rR>—|—5]2~<rR,rR> mod ¢
= (vp — (rr,rL)) +2- (ve—(rL,TR))B; + (Vg — (rr,TR))B; =0 mod ¢

As before, we can define a polynomial p(X) € Z,[X] of degree 2 to be p(X) := (vp — (rp,rL)) +2 - (vo —
(rp,rr))X + (vg — (rgr,rR)) X2 Foreach j € [4], define B € Zy to be B} := B; mod £, and notice that each
f3; is a distinct element of Z,. Since for all j € [4], p(8;) = 0, the coefficients of the above polynomial must all
be 0 (as elements of Z), implying that: v;, = (rp,r;) mod ¢, vc = (rp,rg) mod ¢ and vg = (rg,rg) mod /.
Thus (r,r) = (rp,r) + (rg,rr) = v, + vg mod ¢. However, by definition, vg = v — v;, mod ¢, implying that
v = (r,r) mod /.

To summarize, the extractor Ext works as follows:

s N

Ext([tr;]{_,) — w*

1. Foreach j € [4]:

2. Obtainx; = (C}, 4, v, (loaw)j—y, B;)) and w) = r; from tr;.

3. Use [B;]3_, and [r;]%_; to define the matrices M € Z**3 and R € Z3**" ",
4. Compute P := adj(M) and m := det(M).

5. Compute r := PoR/m.

6. Output w* :=r.

L J

Efficiency. The efficiency claims follow from inspection.
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