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Abstract. Twisted generalized Reed-Solomon (TGRS) codes constitute

an interesting family of evaluation codes, containing a large class of

maximum distance separable codes non-equivalent to generalized Reed-

Solomon (GRS) ones. Moreover, the Schur squares of TGRS codes may

be much larger than those of GRS codes with same dimension. Ex-

ploiting these structural differences, in 2018, Beelen, Bossert, Puchinger

and Rosenkilde proposed a subfamily of Maximum Distance Separa-

ble (MDS) Twisted Reed–Solomon (TRS) codes over Fq with ` twists

q ≈ n2` for McEliece encryption, claiming their resistance to both Sidel-

nikov Shestakov attack and Schur products–based attacks. In short, they

claimed these codes to resist to classical key recovery attacks on McEliece

encryption scheme instantiated with Reed-Solomon (RS) or GRS codes.

In 2020, Lavauzelle and Renner presented an original attack on this sys-

tem based on the computation of the subfield subcode of the public TRS

code.

In this paper, we show that the original claim on the resistance of TRS

and TGRS codes to Schur products based–attacks is wrong. We identify

a broad class of codes including TRS and TGRS ones that is distinguish-

able from random by computing the Schur square of some shortening of

the code. Then, we focus on the case of single twist (i.e., ` = 1), which

is the most efficient one in terms of decryption complexity, to derive
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an attack. The technique is similar to the distinguisher-based attacks of

RS code-based systems given by Couvreur, Gaborit, Gauthier-Umaña,

Otmani, Tillich in 2014.

Keywords: Twisted generalised Reed-Solomon codes, Schur products, Code-

based Cryptography, McEliece encryption scheme, Cryptanalysis,

1 Introduction

McEliece’s encryption scheme dates back to the early ages of public key cryptog-

raphy. For a long time it has been considered unusable because of the significant

size of the public key. However, with the recent and growing interest of post-

quantum cryptographic primitives, Classic McEliece [1] could be standardized

in the near future. Besides the seminal proposal by McEliece himself based on

classical Goppa codes, there have been many attempts to replace Goppa codes

by other families of codes with more efficient decoding algorithms in order to re-

duce the key size. In 1986, Niederreiter [23] suggested generalized Reed-Solomon

codes (GRS) to replace Goppa codes, but it was shown to be insecure by Sidel-

nikov and Shestakov in [27]. Thereafter, several instantiations using codes “close

to GRS” codes appeared. Berger and Loidreau replaced the GRS code by a sub-

code of low codimension [7]; Wieschebrink [33] included some random columns in

a generator matrix of a GRS code; this approach was further enhanced in [30,31]

by additionally “mixing” the random columns with the original ones via specific

linear transformations; finally, in [2] Baldi, Bianchi, Chiaraluce, Rosenthal, and

Schipani proposed to mask the structure of a GRS code by right multiplying it by

a “partially weight-preserving” matrix. All these proposals have been partially or

fully broken using attacks derived from a square code distinguisher [9,11,15,34].

Twisted Reed-Solomon codes (TRS) are evaluation codes in the Hamming

metric. These codes were introduced in [5], adapting to the Hamming setting

Sheekey’s construction of twisted Gabidulin codes [25] in rank metric. Unlike

Reed-Solomon codes, TRS codes are not always maximum distance separable

(MDS) codes, but this family of codes contains MDS codes that are not equiva-

lent to generalized Reed-Solomon (GRS) codes. Recently, in [3], TRS codes have

been proposed as an alternative to Goppa codes for McEliece cryptosystem, and

example parameters are given that provide shorter keys compared to the original

McEliece cryptosystem for the same security level. The authors also singled out a

subfamily of twisted Reed-Solomon codes, which they “provably” claimed to be

resistant against several known structural attacks on the McEliece cryptosystem
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based on RS-like codes: Sidenlikov–Shestakov [27], Wieschebrink [32,34], Schur

square-distinguishing [9].

More recently, Lavauzelle and Renner [20] gave an efficient key-recovery at-

tack on the TRS variant proposed in [3] based on identifying some specific struc-

ture of the subfield subcode. Lavauzelle and Renner assumed the security claims

of [3] on the resistance of TRS codes to Schur squares to be true and identi-

fied another weakness that was very specific to the chosen public keys (i.e. the

underlying TRS code is MDS) coming from some tower of extensions of finite

fields. It is worth mentioning that their attack restricts to a limited subfamily

of TRS codes.

In this paper, our contributions are threefold. First, we show the claims of [3]

on the resistance of TRS codes to Schur square distinguishing are wrong. This

holds even for their generalized version : TGRS codes. Hence we are able to prove

that such codes are distinguishable from random as soon as their number ` of

twists is in O(1). The latter assumption is reasonable since the decoding of such

codes is exponential in `. In short, we prove that any TGRS codes that could be

proposed for the McEliece scheme are actually distinguishable from random.

Second, for the case of TGRS codes with a single twist (` = 1) we show how

to derive a polynomial time attack from the Schur square distinguisher. This

attack is in the very same flavour as the attack of [9,15] on BBCRS scheme [2]

and runs in O(q3n4) operations in Fq. Note that the family of codes for which

such an attack applies is much larger than the family broken by [20], which was

restricted to a restricted family of TRS codes.

Third, the attacks in [9,15] involved a heuristic argument that was claimed

to hold “with a high probability”. In the present article, we provide a detailed

analysis of the success probability of the algorithm, providing a proven attack

of the scheme. Note that we are able to estimate this success probability for a

range of parameters that is strictly included in the range of parameters we

can actually attack. In short : this attack works on a broad range of parameters

and we can prove its success without involving any heuristic arguments in some

subrange of parameters.

Outline of the article

Section 2 provides the basic notation and the necessary prerequisites on GRS

codes, TGRS codes, Schur products, and McEliece encryption scheme. In Sec-

tion 3, we introduce a new class of codes called quasi–GRS codes which strictly

includes TGRS codes, which turns out to be the class of codes we succeed distin-

guishing from random by computing the Schur square of some of their shortening.
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In Section 4, we show how to distinguish quasi–GRS codes from random. Sec-

tion 5 is dedicated to the presentation of an attack on the McEliece instantiated

with TGRS codes with a single twist and a SageMath implementation of the

attack together with timing results are given in Section 6. Finally, Section 7 is

dedicated to a probability analysis yielding the proof of a crucial theorem for

the attack.

2 Preliminaries

Let q be a prime power, Fq be a finite field of order q, and Fnq the Fq vector space

of dimension n. In this article, vectors are represented by lowercase bold letters:

a, b, c and matrices by uppercase bold letters G,H. Given a positive integer n,

we denote [n] to be the set [n]
def
= {1, . . . , n}. We denote by Fq[x]<k the space

of polynomials over Fq of degree strictly less than k. Finally, given elements

a1, . . . , as of a given vector space V , we denote by 〈a1, . . . , as〉 the vector space

spanned by these elements. Note that all the considered vector spaces in this

paper are over Fq, hence the field is not specified when mentioning dimension or

vector span.

Sometimes, since we work with Twisted Generalized Reed Solomon codes, it

would be useful to remove one monomial xh (for a certain 0 6 h 6 k − 1) from

the previously defined subspace Fq[x]<k. In that case, we denote:

Mon<k,ĥ
def
=
〈
x0, . . . , x̂h, . . . , xk−1

〉
, (1)

where the hat notation means that the monomial xh is removed. In a more gen-

eral situation, when we remove more than one monomial, for instance xh1 , . . . , xh`

for ` > 1, we denote,

Mon<k,ĥ
def
=
〈
xi : i ∈ [n] \ {h1, . . . , h`}

〉
where h

def
= (h1, . . . , h`). (2)

Finally, the present article crucially uses the notion of shortening of codes:

Definition 1. Given a code C ⊆ Fnq and a subset I = {i1, . . . , i|I|} ⊆ [n], the

shortening of C at I, denoted as CI , is defined as

CI
def
= {(xi)i∈[n]\I : x = (x1, . . . , xn) ∈ C such that ∀i ∈ I, xi = 0}.

Remark 1. In short, the shortened code is the subcode of vectors whose entries

indexed by I are zero and whose prescribed zero entries are removed. Then at

some places in the paper – we will mention it when needed – we will not remove

the prescribed zero entries from the shortening and hence take as a definition:

{x ∈ C : ∀i ∈ I, xi = 0}.
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2.1 Schur products of linear spaces and evaluation codes

One of the most important tools in the cryptanalysis of the McEliece encryp-

tion scheme and its variants is the Schur product of codes. For this reason, we

introduce the following definitions.

Definition 2 (Componentwise product). Given a = (a1, . . . , an) and b =

(b1, . . . , bn) in Fnq , we denote by a ? b the componentwise or Schur product as

a ? b
def
= (a1b1, . . . , anbn).

Definition 3 (Schur product of linear codes and square code). The

Schur product of two linear codes A, B ⊂ Fnq is defined as,

A ? B def
= 〈{a ? b : a ∈ A, b ∈ B}〉

When A = B then A ?A is called square of A and is denoted by A2.

We can easily derive an upper bound on the dimension of the Schur product

of two codes and of the square product code : if we consider a basis of A and B,

the product space is generated by the componentwise products of their elements.

Proposition 1. If A and B two linear codes of length n. Then,

1. dim(A ? B) 6 dim(A) dim(B),

2. dim(A2) 6
(
dim(A)+1

2

)
In particular, for a random code of dimension k and length n, it can be shown

that the dimension of the square is min
{
k(k+1)

2 , n
}

with high probability. Such

a statement is proved in [8, Thm. 2.3] for binary codes and in [16, Thm. 2] for

q-ary ones.

Proposition 2. Let k, n > 0 such that
(
k+1
2

)
< n and A be a random [n, k]

code. We have

Prob

[
dimA2 <

(
k + 1

2

)]
= o(1).

2.2 Generalized Reed-Solomon codes and the square code

construction

Given a vector α = (α1, . . . , αn) ∈ Fnq for distinct αi’s and v = (v1, . . . , vn) a

nonzero vector in Fnq , we consider the following evaluation map associated to α

and v,

evα,v :

{
Fq[x] −→ Fnq
f(x) 7−→ (v1f(α1), . . . , vnf(αn)).

(3)
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Definition 4 (Generalized Reed-Solomon Code). Let k, n be positive in-

tegers, k < n 6 q. The [n, k]q generalized Reed-Solomon (GRS) code associated

with α,v is defined as

GRSk(α,v)
def
= {(evα,v(f) : f ∈ Fq[x]<k)}.

If v = (1, . . . , 1), then the code is a Reed–Solomon code denoted as RSk(α).

GRS codes lie at the core of algebraic coding theory. Many other algebraic

constructions of codes, such as Alternant codes, BCH codes, Goppa codes, Sri-

vastava codes, and so on, are derived from GRS ones. GRS codes are famous

because of their optimal parameters: they are known to be Maximum distance

Separable (MDS), i.e. they have the best possible minimum distance with re-

spect to their length and dimension. In addition, such codes benefit from efficient

decoding algorithms up to half their minimum distance [24, Chapter 6] and even

beyond using list decoding [17,29].

The Schur product (see Definition 3) plays a central role in the cryptanalysis

of the McEliece cryptosystem and its variants. It indeed permits to distinguish

algebraically structured codes such as GRS ones from random codes.

Proposition 3. GRSk(α,v) ?GRS`(α,v) = GRSk+`−1(α,v ? v).

Proof. See [9].

Given a GRS code of dimension k, Proposition 3 entails that the dimension of

its square is 2k−1 while Proposition 2 asserts that it would be min{n, k(k+1)
2 } for

a random code. Thus, GRS codes of dimension k < n
2 can be easily distinguished

from random ones by computing their Schur square. For GRS codes of dimension

> n
2 , they can be distinguished from random by computing the square of their

duals which is itself a GRS code.

Sometimes, the sole use of the Schur product is insufficient to provide a

distinguisher, it is then useful to consider the square of a shortening of the

the code. Shortening then squaring turns out to be very efficient to distinguish

codes “close” to GRS codes, as shown in [9,10,11,12,13,14,15]. For this reason,

we introduce the following Lemma that will be useful later.

Lemma 1. Shortening of an [n, k] GRS code at a 6 k positions gives an [n −
a, k − a] GRS code.
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2.3 Twisted generalized Reed–Solomon codes

Twisted Reed–Solomon codes (TRS) and Twisted Generalised Reed–Solomon

(TGRS) codes are slight variants of GRS codes. First inspired by a rank–metric

counterpart [25], they have been first introduced in [4,5] as a possible alternative

to GRS codes containing some MDS codes. Next, they have been proposed for

cryptographic applications in [3] with the argument that their structure was bet-

ter hidden with respect to classical attacks such as Sidelnikov Shestakov attack

or Schur square attack. They are defined as follows.

Definition 5 (Twisted generalized Reed-Solomon Codes). For positive

integers n, k, ` with ` 6 k 6 n 6 q, suppose that h = (h1, . . . , h`) ∈ {0, . . . , k −
1}`, t = (t1, . . . , t`) ∈ {1, . . . , n− k}` and η = (η1, . . . , η`) ∈ F`q. Then

Pn,kt,h,η

def
=

f =

k−1∑
i=0

fix
i +
∑̀
j=1

ηjfhj
xk−1+tj : fi ∈ Fq

 (4)

is a k-dimensional Fq-subspace of Fq[x]. Furthermore, let α = (α1, . . . , αn) ∈ Fnq
where αi, for i = 1, . . . , n are distinct and v = (v1, . . . , vn) ∈ (F×q )n. Then the

corresponding linear code is defined as

Cn,kα,v,t,h,η
def
= evα,v(Pn,kt,h,η) ⊂ Fnq .

is called (α,v, t,h,η)-twisted generalized Reed-Solomon (TGRS) code. For bre-

vity, we will simply use P and C to denote the space of twisted polynomials Pn,kt,h,η

and the TGRS code Cn,kα,v,t,h,η.

The integer ` is referred to as the number of twists, and we call the vectors

t,h and η the twist vector, hook vector, and coefficient vector, respectively.

In [3], the authors also proposed a brute force technique to decode Twisted

Reed–Solomon codes, which can be easily generalized to TGRS. Given a received

word y = c+e ∈ Fnq , where c ∈ C, the main idea consists in guessing ` elements

g1, . . . , g` ∈ Fq and then decoding y − evα,v
∑`
j=1 gjηix

k−1+tj as a received

word of a GRSk(α). This strategy succeeds if gj = fhj
for all 1 6 j 6 `. The

complexity of such a decoder is q` times the complexity of a GRS decoder, and

the decoding radius is the same as the GRS one.

In [5], the authors proposed a decoding strategy for TRS codes based on a key

equation which can eventually achieve a better complexity than the brute force.

In particular, they introduced a partial unique decoder, which means that there

are some error patterns that cannot be corrected. They also provide heuristic

estimations of the failure probability of the decoder and of the decoding radius,
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which can be smaller than half of the minimum distance of the code. However,

even if this algorithm achieves a better complexity than brute force, it is still

exponential in the number of twists.

2.4 Reasoning on the level of polynomial spaces

All the codes involved are derived from polynomial evaluations. Note that, given

the evaluation map evα,v, then by interpolation, any element c ∈ Fnq can be

seen as c = evα,v(f) for a unique f ∈ Fq[x]<n. Consequently, we will often

reason either at the level of codewords, or at the level of polynomials. The

correspondence is as follows: for any code C ⊆ Fnq , there exists a unique subspace

PC ⊆ Fq[x]<n such that

C = evα,v(PC). (5)

This correspondence will allow us to move between codewords and polynomials

as needed. Similarly to codes, we define products of polynomial spaces as follows.

Given, P,R ⊆ Fq[x] we define

PR def
= 〈fg : f ∈ P, g ∈ R〉 .

When P = R we call this the square of P and denote it P2. Next, given a

polynomial f ∈ Fq[X] we use fP for 〈f〉 P.

As in the code setting (see Proposition 1), we have natural upper bounds.

Proposition 4. Let P and R be two subspaces of Fq[x], then

dimPR 6 dimP · dimR and dimP2 6

(
dimP + 1

2

)
.

When considering space of polynomials of bounded degree, as in the case of

GRS codes, we also have an explicit description of the product.

Proposition 5. (Fq[x]<k)(Fq[x]<`) = Fq[x]<k+`−1.

2.4.1 Relation with Schur squares. The previously introduced map

evα,v :

{
Fq[x] −→ Fnq
f 7−→ (f(α1), . . . , f(αn))

is a surjective ring morphism when Fnq is equipped with the Schur product ?.

Consequently, from the setup in (5), we obtain a surjective map P2
C → C2 which

yields:

Proposition 6. Let C = evα,v(PC) for PC ⊆ Fq[x]<n. Then

dim C2 6 dimP2
C .
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2.4.2 Relations with shortenings. Given a code C = evα,v(P) for some

P ⊆ Fq[x] and I ⊆ [n], the shortening CI of C at I corresponds to the evaluation

of P ∩ (pI) where (pI) is the ideal spanned by

pI(x)
def
=
∏
i∈I

(x− αi).

In the sequel, we denote

PpI
def
= P ∩ (pI).

2.5 The McEliece cryptosystem and its variants

McEliece code-based original cryptosystem was introduced in 1978 by McEliece

[21] and it used binary Goppa codes. However, it corresponds to very general

framework that can be instantiated with many possible codes.

Consider a family of codes F parameterized by a set S. Hence, we are given

a map

C :

{
S −→ F
s 7−→ C(s).

The above map is the trapdoor: C(s) should be easy to compute from the knowl-

edge of s but given C ∈ F , recovering s ∈ S such that C = C(s) should be

hard. Moreover, suppose that for any s ∈ S we are given a decoder D(s) that

corrects up to t errors for the code C(s). Here again, decoding should not be

possible without the knowledge of s. Then, McEliece encryption scheme can be

described as follows:

Key generation. Draw s ∈ S at random. The secret key is s.

The public key is a pair (Gpub, t), where Gpub is a generator matrix of C(s) and

t is the number of errors that the algorithm D(s) can decode.

Encryption. To encrypt a plaintext m ∈ Fkq , choose a random e ∈ Fnq with

Hamming weight wtH(e) = t. The ciphertext is c
def
= mGpub + e.

Decryption. Apply the decoder D(s) to the ciphertext c to recover m.

Examples of instantiations. McEliece’s original proposal [21] is instantiated

with classical Goppa codes, with the secret being the pair (L, g) where L is

the so–called evaluation sequence and g is the Goppa Polynomial. Later on,

Niederreiter [23] proposed to instantiate it with GRS codes, where the secret

is (x,y). This proposal was subsequently broken in [27]. Since then, several
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alternative instantiations have been suggested (the following list is far from being

exhaustive): Reed-Muller codes [26], Algebraic Geometry codes and their subfield

subcodes [18], subcodes of GRS codes [7], MDPC codes [22], among others.

Several other proposals rely on slightly modified GRS codes; see, for instance,

[2,19,30,33]. However, many of the instantiations based on codes “close” to GRS

codes have been vulnerable to attacks, with many such attacks involving the

Schur product [9,10,11,12,13,14,34]

Recently, Beelen, Bossert, Puchinger, and Rosenkilde proposed TRS codes in

[3] claiming that the corresponding cryptosystem is resistant to the well-known

attacks [9,27,32].

2.6 Cryptanalysis of the McEliece system based on GRS codes and

their variants

The TRS variant of the McEliece cryptosystem was already broken in a prior

work by Lavauzelle and Renner [20], which examined a setup different from ours.

More precisely,

1. they considered a prime power q0, the integers k < n 6 q0−1 with 2
√
n+6 <

k 6 n/2− 2 and a twist ` such that,

n+ 1

k −
√
n
< `+ 2 < min{k + 3, 2n/k,

√
n− 2}.

Further, they set qi
def
= q2i−1 = q2

i

0 for i = 1, . . . , `, such that Fq0 ⊂ Fq1 ⊂
· · · ⊂ Fq` = Fq is a chain of subfields. And finally they take ti = (i+ 1)(r −
2)− k + 2 and hi = r − 1 + i for i = 1, . . . , `, where r

def
= dn+1

`+2 e+ 2.

Note that this choice of parameters guarantees the underlying TRS to be

MDS [3].

2. They assumed that the integers q0, n, k, ` and the hook and twist vector h, t

are public parameters.

Lavauzelle and Renner’s approach assumes the validity of claims in [3]

regarding the indistinguishability of such codes with respect to the Schur

square even after shortening. So they use a strategy based on the recovery of

the subfield subcode to attack the system. The novelty of their approach lies

in the fact that, in this case, they use the subfield subcode structure of the TRS

to attack the system, whereas usually the subfield subcode operation is used

to hide the structure of the code used in encryption to improve the security.

In particular, thanks to the previous choice of parameters, they describe the
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structure of the subfield subcode (in Fq0) as a subspace of low codimension of a

classical RS code, and they exploit this code to recover the hidden TRS code.

In contrast, our work considers a general TGRS family without specific pa-

rameter assumptions, and we demonstrate that these codes, like GRS codes, can

indeed be distinguished from random codes. Then, we extend the distinguisher-

based attack of [9] to such a code family.

3 `–quasi–GRS codes

In this section, we introduce a broader class of codes called quasi–GRS codes,

which contains TGRS codes. Notably, the distinguisher we describe further,

along with most of the cryptanalysis techniques presented, applies to quasi–

GRS codes. The interest of this class is that it is closed under duality and “most

of the times”, closed under shortening.

Definition 6. Let α ∈ Fnq be a sequence of distinct elements and v ∈ (F×q )n.

An `–quasi–GRS (`–qGRS) code is defined as a code C such that

C = C0 ⊕ C1,

where C0 is a subcode of codimension ` of GRSk(α,v) and C1 has dimension `

and satisfies C1 ∩GRSk(α,v) = 0.

Proposition 7. A TGRS code with ` twists is an `–qGRS code.

Proof. Using notation from Definition 5, define

C0
def
= ev(

〈
xi : i ∈ [n] \ {h1, . . . , h`}

〉
) = ev(Mon<k,ĥ)

and C1
def
= ev(

〈
xh1 + η1x

k−1+t1 , . . . , xh` + η`x
k−1+t`

〉
).

This yields the result.

Proposition 8. The dual of an `–qGRS code is an `–qGRS code.

Proof. Let C = C0 ⊕ C1 be an `–qGRS code with C0 ⊆ GRSk(α,v) and C1 ∩
GRSk(α,v) = 0. Then, C has codimension ` in GRSk(α,v) ⊕ C1. Therefore,

GRSk(α,v)⊥∩C⊥1 has codimension ` in C⊥. Denote by C′0
def
= GRSk(α,v)⊥∩C⊥1

and let C′1 be a complement subspace of C′0 in C⊥. Therefore, it is clear that

C′0⊕C′1 = C⊥ and dim(C′1) = `. Note that C′1∩GRSk(α,v)⊥ = {0}, as otherwise,

GRSk(α,v)⊥ ∩ C′1 ⊆ GRSk(α,v)⊥ ∩ C⊥ = C′0 will lead to a contradiction.

Now, since GRSk(α,v)⊥ is again a GRS code and C′0 has codimension ` in

GRSk(α,v)⊥, we can conclude that C⊥ is an `–qGRS code.
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Proposition 9. Let C be an `–qGRS code of dimension k and I ⊆ [n] with

|I| 6 k − `. If dim CI = k − |I|, then CI is an `′–qGRS code for some `′ 6 `.

The proof of Proposition 9 rests on the following lemma.

Lemma 2. Let D = GRSk(α,v) ⊕ D1 for some code D1 of dimension `. Let

I ⊆ [n] such that |I| < k. Denote s
def
= |I|. Then, dimDI = dimD − s and is

of the form DI = GRSk−s(α
′,v′) ⊕ D′1 for some α′,v′ ∈ Fn−sq and some code

D′1 ∈ Fn−sq of dimension `.

Proof. Without loss of generality, by possibly permuting the entries of code-

words, one can assume that I = {1, . . . , s}. Since GRSk(α,v) is MDS, it has a

systematic generator matrix:
(
Ik
∣∣ A
)

for some A ∈ Fk×(n−k)q . Then, by elimi-

nation, D has a generator matrix of the form(
Ik A

(0) B

)

for some matrix B ∈ F`×(n−k)q in row echelon form. Let G be the matrix obtained

by removing the first s rows and columns of the above matrix. The matrix G

is nothing but a generator matrix of DI . Since B is in row echelon form, we

have the result on the dimension of DI . Finally, the k − s first rows of G give a

generator matrix of the shortened GRS code, which is itself a GRS code. This

yields the result on the structure of DI .

Proof of Proposition 9. By definition, C has codimension ` in a code

D def
= GRSk(α,v)⊕ C1

for some code C1 of dimension `. By Lemma 2, DI has dimension k + ` − |I|.
Since by assumption, dim CI = dim C − |I|, then CI has codimension ` in DI . By

Lemma 2 again, DI = GRSk−s(α
′,v′) ⊕ C′1 for some α′,v′ ∈ Fn−sq and some

code C′1 ⊆ Fn−sq . Let C′0
def
= CI ∩GRSk−s(α

′,v′). The code C′0 has codimension

`′ 6 ` in GRSk−s(α
′,v′) and since dim CI = k−s, we deduce that CI is the direct

sum of a codimension `′ subspace of GRSk−s(α
′,v′) and a code of dimension

`’. Hence it is an `′-qGRS code.

Remark 2. Note that the typical scenario is that the shortening of an `-qGRS

code remains an `–qGRS. Cases where ` decreases are sporadic. For ` = 1, we

can observe the following.
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Lemma 3. Let E be a subspace of codimension 1 of Fq[x]<k and assume that

p(x) =
∏
αi,i∈I

(x− αi) for I ( [n] with |I| = a.

Then Ep(x) has codimension 0 or 1 in p(x)Fq[x]<k−a.

Proof. By definition, Ep(x) ⊆ p(x)Fq[x]<k−a and dim p(x)Fq[x]<k−a = k − a.

Thus dim Ep(x) 6 k − a. On the other hand, note that

Ep(x) =

a⋂
i=1

ker

(
E → Fq
f 7→ f(αi)

)
. (6)

This implies dim(Ep(x)) > dim(E)− a = k − 1− a, and the result follows.

Remark 3. It turns out that, in general, the shortening of a TGRS code is not

a TGRS one. Therefore, Proposition 9 highlights an important interest of the

notion of qGRS codes compared to TGRS codes. This will be particularly useful

in the sequel, as the shortening operation plays a crucial role in the distinguishers

and attacks to be discussed.

4 TGRS codes and a distinguisher based on Schur

product

In this section, we show how shortening and squaring can be exploited to dis-

tinguish qGRS codes from random ones for suitable parameters. From Proposi-

tion 9, this straightforwardly leads a distinguisher on TGRS codes for suitable

parameters. We start by discussing the general setting, i.e. an arbitrary number

of ` twists. We then focus specifically on the case where ` = 1, for which we will

derive an attack in the subsequent section.

4.1 A distinguisher for general `

4.1.1 Polynomial setting. Let (α,v) such that α is a sequence of distinct

elements and v is a sequence of nonzero elements both in Fq. We have the

corresponding evaluation map evα,v : Fq[x]→ Fnq .

In what follows, we consider a qGRS code C (see Definition 6) such that

C = C0 ⊕ C1

where C0 has codimension ` in GRSk(α,v) (thus C0 is a subcode of GRSk(α,v)),

C1 has dimension ` and C1 ∩GRSk(α,v) = 0. In particular, C has dimension k.

13



Via the correspondence discussed in § 2.4, C = evα,v(P) such that P ⊆
Fq[x]<n and

P = P0 ⊕ P1,

where P0 has codimension ` in Fq[x]<k and P1 ∩ Fq[x]<k = 0. Denote v1, . . . , v`

a basis of P1 whose elements have strictly increasing degrees and denote by

d`
def
= deg(v`) (7)

which is the maximal possible degree for an element of P.

4.1.2 Inequalities for distinguishing. For distinguishing C from a random

code, we examine the dimension of C2 or C2I for some I ⊆ [n]. For C to be

distinguishable from random codes, we need

dim C2I 6 min

{
n− |I|,

(
dim CI + 1

2

)}
.

Remark 4. For |I| < k, the typical situation is that dim CI = k− |I| and we will

assume this situation throughout this section. Note that if this condition does

not hold for almost any such I, such an observation would yield a distinguisher

on the code.

Proposition 10. Let C be an `-qGRS code of dimension k obtained by evalua-

tion of P ⊆ Fq[x] with maximal degree d`. Then,

dim C2 6 min

{
(`+ 2)k − 1− `(`− 1)

2
, k + d` +

`(`+ 1)

2
, 2d` + 1

}
.

Proof. Consider the notation introduced in § 4.1.1. Proposition 6 asserts that

dim C2 6 dimP2.

Thus we will estimate dimP2. Note that

P2 = P2
0 + P0P1 + P2

1 . (8)

Since P0 ⊆ Fq[x]<k, Proposition 5 asserts that dimP2
0 6 2k − 1. Then, by

Proposition 4,

dimP0P1 6 `(k − `) and dimP2
1 6

`(`+ 1)

2
·
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Including the last estimates in (8) yields:

dimP2 6 2k − 1 + `(k − `) +
`(`+ 1)

2
= (`+ 2)k − 1− `(`− 1)

2
,

from which we can deduce the first upper bound.

Next observe that, from the definition of d`, P ⊆ Fq[x]<d`+1. Therefore,

rewriting (8) as

P2 ⊆ P0Fq[x]<d`+1 + P2
1 ,

then, since P0 ⊆ Fq[x]<k, from Proposition 5 we get,

P2 ⊆ Fq[x]<k+d` + P2
1

which yields the second upper bound:

dim C2 6 k + d` +
`(`+ 1)

2
·

Finally, from the inclusion P ⊆ Fq[x]<d`+1 together with Proposition 5, we can

deduce that P2 ⊆ Fq[x]<2d`+1 yielding the third inequality:

dim C2 6 2d` + 1.

Remark 5. The third upper bound dim C2 6 2d`+1 corresponds to the dimension

of the square of the code referred to as the outer code in [3].

Theorem 1. Let C be an `–qGRS of dimension k and I ⊆ [n] be a set such that

|I| < k such that dim CI = k − |I|, then,

dim C2I 6 min
{

(`+ 2)(k − |I|)− 1− `(`− 1)

2
,

k + d` − 2|I|+ `(`+ 1)

2
, 2(d` − |I|) + 1

}
.

Proof. According to Proposition 9, the shortening of C is still an `′–qGRS code

for `′ 6 `. Thus, the result is a direct consequence of Proposition 10 where the

following changes of variables, are applied:

`← `′ k ← k − |I| d` ← d` − |I|.

Two things may require clarifications. First, according to this change of vari-

ables the result should involve `′ and not `. However, since the upper bounds of

Proposition 10 are increasing functions in `, if they hold for `′ 6 ` they still hold

for `. Thus `′ can be replaced by ` in the final bounds.
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Second, the change of variable d` ← d` − |I| requires further details. From

§ 2.4.2, the shortened code CI corresponds to the polynomial space PpI where

pI(x)
def
=
∏
i∈I(x − αi). Since P ⊆ Fq[x]<d`+1, then PpI ⊆ pIFq[x]<d`−|I|+1.

Therefore, when shortening by forgetting the common factor pI , we effectively

deal with polynomials of degree 6 d` − |I|. This concludes the proof.

Corollary 1. Let C be a (α,v, t,h, η) TGRS code of dimension k. Denote by

tmax the largest entry of t. Let I ⊆ [n] with |I| < k. Then

dim C2I 6 min
{

(`+ 2)(k − |I|)− 1− `(`− 1)

2
,

2k + tmax − 1− 2|I|+ `(`+ 1)

2
, 2(k + tmax − |I|)− 1

}
.

Proof. This is a straightforward consequence of Theorem 1 after observing that

d` = k + tmax − 1.

4.1.3 The range of the distinguisher. There remains to analyze for which

parameters qGRS codes can be distinguished from random ones. Since the class

of qGRS codes is closed under duality, one can assume that k 6 n
2 to estimate

the range of the distinguisher.

Now our objective is to identify for which parameters (n, k, `) there exists

a < k such that for I ⊆ [n] with |I| = a we have

dim C2I < min

{
n− a, (k − a)(k − a+ 1)

2

}
. (9)

Theorem 1 yields 3 distinct bounds on dim C2I . The first one is that which de-

creases the fastest in a, thus, we will only consider this one, which permits a

simpler analysis. Later on, when focusing on ` = 1, the other bounds will be

useful.

Now, we have to prove the existence of 0 6 a < k such that

(`+ 2)(k − a)− 1− `(`− 1)

2
< min

{
n− a, (k − a)(k − a+ 1)

2

}
.

A calculation proves that the upper bound < n− a holds for any a satisfying

a >

(
`+ 2

`+ 1

)
k− `(`− 1)

2(`+ 1)
− n

`+ 1
· (10)

For the second inequality, we consider a stronger and simpler one:

(`+ 2)(k − a) 6
(k − a)2

2
,
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which yields

a 6 k − 2(`+ 2). (11)

Now, putting (10) and (11) together, we can conclude that if there exists an a

where a = |I| and such that(
`+ 2

`+ 1

)
k− `(`− 1)

2(`+ 1)
− n

`+ 1
< a 6 k − 2(`+ 2)

then dimension of the shortened square code C2I satisfies (9) and so we can

distinguishable these kind of codes from random ones.

Theorem 2. An `–qGRS code of dimension k is distinguishable from random

as soon as:

n− k >
3

2
`2 +

5

2
`+ 4.

Recall here that we supposed k 6 n
2 , the left–hand side is then larger than

n
2 while the right–hand side is in O(`2). For TGRS codes proposed for McEliece

encryption, ` is supposed to be O(1) since the decoding is exponential in `. So we

can conclude that: TGRS codes proposed for McEliece encryption are

distinguishable from random.

4.2 The case ` = 1

Let us apply the previous results to a single twisted TGRS code, i.e. in the

case ` = 1. Recall that C = ev(P) where P = Mon<k,ĥ +
〈
xh + ηxk−1+t

〉
. The

previous analysis provides.

Lemma 4. Let C be an (α,v, t,h, η) 1–TGRS code of dimension k with t = (t)

for some positive integer t. Let I ⊆ [n] such that |I| < k and dim CI = k − |I|.
Then,

dim C2 6

3k − 1 for t > k,

2k + t for t < k.
, dim C2I 6

3(k − |I|)− 1 for t > k − |I|,

2(k − |I|) + t for t < k − |I|.

Proof. From Corollary 1, applied with ` = 1 and tmax = t, we get

dim C2I 6 min {3(k − |I|)− 1, 2k + t− 2|I|} .

This yields the proof.
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Next, we can redo the previous analysis in this case while making fewer ap-

proximations. We prove that the shortened code CI has a square whose dimension

differs from the typical one as soon as

3k − n
2

6 |I| 6 k − 5. (12)

Thus, such a code is distinguishable from random as soon as

n− k> 10.

Since we supposed k 6 n
2 , any 1–qGRS code of length > 20 is distinguishable

from random.

5 A key-recovery attack on McEliece scheme with TGRS

codes using Schur squares

In this section we present a key recovery attack for the McEliece cryptosystem

instantiated with a TGRS code (see Section 2.5). Following the previous nota-

tions, let C be the public code generated by Gpub, a generator matrix of a q-ary

single-twisted TGRS code Cn,kα,v,t,h,η ⊂ Fnq of dimension k.

Note that, unlike [20], we do not impose any restriction on the parameters

of the secret TGRS code.

5.1 Context and notation

Let C or equivalently, the q-ary single-twisted TGRS code Cn,kα,v,t,h,η have dimen-

sion k 6 n
2 (otherwise, one can work with the dual code of C).

Notation 3. As C has a single twist, we let t, h, and η to be the twist, the

hook, and the coefficient of C, respectively. Let P =M⊕
〈
xh + ηxk−1+t

〉
, where

M = Mon<k,ĥ. For a subset I ⊆ [n], we define pI(x) =
∏
i∈I

(x− αi).

Recall that the injectivity of evα,v when restricted to Fq[x]<n implies C =

evα,v(P) and the shortening of C at I is CI = evα,v(PpI(x)). Note that, M
is a codimension 1 subspace of Fq[x]<k. By Lemma 3, Mp(x) is a subspace of

p(x)Fq[x]<k−a of codimension at most 1. Here is an inclusion diagram for the

involved polynomial spaces, which are isomorphic to involved codes via the map

evα,v.
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M

Fq[x]<k P

codim = 1codim = 1

MpI (x)

pI(x)Fq[x]<k−|I| PpI (x)

codim = 1codim = 1 or 0

5.2 Key-recovery algorithm

We brief the main steps of our key recovery algorithm, which are given in detail

in the following sections.

Step 1 Compute a basis of evα,v(M) or evα,v(MpI(x)) using a distinguisher-based

method (Section 5.2.1).

Step 2 Use a Sidelnikov-Shestakov-like method given in [9, § 6.3] to recover the

secret evaluation vectors and multipliers for C (Section 5.2.2).

Step 3 Compute the other secret parameters which are the twist t, the hook h, and

the coefficient η (Section 5.2.3).

5.2.1 Step 1: recovery of a codimension one subcode of the public

(shortened) code.

Following Lemma 4, we know that C can be distinguished by considering its

Schur square for the case 3k < n and otherwise by taking the Schur square of

a shortened code CI with (3k − n)/2 < |I| < k − 5 (according to (12)). Now,

depending on t, we consider the following two cases.

1. If 2k − 2 + t < n, then we compute a basis of the subcode evα,v(M) of C.
2. Otherwise, we compute a basis of the subcode evα,v(MpI(x)) of the shortened

code CI for I such that 2k − 2 + t− n < |I|.

Note that in Sec. 7, we work with polynomial spaces and to apply those

results to the corresponding evaluation codes, we need evα,v to be injective.

Therefore, the choice of parameters in Case 1 has been made so that evα,v is

injective on the product space MP. In Case 2, to make sure the injectivity of

evα,v onMpI(x)PpI(x), I should be chosen such that 2(k− |I|)− 2 + t < n− |I|,
or equivalently, 2k + t − 2 − n < |I|. Injectivity of evα,v is crucial to apply the

results on polynomial spaces, for instance, Proposition 11 and Theorem 4 to the

corresponding codes.

First, we observe that, in Case 1, for a basis evα,v(e1), . . . , evα,v(ek) of C, if

we take three random elements evα,v(f1), evα,v(f2), evα,v(f3) from its monomial

19



subcode evα,v(M), then the linear space spanned by

{evα,v(fi) ? evα,v(ej) : i = 1, 2, 3, 1 6 j 6 k}

has low dimension, more precisely bounded by 2k+2. This is due to the following

statement.

Proposition 11. Let f1, f2, f3 ∈M, then

dim(〈f1, f2, f3〉 P) 6 2k + 2. (13)

Proof. The result follows from the fact that M⊂ Fq[x]<k and P ⊆M⊕ 〈c〉 for

c(x) = xh + ηxk−1+t. Thus,

〈f1, f2, f3〉 P ⊆ 〈f1, f2, f3〉M+ 〈f1c, f2c, f3c〉 .

Since f1, f2, f3 ∈ M and M ⊆ Fq[x]<k, the first term of the right–hand side is

contained in Fq[x]<2k−1, which yields the result.

It is important to note that Proposition 11 also holds in Case 2 if we replace

M by MpI(x) and P by PpI(x). More importantly, if we consider f1, f2, f3 ran-

domly from P, then due to the higher degree term xk−1+t, the space 〈f1, f2, f3〉 P
is very likely to have a much larger dimension than 2k + 2. This is indeed the

case, as we prove the following result in Section 7. Note that in Section 7, we

consider the case whereMp(x) has codimension 1 in p(x)Fq[x]<k−a. For the case

Mp(x) = p(x)Fq[x]<k−a, the probabilistic estimates actually become even more

favorable.

Theorem 4. Let n, k, t be integers such that 17 6 k < n and 17 6 t 6 n − k.

Suppose R = E ′ ⊕ 〈c(x)〉 ⊆ Fq[x], where E ′ ⊆
codim 1

Fq[x]<k and c(x) has degree

k − 1 + t. If f1, f2, f3 ∈ R and satisfy

dim(〈f1, f2, f3〉R) 6 2k + 2,

then f1, f2, f3 ∈ E ′ with probability > 1 − 1
q2 . Furthermore, a basis of E ′ is

recovered with probability > (1− (k−3)
q2 ).

Remark 6. Let us explain why exactly three functions are chosen in Theorem 4

and in Algorithm 1. If we draw s elements of the public at random code, the

probability that each one lies in some fixed codimension one subcode is q−s.

Hence, in average, we will have O(qs) trials to perform before succeeding. Thus,
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the larger the s the larger the complexity of the attack. Next, observe that with

s = 2 we cannot distinguish elements of the subcodes since for any code D

dim〈f1, f2〉 ∗ D 6 2 dimD − 1 < 2 dimD + 2.

Thus s = 3 is the least number of elements that yields a successful attack. Be-

cause of the aforementioned complexity issues there is no interest in considering

a higher s.

Now, we apply Theorem 4 by taking R = P and E ′ = M (Case 1) or

R = PpI(x) and E ′ = MpI(x) (Case 2) to ensure the isomorphism between the

polynomial spaces and the corresponding codes via the evaluation map evα,v.

Based on the above theorem, which is proved in Section 7, we recover the codi-

mension 1 subcode evα,v(M) of C (in Case 1) or evα,v(Mp(x)) of CI (in Case 2)

with probability at least 1− k−3
q2 using a distinguisher based method explained

in Algorithm 1. This algorithm was introduced in [9, Algorithm 1] in a quite

different version: we adapted it to the framework of our attack. Note that the

parameter k in Algorithm 1 refers to the dimension of R. Therefore, when we

apply the algorithm, it will be for k in Case 1 and for k − |I| in Case 2.

The recovery algorithm (Algorithm 1) proceeds as follows.

In Case 1: 1. Draw random triples (c1, c2, c3) ∈ C3 until we find one such

that

dim(〈c1, c2, c3〉 C) 6 2k + 2.

According to Theorem 4 such a triple is likely to be in evα,v(M). Since

M has codimension 1 in C, the probaility of finding such a triple is 1
q3

and hence in O(q3) trials, we should find such a triple.

2. We collect other elements of evα,v(M) until we get a basis of this mono-

mial subcode. For this sake, draw c ∈ C and keep it if

dim(〈c1, c2, c〉 C) 6 2k + 2.

Such a c is found in O(q) trials.

In Case 2: We do the same while replacing C by CI and M by MpI . Next, we

iterate this process by choosing subsets I1, . . . , Is ⊂ [n] satisfying
s⋂
i=1

Ii = ∅

and (3k − n)/2 < |Ii| < k − 5 for all i = 1, . . . , s. The last condition being

taken to recover the codimension 1 subcodes evα,v(MpIi
) of CIi . We collect

shortenings evα,v(MpIi
) and sum them up until the sum has dimension k−1.

This permits to recover the monomial subcode evα,v(M).

This recovery of a subcode by summing up shortenings is already used and

discussed in [14, § IV.F].
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Algorithm 1 Recovering C0.

Input : A basis {c1, . . . , ck} of C
Output : A basis B of C0.

1: repeat

2: for 1 6 i 6 3 do

3: Randomly choose bi in C
4: end for

5: D ← 〈
{
bi ? cj | 1 6 i 6 3 and 1 6 j 6 k

}
〉

6: until dim(D) 6 2k + 2 and dim(〈b1, b2, b3〉) = 3

7: B ← {b1, b2, b3}
8: s← 4

9: while s 6 k − 1 do

10: repeat

11: Randomly choose bs in C
12: E ← 〈

{
bi ? cj | i ∈ {1, 2, s} and 1 6 j 6 k

}
〉

13: until dim(E) 6 2k + 2 and dim (〈B ∪ {bs}〉) = s

14: B ← B ∪ {bs}
15: s← s+ 1

16: end while

17: return B;

In summary, whatever the parameters k, t, in the end of this step we have a basis

of evα,v(M).

5.2.2 Step 2: recovery of the secret evaluation vector and the mul-

tipliers. Now we have access to the space evα,v(M). Since M ⊆ Fq[x]<k and

we assumed k 6 n
2 , we see that M2 ⊆ Fq[x]<2k−1 and hence evα,v(M)  Fnq .

Moreover, M =
〈

1, x, . . . , x̂h, . . . , xk−1
〉

. A classical argument from combina-

torics permits to prove that if h 6= 1 or k − 2, then M2 = Fq[x]<2k−1. In such a

situation, evα,v(M)2 is a GRS code, and then the Sidelnikov–Shestakov attack

can be applied to it as it is done in [34].

This permits to recover a candidate for the pair (α,v).

Remark 7. We did not consider here the pathological cases h = 1 or k−2. They

should be subject to a separate development that we do not treat in this article.

5.2.3 Step 3: recovery of the hook h, the twist t, and the coefficient

η of the secret key. The previous steps provide α and v which we use to

recover the hook h, the twist t and the coefficient η.
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Recovering h. For 0 6 i 6 k−1, we check if v?αi ∈ C or not. Our assumption

on Gpub implies that there is exactly one i for which v ? αi /∈ C, and that

integer would be the hook h.

Recovering t. Take a codeword c ∈ C \ evα,v(M). By interpolation we get

f ∈ Fq[x]<n such that c = evα,v(f) and deg(f) = k− 1 + t for some positive

t. Which yields t.

Recovering η. Still considering the same f and denoting by fi its coefficient

of degree i then η satisfies fk−1+t = ηfh, which permits to deduce η.

5.2.4 Attacked parameters (with a proof) We provide the sets of param-

eters in Table 1, which includes the TRS codes considered in [20] for the single

twist case (labeled as [LR]) as well as the parameters for the provable attack

discussed in this article (labeled as [CPTZ]).

We emphasize that,

– In the table, we consider only parameters for which Theorem 4 holds. Note

that, in Case 2 (as mentioned in the beginning of Subsection 5.2.1), we can

apply Theorem 4 if k − |I| < 17. Thus considering the conditions 2k + t −
2− n < |I| 6 k − 17, we get t < n− k − 15.

– [20] restricts to a limited subclass of TRS codes while we consider the much

broader class of TGRS codes (the attack can be extended to qGRS codes

with no difficulty).

• q = q20 and k < n 6 q0 − 1 where q0 is a prime power,

• n
3 +
√
n + 1

3 < k 6 n
2 − 2 (the left hand side inequality comes from the

lower bound for ` in the proposed set of parameters),

• r = dn+1
3 e+ 2,

• t = 2dn+1
3 e − k + 2 and thus t > 2n

3 −
n
2 + 4 = n

6 + 4.

• h = r which implies that h 6= 1, k − 2.

[LR] [CPTZ]

q n2 n

k ∈
[
n
3

+
√
n+ 1

3
, n
2
− 2

]
[
√

2n, n− 14]

t 2dn+1
3
e − k + 2 [17, n− k − 16]

h dn+1
3
e+ 2 6= 1, k − 2

Table 1. The parameters for provable attacks in the case of single twist
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We mention that in [3], t > 2n
3 −

n
2 + 4 = n

6 + 4. Thus, t < 17 will imply

n < 78, which is really small compared to the practical parameters.

5.3 Complexity

According to [15, Prop. 2], the complexity of computing a Schur square is O(n4).

Next, the bottelneck of the attack is the first step with the recovery of the first

triple (c1, c2, c3) ∈ evα,v(M)3. We claim that this step is the dominant one in

the running of the attack. Since, this step requires O(q3) trials this yields an

overall complexity of O(q3n4) operations in Fq.

5.4 Some comments about the non covered cases

We observe the cases where the key-recovery attack might fail:

– if h = 1 or k−2, the square of the codimension 1 subcode we recover in Step

1, might not have Schur square equal to GRS2k−1.

– for k, t < 17, Theorem 4 is no longer valid.

Here we give some ideas on alternative ways to recover a valid secret key without

going into detailed description.

5.4.1 When t is small. We consider in particular the case where t < k and

that we still assume that k < n
2 . Recall that C = evα,v(P), where P =M⊕〈c(x)〉

with

M =
〈

1, x, . . . , x̂h, . . . , xk−1
〉

for some h 6 k − 1 and deg(c) = k − 1 + t.

Suppose first that 2k + t < n− 2. In this situation, observe that:

P2 =M2 + CM+
〈
c2
〉
.

Since deg(c) < k + t < 2k then M2 + CM ⊆ Fq[x]2k+t and it is very likely that

this inclusion is an equality. In this case, C2 is the direct sum of a GRS code and

the one-dimensional space evα,v(
〈
c2
〉
). In this situation, taking the dual of C2

yields a codimension 1 subcode of a GRS code whose structure can be recovered

using Wieschebrink’s attack [34].

When 2k + t > n, a similar approach can be applied to shortenings of the

code.
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6 Implementation

The first part of the attack, that is to say the computation of the monomial sub-

code (Step 1, Subsection 5.2.1) is implemented in the computer algebra system

SageMath v9.5 [28]. It is available on https://github.com/nihantanisali/TGRS.

Since the rest of the attack consists in applying Sidelnikov Shestakov attack

together with other classical routines we considered that checking the validity

of Step 1 was sufficient. Note that our implementation is a proof of concept

that is far from being optimized. Hence, due to time and resource constraints

we chose smaller q and k. The results are summarized in Table 6. Even though

these small-scale instances do not fully capture the computational challenges

posed by larger, standard parameters, they demonstrate that our method works

in practice.

q0 n k t l h a = |I| Runtime (s)

53 51 17 17 1 8 − 240

53 51 19 8 1 8 − 261

61 51 25 17 1 19 8 3834

Table 2. Experimental results obtained by averaging several runtimes of Algorithm 1

on a 13th Gen Intel® Core™ i7-13800H × 20.

7 A result on the polynomial space

The aim of this section is to provide a proof of Theorem 4. We will consider a

polynomial subspace

R = E ′ ⊕ 〈c(x)〉 ⊆ Fq[x],

where E ′ ⊆
codim 1

Fq[x]<k, and c(x) ∈ Fq[x] such that deg(c) = k − 1 + t with

t > 0. We will determine the quantity

dim 〈f1, f2, f3〉R

for different choices of f1, f2, f3 ∈ R depending on admissible values of t and k,

which will be specified later.

First, recall that Proposition 11 yields an upper bound on dim 〈f1, f2, f3〉R
for f1, f2, f3 ∈ E ′:

dim 〈f1, f2, f3〉R 6 2k + 2.
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Then, we study the general case of f1, f2, f3 ∈ R in order to prove Theorem 4.

First we define the following sets.

Ψ
def
= {(f1, f2, f3) ∈ R3 : dim 〈f1, f2, f3〉R > 2k + 2}; (14)

Γ
def
= {(f1, f2, f3) ∈ R3 \ E ′3 : dim 〈f1, f2, f3〉R 6 2k + 2}. (15)

We get a partition of R3 = E ′3 t Γ t Ψ as illustrated in Figure 1.

E ′3
Ψ

Γ

Fig. 1. Illustrates the partition E ′3 t Ψ t Γ of R3

Our main goal in this section is to prove that if (f1, f2, f3) ∈ R3 with

dim 〈f1, f2, f3〉R 6 2k + 2, then (f1, f2, f3) ∈ E ′3 with probability > 1 − 1
q2 .

This probability corresponds to showing that

|E ′3|
|E ′3 t Γ |

> 1− 1

q2
. (16)

Let f1, f2, f3 ∈ R. If fi /∈ E ′ for some 1 6 i 6 3, then w.l.o.g. (after taking

linear combinations), we can assume that the polynomials are of the form

f1(x) := a0 + a1x+ · · ·+ ak−1x
k−1 + ak−1+tc(x), ak−1+t 6= 0,

f2(x) := b0 + b1x+ · · ·+ bk−1x
k−1,

f3(x) := c0 + c1x+ · · ·+ ck−1x
k−1.

First, note that dim 〈f1, f2, f3〉R > dim 〈f1, f2, f3〉 E ′.We now focus on dim 〈f1, f2, f3〉 E ′.
Clearly, the dimension of the space f1E ′ is k−1. We now fix a basis {e1(x), . . . , ek−1(x)}
of E ′ such that deg(e1) < · · · < deg(ek−1).

For all polynomials ei(x) ∈ E ′, we have that

k − 1 + t 6 deg(ei(x)f1(x)) 6 2k − 2 + t.

We define the subspace of f1E ′ generated by ei’s of large degrees, denoted by

(f1E ′)l, as follows:

(f1E ′)l
def
= 〈f1ei : deg(f1) + deg(ei) > 2k − 1〉 .
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We have

dim((f1E ′)l) =

k − 1 if t > k,

t− 1 or t if t < k.
(17)

For t < k in the above (17), dim((f1E ′)l) has two possibilities depending on

the missing integer t1 ∈ {0, . . . , k − 1} \ {deg(ei) : i = 1, . . . , k − 1}. Indeed, if

k − 1 + t + t1 > 2k − 1, then dim((f1E ′)l) = t − 1 or t, otherwise. Using the

fact that the space f2E ′ + f3E ′ contains polynomials up to degree 2k − 2 (as

deg(f2),deg(f3) 6 k − 1), we get the equalities

dim 〈f1, f2, f3〉 E ′ =


k − 1 + dim 〈f2, f3〉 E ′ if t > k,

t− 1 + dim 〈f2, f3〉 E ′

or, t+ dim 〈f2, f3〉 E ′

}
if t < k

(18)

We now focus on estimating dim 〈f2, f3〉 E ′ where f2 and f3 are chosen uni-

formly at random from E ′. For this, we use a classical result on polynomials that

we prove for the sake of self containedness.

Lemma 5. Let f, g ∈ Fq[x]<k be two polynomials. Then

dim(fFq[x]<k + gFq[x]<k) = k + max{deg f, deg g} − deg(gcd(f, g)).

Proof. Set s = deg f , u = deg g, h = gcd(f, g) and d = deg h. W.l.o.g. one can

assume s = max{s, u} and we set f1(x) = f(x)/h(x) and g1(x) = g(x)/h(x).

Consider the linear map

φ :

{
Fq[x]<k × Fq[x]<k −→ fFq[x]<k + gFq[x]<k

(a, b) 7−→ af + bg.

Any (a, b) ∈ kerφ satisfies af = −bg. By dividing both sides by h we get af1 =

−bg1 and since f1, g1 are coprime, we deduce that there exists p ∈ Fq[x] such

that a = g1p and b = −f1p. Since a, b have degrees < k, we deduce that deg f1 +

deg p = s− d+ deg p < k. Therefore,

kerφ = {(g1p,−f1p) : p ∈ Fq[x]<k−s+d}.

Thus, dim kerφ = k−s+d and the rank–nullity theorem permits to conclude.

Observe that dim 〈f2, f3〉 E ′ > dim(f2Fq[x]<k + f3Fq[x]<k) − 2. Now, (18)

implies that in order to get dim 〈f1, f2, f3〉 E ′ > 2k + 2 it suffices to have

dim 〈f2, f3〉 E ′ >

k + 3 if t > k,

2k − t+ 3 if t < k.
(19)
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As a straightforward consequence of Lemma 5, we reduce the dimension con-

ditions to a condition on the degree of gcd(f2, f3). We give the condition more

generally for any pair of polynomials (f, g) ∈ Fq[x]<k × Fq[x]<k and we call it

the gcd condition as defined below.

Definition 7. We say that a polynomial pair (f, g) ∈ Fq[x]<k × Fq[x]<k with

degrees s and u satisfies the gcd condition if

deg(gcd(f, g)) <

max{s, u} − 5 if t > k

max{s, u} − (k − t)− 5 if t 6 k.
(20)

Remark 8. Note that the bounds on the degree of the gcd in (20) are taken so

that, if a pair (f2, f3) ∈ E ′ × E ′ satisfies the gcd condition in Definition 7, then

(f1, f2, f3) ∈ Ψ for f1 ∈ R \ E ′ (see (14) for the definition of Ψ). Therefore, it

helps to obtain a bound on the size of Ψ , that we determine in the subsequent

part.

We aim to find the number of pairs (f2, f3) ∈ Fq[x]<k × Fq[x]<k that satisfy

the gcd condition given in Definition 7. For that, we introduce the required

notations and notions.

Definition 8. Let i, j, s, u be non-negative integers such that s, u < k. Define

1. G := {(f, g) ∈ Fq[x]<k × Fq[x]<k : (f, g) satisfies the gcd condition};
2. GE′ := {(f, g) ∈ E ′ × E ′ : (f, g) satisfies the gcd condition};
3. A(s, u) := {(f, g) : deg(f) = s, deg(g) = u};
4. B(s, u, i) := {(f, g) : deg(f) = s, deg(g) = u, deg(gcd(f, g)) = i};
5. Bj(s, u) := {(f, g) : deg(f) = s, deg(g) = u, deg(gcd(f, g)) 6 j}.

In the rest of this section, we will make use of the following result in our

counting arguments.

Theorem 5 ([6, Theorem 3]). Let f and g be randomly chosen from the set

of polynomials in Fq[x] of degree s and u respectively, where s and u are not both

zero. Then the probability of f and g being coprime is 1− 1
q .

We start counting the number of polynomials in Fq[x] of fixed degrees.

Lemma 6. Let s, u, i be nonnegative integers such that s, u < k. Then |A(s, u)| =
(q − 1)2qs+u and moreover, among the polynomials in A(s, u),

1. (q− 1)3qs+u−1 many of them are coprime, i.e. |B(s, u, 0)| = (q− 1)3qs+u−1;

2. (q − 1)2qs+u−1 many of them are not coprime;
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3. For i 6 min{s, u}, |B(s, u, i)| = (q − 1)3qs+u−i−1.

Proof. The first two items follow directly from Theorem 5. The number of monic

polynomials h of degree i is qi. Observe that the number of polynomial pairs

(f, g) with gcd(f, g) = h is equal to the number of polynomial pairs (f ′, g′)

with deg f ′ = s − i, deg g′ = u − i and deg(gcd(f ′, g′)) = 0. By the first item,

there are (q − 1)3qs+u−2i−1 such pairs. Since it is the same number for any

gcd(f, g) = h, and we have qi many choices for h, there are (q−1)3qs+u−2i−1qi =

(q − 1)3qs+u−i−1 many polynomial pairs with deg(gcd(f, g)) = i where i 6

min(s, u).

To count the sets of polynomials G and GE′ , we first count the number of poly-

nomial pairs in A(s, u) having gcd less than or equal to j where j 6 min{s, u}.

Lemma 7. For any positive integers s, u and j 6 s, u < k, we have

|Bj(s, u)|
|A(s, u)|

= 1− 1

qj+1
.

Proof. Note that B(s, u, i)’s are non intersecting for distinct i and thus Bj(s, u) =⊔
i6j
B(s, u, i). Following Lemma 6, we have |B(s, u, i)| = (q−1)3qs+u−i−1. Hence,

∑
i6j

|B(s, u, i)| =
∑
i6j

(q − 1)3qs+u−i−1

= (q − 1)3qs+u−j−1
(
1 + · · ·+ qj

)
= (q − 1)3qs+u−j−1

(qj+1 − 1)

(q − 1)

= (q − 1)2qs+u−j−1(qj+1 − 1).

Note that |A(s, u)| = (q − 1)2qs+u, and therefore,

|Bj(s, u)|
|A(s, u)|

=
(q − 1)2qs+u−j−1(qj+1 − 1)

(q − 1)2qs+u
=
qs+u − qs+u−j−1

qs+u
= 1− 1

qj+1
.

Now, we are ready to count the polynomials in G. The lemma to follow yields

a density estimate for G for k, t large enough. The lower bound on k, t are chosen

to further obtain a reasonable estimate for the density of E ′.

Lemma 8. For integers k, t > 17, we have

|G|
|Fq[x]<k × Fq[x]<k|

> 1− 1

q7
·
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Proof. Note that G =
⋃
s,u<k Bj(s, u). Let js,u be the greatest possible degree

for gcd(f, g) such that (f, g) satisfies the gcd condition where deg f = s and

deg g = u. Using this, we get

|G|
|Fq[x]<k × Fq[x]<k|

=
∑
s,u<k

|A(s, u)|
|Fq[x]<k|2

|Bjs,u(s, u)|
|A(s, u)|

(21)

Observe that if we consider only the pairs (s, u) such that s + u = r ∈ {2k −
10, . . . , 2k − 2}, we get the following lower bound of the sum in (21),∑

s,u

|A(s, u)|
|Fq[x]<k|2

|Bjs,u(s, u)|
|A(s, u)|

>
∑
r

r>2k−10

∑
s,u

s+u=r

|A(s, u)|
|Fq[x]<k|2

|Bjs,u(s, u)|
|A(s, u)|

. (22)

We replace r by r′ := (2k − 2) − r in the limits of the summation in the above

equation (22). Note that for a fixed r′, there are exactly (r′ + 1)-choices for the

pairs (s, u) such that s + u = r, and following the value of |A(s, u)| in Lemma

6, we have

|A(s, u)|
|Fq[x]<k|2

=

(
q − 1

q

)2
1

qr′
. (23)

For r′ = (2k − 2)− r 6 8, and s+ u = r, max{s, u} > k − 5. For any pair (s, u)

such that (2k − 2)− r′ = r = s+ u > 2k − 10, this implies k − 10 6 js,u < k − 6 if t > k,

t− 10 6 js,u < t− 6 if t 6 k.

Since k, t > 17, then js,u + 1 > 8 in both cases. Therefore, following Lemma 7,

we get

|Bjs,u(s, u)|
|A(s, u)|

= 1− 1

qjs,u+1
> 1− 1

q8
. (24)

Combining (21), (22), (23) and (24) all together, we get

|G|
|Fq[x]<k|2

>

(
q − 1

q

)2(
1− 1

q8

) 8∑
r′=0

(r′ + 1)
1

qr′
.

The leftmost term is the truncated Taylor expansion of the function F = (x −
1)−2 evaluated at 1/q. Let us write this the Taylor expansion as

(x− 1)−2 = 1 + 2x+ 3x2 + · · ·+ 8x7 + 9x8 +R8(x).

Moreover, for any x ∈ (0, 1/5), we have

R8(x) =
F (9)(z)x9

9!
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for some z ∈ (0, 1/5) and one can prove that for any such x, we have |R8(x)| <
121x9. Taking x = 1/q (since we are dealing with GRS codes, one can reasonably

assume that q > 11), we finally get

|G|
|Fq[x]<k|2

>

(
q − 1

q

)2(
1− 1

q8

)((
q − 1

q

)−2
+O

(
1

q9

))
> 1− 1

q7
.

Remark 9. Note that in Lemma 8, the lower bound 1− 1
q7 can be improved for

larger t, k such that k, t � 17. As we can condider more r’s in (22) for those

cases, the error term in the Taylor expansion gets smaller.

The following Lemma will be useful to count polynomials in GE′ .

Lemma 9. We have that,

|G|
|Fq[x]<k × Fq[x]<k|

> 1− 1

qw
=⇒ |GE′ |

|E ′ × E ′|
> 1− 1

qw−2
.

for some w ∈ Z>0.

Proof. Note that,

|(E ′ × E ′) ∪ G| = |E ′ × E ′|+ |G| − |G ∩ (E ′ × E ′)|

6 |Fq[x]<k × Fq[x]<k| = q2|E ′ × E ′|.

Now, since GE′ = G ∩ (E ′×E ′), from the previous inequality we can deduce that,

|GE′ | > (1− q2)|E ′ × E ′|+ |G|.

From the hypothesis of the lemma,

|G| > q2|E ′ × E ′|
(

1− 1

qw

)
,

and so, putting all together, we can conclude the desired result,

|GE′ | >
(

(1− q2) +

(
q2 − 1

qw−2

))
|E ′ × E ′| =

(
1− 1

qw−2

)
|E ′ × E ′|.
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1/q2 1/q(n−2)

Fig. 2. The first image illustrates the ratio of E ′ ×E ′ in Fq[x]<k × Fq[x]<k, the second

one is for the ratio of G in Fq[x]<k × Fq[x]<k and the third one represents the worst

case intersection of the first two.

Proof of Theorem 4. We made the observation that the inequality

dim 〈f1, f2, f3〉 E ′ > 2k + 2 (25)

holds true if (f2, f3) satisfies the gcd condition as given in (20). Using Lemma 8,

and then taking w = 7 in Lemma 9, this probability is |GE′ |
|E′×E′| > 1− 1

q5 . Following

Remark 8, it means that |Ψ |
|ΨtΓ | > 1 − 1

q5 . Thus, if a triple (f1, f2, f3) ∈ Ψ ∪ Γ ,

then (f1, f2, f3) ∈ Γ with probability 6 1
q5 . For a triple (f1, f2, f3) ∈ R3, the

probability of (f1, f2, f3) ∈ Ψ ∪ Γ is 1− 1
q3 . Hence we get:

|E ′3|
|E ′3 ∪ Γ |

>
1
q3(

1− 1
q3

)
1
q5 + 1

q3

> 1− 1

q2
.

This, together with the subsequent statement complete the proof of the theorem.

Corollary 2. Let f1, f2, f3 ∈ R are three polynomials chosen uniformly at ran-

dom. If f1, f2 ∈ E ′ and (f1, f2, f3) ∈ E ′3 ∪Γ , then probability of (f1, f2, f3) ∈ E ′3

is > 1− 1
q2 .

Proof. Defining

Γ0 := {(f1, f2, f3) ∈ Γ : dim 〈f1, f2, f3〉R 6 2k + 2 and f1, f2 ∈ E ′},

and using Γ0 ⊆ Γ the conditional probability described in the proposition can

be lower bounded by

|E ′|
|E ′ ∪ Γ0|

>
|E ′|
|E ′ ∪ Γ |

> 1− 1

q2
.

Remark 10. After iterating the process of appending a polynomial to primarily

found (f1, f2, f3) ∈ E ′3 t Γ k − 3 times, we get a basis of the codimension 1

subspace E ′ with probability (1− (k−3)
q2 ).
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8 Conclusion

We showed that qGRS codes are easily distinguishable from random codes using

classical cryptanalysis techniques on algebraic codes. Moreover, we proposed a

complete key-recovery attack on TGRS and actually qGRS codes with ` = 1.

We left some questions open. First, our proof of the validity of the attack rests

on a probability analysis which does not permit us to treat some cases where the

attack still probably works. Second, for some very specific cases such as h = 1 or

k−2, despite being able to distinguish the codes, we cannot conclude the attack.

We hope such cases to be attacked but this would require an ad hoc manner to

finish the attack. Finally the major remaining question is the case of ` > 1 twists.

It is clear that a too high number of twist is not practical for cryptography

since the decryption complexity is exponential in the number of twists. Still,

the question of small ` > 2 remains open, since the codes are distinguishable

from random ones, one can be optimistic on the possibility to extend the attack

to larger `’s but this probably requires many technical adaptations both in the

attack itself and in the probability analysis to prove the validity of the attack.
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