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Abstract. This paper presents dCTIDH, a CSIDH implementation that combines two
recent developments into a novel state-of-the-art deterministic implementation. We
combine the approach of deterministic variants of CSIDH with the batching strategy
of CTIDH, which shows that the full potential of this key space has not yet been
explored. This high-level adjustment in itself leads to a significant speed-up. To
achieve an effective deterministic evaluation in constant time, we introduce WOMBats,
a new approach to performing isogenies in batches, specifically tailored to the behavior
required for deterministic CSIDH using CTIDH batching. Furthermore, we explore
the two-dimensional space of optimal primes for dCTIDH, with regard to both the
performance of dCTIDH in terms of finite-field operations per prime and the efficiency
of finite-field operations, determined by the prime shape, in terms of cycles. This
allows us to optimize both for choice of prime and scheme parameters simultaneously.
Lastly, we implement and benchmark constant-time, deterministic dCTIDH. Our
results show that dCTIDH not only outperforms state-of-the-art deterministic CSIDH,
but even non-deterministic CTIDH: dCTIDH-2048 is faster than CTIDH-2048 by
17%, and is almost five times faster than dCSIDH-2048.

Keywords: post-quantum cryptography - isogeny-based cryptography - CSIDH

1 Introduction

At Asiacrypt 2018, Castryck, Lange, Martindale, Panny, and Renes [16] proposed CSIDH,
a commutative isogeny-based key exchange protocol. Since its introduction, CSIDH has
been one of the most interesting post-quantum cryptoschemes, mainly due to its small
public keys (64 bytes in the original NIST Level I parameter set), and its non-interactive
properties. In particular, CSIDH was the first practical post-quantum non-interactive
key exchange (NIKE), which makes it a theoretical post-quantum drop-in replacement
of many Diffie-Hellman type systems. Furthermore, its commutative structure allows
for building more advanced protocols based on CSIDH, such as digital signatures [10],
oblivious transfer [25], or threshold schemes [22].

*Author list in  alphabetical order; see  https://www.ams.org/profession/leaders/
CultureStatement04.pdf. This work has been supported by the German Federal Ministry of Ed-
ucation and Research (BMBF) under the projects SASPIT (ID 16KIS1858), QUDIS (ID 16KIS2089), and
6G-RIC (ID 16KISKO033).
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Soon after its introduction two important streams of research ignited: the first stream
improves the performance and physical security of CSIDH, by making implementations
secure against timing attacks or fault injections. Such implementations come in three
different flavors: 1) Constant-time implementations require that the runtime of the
algorithm is independent of any secret data, to prevent passive attacks using side-channel
analysis. This is nowadays a standard requirement of any cryptographic software used in
real-world applications. Due to its probabilistic nature, CSIDH is difficult to implement in
constant-time, which led to many approaches [17, 28, 31]. The most efficient implementation
in this area is CTIDH [3], a CSIDH variant with a radically different key space, leveraging
combinatorial advantages over previous approaches. 2) Dummy-free implementations
require that the necessity of operations in the algorithm is independent of secret data, to
provide a first line defense against active attacks, such as fault injections. Most of the above
constant-time implementations rely on dummy operations to achieve the constant-time
property, by adding operations that do not affect the result depending on values in the
secret key. This leads to fault injection attacks [13, 14, 27]. Hence, applications that
require protection against such active attacks require dummy-free implementations of
CSIDH [12, 17]. 3) Deterministic implementations require that the algorithm does not
need access to a reliable source of entropy during the computation, and has a very low
variance in its runtime. For CSIDH, [17] shows that this requires more isogeny degrees
than available in CSIDH-512, and suggests increasing parameters to at least 1500 bits
instead of 512 bits in CSIDH-512. Others have explored deterministic CSIDH for larger
parameters [12]. Section 2 contains a more detailed overview of the available CSIDH
implementations.

The second stream of research focused on cryptanalysis of the hardness of the underlying
isogeny-based security assumption, especially with regard to quantum attacks [9, 11, 18,
33]. Although the discussion around the required parameter sets for quantum-secure
CSIDH has not been settled, recent works such as [18] suggest that it might be required
to go to base fields of at least 2048 bits to achieve quantum security. Although we do
not take a position in this debate, we follow the more recent line of work [12, 18] that
studies CSIDH implementations for large parameters, starting from 2048-bit base fields.
In particular, [12] provides both state-of-the-art implementations for deterministic and
dummy-free CSIDH, named dCSIDH, as well as for general probabilistic CSIDH, using
CTIDH, in large parameters. Their performance evaluation shows that the additional
requirement of a deterministic and dummy-free implementation for dCSIDH compared to
probabilistic and dummy-based CTIDH slows down performance by a factor of & 3 for all
security levels starting from 2048-bit fields.

Our contributions. In this work, we tackle this large gap and present dCTIDH, a deter-
ministic implementation of CTIDH for large parameter sets. Contrary to the results in [12],
we show that deterministic behavior can be achieved without a significant performance hit.
On the contrary, dCTIDH outperforms state-of-the-art probabilistic CTIDH.

1. We provide a new batching technique based on Widely Overlapping Meta Batches
(WOMBats) that allows for an efficient instantiation of deterministic CTIDH. It
combines the approaches of computing multiple isogenies per batch and overlapping
batches. We analyze its properties, describe how to evaluate WOMBats, and how to
efficiently implement dCTIDH in constant time.

2. We explore the choice of prime p and parameters for dCTIDH along two different
dimensions. First, the number n of small odd divisors ¢; dividing p + 1 and the
configuration of WOMBats have an immense impact on the performance of dCTIDH.
Given n, we use a greedy search algorithm to find (locally) optimal WOMBAat
configurations. Second, the largest power of two 2f dividing p + 1 has a significant
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impact on the efficiency of low-level F,-arithmetic, more precisely on the cost of
modular reductions. This leads to an interesting trade-off: choosing fewer isogeny
degrees n leads to worse performance measured in F,-arithmetic, but allows for
primes with a larger power 2/ dividing p + 1, and in turn for faster F,-arithmetic,
and vice versa. We measure these effects in detail, which allows us to choose optimal
primes and parameters for dCTIDH, and do so for 2048-bit base fields.

3. We implement our dCTIDH instantiation in C, based on the dCSIDH code package [12],
focusing on 2048-bit prime parameters. This allows for a direct comparison to
dCSIDH-2048, and shows that our deterministic CTIDH approach is 4.99 times
faster than dCSIDH-2048. Somewhat surprisingly, our deterministic dCTIDH-2048
implementation outperforms non-deterministic CTIDH-2048 [12] by 17%, setting a
new speed record for large-parameter CSIDH/CTIDH (see Table 1).

Table 1: Performance results of a group action evaluation in total number of F,-operations
(measured in Fp-multiplications) and in median megacycle count (Mcycles) of 25,000
experiments, performed on an Intel Core i7-6700 (Skylake) CPU.

variant source Fp-mult. Mecycles
CTIDH-2048 [12] 358,307 1,695.38
dCSIDH-2048 [12] 1,542,704 7,039.53
dCTIDH-2048-205 This work. 314,370 1,430.31
dCTIDH-2048-194 This work. 317,359 1,409.47

Availability of software. Our optimized dCTIDH implementation and parameter search
scripts are available at

https://github.com/PaZeZeVaAt/dCTIDH/.

Remark 1. As CTIDH relies crucially on dummy-operations, dCTIDH is not dummy-free, in
contrast to dCSIDH. However, we argue that the benefit of a dummy-free implementation is
limited: Although dummy-freeness prevents some fault injection attacks from the literature,
it does not prevent disorientation fault attacks [4] or side-channel attacks based on curve
detection [15]. Therefore, a truly physical-attack resistant implementation of CSIDH
requires a much wider scope of protection than merely being dummy-free. Nevertheless,
we outline approaches to achieve a dummy-free implementation of dCTIDH in Appendix A,
whose performance loss seems much less severe than when using dCSIDH instead.

Related work. CSIDH is not the only approach to post-quantum NIKEs. By gener-
alizing the class group action construction, SCALLOP [21], SCALLOP-HD [19], and
PEARL-SCALLOP [1] provide another post-quantum cryptographic group action, with
the advantage that the group structure is known. Unfortunately, for equivalent security
sizes, these generalized group actions are a few orders of magnitude slower, and therefore
only seem beneficial where it is crucial to know the group structure.

Two other approaches are Clapoti(s) [32] and ®-MIKE [36]. The former provides a new
method to compute the class group action £ — E/a using higher-dimensional isogenies,
whereas the latter generalizes the class group action to the module action to provide
a post-quantum NIKE. So far, neither have efficient implementations yet. This work
therefore also serves as a baseline for future implementations of Clapoti(s) and ®@-MIKE:
We provide a state-of-the-art deterministic version of a CSIDH-based NIKE using realistic
parameters, serving as a reference point of efficiency for future higher-dimensional NIKEs.

Beyond isogeny-based cryptography, the lattice-based Swoosh [24] achieves a post-
quantum NIKE, although it seems that the keys are prohibitively large.


https://github.com/PaZeZeVaAt/dCTIDH/
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Outline. Section 2 introduces the necessary background on elliptic curves and isogenies,
and gives an overview of existing CSIDH implementations. Section 3 introduces the
WOMBat batching technique and describes how to instantiate the deterministic dCTIDH
variant. Section 4 describes how to choose parameters for dCTIDH, considering both
optimizing for minimal number of F,-multiplications, and fast F,-arithmetic. Section 5
presents our optimized dCTIDH implementation and compares its performance to the prior
state of the art. Appendix A gives an outline on methods towards dummy-free dCTIDH.

2 Preliminaries

In this section, we briefly introduce the mathematical background of CSIDH, and recall
relevant results from the vast literature on efficient constant-time implementations. We
refer to Silverman [37] for a comprehensive introduction to elliptic curves and isogenies.

Isogenies. An isogeny ¢ : E — E’ is a non-constant morphism between elliptic curves E
and E’, sending cop to cogs. An isogeny is uniquely determined by its kernel, which is
a finite subgroup of E, and Vélu’s formulas [39] allow us to compute an isogeny given a
description of its kernel. The degree of an isogeny is the size of its kernel. Isogenies from
E to itself are called endomorphisms, and the set of all endomorphisms forms a ring under
composition and addition, called the endomorphism ring of E.

2.1 CSIDH

Background. Let p be a prime such that p+1 =27 . ¢- [T, ¢; with small primes ¢;,
2 >4, and a small odd cofactor g > 1 chosen such that p is prime. In the following, we
will work with the set £ of supersingular elliptic curves over F,, whose endomorphism
ring over IF,,, denoted O, is isomorphic to Z[\/—p]. All curves in £ have p + 1 F,-rational
points, and we have E(F),) = Zys x Zy X [ Zq;.

The main operation in CSIDH can be represented by walks in isogeny graphs Gg ¢, for
primes ¢;, whose vertices are all curves in £, and edges are [Fp-rational ¢;-isogenies. For a
fixed ¢;, each E € £ has exactly two neighbors in this graph, i.e., two curves E' and E”
that are connected to E by an ¢;-isogeny.

Mathematically speaking, these graphs arise from the class group action of C/(O) on
the set £. In particular, we are interested in the action of certain ideals [; and [ 1 whose
action corresponds to the two paths mentioned above. To evaluate the action of [; on
E € &, we compute the {;-isogeny ¢ of kernel E[¢;] N E[r — 1], where 7 is the Frobenius
endomorphism. This kernel consists of the group of F)-rational points of order ¢;, together
with the point at infinity co on E. Note that this ¢;-torsion subgroup of E(F,) is generated
by any F,-rational point P of order ¢;. The codomain of this isogeny is E' = [; * E.

The evaluation of the action of [} ! on E corresponds to computing the /;-isogeny ¢’ of
kernel E[¢;] N E[r + 1]. Tts codomain is E” = [;* x E. The kernel subgroup consists of co
and the points of order ¢; on E with [F)-rational z-coordinates, but whose y-coordinates
are defined over F,2. That is, these points lie on the twist of E, which we denote by E*.
Nevertheless, in CSIDH we usually work with z-only arithmetic, and the resulting isogenies
are [F-rational. Hence, all computations take place over F,,.

This class group action is commutative: Given two ideals [;,[; and a curve E € &,
we have [; % ([; * E) = (I - ;) « E = ([; - ;) * E = [; % (I; * E). Furthermore, we have
Lx (P E) =01+ (,+E)=E.

CSIDH key exchange. The class group action applied in CSIDH combines the action
of the available [*!. We fix bounds m; > 1 and define ideals as a = [[/_, [{* with

i=1"7
e; € [-m;, m;]. Hence, such a vector (ey,...,e,) is the secret key, and can be applied to
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any supersingular curve E € & through ax E = ([, [{) « E. This can be seen as walking
le;| steps through the isogeny graph Gg g, for each i < n, either with a positive or negative
orientation, depending on the sign of e;.

For the CSIDH key exchange, we pick a starting curve Ey € £. Alice samples a secret
key vector (e,...,e,) that corresponds to the ideal a = []I;* and computes the public
key curve F, = a x Ey. Similarly, Bob samples a secret b and computes the public key
E, = b x Ey. Due to the commutativity of the class group action, Alice can compute
FEy, = ax By, while Bob computes F,, = b x E,, and Fy, = Eg; is the shared secret.

Security of CSIDH. The security of CSIDH relies on the isogeny finding problem: Given
curves E, E' € &, find an FF,-rational isogeny ¢ : E — E’, or equivalently an ideal a such
that £ = ax E. The hardness of this problem relies on two parameters: the size of the
key space, determined by the bounds m;, and the size of the class group, which equals the
cardinality of £. Heuristics imply that the latter is roughly ,/p.

The classical security of CSIDH mainly relies on the size of the key space, under the
assumption that #& is at least of this size. CSIDH-512, the original proposal for NIST
Level I security, uses a 512-bit prime p with 74 ¢;, and m; = 5 for all 4, reaching a key
space of size (2 -5+ 1)™ a 2256, On the other hand, the quantum security of CSIDH is
debated (see, e.g., [9, 33]), and mostly relies on the size of p. Several works analyze the
required sizes of p, where the most conservative choice is to use 4096—bit primes for NIST
Level I [18]. Note that these quantum attacks do not rely on the size of the key space. This
means that we can specify key spaces smaller than ,/p to balance classical and quantum
security. For large primes p, it then becomes natural to restrict to e; € {—1,0, 1} when
enough distinct small prime divisors ¢; of p + 1 are available for a large enough key space.

In this work, we do not take a position in the ongoing debate about CSIDH’s quantum
security. However, we follow [12, 18] and focus on deterministic variants. We shall see that
these variants require relatively large primes starting from 2048 bits, although some of our
techniques may apply to smaller parameter sets such as CSIDH-512 too.

2.2 Computing (Chains of) Isogenies

The isogeny ¢, : E — E/a can be computed as a chain of ¢;-isogenies by the decomposition
a = [[I{". There are several methods to optimally compute such a chain of isogenies.
We give a brief overview of methods “via the kernel,” as is standard for CSIDH. Other
methods, most notably Clapoti(s) [32], are out of scope for this work.

Vélu's formulas. The classical work by Vélu [39] shows how to compute an isogeny
¢ : E — E/(P) given a description of P € E. For our purposes, P € E(F,) of order ¢;,
and so these formulas are efficient, allowing us to compute an ¢-isogeny and evaluate points
in O(¢). A significant asymptotic improvement to O(v/7) is given by [7] and denoted v/élu.
This approach outperforms the classical Vélu formulas roughly for ¢ > 89.

Amortizing the cost. To optimize the cost of evaluating the ¢;-isogenies, we can use a
single point P of order p + 1 from which we derive a chain of isogenies, analogous to how
a single point of order 2¥ can be used to compute a 2F-isogeny efficiently in k isogenies of
degree 2 [23]. That is, by multiplying P € E with the right cofactor, we obtain a point
P’ € FE of order ¢;, from which we derive ¢ : E — E/(P’) and P + ¢(P) using Vélu’s
formulas. Repeating this, we can evaluate E — (I];cq li) * E for a subset S C [1..n].
This allows us to compute the positive part a™ = [][{* for those e; > 0 using max |m;|
points of order p + 1. The negative part can be computed similarly, but instead using
points P € E*(F,) of order p+ 1. Specifically, by choosing e; € {—1,0,+1} we are ensured
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Table 2: CSIDH variants targeting NIST Level I (A = 128), where the second half
assumes the larger sizes required for quantum security. The last three columns describe
whether the variant is constant-time (CT), dummy-free (DF), or deterministic (Det.).

All measurements are given in GCycles and obtained on the same hardware, an Intel Core
i7-6700 (Skylake) CPU.

Variant Size Group Action CT DF Det.
(in bits)  (in GCycles)
CSIDH [16] 512 0.114 X X X
MCR [28] 512 0.242 X X
OAYT [31] 512 0.188 VR S
CTIDH [3] 512 0.124 vooox X
Dummy-free [17] 512 0.348 4 v X
Derandomized [17] ~ 1500 - v X v
SQALE [18] 2048 6.209 oo/ X
CTIDH [12] 2048 1.695 VR S
dCSIDH [12] 2048 7.039 v

that we can evaluate E — a* E using only two starting points of order p + 1, from now on
denoted Py € E(F,) and P_ € E'(F,).

Strategies. Similar to the strategies in SIDH [23], we can improve the performance of a
chain of isogenies by pushing appropriate intermediate points P” through ¢ : E — E/{P’).
As long as the cost of such an evaluation is cheaper than the cost of the multiplication
required to retrieve o(P") from (P), this decreases the cost of the chain. [20] explores
how to generalize the approach in SIDH for 2*-isogenies to the CSIDH case, where we
have an isogeny chain of degree []¢; and we must push both positive and negative points.

Finding kernel generators. In the above, we assumed that points of order p+ 1 are readily
available on any curve E € £. In practice, finding such points is relatively inefficient [34].
Instead, CSIDH implementations usually rely on a probabilistic approach: We sample
random points Py € E(F,) resp. P_ € E'(F,) and proceed as if they have order p + 1.
However, for each ¢; | p+ 1, we only have a probability of 1 — 1/¢; for the order of P, to
be divisible by ¢;, and analogously for P_. If we fail to find a suitable kernel generator, we
simply skip the corresponding ¢;-isogeny. The algorithm then repeats as many rounds of
point samplings until all isogeny computations succeeded.

2.3 Constant-time Implementations of CSIDH

The secret key (eq,...,e,) essentially describes only how many isogenies of a certain
degree need to be performed and in which direction. It is therefore essential that an
implementation does not leak information on either. As the cost of an isogeny heavily
depends on the degree of the isogenies, this is a non-trivial task to perform in constant-time.
We describe the most well-known methods to achieve such constant-time implementations,
separated into three categories. We give a full overview of these different variants and
implementations of CSIDH in Table 2.

Remark 2. Note that the term constant time does not refer to a constant running time,
but to the fact that the running time is independent of secret data. Indeed, constant-time
implementations of CSIDH usually rely on the probabilistic approach to sample points
described above, leading to a variable running time. Nevertheless, if these implementations
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avoid data flow from secret input to branch conditions, array indices or other secret-
dependent behavior, they are considered constant-time.

2.3.1 Dummy-based Implementations

Using dummy operations, we can achieve constant-time behavior by essentially adding
superfluous operations that mask secret information. We list three approaches for dummy-
based constant-time CSIDH, sorted both chronologically and performance-wise.

MCR. Meyer, Campos, and Reith [28] propose to use strictly positive exponents e; €
{0,...,m;}, and to perform m; — e¢; dummy ¢;-isogenies to ensure that any evaluation
performs m; isogenies of degree ¢; regardless of the secret key (eq,...,e,), and that there
is nothing to leak about the orientation: it is always positive. This achieves constant-time
behavior, at the cost of roughly doubled bounds m; compared to “traditional” CSIDH,
and a much larger total number of isogenies, > m; compared to > |e;|.

OAYT. Onuki, Aikawa, Yamazaki, and Takagi [31] improve on the MCR-approach using
two points, both a negative and a positive point, and hide the orientation of an isogeny in
constant time by picking the corresponding positive or negative kernel generator. Thus,
we can use the same bounds m; as “traditional” CSIDH, leading to improved performance
compared to the MCR~approach.

CTIDH. CTIDH [3] takes a rather different approach. Using Matryoshka isogenies [9],
one can disguise an /;-isogeny as an ¢'-isogeny for £’ > {; using dummy operations. Thus,
we can take a batch B; = {{;1,...,0; n,} of degrees and disguise each ¢; ;-isogeny as an
?; n,-isogeny. By performing these disguised isogenies, we only leak > y lei ;| instead of
lei j|. By rearranging the key space and choosing bounds M; per batch B;, we gain a
significant combinatorial advantage: instead of choosing per degree a number of isogenies
e;, we randomly choose (up to) M; degrees (with repetition) per batch. As the bound
M; per batch is public, this achieves constant-time behavior. We explain the algorithmic
details in Section 2.4. To date, CTIDH is the most efficient approach for constant-time
CSIDH.

2.3.2 Dummy-free Implementations

Although the mentioned dummy-based implementations reach constant-time behavior,
they impose vulnerabilities by physical attacks, e.g., fault injections, as demonstrated
by [13]. It depends on the specific use case if this is problematic or not. In order to thwart
this vulnerability, dummy-free implementations provide additional security against such
physical attacks, beyond constant-time behavior. We list two approaches.

Using cancellations. [17] introduces the idea of using isogenies that cancel each other out.
Assuming an even bound m;, and by choosing only even secret exponents e; € [—m, ..., m],
we can always compute the action of [{* using first e; isogenies in the correct direction,
followed by m; — e; isogenies in alternating directions. As m; — e; is even, the alternating
isogenies effectively cancel each other out. We thus compute m; isogenies of degree ¢; to
compute the action of [{" without performing dummy isogenies. However, this increases
my; significantly, and there is potentially a physical attack which uses two fault injections
to skip pairs of alternating isogenies.
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Unitary secret exponents. SQALE [18] explores large-parameter CSIDH using primes
that allow more than 2 - A small odd primes ¢; and, therefore, propose to sample secret
exponents e; only from {—1,+1}. This ensures that a secret key a can always be evaluated
by performing precisely one isogeny per degree ¢;. By hiding the orientation of this single
isogeny, we ensure constant-time behavior without using any dummy isogenies.

2.3.3 Deterministic Implementations

Beyond constant-time behavior and security against physical attacks, real-world imple-
mentations often require deterministic behavior, i.e., void of randomness. Deterministic
behavior can be required for a number of reasons, for example, the cost of proper entropy
can be prohibitive, or the risk of random behavior can be deemed too high. Additionally,
the probabilistic point sampling approach prohibits the definition of an upper bound for the
worst-case runtime of the CSIDH action. dCSIDH [12] is a deterministic and dummy-free
variant of CSIDH, using the approach from SQALE [18] and providing full-torsion points
P, and P_ in the public key, among other improvements.! Thus, there is no need to
probabilistically sample points in the key-agreement phase of CSIDH, since all isogenies can
be computed from the provided Py and P_. We note that this variant requires to validate
that P,y and P_ have full order, to prevent attacks through malicious points. Moreover,
it suffices to represent these point in the public key via a seed of a few bytes, instead of
transmitting the full points. [17] outlines this approach for a derandomized version of
CSIDH, yet using dummy isogenies and without giving details or an implementation.

2.4 Algorithmic Details of CTIDH

In this section, we detail some algorithmic building blocks of CTIDH [3] that will become
relevant in the remainder of this work. As described above, CTIDH distributes the available
factors ¢; into batches B; = {{;1,...,¢; n,} of size N; in consecutive order. It fixes a
bound M; per batch B;, and samples secret keys such that > j lei,;| < M;. The CTIDH
algorithm computes exactly M; isogenies for the batch B; by filling up with M; — > j e j
dummy isogenies. Hence, for a given vector of batch sizes B = (B, ..., B,) and bounds
M = (M, ..., M,), we obtain a key space of size

n min{z,y}
x
#HN M = H@(Ni,Mi), where ®(z,y) = Z (k) oF (Z)

i=1 k=1

Evaluating the CTIDH action in constant time then requires to hide the exact degree of
each computed isogeny, i.e., making each isogeny for a batch B; look equal through the
timing channel. CTIDH achieves this through the following techniques.

Matryoshka isogenies. The cost for computing Vélu or Vélu isogenies directly depends
on the degree /;, with a complexity of O(¢;) resp. O(y/¢;). For achieving the same number
of operations for isogenies of all degrees ¢; ; within a batch B;, CTIDH uses the Matryoshka
structure of isogenies, outlined for the Vélu approach in [9]. Given a point of order ¢;, these
formulas essentially evaluate the kernel polynomial hs(z) = [[,cg(z — 2([s]P)) at certain
inputs z to compute the codomain and evaluate points, where S = {1,...,(¢; —1)/2}, and
x(P) denotes the z-coordinate of P. The Vélu formulas thus cycle through the points [s] P
and generate and evaluate hg(X) on the fly, leading to a total cost of O((;). It is then
easy to compute an £;-isogeny at the cost of an ¢; with £; > ¢;, by adding dummy steps to

INote that [12] also explores CTIDH in large-parameters to give a performance comparison to dCSIDH,
but leaves the analysis of deterministic CTIDH variants as future work. Our work closes this gap by
exploring deterministic CTIDH.
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this loop after reaching the bound (¢; — 1)/2. Hence, we can compute an isogeny of any
degree within a batch B; at the cost of the maximal degree ¢; ;.

This approach can be extended to V/élu isogenies. In these formulas, hg(z) is evaluated
via a baby-step giant-step approach. We equivalently set S = {1,3,...,¢; — 2}, and split it
into a “box” U x V and a “leftover set” W such that S <+ (U x V) UW. Then hg(x) can
be computed by multiplying the resultant of hy(x) and a polynomial derived from hy (z)
with hy (z). All sets U, V, W can be chosen of size O(v/?;), and the resulting computations
only require 5(\/87) operations. Imposing a Matryoshka structure on Vélu is then easy:
for a batch B;, we choose U,V optimal for the smallest degree ¢; ;, and W according
to the largest degree ¢; n,. Then we use an analogous approach to the Vélu case, and
introduce Matryoshka dummy operations in the computation of the linear part hy (z).
Vélu Matryoshka isogenies thus become slightly less efficient due to the non-optimal
choices of U, V, W, and depend on both the largest and smallest degree per batch. We
write Matryoshkay, , for such an isogeny using Vélu or Viélu up to ¢;, depending on
the size of ¢;, and then Vélu for the remaining, possibly dummy, steps up to £;. Thus,
Matryoshka, , can be used to perform any isogeny of degree between ¢; and ¢; at the
cost of ¢;. For more details, we refer to [3, 7].

Point multiplications. CTIDH samples points Py and P_, and multiplies them by
appropriate cofactors to find a kernel generator of order ¢; ; before computing the respective
¢; j-isogeny. For efficiency reasons, these multiplications use Differential Addition Chains
(DACs) [5], which compute a precomputed fixed sequence of a doubling and several
differential additions.? However, the length of these DACs, and therefore the computational
effort for a multiplication by ¢; directly depends on ¢;. Since CTIDH requires to keep the
isogeny degree ¢; ; secret, it requires constant-time multiplications by all factors within a
batch B;. CTIDH guarantees this by precomputing an optimal DAC for each ¢; ; € B;, but
potentially padding this DAC with dummy steps, such that multiplication by any cofactor
from B; requires the same number of operations.

Point rejections. As outlined above, sampling points and multiplying by an appropriate
cofactor to obtain a point of order ¢; has a failure probability of 1/¢;. Thus, for a batch
Bi ={li1,...,4; n,} this point rejection probability varies per degree. To mitigate this,
CTIDH artificially fixes the failure probability to the maximum 1/¢;; by introducing an
additional coin flip of suitable success probability per degree ¢; ;. In particular, after
successfully finding a point of order ¢; ;, the coin flip decides if we artificially reject this
point anyway, in order not to leak information on which point orders have been generated
through the rejection rate. Note that in comparison to traditional CSIDH implementations,
this step requires an additional usage of high-quality randomness.

Using these building blocks, CTIDH proceeds in multiple rounds of sampling points
P, , P_, attempting to compute only one isogeny per batch to prevent secret-dependent
behavior. In total, CTIDH thus requires at least max{M;} rounds, plus potential extra
rounds in the case of point rejections. The performance of CTIDH relies on a good choice
of batches B; and bounds M;. The best way to find such parameters is through a two-layer
greedy approach. For detailed algorithms, we refer to [3].

3 Deterministic CTIDH Using WOMBat Batching

We have seen that CTIDH is probabilistic, using multiple rounds of sampling points and
computing at most one isogeny per batch. This approach is incompatible with the idea

2See [6] for the state of the art on this topic.
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of a deterministic action using only one pair of full-order points for limited numbers of
factors ¢; and reasonably large batch sizes. In order to reach deterministic behavior in
CTIDH, we analyze the approaches of multiple isogenies per batch and overlapping batches
in Section 3.1, whose interplay leads to a new batching technique we call WOMBats. In
Section 3.2, we explain how to evaluate WOMBats in constant time, and how to combine
several WOMBAats to achieve a deterministic implementation, and in Section 3.3, we show
that our WOMBat approach is compatible with the optimal strategies framework, leading
to optimal performance for given batching parameters. Since techniques like Matryoshka
isogenies strongly rely on dummy operations, we will focus on a dummy-based approach
in this work. However, we describe how to design dummy-free variants of these tools in
Appendix A.

3.1 WOMBats: Widely Overlapping Meta-Batches

Earlier versions of CSIDH [12, 17, 18] analyze the efficiency of a key space with e; €
{—1,+1} so that the full group action evaluation E — E/a can be performed with only
two full-order points Py € E(F,) and P_ € E'(F,), given at the start. We first show
that such an approach can easily be adapted to CTIDH’s batching technique, massively
decreasing the number of isogenies required, before generalizing this approach.

Multiple isogenies per batch. For each round of point sampling, the original CTIDH
instantiation [3] computes exactly one isogeny per batch to avoid secret-dependent behavior,
e.g., when multiple isogenies of the same degree have to be computed, or when re-trying
to compute isogenies after point rejections. This problem completely vanishes when using
unitary secret exponents: for a batch B; = {{;1,...,¢; n,} we can compute any number
M; < N; of isogenies of distinct degrees through M, applications of Matryoshkay, , ,
The key space covered by this batch is then given by

M.
N; L /N,
2]\/[7‘, . < 1>’ resp. Z 2] . ( .1>
M; =0 J

when allowing dummy isogenies. Especially for large batches, this leads to a combinatorial
effect that allows for reducing the required number of isogenies significantly. We illustrate
this in the following example.

i,Ni].

Example 1. Consider dCSIDH-2048 from [12] with a key space of size 222! using 221
prime factors ¢;, and unitary secret keys restricted to e; € {—1, 1}, therefore computing
exactly one isogeny per degree ¢; in the group action evaluation. If we instead view
{l1,...,0291} as a single batch By, it suffices to pick M; = 52 to reach a key space of
size 2221, allowing dummy isogenies. Hence, we only need to compute 52 isogenies, using
Matryoshkay, ,,, j, instead of 221 isogenies in dCSIDH-2048. However, due to the large

batch size, the cost of Matryoshkay, ;... is rather high: in this example, we would have

to compute 52 isogenies at the cost of an £991-isogeny with no use of Vélu, whereas many
of the /;-isogenies in dCSIDH are significantly cheaper and can use Vélu.

Overlapping batches. A different approach to achieving a deterministic variant of
CTIDH is to use overlapping batches. Assume we have a batch By = {{1,...,¢n,}.
Instead of starting Bz at fy,11, we use an overlap of w2 factors. That is, we set
By = {{N,—wi o415+ N\ 4+ Na—w o }» Such that wy 5 factors are included in both batches,
where wy 2 < min{Ny, Na}. In order to always allow for unitary secret keys, we further
require the batch bounds to satisfy M; + My < Ny + Ny — wy 2, which ensures that we do
not compute multiple isogenies per degree. Compared to distinct batches, this significantly
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improves the combinatorial effect, and therefore reduces the number of isogenies we need
to compute in order to achieve a given key space.

To further increase this effect, it appears promising to not only define two overlapping
batches, but generalize this to multiple overlapping batches. However, this comes with
major restrictions in the sizes of overlaps w; ; and bounds M; for all involved batches,
making an analysis in full generality extremely tedious. In the following, we show that
a particular instantiation of this approach is especially promising for the design of a
deterministic CTIDH variant.

Combining both approaches. We combine both approaches—multiple isogenies per batch
and overlapping batches—to achieve an efficient approach for deterministic CTIDH. For
ease of notation, consider the batch B = {¢1,...,¢x} and M < N. As described above, we
can compute the required M isogenies of distinct degrees via M calls to Matryoshkay, , |-
To lower the cost for computing these isogenies, we view B as M overlapping batches B; =
{1, s n—ps1}, Be ={lay ..., n_prs2}s -, B = {lur, ..., €N}, where each batch has
size N — M +1 and overlaps in N — M degrees ¢; with the previous batch, and the next batch.
For each batch, we then compute exactly one isogeny, running Matryoshka, , . . for
B, Matryoshkay, , . .1 for By, and so on, until Matryoshkay ., i for Bys. It is easy
to see that this covers all possible distributions of M distinct-degree isogenies that could
be prescribed by the secret key: the smallest degree must be included in By, the second-
smallest degree must be included in By, and so on. We illustrate this approach in Example 2.
The benefit of this approach is a significant improvement in performance, as we will see
in Example 3.

The above approach uses M overlapping batches to achieve a single ‘meta’-batch. We
define a WOMBat to generalize this approach, which allows us to achieve an efficient
deterministic CTIDH variant.

Definition 1. A Widely Overlapping Meta Batch (WOMBat) isa batch W = {¢; 1, ..., 4 v}
of size N and bound M, where each ¢; ; € W has exponent e; ; € {—1,0,1}. Thus, all
isogenies can be performed by a single full-order point, at a cost of M Matryoshka isogenies
through Matryoshkay,  , up to Matryoshka,

i, N—M+1] Linsli N]*

Example 2. As a concrete example, consider the WOMBat W of size N = 10 with prime
degrees {3,5,7,11,13,17,19,23,29,31} and consider the bound M = 5. The smallest
of the five isogeny degrees specified by a secret key must lie between 3 and 17, so we
compute the corresponding isogeny via Matryoshkay, ;4, followed by Matryoshka; 1o for
the second-smallest degree, and so on. This is illustrated in Figure 1.

W =( 3 5 7 11 13 17 19 23 29 31 )

wih =( 3 711 13 17 ) Matryoshka i)
w@ = (5 7 13 17 19 ) Matryoshkay ;g
W = (7 11 17 19 23) Matryoshka; »3
W = (11 13 17 19 29 ) Matryoshkay); yg
W) = (13 17 19 23 31 ) Matryoshkay s 5

Figure 1: Illustration of a WOMBat W of size N = 10 and bound M = 5, performing
the secret key (0,1,0,1,1,0,0,1,1,0). The computed isogeny per sub-batch WO of W is
depicted by a blue square.
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Example 3. Recall from Example 1 that our simple deterministic CTIDH approach
required to compute 52 isogenies via Matryoshkay ,.. .- Instead, we can define a
WOMBat W of size N = 221 and bound M = 52, whose isogenies can be computed
using Matryoshkay , ., Matryoshkay, , _;, ..., Matryoshkay ., ., significantly im-
proving efficiency. However, each batch is still very wide, resulting in limited usage of

Vélu.

Similar to how CTIDH is more effective when using n batches instead of a single large
batch, we may naturally expect an improvement in performance using n disjoint WOMBats
Wi, ..., W, instead of the single WOMBat discussed in Example 3. We name this variant
dCTIDH, using and evaluating Ny, disjoint WOMBats W; of size N; and bound M;. As
discussed above, our approach is deterministic. Furthermore, Section 3.2 will explain how
to evaluate WOMBats in constant time, making dCTIDH constant-time and deterministic.

Key space. The key space of a WOMBat W of size N and bound M is easily calculated
as U(N, M) := (AA/;) -2M " Similarly, for Ny, disjoint WOMBats W, ..., Wa,,, each of
size N; and bound M;, the resulting key space is

:lv_'v[:xp(wi) = J]V"V[v (z\]\;) oM,

i=1

We can further allow dummy isogenies, by choosing between 0 and M; real isogenies per
WOMBAat, padded by dummy isogenies to ensure we always perform precisely M; isogenies
in total per WOMBat. The key space then increases to

N Ny Mi oy _
H \Ildummy(wi) = H Z < ]2> <27,
=1

i=1j=0

3.2 Evaluating a WOMBat

This section analyzes how to evaluate the action of a secret key derived using the WOMBat
approach in constant time. Let a be such a secret key, with (eq,...,e,) drawn from the
key space with Ny, WOMBats Wy, ..., Wy, . Let a; denote the part of the secret key
associated to WOMBat W, = (€;.1,...,4; n,), represented as ey, = (€;,1,---,€i.N;)-

Assuming we are given a pair of points (P; 4, P; _) of order of the required isogeny, i.e.,
their order is the product of all ¢; ; for which e; ; # 0, Algorithm 1 details a deterministic
evaluation of W;. Each step in Algorithm 1 can be implemented in constant time, using
similar techniques as in CTIDH [3], as we describe below.

Scalar multiplications. Algorithm 1 involves several scalar multiplications, whose scalars
directly depend on the secret key. However, implementing this in constant time is equivalent
to the case in CTIDH [3]: we compute the maximal DAC length of the factors ¢; ; € W,
and use dummy steps if necessary, such that all multiplications [¢; ;]P for ¢; ; € W; run
in the same number of steps. Furthermore, the number of necessary multiplications only
depends on the public parameter M;. Picking the correct DAC and factors ¢; ; requires
constant-time look-ups and swaps. Note that we process the degrees ¢; ; in descending
order, which saves computational effort in Line 9 of Algorithm 1, since multiplications by
large factors are repeated less often.

Isogenies. The Matryoshka isogenies are equivalent to the ones used in CTIDH (3],
hence run in constant time. In our case, the upper and lower bounds vary throughout
Algorithm 1, yet this only depends on the public parameters M; and NV;. Keeping the actual
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Algorithm 1 WOMBAat evaluation EvaluateWombat

Input: WOMBat W; of size N; and bound M;, Montgomery coefficient A of the domain
curve, partial secret key ey, = (€;.1,...,€; n,), points P; y, P; _ of order of the required
isogeny, a list of points pts to be pushed through isogenies.

Output: Montgomery coefficient A of the codomain curve, a list pts of image points.

1: forr=0to M; — 1 do

2: Pick the largest k with e; , # 0.

3: if e;, = 1 then

4: K<« P,

5: else

6: K+ Pi,—

7 end if

8: for all j € {1,...,k} with e; ; # 0 do
9: K« [gl’j]K

10: end for

11: (A, (P +, P —,pts)) + Matryoshka[eMi;méNrT](Ei,k., A K, (P4, P, _,pts))
12: (Piys Pi—) < ([lin] Pi vy [li k] Pi o)

13: ek <0

14: end for

15: return (4, pts)

isogeny degree ¢; ), secret works equivalently as in CTIDH. In Algorithm 1 the function
Matryoshkay, , 1 takes as input the isogeny degree £, that must satisfy ¢; < £, < ¢;, the
Montgomery curve coefficient A of the domain curve, a kernel generator K of order fj,
and a list of points to be evaluated. It outputs the codomain Montgomery coefficient, and
the list of evaluated points. In a dummy-based implementation, we simply discard the
result of Line 11 in the dummy case.

Point swaps. Algorithm 1 contains an if-branch that depends on the secret key. However,
it is easy to implement this via a simple constant-time point swap depending on the sign
of e; ;. Equivalently, the implementation of CTIDH [3] relies on this technique.

Deterministic CTIDH using WOMBats. Given this action per a;, we easily obtain a
full evaluation E — E/a via Algorithm 2. Given Py and P_ of full order []¥¢;, we first
multiply out all unused ¢;, i.e., those ¢; with e; = 0, in constant time as described above.
To achieve this, note that the number of scalar multiplications per WOMBat W; is N; — M;,
which is constant and publicly known. We obtain P, P_ both of order Hei £0 4;. Then,
per WOMBat W; = (¢;1,...,4; n,), we clear all orders ¢, ; with ¢’ # i that have not
been cleared before to get the two points (P; 4, P; _) both of order Hcivﬂéo ¢; ; used in
Algorithm 1. While evaluating W;, we push the original points Py, P_ through to use
these for the next WOMBAat. All multiplications run in constant time when implemented
as described above.

Finding full-order points. Algorithm 2 assumes two points P, P_ of full order, that is,
of order [] ¢;, which are computationally expensive to find.*> For the public key generation
phase, we can simply precompute such points on the starting curve Ej and use them as
system parameters. In the key agreement phase however, this is not possible. To avoid the
costly points sampling in this phase, we can shift this task to the public-key generation
phase: after computing a public key curve Epy, full-order points are sampled and included

3Indeed, this is why most CSIDH implementations use probabilistic point sampling.
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Algorithm 2 Deterministic CTIDH action using WOMBats

Input: Montgomery coefficient A of the domain curve, secret key (ej...,en), Nw
WOMBats W; of size N; and bound M;, and full-order P € E(F,) and P_ € E*(F,).
Output: Montgomery coefficient A of the codomain curve.
1: for all i € {1,...,n} with ¢, =0 do

2: P+<—[€i]P+,P_(—[€i]P_

3: end for

4: for i = Ny, to 1 do

5 (P Pio) — (Po,P)

6: for j=1toi—1do

7: for all ¢;; € W, with e; 1, # 0 do

8: Pi’_;,_ — [éj,k]f:)i7+, Pi7_ — [éj,k]Pi,—
9: end for

10: (A, Py, P_) < EvaluateWombat(i, A, ew,, P; +, P;—, P+, P_)
11: end for

12: end for

13: return A

Lv"w}w}w“l WHHHHHI““
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-

L

(a) Multiplicative evaluation per WOMBat. (b) Optimal strategy combining WOMBats.

Figure 2: Strategies to evaluate dCTIDH, corresponding to the dCTIDH-2048-205 parameter
set (see Section 5), using a 2048-bit prime p, and 13 WOMBAats of differing sizes.

in the public key. To avoid a large increase of public key sizes, we follow the approach
of dCSIDH [12]: instead of directly sampling points (resp. their a-coordinates), we try
small seeds u € I, and deterministically compute the two points from this seed using the
Elligator sampling approach [8, 9]. In the key agreement phase, we then only have to
expand this seed u via Elligator to get the points Py and P_. As in dCSIDH, u only
increases the public key size by a few bytes. The points derived from u have order p 4 1,
s0 a user needs to clear the unused cofactor 27 - g as well as the unused factors ¢; for which
e; = 0 (Lines 1-3 in Algorithm 2) before starting the action.

3.3 Using Optimal Strategies

The previous section shows how to evaluate E — E/a by separately evaluating WOMBats,
following the approach of CTIDH. Following Algorithm 1, each WOMBAat is evaluated
through a multiplicative strategy. Instead, we could use the optimal strategy framework [20]
to define other strategies per WOMBAat, replacing some multiplications by point evaluations.
However, our experiments show that for the relatively small numbers of isogenies per
WOMBat that we will be using, the multiplicative approach is optimal in most cases.
Figure 2a depicts the multiplicative approach, using the code from Chi-Dominguez
and Rodriguez-Henriquez [20]. In a nutshell, each segment of a vertical line is a scalar
multiplication by a factor £; and each segment of a horizontal line is a point evaluation
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through an /;-isogeny. The algorithm starts in the top left corner, and we need to reach
the lower diagonal of the triangle at each vertical level to generate a point of suitable
order, which generates the next isogeny, i.e., the next horizontal step. At the end of the
algorithm, we reach the upper right corner after computing all corresponding isogenies.
We refer to [20] for more details. Figure 2a visualizes our approach, with each subtriangle
corresponding to the evaluation of a single WOMBAat using Algorithm 1, resulting in an
overall multiplication-based evaluation of the 13 distinct WOMBats.

Optimal strategies in dCTIDH. Although the approach of evaluating each WOMBat
separately might make sense intuitively, there is no reason why this approach should
be optimal. Instead, contrary to the CTIDH case, we may also see the full evaluation
E — E/a as a single chain of isogenies that can be evaluated using optimal strategies [20],
which do not necessarily have to be split ‘per WOMBat’. That is, given the points Py, P_,
we can ignore the batching structure by simply using the same multiplicative cost for each
factor £; ; within a WOMBat WV;. We observe that the series of calls to Matryoshkay, .,
is constant without requiring to prescribe the precise moment they are called, and thus, we
can compute an optimal strategy without restricting to the batching structure. Figure 2b
shows the resulting optimal strategy for the same parameters as in Figure 2a. Indeed, the
optimal approach does not evaluate each WOMBat separately, but even places degrees
of the same WOMBAat in separate subtriangles. In our example, the optimal strategy
outperforms the multiplicative approach by 7.5%.

Note that the algorithm still runs in constant time, since the number and size of multi-
plications and calls to Matryoshka are constant, following the explanation in Section 3.2.
We refer to [20] for more details and algorithms for evaluating optimal strategies.

Remark 3. Multiplicative approaches usually benefit from evaluating the corresponding
isogenies in descending order of their degrees [29], while optimal strategies benefit from
swapping this to an ascending ordering [20]. Our analysis takes this into account.

3.4 Key Validation

To ensure no information is leaked on the secret key a during evaluation, public keys must
be validated. This requires two checks: first, that the curve E is supersingular, and
second, that the seed u generates two points P, , P_ whose order is divisible by all ¢;.
Otherwise, a maliciously crafted public key might contain a seed generating a point P,
whose order is not divisible by, say, £; = 3. A successful derivation of the shared secret
then leaks that no positive ¢1-isogeny was performed, hence leaking information on a. This
is in contrast with dCSIDH, which computes an ¢;-isogeny for every ¢; regardless of the
secret key, and hence the order of Py and P_ is verified throughout the computation
E — E/a and does not leak information.

Whenever [[¢; > 4,/p, ensuring a point has order at least [ ] ¢; also verifies supersin-
gularity. Thus, for dCTIDH, we only need to verify the second claim: that Py and P_
have orders divisible by all £;. We use Algorithm 4 from [34]: we multiply P} and P_ by
the cofactor (p + 1)/ []¥; to get points P} and P’, and then compute the reduced Tate
pairing ¢ =ty (P}, P") of degree L = []¢;, using cubical arithmetic [35]. We then verify
that the result ( € pur has order precisely L using a product-tree approach, using the fact
that we can apply fast arithmetic using Lucas sequences for such elements [38].

In terms of cost, this requires two Montgomery ladders of logp — log L bits, the
pairing computation of log L bits, and the product-tree verification of length L log L bits.
Montgomery ladders have a well-known cost of 6M +4S + 12A per bit, whereas the pairing
computation requires both F,, and F,2 arithmetic, and therefore takes 1I9M + 4S + 41A
per bit. The product-tree verification requires 1M + 1S per bit. In total, this gives us a
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close estimate of the cost of key validation, which comes down to 60,000 Fj-operations for
dCTIDH using a prime of 2048 bits.

4 Optimal dCTIDH Parameters

While Section 3 presents optimized approaches for evaluating the group action in dCTIDH,
it requires as input a WOMBat batch configuration, i.e., the number Nyy of wombats W;
and their sizes N; and bounds M;. Optimizing this configuration is a difficult task, and
the main focus of this section.

While for a given prime p, finding WOMBAat batching parameters is related to the
approach provided in CTIDH [3], we further need to take into account the choice of p.
Recall that our primes are of shape

p—|—1:2f-g-ﬁ£i.

i=1

For dCSIDH, choosing p is somewhat trivial, as the number n of distinct prime factors
{; is prescribed by the required size 2" of the key space. This is then padded with f as
large as possible to reach the target size of p, and a cofactor g to ensure p is prime. In
contrast, the combinatorial advantage in dCTIDH allows to reach the same key space size
with smaller n, which, in turn, allows for increasing f, the power of 2 dividing p+1, leading
to more efficient [Fp-arithmetic. In this section, we analyze in detail how to balance the
two involved dimensions in dCTIDH: the number of WOMBats Ny, with the associated
optimal batching parameter, which determines the number of IF,-operations, and the size
of n, impacting the efficiency of the F,-arithmetic. For a concrete treatment, we will limit
to 2048-bit primes p in this section, and note that adapting our search approach to larger
parameters is straightforward.

4.1 Optimizing WOMBat Batches

Given a prime p, we want to optimize the WOMBat batching parameters in terms of a cost
function. We adapt the greedy search from CTIDH [3] to our setting.

Cost function. Analogously to CTIDH, we measure the cost of a group action evaluation
in Fp-operations, given all parameters p, Nyy, N;, and M;. While in CTIDH this cost
function must account for the probabilistic nature of the algorithm, and therefore the
variability of the runtime, this is greatly simplified in dCTIDH. Due to the deterministic
approach and assuming full-order points as input, we can predict the exact number of
operations. For this we use the optimal strategy framework [20] adapted to our context,
to find a (locally) optimal strategy for evaluating the class group action, and output the
number of F,-operations. Using a fixed ratio between multiplications, squarings, additions,
and inversions, we translate this to an equivalent of F,-multiplications, i.e., S = M and
ignoring A. Note that we need to add a small overhead to the obtained optimal strategy
cost to account for the scalar multiplications required to clear the cofactors Hei:O l; before
entering the strategy.

Greedy search. Given a prime p, we adapt the multi-layer greedy search from CTIDH [3]
to find optimal batching parameters. To achieve this, we fix the number of WOMBats
Nyy, and let the upper level of the greedy search algorithm optimize for the best choice
of WOMBat sizes N; such that > N; = n. To determine the optimal set of N;, each
step in this upper layer calls the lower level of the greedy search, which, given the sizes
N;, searches for the optimal choice of bounds M; such that we reach a large enough
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key space. In particular, we start with equally distributed N; and M; = |N;/2]. The
lower layer optimizes by calling the cost function from above to get precise costs for
the group action evaluation for this specific set of N; and M;. The steps the greedy
algorithm takes to optimize in the upper and lower layer are analogous to the CTIDH
greedy implementation [3]. Running this multi-layer greedy search for different numbers of
WOMBats Ny then leads to an optimal parameter configuration for the chosen prime p.

Note that this algorithm finds a local minimum, but ideally our goal is to be as close as
possible to the global minimum. To increase the probability of reaching this minimum, we
add a randomization step when selecting the bounds M; per batch and set M; = | N; /2] -6
where 6 € {0,...,5} is a random integer. Such a random starting choice might obtain a
different local optimal choice of M;. Due to the increased search space when running the
greedy search multiple times, we increase the probability for reaching the global minimum
of Fp-multiplications for the given p. However, the results are no longer reproducible
between runs.

Remark 4. Our approach produces two invalid edge cases: 1) when there is no possible
configuration to obtain a large enough key space for the specified number of batches Ny,
and 2) when the resulting parameter set contains empty batches with a bound of M; = 0.
In the second case, there must be a better parameter set with smaller n and without empty
batches. Therefore, we disregard such configurations.

4.2 Impact of 2-valuation of p + 1 on Performance

While Section 4.1 discusses optimizations at a higher level, this section focuses on the
underlying field arithmetic. Our arithmetic is strongly based on the Karatsuba approach
from [12], which uses the word version of the Montgomery reduction from [2] (see Algo-
rithm 3) for efficient reductions modulo p. The main idea of this approach is to reduce the
number of limbs to be multiplied depending on the cofactor 2/ = 25*+¢ where w is the
word size in bits and € < w. Note that the complexity of this algorithm is dominated by
the v multiplications of a2(**)=* by a single word value 7o (see Line 4 of Algorithm 3).
The combinatorial advantage of dCTIDH enables the value of k to be increased, which leads
to a speedup of the reduction. As indicated in Line 4 of Algorithm 3, increasing k leads
to a multiplication in which the least £ — 1 words do not have to be taken into account.
Particularly, increasing k leads to a speedup by saving at least k- v MULX instructions
and k- v -2 ADOX/ADCX instructions compared to the standard Montgomery reduction
(see Algorithm 3 in [2]). We present and discuss the resulting performance figures for our
implementation in Section 4.3. For more details on this Montgomery reduction approach,
we refer to [2].

Algorithm 3 Word version of the Montgomery reduction if p = 2¥*a — 1

Input: 0 < a < pBY, where S is the radix with 5 = 2%, and v = number of limbs
Output: r=af7™ modpand 0 <r <p
1 r<a
2: fori=0tov—1do
3 ro < 1 mod [
4 7 (r—19)/B + 1o x a2tkw)—w
5: end for
6: 7’ 1+ (8" —p)
7. if v’ > Y then
8: r<r -4
9: end if
10: return r
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Table 3: Benchmarking results for performing an F,-multiplication for k € {1,...,12}.
Numbers are median clock cycles of 10% executions on a Skylake CPU.

k 1 2 3 4 5 6 7 8 9 10 11 12
4120 4109 4085 4045 4029 3991 3967 3925 3896 3880 3847 3825

4.3 Selecting Parameter Sets

This section combines the search for optimal batches from Section 4.1 with the performance
model from Section 4.2 to find optimal parameter sets for dCTIDH in terms of cycles, for a
prime p of 2048 bits.

As our primes are of the form p+1 =27 .g¢- I L, ¢:, we first look for the optimal number
n of small odd primes ¢; that gives the lowest cost for a group action evaluation in terms
of Fp-multiplications. The lower bound is n = 151, given by the minimal number of ¢;
required to reach a key space of size 222!, and the upper bound is n = 226. This gives
the first dimension of the search space for optimal parameter sets, which directly also
determines the largest power 27 dividing p + 1 that is available: the larger n is, the smaller
2/ must be. The second dimension is the number of batches W; into which we divide the n
small odd primes ¢;, which we range from 1 to 18. This gives us a two-dimensional search
space of 75 - 18 possible configurations. Exploring this search space took about 3 weeks on
an AMD EPYC 7643 running on 192 threads.

In terms of F,-multiplications. Given the possible configurations, we run the greedy
algorithm described in Section 4.1 to find optimal strategies in terms of F,-multiplications.
Figure 3 summarizes these results, showing the cost of the best strategy we could find for
n = 226 to n = 151 targeting a key space of size 2221,

The plot highlights several key observations regarding the performance of dCTIDH.
Notably, the action reaches a minimum at n = 205 with 314, 370 multiplications. In the
range from n = 226 to n = 193, the results show minimal divergence, with only 5816
multiplications separating these points. This variation corresponds to less than +1% of
the average, likely due to the compensating effects of the reduced overhead from unused ¢;
and the increasing number of isogenies, as the number of ¢; decreases.

Starting at n = 186, the plot shows a noticeable upward slope, due to the reduced
number of available ¢;, resulting in fewer and larger batch sizes. Consequently, we see
an increase in overhead due to the wider Matryoshka isogeny bounds. The extrema at
n = 151 represent the upper bound of the observed trend, where only a single WOMBat
can be utilized. This emphasizes the growing inefficiency as the number of ¢; decreases.

In terms of cycles. In terms of CPU cycles, as described in Section 4.2, the size of k
significantly impacts the cost of an F,-multiplication. The size of k is directly related to
the number n of ¢;, as a larger n allows for fewer bits left for k, assuming a fixed bit size for
the resulting prime p. We thus multiply the number of multiplications obtained by greedy
per configuration by the cycles per multiplication given in Table 3 for k& € {1,...,12}. Due
to the optimized arithmetic, we find that this shifts the optimal parameter set from the
one obtained by simply optimizing only the F,-multiplication count.

Figure 4b shows this effect. The new optimal configuration shifts to the right and is now
at n = 194 with 1.266 Gcycles. Further, the plateau between n = 226 and n = 193 from
Figure 4a transforms into a slight downwards slope as multiplication costs reduce. Up to
n = 177, this scaling compensates for the increasing number of multiplications, maintaining
an overall low cycle count. However, beyond this point, the larger multiplication counts
associated with fewer ¢; overwhelm the benefits provided by the larger 2*-cofactor. This
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Figure 3: Cost of a group action evaluation using the optimal strategy for n from 226 to
151 in IFp-multiplications and clock cycles. Minima indicated by blue triangles.

tipping point is evident in the plot, where the CPU cycle curve begins to rise steeply,
illustrating the diminishing returns as the number of ¢; decreases further.

Ultimately, the behavior of the curve emphasizes the need to balance the number of ¢;
with the 2-valuation, as indicated by the new optimal configuration at n = 194.

5 Implementation Results

Following the findings of Section 4, this section gives the performance results for our
selected parameters.*

Implementation. As outlined above, we employ optimal strategies for our WOMBat
evaluation, making the dCSIDH [12] code the clear choice as a starting point for our
implementation. We extend the code base using the constant-time strategies discussed in
Section 3.2 and Section 3.3, including Matryoshka isogenies, fixed length multiplications,
and constant-time lookups. In the case of dummy isogenies, we utilize constant-time swaps
to discard the isogeny result. We furthermore add the finite-field speedup from Section 4.2
to our asm-based Karatsuba implementation.

Constant-time verification. In order to be constant-time, we designed each step of our
algorithm without secret-dependent branches and memory accesses. To verify this property
for our implementation, we carried out automatic tests based on the ctgrind [26] library
and the valgrind [30] analysis tool. All tests were completed successfully, indicating that
branches and memory addresses are independent of any secret inputs.

4All benchmarks in this section are performed on an Intel Core i7-6700 (Skylake) CPU running Debian
12 with Hyper-threading and Turbo Boost disabled and compiled with gcc-12.2.0.



20 dCTIDH: Fast & Deterministic CTIDH

Results. Based on the results discussed in Section 4, we implement three configurations.
dCTIDH-2048-226 serves as the baseline, given it uses the same prime and arithmetic as
CTIDH-2048 and dCSIDH-2028. We choose the other configurations, dCTIDH-2048-205
and dCTIDH-2048-194, based on their optimal parameters for multiplications and CPU
cycles. Table 4 summarizes the selection.

Table 4: Parameter overview for dCTIDH-2048 for a key space of 222! bits. All primes are
of the form p+1=27.¢- H?Zl l;. dCTIDH-2048-226 uses the prime and arithmetic from
CTIDH-2048 [12], the other two primes use the first n = 205, resp. n = 194, odd primes ¢;.

variant criteria isogenies WOMBats 2-valuation (27) cofactor (g)
dCTIDH-2048-226 baseline 67 15 261 1
dCTIDH-2048-205 best mults 68 13 2644 219.13.17
dCTIDH-2048-194 best cycles 69 12 204-6 23.7.41

Table 5: Performance results of a group action evaluation in multiplications (M), squarings
(S), and additions (A), and median megacycle count (Mcycles) of 25,000 experiments,
performed on an Intel Core i7-6700 (Skylake) CPU. The column ‘F,-mult. is calculated
using the model S = M, ignoring additions. Bold numbers denote the best performance.

variant M S A F,-mult. Mcycles
CTIDH-2048 [12] 279,586 78,721 - 358,307 1,695.38
dCSIDH-2048 [12] 1,315,203 227,501 - 1,542,704 7,039.53
dCTIDH-2048-226 265,192 50,572 474,336 315,764 1,497.72
dCTIDH-2048-205 263, 545 50, 825 465,224 314,370 1,430.31
dCTIDH-2048-194 266, 101 51,258 469, 258 317,359 1,409.47

Table 5 summarizes the performance of different dCTIDH-2048 configurations. These
results reveal significant performance improvements through optimized configurations and
key space selection. The effect of selecting a parameter with a larger 2/-cofactor becomes
evident when comparing the performance of dCTIDH-2048-226, dCTIDH-2048-205, and
dCTIDH-2048-194. dCTIDH-2048-205 achieves a 4.5% reduction in cycle count compared to
dCTIDH-2048-226 (1,430.31 Mcycles versus 1,497.72 Mcycles). dCTIDH-2048-194 improves
further, reducing the cycle count by 5.9% compared to dCTIDH-2048-226 (1,409.47 Mcycles
vs. 1,497.72 Mcycles), resp. 1.46% compared to dCTIDH-2048-205, even though both other
configurations require notable lower IF,-operations.

Conclusion. All dCTIDH-2048 configurations significantly outperform dCSIDH-2048, by
a speed-up of up to 4.9 times in F,-operations and 5.0 times in Mcycles. We gain
improvements of up to 12.2% in F,-operations and 16.8% in cycles in comparison to
non-deterministic CTIDH-2048. Overall, dCTIDH emerges as the most efficient CSIDH
implementation to date, achieving notable speedups compared to both CTIDH and dCSIDH.

A Towards Dummy-Free CTIDH

We briefly sketch two techniques that may be used to remove dummy operations from
(deterministic) CTIDH. We leave a full treatment of these techniques as future work.

Dummy-free Matryoshka Isogenies. The Matryoshka isogeny, as introduced in [9]
and used in CTIDH [3], uses dummy operations to hide the degree ¢ of the isogeny,
by either multiplying the kernel polynomial hg(x) by a real factor  — z([¢{]|P) when
i < 5_717 or performing a dummy multiplication when i > 6_71 (see Section 2.4). Using
that x([¢|P) = z([¢ — i{]P), we can ensure that all multiples z([{]P) have to be correctly
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computed, which ensures that no operation in this computation is ‘dummy’ and leaving
no room for fault-injections. Namely, instead of performing a dummy multiplication
whenever i > £51, we instead always multiply hg(z) by (z — 2([{]P)/2) — o - (z[i]P)/2,
where o = —1 whenever the value of z([i]P) has appeared already for any j < 4, and 1
otherwise, computed in constant time. Thus, every multiplication is real and takes the
same cost: the multiplication is by z([i]P) when i < E’Tl, and by x otherwise. This gives
us a dummy-free variant of the Matryoshka isogeny. However, for technical reasons, the
bounds of each batch need to be carefully reconsidered, as this dummy-free Matryoshka
becomes more expensive for larger batches. Initial experiments suggest only a moderate
increase in cost.

Dummy-free DACs. Recall from Section 2.4 that CTIDH and dCTIDH precompute
optimal DACs for each ¢; ; € W; and potentially add dummy differential additions to reach
the same length for each DAC. To avoid dummy operations, we can instead fix the maximal
optimal DAC length per WOMBAat, and try to precompute (suboptimal) DACs of precisely
this length for each ¢; ; in this batch.® Our experiments show that this ensures that there
are only minor restrictions to use such DACs on the batching, such as the fact that the
factor 3 cannot be in any batch, and our approach leads to a very minor expected overhead
for scalar multiplications in dummy-free dCTIDH. We dub this approach DACsHUND
(Differential Addition Chains Having Unnecessities Needed for Dummy-freeness). Rough
calculations show that DACsHUNDs are 26% faster per bit than Montgomery ladders for
constant-time cofactor clearance.
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