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Abstract. Meet-in-the-middle (MitM) is a powerful approach for the
cryptanalysis of symmetric primitives. In recent years, MitM has led to
many improved records about key recovery, preimage and collision at-
tacks with the help of automated tools. However, most of the previous
work target AES-like hashing where the linear layer is an MDS matrix.
And we observe that their automatic model for MDS matrix is not suit-
able for primitives using a binary matrix as their linear layer.

In this paper, we propose the n-X0R model to describe the XOR operation
with an arbitrary number of inputs. And it can be applied to primitives
with a binary matrix of arbitrary size. Then, we propose a check model to
eliminate the possible inaccuracies caused by n-X0R. But the check model
is limited by the input size (not greater than 4). Combined with the two
new models, we find a MitM key recovery attack on 11-round Midori64.
When the whitening keys are excluded, a MitM key recovery attack can
be mounted on the 12-round Midori64. Compared with the previous
best work, both of the above results have distinct advantages in terms
of reducing memory and data complexity. At last, we apply the n-XOR
model to the hashing modes of primitives with large size binary matrix.
The preimage attack on weakened Camellia-MMO (without FL/FL ™! and
whitening layers) and Aria-DM are both improved by 1 round.

Keywords: Meet-in-the-Middle - Binary Matrix - Key Recovery - Preim-
age - Midori64 - Camellia- Aria.
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1 Introduction

The Meet-in-the-middle (MitM) is a powerful cryptanalysis strategy first pro-
posed by Diffie and Hellman to attack Double DES [12]. The core idea is to
identify two disjoint neutral sets of unknown values. Then, the whole compu-
tation path can be divided into two independent chunks, which are determined
by two neutral sets and denoted by forward chunk and backward chunk, respec-
tively. At last, the two chunks will meet at a common internal state where the
consistency is checked to filter out candidate assignments of unknown values.
From then on, MitM and its variants have been successfully applied to many
block ciphers [9,32,18,29]. At SAC 2008, Aumasson et al. [3] first introduced the
theory of MitM into preimage attacks on step-reduced MD5 and 3-pass HAVAL.
Sequentially, many refined techniques were proposed to enhance the power of
MitM, such as splice-and-cut [2], initial structure [30], bicliques [8], and so on.
At FSE 2011, Sasaki [26] applied such MitM preimage attack to the PGV [25]
hashing modes of AES and presented the first preimage attack on 7-round AES-
MMO/MP /DM together with the partial indirect matching technique. Interestingly,
these enhancements were finally found to be applicable in the key recovery at-
tack on block ciphers. At ACISP 2011, Wei et al. [37] broke the full round
KTANTAN using the splice-and-cut technique by connecting the plaintext and
ciphertext with encryption or decryption oracles with only 4 chosen plaintexts.

Despite being clear that a MitM attack is entirely determined by its char-
acteristic, i.e., the configuration for two chunks, it’s still complicated and error-
prone to explore the whole configuration space. Recently, automated tools were
introduced to find the best characteristic by solving an optimization problem. At
Eurocrypt 2021, Bao et al. [6] proposed an MILP-based MitM preimage attack
on AES-like hash and Haraka v2. At CRYPTO 2021, Dong et al. [13] extended
the automatic model into key-recovery and collision attacks and introduced a
table-based method to solve the non-linear constraints imposed on neutral sets.
At CRYPTO 2022, Bao et al. [7] considered the MitM attack in a view of su-
perposition (SupP) states and bi-directional attribute propagation (BiDir) such
that neutral sets are treated independently and can be imposed constraints in
both computation paths. At Asiacrypt 2023, Hou et al. [17] introduced the SupP
framework into Feistel-based hash functions. At Eurocrypt 2024, Chen et al. [10]
considered the linearization of the S-Box in AES and allowed a linear combina-
tion of two neutral sets in the initial structure. Different from the above work,
Schrottenloher and Stevens [33] studied a simple top-down modeling paradigm
for both classical and quantum preimage attacks against permutations and was
later extended to key recovery attack on block ciphers with simple key sched-
ules [34]. The simplified attack excluded many details. In this paper, we adopt
the bottom-up MitM framework in [7] and the table-based method in [13].

In the previous work, the targets are most built by a block cipher with an
MDS matrix. Through the diffusion layer, each output cell is related to all the
input cells. However, the primitives with binary matrix are rarely studied, where
each output cell is represented as the XOR of partial input cells. In [13], Dong
et al. introduced the 3-XOR model for SKINNY-n-3n. In their model, the number
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of input cells is fixed to be 4. All valid cases can be easily exhausted to form a
system of inequalities using the convex hull method [36]. However, if more input
cells are involved, the number of valid cases will increase extremely leading to
larger size of system of inequalities, which can make model infeasible to compute.
Hence, there is a gap to find an accurate and effective method to describe the
MitM attribute propagation through a binary matrix of arbitrary size.

Our Contributions. In this paper, we propose a novel model called n-X0R un-
der the encoding scheme in [7], to describe the propagation of MitM attributes
through an XOR operation with an arbitrary number of input cells. And the
number of inequalities formed by n-XOR is fixed, independent of the number of
inputs. Hence, n-XOR can be applied to large binary matrices effectively. How-
ever, we also observe that only applying n-X0R will lead to subtle inaccuracies.
An extremely explicit case is that the constraint on the same neutral bits may
be double counted in two different n-XOR operations. Besides, there are more
implicit cases depending on the specific linear layer. Hence, we propose an addi-
tional check model to eliminate these inaccuracies. But this model is limited by
the input size n, that is, n < 4 in our paper.

As a low-energy lightweight cryptography, Midori [5] is well-suited for con-
strained environments, like the edge gateways and end devices in the blockchain
on-chain and off-chain interactions. As a proof of work, we first apply the two
new models to Midori64 [5], with a 4 x 4 binary matrix as linear layer. Then,
an 1l-round key recovery attack is found with time complexity of 2'24. The
data and memory complexity are 236 and 26, respectively. When omitting the
whitening layer, a 12-round MitM characteristic for weakened Midori64 is found
with time complexity of 2!2°. The data and memory cost are 2*® and 2196, re-
spectively. Besides, the data and memory complexity can be further reduced if
the time complexity is relaxed to 2'24. Compared to the previous best records
of Midori64 [23,35,22], despite a little higher time complexity, our results have
distinct advantages in reducing data and memory complexity.

It’s a practical design strategy to build hash functions on widely used block
cipher with a longstanding record of cryptanalysis. And AES-MMO was even inter-
nationally standardized by ISO [19]. Since Camellia [1] was also standardized by
ISO [20] and Aria [21] was standardized by Korean Standard (KS X1213), the
hashing modes of Camellia or Aria may be potential candidates used in prac-
tice. Indeed, their security have been evaluated in a series of works [31,27,16,4].
In this paper, we apply the n-XOR to describe the MitM attributes propaga-
tion through the large binary matrix of Camellia and Aria. Finally, we find a
preimage attack on 14-round weakened Camellia-MMO (without FL/FL~! and
whitening layers) and a preimage attack on 6-round Aria-DM. Compared to the
previous best records [28,16], the attack rounds are both improved by 1 round.

Our results are also summarized in Table 1 and Table 2. For the source code,
please refer to https://github.com/wenny-kt/MITM-Binary-Matrix.

The rest of this paper is organized as follows. In Section 2, we give an overview
of how the automated MitM attacks are deployed, along with some enhanced
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Table 1: Single Key attacks on Midori64, where ID and DS-MitM denote im-
possiable differential and Demirci-Selguk MitM attack, respectively.

Target Rounds Data Memory(Bytes) Time(Enc.) Technique Ref.
11 960 995.8 9116.6 D [23]
11 253 2922 2122 DS-MitM [22]
11 236 26 2124 MitM Section 4.1
Midori64 13 2555 9109 21285 DS-MitM [22]
12f 2619 gtd 290-3 D 35]
12t 248 210-6 2120 MitM Section 4.2
12f 236 256 o124 MitM Section 4.2

t Weakened version without whitening layers.

Table 2: A Summary of the MitM Attacks on Hashing Modes.

Target Attacks Rounds Timel Time2 Memory Technique Ref.

. . 13* 2120 9125 98 MitM 28
Camellia-MMO Preimage 141 9120 9125 98 MitM SeC[tio]n 5

: . 5 2120 gl25 98 MitM 16
Aria-DM Preimage ¢ 2120 125 gl12 MitM Sec[tio]n 6

- I Weakened version without FL/FL_1 and whitening layers.

- Timel represents the time complexity of pseudo-preimage. Time2 represents the time com-
plexity of preimage attack converted from the pseudo-preimage attack according to [24,
Fact9.99].

techniques. In Section 3, we introduce two new improved models embedded in the
automated MitM framework, called n-XOR and check model. The applications
to Midori64, Camellia-MMO and Aria-DM are presented in Sects. 4, 5 and 6,
respectively. Finally, we conclude in Section 7.

2 Preliminaries: Automated Meet-in-the-Middle Attack

In this section, we provide an overview of how the MitM attack framework is
constructed, and how it is encoded into the MILP language with specified config-
urations for the preimage and key recovery attack. Then, we recall two enhanced
techniques to improve the power of MitM attack. The first one is the table-based
method introduced in [13] to solving the non-linear constraints. Another one is
the Superposition (SupP) States and Bi-direction Attribute-Propagation (BiDir)
introduced in [7] to preserving more valid solutions.

2.1 Framework of the Meet-in-the-Middle Attack

The MitM attack framework is illustrated in Figure 1. S®' and S*EY are the

starting states where there are A3 and AF¥ neutral bits for forward compu-

tation denoted by M, and there are A3 and NE' neutral bits for backward
computation denoted by B. After imposing 53¢ and ! constraints on A% and

NEY backward neutral bits, respectively, B can be propagated to the matching
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Fig.1: A high-level overview of the MITM attacks [13]

points Endg independent of the B bits. The degree of freedom (DoF) for the m
neutral space is computed by dg = AR¢ + XY — [BY¢ — [XEY_ Similarly, forward
neutral bits are imposed on [2¢ and I§¥Y constraints to cancel the effect of B in
the backward computation. The DoF of the B neutral space can be computed
by dg = NSC + NEEY — [ENC _ [KEY Through a feed-forward mechanism or querying
a public Encryption-Decryption oracle, Endr can be derived by B. Instead of
requiring the full states, the partial matching exploits the filtering ability derived
by the deterministic relation “Endg = Endg” and denoted by d,,.

With the configurations of (AFC, NS \ENC \KEY [ENC [KEY [ENC [XEY d,,), the
basic attack procedure goes as follows:

1. Choose constants in S¥™¢ and S*E' and 5 + I§Y + B¢ + Y constraints.

2. For 295 values of Mneutral space, compute forward to Endg from the starting
states, and store the values of W in table Lg[Endp].

3. For 29% values of W neutral space, compute backward to Endz from the
starting states, and store the values of B in table Lz [Endg].

4. According to the indices, check the match between Lz and L.

5. For the surviving pairs that pass the match, check for a full-state match.

Complezity analysis. The above steps 2-5 form a MitM episode. To find an h-bit
full match, 2"~ (45+4%») episodes are needed. Since each episode is performed with
a time of 2max{ds.dr} | 9ds+dr—dm the total time complexity is:

2h—(d5+d72) A (2max{d5,dn} + 2d3+d73—dm> ~ 2h—min{d5,dn,dm} (1)

Apparently, a MitM characteristic is valid, if and only if min{dg, dg,d,} >
1. For MitM key recovery attack, additional constraints must be fulfilled to
ensure that the internal states in SE can be totally determined by S¥EY. This is
equivalent to using up the DoFs of S¥¢, i.e., NJ¢ — B¢ = ( and NEJ¢ — [5¢ = 0.
Besides, there should exists only one type of neutral bit in the plaintext or
ciphertext, and at least 1-bit constant in the plaintext or ciphertext to avoid
using up the full codebook. In [6], Bao et al. encoded the type of each byte in
AES with a pair of boolean variables:
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B R, (z,y) = (0,1): Known byte only with backward computation.

2. m B, (z,y) = (1,0): Known byte only with forward computation.

3. mG, (z,y) = (1,1): Constant byte and known in both forward and backward
computations.

4. OW, (z,y) = (0,0): Unknown byte in forward and backward computations.

Then, the propagation rules for XOR and MixColumns can be described as a
system of inequalities based on the above definitions. A valid MitM characteristic
is defined as a solution solved by the off-the-shelf MILP solvers, like Gurobi [15],
with the objective function that maximizes the min{dg, dg, d,, }. For the detailed
MILP models of these propagation rules, please refer to [6] or Appendix A.

2.2 Enhanced Techniques

Table-based method solving non-linear constraints. Note that Equation
(1) holds mostly when the constraints imposed on neutral bits can be solved
in O(1) time, such as linear equations. However, there are many practice MitM
characteristics with non-linear constrained neutral bits, which can not be solved
efficiently. In [13], Dong et al. proposed a precomputation method to compute
the value of the constraints by enumerating the neutral bits. Specifically, after
setting the value of constants in starting states, do as follows:

1. For 2)8 tX5" m values, compute the values of 2 + ¥ constraints (denoted

lE“CJ"lKEY . .
by ¢g € F# 7% ) and store the A3° + N5 ® bits in Ulcg].
KEY

2. For 2’7 A% m values, compute the values of [E¥¢ 4 [XEY constraints (denoted

IR+ ENC KEY e
by cg € Fy ) and store the AF¢ + XY m bits in V[cg].

Then, in each MitM episode, for a given ¢z and cg, the values in Ulcg| and V[cg]
can be searched in time O(1). The time and memory cost for one precomputation
phase are both 238 T35 4 2AR AR,

SupP States and BiDir. In the SupP MitM framework of [7], neutral cells
from both directions can be separated into two virtual states, called SupP states,
to keep the linearity through linear operations. Then, B and B will be treated
independently through linear operations, and the initial DoFs can be consumed
in both directions. After a series of linear operations, two SupP states are fi-
nally combined before the next nonlinear operation. The color patterns and how
the states are separated and combined are visualized in Figure 2. BiDir allows
neutral cells to be consumed in both two directions, but this may lead to depen-
dency between one type of neutral cell with non-linear constraints imposed on
another. In [11], Degré proposed a more generic table-based method to cancel
this dependency. Combined with the SupP states and BiDir methods, the solu-
tion space is greatly enlarged, such that some attack configurations with lower
time complexities may be found. In the rest of this paper, we simplify the repre-
sentation of SupP states. The virtual states of pure B/m/E/O are omitted. And
we denote the SupP states by the O cell in which the blue cell and red cell occur
simultaneously.
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2« 3 INew Models for Linear Layer with Binary Matrix

25 In this section, we first propose an effective method to build an MILP model to
216 describe the MitM attributes propagation through a n-X0R operation with SupP
a7 states. Interestingly, the number of input cells involved in the XOR operation
218 can be arbitrary, but the size of MILP model will not increase. However, we
210 also observer that this may lead to double counting of constraints on the same
20 mneutral cells. Then, we show that the inaccuracy can be easily eliminated by
21 adding an additional check model.

2 3.1 N-XOR Model

23 To simulate the MitM attributes propagation through the linear layer, Bao et al.
24 proposed the MC-RULE for the MDS matrix in AES-like hashing [6,7]. As shown
»s in Figure 3(a), each input cell has an effect on all output cells in MDS matrix.
26  However, some primitives adopt a binary matrix in the diffusion layer where
2r each output cell is computed by the X0OR of partial input cells. As the Midori64’s
2 binary matrix shown in Figure 3(b), the first output cell is only related to the
29 last three input cells. Apparently, this will lead to inaccurate propagation if we
20 apply the MC-RULE for MDS matrix on binary matrix directly since one output

cell is not related to all input cells.
X Y
1
0

X Y
9 01
d 10
bXI*)I 11
e 1 1

(a) Coloring pattern of MC-RULE for MDS matrix (b) Coloring pattern for binary matrix

o Q ©o o
A oo o
oo oA
—_o = =

Fig.3: A case of the difference of color pattern between MDS and binary matrix

231

23 In [13], Dong et al. proposed the 3-XOR-RULE to model the key addition in
213 SKINNY-n-3n. By enumerating four input cells, one output cell and one indicator
2 variable for DoF cost, all valid color patterns can be restricted to a subset of
»s 31, which can be described into a system of inequalities using the convex hull
25 technique [36]. If we directly extend the strategy of 3-XOR-RULE to the XOR
23 operation with n input cells, then the enumeration scope will be restricted to a
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subset of F§"+3. When n is large, it’s complicated and error-prone to enumerate
all valid color patterns. And the size of the system of inequalities may be large,
which renders the model infeasible to compute.

An alternative strategy is to apply the XOR-RULE in [6,7] for two-input XOR
consecutively. This strategy is valid but may miss some valid patterns by intro-
ducing additional auxiliary variables. We take the attribute propagation through
Midori64’s diffusion layer to state this fact as shown in Figure 4. In the first step
of Figure 4(a), an auxiliary variable auxi is needed to carry on the output of
X[2]® X3]. For the second step, X [1] and X[0] are XORed with auxi to compute
Y'[0] and Y[1], respectively. Then, one of the following cases will occur,

— If auxi is @ by consuming one DoF, then Y'[0] will always be m, and Y1]
will always be m.

— If auxi ism, then Y[1] will always be m. Y'[0] can be either B or B by consuming
one DoF.

However, with the n-XOR model in Figure 4(b), step 1 and step 2 can be exe-
cuted independently without correlated variables. Then, Y[0] and Y[1] can be
B simultaneously by consuming 2 DoF's of B, which can not be captured by the
first strategy.

(a) Model of consecutive XOR (b) n-XOR Model

Fig.4: The advantage of n-X0R model compared with consecutive XOR

In the following, we show how to convert the propagation of B cells through
the n-X0R operation under SupP states into MILP language. All coloring pat-
terns can be specified by the following set of rules denoted by n-XOR-RULE™.
The n-X0R-RULE™ for B can be obtained in a similar way by exchanging ® and
B since they are dual.

— n-XOR-RULE™-1. If there is at least one O in input, then the output is O.
— n-XO0R-RULE™-2. If all cells of the input are W, then the output must be m.
— n-X0R-RULE™-3. If there are B and M cells but no O cell in the input, then
one of the following situations will occur:
e The output is B cell and no DoF is consumed.
e The output is B by consuming one DoF of m.

Let (A[1], A[2],--- , A[n]) be the input of n-XOR where A[i] = (z},y). Let B be
the output where B = (27, y?). Like [6], we introduce three boolean indicator
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variables i, v and 7 in the model. p = 1 if and only if there exists i € [1,2,-- , n]
such that (21, y#) = (0,0). That is, n-XOR-RULE™-1 is fulfilled. v = 1 if and only
if a:f‘ = yZA =1 for all 1 <4 < n, which corresponds to n-X0R-RULE™-2. When
@ = v = 0, n-XOR-RULE™-3 is fulfilled. Besides, n = 1 when there exists one
constraint imposed on input B cells. With the help of indicator variables, the
n-XOR-RULE™ can be converted into a system of inequalities shown in Equation
(2) and Equation (3).

n—1
A
Ly tesn yPp=1
n—1 B <
Sylttn-u=n vAnsd
ij, (2) n—a®+v=0 ,
St —v<n-—1 n—1 (3)
i=0 Sat+aP 2. v<n-1
n—1 i=0
Sat—n-v>0 n—1
i=0 S+ —(n+1)-v>0
i=0

At the end, we must emphasize that, in addition to preserving more valid
coloring patterns, another advantage of n-XOR is that the size of model is fixed,
independent of the number of input cells. And this makes it possible to de-
scribe the attributes propagation for primitives with large binary matrices, like
Camellia and Aria.

3.2 Check Model: More Accurate Consumption of DoFs

We also observe that n-X0R model may lead to some subtle inaccuracies. We still
take a possible propagation of Midori64’s diffusion layer as an example to state
this fact. A particularly explicit case is that the constraint on the same neutral
cells may be double counted due to the independent computation of each output
cell as shown in Figure 5(a). Besides, there are some more implicit cases leading
to inaccuracy as shown in Figure 5(b).

Then, we introduce the check model to show how the inaccuracy can be
eliminated, and describe it in the MILP language. We still state this by con-
sidering the B propagation through the n-XOR operation under SupP states. Let
Alj] = (a?j‘,yf), for 1 < j < n, be the input of the n X n binary matrix M.
After the n-XOR Model, we can get n = (1, - ,n,) denoted by the degree con-
sumption vector where 7); is the indicator variable introduced in Equation (3)
and n; = 1 means there exists one constraint imposed on the input B cells for the
i-th row of M. Since only B cells are needed to be considered for DoF consump-
tion, we introduce another n X m binary matrix M’ to intuitively mark which m
cells contribute to the DoF consumption. Then, M’ is generated as follows :
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(b) Possible situation I

Fig. 5: Possible situations in our models

—Ifn;=1and M;; =1 and 3334 =0, then Mi’,j =1.
— If the first case is not satisfied, then M; ; = 0.

For the first case, n; = 1 means no Oin the involved input cells, and M; ; = 1 and
I;‘ = 0 means A[j] is a B cell involved in the i-th XOR operation. We introduce
a general variable 7’ to denote the rank of M’, which equals to the accurate
DoF consumption theoretically. Since M is a fixed matrix, we can conclude
that the accurate DoF consumption can be determined by the other 2n vari-
ables (zf',--- 22, m1,--- ,n,). Finally, the subset (zf',--- , 22,91, -+ ,7n,7’) of
F3" x F, 41 can be restricted to a system of linear inequalities using the con-
vex hull technique [36]. Different with the origin framework, the configuration
[EYC + [KEY should be calculated by accumulating the accurate DoF consumption
determined by the n-X0R and check model, along with extra constraints imposed
by other operations, such as KeyAddition. The configuration IS+ 5 for degree
consumption of M can also be gotten in the similar way due to the duality [7].

However, it should be noted that the cost of exhaustion to determine the
accurate DoF consumption is still affected by the number of input cells. Hence,
check model can not be applied to large binary matrix (n > 4 in this paper).
Although it’s trivial to compute the rank of a general matrix in O(n?), there
is still no effective way to implement it in MILP model. Besides, in addition to
finding out better modeling methods or more suitable optimizers, we can still
combine theoretical models and manually checking to deal with large matri-
ces, such as Section 5 and Section 6. In practice, by relaxing the constraint to
min{dg,dr,d} > 1 —1i, where i > 1, we check the feasible solutions to find out
valid characteristic. It also should be noted that the final results derived by the
manually checking method may not be the optimal solution.

4 MitM Key Recovery Attack on Midori64

Midori64 is an SPN-based lightweight block cipher, consisting of 64-bit block
and a 128-bit key. The state is seen as a 4 x 4 matrix of 4-bit cells, and its
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diffusion layer is 4 x 4 boolean matrix. The detailed specification is provided in
Appendix B.1.

In this section, we present an 11-round MitM key recovery attack on Midori64
with a time complexity of 2!24. For the weakened version of Midori64, without
whitening key, a 12-round MitM characteristic is found with a time complexity
of 220, Despite a little higher time complexity, the above two attacks can be
applied with extremely low data and memory cost compared to the previous best
work [23,35]. Besides, the data and memory of the attack on 12-round weakened
Midori64 can be further reduced if the time complexity is relaxed to 2'%%.

4.1 MitM Key Recovery Attack on 11-round Midori64

As shown in Figure 6 and Figure 7, an 11-round MitM key recovery attack is
identified, where |S®¢| = 16 independent bytes in the encryption data path are
set to be 0 as Line 1-2 in Algorithm 1, to ensure the values of all the other bytes
are totally determined by the given key. And at least one 0 byte in the ciphertext
C to avoid using the full codebook. The starting states are C' and (K, K1),
The encryption data path provides M3¢ = 9 and A = 0 DoFs for ® and m,
respectively. And the N3° = 9 m cells are used up when computing Aéi)c through
an MC operation and A}(fé) through an XOR operation in the backward computation
path. For (K, K1) the initial DoFs for M and W are A§Y = 3 and MY = 2,
respectively. In the key schedule, K(*)[1] @ K([9] and K(O[1] @ K([13] are
restricted to constants, i.e., I’ = 2. Hence, we get DoFg = XNg¥ — [ = 1.
Similarly, K©[5] @ K [5] is imposed on [5¥¥ = 1 constraint, and then DoFg =

NEEY — [KEY — 1. The matching phase happens at the MC operation between Aéiz;

and AP(,I%), providing d,,, = 1 degree of matching by Equation (4).
3 3 3 3
Agel2] @ Agie[10] = AL[2] @ AL [10] (4)

According to Equation (1), the overall time complexity is 24X (32-min{L,L1}) ~
2124 The data complexity is 236 by traversing the 16 — 7 = 9 non-constant cells
in C. A detailed attack procedure is given in Algorithm 1. The memory cost is
about 2° bytes to store (Sg,Sg, L).

4.2 MitM Key Recovery Attack on 12-round Weakened Midori64

In this section, we focus on the weakened version of Midori64 omitting the
whitening layers. And we found a MitM key recovery attack on the 12-round
Midori64 as shown in Figure 8. As explained above, |S®¥¢| = 16 independent @
bytes in the encryption data path are set as 0. The starting states are ciphertext
C and two sub-key (K@, K(1)). In ciphertext, there are A&¢ = 12 and A& = 0
initial DoFs for m and m, respectively. And the DoF's of B are used up when
computing Aéig) through an MC operation and A,(,[?;) through an XOR operation.
The two sub-key (K, K()) provide \&¥ = 6 and ASFY = 2 initial DoFs for m
and m, respectively. For the key schedule, K(©[0] @ K(©[4], K(©[0] & K©)g],

11
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Fig. 7: The MitM characteristic through whitening layers of 11-round Midori64

Algorithm 1: MitM Key Recovery Attack on 11-round Midori64
1 Set the M bytes to be 0, i.e., C[0,3,4,5,8,12,14] + 0, A [1,9,13] « 0
2 A (1@ A [9] 0, A [1] @ AL [13] + 0, AL [2] @ AR [6] +- 0,
A 2] @ A [10] = 0, AL [7] & AL [11] - 0, A [7] & AR)[15] = 0
3 Collecting plaintext-ciphertext pairs by traversing the non-constant 16 — 7 =9

cells in C, and storing them in table H
4 for all possible values of the B cells in K© and KV do

5 | AUY00,3,4,5,8,12,14] + (K@ @ KM)[0,3,4,5,8,12, 14]
6 for (¢r1,ctRr,2,¢8) € F§X4 do
7 Derive the solution space Sg of B cells by
KON e K99 =cra
{ KONo K913] = cr2
8 Derive the solution space Si of W cells by K@ [5] @ KV [5] = ¢
9 L+ ]
10 for vg € Srg do
11 Compute AS) [2,10] along the forward computation path:
12 A<8) — C = Deck (C) — Agié by accessing H
13 LIAGA2) @ AQ10]] « v
14 end
15 for v € S do
16 Compute AP(,I?[Z, 10] along the backward computation path:
C— AY
17 for Candidate keys in L[AS)[2] & A[[10]] do
18 ‘ Test the guessed key with several plaintext-ciphertext pairs
19 end
20 end
21 end
22 end
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KO o KO[5) and KO[1]@® K©[13] are restricted to constants, i.e., ¥ = 4.
Hence, we get DoFg = XY — B = 2 and DoFg = AF¥ = 2. The matching
phase happens at the MC operation between Aéié and A}({é), providing d,, = 1
degree of matching by Equation (5).

AGeld] @ AGH[12] = AL [4] @ AL [12] (5)

In [14], Fuhr et al. proposed the simultaneous matching to decrease 295 Td=r —dm in
Equation (1) exponentially by testing the surviving keys with multiple plaintext-
ciphertext pairs in parallel. Hence, the overall time is dominated by 24 (32—min{2,2})
2120 The data complexity is 2%® by traversing the 16 —4 non-constant cells in C.
A detailed attack procedure is given in Algorithm 2. The memory cost is 210-6
bytes to store (Sg, L).

When considering optimization for data complexity, we found a MitM key
recovery attack on 12-round Midori64 with data complexity of 236 by relaxing
the time complexity to 2'24. The figure and algorithm are given in Figure 17
and Algorithm 4 in Appendix C.

Algorithm 2: MitM Key Recovery Attack on 12-round weakened
Midori64, optimized for time complexity

1 C[2,6,10,14] + 0, AGP[1,4,7,9,12,15] + 0, AL[0,1,4,5,8,13] < 0

2 Collecting plaintext-ciphertext pairs by traversing the non-constant
16 — 4 = 12 cells in C, and storing them in table H

3 for all possible values of the B cells in K© and K do

4 for (cr,1, R 2, CR.3, cR,4) € F2** do
5 Derive the solution space Sg of B cells by
KO0 @ KO4) =cr1 KON @ KO8 =cr2
{ KON e KO)5) = s KON o KO13] = cr .4
6 L+ ]
7 for vg € Sg do
8 Compute Aéﬁg [4,12] along the forward computation path:
9 A = © = Deck (C) — AS) by accessing H
10 LIAG[4] © Age[12]] + vr
11 end
12 for 224 possible values of KV [7,12] do
13 Compute Al\(,é) [4,12] along the backward computation path:
C— Al
14 for Candidate keys in L[Aﬁfé) [4] ® A%) [12]] do
15 ‘ Test the guessed key with several plaintext-ciphertext pairs
16 end
17 end
18 end
19 end
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5 MitM Preimage Attack on Weakened Camellia

Camellia is a Feistel-based block cipher with 128-bit block. The diffusion layer
is a 8 x 8 boolean matrix. In this work, we only target on the version with a
128-bit key. The detailed specification is provided in Appendix B.2.

5.1 The MitM Characteristic of 14-round weakened Camellia

We first applied the n-XOR model to describe the attributes propagation through
the diffusion layer. However, the check model can not be deployed since the large
size of the diffusion layer. We relaxed the constraint to min{dg, dg,d;,} > 1—1,
where 7 > 1, as stated in Section 3.2, and manually checked the solution files to
find out valid solutions (may not be optimal).

The final valid configuration of the pseudo-preimage MitM attack on 14-
round weakened Camellia-MMO without F'L/FL~! and whitening layers is shown
in Figure 9. We deploy the n-X0R model by considering the MixColumns and XOR
as a whole. The attack starts at A(”) and B(®) illustrated in Figure 9(a), in which
the initial DoFs for m and B are Ay = Ax = 7. In the forward computation path,
in order to facilitate the propagation of B cells, there are [gx = 6 linear constraints
imposed on A [7] @ BOJi], for i € {0,1,2,4,5,6}. Similarly, in the backward
computation path, [g = 6 linear constraints are imposed on Aéi) [7] & A®i),
for i € {0,1,2,4,5,6}, to facilitate the propagation of B cells. Hence, we get
ds=Xg—Ilgp=1landdr =g —Ilr =1.

Around the feed-forward mechanism of MMO mode, we set global constraints
on round keys (ko, k1, k12, k13) to preserve some attributes like [28]. Specifically,
for the given target Hol|| H1, Aég) equals to AélB?’) by setting kg = k130 Hy globally.
Since B® = MC(AGY )@ A0 @ Hy and AV = BO g MC(AY), then we can get
AN = A02) ¢ {, . Similarly, A® equals to B(*?) & Hy, by setting k1 = k1o ® H;.
The cost to determine such proper subkeys is given in Section 5.2 and will not
exceed the time complexity of main MitM procedure.

The matching points are A®) and B®) in Figure 9(c). At first glance, there
are no degree for the direct matching. However, after applying a linear trans-
formation P! to B®) as in Figure 10, two-byte degree of match are derived.
Since dp = dr = 1, we only use one-byte for match, i.e., d,, = 1. The specific
matching equation is Equation (6).

P BYeARBl= @ AV e AR s] (6)
i€[0,1,2,4,5,6] i€[0,1,2,4,5,6]

According to Equation (1), the total time complexity is bounded by 28*(
2120 A detailed attack procedure is given in Algorithm 3. The memory complex-
ity of a hash table L is 28. And this attack can be converted to a second preimage
attack with a time complexity of 2!25 according to [24, Fact9.99).
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Algorithm 3: MitM Pseudo-Preimage Attack on 14-round weakened
Camellia-MMO

1 Setting a global key satisfying ko = kis @& Ho, k1 = k12 & Hu;
2 for 2' values of the W bytes in A [3]||B[3] do

3 for ¢s € F5*5 do
4 for cr € F3*® do
5 L+ ]
6 Solve the following system of equations to find the solution space
Si of min A® and BY); /x |Sp| = 28%(7=6) — 98 */
T
AR e AV[0] = es[0], AG[7) @ AP [1] = es[1], AG[7] & A [2] = c5(2],
AR 7 © AD4] = (3], AZ[7) @ AV[5] = es[4], AG[7) ® AP[6] = es[5].
8 Solve the following system of equations to find the solution space
Sz of min A® and B(9>; /* |Ss| = 28x(7-6) _ o8 */
9

AR [T ® B[0] = cr 0], BG [7] ® AV1] = er[1], AG[7] ® BO[2] = er (2],
A1 @ BOM] = cr[3], AD[7] ® BO[5] = cr[4], AD[7] @ BO[6] = e [5).

10 for v € Sp do
11 Compute forward to A® and B®, derive 1-byte Ends by
12

Endg + P! (B<3>) 3@ A 3]
13 L[Endp] + vg;
14 end
15 for vg € Sg do
16 Compute backward to A® and B®, derive 1-byte Endr by
17

Endr + P~ (A9) 3] @ A5 [3
18 for vg € L[Endr] do
19 Reconstruct the (candidate) message X;

/% 28X0+1-1) — 98 yajues passed the filter */

20 if X is a preimage then
21 ‘ Output X and stop;
22 end
23 end
24 end
25 end
26 end
27 end
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5.2 The Cost to Determine a Proper Key

The key schedule of Camellia with 128-bit key is shown in Figure 15. As ex-
plained above, we only need to focus on (ko, k1, k12, k13) [1],

ko — Ky, ki + K, kis + K"[30—63]||K'[0—29], ki3 + K'[30—63]|| K" [0—29).

As shown in Figure 15, every internal state can be derived for given K’ and
So. Hence, we get K" = Fo(K')® S and K'j = Fo(F1(Sp)) ® Fo(K'). According
to the global constraints kg = k13 ® Hy and k1 = k12 ® Hy, the relation between
K’ and Sy can be represented as Equation (7).

Fa(Fy(S0)) & Fo(K") = (Fo(K') @ S0) 30— 63]| K'[0 — 2] @ Iy (7)

Besides, we note that K’ and Sy can be placed at two sides of Equation (8),
respectively. The left-hand-side of Equation (8) only contains variables in terms
of K’, while the right-hand-side of Equation (8) depends on Sy.

30
Fo(K')@Fo(K')[30—63]|| K'[0-29] = F(F1(So))®So[30—63][|0---0&Hy (8)

Then, an algebraic meet-in-the-middle attack can be mounted by enumerating
K’ and Sj independently to filter out valid pairs according to Equation (8), i.e.
dg = dgr = d,, = 64. The time and memory complexity are both 264. Besides,
the memory cost can be further reduced by extracting partial x bits of K’ and
So as global variables. Then, the memory can be reduced by a fraction of 27,
while the total time is bounded by 2%4+®. To avoid exceeding the time cost of
main MitM procedure, 64 + z < 120 should be fulfilled, i.e., x can take 56 at
most. The corresponding memory cost is 25.

6 MitM Preimage Attack on 6-Round Aria

Aria is an SPN-based block cipher that supports a 128-bit block. In this work,
we target on the version with a 128-bit key. The state is treated as a 4 x 4 matrix.
And the diffusion layer is a 16 x 16 boolean matrix. The detailed specification
of Aria is presented in Appendix B.3.

Since the large size diffusion layer, only the n-XOR model can be applied
to describe the MitM attribution propagation through the diffusion layer. By
relaxing the constraint to min{dg,dg,d»} > 1 — i, where ¢ > 1, as stated in
Section 3.2, we finally found out a valid configuration of the pseudo-preimage
MitM attack on 6-round Aria-DM as shown in Figure 11 (may not be optimal).
The attack starts at A1) in which the initial DoFs for m and B are A\g = 1, \g =
14, respectively. Since there are non-linear constraints on B cells to compute A[()i)
through the DL operation. We use the table-based method in [13] to solve such
non-linear constraints.
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Fig. 11: Meet-in-the-Middle pseudo-preimage attack on 6-round Aria-DM

Precomputation of red initial values. By enumerating the m cells in A in the
backward computation path, two constraints imposed on B cells can be computed
as follows:

A]E):)L); 0] & AI% [6] & A,E;éi [7] @ A,% 8] & AI% [10] & A% 13] = ¢[0]
Ap [0] @ Apy [4] © Ap/ [5] @ Ap/ [9] @ Apy [11] @ Apy' [14] = c[1]

In the forward computation path, there are 11 constraints imposed on the m
cells. During the DL operation in the 2nd round, 6 constraints are imposed on
the ® cells. The specific expression of the constraints is shown in as follows:

APV e AP 6] AP 8] @ AL 9] & AL [13] @ AL [14] = ¢[2]
A0 o Aé” 9o AV [10] 6 A<” 4] @ AD[15] = ¢[3]
APl e AL 5 @ AL (6] @ A“ 8] & AL [13] @ AL [15] = c[4]
AV o AV 0 AL o A<1 e AD[0) & AD[13] = ¢[3]
A 5] @ A“’m AD 0] [111 = c[6]
AP0 e AV 8 ALY [12] o ASL [15] = ¢[7]

Based on the above 6 constraints (c[2], ¢[3], ¢[4], ¢[5], ¢[6], ¢[7]), the effect of the m
cells on the 7 cells AI(,P [0,5,7,10,11,13,14] can be cancelled as follows:
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A e AL 6] @ AL [8] @ AL 9] @ AL [13] @ AL [14] = ¢[2]

AW & AD o] & AD [10] & AL[14) & AV 15 3]

AV & AV[S] & AWH ADN2] @ AD 13 = c2] & <[3] @ ¢[7]
AP 210 AV 5| e AL 6] @ AL (8] @ AP [13] @ AL [15] = c[4]

Aé? 2] ® A<1>[4] A“)m A“ 9@ A ?[12] @ A 1>[14] c[2] @ c[4] @ c[6] @ c[7]
AP 0] e AP 6] @ AP 7] & A(l 8] & ALV[10] @ AP [13] = ¢[5]

AP e AP 4] & A“) 5] ® A“ 9] ® A§ 0 U] e A i D114] = ¢[2] & ¢[5] & ¢[6]

In a similar way, the 5 constraints (¢[8], ¢[9], ¢[10], ¢[11],¢[12]) imposed on the m
cells through the DL in the 3rd round are enough to cancel the effect of the B cells
on the 6 cells Ar()i) [4,6,8,9,13,14]. For the specific expression of the constraints,
please refer to Algorithm 5 in Appendix C. And the detailed DoF's consumption
process is illustrated as follows:

AG 2 @ AL (8] @ AS)[15] = ¢[8

AP 2] @ AG 9] @ AG)[12] = <[8] @ <[12]

AP @ AP 4] @ AG[15] = <[9]

AP @ AG (6] @ AG [12] = ¢[9] @ ¢[11]

AP 3@ A 6] @ AG[8] = <[10]

AP Bl AP M e AP9] = [10] @ c[11] & c[12]

In summary, the values of [z = 13 constraints can be determined for given values
of \g = 14 m cells in A, Hence, we get dg = 1, dr = A\g — lg = 1.

Matching process. The matching points are AéL), A,()L), indirect matching through
the DL provides one-byte match, i.e., DoM = 1. The specific matching process is
Equation (9).

4 4 4 4 4 4 4 4
&W]@NWW@A“[]=%ﬂﬂ@%ﬁ]@%ﬁ}@%ﬂ&@%ﬂ%)
9
Based on the above MitM framework, combined with the table-based tech-
nique for solving nonlinear constrained neutral words [13]|, Algorithm 5 gives a
detailed attack procedure in Appendix C.

Complezity. The nonlinear constraints imposed on B cells are solved in Lines 2-8
of Algorithm 5. That is, 14 ® cells of A(1[0,2,4-15] are traversed to compute
the exact values of c¢g[0-12]. Then, the values of A()[0,2,4-15] are stored in a
hash table V' under the index of ¢g[0-12]. Hence, the time complexity of the
precomputation phase is 2814 = 22, The memory complexity is also 22 to
store table V.

Lines 10-24 of Algorithm 5 stand for one MitM episode. With the parameters
(dg,dr,dy) = (1,1,1), there are a total of 28*(1+1=1) = 28 solutions that can
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be filtered out according to Equation (9). In order to find a full match of 128-
bit, it’s expected to repeat 2129~8 = 2112 MitM episodes. By traversing the m in
AM at the outer loop and enumerating the 13 constraints imposed on B cells,
it is sufficient to find a full match. According to Equation (1), The total time
complexity of the attack phase is

28 x 2112 + 28><(16—min{1,1,1}) ~ 2120.

The memory complexity is dominated by the table V of 212, And this attack
can be converted to a preimage attack with a time complexity of 225 according
to [24, Fact9.99].

7 Conclusion

In this paper, we propose the n-X0OR model to simulate the XOR operation with
an arbitrary number of input cells. Specifically, the size of n-X0R model is inde-
pendent of the number of input cells, and thus it is well suitable for primitives
with a binary matrix as the diffusion layer. To eliminate the subtle inaccuracies
caused by n-X0R model, we introduce another check model to determine the ex-
act DoF's consumption of MitM attributes propagation. However, the size of the
check model is still limited by the number of input cells n and does not work well
when n > 4 in this paper. We expect that there will be more elegant and efficient
techniques to overcome this defect and we leave this as an open problem.

We apply the above two new models to a MitM key recovery attack on 11-
round Midori64 with low data and memory. Besides, when omitting the whiten-
ing layers, two 12-round MitM characteristics for key recovery attack are found
for optimizing time and data, respectively. For hash functions, we obtain im-
proved preimage attack on 14-round weakened Camellia-MMO and 6-round Aria-
DM. Both attacks are improved by 1 round compared to previous best records.
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A Details of MILP Models for MitM Attack

In this section, we briefly recall the MILP model for MC and XOR operation of
AES in [6].

The MC. The rules of the MC are formalized in two different directions in
[6]. Taking the forward computation as an example, the set of rules is given as
follows:

1.
2.

@

If there is at least one O in the input column, all the outputs are OJ;

If there are B but no O and B in the input column, then all the outputs are
m;
If all the inputs are @, then all the outputs are m;

If there are B and B but no O in the input column, each output must be B
or 0. Moreover, the sum of the numbers of B and B in the input and output
columns must be no more than 3;

If there are ® but no O and B in the input column, then each output must
be B or m. Moreover, the number of B in the input and output columns must

be no more than 3.

Some examples of valid coloring schemes of the MC-RULE in the forward compu-
tation are shown in Figure 12.

EHHEHEEEHRE

Fig. 12: Some valid coloring schemes for MC in forward computation in [6]

Let (a[0], a[1], a[2], «[3])T and (B]0], B[1], B[2], B[3])T be the input and output

columns. In [6], Bao et al. use three 0-1 indicator variables p, v,w for the input
column to fulfill different rules auxiliary. Let u = 1 if and only if there exists
i € {0,1,2,3} such that (z&,y%) = (0,0). Let v = 1 if and only if & = 1 for
each i € {0,1,2,3}. Let w = 1 if and only if y¢ = 1 for each i € {0,1,2,3}.
Then, with the help of u,v,w, the MC-RULE in the forward computation can be
described as a system of inequalities:

3
3 szﬁ +dp < 4 3
Zx?—llvzo; =0 Z(x?+xf)—5v§3;
50 Syl tap<a {0
Zx?—yg& =0 Z(x?—i—xf)—SUZO.
i=0 Zyzﬂ — 4w = 0; i=0
=0
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The XOR. For the XOR operation in two different directions, the coloring
schemes of the input and output cells are shown in Figure 13.

The Tim D0 Dhe | B9 Dpam Do D9
Spe Te D Cho | Diw Die Biw S3e

(a) For the forward computation (b) For the backward computation

Fig. 13: The XOR in [6], where a “*” means that the cell can be any color

Let «fi], B[i] denote the input cells and «[i] denote the output cell, where
0 < i < 15. Let a boolean variable d; indicate the consumption of DoF, where
d; = 1 means that one DoF is consumed to let the corresponding output be m.
The set of rules restrict (x?,y?,xf, yf,xz,yz, d;) to a subset of F}, which can
be described by a system of linear inequalities with the convex hull technique in
[36].

B Descriptions of Midori, Camellia and Aria

B.1 Specification of Midori

Midori is a family of SPN-based lightweight block cipher designed by Banik et
al. at ASTACRYPT 2015 [5]. With its low energy consumption, it is suitable for
deployment in edge gateways and end devices to facilitate blockchain on-chain
and off-chain interactions. Two versions of Midori use a 64-bit and a 128-bit
internal state, respectively. In this work, we focus on the 64-bit version denoted
by Midori64. The internal state of Midori64 can be represented as a 4 x 4 array
as shown in Figure 14. Midori64 is of 16 iterated rounds and each round function
consists of four operations:

- SubCell (SC): Apply the 4-bit non-linear involution S-box on each nibble.
- ShuffleCell (ShC): Update the position of each nibble by a pre-defined
permutation.
MixColumn (MC): Each column is left multiplied by a 4 x 4 binary matrix
M as follows.

0111
1011
1101
1110

KeyAdd (KA): A round key is XORed to the internal state.

For the last round, the operations ShC, MC and KA are omitted. Two sub-keys
KO KM are derived from the 128-bit master key K and the round keys are
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Fig. 14: One full round function of Midori64

generated by K(%2) @ o, alternatively, where 0 < r < 14 and «, is a round
constant. Besides, additional KA operations are applied with a whitening key
WK = K© @ KO before the first round and after the last round.

B.2 Specification of Camellia

Camellia is a Feistel-based block cipher designed by NTT and Mitsubishi Elec-
tric Corporation [1] and has been specified in ISO/IEC 18033-3:2010 [20]. This
work only targets on the weakened version of Camellia with 128 bits block and
key size, where the F'L/FL~! transformations and whitening layers are omitted.
The iterated round function consists of AddRoundKey (AK), SubBytes (SB) and
MixColumns (MC) as shown in Figure 15. The linear layer of MC is a 8 X 8 binary
matrix described as follows.

10110111
11011011
11101101
01111110
11000111
01101011
00111101
10011110

The key schedule takes a 128-bit key K = K'||K" as the input of 4-round Feistel
structure, as shown in Figure 15, to compute another 128-bit key K4 = K'j|| K.
The round function is borrowed from the encryption, where the round keys
are pre-defined constants. Then, each round key k; can be derived from the
rotation of K or K 4. Since we only focus on (ko, k1, k12, k13), we omit detailed
key schedule here.

B.3 Specification of Aria

Aria was proposed by Korean researchers at ICISC 2003 [21] and the version
1.2 was subsequently included in the Korean Standard (KS X1213) in 2004. In
this paper, we focus our attention on Aria-128, which refers to both the block
and key sizes are 128 bits, and which we henceforth abbreviate as Aria. Aria

27



685

686

687

688

689

690

691

692

693

A(r+1)

K’ K"
D
D +So
K-> O <K"
S D
q
B+ K’ K

Fig. 15: One full round function of Camellia and the key schedule of Camellia

is based on SPN structure with 12 rounds, and each round except the last one
consists of Substitution-Layer (SL), Diffusion-Layer (DL) and AddRoundKey
(AK) as shown in Figure 16. In the last round, the DL is omitted. Before the first
round, a whitening key is XORed to the plaintext. The updated matrix P used in
DL is a 16x16 binary matrix described as follows.

0001101011000110
0010010111001001
0100101000111001
1000010100110110
1010010010010011
0101100001100011
1010000101101100
0101001010011100
1100100100100101
1100011000011010
0011011010000101
0011100101001010
0110001101011000
1001001110100100
1001110001010010
0110110010100001

In this paper, we target on the preimage attack on Aria-DM. Since the key is
usually fixed as a constant in the DM hashing mode, we omit the description of

the key schedule here.

C Figure and algorithms for Midori64 and Aria
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Fig. 16: One full round function of Aria

Algorithm 4: MitM Key Recovery Attack on 12-round weakened
Midori64, , optimized for data complexity

1 C[1,3,5,8,9,13,14] + 0, A\P[5,9,13] « 0

2 AL 6 AL] < 0, ALV @ ALV [12] 0, 442 © A0[6] - 0
ASO121 @ ALV110] 0, ARV [T @ AGV[11] « 0, ARV [T @ ALV [15] + 0

3 Collecting plaintext-ciphertext pairs by traversing the non-constant 16 — 7 = 9
cells in C, and storing them in table H

4 for all possible values of the B cells in K© and K™ do

5 for (CRJ, CR,Q) S F§X4 do

6 Derive the solution space Sg of B cells by

K© [5] ® K© 9] =cr1
KOl @ KO13] = cr 2

7 L+ ]
8 for vg € Sz do
Compute AS) [0, 4] along the forward computation path:

10 Af,,g) — C — Deck (C) — Aéﬁg by accessing H
1 LIAG 0] © AR4]] « vr
12 end
13 for 2* possible values of KV[15] do

14 Compute A,(,fcl) [0, 4] along the backward computation path:

C— Ab(,fcl)

15 for Candidate keys in L[AS[0] & Al [4]] do

16 ‘ Test the guessed key with several plaintext-ciphertext pairs
17 end
18 end
19 end
20 end
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Fig.17: Meet-in-the-Middle key recovery attack on 12-round weakened
Midori64, optimized for data complexity



Algorithm 5: MitM Pseudo-Preimage Attack on 6-round Aria-DM

1 for 2% possible values of B in AD /% 24104 = 120—-8, i.e., =8 */

2 do
3 V]
4 for vg € F5*' in AD do
5 Compute backward to to get the values of the B cells in ADL ,
e (0] Ay [0] @ Ag[6] @ Apy [7) & Ay 8] @ Ay [10) @ Afy [13],
cxll] AV & AV & AP & AD 9] & AD 1] & 4D [14).
6 Compute forward to the B cells in Aéi) and Aéz),
=2] « AP @ AL 6] @ A“)[S] o AV P e AP 13 @ AP [14],
=[3] « AL @ A(l) 9] @ A [10] @A“ [14] ® A{D[15),
crl1] « AL[2e A(l) [5] © (1)[ 6] ® Aéi) 8] @ AG[13] @ Ag[15],
ls] AL & AL (6 @ AL [T & AD[S) & AD[10] © AP 13,
cr[6] « AL 5] @ A<1> [7] ® A [10] @ A“) [11],
(7] « AL[10] @ A<1) [11] @ AL [12] © A§{>[15].
=[8] « AL e A(z)[ 8] Aéi)[15]
rl9] — AP @ AP 4] @ AP [15),
c=[10] « AL (3] & A(Q)[fﬂ Aéf)[ 8],
cr[11] « AP 4] @ AP [6] ® AP [12] © AP [15],
r[12] « AD 8] @ A<2) 9] @ A(2>[12] o A<2) [15].
V]er] < vr; /* There are 28 elements in V]er] for each cg  */
end
for cr € F5*13 do
10 L+ ]
11 for vg € V[cr] do
12 Compute to the B cells in ADL , and one-byte Endr for matching is
derived by
13
Endr (4013 © AL 14 @ AL[6] & AL 18] © AL [9])
14 L[Endn} — VR
15 end
16 for 28 possible values of AV[3] do
17 Compute to the W cells in A](;? and Aéf) , derive one-byte Endg for
matching by
18
Endg + ( AL @ AL 13] @ A(4>[14])
19 for vgr € L[Endgs] do
20 Reconstruct the (candidate) message X
21 if X is a preimage then
22 | Output X and stop
23 end
24 end
25 end
26 end 31

27 end
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