Designs, Codes and Cryptography
https://doi.org/10.1007/510623-024-01434-6

®

Check for
updates

ZLR: a fast online authenticated encryption scheme
achieving full security

Wonseok Choi' - Seongha Hwang? - Byeonghak Lee3 - Jooyoung Lee?

Received: 4 December 2023 / Revised: 27 March 2024 / Accepted: 21 May 2024
© The Author(s) 2024

Abstract

Online authenticated encryption has been considered of practical relevance in light-weight
environments due to low latency and constant memory usage. In this paper, we propose a
new tweakable block cipher-based online authenticated encryption scheme, dubbed ZLR, and
its domain separation variant, dubbed DS-ZLR. ZLR and DS-ZLR follow the Encrypt-Mix-
Encrypt paradigm. However, in contrast to existing schemes using the same paradigm such
as ELmE and CoLM, ZLR and DS-ZLR enjoy n-bit security by using larger internal states
with an efficient ZHash-like hashing algorithm. In this way, 2n-bit blocks are processed
with only a single primitive call for hashing and two primitive calls for encryption and
decryption, when they are based on an n-bit tweakable block cipher using n-bit (resp. 2n-bit)
tweaks for ZLR (resp. DS-ZLR). Furthermore, they support pipelined computation as well
as online nonce-misuse resistance. To the best of our knowledge, ZLR and DS-ZLR are the
first pipelineable tweakable block cipher-based online authenticated encryption schemes of
rate-2/3 that provide n-bit security with online nonce-misuse resistance.
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1 Introduction
1.1 Authenticated encryption

An authenticated encryption (AE) scheme is a symmetric encryption scheme that achieves
both confidentiality and authenticity of data. Recent AE schemes accept associated data (AD)
that should be authenticated but not encrypted, sometimes called AEAD schemes. Throughout
a significant amount of research and standardization process (e.g., the CAESAR competition
and NIST’s lightweight cryptography competition), AE schemes have evolved in many ways.
Although conventional AE standards (e.g., GCM [24] and CCM [29]) are built on top of block
ciphers, recent AE schemes are based on not only a conventional block cipher but also various
cryptographic primitives such as public permutations [1, 7, 11], tweakable block ciphers [5,
14, 19, 20, 23, 27], and fork ciphers [3, 4]. In addition, many analyses are being made on
security requirements for special environments such as resource-constrained and quantum
computing environments. We now have various AE security notions including nonce-misuse
security, released unverified plaintext (RUP) security, and so on.

1.2 NAE, MRAE, and OAE

A nonce is an arbitrary value that should never be reused during cryptographic communica-
tion. Using a nonce in AE is a typical way of providing variability to the ciphertext and an
AE scheme using nonces is called a nonce-based AE (NAE). On the other hand, only a single
nonce repetition might completely break the security of NAE schemes. For example, GCM
leaks its hash key as soon as a single nonce is used twice. Therefore, it is crucial to guarantee
the uniqueness of nonces in NAE schemes. In order to avoid nonce repetition, NAE schemes
either maintain an internal state to change the nonce for every encryption or choose a nonce
as arandom value using a sufficiently large amount of entropy. However, it is hard to find and
reject all faulty implementations of NAE schemes. It might be challenging to maintain the
uniqueness of nonces in a certain environment, for example, a stateless device where good
quality randomness is not available.

To address this problem, Rogaway and Shrimpton [28] formalized the notion of misuse-
resistant AE (MRAE). An MRAE scheme provides a reasonable level of security even if
nonces are repeated. Later, the notion of nonce misuse resistance is refined by viewing the
adversarial distinguishing advantage as a function of the maximum number of multi-collisions
in nonce values or the number of queries with repeated nonces (amongst all encryption
queries). There has been a considerable amount of research on the design of MRAE schemes
including SIV [28], AEZ [17], and GCM-SIV [15]. However, using MRAE in practice has a
fundamental problem in efficiency that such schemes can never be online; in order to achieve
MRAE security, each bit of the ciphertext should be affected by every input bit, so one can
start encryption only after accepting all the input blocks. The online property and the MRAE
security are both highly desirable in resource-constrained environments, where it seems hard
to achieve both of them at the same time.

As a compromise between security and efficiency, Fleischmann et al. [13] proposed a
security notion that slots between NAE and MRAE, namely, online AE (OAE) security. In
an OAE scheme, the i-th ciphertext block depends only on a key and the first i blocks of the
plaintext. Then, if we use a nonce as the first input block, OAE security is exactly the same
as NAE security in the nonce-respecting scenario. In the case where nonces are repeated, an
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OAE scheme loses its privacy only up to the longest common prefix. On the other hand, OAE
security guarantees data integrity even in the nonce-misuse setting.

Later, Hoang et al. [18] proposed an alternative security notion for online authenticated
encryption, dubbed OAE2. They argued that the existing OAE security does not capture
resistance to common-prefix-secret-suffix (CPSS) attacks, while OAE2 security guarantees
better security by extending the unit of computation from blocks to segments. However,
we believe that OAE?2 security is not yet a perfect replacement for OAE since the proposed
OAE2-secure constructions require large ciphertext expansions or achieve limited onlineness
without providing full security against CPSS attacks. Therefore, in this paper, we focus on
OAE-secure constructions.

1.3 Pipelineablility

Suppose that a message block x € X and a counter i € Z is processed by an algorithm
f X xZ — Y,where fisdecomposedinto f1 : X xZ — Zand f, : ZxZ — Y such that
f(x, i) = fo(fi(x,i),i).If f1(x’, i+1) can be computed without knowing f (x, i), then f is
called pipelineable. Pipelineability is regarded as advantageous for hardware implementation.
Most authenticated encryption schemes based on the Encrypt-Mix-Encrypt paradigm, such
as ELmE [12] and CoLM [22], are pipelinable.

1.4 Tweakable block cipher based AE

Tweakable block ciphers (TBCs) are useful for constructing encryption modes since their
additional input space gives variety to every encryption. SCT [27], ®CB [21], Deoxys-I/1l
[20], LOTUS/LOCUS-AEAD [9] and LightOCB [10] are AE schemes using TBCs as their
building primitives. All these schemes provide n-bit security for the block length n whereas
most of (conventional) block cipher-based AE schemes provide only n/2-bit security, namely,
the birthday bound security (with respect to the block size). TBC is also advantageous as
a primitive for hashing modes because it allows for the use of both the tweak space and
the message space as the input space, resulting in a reduced number of primitive calls per
message block. As authenticated encryption can be considered a combination of encryption
and hashing (for authentication), using tweakable block ciphers is one of the promising ways
of building an authenticated encryption scheme that achieves both better efficiency and higher
security at the same time. ZAE [19], DoveSIV [14], ZOCB and ZOTR [5] are examples of such
TBC-based AEs.

1.5 Our contribution

The focus of this paper is put on the construction of tweakable block cipher-based online
AE schemes with full n-bit OAE security and reasonable efficiency; we propose a new
tweakable block cipher-based online authenticated encryption scheme, dubbed ZLR (ZHash—
Luby—Rackoff) and its domain separation variant, dubbed DS-ZLR. ZLR follows the Encrypt-
Mix-Encrypt paradigm with a novel mixing function that allows online computation. This
approach has been already used in previous constructions such as ELmE and CoLM, but all
of those are block cipher-based, birthday bound secure, and of rate 1/2, where the rate is
defined by the number of input blocks processed per primitive call. ZLR is a tweakable block
cipher-based AE scheme that adopts the structure of ZMAC to reduce primitive calls and
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Table 1 Comparison of ZLR and DS-ZLR with existing AE modes. n denotes the block size and ¢ denote the
tweak size

AEAD Primitive  # bits per call Security  Type Pipelineability ~ Ref.
AD Msg

GCM BC n n/2 n/2 NAE v [24]
0OCB3 BC n n n/2 NAE v [21]
mGCM BC n n/2 n NAE v [8]
GCM-SIV BC n n/2 n/2 MRAE VvV [15]
COPA BC n n/2 n/2 OAE X [2]

ColM BC n n/2 n/2 OAE v [22]
ELmE BC n n/2 n/2 OAE v [12]
LOCUS-AEAD TBC' n n/2 n NAE v [9]
LOTUS-AEAD  TBCT n n/2 n NAE v [9]
Light-OCB TBC' n n n NAE v [10]

OCB TBC n n n NAE v [21]

SCT TBC n n n~n/2¥ MRAE v [27]
DoveSIV TBC n4+t n@m+1/Qu+t) n~n/2¥ MRAE X [14]

ZAE TBC n+t nn+1)/2n+t) n MRAE Vv [19]

ZLR TBC 2n 2n/3 n OAE v This work
DS-ZLR TBC 2n 2n/3 n OAE v This work

fIdeal tweakable block ciphers with small tweaks
#The security of SCT and DoveSIV degrades from n-bit to n/2-bit depending on how much nonce is misused

uses a Luby—Rackoff-like structure to encrypt internal states into the ciphertext blocks. More
precisely, for an associated data A and a message M, ZLR computes its tag T = ZMAC' (A, M)
where ZMAC' is a variant of ZMAC with similar structure. While computing 7', ZLR maintains
the internal state S, and encrypts T and S by a 2n-bit pseudo-random permutation which is
instantiated with two TBC calls in a Luby—Rackoff-like structure. In this way, ZLR processes
2n-bit blocks with only a single TBC call for hashing and two TBC calls for encryption and
decryption, achieving rate 2/3, when it is based on an n-bit tweakable block cipher using
n-bit tweaks. Furthermore, it supports pipelined computation as well as online nonce-misuse
resistance.

We also propose a domain-separated variant of ZLR, dubbed DS-ZLR. The design principle
of DS-ZLR is similar to ZLR, while the underlying tweakable block cipher uses a larger tweak
space than ZLR, which allows an efficient initialization phase. We believe that ZLR and DS-ZLR
will be useful in protocols where high security and efficiency are required simultaneously,
especially in protocols where latency is critical and online properties are required (e.g.,
network protocols).

Table 1 compares ZLR and DS-ZLR to well-known AE schemes based on (tweakable)
block ciphers. For simplicity of comparison, we assume that all the underlying tweakable
block ciphers use tweaks larger than blocks (i.e., t > n), except DS-ZLR using 2n-bit tweaks.
Compared to block cipher based AE schemes with online security such as COPA, CoLM and
ELmE, ZLR enjoys stronger security and higher rate, while it might suffer from performance
loss by using TBCs and require larger memory for masks and internal states. There are a
bunch of TBC based AE schemes that achieve full n-bit security and some of them also
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achieve higher rate by utilizing tweak spaces of TBCs, but still, none of them provide OAE
security.

To the best of our knowledge, ZLR and DS-ZLR are the first pipelineable tweakable block
cipher-based OAE schemes of rate 2/3 that provide n-bit security.

2 Preliminaries
2.1 Notation

Throughout this paper, we fix a positive integer n such thatn > 3. We write 0 to denote 0" (i.e.,
n-bit string of all zeros). Let | n] is the largest integer m such thatm < n.Letw, =n—2 L%J ,
which is 0 if n is even and 1 otherwise. The set {0, 1}"* is sometimes regarded as a set of
integers {0, 1, ..., 2" — 1} by converting an n-bit string a,— - - - ajap € {0, 1}" to an integer
an_12"" "4+ 4a;2+ag. We also identify {0, 1} with a finite field GF(2") with 2" elements,
assuming that 2 cyclically generates all the nonzero elements of GF(2"). We write {0, 1}* to
denote the set of all binary strings including the empty string. For A, B € {0, 1}*,|A| denotes
the length of A, and A || B denotes the concatenation of A and B. For a string A € {0, 1}*,
(A[1], A[2], ..., A[m]) < A denotes that A is partitioned into strings A[1], ..., A[m],
where |A[1]| =--- = |A[m — 1] = n and |[A[m]| <n.Fori =1,...,m,let

Al:il = ANl ... || Alil.

For positive integers p and ¢ such that p < ¢, we write [¢q] = {1,...,q}and [p,q] =
{p.p+1,...,q}. For a non-empty set X, X <—g X denotes that X is drawn uniformly at
random from X'. The set of all sequences that consist of b pairwise distinct elements of X is
denoted X**. Fora > b, let (a)p, =a(a—1)...(a—b+ 1), and (a)g = 1 by convention.
If |X| = a, then (a);, becomes the size of |X|*?

2.2 Security notions
2.2.1 TPRPs

A tweakable permutation with tweak space VW and message space X is a mapping P :
W x M — M such that, for any tweak W € W, x — ﬁ(t,x) is a permutation of
X. Throughout this paper, we will fix X = {0, 1}"*, and write TPV, n) to mean the set
of all tweakable permutations with tweak space WV and message space {0, 1}". Let E :
K x W x {0, 1} — {0, 1}" be a keyed tweakable permutation with key space /C, where
E(K, W, -) is a permutation for each K € K and W € W. We will denote EK(W, X) for
E(K, W, X). A (g, t)-distinguisher against E is an algorithm D with oracle access to an
n-bit tweakable permutation and its inverse, making at most g oracle queries, running in time
at most ¢, and outputting a single bit. The advantage of D in breaking the TPRP-security of
E,ie.,in distinguishing E from a uniform random tweakable permutation 7 <—g TPV, n),
is defined as

Adv(D) = ‘Pr [K g k:DERER = 1] —Pr [ﬁ g TPV, n) : D77 ' = 1]‘
tprp
N E

against £, and when considering information theoretic security, we drop .

We define Advtgrp(q, t) as the maximum of Adv: " (D) over all (¢, r)-distinguishers
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2.2.2 OAEs

Given key space IC, associate data (AD) space A, message space M, ciphertext space C, and
tag space 7, a online authenticated encryption (OAE) scheme is defined by a tuple

1= (K, A, M, C, Enc, Dec),
where Enc and Dec denote encryption and decryption schemes, respectively. More precisely,

Enc: KxAXM—CxT,
Dec: KxAXxCxT — MU{Ll},

where for Enc(K, A, M) = (C, T), we require |C| = |M| and

M ifT =T,

Dec(K,A,C,T)) = .
1 otherwise.

We will write Encx (A, M) to denote Enc(K, A, M) and Deckg (A, C) to denote
Dec(K, A, C). Throughout this paper, we will fix A = M =C = {0, 1}* and 7 = {0, 1}".

The goal of an adversary D against the OAE security of IT is to distinguish the real world
(Encg, Deck) (using a random key K, unknown to D) and the ideal world. We assume that
D does not make a redundant query, including a decryption query that reuses any previous
encryption query. Given an associated data A € A and a message M € M, let $ be a random
function that outputs

$2n (A, ML) || $20 (A, MI:2D) |1 - .. || $20(A, M) || $2(A, M),

where (M[1], ..., M[m]) <2L M, and $,; denotes a random function from A x M to {0, l}d.
Then, the ideal world oracles are ($, Rej), where Rej always returns L for every decryption
query.' The advantage of D breaking the OAE-security of IT is defined as

Adve(D) = ‘Pr [K < K : DEneK-Deck _ 1] —Pr [D$»Rei - 1]‘ .

A (ge, qa, 0,1, t)-adversary against the OAE security of IT is an algorithm that makes at
most ¢, encryption queries to its first oracle and at most g4 decryption queries to its second
oracle, and running in time at most ¢, where the length of each encryption/decryption query
is at most / blocks of 2n bits, and the total length of the encryption/decryption queries is at
most o blocks of 2 bits. We define AdVE®(¢., qa, 0,1, t) as the maximum of Adv¥®(D)
over all (ge, g4, 0,1, t)-adversaries D against I1. When we consider information theoretic
security, we will drop the parameter ¢.

2.3 Coefficient-H technique

We will use Patarin’s coefficient-H technique [26]. The goal of this technique is to upper bound
the adversarial distinguishing advantage between a real construction and its ideal counterpart.
In the real and the ideal worlds, an information-theoretic adversary D is allowed to make
queries to certain oracles (with the same oracle interfaces), denoted Oy and Ojgeal, respec-
tively. The interaction between the adversary D and the oracle determines a “transcript”;
it contains all the information obtained by D during the interaction. We call a transcript 7

! The ideal encryption oracle $ does not accept decryption queries, while this definition is enough to prove
security against adversaries without making redundant queries.
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attainable if the probability of obtaining t in the ideal world is non-zero. We also denote
Tia (resp. Tr) the probability distribution of the transcript t induced by the ideal world
(resp. the real world). By extension, we use the same notation to denote a random variable
distributed according to each distribution.

We partition the set of attainable transcripts I' into a set of “good” transcripts I'good
such that the probabilities to obtain some transcript T € I'gooq are close in the real world
and the ideal world, and a set ['p,q of “bad” transcripts such that the probability to obtain
any T € ['paq is small in the ideal world. With this partition, the coefficient-H technique is
summarized by the following lemma.

Lemma1 Let I' = Igood U I'bad be a partition of the set of attainable transcripts, where
there exists a non-negative real number g\ such that for any t € T'good,

Pr(T. =
Prife=tl
Pr[Tig = 7]
and there exists &y such that Pr[Tig € I'pagl < €2. Then for any distinguisher D, one has
|Pr [Pl = 1] — Pr D%l = 1]| < &) + £2.

We refer to [16] for the proof of Lemma 1.

3 New authenticated encryption modes

In this section, we propose new online deterministic authenticated encryption modes, dubbed
ZLR and DS-ZLR. Both ZLR and DS-ZLR are built on top of a tweakable block cipher

E:KxWxN— N,
and a linear function
P:SXNXN—=>SXNxN,

where S = {0, 1}?" is a internal state space, W = {0, 1}’ and N = {0, 1}" are the tweak
and message space for a given E, respectively. We also call p as a state update function.
Additionally, for given p(S, R, X) = (§’, Y, Z), we assume that there is a special inversion
function 5! such that

A7, Y, Z2) = (5, R, X).
For given E and p, we denote the mode as
ZLR[E, p] = (K, A, M, ZLR.Enc, ZLR.Dec),
and
DS-ZLR[E, p] = (K, A, M, DS-ZLR.Enc, DS-ZLR.Dec),

where a key space K, arbitrary associated data space and message space A = M = {0, 1}*,
encryption algorithm ZLR.Enc (and DS-ZLR.Enc), and decryption algorithm ZLR.Dec (and
DS-ZLR.Dec), which are deterministic.

Given a key K € K, we assume that a length of a message M € M is divided by 2n, and
so does for an associated data A € A. For the general case, it is sufficient to use one-to-one
padding algorithms; for example,

ozp(X) = X || 1 || 0¥~ 1+(X]mod 2m)
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By using ozp (or any other proper padding algorithm), one can make lengths of M and A
multiples of 2n.

Now, let A = A[1] || A[2] || ... || Ala]l and M = M[1] || M[2] || ... || M[m] where
|Ale]| = |B[B]l = 2n for a € [a] and B € [b]. We denote A[a] = Ap[a] || Ar[a] and
M[B] = ML[B] | Mr[B] where Ap[a], Arle], ML[B], MRr[B] € {0, 1}"*. Figures 1, 2 and
3 show graphical representations and pseudocodes of ZLR.Enc and DS-ZLR.Enc. While ZLR
needs additional masking computation compared to DS-ZLR, DS-ZLR needs the primitive with
larger tweak space. Therefore, ZLR and DS-ZLR have trade-off in the computational cost and
the primitive constraints.

3.1 ZLR

ZLR maintains and updates a 2n-bit state S by proceeding each associated data block or
message block in the order. We also denote the i -th state as S[i] with the initial state S[0] = 0.
For given tweakable block cipher E with a secret key K € K and tweak space W = {0, 1}",
at first, ZLR pre-calculates masking values A; fori =1, ..., 6 that will be utilized for both
encryption and decryption. To achieve the claimed security, at least two random variables are
required for each system of equations in the collision. At the same time, we want to reduce
the number of primitive calls needed to produce the maskings. Considering all of the above,
ZLR generates masking values in the following way:

Ay = Ek(0,0), Ay = Ex(0,2), As= A ® As,
Ay =Eg(0,1), Ay = Ex(0,3), Ag =71 @ Ay
For given associated date A = A[1] || A[2] || ... || Ala], message M = M[1] || M[2] ||

...|| M[m]andi € [a + m], we define i-th state S[i] and intermediate values X[i], Y[i] and
Z[i] as follows:

1. for an associated data block with given « € [a],
X[e] = Ex (Arle] &2 As, Al @ 27" A)),
(S, Y'[a], Z'[e]) = p(S[ar — 11, X[er], Agle] & 27" Ag);
2. for a message block with given 8 € [m],
X[ +al = Ex(MRIB1 @27~ Ay, MBI © 271 Ay),
(SIB +al. YIB]. ZIBD) = p(SIB +a — 11, X[B + al. Mg[B1 @ 27" Ay).

Note that Y'[«a] and Z'[«] have no usage and the construction uses S[a] only. Hence
one may gain slightly better efficiency by implementing the encryption algorithm to calcu-
late S[a] only for the case of associated data blocks. Using the above intermediate values,
encryption/decryption process can be described as follows:

1. Inthe encryption algorithm of ZLR, let (A, M) be a queried data of ZLR.Enc. For 8 € [m],
the B-th ciphertext block C[B] = Cr[B] || Cr[B] is obtained by following calculations:

CrIBl = Ex (Y181, ZIB]) @ 2P~ Ag,
CLIBl = Ex (Ex (Y[B], ZIBY), YIB]) ® 2P 1 As.

After the encryption phase, S[a + m] is the final internal state and denote S[a + m] =
Ul V~f0r U,V €{0,1}". Using S[a + m], an n-bit authentication tag T is derived by
T =Eg(V,U).
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Apla Agla
rla] rlo] Arlal Anlo]
218, S 21, |
EK < E;){Ha <
! ] ! '
S — P > S’ S — P > S’

(a) Computing a next internal state S’ = S[a] in ZLR.Enc (left) and DS-ZLR.Enc (right)
by using the previous internal state S = S[a — 1] and a-th associated data block Ala] =
Apla] || Arlel.

My (B Mg|[f]
926-17, @ D 26-17, Mi[ﬁ] Mpg[B]
i & L
‘ A i }
S — p - S’ S — p L g
! !
> By > Ei”ﬁ
Fr 1< B 4
27718 @) D214, ' '
4 Y CVL [ﬁ] CR[ﬁ}
CLlA] Cr[B]

(b) Computing a next internal state S’ = S[8 + a] and B-th ciphertext block C[8] = C[A] ||
CRr[B] in ZLR.Enc (left) and DS-ZLR.Enc (right) by using the previous internal state S =
S[B + a — 1] and S-th message block M[3] = My, (3] || Mg[B].

Vv 14
¥ ¥
v v
U — EK — T U — ’Ev‘;l(Hol—bT

(c) Computing a tag T in ZLR.Enc (left) and DS-ZLR.Enc (right) from the final state S[a +
m] = U || V where [ implies a length of a + m in binary manner.

Fig.1 Algorithm ZLR.Enc (left) and DS-ZLR.Enc (right) based on E witha key K
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ZLR.Enc(A, M) ZLR.Dec(A, C,T)
1: S«+0 1: S+0
2: A5+ Eg(0,0), Ay + Ex(0,1) 2: A+ Eg(0,0),Ay « Ex(0,1)
3: Ag <+ Eg(0,2), Ay« Er(0,3) 3: Ag <+ Ex(0,2),Ay « Ex(0,3)
4: A5 AL @ A3, Ag— Aa® Ay 4: A5+ AL D A3, Ag— Ao ® Ay
5: for « € [q] 5: for a € [a]
6: AL+ Arla]@2v7A 6: AL« Aplaj@2°7iA,
7. A« Agla] ®2°7 1Ay 71 Ap <« Agla]®2°7 1A,
8: X ¢« Eg(AR, AL) 8: X ¢ Er(AR, AL)
9:  (S,Y,2) + p(S, X, AR) 9:  (S,Y,2) < p(S, X, AR)
10: endfor 10 : endfor
11: for 8 € [m] 11: for € [m]
120 My« M [B|®2° 1As 12:  CLec g e’ A,
13: My« Mg[sl@2°71A, 13: Chr« CrlBl@2°71Ag
14: X« Bp(Mp, M}) 4: Y« EZCR,CL)
15:  (S,Y,Z) « p(S, X, Mp) 15: Z+ Ex'(Y,CR)
16: Ch+ Ex(Y,2) 16:  (S,X,MR)+ p 1(8,Y,2)
171 Ch « Ex(Chr,Y) 17: M« Eg' (Mg, X)
18: OB« Cr@2° 1A, 18:  Mp[B] « My @25 1A,
19:  Cg[8] « Cr@2° 1 Ag 19: Mgl « Mr@2° 1A,
20 : endfor 20 : endfor
21: U||V+ S 21: U|| V<« S
22: T+ Ex(V,U) 22: T « Ex(V,U)
23: return (C,T) 23: fFT =T
24 24 : return M
25: else
26 : return L
27 : endif

Fig.2 ZLR algorithm

2. In the decryption algorithm of ZLR, the order of blocks to process ZLR.Dec is same to
ZLR.Enc, however, the calculations for each block are processing in the reverse order. Let
(A, C,T) be a queried data of ZLR.Dec. At first, obtain the a-th internal state S[a] by
processing associated data blocks by the same way as ZLR.Enc. For 8 € [m], obtain the
intermediate values Y [8] and Z[B] by using B-th ciphertext block C[B] = CL[B]||Cr[B]:

Y[Bl = Ex (CrIBI @27 g, CLIBI @ 2871 As),
Z[B1 = E¢' (Y[B], CrIB1 © 2P~ Ag).

Note that the (8 + a — 1)-th internal state S[8 + a — 1] is calculated at the point that
(B+a—1)-th ciphertext block has been decrypted. The other intermediate value X[ +a]
and the partial message block Mg[B] are derived by using Y[B], Z[B], and S[B +a — 1]

with the inversion function 5~ !:

(X[B +al, MR[BY) = p~ ' (SIB +a — 11, Y[BI, ZIBD).
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DS-ZLR.Enc(A, M) DS-ZLR.Dec(A,C,T)

1: S«0 1: S«+0

2: for a € [a] 2: for a € [a]

31 X E%(Agl].Arlel)  3: X« EQl*(Aglal, ALa])

4 (8,Y,Z) + p(S, X, Ag[a]) 4 (8,Y,Z) + p(S, X, Ag[a])

5: endfor 5: endfor

6: for € [m] 6: for € [m]

7o X e B ms) 70y« B cpls), i)

8 (8,Y,Z) + p(S, X, Mg[B]) 8 7 B 28y, criB))

9:  Cgrlfl + EQF(v,2) 9. (S,X, Mglg]) « s XS, 2)
10: O8]« EQ°(CrlflY) 10: My[B] « B 1P (g8, X)
11: endfor 11: endfor
12: U||V+S 12: U||V<+S
13: 7« B (v,v) 13: 7 BI%v0)

14: return (C,T) 4. fT=1
15: return M
16 : else
17: return |
18 :  endif

Fig.3 DS-ZLR Algorithm. We denote E'} (2, m) = E g (Pad; (11 [|12), m) and E,;l"l (r2.c) = E' (Pad; (11 |
), ¢)

Remark that, by the definition,

X[ +al = Ex (MR[B1 ® 2P~ Ay, ML[B1 @ 2P~ ),
and therefore,

M[Bl = Ex (MRIB1® 2P~ Au, X[ +a)) @277 As.

After all ciphertext blocks are decrypted, the final internal state S[a +b] = U || V is
given and the algorithm checks whether 7 = E k(V,U)ornot. If T # E xk(V,U),
the algorithm only returns L, and otherwise, it returns the decrypted message M =

ML .. || M{m].

3.2 DS-ZLR

DS-ZLR, similarly to ZLR, maintains and updates a 2n-bit state S, by denoting the i-th state
as S[i] with the initial state S[0] = 0. We also define Pad; is a padding algorithm to make a
1-bit string. It can be anything but for simplicity, we define Pad; as for X € {0, 1}~ with
0 <d < t,Pad,(X) returns X ||0¢. We write A as an element in Z or in {0, 1}¢ for an arbitrary
d interchangeably, so that A || B with A € Z makes sense with an appropriate conversion
into binary numbers. For given tweakable block cipher E with a secret key K € K and large
enough tweak space W = {0, 1}/, (i — 1)-th internal state S[i — 1], and i-th message (or
associated data) block M[i] (A[i]), respectively, we define i-th state S[i], i-th intermediate
values X|[i], Y[i] and Z[i] as follows:
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1. For an associated data block with given « € [a],
X[a] = Ex (Pad; (0 || & || Agle)), Ale),
(Slal, Y'[a), Z'[a]) = p(Sle — 1], X[a], Ag[a]),
2. For a message block with given 8 € [m],
X[B +al = Ex (Pad; (1 || B || Mr[B)., MLIB.
(S[B +al, YIBl, ZIBD = p(S[B +a — 1], X[B + al, Mr[B]).
Similarly to ZLR, encryption/decryption process can be described as follows:

1. In the encryption algorithm of DS-ZLR, let (A, M) be a queried data of DS-ZLR.Enc. For
B € [m], the B-th ciphertext block C[8] = Cr[B] || Cr[B] is obtained by following
calculations:

CrIBl = Ex(Pad,(2 || B || YIBD). ZIBD).
CLIB] = Ex (Pad,(3 || § 1| CrIAY. YIBD).

After the encryption phase, S[a+m] is the final internal state and denote S[a+m] = U ||V
forU, V € {0, 1}". Using S[a+m], an n-bit authentication tag T is derived by a following
calculation:

T = Ex(Pad,(4 1 0' | V), U),

where [ implies a length of a 4+ m in binary manner.

2. In the decryption algorithm of DS-ZLR, let (A, C, T) be a queried data of ZLR.Dec. At
first, obtain the a-th internal state S[a] by processing associated data blocks by the same
way as ZLR.Enc. For B € [m], obtain the intermediate values Y[AB] and Z[B] by using
B-th ciphertext block C[B] = C[B] || Cr[B]:

Y[Bl = E¢'(Pad, (3 || B || CrIBD), CLIAD),
Z[B1 = E¢'(Pad, 2 || B || Y[B]), CRIBD).

We also assume to know the (8 +a — 1)-th internal state S[8 +a — 1] when (8 +a — 1)-
th ciphertext block has been decrypted. The other intermediate value X[S + a] and the

partial message block M[B] are derived by using Y[B], Z[B], and S[B + a — 1] with

the inversion function 5~ !:

(X[ +al, MRIBY) = p~ " (SIB +a — 11, Y[B1], ZIBD.
Remark that, by the definition,
X[B +al = Ex(Pad; (1 || B || MgIB1), MLIBY),
and therefore,
MLIB] = E'(Pad,(1 || B || MgIBD). X[B + al).

After all ciphertext blocks are decrypted, the final internal state S[a + b] = U | V
is given and the algorithm checks whether T = E x (Pad; (4 || o ' V),U) or not. If
T # EK (Pad; (4 || o | V), U), the algorithm only returns L, and otherwise, it returns
the decrypted message M = M[1] | ... || M[m].

Note that to cover tweak inputs, we should have t > n + [log, (max(a, m))] + 3.
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A1) Arll] Mi[1] Mg[1]
A — D2 AP DAy
Ex Ek v
' '
0— P 5 p 4|_Ei T
‘ U
Ex
Ex
As =~ D A6
Cr[1] Cr[1]

Fig.4 Algorithm ZLR.Enc based on E with a key K

3.3 State update function

Remark that the state update function p : S x N'x N — S x A x A should be paired with the
inversion function 5! : S XN x N — N x N such that, for given p(S, X, R) = (§', Y, Z),
it always satisfies that p~YS, Y, Z) = (8, X, R). Also remark that S = {0, 1}*" and
N = {0, 1}". For the efficiency of the algorithm, it is desirable that p is as simple as possible.
On the other hand, if p is too simple that it cannot guarantee the security, the entire construction
may be vulnerable to distinguishing attacks. In summary, the state update function should
satisfy the following properties.

1. It must be invertible.
2. Every input bit must affect the next state, ¥ value and Z value.
3. Every output bit must affect the previous state, X value and R value (in inverse).

We need to define p (and p~!) to make a probability of bad events small enough and at
the same time, we want p to be as simple as possible.
In this paper, we define p as follows: for Sz, Sg, X, R € {0, 1}",

o(SL | Sk, X, R) = (S | Sg. Sk ® X ® R, 51, ®X), (D
where §; =2-(S,®X®R) and S, = Sg®X.Forasuch pandgivenS;, Sg, Y, Z € {0, 1}",
it is easy to see that
pNSL I Sk, Y. Z) = (S, || Sg. X. R),

where X =S, @ Z,R=S, OSSR ®YDZ, S, =2- (S ®X®R) and S, = Sp & X.

With this construction, we can compute the internal variables in ZLR; for o € [m], Y [«] and
Z[«] can be formulated by following equations,
a+a

Y[al = Mgla] ®2*"' Ay & € XIB), 2
B=1

Zla) = X[a + o] & @27 F (X[B1 & Ar[Bl ©2° 7' A,)
B=1
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a—1
o @2 (Xla+ 1@ MrlBl©2° ' As). 3)
p=1
Also, the final state S = U || V can be formulated by following equations,

U=@p2t" 1P (X[B1 @ Ar[Bl ©2° ' Ag)

B=1
& P2 (Xla + Bl @ MrlBl @277 As), “
B=1
a+m
v =@p xis. ©)
p=1

4 Security of DS-ZLR

We claim OAE-security bound for DS-ZLR by the following theorems.

Theorem 1 Let [, w are non-negative integers such that w > n + [log, ()] + 3, let E :
K x{0, 1}* x {0, 1}* — {0, 1}"* be a tweakable block cipher and p be a state update function
given in Sect. 3.3. Then for nonnegative integers qe, qq, o, and t such that q., o < 2"~!, we
have

2qq  6q* +80% +ol

Adv22e Ge-qa. 0.1, 1) = =7 +

tprp /
DS-ZLRIE, p] +AdvIPBo +q,t+1),

22n E
where g = q. + qq and t' is the time complexity necessary to compute E for 30 + q queries.

For a better understanding, we give a brief overview of the proof in this section. Since
proving the security bound of DS-ZLR is easier, we will provide our proof of Theorem 1
first. The core idea of our proof is simple; we use the standard coefficient-H technique. We
define bad events, namely bad; and bad,, to avoid any collision between two primitives.
Additional information on the internal states will be freely given to an adversary at the end
of the distinguishing game, but before deciding the final output. The probability of the bad
events, which handle the collisions, can be computed using these internal states. In particular,
upper bounding the probability of bad, needs some tedious computation, while all we need
to do is simply dividing all possible cases and bounding each case. We obtain Theorem 1
from (10), Lemmas 2 and 3.

4.1 Proof setup

Fix a (¢e, g4, 0, , )-adversary A against DS-ZLR[E, p]. Up to the TPRP security of E, E
can be replaced by random tweakable permutation 7. Precisely, the cost of this replacement
is upper bounded by

Advtgrp(3a +q,t+1),

where ¢’ is the time complexity necessary to compute E for 3o + q queries.
Let $ denote the online random function defined as in Sect.2.2. A has to distinguish
(ZLR.Enc, ZLR.Dec) and ($, Rej) using g, encryption queries and g; decryption queries. In
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the real world, the adversary A interacts with DS-ZLR = (ZLR.Enc, ZLR.Dec). In the ideal
world, A interacts with ($, Rej).

In the i-th encryption query, A queries with the associated data A; and the message M;,
and get the ciphertext C; and the tag 7;. In the j-th decryption query, A queries with the
associated data A’,, the ciphertext C’;, and the tag 7 and get b, = M/; or L. Then let

. = (A, M;, Ci, TYielq, 1
Td = (A//7 C;7 T//a b})je[q(;],

denote the list of the encryption queries and the decryption queries, respectively. We can
assume that the adversary queries all the decryption queries after all the encryption queries
are done because of the following reason.

e Adversary A’ assume that all the decryption queries would return L, and queries encryp-
tion queries with this assumption.

e If one of the decryption queries actually return M ; for some j € [g4], then A and A’ has
the same distinguishing advantage 1.

o Ifallthe decryption queries return L, then A and A’ has the same distinguishing advantage
since there is no change of the information.

Therefore, let ¢ = g, + g4 and we can rearrange the queries and their answers as
{(Ai, M, Ci, T)iciq.1. (Aj. Cj. Tj b)) jefqet1.q1} -

Recall that |A;] mod 2n = |M;| mod 2n = |C;| mod 2n = O for all i € [¢g]. Now for
i €lq],set:

2
(Ailll, ..., Ailai]) <= Ap;
2,
(Ci[1], ..., Cilmi]) <= C;.
Similarly, for i € [g.], set:
2,
(Mi[1], ..., Mi[m;]) <~ M;.

Letl; = a; +m; fori € [¢], theno =)
‘We define some useful index set that

ielq) [j andl = max {l; : i € [¢q]}.

Pa={G, ) :i€lqlaclal};
Pu ={(, o) i €lgel,a € [mil};
Pc={G, )i €lql,a€m;l},
which denote the set of the indices of the associated data, the message, and the ciphertext,

respectively. Now we reveal the actual internal states X;[«], Y;[«a], and Z;[«] variables in
the real world. We set for the encryption queries:

for (i, @) € Pa, Xi[a]l =7 (Pad; (0 || & || A; rle]), A; Lla]);

for (i, @) € Py, Xila; + o]l = w(Pad,(1 || @ || M; gl]), M; 1 [a]);
for (i, @) € Pc, Yile]l = 71 (Pad, (3 || & || C; rlet]), Ci,L[t]);

for (i, @) € Pc, Zila]l = 7' (Pad, (2 || & || Y;[ex]), Ci glex]).

On the other hand, in the ideal world, for i € [¢g.] and o € [I;], X;[«] is chosen satisfying
following rules. For i € [q.],

o if o € [a;] and there exists j < i such that A;[a] = Aj[a], set X;[a] = X;[a];
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o ifa € [m;]and thereexists j < i suchthat M;[a] = M;[a],set X;[a;+o] = X [a;j+al;

o if a € [g;], sample X;[a] <= {0, 1}" different from X ;[«] for all j € [q.] satisfying
aj > a, Aila] # Ajlal, and A; gla] = Aj rlal;

o if o € [m;], sample X;[a; + o] < {0, 1}" different from X ;[a; + «] for all j € [q.]
satisfying a; < o, M;[a] # M[a], and M; gla] = M; rlal;

e otherwise, sample X;[«] <—g {0, 1}" uniformly at random.

Now Y;i[«] and Z;[«] for i € [g.] and o € [m;] can be given by (2) and (3), and those
would be revealed. Fori € [¢. + 1, ¢] and o € [m;], Yi[«] and Z;[«] are chosen satisfying
following rules:

o if there exists j < i such that C;[a] = Cj[a], set Y;[a] = Y;[a] and set Z;[a] = Z[a];
o if there exists j < i such that C;[a] # Cj[a] and C; gla] = C; gla], sample Y;[a] <
{0, 1}" different from Y [a];
e otherwise, sample Y;[o] <—¢ {0, 1}" and Z;[or] <—g {0, 1}" uniformly at random.
Finally, A attains the following transcript:

t={(Ai, Mi, Xi. Yi, Zi, Ci, TDietg)s (Ai, Xiu Yi. Zi, Ci, T biicge+1.91) -

4.2 Defining bad events

In this section, we define bad events. For i € [¢], let U; and V; be the final state S;[/;], which
is defined in (4) and (5). To describe the bad cases, we will define some functions which take
the indices as input. Let

o Iy ={(i,a) € Pa:Vj <i,Ajla] # Ajlal};
o I ={(i,0) € Py :Vj <i, Mila] # Mjlal};
e I3=T7,={(i,a) € Pc :Vj < i, Cila] # Cjlal}.

For r € [4], let f;, g, : Z, — ({0, 1}")2 be functions where

f1(i, @) = (A; glal, A; Llal), g1, a) = (A; rlal, Xila]),
S, o) = (M; rled, M; Lla]), &2, @) = (M; rlel, Xila; + al),
f0, @) = (Yilal, Zi[a]), g3, a) = (Yi[a], C; glal),

fa@i, o) = (C; glal, Yilal), 84(i, a) = (Ci glal, Ci Lla]).

Note that f, gives the pair of the tweak and the input of each tweakable block cipher call,
and g, gives the pair of the tweak and the output of each tweakable block cipher call. For
r € [4], we define the following events.

e IC, & there exists ((i, @), (j,®)) € I:‘z such thati # j and f.(i, @) = f,(J, ®);
e OC, & there exists ((i, @), (j,®)) € Ir*z such thati # j and g, (i, o) = g-(j, ),

and let

o ICs & there exists distinct i, j € [¢] such that (V;, U;) = (V;, Uj);
e OG5 & there exists distinct i, j € [g.] such that (V;, T;) = (V;, T)).

A transcript 7 is defined as bad if one of the following events occurs:

1. bad; < there exists i, j € [¢.] and ¢ € [min {mi,mj}] such that (A;, M;[: «]) #
(Aj. Mj[: @) and C;la] = C;lal;
2. bad, & \/1§r§5(lci’ v 0GC,).

We denote ['p,q as a set of all bad transcripts.
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4.3 Analyzing good transcripts

In this section, we will prove the following lemma.

Lemma2 Forany t ¢ 'pag,
Pr(Te = 7] -1 2qq4

Pr(Tq=rt] ~ n

Proof Fix T ¢ I'paq. For the proof, we define following sets,

Iy ={(.a) :i €lge +qal.a € [m;].Vj < i,(A;, Cil: al) # (A}, Cj[: a])}.
Wila, vl = {(i, @) € 1 : Aj gla] = v}

Wala,v] = {(i,a) € Tp : Mj gla] =v};

Wil v] = {(i, @) € T} : Cj gla] = v};

Wala, vl = {(i,a) € 7§ : Yi[a] = v},

and following notations,

ujla, vl = |Wjle, v]| for j € [4];

usla] = [{(, ) € Ty : Vj < i, Ci[a] # Cjlal}
uglvl = I{i € [ge] : Vi = v}l;

uglvl = |{i € [ge + 1. ge +qal: Vi = v}l.

For j € [4], let

)

Wela, vl = {(i,@) € Wjla, v] :i € [gcl},
and

Wila, vl = Wjla, v]\ Wile, v].

We also denote uj.[oe, v] = ‘Wf[a, v]‘ and u‘;[(x, v] = ‘W]?d[oc, v]’, sowehave u j[a, v] =
u;[a, v] + u?[a, v].

First, we consider the ideal world. The probability that ciphertext C1, ..., Cy, is given is
ﬁ where B = {(A;, M[: a]) : 1 <i < g.,a € [m;]}, and one that tags T1, ..., T,, are
given is 2,1% Let X, Y, Z be the distribution of (X1, ..., Xg,4+¢,)» Yg+1,- -, Yg,+4,), and
(Zgo+1s -+ s Zgotqy) respectively. First, X;[o] and X j[er] are given differently if A; gla] =
Aj rla]or M; grla] = M| gla]. Therefore, foreach v € {0, 1}" and o € [q;], the probability

that X;[«]’s for A; r[a] = v are given according to associated data is W Similarly,
uyle,v
foreach v € {0, 1} and « € [m;], one that corresponding X;[«]’s for M; g[a] = v are given
according to message is W Hence,
upla,v]
1 1
Pr[X:(Xl,...,qu+qd)]: 1_[ WX 1_[ W
ve(0.1}" urlovl ) S0 gy uz[o,v]

I<a<l I<a</

Also, Y;[a] and Y;[a] are given differently if C; gla] = C; rla], while {Yi}liiiqe is
determined from (X1, ..., X4, +4,). Therefore, for each v € {0, 1}" and o € [/], the proba-

bility that corresponding Y;[«]’s are given is W Hence similarly from the case
Sl

ugl e, v]

above,
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1
Qn — ug[a, U])ug’[a,v] '

PrY = (Yg41, .-, Yorq)IX] = 1_[

vef{0,1}"*
1<a<l

Now, since Z;[«]’s are given uniformly at random in decryption queries,
1
Pr[Z=(Zgs1.- . Zgrad)] = ] @nyistad”
1<ax<l

Hence, we can conclude the following probability.

1 1 1 1
PrTy=r1]l= 5 X — X S X —_—
22n1B] 21qe vel;[1 2 )ul [er,v] uel{;ll}” (zn)uz[ot,v]
1<a<l I<a=<l
1
X
veg[l}" Q2" — ufle, v]) 4arv]
l1<a<l
1
Il 555 |- (6)
[a]
| 2asi (2}1)145 o

Now, we consider the real world. First, in decryption queries, the probability attaining L
for every answer is bounded below by

d
1 uglv] 1 qd qa
[ (“ﬁ) Z(“f) 21—
) ugl[v] qe qe

vel0, 1)

Since the case bad, does not exist in any good transcript, the number of tweakable block
ciphers in all queries that has

1. Ol @) || vastweakis ujla, v];
2. (1| @) || vastweak is us[a, v];
3. 2| @) || vastweak is us[a, v];
4. 3| o) || vas tweak is ug[a, v];
5. (41 0) || vas tweak is ug[v],

for fixed v € {0, 1}". Therefore,

1
PriTee =1] >
re 11:[<l (zn)ul[a,v](zn)ug[a,v](2n)u3[a,v](2n)u4[ot,v]
vef0,1)"
@)
vel;[ n (2 )u [v]

For simplicity, we use the following formula.
1 1 1
>

@t S = (e ®)
ve!o—,[l}n @ugho) oy @M (@)
Also,
1_[ (2”)!45[0(] Z l_[ (2'1)145[0(] 2 1_[ (2n)uﬁ{[a] (9)

I<a<li 1<a<l 1<a<i
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Therefore by (6), (7), (8) and (9),

PriTe =1] _ 2215l (1 44 )
= X -
PrTia =71 7 [oeto. 1y @Muste.v1 [Toeto. 1y 2 ug e 2" — g
I<a<l i I<a<l
] _ 4 >1_2q[1.
= 2 —q, on
The last inequality follows that
Bl= Y ufle,vl,
vef0,1)"
1<a<l
SO
2n|B| > l_[ (zn)ug[a,v] > 1_[ (Zn)ug[a,vb
ve{0,1)" ve{0,1)"
1<a<l 1<a<i
and similarly,
zn\B\ = 1_[ (2n)ui[ot,v]-
ve{0,1)"
1<a<l
It completes the proof. O

4.4 Bounding the probability of bad events

In this section, we will now find the upper bound on the probability that each bad event will
occur in the ideal world. Fix i, j € [¢.] and o € [min {m,', mj }] such that (A;, M;[: «]) #
(Aj, M;[: a]). Then, since C;[a] and C[e] are chosen uniformly at random, one has

Pr[bad;] < IR (10)
We now claim the following lemma.
Lemma 3
802 + 6¢°
Pr[bad; A —bad|] = =— >
Let

IC = \/ IC;, oC = \/ 0G;.

1<i<5 1<i<5
Note that bad, = IC v OC. We can upper bound the probability of each collision event as
follows.
Lemma 4
4g% + 602

Pr[IC] < 7
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Lemma5
2g2 + 202
22n :
Then, Lemma 3 follows from Lemmas 4 and 5. Finally, by Lemmas 3, 2, and (10), we can

conclude that Theorem 1 holds.
Before we start, we will use the following lemma through the whole proof.

Pr[OC] <

Lemmaé Fix (i,«) € Z1. Then

2]

PrXila] = Q] <

for any Q € {0, 1}*. Similarly, fix (i, «) € Zp. Then
2
PrX;la; + o] = 0] < TR
forany Q € {0, 1}

Proof Let J be the set of j € [¢] such that If A; gla] = A gla] but A; rla] # A; la],
then X;[«] is sampled uniformly at random from {0, 1}"*\ {Xj ] : j € J}. In this case,

2
PrXila] = Q0] < 1] < T
We can apply the similar argument when M;[a] # M ;[«] for some a. ]

Proof of Lemma 4 We calculate each probability of IC; for 1 <i <5.

1. Fix ((i,a), (j,®)) € (Z1)*?. Then one should have A;[a] # Ajla] and fi(i,a) #
f1(j, @). Therefore, we get

Pr[IC;] =0.

2. Fix ((i,a), (j,a)) € I;‘z. Then M;[a] # M[a] so f2(i,a) # f2(j, a). Therefore, we
get

Pr[IC;] = 0.

3. Fix ((i, @), (j, «)) € (Z3)*> where i < j. First, assume that j € [g, + 1, g, + g4]. Then
f3(i,a) = f3(j, @) if and only if

10\ (Yila]l\ _ (Yilo]
01)\Zjlel) ~ \Zlal)"
By the sampling process of Y and Z variables in the ideal world,

1 4

Pr[Yila] = ¥jlal A Zila] = Zjlol] < sy < 5

Therefore, we have
. . 4
Prifsi.e) = f3(j. )] = 7.

when j € [ge + 1, e + qal- Suppose j € [g.]. Then, by (2) and (3), f3(i, @) = f3(j, @)
if and only if

a;+o
{@:mw & @) Xlyl = an

@a1+dza,+a }/X [y]®@a,+a2a]+a VX, [V] Q
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where

P = M; gla] ® M; gla],

a;i a—1
0 =P2vte A gyl ® 2% Mi gly]
y=1

y=1
aj a—1

& P27 A rlv1 @ P2 Mj kY],
y=1 y=1

Let us take a look at each of the subcase below.

(a)

(b)

(©)

If ; < aj, (11) can be rewritten as

2474 X i[a;] @ Xjla;]l = O,

10\ (Yjlal\ _ (P
01)\z;la1) “\0')°

for some P’ and Q" which are independent of X ;[a;] and X ;[a;]. Then, when j €
[gel,

{Xj[ai] ® Xjlajl=P';

1
Prifsi,e) = f3(, 0l = 7.

by the sampling process of X ;[a;] and X j[a;]. Therefore, we have

4
Prifs(i,a) = f3(j, )] < Y

If there exists two different y1, y» < « such that A;[y1] # A;[y1] and A;[y2] #
Aj[y2], (11) can be rewritten as

Xinl® X;lynl="r;
UK [y ] @242 X i [n] = O,

for some P’ and Q' which are independent of X ;[y1] and X ;[y»]. Therefore, we get

1
Prif3(i,a) = f3(j,0)] < Yo

by the sampling process of X ;[y1] and X ;[y2]. We can apply the similar argument
if (A;, M;[: o]) and (A, M;[: a]) are differ in two or more blocks.
Leta; = aj and M;[a] # M;[a] while (A;, M;[a — 1]) = (Aj, Mj[a — 1]), Then,
(11) can be rewritten as

Xilai +a] ® Xjla; +a] = M; gla] ® M; rla];

Xila;i +a] ® Xjla; + o] =0,
so one should have X;[a; + @] = Xj[a; + o] and M; gla] = M g[a] which
contradicts the rules for choosing X variables. Therefore,

Prif3(i,a) = f3(j. @)1 =0,

and one can apply the similar argument if there exists only one different block between
(Aj, M;[: a]) and (A, M;[: a]).
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All in all, we get

41752

PrliGs] < 5

4. Fix ((i,), (j,a)) € ijz. Without loss of generality, let i < j. We distinguish some
sub-cases as below.
(a) Let i, j € [ge]. Note that Ci[a] # Cjla] and M;[: a] # M;[: «] since
((,a), (j,a)) € IZ‘Q. Let i € [a] the index such that M;[h] # M [h]. Then
fa(i,a) = fa(j, @) if and only if

Cirla] = Cj rlal; _
Xilh] = M; glo] © M; gle] © D,y 2o 1 Xily] ® @7 X;ly1.

Since C; g[c] is chosen uniformly at random from {0, 1}" and X;[A] is chosen uni-
formly at random from the set of size at least 2" — o, one has

2
Prifa(i, o) = fa(j, )] < 2 —0) = 2

(b) Leti € [ge) j € [qe + 1,q]. If Ci gla] = C; glel, then Y;[a] # Yj[a] by the
sampling process. In this case, Pr [ f4(i, o) = f4(j, @)] = 0. If C; gla] # C; rlal],
then similarly Pr [ fa(i, «) = fa(j, @)] = 0. Therefore,

PrifaC,a) = fa(j, @)1 = 0.

(c) Leti,j € [ge + 1, q]. If C; gla] = Cj rla], then Y;[a] # Yj[c] by the sampling
process, so the probability is zero. If C; gla] # C; rla], then the probability is
obviously zero.

To sum up, we have

2|74)?

Pr{iCy] < =5

5. Fix i, j € [¢]*2. Without loss of generality, let i < j. We restore X values and R values
by the 5~ !. Then since there is no redundant query, A; # AjorM; #M;. LetA; #A;.
We can apply the similar argument when M; # M ;. We can consider the following cases.

(a) Ifa; > aj + 1, then (V;, U;) = (V;, U;) if and only if

(2ai+m[7aj 2ai+m[7aj71> <Xi[aj + 1]) _ (P/>
1 1 Xilaj + 2] —\Q')’
for some P’ and Q" which are independent of X;[a; + 1] and X;[a; + 2]. By the
sampling process of X;[a;+1]and X;[a;+2],inthiscase Pr [(V;, Uj) = (V;, Uj)] <
%. We can apply the similar argument when a; > a; + 1 and get the same result.
(b) Assume that a; = a; + 1 and A;[B] # A;[B] for some B € [a;]. Then (V;, U;) =
(V;j, Uj) if and only if

pmitai=prlomitIN (X181 (P
| 1 Xila;1) —\Q")"
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(©

(d)

for some P’ and Q" which are independent of X;[A] and X;[a;]. By Lemma 6, we
can conclude

Pr[(Vi. U = (v}, Up] < 55,

Assume that @; = a; + 1 and A;[: aj] = Aj. If M;[B] # M;[B] or there exists
B € [m;], we can use the randomness of X;[a; + B] and X;[a;]. More precisely,
(Vi, Ui) = (V, U;) if and only if

2m[7ﬂ+l 2m;+l Xi[“i"’/g] _ P’
1 1 Xila;l ) \Q")”

for some P’ and Q' which are independent of X;[a; + B] and X;[a;]. If M; = M,
we have two cases, X;[a;] = 0or X;[a;] # 0. X;[a;] # Oimplies V; # V; (see (5).).
Also, if X;[a;] = 0, then U; = U; if and only if

P2 P (Xilai + B1@ Mi rIB]) © 2" Ay glai] = 0.
ﬂ=]

Therefore, (V;, U;) = (V;, U;) if and only if

10 Xi[ai] _ 0
01)\Xilai +m;1)  \Q')’
mi—1

Q' = P 2" P Xilai + B1 & M; rIB]) & M; gImi] & 2" A; glail,
B=1

where

(see (4)) Therefore, by the sampling process of X;[a;] and Lemma 6,

Pr[(Vi. Un) = (V;. Up] < 5,

We can apply the similar argument whena; = a; + 1 and A;[: ¢;] = A;.
Assume that a; = a;. If there exist @, B € [a;] such that A;[a] # Aj[a] and
AilBl # Aj(BL, (Vi, U)) = (V;, U;) if and only if

<2ai+mi—0!+1 2Hi+mi_:3+1> (Xi [a]> _ (P/>
| 1 Xitg1) \@')’

for some P’ and Q' which are independent of X;[«] and X;[8]. Then by Lemma 6,
Pr[(Vi, U;) = (V;, Uj)] < 5. If there exists only one a € [a;] such that A;[e] #
Ajla], then (V;, U;) = (V;, U;) if and only if

partmi—atl gajtmj—at1\ (X;[a]\ (P’
1 1 Xilel) \Q')’

for some P’ and Q" which are independent of X;[«] and X jla]. Therefore,

4
Pr[(Vi, Up) = (V;, U] < S Ie ) = o
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By the above analysis, we have

44>
Pr [ICS] < ﬁ.

All in all, we have
4% + 602
Priic) = <.
Proofof Lemma 5 We calculate each probability of OC; for 1 <i < 5.

1. Let (({, ), (j,@)) € Iikz. Then one should have A;[«a] # Aj[a] and g1 (i, o) # g2(a).
Therefore, we have

Pr[OC;] = 0.
2. Let ((i, ), (j,a)) € 15‘2. Then M;[a] # M;[a] so g2(i, @) # g2(j, «). Therefore, we
have
Pr[OC,] = 0.
3. Since IC4 = 0GC3,
2|74
Pr[0Gs] <~
4. Let ((i, @), (j, o)) € Ij{z. Then C;[a] # Cjla] so g4(i, @) # g4(j, «). Therefore, we
have
Pr[OC4] = 0.

5. Let (i, j) € [qg]*2. We distinguish two sub-cases.
(a) First, assume m; # m ;. Without loss of generality, we can assume that m; < m;.In
this case, (V;, T;) = (V}, T;) if and only if

aj+mj—1

Xj[aj—l—mj]:‘/i@@a:] Xjlal;
T, =T,.

Since X j[a; +m ;] is chosen uniformly at random from the set of size at least 2" — g,
and 7 is chosen uniformly at random from {0, 1}", one has

1 2
P[0T = (Vi TH) = S o = 5o
(b) Now assume that m; = m ;. Since there is no redundant query, there exists at least

one index & such that M;[h] # M ;[h]. In this case, (V;, T;) = (V;, T}) if and only
if

Xj[aj +h] = ‘/z ® ®a;éaj+h X][(X]y

T, =T,.
Since X j[a; + h] is chosen uniformly at random from the set of size at least 2" — g,
and T is chosen uniformly at random from {0, 1}", one has

2
Pr((Vi, Ti) = (V;, T))] < T S
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To sum up, we have

2 2q?7
PriOGl< ) 53 < o

(i, ))€lge]™
Now using |Z1| + | 22| < o, |Z1| 4+ |Z3| < 0, and |Z;| < o for 1 < i < 4, we conclude
the lemma. O

5 Security of ZLR

Theorem2 Let E : K x {0, 1} x {0, 1}* — {0, 1}" be a tweakable block cipher and p be
a state update function given in Sect.3.3. Then for nonnegative integers qo, qq, o, I, and t
such that q., 0 < 271 we have

60 +2q +2q4 ol +480% + 18q0 + 64
on + 22n

+ AdvtEPrp(30 +q.t+1),

Oae
AV ey (des 9a 0,1 1) <

where ¢ = q. + qq and t' is the time complexity necessary to compute E for 30 + q queries.

5.1 Proof setup

The proof of Theorem 2 is similar to the proof of DS-ZLR mode. Fix a (g, g4, 0,1, 1)-
adversary A against ZLR[E, p]. Up to the TPRP security of E, E can be replaced by random
tweakable permutation 77 with the cost of

AdvtEPrp(3a +q,t+1),

where ¢’ is the time complexity necessary to compute E for 30 + q queries.

Let $ denote the online random function defined as in Sect.2.2. A has to distinguish
(ZLR.Enc, ZLR.Dec) and ($, Rej) using g, encryption queries and g4 decryption queries. In
the real world, A interacts with ZLR = (ZLR.Enc, ZLR.Dec). In the ideal world, A interacts
with ($, Rej).

In the i-th encryption query, A queries with the associated data A; and the message M;,
and get the ciphertext C; and the tag 7;. In the j-th decryption query, A queries with the
associated data A’,, the ciphertext C’;, and the tag 7 and get b, = M/; or L. Then let

T = (Aj, M;, Ci, Ty)ie[q,
Td = (A/7 C;v TJ/’ b;).je[qd],

denote the list of the encryption queries and the decryption queries, respectively. Let ¢ =
4. + qq and we can rearrange the queries and their answers as

{(Ai, M, Ci, Ticiq.1. (Aj. Cj. Tj b)) jefqet1.q1} -

Now for i € [¢], set:

AL ... Addai]) €= A

(Cill], ... Cilmi]) <= C;.
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Similarly, for i € [g.], set:

(Mi[1], ..., Mi[m;]) <~ M.

Letl; = a; +m; fori € [q], theno = Ziem l;and!l = max{l; : i € [¢q]}.

To make the proof simple, we reveal the actual tuple of the masks (A;);¢[4] to A at the end
of the interaction in the real world, or dummy tuple of masks (A;);¢[4) thatis chosenrandomly
from ({0, 1})** in the ideal world. With this information, .4 can compute As = A; ® Az
and Ag = Ay @ Ay4. We define some useful index sets that

Pa={l,a):i€lql,aclal};
Py ={G,a):iclge], aec[ml};
Pc={G,a):iclqlac[m]},

which denote the set of the indices of the associated data, the message, and the ciphertext,
respectively. For each (i, ) € Py, set

(Ai Lol Aj glal) <— Aol
For each (i, o) € Py, set
(M; o], M; gla]) <— M;lal.
Also, for each (i, @) € Pc, set
(Ci,Lle], Ci rle]) <— Cil].
For each (i, @) € Py, let
Airle] = AjLle] ®2°7' Ay, A rlal = A; gla] ® 277 As.
For each (i, @) € Py, let
M; plal = M; 1 [a] ® 27" A, M; rla] = M; gla] @ 2% ' Ay.
Also, for each (i, @) € Pc, let
CiLlal = CiLla]l @27 As, Ci.rlal = C glo] ® 27! Ag.

With these values, we reveal the actual internal states X;[«], Y;[«], and Z;[«] variables
in the real world. We set for the encryption queries:

for (i, @) € Pa, Xila] = 7 (Pad; (0 || « || A; rla]), A; zla]);

for (i, &) € Py, Xila; + o] = 7 (Pad, (1 || & || M; gle]), M; [e]);
for (i, a) € Pc, Yi[e] = 77 (Pad, 3 || @ || Ci rle]), Ci, L))

for (i, @) € Pe, Zila]l = 7~ (Pad, 2 || @ || Y;[a]), Ci rlat]).

On the other hand, in the ideal world, fori € [g.] and « € [I;], X;[«] is chosen to satisfy
following rules. For i € [q.],

o if o € [a;] and there exists j < i such that A;[a] = Aj[a], set X;[a] = X ;[a];

e ifa € [m;]and thereexists j < i suchthat M;[o] = Mj[a],set X;[a; +o] = X[a;+a]l;

o if o € [g;], sample X;[a] < {0, 1}" different from X ;[«] for all j € [g.] satisfying
aj > a, Aila] # Ajlal, and A; grla] = Aj rlal;

o if o € [m;], sample X;[a; + a] < {0, 1}" different from X ;[a; + o] for all j € [q.]
satisfying a; < o, M;[a] # M[a], and M; gla] = M| rlal;
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e otherwise, sample X;[«] <—g {0, 1}" uniformly at random.

Now Y;i[«] and Z;[«] for i € [g.] and o € [m;] can be given by (2) and (3), and those
would be revealed. Fori € [¢. + 1, g] and o € [m;], Yi[«] and Z;[«] are chosen satisfying
following rules:

o if there exists j < i such that C;[a] = Cj[a], set Y;[a] = Y;[a] and set Z;[a] = Z;[a];

o if there exists j < i such that C;[«] # Cjla] and C; g[a] = C; gla], sample Y;[a] <
{0, 1}"* different from Yj[c];

e otherwise, sample Y;[o] < {0, 1}"* and Z;[«] <—¢ {0, 1}"* uniformly at random.

Finally, A attains the following transcript:
v ={(Ai, Mi, Xi. Yi, Zi, Ci, TD)ietqn)s (Ai, Xi Yio Zi, Ci, Ti, biiclge+1.1)
U{(Ai pielgl.jeta} -

5.2 Defining bad events

In this section, we define bad events. For i € [¢], let U; and V; be the final state S;[/;], which
is defined in (4) and (5). To describe the bad cases, we will define some functions which take
the indices as input. Let

o 71 = {(i,a) € Pa:Vj <i,Ajla] # Ajlal};
o ) ={(i,a) € Py : Vj < i, Mi[a] # Mj[al};
e I3 =T, ={(i,a) € Pc :Vj < i, Cila] # Cjlal},

and for r € [4], let f;, g, : Z, — ({0, 1}”)2 be functions where

fili, o) = (A; glal, A La]). g1, @) = (A gle], Xi[a)),
fali ) = (M; gle], M; L[e]), g2(i, @) = (M; glal, X;[a; + o),
f3(i, o) = (Yi[e, Zi[a)). g3, @) = (Yilal, C; rlal),

fali, o) = (Ci glal, Yi[e]), ga(i, @) = (Ci glal. Ci la)).

Note that f, gives the pair of the tweak and the input of each tweakable block cipher call,
and g, gives the pair of the tweak and the output of each tweakable block cipher call. For
1 <r <s < 4 we define the following events.

e TwColl, < there exists (i, @) € Z, and v € {0, 1}" such that f, (i, @) = (0, v);

e IC, ; & there exists (i,«) € Z, and (j, B) € Zs such that (r,i,a) # (s,j,pB) and
fr,a) = f5(j, B);

e OC, ; & there exists (i,) € Z, and (j, ) € Zs such that (r,i,a) # (s, j, ) and
gri,a) =g(Jj, p).
Also, For r € [4], let

e IC, 5 & there exists i € [¢g] and (j, B) € Z, such that (V;, U;) = f-(j, B);
e OC, 5 & thereexistsi € [g.] and (j, B) € Z, such that (V;, T;) = g-(j, B),

and let

e TwColls < there exists i € [¢] such that V; = 0;
e IG5 5 & there exists different i, j € [¢] such that (V;, U;) = (V;, U;);
e OG5 5 < there exists different i, j € [g.] such that (V;, T;) = (V;, Tj).
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A transcript 7 is defined as bad if one of the following events occurs:

1. bad; < there exists i, j € [g.] and ¢ € [min {mi,mj}] such that (A;, M;[: «]) #
(Aj, M;[: @]) and C;[a] = Cj[a];
2. bad, & \/1§r§s§5 (IC, 5 v OC, 5 vV TwColl,).

We denote I'h,yg as a set of all bad transcripts. We will now find the upper bound on
the probability that each bad event will occur in the ideal world. Fix i, j € [¢.] and « €
[min {m;, m;}] such that (A;, M;[: «]) # (A;, M;[: ]). Then, since C;[o] and C;[] are
chosen uniformly at random, one has

l
Pr[badi] < 7. (12)

The conditional probability of bad, given that bad; has not happened is upper bounded
as follows.

Lemma?7

4802 + 18q0 + 64> N 60 +2q

Pr [badz A —-bad]] < 2an o
The proof of this lemma is deferred to Sect.5.4. We now consider good transcripts.

Lemma 8 Forany t ¢ I'pag,
Prlle =1l _ | 20
Pr(Ty=r1] "~ 2n

The proof of this lemma is deferred to Sect.5.3.
Finally, by Lemmas 7 and 8 and (12), we can conclude that Theorem 2 holds.

5.3 Analyzing good transcripts

Fix 7 ¢ T'paq. For the proof, we define the following sets.

o Th={(i,a) :i €lge +qal. @ € [m;i].Vj < i,(A;, Cil: a]) # (A}, Cj[: a])};
Wila, v] = {(i,a) €7 : Airla]l = v@Z”‘_lAz};

Wale, vl = {(i, @) € Tr : M; gla] = v @271 Ag);

Wila, vl = {(i,a) € 74 : Ci gla]l = v® 27 Ag);

Wala, vl = {(i,a) € 7§ : Yi[a] = v},

and following notations,

ujlo,v] = |W,-[a, v]} for j € [4];

usla] = [{(,0) € Ty : Vj < i, Cila] # Cjlal}
uglvl = I{i € lgel : Vi = v}l;

uglvl = i € lge + 1, 9e +qal : Vi = v}.
For j € [4], let

s

Wela, vl = {(i,@) € Wjla, v] :i € [gel},
and

Wila, v] = Wjla, v]\ Wile, v].
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We also denote uj.[a, v] = ‘W;[a, v]‘ and u‘}[a, v] = ‘Wj‘.i[a, v]', so we have u j[o, v] =

uj.[oz, v] + u‘;[oz, v].

First, we consider the ideal world. The probability that ciphertext Cy, ..., Cy, is given is
ﬁ where B = {(A;, M;[: a]) : 1 <i < g, a € [m;]}, and one that tags T1, ..., T,, are
given is 2,% Let X, Y, Z be the distribution of (X1, ..., X4, 4¢,)» Yg41,- -, Yg,44,)- and
(Zgo41s -+ -5 Zg,+qy)- respectively. First, X;[o] and X j[o] are given differently if A; gla] =
Aj rla]or M; rla] = M| gla]. Therefore, foreach v € {0, 1} and @ € [a;], the probability

that X;[«]’s for A; gr[o] = v are given according to associated data is W, where v; =
Ll] D(.lll

v 22 A, Similarly, for each v € {0, 1}" and « € [m;], one that corresponding X;[«]’s

for M; gla] = v are given according to message is e mmen where vy = v 24 1Ay,
uple,vp

Hence,
1 1

PriX=(X,....X = ony - ") it v
r[X = (X ge+as)] ") ur(e0r] % 2" uslev2]

vel0,1}" ve{0,1}"
I<a<l 1<a<l
1 1
- (211)14 [o,v] x 1_[ (2n)u [a,v] '
vef(0,1}" e vef(0,1}" 219
I<ax<l I<a<l

Also, Yi[a] and Y;[o] are given differently if C; gla] = C; rla], while {Yi};<;<,, is
determined from (X1, ..., X4, 14,). Therefore, for each v € {0, 1}" and o € [/], the proba-

Jo . . . . 1 1
bility that corresponding Y;[«]’s are given is W where vz = v @ 297" Ag.
E uzlov

Hence similarly from the case above,

1
PrY = (Vgi10- o Yora) X = ] . .
ve{0,1)" (2" - M3[a, v])llg[ot,v]
1<ac<l

Now, since Z;[«]’s are given uniformly at random in decryption queries,

1

Pr[Z=(Zgs1.. Zgrg)] = [] Qnyistal”
1<ax<l
Hence, we can conclude the following probability.
1 1 1 1
Pr[Tid:t]:Tx—x l_[ — X l_[ —
1B nqe n n
2 2 vef0.1}" (2 )ulla,vJ vef0.1}" (2 )uzla,vj
1<a<l 1<a<l
1
< I1
n __ e
UG{O,I}” (2 u3[a’ U])ugl[a,v]
l1<a<l
I ! « L (13)
| 2asl (zn)u:;[a] (2M)4 .

Note that ﬁ is the probability that A1, Ay, A3 and A4 are given.
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Now, we consider the real world. First, in decryption queries, the probability of attaining
L for every answer is bounded below by

d
1 uglv] 1 qd
[ (1—217@) z(l—zn ) zl—znq" .
V(0,1 - M6[U] — (e — (e

If we fix v € {0, 1}", 7 takes v as a tweak if and only if one of the following conditions
holds.

1. A gla] ®2°7 1Ay = v;
2. M gla] ® 27 1Ay = v;
3. Yila]l = v;

4. Ci gla] ®2% 1A = v;
5. Vi=w.

Since the case bad; does not exist in any good transcript, the number of tweakable block
ciphers in all queries that has v as tweak is

3 Gile. ]+ uale, v] + usler. vl + ualer, v]) + uglv].

1<a<l

; 1
Since > .0, for a, b > 0, we have

1
@avb =

1
Pr(Te =1] >
e 1_[ (zn)ul[a,v](zn)uz[a,v](Zn)u3[a,v](2n)u4[a,v]

1<ac<l
ve{0,1}"

1
. 14
1_[ (2 )u (2)1)4 ( )

ve{0,1

Note that ﬁ isthe probability that A, A, Az and A4 are given. Since ZUG{O, 1y uglv] =
ge, we have

1 1 1
1_[ ( ) = 1_[ on uﬁ[v (2”)%‘ (15)
vel0, 1) gl oy 1)
Also,
[Ty = [T @usiwr = [T @)gpar (16)
I<a<l 1<a<l I1<a<l
Therefore by (13), (14), (15) and (16),
PriTe =1] _ 2258l ( qd )
x|1-—
Pr[Tyq =] nve 0,1}" " )u3 [a,v] HUE 0,1}" n (20 )144 [a,v] 2" — qe
1<oz< 1<a<

>1_q7d>1_2ﬂ
R TR T

The last inequality follows since

B> Y u§le, ],

ve(0,1)"
I<a<l
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and hence,

2n|B|Z l_[ (2”)"5[0"”]2 1_[ (Zn)ug[ot,v]’

ve(0,1)" vel0,1}"
l<a<l l<a<l

and similarly,
2}1‘8‘ Z 1_[ (271)“2[&,”]’

ve{0,1}"
I<a<l

which completes the proof.

5.4 Bounding the probability of bad events

Let

5
TwColl = \/TwCoIIi,
i=1

Ic= \/ 1G,.

I<i<j<5

oc= \/ 0oG,;.

I<i<j=<5
Note that bad, = TwColl v IC v OC. We calculate the probability of the each collision
event in the following lemmas. The result of main theorem is derived directly.
Lemma 9

6 2
Pr [TwColl] < 2224
271
Proof We calculate each probability of TwColl; fori = 1to 5.
1. Fix (i,@) € Z1 and v € {0, 1}*. Then f;(i, &) = (0, v) if and only if
2°7A| = A lal;
271N, = A gle] D v,

and since (Aj, A) is chosen uniformly at random from ({0, 1}")*2, one has

. 2
Pr(fi(i,o) =(0,v)] < m = o
Therefore, we get

217, 21T
Pr [TwColl; ] < Z <
vel0, 1}

2. Fix (i,«a) € Zp and v € {0, 1}*. Then f>(i, @) = (0, v) if and only if

207 1A3 = M; 1 [o];
2071Ay = M; gla] ® v,
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and since (A3, Ay4) is chosen uniformly at random from ({0, 1}")*2, one has
. 2
Prf2(i,a) = (0,v)] < m =< S
Therefore, we get
2|T| - 2|T,|

Pr[TwColl] < )" T
vef{0,1}n

3. Fix (i,0) € Zz and v € {0, 1}". If i € [g.], then f3(i, @) = (0, v) if and only if

2a_1A4 = M; rla] ® @Ziila X;[B],
Xile+a]® @)1 22 A= 0 v,

where

a;
0 =24t (x1B1@ Ai rB1® 277" Ay)
B=1
a—1
& P2’ (Xla; + B1 & Mi rIB]) -
B=1
Since Ay is chosen uniformly at random from {0, 1} and X; [« + a;] is chosen uniformly
at random from the set of size at least 2" — o, one has

. 2
Prf3(i,a) =(0,v)] < m =< S

Now assume that i ¢ [g.]. Then f3(i, @) = (0, v) if and only if

Yila] =0;
Zila] = v,

and since Z; [«] is chosen uniformly at random from {0, 1}"* and ¥;[«] is chosen uniformly
at random from the set of size at least 2" — o, one has

. 1 2
Prf3(i,) = (0, v)] < 3T o) < -
By the above reasoning, we have

21Z3] _ 2|7Z3]
Pr [TwColl3] < Z S o
vel0, 1)

4. Fix (i,) € Zy and v € {0, 1}". If i € [g.], then f4(i, ®) = (0, v) if and only if

271N @ 2971 Ay = Ci glal;
pa~1 Ay =M; gla] Dv D @g’i{x Xi[B],

and since (Aj, Ay) is chosen uniformly at random from ({0, 1}”)*2, one has

. _ 1 2
Prfs(i,a) = (0,v)] < m < o
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Ifi ¢ [q.], then f4(i, @) = (0, v) if and only if

271Ny = Ci pla] ® 2971 Ay
Yila] = v.

Since A, is chosen uniformly at random from {0, 1}"* and Y;[«] is chosen uniformly at
random from the set of size at least 2" — o, one has

; 2
PrLfil.0) = 0.0)] = s < oo

Therefore, we get
2|Z4] - 2|4

Pr[TwColly] < )~ o S o
ve{0, 1}

5. Fix i € [¢]. We distinguish two subcases.
(a) Assume thati € [g.]. Then V; = 0 if and only if

a;+m;

Xilll= ) Xilal.

a=2

Since X;[1] is sampled from the set of size at least 2" — ¢g,, one has

Pr(V; =0] <

<2
—2n_qe—2n'

(b) Assume that i ¢ [g.]. Then the equation V; = 0 is equivalent to the system of
equations

Yi[1l = P Xilel © P (Yilal ® Zila) ® Zil1].
a=1 a=2

Since Y;[1] is sampled from the set of size at least 2" — ¢, one has

1 2
Pr(Vi =0l = 5 = o
By the above reasoning,
2 2q
i€lq]

Now using |Z1| + |Z2| < o, |Z1]| +1Z3| < 0, and |Z;| < o for 1 < i < 4, we conclude
the lemma. O

Lemma 10

4q2 + 12qg0 + 2002

Pr[IC] < 2an

Proof We calculate each probability of IC; ; for1 <i < j <5.
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1. Fix ((,®), (j, B)) € (Z1)*2. If « = B, one should have A;[o] # Aj[Bland fi1(i,a) #
f1(j, B). Suppose o # B. Then, f1(i, ) = f1(j, B) if and only if

QT @26 A = A Lol ® A; LB
T @ 267 A, = A; rla] @ A; rIB,

and since (A, A») is chosen uniformly at random from ({0, 1})*2, one has

1 2
Pr[f](i,()l) fl(] /3) _mfﬁ

Therefore, we get
2|7; 12
22n :

2. Fix (i, «) € Zj and (j, B) € Z,. Then the equation f(i, «) = f2(j, B) is equivalent to
the system of equations

Pr [|C1,1] <

207N = A L[] ® M L8] @ 2P As;
2971Ay) = A gla] ® M; r[B] @ 2P 1 A4.

Since (A1, Aj) is chosen uniformly at random from ({0, 1}")*2, one has

2
r[f1G, @) = f2(j, B)] _m§ﬁ~

Therefore,

eals ¥ gr= T

(i,0)€Ty (j, 5)612
3. Fix (i, @) € 77 and (j, B) € Z3. We distinguish two subcases.

(a) If j € [q.], then the equation f1(i, ) = f3(j, B) is equivalent to the system of
equations

27 A @@ 2 Ay = A Lle] @ 0
2A1Ay =227 A @ Ar rlad @ MR8 © ) X,y

where

0 =Xla; + 1® @27 (X, (11 @ A rly] 271 Ay)
y=1

@@2*‘3 Y (Xjlaj +y1@ Mj gly]).
Since (A1, Ay) is chosen uniformly at random from ({0, 1}")*2, one has
. . 2
Prifii.e) = f3(. Pl = 55

1
- <
@' —1) ~ 2
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(b) Assume j ¢ [g.]. If C;[B] = Cj/[B] for j’ € [q.], this case is same as the case that
J € [g.]. Otherwise, the equation fi(i, «) = f3(j, B) is equivalent to the system of
equations

2071AL = A Lle] @ Zj[B];
271N = A; glel ® Y;[B].
Since (A1, Aj) is chosen uniformly at random from ({0, 1}”)*2, one has

2

r[f1G, @) = f3(j, B)] < m = o

By the above reasoning,
2|21 |Z5]
JSEERD DD Tfizzn :
(t a)€Zy (j,B)EL3
4. Fix (i, o) € Zy and (j, B) € Z4. We distinguish two subcases.

(a) Assume that j € [g.]. Then the equation fi(i,®) = f4(j, B) is equivalent to the
system of equations

207N @ 2871 Ay = Ap Lo ® M R[S ® @ajJrﬁ
261Ny = A rle]l ® Cj rIBl © 297 1Ay @ 2P~ 1A2-

Since (A1, Ay) is chosen uniformly at random from ({0, 1}")*2, one has

. : 1 2
PrifiCi,a) = f4(j, B)] < m < Yo

(b) Assume that j ¢ [g.]. Then the equation f1(i,«) = fa(j, B) is equivalent to the
system of equations

2071A = A Lla] @ V(B
261 Ay = A; gla] @ Cj rIB1 ® 2% Ay @ 2P A,

Since (A1, Ay) is chosen uniformly at random from ({0, 1}")*2, one has

2

PrfiG, o) = fa(j, B)] < m = o

By the above reasoning,
21| |24
JSEIEND DD Tfizzn :
(i,0)€Ty (j,B)ELy
5. Fix (i, @) € Z1 and j € [¢]. We distinguish two subcases.

(a) Assume that j € [g.]. Then the equation fi(i, ) = (V;, U;) is equivalent to the
system of equations

2271A @ (@u"; 2"f+m'+1_’3> Ay = Q0 ® A Llo];
2971 Ay = Ai gled @ D" X;1B1.
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where
0= @2"f+mf+]_ﬂ (X;[B1@ A rIB])
B=1

m;j
& @2t (Xjla; + Bl M; rIB1 @ 2P A4).
p=1

Since (A1, Aj) is chosen uniformly at random from ({0, 1}”)*2, one has

2

Prfit.e)=(V;,Up] < D) S o

(b) Assume that j ¢ [g.]. Then the equation fi(i, @) = (V;, U;) is equivalent to the
system of equations

227 IA = A Lle]l @ Uj;

2“71A2 = AiyR[Ol] D Vj.
Note that U; and V; are independent of A and Aj. Since (Aj, Az) is chosen
uniformly at random from ({0, 1}")*2, one has

2

Prlnt o= Upl = g =

By the above reasoning, we have
< 2alnl
IC] 5 Z Z 2n - 22n
(1 )€l jelq]

6. Fix (i,a) € Iy and (j, B) € I, where (i, @) # (j, B). If @ = B, then M;[a] # M;[B]
so fa(i,@) # f2(j, B). Suppose a # B. Then, fo(i, @) = f>(j, B) if and only if

Q@26 A3 = M; Lla] ® M; L[B;
Q@281 Ay = M; rla] ® M; RIB,

where 2¢~ 1 @281 = 0. Since (A3, Ay4) is chosen uniformly at random from ({0, 132,
one has

. ) 1 2
Prifai,a) = f2(j, B)] < m < o

Therefore, we get
_ 2P
IC2 2 Z Z - 22;1 .
(l a)eI (J, ﬁ)EIz
7. Fix (i,a) € Zp and (j, B) € Z3. We distinguish two subcases.

(a) Assume that j € [g.]. Then the equation f>(i,®) = f3(j, B) is equivalent to the
system of the equations

27N @ Xjla; + Bl = M; L[] ® Q;

Xjla; + Bl = 1 @25 1) Ay @ M; rle & M, clB1 & B

Xjlyl,
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where
aj
0 =EP24*F 7 (X;ly1® Ajrly] @2 ' Az)
y=1
B—
eBﬁ’/X[@+wd@A4RwuaﬂlAn

Since Aj is chosen uniformly at random from {0, 1} and X ;[a; + B] is chosen
uniformly at random from the set of size at least 2" — o, one has

1 2
Pr(f2(i,a) = f3(j, B)] < m < o

(b) Assume that j ¢ [g.]. Then the equation f>(i, o) = f3(j, B) is equivalent to the
system of the equations

207 1A3 = M; L[] @ Z;[B];
2071 Ay = M; rla] ® Y,[B].

Since (A3, Ay) is chosen uniformly at random from ({0, 1)")*2, one has

i . 2
Pr[f2(17a) = fS(J!ﬁ)] =< m < 2771

By the above reasoning, we have
_ 2%l
dads ¥ Y 4t
(i,)€Zs (j, ﬁ)qu
8. Fix (i, @) € 7 and (j, B) € Za. Then the equation f>(i, @) = fa(j, B) is equivalent to
the system of the equations
27IAs = M; 1] ® Y[[B];
26710, = 2 P @ 2P Ay & M gl @ Cj rIBI.
Note that Y;[B] is independent of A, and Aj. Since (A3, A3) is chosen uniformly at

random from ({0, 1}*)*2, one has

. . 1 2
Prf2(i,a) = fa(j, B)] < m < o

Therefore, we have

s ¥ Y gr= T

(i,0)eZs (J, ﬂ)€14

9. Fix (i,a) € Ir and j € [q]. If j € [g.], then f>(i, o) = (V;, U;) if and only if

27 IA @ (@m'i 2"”) Ay = M; L[] @ P;
2971 Ay = M; rle) © D" X, 18],
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where

P =2t (X[Bl @ Ar[Bl © 2771 Ay)
B=1

& @2’ (Xla + B1@ MrIBD) .
B=1

)*2, one has

2

L
—n@n—1) ~ 22
If j ¢ [ge]. then f>(i, @) = (V;, U;) if and only if

Since (A3, Ay) is chosen uniformly at random from ({0, 1}"

Pr[fali, ) = (V;,Up] <

2713 = M 1la] ® Uj;
227 1Ay = Mi gla] ® V.

Note that U; and V; are independent of A3 and Ay4. Since (A3, Ay) is chosen uniformly
at random from ({0, 1}")*2, one has
2
Pr[fl(l a) = (V;,U; )] = m = o

Therefore, we have

i) = Y Y s g

JElgl G, a)eIz
10. Fix ((, «), (j, B)) € (I3)*? where i < j.If j € [go + 1, ge + qal, we have
. . 1
Prf3(i,a) = f3(j, B)] < o

by the random choice of Y and Z variables in the ideal world. Suppose j € [g.]. Then,
by the equations of Y-variables and Z-variables, f3(i, ®) = f3(j, p) if and only if

@y X1 e @ Xyl =

fis ) (17
BT 2 Xy o B BZ"J” YX;ly] = 0,
where
P = M; gla]® M; r[B1® 2*' @27 HA,,
a; a—1
0 =2t (A rlyl @2 Ay & @27 (Mirly] @27 Ay
y=1
aj -1
& P29 (A rly1©2 7 A @ P 2P (M Y1 ® 2 As).
y=1 y=1
Let us take a look at each of the subcase below.
(a) If @ < B, (17) can be rewritten as
Xilai +a]l® Xjla; + o] ® Xjla; + Bl = P'; (18)
Xila; + @] © 277X jlaj + a] ® Xjla; + ] = O,
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(b)

for some P’ and Q'. Assume that X;[a; + «] = Xj[a; + «]. Then (18) can be

rewritten as

Xjlaj+pl=
@F~ + DXjla; + ] ® X la; + Bl = Q'

In this case, by the sampling process of X;[a; + a] and X j[a; + B],

1 4
G = LGS Gy S

If X;[a; +a] = X[a; + a], (18) can be rewritten as

Xilai +al® Xjla; + o] = P& Xjla; + Bl
Xilai +al ®28 X [a; +a]l = Q' ® X;[a; + B].
In this case, by the sampling process of X;[a; + a] and X j[a; + o],

4

1
PG @ = SUPIS G =

Therefore, no matter M;[«] = M;[«] or not,
. . 4
Prif3@, ) = f3(, B < Yo
If a; < ajand o = B, (17) can be rewritten as

Xilai1 ® X la;) ® Xjlaj]1 = P';
Xilai]) @297 X jla;] @ Xjlaj] = Q'

19)

for some P’ and Q'. Assume that X;[a;] = X j[a;]. Then (19) can be rewritten as

Xj[aj] =P/,
Q™% + D)X jla;] ® Xj[aj] = Q'

In this case, by the sampling process of X ;[a;] and X ;[a;], we have

1 4
Prifs(i,a) = f3(j. B < oy T

If X;[a;] # X [a;], then (19) can be rewritten as

Xilai1® Xlail = P' ® X|la;l;
Xila;1 @244 X [a;] = Q' ® X[a;].
In this case, by the sampling process of X;[a;] and X ;[a;], we have

1 4
Prf3(i,a) = f3(j. B)] = oy = o

Therefore, no matter A;[a;] = Aj[a;] or not,

4
Pr [f3(i,0[) = f3(j7 ﬂ)] S ﬁ
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(c) If there exists two different 1, y» < « such that A;[y] # Aj[y1] and A;[y2] #
Aj[y2], (17) can be rewritten as

Xily11® X[yl = P';
24N X[ @ 2492 X [l = O,

for some P’ and Q’. Therefore, by the sampling process of X;[y;] and X ilyal, we
get

4
)2 = 22n

1
r[f30, ) = f3(j, )] = 2

We can apply the similar argument if (A;, M;[: a]) and (A, M;[: «]) are differ in
two or more blocks.

(d) Leta; =aj,a = f,and M;[a] # M;[a] while (A;, M;[a —1]) = (A;, M;[a —1]),
Then, (17) can be rewritten as

Xilai + o] ® Xjla; + o] = M; pla] ® Mj grlal;

Xilai +a]l® Xjla; +a] =0,
so one should have X;[a; + a] = Xj[a; + o] and M; gla] = M; g[a] which
contradicts the rules for choosing X variables. Therefore,

Prif3(i,a) = f3(j, B)]1 =0,
and one can apply the similar argument if there exists only one different block between
(Al', M,'[: Ol]) and (Aj, Mj[Z O{])
All in all, we get

417512

Pr(iCs3] < S

11. Fix (i, «) € Z3 and (j, B) € Z4. Let us take a look at each of sub-case below.

(a) Leti, j € [ge]. Assume that M;[: o] and M [: B] are different in two or more blocks.
We fix such distinct y1, 2. If B < «, then f3(i, ) = fa(j, B) if and only if

268N X [a; + 1] @ 249972 X [a; + y2] = P
Xilai + 1@ Xila; + 21 = @/,

for some P’ and Q' which are independent of X;[a; + y1] and X;[a; + y»] By the
sampling process of X;[a; + y1] and X;[a; 4+ y»], we have

4

1
Prf3(i,a) = fa(j. B)] = oy = o

If B > «, then f3(i, @) = f4(j, B) if and only if

Xilaj +nl@ @, 27 1Ay = P;
2671A, =Y, @ 2P 1A @ C RIBIL

for some P’ which is independent of X j[a; + y1] and A,. By the sampling process
of Xjla; + y1] and the randomness of Aj, we have

. _ : 1 4
Prif3@i,a) = f4(j, B)] < m < Yo
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Therefore,

4
Pr [f3(i,0[) = f4(j! /3)] S ﬁ

(b) Leti, j € [ge]. Assume that M;[: o] and M [: B] are different in just a single block
with index A. Then f3(i, ) = f4(j, B) if and only if

Xilai +h] =
27" Xila; + h1 @ Xjla; + h] = Q',

for some P’ and Q. Therefore, by the sampling process of X;[a; +h]and X jlaj+h],
we have

4
<
)2 - 22n
(c) Leti, j € [ge] and M;[: a] = M,[: B]. Note that X;[a; + h] = X [a; + h] for all
hela]l.lfa=p > 2,then f3(i,a) = fa(j, B) if and only if

1
r[f30, ) = fa(j, P)] = 2

'@ DXila; + 110 2° 2 @ DX;la; +2]1 = 0.
Ifa = B =2,then f3(i, ) = fa(j, ) if and only if

{X,-[a,- + 116 X[a; +2] = P’

Xilai + 110 Xila; +2] =
2 'e DXla; +11= Q.

For both case, one has
. . 4
Prifs@i,a) = fa(j, B)] < o

Now assume @ = 8 = 1. Then f3(i, ) = f4(j, B) if and only if

Ay = P’
@ 29T T A @ Ay = Q.
Since (A3, Ay) is chosen uniformly at random from {0, 1}*2, one has
. . 2
r[f30, ) = fa(j, )] = TR
(d) Leti € [ge+ 1,q] and j € [g.]- Then f3(i, @) = fa(j, B) if and only if

267N @281 AL = Yila] @ C) g;
267NNy = Zi[a) @ M gle @@011 Xjly

Since (A3, Ay) is chosen uniformly at random from {0, 1}*2, one has

2
Prf3(i,a) = fa(j, B)] < TR
(e) Leti € [g.]and j € [ge + 1, q]. If o > 2, then f3(i, ) = f4(j, B) if and only if

Xilai +11® Xila; +2] =
Xila; + 11 2X;[a; +2] = O,
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where P’ and Q’ are independent of X;[a; + 1] and X;[a; + 2]. In this case, by the
sampling process of X;[a; + 1] and X;[a; + 2], we have

4

1
Prifsi,a) = fa(j, B)] = o oy S

If o =1, then f3(i, @) = f4(j, B) if and only if
Xilai+11® Ay = P';
Xilai +11= 0/,
where P’ and Q' are independent of X;[a; + 1] and A4. In this case, since X;[a; + 1]

is chosen uniformly at random from the set of size at least 2" — ¢ and A4 is chosen
uniformly at random from {0, 1}"* \ {A,}, we have

. ) 1 4
Prifs(i,a) = fa(j, B)] < m < >

() Leti, j € [ge + 1, q]. Then f3(i, @) = f4(j, B) if and only if
271 Ay = Yi[a] ® C; rIB1 @ 2P Ay;
Zila] = Y;[B].

Since Aj is chosen uniformly at random from {0, 1}"\ {A,} and Z;[«] are chosen
uniformly at random from {0, 1}, respectively, we have

. ) 1 2
Prif3@i,a) = f4(j, B)] < m < Yo

To sum up, we have
4 |Z3] |Z4]
o= Y Y o= A
(J.B)ELy (i, Ot)613

12. Fix (i, @) € Z3 and j € [g. + ga]l. Let us take a look at each of sub-case below.

(a) Assume that i, j € [q.], and M;[: «] and M; are different in two or more blocks.
Fix such distinct y1, y2. If @« > m, then f3(i, @) = (V;, U;) if and only if
Xila; + 11 ® Xila; + y2]1 = P';
24N Xiai + 1 © 24972 X [a; + 2] = 0,
for some P’ and Q' which are independent of X;[a; + y1] and X;[a; + y»]. In this
case, by the sampling process of X;[a; + y1] and X;[a; + y2],

. 1 4
Prifstoer =05 Ul = G =

Ifa <mj,then f3(i, ) = (V;, Uj) if and only if

Xjlaj +yi1® Xjlaj + y2l = P';
245N X jlaj + ] @ 24T X a4+ ) = Q)

for some P’ and Q' which are independent of X ;[a; + y1] and X j[a; + y»]. In this
case, by the sampling process of X j[a; + yi]and X j[a; + 2],

) 1 4
Pr[f3(1705)=( )]_miﬁ-
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(b)

(©

(d)

(e)

Therefore, we have

2
Pr[f3(, @) = (V;, Up)] < o

Suppose i, j € [ge],and M; and M ; are differ in a single block with index y . Then, by
the equations of U-variables and V -variables specifiedin Sect. 3, f3(i, o) = (V;, U;)
can be rewritten as

Xilai +y1® Xjla; +y] = P';
Xilai + yl@ 2™t v X la; + y]1 = @/,
for some P’ and Q" which are independent of X;[a; + y] and X ;[a; + y]. By the
sampling process of X;[a; + y]and X ;[a; + y], we have
Pr[ (i,a) = (V; U')]<¥<i
S, a) = joUj _(2"—0')_22"‘
Suppose i = j € [ge]. If @ < m;, then f3(i, ®) = (V;, U;) if and only if
Xila; +mil = M; gla] © 277 Ay @ By, XilB;
2Xilai +mil ® Q" + DXl + o] = 0,

for some Q" which is independent of X;[a; + «] and X;[a; + m;]. Note that o < m;
som; —a + 1 > 0. Therefore, in this case, we have

4
Prf3(i, o) = (Vi, U] < m = o

Now assume that « = m;. Then f3(i, m;) = (V;, U;) can be rewritten as
i~y = P
3Xilmile (2 @ @' @n T @ 2m)) Ay =0,

Xi[m;] is chosen uniformly at random from the set of size at least 2" — o and Ay is
chosen uniformly at random from {0, 1} \ {A,}, we get

' w) = (Vi U, ! 4
Pr[f3(l,0[) - (‘/laUl)] S (2,1 _ 1)(211 _0) S 22”-

Leti € [ge + 1, q] and Cj[a] # C[a]. Then f3(i, ) = (V}, U;) if and only if

Yile] = Vj;
Zilal = U;.

Since Y;[«] is chosen uniformly at random from the set of size at least 2" — ¢ and
Zi[a] are chosen uniformly at random from {0, 1}", we have

; 2
Pl‘[f3(l,a) = (Vj, Uj)] = m < >

Let j € [ge + 1, q] and there exists y such that (j, y) € Z3. Then, if we fix all X, Y,
and Z variables consisting (V;, U;) except Y;[y] and Z;[y], there exists a 1-1 cor-
respondence map f : {0, 1327 — {0, 1}*" between Yjlyl, Z;ly]) and (V;, Uj).
Then Pr [ f3(i, @) = (V;, Up] = Pr[f3(i, @) = f((¥;[y], Z;[y])]. Since ¥;ly]
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is chosen uniformly at random from the set of size at least 2" — o and Z;[y] are
chosen uniformly at random from {0, 1}", we get

2

Pr [fS(i’a) = (Vj, Uj)] = m =< o

(f) Let i € [ge + 1,q], Cila] = Cj[a], Since (i, ) € I3, one should have j €
[ge + 1, ge + qq] and C;[y] # C;[y] for some y. Suppose that (j, y) ¢ Z3. If there
exists some j' € [ge+ 1, ge+qq] suchthat (j/, y) € Zz and Cj[y] = Cj/ly], wecan
easily apply the same argument as (e). If there exists j' € [g.] such that (j', y) € Z3
and Cj[y] = Cj[y], there exists a 1-1 correspondence map between (X j/[y], Ag)
and (V;, U;). Since Y;[y]is chosen uniformly at random from the set of size at least
2" — o and Z;[y] are chosen uniformly at random from {0, 1}", we get

: 2
Pr{f3i,a) = (V;,Uj] < 5T =

Moreover, we can apply same method for all remaining cases together with the
condition —bad;.

To sum up, we have

4
Pr[f3G. o) = (V;. Up] < 557

Therefore, we have

47319
22n

Pr [|C3,5] <

(13) Fix ((i,®), (j,B)) € Ij{z. Without loss of generality, let i < j. We distinguish some
sub-cases as below.

(a) Leti,j € [ge] and o # B. Then f4(i, ) = fa(j, B) if and only if

{(2“—1 G2 HA @ 2 @261 As = Ci gla] ® C; rIBI:

- - i i+
@' ©20-1) Ay = M; le] ® My [B1® 47 Xily1 @ @7 X1y1.
Since (A3, Ay) is chosen uniformly at random from {0, 1}*2, one has

2
Pr [f4(i7a) = f4(j7 ﬁ)] S ﬁ

(b) Leti,j € [ge] and o = B. (Now we use « instead of B.) Note that C;[a] # C;[«]
and M;[: o] # M;[: o] since ((i, @), (j, a)) € If{z. Let & € [«] the index such that
M;[h] # M;[h] Then f4(i, o) = f4(j, @) if and only if

Ci rla] = Cj rlal;
Xi[h] = M; plo] © M; gle] & B2, Xily1® B2 X;ly1.

Since C; gla] is chosen uniformly at random from {0, 1}"* and X;[/] is chosen uni-
formly at random from the set of size at least 2" — o, one has

1 2
PrifsCi,a) = fa(j,a)] < m < o
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(c) Leti € [gel, j € [gqe + 1, ¢q], and o # B. Then fa(i, «) = fa(j, B) if and only if

Qo2 Ha @ @ @267 Ay = G gle] @ Cj B
2971 Ay = Y,[B1 & M; gla] & BT Xilyl.

Since (A3, Ay) is chosen uniformly at random from {0, 1}*2, one has

2
Prifa(i,a) = fa(j. B)] = Yo

(d) Leti € [gel, j € [ge +1,q],and o = B.If C; gla] = C; rla], then Y;[a] # Y;[a]
by the sampling process. In this case, Pr[f4(i, o) = fa(j, @)] = 0. If C; rla] #
C; rla], then similarly Pr [ f4(i, @) = f4(j, )] = 0. Therefore,

Pr(fs(i, o) = fa(j. )] = 0.
(e) Leti, j €[ge + 1, ql. lf o # B, then f4(i, ) = fa(j, B) if and only if
@ t@2p~HA, = 2 ' @26 H AL @ C; rlal @ Cj rIB:

Yila] = Y;[B].

Since A, is chosen uniformly at random from {0, 1}"*\ {A4} and Y;[«] is chosen
uniformly at random from the set of size at least 2" — ¢, we have

4
PrlfaC,a) = fa(j, B)] < R

Leta = B.If C; gla] = C; grla], then Y;[a] # Y;[B] by the sampling process, so
the probability is zero. If C; g[a] = C; rla], then C; pla] @ 20N, @20 Ay £
Cj rla] ®2% 1Ay @ 2971 A4 so the probability is zero.

To sum up, we have
4174
22n :
14. Fix (i, @) € Z4 and j € [¢g]. We distinguish some sub-cases as below.

Pr [|C4,4] <

(a) Leti, j elgelanda #m;. If @ > mj, then f4(i, ) = (V;, Uj) if and only if

Xila; + ol = M rle] © 297 Ay & @11 XilB1 0 Uj;
Cirla]l =2""Ao @2 ' Ay @ V.

Therefore, by the randomness of C; g[o] and X;[a; + o], one has
. 1 4
Pr [f4(1705) = (V;, Uj)] =< m < o

If o« <mj,then f4(i, ) = (V;, Uj) if and only if

2Xjlaj+m;]=Yila] ® P;

Xjlaj +mj]1® Cigle] =227 Ay @2 Ay @ D" X,18].
for some constant P € {0, 1}"", which is independent of X j[a; + m ;] and C; rla].
Therefore, by the sampling process of C; gla] and X j[a; + m ], one has

4

Pr(fali,e) = (V;,Up] < gy
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(b) Leti,j € [ge] and @ = m ;. Assume that A; #= A; and a; > a;. (We can apply the
similar argument when a; < a;.) Then there exists y € [q;] such that y > a; or
Aily] # Ajly]. Inthis case, f4(i, o) = (V;, Uj) if and only if

Ci rla] ® Xi[y] = P';
Xilyl= 0,

for some P’ and Q" which are independent of C; g[«] and X;[y]. Since C; glo] is
chosen uniformly at random from {0, 1}"* and X;[y] is chosen uniformly at random
from the set of size at least 2" — o, we get

. 2
Pr [f4(l,01) = (vj, Uj)] =< m = o
(c) Leti, j € [gel, Ai = Aj and o = m . Then M; # M since there is no redundant

query. Let & be the index such that M;[h] # M ;[h]. Then f4(i, o) = (V;, U;) if and
only if

Xila; +hl @21 X ;[a; + h] = P;
Xilaj +h1 =210 ®2* 7' A4 @ Ci rlo] ® D peim;) X;1B].
B#aj+h
for some P which is independent of X;[a; + h] and X j[a; + h]. Since X;[a; + h]
and X j[a; + h] are chosen randomly from the set of size at least 2" — o, one has
. 4
Pr [f4(ls05) = (V;, Uj)] = m =< o
(d) Leti,j €lgel, Ai = Aj and M;[: o] = M;. Then f4(i, ) = (V;, U;) if and only
if
2071Ay = Mila;
20 Wae Ay d 3X[a; +a] = P,

for some constant P. Since Ay4 is chosen uniformly at random from {0, 1}"* and
Xila; + «] is chosen uniformly at random from the set of size at least 2" — o, we
have

: 2
Prifat ) =3 Up] = o5 = o

(e) Leti € [gqe + 1,q] and j € [gc]. If Ci[a] = Cy/[a] for some i’ € [g.], it is one of
the above cases. Otherwise, f4(i, @) = (V;, U;) if and only if

Yilo] @207+ X (1] = P';
Xj[11=2""0 &2 Ay & Cjplal © D5 X;18).

for some constant P’ which is independent of ¥;[a] and X j[1]. Yi[a] is sampled
from the set of size at least 2" — o and X ;[1] is sampled uniformly at random from
the set of size at least 2" — o . Therefore, we have
. 4
Pr [f4(ls05) = (Vj., Uj)] = @ oy = S
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®

(2

Leti € [ge]and j € [ge + 1, g]. There is no redundant query, A; # A; or C; # C;.
Assume that A; # A; and @; > a;. (We can apply similar argument when a; < a;
or C; # C;.) Then there exists y € [a;] such that y > a; or A;[y] # Aj[y]. Then
fa(i,a) = (V;, U;) if and only if

2071, =27 1A4 @ Cj gle] ® Vs
@y 2 Mm@ Xilyl =0,

for some Q' which is independent of A, and X;[y]. In this case, X;[y] is chosen
uniformly at random from the set of size at least 2" — o . Also, A5 is chosen uniformly
at random from {0, 1}". Therefore, we have

. 2
Prfati.a) = (Vi Up] < grme— s < 5

Leti, j € [qe + 1, q). If Ci[a] = Cy/[a] for some i’ € [g.], it is one of the above
cases. Otherwise, f4(i, @) = (V;, U;) if and only if

Cirlal =V; @2 A , ®2°7 1A 45
Y,'[Ol] = Uj.

By the sampling process of C; g[a] and Y;[«], we have

. 4
Pr(fali.a) = (V;,Up] < @ —op =

By the above analysis, we have

4q |74
22n

Pr(ICys] <

15. Fixi, j € [q]*z. Without loss of generality, leti < j. We restore X values and R values
using /1. Then, since there is no redundant query, A; # A j or M; # M ;. We consider
the following cases.

(a)

(b)

Ifa; > aj + 1, then (V;, U;) = (V;, U;) if and only if

Dai+mi—a; 2a,~+m,‘7aj71 Xi[aj+1] _ P’
1 1 Xilaj + 2] —\Q')’

for some P’ and Q' which are independent of X;[a j + 1] and X;[a; + 2]. By the
sampling process of X;[a;+1]and X;[a;+2],inthiscase Pr [(V;, U;) = (V;, Uj)] <
%. We can apply the similar argument when a; > a; + 1 and get the same result.
Assume that @; = aj + 1 and A;[B] # A;[B] for some B € [a,]. Then (V;, U;) =
(V;j, Uj) if and only if

gmitai=prl gmit 1\ (X (B]\ _ (P
1 1 Xila;1) —\Q')’

for some P’ and Q" which are independent of X;[A] and X;[a;]. By Lemma 6, we
can conclude

4
Pr[(Vi. U = (V;. Up] < o5,
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(c) Assume that a; = a; + 1 and A;[: aj] = A;. If M;[B] # M;[B] or there exists
B € [m;], we can use the randomness of X;[a; + B] and X;[a;]. More precisely,
(Vi, Up) = (V;, Uj) if and only if

2m,-—ﬁ+1 2m,-+1 Xi[ai+,3] _ P’
1 1 Xila;l ) \Q')’

for some P’ and Q" which are independent of X;[a; + B] and X;[a;]. If M; = M,
we have two cases, X;[a;] = 0 or X;[a;] # 0. X;[a;] # 0 implies V; # V; (see (5)).
Also, if X;[a;] = 0, then U; = U; if and only if

@ 2P (Xilai + Bl & Mi z[B) ® 2" A; plar] = 0.
p=1

Therefore, (V;, U;) = (V;, U;) if and only if

10 Xl-[a;] _ 0
01)\Xila; +m;1) —\Q')’
mi—1

Q' = P 2" (Xilai + Bl ® Mi rIB]) & M glm;] & 2" A; gla;].
p=1

where

(see (4)). Therefore, by the sampling process of X;[a;] and Lemma 6,
4
Pr[(Vi.Up = (Vi Up] = 557

We can apply the similar argument when a; = a; + 1 and A;[: a;] = A;.
(d) Assume that a; = a;. If there exist o, 8 € [a;] such that A;[a] # Aj[a] and
Ai[B] # A;[BL, (V;, Up) = (V;, Uj) if and only if

<211i+m,'—0t+1 2‘li+mi_ﬂ+l) (X,'[Ol]) — <P/>
| 1 Xip1) \Q')’

for some P’ and Q' which are independent of X;[«] and X;[B]. Then by Lemma 6,
Pr[(Vi, U;) = (V;,Uj)] < 53 If there exists only one a € [a;] such that A;[e] #

Ajla], then (V;, U;) = (V;, Uj) if and only if

2ai+mi—a+1 yaj+mj—a+l Xilal _ P!
| 1 Xjlel) —\Q")"

for some P’ and Q’ which are independent of X;[«] and X j[«]. Therefore,

4
Pr[(Vi,Up) = (V;,Uj] < T S

Therefore, we have

4 2
Pr [|C5,5] < %
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All in all, we have

44 + 12g0 + 2002
Pr(IC] < T .

Lemma 11
2¢2 + 6q.0 + 280°
22n
Proof We calculate each probability of OC; ; for 1 <i < j <5.
1. Let((i,®), (j, B)) € Il*z.Ifoc = B, then one should have A;[a] # A;[B]and g1 (i, a) #
g2(B). Suppose @ # B. Then g1 (i, ®) = g1(j, B) if and only if

Q* '@ 2P Ay = A rla] @ A rIBT;
Xila]l = X;[B],

and since A is chosen uniformly at random from {0, 1}" and X;[«] is chosen uniformly
at random from the set of size at least 2" — o, one has

Pr[OC] <

. . 1 2
Prig1(i, o) = g1(j, B)] < 7@ o) < o

Therefore, we have

2 2L
PrfoCii]= Y0 o=
((.0).(j.B)ET?

2. Let (i,a) € 77 and (j, B) € Z». Then g1 (i, «) = g2(j, B) if and only if
2071 Ay = 287TA4 @ A; rla]l ® M; r[BI:
Xila] = X[aj + B1.
Since Aj is chosen uniformly at random from {0, 1}"*\ {A4} and X;[«] is chosen uni-

formly at random from the set of size at least 2" — o, one has

1 4
Prigi(i,a) =g(j,B)] = m =< o

Therefore, we have

focis]s Y Y =t

(J BIET (i, 01)611

3. Let (i, @) € 71 and (j, B) € Z3. We distinguish two sub-cases.
(a) Assume j € [g.]. Then g1 (i, @) = g3(j, B) if and only if
2671AL @ CjIBl =201 A0 @ Xilal;
271Ny =210, & A; rla] © M, k181 ® D) Xjy.

Since A4 is chosen uniformly at random from {0, 1}"*\ {A2} and C;[B] is chosen
uniformly at random from {0, 1}", respectively, one has
. . 1 2
Prig1(i,a) =g3(j,B)] =< m < o
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(b) Assume j ¢ [g.]. If C;[B] = Cj/[B] for j’ € [q.], this case is same as the case that
J € [q.]. Otherwise, g1 (i, ®) = g3(j, B) if and only if

271N = A gle] ® Y[[B];
2871A0 @ 2871 Ay = Ci RIB1 @ Xilal.

Since (A3, Ay) is chosen uniformly at random from ({0, 1))*2, one has

. . 2
Prigi(i, o) = g3(j, B)] < m < o

To sum up, we have

PAVARRVE
Pr [OC] 3 Z Z = 7| 212|n| 3|.

e (et 2
4. Let (i,a) € T) and (j, B) € Zy. Then g1 (i, &) = g3(j, B) if and only if

2P7IA = Xilal @ Ci L[B] @ 281 Ag;
2671Ay = A gla] ® 247 @267 HA,.

Since (A1, Ay) is chosen uniformly at random from ({0, 1}" \ {A», Az})*2, one has

. . 1 4
Prgi(i,a) =g4(j, B)] < ey <

Therefore, we have

foC)s ¥ Y o=t

(j.B)ELy (i, 06)611
5. Let (i, @) € Zy and j € [g.]. Then g1 (i, @) = (V;, T;) if and only if

2971 Ay = A rlal © @ X1
Tj = Xil«].

Since Aj and T are chosen uniformly at random from {0, 1}", respectively, one has

1
[gl(l O[) - (Vj7 T )] — 227!

Therefore, we have

JCSBED WD WEEE

J€lgel G, a)eIl

6. Let ((i,), (j, B) € 3% If @ = B, then Mi[a] # M,;[B] s0 g2(i, @) # g2(j. B).
Otherwise, g2 (i, @) = g2(j, B) if and only if

Qe '@ 26" Ay = M; gla] ® M; rIBI:
Xilai + o] = Xj[a; + B].

Since Ay is chosen uniformly at random from {0, 1} and X;[a; 4+ «] is chosen uniformly
at random from the set of size at least 2" — g,, we have

. _ . 2
Prig(i,a) = g2(j, B)] < m < o
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Therefore, we have

2 2n)
Pr[0Go] = ). = n
((G.0).(j.B)ETS?
7. Let (i,a) € Zp and (j, B) € Z3. We distinguish three sub-cases.
(a) Assume that j € [¢.] and @ # B. Then g2(i, @) = g3(j, B) if and only if
26710 @ 2671 Ay = Xila; + ]l ® C; rIBY;
@' @2 YAy = M; gle] © M; rIB1 & B X101,
Since (A3, Ay) is chosen uniformly at random from ({0, 1}")*2, one has
2
- < —,
= on@n—1) — 2

(b) Now assume that j € [g.] and o = B. If M;[a] = M;[B], then X;[a; + o] =
Xjla; + B] therefore g2 (i, o) = g3(j, B) if and only if

Priga(i, o) = g3(j, B)] <

Xjlaj +B1@ 207 Ay = CjrIBI ® 277 Au
{Xj[aj-i—ﬁ] M; rla] @ M, R[ﬁ]@@uﬁﬁ 1Xj[)/]-
Otherwise, g2(i, o) = g3(j, B) if and only if
267Ny = Cj 1B @ Xilai + o] @ 2P~ Ay;
{Xj[aj-i—ﬁ] M; rla] ® M, R[ﬁ]@@a’+ﬁ 1Xj[)/]-
For both cases, since A is chosen uniformly at random from {0, 1}"\ A4 and X j[a;+

B] is chosen uniformly at random from the set of size at least 2" — ¢,, one has

. . 4
Prg:(, o) =g3(j,B)] = m < >

(c) Assume that j ¢ [q.]. Since (j, B) € Z3, Y;[B] is chosen uniformly at random from
the set of size at least 2" — ¢g. Now, g2 (i, «) = g3(j, B) if and only if

26718y = C; rIB1 @ Xila; +al @201 Ay
Yi[B] = M; rla] ® M; gr[B1® 241 @2/~ Ay.

Since Aj is chosen uniformly at random from {0, 1}*\ {A4} and Y;[8] is chosen
uniformly at random from the set of size at least 2" — ¢, one has

. . 1 4
Prig(i,a) = g3(j, Bl = m = S

To sum up, we have

(o= Y Y gt

(J BIET; (i, Oé)EIz

8. Let (i,@) € Ip and (j, B) € Z4. Then g2(i, o) = g4(j, B) if and only if

267N = Xila; + @] @ Cj LIB1 @ 2P~ A5;
2671y = M; gla] ® Cj rIB1® (2% @ 2671 A4,
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Since (A1, Az) is chosen uniformly at random from ({0, 1}" \ {As, A4})*2, one has

1 4

Priga(i, o) = g4(j, B)] < @ — 2 —3) = S

Therefore, we have

focs X% gt

(J.B)ELs (G, a)eIz

9. Let (i,a) € Ip and j € [gc]. Then g2(i, ) = (V, T}) if and only if

+
2271 Ay = Mi gl ® By, X;1B1;
T = X;la; + a].

Since A4 and T are chosen uniformly at random from {0, 1}", respectively, one has
1
Priga(i,a) = (V;. T))] < TR

Therefore, we have

(00s] =Y Y o = 02

J€Ge (i,0)€1s
10. Since IC4 4 = 0OC3 3,

4|74
pr[0Cs] = 1!

11. Let (i, @) € Z3 and (j, B) € Z4. Then g3(i, @) = ga(j, B) if and only if

26717, = C; rIBl1 @ 2871 Ay @ Yi[a];

227N, @ 287N = CiRlel @ Cj LBl @ 2P~ Az @297 1 Ay
Note that Y;[«] is independent of A and A, whether i € [g,] or not. Since (A1, A») is
chosen uniformly at random from ({0, 1}"\ {As, A4})*2, one has

1 4

Prig:(i,a) = ga(j, B < m < o

Therefore, we have
4|I3||I4|
focss ¥ Y s tEIE
(1 BIEL4 (i, oz)eIz

12. Let (i,a) € Z3 and j € [g.]. We distinguish two sub-cases.
(a) Leti € [ge]. Then g3(i, ) = (V;, T}) if and only if

2071 Ay = M; plo] ® BT Xiled ® D5, X;1A1:

T; ®2°7 A4 = Ci gla] ®2°71A,.
Since Ay is chosen uniformly at random from {0, 1}"\ {A>} and 7; is chosen uni-
formly at random from {0, 1}", respectively, one has

2

Prigstoo) = (Vi Tp] = gy = o
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(b) Leti ¢ [ge]. If there exists i’ € [q.] such that C;[a] = C;/[a], this case is same as
the case that i € [g.]. Otherwise, g3(i, a) = (V;, T;) if and only if
Gaaj-s—mj
T = Cl,R[Ot] 2% lAz ® 29 1Ay

Since 7 is chosen uniformly at random from {0, 1}"* and Y;[«] is chosen uniformly
at random from the set of size at least 2" — ¢, one has
Prigii,a)=(V;,T)]| < 75— < 2
g3, &) ={Vj, —mn — )—22n'

To sum up, we have

C D S S

J€lgel (i,@)€Z3

13. Let ((i, @), (j, B)) € Ij{z. If « = B, then Ci[a] # C;[B]s0 ga(i, ) # ga(j, B). Now
assume o # B. Then g4(i, ) = g4(j, B) if and only if
Q' @26 HA = Ci el @ Cj LBl 2% @267 HA5;
Q1 @281 Ay = C; gla] ® C; r[B1® 2%~ @ 2P~ Aq.

Since (A1, Ap) is chosen uniformly at random from ({0, 1}" \ {As, A4}))*2, one has
Prlgsi.0) = s )l = = =
(2" —2)(2" —3) — 22
Therefore, we have
4124
22n
14. Let (i, a) € Iy and j € [g.]. Then g4(i, @) = (V;, T;) if and only if

Pr [OC4,4] <

271Ny = Cigla] ® 2% 1A @V
T;=Cirla] ®2°7 1A @297 A;.

Note that V; is independent of Aj. Since A; is chosen uniformly at random from
{0, 1}"\ {A1, A3, A4} and T} is chosen uniformly at random from {0, 1}", respectively,
one has

‘ 2
Prgs(i, ) = (V;,Tp] < o

Therefore, we have

f0Cis] = 3 X g = e

J€lgel @, a)eI4
15. Let (i, j) € [qe]*z‘ We distinguish two sub-cases.
(a) First, assume m; # m ;. Without loss of generality, we can assume that m; < m;.In

this case, (V;, T;) = (V}, T;) if and only if

Xjlaj+m1=V; & @ X al;
T, =T,.
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Since X j[aj +m ] is chosen uniformly at random from the set of size at least 2" — g,
and 7 is chosen uniformly at random from {0, 1}", one has

1 2
Pr [(Vz, 1) = (Vj, T/)] = m =< o
(b) Now assume that m; = m ;. Since there is no redundant query, there exists at least
one index & such that M;[h] # M [h]. In this case, (V;, T;) = (V;, T}) if and only
if
Xjlaj+hl =V ® DBysra;n Xjlal;
T, =T,.
Since X j[a; + h] is chosen uniformly at random from the set of size at least 2" — g,
and T is chosen uniformly at random from {0, 1}", one has
Pr[(Vi,Ty) = (V;, Tp] < __ 2
1 1 - J? J _2n(2n_q8)_22n~

To sum up, we have

2 242
Pr [OC5.5] < Z >on < ZZZ .

(i.))€lge?

Now using |Z1| + |Z2| < o, |Z1| +1Z3| < 0, and |Z;| < o for 1 < i < 4, we conclude
the lemma. O

We distinguish 35 cases, which is denoted by TwColl, IC, or OC.

All in all, since |Z,| < o for r € [4], one get

4802 + 18q0 + 69> 60 +2q
22n + on :

Pr[bad, A —bad; ] <

6 Conclusion

In this paper, we proposed two tweakable block cipher-based online authenticated encryp-
tion schemes ZLR and DS-ZLR, following the Encrypt-Mix-Encrypt paradigm. Our schemes
turn out to provide n-bit OAE security, supporting pipelined computation as well as online
nonce-misuse resistance. We believe that our AE schemes will be useful in protocols where
high security and efficiency are required at the same time, in particular, when latency is
critical and online properties are required, for example, for VoIP, teleconference and Car2X
communications. It is open if the provable security of ZLR and DS-ZLR are tight, and if they
also provide more advanced security notions such as Release of Unverified Plaintext (RUP)
security. We leave them as interesting topics for further research.
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