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Abstract. Registered attribute-based encryption (Reg-ABE), introduced by Hohenberger et
al. (Eurocrypt’23), emerges as a pivotal extension of attribute-based encryption (ABE), aimed
at mitigating the key-escrow problem. Although several Reg-ABE schemes with black-box use of
cryptography have been proposed so far, there remains a significant gap in the class of achiev-
able predicates between vanilla ABE and Reg-ABE. To narrow this gap, we propose a modular
framework for constructing Reg-ABE schemes for a broader class of predicates. Our framework
is a Reg-ABE analog of the predicate transformation framework for ABE introduced by Attra-
padung (Eurocrypt’19) and later refined by Attrapadung and Tomida (Asiacrypt’20) to function
under the standard MDDH assumption. As immediate applications, our framework implies the
following new Reg-ABE schemes under the standard MDDH assumption:

— the first Reg-ABE scheme for (non-)monotone span programs with the traditional completely
unbounded property.

— the first Reg-ABE scheme for general non-monotone span programs (also with the completely
unbounded property) as defined in the case of vanilla ABE by Attrapadung and Tomida
(Asiacrypt’20).

Here, the term “completely unbounded” signifies the absence of restrictions on attribute sets for
users and policies associated with ciphertexts.

From a technical standpoint, we first substantially modify pair encoding schemes (PES), origi-
nally devised for vanilla ABE by Attrapadung (Eurocrypt’l4), to make them compatible with
Reg-ABE. Subsequently, we present a series of predicate transformations through which we can
construct complex predicates, particularly those with an “unbounded” characteristic, starting
from simple ones. Finally, we define new properties of PES necessary for constructing Reg-ABE
schemes and prove that these properties are preserved through the transformations. This imme-
diately implies that we can obtain Reg-ABE schemes for any predicates derived via predicate
transformations.

Keywords: attribute-based encryption, registered attribute-based encryption, registration-based en-
cryption, pair encodings
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1 Introduction

Registered Attribute-base Encryption. Attribute-based encryption (ABE) [GPSWO06] stands as
a versatile cryptographic primitive enabling fine-grained access control over encrypted data. Registered
attribute-based encryption (Reg-ABE) has recently emerged as a pivotal extension of ABE, designed
to tackle the notorious key-escrow problem [HLWW23]. More precisely, in traditional ABE systems, a
trusted authority needs to maintain a long-term master secret key (msk) to generate secret decryption
keys as long as the system is in operation. However, the possession of msk grants adversaries the ability
to decrypt all ciphertexts within the system, thereby rendering the authority a single point of failure.

In contrast, Reg-ABE presents a novel paradigm by introducing the “key curator” concept instead
of relying on a trusted authority. Each user within a Reg-ABE system generates a pair of public and
secret keys and registers the public key, along with its associated attribute y, with the key curator.
The key curator then aggregates these pairs into a compact master public key (mpk) in a completely
verifiable and transparent manner. In a Reg-ABE system, a user encrypts a message with respect to
a policy = using mpk to generate a ciphertext. Decryption of the ciphertext is possible only for users
possessing the attribute y satisfying the policy x with their secret key. More generally, decryption is
feasible if and only if the predicate P(z,y) = 1 holds for some predicate P.

The study of Reg-ABE began with registration-based encryption (RBE) [GHMR18], which can be
conceptualized as Reg-ABE for the equality predicate P(z,y) = 1 < x =y, to address the key escrow
problem of identity-based encryption [BF01]. The first RBE scheme [GHMR18] uses indistinguishability
obfuscation (i0) [GGHT13]?, and lately RBE schemes relying on standard assumptions were proposed
[GHM ™19, GV20, CES21]. However, these schemes heavily rely on non-black-box use of cryptographic
primitives, making them impractical (ciphertext size estimated at 4.5 terabytes for 2 billion users
[CES21]). The non-black-box approach is also used for constructing Reg-ABE and more generalized
registered functional encryption [FWW23, FFM 23, DPY23|.

Reg-ABE via Black-box Approach. Motivated by the inefficiency of non-black-box constructions,
several Reg-ABE (including RBE) schemes with only black-box use of cryptography have recently been
proposed in succession [HLWW23, DKL 23, GKMR23, FFM 23, FKdP23, ZZGQ23|. These schemes
exhibit concrete efficiency, with some even rivaling vanilla ABE schemes for the same predicate. Among
them, the most general scheme is that proposed by Zhu et al. [ZZGQ23], where the term “general” refers
to its capability to handle any predicates P that have predicate encodings [Weel4], and the predicates
supported by the other schemes can be captured by predicate encodings (predicate encodings will be
explained later in the technical overview).

Predicate Encodings vs. Pair Encodings. One of the main focuses in ABE research is exploring
which class of predicates can be achieved under certain assumptions. While predicate encodings offer
a versatile framework capable of capturing various predicates, there exist ABE constructions beyond
its scope, such as unbounded ABE [LW11], non-monotone ABE with large universes [OSWO07], ABE
supporting multi-use of attributes [KW19], and ABE for DFA [Wat12]. On the other hand, pair en-
codings [Att14] present a more general framework, encompassing most pairing-based ABE schemes,
including the aforementioned examples [AC17,Att19, AT20]. A natural question arises: can pair encod-
ings be applied to Reg-ABE, potentially broadening the class of Reg-ABE schemes? Zhu et al. [ZZGQ23)]
explicitly stated that their scheme cannot operate with pair encodings, leaving this unresolved.

1.1  Our Results

In this work, we take a significant stride towards addressing the challenge of applying pair encodings
to Reg-ABE. Our main contributions are three-fold:

— New Notion of Pair Encoding Schemes: Pair encoding schemes (PES) designed for vanilla
ABE are incompatible with Reg-ABE (we will discuss this later in the technical overview). To
overcome this obstacle, we carefully devise a new notion of PES tailored for Reg-ABE compatibility.

3 They also constructed a “weakly-efficient” RBE scheme from standard assumptions.



Table 1. Comparison among Reg-ABE schemes for span program predicates.

Schemes Achievable properties for span program predicates Properties of constructions

Comprising completely unbounded property

Large Unbounded Unbounded Multi- Non-mono- KP/CP Unbounded Prime- Assumption Ww/0
universe attributes policy sizes use tonicity users order Non-BB
HLWW [HLWW23, §5] - - - - - CP - - GS v
(Pairing-based)
HLWW [HLWW?23, §7]f v — v v W CP v n/a  i0,SSB,PRG -
(iO-based)
FWW [FWW23]f v — - - w CpP v n/a  WEFBH,PKE -
7272GQ [22GQ23, §D1] — — — — — KP, CP - v MDDH v
Ours 1 v v v v — CPp - v MDDH v
Ours 2 v v v v v Cp - v MDDH v
Ours 3 v v v v W CP — v MDDH v

Note: Large universe ABE involves attribute universes of super-polynomial size; unbounded attributes imply no prior limit on attributes
per user; unbounded policy sizes mean policy sizes (span program matrix sizes) are not bounded in advance; multi-use allows attributes to
be used arbitrarily many times in a policy; KP and CP denote key-policy and ciphertext-policy, respectively. Unbounded users mean the
setup running time (and the size of common reference string output from the setup) is at most polylogarithmic in the maximum number
of users. Prime-order refers to constructions in pairing groups with prime order. GS stands for generalized subgroup assumption. iO is for
indistinguishability obfuscation; SSB is for somewhere statistically binding hash function; PRG is for pseudorandom generator; WE is for
witness encryption; FBH is for function-bindng hash function; PKE is for public-key encryption. W/O Non-BB means: without relying
on non-black-box use of cryptographic primitives. w (for non-monotonicity) denotes general non-monotone span programs (referred to as
OSWOT-type in [AT20]). T: The iO-based scheme of [HLWW23] and the WE-based scheme of [FWW23] support circuit predicates; we
envision instantiating a circuit to implement a span program and write the properties that are possibly achieved by their resulting schemes
for span programs here to ensure a direct comparison; see a discussion in §7.2.

— Framework: We propose a framework that enables us to construct Reg-ABE schemes in a mod-
ular manner. Our framework serves as a Reg-ABE counterpart to the predicate transformation
framework introduced by Attrapadung [Att19] for vanilla ABE, refined further by Attrapadung
and Tomida [AT20], enabling the handling of PES (including predicate encodings) for Reg-ABE.
The resulting Reg-ABE is secure under the standard MDDH assumption. Our framework does not
rely on non-black box use of cryptography.

— Concrete Instantiations: As a usage example of our framework, we present three new instanti-
ations of Reg-ABE that are not known prior to our work:

1. the first completely unbounded Reg-ABE for monotone span programs;

2. the first completely unbounded Reg-ABE for non-monotone span programs, as defined by
[OSWO07] for vanilla ABE;

3. the first completely unbounded Reg-ABE for general non-monotone span programs that unify
the two types of existing non-monotonicity by [OSWO07] and [OT10] (see [AT20, §6.5] for the
motivation of this predicate).

We employ the term “completely unbounded Reg-ABE” to signify satisfaction of large universe,
unbounded attribute and policy size, and multi-use criteria. We compare our Reg-ABE instan-
tiations for span program predicates to prior works qualitatively in Table 1 and quantitatively
in Table 3 in §7.2. Notably, none of these properties were previously realized within the context of
pairing-based Reg-ABE. However, if one allows 10 or witness encryption (WE) with non-black-box
usages of cryptographic primitives, the Reg-ABE schemes in [HLWW23, FWW23] already achieve
some of these properties, notably including the large-universe property, as shown in Table 1. We
also note that the i0/WE based schemes of [HLWW23, FWW23] supports circuit predicates; we
adapt them to span programs to ensure a direct comparison of equivalent functionalities here.
Definitions of predicates and comparisons to prior works are provided in §7.

Similar to prior pairing-based Reg-ABE schemes [HLWW23, FFM 23, ZZGQ23], our system requires
a structured common reference string crs. Its generation necessitates a trusted party or multi-party
computation at the system’s inception. It is essential to note that once crs is published, no trusted
party is required. Additionally, as with prior pairing-based schemes [HLWW23, FFM*23,ZZGQ23], we



need to fix a bound L on the number of registered users in the system beforehand, with the size of crs
quadratic in L (ignoring a polylogarithmic factor). Therefore, all these pairing-based schemes and ours
are bounded-user schemes. Contrastingly, the i0/WE-based Reg-ABE schemes of [HLWW23, FWW23|
obtain the size of crs being polylogarithmic in L, and hence are unbounded-user schemes. We also note
these latter two schemes can rely on random crs. On a flip side, the WE-based scheme of [FWW23] is
only selectively secure, while all the rest including ours are adaptively secure.

1.2 Technical Overview

Slotted Registered ABE. Hohenberger et al. proposed a primitive called slotted registered ABE
and showed that full-fledged Reg-ABE can be generically constructed from slotted registered ABE
[HLWW23]. Notably, as described in [HLWW23], the conversion preserves the (un)bounded-user prop-
erty: if the slotted registered ABE is a bounded-user scheme, so is the resulting Reg-ABE. We focus on
constructing pairing-based Reg-ABE, for which only bounded-user schemes are currently known. Lever-
aging the conversion of [HLWW23], our focus shifts to constructing bounded-user slotted registered
ABE. Throughout the paper, unless specified otherwise, we use sReg-ABE to refer to bounded-user
slotted registered ABE.

sReg-ABE and Predicate Encodings. Our starting point is the ZZGQ framework [ZZGQ23],
which allows us to construct sReg-ABE schemes from predicate encodings [Weel4]. We briefly recall
sReg-ABE and predicate encodings. The sReg-ABE system is started by generating and publishing
common reference string crs. Each user generates a pair of its public and secret keys (pk, sk) from crs.
In sReg-ABE for a predicate P : X xY — {0, 1}, the number L of users who can join the system is fixed
in advance?, and all users join the system all at once by registering their pk and key attribute y € Y.
Then, the system generates a compact master public key mpk and helper secret keys hsk; for user i,
i.e., |mpk| and |hsk;| are O(log L), in a deterministic manner. An encryptor takes mpk, a ciphertext
attribute x € X, and a message M to generate ciphertext ct,. Finally, ct, can be decrypted with sk;
and hsk; for user ¢ if and only if P(z,y;) = 1.

Predicate encodings for P : X x Y — {0,1} is a set of matrices depending on key and ciphertext
attributes (z,y) € X x Y, which was originally used for abstracting structure of the ABE scheme for
P. Specifically, (w, n., ng)-predicate encodings for P uniquely specify matrices

. : ¢ a, O
C,; € szn°, Ky € Z;Xﬂk, a, € sza dz,y € Z;kJrn ) Mm,y = (KZ, Cz>

for all (z,y) € X x Y, which satisfies decoding correctness, i.e., MTydIy = (1,0)" if P(z,y) = 1 and
security, i.e., the columns of M, do not span (1,0)" if P(x,y) = 0 (the above formulation of predicate
encodings follows [ZZGQ23]). For instance, predicate encodings P for identity-based encryption (IBE),
i.e., P(x,y) =1 & x =y, are given as C, = (z,1) ", K, = (y,1)",a, = 1,d,, = (1,—-1).
sReg-ABE from Predicate Encodings. Next, we recall the simplified ZZGQ sReg-ABE scheme
from predicate encodings [ZZGQ23]. Let e : G; x G2 — Gt be bilinear groups, and []; denotes
element-wise exponentiation to g; € G;. Their scheme is described as follows:

crs = (la]t, {[wjo0, Wili}tier)y {rimiwj0,7iw;, miwio + alati je(r).izs)

pk; = ([vi, {[virjla}jzi),  ski =i
mpk = ([Zje[L]((w]'70 + Uj)ayj + WjKyj)) Ej Wj}h [a]T)
hsk; = [r;, 7 Zj;éz‘((wj,o +vj)ay, + wiKy,),r; Zj;éi W, Tiwio + a2 (1)
h
h; h, 3

cte = ([s,8 22 ((wj0 +v5)ay, + w;Ky ), s> w;Coly, [sa]r M)

C1 C2

4 A scheme is called unbounded-user if it achieves the generation time and size of crs as polylogarithmic in
L [HLWW?23]. Our schemes, however, resort to bounded-user schemes.



where o, w; 0,7, i, s < Zp, W; < Zy, and the system aggregates (pky,y1), ..., (pky,yr) into mpk. In
decryption for user i with attribute y = y;, we compute

[(ric; — shy || rico — sthI)d—r

ey — Sha — srivi]T - [sa]lT M

=[sri((wi,0 + vi)ay, + w; Ky, Wij)d;y — sri(wi 0 +v;) — salt - [sa]tM
= {sri(ww +v; || wy) (IZ‘ £I> d;r’y — sri(w; o +v;) — sa L [sa]tM=M, (2)

where the third equality holds only if P(x,y;) = 1 from the correctness of predicate encodings. Let
mpk; = [(wj o + v;)a,; + w;K, ,w;];. Then, by stretching the notation a bit, we can view mpk =
> j mpk;. In essence, ct, represents a ciphertext relative to > j mpk;, and during decryption for user
1, hsk; enables us to strip ct, of its association with Z#i mpk;, retaining only the relationship with
mpk;. This adjustment ensures that the correctness and security of the ZZG(Q sReg-ABE scheme rely

primarily on predicate encodings, akin to vanilla ABE.

Pair Encoding Schemes. As in the case of vanilla ABE, we cannot capture unbounded schemes by
predicate encodings and need more generalized framework, namely, pair encoding schemes (PES) [Att14,
AC17]. Roughly speaking, PES for predicate P : X x Y — {0,1} define two vectors of polynomials for
all (z,y) e X x Y:

~ ~

c,(s,8,w) =8F, +s(I,, w)F,, ky(r,#,w) =1L, +r(L,, @ w)L, (3)
in variables s = (s1,...,8n,),r = (r1,...,7m,) (called non-lone variables), § = (51,...,8p,),T =
(71, -, Pmsy) (called lone variables), and w = (wq, ..., w,) (called common variables).® Matrices F, €

Lypz» "2 Fy € L™ and Ly, € Zy#*™2, L, € Z;**™2 are coefficient matrices depending on x
and v, respectively.® I, denotes the identity matrix of size ¢ x t. Note that ni,ns,n3 and mq, ma, ms
depend on z and y, respectively. These polynomials satisfy decoding correctness, which says that if
P(x,y) = 1, then there exist E, , € Z;QX"”,EM, € Zy»*™ such that cwEmﬁer + kyfgws—r = $171
holds symbolically. Intuitively, s;7; is a special term, for which [s171]7 - M is the masked message term
in the vanilla ABE from PES. Note that predicate encodings are special case of pair encodings where
ni =mi =1,ny =ne, Mg =ng,n3 =0,m3 =1,F, =C,,L, =a,,L, =K, for all (z,y) € X xY and
captured as

co(s1,w) = s1wCy, ky(r1,71,w) =r1a, + mwK,.

Challenges for sReg-ABE from PES. When trying to apply general PES to the ZZGQ sReg-ABE,
two obstacles emerge due to disparities between PES and predicate encodings: (1) Decoding involves
non-lone variables. (2) Sizes mi,ma, ms and the coefficient matrix L, (in the polynomial vector k)
depend on y. Let us explore why these pose obstacles.

Firstly, a crucial difference between sReg-ABE and ABE is that in sReg-ABE, both the key encoding
(K,,a,) and the ciphertext encoding C, appear in G, while in ABE, they appear in G; and G»
respectively. For predicate encodings, decoding efficiently works even if the entire M, , is encoded in
(1, allowing for the computation of [Mmyd;—y]l from [M, 4]1. However, decoding in pair encodings
is not confined to G alone: it involves non-lone variables s,r multiplying with encodings c., k.
Specifically, [c,E; yr" +kyE, ;s']; cannot be efficiently computed from [s, r, c,, ky]1.

Initially, encoding r,k, in Go and computing ¢,E, ;v + k,E, ,s" in Gt seems intuitive. How-
ever, it is evident that this approach falls short, as an additional pairing between the resulting term
and the “slot-specific” element, namely, r; in hsk;, is needed. This is since hsk; must be encoded in

® The naming terminology follows [AC17]. Intuitively, the non-lone ones are multiplied with the common ones,
while the lone ones are not multiplied with other variables. The common ones appear in both vectors of
polynomials.

5 In contrast to previous works where pair encodings are denoted by sets of polynomials, we denote them by
vectors (or matrices) of polynomials in this paper.



group elements and linked with r; for each i (to prevent “mix-and-match” attack with other slots).

Consequently, in decryption, the term ri(cmEzyer +kyEI7ysT) needs to be computed. Intuitively, this
term is the canonical PES counterpart of the expression sr;(w; o+ v; || w;) (;y; C(J)z ) d;/,'—’y in the ZZGQ
scheme as per Eq. (2).

New PES Formulation. We resolve the above problem by observing that:

T = T T = T
cEp v + K E; s =tr(E; yric,) +tr(Byys ' ky)

C K

where tr(M) denotes the trace of square matrix M, .e., the sum of its diagonal entries. In other
words, we can efficiently compute [cmExyer + kyEmvysT]l from [C,K]; = [r'c,, sTky]l. For security
reasons, we use the following replacement of variables in (C,K): r'8 + T, s't — U, r's s S’
where T = (t;);,;,U = (ui,j)l-’j/,\S' = (s} ;)i (recall that we have C = r'8F, +r's(I,, ® w)F,
and K = s"tL, +s'r(I,, ® w)L, from Eq. (3)). Intuitively, this replacement increases the entropy

of (C,K) when all variables are randomly taken from Z, and thus does not harm the security of the
original PES. This leads to a new variant of PES for sReg-ABE:

~

C,,(S',T,w) = TF, + ' (I,, ® w)F,,
—_—
o) (4)

K, (S, Uw)=UL,+S (I, ®w)L,
————r

K, (w)

Note that the special term s17 is now replaced with u; 1, the (1, 1)-th entry of U. A caveat is that both
C., and K, , depend on (z,y) since C,, and K, , depend on m; and ny, which depend on y and
z, respectively. Looking ahead, it will be useful to separate a term which depends only on y, namely,
K, (w) in Eq. (4); we call it a common variable encoding. This is since we use K, (w) in generation of
mpk where z is not given at this point, as we will see in Eq. (5).

Generalizing the ZZGQ scheme so as to be compatible with our variant of PES above leads to the
following candidate scheme (but not yet correct, see below):

crs = ([a]T, {[wj,o7Wj]1}je[L]> {[ri; TiWj,0, TiWj, TiWi,0 + 04]2}i,j€[L],i;£j)
pki = ([vi]1, {[virslo}sni),  ski=i
mpk = (y1, X2 e (Wi0 +v5), 2,5 Ky, (W), 325 wila, [a]T)
P1 Py (5)
hsk; = [7”1‘, 5 Zj#(wm + ’Uj)7 T Zj;ﬁi Kyj (Wj), T Zj;éi W, ;Wi 0 + 01]2
——
hy H, h3 hy
ct, = ([507 S/a Z] Kw,yj (Sla U7 W])7 Cw,y1 (S/a Ta Z] Wj)]17 [SOO&]TM)

Cl CQ

where all variables are randomly taken from 7Z, except that we set u;; = sopi, where p; is defined
as above. As a side note, generalizing ZZGQ with PES is already not trivial in the first place; for
example, we have to split the first term in mpk into the terms p; and Ps, to accommodate potential
multiplications of Py by various non-lone variables in C; during encryption. (Recall that predicate
encoding has only one non-lone variable in each encoding.)

The second obstacle arises here: if the sizes m; 1,m; 2, m;3 depend on an attribute y;, defining
the terms Py, Hy, C; becomes problematic due to the potential variation in sizes for matrices in the
sums. To address this, for now, we assume the existence of constants mi,mg,m3 € N such that
Ky(w) € Zy>*™2 and Ly € Z;»*™2 for all y € J. With this adjustment, all the “ciphertext encoding”



of x remains invariant across different values of y;, i.e., Cy 4, = --- = Cg,, . This is since the only
factor of C; ,, that is affected by y; is the size m; 1. In decryption for user ¢ with P(z,y;) = 1, we
would compute

[t =[tr(E(r;Cy — S'Cy(h3))) + tr(E(r;Cy — S'THy))|t
[ri (tr(BE(Cy , (8", T, w))) + tr(E(Ky,,, (8", U,w) + 3, UL, )))]T.

This equality relies on the property of invariant ciphertext encoding. Next, suppose we could remove
the “cross term” 3 ot UL,,, then we would have d = sor;p1, which follows the correctness of the PES
and be able to compute [d — sohy — So7;v; — Soha]T = [—S0a]T; thus, the decryption would work. Our
idea here is then to further assume that there exists L such that L, = L for all y € Y and redefine C;
in Eq. (5) with C/ as follows.

/1 = UL + Zj S/Tﬁyj (WJ) = Cl - Zj;éi ULyj (6)

Here, the second equality holds for all i € [L], if L, = L for all y € Y (by the definition in Eq. (4)).
Hence, this replacement prevents the appearance of the “cross term” ki UL,, for all 7 and decryption
for every user work. R

Although the above ideas work, it turns out that assuming 3my, ma, L : K, (w) € Z;*™2 L, = L
for all y € Y significantly limits expressiveness of PES. More precisely, if the size of L, is a priori fixed,
we can replace non-lone variables with common variables, and the expressiveness of key encodings
become essentially the same as predicate encodings. Hence, via this PES, we cannot capture unbounded
sReg-ABE scheme, where the number of attribute to be associated with the key encoding element C;
in ct, is not a priori bounded.

Mitigating to Partial Limitation: Well-formedness w.r.t. Registered Set. The main obser-
vation to ease the above limitation is that the scheme in Eq. (5) with the modification in Eq. (6)
remains effective even when the constraint on key encodings is relaxed to: Imq,mo, L : Kyj (w) €
Zy*m2 Ly, = Lfor all j € [L]. Put simply, this condition need only hold for the attributes {y;};e[L)
associated with users registered in the system, rather than the entire attribute space Y. Going forward,
we employ the term “well-formed” in this context, implying that a PES is well-formed if the condition
is met for any given set {y;};e[r]-

Registered Set Dependency via Short Auxiliary Input. To ensure the significance of the
“partial limitation” compared to the “entire limitation”, it is crucial for the key encoding K, ,, (cf.
Eq. (4)) to depend on the registered set {y;};e[z), since otherwise, both limitations would render to
the same thing.

We investigate how to establish this dependency. First, in PES-based sReg-ABE constructions
(ZZGQ and our candicate), the “key encoding” is embedded into a ciphertext. In particular, the key
encoding K ,, resides in C; of the ciphertext ct, (as in Eq. (5)). Next, considering the definition of
sReg-ABE, a ciphertext ct, is formed from (mpk, 2, M), and not from the registered set {y;} ;c[z). How-
ever, directly incorporating {y;}; into mpk would result in |mpk| = O(L), violating the compactness
requirement for registered ABE. To address this, we observe that it suffices to utilize only auzxiliary
information, auxy, that is efficiently computable from {y;}; to serve as a “digest” of the information
about {y;};e[r). Loosely speaking, we can think of y; as a set of attributes, and aux as the maximum
number of attributes among {y;};c[z) in our constructions. It is crucial that [aux; | remains independent
of L, allowing its inclusion in mpk.

In summary, we form our final PES for sReg-ABE as:

Cx,y,auxa (Sla T, W) = I’I‘Fw,auxC + 8 (In1 oy W)f‘w,auxc
—_—
Ca o (W)
Kw,y,GUXk (SI’ U7 W) = ULy,BUXk + SIT (Iml ® W)f‘y’aUXk
—_—

Ky, (W)



Note that although aux, is not essential in the sReg-ABE construction, we use it for security analysis
of PES. Our sReg-ABE scheme from well-formed PES is given as follows, where crs, pk;,sk; are the
same as in Eq. (5), and u1,1 = sop1:

mpk = (y1, auxe, [> ey (wj0 +05), 225 Ky, auwa (W5), 225 Wi, [alT)

p1 Py

~

hsk; = [ri, 7 Zjﬂ(wj,o +vj), 7% Z#i Ky, aux, (W), 73 Z#i W, Wi 0 + a2
Cty = ([807 S/v ULl/hauxk + SITPQ; Cx»yl,auxc (S/7 T, Zj Wj)]l, [SOO‘}TM)'

sReg-ABE for Unbounded Predicates from Well-formed PES. Next challenge is to devise
PES for sReg-ABE for unbounded predicates that satisfies well-formedness. What makes things more
difficult is that we also need to take security into account for the PES construction. Furthermore, our
goal is sReg-ABE scheme based on the static MDDH assumption, and thus we cannot rely on the
symbolic property which rely on a dynamic assumption [AC17]. We address this formidable challenge
through the PES transformation framework proposed by Attrapadung and Tomida [AT20].

Let us briefly recall their framework. The main idea of their work, which originally observed by
Attrapadung [Att19], is that applying three predicate transformations to a simple predicate (such
as the predicate for IBE) in an appropriate order results in predicates for unbounded ABE. This
approach allows us to construct ABE for a complex predicate in a modular manner. Attrapadung
also provides corresponding PES transformations for the three predicate transformations. The three
predicate transformations are DS, Dual, KP1, which are defined as follows. The direct sum of predicates
P = (Py,...,P,) where P; : X; x Y; — {0,1} combines predicates as DS[P|((3,z), (j,y)) = 1 <
i = j ANPi(z,y) = 1. The dual transformation switches the ciphertext with key attribute spaces
of P, i.e., Dual[P](z,y) = 1 <& P(y,z) = 1. The key policy (KP) augmentation of P is defined as
KP1[P](z, (M, ¢)) = 1 & (1,0) € span({m;}icin):p, (z,4(i))=1) Where M € Z3*™ is a span program,
m; is the i-th row of M, and ¢ : [n] — Y is a labeling function.” For instance, let P'®€(z,y) = 1
x = y, then we can obtain by KP1[Dual[KP1[P'®E]]] a predicate for completely unbounded KP-ABE
for monotone span programs (see [AT20, Section 6] for details).

The main technical contribution in [AT20] is to introduce the new security notion for PES called
key-encoding indistinguishability (KE-ind) and prove the three properties on KE-ind under the MDDH
assumption:

1. PES obtained from predicate encodings satisfies KE-ind;
2. KE-ind is preserved through the three PES transformations;
3. Adaptively secure ABE for P can be constructed from PES for P with KE-ind.

As a corollary, an adaptively secure ABE scheme for P can be constructed if P can be obtained by
applying the three transformations to predicates that have predicate encodings.

Our strategy is to introduce a sReg-ABE analog of KE-ind. However, our situation is more intricate
since we need to ensure that the final PES used for constructing a sReg-ABE scheme satisfies both well-
formedness and KE-ind. To this end, we prove the following properties under the MDDH assumption:

1. PES obtained from predicate encodings satisfies KE-ind and well-formedness;

2. KE-ind and well-formedness are preserved through certain PES transforms;

3. A secure sReg-ABE scheme for P can be constructed from PES for P with KE-ind and well-
formedness.

7 [AT20] consider less expressive policy than span programs, namely, Boolean formulae for KP augmentation,
so as to achieve (adaptive) security for ABE under MDDH. For Reg-ABE, the security is inherently less
adaptive (as all keys are embedded already in mpk), and we can consider span programs (while relying in
MDDH).



While items 1 and 3 are not so hard to prove, item 2 poses a challenge as two PES transforms, DS
and KP1, do not preserve well-formedness. Hence, we introduce alternative transformations to obtain
sReg-ABE for unbounded predicates.

Alternative Transformations for KP1. First, we elaborate on why KP1 fails to maintain well-
formedness and introduce alternative transformations. Let I" be a PES for P : X x Y — {0,1},

KP1-Trans(I") be a PES for KP1[P], and L, = (ﬁ“‘ ) be a coefficient matrix in I" for y € Y (1, is

the first row). The PES KP1-Trans(I") by [Att19] sets a coefficient matrix Ly, ;) for key attribute
(M, ¢) as:

mlTicb(l) s mﬁan)

Lo Ly
M,p) —

Ly

where m; is the i-th row of M. (For notational simplicity, we omit to subscript aux;, here and in what
follows.) It is clear that L’(M7 %) depends on even the size of M, and thus the coefficient matrices will
never be the same for a set of adversarially chosen key attributes {(M;, ¢;) }ic[1)-

To solve this issue, we first observe that some applications of KP1 in obtaining unbounded ABE
are overkilled. Recall that a predicate PKP~MSP for monotone unbounded KP-ABE can be obtained
by KP1[Dual[KP1[P'BE]]]. As observed in [Att19]; however, at the first application of KP1, it suffices to
handle OR. policies, denoted by KP1or. That is, PXP~MSP is obtained by KP1[Dual[KP1or[P'BE]]].

Let us put the second KP1 aside for a moment and focus on KP1pgr. OR policies are captured by
span programs of the form M = (1,...,1) T, or equivalently KP1or[P](x, ¢) = 1 < Viem Pz, (i) =1
(we can omit M from key attribute since it can be specified by only the policy size n). Hence, the
coefficient matrices {L, }ic(z) of OR policies become the same if the domains of {¢;}; have the same
size n, and {Lg,(j)}(,j)e[r)x[n] are the same. In fact, the latter condition can be straightforwardly
achieved if I" is well-formed.

To address the former condition, we use the fact that \/;c(,, P(z, (i) = 1 &V, Pz, 6(i)) v
0V---V0=1.In other words, if ¥ contains a null attribute null such that P(z, null) =0 for all z € X,
we always have KP1or[P](z,¢) = KP1or[P](x,¢') where 6 > n, ¢ : [n] = Y, and ¢’ : [§] — Y such
that ¢'(i) = ¢(¢) for i € [n] and ¢'(¢) = null for n < i < §. Hence, for a set of OR policies {¢;};, we
can obtain a set of equivalent OR policies {¢.}; of the same size by setting 6 = maxn; where n; is
the domain size of ¢;. Armed with this idea, we can achieve the PES transformation for KP1pg that
preserves KE-ind and well-formedness by including § in aux; (see §4.3 for details). Additionally, we
also present a predicate transformation Null that adds null to Y to make the above idea work for any
predicates (§4.1). We also remark that we need KP1 for AND policies, denoted by KP1anp, to obtain a
predicate for non-monotone unbounded ABE. Similar to KP1gr, we can obtain the PES transformation
for KP1anp that preserves KE-ind and well-formedness together with a transformation WC that adds
a wildcard * to Y where P(z,*) =1 for all  (see §4.2 and 4.4 for details).

Finally, we discuss the deferred KP1 transformation, applied second when constructing PXP—MSP,
Due to the need for a fully-fledged KP1 at this stage, we cannot hope that it preserves well-formedness.
However, there is a silver lining: KP1 preserves well-formedness with respect to ciphertext encodings
(note also that other transformations described in this paragraph also do so). Specifically, we can
construct a PES for KP1[P] where 3ny,ny, F,Vi € [L] : C,, (W) € Zyr>"2 Fy, = F for given {z;}ic(r)
if the underlying PES for P satisfies ciphertext well-formedness. Leveraging the fact that Dual switches
the well-formedness in ciphertext and key encodings, and only the key well-formedness is needed to
construct a sReg-ABE scheme, we can achieve a predicate PC?~MSP for unbounded monotone CP-ABE
by Dual[KP1[Dual[KP1ogr[Null[P'BE]]]]] together with a PES satisfying KE-ind and key well-formedness.
In summary, we introduce four transformations KP1lor, KP1anp, Null, WC for a substitution of some
applications of KP1 while we also use KP1 only in the last step of a series of transformations.
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Alternative Transformations for DS. Next, let us explore alternative transformations for DS. The
problem of PES for DS[P] for P = (Py,...,P,) comes from the fact that y in a key attribute (j,y) of
DS[P] belongs to one of Yy, ...,Y,. More precisely, the coefficient matrix L’(j’y) of (4,y) in the PES for
DS[P] would be L; ,, which is the coefficient matrix of y in the PES for P;. Hence, for an arbitrarily
chosen set of key attributes (j¢,ye)ee(z], the corresponding coefficient matrices {Lj, ,, } will never be
the same unless PES for Py, ..., P, have the same coefficient matrix. However, such a strong restriction
makes DS transformation almost useless for combining predicates.

Looking back at [AT20], we can observe that DS is mainly used to obtain static predicate compo-
sitions [ABS17] and construct two-mode identity-based broadcast encryption (TIBBE). Roughly speak-
ing, static predicate compositions allow us to obtain a predicate like P = P; AP where P((z1, 22), (y1,42)) =
1< Py(z1,y1) = 1 AP2(29,y2) = 1. Furthermore, we find that TIBBE can be constructed from static
predicate compositions (SPC) together with the Null transformation which adds the null attribute to a
key attribute space. Luckily, SPC preserves well-formedness because the coefficient matrix L/(yl,yz) in
the PES for P is specified by coefficients matrices Ly, in Py and Ly, in Py and the form of composition,
which is a priori fixed. To summarize, we use SPC and Null to substitute DS.

Malicious pk and Prime-order Scheme. The remaining tasks are handling of maliciously generated
public keys and security proofs in prime-order groups. Since this step closely resembles [ZZGQ23], we
omit details here. Briefly, we prevent users from registering malicious keys by forcing them to add a
proof of quasi-adaptive non-interactive zero-knowledge argument [JR13], and to prove the security of
sReg-ABE scheme in prime-order groups via the dual system technique [Wat09] we use the variable-
to-matrix substitution framework in [CGW15] as described in §A.

Discussions on Open Problems. Our study primarily focuses on registered ABE for complex
predicates, particularly those with unbounded characteristics. An orthogonal objective, not addressed
in our work, involves achieving unbounded-user schemes, for which current solutions are limited to
relying on iO or WE and non-black-box usage of cryptographic primitives. Additionally, obtaining
key-policy registered ABE for unbounded span program predicates poses another unresolved challenge.
We leave these issues as open problems.

2 Preliminaries

Notations. For n,m € N, [m] and [n,m] denotes {1,...,m} and {n,...,m}, respectively. O and 0
denotes a zero matrix and a zero vector (with sizes corresponding to the context). For a square matrix
M, tr(M) denotes the trace of M. For matrices M, N, M® N denotes the Kronecker product. A useful
fact is that (A ® B)(C ® D) = AC @ BD if AC and BD are defined. For W = (w; ;); ;, Zp[W]
denotes a set of all polynomials in (w; ;); ; where coefficients are in Z,,. For set S, s <— S means that
s is uniformly chosen from S. For two families of distributions A = {4,},B = {B\}, A =, B and
A ~4 Bmean A and B are computationally and statistically indistinguishable, respectively. For matrix
M = (m; ;)i ;, we define MBT = (mj ;)i ; where m; ; = m;; (BT stands for block transpose). We
sometimes abuse the notation: for Sa = (s; jA); ; denote (s] ;A); ; by SR" where s} ; = s; ;. span(M)
denotes the row span of M.

2.1 Definitions

Definition 2.1 (Bilinear Groups). Let {G)}xen be a family of bilinear groups. Bilinear groups
Gr=(p,G1,G2,Gr, g1, g2, ) are specified by a prime p, cyclic groups G1, Ga, Gr of order p, generators
g1 and go of G and G5 respectively, and a bilinear map e : G; X Go — G, which has two properties.

- (Bilinearity)z Vhi € Gy, hs € Go,a,b € Zp, 6( (11, hg) = e(hl, hg)ab.
— (Non-degeneracy): For g; and g2, g7 = e(g1, g2) is a generator of Gr.

In what follows, we omit the index A from G, and abuse notation by denoting a family of bilinear
groups {Gj}ren also by G if it is clear in the context.
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Definition 2.2 (MDDH Assumption [EHK"13]). Let {G} be a family of bilinear groups. We
consider the following distribution, for any n > k and m € N: M «+ Zg”ﬂ R+ Zg”k, Zo=RM,Z; +
Zy" P g = (G, [M];, [Zg];). We say that the MDDHy assumption holds with respect to {G} if
Pi70 e Pi71 for i € {1,2}

Definition 2.3 (QA-NIZK [JR13]). Quasi-adaptive non-interactive zero knowledge argument (QA-
NIZK) for linear space over bilinear groups G consists of the four algorithms.

LGen(1*,[A];): It takes a security parameter 1* and [A]; € G7*™ as input and outputs a common
reference string crs and a trapdoor td.

LProve(crs, [M];, V): It takes crs, [M]; € G7* with a witness V € Z;”Xf as input and outputs a proof
.

LVerify(crs, [M]y, 7): It takes crs, [M]q, 7 as input and outputs 8 € {0,1}.

LSim(crs, td, [M]1): It takes crs,td, [M]; and outputs a simulated proof 7.

Perfect Completeness. For all n,m, ¢, A\, A, V, M such that M = AV

td) « LGen(1*,[A
Pr |LVerify(crs, [M]y,7) =1 : (crs, d) en(1%, [A]L)
7 < LProve(crs, [M]1, V)
Perfect Zero-knowledge. For all n,m, ¢, A\, A, V,M such that M = AV, LProve(crs, [M];, V) and
LSim(crs, td, [M];) are identically distributed where (crs,td) < LGen(1*, [A];).

Stronger Unbounded Simulation Soundness. For all PPT adversaries A and n,m € N, the
following advantage of A is negligible in A:

(M1, 7%) ¢ £ A =2y
Pr |A #V,M* = AV : (crs, td) < LGen(1*,[A]y)
A WVerify(crs, M1, %) =1 ([M*]y, 7*) « ASIMErstd) (1A s A)

where £ is a list of pairs of A’s query to LSim and the corresponding response.

A QA-NIZK scheme that satisfies the above properties from MDDH is given in [KW15] (see also
[ZZGQ23, Appindix B]).

We now describe the definition of bounded-user slotted registered ABE, which we refer to as sReg-
ABE throughout the paper. We follow the definition in [ZZGQ23] (which, in turn, follows [HLWW23]).8
A slight difference from their definition is compactness, that is, since we consider sReg-ABE where the
attribute size is not a priori bounded, we allow |mpk| and |hsk| to depend on the size of the longest
attribute to be registered. The definition for full-fledged registered attribute-based encryption (Reg-
ABE) is deferred to §B. It is shown in [HLWW23,ZZGQ23] how to generically convert (bounded-user
or unbounded-user) slotted registered ABE to registered ABE while preserving the (un)bounded-user
property and compactness. We further note that the above modified compactness is also preserved via
the conversion; see §B. We thus focus on constructing sReg-ABE.

Definition 2.4 (Bounded-User Slotted Registered ABE [HLWW23,ZZGQ23]). Let P, :
X, x Y, be a predicate indexed by k, where k specifies some parameters. Let M be a message space. A
bounded-user slotted registered attribute-based encryption (sReg-ABE) scheme for P,; consists of the
following algorithms.

Setup(l’\7 1L, k): Tt takes a security parameter 1*, the number of slots 1%, and an index & as input,
and outputs a common reference string crs.”

8 To avoid ambiguity regarding boundedness, we use the term bounded-user, as opposed to simply bounded,
as used in [HLWW23].

9 In unbounded-user schemes, Setup takes L in binary instead of unary and is efficient even if we set L = 0(2)‘);
see [HLWW23].
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Gen(crs,i): It takes crs and an index ¢ € [L] as input, and outputs a public key pk; and a secret key
Ski.

Ver(crs, i, pk;): It takes crs, i, pk; as input, and outputs 1 if pk; is valid, and 0 otherwise.

Agg(crs, {pk;, yi}icr)): It takes crs, a set of pairs pk;, and y; € Y, for i € [L] as input, and outputs a
master public key mpk and a set of helper keys hsk; for ¢ € [L]. This algorithm is deterministic.

Enc(mpk,z, M): It takes mpk, € X,;, and a message M € M as inputs, and outputs a ciphertext ct,.

Dec(sk;, hsk;, ct,;): It takes sk;, hsk;, ct, as input, and outputs a message M or a symbol L.

Completeness. For all A\, L € N,4 € [L] and k, we have

Pr[Ver(crs, i, pk;) = 1 : crs < Setup(1*, 17, k); (pk;, sk;) < Gen(crs, )] = 1

Correctness. Forall \,L € N,i € [L], s, crs + Setup(1*, 1% k), {Pk; }jez)\ (i} such that Ver(crs, j, pk;) =
1,z € Xy, y1,...,yr € Yy such that Py(z,y;) =1, and M € M, we have

(pk;, ski) < Gen(crs, 1)
Pr |Dec(sk;, hsk;, cty) = M = (mpk, {hsk;};cir)) < Agg(crs, {pkj,yj}j) =1
ct, + Enc(mpk, z, M)

Compactness. Forall A\, L € N, x,i € [L], the sizes of mpk and hsk; obtained from Agg(crs, {pk;, ¥: }ic[r])
are poly(\, max; |y;|,log L).

Security. For all stateful admissible adversaries A, the following advantage AdvfegABE(/\) is negligible

in A:
L + A(1?); crs « Setup(1*, 1%, k)
. Apk:, Yitieir), @, Mo, My <+ AOGen(),0Cor() (crs) 1

" (mpk, {hsk; }icz]) < Agg(crs, {pk;, i }iclr]) 2
B+ {0,1}; cty < Enc(mpk,x, Mg); 5« A(ct,)

Prig=p

where D; and € are dictionaries that are initially empty, OGen(7) runs (pk,sk) <« Gen(crs, ), set
D; = D; U{(pk,sk)} and returns pk, and OCor (i, pk) returns sk if (pk,sk) € D; (returns L otherwise)
and set € = CU{(7, pk)}. A is admissible if its queries satisfy
(pk;,*) & D; = Ver(crs,i,pk) =1
(i,pk;) € CV (pki,*) € Di = Py(z,y;) = 0

Definition 2.5 (Predicate Encodings [Weel4]). A (w,n.,ny)-predicate encoding for P : X xY —
{0, 1} is the matrix system defined as follows. For every x € X,y € Y, there exist

y O
C, € 22", K, € Z2*™, a, € Z*, d,, € Z ", M,, = (;; c,)

which satisfy the following two properties:

Correctness: For all (z,y) such that P(z,y) = 1, we have M, ,d, , = (1,0)".
Security: For all (z,y) such that P(z,y) =0 and «a € Z,,, the following distributions are statistically
close over w «— Zy:

{ava,ya (Oé, W)M’E,y} a’nd {O[, Mz,y7 (07 W)Mz,y}

Lemma 2.1. For any (w,ne,ny)-predicate encoding for P : X x Y — {0,1}, we can construct (w +
2,n. + 1,ny + 1)-predicate encoding for also P such that a, = (1,0) € Z;”“H forally €Y. We can
obtain such a predicate encoding by applying the dual conversion [ABS17] to the original predicate
encoding twice.
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3 Pair Encoding Schemes for sReg-ABE

We define pair encoding schemes (PES) suitable for sReg-ABE, which is majorly modified from the
original PES for vanilla ABE as explained in §1.2

Definition 3.1 (Pair Encoding Schemes). Let P, : X, x Y, — {0,1} be a predicate family. A

PES for P,; is given by six deterministic polynomial-time algorithms:

— Param(k) — w. When given « as input, Param outputs w € N that specifies the number of common
variables, which we denote by\ w = (w1, ..., wy).

— CVEncC(z,aux.) — (n1,n9,F,C). On input « € X, and auxiliary information aux. € {0,1}*, it
outputs a symbol L or a matrix of polynomials C= (Cup) (v,p)€lna] x 2] N common variables w as
follows, where Fe Logrxme:

Cw) = (I,, e w)F
— CVEncK(y,auxg) — (ml,mg,f,fi). On input y € Y,y and auxy € {0,1}*, it outputs a symbol
L or a matrix of polynomials K = (lAfVM)(,,,M)E[ml]X[mz] in common variables w as follows, where
L € Z;”l“’xm2:
K(w) = (I,, @ W)L
— EncC(z,mq,aux.) = (ns,F,C). On input m; € N, z € X,, and aux., EncC outputs a symbol L
or a ciphertext encoding C = (Cu,u)(v,u)e[ml]x[nz] where C is a matrix of polynomials in non-lone
variables S = (8,,.) (v, u)€[m1]x[n1]> lone variables T = (t,,,) (v, u)€[mi]x[ns], a0d common variables w
as follows, where F € Z73*"2 is a matrix independent of my, C is the output of CVEncC(z, aux.):

C(S,T,w) = TF + SC(w)
— EncK(y,n1,aux;) — (mg, L, K). On input n; € N, y € Y., and auxg, EncK outputs a symbol L or
a key encoding K = (Ku, 1) (v,u)€[n,] x[ms) Where K is a matrix of polynomials in non-lone variables
S = (Sv,u) (v,p)€[ma] x[na]» lone variables U = (uy, ;1) (1, 4)e[n1] x [ms] a0d common variables w as follows,
where L € Z;'**™2 is a matrix independent of ny, K is the output of CVEncK(y):

K(S,U,w) = UL+ STK(w)

— Pair(z,y, aux., auxg) — (E,E). On input x, y, aux, aux, Pair outputs two matrices E € ZZZX"“,E €
ng Xni
i )

Second Inputs to EncC and EncK. We assume that the second inputs m; and n; to EncC and EncK,
respectively, only affect the sizes of the variable matrices T, U, S, and do not affect L or whether they
output L or not.

Notations for PES. In the outputs of CVEncC, CVEncK, EncC, EncK, we sometimes omit the coeffi-
cient matrices F, L, F, L, respectively, (e.g., (n1,n2, C) + CVEncC(z,aux.)) if they are not necessary
in the context. In contrast, when we need only the coefficient matrix F, L, which is independent of
m1,n1, we use the notation like (ns, F) <— EncC(z, aux..).

Validity. We say aux, is valid with respect to x if L ¢ EncC(z, aux.). A PES for P, : X, xY,, — {0,1}
is ciphertext valid if for all x € X, there exists an efficiently computable valid aux, with respect to .
Similarly, the PES is key valid if for all y € Y, there exists an efficiently computable valid aux; with
respect to y. We say the PES is valid if it is ciphertext valid and key valid.

Correctness. A PES is correct if for every &, (z,y) € X, X Y,; such that P,(x,y) = 1, and valid
aux., auxg with respect to x,y, respectively, the following holds symbolically:

tr(EC(S, T, w)) + tr(EK(S,U,w)) = uq 1
where (nl,ng,f‘, 6) + CVEncC(z, aux.), (m1, mg,i, K) + CVEncK(y, auxg,), (ns, F, C) « EncC(x, m, aux.),
(ms, L, K) + EncK(y, n1,auxy).
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3.1 Evaluating PES with Vectors/Matrices

We can evaluate ciphertext encoding C(S, T, w) and key encoding K(S, U, w) together with matrices
C(w), K(w) with the following substitution from scalar variables to Vectors/ matrices over Z,: for all
d,d €N, sy Spyu € L tyy v bty € 28wy — uy, € 28wy — Wy € Z8%?. Then, for

S = (Su,#)(V,M)E[ml]X[m]v T = (tu,u)(l/,u)e[ml]x[%], U= (u”’l‘)(%M)E[nl] <lma]> W= (W] |[W.), we
define
C(W) = (I, 8 W)(F @ Iy) € Zdm >
S, T SC mqxd'n
C(S;T ) T(F@Id/) —|—SC(W) c Zp 1 X 2 (7)
K(W) ( my & W)(L ® Id’) c szl xd' ' ma
K(S.UW)=ULely)+S K(W)ezpxdm

Note that C and K can _be efficiently computed over group elements since they are linear in W, e.g.,
C([Wh)=[I,, ® W)(F ® I4)]1 can be efficiently computed given [W];.

Properties. We show several properties of PES over vectors/matrices that we will use in the ABE

construction. The following properties hold for all (z,y) € X, X Y,;, where 6, C and IA{, K are obtained
from x and y with valid aux. and auxy via the PES algorithms, respectively.

Property 3.1. For any fixed S, C is linear in W, and C is linear in (T, W), that is, for any Ty, T2, W1, Wy
we have

C(W1) + C(W3) = C(W; + Wy)

C(S,T1, W1) + C(S, Ty, Wy) = C(S, T, + T2, Wy + Wy)

Similarly, K and K are linear in W and (U, W), respectively. This property is obvious from Eq. (7).
Property 3.2. For all { e N, M € Zg’xe’ we have

C(S,T,W)(I,, ® M) = C(
K(S,U,W)(1,, ® M) = K(

S, T(I,,, ® M), W(IL, ® M))
S, U1, ® M), W(I, ® M))
K i

This property can be shown as follows (the case for K is similar).

C(S, T,W)(IL,, ® M)
=(T(F @ Ly) + S, @ W)(F @ 14))(1,, © M)
=T(L,, ® M)(F® L) + S(I,,, ® W)(L,,,, ® M)(F @ I)
T, ® M)(F @ 1,) +S(L,, ® W)(I,,, ® I, @ M)(F @ I)
T(L,, ® M)(F® 1) + S(I,, ® W(I, ® M))(F © I)
C(S, T(L,, ® M), W(I, ® M))

Property 3.3. For all { € N, M € Zf’,Xd, we have

/

S(I,, ® M)C(W) = C(S,0,MW), S'(I,, ® M)K(W) = K(S,0, MW)
This property is obvious from Eq. (7).
Property 3.4. In the case d = 1 and Py (z,y) = 1, the following holds:
tr(EC(S, T,W)) + tr(EK(S, U, W)) = uj 1

where E,E « Pair(x,y). This property is obvious from the correctness of PES since this is just
substitution of variables: s, ,w; — sl,,#w;.
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3.2 Properties of PES

We define two properties of PES, namely, well-formedness and key encoding indistinguishability (KE-ind).
When we construct a sReg-ABE scheme from PES, the former is necessary for compactness and cor-
rectness while the latter is for security of the resulting scheme.

Definition 3.2 (Key Well-formedness). We say that a PES I' = (Param, CVEncC, CVEncK, EncC,
EncK, Pair) for P, : X, x Y., — {0,1} is key well-formed if it satisfies the following condition: for all
polynomial-size Y C Y,;, there exist a string aux; € {0, 1}*, positive integers my, ma, ms € N, a matrix
L € Z;*»*™2, which are all efficiently computable, such that

|auxi|, [mal, [ms| = poly(maxyey |y)

and that for all y € Y, when we let (mgy),mé‘y), IA((y)) + CVEncK(y, auxg), (mi())y)7 L®) « EncK(y, auxy),

we have that mgy) =my, mgy)

the same among y € Y).

= Mo, mgy) =mg and LW =L (i.e., all the respective parameters are

This property requires that the size of auxg, m1, mo depend only on a single element (the one with
maximum size) in Y; intuitively, looking ahead, the sizes of mpk, hsk; in sReg-ABE will involve these
three parameters and hence need to be small. The property that the size of K® and matrices L&)
are the same for all y € Y is needed for the correctness of sReg-ABE. We also define ciphertext well-
formedness similarly; while this is not directly used in sReg-ABE, it will be useful when converting
PES to its dual predicate.

Definition 3.3 (Ciphertext Well-formedness). A PES I for P, is ciphertext well-formed if it
satisfies the following condition: for all polynomial-size X C X, there exist a string aux. € {0,1}*,
positive integers ni,n2,n3 € N, a matrix F € Z;3*"2, which are all efficiently computable, such that

|auxc|, |n1|, |n2| = poly(max,cx |x|)

and that for all x € X, when we let (ngr),ngﬁ), (Aj(’:)) + CVEncC(z, aux,), (ném), F®)) < EncC(z,aux.),
we have that nﬁ“ =nq, ngp) = No, néw) =ng and F®) = F (i.e., all the respective parameters are the

same among x € X).

It is not hard to see that a PES is ciphertext (resp. key) valid as per Definition 3.1 if it is ciphertext
(resp. key) well-formed.

KE-ind is a computational security notion of PES, which was originally defined to prove adaptive
security of vanilla ABE schemes [AT20]. We adapt it to the sReg-ABE setting as follows.

Definition 3.4 (Key-Encoding indistinguishability). Let I" = (Param, EncC, EncK, CVEncC, CVEncK, Pair)
be a PES for a predicate family P, : X,; x Y, — {0,1}. We say that I" satisfies Key-Encoding indis-
tinguishability (KE-ind) if the following holds. Consider a game GEE'i"d defined in Fig 1, in which an
adversary A can query O at most once on x € X, and y € Y, such that P.(z,y) = 0 together with

varid aux,, auxg. Then, we have GKEind ~, GE-ind,

Lemma 3.1. Predicate encodings (Definition 2.5) can be captured by PES, and PES constructed from
predicate encodings satisfy ciphertext well-formedness, key well-formedness, and KE-ind.

Proof of Lemme 3.1. Given a (w,n., ng)-predicate encoding for P : X x Y, we construct a PES for P
as follows. Since we do not use aux.,aux; and n; = m; = 1 in the PES from predicate encodings, we
omit them from inputs to the corresponding algorithms.

— Param() — w. It outputs w, which specifies the common variables w = (wy, ..., w,).
— CVEncC(z) — (n1,n2,F,C). On input z € X, it outputs (1,n., Cyz, C) where C(w) = wC,.
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KE-ind
Gﬁ in

w « Param(k), A « Zp*CFD a 72kt B gtk

at « 72! bt « ZE*! conditioned on at(AT||]a”) =0, b"B =10

W = (W[ [[We) & 77 et

P = ([A]1, [B]2,a, aJ_v bl? [AW]y, [W(L, ® B)]2)

B« AV (P)

o)

Input: (z,y) € X« X Y, and valid aux., auxx

(nl,ng,a) < CVEncC(z, aux.), (ml,mg,f{) < CVEncK(y, auxx)

(ns, C(S, T,w)) + EncC(z, m1,aux.), (ms, K(S,U,w)) + EncK(y, n1,auxy)
S11s-ySnymy < Zpy 6105y by ng, We 2y oy Umy < ZETT for £ € [n4]
w,=pbt, upy = =uy,,1 =0€Zi!

Sa = (svuA)wwemmiximl: T = v wpemilxing: U= (W) @,mein)xlims)
Output: [Sa, C(Sa,T, W), K(Sa,U,W)|;

Fig 1. KE-ind game.

— CVEncK(y) — (ml,mg,f;,fi). On input y € Y, it outputs (1,nk,Ky,ﬁ) where R(W) =wK,.

— EncC(z) — (ns3,F,C). On input z € X, it outputs (1,0, C) where C(s,t,w) = sa(w).

— EncK(y) = (m3,L,K). On input y € Y, it outputs (1,a,, K) where K(s,u,w) = ua, + sK(w).

— Pair(z,y, aux., aux;) — (E,E). On input z,y, Pair outputs (Qly € ZZCX17a;y € Z+*1) where Qly

T .- .
and d, , are vectors consisting of the last n. elements and the first ny elements of d 4, respectively.
— Correctness: We have

tr(d]  sC(w)) + tr(d,, (ua, + sK(w))) = swC,d]  + (ua, + swK,)d, , = u

=Y Y

where the second equality follows from the correctness of predicate encodings.

In the above construction, we can observe that n;y = 1,no = n.,,F =0forallz € X, and m; = 1,mo =
ni, F = a, for all y € Y. Hence, by apply Lemma 2.1, we can always obtain a PES from a predicate
encoding that satisfies key and ciphertext well-formedness.

Next, we show that the above PES satisfies KE-ind. In the KE-ind game for the above PES con-
struction, A is given P described in Fig 1 and

[SA,sAW (C, ® I;+1), Bb (ay ® Iiy1) + sSAW (K, ® L)y (8)

as the reply of O((z,y)) such that P(z,y) = 0. What we need to prove is that the elements in Defi-
nition 2.5 for # = 0 and = 1 are indistinguishable. To this end, we consider a hybrid Hg where we
change the reply of O((z,y)) as

[c,cW(C @ Lgia), Bb™ (2, ® Litr) + cW (K, @ Ly

where ¢  span((4)). We prove G55 ~, Hg and Ho ~, Hi.
GEF ~, Hg. Since all elements that A obtains (i.e., P and Eq. (8)) in G55 and Hy are affine in

A a ,at sA, c, it suffices to show that the following distributions are indistinguishable:
{[A}haval’[co]l} e {[A]lﬁavala[cl]l} (9)
where A + Z];X(%H),a, at « Z2F! conditioned on at(AT[laT) = 0 and ¢y < span(A),c;

span((4)). We show that the above indistinguishability under the MDDH assumption. Given an
MDDH instance ([M]1, [zg]1) where M < Z’;X(k+1),r — Zk,z0 = rM,z; + ZET!, the reduction
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algorithm samples X < Zézkﬂ)x@k“)

putes

where X is invertible with overwhelming probability and com-

[A]; = [(M||O):X, a=(0,...,0,1,0,...,00X, at=(0,...,0,1)(X~HT

—— ——
k k 2k
[cplr = [28]1X
Then, the distribution of these elements is statistically close to that in Eq. (9) since the rows of M and
(0,...,0,1) forms a basis of Z’;H with overwhelming probability.
——
k

Ho ~ Hi. Weredefine W = W'+at ' (w@bt) where W’ « ZZF X0 [ o 70 and at e 22+
be a vector satisfying a*AT = 0,atc’ = 1. It is not hard to see that the distribution of W is not
changed by the new definition. Then related terms can be written as follows: AW = AW/ W (I,8B) =
W'(I, ® B) in P and
cW(C, @ I141) = cW/(C, @ I11) + wC, @ bt
Bbl(ay ® Ipt1) + e W(Ky @ L) = W' (Ky @ Iii1) + (Bay, + WKy ® b*

in the reply from O((x,y)) in Hg. The security of predicate encodings asserts that
(Cs, Ky, wC,,wK,) =5 (C;,K,,wC,,a, + wK,)

which readily implies Hy =4 Hj. O

4 Predicate Transformations

We present seven transformations for predicates, which enable us to construct PES for more expressive
predicates from simple ones. We summarize transformation efficiency in §4.8. We prove that these
transformations preserves KE-ind and (partially) well-formedness, which is given in §C. Specifically, we
can classify them into three types with respect to how they preserve well-formedness:

1. both key and ciphertext well-formedness are preserved (§4.1 to 4.5);
2. key and ciphertext well-formedness are switched (§4.6);
3. only ciphertext well-formedness is preserved (§4.7).

4.1 Addition of Null Attribute
Definition 4.1 (Addition of Null Attribute). The predicate obtained by adding the null key-
attribute to a predicate P, : X,; x Y., — {0, 1}, denoted by Null[P] : Xx x Y, — {0, 1}, where X,; = X,
and Y, =Y, U {null}, is defined by
NullPil(z,y) =1 < y#null APy (z,y) =1, |null] = midn ly|.
YE€EIr
PES for Null[P,]. Let I' = (Param, CVEncC, CVEncK, EncC, EncK, Pair) be a PES for P,.. We con-

struct a PES for Null[P,], denoted by Null-Trans(I") = (Param’, CVEncC’, CVEncK’, EncC’, EncK’, Pair’)
as follows.

— Param’(k) — w’: Run w <+ Param(k) and output w’ = w + 1. This specifies common variables

w’ = (wg, w1, ..., w,), where wy is a new common variable. In what follows, we denote (wy, ..., w,)
by w.
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— CVEncC'(z,aux.) — (n’l,n’z,f", 6'); Run (nl,ng,f‘,a) < CVEncC(z, aux.). Output (n’l,né,f", 6')
where n} = ny, nf, = ny, and

C'(w') = C(w).

It is not hard to see that there exists F € Z;lllwlxné such that C/(w') = (L @ w)F’
— CVEncK/(y, auxg) — (m’l,m’g,f/,f{’): If y = null, retrieve y' € Y, from aux; (if ¥’ € Y, is not in
auxy,, output L), run (my,mg, L, K) < CVEncK(y', auxy), (ms, L) < EncK(y/, aux;), and let 1 be the

first row of L. Otherwise, run (my, msy, L, K) < CVEncK(y, aux;). Output (m}, m), L/, K’) where
my = mq, mh = mg, and

K(w) (y€Yn)

K'(w') = 1 €z,

It is not hard to see that there exists L’ € Z;nllw/xmé such that K'(w') = (I, ® w)L/.

— EncC'(z,m},aux.) = EncC(z, m/,aux.), that is, nj = n3, F' = F, C'(S", T/,w') = C(S, T, w).

— EncK'(y,n},auxy) — (m4, L/, K'): If y = null, retrieve ¥ € Y, from aux; (y € Y, is not in
auxy, output 1), and redefine y = y'. Then, run (m/},m}, L', K’) + CVEncK’(y,auxy), (ms3, L) «
EncK(y, auxi) and output (m4, L', K’) where m5 = m3, L’ = L, and

K/(S/, U/, W/) —UL + S/TK/(W/) c ZP[S/, U/, W/]nQXm;.
— Pair'(z,y, aux., auxy) — (E’,E/): If y = null, output L. Otherwise, output (E',E/) + Pair(x,y, aux., auxy).
— Correctness: Since P, (z,y) = 1 = y # null, the correctness of Pair’ follows from that of Pair.

4.2 Addition of Wild Card

Definition 4.2 (Addition of Wild Card). Let P, : X, x Y, — {0, 1} be a predicate such that for
all y € Yy, there exists efficiently computable x € X, satisfying P, (z,y) = 1.!° The predicate obtained
by adding a wild card to Y, denoted by WC[P,] : X,. xY,. — {0,1}, where X, = X, and Y. = Y, U{*},
is defined by

WCP](z,y) =1 y=x+VPu(z,y) =1, |*|= min [y
yeY.e
PES for WC[P,]. Let I' = (Param, CVEncC, CVEncK, EncC, EncK, Pair) be a PES for P,. A PES for
WCI[P,], denoted by WC-Trans(I") = (Param’, CVEncC’, CVEncK', EncC’, EncK’, Pair’) is the same as I’

except that CVEncK’, EncK’, Pair’ are defined as follows.

— CVEncK'(y,auxg) — (m/,mb, L/, K'): Run (my,ms,L,K) < CVEncK(y,auxy) if y € Y. Other-
wise, retrieve ' € Y, from auxg (if ¥’ € Y. is not in auxg, output L), run (mq,mo, L, K) «
CVEncK(y', auxy). Output (mf, mb, L', K') where m} = mq, mb = ma, and

= KW (Y €Ys) o mxmy
K(w)—{o (5 = %) € Zp

It is not hard to see that there exists L’ € Zp'* *™2 such that K'(w) = (I ® w)L'.

10 1f there exist {y} C Y, that do not satisfy this condition, just removing these attributes from Y, suffices.
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— EncK'(y,n},auxi) — (m4, L', K'): If y = *, retrieve y' € Y,, from aux;, (if ' € Y, is not in auxy,
output L), run (m4, L") = (ms,L) < EncK(y ,auxy), and output (mf, L', K’) where

K'(S', U, w)=ULeZ,[S, U, w|"7m

In case of y € Y, output (mj, L', K’) = (mg3, L, K) < EncK(y, n},auxy).
- Pair'(x,y, aux., auxy) — (E’,El): If y = «, retrieve y’ € Y, from auxk, choose 2’ such that P, (2',y") =
1 (if ¥’ € Y, is not in aux, output L), run (E, E) « Pair(2’,y/, auxc,auxk) where the number of
columns of E is my, the number of rows of E is my by letting (mq,ms, L, K) CVEncK(y auxy).
Then, run (nl,ng,F, C) < CVEncC(z,aux.) and output E' = O € Z;2*™ and E = = (e]|0) €
Zy2*™, where @ is the first column of E. If y € Y,., output (E’,E/) = (E,E) « Pair(z,y, aux,, auxy).
— Correctness: First, consider the case y = *. Let C, K, I?; L, E,E be the PES matrices with respect
to (2’,y"). Due to the correctness of I', the following holds symbolically:

tr(EC(S, T, w)) +tr(EK(S,U,w)) = A + tr(E(UL 4+ ST K(w))) = u1 1
A M

Observe that variable u; ; does not appear in A, and M = & uL + M’ where u is the first row of
U and M’ is a matrix not including variable u ;. Hence, tr(@ "uL) = u; ; and A +tr(M’) = 0 hold
symbolically. Thus, recalling E' = O and K'(S’,U’, w) = U'L, we have

tr(E'C/(S, T, w)) + tr((E'K'(S', U’, w))=tr((&" ||O)U'L)=tr(e " u'L)=u} ;

where u’ is the first row and v} ; is the (1, 1)-th element of U’. In case of y € Y, the correctness of
Pair’ directly follows from that of Pair.

Remark 4.1 (Null Attribute versus Wild Card). By applying Null, Dual, WC in an appropriate order,
we can obtain a predicate P, : X, x Y, — {0,1} where X,; includes null while Y,; includes *. Although
we do not consider such a predicate in this paper, it is worth noting that the attribute added later is
valid in our transformations. For instance, if null is added later, then P, (x,null) = 0.

4.3 Key-Policy Disjunction

Definition 4.3 (Key-Policy Disjunction). Let P, : X, x Y, — {0,1} be a predicate where Y,
contains null (if not, we can add null via the transformation in Section 4.1). The predicate for key-policy
disjunction over a single predicate P, denoted by KP1ogr[P,] : Xy x Y. — {0, 1}, where X, = X,; and
Y = Upen @n, where @, consists of all functions ¢ : [n] — Y,., is defined as follows. For = € X, and
y=¢ €Yy, we define

KP]-OR[PHK‘TWZS) =l< \/ Pn(xvd)(l)) =1, |¢‘ Z |¢

i€[n] i€[n]
PES for KP1ogr[P«]. In the following construction, we use the following fact:

KP1or[Px](z,0) =1 \/ Pu(z, (i) V Px(a,null) V-V Py (z, null) =

1€[n]

Let I' = (Param, CVEncC, CVEncK, EncC, EncK, Pair) be a PES for P,.. We construct a PES for KP1ogr[P,],
denoted by KP1og-Trans(I") = (Param’, CVEncC’, CVEncK’, EncC’, EncK’, Pair’) as follows.

— Param’(k) = Param(k), that is, w’ = w and W’ = w.
— CVEncC/(z,aux.) = CVEncC(z,aux.), that is, n} = ny, nh = ng, F' = F, C'(w') = C(w).
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— CVEncK' (¢, auxy) — (m}, mb, L, K'): Retrieve § from auxy. If n > 8 outputs L. Run (mg,1,m 2, K;)
+ CVEncK(¢(7),auxg) for ¢ € [n] and (m;1,m;2,L;, K;) < CVEncK(null,aux;) for i € [n + 1,4].
Output (mf, m5, L', K) where my = 705 mi1, my = 3205 ™2, and

Rl(W) / /
K'(w) = € Zpw]™M M2,
Ks(w)

It is not hard to see that there exists L’ € Z;nllw/xmé such that K'(w) = Loy @ w)L'.

— EncC'(z,m}, aux.) = EncC(z,m},aux.), that is, nj = n3, F' = F, C'(S/,T/,w’) = C(S, T, w).

— EncK'(¢,n},aux;) — (m4, L', K’): Retrieve § from auxi. If n > & outputs L. Run (m;3,L;) +
EncK(¢(i),auxg) for i € [n] and (m;3,L;) < EncK(null,aux;) for i € [n + 1,6]. Let 1; be the first
row of L;, and L; be the submatrix of L; obtained by removing the first row. Output (m4, L', K’)

Ildl e 1
where mj =1+ 37, 5(mi3 —1), L' = =1 § c Z;’Lng/z and
L;

K/(S/, U, W/) — UL + S/Tﬁ/(w/) c Zp[sl7 U, w,/]n’lxm’2

— Pair'(z, ¢, aux., aux;) — (E’,El): Retrieve ¢ from aux;. Let i’ € [n] be an index such that P (x, ¢(i')) =

E;
1. Run (Ey,E;/) < Pair(z, ¢(i'), aux., aux;). Output E' = (E4||---||Es) and E = < : ) where
E;
E;=0cZ,?™" and E; = O € Zp"**""* for i € [0]\{#'}.
— Correctness: Let T; and S; be the i-th block of T' and S’ of size m; 1 x n§ and m; 1 x nf, that

is, TV = <T1> and S’ = <Sl ), respectively, U’ = (u] ||[Uy|| - - - ||Us) where the width of U; for
ie0]is m;r; Then, we haveS6
A= tr(E'C/(S, T, W) = tr (Es (Ty F + S, C(w)))
B=tu(EK'(S,U,w))
= tr (B ((ug |[U1)Ly + STK(W)]| -+ [|(w] |[U5)Ls + STK(w)) )
= tr (B (u] [ U2 )L + STK(w)))

Thanks to the correctness of Pair, we have A+ B = u; 1 where u; ; is the first element of u(—)r as well
as the (1, 1)-th element of U’.

4.4 Key-Policy Conjunction

Definition 4.4 (Key-Policy Conjunction). Let P, : X, x Y, — {0,1} be a predicate such that
Y. contains a wild card attribute x (if not, we can add * via the transformation in Section 4.2). The
predicate for key-policy conjunction over a single predicate P, denoted by KP1anp[P.] : Xx X Y —
{0,1}, where X, = X, and Y, = U,pen @n, where @, consists of all functions ¢ : [n] — Y, is defined
as follows. For z € X, and y = ¢ € Y., we define

KP1ano[Pel(z,0) =1 N Pu(z,0() =1, 8] =">_ |o(i)].

i€[n] i€[n]
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PES for KP1anp[Px]- We use the following fact in the construction:

KP1anp[Pul(z,0) =1 N Pu(z,¢(i) APu(2,%) A-- AP (2, %) =1

i€[n]

Let I = (Param, CVEncC, CVEncK, EncC, EncK, Pair) be a PES for P,.. We construct a PES for KP1anp[P],
denoted by KP1anp-Trans(I') = (Param’, CVEncC’, CVEncK’, EncC’, EncK’, Pair’) as follows.

— Param’(k) = Param(k), that is, w’ = w and W’ = w.

— CVEncC/(z, aux.) = CVEncC(x, aux.), that is, n} = ny, nh = ng, ' = F, C'(w') = C(w).

— CVEncK' (¢, auxy) — (mf, mb, f/, IA{'): Retrieve ¢ fron: aux. If n > 0 outputs L. Run (m; 1, m; 2, IA{l)
— CVEncK(gﬁ(i),iuxE) for i € [n] and (m;1,miz2,L;, K;) < CVEncK(x,auxy) for ¢ € [n + 1,4].
Output (mf, my, L', K') where my = 3705 mi1, my = 3 2c(5 ™2, and

It is not hard to sce that there exists L’ € Zzlllwlxm/z such that K'(w) = Ly ® w)L'.
— EncC'(z,m}, aux.) = EncC(z,m},aux.), that is, nj = n3, F' = F, C'(S/, T/,w’) = C(S, T, w).

— EncK'(¢,n,aux;) — (m4, L', K’): Retrieve § from auxi. If n > & outputs L. Run (m;3,L;) +
EncK(e(i),aux) for i € [n] and (m; 3, L;) + EncK(x,aux;,) for i € [n + 1,6]. Let 1; be the first row
of L;, L, be the submatrix of L; obtained by removing the first row, m; = (1,...,1) € Zg, and
m; = (071, -1,007%) ¢ Zg for ¢ € [2,0]. Output (m4%, L', K’) where mj = Zie[é] m; 3 and

mTT, - m]l,
’ L, mhxmb
L' = . € Zyp
L,
K’(S/, U, W/) — UL + S/TK/(W/) c Zp[S’, U, vv/]n’lxm/2

— Pair'(z, ¢, aux., aux;) — (E/,El): Retrieve ¢ from auxy. Let

E;
— Correctness: Let T; and S; be the i-th block of T’ and S’ of size m; 1 x nj and m; 1 x nj, that is,

E,
Run (E;, E;) + Pair(z, ¢/ (i), aux., aux,) for i € [§]. Output E = (Eq||---||Es) and E = ( )

T, Sq
T = ( : > and S’ = ( : >, respectively, U’ = (Uy||U4||- - - ||Us) where the width of Uy is 6 and
’I:g S.g
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that of U, for i € [0] is m; 3. Then, we have

tr(E'C/(S', T/, w')) =tr [ Y Ei(T,;F +8;C(w))
1€[0)

= > tr(E;(T;F + S;C(w)))

1€[4] A,

w(EK/(S, U, w)) = tr (B (Uom UL + STK(w)]| - ||(Uom] |[Us)Ls + ST K(w)))

= > tr(E;((Uom] ||U)L; + 8] K(w)))
1€[4] B,

Thanks to the correctness of Pair, we have A; + B; = uy, 1m and Zle 9] (A; + B;) = uy1, where
ug 1 is the first row of Uy and g ;1 is the first element of ug 1 as well as the (1,1)-th element of U’.

4.5 Static Predicate Compositions

Definition 4.5 (Static Predicate Compositions). Let P,(f? : f)C,(.fi) X yEf} — {0, 1} be a predicate.
Let £ = (k1,...,kn). The static predicate composition with a span program M & Zy*™ over a
predicate set P (PSR, e P,(gn)) denoted by SPCum[Py] : Xy x Y, — {0,1}, is defined as follows: let
X, = DCSI) X - DC,(J:L% Y, = m) X oo X ’5,% , m; be the i-th row of M, and define

SPCum[P]((z1, .- xn), (Y1, -+, yn)) & (1,0) € Span({mi}ie[n]:PS?(;ci,yi)=1)'

Special Cases. We describe two special cases of SPCyg, namely, static disjunctions SPCor and static
conjunctions SPCanp. Specifically, SPCog is SPCyr where M = (1,...,1)" and SPCanp is SPCp where

M = (Ol'r I 1 ) We sometimes denote SPCogr[(P1, P2)] by P1V Py and SPCanp[(P1, P2)] by P1 AP5.
—din—1

PES for SPCy[P.]. Let I; = (Param;, CVEncC;, CVEncK;, EncC;, EncK;, Pair;) be a PES for P{).
We construct a PES for SPCp[P.], denoted by SPCyg-Trans(I') = (Param’, CVEncC’, CVEncK', EncC’,
EncK’, Pair’), where T = (I, ..., I},).

— Param’(k) — w’: Run w; <+ Param;(k) and output >_ic[n) wi- This specifies common variables w =
(W1,..., W), where w; = (w; 1,...,w; w7)
— CVEncC'((z1,- .-, 7n),aux.) — (nl,nz,F C’): Run (ns1,m4,2, Ci) < CVEncC;(xz;, aux.) for i € [n].

~

Output (nf,ny, F',C’) where n} = MaX;e(n) 4,1, Ny = Zie[n] n;.2, and

C'w) = <612)W1) . 6”8"”) € 7, [w']r s

It is not hard to see that there exists F/ € anw/xn; such that ﬁ’( =Ty @ w)F.
— CVEncK'((y1, ..., yn),aux) — (m},my, L/, K'): Run (m;1,mi 0, Ki) CVEncK (y4,auxy) for i €
[n]. Output (mf,my, L', K’) where m} = max;e(,] M1, mh = Zie[n] m; 2, and

K/(Wl) _ (Kl(()WI) Kn(()wn)> c Zp[Wl]mllxm,Z

It is not hard to see that there exists L’ € Zy'* *™2 such that L' (w') = Loy @ w)L/.
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— EncC'((21, ..., 2n), my,aux.) — (n5,F',C'): Run (n;3,F;) < EncK(z;,aux.) for i € [n]. Output
(s, F', C") where n§ = 37,1, ni,3 and
Fy
F = - c Zp[wl]néxn/z
F,
C/(S/7 T/,W/) — T'F + S/é/(w/) c ZP[S/7T/’W/]m’1><n’2
— EncK'((y1, - -+ Yn),n}, auxs) — (mh, L', K'): Run (m;3,L;) < EncK(y;, aux,) for i € [n]. Let 1; be
the first row of L;, L, be the submatrix of L; obtained by removing the first row, m; be the i-th
row of M for i € [n]. Output (mj, L', K’) where ms =m + 3,1, (mi,3 — 1) and

m'T - mTl,
Ll / ’
L = | e Zpms
L,
K/(S/, U/,W/) — UL + S/Tﬁ/(w/) c ZP[S/7U/,W/]nllxm,2
— Pair'((x1, ., Zn), (Y1, - - -, Yn), aUXe, AUXE) — (E’,E/): Run (E;,E;) + Pair;(z;,y;, aux.,auxy) for

i € [n]. Let S be a set such that P,(f)(xi,yi) =1 for i € S and (1,0) € span({m;};cs), and
ai,...,an € Z, be coeflicients such that a; = 0 for i ¢ S and Zie[n] a;m; = (1,0). Output

a1E; O a1E; O

nHxm) =/ mbxn

E = ez, E = o€zt
anE, O anEn, (0]

— Correctness: Let T; and S; be the i-th block of T' and S’ of size m} x n; 3 and mj x n, 1, that
is, T/ = (T4||---||Ty) and S’ = (S1]| - - - ||Sn), respectively, and U’ = (Uy||U4||- - - ||U,,) where the
width of Uy is m and that of U; for i € [n] is m; 3. Let T, for i € [n] be the matrix consisting of
the first m; 1 rows of T, U, fori € [0,n] be the matrix consisting of the first n; ; rows of U;, and
gi for i € [n] be the upper left submatrix of S; of size m; 1 X n; 1. Then, we have

tr(E'C'(S', T/, w’))

—tr (B (T, 8, (S0 ) - T 5, (S))
= Z atr ((EIHO) (TiFi +S; (a%w’))))

i€[n]
= Z a; tr (Ez (TZFZ + §162(Wz)))

i€[n]

A;

tr(EK/(S', U, w'))
=tr (B ((Uom] [UNLy +8] (Kagr) ) |-+ |(Uom ULy + 8] (Ko )))
=Y atr ((EzHO) ((UomiTHUi)Li +8/ (Ré,w))))

i€[n]
=" a; tr(E;((Uom] [|U)L; + S] K;(w;)))

i€[n] B;

Thanks to the correctness of Pair;, we have A; + B; = @p,m,; and Zie[n] a;(A; + B;) = u1,1, where

Uy, is the first row of I~Jo and w1 is the first element of ug 1 as well as the (1,1)-th element of U’.
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4.6 Dual Predicates

Definition 4.6 (Dual Predicates). The dual predicate of P,, : X,; x Y, — {0,1} is Dual[P,] :
X x Yy — {0,1} where X, =Y, and Y,, = X;, and defined as Dual[P,](x,y) = P.(y, z).

PES for Dual[P,]. Let I' = (Param, CVEncC, CVEncK, EncC, EncK, Pair) be a PES for P,.. We con-
struct a PES for Dual[P,], denoted by Dual-Trans(I") = (Param’, CVEncC’, CVEncK', EncC’, EncK’, Pair’)
as follows.

— Param’(k) — w’: Run w <« Param(k) and output w’ = w + 1. This specifies common variables
w’ = (wp,wr,...,w,), where wy is a new common variable. In what follows, we denote (w1, ..., w,)
by w. o o

— CVEncC'(z,aux.) — (ny,nh, F',C"): Run (my, ma, L, K) < CVEncK(z, aux.) and (m3, L) < EncK(z,aux.).
Let L be the first row of L. Output (n},nb, F’, C’) where n} = m; + 1, n§, = ma, and

~ E ’ ’
C(w') = }\UO 7 i xny.
)= (g, ) € 2w
It is not hard to see that there exists F’ € Zgllwlxné such that C/(w') = (I, ® w)F’

— CVEncK'(y,auxy) — (m},mh, L/, K’): Run (n1,n2,F,C) < CVEncC(y,auxi). Output (m},mb,

L/, K’) where m} = ny, my =ng + 1, and

Riw) = (1 | G(w) ) € 2,

It is not hard to see that there exists L’ € Z;nllw/xmé such that K'(w') = (IT/1 ®w)L.

— EncC'(z,m},aux.) — (n},F’,C’): Run (mg3, L) = En/cK(x, aux.) and (n},nb, C') - CVEncC'(z,aux.).
Output (n§, F’,C’) where nj =ms — 1, F' € Zy* " be the matrix obtained by removing the first
row of L, and

C/(SI, T/, W/) — T'F + S/a/(w/) c ZP[S/, T/, W/]m’lxn’z.

— EncK'(y, n},aux;) — (m4, L', K’): Run (n3, F) < EncC(y, aux;) and (m/,my, K') + CVEncK’(y, auxy).
Output (mf, L', K’) where mfs = ng + 1 and
L' = (01T g) €z
K'(S', U, w') = UL + 8 K'(w) € Z,[S, U, w1 %™
— Pair'(z, y, aux,, auxg) — (E/,El): Run (E,E) « Pair(y, z,aux,, aux.) and set E' = E € Zzéxmg, E =

( 1 0) c Zm/2><n’1
0" E P :
— Correctness: Let S be the submatrix of S’ obtained by removing the first column, s, be the first

column of S’, s be the first row of S/, u” be the first column of U’, U be the submatrix of U’

obtained by removing the first column, U be the submatrix of U obtained by removing the first
row, and s11 and wy 1 be the (1,1)-th element of S’ and U’, respectively. Then, we have

tr(E'C/(S', T, w')) = tr(E(T'F’ + S'C'(w')))
= tr(E((wos, || T)L + SK(w))
A
tr(BEK'(S, U, w)) = tr(E (UL + S K'(w)))
= tr (o~ ) (@TI[UF) + (—uwos[||STC(w)))
= w11 — wos11 + tr(E(UF + STC(w)))
B
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Thanks to the correctness of Pair, we have A + B = wgsi 1, and the correctness of Pair’ holds.

4.7 Key-Policy Augmentation

Definition 4.7 (Key-Policy Augmentation). The predicate for key-policy span program augmen-
tation over a single predicate P, : X, x Y, — {0,1}, denoted by KP1[P,] : X, x Y, — {0,1}, where
X. =X, and Y, = U(n’m)eNg (Zp*™ x &y,), where @,, consists of all functions ¢ : [n] — Y, is defined
as follows. For z € X, and y = (M, ¢) € Y,. where M € Zp*™ and m; is the i-th row of M, let

KP1[P:](z,y) = 1 & (1,0) € span({m;}icn]:p, (z,6(i))=1)-

PES for KP1[P,]. Let I' = (Param, CVEncC, CVEncK, EncC, EncK, Pair) be a PES for P,,. We con-
struct a PES for KP1[P,], denoted by KP1-Trans(I") = (Param’, CVEncC’, CVEncK’, EncC’, EncK’, Pair’)
as follows.

— Param’(k) = Param(k), that is, w’ = w and W/ = w.

— CVEncC'(z,aux.) = CVEncC(z, aux.), that is, n} = ni, n = na, F =F, a’(w’) = C(w).

- CVEncK’((M,¢),iux;j\) — (m},mh, I/, K'): Run (m;1,m; 2, K;) < CVEncK(¢(i), auxz) for i € [n].
Output (m}, my, L', K') where my = 37,0,y mix, mh = 3¢, M2, and

K/(W) _ €Zp[w]m’1><m’2
K, (w)

It is not hard to see that there exists L’ € Z;,”llw/xm/z such that K'(w) = Loy @ w)L'.
— EncC'(z,m}, aux.) = EncC(x,m},aux.), that is, nj = n3, F' = F, C'(S/, T/,w’) = C(S, T, w).
— EncK'((M, ¢),n},auxg) — (m4, L', K'): Run (m; 3, L;) < EncK(¢(i),aux) for i € [n]. Let I; be the
first row of L;, L; be the submatrix of L; obtained by removing the first row, m; be the i-th row of M
m;ril m;,rin

for i € [n]. Output (mj, L', K') where my = m+3 ", (mi3—1), L' = - . € Z;néxm;

=

=n

and
K/(S/, U, W/) — UL + S/TK/(W/) c Zp[S’, U, vv/]n’lxm/2

— Pair’(z, (M, ¢), aux,, auxg) — (E’,El): Run (E;,E;) < Pair(z, ¢(i),aux., auxg) for i € [n]. Let S
be a set such that P, (z,¢(i)) = 1 for i € S and (1,0) € span({m;};cs), and a1,...,a, € Zy, be
coefficients such that a; = 0 for ¢ ¢ S and .,y a;m; = (1,0). Output E' = (a1E1]| - |la,E,)

a1E;
=4
and E = : .
anEn

— Correctness: Let T; and S; be the i-th block of T' and S’ of size m; 1 x n§ and m; 1 x nf, that

T1 Sl
is, T = < : ) and S’ = ( : ), respectively, U" = (Ug||U4|| - - ||U,,) where the width of Uy is m
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Table 2. Parameters obtained from each PES transformation.

Ciphertext Encoding Key Encoding
/ !

Transformation w ny nh nj m mh mh
Null-Trans (§4.1) w+1 ni na n3 my ma ms
WC-Trans (§4.2) w ny ng n3 my ma m3
KPIOR-TFBHS (§43) w ni p) ns Zz‘e[rﬂ mi 1 Zie[é] mi 2 1+ Zie[é] (mi,s — 1)
KPlAND—Trans (§4.4) w n1 n2 ns Zie[é] mi 1 Zie[é] mi 2 Zie[é] mi 3
SPCM—Trans (§4.5) Zie[n] Wi max;en] 14,1 Zie[n] ni,2 Zie[n] ni,3 max;en) Mi,1 Zie[n] mi2 M + ZiE[n] (mi,3 — 1)
Dual-Trans (§4.6) w+1 mi1 +1 mo m3 — 1 ni no +1 n3 + 1
KP1-Trans (§4.7) w ni N2 ns Zie[n] mi 1 Zie[n] M2 M+ Zie[n] (ms3—1)

Note: This table shows the parameters of the PES Trans[I'], applied by transformation Trans to the PES I'. If the transfor-
mation involves single-input attribute, the original parameters for PES are (w, n1, n2, ng, mi, mz, ms). If the transformation
involves multi-input attribute, the original parameters for PES will have e.g., w; and n; j, m; ; for j = 1,2, 3 for their pa-
rameters from the i-th input. n x m is the size of policy matrix for SPCyn and KP1. § = auxy, is the auxiliary input that
defines key well-formedness.

and that of U, for ¢ € [n] is m; 3. Then, we have

tr(B'C/(S, T, w')) =tr | Y a;Ei(T;F + S;C(w))

i€[n]
=" a; tr(E;(T;F +S,C(w)))
i€[n] A,
tr(EK'(S', U, w'))
=tr (E/ ((Uom; |[U)Ly + S{K(W)|| - -||(Uom, |[U,,)L,, + SIK(W)))

= > aitr(Bi(Uom/ ||U,)L; + S/ K(w)))
i€[n]

B;

Thanks to the correctness of Pair, we have A; + B; = uo’lm;r and Zie[n] a;(A; + B;) = uy,1, where
ug 1 is the first row of Uy and ;g ;1 is the first element of ug 1 as well as the (1,1)-th element of U’.

4.8 Efficiency of Transformations

In each PES construction, we will often show the corresponding parameters of ciphertext and key en-
codings. These will in fact define the efficiency of the resulting registered ABE. For ease of visualization,
we summarize the parameters achieved by the PES transformations in this paper in Table 2.

5 Conforming PES for sReg-ABE

We can apply our transformations described in §4 to a predicate set P, multiple times to obtain a new
predicate P,. When we apply a PES to construct a sReg-ABE scheme, we need key well-formedness
for correctness and KE-ind for security. The theorem below explains how we can apply transformations
to construct new predicates that satisfy the above properties.

To state the theorem formally, we define a predicate set f.(P,) for a predicate set P, = ( P,(Qll)7 . P,(.@n))
Let T8 = (Null, WC, KP1or, KP1anD, Dual, KP1) be a set of transformations that takes one predicate.
Let P, be a predicate set consisting of all predicates obtained by applying one of the transformations
in T8 U {SPCutprey, _ zpem t0 P That is, P = ({SPCm[Pulbaey, 2z {TIPK Fres icn)-
Let f be a deterministic procedure defined as f(P.) = P, UP,.. Denote fo...o f(P.) where f appears
¢ times by f.(P,). Then, we have the following theorem.

27



Theorem 5.1. For all constants ¢ and predicate sets P,, = (P,(.;ll), ceey P,(;LL)), each of which has predicate

encodings, P, € fo(Py) has a valid PES satisfying key well-formedness and KE-ind under the MDDH
assumption as long as Py is generated from P, without KP1, or the last two transformations applied
to obtain P, are KP1 then Dual and other than that no KP1 is used.

Proof. Theorem 5.1 is straightforward from Lemmata 3.1 and C.1 to C.14. Specifically, (1) Lemma 3.1
says that each predicate in P, has a PES satisfying key and ciphertext well-formedness and KE-ind;
(2) Lemmata C.1 to C.12 say that if underlying PES satisfies key and ciphertext well-formedness
and KE-ind, then all the transformations in §4 except KP1 preserve all of these properties; and (3)
Lemmata C.11 to C.14 say that applying KP1 then Dual to a PES satisfying the three properties
makes ciphertext well-formedness lost (but still valid) while the other two properties remain. Hence,
the theorem holds. O

6 sReg-ABE from PES

In this section, we present our sReg-ABE scheme from PES satisfying key well-formedness (Defini-
tion 3.2) and KE-ind (Definition 3.4).

6.1 Construction

Let G = {Gy }aen be a family of bilinear groups where Gy=(p, G1, G2, Gr, 91, 92, €). Let I' = (Param, CVEncC,

CVEncK, EncC, EncK, Pair) be a ciphertext valid and key well-formed PES (as per Definitions 3.1
and 3.2) with KE-ind for a predicate family P : X, xY,, — {0,1}. Let IT = (LGen, LProve, LVerify, LSim)
be a QA-NIZK scheme. Then, we can construct a sReg-ABE scheme for predicate P, as follows.

Setup(1*, 1%, k): Tt outputs crs as follows.

w + Param(k), A « ZF*CED B gDk o 72k
W, = (WMH o ||Ww) . ZéQkJrl)xw(kJrl)’ W, Zz(ozkﬂ)x(kﬂ)
R, « Z}(}2k+2)><(2k+1), r; — ZZ
(crsi,td;) « LGen(1*, [A;]1) where A; = (&)
[A]1,[ART |7, {crs;, [Ri, AW, o, AW, ]; }ic(r)

=B, W, 0Br] +hT ]2}, {[WioBr] , Wi(L, ® Br] )2} jerr)
i)

i€[L]

Gen(crs,i): It outputs pk; and sk; as follows:

Vl' — Zé2k+1)><(k+1), Ml = (ﬁi\\l;b) , TG <— LPI’OVS(CFSi, [Ml]l,Vl)

_ T _
pk; = ( -ATViaR;Vi 15 {[ViBrj ]2}j€[L]\{z’}77Ti)7 sk; =V
i p’.

i
3

Ver(crs, i, pk;): It parses pk; = ([Ty, Qil1, {[p/ ]2} je)\ (i} mi)- It outputs 1 if LVerify(crs;, [M]y, m;) =
1 where M; = (gb) and Vi # j : [Apzj]T = [T;Br; |1, and outputs 0 otherwise.
Agg(crs, {pk;, yi}icr]): It computes aux; that satisfies Definition 3.2 with respect to Y = {y;}ieqr). It

parses pk, = ([Ti,Qi]l,{[pzj]g}jem\{i},m) and computes (ml,mg,f{i) < CVEncK(y;, auxy) for
all ¢ € [L] and (mg, L) < EncK(y1, aux,). It outputs mpk and hsky, ..., hskz as follows:
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y1,auxy, [AhT]T, {A, > (AW, + T) Z Ki(AW;), > AW; }
mpk= i€[L) i€[L]
——
P1 P2 P3
auxy,, [Br? Wi oBr] +h", > (W,(Br] + pL)]
NN .
NG g JelLI\{i} 2
-
hsk; = b
[ > K;(W,(I, @ Br/) Z W ( ®Brj)}
jElLI\{i} jelLI\{i} 2
H4 H5

Enc(mpk,z, M): It takes mpk, z € X, and M € Gt as inputs, and outputs ct, by computing as
follows. It computes aux, that is valid with respect to x as per Definition 3.1. It runs (nq, ne, 6) —
CVEncC(z, aux.), (m1, ma, Kl) + CVEncK(yi,auxg), (n3, F, C) < EncC(z, m1,aux.), and (ms, L) <
EncK(y1, auxg). It samples Sg,81,1,---;Smy.n, Z’} 11, sty ng Z’;‘H, W2,y Uy
25+ for € € [ny], and computes

u = SOP17 Uz = =Up; 1= 0e Z§+la g = (SV,/L)(V,/,L)E[Ml]X[nl]
T = (tu) wwyeimixnsls U = (W) w)elna] x[ms]
auXc, @/Aj g(Inl 4 A), C(g, T, Pd)]l
C1 Cs Cs
— =BT T
(UL ®Iki1)+S Pol,[s)Ah' |t M

Cy C

ct, =

Dec(ski7 hSki7 Ctm): It parses Sk'é = Via hSkl = ([hira h;a hl;ra H47 H5]2)7 cty = ([c17 CQa C37 C4]17 C) and

runs (ny,ns2, C) < CVEncC(z, aux.) and (E,E) « Pair(z,y;). It outputs M’ = C/[25 — 21 — 29]7
where

[21)7 = [tr(B(C3(I,, @ b)) — C:C(H;)))ly
Z,
[za]1 = [tr(E(Ca (L, ® b)) — CETHY))I1, [23)7 = [c1(hy +hg) +ciVih/]r
Z>

Completeness. It is obvious that the completeness of the above scheme holds from the perfect
completeness of the QA-NIZK scheme.

Correctness. In decryption, we have

,P3)(I,, @ h{) — S(I,, ® A)C(H;)

(I, ®h/),P3(I, ®h])) — C(S,0, AHj;)
(I, ®h]),P3(I, @ h{) — AHj)

(I,, ® Br] ), AW,(I, @ Br,))

7

[
Qaaa

)

S,
S
S
S

(S,T,P
(S, T
(S,T
(S, T

)
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where the second equality follows from Properties 3.2 and 3.3, and the third equality follows from
Property 3.1,

BT

Zo = | Ki(S,U,AW,) + > K;(S,0,AW;) | (I, ®h{) =S~ (L, @ A)H,
JEIL\{i}
JEILI\{i}
- > K,(5,0,AW,(I, @ Br}))

JELN{#}
~K; (S, U(L,,, © Br] ), AW, (L, © Br] )
where K; is the output of EncK(y;, n1,auxy), the first equality follows from the key well-formedness

of the PES, the second equality follows from Property 3.3, and the third equality follows from Prop-
erty 3.2, and

23 = Z sOAWjVOBr;-r + Z soAij +soAh" + sOAViBr;r
J€lL] JELI\{3}
Observe that 21425 = tr(EZ;)+tr(EZz) = soP1Br; = > jelL] so(AW; o+T;)Br,, which follows from

Property 3.4. Hence, we have z3 — 21 — 20 = soAh" and M = M’, which follows from Apzj = TiBrjT
for i # j and T; = AV,.

Compactness. Since I satisfies key well-formedness, for any Y € Y., we have |auxg|, |m1], |me| =
poly (max,cy |y|). For mpk, it is obvious that

|AhT|,|A|, P4, P3| = poly(logp) = poly(\)
ly1l, [auxx|, |[P2| = po y(gleagly\y ogp) = po y(gleaglyl, )

and thus |mpk| = poly(max,ey |y|, ). Similarly, we have

|h1‘7 ‘h2|a |h3|a |H5‘ = P0|Y(/\)a |aUXk|, |H4| = pOIy(l;jlea;{ |y|7 )‘)

and |hsk;| = poly(max,cy |y[, A) for i € [L].

Efficiency in Terms of PES Parameters. If we instantiate PES with the parameters (w, n1, ne, ns,
mi, ma, m3) as defined in Definition 3.1, the resulting sReg-ABE scheme achieves the following sizes,
measured in terms of the number of group elements (in Gy, Gz, G, except all sk; elements are in Zj).
Note that mpk also contains auxy,y; besides group elements (similarly, hsk; has auxy).

lcrs| = O(wL?), Ipk;| = O(L), lhsk;| = O(mima + w),
[mpk| = O(mims + w), Isk;| = O(1), Ict] = O(ming + ming + nims).

Note that we treat k from MDDHj, as a constant (e.g., MDDH; is implied by the SXDH assumption);
if we explicitly include k, at most O(k?) appears multiplicatively in each term.
6.2 Security

Theorem 6.1. If IT satisfies perfect zero-knowledge and stronger unbounded simulation soundness for
linear space, and the MDDH assumption holds, then our sReqg-ABE scheme satisfies the security defined
in Definition 2./.
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Proof. Following the proof strategy outlined in the ZZGQ scheme [ZZGQ23, Section 3], we establish
a series of hybrids. A key distinction from ZZGQ lies in our reliance on the KE-ind property of PES to
demonstrate the indistinguishability of hybrids within Hs ,, as defined below, contrasting with their
use of the security property of predicate encodings. It is important to note that while the security of
predicate encodings is an information-theoretic notion, KE-ind is a computational one. Consequently,
constructing a reduction is necessary, rendering this part somewhat more intricate compared to ZZGQ.

Go: This is the original game. In this game, the adversary is given the following elements from the

challenger:
[A]1,[AR"]r, {crs;, [ Ho. Hy AW 0, AWil1 Fieqr)
crs— | {Br, WioBr +h']s}icin), {[WioBr], Wi(L, @ Br] )2} je(r)
~— —— — 1#]

——
2
H

5,1

where each element is computed as described in Setup in Section 6.1,

i ¢ ¢ trnT ¢ 0 _ e
pk! = ([AVE R,VY1 {[V/Br] o}, o ). skl =V
[ 2 : J1. 4l i l2}jernngy H1
T Q; T

(2%

from the ¢-th query OGen(i) and OCor(4, pkf), respectively, where each element is computed as
described in Gen in Section 6.1, and the challenge ciphertext ct,:

auXe, [ SoA ,§<In1 ® A), C(§7 T, P3)]1, [ (L ® Ik,+1) + §BTP2]17 [SoAhT]TMB

Hy o o < Ha, He

*

with respect to the attributes x, {y; };¢[z) and the challenge public keys pk; = ([T}, Q}]1, {[p;‘;]g}je[L]\{i}, ),
where 8 « {0,1}, H3,H4 = soP (the (1,1)-th element of U), Py =3, ;) AW, 0+ T}, Py =

~

Yicin) Ki(AW;), Py =57, ;) AW, and other elements are computed as described in Enc in Sec-

tion 6.1. The boxed elements | element |, will be changed in hybrid H;.
J
Hi: It is the same as Gy except that the reply from OGen(i) is changed. Specifically, 7¢ for all (i,£) is

14
generated as ¢ < LSim(crs;, td;, [M¢];) instead of LProve(crs;, [M¢];, V¥) where M¢ = (Z;)

Ho: It is the same as H; except that [R;]; in crs is defined as R; = ﬁl ( soA ) where f{l —

Iop41

Z22k+2)x(2k+2)750 — Z’;, instead of R; <« Z;(,zkﬁ)x(zkﬂ). Note that s is also used for gener-
ating the challenge ciphertext ct,.

Hs: It is the same as Hy except that we change the way [Cy]; in ct, is generated. Recall that u; ; =
soP1 (the (1,1)-th element of U), where Py = ZiG[L] (AW, o + T7). In Hs, uy1 is generated as
> ic(r)(S0AW, o + elﬁi_lQ;?‘) where e; = (1,0,...,0).

Hy: It is the same as Hs except that we replace the term sgA with ¢ Zik“. Specifically, we defined
Ri = ﬁl (12kc+1) in crs and Ci =¢Cu1 = ZiG[L] (CW@O =+ elf{;lqzﬂ)7 C = [ChTh—Mﬂ in cty.

lT

Hs.(v € [L]): Tt is the same as Hy except that g; in crs is defined as g; = W, oBr, + h' +|oa
for i € [v] instead of W; oBr +h' where a; < Z;,a + Z2""! conditioned on a*A = 0.
He: It is the same as Hs r, except that C' in ct, is generated as C' <— Gt instead of [chT]TMB.

Observe that the adversary does not obtain the information of g in Hg. Theorem 6.1 follows from
Lemmata D.1 to D.6 in §D. O
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7 Applications and Comparisons

7.1 sReg-ABE for Unbounded Span Programs

We describe applications of our framework, namely, ciphertext-policy sReg-ABE for completely-unbounded
monotone, non-monotone, general non-monotone span programs (MSP, NMSP, GNMSP). Thanks to
our generic sReg-ABE construction from PES, it suffices to state our results on respective PESs here.
We emphasize that the term “completely unbounded” refers to the property of span program pred-
icates. Outside the predicate, sReg-ABE also specifies the parameter L on the number of slots (or
also called users). We recall that our sReg-ABE schemes are bounded-user schemes, similarly to prior
pairing-based schemes [HLWW23, ZZGQ23].

Definition 7.1. The predicate of completely unbounded ciphertext-policy monotone span programs
(MSP) PCP=MSP . X, x Y. — {0,1} for large attribute universe X, = Z, is defined as follows. Let

Y. = 2% and X,, = U(n7m)€N2 (ZZX’" X @,,), where &,, consists of all functions ¢ : [n] — X,. For
S C Xy (ie., S€Y,) and (M, ¢) € X,. where M € Zy*™ and m,; is the i-th row of M, we define

PEP_MSP((Magb)vS) =1l< (170) € Span({mi}ie[n]:gb(i)GS)'

We can see that the completely unbounded property of the predicate is enforced by the predicate
definition: it has a large universe and has no bound on policy size n X m (or any multi-use restriction
on ¢) or attribute set size for S.

Theorem 7.1. There exists a PES for sReg-ABE for the completely unbounded ciphertext-policy
monotone span programs with large universe U = 7Z, which satisfies key well-formedness and KE-ind,
while achieving parameters w = 5, (n1,n2,n3) = (n+1,2n,m—1), and (my,ma,ms3) = (§+1,5+1,1),
where n X m is the size of the ciphertext policy (M, ¢) and 6 = auxy is the auziliary input that de-
fines key well-formedness, which is 6 = max;c[r)|Si| for a set of registered key attribute sets Y =
{S1,...,SL} C U, where L is the number of slots for sReg-ABE.

Proof sketch. Let P'BE be the equality predicate (IBE), P'BE : Z, x Z, — {0,1} with P'"B&(z,y) =1 &
x = y. We can show the following predicate implication:

Dual[KP1[Dual[KP1og [Null[P'BE]]]]] = PCP—MSP.

This implication sequence follows the approach from [Att19,AT20], with differences in using Null (§4.1)
and key-policy disjunction (§4.3), instead of the OR key-policy augmentation as in [Att19,AT20]. While
we also have OR key-policy augmentation (§4.7), it preserves well-formedness for only ciphertext side;
contrastingly, the key-policy disjunction preserves both. Details of this sequence are provided in §E.2,
including explicit PES descriptions for self-containment and parameter sizes. Beginning with predicate
encoding for IBE [CGW15, Att19], we derive a PES for PP~MSP via successive transformations. As
discussed in Theorem 5.1, this sequence ends with “KP1 then Dual”, thus the resulting PES achieves
key well-formedness and KE-ind. O

Definition 7.2. The predicate of completely unbounded ciphertext-policy non-monotone span pro-
grams Pcﬁ*NMSP 1 X x Y, — {0, 1} for large attribute universe X, = Z,, is defined as follows. Let Y, =
2%~ and X, = U(n,m)@ﬂ (Zy=™ x Dy,), inhere &,, consists of all functions ¢ : [n] — ({pos, neg} x Xy).
For S C X, (i.e., S € Y.) and (M, ¢) € X, where M € Z;*™ and m; is the i-th row of M, we define

PPMSP (M, ¢), ) = 1 & (1,0) € span({m;}ie(n) st. Pr(,5)=1)5
P'($,9) =1 (¢>1(¢) = pos A da(i) € s) v ((bl(i) = neg A ¢o(i) & s).
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Table 3. Efficiency comparison among ciphertext-policy slotted registered ABE schemes for span program
predicates.

Schemes |crs] [pk;| [ski| |mpk| [hsk;| |et|

HLWW-1 [HLWW23, §5] O(ByL?c()\)) O(Le(X)) O(c(N) O(Buc(N)) O(Buc(X)) O(nc(N))
(Pairing-based)

HLWW-2 [HLWW23, §7]" poly(), B|s|, o) o(N) poly(A, Bjg, poly(A, Bjg, [10(C™)]
(iO-based) log By, log L) log By, log L) log By, log L)

FWW [FWW23]* poly(X, Bjs|, Bn,Bm,  poly(}) o\ poly(A,log L) poly(X, Bjs|, |WE.ct|
(WE-based) log By, log L) log By, log L)

27GQ [22GQ23, §D1]  O((Bu +Bm)L?p(A)) O(Lp(A)) O(p(X)) O((Bu +Bm)p(A)) O((Bu +Bm)p(A)) O(Bup(N))

Ours 1,2,3 O(L?p(N)) O(Lp(N)) O(p(N)) O(6*p(N)) 0(6%p(N)) O(onp(X))

Note: A is the security parameter. L is the number of users (slots) in slotted registered ABE. As a convection, we use B,
to refer to the maximum bound for an amount x that is required to be fixed at setup for that scheme. By = |U| denotes
the attribute universe size. n X m denotes the size of a span program policy; By, By, are their bounds, resp. |S| denotes
the size of an attribute set; Bg| is its bound. Let p(A) = poly(}X),c(A) = poly(\) specify the sizes of one group element in
prime-order and composite-order pairing groups, resp. For our schemes, § = max;cz) |Si| for a set of registered key attribute
sets Y = {S1,...,S.} where S; C U = Z,. In the pairing-based scheme of [HLWW23], denoted as HLWW-1, and the
7Z7GQ scheme, there exist also implicit bounds B|g|, B, where B|g) = B, = By. For these two schemes, we consider their
(default) one-use schemes. T: The iO/WE-based schemes of [HLWW23, FWW23], denoted as HLWW-2/FWW, respectively,
are originally for circuit predicates; we envision instantiating a circuit to implement a span program and write the efficiency
of its resulting scheme for span programs here. Their [iO(C™)| and |[WE.ct| are described in the text below.

Theorem 7.2. There exists a PES for sReg-ABE for completely unbounded ciphertext-policy non-
monotone span programs with large universe U = Z,, which satisfies key well-formedness and KE-ind,
while achieving parameters w = 10, (n1,n2,n3) = (n+ 1,4n,m — 1), (my,ma, m3) = (6§ +1,356 +1,9),
where n,m,d are as in Theorem 7.1.

Proof sketch. Let PN'BE be the negated IBE (PN'BE(z,y)=1 <+ 2 # y). We show:

SPCor[ Null[KP1ogr[Null[P'®E]]], Null[KP1anp[WC[PN'BE]]) ] = PTIBEE,
DuaI[KPl[DuaI[PT'BBEm _, pCP—NMSP

This sequence roughly follows [Att19, AT20], using an intermediate predicate called two-mode IBBE
(TIBBE), which operates in two modes, combining IBBE and its negation. Our approach to obtain-
ing PES for PT'BBE differs from [Att19, AT20]. We use static OR composition with Null to split the
modes, and non-membership is handled with WC and key-policy conjunction instead of AND key-policy
augmentation as in [Att19, AT20]. Note that while we have AND key-policy augmentation, its PES
transformation preserves well-formedness for only ciphertext side, while the key-policy conjunction
preserves both. The rest can be argued similarly to the previous lemma. See Appendix E.3 for details
and parameter sizes. O

PES for General Non-monotone Span Programs (GNMSP). The above non-monotone predi-
cate is a simple type, originally defined in [OSWO07], and is thus called the OSW type. There is another
type from [OT10], called the OT type, where an element in an attribute set also takes input a label
with it, but the “atomic” policy check is merely an equality check. A more complex type that unifies
both types was suggested in [AT20], which we call GNMSP here, can deal with labels and set mem-
bership at the same time. We recap the definition and provide how to obtain PES for sReg-ABE for
this in Appendix E.4.

7.2 Efficiency and Comparison to Previous Works

In Table 3, we describe asymptotic efficiency of our sReg-ABE schemes specified by the above three
PESs for span programs, and compare to prior works [HLWW23, FWW23, ZZGQ23]. Details regarding
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the parameters are provided in the table notes. Via the conversion of [HLWW23], one can obtain full-
fledged registered ABE with size expansion by at most polylogarithmic in L for all the six parameters
in the table. It is thus sufficient to compare among (un)bounded slotted registered ABE schemes.

Comparing to Pairing-based Schemes. The table explicitly displays relevant bounds in each
scheme, facilitating the discussion of boundedness as presented in Table 1. Notably, our schemes do
not impose any bounds on the properties of the span program predicates. On the other hand, it places
a bound on L, the number of users (slots). The previous two pairing-based schemes, HLWW-1 and
77.GQ, also impose the user bound. Additionally, and perhaps more prominently in our context, both
schemes require linear bounds By on the universe size, hence they are considered as small-universe
schemes. They also implicitly have linear bounds, denoted as B|s| and By, respectively, on attribute
set sizes and span program policy row sizes (both equal to the universe size). The ZZGQ scheme
additionally imposes a bound B,,, on span program policy column sizes. Furthermore, the HLWW-1
and ZZGQ schemes are restricted to “one-use” of attributes in a policy, necessitating the map ¢ of
span program to be injective. Generalizing them to bounded multi-use schemes would incur some size
expansion due to this bound. Contrastingly, our schemes achieve the unbounded multi-use property.

Comparing to i0/WE-based Schemes. Comparing our scheme to the iO-based and WE-based
schemes of [HLWW23, FWW23], denoted as HLWW-2 and FWW| respectively, is more challenging
as they target different predicates, specifically bounded-input-length Boolean circuits. We envision
instantiating a Boolean circuit to implement a span program to compare slotted registered ABE with
similar functionalities as ours.

For the HLWW-2 scheme, due to the various possibilities of circuit instantiations together with
the choices of building block constructions (10, somewhere-statistically-binding hash (SSB) hash, and
PRG), we have left |ct| simply as the size of the obfuscated program for an embedded circuit defined
in [HLWW23], denoted as C*. This circuit embeds a ciphertext policy (a circuit implementing a span
program policy) and some non-black-box descriptions of its underlying cryptographic primitives, such
as SSB hash and PRG. As C* embeds mpk, the complexity of [iO(C*)| is at least that of |mpk|, but
could be much larger due to the non-black-box usage of primitives and the potentially large overhead
from 10O constructions. Similarly, for the FWW scheme, its |ct| corresponds to the ciphertext size of
WE for a relation involving a ciphertext policy and some non-black-box descriptions of its underlying
cryptographic primitives, such as function-binding hash (FBH) and public-key encryption.

Regardless of circuit instantiations and building block choices, the bounded-input-length restriction
of circuits in both the HLWW-2 and FWW schemes will yield a slotted registered ABE scheme for
bounded attribute set sizes. Specifically, we require a bound on the attribute set size B|g|, and the
input length to circuits needs to be B|g|log By to accommodate an arbitrary attribute set of this size.
Additionally, the FWW scheme requires fixing the maximum policy size in advance, which is reflected
in the policy-size bounds B,,, B, in crs. Following the size inspection as in [HLWW23, FWW23], we
obtain |crs|, |mpk|, and |hsk;| at least as detailed in the table. These sizes depend on the choices of
their respective building block constructions.

In summary, the HLWW-2 and FWW schemes depend only polylogarithmically on By and L,
making them large-universe and unbounded-user schemes. The HLWW-2 scheme depends linearly on
Bs|, and thus imposes a bound on attribute set sizes. Non-monotone polynomial-size Boolean circuits
can simulate polynomial-size non-monotone span programs. As iO schemes do not restrict circuit sizes
by definition [GGHT 13, JLS21], the HLWW-2 scheme can achieve unbounded policy sizes, multi-use,
and non-monotonicity. Contrastingly, the FWW scheme does not seem to achieve unbounded policy
sizes and multi-use, as it requires fixing the maximum policy size in advance.
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A Matrix Substitution from Simplified to Full-fledged Schemes

From the simplified scheme in the technical overview (§1.2) to our full-fledged scheme, we use the
following substitution of variables to vectors/matrices:

amh', wio— Wi, wj— W
T > BI';F, riwjo — WJ}QBI‘ZT, TiW; — Wj,()(:[w & BI‘iT), vi — Vi,
so— spA, S'—=S(I,, ®A), T—T, U~TU, S, ®@w,;)— S(I, @ AW,)

where h « Z26H1, W « zFTXERD Iy g GREDx@tED) g g DXk 7k v
D 9 s 1) ) 9 D 7
ZéZk—&-l)x(k—i—l), S0 Z};, A Z];X(2k+l), S Z;anknl, T Z;nlx(k+1)n3, U« Zgl ><(k+1)m3:

B Registered ABE

We follow the definition of bounded-user registered ABE in [HLWW23,ZZGQ23]. The definition below
is taken mostly verbatim from [ZZGQ23, Appendix A].

Our definition is slightly different from the previous definition in compactness. More precisely, since
we now consider Reg-ABE with unbounded properties of predicates, attribute sizes are therefore not
a priori bounded. We modify the compactness definition so as to allow |mpk| and |hsk| to depend on
the size of the longest attribute registered so far.

Definition B.1 (Bounded-user Registered ABE [HLWW23,ZZGQ23]). Let P, : X, xY, bea
predicate indexed by x, where x specifies some parameters. Let M be a message space. A bounded-user
registered ABE scheme for P, consists of the following algorithms.

Setup(1*, 1%, k): It takes a security parameter 1, the number of users in unary 1”, and an index & as
input, and outputs a common reference string crs.!!

Gen(crs,aux): It takes crs and a public state aux as input, and outputs a public key pk and a secret
key sk.

Reg(crs, aux, pk, y): It takes crs,aux,pk,y € Y as input, and outputs a master public key mpk and
updated state aux.

Enc(mpk,z, M): It takes mpk, € X,;, and a message M € M as inputs, and outputs a ciphertext ct,.

Upd(crs, aux, pk): It takes (crs, aux, pk) as input and outputs a helper secret key hsk.

Dec(sk, hsk, ct,): It takes (sk;, hsk;,ct;) as input, and outputs a message M or a symbol L or a special
flag getupd to indicate the need of an updated helper key.

Correctness. For all stateful adversary A, the following advantage function is negligible in A:
Pr[b = 1: crs < Setup(1*, 1% k), b = 0, ACReeNT(),ORegT(-),0Enc(+),0Dec() (¢ (g)]
where the oracles work as follows with initial setting aux = 1L, & =0, R =0,t = L:

— ORegNT(pk, y): run (mpk, aux’) < Reg(crs, aux, pk, y), update aux = aux’, append (mpk, aux) to R
and return (|R|, mpk, aux);
— ORegT(y*): run (pk*,sk™) <— Gen(crs, aux), (mpk, aux’) < Reg(crs, aux, pk*, y*), update aux = aux’,
compute hsk® <— Upd(crs, aux, pk*), append (mpk, y*, aux) to R, return (¢ = |R|, mpk, aux, pk*, sk*, hsk™);
— OEnc(i,x, M): let R[i] = (mpk, *, %), run ct, < Enc(mpk,z, M), append (z, M, ct,) to € and return
(€], ct);
1 When considering bounded-user schemes, it is mandatory to input 1% in unary. This is already discussed

and defined in [HLWW23, Def 4.4]. Note that the definition in [ZZGQ23], which also consider bounded-user
schemes, does not contain 1%; we correct it here.
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— ODec(j) : let E[j] = (x5, M}, cty;), compute M} < Dec(sk™, hsk™, ct;), if M} = getupd, run hsk™ «
Upd(crs, aux, pk™) and recompute M < Dec(sk™, hsk™, ct;). Set b = 1 when M} # Mj;

with the following restrictions:

— there exists one query to ORegT (we can consider y*, pk*, sk*, hsk® to be global);
— for query (i, x, *) to OEnc, it holds that i > ¢,R[i] # L and P.(z,y*) = 1;
— for query j to ODec, it holds that £[j] # L.

Compactness and Efficiency. Let R be defined as before. Compactness refers to the property that
|mpk;,| = poly(A, max |y;|,logi), |hsk™| = poly(A, max |y;],log|R]|)
JEl] JENR

where we let R[i] = (mpk;, y;, %) for all i € [|R|]. Furthermore, update efficiency means that the number
of invocations of Upd in ODec is at most O(log|R|) and each invocation costs poly(log |R|) time (in
RAM model).

Security. For all stateful admissible adversaries A, the advantage

crs < Setup(1*, k) 1
Pr B — B/ . w,Mo,Ml i AORegCK(-),ORegHK(~),OCor(~)(Crs) _
B+ {0,1}; cty < Enc(mpk,z, Mg); B+ A(cty)

is negligible in A, where the oracles as follows with initial setting aux,mpk = L,R = #,€ = () and D
being a dictionary with D[pk] = @ for all possible pk:

— ORegCK(pk, y): un (mpk’, aux’) < Reg(crs, aux, pk, y), update mpk = mpk’, aux = aux’, D[pk|U{y},
append pk to € and return (mpk, aux);

— ORegHK(y): run (pk,sk) < Gen(crs,aux) and (mpk’,aux’) < Reg(crs,aux, pk,y), update mpk =
mpk’, aux = aux’, D[pk] U {y}, append (pk,sk) to R and return (|R|, mpk, aux, pk);

— OCor(i): let R[] = (pk,sk), append pk to € and return sk;

with the following restrictions

— for query ¢ to OCor, it holds that R[i] # L;
— for all y € Uyee DIpK], it holds that P(xz,y) = 0.

Conversion from Slotted Registered ABE to Registered ABE. Hohenberger et al. shows a
generic conversion that converts slotted registered ABE to registered ABE and also shows that the
conversion preserves the (un)bounded-user property and compactness [HLWW23]. By inspection of
the conversion of [HLWW23], the size expansions of |mpk| and |hsk;| are at most polylogarithmic in
the number of registered users. Particularly, the modified definition of compactness for Reg-ABE will
also hold if the underlying sReg-ABE has compactness as per Definition 2.4.

Starting from our bounded-user slotted registered ABE in §6.1, we obtain bounded-user registered
ABE for the same predicate. As the (modified) compactness are preserved, when instantiating with
PESs from §7.1, we obtain bounded-user registered ABE for completely unbounded ciphertext-policy
(monotone, non-monotone, generalized non-monotone) span programs.

C Lemmata for Predicate Transformations

C.1 Lemmata for Null-Trans

Lemma C.1. If PES I' is ciphertext well-formed (resp. key well-formed), then Null-Trans(I") is ci-
phertext well-formed (resp. key well-formed).
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Ge {GEE-ind’ Hs }
G
w < Param(r), A « ZE*CFTD g 72k41 B gtk
at « sz+17 bt « Z’;,H conditioned on a* (AT||la”) =0, b*B =0

W' = (Wo|[Wi|- - [[W,,) ¢ ZZFTD X @IDERD Iyg — (W] || W)
P = ([A}lv [B}Qvav aLa bl? [Awl]h [WI(IW & B)]Q)

B« A°O(P)

0()

Input: (x,null) € X, X QK and valid aux., auxz, where aux; contains v’
(n1,mn2,C) < CVEncC(x, aux.), (m1, ms, K) < CVEncK(y', auxy)
(n3, F,C) « EncC(z,m1,aux.), (ms,L,K) < EncK(y', n1,auxz)

R/ (W) = (WO(T glkm)

S1,15-+ 5 Snf,m} € Zlg, ti1,... ,tmi’né,lu,z, cees Ugmt £ ZI;+1 for £ € [n’l]

u g =pb, ugy == u, ;1 =0¢ /i

Sa = (svuA)wmemixing: T = Evp)wwemiixmg U= W) wmem;)ximy]
’ c < span((2)), replace s1,1A in Sa with ¢

R — T(E® Iii1) + SAC(W), Rb = U(L® Ixi1) + Sa K/ (W)
Output: [S:g, 1, Roju

Fig 2. KE-ind game for Null-Trans(I").

Proof. Ciphertext well-formedness is trivial. For any Y’ C Y,., let 3/ be the first non-null element of
Y and Y = Y'\{null} (if Y" = {null}, let ¢/ be the shortest element of Y, and ¥ = {y’}). Since
I is key well-formed, there exists auxy,mi, ms, m3, L such that the key well-formedness condition in
Definition 3.2 holds with respect to Y. Then, it is not hard to see that Null-Trans(I") is key well-
formed since auxj, = (auxy,y’) where aux) is efficiently computable and |aux)| < 2max(|aux|, [v']),
and mj = my, mh = ma, ms = ms, L’ = L satisfy the key well-formedness condition in Definition 3.2
with respect to Y. O

Lemma C.2. If I' satisfies KE-ind and the MDDH assumption holds in G, then Null-Trans(I") also
satisfies KE-ind.

Proof. We consider two cases, namely, one is that A queries O on (z,y) such that y € Y,, and the other
is that it queries on (, null) in the KE-ind game for Null-Trans(I"). Since we have EncC’ = EncC, EncK’ =
EncK in the former case, KE-ind for I" immediately implies KE-ind for Null-Trans(I"). Hence, we consider
the latter case. For 8 € {0,1}, we can describe the KE-ind game GEE‘i“d for Null-Trans(I") in the latter
case as shown in Fig 2. To prove the lemma, we consider a hybrid Hg, which is also described in Fig 2.
Hps is the same as GEE‘i”d except that the (1,1)-th element s; A of Sa is replaced with a random

element in span((4)). We prove that GKE"d ~, Hy a7, Hy ~. GKEind,
GEE'i"d ~. Hg. Since all elements that A obtains are affine in A, a, al, s1,14, ¢, it suffices to show that
the following distributions are indistinguishable:

{[Ah’av aJ_7 [00]1} e {[A]1’a7 aJ_v [Clh}

where A « ZE¥ZFD 5 al 221 conditioned on at(AT[|laT) = 0 and ¢y « span(A),c; «
span((4)). The above indistinguishability was proven in the proof of Lemma 3.1 (see Eq. (9)).

Ho ~s H;. We redefine Wy = W + at bl where W ngﬂ)xw(kﬂ) and at € Z2F! be a vector
satisfying atAT = 0,a'tc’ = 1. Such a vector exists with overwhelming probability. It is not hard
to see that the distribution of Wy is not changed by the new definition. Then related terms can be
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written as follows: AWy = AW(, WyB = W{B in P and
R, = U(L®@T11) + Sa K/(W)

cW
111 1 _ Sl,zA\U)VO _
= ( o ) 1@Tt41) + Urp(L®Iiy1) + . (1®Ixi1)
—_— :
sA1,n, Wo
cWo+uy 1 cW6+u171+bL
s1,2AW, _ s1,2AW, _
=M+ : (I1®@Igp) =M+ , (1®Trs1)
SA1,7;1W0 sALT;lWé)

where Up consists of the last (k+1)(ms3—1) columns of U in the reply from O((x, null)). Hence, setting
u;; = 0 and u;; = b in the reply from O((z,null)) are identically distributed with overwhelming
probability. O

C.2 Lemmata for WC-Trans

Lemma C.3. If PES I' is ciphertext well-formed (resp. key well-formed), then WC-Trans(I") is ci-
phertext well-formed (resp. key well-formed).

Proof. Ciphertext well-formedness is trivial. For any Y’ C Y,., let 4/ be the first non-* element of
Y, and Y = Y'\{x} (if Y/ = {x}, let ¢y be the shortest element of Y,, and Y = {y'}). Since I
is key well-formed, there exists auxg,mi,ms, m3, L such that the key well-formedness condition in
Definition 3.2 holds with respect to Y. Then, it is not hard to see that WC-Trans(I") is key well-
formed since auxj = (auxg,y’) where aux}, is efficiently computable and |aux}| < 2max(|auxg|, [¢']),
and m)| = my,mh = ma,ms = ms, L’ = L satisfy the key well-formedness condition in Definition 3.2
with respect to Y.

O

Lemma C.4. If I' satisfies KE-ind, then WC-Trans(I") also satisfies KE-ind.

Proof. In the KE-ind game for WC-Trans(I"), A cannot query O on (x,x*) for all x € X, since this
immediately breaks the query condition. Thus, A is allowed to make queries only of the form (z,y) €
X.. X Y,. Since we have EncC’ = EncC,EncK’ = EncK in this condition, which immediately implies
Lemma C.4. O

C.3 Lemmata for KP1ggr-Trans

Lemma C.5. If PES I' is ciphertext well-formed (resp. key well-formed), then KPlogr-Trans(I") is
ciphertext well-formed (resp. key well-formed).

Proof. Ciphertext well-formedness is trivial. For any Y’ = (¢1,...,61) C Y., where ¢; : [n(V] —
Y, let 0 = max;e(y n® and Y = UiE[L] Image(¢;) C Y.. If I' is key well-formed, there exists
auxg, mi, ma, ms, L such that the key well-formedness condition in Definition 3.2 holds with respect

to Y. Then, it is not hard to see that KP1or-Trans(I") is key well-formed since auxj, = (aux, ), which
1

| i

is efficiently computable, and m} = dmq,mh = dma,m5 =0ms —5+ 1, and L' = . satisfy

the key well-formedness condition in Definition 3.2 with respect to Y”, where
Jauxg| < 2max(Jaux, |3]) = poly(max|6()])
m, = my = poly(max|6(s)))

il = dma = poly(max (1))
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G

Ge {GgE—ind’ HY }
w < Param(k), A « ZE¥CFD 4 o 72 B Z{HDxE

a’t « 72Ft1 bt « Zh*! conditioned on a* (AT|la’) =0, b'B =0

W = (Wal[ - [[Wo) e g5t
P= ([A]h [B]27 a, aL’ bLy [Aw]h [W(Iw ® B)]Q)
B« A%O(P)

o)

Input: (x,¢) € Xy x Yy, and valid aux., auxx, where auxy contains &

Define ¢’ : [§] = Y, as ¢'(i) = ¢(i) for ¢ € [n] and ¢’ (i) = null for ¢ € [n + 1, 6]
(n1,n2, C) + CVEncC(x,aux.), (m1, ma, K;) < CVEncK(¢' (), aux)

(n3, F,C) < EncC(x, m1,aux.), (ms,L,K;) < EncK(¢'(7), n1, aux)

K1 (W) Lo
o f =1
Ks(W) "Ly

S1,15+ s Spt m) € ZE, tig,. .. sl g We,2s ey gt 4 ZEF! for £ € [n]]

u; =pFbt, ugy = = u,, 1 =0¢ Z’;+1

Sa = (v wmeimixing) T = (v wmemmiixing O = o) e xm)
R} = T(F®Ix11) + SAC(W), Ry = U (L' @ Ixy1) + 53 K'(W) +
Output: [gi;, R}, R5)1

Fig 3. KE-ind game for KP1or-Trans(I").

Lemma C.6. If I' satisfies KE-ind, then KP1lor-Trans(I") also satisfies KE-ind.

Proof. For g € {0,1}, we can describe the KE-ind game GEE‘i"d for KP1or-Trans(I") as shown in Fig 3.
Let A be the upper-bound of § in aux; on which A queries O. To prove the lemma, we consider hybrids
Hj for v € [A], which is also described in Fig 3. Hj is the same as GgE‘i"d except that L, is added to
R/, where 3; « Z, and i < v, ; = 0 otherwise, and

iv _ ((11 ®Oﬂ1bl) (1, ®(B)nbi-)> . Zg'lxm’z(kJrl)
We prove that GgE‘i”d ~e Hy e = HOA g HIA R, e HE =, G’fE‘i“d.

Hg_l ~c Hj. Let HY = GEE‘i“d, and we prove Hg_l ~ H for v € [A] if I satisfies KE-ind. Specifically,
we construct an adversary B against the KE-ind game for I' internally using an adversary A that
distinguishes Hg_l and Hj. For ¢ : [n] — J,; on which A queries O in the security games, let ¢ : [6] —
Y, be the function defined in Fig 3. Note that auxy, is valid due to the query condition, and thus § > n.
Furthermore, it can query O only on (x, ¢) such that P, (x,¢'(7)) = 0 for all i € [0].

1. B is given an input of KE-ind game GE/E'i“d for I', namely, ([A]1, [B]2,a,at, bt [AW];, [W(I,®B)]2)
and gives it to A as it is except that b is replaced with bl = 2bt where z + L.

2. For A’s query to O on (z, ¢, aux., auxg) such that ¢ : [n] — Y., B queries its oracle O’ in KE-ind
game on (z, ¢’ (v), aux., aux;) and receives

J— — p— o~ J— 7B A~
Sa. T(F @ Lis1) + SAC(W), UL ® I 11) + 54 K(W))

R1 R2

o o B/bJ_
where it parses Sp = S,(I,, ® A), U = ( o ||Uv>.
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3. B samples S;  Zp "M U, Z;le(m""rl)(kﬂ) for i € [0]\{v}, and sets

- B
UO(Bg)engk“ S, ( )Im@)A

Ry =U;(L; ® Ljq) +SPT (I, , ® A)K
R, = Uo((Li] -+ [[15) ® Tetr) + (Roya]| - ||R2,v_1||R2||R2,U+1II | Ras)

and returns [Sy, Ry, R}]; to A. Here, B implicitly define U = (Uo|[Uy||- - || Us).
4. B outputs A’s output as it is.

Observe that A’s view corresponds to ng if 3/ =0, and H}; otherwise.

H§ = HlA. Let ug, r5 the first rows of Uy, RY, respectively, where Uy is the first £ + 1 columns of U.
Then, r) in H§' can be written as

ry = up((L |-+ |[15) @ Ligr) + (I @ Bib* |- |[l5 © Bsb™)+m
=1 ® (ug + B1bH)|| - |15 ® (ug + Bsbr))+m
=L ® (ug+ b+ (81— bH)||--- [l ® (uo + b* + (B; — 1)b™))+m

where ug = 0, m is a vector independent of ug, and the second equality follows from ug(l; ® I1 ;) =
1; ® ug. Recall that 3; for i € [§] is randomly distributed, and so is 3; — 1. Hence, r, with ug = 0 and
that with ug = b' are identically distributed where the former and the latter distributions correspond
to HOA and H{, respectively. O

C.4 Lemmata for KP1anp-Trans

Lemma C.7. If PES I' is ciphertext well-formed (resp. key well-formed), then KPlanp-Trans(I") is
ciphertext well-formed (resp. key well-formed).

Proof. Ciphertext well-formedness is trivial. For any Y’ = (é1,...,¢615) C Y, where ¢; : [n(®] —

Y, let 6 = max;e n® and Y = Uie[L] Image(¢;) C Y. If I' is key well-formed, there exists

auxg, my, ma, ms, L such that the key well-formedness condition in Definition 3.2 holds with respect to

Y. Then, it is not hard to see that KP1anp-Trans(I") is key well-formed since auxj, = (auxy,d), which
m]T - mT

is efficiently computable, and m) = dmy, m) = dma, ms = dmg, and L' = satisfy the

[

key well-formedness condition in Definition 3.2 with respect to Y”’, where
|auxy,| < 2max([auxg|, |6]) = poly(max|¢(i)])
mf = bmy = poly(max|(i)))

i = 6ms = poly(max|(i)))

Lemma C.8. If I' satisfies KE-ind, then KP1anp-Trans(I") also satisfies KE-ind.

Proof. For 3 € {0,1}, we can describe the KE-ind game G55 for KP1anp-Trans(I") as shown in
Fig 4. To prove the lemma, we consider a hybrid Hg, which is also described in Fig 4. Due to the query
condition, for (x,¢) on which A queries O, there exists at least one index j such that P.(z,y;) = 0.
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Ge {GgE—ind’ Hs }
G
w < Param(k), A « Z};X(%*l), a Z2M B« Zékﬂ)xk
at « 72! bt « ZF*! conditioned on a(AT||la’) =0, b'B =0

W = (W] [[W,)  ZZEF et
P = ([A]1, [B]2,a,a*, b*, [AW];, [W(L, © B)]2)
B« A%0(P)

o()

Fput: (z,9) € X. x Y, and valid aux., auxg, where auxy contains §
Define ¢ : [0] = Y as ¢'(1) = ¢(z) for ¢ € [n] and ¢'(i) =  for ¢ € [n + 1, 6]

(n1,n2,C) < CVEncC(z,aux.), (m1,ms,K;) < CVEncK(¢'(3), auxy)
(n3,F, C) < EncC(z,m1,aux.), (ms,L,K;) + EncK(¢' (i), n1, auxy)

2o (W) mﬁTil i

~ =1

K'(W) = - , L'= .
Rs(W) -

L;
S1,1, -+ Spl m! ZI;, ti1,... ,tma’né, g2,y Ug pt 4 Zg+l for ¢ € [n'ﬂ
ui1 = ﬁbj', uzi =---= unzlyl =0¢c ZI;+1
=/ — —
Sa = (svu)wwemiixmils T = Cvw)wwemixmys U = (W) w,wem)xms]
_ oA _ BT~ —
R} = T(F © Te1) + SAC(W), Ry = U (I @ Tps) + S£TR/(W) + | T
<y ’ ’
Output: [Sa, R1, Ra)1

Fig 4. KE-ind game for KP1anp-Trans(I').

For (x,¢), let j € [n] be the first index such that P, (z,y;) = 0. Hp is the same as G§5""® except that
L is added to R), where 3; « Z,, if i = j, 5; = 0 otherwise, and
T (il & ﬁlbj') s (In & ﬁnbL) n} xmy(k+1)
L= < o o o € Zyp
We prove that G§E" . Hg &, Hy &, GKEnd.
GEF ~, Hg. We prove G§F™™ ~, Hp if I satisfies KE-ind. Specifically, we construct an adversary B

against the KE-ind game for I" internally using an adversary A that distinguishes GEE‘i"d and Hg. For
¢ : [n] = Y, on which A queries O in the security games, let ¢’ : [§] — Y, be the function defined in
Fig 4. Note that auxy, is valid due to the query condition, and thus § > n.

1. Bis given an input of KE-ind game Gg,E'i“d for I', namely, ([A]1, [B]2,a,a’, b*, [AW];, [W(I,®B)]2)
and gives it to A as it is except that bt is replaced with bt = zbl where z + L.
2. For A’s query to O on (z,®,aux.,auxy) such that ¢ : [n] = Y., B queries its oracle O’ in KE-ind
game on (z,@'(j), aux., auxy) and receives
SaT(F © L) + SAC(W), U(L ® 1) + S5 K(W)),
R, R
#b
O
3. B samples S; Z;"“X’“k, U; + Zglx(mi‘rl)(’fﬂ) for i € [§]\{j}, Ug Zglx(m_l)(k+1), and sets

- S,
bt  ~ =
Uo = (ﬂo ||U0>7S/A: < ) (In, ® A),
Ss

Ry, = U;(Li @ i) + SET (L, , ©® A)K;(W)
R} = Up((m{ Ly|| -+ [Jmy I5) @ Tp1) + (Rl -+ |[Raj—1|[Ra|Rajsal] - - [ Ras)

where it parses Sp = S;(I,, ® A), U = [1U; ).
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and returns [Sy, Ry, R}]; to A. Here, B implicitly define U = (Uo|[Uy||- - || Us).
4. B outputs A’s output as it is.

Observe that A’s view corresponds to ng if 3 =0, and Hj; otherwise.
Ho = Hi. Let up, rf the first rows of Uy, R}, respectively, where Uy is the first m(k 4+ 1) columns of

e . .
U'. Then, r, in Hy can be written as

v = wo((my L |-+ [[m] 15) © Tey1) + (I @ Brb[|-- - [l © f5bt) +m
= (L ® (wo(my ®Lgtr) + Fib)[[ ([l ® (wo(my ® Lty) + f5b™))+m (10)
where ug = (0,u12,...,Uu1,,), m is a vector independent of ug, and the second equality follows from

uo(m,' L; @ Iyq) =ug(m; @ L) (L @ Igr) = uo(l; ® (m]| @ Liyy))
=1 ® (wo(m; ® I41))

Let z; € Z5 bez;=e ifj=1andz; =e; —¢; ifj 6 [2, 6] where e; is the one-hot vector with the
i-th element being 1. Then, it is easy to see that z;m, = 0 for 4,j € [§],7 # j. Hence, the following
distributions are identical:

(B1,-..,Bs) @bt and (B +z;m],...,3 +z;ml) @bt (11)
This is because §; is a random element in Z,, if i = j and 8; = 0 otherwise. We also have
(zm{,...,zm]) @b* = (2@ b")(m{ @Ly1)|---[[(z @ b")(m] ©T41)) (12)

From Eq (10) to (12), the distribution of r} is not changed if we replace ug in Eq.(10) with up+z;@bt =
(b, v} 25+, Uy ) where u) ; =y + 25, ;bt, z;; is the i-th element of z;. Since u , is also randomly
dlstrlbuted thls corresponds to the view in Hi. Hence, Hy and H; are identically distributed. O

C.5 Lemmata for SPCy;-Trans

Lemma C.9. If PES T are ciphertext well-formed (resp. key well-formed), then SPCy-Trans(T) is
ciphertext well-formed (resp. key well-formed).

Proof. If T' are ciphertext well-formed, for any X" = (x1,...,x1) C X, where x; = (Ti1s-- s Tim) €

Xy, there exists auxc;,n; 1,72, M3, F; such that the ciphertext well-formedness condition in Def-

inition 3.3 holds with respect to (z1,,...,2r,;) for all i € [n]. Then, it is not hard to see that

SPCni-Trans(T') is ciphertext well-formed since aux, = (auxc1,...,aux.,), which is efficiently com-
Fi

putable, and nj = max;cp,) ni1,Mn5 = Y Ni2,ny = y N3, F = satisfy the ciphertext

F,
well-formedness condition in Definition 3.3 with respect to X', where

laux.| < nmax(|auxc 1], ..., ) = poly(max |x;|)
jelL]

ny = max gy = poly(max |x;)
nh < nmaxn; s = poly(max I%;])
i€[n] €[L

The key well-formedness of SPCy-Trans(I') is similar. O

Lemma C.10. If T satisfy KE-ind, then SPCpg-Trans(T') also satisfies KE-ind.
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G

Ge {GgE-i"d, HY }
A 7 CHD g 72kl B gt xR

a’t « 72Ft1 bt « Z»! conditioned on at (AT|la’) =0, b'B =0

w;i < Param;(ki), Wi = (Win|| - |[Wiw,) < ZEFFDXiTD g1 ¢ [n]
w=3,wi, W= (Wi|[--[[Wy), P=([A]1,[B2,a,a",b",[AW]1, [W(L, @ B)]2)
B« A°C)(P)

o()

Input: (x,y) = ((z1,...,%n), (W1,...,9n)) € Xx X Y and valid aux., auxs

(ni,l, ni2, CZ) — CVEncCi (iL‘i, auxc), (mi,l, m;,2, Kz) < CVEnCKi(yi7 auxk)
(n4,3,Fs, Ci) < EncCi(zs, ms1,auxe), (mss, L, K;) < EncK(y:, ns1, auxy)
Fq

a/(W) — (ng’vl) Rn(SNn))7 F/ =

Fn
m/1l - m]I,
~ ~ ~ Ll
K/ = ( Ki(w1) - Kn(wn) L/ =
(W) Go1) - Ralwm) ),
k En k+1 /

S1Ly--+s8nt ) < Lp, b1, b W2, Uy < Zy o for £ €[]

x k41
u1,1:ﬁb 7u2’1:...:un,1’1:0€zp+

T = (tuu) wyyemiixmys U = (Wou) e ) x [m))
/ —_ = / =1 ’ /BT, =~
R} = T(F ® Te1) + SAC(W), Ry = U (I @ Ii1) + S5 TR/ (W) +| L, |
Output: [Sa, R}, Rb]x

=/
SA = (SV«#A)(U,;L)E[m’l] x[nf]s

Fig 5. KE-ind game for SPCn-Trans(I7).

Proof. For € {0,1}, we can describe the KE-ind game GEE‘i"d for SPCy-Trans(T') as shown in Fig 5.
To prove the lemma, we consider two hybrids Hj for v € [n], which is also described in Fig 5. Hj is
the same as G5 except that L, is added to R where §; + Z, if PO (2s,:) =0and i < v, B; =0
otherwise, and

T L®p/bY) - (1,8 bL)) ! xmy (k+1)
L. = (( 1 n n c 7™M 5
v o 0 P

We prove that GKE N ~, H ~, -+~ HP ~, H} =, - - =, H} ~, GKE-ind,

Hg_l ~c Hj. Let H% = GEE‘i”d, and we prove Hg_l ~c Hj forv e [n] if T, satisfies KE-ind. Specifically,
we construct an adversary B against the KE-ind game for I, internally using an adversary A that
distinguishes Hg_l and Hj. By definition of L,, if A queries O on (x,y) = ((z1,...,2n), (Y1,---,Yn))

such that P,(f) (Ty,yv) = 1, then Hg71 = Hj. Hence, we only consider the case where A queries O on

v

(x,y) such that pL) (Tv,yu) = 0.

1. B is given an input of KE-ind game Ggg'i"d for I,, namely, ([A]y, [B]2,a,at, bt [AW, ]}, [W, (I, ®

B)]2). B samples W, ngﬂ)xwi(kﬂ) for i € [n]\{v}, z <~ Z, and sets W = (Wy||---||W,,) and
bl = zbt. B gives ([A]1,[B]2,a,at, bt [AW];, [W(I, ® B)]3) to A.

2. For A’s query to O on (X,y,aux.,aux;) such that M € Zp*™, B queries its oracle O’ in KE-ind
game on (T, Yy, aux., auxy) and receives

[SA7 T'U(F’U ® Ik+1) + SAC'U(WU)7 U’U(L’U & Ik+1) + SA KU(Wv)h

Riv Ra

. = _ /bJ_
where it parses SA = S(I,, ® A),S = (Su,1) (v.u)€[mo 1] x[nv1]s Vv = (50 ||Uv>.
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3. B samples s, < Zk for v € [my1 + 1, mi]Vp € [ny1 + 1,n], T, Zl(;m/l_m”'l)xn”'?’(kﬂ)

HU <_ Z;gnll—n“’l)><(m1,,3—1)(k+1), T, « Z;rL’1><n7;)3(.1f+1)7 Uz <_ Z;L&X(mi,;;—l)(k—&-l) for i € [n}\{v},
Ug « Zp = DED and sets

—
SA = (SV,;L)(V,/L)E[mll]X[n,l](In/l oY A)v SA,I = (Su,u)(u,u)e[mv,ﬁrl,m’l]><[n,v11](Inuyl X A)

Saz = (su,)ET L., @A), U= (2" |
A72_(SVyN)(IAu)E[mv)l]X[n,u,1+1,n’1]( mu,1® )7 0= e ||UO

R, = R, R, = R,
AT, (Fy @ Tkg1) + SanCo(Wy) )72 \ U, (L, ® Tegr) + Sa Ko (W)
Rl,i = Ti(Fi ® Ik+1) -‘rgiA (Cl(c‘;vz)> 5 Rz,i - Uz(LZ ® Ik+1) + ng (Kzgvl))

R} = Ryl [[Riv—1|[Ra|| Ry wrall - [R1n)
RS = Uo((m{ L||---|jm, 1,) ® It1) + (Ra|| - - || R2u—1| | R2|[Raoq1|] - - | R2.n)

and returns [§/A,R1,R’Q]1 to A. Here, B implicitly define T, = (?» U, = (9), T =
=
(T4[--+[|ITy), and U = (Uo[[Us]]- - [|Un).
4. B outputs A’s output as it is.

Observe that A’s view corresponds to Hgfl if /=0, and H}; otherwise.

Hi = HY. Let ug,r} the first rows of Ug, R}, respectively, where Uy is the first m columns of U.
Then, r} in Hf can be written as

ry = uo((my L] [jm; 1) @ L) + L @ fibT |-+ ||I, @ BobT)+m
= (L ® (uo(m{ @ Lpyr) + Bib7)||-- ||y @ (uo(m,, @ Lgi) + B,b))+m (13)
where up = (0,u1,2,...,U1,,), m is a vector independent of ug, and the second equality follows from

uo(m, L; ® L) =up(m; ® L) (L @ Igr) = uo(l; ® (m]| @ Liyy))
=1L ® (uo(m; ®I41))

Let S C [n] be the set such that P,(.fi) (5,9;) =1 < i € S. Then, since (1,0) ¢ span({m; };cs) due to
the query condition of the KE-ind game, there exists z such that z = (1,22, ..., 2,,), and zm;r =0 for
all 7 € S. Hence, the following distributions are identical:

(Biy--yBn) @bt and (By +2zm],...,B, +2zm,)®b" (14)

This is because §; is a random element in Z, if ¢ ¢ S and 8; = 0 if i € S. We also have
(zmj,...,2m,;) @b" = ((z®b")(m{ @L)||-|l(z® b")(m,; ® L)) (15)
From Eq.(13) to (15), the distribution of r} is not changed if we replace ug in Eq. (13) with ug+z@b* =

(b, uf,,...,uf,,) where u} ; = uy ; 4 z;b". Since uf ; is also randomly distributed, this corresponds
to the view in H}. Hence, Hy and HY are identically distributed. O

C.6 Lemmata for Dual-Trans

Lemma C.11. If PES I is ciphertext well-formed (resp. key well-formed), then Dual-Trans(I") is key
well-formed (resp. ciphertext well-formed).
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KE-ind | 141 | 142 |
Ge {Gﬁ s HB",H%, }
G

w ¢ Param(k), A « Zp MV a o z281 B o g fFtR
at « 72 bt « ZE*! conditioned on at(AT||la”) =0, b'B =0

W' = (Wo|[Wi|-- [[W,,) ¢ ZFFTD @D Iy — (W |- || W)
P = ([A]h [B]27av aJ_v bJ—v [Awl]lv [W/(IW X B)]Q)

B+ A°O(P)

()

Input: (z,y) € X. % QK and valid aux., auxg

(n1,n2, C) < CVEncC(z, aux.), (m1, mz, K) < CVEncK(y, auxx)

(n3, F, C) « EncC(z,m1,aux.), (ms,L,K) < EncK(y, n1, aux)

s _ [ Lew = [ -W ~ _ _ 10

W) = (W), R(W) = ("8 | gw)) F =L L' =(;p)
S1,15++»8n/ m! — Z}; ti1,.. '7tm’1,né7 ug2,..., uzymé — ZI;Jrl for ¢ € [n’l]

u, = 5bL, U1 = = Upr g = 0¢€ Z]ZH

—/ = ==/

Sa = (Sv.uB)wwemiixingls T = Cvw)wpemilximgs U = (W) @myeing]x (my)]

(| =T (F ®Lis1) + SAC (W), Ry = UL/ @ I141) + Sa K'(W)

l ~
R/l — <(1 *g)b ||Tl) (L®Ik+1) +§AC’(W/)

A
a

¢ <+ span((
Output: [§/A, R1, Ra)s

)), replace s1,1A in S’ with ¢

Fig 6. KE-ind game for Dual-Trans(I").

Proof. Suppose I' is ciphertext well-formed, that is, for all X C X, = Y,., there exists aux., n1, na, n3, F
such that the ciphertext well-formedness condition in Definition 3.3 holds. Then, it is not hard to see
that Dual-Trans(I") is key well-formed since auxj, = aux.,m} = ny,my = ne +1,ms = ng + 1, L' =
(017 g) satisfy the key well-formedness condition in Definition 3.2 with respect to X. The ciphertext
well-formedness of Dual-Trans(I") is similar. O

Lemma C.12. If I" satisfies KE-ind and the MDDH assumption holds in G, then Dual-Trans(I") also
satisfies KE-ind.

Proof. For 8 € {0,1}, we can describe the KE-ind game GEE‘i”d for Dual-Trans(I") as shown in Fig 6.
To prove the lemma, we consider two hybrids HL, H%, which is also described in Fig 6. H}g is the same
as GEE'i"d except that we change the way [R1]; is generated as described in Fig 6. H% is the same as
Hj except that the (1,1)-th element s; 3 A of §/A is replaced with a random element in span((4)). We
prove that GEE'i"d . H}i . H% and H% ~4 H?, which immediately implies GEE'i"d S GlKE‘i”d.

GKEnd ~. HL. First, observe that R} = T (F/ @T141) + S5 C(W') = (O[T )(L®Li11) + S, C (W),
and thus GKE"d = HI. Hence, proving GKEi"d = H} suffices. We show that GKE" ~, H} if I" satisfies
KE-ind, that is, we construct an adversary B against the KE-ind game for I" internally using an adversary
A that distinguishes G§E"d and H} as follows:

1. B is given an input of KE-ind game Gg,E'i"d for I', namely, ([A]1, [B]2,a,a®, bt [AW],, [W(I1,®B)]2)
where W = (Wq]|| -+ ||Wy,).

2. B samples Wy + Zézkﬂ)x(kﬂ) and gives P = ([A]y, [B]2,a,a*, bt [AW'];, [W/(I, ® B)]2) where
W = (Wo|[Wa|---[[Wy).
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3. For A’s query to O on (z,y, aux., auxg), B queries its oracle O’ in KE-ind game on (y, z, aux, aux)
and receives

— — — o~ J— —BT ~
[SA, T(F®I;41) +SAC(W), UL ®I;41) + S, K(W)]y

R1 R2
B 8172A N Sm’1,2A B /B/bl
where it parses Sp = and U = ( o ||UL).
Sl,n/lA te Sm’l,niA
4. B samples 81,1,...,Sp1 ¢ Z’;, sets
51,1A 51,2A
. . —/ =BT

Sc = : » Sp = : , Sa =(Sc[[Sa)

Sm/l,lA Sl,n’lA

R’l — R2 +SC(E®W0), R/2 — <—S1,1AWO +bJ- SCBTC(W))

S AW, R,

and returns [§;, R/, R}]; to A. Note that [SETC(W)]; can be computed as (sl ||sm/171)6([AW]1).
5. B outputs A’s output as it is.

_ — L
In the above reduction, B implicitly defines T = Uy and U = <% ||T) Then, we can observe
that

= L®Ik+1)+SA K(W) +S.(L & W)

/bl — o~
(ﬁ IT' ) (L ® Lit1) + SAC' (W)
B L [ —sL1AW, SETC(W)
T(F © L) S,W; SaAC(W)

& Lgy1
: <o ™) ((or ) =) + (5) (TS 1eew)

—TU(/@T4p1) + Sy K/(W)

and the view of A corresponds to GKE-" if 3’ = 0 and H} if g/ = 1.

Hll3 . H%. Since all elements that A obtains are affine in A, a,a’, s1,1A, c, it suffices to show that
the following distributions are indistinguishable:

{[Al1,a,a™,[co)1} ~. {[A]1,a,a™, [c1]1}

where A « ZE¥ZFD 5 al 221 conditioned on at(AT[|laT) = 0 and ¢y « span(A),c; «
span((4)). The above indistinguishability was proven in the proof of Lemma 3.1 (see Eq. (9)).

H2 ~; H?. In H3, we can write

P = ([AW,]1, [W(B]2, P')

R, — f@ (CWO —+ bJ-> + M; R/ — —cWy M3
1 M, ’ 2 S AW, My
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G

Ge {GgE—ind’ HY }
w < Param(k), A « ZE¥CFD 4 o 72 B Z{HDxE

a’t « 72Ft1 bt « Zh*! conditioned on a* (AT|la’) =0, b'B =0

W = (Wal[ - [[Wo) e g5t
P= ([A]h [B]27 a, aL’ bLy [Aw]h [W(Iw ® B)]Q)
B« A%O(P)

o)

Input: (x, (M, ¢)) € Xx X Y. and valid aux., auxs

(n1,m2,C) + CVEncC(z,aux.), (m1, mz,K;) < CVEncK(¢(i), auxy)
(ns3, F, C) < EncC(z,m1,aux.), (m3,L,K;) < EncK(¢(3),n1,auxx)

& m;1; - m]1
K1 (W) r ! nn
r>/ ’ =1
K (W) -

S1,15--+, S'”/l’mll — ZI;, t1,17 . ’tm'y”é’ ue2,..., uz,m%:<— Z};+l for ¢ € [’I’L/ﬂ

u g = IBbL, g == unll,l =0e€ Z§+1

Sa = (svuB)pmemiixings T = (o) wmeimiixings O = (W) eing 1 mg]
| =T(F © L) + SAC(W), By = U'(L @ L) + SATR/(W) +| L, |

Output: [§Z\, Ri, Ryl

Fig 7. KE-ind game for KP1-Trans(I").

where P, My, ..., My are independent of W. By setting W = W{)—éLTbJ— where W{) < ZZ(,%H)X(]{H)
and at € sz“ is a vector satisfying a-*A = 0 and atc' =1, we have

P = ([AWg]y, [W(BJ2, P')

R — L®cWj+ M, R, — —cW{ + bt M3
1= M, 2T S, AW, My

which corresponds to the distribution in H?. It is obvious that both W, W{, are random elements in

ngﬂ)x(kﬂ). Hence, HZ and H? are identically distributed as long as a' exists, and it is the case if
c ¢ span(A) which occurs with overwhelming probability. O

C.7 Lemmata for KP1-Trans

Lemma C.13. If PES I is ciphertext well-formed (resp. key valid), then KP1-Trans(I") is ciphertext
well-formed (resp. key valid).

This lemma is trivial by the above construction.

Lemma C.14. If I" satisfies KE-ind, then KP1-Trans(I") also satisfies KE-ind.

Proof. For 8 € {0,1}, we can describe the KE-ind game GEE'i"d for KP1-Trans(I") as shown in Fig 7.
Let N be the maximum number of rows of M € Z"*™ on which A queries O (i.e., N is the upper
bound of n). To prove the lemma, we consider hybrids H}; for v € [N], which is also described in Fig 7.
H} is the same as GgE‘i“d except that L, is added to R/, where f; < Z,, if P,.(z,¢(:)) =0 and ¢ < v,

B; = 0 otherwise, and

v =

~ 1, ® B1bt) - (1, ®BnbL)) ! xml(k+1)
o (O oot
o) o) P
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We prove that GKEINd ~, H} ~. -+~ HY ~, HY ~, - ~, H} ~, GKEind,
H271 ~c Hg. Let H% = GEE'i”d, and we prove Hgfl ~. Hj forv € [N] if I" satisfies KE-ind. Specifically,

we construct an adversary B against the KE-ind game for I' internally using an adversary A that
distinguishes Hgfl and Hj. By definition of L,, if A queries O on (z, (M, ¢)) such that P, (z, ¢(v)) =

1, then Hg_l = Hj. Hence, we only consider the case where A queries O on (x, (M, ¢)) such that
Pr(z,¢(v)) = 0.
1. Bis given an input of KE-ind game Gg,E'i"d for I', namely, ([A]1, [B]2,a,a’, bL, [AW];, [W(L,®B)]2)

and gives it to A as it is except that b is replaced with bl = zbl where z + L.
2. For A’s query to O on (x, (M, @), aux., aux) such that M € Z;*™, B queries its oracle O’ in KE-ind
game on (z, ¢(v),aux., auxg) and receives

— — — o~ J— —BT .~
[SA, T(F®I;41) +SAC(W), UL ®I;41) + S, K(W)]y

R1 R2

ﬂ/bJ_
o

3. B samples S; + Zg“’lxmk7 U; +— ZZlX("”’3_1)(k+1) for i € [n]\{v}, U, « Z;’,’lx(m_l)(kﬂ), and
S

SN L
sets Uy = <ﬂg |U0>7 S = ( : )(In1®A)a

Sn

where it parses Sp = S, (I,, ® A), U = < ||Uv>.

Roi = Ui(L; ® Ipy1) + SZBT(Imi,l ® A)IA{i(W)
Ry = Up((m{ L[|~ [lm,1,) @ Ls1) + (Raall -+ |[Rau-1][Ro|[Rouia ][ - - [[Ro,n)
and returns [§/A, Ri,R}%); to A. Here, B implicitly define U = (Uol|U1|] - - ||UR).
4. B outputs A’s output as it is.
Observe that A’s view corresponds to Hg_l if B’ =0, and H} otherwise.

HY = HY. Let ug,r) the first rows of Uy, RY, respectively, where Uy is the first m(k + 1) columns of

=/ . .
U. Then, rj in H)' can be written as

vy = ug((m L[ |jm,1,) ©Tty1) + (I @ fib*||--+||L, @ B,b")+m
= (0 ® (wo(my @Ti) + Bibh)||-+ [, @ (uo(my; @ Lpta) + Bb"))+m (16)
where ug = (0,u;2,...,u1 ), m is a vector independent of ug, and the second equality follows from

uo(m 1; ® Ijp1) =up(m; @ Lip1)(L; @ Liyr) = uo(l; ® (m] @ Iiyq))
=1; ® (up(m; @T;11))

Let S C [n] be the set such that P.(z,y;) =1 < i € S. Then, since (1,0) ¢ span({m; };cs) due to the
query condition of the KE-ind game, there exists z such that z = (1, 29, ..., 2,,), and zm;-'— = 0 for all
1 € S. Hence, the following distributions are identical:

(Bis--- Bn) @bt and (By +2zm{,...,B, +zm,)®@b" (17)
This is because f; is a random element in Z, if ¢ ¢ S and 8; = 0 if i € S. We also have
(zmj,...,2m,;) @b" = ((z®b")(m{ @Li)||-|l(z® b")(m,; ® L)) (18)

From Eq.(16) to (18), the distribution of r/ is not changed if we replace ug in Eq. (16) with ug+z@b* =
(b*,uf,,...,uf,,) where u} ; = uy ; 4 z;b". Since uf ; is also randomly distributed, this corresponds
to the view in HY. Hence, HYY and HY are identically distributed. O
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D Lemmata for Security Proof of sReg-ABE

Lemma D.1. If IT satisfies perfect zero-knowledge, then Hy = H1.

Proof. Lemma D.1 is obvious from perfect zero-knowledge of IT since MY = A; V¢ for all (i, /) in pk}
from the ¢-query to OGen(7). O

Lemma D.2. H; =~ Hs.

S()A
| Pyt

R« ZZ(,%H)X(%“), and M is a full-rank matrix in ngﬁ)x(%ﬂ) independent of R, R. As long as R
and R are full-rank, which occurs with overwhelming probability, R and RM are uniformly distributed

in a set of full-rank matrices over Z,(,QIHQ)X(%H). Hence, these distributions are statistically close. [

2k+2) X (2k+1)
)

Proof. Since ( ) is full-rank, it suffices to prove that R = RM where R + Z,(;

Lemma D.3. If IT satisfies unbounded simulation soundness, Ha =, Hs.

Proof. If for all challenge public keys {pk; }ic(z) that A outputs, there exists V; € Z;Qkﬂ)x(kﬂ) such

* A
that (gf ) = AV where A, = <R (=) > then we have

Son = S()‘A\/v;-k = elﬁflf{i (Izzjjl ) V;( = elﬁ;le
Thus, as long as the above condition holds, the views of A in Hy and Hj are identical. Furthermore, the
condition always holds if pk* is obtained from OGen (). Hence, Hy and Hg are identical unless the follow-
i

such that for all V € Z,(,2k+1)x(k+1), M; = (3) # A;V} and LVerify(crs;, [M}]i, 7)) = 1. Hence, to
prove the lemma it suffices to show Pr[Bad] is negligible.

We show that if A makes Bad happen with non-negligible probability, we can construct B that
breaks strong unbounded simulation soundness of IT as follows.

ing Bad event happens: let Bad be the event such that there exist pk; = ([T}, Q}11, {[p;‘;]g}jem\{i}, )

1. B randomly chooses i* + [L] as a guess of the slot for which Bad occurs.
2. B is given an input for the unbounded simulation soundness game (1%, crs;-, A;-), samples s < Z’;,

A ~
and parses A« = (Rf* ) = (ﬁi* (ISOA ) ), i.e, randomly samples R;+ € Z,(,2k+2)x(2k+2) satisfying
; 2k+1
the equality.
3. B samples R; + Z,(,Qk+2)x(2k+2) and sets R; = R; ( soA ) for i € [L]\{i*}, samples all variable

Ikt
other than A, crs;-, {R;};¢[z) in the same manner as Setup(1*, 1%, k), and gives crs to A as follows:

[A]1,[AR" |1, {crs;, [Ri, AW, , AW |1 }icin
= {Br], W, Br; + hT]Z}ie[L]a {[W;oBr., W;(I, ® Br]‘T)b}i,je[_L]

i#£j
4. When A queries OGen(i), B computes
V,; + Z;Qk_i_l)x(k_‘—l), M, = (fi\\/ﬂ) , T < LSim(crsi,tdi, [Mz]l)
pk; = ([AV;, R; Vi1, {[ViBr] o} e i}, ™), ski = Vi
where B uses the simulation oracle in the unbounded simulation soundness game of II when
generating ;. Then, B stores a pair (pk;,sk;) in dictionary D; and gives pk; to A.
5. When A queries OCor(i, pk), B replies sk if and only if (pk,sk) € D;.
6. When A outputs a set of challenge public keys {pk; }; where pki. = ([T5, Q5l1, {[p;‘:’j]g}jem\{i*}, ),

B outputs <Kg )} ,7&) and halts.
i* 1 ¢
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If Bad occurs, then (gi’: ) is not in the space spanned by the columns of A;« with probability at least
1/L since i* is uniformly chosen from [L]. Hence, B breaks strong unbounded simulation soundness of
IT with Pr[Bad]/L, which is non-negligible if Pr[Bad] is non-negligible. O
Lemma D.4. If the MDDH assumption holds in G, H3 ~, Hy.

Proof. Thanks to the MDDH assumption, we have ([A]y, [spA]1) ~. ([A]1, [c]1) where A + Z];X(%H),

so < ZF, ¢ + Z5F*1. Observe that all elements that A obtains in Hg and Hy are affine in A,sA, c.

Hence, we can easily construct a reduction B from the MDDH problem to distinguishing Hs and
Hy. O

Lemma D.5. H5 1 ~, Hg.

Proof. Recall that the terms that involve h in Hj 1, are [AhT ]|t and {{W, (Br, +hT +aiaLT]2}i€[L] in
crsand [ch']t Mg in ct,. Let hT =h'T +a’at’ where '/ « 22t o' + Z,. This does not change the
distribution of h. Then, the above terms can be written as [Ah'" |1, {{W, ¢Br] +h'" +(q; +a’)aLT]2},
[c(hT + o/aLT)]TMB. Since «; + ' is randomly distributed in Z,, o’cat’ is randomly distributed in
Z,, unless cal' = 0, which occurs with negligible probability. The latter distribution corresponds to
Heg. Thus, both hybrids are identical with overwhelming probability. O

Lemma D.6. Let Hs o = Has. If I' satisfies KE-ind and the MDDH assumption holds in G, then
H5,v—1 . H5,U fOT NS [L]

Proof. We define intermediate hybrids ﬁém_l, ﬁ%,v—h ﬁé33)_1 between Hs ,_1 and Hj , and show that

o oo 2 N _
Hs.u-1 ~c H5 ,_1 =c H5 ,_1 ~c H; ,_1 ~c Hs5,. These hybrids are defined as follows.

ﬁ%,v—l: It is the same as Hs,_1 except that Br, is replaced with d” where d « Zi*!. Recall that
crs in Hs ,—; is described as

[A]1,[ART 7, {crs;, [Ri, AW, o, AW, ]; }icir)
{Br] ,W,;oBr] +h' + OéiaLTb}z‘e[Lp {[Wi,OBI‘jT, W;(I, ® Br;)b}z‘,je[u
—~— —— e —— i

i#]

T T
f; g; n/, N j

where a; + Z, if i <v—1 and otherwise a; = 0, and pk} obtained from the /-th query to OGen(i)
in Hs 4,1 is described as

([AVf,RZ-Vf]h {[VfBrgT]z}je[L]\{i}ﬂTf)
—~— —— —_—
T; Qi plt
In ﬁévv_l, the following terms are changed as
f, =d’, gl =W,od" +h', n/,=W;ed", Ny, =W,;IL,@d")
pl, =Vid'
ﬁg,v_l: It is the same as ﬁé’v_l except that w11 = 32,01 (cWi7o+e~1f{;1Qf)+ where bt Zi+1
conditioned on b+ B = 0, instead of u; ; = ZiE[L] (cW, o+ elRlej).

H3 : Tt is the same as H} except th T=W,od" +hT L7
Bu—1t Bu—2 D at g, = Wyod' + +| a,a where o,  Z,.

Thanks to Lemmata D.7 to D.10, Lemma D.6 holds. O
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Lemma D.7. If the MDDH assumption holds in G, then Hs ,_1 =, ﬁ%,v—l forv e [L].

Proof. This lemma is straightforward from the MDDH assumption, which asserts that [B,zgls =,
[B, z1]2 where B « Z,(,kH)Xk, r, Z’;, zo = Br, ,z; = d < Z,. Since all the terms that the adversary

is given are affine in B or zg (resp. z1) in Hs ,—1 (resp. ﬁ}w_l), they are simulatable given the MDDH
instance. O

Lemma D.8. If the MDDH assumption holds in G, and I' satisfies KE-ind, then ﬁé,v—l =3 ﬁ%,v—l
for v e [L].

Proof. We consider two cases of the adversary’s behavior, namely, the honest case and the dishonest
case. The honest cases refer to one in which the adversary outputs the challenge public key pk}, for
the v-th slot such that (pk},*) € D, and (v,pk}) € €. On the other hand, the dishonest case refers
to one that is not the honest case, that is, (pkj,*) € D, or (v,pk}) € €. Thus, it suffices to prove
ﬁ%mkl Re ﬁgﬂ,,l under both cases.

Honest Case. We prove that H\é,v—l R ﬁ%,vq in the honest case if the MDDH assumption holds
in G. First, we show the following indistinguishability holds under the MDDH assumption, which we
will use later in the proof:

{[R,RV];,A,AV,b" c,cV}

19
~{[R.RV];,A,AV,b* c,cV + b} "

where R ng+2)x(2k+1)7 V « Z,(,Qkﬂ)x(kﬂ), A« Zﬁx(%ﬂ), bt « ZFF ¢« Z2F1. We can prove
this similarly to [ZZGQ23, Lemma2] as follows:

{[R,RV];,A, AV b* c,cV}
~.{[SAV,SAV];,A, AV ,b* ¢ ,cV}
~,{[SAV,SAV];,A, AV, b* c,cV + bt}
A[R,RV];,A, AV bt c,cV + bt}

Q

where S « Zl(j2k+2)Xk,;& — Z];X(%H). The first and third indistinguishability follows from [R]; =
[SA];, which is exactly what the (2k + 2)-fold MDDH assumption asserts. The second indistinguisha-
bility can be shown by setting V = V/+a+ bt where V' « ZI()%H)XUCH) and at € Zf,kﬂ is a vector
satisfying Aat = OT,AéJ-T =0, cat =1.

We construct a distinguisher B between the LHS and RHS in Eq. (19) that internally uses a

distinguisher A between /I:Ié’vfl and ﬁ%)UA in the honest case as follows. Let ) be the maximum
number of A’s queries of the form OGen(7) for all ¢ € [L].

1. B is given an instance ([R,,R,V]i,A, AV, bt c,z5) of Eq. (19) where zgr = cV + 'bt for
B’ € {0,1}. B computes crs as follows and gives it to A:

[A]1,[AR" |7, {crs;, [Ri, AW, o, AW, ]1 }ic(r)
= gl e {[nziji,jb}i,g_‘i[_L]
i#j
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where
h < Z25FY, (crs;, td;)  LGen(1Y), W g < ZGRFFIXEFD Dy, o g2k (k)
f{#v - Zé2k+2)><(2k+2), Riz, = R; (I%CH) , Tiy Z’;, d Zl;+1
Qicy = Lp, Qisy =0, 2T < sz“ conditioned on atA T =0
B« Zz(,kﬂ)Xk conditioned on b*B =0

T {Br? (i#v) 1 _ {WWBT +hT +aal’ (i)

PT)dT (i=v) B T \WidT +nT (i =)
0l = W, oBr; (j #v) N = W, (I, ® Br;»'—) (4 #v)
| Wied (j=v) W1, @d") (j=v)

2. B randomly samples ¢ < [Q] as a guess of the challenge public key for slot v. When A makes the
¢-th query OGen(i), B gives pkf to A as follows:

pk; = ([TL, Qf]1. {[PL ]2} jermgiys 1)

where V¢ « ZI(,QkH)X(kH) and

ﬂ:{M¢<@@
14

%

i()) @Z{mw (@) # (0,)

AV ((i,0) = (v,q))’ R,V ((i,0) = (v,q

VIBr] (j#v.(0.0) # (v.9)) Z
pl, ={VBr]  ((,0) = (v,9)) , ! < LSim (crsi,tdi,[(gg)}l)

vidT  (j=v)

Then, B sets D; = (pkt, V) U D; if (i,€) # (v, q).

3. When A makes a query OCor(i, pk), B checks i = v and pk = pk?, and if so, B returns a random
bit and halts. Otherwise, B gives sk to A if (pk,sk) € D;.

4. When A outputs the challenge ({pk},yi}ic(L], z, Mo, M1), B checks pk;, = pk!. If it is not the case,

B returns a random bit and halts. Otherwise, it parses pk; = ([T} Q*h,{[pw} Yien N T )
and gives ct, = ([c1, Ca,...,C4]1,C) to A, where (ny,na, C) < CVEncC(zx, aux.), (ml,mg,K )+
CVEncK(y;, auxg), (ns, F, C) + EncC(x, m1,aux.), (ms, L) < EncK(y1, aux;) and
Sv,u < Zl;, S = (Swu)(u,p)e[ml]x[m]v tou Z];Hv T= (tvau)(wu)e[ml]x[nal
wy= Y (€Wig+ eiR;'Q)) +cW, o + 2z
i€[L\{v}
Uy, ,i>1 < ZI;—H, u,>1,1 = O, ﬁ = (uyw)(l, p)€E[n1]x[ms]> ﬁ < {0 1}

ci=c, C; =51, ®A), C3=C|S,T, Z AW,
i€[L]

C,=UL®Ii)+ Z K;(AW,), C = [ch |1 M}
i€[L]

5. B outputs A’ output as it is.

Observe that A’s view corresponds to ﬁ5 w1 If B/ =0 and ﬁ%,v—l otherwise. This follows from the

fact that pk® = pk? implies Q* = R,V, R, = R, (L, ), and thus e;R;1Q* = cV. Finally, since we
are considering the honest case, i.e., A outputs pk} such that (pk},*) € D, and (v,pk}) & €, B does
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not halt in step 3 or 4 with the probability not less than 1/Q. Thus, if A distinguishes ﬁém_l and

ﬁ%yv_l with non-negligible advantage, then B distinguishes the two cases of Eq.(19) with non-negligible
advantage, which breaks the MDDH assumption.

Dishonest Case. We prove that ﬁ}wfl R ﬁ%lkl in the dishonest case if I" satisfies KE-ind. Specifi-
cally, we construct a distinguisher B between the KE-ind games GKE-" and GKE-nd for I" that internally
uses a distinguisher A between Hj , ; and HZ , | in the dishonest case as follows.

1. B is a KE-ind instance ([A],[B]2,a,at, bt [AW,];, [W,(I, ® B)]2) for I'. B computes crs as
follows and gives it to A:

[A]1,[AhT |1, {crs;, [Ri, AW, o, AW, ] bic (1
crs =
{[t:". & l2Yieiz) {n;, Nm‘b}z‘,gjim
i#]

where

h « Z2FH (crs; td;) + LGen(1%), Wy g <= ZJZFFDXEHD W, o ZGRHDxw(kD)
¢ szJrl’ ﬁl < Z;S?2k+2)><(2k+2)a R; = ﬁz (12:+1) ) Tigo < Zl;’ d« ZZJrl
Qicy = Lp, Qisy =0

T Br] (i#v) ol = W, oBr/ +h' + aal’ (i #£v)
' dT (Z = ’ * ‘Nvi7()(?lT —+ hT (Z = ’U)

)
ol — Wi oBr] (j#v) N, . — W;(L, ®Br]) (j#v)
(G=v Yo Wilbed”) (=)

2. When A makes the ¢-th query OGen(i), B gives pkf to A as follows:
T
pki = ([T{, Qi1 {[P} ]2} serrn i} 70)
where V¢ ¢ ZGFFIXEFD pl _ AVE Qf = Ry VY and

p! = {X:de&T 8 i Z; , 7t ¢ LSim (crsi,tdi7 [(‘EZHJ

Then, B sets D; = (pkt, V) U D; if (i,€) # (v, q).
3. When A makes a query OCor(i, pk), B gives sk to A if (pk,sk) € D;.

4. When A outputs the challenge ({pk;,¥:}ic(z), z, Mo, M1), B computes valid aux, with respect to
r and aux;, satisfying the well-formedness with respect to {y;};c(z) in the same manner as Enc
and Agg, respectively. Then, B queries the oracle O in the KE-ind game on (z, y,, aux., auxy) and
receives ([Sa, C(Sa,T,W,), K,(Sa, U, W,)];), where u;; = 8’bt (the (1,1)-th block of U)
and (' is the challenge bit of the KE-ind game. B parses pk; = ([T}, Q}]1, {[p;‘;]g}je[”\{i},ﬂf)
and gives ct, = ([e1,Ca,...,C4]1,C) to A, where (ny,na, 6) < CVEncC(z, aux.), (ml,mg,f{i) +—
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CVEncK(y;, aux), (ns, F, C) <= EncC(z,m1,aux.), (ms,L) < EncK(y1,aux), 8 « {0,1} and
e (€Wio +eR;'Q7) 0--- 0

ﬁ/ — O 0 e 0 c anX(k+l)m3
. . . p
ci=c, Cy = §A7 Cs = C(§A,T, Wv) + Z §A6(W
JELI\{v}
Ci=K,(Sa, U W)+ T LaLy)+ Y. SAK;(W)
JELI\{v}
C= [ChT]TMﬂ

5. B outputs A’s output as it is.

A’s view corresponds to H\%,U—l if #/ = 0 and ﬁg,v_l otherwise, which follows from the following
observation.

— Since a is not given to A, A and a' are distributed correctly.
— For C3,Cy in ct,, we have

Cs =T(F® L) + Z SAC(W,) =T(F®Li1) + Y SC(AW;)
JEIL]

=C|S,T, Z AW,
J€E[L]

where Sa = (Sy,uA)y, and S= (Sv,u)w,u, and

— _BT .~
Ci=U+U)L L)+ Y. Sa K;(W))
JjelL]
=T+ 0)LoLa)+5 " Y K;(AW))
JEIL]
Hence, C3, C4 are distributed correctly.
This concludes the proof. O

Lemma D.9. ﬁg,v—l Reg ﬁg,v—l forv e [L].

Proof. Let W, o = W/, o +d al' bl where Wi, + Z(%H)X(kﬂ) o < Z,. Then, W, o and W
are equlvalently dlbtrlbuted The terms 1nV01V1ng W .0 are changed as follows

W, Br] +h'" +a;a (i £ )
AW, 0 =AW, ;. g ={W/ d" +h7 +(a deT) al’ (i=v)
N——

Qg
in crs, and
= Y Wio+cW, +eR7'Q+(1+ o'cat )bt
; —
i€[L]\{v} oL

in ct,. It is not hard to see that «, and b’+ are random elements in Z,, and Z’€+1 conditioned on b’1B =

0 unless b*d" = 0 and 1 + o/ ca =0, respectlvely7 which occur with negligible probability. This
corresponds to the distribution in H3 5.0—1, and thus H2 Bl = = H3 5 »—1 With overwhelming probability. []
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Lemma D.10. ﬁg’ﬂ)_l ~¢ Hs ., forv e [L].

This lemma can be proven similarly to Hs ,—1 ~. Hgﬂhl.

E PES Instantiations

In this section, we describe various PES constructions for sReg-ABE. The main purpose is to explicitly
describe PES constructions that are in the tranformation sequence when constructing PES for sReg-
ABE for completely unbounded ciphertext-policy monotone span programs and non-monotone span
programs, which we show the results in Section 7.

Various PES constructions in this section are for sReg-ABE for their respective predicates. In
particular, they differ from the original PES definition for vanilla ABEs. We do not relate original
PES for ABE to PES for sReg-ABE for the same predicate. Instead, we start from predicate encoding
for basic predicates and consequently apply transformations in Section 4 to obtain PES for sReg-ABE
for more complex predicates until we obtain the ones for unbounded monotone span programs and
non-monotone span programs.

E.1 Embedding Lemma

For arguing implications among PESs, we use the embedding lemma. Such a lemma is already known
and applied for arguing implications among ABE schemes [BHO8, AHY15] and PES for vanilla ABEs [Att19,
AT20] . Here we capture that the embedding also preserves properties of our new variant for PES for
sReg-ABE as well, in the lemma below.

Definition E.1 (Embedding [Att19]). Let P, : X, x Y. — {0,1}, and P/, : X/, x Y., — {0,1} be
two predicate families, indexed by x € X and k' € X', respectively. We say that P’ can be embedded
into P if there exists three efficient mappings f,, fc, fk where f, : X’ — X maps &’ — « and fc : X/, —
Xr, fi : Y. — Y, such that for all 2’ € X/,,y’ € Y., we have:

Pu(ay)=1 = Pu(fela) fi(y)) =1 (20)
Lemma E.1. If P’ can be embedded into P, then we can construct a PES I'" for P’ from a PES
I for P in such a way that it preserves the correctness, the well-formedness, and the key-encoding

indistinguishability of the PES I" for P.

Proof sketch. Let I' be a PES for P. We construct a PES I’ for P’ by simply defining

/

Param’(k
CVEncC' (2, aux.
CVEncK'(/, auxg

/
EncC' (2, my, aux,

Param(f,,(x')),
CVEncC(f.(x'),aux.),
CVEncK(fu(y'), auxy),
EncC(fc(z"), m1,aux.),

= EncK(f«(¥'), n1, auxy),

= Pair(fe(2"), fu(y'), aux., auxy,).

EncK'(y', n1, auxy,

N N N N

-/
Pair’ (2,3, aux,, auxy

The correctness and security is guaranteed by the forward and backward direction of Eq. (20), respec-
tively. The well-formedness also preserves due to the existence of respective auxy, mq, mo in the case of
key well-formedness and aux.,n1,ns in the case of ciphertext well-formedness, as we use these values
as is in the inputs of the respective algorithms above. O
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E.2 PES for Completely Unbounded MSP Predicates

In this section, we explicitly describe a PES construction for sReg-ABE for completely unbounded
ciphertext-policy monotone span program predicates, which we stated the result in Section 7.

PES for IBE. We start with the predicate encoding I"'BE for equality or also called IBE predicate,
P'BE. The PES I''BE is specified by aux. = aux; = ¢ (the empty string) and

— Param(k) — 2. Let w = (wy, wa).

— CVEncC(xz) —» ny =1,ne =1, F = (x,1)7, C = wiz + wo.
— CVEncK(y) > m1 =1,my =1, L= (y, )T, K= w1y + wa.
EncC(xz,m1) - n3 =0, F =0, C = s(wiz + wa).

— EncK(y,n1) 2= mg =1, L=1, K =u+ s(wiy + ws).
Pair(z,y) = E=-1, E=1.

The correctness holds as tr(EC(S, T, w))+tr(EK(S, U, w)) = (—1)s(wyz+ws)+ (1) (u+s(wy+ws)) =
u, for x = y.

Lemma E.2. The PES I''BE for P'BE satisfies ciphertext and key well-formedness, and KE-ind.

Proof. The above PES is a secure predicate encoding in e.g., [Weel4, CGW15] for P'®E. Via Lemma 3.1,
we obtain the corresponding PES for sReg-ABE which satisfies ciphertext and key well-formedness,
and KE-ind for this predicate. O

In what follows, we subsequently apply transformations to the above PES I''BE. The correctness
of these PESs then immediately follow from the correctness of respective transformation, and we will
not explicitly show here. Moreover, via Theorem 5.1, we can argue that all the resulting PESs except
the last two satisfy all ciphertext and key well-formedness, and KE-ind. The last one, for unbounded
CP-MSP, satisfies key well-formedness and KE-ind; hence it can be used for sReg-ABE construction
of Section 6.1.

PES for IBE with Null Attribute. We now obtain a PES, denoted as I"BE*+". for the predicate
Null[P'BE] via the Null-Trans transformation to the PES for IBE above. We have that aux. = aux;, = ¢
(the empty string)'? and

— Param(k) — 3. Let w = (wy, w1, wa).

— CVEncC(z) = ny = 1,ny =1, F= 0,2,1)7, C = wiz + wy.

wiy +wy  ifyeY,
wo if y=null

CVEncK(y) = my =1, mqg =1, L= 0,9,1)7, K= {

EncC(z,m; =1) > n3 =0, F =0, C = s(wiz + w2).
u+ s(wry +we) ifyeY,
u + Swo if y=null

EncK(y,np =1) > m3=1, L=1, K= {
E=-1,E=1 if o
— Pair(z,y) — - 1 yed .
E=1E=1 ify=null
PES for Key-Set Membership. We next obtain a PES I'*M for the key-set membership predicate
PKSM . X x Y, — {0,1}, where Y, = 2%~ defined as PKSM(z, 9) = 1 & = € S. It is straightforward

2 Tn the Null-Trans transformation, it is indeed the case that we define auxy as follows (see the proof of
Lemma C.1). For Y’ C Y, U {null}, set aux; =y’ € Y., where 3’ is a non-null element (say, the first) in Y.
However, this 3’ element is only used to compute L in the case of a generic predicate. However, for the IBE
(with Null) predicate here, we simply have L = 1, and we can neglect aux; completely.
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to see that P*SM can be embedded into the predicate KP1ogr[Null[P'BE]]. Note that KP1og is the key
policy disjunction as per Definition 4.3. Here the embedding works as:

[2] = Xx
T S +— ¢s where ¢g:
J = aj
where z := |S| and write S = {a1,...,a.} (in a lexicographical order). Hence we apply the KP1og-Trans

to the PES above and obtain a new PES as follows. For Y = {S1,...,S.} C Y, we set aux; = § :=
max;ez) |Si]. ' '* Note that aux. = e.

— Param(k) — 3. Let w = (wo, w1, wa).
— CVEncC(z) »wny=1,ne =1, F=(0,2,1)7, C = wyx + w,.
— CVEncK(S = {ay,...,a.},auxy = §) = mq = d,my = 0, L, K where

0
ay
1
"o
~ az
_ 1 3%
L= ez
0
0
1
0
0
wia1 + wo
oy wia, + wa T 56
K- . — Lowk €Z,[w]
0

Wo
— EncC(z,m; =6§) > n3 =0, F=0,C = SC = S(wix + wy) with S = (sy,...,85) ", i.e.,

C = (sl(wlm + wa), .. .735(w1x—|—w2))T
— EncK(S ={ay,...,a.},n1 = 1l,aux; = 6) = mg =1, L, K where
L=(1,...1) €z
K=uL+S'K ¢€Z,[S,uw]'"
= (u + s1(wiar +wa), ..., u+ sz (wia, +wa),u+ S,p1wo, ..., u+ 55w0))
where S = (s1,...,55) . B

— Pair(z,y,aux) - E = (0,...,0,-1,0,...,0), E=(0,...,0,1,0,...,0)" where both are of length
6 and —1, 1 is at the i-th position where a; = y.

PES for Ciphertext-Set Membership (IBBE). This predicate is defined as PSSM : X, x Y, —
{0,1}, where X,, = 29~ defined as PSSM(S,y) = 1 & y € S. Tt exactly defines the predicate for
IBBE (ID-based broadcast encryption). It is the dual of the key-set membership predicate; therefore,
we obtain its PES "M by the Dual-Trans transformation. For X = {Si,...,S.} C X., we set
aux, = 0 := max;ez) |Si|. Note that aux, = .

13 Recall that we will use this PES to construct sReg-ABE and the pk;,...,pk; corresponding to Si,..., Sz,
respectively, are to be aggregated into mpk.
14 This follows from the proof of Lemma C.5.
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— Param(k) — 4. Let w = (wp, wo, w1, wa).
— CVEncC(S ={a,...,az},aux, =9) > ny =5+ 1,ny =4, f, C where

11 1
00 0
00— 0
00 0
0
0
a1
1
o 8 4(6+1)x6
F= . € 7Z,
1
0
1
0
0
) (21)
1
0
0
wo P /lI}O
wiaq + wo
C= wW1a, + wo = (I541 ® W)IA?‘ € Zp[w](5+1)X5
wo
Wo
— CVEncK(y) = my =1,my =2, L = < 9 2) , K=wL = (—wp, w1y + wa).
0 1
— EncC(S ={a1,...,a.},m; = 1,aux, =) = n3 =0, F =0, C where
C= (50’[@0 + 31(w1a1 + ’wg), ..y Sowg + sz(wlaz + w2)7
SoWo + Sz+1Wo, - .., SoWo + Séwo))
—SsC € Z,[S, w]|'*° where S = (5, 51, .., Ss)-

— EncK(y,n1 =d+1) > mg =1, L=(1,0), K where

K = UL+S"K € Z,[S, U, w]®+1)x2

u1,1 — SoWo, So(wry + wo)
U1 — S1Wo, S1(wiy + wa)

Us+1,1 — SsWo, Ss(wry + wa)

where U = {u; j }ic[s+1].5e1) and S = (50, 51, .-+, 85)-

— Pair(z,y,auxy) = E = (0,...,0,1,0,...,0)" € Zg“, st. lisati-throw, E= (§ 29 °%0:90) €

Z?,X(Hl), where —1 is at the (i + 1)-th column, where i is such that a; = y.

PES for Key-Policy Monotone Span Programs over Large Universe. This predicate is
defined as PXP=MSP .— KP1[PCSM]. Let Y, be the attribute universe. From Definition 4.7, we obtain

the concrete definition of PKP=MSP. — KP1[PSSM] . X x Y, — {0,1} as follows. We have X, = 29~
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and Y,, = U(n7m)EN2 (Zy*™ x @), where @, consists of all functions ¢ : [n] — Y. For S C Y, (i.e.,
S € X,) and (M, ¢) € Y,. where M € Z2*™ and m,; is the i-th row of M, we have

PKP=MSP(S (M, ¢)) = 1 & (1,0) € span({my; }icn)-p(i)es)-

We obtain a PES I'P~MSP ysing the KP1-Trans transformation over the above PES for PSM
as follows. We set aux.,aux; as in the PES for PSM. That is, for X = {S1,...,5L} C X, we set
aux, = 0 := max;cz) |Si|. Note that aux, = .

— Param(k) — 4. Let w = (@, wg, w1, wa).

— CVEncC(S = {a1,...,a.},aux, = 6) > ny = 5+ 1,ns = 4, f, C where f‘, C are exactly as in
Eq. (21).

— CVEncK((M, ¢)) = m1 = n,mg = 2n, i, K where

-1 0
0 0
0 (1)
0 1

)
I

Anx2n
€7, .

K= = (I, @ w)L € Z,[S, U, w|"**".

—wg, w1 p(n) + wa

— EncC(S ={as,...,a.},m; =n,aux, =9) > n3 =0, F =0, C where
C=8SC €eZ[S,w"’

where S is of size n x (§ +1). To write C explicitly, and to relate terms with the base previous PES
for PSSM | we set

80,1, 81,15 « -+, S5,1
S p—
gO,na S1my -+ Son
b,
Then, we have C = | : | where
b,
b; := (50,1‘@0 + s1i(wiar + wa), ..., 50,Wo + 5z(wiaz + wa),
S0,iWo + Sz41,iWo0, -+, S0,:Wo + Sé,iwo))-

— EncK((M, ¢),n1 = d + 1) = m3 = m, L, K where

L= (m{,0,---,m/ . 0)

) n o

K=UL+S'K € Z,[S, U, w]0+h)x2n
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where m; is the i-th row of M, U = {u; ; }ic[5+1),je[m)> and S is as above. In explicit terms, we have
K = (By,...,B,,) where

T

uim; — 50;Wo, S0,i(w1¢(i) + wz)
i

uom; — s1,;Wo, S1,i(w10(7) + wa)
B; = ) . € Zp[S,U,W](5+1)X2

Usp1m, — sg,;Wo, S5, (w1¢(i) + wa)

where u; = (uj 1, ... Uim)-
— Pair(z,y,aux.) — E,E described as follows. Let {2 be a set such that ¢(i) = a;, € S for i €
2 and (1,0) € span({m;}icq), and 7,...,7, € Z, be coefficients such that 7, = 0 for i ¢

T E;
2 and 3o, 7m; = (1,0). We set E' = (r1E4[|--|[,Ey) and E = ( : ) where E; =
Tnﬁn
(0,...,0,1,0,...,0)T € Z3* where 1is at j-th row, and E; = (3 239 92 9) € 23"V, where
—1 is at the (j; + 1)-th column.

PES for Ciphertext-Policy Monotone Span Programs over Large Universe. This predicate
is defined as PSP~MSP .= Dual[KP1[PM]]. Let X, be the attribute universe. We obtain the concrete

definition of PSP=MSPx . X x Y, — {0,1} as follows. We have Y, = 2%~ and X, = U(n,m)eN2 (Zp*™ x

®,,), where @,, consists of all functions ¢ : [n] — X. For S C X, (i.e., S € Y,) and (M, ¢) € X,. where
M € Zy*™ and m; is the i-th row of M, we have

PEP_MSP((M7¢)7S) =1l< (170) € Span({mi}ie[n]:qb(i)GS)'

We obtain a PES I'P~MSP ysing the Dual-Trans transformation over the above PES for PXP—MSP
as follows. For Y = {S1,..., S} C Yx, we set aux, = ¢ := max;¢[z] |S;|. Note that aux. = ¢.

— Param(k) — 5. Let w = (wy, wo, wo, w1, wa).

— CVEncC((M, ¢)) = n1 =n+ 1,ns = 2n, F, C where

1 1
0 0
0 0
0 0
0 0
0 0
-1 0
F 0 ¢?1) 5(n+1)x2
— n n
F=1 7% €Z, .
0 0
-1 0
0 0
0 ¢(n)
0 1
uz)Ole 0 s 'lTJOan 0
~ —wo, wip(1l)+ wo N
C= = (L1 @ W)F € Z,[w]mHh)x2n,

—Wo, wid(n)+ wa
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— CVEncK(S = {a1,...,a.},auxg =) > mp =0+ 1,my =0+ 1, f, K where

[elelelely
[elelelel oy

~ 2 coocoooco~

€ 756+ D)X (3+1)
p

=)
Il
—8 coco

[=lel dele)

[slel dele}]

_U:JO wo “en Wo
0 wiar +wsy

= (Is11 @ W)L € Z,[w]O+Dx 0+

=)
I
g
&
_|_
S

— EncC((M, ¢),m1 =5 +1) > ng=m—1, F, C where

F= (mirvof" ,QZ,O) EZ]()m—l)xzn
C :TF+S6 EZP[S,T,W](6+1)X2n
where here m; = (m;2,...,M;m), which is the i-th row of M but without the first element (i.e.,

mi1) and T = {t; ; }iejs 1], je(m—1) and
50 50,1 *** So,n
§1 81,1 " Si,n
55 851 S5m
In explicit terms, we have C = (By, --- , B,,) where
T — — = = — .
tim,; — S0,;Wo + SoWom,1, So,i(w1d(i) + wa)
T — = = .
tom,; — s1,;Wo + S1Wom41, S1,:(wid(i) + wa)

— 5+1)x2
B;:= : : EZrEj )X

tsim, — $5,W0 + SsWomni,1, 5, (w19(i) + wo)

where tj = (ti,lv . .ti’mfl).
— EncK(S ={ay,...,a.},n1 =n+1,aux; =§) = mg =1, L, K where

L= (1,0) € Z1X(@+)
K=UL+S"K € 7,[S, U, w](r)x(0+D)
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ko

where U = (uy,...,u,+1) " . In explicit terms, we have K = k:l where
K,
Ko 1= (w1 — 500, Sowo + 51 (wnar +w2), .., Sot + 5. (wras + w),
S0t + 24100, ., Fotlo + Fato) )
k; := (ui-',-l — 50,iW0, 50,iWo + s1,:(wrar +wa), ..., S0,Wo + s25(wiaz + wa),
80,iWo + Sz4+1,iWoy .-, S0,:Wo + Sa,iw0)>7
for i € [n].

— Pair(z,y,aux;) — E.E = (017 g) described as follows. Let 2 be a set such that ¢(i) = a;, € S
for i € 2 and (1,0) € span({m;}icp), and Tl,..T. 7ETn € Z, be coefficients such that 7, = 0 for
i ¢ 2 and 3, m; = (1,0). We set E' = 15 1) and B = (1 Eq||---||7,E,) where E; =

B,

(0,...,0,1,0,...,0)"T € Zg“ where 1 is at j;-th row, and E; = ((1) e 8) € ZIQ,X(MU, where
—1 is at the (j; + 1)-th column.

E.3 PES for Completely Unbounded NMSP Predicates

In this section, we describe a PES construction for sReg-ABE for completely unbounded ciphertext-
policy non-monotone span programs, which we stated the result in Section 7.

PES for NIBE. We start with the predicate encoding I'N'BE for inequality or also called negated
IBE predicate, PN'BE. We have that aux. = aux;, = ¢ (the empty string) and
— Param(k) — 2. Let w = (w1, wa).
— CVEncC(z) > ny=1,ny =1, F=(2,1)7, C = wyz + wo.
CVEncK(y) - mi =1,ms =2, L= (y,1)7, K = (w1, w1y + ws).
— EncC(z,m1) > n3g =0, F =0, C = s(wix + wa).
EncK(y,n1) = mg =1, L =(1,0), K = (u + swy, s(w1y + w2)).

— Pair(z,y) = E= -1, E=(1,;55)".

8

The correctness holds as tr(EC(S, T, w)) + tr(EK(S,U,w)) = (—miy)s(wlx + wq) + (1, m—iy)T(u +
swy, s(wiy + w)) = u, for z # y.

Lemma E.3. The PES I'N'BE for PNBE sutisfies ciphertext and key well-formedness, and KE-ind.

Proof. The above PES is a secure predicate encoding in [Att19, Construction 9] for PN'BE, Via Lemma 3.1,
we obtain the corresponding PES for sReg-ABE which satisfies ciphertext and key well-formedness,
and KE-ind for this predicate. O

PES for NIBE with Wild Card. We next obtain a PES I'NBE+W for the predicate WC[PN'BE] via
the WC-Trans transformation to the PES for NIBE above. We have that aux. = aux; = ¢ (the empty
string)!® and

'5 Tn the WC-Trans transformation, it is indeed the case that we define auxy as follows (see the proof of
Lemma C.3). For Y’ C Y, U {x}, set auxy = 3’ € Y., where y' is a non-x element (say, the first) in Y.
However, this ¥’ element is only used to compute L in the case of a generic predicate. However, for the NIBE
(with wild card) predicate here, we simply have L = (1,0), and we can neglect aux; completely.
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— Param(k) — 2. Let w = (wy, wa).
— CVEncC(z) wny =1,no =1, F=(2,1)T, C = wiz + ws.
N N if .
— CVEncK(y) = my =1,my =2, L= (y,1)T, K = (w1, wiy +w2) ?fy €Y .
if y =%
— EncC(z,m1) = ng =0, F =0, C = s(wix + wa).
(u+ swy, s(wry +we)) ifye Y,

— EncK(y,n1) > m3 =1, L=(1,0), K= ]
U if y =«

1  if I 1. LT 5f
— Pair(z,y) > E = T—y 1 yed E-= (1, 7=) 1 yGyn.
0 if y =« (1,0) ity =x

PES for Key-Set Non-membership. We next obtain a PES I'*NM for the key-set non-membership
predicate PXSNM . 0¢ x Y, — {0, 1}, where Y, = 2%, defined as PXSNM(z S) =1 < 2 ¢ S. Note that
this is exactly the negated predicate of the key-set membership predicate. It is straightforward to see
that PXSNM can be embedded into the predicate KP1anp[WC[PN'BE]], with the same embedding as in
the case of the key-set membership predicate. Note that KP1anp is the key policy conjunction as per
Definition 4.4. Hence we can apply the KP1anp-Trans to the PES I'N'BE+W ahove and obtain a new PES
I'"SM_ We will not write the PES explicitly here, as it is somewhat analogous to the key-set membership
predicate. From Table 2, the obtained PES I'®NM has parameters w = 2, (n1,n2,n3) = (1,1,0),
(ml, ma, mg) = (6, 25, 5)

PES for Ciphertext-Set Non-membership (IBR). This predicate is defined as PSSNM : 0, xY,. —
{0,1}, where X,, = 29~ defined as PSSNM(S y) = 1 < y ¢ S. It exactly defines the predicate for IBR
(ID-based revocation). It is the dual of the key-set non-membership predicate; therefore, we obtain its
PES I'NM by the Dual-Trans transformation to the PES I'NM_ From Table 2, the obtained PES
TSNM has parameters w = 3, (ny,ng,n3) = (6 +1,26,6 — 1), (m1, ma, m3) = (1,2, 1).

PES for Ciphertext-Set Two-mode-membership (TIBBE). Let Y = Z, be the base attribute
domain. This predicate is defined as P$S™ : X, x Y,. — {0,1}, where X, = 29~ and Y,. = {1,2} x Y,
defined as

PCSTM(S, (i,y)) = 1 — (i=1AyeS)v(i=2Ay¢gS9).

This is also called two-mode IBBE (TIBBE) in [Att19,AT20]. In [Att19,AT20], a PES for vanilla ABE
for this predicate is obtained by the direct sum composition of PES for IBBE and IBR. However, here,
we do not have the direct sum composition in the case of PESs intended for sReg-ABE. We instead
use the static predicate OR composition, namely, SPCor (cf. Section 4.5) over IBBE (CSM) and IBR
(CSNM), together with Null attributes in both key attribute domains. More precisely, we observe the
following lemma. Via this lemma, we have a PES, denoted as I"“>™ for predicate P>,

Lemma E.4. PSS™ can be embedded into P := Null[PSSM] v Null[PESNM]
predicate OR composition defined in Section 4.5.

, where the latter is the static

Proof. The considered predicate P:X, %Y. — {0,1} can be described explicitly as follows. We have
X =29 x 29~ and Y. = Y. U {null'} x Y, U {null’}.1

P((S, "), (v y") =1 & (v €8N #nul) v ((y" & S")A(y" #null”)).
We map f; : X, — X, and fr: Y. =Y as

fe: 8= (S,9) fi :(1,y) — (y,null”)
(2,9) = (null’,y)

16 Note that P®M already contains the null attribute but in the ciphertext attribute domain'”. In contrast,
we add a new null attribute to the key attribute domain here. For unambiguity, we use two new different
symbol null’, null”.
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It is then straightforward to see that PSSTM(S, (i,y)) = 1 < P(fe(S), fi((i,y))) = 1, and hence the
lemma holds. O

From Table 2, the obtained PES I'“™ has parameters w = 9, (ny,n2,n3) = (6 + 1,35,8 — 1),
(ml, ma, m3) = (1, 4, 1).
PES for Key-Policy Non-monotone Span Programs. This predicate can be defined exactly
as PKP=NMSP . — KP1[PSS™] where KP1 is the KP augmentation defined as in Definition 4.7. There-
fore, we can obtain a PES, denoted I'P=NMSP {5, PKP=NMSP 1,y applying the KP1-Trans to the PES
I'S™ for the PS™ predicate. From Table 2, the obtained PES I'P~NMSP hag parameters w = 9,
(n1,n2,m3) = (0 + 1,30, — 1), (m1, ma, ms) = (n,4n, m), where n x m is the size of policy matrix.
PES for Ciphertext-Policy Non-monotone Span Programs. This predicate is defined exactly
as PEP=NMSP . — Dya|[PKP=NMSP] Therefore, we can obtain a PES, denoted I"P~NMSP for pCP=NMSP 1y,
applying the Dual-Trans to the PES I'"P=NMSP o1 the PKP=NMSP 1yredicate. From Table 2, the obtained
PES I'KP—NMSP has parameters w = 10, (n1,n2,n3) = (n+1,4n,m—1), (my, ma, m3) = (§+1,36+1,6),
where n x m is the size of policy matrix.

E.4 PES for More Complex Non-monotone Span Programs

The non-monotone predicate in the previous subsection is a simple type called the OSW-type (for
Ostrovsky-Sahai-Waters [OSWO07]) as per [AT20]. There is also another type called Okamoto-Takashima
(OT) [OT10]. A more general type that unifies these two types is called the OSWOT-type as per [AT20].
The definition is as follows. The intuition is that a single attribute set associated to a key as in CP-
NMSP now becomes a set of pairs of id and attribute set. The id serves as label and the atomic policy
returns 1 only if there is an attribute with the same label.

Definition E.2. The predicate of completely unbounded ciphertext-policy general OSWOT-type non-
monotone span programs PCP—CNMSP . ¢ sy - {0, 1} for large attribute universe X,, = Z,, is defined
as follows. Let

Y. = {{(id1, S1), ..., (ids, St)} | id; € Z,,S; C Z,,t € N,if i # j then id; # id; }.

and X,, = Un,myenz (Zp ™ x @y,), where &, consists of all functions ¢ : [n] — ({pos, neg} x Z;, x Z,).
For 8 = {(id1,S1),. .., (id, S¢)} € Y. and (M, ¢) € X,. where M € Zp*™ and m,; is the i-th row of
M, we define

PSP_GNMSP<(M7 ¢)a8) =1 <:>(1’ 0) € Span({mi}ie[n] s.t. P”((b,S):l)v
P"(6,8) = 1 (01(i) = pos A (3j : 62(i) = id; A (i) € 5;))V
(#1) = neg A (3j : 62(i) = id; A 633) £ 55)),

where ¢(i) = (¢1(4), p2(i), #3(i)).

Lemma E.5. There exists a PES for sReg-ABE for completely unbounded ciphertext-policy general
OSWOT-type non-monotone span programs with large universe U = Z, which satisfies key well-
formedness and KE-ind, while achieving parameters w = 15, (n1,ng,n3) = (2n 4+ 1,6n,m — 1), and
(my,ma2,m3) = (02(61 + 1) + 1,02(351 + 2) + 1,0201 + 1), where n x m is the size of the policy matrix
M of the ciphertest policy (M, ¢) and if we let {81,...,8.} C Y. be a set of registered key attributes,
we denote 01 as the mazimum size of set S;’s within any 8;, and d2 as the mazimum size of |8;|.

Proof Sketch. A PES for this predicate can be constructed by our PES transformations by again
following the idea of [AT20]. A main difference is that we do not have the direct sum transformation
for PESs for sReg-ABE. However, this can be circumvented by using static AND and OR composition
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and appropriate uses of Null attributes similarly to our construction of I'>™ for predicate P<™. In
fact, it is not difficult to see the following implications:
KP1or[Null[SPCanp| pIBE_ pKSTM 1 = P,
Dual[KP1[Dual[P"]]] = PCP—GNMSP.

where the intermediate P’ : ({pos, neg} x Z, x Z,) x Y, is defined by:
P///(($1,1‘27.’E3),5) =1 <:>($(11 = pos A (3] I Xo = idj Nxs3 € Sj))\/
(xl =negA(Jj:zo=1id;j Nas & Sj)).

The intuition is that we use static AND composition to combine the IBE and the key-set two-mode-
membership predicate (KSTM) to use as the check for the equality of id and that the (two-mode)
set membership holds. Note that PKST™ can be constructed as the dual of PSST™. To enable the
3j quantifier (in the definition of P<P=6NMSP) "wve then use key-policy disjunction together with null
attributes analogously to e.g., when constructing PES for PKSM. The second line of the implication
holds by definition of PP~6NMSP The parameter sizes can be deduced by following the implication
sequence and referring to Table 2. This concludes the proof. O
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