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Abstract. We introduce SQIPrime, a post-quantum digital signature
scheme based on the Deuring correspondence and Kani’s Lemma. Com-
pared to its predecessors that are SQISign and especially SQISignHD,
SQIPrime further expands the use of high dimensional isogenies, already
in use in the verification in SQISignHD, to all its subroutines. In doing
S0, it no longer relies on smooth degree isogenies (of dimension 1). In-
triguingly, this includes the challenge isogeny which is also a non-smooth
degree isogeny, but has an accessible kernel. The fact that the isoge-
nies do not have rational kernel allows to fit more rational power 2 tor-
sion points which are necessary when computing and representing the
response isogeny. SQIPrime operates with prime numbers of the form
p=2%f—1.

We describe two variants of SQIPrime. SQIPrime4D which incorporates
the novelties described above and uses dimension 4 isogenies to represent
the response isogeny. The runtime of higher dimensional isogeny compu-
tation is exponential in the dimension, hence the smaller the dimension
the better for efficiency. The second variant, SQIPrime2D, solely uses di-
mension 2 isogenies. This is achieved by setting the degree of the secret
isogeny to be equal to that of the challenge isogeny and further exploiting
Kani’s Lemma. SQIPrime2D is more efficient compared to SQIPrime4D
and to SQISignHD, at the cost of being comparatively less compact, but
still very compact compared to non isogeny based post-quantum signa-
tures.

Keywords: Isogenies - SQISign - SQISignHD - Kani’s Lemma -
SQIPrime

1 Introduction

The interest of isogeny based signature schemes is that they provide compact
post-quantum signatures. This property, which comes at the cost of a greater
computational cost, motivated their research. Among the early propositions of
isogeny based signature schemes such as [50,6,16], was GPS [26] that specifi-
cally relied on Deuring correspondence [20]. Its ideas were expanded and im-
proved in 2020 by De Feo, Kohel, Leroux, Petit and Wesolowski to create the
SQISign protocol in [18]. As of today, SQISign is the only isogeny based candi-
date at the NIST [38] post-quantum cryptography standardization effort. In
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2023, Dartois, Leroux, Robert and Wesolowski proposed SQISignHD [11], a
variant of SQISign utilising Kani’s Lemma [28] for verification. Both SQISign
(and follow-ups [19,47]) and SQISignHD are, as of today, the two most com-
pact post-quantum signatures, of respective size 177B for SQISign and 109B for
SQISignHD for 128 bits of security.

Kani’s Lemma and high dimensional isogenies (originally used in [8,33,45] to
prove that SIDH [27,17] was insecure by leveraging accessible images of torsion
points) are used in SQISignHD to solve some drawbacks of SQISign as they
can be used to represent isogenies of non-smooth degree, which significantly
simplifies the signature part of SQISignHD, at the cost of a more complex ver-
ification. The emergence of SQISignHD is part of a broader trend in Isogeny
Based Cryptography, consisting in leveraging the new capabilities enabled by
Kani’s Lemma, a trend that birthed many new cryptographic schemes such as
SQISignHD [11], FESTA and QFESTA [3,36], IS-CUBE [35], SCALLOP-HD [9],
DeuringVRF [32], SILBE [21] or POKE [1]. Kani’s lemma has also been recently
used to design a new ideal-to-isogeny algorithm [39] for the SQISign signature
scheme.

As mentioned above, the main input in SQISignHD is the use of high di-
mensional isogenies to represent the response. In SQISign, the secret key is an
isogeny 7 : Fy — E4, where Ey has j—invariant 1728. The commitment is a
curve F; obtained by computing an isogeny ¢ : Fy — FE7 and the challenge is an
isogeny ¢ : E1 — Es. The response is an isogeny o : E4 — Fs (see left-hand side
of Figure 1). The isogeny o is in fact a long smooth isogeny of degree roughly
p'9/4 obtained through a more efficient variant [18,19] of the KLPT algorithm
[29]. The use of the KLPT algorithm and the fact that the degree of the response
isogeny o is roughly p'®/4 implies that one needs to use primes with as much
accessible (defined over a small extension of F,,) smooth torsion as possible. This
is one of the biggest constraints in SQISign that was solved in SQIsignHD.

The attacks [8,33,45] on SIDH/SIKE (and any other isogeny based proto-
col revealing images of smooth order torsion points such as [14,10,24]) led to a
new method for representing isogenies of generic degree [44]. In fact, an eval-
uation of an isogeny on torsion points of large (with respect to the degree of
the isogeny) smooth order is a representation of this isogeny. In SQISignHD,
from the knowledge of the endomorphism rings of the curves at play, the signer
samples a relatively short (but non-smooth) response isogeny o and evaluates it
on torsion points of smooth order. This evaluation is then returned to the veri-
fier as the response. Since this evaluation represents the isogeny, the verifier can
efficiently check that the data received represents an isogeny o : £1 — FEs. Note
that here, the response goes from F; to Es while the challenge goes from E4
to Fs, this change is made for a more convenient implementation. This brings
several relaxations, among which the change of the base prime p to an SIDH
prime: p = 293" f — 1. In SQISign, the most computationally involved part is
transforming the ideal obtained from KLPT into an isogeny, this is done during
the signing process. In SQISignHD, signing is somewhat easier since the KLPT
algorithm is avoided, but the verification is computationally involved. In fact,
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in order to validate that the evaluation returned by the signer represents an
isogeny o : Eq3 — FE5, one needs to compute and evaluate an isogeny in higher
dimension: 2, 4 or 8 in general. The smaller the dimension, the more efficient the
computation and the evaluation are. In SQISignHD, the verification uses dimen-
sion 4 isogenies. There is a huge efficiency gap between dimension 4 isogenies
and dimension 2 isogenies [30,11,12,46]. Hence, in the quest for better efficiency,
it becomes natural to ask the following question:

Can one design a variant of SQISignHD that uses
only dimension 1 and/or dimension 2 isogenies?

Contributions. In this paper, we answer the question above in the affirmative,
by describing SQIPrime, a derivative of SQISignHD. To do so, we first extend
the use of Kani’s Lemma to both key generation and commitment, by adapt-
ing the RandIsogImages algorithm from QFESTA [36]. Next, we modify the
challenge isogeny generation in such a way that the verifier can use non-smooth
degree isogenies, by sampling solely the kernel generator of this isogeny. The
signer /prover can then use the techniques introduced by Leroux [32] to compute
this challenge isogeny and include it in the response. As a consequence, we use
primes of the form p = 2% f —1 = 2Ng+ 1 where q is the degree of the challenge.
These changes induce numerous adaptations and optimizations throughout the
protocol. In order to ease understanding and not apply all the numerous changes
at once, we propose two variants of SQIPrime: SQIPrime4D and SQIPrime2D.

In SQIPrime4D, we incorporate the most basic changes to SQISignHD, with-
out necessarily aiming for a better efficiency. These changes include: the use of
an adaptation (KaniDoublePath, Section 3.1) of the RandIsogImages algo-
rithm from QFESTA [36] for key generation and commitment, and the use of a
non-smooth degree isogeny for commitment. More precisely, let 7 : By — Ej4,
Vv :Ey = E, ¢p: E4 - Es and 0 : Ey — FE, be the secret, commitment,
challenge and response isogenies in SQISignHD. In SQIPrime4D, 7 and v are
generated using the KaniDoublePath algorithm. For the challenge, the ver-
ifier samples a uniformly random scalar a € Z, where ¢ is the degree of the
commitment isogeny. The scalar a defines a point C' = P + [a]@ where (P, Q)
is a specified basis of FE4[g]. The signer/prover uses the techniques in the Deur-
ingVRF [32] to translate C' into its corresponding ideal I, which is in fact the
ideal corresponding to the challenge isogeny ¢ : E4 — Es. From here, they re-
cover the endomorphism ring of Es, solve for a short isogeny o : F5 — E; (note
that this is the dual of the response in the original SQISignHD), and evaluate
k = o o @ on the 2%torsion points (this is illustrated in Figure 2). The evalu-
ation of K = g o ¢ is then returned to the verifier as the response. The verifier
checks that the data they received represents an isogeny k : F4 — Fp of degree
gd whose kernel contains C' = P + [a]@ and, ¢ and d are co-prime. This proves
that k factors through the challenge ¢ : E4 — E3 whose kernel was sampled
by the verifier. The verification is performed using dimension 4 isogenies. In
SQIPrime2D, we implement further adjustments in order to use only dimension
2 isogenies.
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The main obstacle when representing isogenies in dimension 2 is the need
of an auxiliary isogeny. To represent the isogeny x := cop : E4 — FE; of
degree qd returned in SQIPrime4D in dimension 2, we need an auxiliary isogeny
6 : E4 — Ejs of degree 2“ — gd. Hence, the goal of all the changes we will operate
from now on will be to enable an efficient computation of such an auxiliary
isogeny. The main change consists in fixing the degree of the secret isogeny 7 to
q, the same degree as that of the challenge isogeny ¢, and making sure that this
degree is prime. Once this is done, we sample an endomorphism v € End(Fy) of
degree d(2% — dq), and compose it with the secret isogeny 7 : Ey — E 4 to obtain
an isogeny 7oy : Ey — E4 of degree dg(2%* — dg). This isogeny can be seen as
the composition of two isogenies of degree dg and 2% — dq respectively. We then
use Kani’s Lemma to recover the pushforward of the isogeny of degree 2% — dg
in such a way that its domain is F 4, and its codomain is some curve FEs which
is computed at the same time. This pushforward is used as the sought auxiliary
isogeny, allowing us to have a variant SQIPrime2D which only uses dimension 2
isogenies. The SQIPrime2D identification scheme is illustrated in Figure 3.

The key generation in SQIPrime2D requires two dimension 2 isogeny com-
putation and evaluation. The signing process requires two dimension 2 isogeny
computations and evaluations, one for the commitment isogeny and another
for generating the auxiliary isogeny. The verification requires one dimension 2
isogeny computation and evaluation, bringing it up to a total of three dimension
2 isogeny computations and evaluations for the signature and verification. Given
the current efficiency gap between dimension 2 and dimension 4 isogenies, we
expect SQIprime2D to be more efficient compared to SQISignHD. This is to be
confirmed with a more advanced implementation of SQIprime2D, task that we
leave as future work.

In order to prove the security of SQIPrime4D and SQIPrime2D, we assume
that the codomain of an isogeny computed using the KaniDoublePath algo-
rithm is computationally indistinguishable from a random supersingular curve.
Once this assumption is made, we reduce the security of SQIPrime4D and
SQIPrime2D to the Supersingular Endomorphism problem in the RUCGDIO or
RUCODIO+AIO models respectively, models that we introduce and which are
translations of the RUDGIO model (introduced in the context of SQISignHD)
into the context of SQIPrime4D and SQIPrime2D respectively.

Related work. While this work was under finalisation, we became aware of
two other concurrent but independent projects that were trying to answer the
same open question we answer in the paper. The first project is from Nakagawa
and Onuki, named SQISign2D-East [37] and the second one is from Basso, Dar-
tois, De Feo, Leroux, Maino, Pope, Robert and Wesolowski, named SQISign2D-
West [2]. Interestingly, all three papers adopt substantially different approaches
to solve this problem.

— Our mechanism mainly relies on the primality of the challenge isogeny ¢ and
on the fact that it has the same degree as our secret isogeny .
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— The SQISign2D-East [37] mechanism uses Eichler modules [31, Definition
1.2.7] to sample endomorphisms over Ey that can also be interpreted as en-
domorphisms over F 4. The auxiliary isogeny ¢ : F4 — FEy is then generated
using such endomorphisms on Fj4.

— Finally, the SQISign2D-West [2] mechanism merges RandIsogImages with
Clapoti [40] to design a new efficient algorithm to evaluate random ideals.
This algorithm is then used to compute the auxiliary isogeny by sampling
its ideal, composing it with the commitment and challenge ideals, evaluating
the composition. Using the knowledge of the commitment and challenge
isogenies, the auxiliary isogeny is retrieved.

We wholeheartedly recommend the reader to delve into these two papers (after
completing ours, naturally).

Outline. The remainder of this paper is organised as follows. In Section 2, we
give a quick recall on the architecture of both SQISign and SQISignHD, together
with a reminder of the standard algorithms in Isogeny Based Cryptography that
we use to define SQIPrime. In Section 3, we will introduce special tools that
we will need to construct both SQIPrime4D and SQIPrime2D. In Section 4, we
give the detailed construction of SQIPrime4D, together with an analysis of its
security in Section 5. Similarly, we give the detailed specification of SQIPrime2D
in Section 6, with its security analysis in Section 7. Finally, we discuss in Section
8 how to find adequate parameters for both SQIPrime4D and SQIPrime2D and
have a word about their foreseen efficiency.

2 Background

We assume some familiarity with Isogeny Based Cryptography. We provide in
Appendix A a concise overview of isogenies, Deuring correspondence, and Kani’s
Lemma. For a more comprehensive exploration, we recommend referring to De
Feo’s notes [13] and Silverman’s book [48] for a general understanding of elliptic
curves and isogenies. For insights into the Deuring Correspondence, Leroux’s
thesis [31] is an excellent resource, while Robert’s attack on SIDH [45,44] provides
valuable details on Kani’s Lemma.

Throughout this paper, we denote by A the security parameter. Let p be a
prime, IF,, is the finite field of cardinality p. We denote as Ey the curve with j-
invariant 1728 given by 42 = 23+ . If p = 3 mod 4, then it is supersingular and
its endomorphism ring correspond to the maximal order Oy = Z + iZ + ?Z +

hgijZ with i : (z,y) = (—z,v/—1y) and j = 7 the Frobenius endomorphism.

This is an evaluation basis' denoted Op.

! An evaluation basis [11, Definition A.4.1] consists in an isomorphism between the
endomorphism ring and a maximal order such that every element of the basis is
efficiently computable.
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2.1 Standard Algorithms

SQIPrime, even more profoundly than SQISign and SQISignHD, heavily relies
on the different efficient representations [11, Definition 1] of isogenies and more
specifically the kernel, ideal and high dimensional representations. To do so, it
uses the following standard algorithms in Isogeny Based Cryptography:

— KernelTolsogeny: Takes as input F a supersingular curve and K € E[d]
and returns ¢ the isogeny of degree d whose kernel is generated by K together
with E’, its codomain. To do so, it uses Vélu’s Formulas [49] and factorises
¢ as a composition of prime degree isogenies. To be efficient, d needs to be
smooth.”

— CanonicalTorsionBasis: Takes as input F a supersingular curve and N an
integer such that N|(p? — 1) and returns (P, Q) = E[N]. To do so, it simply
samples points at random in E(F,2) or its quadratic twist and multiplies
it by the right cofactor. To ensure that this method is deterministic, the
sampling is performed deterministically using the Elligator algorithm [5].

— KernelToldeal [11, Algorithm 9]: Takes as input O an evaluation basis
of End(F) and K a generator of the kernel of an isogeny ¢ of smooth degree
d and returns I;.

— FullRepresentInteger [31, Algorithm 4]: Takes as input a number N > 4p
and returns v € Oy an endomorphism of Ey of norm N. Note that the
successful termination of this algorithm relies on plausible heuristics. We
refer to [31, Section 3.1] for further details.

— EvalTorsion [11, Algorithm 11]: It takes as input O an evaluation basis of
End(F), p1 : F — E of degree dy, p2 : F — E’ of degree ds, both efficiently
computable isogenies together with their respective ideals I3 and I». It also
takes as input J an (Og,Ogs)-ideal of norm N co-prime to d; and da. It
outputs ¢ (P), with P any point whose order is co-prime to djds.

— RandomEquivalentIdeal [31, Algorithm 6]: It takes as input a (O, Op)-
ideal I and returns J another (Og, Op)-ideal such that n(J) is a “small”
prime, meaning that n(J) ~ ,/p with extremely high probability, as shown
in [31, Lemma 3.2.3 & Lemma 3.2.4].

— HDKernelTolsogeny: This is an high dimensional equivalent to Kernel-
Tolsogeny. Depending on the dimension, it can be based upon theta struc-
tures [43,12,11], or over Kummer surfaces [46].

2.2 SQISign and SQISignHD

The SQISign and SQISignHD signature algorithms are in fact X-protocols that
are transformed into digital signature schemes using the Fiat-Shamir transform
[22], rendering them Universally Unforgeable under Chosen Message Attacks
(UU-CMA) secure in the Random Oracle Model (ROM). The underlying X-
protocols are built upon the Deuring correspondence, hence the acronym SQIS

2 Note that this algorithm, as presented here, is not optimal. Among the important
improvements on those computations, see [17] and [4].
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for Short Quaternion Identification Scheme. The security of both protocols relies
on the hardness of the one endomorphism problem (Problem 1). The one endo-
morphism problem was recently [41] shown to be equivalent to the endomorphism
ring problem (Problem 2), a central problem in isogeny based cryptography,
which is believed to be hard for both classical and quantum adversaries.

Problem 1. Let E be a random supersingular curve defined over [, find a
nontrivial (not in Z) endomorphism of E.

Problem 2. Let E be a random supersingular curve defined over Fp2, compute
the endomorphism ring End(E) of E.

The main idea behind SQISign and SQISignHD is to prove the knowledge of
the endomorphism ring End(FE4) of E4, a supersingular curve. In SQISign, the
fact that the prover knows End(F ) enables them to find a connecting isogeny
between F 4 and any other curve Fs, provided that they also know End(Es). The
idea is then to let Fs be chosen as the challenge by the verifier, by computing
a random isogeny ¢ : Eq — FEs where F; was generated by the prover (who
hence knows its endomorphism ring End(E;)). Using ¢, the prover can retrieve
End(FE>) and respond with an isogeny o : E4 — Es that can be easily verified.
This is illustrated in Figure 1. The high level picture in SQISignHD is similar
with a minor exception that the domain of ¢ and o are interchanged for efficiency
reasons. The main difference between SQISign and SQISignHD consists in how
the response isogeny o is computed and represented. The first returns a very
long smooth isogeny through a sequence of kernels, while the second uses high
dimension isogenies to represent a relatively short but non-smooth isogeny.

Eg -------2omm- > Fn Ey -——----mmmm - > By
} /I \\
| 1 \
7| ? T o
g Y
Bx 5 E Ea—— B

Fig. 1. Diagrams of SQISign (left) and SQISignHD (right). The prover is in blue and
the verifier is in red. Dashed isogenies are secrets.

SQISign: To construct o the connecting isogeny, SQISign uses a variant of
the KLPT [29] named the SigningKLPT [18, Algorithm 5]. The ideal I, it
retrieves is smooth, as its norm is a large power of 2 of size O(p'®/*). To be
efficiently computed, o is represented as a composition of isogenies with rational
kernel generator. Transcribing I, to these kernels is done using IdealToIsogeny
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[19, Algo. 7]. This IdealToIsogeny step requires a lot of smooth torsion, reason
why the prime p is such that 2T[p? — 1 with T' ~ p°/* and T smooth. Finding
such primes is difficult and T often has prime factors in the order of 103. Those
big factors significantly slow down the signing procedure, as several T' isogenies
have to be computed throughout IdealTolsogeny. On the other hand, the
verification of SQISign is very efficient, as it essentially consists in computing a
sequence of isogenies of degree 2¢ from their kernels.

SQISignHD: On the other hand, SQISignHD uses the RandomEquivalen-
tIdeal to compute o. The response isogeny is therefore short O(,/p) but not
smooth. It is given to the verifier using high dimension representation [44]. This
shift to high dimension isogenies considerably speeds up the signature part of
SQISignHD but shifts most of the expensive computation to the verification
that has to use Kani’s Lemma in dimension 4. To be efficient, SQISignHD uses
“SIDH-like" prime, that are easy to find. We refer to [11] for further details.

3 Introduced Techniques

Before jumping into SQIPrime, we detail two new techniques that we will use
to construct our variant of SQISignHD.

1. The first tool is called KaniDoublePath, a variant of DoublePath [11,
Section 3.3] that uses Kani’s Lemma to sample two (possibly non-smooth)
isogenies between Fy and E 4 of co-prime degrees. This algorithm is a mod-
ification of the RandIsogImages [36, Algorithm 2], as it additionally com-
putes the corresponding ideals of these isogenies. We also describe a variant
ExtKaniDoublePath that relies on endomorphisms of greater norm.

2. The second is a method to compute, given K a generator of the kernel of
an isogeny, the corresponding ideal even when the degree of this isogeny
is non-smooth. This method is an adaptation of the work of Leroux on
DeuringVRF [32] and allows us to use large non-smooth degree isogenies as
challenge isogeny in SQIPrime.

3.1 KaniDoublePath

The main idea behind KaniDoublePath is, similarly to the DoublePath al-
gorithm, to construct two isogenies of co-prime degree between E;y and another
supersingular curve E. The main interest of KaniDoublePath lies in the fact
that those isogenies are not necessary smooth.

To perform the KaniDoublePath, we first use FullRepresentInteger to
find an endomorphism v € End(Ep) with deg(vy) = ¢(N — ¢) with ¢, N co-prime
and N smooth. We can decompose v as v = por with deg T = £ and deg p = N—/.
Using Kani’s Lemma, we compute the dimension 2 isogeny ' : Egx Ey — Ex E’
given by the following diagram and kernel:
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E—T L F

p o Tep

-

Ey —— E'
psT

ker(F) = {([—é](P),y(P))’ P e B, [N]} with F := (?Zp p_*’;)

We can therefore efficiently evaluate both 7 and p at any points of Ey by
writing 7(—) = F(—,0); and p(—) = —F(0, —)1. Additionally, we also retrieve
I; and I, the ideal corresponding to 7 and p as I, = Opy+ Opf and I, =
OO0 + Og(N — £). The full process is summarized in Algorithm 1.

One may ask if a curve generated using KaniDoublePath has the same
distribution as a curve generated by sampling a random cyclic kernel of size ¢
and computing the corresponding isogeny. In practice, if the degree N — ¢ of the
byproduct isogeny p is not way larger than p, it may happen that for some curve
FE which is f-isogenous to Fy, there exists no isogeny of degree N — { between
FEy and FE, meaning that F will never be returned by KaniDoublePath. We
describe ExtKaniDoublePath, a variation of KaniDoublePath in which the
degree of the byproduct isogeny p is larger, hence increasing the chances that
there exists such an isogeny between Fy and any curve which is ¢-isogenous to
FEy, hence reducing the gap between the two distributions.

Algorithm 1 KaniDoublePath
Input: O¢ the evaluation basis of End(Ep) with (P, Q) a basis of Eg[N] and ¢ such
that ged(¢, N) = 1 and (N — £) > p with N smooth.
Output: 7,p : Ey — E isogenies of respective degree £ and N — ¢, together with I,
and I; their ideals.
1: v + FullRepresentInteger (O, {(N — {))
B« {([-0P~(P)), ((-0Q,7(Q)) }
F < HDKernelTolIsogeny(E3, B)
I < Oy + Oo!
I;(* Oy + Oo(N — f)
return 7, p, IT,I? >7(=) = F(—,0); and p(—) = —F(0,—):

The concept behind ExtKaniDoublePath closely resembles that of
KaniDoublePath, albeit with a slight variation. Instead of operating with
v € End(Ep) of norm ¢(N — ¢), ExtKaniDoublePath involves working with
v € End(Ey) of norm {(N’ — ¢)(N — (N’ — (), where N and N’ are smooth.
Consequently, we have deg(p) = (N’ — £)(N — ¢(N’ — {)). Both 7 and p are
computed by applying Kani’s Lemma twice:
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1. Initially, we decompose 7 into v = pjopao7 where p; has degree N—£(N'—/)
and p2 o 7 has degree ¢(N’ — £), and we assess py o 7 over Eo[N'].

2. Subsequently, we further break down ps o 7 of degree £(N’ — £) into 7 and
p3 of degree £ and N’ — £ respectively, allowing for the computation of p as
a composition of p3 and p3.

You may find below the commutative diagram of the Ext KaniDoublePath.
The first use of Kani’s Lemma is in blue and the second is in red.

By

[p1]«p207

Eq

P1

Algorithm 2 ExtKaniDoublePath

Input: 9 an evaluation basis of End(Ey) with (P, Q) a basis of Eo[N], (P, Q’) a basis
of Eo[N'] and £ such that ged(¢, N) = ged(¢, N') = 1 and &(N' — £)(N —¢(N' —£)) >
with N, N’ smooth.

Output: 7,p : Ey — E isogenies of respective degree ¢ and (N’ — £)(N — £(N' — £)),
together with I, and IA their ideals.

1: oy + FullRepresentInteger(Dm UN"—0)(N — (N —0))

2: B1  {([=4(N" = O1P~A(P)), ([-4(N" = 0]Q.+(Q)) }

3: F1 < HDKernelToIsogeny(FEg, B1) > 7op2(—)=Fi(—,0)1
4: Find F; the codomain of (ﬁ\l)

5: Bg<—{(N’—€P'Top2 ) ([N'—Z]Q'm'opg(Q'))}

6: F» «+ HDKernelTolsogeny(Ey x E1,B2)

7 I +— Oo’y + Ogl

8: I;<— Oy + Oo(N' = &)(N —¢(N' = 1))

9: return 7, p, IT,I; > 7(—=) = —F2(—,0)1 and p(—) = F>(0,—)1 0 —F1(0, —)1

Remark 1. In KaniDoublePath and ExtKaniDoublePath, and in other al-
gorithms throughout this paper, we return isogenies and their ideal representa-
tions. In practice, during implementation, instead of returning an isogeny, one
usually returns its evaluation on some relevant torsion point basis. These torsion
point images are used later on to evaluate the isogeny on points lying in the same
torsion group.
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We will rely on the following assumptions when discussing the security of
SQIPrime.

Assumption 1. The distribution of E the codomain of T and p, returned
by KaniDoublePath (N,P,Q,() with { a random prime smaller than \/p is
computationally indistinguishable from the distribution of E sampled randomly
among all supersingular curves.

Assumption 2. The distribution of an isogeny T : Ey — E returned by Ezx-
tKaniDoublePath (N, P,Q,N',P',Q’, () with { < \/p a random prime is com-
putationally indistinguishable from the distribution of 7 : Eg — E sampled ran-
domly among isogenies of degree £ and of domain Ey.

3.2 KernelToldeal for generic degree isogenies

Looking at the details of KernelToldeal [11, Algorithm 9], we see that it makes
extensive use of discrete logarithms over E[d], with d being the degree of the
isogeny for which the representing ideal is being computed. To be efficient via
standard methods (i.e. Pohlig-Hellman), this method requires d being smooth.
We therefore need another method for isogenies of generic degree. The idea
proposed by Leroux in [32] is to use the knowledge of the endomorphism ring of
E to construct a precomputed basis of E[d].

Definition 1. Let E be any supersingular curve. The tuple (P,Q,t,Ip) is a
precomputed basis of E[d] if the following conditions are satisfied:

— P,Q € E form a basis of E[d).
— € End(E) and (P) = Q.
— Ip is the ideal corresponding to the isogeny of kernel (P).

Knowledge of an evaluation basis O g of End(F) enables us to construct a pre-
computed basis using the FindPrecomputedBasis algorithm® (Algorithm 3),
proposed in [32]. In our case, we apply it to the curve Fy, where we can use
the (heuristic) FullRepresentInteger algorithm to efficiently sample endomor-
phisms in Oy with the desired norm dN where N is co-prime to d and p < dN.

Using a precomputed basis, we can compute ideals from a kernel generator
K € E[d] by applying the following lemma.

Lemma 1. Let (P,Q,t,Ip) be a precomputed basis of E[d] and let K = [a]P +
[b]Q be a point in E[d]. Then the representing ideal of the isogeny ¢ : E —
E/(K) is given by Ik = [a+ be(1)]Ip where € : O <> End(E).

Proof. This comes from the fact that (K) = ([a]P + [0]Q) = {[a]P + [b]c(P)) =
[@ + bi](P), meaning that ¢ = [a + be()]«¢pp. We then get the desired result
through the Deuring correspondence. a

3 In the same algorithm Asiacrypt 2024 version of this paper, d is taken to be prime.
Hence this version is more general.
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Algorithm 3 FindPrecomputedBasis

Input: O = ({bi}?zl, e) an evaluation basis of End(E) with d an integer.
Output: (P,Q,t,Ip) a precomputed basis of E[d].
1: Sample a € Og such that ged (n(a), d*) =d
Sample a random R € E[d]
if ¢ '(a)(R) =0 then
P+ R, Ip+ Opga+Ofgd
else if ¢ '(a)(R) has order d then
P+ ¢ a)(R), Ip+ Opa+ Ogrd
else go to step 2
Sample v € O such that ged(n(vy),d) =1
if P and ¢ ' (y)(P) are linearly dependent, then go to step 8
: return P, e 1(7)(P),e *(v),Ip

[y

We can thus compute the ideals corresponding to a kernel of generic order.
Nevertheless, the method that we presented here requires knowing O . Most of
the time, the curve F is obtained by computing an isogeny ¢ : Ey — E. With
the knowledge of Oy and ¢ : Eg — E, one can recover O, and hence determine
a precomputed basis of E[d] using the FindPrecomputedBasis algorithm.
Even though this is already efficient, in Corollary 1, we describe a faster and
more convenient method to translate a kernel generator K € El[d] into an ideal
knowing a precomputed basis of Fy[d], ¢ : Eg — E of degree co-prime to d and
its corresponding ideal Iy.

Corollary 1. Let (P,Q,t,Ip) be a precomputed basis of Eg[d] and let ¢ : Ey —
E be an isogeny of degree q with corresponding ideal I, such that d and q are
co-prime. Let S, T € E be the respective images of P and Q by ¢ and let K =
[a]S + [T be a point in E[d]. Then Ix = [(a+ be(r))Iy] Ip.

Proof. Similarly to Lemma 1, we have that

(K) = [q)(K) = 00 ([a]S + [B]T) = ¢([a]@(S) + [BS(T)) = &([aq]P + [bg]Q)
= ¢([a]P + [B]Q) = ¢([a]P + [B](P)) = ¢ o [a + bi)(P),

ie. ¢ox =[po(a+b)].¢dp and thus Ix = [(a + be(r))Ip]Ip. O

It’s worth noting that [32] proposes using ¢ to directly generate a precom-
puted basis over E. Specifically, if (P, Q,, [p) represents a precomputed basis
over Fy[d], then (¢(P), [deg(9)]o(Q), 6, [I¢]*Ip) constitutes a precomputed basis
of Eld] with § = ¢oro Zs The significant advantage of Corollary 1 lies in its
exclusive use of endomorphisms over Ej rather than over E. This characteristic
aligns more closely with our requirements in SQIPrime, making it better suited
for our purposes.
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4 SQIPrime4D: SQIPrime in dimension 4

As previously stated in the introduction, SQIPrime4D further expands the use of
Kani’s Lemma to both KeyGen and Commit. Moreover, the challenge isogeny has
non-smooth degree. Only the kernel of the challenge isogeny is sampled by the
verifier. The challenge isogeny ¢ : E4 — FEs is computed by the prover, who then
appends the usual response isogeny o : Fo — Fj toittoget kK :=cgop: EFx — Fj.
The high dimensional representation of k is returned to the verifier. Figure 2
illustrates the architecture of SQIPrime4D.

Fig. 2. Diagram of SQIPrime4D, prover in blue and verifier in red. Dashed isogenies
are not shared.

The public parameters of SQIPrime4D are defined as:

— p a prime number of the form p = 2% f —1 ~ 22 and such that p = 2N¢+1,
with ¢ ~ 2*. We discuss in Section 8 how to efficiently compute such primes.

— Py, Qo a basis of Ey[27].

— (P,Q,t, I}n)p) which is almost a precomputed basis over Eg[Ngq]. (It is if we
use Ip instead of I;x)p but this ideal is more adapted to SQIPrime4D.)

— [ an integer of the form 8 = 2\ 4 clog(\) with ¢ a small constant. (See
Section 4.2 for more details.)

They are constructed using the Setup algorithm described in Algorithm 4.
At a high level, the subroutines of SQIPrime4D are as follows.

— KeyGen: Compute 7 : Ey — E4 together with its corresponding ideal I,
using KaniDoublePath. Additionally, compute a matrix M and use it to
mask the image through 7 of a precomputed basis of degree ¢V, with ¢ ~ 2*.
The curve E4 and the masked basis form the public key, while 7, I- and the
matrix M form the secret key.

— Commit: The prover computes an isogeny ¢ : Ey — F; with KaniDou-
blePath together with its ideal I,, and shares E;.

— Challenge: The verifier samples a random scalar a € Z, and returns it to the
prover. This scalar defines a point C, = P + [a]@ where P,( is a specified
basis of E[q].
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Algorithm 4 SQIPrime4D.Setup

Input: 17

Output: pp = (p7 a,q, N, (Po,Qo), (P, Q, ¢, Iinp), 5)
1: Take p a prime of the form p = 2%f — 1 ~ 22* such that p — 1 = 2N¢q with ¢ ~ 2*

prime and N co-prime to g

Py, Qo < CanonicalTorsionBasis(Ey, 2%)
(P,Q,t,Ip) + FindprecomputedBasis(Do, gN)

Compute Ijyjp = Ip + Oog

B+ [2X + clog,(M)]

pp < (p7 (P07 QO), (P7 Q7 2 I[N]P)aﬂ)

return pp

— Response: Using the precomputed basis over Ey and its knowledge of I,
the prover retrieves I, the ideal corresponding to the challenge isogeny
¢ : Eq4 — E5 whose kernel is given by ker(¢) = (C,). Using RandomE-
quivalentIdeal, they compute a short (Oa, O1)-ideal I, corresponding to an
isogeny o : E5 — FE1, and construct kK = ooy, evaluate it using EvalTorsion
and send this evaluation of x as the response to the verifier.

— Verify: The verifier receives k and checks using Kani’s Lemma that it is valid
by verifying that it is an isogeny from E4 to E; and that x(C,) = 0.

4.1 Key Generation and Commitment

Both key generation and commitment consist essentially in using KaniDou-
blePath. We take a random prime £ smaller than ,/p and use the KaniDou-
blePath with an endomorphism of norm £(2* — ¢) to retrieve 7 in the case of
SQIPrime.KeyGen (Algorithm 5) and ¢ in SQIPrime.Commit. (Algorithm
6). The only significant differences between the key and commitment generation
is that during the key generation, we additionally compute a masked basis of
E4[Nq]. To do so, we compute the image of (P,Q) through the isogeny T and
use a random matrix M € GL2(Ng) to mask the torsion points. Note that this
masking makes of R, S a random basis of E4[N¢].

Algorithm 5 SQIPrime4D.KeyGen

Input: pp = (p7 @, q, N7 (P07 Q0)7 (P7 Q7 2 I[N]P), B) .

Output: sk = (7’, IT,M), pk = (EA, (R, S)).

: Sample £4 # 2 a random prime smaller than /p such that £4 co-prime with ¢
7, %, I, * + KaniDoublePath (2%, Py, Qo,4)

Compute E4 = Im(7)

Sample a random matrix M € GL2(Nq)

(5) « M)

return (7, I;,M), (EA, (R, S))
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Algorithm 6 SQIPrime4D.Commit

Input: pp = (p,a,q,N, (Po, Qo), (P,Q, L,I[N]p),ﬁ).

Output: sec = (¢,I¢), com = Fj.

1: Take £1 # 2 a random prime smaller than /p such that £; co-prime with ¢
2: ¢, %, Iy, * <+ KaniDoublePath(2%, Py, Qo, ¢1)

3: Compute Ey = Im(z))

4: return (1/’711&): (El)

4.2 Challenge and Response

Challenge As touched on earlier, our challenge is significantly different from the
challenge of SQISign and SQISignHD, as the evaluation of the challenge isogeny
has been moved from the verifier to the prover. This adjustment is necessary
since the verifier lacks an efficient means to evaluate this isogeny, as it only has
access to the kernel representation of ¢, whose degree is not smooth. The prover
uses the ideal representation to construct a high dimension representation of ¢
that is then sent to the verifier together with the high dimension representation
of the answer isogeny ¢. Thus, instead of providing an isogeny of smooth degree,
the challenger simply sends a challenge point C, € E4[g|]. This point is given as
a € Zg such that C, = [N](R+ [a]S) where R, S is the basis of E4[Ng] included
in the public key. This point is the generator of the kernel of ¢ : E4 — E/{(C,) =
E5. We have ¢ ~ 2* possible challenge isogenies.

Response In line with SQISignHD, our objective is to compute an isogeny o :
FE>; — E;. However, the verifier lacks knowledge of F5. An initial idea might be
to provide the verifier with an HD representation of ¢, allowing him to check that
the kernels match. However, this approach requires knowledge of a map between
Eq and F3 (or E4 and Ey), which is challenging to construct. Instead of sending
o and ¢ separately, the idea is to send kK = oo and use Kani’s Lemma over « to
prove that x factors through ¢, utilising the fact that ker(k) N E4[q] = ker(p).

First, one adapts Corollary 1 to compute Ic, = I,. Upon receiving the
challenge Chal = a, the prover finds b,c € Z, such that C, = [N]([b]7(P) +

[]7(Q)). These scalars are given by (g) =M (}).One then recovers I, as
T, = [(b-+ cclO) L] T

One then computes the (O, 0;)-ideal I¢,I-1, and finds an equivalent short
(O3, 01)-ideal J using RandomEquivalentIdeal. The ideal J corresponds to
an isogeny o : Fy — Ej of degree d as shown in Figure 2, with d such that
26 — qd can be written as the sum of two squares. One sufficient condition
is to ask for 2 — ¢d = 1 mod 4 and to be prime. Following the discussion

4 We could use the KLPT algorithm followed by the IdealToKernel algorithm,
but avoiding this algorithm was a primary motivation behind the development of
SQISignHD.
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in [11, Section 4.2] and by using the sampling method proposed in [11, Sec-
tion E.2], we expect to find a valid J after sampling O(\) times. Moreover,
we require that d is co-prime to ¢. This is to prevent backtracking when com-
posing ¢ and ¢. Since ¢ has very few prime factors in our case, then a few
supplementary samples will allow to ensure that d and ¢ are co-prime. For
the suggested parameters (Section 8), the worst case is when A = 192 where
q = 3-7-4803463386334137403 - 116682096886878909945888202135243873061
and that the probability that a random number shares a prime factor with ¢ is
at most 0.47. Note that g can be as large as 2a = 2log p, which means there is
more than enough room to sample J with the requirements above. In practice,
B =2\ + clog()\) < 23" where c is a small constant is sufficient.

The final response is composed of the evaluation of the isogeny x = o o ¢
on E4[2%] and on the point Cy = [a]R — S, together with the degree d of o. To
do so, one generates a basis of E4[2%] using CanonicalTorsionBasis, one uses
EvalTorsion to evaluate x on the generated basis and Co. The point x(C3) is
used to ensure the soundness of our verification. It is important to note that Cs
satisfies (Cq, [N]C2) = Ealq].

Algorithm 7 SQIPrime4D.Response

Input: pp = (p7 «, q, N7 (P07 Q0)> (P7 Q, Ly I[N]P)7ﬂ)7 Sk - (T7 IT, M)» pk = (EA7 (R7 S))»
sec = (¢, Iy),com = Ey, chal = a.
Output: res = (T,U, V,d) with T,U € E1[2%], V € E1[Nq] and d the degree of o.

L () «MT()

2: Ica — [(b =+ CL)]‘,—}*I[N]p

3: J <~ RandomEquivalentIdeal(I¢c, I, 1) d < n(J)

4: if ged(d,q) # 1 or 2° —dg # 1 mod 4 or 2° — dq is composite, go back to Step 3
5: X,Y <+ CanonicalTorsionBasis(E4,2%)

6: CQ < [G]R - S

7 T,U,V + EvalTorsion(Do,T7 I, Iy, Ic, J,qd, {X,Y, C2}

8: return res = (T, U, V,d) >T =k(X),U=r(Y),V =r(Cs)

4.3 Verification

Upon receiving T, U, V, d, we want to verify that the following statement holds:
the torsion points we received define a high dimensional representation of an
isogeny Kk : Eax — Ei of degree dq such that d and q are co-prime and the
isogeny K factors through ¢, meaning that ker(k)[g] = (Cy).

To perform this verification efficiently, we use Kani’s Lemma to construct the
isogeny F : E? x B4 — E% x E? given by the following diagram and matrices:
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B% — = p?

7% 0 —a1 —az

n n F L 2 777 _ 0 /I% ag —aq
T \n X)) lag—ay & 0
E,24 Py E12 ay a1 0 kK
where 7 := (Zl _aa2> such that deg(n) = a? + a3; ¥ := diag(k, x). If the pa-
2 a1

rameters allow us to always have enough torsion, that is we always have dg < 2
or equivalently 5 = «, then F' can be computed on one go and its kernel is
given by ker(F) = {(X(P), —n(P))| P € E%[2°]}. If the parameters do not al-
low this, then we split the isogeny F : Ef x E% — E? x E? into two isogenies F} :
E}xE% — Aand Fy : A — E% x E} where A is an abelian surface, F = Fyo F}
with deg(F;) = 2% (81482 = B), ker(F1) = {(Z(P),—n(P))| P € F4[2%]} and
ker(Fy) = {(2(P), ii(P))| P € E%[2%]}, similarily to SQISignHD®. We then use
the following property: let X € E4 be a point of odd order, then

0 [—a1]X 0 [—a1]X

0 as] X 0 — as| X
Fly|= [ ﬂ — [2%]Fy x| =F [ é

0 0 0 0

We use this equivalence on the points C, and Cs of respective order ¢ and Ngq.

Proposition 1. Let pp, pk,com,chal be a valid public key, commitment, and
challenge of SQIPrime4D and let P,Q be the canonical basis of Ea[2%]. Let
Res be a potential response. SQIPrime4D. Verify(pp, pk,com,chal,Res) = 1

implies that Res = (T, U,V ,d) is such that:

- (P,Q,T, Ul is a high dimension representation of an isogeny r : Ex — FEj

of degree qd.
= ker(r) N Ealq] = (Ca).

Proof. Our proof takes inspiration from [11, Section E.5]. In fact if we assume

that SQIPrime.Verify(pp, pk, pub, chal,Res) = 1, then T',U,V are in Ej, n
and F5, are well-defined and have the same codomain, and the following holds:

[272]F1 (0,0, Ca,0) = Fs([—a1]C4, [a2]C2,0,0) = F(0,0,Cq,0) = ([—a1]C4, [a2]C2,0,0)

[2°2]F (0,0, C2,0) = Flg([—al]Ca, [a2]C2,V,0) = F(0,0,C3,0) = ([—a1]Ca, [a2]C2, V,0).

From the isogeny F, using ¢; and p; the standard injecti(lls/ restrictions of
product spaces, we can construct 16 elliptic curve isogenies F; ; = p; o ' o ¢

5 A slight change in the prime used in SQISignHD was suggested in [23] in order to
avoid splitting the high dimensional isogeny, in the hope for a better efficiency, but
we are not aware of any implementation of this variant.
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Algorithm 8 SQIPrime4D.Verify

Input: pp = (p, (Po, Qo), (P, Q, L,I[N]p),ﬁ), pk = (Fa, R,S),com = Eq,chal = a,res =
(T,U,V,d).

Output: 0 or 1.

if one of the points T, U,V is not in E;1 or ged(d, q) # 1, return 0

ﬁl — LgJ,ﬁz — ’—g], k1« 204—,817 ko <+ 2a7ﬁ2

(a1,as) < Cornacchia(2” — qd)

Compute 1 and 7

Compute {P; }ogica a basis of E5[2%) > Using CanonicalTorsionBasis
B: + {([lcl]E(Pi), [—kl}n(Pi)) }ogi@ > X(P;) computed using T,U
B2 ¢ { (k2] (P), [k2)I(P)) } o,

Fi + HDKernelTolsogeny(B1)

E < HDKernelTolsogeny(B2)

: if codomain(F}) # codomain(/l*:‘;) do return 0 > Do as [11, Section F.3]
: Cq < [N](R+ [a]S), C2 < ([a]R - S)

;b [272]F1(0,0,Ca,0) = Fy([—a1]Ca, [a2]Ca, 0,0)

: by [2°2]F1(0,0, C2,0) = Fa([~a1]Cs, [a2]Ch, V, 0)

: return b1 A bo

—_ =
—_ o ©

—_
N

—_ =
)

with 1 <4, < 4 such that forall j =1,---,4:

4
S deg(Fi) = deg(F) = 2°
=1

We focus on the case when j = 3. We want to demonstrate that for i = 1,2,
and 4, F; 3 = [b;], with b; being —as, a2, and 0, respectively. To achieve this, we
utilize the Cauchy interpolation theorem. By applying the triangular inequality,
we have:

for i = 1,2,4, deg(Fiz — [bi]) <420 m 222 FclosN+2 937

We know that F'; 3 = [b;] for all points generated by (C,, Cs), i.e., for N¢? ~ 23*
points. Thus, F1 3 = [a1], Fa3 = [—az], and Fy43 = 0. Since F(0,0,C,,0) =
([~a1]Ca, [a2]C2,0,0), we deduce that F3 3 is an isogeny of degree qd between
E, and E; such that F3 3(C,) = 0. Since d and g are co-prime, then ker(F3 3) N
Ealg] = (Ca). 0

5 Security analysis of SQIPrime4D

We now prove that the SQIPrime4D identification protocol described in the
Section 4 is a X-protocol. To do so, we have to show that SQIPrime4D has
special soundness and is Honest Verifier Zero Knowledge (HVZK). Once both
are proven, applying the Fiat-Shamir transform [22] over SQIPrime4D will result
in a digital signature scheme that is UU-CMA in the ROM. The extractor is
constructed as follows.
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PI‘OpOSitiOl’l 2. Let (El, chall, Tl, []17 ‘/1, dl) and (El, Cha|27 TQ, Ug, Vg, dg) be 2
transcripts with identical commitment Fy and chaly # chaly. There exists an ez-
tractor £ that, given both transcripts, can efficiently solve the one endomorphism
problem (Problem 1) over Eg4, i.e. find 04 € End(E4) a non-trivial endomor-
phism.

Proof. Our proof is very similar to [11, Proposition 17]. We can use T1,U; to
compute a high dimension representation of k1 = o1 0 1 and 15, Us to compute
a high dimension representation of k3 = g5 o . Then, 04 = 0k € End(E4)
is non-scalar. In fact, let us assume for a moment that 64 is a scalar. Since
ker(k1) N Ealq] = (Cepaly) is cyclic, ker(kz) N Ealq] = (Cepal,) is cyclic, di and
dy are co-prime to ¢, then ker(x1) N E4[g] = ker(k2) N E4[q], which implies that
(Cchaly) = (Cchal,)- Hence chaly = chaly, which is a contradiction. m|

The extractor ensures us that SQIPrime4D has special soundness. Similarly
to [11, Section 5.2], we construct the simulator under the assumption that we
have access to the following oracle.

Definition 2. The Random Uniformly Constrained Good Degree Isogeny Ora-
cle (RUCGDIO) is an oracle that takes as input a supersingular curve E together
with P € E[q] and that returns an efficient representation of k : E — E’ of degree
qd with d co-prime with q¢ and such that:

— E' is uniformly distributed over all supersingular curves.

— k 15 uniformly distributed among all isogenies between E and E' such that
P € ker(k) and such that 2° — qd is a prime congruent to 1 modulo 4 with
d co-prime to q.

Proposition 3. Given pp, pk and chal, there exists a simulator S with access
to a RUCGDIO that simulates transcripts with a distribution that is computa-
tionally indistinguishable from the distribution of transcripts of SQIPrime4D,
conditioned to chal.

Proof. Given a € Z,, we compute C, = [N](R + [a]5). Calling RUCGDIO
over F4 and C,, we retrieve an efficient representation of x : £, — E; and
use this representation to compute the points A = k(X),B = k(Y), and Z =
K([b]R — [a]S) with XY the canonical basis over E4[2%].
We then simply return the following transcript (E1,a, A, B, Z, deg(k)/q).
This transcript is computationally indistinguishable from a genuine tran-
script, as:

— Following Assumption 1, we have that a genuine 4 or one given by RUDGIO
are computationally indistinguishable.
— Following [31, Lemma 3.2.4], a genuine x or one given by RUDGIO are
computationally indistinguishable, and so does A, B, Z, deg(k)/q.
O

We now make the following assumption.
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Assumption 3. The one endomorphism problem (Problem 1) remains hard
even when given access to RUCGDIO.

Indeed, by definition, RUCGDIO, when given an input P, generates a random
isogeny that factors ¢p and that is of good degree. If P is of smooth order,
then RUCGDIO is in fact equivalent to the RUGDIO oracle [11, Definition
5.2.1]. Thus, the arguments of [11, Section 5.3] also applies to RUCGDIO. It is
therefore reasonable to assume that RUCGDIO does not help to break the one
endomorphism problem.

6 SQIPrime2D: SQIPrime in dimension 2

In this section, we describe a version of SQIPrime which uses only dimension 2
isogenies. As touched on earlier, moving from dimension 4 isogenies to dimension
2 isogenies allows to obtain a more efficient scheme. This time, SQIPrime2D is
expected to be more efficient compared to SQISignHD.

6.1 High level description

Recall the diagram for SQIPrime4D in Figure 2. In order to represent x =
o o ¢ using Kani’s Lemma in dimension 2, we need to compute and evaluate an
auxiliary isogeny 0 : F4 — FEs of degree 2% — dq. Since the prover knows the
endomorphism ring of F 4, they could in fact compute such an isogeny by using
the KLPT algorithm, but this is not an admissible way as we want to avoid
using the costly KLPT algorithm.

Instead, we will use Kani’s Lemma, KaniDoublePath and ExtKaniDou-
blePath, together with several other techniques to generate the auxiliary isogeny
of degree 2% — dq. To achieve this goal, we will operate the following change to
SQIPrime4D:

the secret isogeny T will now be of fixred® degree q, which is also the degree of
the challenge isogeny .

With that change in mind, we now sketch how one generates an auxiliary
isogeny ¢ : E4 — Ej of degree 2% — dq. Firstly, one samples an endomorphism
~ € End(E)p) of degree d(2* — dg), and one evaluates it on the 2%-torsion. Next,
one evaluates 704 on the 2% torsion basis { Py, Qo } of Ey. Write v = 490v; where
1 and 7y, have degree d and 2% — dq respectively, and let E{ be the codomain of
~1. Let § : E4 — Ejs be the pushforward of v, through 7o 47. Then Ey, Ej), Ex
and Ej are the vertices of an SIDH square where the degrees are dq and 2% — dgq.
One can hence apply Kani’s Lemma to compute the isogeny § : E4 — Ejs and
evaluate it on the 2%-torsion points. This is illustrated in Figure 3.

For SQIPrime2D, the public parameters are defined as follows:

5 This already implies that the key recovery problem in SQIPrime4D and SQIPrime2D
are different, since the degree of the secret isogeny in SQIPrime4D is random and is
not public.
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Fig. 3. Diagram of SQIPrime2D, prover in blue and verifier in red. Dashed isogenies
are not shared.

— The base prime p is of the form p = 2°f — 1 = 2Ng + 1 ~ 22}, with ¢ ~ 2*
prime, such that: a > f% +logy(q)] + 1.

— Py, Qo is a basis of Eyp[2°].

— (P,Q,,Ip) is a precomputed basis of Fylg].

The computation of the commitment isogeny in SQIPrime2D is identical to
that of the secret isogeny in SQIPrime4D, but the key generation, the response
and the verification algorithms are modified.

6.2 SQIPrime2D Key Generation algorithm

For the computation of the secret isogeny 7, whose degree is ¢ and is public,
we use ExtKaniDoublePath. In SQIPrime2D, the points R and S are no
longer the masked images of P and @ by 7 (as in SQIPrime4D). Instead, they
are the masked images by p of the points P and @Q, where p is the second
isogeny computed using ExtKaniDoublePath. This change is necessary since
deg(7) = ¢, which is also the order of the points P and @. We thus have that
(1;) = Mﬁ(g) This time, one also includes I~in the secret key since it is needed
when translating the kernel of the non-smooth challenge isogeny into an ideal.

Remark 2. With respect to the current state of the art [8,33,45,15] when it comes
to the supersingular isogeny problem with torsion point information, there is no
known algorithm that exploits the images of torsion points of non-smooth order
to weaken the supersingular isogeny problem. All known attacks require the
torsion point images to have smooth order. This means that the masking matrix
M is not really necessary since g is prime. We nevertheless keep it in order to
avoid having to explicitly assume that revealing the non-smooth order torsion
point images in clear does not affect the security of the protocol.

6.3 SQIPrime2D Response algorithm

Upon receiving Chal = a € Z, from the verifier, the prover computes C, =
R+ [a]S = [b]p(P) + []p(Q). The prover then calculates I, defined as Io, =
[(b+ CE(L))I;)\] p.
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Algorithm 9 SQIPrime2D.KeyGen

Input: pp = (p,a, ¢, N, (Po, Qo), (P, Q, 1, Ip)).
Output: sk = (T,E,L—,I;), pk = (Ea, (R, 9)).
7,0, Ir, [; + ExtKaniDoublePath(2%, Py, Qo, q)
Compute E4 = Im(7)
Sample a random matrix M € GL2(q)

R ~(P

(5) < Mp()
return (7, p, IT,I/p\7 M), (EA, (R, S))

Next, the prover computes the (Oz, O1)-ideal I¢, I-I, and locates another
small (Og, O1)-ideal J using the RandomEquivalentIdeal algorithm. Follow-
ing [11, Lemma 12], we are assured of the existence of such an ideal with a
norm smaller than /p. Additionally, we require that n(.J) is odd. Notably, this
condition is considerably less restrictive than that of SQIPrime4D, as approx-
imately half of all potential isogenies remain valid, compared to only 1/log(p)
in the case of SQIPrime4D. Therefore, we have a high heuristic probability of
finding our desired J with an odd norm d smaller than 2,/p, thereby yielding the
corresponding isogeny o : E; — Ej. In Appendix B, we provide details on how
our method can be adapted to function with even d as well. The other require-
ment is that Ic, J should not be divisible by ¢. This is to avoid that the final
response k = o o ¢ is divisible by ¢, which would imply that  is independent of
the challenge C,. In practice, when F; is sampled honestly, the probability that
Ic, J is divisible by q is at about ¢~2 ~ 272*. Hence an ideal J that satisfies the
previous requirements will satisfy this one as well.

With knowledge of d, the objective now shifts to constructing an auxiliary
isogeny 0 : E4 — Ej5 of degree 2% — qd. This specific mechanism lies at the heart
of SQIPrime2D and underscores the necessity for the secret isogeny 7 to be
of degree g. The approach involves sampling v € End(Eyp), an endomorphism of
degree d(2% —qd). This is done using FullRepresentInteger. Next, we compute
(V‘(,) =To0 3(5‘3) Given that deg(7 07) = dq(2% — ¢qd), we find ourselves in the
following scenario:

Ey

n
T
Es # Ea

where v = 72 0 y1, deg(y1) = d and deg(v2) = (2% — ¢d). By applying Kani’s
Lemma, we construct the dimension 2 isogeny F : Ey x E4 — E{j X Es of kernel
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ker(F) = {([~qd]P,7 o5(P))| P € Ey[2*]} and given by

F = ( Y2 —m10T >
T \el(ron) [roqilire)
We thus have an efficient representation of our desired 6 = [T 0 71 ].7Y2.

The response to our challenge is to give the evaluation T, U of ok = dopor
over a basis of F1[2%] to the verifier. Additionally, we share the image V = §(C,)
of C, through 4. To do the evaluation, we call CanonicalTorsionBasis over F;
to deterministically find a basis X, Y of E;[2%], evaluate kK on X and Y using the
EvalTorsion and compute § on these images using the dimension two isogeny
F. Finally, we multiply the final points by (—qd)~! mod 2%. The prover then
sends these three points together with the curve Ej.

Algorithm 10 SQIPrime2D.Response
Input: pp = (p.a,q, N, (P, Qo) (P,Q.,1p)), sk = (r,p,I,[5M), pk =

(EA, (R, S)), sec = (¢, Iy), com = E1, chal = a.
Output: res = (Es,T,U, V) with T, U € E5[29].

L ()« M7 ()

2: Ic, < [(b+c)I-])Ip

3: J «+ RandomEquivalentIdeal(I¢c, I 1) d < n(J)

4: If 2|d or I¢, J is divisible by g, go back to step 3.

5: X,Y <+ CanonicalTorsionBasis(E1,2%)

6: v < FullRepresentInteger (Do, d(2* — dq))

7 V) =To0 3(5‘;

8: B {([—dq]Fo, V), ([—dq]Qo, W)}

9: F + HDKernelTolsogeny(Fo x F1,B)

10: Deﬁne T = FA(—,O)1 and w = F1(—,0)1

11: T1,U; < EvalTorsion (oo,r, Ly, Iy, Icy J, qd, {X,Y}) Ty = k(X), U1 = w(Y)
12: (5) = [(—qd)*1]6(5i) > d(—) = F(0,—)2
13: V =6(R+ [a]S)
14: Recover Es, the codomain of §
15: return res = (Es,T,U, V)

6.4 SQIPrime2D Verification algorithm

Note that in SQIPrime2D, the verifier receives a dimension 2 representation of
% rather than that of x. We describe how to use this representation of & to
effectively check that x is an isogeny from E4 to E; such that ker(x)[q] = (C,).

Upon receipt of T', U and V, the verifier deterministically computes the basis
(X,Y) = E1[2%]. Following that, the verifier uses X, Y, T and U to compute
a basis for the kernel of the isogeny F', as derived from Kani’s Lemma over the
following diagram.
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E,—% B

e

6 6071\ /{/*6

-

EFs —— F,
sk

F By x Es— Eq x Ey is defined as | ©. 29
KO Oxk

ker(F) = (([~qd] X, 8 0 R(X)), ([-qd]Y,6 0 R(Y))) = ((X,T), (Y. U))

Using F', they compute the point F’ (8) = ( 5 i((“/,))) and check that:

(=9

(V) = [2% — qd|(R + [a]5) = [2°](R + [a]5).

)

1.
2.

(o)

Additionally, we check that for W € Fjs[g] linearly independent with V|
0.k(W') # 0. This ensures that ker(x)[q] = (Cy).

Algorithm 11 SQIPrime2D.Verify
IHPUt: pp = (pa (P07 Q0)7 (Pa Q: Ly IP)): pk = (EA7 R7 S)7 com = (E1)7 chal = a,res =
(E(s? T’ U’ V)'
Output: 0 or 1.
Check T,U,V € Es
X,Y < CanonicalTorsionBasis(E1,2%)
B+ {(x.7),(v,U)}
F + HDKernelTolsogeny(F: x Es,B) > If not well defined, return 0
if codomain x # E4 do return 0
Sample W € Ej5|q] such that V and W are linearly independent

z 0y _ (—d(V)

(Z) < F(3) = (50

?

b « Z1 = [2°](R + [a]9)
b2 <— ZQ ; 0
¢ by < 0uk(W) #0
: return by A ba A b3

2o 9 X W

— =

The following proposition shows us that our verification is correct.

Proposition 4. Let pp, pk, com, chal be the public parameters, a valid public key,
a commitment, and a_challenge in SQIPrime2D and let X,Y be the canonical

basis of E1[2%]. Let Res = Res = (E;,T,U,V) be any possible output of Algo-
rithm 10.
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If SQIPrime2D. Verify(pp, pk,com, chal,Res) = 1, then (X,Y,T,U) is a dim
2 representation of an isogeny R:E — Ea of degree qd < 2% and such that
R factors through ¢, the isogeny corresponding to the challenge chal, but is not
divisible by q; in other words, ker(g)[q] = (Cq).

Proof. Let E5,T,U,V be an accepting response. Since the (2%, 2%) isogeny
whose kernel is generated by {(X,T),(Y,U)} is well-defined, then deg(F 1)
deg(F2,2), deg(F'1,2) = deg(F'2,1) and deg(F'1,1) + deg(F'1,2) = 2.

Thus, as Fa2(V) = 0, we know that ¢ divides deg(F'2,2), meaning that it
cannot divide deg(F2). Since Fi1 (V) = [2*](R + [a]S), then [2°]F; (R +
[a]S) = [deg(F1,2)]V. As ¢ and 2% deg(F'1 2) are co-prime, we have that F o 0
Fi2(R+[a]S) =0 = Faq0F11(R+ [a]S). As deg(F12) = deg(F21) is not
divisible by ¢, then F11(R+ [a]S) = 0. We therefore have that F'; 1 : E4 — Ey
is of degree gd < 2% and it factors through the isogeny ¢ corresponding to the
challenge chal. Since W € Es[q] is such that V and W are linearly independent,

then Fa (W) # 0 induces that Fa o and F'1 1 : E4 — Ep are not divisible by g.
O

=

7 Security analysis of SQIPrime2D

Similarly to SQIPrimed4D, we have to show that SQIPrime2D defines a X' pro-
tocol. We thus have to prove that we have special soundness and are Honest
Verifier Zero Knowledge. Our proof of special soundness differs slightly from
Proposition 2, as it leverages the primality of g to address the case where deg(o)
is not necessarily co-prime to q.

Proposition 5. Let (Fy,chaly,T1,U1, V1) and (Eq,chaly, To, Us, Vo) be 2 tran-
scripts of SQIPrime2D with identical commitment E1 and chaly # chaly. There
exists an extractor £ that, given both transcripts, can efficiently solve the one en-
domorphism problem (Problem 1) over E4, i.e. find 04 € End(E4) a non-trivial
endomorphism.

Proof. Similarly to Proposition 2, we construct 84 = k3 o k1 € End(E,4). We
now show that 64 is non-scalar.

Let dy = deg(o1) and dy = deg(o2). Recall that d1g < 2% < p, dag < 2% <p
and g is prime. If both are co-prime to g, then one follows the same reasoning as in
the proof of Proposition 2. Let us assume that ¢ divides dy and let d; = d}q. Then
d) is co-prime to ¢, as otherwise, we would have diq = d{¢®> > ¢* > 2* > diq
where d} = dfq, leading to a contradiction.

Now, suppose 04 = [x]. Since x? = deg[x] = degla = ¢*’dids = ¢3dyda,
then dy = dbq with d) co-prime to q. Hence degr; = ¢?d} and deg ko = ¢3d)
where d} and d}, are co-prime with q. Write k1 = ¢1 0 k] and ko = ¢ o kK, where
the isogenies k], K5, ¢1 and ¢o have degree ¢2, ¢, d; and d} respectively. Since
04 = kg o k1 is a scalar endomorphism and, k; and sy are not divisible by ¢
(which is prime), then k] = k4. This implies that ker(y;) := ker(k1) N Ealq] =
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ker(k})NE4lq] = ker(k5)NEalq] = ker(k2)NE4[q] =: ker(¢2), i.e. chal; = chals,
which is a contradiction. O

Regarding HVZK, there are several differences between SQIPrime4D and
SQIPrime2D:

1. We have access to an auxiliary isogeny ¢ : E4 — Fj.
2. Our isogeny k is of degree gd where the requirements that d is co-prime to
q and 27 — ¢d is prime congruent to 1 modulo 4 are relaxed.

We therefore need to define our HVZK under new oracles, defined as such.

Definition 3. The Random Uniform Constrained Odd Degree Isogeny Oracle
(RUCODIO) is an oracle that takes as input a supersingular curve E together
with P € E[q] and returns an efficient representation of an isogeny x : E — F’
of degree qf such that:

— E’ is uniformly distributed.

— k is uniformly distributed among all isogenies between E and E' such that:
o [ is odd with qf < 2.
e k is such that k(P) = 0.

Definition 4. The Auxiliary Isogeny Oracle (AIO) is an oracle that takes as
input a supersingular curve E together with an odd integer £ < 2%/q and returns
an efficient representation of an isogeny 6 : E — E" of degree 2® — gl such that
it has the same distribution as the auxiliary isogeny computed in Algorithm 10.

Using RUCODIO and AIO, we can now prove our HVZK.

Proposition 6. Given pp,pk and chal, then there exists a simulator S with
access to a RUCODIO and AIO that simulates transcripts with a distribution
that is computationally indistinguishable from the distribution of transcripts of
SQIPrime2D, conditioned to chal.

Proof. Given E 4, we sample a € Z, and construct C' = R+ [a]S call RUCODIO
over £, and C, we retrieve an efficient representation of x : B4 — E;. We
compute ¢ = deg(x)/q and call AIO over E4 and d to retrieve § : E4 — E5. We
use this representation to compute the points T'= § o K(X),U = § o R(Y) and
V = 6(C) with X,Y the canonical basis over F;[2%]. We then simply return the
following transcript (E1,a, Es, T, U, V).

This transcript is computationally indistinguishable from a genuine tran-
script, as:

— A genuine Ej or one given by RUCODIO are computationally indistinguish-
able, following Assumption 1.

— Due to Definition 4, Es has the same distribution as the isogeny computed
during SQIPrime2D response. This also applies to the point V.

— Following [31, Lemma 3.2.4], a genuine k or one given by RUCODIO are
computationally indistinguishable, and so does T, U. a
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We now make the following assumption.

Assumption 4. The one endomorphism problem (Problem 1) remains hard
even when given access to RUCODIO and AIO.

Thus, we have that, under our assumptions, SQIPrime2D is a X-protocol.

8 Parameters & Efficiency

As discussed in Section 4 and Section 6, the public parameters in both versions of
SQIPrime differ significantly from those used in SQISign [18,19] and SQISignHD
[11], particularly concerning their base prime numbers. This section provides a
detailed explanation on how to compute suitable baseline “SQIPrime-friendly"
primes.

8.1 Finding “SQIPrime4D-friendly” primes

We can view “SQIPrime4D-friendly" primes as a combination of the “SIDH
primes" used in SQISignHD and the stringent requirements on both p 4+ 1 and
p — 1 seen in SQISign primes. However, in SQIPrime4D, the only condition is
that p — 1 needs to have a factor of size O(2*). Finding “SQIPrime4D-friendly"
primes is actually easier than finding “SQISign-friendly" primes. These primes
can in fact be found by a brute-force search over the cofactor f. Her are some
good candidates.

A=128: p+1 =224 .33967 ~ 2256
g = 647133889352330391744288229376113975777 ~ 2128

A=192: p4+1=2%08.239.277 ~ 238
g =3-7-4803463386334137403-
116682096886878909945888202135243873061 ~ 2193

A =256 p+1=2%7.52.479 ~ 2512
q = 97 - 147869462015622684206054234380684709202350
1415545736430515280986935609000677 ~ 2256

8.2 Finding “SQIPrime2D-friendly” primes

Finding “SQIPrime2D-friendly” primes through a brute-force search over the
cofactor f as we did in the case of SQIPrime4D is computationally involved.
This essentially comes from the fact that we want ¢ ~ 2* to be prime this
time and if we take p = 2%f — 1 to be a prime, then the probability that a
random prime ¢ divides p—1 is roughly 1/q. Given that there are approximately
22(2t — 1)/ distinct primes in the interval [2*,2***] the probability that there
exists a prime ¢ in [2*,2**!] that divides p — 1 is heuristically given by:
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1
P {Hq € [22,221] such that q‘(p— 1)} > Z Plg|(p —1)] =~ Z 2>
q>2X g>27 q
t oAt t . t
1 2)\+z 1 1 "
= Z Z oAt = Z .~ >
o A+ 1) O+ P
i=1 g>or+i—1 27+ =1 (/\ + Z) 2 P A+ A+t

Following this computation, the probability that, for a given f, p=2%f — 1
is prime and p— 1 has a factor close to A-bit long is about O(1/\?). This induces
that the expected size of f is around 2log,()A), meaning that a “SQIPrime2D-
friendly” prime for the security level X is of expected size 2A+4 log, () bits, or a
little bit larger. These additional 4log,(\) bits present a challenge. For A = 128,
this results in an overhead of approximately 28 bits, which translates to an 11%
increase in the size of the base prime p.”

For A\ = 128, the first “SQIPrime2D-friendly" prime we identified is denoted
as P130-

Piso = 9273 192 _ | ~ 9281.50

q1s0 = 1733124013302036320718171822563477047667 ~ 230-35

To find a smaller p, it is tempting to ask for ¢ to be non-prime, as we did for
SQIPrimedD, but this is not possible as our security would be downgraded by a
non-smooth generalisation of the Galbraith meet-in-the-middle attack [25] and
our proof of special soundness would be affected. However, to maintain efficiency,
we may tolerate a slight reduction in the bit length of ¢. We suggest the following
prime.

pri7 = 2247 79— 1 ~ 2253.34

qi17 = 168118140144706967996895604212334429 ~ 211701

Searching for “SQIPrime2D-friendly” primes corresponding to security levels
A = 192,256, by brute-force search over the cofactor f, is practically out of reach
since it requires factoring several numbers of about 384 and 512 bits. We there-
fore use a more advanced method which consists of sample integers p = 222 — 1
where x = 2" fy with 7 > X and fj being a small integer. When p is prime, then
since p — 1 = 222 — 2 = 2(z — 1)(z + 1), we only need to check whether x + 1
or  — 1 has a prime ¢ ~ 2*. Interestingly, this essentially reduces to checking
whether 41 or  — 1 has a small smooth factor s in the order of #/2* such that
(x —1)/s or (z +1)/s is prime. This hence leads to a quite efficient method to
generate “SQIPrime2D-friendly” primes. A similar technique [7] was also used in

" It is important to note that this overhead scales logarithmically with A. As X doubles,
the overhead only increases by 4 bits, meaning that its relative cost decreases at
higher security levels.
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the context of SQISign for the parameter generation. We obtained the following
primes for the security levels A = 192,256 respectively.

pisg = 2%97.32. 72112 — 1 ~ 2413 Poso = 2499 .32 .72 _ ] ~ 2508
qige = (2198 -3-7-11 — 1)/664723 ~ 2187 | gy = (224°.3.7 —1)/7709 ~ 2241

8.3 Compactness of SQIPrime

Similarly to SQISign and SQISignHD, both version of SQIPrime are made into
digital signature schemes via the Fiat-Shamir transform [22]. Thoses digital
schemes are universally unforgeable under chosen message attacks (UU-CMA)
in the random oracle and RUCGDIO or RUCODIO+AIO model, assuming the
hardness of the one endomorphism problem.

Signature size In the case of SQIPrime2D, the signature takes the form
sign = (E1, Es, T, U, V). This signature can be slightly compressed using meth-
ods akin to those outlined in [11, Section 6.1]. The crux of this compression lies in
representing T and U by a1, as, as, € Zgo corresponding to their coordinates in a
deterministic basis of F5[2%], with the final coordinate a4 derived using pairings
and discrete logs and using d an integer of A bits. Employing this compression
method, each component of a SQIPrime2D signature exhibits the following sizes:

— E) and Ej are represented by their j-invariant in IF,2, hence of size 8\ 4
O(log A).

— T and U are each represented by three integers of size a plus d of size
log(p)/2, totaling 7A + O(log A) bits.

— Finally, because ¢ is non-smooth, we can not compress V', meaning that they
are represented as a point in Fp2, hence of size 4\ + O(log \).

Summing these sizes, a SQIPrime2D signature is 19X + O(log \) bits long.
Consequently, it is larger than the signature of SQISignHD, which was 13/2X +
O(log \) bits, and also larger than SQISign, which is at least 17/2A + O(log \)
bits. Nevertheless, it remains a highly compact post-quantum signature scheme.

It is noteworthy that similar compression techniques can be applied to the
SQIPrime4D signature, which is of the form (Ey,T,U,V,d), resulting in a sig-
nature size of 12X + O(log A\) bits. This difference of 7A bits comes from the fact
that in SQIPrime2D, we have to share Fs and because in SQIPrime4D, we split
the verification in 2 dimension 4 isogenies, therefore only requiring 2°-torsion
points, as opposed to 2% in SQIprime2D.

8.4 SQIPrime efficiency

Building upon the advancements made in [12], as well as leveraging the efficient
implementations of SQISign [18,19] and SQISignHD [11], we anticipate that
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Scheme A | pk |signature|signature (compressed)
128| 64 322 177
SQISign 192 92| - 267
256(128 - 335
128| 64 208 109
SQISignHD 192| 92 312 156
256|128 416 208
128(192| 272 240
SQIPrime4D 192|288| 408 288
256(384| 544 384
128(191] 320 299
SQIPrime2D 192(288| 517 484
256(384| 635 600

Table 1. Size (in bytes) comparison between the different SQI-protocols for public
keys and signatures in both normal and compressed form.

SQIPrime2D will demonstrate very competitive performance. This intuition fol-
lows from the number of (2,2) isogenies required to perform SQIPrime2D, as
detailed in Appendix C. It is also strengthened by our proof of concept imple-
mentation of SQIPrime2D written in SageMath and available here:

https://github.com/MaxDuparc/SQIPrime SageMath

We give in Table 2 the average timing of SQIPrime2D over 100 executions.
The computational times are measured on an Apple M1 CPU.

prime KeyGeneration Signature Verification
P17 473 677 205
P130 547 804 245
P186 950 1315 382
D240 1427 1927 564

Table 2. Computational times (in ms.) of SQIPrime2D Sage implementation

An important point to note is that this Sage implementation incorporates the
modifications detailed in Appendix B, where we no longer require the degree of
the response isogeny o to be odd. Additionally, to evaluate isogenies over points
of order ¢, this implementation extends the (2,2)-isogenies described in [12] to
curves defined over [Fj4. The use of Fj« arithmetic introduces a global overhead
compared to the more efficient F,2. For instance, computing (2,2)-isogenies over
F,a arithmetic is approximately 20% slower compared to using F 2.

Moving forward, the next phase for SQIPrime will focus on developing an
efficient low-level implementation of SQIPrime2D.
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9 Conclusion

In this paper, we have designed SQIPrime, an elegant variant of SQISignHD
that uses non-smooth degree challenge isogenies. Moreover, we have described a
variant, SQIPrime2D, that uses only dimension two isogenies.

We provide a theoretical performance analysis of our schemes and antici-
pate SQIPrime2D being more efficient compared to SQISignHD. An effective
implementation of SQIPrime2D, which should be expected in the near future,
will allow us to have a more practical comparison between SQIPrime4D and
SQISignHD on one hand, and, SQIPrime2D, SQISign2D-West [2] and SQISign2D-
East [37] on the other hand.

Acknowledgments. We are grateful to the anonymous ASTACRYPT 2024 re-
viewers for their useful comments that helped improve this paper. We would like
to thank the authors of SQISign2D-West and the authors of SQISign2D-East
for useful discussions regarding this topic. We would also like to thank Michael
Meyer, Lorenz Panny and Bruno Sterner for describing a fast method to generate
the primes p used in SQIPrime2D.

References

1. Basso, A.: POKE: A framework for efficient PKEs, split KEMs, and OPRFs from
higher-dimensional isogenies. Cryptology ePrint Archive, Paper 2024/624 (2024),
https://eprint.iacr.org/2024/624

2. Basso, A., Feo, L.D., Dartois, P., Leroux, A., Maino, L., Pope, G., Robert, D.,
Wesolowski, B.: SQIsign2D-West: The Fast, the Small, and the Safer. Cryptology
ePrint Archive, Paper 2024/760 (2024), https://eprint.iacr.org/2024 /760

3. Basso, A., Maino, L., Pope, G.: FESTA: Fast encryption from supersingular tor-
sion attacks. In: Guo, J., Steinfeld, R. (eds.) ASTACRYPT 2023, Part VII. LNCS,
vol. 14444, pp. 98-126. Springer, Singapore (Dec 2023). https://doi.org/10.1007/
978-981-99-8739-9 4

4. Bernstein, D.J., De Feo, L., Leroux, A., Smith, B.: Faster computation of isogenies
of large prime degree. Open Book Series 4(1), 39-55 (2020)

5. Bernstein, D.J., Hamburg, M., Krasnova, A., Lange, T.: Elligator: elliptic-curve
points indistinguishable from uniform random strings. In: Sadeghi, A.R., Gligor,
V.D., Yung, M. (eds.) ACM CCS 2013. pp. 967-980. ACM Press (Nov 2013).
https://doi.org/10.1145/2508859.2516734

6. Beullens, W., Kleinjung, T., Vercauteren, F.: CSI-FiSh: Efficient isogeny based
signatures through class group computations. In: Galbraith, S.D., Moriai, S. (eds.)
ASTACRYPT 2019, Part I. LNCS, vol. 11921, pp. 227-247. Springer, Cham (Dec
2019). https://doi.org/10.1007/978-3-030-34578-5_9

7. Bruno, G., Santos, M.C.R., Costello, C., Eriksen, J.K., Meyer, M., Naehrig, M.,
Sterner, B.: Cryptographic smooth neighbors. In: Guo, J., Steinfeld, R. (eds.) ASI-
ACRYPT 2023, Part VII. LNCS, vol. 14444, pp. 190-221. Springer, Singapore (Dec
2023). https://doi.org/10.1007/978-981-99-8739-9_ 7

8. Castryck, W., Decru, T.: An efficient key recovery attack on SIDH. In: Hazay,
C., Stam, M. (eds.) EUROCRYPT 2023, Part V. LNCS, vol. 14008, pp. 423-447.
Springer, Cham (Apr 2023). https://doi.org/10.1007/978-3-031-30589-4__15


https://eprint.iacr.org/2024/624
https://eprint.iacr.org/2024/760
https://doi.org/10.1007/978-981-99-8739-9_4
https://doi.org/10.1007/978-981-99-8739-9_4
https://doi.org/10.1007/978-981-99-8739-9_4
https://doi.org/10.1007/978-981-99-8739-9_4
https://doi.org/10.1145/2508859.2516734
https://doi.org/10.1145/2508859.2516734
https://doi.org/10.1007/978-3-030-34578-5_9
https://doi.org/10.1007/978-3-030-34578-5_9
https://doi.org/10.1007/978-981-99-8739-9_7
https://doi.org/10.1007/978-981-99-8739-9_7
https://doi.org/10.1007/978-3-031-30589-4_15
https://doi.org/10.1007/978-3-031-30589-4_15

32

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

M. Duparc and T.B. Fouotsa

Chen, M., Leroux, A., Panny, L.. SCALLOP-HD: group action from 2-
dimensional isogenies. In: Tang, Q., Teague, V. (eds.) PKC 2024, Part I1I. LNCS,
vol. 14603, pp. 190-216. Springer, Cham (Apr 2024). https://doi.org/10.1007/
978-3-031-57725-3_ 7

Costello, C.: B-SIDH: Supersingular isogeny Diffie-Hellman using twisted tor-
sion. In: Moriai, S., Wang, H. (eds.) ASIACRYPT 2020, Part II. LNCS,
vol. 12492, pp. 440-463. Springer, Cham (Dec 2020). https://doi.org/10.1007/
978-3-030-64834-3_ 15

Dartois, P., Leroux, A., Robert, D., Wesolowski, B.: SQIsignHD: New dimensions
in cryptography. In: Joye, M., Leander, G. (eds.) EUROCRYPT 2024, Part I.
LNCS, vol. 14651, pp. 3-32. Springer, Cham (May 2024). https://doi.org/10.1007/
978-3-031-58716-0__1

Dartois, P., Maino, L., Pope, G., Robert, D.: An algorithmic approach to (2,2)-
isogenies in the theta model and applications to isogeny-based cryptography. Cryp-
tology ePrint Archive, Paper 2023/1747 (2023), https://eprint.iacr.org/2023/1747
De Feo, L.. Mathematics of isogeny based cryptography. arXiv preprint
arXiv:1711.04062 (2017)

De Feo, L., Delpech de Saint Guilhem, C., Fouotsa, T.B., Kutas, P., Leroux, A.,
Petit, C., Silva, J., Wesolowski, B.: Séta: Supersingular encryption from torsion
attacks. In: Tibouchi, M., Wang, H. (eds.) ASTACRYPT 2021, Part IV. LNCS,
vol. 13093, pp. 249-278. Springer, Cham (Dec 2021). https://doi.org/10.1007/
978-3-030-92068-5_9

De Feo, L., Fouotsa, T.B., Panny, L.: Isogeny problems with level struc-
ture. In: Joye, M., Leander, G. (eds.) EUROCRYPT 2024, Part VII. LNCS,
vol. 14657, pp. 181-204. Springer, Cham (May 2024). https://doi.org/10.1007/
978-3-031-58754-2_ 7

De Feo, L., Galbraith, S.D.: SeaSign: Compact isogeny signatures from class group
actions. In: Ishai, Y., Rijmen, V. (eds.) EUROCRYPT 2019, Part III. LNCS,
vol. 11478, pp. 759-789. Springer, Cham (May 2019). https://doi.org/10.1007/
978-3-030-17659-4_ 26

De Feo, L., Jao, D., Plit, J.: Towards quantum-resistant cryptosystems from super-
singular elliptic curve isogenies. Journal of Mathematical Cryptology 8(3), 209-247
2014

](De Fe)o, L., Kohel, D., Leroux, A., Petit, C., Wesolowski, B.: SQISign: Compact
post-quantum signatures from quaternions and isogenies. In: Moriai, S., Wang, H.
(eds.) ASTACRYPT 2020, Part I. LNCS, vol. 12491, pp. 64-93. Springer, Cham
(Dec 2020). https://doi.org/10.1007/978-3-030-64837-4__3

De Feo, L., Leroux, A., Longa, P., Wesolowski, B.: New algorithms for the deuring
correspondence - towards practical and secure SQISign signatures. In: Hazay, C.,
Stam, M. (eds.) EUROCRYPT 2023, Part V. LNCS, vol. 14008, pp. 659-690.
Springer, Cham (Apr 2023). https://doi.org/10.1007/978-3-031-30589-4_ 23
Deuring, M.: Die typen der multiplikatorenringe elliptischer funktionenkérper.
In: Abhandlungen aus dem mathematischen Seminar der Universitdt Hamburg.
vol. 14, pp. 197-272. Springer Berlin/Heidelberg (1941)

Duparc, M., Fouotsa, T.B., Vaudenay, S.: SILBE: an Updatable Public Key
Encryption Scheme from Lollipop Attacks. Cryptology ePrint Archive, Paper
2024,/400 (2024), https://eprint.iacr.org/2024,/400

Fiat, A., Shamir, A.: How to prove yourself: Practical solutions to identification
and signature problems. In: Odlyzko, A.M. (ed.) CRYPTO’86. LNCS, vol. 263,
pp. 186-194. Springer, Berlin, Heidelberg (Aug 1987). https://doi.org/10.1007/
3-540-47721-7_12


https://doi.org/10.1007/978-3-031-57725-3_7
https://doi.org/10.1007/978-3-031-57725-3_7
https://doi.org/10.1007/978-3-031-57725-3_7
https://doi.org/10.1007/978-3-031-57725-3_7
https://doi.org/10.1007/978-3-030-64834-3_15
https://doi.org/10.1007/978-3-030-64834-3_15
https://doi.org/10.1007/978-3-030-64834-3_15
https://doi.org/10.1007/978-3-030-64834-3_15
https://doi.org/10.1007/978-3-031-58716-0_1
https://doi.org/10.1007/978-3-031-58716-0_1
https://doi.org/10.1007/978-3-031-58716-0_1
https://doi.org/10.1007/978-3-031-58716-0_1
https://eprint.iacr.org/2023/1747
https://doi.org/10.1007/978-3-030-92068-5_9
https://doi.org/10.1007/978-3-030-92068-5_9
https://doi.org/10.1007/978-3-030-92068-5_9
https://doi.org/10.1007/978-3-030-92068-5_9
https://doi.org/10.1007/978-3-031-58754-2_7
https://doi.org/10.1007/978-3-031-58754-2_7
https://doi.org/10.1007/978-3-031-58754-2_7
https://doi.org/10.1007/978-3-031-58754-2_7
https://doi.org/10.1007/978-3-030-17659-4_26
https://doi.org/10.1007/978-3-030-17659-4_26
https://doi.org/10.1007/978-3-030-17659-4_26
https://doi.org/10.1007/978-3-030-17659-4_26
https://doi.org/10.1007/978-3-030-64837-4_3
https://doi.org/10.1007/978-3-030-64837-4_3
https://doi.org/10.1007/978-3-031-30589-4_23
https://doi.org/10.1007/978-3-031-30589-4_23
https://eprint.iacr.org/2024/400
https://doi.org/10.1007/3-540-47721-7_12
https://doi.org/10.1007/3-540-47721-7_12
https://doi.org/10.1007/3-540-47721-7_12
https://doi.org/10.1007/3-540-47721-7_12

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.
35.

36.

37.

38.

39.

SQIPrime 33

Fouotsa, T.B.: A note on the prime in SQISignHD. Online (2024),
https://github.com/BorisFouotsa/BorisFouotsa.github.io/blob/main/files/A__
note_on__the_prime_in_ SQISignHD.pdf

Fouotsa, T.B., Petit, C.: SHealS and HealS: Isogeny-based PKEs from a key val-
idation method for SIDH. In: Tibouchi, M., Wang, H. (eds.) ASTACRYPT 2021,
Part IV. LNCS, vol. 13093, pp. 279-307. Springer, Cham (Dec 2021). https:
//doi.org/10.1007/978-3-030-92068-5__10

Galbraith, S.D.: Constructing isogenies between elliptic curves over finite fields.
LMS Journal of Computation and Mathematics 2, 118-138 (1999)

Galbraith, S.D., Petit, C., Silva, J.: Identification protocols and signature schemes
based on supersingular isogeny problems. In: Takagi, T., Peyrin, T. (eds.) ASI-
ACRYPT 2017, Part I. LNCS, vol. 10624, pp. 3-33. Springer, Cham (Dec 2017).
https://doi.org/10.1007/978-3-319-70694-8_ 1

Jao, D., De Feo, L.: Towards quantum-resistant cryptosystems from supersingular
elliptic curve isogenies. In: Post-Quantum Cryptography: 4th International Work-
shop, PQCrypto 2011, Taipei, Taiwan, November 29-December 2, 2011. Proceed-
ings 4. pp. 19-34. Springer (2011). https://doi.org/10.1007/978-3-642-25405-5
Kani, E.: The number of curves of genus two with elliptic differentials. Journal fiir
die reine und angewandte Mathematik 1997(485), 93-122 (1997). https://doi.org/
10.1515/1997.485.932

Kohel, D., Lauter, K., Petit, C., Tignol, J.P.: On the quaternion-isogeny path
problem. LMS Journal of Computation and Mathematics 17(A), 418-432 (2014)
Kunzweiler, S.: Efficient computation of (2",2")-isogenies. Designs, Codes and
Cryptography 92(6), 1761-1802 (2024)

Leroux, A.: Quaternion Algebra and Isogeny-Based Cryptography. Ph.D. thesis,
Ecole doctorale de I'Institut Polytechnique de Paris (2022)

Leroux, A.: Verifiable random function from the Deuring correspondence and
higher dimensional isogenies. Cryptology ePrint Archive, Paper 2023/1251 (2023),
https://eprint.iacr.org/2023/1251

Maino, L., Martindale, C., Panny, L., Pope, G., Wesolowski, B.: A direct key
recovery attack on SIDH. In: Hazay, C., Stam, M. (eds.) EUROCRYPT 2023,
Part V. LNCS, vol. 14008, pp. 448-471. Springer, Cham (Apr 2023). https://doi.
org/10.1007/978-3-031-30589-4__ 16

Milne, J.S.: Abelian varieties. Arithmetic Geometry pp. 103-150 (1986)

Moriya, T.: IS-CUBE: An isogeny-based compact KEM using a boxed SIDH di-
agram. Cryptology ePrint Archive, Paper 2023/1506 (2023), https://eprint.iacr.
org/2023/1506

Nakagawa, K., Onuki, H.: QFESTA: Efficient algorithms and parameters for
FESTA using quaternion algebras. In: Reyzin, L., Stebila, D. (eds.) CRYPTO 2024,
Part V. LNCS, vol. 14924, pp. 75-106. Springer, Cham (Aug 2024). https://doi.
org/10.1007/978-3-031-68388-6_ 4

Nakagawa, K., Onuki, H.: SQIsign2D-East: A new signature scheme using 2-
dimensional isogenies. Cryptology ePrint Archive, Paper 2024/771 (2024), https:
//eprint.iacr.org/2024 /771

NIST: Post-Quantum Cryptography: Digital Signature Schemes, https://csrc.nist.
gov /projects/pqc-dig-sig/standardization

Onuki, H., Nakagawa, K.: Ideal-to-isogeny algorithm using 2-dimensional isogenies
and its application to SQIsign. Cryptology ePrint Archive, Paper 2024/778 (2024),
https://eprint.iacr.org/2024/778


https://github.com/BorisFouotsa/BorisFouotsa.github.io/blob/main/files/A_note_on_the_prime_in_SQISignHD.pdf
https://github.com/BorisFouotsa/BorisFouotsa.github.io/blob/main/files/A_note_on_the_prime_in_SQISignHD.pdf
https://doi.org/10.1007/978-3-030-92068-5_10
https://doi.org/10.1007/978-3-030-92068-5_10
https://doi.org/10.1007/978-3-030-92068-5_10
https://doi.org/10.1007/978-3-030-92068-5_10
https://doi.org/10.1007/978-3-319-70694-8_1
https://doi.org/10.1007/978-3-319-70694-8_1
https://doi.org/10.1007/978-3-642-25405-5
https://doi.org/10.1007/978-3-642-25405-5
https://doi.org/10.1515/1997.485.932
https://doi.org/10.1515/1997.485.932
https://doi.org/10.1515/1997.485.932
https://doi.org/10.1515/1997.485.932
https://eprint.iacr.org/2023/1251
https://doi.org/10.1007/978-3-031-30589-4_16
https://doi.org/10.1007/978-3-031-30589-4_16
https://doi.org/10.1007/978-3-031-30589-4_16
https://doi.org/10.1007/978-3-031-30589-4_16
https://eprint.iacr.org/2023/1506
https://eprint.iacr.org/2023/1506
https://doi.org/10.1007/978-3-031-68388-6_4
https://doi.org/10.1007/978-3-031-68388-6_4
https://doi.org/10.1007/978-3-031-68388-6_4
https://doi.org/10.1007/978-3-031-68388-6_4
https://eprint.iacr.org/2024/771
https://eprint.iacr.org/2024/771
https://csrc.nist.gov/projects/pqc-dig-sig/standardization
https://csrc.nist.gov/projects/pqc-dig-sig/standardization
https://eprint.iacr.org/2024/778

34 M. Duparc and T.B. Fouotsa

40. Page, A., Robert, D.: Introducing Clapoti(s): Evaluating the isogeny class group
action in polynomial time. Cryptology ePrint Archive, Paper 2023/1766 (2023),
https://eprint.iacr.org/2023/1766

41. Page, A., Wesolowski, B.: The supersingular endomorphism ring and one en-
domorphism problems are equivalent. In: Joye, M., Leander, G. (eds.) EURO-
CRYPT 2024, Part VI. LNCS, vol. 14656, pp. 388-417. Springer, Cham (May
2024). https://doi.org/10.1007/978-3-031-58751-1_ 14

42. Pizer, A.K.: Ramanujan graphs and Hecke operators. Bulletin of the American
Mathematical Society 23(1), 127-137 (1990)

43. Robert, D.: Fonctions théta et applications a la cryptographie. Ph.D. thesis, Uni-
versité Henri Poincaré-Nancy I (2010)

44. Robert, D.: Evaluating isogenies in polylogarithmic time. Cryptology ePrint
Archive, Paper 2022/1068 (2022), https://eprint.iacr.org/2022/1068

45. Robert, D.: Breaking SIDH in polynomial time. In: Hazay, C., Stam, M. (eds.)
EUROCRYPT 2023, Part V. LNCS, vol. 14008, pp. 472-503. Springer, Cham (Apr
2023). https://doi.org/10.1007/978-3-031-30589-4_ 17

46. Santos, M.C.R., Costello, C., Smith, B.: Efficient (3,3)-isogenies on fast Kummer
surfaces. Cryptology ePrint Archive, Paper 2024/144 (2024), https://eprint.iacr.
org/2024/144

47. Santos, M.C.R., Eriksen, J.K., Meyer, M., Reijnders, K.: ApresSQI: Extra fast
verification for SQIsign using extension-field signing. In: Joye, M., Leander, G.
(eds.) EUROCRYPT 2024, Part I. LNCS, vol. 14651, pp. 63-93. Springer, Cham
(May 2024). https://doi.org/10.1007/978-3-031-58716-0_3

48. Silverman, J.H.: The arithmetic of elliptic curves, vol. 106. Springer (2009)

49. Vélu, J.: Isogénies entre courbes elliptiques. Comptes-Rendus de 1’Académie des
Sciences 273, 238-241 (1971)

50. Yoo, Y., Azarderakhsh, R., Jalali, A., Jao, D., Soukharev, V.: A post-quantum
digital signature scheme based on supersingular isogenies. In: Kiayias, A. (ed.) FC
2017. LNCS, vol. 10322, pp. 163-181. Springer, Cham (Apr 2017). https://doi.org/
10.1007/978-3-319-70972-7_9

A Isogenies, Deuring correspondence and Kani’s Lemma

We give below a concise overview of Isogenies, Deuring correspondence, and
Kani’s Lemma.

A.1 Isogenies:

An isogeny ¢ : E — E' is a surjective projective rational map between E(IF,)
and E’ (IFT,) that preserves the group structure. The degree of this rational map
in its z-value defines the degree of the isogeny. Consequently, the degree of a
composition of isogenies is the product of the degrees of each individual isogeny.

Isogenies are considered up to isomorphism, where two isogenies ¢ : £ — F
and ¢ : B’ — F’ are isomorphic if they are equal up to pre- and/or post-
composition by isomorphisms (isogenies of degree 1). This implies that if FE
and E’ are isomorphic, they share the same j-invariant, and both notions are
equivalent when considered in ]Fi,.
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For every isogeny ¢ : £ — EL , there exists a unique dual isogeny q@ B - E
such that ¢ o ¢ = [deg(¢)] and ¢ o ¢ = [deg(¢)] on the respective curves, where
[n] denotes the scalar multiplication by n.

Given a natural number n, the n-torsion group of E, denoted by FE[n], is the
kernel ker([n]) of the scalar multiplication by n. It holds that E[n] = Z2 for n
co-prime to p.

An isogeny ¢ : E — FE’ is said to be separable if deg(¢) = | ker(¢)|. Accord-
ing to the intuition provided by the fundamental theorem of isomorphism, any
separable isogeny is defined up to isomorphism by its kernel. This means that
¢: E— E and ¢ : E — E/ker(¢) are isomorphic. Additionally, for any isogeny
¢ : E — F', it holds that ker(¢) C E[deg(¢)].

The characterization of isogenies by their kernels allows us to define the
notion of pushforwards. Let ¢ : E — F and v : E — F’ be two isogenies of
co-prime degree. The pushforward of 1) by ¢ is the isogeny ¢, : F — E’ whose

kernel is given by ker(¢.v) = ¢(ker(v)).

A.2 Deuring Correspondence:

An endomorphism of E is an isogeny ¢ : F — E. Among isogenies, endo-
morphisms have important additional properties. First, End(F), the set of all
endomorphisms of F is an integral ring of characteristic zero, under addition and
composition. An elliptic curve E defined over F,, is said to be ordinary if End(E)
is isomorphic to an order of an imaginary quadratic field Q(v/—d). Otherwise,
E is said to be supersingular and End(E) is isomorphic to a maximal order of
the quaternion algebra B, o ramified exactly at p and co. An order O of B,
is a subring such that O ®z Q = B, o, with B, o of the form Q 4 Qi + Qj + Qij
such that j2 = —p, i depending on p and ij = —ji. An important example is
the curve Ey : 2 = 2% + 2 whose j-invariant is 1728. If p = 3 mod 4, then
it is supersingular and its endomorphism ring correspond to the maximal order
Oy = Z+iZ+ ig—jZ—i—l%ijZ withi: (z,y) — (—x,v/—1y) and j = 7 the Frobenius
endomorphism.

Supersingularity is a crucial property, as it is preserved by isogenies. Further-
more, all supersingular curves are defined (up to isomorphism) over F,2 and are
isogenous to each other. Supersingular curves and their isogenies can be repre-
sented as unoriented graphs known as supersingular isogeny graphs, denoted Qﬁ,
with edges representing isogenies of prime degree £ up to isomorphism. These
graphs, G, are (¢ + 1)-regular and are in fact Ramanujan [42].

Deuring proved in [20] that there is an equivalence between supersingular
curves and maximal orders of the quaternion algebra B, .. Specifically, an
isogeny ¢ between two curves Ey and Fy, with End(Fy) = Oy and End(E;) =
01, can be represented as an integral ideal I connecting Oy and O;. Integral ide-
als are fractional ideals such that I C Or (1), where Or,(I) = {a € Bp oo | o C I},
Similarly, there exists Or(I) = {a € By o | Tao C I'}. All ideals can be viewed as
(OL(I),Or(I))-ideals, with both Op,(I) and Or(I) being maximal orders when-
ever I is integral. The norm of an ideal is defined as n(I) = ged ({n(a) | a € I}).
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Let ¢ : E — E’ be an isogeny between two supersingular curves. Let Op
and Ogs be the maximal orders of B, o, corresponding to End(E) and End(E’).
The kernel ideal of ¢ is defined as Iy = {a € Op| a(ker(¢)) = 0}. Conversely,
given I an (O, Op)-ideal, it induces an isogeny ¢; : E — F' given by ker(¢;) =
E[l] = {P € E | a(P) =0 Va € I}. The Deuring correspondence relates those
different notions as follows:

] Supersingular j-invariants over F . maximal orders in B, . ‘
J(E) Op
po I¢I¢
deg(¢) n(ly)
¢ Iy
Vi [Iy)udy = mamy Ty N 1)
v e End(E) Ogvy

A.3 Kani’s Lemma:

Lastly, an important recent concept in Isogeny Based Cryptography is Kani’s
Lemma [28], particularly its application in breaking SIDH as proposed in [8,33,45].
These works used Kani’s Lemma to embed isogenies between elliptic curves into
higher-dimensional isogenies. In this paper, we focus exclusively on principally
polarized abelian varieties, omitting the detailed notion of polarization. For read-
ers interested in the topic of polarization, we recommend Milne’s book [34].

The only exception in our discussion is the notation for the dual of a high-
dimensional isogeny ¢, which we denote as b, referring to its polarized dual.
Below, we provide Kani’s Lemma as defined in [45, Lemma 3.2].

Lemma 2. Let f : A—> B, g: A— A", f/: A - B and g : B — B, be
polarized separable isogenies such that g’ o f = [’ o g, with deg(f) = deg(f’) and
deg(g) = deg(g').

Then, the map F : B x A — A x B’ given by the matriz | *, is

a polarised separable isogeny with degv(F) = (Nieg(f) + deg(g) = D, ker(F) =
{(f(P),—g(P))| P € AD]} and ker(F) = {(f(P),g'(P))| P € B[D]}.
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An important observation is that, given deg(F) = dida, we can then write
F = F; 0 Fy with deg(Fy) = dy and deg(F») = dy such that

Vv —
no N
BxA —F  Axp

ker(Fy) = { (F(P), ~g(P))| P € Ali]} & ker(F2) = {(F(P),¢'(P))| P € Bld:]}

Lastly, provided that deg(f) and deg(g) are co-prime, we can also define the
kernel of F' as ker(F) = {([deg(g)]P,g o f(P))| Pe B[D]}. This property can
be used to split a composition of isogeny and will be utilised throughout this
paper.

B Allowing even degree responses in SQIPrime

To avoid the rare cases where we would be unable to find J of norm d with d
odd and ¢d < 2%, we can adapt all versions of SQIPrime in such a way that the
response algorithm does not reject ideals J of even norm. We will use similar
techniques as in SQISign2D-West [2]. The main idea is to factor o into o3 o o7,
with deg(o2) = 2¢ and deg(oy) = dy odd, and to work with k' = o7 0 . In what
follows, we focus on SQIPrime2D.

L

Response: The signer computes J = I, and evaluates (a) = n(g) using Eval-
Torsion, with (P, Q) = FE4[2%]. They then generate 6 : E4 — FEs of degree
(2%7¢ — ¢qd;) and evaluate 6(5).

They compute a canonical basis (X,Y) = FEs[2%] and use discrete logs to
retrieve the matrix N such that (é) = Nd(g). The response is (Es, T, U, V, e)
with:

— Ejs the codomain of our auxiliary isogeny;

- (5) = [(—qd1) Ko g(iﬁ) = *N(a), with (—qdy) ™! € Zga-—e;
V =46(R + [a]S);

— e such that the degree of o5 is 2°.
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Verification: The verifier computes o3 from its kernel ker(a3) = ([2*~¢|T, [24~¢]U).
They then construct the (247¢,2%7¢) isogeny F : F{ x Es — E4 x E, given by
the following diagram.

Ey, —" S F
5 K// Og Ii/*(;

e

Es ——— E,
Oxk

The kernel of F' is computed as follows:
ker(F) = (([2°]X,52(T), ([2]Y, 52 (U))
They check that the codomain of F' is of the form F4 x E, and that:

1. 6.6 (V) =0;

2. §(V) =12%"° = gd1](R + [a]S) = [2* (R + [a]S);
3. 0.6' (W) # 0, where (V, W) = Eslq].

C Theoretical performance of SQISign2D

Scheme (A = 128) 2 3 (2,2) | (2,2,2,2)
KeyGen | 378 | 234 - -
SQISignHD Sign | 252 | 312 | - -
Verif - 78 - 142
KeyGen - - 241 -
SQIPrime4D Sign - - 241 -
Verif - - - 263
KeyGen - - 405 -
SQIPrime2D (pi3o0) Sign - - 546 -
Verif - - 273 -
KeyGen - - 365 _
SQIPrime2D (p117) Sign - - 494 -
Verif - - 247 -

Table 3. Number and types of isogenies needed to perform SQISignHD, SQIPrime4D
and SQIPrime2D for the 128 bits security level.
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Scheme (A = 192) 2 3 (2,2) | (2,2,2,2)
KeyGen | 576 | 366 - -
SQISignHD Sign 392 | 488 - -
Verif - 122 - 200
KeyGen - - 384 -
SQIPrime4D Sign - - 384 -
Verif - - - 391
KeyGen - - 475 -
SQIPrime2D Sign - - 794 -
Verif - 397 -

Table 4. Number and types of isogenies needed to perform SQISignHD, SQIPrime4D
and SQIPrime2D for the 192 bits security level.

Scheme (A = 256) 2 3 (2,2) | (2,2,2,2)
KeyGen | 771 | 489 - -
SQISignHD Sign 502 | 652 - -
Verif - 163 - 265
KeyGen - - 497 -
SQIPrime4D Sign - - 497 -
Verif - - - 505
KeyGen - - 740 -
SQIPrime2D Sign - - 998 -
Verif - - 499 -

Table 5. Number and types of isogenies needed to perform SQISignHD, SQIPrime4D
and SQIPrime2D for the 256 bits security level.
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