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Abstract. Side-channel attacks pose a significant threat to the security of crypto-
graphic hardware implementations and Threshold Implementation (TI) is a well-
established countermeasure to mitigate those attacks. In 2023, Piccione et al. pro-
posed a general construction of (first-order) TIs that is universal for S-boxes that are
bijective vectorial Boolean function (functions from a binary vector space F3 into
itself). This paper presents a novel approach to TI by addressing a broader class of
cryptographic functions and providing a new construction for quadratic balanced func-
tions in the framework of second-order attacks. We investigate the case of functions
(also not necessarily bijective) that are defined between two finite Abelian groups by
using the notion of functional degree introduced by Aichinger and Moosbauer in 2021.
We show that if a function F' has functional degree (at most) d and the cardinality
of the domain is divisible by the cardinality of the codomain, then F' admits a TI
with s > d + 2 shares, and for the case d = 2 and F is balanced we have that F
admits a second order TI with s > 7 shares. As a real-world application, we present a
general construction for the T1I of any multiplication map with 4 shares. Furthermore,
we introduce first-order secure conversion procedures between an additive sharing
over F) (called Boolean sharing if p = 2) and an additive sharing over Z,» (called
Arithmetic sharing if p = 2).

Keywords: Threshold Implementation, Arithmetic masking, Abelian groups, Func-
tional Degree, Boolean Functions

1 Introduction

Differential Power Analysis (DPA) attacks [KJJ99] target the hardware implementations
of a cryptographic algorithm by measuring the power consumption of the physical device.
Since then, many countermeasures were developed in order to mitigate those attacks. One
of the most common is called Boolean masking [GP99, CJRR99] which is a technique based
on Boolean sharing that secure the implementation against a formally defined adversary
model. However, if the effect of glitches is not taken into account, this can lead to an
attack on a masked implementation [MPOO05]. Nikova, Rechberger, and Rijmen [NRRO6]
published in 2006 a countermeasure called Threshold Implementation (TT) which builds
upon Boolean masking and takes glitches into account.

In mathematical terms, a threshold implementation is a vectorial Boolean function F
that satisfies three fundamental properties with respect to a given vectorial Boolean function
F. Those properties are correctness, non-completeness, and uniformity. Throughout the
years, the problem of constructing F for a given F' was considered a challenging problem
[BNN*12, BGNT15, BBS17]. In [PAB*23], this has been solved for the case where F is
bijective but with d + 2 shares (both in input and output) where d is the algebraic degree
of F. The theoretical optimal number is d + 1, but there is some evidence reported in
[BNN*12, PAB'23] to the fact that for many functions F' the number of optimal shares is
actually d+ 2 with one example for which it is mathematically proven. In this paper, we do
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not discuss the case d + 1 further and, instead, we consider a more general mathematical
setting where we can generalize the construction in [PABT23]. With this, we provide a
better understanding of the threshold implementation theory. We consider the problem
of constructing a threshold implementation for a function F': X — Y between two finite
Abelian groups X and Y where we use the definition provided by Dhooghe et al. [DNR19]
with additive sharing both in the input and the output. For any = € X (resp. y € Y), a
vector of shares (x1,...,z5) € X® (vesp. (y1,...,y:) € Y') is such that 1 + -+ 25 =2
(resp. y1 + -+ + ys = y). The additive sharing over Zan» is called arithmetic sharing (or
arithmetic masking) [Gou01] and it has been the building block of the implementations of
two of the NIST standards for post quantum cryptography, Kyber and Dilithium [Bou22].
Moreover, there has been a recent interest in prime-field sharing (also called prime-field
masking) over Mersenne primes 2" — 1 [CMM 23] which is the additive sharing over Fon_;.
Moreover, among Arithmetic-Oriented (AO) symmetric ciphers and post-quantum schemes,
there are numerous examples of schemes that require, or are already being implemented
with, additive masking.

A fundamental notion in the threshold implementation theory is the one of algebraic
degree. For functions between Abelian groups, we are going to use the notion of functional
degree. Aichinger and Moosbauer in [AM21] introduce such notion with the purpose of
extending Chevalley-waring type results to the general case of a function F: X — Y
between two Abelian groups X and Y. The functional degree of F' is defined by the smallest
positive natural number such that Fréchet’s equation is satisfied, which is equivalent to
ask that every d + 1-th order derivative vanishes. A derivative of F' through a direction
a € X is defined by A, F(z) = F(z 4+ a) — F(z) for any « € X. The idea of using Fréchet’s
equation to introduce a notion of degree was already studied by many authors in the past
(see for instance [Lac04]). However, we refer to the paper [AM21] because this is the first
work that gives solid mathematical foundations without the use of any representation
of F. We also build upon the following works [Sch14, CS22] which have studied the
Integer-Valued (IV) polynomial representation of functions with finite functional degree.
We believe that this representation could be useful for cryptographic application in the
case where a polynomial representation is not possible. For instance, in the context of
Fully Homomorphic Encryption (FHE), in the TFHE scheme [CGGI20] the programmable
bootstrapping can evaluate any function from Zon to itself defined only by a lookup
table. It is then considered while designing or cryptanalyzing symmetric schemes over Zgn
[CHMS22, GMAHT23].

In Section 2, we introduce the preliminaries necessary for this paper including the
notion of functional degree and the IV polynomial representation. In Section 3, we present
a general theory for the notion of threshold implementation of functions between Abelian
groups and we show that many classical results still hold. In Section 4, we present the
main result of this paper. We provide a general construction of threshold implementations
with s > d+ 2 shares in input and d + 2 shares in output for all F': X — Y with functional
degree at most d < oo and such that |X| is divisible by [Y|. In particular, the result
holds for any vectorial Boolean function F': Fy — F5* with m < n and F' having algebraic
degree at most d. Then we present a threshold implementation with 4 shares of the
multiplication map over a finite ring. In Section 5, we present a general construction
of second order threshold implementations with s > 7 shares in input and 7 shares in
output for all quadratic balanced functions. In Section 6, we present first-order secure
conversion algorithms between additive sharings in ) and Z,» that are built upon the
general construction defined in Section 4.
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2 Preliminaries

For any n € N with n > 2, the set Z,, denotes the ring of integers modulo n and we represent
elements of Z,, as integers between 0 and n — 1 or as classes a + nZ = {a + bn: b € Z} for
some a € Z. The set F, denotes the finite field with ¢ elements, where ¢ is a power of a
prime p. We recall that F, = Z,, and that F, # Z, if ¢ # p.

Let r,s € N. We set [r,s] ={i e N:r <i<s,i>1}, [s] =1, s] (notice that [0] = 0),
Ps denotes the power set of [s], and P} = Ps \ {[s]} (notice that Py = {0}). Moreover, for
all j €{0,...,s}, we write Py ; = {I € Ps | |I| = j} (notice that Pso = Po).

In this paper, we consider every Abelian group X with additive notation. Let
r1,...,7s € X, then we use the convention that ), ,2; = 0.

2.1 Functions between Abelian groups

Let F: X = Y where X and Y are Abelian groups.

We say that F is a linear function if F(z + ') = F(z) + F(2') for all z,2" € X. We
say that F' is an affine function if F/ = F — F(0) is a linear function. Note that we
use the terms linear and affine here, even though X and Y are general Abelian groups,
not necessarily vector or affine spaces. The derivative of F' in the direction a € X is
denoted by A F(x) = F(z 4 a) — F(z) for all € X and the k-th order derivative of F in
a=(ay,...,a;) € XF is denoted by Agc)F = Ay, Ay, - Ay F. I X is Zy, or Z, we denote
A=Ajand AW =AY

Let Xq,...,X,,Yq,...,Y,, be Abelian groups. Let F: Hie[n] X; — Hje[m] Y,. For
any x € [[,¢, Xi, we can write F(z) = (Fi(),..., Fn(x)) where Fj: [0, Xi = Y
for all j € [m]. Let ¢ € [n], the partial derivative of F' in a € X; through the direction
of the i-th coordinate is denoted by 9! F(z) = F(x1,...,7; + a,...,z,) — F(z) for all
x=(x1,...,%,) € Hie[n] X; and the k-th order partial derivative of Fin a = (a1,...,a;) €
(X;)* is denoted by 8;(k)F = 9. 9L, ---0. F. We say that the function F depends on its
i-th coordinate input if there exists a € X such that 9% F # 0. Similarly as before, if X; is
T, o1 Z, we denote 9° = 9% and 9»*F) = 821(k)1) Moreover, for all k = (kq,...,k,) € N,
we denote 9&) = gLF1 ... 9Lk~ In some cases, we will use the calligraphic letter F to
denote a function from X® to Y?* where X and Y are Abelian groups.

Suppose that X and Y are finite Abelian groups. We say that F' is balanced if
|F~1(y)| = |X]/|Y]| for all y € Y. Observe that if F is balanced and |X| = |Y|, then F is
bijective.

2.2 The functional degree

We will use an equivalent definition of the functional degree based on Fréchet’s equation,
AédH)F =0, as given in [AM21], rather than the original definition from abstract algebra.
Let F': X — Y where X and Y are Abelian groups. Then the functional degree of F' is
equal to
d°(F) =inf{d e N| AUtV F =0, for all ¢ € X?+1}.

We have that d°(F) = 0 if and only if F is constant and d°(F') <1 if and only if F is
affine [AM21, Lemma 3.1]. If we can write Y = Hje[m] Y; where Yy,...Y,, are Abelian
groups, then we can write F' = (F1,..., Fy,) where F;: X — Y, for all j € [m]. By [AM21,
Lemma 3.4], we have that d°(F") = sup;c(,,) d°(F}).

A useful notion is the one of partial degree. Assuming we can write X = Hie[n] Y;
where X1, ...X,, are Abelian groups. Then the partial degree of F in i € [n] is denoted as

d2(F) =inf({d € N| 95D F =0 for all a € X;}).
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By [AM21, Theorem 5.2], for all ¢ € [n] we have that df (F)) < d°(F) <32, 45 (£).
Let p be a prime. Any function F': F) — F}' has a unique representation of the
following form

F(xy,...,x,) = Z Cuyt Ty, cy € )
u€{0,...,p—1}"
that is called the algebraic normal form (ANF). The algebraic degree of F' is denoted
by d*(F) = sup {Zig[n] Ui Cy F 0}. By using [AM21, Theorem 10.3], it follows that

d°(F) = d*(F). For p = 2, a function f: F} — Fy is called a Boolean function and a
function F': F§ — FZ" is called a vectorial Boolean function.

2.3 Integer-Valued (IV) polynomials

We use the following definition for the binomial coefficient. That is, for all n, k € Z we

have that
n(n—1)-(n—k+1) if k> O7

k!
(Z) -{1 if k=0,

0 it k£ <0.

Let p € N be a prime, ai,...,a5,b1,...,b, € {0,...,p— 1}, and a = 37, a;iptt,
b= Zie[n] b;p"~t. We have that the Lucas’ Theorem holds:

()= IL () o

i€[n]

For us, an Integer-Valued (IV) polynomial is any polynomial in Q[z1, ..., z,] such that
when it is evaluated over Z™ takes values over Z. We will use [CC97] as a reference. A
univariate Integer-Valued (IV) monomial of degree d € N is the polynomial (%) in Q[x].
A multivariate Integer-Valued (IV) monomial of multidegree (di,...,d,) € N™ is the
polynomial (“""’w") =I1I" (I’) in Q[z1,...,2,]. An Integer-Valued (IV) polynomial P

iy, j=1 \d;
is a polynomial in Q[x1,...,x,] that can be written as
T1y...,T
P(oy,..oan) = Y Pd( ") (1)
dy,...,dy

denn

where P; € Z and Py # 0 only for finitely many d € N”. Moreover, Py in (1) is equal to
0@ P(0) and

a(g)P(x) _ Z (71)Zie[n](di*ai) <d177dn>P((E+a)

a e @
aeN"; a;<d; Ly---hOn

We present the connection between IV polynomials and the functional degree as in

[CS23]. We have that d° (3132) =2 ic[n di and df (312:) =d; for all i € [n]. Let Y be

a finite Abelian group and let P: Z" — Y with d°(P) < co. We say that P admits an IV
polynomial representation if we can write P as in (1) where for all d € N™ the coefficients Py

are equal to 9@ P(0). In that case, we have that d°(P) = sup {Zie[n] di: 09D P(0) # O}
and that dj(P) = sup{d € N | 9"(DP(0) # 0} for all i € [n]. Let X = [[,c(, Zq, for
some ¢; € N where Zg = Z and Z; = {0}. We say that P: Z" — Y is the pullback of a
function F': X = Y if P = F oe where e(z1,...,z,) = (x1 + @1Z, ... ,z, + ¢, Z). By using
[CS22, Lemma 3.8], we have that d°(F) = d°(P). For the case of functions of the form
f: Hie[n] Zipe; — Zyp, we know the best possible upper bound for the functional degree.
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Proposition 1 ([CS22, Theorem 4.9]). Let p be prime and aq,...,a,, 3 be positive
integers. Let d,(a, B) = Zie[n] P —n+ (B —1)(p— 1)p*™>"1 where tmax = Max e[, .
Then the best upper bound of the functional degree of any f: Hie[n] Lipos — ZLys is given
by d°(f) < dp(a, B). Moreover, d°(f) = 6,(c, B) if f is such that f(0) =1 and f(z) =0
for all x # 0.

3 Threshold Implementations over Abelian groups

The notion of Threshold Implementation (TI) was generalized by Dhooghe et al. [DNR19],
who proved that the threshold implementation technique using Boolean sharing (also
known as Boolean masking) is secure in the first-order robust probing model [DNR19,
Theorem 3.2]. We are interested in the case where the secret sharing scheme of both
input and output is the additive sharing (also called additive masking). Let X be an
Abelian group. An additive s-sharing of x € X is a vector = (x1,...,xs) € X® such that
> icls) ©i = @ The set of such vectors is denoted by Shy(z). Note that Sh,(z) = 2+ Sh,(0)
for all z € Shy(x) and that Shg(0) is an Abelian group of cardinality |X|*~!. Indeed, for
all z,2’ € Sh(z), we have that z — 2’ € Sh,(0). In this section (if not specified otherwise),
X and Y are Abelian groups, F': X — Y and F: X* — X%

The correctness property follows from [DNR19, Definition 6.3]. We say that F is correct
with respect to F' if for all x € X and for all z € Shy(z) we have that F(z) € Shy(F(z)).
An equivalent definition is that F (Zie[s] xl) =2 e File) forall z = (z1,...,25) € X%

The non-completeness property is almost identical to the one given in [DNR19, Definition
6.4). We say that F is non-complete if for all j € [t], there exists i € [s] such that 9LF; = 0
for all a € X. Indeed, this is equivalent to say that any of the output share depends on at
most on s — 1 input shares.

The uniformity property follows from [DNR19, Definition 6.5]. For the definition to be
meaningful, we assume that both X and Y are finite, and that F is correct with respect to
F. We say that F is uniform if for all z € X and any y € Sh;(F(x)), we have that

_ !

|Shs(9€)m}—_1(ﬂ)| - |Y|t_1‘

Indeed, there a positive integer ¢ such that [Sh(z)NF~1(y)| = cforallz € X and forally €
Shy(F(z)). This implies that, for all x € X, the restriction of F from Shy(z) to Shy(F(z))
is balanced, and therefore |Sh,(z) N F~1(y)| = [Shs(z)|/|Sh(F(z))| = [X[*~1/|Y|*~ L.

We are ready to give the definition of threshold implementation. We say that F is
a threshold implementation of F if F is correct with respect to F', non-complete, and
uniform. In this case, we say that F' admits a threshold implementation with s shares in
input and ¢ shares in output.

We also discuss higher order threshold implementations. We refer to the definition
given in [DNR19, Definition 3.7] for the k-th order non-completeness property. We say
that F is k-th order non-complete if for all J € Py i, there exists i € [s] such that 95 F; =0
for all @ € X and all j € J. Then a k-th order threshold implementation is a threshold
implementation that is also k-th order non-complete.

In this paper, we will also construct threshold implementations F of F' with a particular
shape. We say that F is an F-implementation if there exists integers z; ; where I € P

and j € [t] such that
]:j(l‘l, e ,.Z‘S) = Z Z[)jF (Zl‘l>

I1€Ps i€l

for all x1,...,2s € X. Such threshold implementations can be very interesting for applica-
tions when the cost of implementing the evaluation of F' is low. For instance, when F' is
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the conversion map from Fy to Zy,» or vice versa.

3.1 On the uniformity property

We discuss the uniformity property of F for the cases of F' balanced and F' bijective.
Proposition 2. Let F be correct with respect to F'. Then we have the following:

1. If F is uniform, then F is balanced if and only if F is balanced.

2. If F is bijective, then F is uniform if and only if F is balanced.

Proof. Let us prove item 1. Let y € Y and y € Shy(y). Since F is uniform, we have that
IF W] = Xaer-1(y) IShs(@) N FHy)| = [F~(y)] (IX[*~/[Y[*"") . This is enough to
prove item 1.

Let us prove item 2. Since F is bijective, then |X| = [Y| = ¢. Since any bijective
function is balanced, we can use item 1 to conclude that if F is uniform, then F is balanced.
Suppose that F is balanced and we claim that F is uniform. Let y = (y1,...,¥:) € Y,
Y= Zjem yj, and = F~!(y). Observe that |]-"’1(g)} = ZZGF—l(y) |Shy(z) N F~1(y)| =
|Shs(z) N F~1(y)|. Since F is balanced, then |F~!(y)| = lﬁéll,: = ¢* " and [Shy(z) N
F~Yy)| = ¢*~*. This concludes the proof of item 2. O

We note that Proposition 2 addresses all the cases. See Appendix A for the details.
We can have that F' and F are unbalanced and F is uniform. Moreover, we can have F
and F are balanced and F is not uniform.

3.2 Functional expansions and non-completeness

We say that F' admits a functional expansion of the s-th order if there exists a family of
integers {k7}rep: such that

i€[s IeP; iel

for all z1,...,z; € X. In [CPRR15, Corollary 1], it was shown that every function
F:TF? — F3' admits a functional expansion of the s-th order where s > d*(F) + 1.
Moreover, we have that if 7: (F%)* — (F5")" is non-complete and correct with respect to F,
then both s and ¢ must be greater than or equal to d*(F)+1 [NRR06, Theorem 1]. Indeed,
one can use a functional expansion of the s-th order and construct F. This observation
was made first in [PABT23] and used to construct a family of threshold implementations.
Clearly, there is a connection between functional expansions and the algebraic degree of F.
We want to achieve similar results by using the notion of functional degree introduced by
Aichinger and Moosbauer in [AM21].

In [AM21, Lemma 4.1], it is proven that for a function F' to have finite functional degree
is equivalent to three other properties. The first two can be described as the existence of
particular functional expansions of F' while the last one is the existence of a function F
which is correct with respect to F' and non-complete. We present the following lemma in
our notation and prove that it is equivalent to [AM21, Lemma 4.1].

Lemma 1. Let d be a non-negative integer. Then the following are equivalent:

1. d°(F) < d.
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2. For every positive integer s > d + 1, the function F' admits the following functional
expansion of the s-th order:

FAY o :S(fl)‘“l*j > F(Zx)

1€[s] j=0 IeP,,; iel

3. For every positive integer s > d + 1, the function F admits a functional expansion of
the s-th order for some family of integers Ky = {kr}1eps where ky =0 if [I| > d + 1.

4. For every positive integer s > d + 1, there exists a function F: X® — Y1 that is
correct with respect to F' and non-complete.

Proof. 1, 2, 3 are equivalent respectively to the first three items in [AM21, Lemma
4.1]. Let us call 4a the fourth item in [AM21, Lemma 4.1] which states that there exist
functions Fi,..., Fr1: X4 — Y such that for all z = (z1,...,2441) € X9 we have
F (Zie[dﬂ] xi) = >_jea+1) Jj(@) and for each j € [d+1], the function F; does not depend
on its j-th coordinate. We show that 4 is equivalent to 4a. It is clear that 4a implies 4
since for any s > d + 1, we can set F = (Fi,...,F4+1,0,...,0). We conclude by proving
that 4 implies 4a. Let F: X4t — Y4*+1 be correct with respect to F' and non-complete.
Let Fi,...,Far1: X4 — Y be such that F = (Fy,...,Far1). We define J; = {i €
[d+1]|0lF; =0foralla € X} and J; = {i € [d+ 1]\ Jj_1 | 2F; = 0 for all a € X} for
j€[2,d+1]. Set Fj =3, ; Fi where we recall that 37,y 75 = 0. Then F7,..., Fy,,
satisfies 4a. O

A natural problem that rises from Lemma 1 is to give an explicit form of the functional
expansion described in item 3. To the best of our knowledge, we are not aware if this result
is known for the general case. In the binary case, this problem was solved in [CPRR15,
Corollary 1].

Proposition 3. Let d be a non-negative integer. Let X and Y be Abelian groups and
F:X =Y. Then d°(F) < d if and only if for any positive integer s > d+ 1, F' admits the
following functional expansion of the s-th order:

FlY =j_§ijous,d(j> > F<Zx>

Ti
1€[s] I1€Ps,; icl
where s a(7) = (751 (1)

Proof. Let us prove it by induction on d starting from s — 1 and descending to d°(F). The
case d = s — 1 follows by Lemma 1 because ps5—1(j) = (—1)*"177. Assume d°(F) < d <
s —1. Let I € P 4, then we have that

d—1
i€l 7=0 JCI,|J|=j i€J

Now take any J € P, ; with j < d. There exists exactly (2:?) sets I in P, 4 such that
J C I. Therefore, we have that

F Z%;] z; | = jz:; (#s,d(j) + phs,a(d) <2 B j) (—1)d1j> I;P;j F (; xz) :

Since ps.a(d) = 1, we have that psq(j) + ps,a(d) (2:?)(71)d*1’j = (‘?i}l)(fl)d*j +

(Z) (=i = (—(S;Z;l) + (;:;i)) (=141 = (35 (=D = pga1(j). This
concludes the proof. O
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3.3 On the minimal number of input and output shares

With the following proposition, we generalize [NRR06, Theorem 1] for our setting.

Proposition 4. Let d be a non-negative integer. Let F be correct with respect to F. If
d°(F) =d and F is non-complete, then s and t are greater than or equal to d + 1.

Proof. Suppose that ¢t < d. Let z = (z1,...,2s) € X® Since F is non-complete,
then for any j € [t] there exists i; € [s] such that 97 F;(z) = 0 for all a € X. Let

H(z) = F (Zie[s] xl) ;T =g T and @ = (a1,...,a;) € X'. Then we have that
0 = e 00, Fila) = O3+ 04 Tjepn Fy () = 00+ 04 H(z) = AL F(x) because
OfH(z) = F (Zie[s] T +a> - F (Zie[s] xl) = A F(z) for any k € [s] and any a € X.

Therefore, we have that Ag)F(az) = 0 but this is not possible because d°(F) =d >t — 1.
So we have that ¢ > d 4+ 1. Suppose that s < d and ¢t > d+ 1. By item 4 of Lemma 1, this
implies that d°(F) = d < s and this is not possible since s < d. O

We discuss now higher order non-completeness. Instead of deriving all the results
from the beginning, we are going to prove that the existence of a correct and k-th order
non-complete function is equivalent to the existence of a particular set covering [Pet19,
Definition 2.1] and then we are going to use the theory developed in [Pet19] to derive some
results.

Proposition 5. Let k be a positive integers and d be a non-negative integer such that
d =d°(F). Then there exists a k-th order non-complete function F correct with respect to
F if and only if there exists S55; , C Ps such that

1ot =2 S35 k-
2. For every I € Py 4 there exists J € S‘;’Cd’k such that I C J.

3. Bvery J € 5§ ;. is such that |J| > d.

4. For every Ji,...,J i € S{%, we have that Uk Ji # Ps.

In particular, we can choose F to be such that for each j € [t] there exists I; € S‘;fd’k such
that 0L F; = 0 for all a € X and all i € [s] \ ;.

Proof. 1f S35\, C Ps exists, then by using item 2 and 3, we must have that s > d + 1.
Then we can construct F by using a functional expansion of the s-th order for some family
of integers ICs = {k;}1ep: where k; = 0 if |[I| > d 4 1. We known that it exists because of
Lemma 1 item 3.

If F exists, then we must have that s > d + 1 because of Proposition 4. Then we can
construct S7¢; ;. by including for each j € [t] the set I; € P, such that 9;F; = 0 for all
a€Xandallie[s]\ ;. O

Corollary 1. Let k be a positive integer and d be a mnon-negative integer such that
d = d°(F). If there exists a k-th order non-complete function F correct with respect to F,
then s and t are greater than or equal to kd + 1. Moreover, if s = kd + 1 then t > (kdljl).

Proof. Tt follows from [Pet19, Proposition 2.5], [Pet19, Proposition 2.6] and [Pet19, Corol-
lary 2.8]. O
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3.4 Compositions of threshold implementations

We want to discuss the property of the composition of two threshold implementations. Let
W be an Abelian group, let u be a positive integer, let G: Y — W, let H = Go F, let
G: Yt - W* and let H = G o F. We have that if F is correct with respect to F and G
is correct with respect to G, then H is correct with respect to H. Indeed, if z € Shy(x)
then F(z) € She(F(z)) and H(z) = G(F(z)) € Sh,(G(F(x))) = Sh,(H(z)). Moreover, if
F is uniform and G is uniform, then H uniform. The proof is basically identical to the one
given in [DNR19, Lemma 3.2], but we do it for completeness. Indeed, for all z € Sh,(z)
and w € Sh,(H(z)) then

|Shs(x) O'H_l(w)| {z € She(x): H(z) =w}| = |{g € Shy(z): F(x) € Q_l(Q)H

1 Xyt Xt
Z |Shs(x) nr (ﬂ)| = YT [W[et = W1
y€Shy (F(z))NG 1 (w)

Regarding non-completeness, the problem can be addressed in the concrete implemen-
tation by waiting to the end of the current clock cycle and run the second implementation
in the next clock cycle. Since the number of shares is related to the functional degree of F',
in most cases, it is a good idea to decompose it in low degree functions Fi, ..., Fy such that
F = F,o0---0Fy because the respective threshold implementations will need fewer shares.
We can say, by oversimplifying a lot, that such implementation need k clock cycles of the
CPU. In itself, the decomposition problem is very hard even by restricting to permutations
of F% [NNR19, Pet23, LSaa24, APB*23]. For k-th order non-completeness, what we have
discussed previously is usually not enough to make the whole implementation k-th order
secure. For this reason, we will not discuss real-world examples with higher order security
than one.

4 On a general construction of threshold implementations
with d + 2 shares

In this section, we are going to generalize the construction defined in [PAB*23]. We will
consider those functions F': X — Y between two finite Abelian groups such that |X] is
divisible by |Y| and d°(F') < co. The hypothesis d°(F') < oo is strictly necessary because
of Lemma 1. We impose that |X| is divisible by |Y| because we will need the existence
of at least one balanced function from X to Y. Therefore, we need that s > t because if
F: X — Y is uniform then |X|571/|Y[* =1 = |X]*~4(|X|/|Y])!~! must be a positive integer.
Remark 1. If d°(F') = 1, then we can easily construct a threshold implementation of F' for
any t > 2 by setting Fj;(z) = F(z;) for all j € [t — 1] and Fi(z) = > 1 F (i) = (s =
1)F(0).

First, we describe a way to construct functions F that are correct and uniform. This
includes the result obtained in [PAB'23] but requires a completely different proof. Indeed,
in the proof of [PAB¥23, Proposition 3] it is enough to prove that the function F is a
permutation (because F' is a permutation, s = ¢ and by Proposition 2), but instead we are
going to prove the uniformity property by using only the definition. Then we present a
functional expansion into terms that can be distributed in the coordinate functions of F
in order to make it non-complete.

In the following, we have the main theorem of this section that we are going to prove.

i€[t,s

Theorem 1. Let X and Y be finite Abelian groups such that |X| is divisible by |Y|. Let s,d
be positive integers such that s > d+2. Then any function F: X — Y with functional degree
at most d admits a threshold implementation F with s shares in input and d + 2 shares in
output. Moreover, if F' is balanced, then we can choose F to be an F-implementation.
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As a direct consequence of Theorem 1, we have the following corollary.

Corollary 2. Let m,n,p,s,d be positive integers such that m <n, s >d+2, and p is a
prime. Then any function F': ) — F* with algebraic degree at most d admits a threshold
implementation F with s shares in input and d + 2 shares in output. Moreover, if F' is
balanced, then we can choose F to be an F-implementation.

We provide a general form for the construction of a correct and uniform function.

Proposition 6. Let X and Y be finite Abelian groups such that |X| is divisible by |Y].
Let F: X = Y be any function. Let s and t be positive integers such that 2 < t < s.
For any j € {1,...,t — 1}, let Pj: X — Y be balanced and let C;: X9 — Y. Let b =
(by,...,bi—1) € {0,1}71 and let F: X* — Y! be a function defined as follows for any
z = (z1,...,z5) € X5

FIN |- Y F@
i€[s] jet—1]
and for any j € [t — 1] we have
Fj(g):(1fbj)'Pj(CEj)+bj'Pj Z x; +Cj(g(j))7
i€[j+1,s]

where ) = ((z;)iefj-1], 2iclj,s) Li) with the abuse of notation that M =3
Then the following holds:

i€[s] Ti-

1. F is correct with respect to F'.
2. F is uniform.
Proof. Let us prove 1. Function F is correct with respect to F' because
IEERD YR EIECR po8
JElt] JjEet—1]

Let us prove 2. Let € X and let y € Shy(F(x)). Consider the system

y1=7-1 @)
y2 = F2 (&)

(2)
yr = Fi (&)

T = Zie[s] T

in the variable z € X*. Observe that the number of solutions of system (2) is equal to
|Shy(x) N (F)~L(y)|. So if we prove that system (2) has exactly |X|*~1/|Y|*~! solutions,
then we have that F is uniform. To do that, we are going to turn system (2) into a
triangular system. Observe that by summing the first ¢ equations of system (2), we have
that > ey = e Fil@) = F (Zie[s] a:,») = F(x). So we can replace the ¢-th equation
of system (2) with the equation 3., y; = F'(2). For any j € [t — 1], we claim that we
can replace the j-th equation of system (2) with a condition of the form z; € I'j(2;);e[j—1)
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where T'j(;);ej—1] € X has cardinality |[X|/|Y] for all (z;);c[j—1] € X’~!. So we have that
system (2) is equivalent to the following system

zj € Uj(wi)iepj—1y, J € [t —1]
r= Zie[s] Ti

System (3) can be solved in the following way. Let z € X® be any solution of system (3).
By solving the first t — 1 equations in order, we have that the number of choices of the
first t — 1 coordinates of z are exactly (|X|/|Y|)!~!. Observe that the t-th equation is
not written in terms of z. By using the ¢ + 1-th equation, we have that there are |X|*~¢
choices for the remaining s — ¢t coordinates of z. So the number of solutions of system (3)
is (]X[)*=1/(]Y])!~! and so is the number of solution of system (2).

Let us prove that for any j € [t — 1] we can replace the j-th equation of system (2) with
a condition of the form x; € I'j(;);¢[j—1) where T'j(z;);efj—1] € X has cardinality |X[/|Y].
By using the ¢ + 1-th equation of system (2), we have that Zie[j,s] x; ielj—1
Therefore, the term C;(2)) depends only on (7i)ie[j—1)- Suppose that b; = 0. Then
y; = P;j(x;) +C;j(z9)) and so we have that

L (zi)iey—1y = P} ! <yj _ Cj(g(j)))

and that I'j(x;);¢[j—1) has cardinality |X|/|Y| because P; is balanced. Suppose that b; = 1.
Then y; = Pj(Zie[jJrl,s] xi) + Cj(g(”) and z; € Tj(z)ie—y = (v — zie[j;l] xi) —
Pt (y1 — Ci(2)) because

=P Y. @] +C"),
i€[j+1,s]

>, weR! (yj —Cj@(j))> ,

i€[j+1,s]

ziel|l Y w—a|-Pt (yj —Cj@(j))) =Tj(i)iey-1,
ielj—1)

by using the ¢ + 1-th equation of system (2). We claim that I'j(z;);e[;—1) has cardinality
IX|/|Y|. Since P; is balanced, the set Pfl (yj — C;(z"9))) has cardinality [X|/|Y| and

therefore (Zie[j_l] T — x) — P! (y; — Cj(z"))) has cardinality |[X|/[Y| as well. This
proves that I';(z;);e[;—1) has cardinality |X[/[Y]. O

We have established some sufficient conditions to construct a correct and uniform
function. One can recognize that we can prove the uniformity property of the construction
in [PAB'23] by using directly Proposition 6. With the following lemma, we will address the
non-completeness property. This follows the same rationale of the proof of the construction
in [PABT23].

Lemma 2 ([PAB"23, Lemma 2]). Let t be a positive integer. For any j € [2,t + 1],
let Jj = {1U[j,t]: I € Pj_o}. Then P, = P, U{IU{t+ 1}:1 € P/} and the sets
T2y oy TJer1 form a partition of Pf.

Lemma 3. Let X and Y be finite Abelian groups and let F: X — Y be a function. If
d°(F') < d for some positive integer d, then for any positive integer s > d + 2 we have that
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F admits the following functional expansion of the s-th order:

%x = > > (T E Y g+ > +Z(—l)d_|1F<Zmi>.

JE[2,d+1] IEP; 2 i€l i€[7,8] I€ePy i€l

Proof. Let z; = x; fori =1,...,d and 2441 = Zie[d+1,s] x;. Then the result follows by
using Lemma 1 and Lemma 2:

sz = SNou)= Y (1)dI'F<Zz,;>

i€[s i€[d+1] I'eP;,, iel’

- XS en (T 3 ] e S eie(Ta)
jE[2,d+1] IEP; 2 i€l i€[j,d+1] IePy i€l

OIED SNC IR DIEERD DE +Z<1>“F<Z“'>'
JE[2,d+1] IEP; 2 iel 1€[7,s) 1€Pg iel

O

Lemma 4. Suppose to be in the hypothesis of Proposition 6. Let d be a positive integer.
If d°(F) < d and t = d + 2, then there exists at least one choice of Cy,...,Cqt1 such that
the following holds:

e Cy is constant,

o forany j € [2,d+ 1] and any a € X we have that 82‘1@ =0.

o there exists k € [d + 1,s] such that 0*Fyi o = 0 for all a € X.
In this case, F is a threshold implementation of F'.

Proof. We set C; = 0 and
Cia)y = > (1)TF Y wit Y i | —bja P | Y
I€P;_» iel i€[j,s] i€[j,s]

for any j € [2,d + 1] and any z € X®*. So Cy,...,Cqt1 satisty the first two items. Let us
prove the last item. By using Lemma 3, we have that F4y0(x) is equal to

S| = > (GED)+@—b) Pz +b P Y w
1€[s]

jeld+1] i€lj+1,s]

=F x; 1)7- g x; + x;
(]
i€[s

JE[2,d+1] I€EP; 2 el 1€[7,s]

- Z (1 =10;) - Pj(z;) = bat1 - Pay1 Z Z;

JE[d+1] i€ld+2,s]

=y (-n*MF <Z$z> — > (U =by)-Pi(x;) —barr-Para | Y @

IePq el JjE[d+1] 1€[d+2,s]
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So we have that 92+2F, o(z) = 0 if bgy1 = 0 and 941 Fyya(x) = 0if bgyy = 1.

Let us show that F is a threshold implementation of F'. Since all the hypothesis of
Proposition 6 are satisfied, then F is correct and uniform. To conclude, we claim that F
is non-complete. Let a € X and 2 € X®. Since C; is constant, we have that 92F; = 0 if
by =0and 9L F; = 0if by = 1. For any j € [2,d + 1], we have that 81 F; = 9J~1C; = 0.
Then there exists k € [d + 1, s] such that 9 F; 5 = 0. O

In Appendix B, we write explicitly the example described in the proof of Lemma 4.
Proof of Theorem 1. Take F as in Appendix B and if I is balanced set P; = F. O

Remark 2. Let F be as in Appendix B. We can use Proposition 3 to simplify some
expressions in the definition of F. Let j be a positive integer greater or equal than 2.

Then Z[epj,z(_l)j_mF (Ziel Ti + X ieljs) xl> is equal to 0 if j > d°(F) + 2 and to
Siep, (1T (S, @) if j = d°(F) + 2.
Remark 3. Let us consider the case where F' is balanced. We want to give an explicit form

of the construction given in Appendix B that minimizes the number of sums of the input
shares. We present an elegant solution. For each j € [2,d + 1], we have that the term

(-1)F (Zie[jﬁ] xz) appears in the expression of F;(z). However, if P;_; = (—1)J72F
and b;_; = 1 then such term is cancelled in the expression of F;(z) and computed instead
in F;_1(z). Indeed, we have that

Fi@)=(1=b) Pi(z)+b P | > wi |+ > (—1)IEY mi+ >

i€[j+1,s] I€P;_» el i€[7,s]
— (P[>
i€[j,s]
i€[j+1,s] IeP;_, i€l i€[7,8]

One can find the explicit expression in Appendix B.1.

Remark 4. We estimate the number of operations needed to evaluate F as in Appendix B.1.
Let F' be as in Appendix B.1 with s = d+2, then F(z) = F’ (xl, ey T, Zie[d+2 . xv)
So we can assume d = s — 2. Without loss of generality, assume d = O(d®). The number

of evaluations of F is 0(29”). The number of additions (considering also subtractions) in
Y is equal to O(24°). The number of additions in X is equal to O(d° - 29°).

4.1 On a Threshold implementation of the multiplication map with 4
shares

There are numerous uses of the multiplication maps in cryptography, such as the square and
multiply algorithm used for the side-channel secure implementation of AES in [Bar86] and
the Pseudo-Random Function Ciminion [DGGK21]. We are going to give an implementation
with 4 shares. To the best of our knowledge, it does not exist in literature an implementation
with fewer shares that does not use some extra assumption.

Let R be a finite ring. Let F': R? — R be the multiplication map, i.e. F(a,b) = ab.
Then it is easy to show that F has functional degree 2. Let L: R?> — R defined by
L(a,b) = a+ b. Observe that L is linear and balanced. Let x = (21, %9, 73, 24) € (R?)*
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where x; = (a;,b;) € R? for i € [4]. Then we can construct F: (R?)* — R* as in Appendix
B with by = by = b3 =0 and P, = P, = P; = L. Therefore, F(z) is equal to

a1 +b1
az +ba + 32, iep.a @ibj
a3 + b3 + a1b1 + a1bs + a1bs + asby + asby
a1b2—|—a2b1—a1 —ag—ag—bl—bg—bg,

5 On a construction for second order Threshold Implemen-
tation of quadratic balanced functions

In this section, we present a construction for second order Threshold Implementation of
quadratic balanced functions. We want to demonstrate that it is possible to do general
construction of higher order threshold implementations with a similar idea to the one
used in Section 4. We recall that using a higher order threshold implementation of
a cryptographic function is usually not enough, as one need to implement the entire
cryptographic scheme by taking into account the same level of security. For this reason,
we do not present real-world applications of the main result of this section.

As in Section 4, we want |X]| to be divisible by |Y| and s > ¢. By Proposition 5, the
minimum value for s is equal to 5 but then ¢ > (g) = 10. If we take s = 6, then by [Pet19,
Theorem 2.15] we have that ¢ > 6. Similarly to the construction in Section 4, the minimal
number of shares is not suited for a general construction, but we are going to prove that if
we take s > 7 and ¢t = 7 then a general construction is possible. In this section, we are
going to prove the following theorem.

Theorem 2. Let X and Y be finite Abelian groups such that |X| is divisible by |Y|. Let
F: X =Y be a quadratic balanced function. Let s be a positive integer such that s > 7.
Then the function F: X — Y7 defined by F(x) equal to

F (x1)
Flxy+x5+x6+ Zie[?,s] €X;

F To + I3 + Te + Zie[7,s] €Ty

F(xo+ x4+ 25)
F (x4 23)+ F (21 +22) — 4F (1) — 2F (22)

F (Zie[?,s] xz) +F(z1+2) + F (M 26+ D icrs) xi) —3F (z4) = 2F (956 + Xier,s] 3%)
F (23 +24) + F (3 + 235) + TF (0) — 3F (x3) — 2F (25) — F (ziem x)

is a second order Threshold Implementation of F' that is also an F-implementation.

Lemma 5. The set S ={{1,5,6},{2,3,6},{2,4,5},{1,2,3},{1,4,6},{3,4,5}} satisfies
the properties described in Proposition 5 with (s,t,d, k) = (6,6,2,2).

Lemma 6. Let F: X — Y be quadratic. Let S3 = {{1,5,6},{2,3,6},{2,4,5}}, let
S2 = {134}, 13,5}, {1,3}, {12}, {1,4}, {4,6}} and let 21,..., % € X. Then F (£, )
s equal to

S F (Zz) +> F (Zz) +TF0) =3 Y Flz)-2 > F(z). (4)

IeS3 icl I€S; iel 1€{1,3,4} 1€{2,5,6}
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Proof. By using Proposition 3 with (s,d) = (6,2) we have that

F (Z z) = > F (Z zi> — 4 " F(z)+ 10F(0) (5)

16776,2 i€[6]

because p6,2(2) = (5)(—1)° =1, pg (1) = (411)(—1)1 = —4 and 62(0) = (5)(~1)2 = 10. If
we take the expression in (4) and we apply Proposition 3 with (s,d) = (3,2) on F (3,¢; 2)
with I € S3, then we obtain

F (Z z,») = ) F (Z zz-> — Y F(zi)+ F(0)
iel JCI,|J|=2 i€J i€l

because 3 2(j) = (g:;)(fl)%j = (—1)7. Since {J C I |I € S5, |J| =2} U Sy = Pg 2, we

have that (4) turns into

Z F(Zzi>+10F(0)—3 Z F(z)—2 Z F(z)+

I€Ps,2 el 1€{1,3,4} 1€{2,5,6}
i€{1,5,6} i€{2,3,6} i€{2,4,5}
that is equal to the right side of (5). This concludes the proof. O

Proof of Theorem 2. The function F is second order non-complete by Lemma 5. Indeed,
since S = {{1,5,6},{2,3,6},{2,4,5},{1,2,3},{1,4,6},{3,4,5}} defines a second order
non-complete function, then the same holds for the set S§%, = {J U [7,s]: J € S}. We
prove that J is correct by using Lemma 6. Indeed, the sum 3, ) F;(2) is equal to (4)
by setting z; = z; for i € [5] and 26 = z6 + 3 ;7 4 Ti- To conclude, let us prove the
uniformity of F. Let z € X and y € Sh7(F(z)). Consider the system

Fi(z) =1

: 6
Fr(z) = yr ©

Zie[s] Ti=2x

in the variable £ € X®. Observe that the number of solutions of system (6) is equal
to [Shz(z) N (F)~(y)|. So if we prove that system (2) has exactly |X|*71/|]Y|""! =
IX|*=7(|X|/[Y])® solutions, then we have that F is uniform.

Similarly to the proof of Proposition 6, we can turn the seventh equation of system (6)
into }_,c7¥; = F(x). Let us rewrite the eight equation of system (6) into > ;7 @i =
T — e, Ti- Let us fix s,..., 7, € X. We claim that there are exactly (IX]/]Y])¢
choices of (Z1,...,27) € X7 such that (z1,...,Z,) is a solution of system (6). This will be
enough to conclude the proof.

Let X = (Xi,...,X7) € X" be such that X; = x1, Xo = 21 + x5 + 26 + 27, X3 =
To + X3+ 26 + X7, Xg4 = o + x4 + x5, X5 = 21 + 23, X6 = 27, X7 = x6. It follows that
the linear transformation that maps (z1,...,z7) into (Xi,..., X7) is bijective and that
Tr1 = Xl, Ty = X1 —|—X3—X5—X6—X7, T3 = —X1 +X5, Ty = —XQ—X3—|—X4+X5—|—2X6+
2X7, x5 = — X1 + Xo — X¢ — X7, x¢ = X7, x7 = Xg. Observe that the eighth equation of
system (6) turns into X4 + X5 + X + X7 = 2. We claim that for j € [6] we have that
y; = F(X;) 4+ G;(X1,...,Xj_1,z) where G;: X/ — Y is some function. Similarly to the
proof of Proposition 6, such claim is enough to prove that system (6) where zs, ...,z are
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fixed, has (|X|/|Y])® solutions. The claim is true for j € [4] since we have that y; = F(X}).
Since

To :X1 -ﬁ-)(:;—)(5—)(6—)(7:)(1-|—)(3—‘r-)(4—SIJ7
the fifth equation of (6) turns into F'(X5)+G5(X1, Xa, X3, X4, ). Since xg+x7 = X+ X7 =
r— X4 — X5 and

Ty =—Xo— Xg+ Xy + X5 +2Xg+2X7y =—-Xo— X35 — Xy — X5+ 22,
the sixth equation of (6) turns into F\(Xg) + Ge(X1, Xo, X3, X4, X5, ). O

6 On the conversion between additive sharings in I and
Lipin

Let p be a prime and n be a positive integer. In this section, we construct procedures to
convert from an additive sharing over F} to an additive sharing over Z,» and vice versa
by studying the functional degree of the conversion maps between F and Zy~. These
procedures need s > (n—1)(p—1)+3 shares, cost O(n?2") elementary operations (with the
assumption p << n and s = O(n)), do not need extra randomness, need 1 clock cycle for the
conversion F}) to Zy» and [n—log, ((n — 1)(p — 1) + 1)] clock cycles for the conversion Z;n
to ;). We must say that there exists several techniques [CGV14, CGTV15, SPOG19, SH24]
for this type of conversion and each uses at minimum 2 shares, but they all need extra
randomness while our procedure does not need any. It could be argued that to compare
those techniques with ours, one need to generate extra shares and use randomness for
that. However, in some cases, that generation process can be done in preprocessing.
Indeed, let (X1, X2) € Sha(z) for some z € X (X being either F}} or Z,«) one can take
z = (x1,...,25) € Shs(0) and then (1 + X1,22 + X2, 23,...,2s) is in Shy(z). Another
aspect is the number of clock cycles. In this case, we need to look at the state of the art
regarding real-world implementation [SPOG19, BC22, NDKV24, SH24]. We conclude that
our algorithm is very competitive, as there are many implementations that require way
more clock cycles than ours. The only tradeoff of our algorithm is the operation count
that is exponential in n, while most known procedures are at most polynomial in n. So, in
its current state, the scope is limited to low values of n.

Remark 5. Let p be odd. We show that using the representation in A, = {0,...,p — 1} or

inB, ={-(p—1)/2,...,(p—1)/2} does not change the functional degree of the conversion

maps. Let x(1),...,x4) € By and let z¢;) = z¢;) + % € A, for all j € [n]. Then

Zié[n] :E(i)pi*1 = Zie[n] x(i)pi*I + p"2_1. So if ' is the conversion map from ) to Z,» that
uieslthe representation in A, then G(z(y),...,2m)) = F (9:(1) + %_1, ce Ty + %) —
P

is the conversion map from F}; to Z,» that uses the representation in B,. Therefore,
we have that d°(F) = d°(G) and d°(F~1) = d°(G~1).

We show that by using Lucas’ Theorem, we can compute the functional degree of the
conversion map from Z,» to Fy.

Proposition 7. Let p be a prime number and let x € Z. Let x(1),..., 2y €1{0,...,p—1}
be such that v =3, z;p" ' (mod p™). Then, for any j € [n], we have that

z
<pj—1) =z(; (mod p).
Proof. If x < 0, then x = Zie[n] x(i)pi’l —mp"™ where m > 0. If j = 1, then (‘i) =T =11
(mod p). Assume j > 1. Observe that

(pjx‘l) =7 (x Z’if B 1) = (x +pfi11 - 1) (mod p)
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j—1

because (—1)?" = —1 (mod p) since j > 1. Then —z+p/~1—1 = (mp” - Zie[j,n} x(i)pi_l)—l—

(pj‘l = D ieli-1] zpp' = 1) . Since 0 < (pj_l =D ieli-1] zpp' Tt — 1) < p~! and

(mp" = Diclin] x(i)pi’l) > pi~1, then by Lucas’ Theorem we have that

@ —z+pil -1 mp"™ =3 e TP
P N

pi—t 2 pi—1

=— [ mp" = D0 ap | =) (mod p).
=

O

A direct consequence of Proposition 7 is that the functional degree of the conversion
map from Zy~ to F) is equal to p™~ 1. Indeed, its IV polynomial representation is given by
Zie[n] (p[”,l)ei where {ey,...,e,} is the canonical basis of Fj. We will show that we can
do better by decomposing this conversion map into functions of small degree.

We use the following notation. Let p be a prime number and let F': Z™ — Z. We
denote by F™ the function from Z™ to Z,» defined by F(™)(x) = F(x) + p"Z and we set
Fqg= I D F(0) for any d € N™. We prove the following lemma that will be useful for the
rest of the section.

Lemma 7. Let p be a prime number and let F': Z™ — Z. Then for any positive integers
n,k such that k < n, we have that d°(p*F(M)) = d°(F(»=k)),

Proof. Let d € N then we have that that p*d@ F() = 0 if and only if p"0 D F = 0
(mod p") if and only if 9 F = 0 (mod p"~*) if and only if 9D F"=k) = 0. This is
enough to conclude the proof. O

Let x: Z — Z be the function defined by x(x) = 1 if z = 0 (mod p) and x(z) =0
otherwise. Let a: Z — Z be such that a(x) = x (mod p) and that the image of « is equal

to {0,...,p—1}.
Lemma 8. Let p be a prime number and n a positive integer. Then we have that
d°(x™) =n(p—1).

Proof. Since x(™) is the pullback of the function that maps = + pZ to 1 + p"Z if x = 0
(mod p) and to 04 p"Z otherwise, then d°(x(™) = n(p — 1) by Proposition 1. O

Lemma 9. Let p be a prime number and n be a positive integer. Then we have that
d°(a™) = (n—1)(p — 1) + 1 and we have the following:

1. ag=0, 1 =1 and ag = —pA=Vx(1) for all d > 2.
2. In particular, if p = 2 we have that ag = (—1)7712971 for all d > 1.

Proof. Observe that d°(a(V)) = 1. Suppose that n > 1. Observe that Aa(z) = 1 — p if
z =p—1 (mod p) and Aa(x) = 1 otherwise. So we have that Aa(z) =1 — px(z + 1).
So for any d € N with d > 2 we have that A@a(z) = —pAld=Yx(z + 1). By Lemma
7, we have d°(px(™) = d°(x(~Y). So we have that d°(a(™) = d°(x("V) + 1 and
d°(a™) = (n—1)(p—1) +1 by Lemma 8.

Suppose that p = 2, then a(z) = % for any « € Z. We claim that A@a(z) =

24=1(—1)z+d=1 For d = 1, we have that Aa(z) = 17(721)“1 - 17(;1)36 = (—1)*. Suppose
the claim is true for d > 1 and let us prove it for d + 1. We have that

A Do (z) = AN Da(z) = 2771 ((-1)7F4 — (—1)"+471) = 24(—1)"+.

This concludes the proof because ag = ADa(0) = 2471 (1)1, O
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6.1 Conversion from IF;} to Zyn

Let o: Z" — Z be defined by o(z(1),...,Z(n)) = Xicpn) a(z;))p'~t. Then o™ is the
pullback of the conversion map from F to Z,». We claim that d°(c(™) = (n—1)(p—1)+1.
We observe that if i,j € [n] are such that i # j, then we have that 9’00 = 0. So for
any i € [n], we have that 9%(@)g(™(0,... 0) = p' "1 Al)a(™(0) and therefore d2(c(™)) =
d°(p'~tal™). By Lemma 7, we have d°(p'~ta(™) = d°(a("~**1)) and so we have that
d2(c™) = d°(a(»=1). By Lemma 9, we have that d$(c(™) = (n —4)(p — 1) + 1 for any
i € [n] and therefore d°(c(™) = (n —1)(p — 1) + 1.

Let s > (n—1)(p—1)+3 and let z1,...,z5s € {0,...,p — 1}". Let @™ be the addition
over F}) and let " be the addition over Z,». We want to use the threshold implementation
defined in Appendix B.1 to get y1,...,ys € {0,...,p — 1}"™ such that D"z, = HEE ]y See

icls] jEls
Appendix C for the explicit construction. By using the estimates in Remark 4 and the
fact that each addition either in F) or in Zy» costs O(n) elementary operations, we have
that the total cost is O(n?2") if p << n and s = O(n).

6.2 Conversion from Z;~ to F}

We now have the tools to define a conversion from Z,» to F by decomposing it into
functions of smaller degree. We consider the conversion map from Zpy» to Zy X Z,n-1, then
the one from Z;, X Z,n-1 to Zf, X Zpn—-2 and so on until we get the conversion to Z; = F.
We must say that this technique is similar to the one described in the paper by Geelen et
al.[GIKV23] even though their scope is very different from us. Indeed, digit extraction is
an important step in the bootstrapping for Homomorphic Encryption [HS15, CH18, GV23].
In [GIKV23], they approach this problem by using polyfunctions which are polynomials in
Zyn |z] represented using the factorial basis {z(x—1)--- (x—d+1)}4en. This representation
is closely related to the IV polynomial representation since (Z) = W. We
must remark that using the IV polynomial representation instead of the polyfunction
representation has the advantage of determining the exact functional degree of a function
by its representation. Indeed, [GIKV23, Corollary 3] is a direct consequence of the theory
developed by Clark et al. in [CS22].

Let : Z — 7 be defined by n(z) = %@. We claim that d°(n(™) = d°(a("t1)) =
n(p —1) + 1. By Lemma 9, we have that An(0) = %f‘(o) = 0 and that A@p(0) =
~ADa(0)/p for all d > 2. Therefore, we have that d°(pn™*t1) = d°(a(**t1)) and we can
conclude by Lemma 7. Moreover, we have that the function from Zy» to Z,»-1 that maps
x+p"Z to 77(”*1)(:10) is balanced. Indeed, for any y € Z we can choose & = py + z where z
is any element in {0,...,p —1}.

We can use 7 to define a procedure that takes an integer x € Z and extract z(1), ..., Z(,) €
{0,...,p— 1} such that z = Zie[n] x(i)p’_l (mod p™). Let 1/ be the application j times
of the function 7. Let us consider the map from Zy» to Zj, x Zpn-1 with n > 2 defined by

z+p" L (¢ +pZ,n(x) +p" ' Z) = (v + pZ, "D (x)).
Then we have that
x+p"ZL (I(l) +pZ,n™" 1)(1’)>
(% + pZ, x(3) + pZ, " (n(x ))) S aaE
=

21y +PL, ..., T(n-1y + pZ, Y (nn_l(w))>
(:E +pZ,...,Tpn_1)+ DL, T(n) +pZ)



Enrico Piccione 19

There are n — 1 steps in this procedure, and each step k involves a function of degree
d°(n™=*)) = (n —k)(p—1)+1for k = 1,...,n — 1. However, we can make it shorter
depending on the value of p. Observe that if after the first £k — 1 steps we have that
(n—1)(p—1)+1>p"~* (that is when k = [n —log, ((n — 1)(p — 1) + 1)]), then we can
conclude the conversion by mapping n*~!(x) + p"**+1Z to

k=1(p k=1(p
((77 1( )) +pZ, ..., (npn(k )> +pZ> = (x(k) +PZ, ..., T —|—pZ).

Let s > (n—1)(p—1)+3 and let z1,...,z5s € {0,...,p — 1}™. Let @™ be the addition
over F}) and let " be the addition over Z,». We want to use the threshold implementation
defined in Appendix B.1 to get y1,...,ys € {0,...,p — 1}" such that HH[T;JEZ = @nyj We

i€[s JE[s]
use a combination of the threshold implementation in Appendix E and in Appendix D. By
using the estimates in Remark 4 and the fact that each addition either in F7 or in Zy»
costs O(n) elementary operations, we have that the total cost is O(n?2") if p << n and

s=0(n).

7 Conclusion

In this work, we extended the threshold implementation technique to cryptographic func-
tions defined over finite Abelian groups, demonstrating that many classical properties
remain valid in this broader setting. This generalization significantly expands the ap-
plicability of threshold implementations beyond vectorial Boolean functions, enabling
their use in diverse cryptographic scenarios, particularly those involving arithmetic and
prime-field sharing. We proved that functions with functional degree d admit a threshold
implementation with s > d + 2 shares, thereby generalizing and improving the results
presented in [PABT23]. Furthermore, we extended these findings to second-order threshold
implementations by proposing a general construction for quadratic balanced functions.
Additionally, we provided novel constructions with practical relevance, including a thresh-
old implementation for any multiplication map with four shares and first-order secure
conversion algorithms between additive sharings over Fj) and Zn.

There are many open problems that are left unsolved such as addressing the case of
threshold implementation with d 4 1 shares, doing more general constructions for higher
order implementation and improving the operation count of the conversion algorithms.
For the latter, one could reduce the operation count to O(n) by finding decompositions
into low degree functions (ideally quadratic or cubic) of the conversion maps.
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A Complementary content for Subsection 3.1

We show an example for the case F' unbalanced and F both uniform and unbalanced. Let
F: Zy — 7 defined by F(0) =0, F(1) =0, F(2) =0, and F(3) = 1. Let F: Z3 — Z3 be
defined as follows:

F(z) = (0,0), z € {(0,0),(0,1),(0,2),(1,3),(1,0), (1, 1)},
Flz) = (1,1), 2 €{(2,2),(2,3),(2,0),(3,1),(3,2),(3,3)},
F(z) = (1,0), z € {(0,3),(1,2)},
F(z)=1(0,1), z € {(2,1),(3,0)}.

By construction, we have that F is unbalanced and it is correct with respect to F'. One
can verify that [Shy(z) NF~1(y)| =2 = }%g}% for all x € Z4 and all y € Sha(F'(x)). So
we have that F is uniform.

We show an example for the case F' balanced and F both balanced and not uniform.
Let F': Zg — Zs defined by F(0) =0, F(1) =0, F(2) =1, and F(3) = 1. Let F: Z3 — 73
be defined as follows:

F(z) = (0,0), z € {(0,0),(1,0),(2,3), (3,2)},
Flz) = (1,1), 2 €{(0,1),(1,3),(2,2), (3, 1)},
F(z) = (1,0), z € {(0,2),(1,2),(2,1),(3,0)},
F(z) = (0,1), z € {(0,3),(1,1),(2,0),(3,3)}.

By construction, we have that F is correct with respect to F' and F is balanced. However,

F is not uniform because [Shz(0) N F~1(0,0)| =1 # };2}2: =2.
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B An example from the general construction of threshold
implementations with d + 2 shares

~7:1($)=(1—bl)'P1(9€1)+bl'P1(Z xi)7
i€[2,s]

1€(2,s

1€[j+1,s] I€EP; 2 i€l i€[7,8]

Fi(z) =(1—bj)'Pj($j)+bj'Pj< > xz) + > ()M (Zwﬂr > x%)
—bj_1-Pj, ( > :1:) je2,d+1],

1€[7,8]

I€ePy iel JjEld+1] 1€[d+2,s]

Fapa(z) = Y (-1 MF (Z$z> = D (=) Pi(x)) = bas1- Panr ( > mi) :

B.1 An example with F' balanced

Assume d° = d°(F) > 2. We set P, equal to (—1)*"1F if k € [d°] and equal to F if
k€ [d°,d+ 1]. We set by, equal to 1 if k € [d°] and equal to 0 if k € [d°,d + 1].

B.1.1 d=d°(F)

Fi(z) =F ( > x) :
i€[2,s]
Fj(z) =(—1)j_1F( > wz) + > (-1 VF (Z%-F > xz) j€(2.d],

i€[j+1,s] IeP; , iel i€[4,s]

Fapr(@) =F (zgn) + Y () 1IF (sz + > wi) ;

IeP;_, iel i€[d+1,s]

Fayo(z) = Z (—1)HiE (Z xz) — F(z441) -

IePy el
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B.1.2 d > d°(F)

-Fl(l') _F Z Ty )
1€[2,s]
Fi@) =1 F Y a4 Y ()R Y w Y w| jef2d),
1€[j+1,s] IeP;_, iel 1€[7,s)

fdo+1(£) :F($d0+1)+ Z (_1)d0+1*|I\F in—k Z Z;

IeP:, | il i€[do+1,s]
Faoga(@) =F (xac2) + »_ ()T VIF <Z$z> ,
I€Pgo il
Filz) =F (z;) je[d®+3,d+1],
Fito(z) = — Z F(x;).
i€[de+1,d+1]

C Conversion from additive sharing in I, to additive sharing
iN Zgpn

Let @™ be the addition over ]Fg and let H" be the addition over Z,~. We use the
construction from Appendix B.1. Let d° = (n —1)(p — 1) + 1.

Cl s=d°+2

n

Yy = T,
i€[2,d°+2]
y; =(—1)7! @" | mr B (1) B x| jeRdl,
i€lj+1,d°+2] TeP; , i€IU]j,d°+2]

Yaos1 = (zqor) BT H" (—1)d*+1-1 ( D" x) :
ieIu]

IePio_, do+1,d°+2]

Yo 12 = EHn (_1)d0—|1| (@nxl> @ (_1) (.Z‘do_H) )

el
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C2 s>d°+2

Yy = @n Ti,

1€[2,s]

Yj =(—1)j—1< @" ac) B " (—1)j—f< D" x) j€[2,d%,

i€lj+1,s] Iep;_ i€1U[,5]

IePr, _, i€IU[do+1,s]

Ydo4+1 = ($d0+1) EB” Hﬂn (—1)d0+17|1‘ ( @n 1’7,) )

Yo sz = (zaoq2) B H (~1)2"- M| (@n$z> ;

IEP?, i€l

yj =z; je€[d®+3,s-1],
= A" .
Ys (z‘e[d°+1,s—1]ml

D Conversion from additive sharing in Z,~ to additive shar-
ing in IE‘Z

Let @™ be the addition over F) and let H" be the addition over Z,~. We use the
construction from Appendix B.1. Let d° = p™~ 1.

D.1 s=d°+2

n

Y1 = Ty
iefz,do+2)

C=(—1)i"1 H* 2) e @ (—1)7 M H" 2) je2d
w=0 (B ) e @ o (LB ) el

o = (Tge @n " _1 do+1_‘I| %n X;
Yaos1 = (Tas 1) Ie@%‘o_l( ) ierujdof1,do42] )’

o i€l

Yaor2 = D" (=)W (EH”%) " (—1) (Tao41) -
I

D.2 s>d°+2

n
Y1 :HH Ly

1€[2,s]
=(—1i (B3 m) e P" (—1 J"( H" x> i € [2,d°],
w=y (B e @ o (@ ) el

Yao 11 = (zao 1) " D" (—D“‘”“”( i ﬁ")

I€P, | i€TU[do+1,s

Yaoy2 = (Tqop2) @ D" (~1)4 -1 (Eanl) ,

IEP;, i€l

yj =x; je€[d®+3,s—1],

Ys = — ( EBn xi)
i€[d°+1,s—1]
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E Conversion from additive sharing in Z,~ to additive shar-
ing in Zy, X Zpn—

Let B* be the addition over Zypr. We use the construction from Appendix B.1. Let

d°=Mn-1)(p-1)+1.

El s=d°+2

= @ T )
L i€[2,d°+2] A

(yl)(Q,n) (ie[z,d%?]%z (2,n)7
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