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Abstract. Approximate fully homomorphic encryption (FHE) schemes, such as the CKKS scheme
(Cheon, Kim, Kim, Song, ASTACRYPT ’17), are among the leading schemes in terms of efficiency
and are particularly suitable for Machine Learning (ML) tasks. Although efficient, approximate FHE
schemes have some inherent risks: Li and Micciancio (EUROCRYPT ’21) demonstrated that while these
schemes achieved the standard notion of CPA-security, they failed against a variant, IND-CPAP | in which
the adversary is given limited access to the decryption oracle. Subsequently, Li, Micciancio, Schultz, and
Sorrell (CRYPTO ’22) proved that with noise-flooding countermeasures which add Gaussian noise of
sufficiently high variance before outputting the decrypted value, the CKKS scheme is secure. However,
the variance required for provable security is very high, inducing a large loss in message precision.

In this work, we consider a broad class of attacks on CKKS with noise-flooding countermeasures, which
we call “semi-honest” attacks, in which an adversary may submit only correctly distributed ciphertexts
to the decryption oracle. The ciphertexts submitted for decryption can be fresh ciphertexts, or can
be ciphertexts resulting from the homomorphic evaluation of some circuit on fresh and independent
ciphertexts. Our motivation is to model an internal threat scenario where an adversary can passively
access the internal randomness of the system.

We analyze the concrete security of CKKS with various levels of noise-flooding in the face of such
attacks. The aim of this work is to outline and precisely quantify the various trade-offs between the
number of allowed decryptions before refreshing the keys, noise-flooding levels, and the concrete security
of the scheme after a number of decryptions have been observed by the adversary.

Due to the large dimension and modulus in typical FHE parameter sets, previous techniques even for
estimating the concrete runtime of such attacks — such as those in (Dachman-Soled, Ducas, Gong,
Rossi, CRYPTO ’20) — become computationally infeasible, since they involve high dimensional and
high precision matrix multiplication and inversion. We therefore develop new techniques that allow us
to perform fast security estimation, even for FHE-size parameter sets.
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1 Introduction

The notion of “approximate FHE” — fully homomorphic encryption schemes that guarantee only approximate
correctness of decryption — was proposed by Cheon, Kim, Kim, and Song [12]. Their scheme, henceforth
referred to as CKKS, is one of the leading schemes in terms of efficiency and Single Instruction/Multiple Data
(SIMD) parallelization opportunities, and is particularly suitable for Machine Learning (ML) tasks. Although

efficient, approximate FHE schemes have some inherent risks: Li and Micciancio [25] demonstrated what while
these schemes achieved the standard notion of CPA-security, they failed against a variant, IND-CPA? | in
which the adversary is given limited access to the decryption oracle. In the same work [25], the authors

showed that for exact schemes (such as BGV, BFV and TFHE), the notions of IND-CPA” and IND-CPA are
equivalent.*

Noise-flooding techniques have been suggested as a practical countermeasure against IND-CPA? at-
tacks [1]. These techniques add noise (from a Gaussian distribution) to the message obtained by decrypting
a ciphertext, before it is returned to the adversary. Such countermeasures were formally analyzed in the work
of Li, Micciancio, Schultz, and Sorrell [26], and it was shown that when the noise-flooding level is sufficiently
high, they are indeed provably secure. Nevertheless, the amount of noise required for provable IND-CPAP
security remains quite high, and as a result, severely limits the message precision that CKKS can handle (8
or 16 bits of precision for parameter sets deemed “reasonable”).

There are two main reasons for the large noise required for provable IND-CPAP security. First, a worst-case
noise analysis is needed to determine the amount of noise already present in a ciphertext prior to decryption
and the noise flooding must then scale with this worst-case noise. The reason is that average-case noise
analysis assumes that input ciphertexts to homomorphic circuits are independent and identically distributed.
When a circuit computation is performed on correlated inputs (a simple example is adding a ciphertext to
itself ¢ times instead of adding ¢ independent ciphertexts), the average-case analysis will fail to output the
correct noise estimation. This particular correlated input attack has been exploited in [21]. A similar attack
exploiting decryption failures in exact FHE schemes was presented in [10]. Second, the current techniques for
proving IND-CPA” show that the decryptions obtained in the two games of the indistinguishability definition
are statistically close, whereas computational indistinguishability would be sufficient to achieve the security
notion.

In this work, we introduce a formal security model that captures semi-honest attackers with access to a
decryption oracle. As a result of enforcing semi-honest behavior, average-case noise analysis is sufficient to
accurately estimate the noise present in a ciphertext submitted for decryption, so the noise-flooding level
can scale with the average-case noise, as opposed to the worst-case noise. We then investigate the concrete
computational security achieved when decryption is augmented with different levels of noise flooding. In
particular, we investigate the concrete runtime and success probability of the state-of-the-art key recovery
attacks when incorporating the additional information obtained from decryption. Thus, our goal is to provide
insights into the concrete security of CKKS with various noise-flooding levels in the semi-honest setting.

We consider internal threats, which are common in deployment scenarios, and argue that it is conceiv-
able that adversaries can access the internal randomness of the system. Our new model, which we call
IND-CPAPSH (see Section 5 for the formal security definition), captures semi-honest attackers who do not
hold the secret key, but may access the decryption oracle to obtain noisy decryptions. In particular, our
model enforces that public keys and ciphertexts are created honestly, and that fresh and evaluated cipher-
texts follow the “correct” average-case noise distributions. Our model only allows the adversary to request
evaluations on classes of admissible circuits.” Our model captures an adversary who passively corrupts a
party within the system, and thus can observe their entire state, and is incomparable to IND-CPA®. On the

4 In a recent work [10], this is called into question, as the authors point out that the proof of equivalence between
IND-CPA? and IND-CPA does not take into account the decryption failure probability of an exact scheme. The
authors of [10] exploit the fact that this decryption failure probability is rather high in implementations of exact
schemes to run an IND-CPA® attack on the BFV scheme, and remark that their attack also applies to BGV and
TFHE.

5 In this work, admissible circuits will correspond to either identity, Class 1 or Class 2 circuits and will be defined
subsequently.



one hand, it is stronger since the adversary gets to observe the internal randomness of the corrupted party.
On the other hand, our model is weaker since it enforces that the noise distribution of ciphertexts submitted
for decryption follows the expected distribution for the corresponding class of admissible circuits.

One may ask why we disallow the adversary from querying the decryption oracle with malformed or
incorrectly distributed ciphertexts. Indeed, when such queries are allowed, IND-CPAP® attacks against average-
case noise-flooding techniques are known [21,10], as mentioned above. We note that in such attacks the
attacker actively modifies the distribution of ciphertexts to be decrypted so that it deviates from the correct
distribution. At the same time, since FHE schemes (even exact schemes [10]) are inherently insecure against
CCA attacks, external measures must be put in place in any particular deployment to ensure that an
adversary cannot request decryptions of incorrectly distributed ciphertexts. For example, to ensure the
integrity of the computation, as well as the well-formedness of the ciphertexts and relevant keys, Verifiable
Computation (VC), and Zero-Knowledge (ZK) proofs for FHE schemes or even the use of enclaves should
be considered [3,18,19]. The implementation of these measures are outside the scope of our work; we simply
observe that if such measures are in place, then adversaries are restricted to be semi-honest as described
above.

Once we have established our security model, we investigate the best attacks in this model, for various
levels of noise flooding. We consider the concrete security degradation of the CKKS scheme in the presence of
t decryptions, with noise flooding of some variance p?. Our starting point is noise-flooding equal to the noise
level computed by the “average-case” noise analysis. Here, the decryption of a ciphertext is noise-flooded
by the variance of the noise already present in the ciphertext®. This noise-flooding setting is optimal, in
the sense that only 1 bit of message precision is lost. On the other side of the spectrum is setting p? as
large as the variance needed for provable, statistical security. We investigate settings of p? that fall between
these two extremes. Our aim is to present tradeoffs among (1) the number of allowed decryptions before the
secret/public key must be refreshed, (2) the variance of the noise-flooding added to the decryption (which
determines the loss of precision), and (3) the concrete security of the scheme after a number of decryptions
have been observed by the adversary (e.g. a drop of 10 or 15 bits in security for a 256-bit parameter set
may still be acceptable). We stress that the aim of our work is not to provide any definite conclusion on the
concrete level of noise-flooding to apply when deploying CKKS. The conclusions of our experiments should
rather be viewed as informing choices such as choosing parameter sizes and key refreshing policies.

In Section 2, we give a technical overview that includes a description of the classes of admissible circuits
we consider, as well as our techniques for obtaining concrete hardness estimates. We emphasize that prior
methods for concrete hardness estimation that are applicable in this setting, such as [16], require performing
expensive matrix operations on the covariance matrix representing the conditional distribution of the LWE
secret/error. For FHE-scale parameter sets, the covariance matrix can have dimension as high as 256K X
256K, so several hundred terabytes are required to naively store the values (assuming 64-bit precision,
whereas in our experimental results in Section 10.2, we find that up to 2,000 bit precision is required for
meaningful results). Therefore, one of our main technical contributions is developing new tools to provide
fast and accurate estimates that do not require these high-dimensional matrix operations.

2 Technical Overview and Related Work

We consider three types of admissible circuits: Identity, Class 1, and Class 2 circuits, which are defined
below. For each type of circuit, we consider an adversary who requests ¢ evaluations of circuits of this type
on fresh ciphertexts, and then obtains ¢ noisy decryptions of these evaluations. Importantly, for each circuit
type, the information obtained by the adversary from decryption will correspond to a noisy linear system of
equations on the LWE secret and error underlying the CKKS public key. This means that the view of the
adversary is equivalent to obtaining the public key pk = (—as + e,a) (mod g), for some ciphertext modulus
q, along with a multivariate Gaussian distribution A (y/,3’) representing the joint conditional distribution
on the secret and error (s, e).

6 As predicted by an average-case noise analysis [14].



2.1 Admissible Circuits

Decryption Queries on Identity Circuits. We start by considering an attacker who submits a number ¢ of
fresh ciphertexts for decryption, or equivalently, requesting ¢ decryptions of ciphertexts obtained from the
evaluation of the identity circuit on a fresh encryption. The adversary receives the noise-flooded output of
the decryption, where the noise is a centered Gaussian of some variance p?. This is a natural circuit class to
consider since in the original paper of Li and Micciancio [25], attacks using only identity circuits were shown
to allow full key-recovery against CKKS when there is no noise added during decryption.

Decryption Queries on Class 1 and Class 2 Circuits. We then extend our analysis to broader classes of
circuits, beyond identity circuits (see Section 9 for formal definitions of these classes). Briefly, Class 1 circuits
are circuits that consist of £ independent subcircuits C1, ..., Cy. These circuits can be completely arbitrary
as long as they all have the same multiplicative depth d > 1 and they each end in a multiplication with
rescale operation. The final circuit consists of the addition of the outputs of these subcircuits. Intuitively,
we require addition of ¢ ciphertexts so that the noise coefficients, which are individually uniformly random
between [—0.5,0.5], can be well-approximated by independent Gaussian distributions. Class 2 circuits are
circuits whose output corresponds to the multiplication without rescale of the outputs of two independent
Class 1 circuits. Our motivation for considering Class 2 circuits is that in practice, a rescale is typically not
performed in the final multiplication gate of the circuit, in order to reduce the size of the top-level modulus.
We recall the noise terms for a multiplication with and without rescale in Section 4. At a high level, the
difference between the two is that the noise in the former is dominated by a rounding noise, whereas the
latter contains more terms, including a quadratic equation in the secret decryption key.

For circuits in Class 1 and 2, we note that our attacker does not need to know the internal randomness
used by the encryption process, and thus the attack is valid even in a weaker adversarial model. The analysis
in this case is facilitated by the fact that it was shown in prior work [15,7] that after a rescale step, the
rounding noise (which can be publicly computed) dominates the noise present in the ciphertext. We note
that the same assumption was made in [26] and refer the reader to the paper for a further discussion. Upon
decryption, the information obtained by the adversary corresponds to an approximate linear equation on the
secret, which induces a conditional Gaussian distribution on the secret. Thus, the information obtained is in
fact a special case of the information obtained by decryptions of the identity circuit, which corresponds to
noisy linear equations on both the LWE secret and error.

2.2 Key Recovery Attacks

We consider three types of key recovery attacks for each of the three classes of admissible circuits described
above. The attacks reduce the instance observed by the adversary to a unique-SVP (u-SVP) instance, which
is the same approach used to determine the FHE parameter sets for varying levels of bit security in the
first place! Our analysis differs in that we determine the effect of incorporating the knowledge that the LWE
secret and error are jointly distributed as the multivariate Gaussian distribution A (p/, ') (capturing the
conditional distribution on the LWE secret and error) on the concrete runtime of these attacks.

Lattice Reduction Attacks. Here we assume that the adversary embeds the original LWE instance and the
distribution N (¢, ¥’) into a Distorted Bounded Distance Decoding (DBDD) instance (introduced by [10]).
Specifically, the resulting DBDD instance will consist of a tuple (A, u/, X'), where A is the lattice obtained
by performing Kannan’s embedding on the LWE instance pk = ([—as + €], ,a) obtained from the CKKS
public key (see Section 4.6 for more details). As shown by Dachman-Soled et al. [16], a DBDD instance can
be reduced to a u-SVP instance, and solved using the state-of-the-art BKZ-algorithm. Using the terminology
of [16], the information obtained by the adversary from decryption is denoted as “hints,” and as discussed
previously, these hints consist of noisy linear equations on the LWE secret/error, where the noise is sampled
from a Gaussian distribution. Therefore, the conditional distribution on the LWE secret/error, given the
hints, remains a Gaussian distribution and a closed-form formula for the new distribution can be obtained
from known techniques. Thus, the steps to integrate the hints and transform the DBDD instance to a u-SVP
instance follow those given in [16] for the case of conditional, full-dimensional, approzimate hints. Upon
obtaining the resulting u-SVP instance, the adversary then uses the BKZ algorithm to recover the shortest



vector which corresponds to the LWE secret /error. As shown in [16], the time required by the BKZ algorithm
in terms of bikz (i.e. BKZ-() to solve the final u-SVP instance, can be accurately estimated given only the
volume and dimension of the final u-SVP instance.

Importantly, although the attack template proceeds as the one outlined in [16], our analysis of the attack
runtime differs. To obtain concrete security estimates for the runtime via full-dimensional approximate hints
as in [16], one would need to compute the determinant of a 2n x 2n dimensional matrix that depends on the ¢
ciphertexts submitted for decryption and the outputs observed by the adversary. For n = 256 and ¢t = 16, our
experiments showed that this computation takes roughly a week on a supercomputer (See Section 10.2). In
contrast, typical FHE parameters sets can have dimension up to log,(n) = 17. Thus, to provide fast estimates,
we analyze the distribution of the resulting 2n x 2n dimensional matrix arising from the outlined attack.
We provide a closed-form expression for the expected determinant of a matrix drawn from this distribution
(See Section 6 and Lemma 6.1). We verify experimentally (See Section 10.2) that the predicted and actual
expected determinant match closely. Further, to the best of our knowledge, ours is the first concrete analysis
to crucially take into account the ring structure of the full-dimensional approximate “hints” obtained by the
adversary. We believe this type of analysis is a crucial component for allowing concrete hardness estimates
for FHE-size parameters.

Guessing Attacks. Here the attacker keeps track of the conditional multivariate Gaussian distribution on
the LWE secret/error after integrating the ¢ hints. When the variance of individual secret/error coordinates
becomes small enough, the adversary rounds the coordinate of the mean of the multivariate Gaussian distri-
bution to the nearest integer. At some point, the adversary can guess n out of 2n coordinates correctly with
high probability, in which case it can solve the original LWE system to obtain the remaining n coordinates.
Similarly to the lattice reduction case, actually keeping track of the covariance matrix of the multivariate
Gaussian distribution requires a 2n x 2n matrix inversion and is highly computationally intensive for FHE-
scale parameters. Since we know the distribution of the matrix, we are able to derive bounds that hold
with high probability on the trace and eigenvalues of the matrix, which in turn can be used to bound the
success probability of the guessing attack, using the Gaussian correlation inequality [24] (See Section 7 and
Lemma 7.1 for the case of identity circuits, and Section 9.3 for the case of Class 1 and Class 2 circuits).

Hybrid Attacks. Here the attacker guesses g < m number of coordinates as above, but cannot guess n of
them with sufficiently high probability. The attacker integrates these g guesses as “perfect hints” into the
DBDD instance and finally obtains a new u-SVP instance, which it then solves using lattice reduction. After
integrating the guesses, the information known to the adversary corresponds to a principal submatrix of the
covariance matrix, whose determinant we need to compute in order to estimate hardness. As before, we do not
compute the actual 2n x 2n covariance matrix for the instance, which is highly computationally intensive, but
rather use the fact that the distribution of the covariance matrix is known. We use the Eigenvalue Interlacing
Theorem (see e.g. [22]) and bounds on the eigenvalues that hold w.h.p. in order to bound the determinant
of the principal submatrix, given the determinant of the entire matrix (See Section 8 and Lemma 8.1 for the
case of identity circuits, and Section 9.4 for the case of Class 1 and Class 2 circuits).

2.3 Summary of Experimental Results

We performed extensive experimentation for a wide range of parameter sets proposed by the
homomorphicencryption.org standards [2], as well as a larger parameter set with a ring dimension of
logon = 17 [27]. In Section 10, we provide experimental validation of Lemma 6.1, and in Appendix B we
provide tables detailing the effectiveness of each of the three attack types on fresh ciphertexts (identity cir-
cuits) at various noise-flooding levels: p —the noise variance already present in a ciphertext—100- pZ, _, and
t- pfirc, where t is the number of decryptions the attacker may observe’. See Figures 4, 5, 6. We present the
data for the analogous experiments on Class 1 and 2 circuits in our supplementary material, see Appendix B
Figures 7 - 12.

We note that our lemma statements involve complicated mathematical expressions for quantities such
as the determinant or trace of the covariance matrix, and the implications for concrete security may not

7 Here circ denotes the circuit type that is being evaluated.



be immediately clear from these statements. The reason for this complexity is that in this work we strive
for concrete (and in some cases achieve exact) values of the expected determinant or guessing probability,
as opposed to asymptotic or approximate values. Further, our results are tailored to the ring-LWE setting
which is crucially required by the CKKS scheme, and this setting introduces additional complexity as the
entries of the matrices representing the noisy linear transformations of the secret and error are correlated
instead of i.i.d. In order to obtain concrete estimates from the lemma and theorem statements, we ran scripts
that used the expressions in the lemma and theorem statements, along with a BKZ-estimator, to compute
the concrete hardness for various parameter sets and noise-flooding levels. As referenced above, we report
our findings extensively in Figures 4-12.

In Section 11, we provide a graphical representation of our results and highlight our key findings. Most
notably, we find that with noise-flooding levels of pfirc and 100 - pfirc, full guessing attacks are feasible after
observing a sufficient number of decryption queries (at most ~ 100K needed), for all parameter sets and
types of circuits considered. On the other hand, for noise level of ¢ - pZ , lattice reduction attacks are the
only effective attacks.

Rephrasing the above, we investigate noise-flooding by z - pZ ., where z ranges from 1 to ¢, where ¢ is
the number of decryption queries. We recall that p2 . corresponds to the variance of the average-case noise
that is already present in the ciphertext. It follows that noise-flooding by z - p2 . incurs an additional loss
of %log2 (z + 1) bits in the message precision. This is in contrast to using the noise-flooding levels in [26],
which incur a loss of an additional log, (o) + 1 bits of precision (beyond the worst-case noise already present
in the ciphertext), where o = 8v/tn2%/2, k is the security parameter, and n is the dimension (see Definition
18 and Theorem 3 of [20]).

2.4 Related Work

The inherent noise already present in a CKKS ciphertext was analyzed closely in [14]. We rely on their
average-case analysis in our work in order to calibrate the noise-flooding noise and determine how much
message precision is lost via the noise-flooding countermeasure.

The tools of incorporating side information on the LWE secret/error into a lattice reduction attack were
developed in [16] via an introduction of an intermediate problem known as Distorted Bounded Distance
Decoding (DBDD). Their framework allows the incorporation of “hints” into DBDD instances, which are
finally converted to u-SVP instances via homogenization/isotropization, and can be applied to analyze the
concrete security of the CKKS scheme with noise-flooding countermeasures. However, in practice, keeping
track of the intermediate DBDD instance is not feasible for FHE-scale parameters. The security estimation
for the LWE problem was revisited in [17], but those techniques similarly do not scale to FHE-size parameter
sets.

The work of Kim, Lee, Seo, and Song [23] considered the provable security of the Hint-LWE problem, and
it can be observed that the information obtained from noisy decryptions of fresh ciphertexts can be viewed
as an instance of Hint-LWE. Theorem 1 in [23] provides a security reduction from a spherical LWE instance
to Hint-LWE. However, because the conditional Gaussian distribution arising from the Hint-LWE problem is
ellipsoidal (not spherical), the reduction is not tight (additional noise is added to convert from the spherical
to ellipsoidal distribution). This is in contrast to our approach, which provides an attack that first converts
the Hint-LWE instance to a DBDD instance. Importantly, a DBDD instance with an ellipsoidal distribution
is equivalent to another DBDD instance with a spherical distribution, and there is no loss in this reduction.
Thus, our concrete security estimates are tighter, but only apply to certain classes of attack strategies. We
also note that reduction in Theorem 1 of [23] is for decisional LWE, whereas our attacks are for the search
LWE problem, making the two results somewhat incomparable.

Two recent works [21,10] present a key-recovery attack on the schemes CKKS and the exact FHE schemes,
respectively. Both attacks rely on the following observation: an average-case noise analysis models all noise
terms as independent Gaussians. When that assumption fails, the noise predicted by an average-case noise
analysis will underestimate the actual noise observed. Indeed both works successfully run a key-recovery
attack by using correlated inputs. We note that, while that research direction is interesting, this does not
affect our setting. In particular, in all circuits we consider (the identity circuit, and the classes C1 and C2),



the noise terms remain independent. We note that a recent work [5] argues that those attacks amount to
incorrect estimation of the underlying ciphertext noise, as the heuristics specifically assume that inputs are
independent, but [21,10] heavily rely on correlated inputs. The authors of [5] therefore define the notion
of application-aware homomorphic encryption that can precisely counter these types of attacks. Our work
therefore fits well within their model.

The work of Cheon, Hong and Kim [1 1] suggests noise-flooding countermeasures but does not delve deeply
into the practical implications on the CKKS scheme’s performance. Our work extends this by evaluating the
practicality and efficiency of these countermeasures. Specifically, in our analysis, we examine the trade-offs
between the number of allowed decryptions, noise-flooding levels, and concrete security. We show that while
high levels of noise-flooding provide provable security, they significantly degrade message precision, making
CKKS less practical for real-world applications (see Section 4.5).

The work of Bootle, Delaplace, Espitau, Fouque and Tibouchi [9] discusses LWE problems under certain
conditions, relevant to our discussion on lattice problems post-noise flooding. Specifically, their techniques
are most relevant to the analysis of our “guessing” attacks. They consider the case in which noisy linear
equations (without reduction modulo ¢) are released on the LWE secret and error and provide bounds on
the ratio of the noise versus coefficients of the linear equation needed to prevent guessing attacks. This
corresponds to the setting of “approximate hints” that we use in this work to model the information learned
by the adversary during decryption. Our results differ in that our analysis crucially takes into account the ring
structure and distribution of the “hints” specific to the CKKS + noise-flooding setting. This is in contrast
to [9] which assumes the hint vectors and the noise are independently drawn from distributions with known
variances. Further, our goal is to provide a concrete, as opposed to asymptotic analysis. In particular, for a
given CKKS + noise-flooding parameter set and a given target success probability, our analysis allows one
to compute a concrete number of decryptions that are sufficient for the guessing attack to succeed with the
target probability. Finally, our work derives the distribution of the “approximate hints” specific to the CKKS
+ noise-flooding setting and for the particular circuit classes we consider, whereas the prior work focused on
the BLISS signature scheme.

The work of May and Nowakowski [28] shows a faster incorporation of hints into LWE problems, compared
to that of Dachman-Soled et al. [16]. The reason we do not directly compare our efficiency to that of [28] is that
their algorithms are only for modular and perfect hints (hints that correspond to noiseless linear equations
modulo g or over the integers), whereas the hints required for the analysis in this work are approximate hints,
which require computing the mean and covariance of a conditional Gaussian distribution.

Finally, Glaser, May, and Nowakowski [20] should be compared with our proposed technique, and we
acknowledge that while it offers an efficient guessing method, our focus is on the practical complexity and
concrete security estimates of such attacks in the context of CKKS. Our analysis includes the impact of noise-
flooding on the effectiveness of guessing attacks and provides detailed estimates for the success probabilities
of these attacks under various noise-flooding levels (see Section 7).

3 Preliminaries and Notation

Notation. We use bold lower case letters to denote vectors, and bold upper case letters to denote matrices.
We use row notation for vectors, and denote by I the identity matrix of dimension d. We denote by {e; }ic[n]
the standard basis vectors in dimension n.

We use the notation R, to denote the ring Z[z]/(Pm(x),q), where &,,(z) = 2™ + 1, and n = ¢(m) is
a power of two. We denote ring elements by lowercase, non-bolded letters. When we employ a particular
vector representation of a ring element in the coefficient or canonical embedding, we use vector notation. [-|,
denotes modular reduction (mod ¢) (usually centered around 0).

We will make use of the canonical embedding and the subspace H C C%n defined as follows:

H = {x= (zi)iczz, € C" 12y =7_3,Vi € Ly, }.



H is isomorphic to R™ as an inner product space via the unitary transformation

1 %
ﬁ'] WI

where I is the identity matrix of size n/2 and J is its reversal matrix.

The canonical embedding of a € Q[z]/®,,(x) into C™ is the vector of evaluations of a at the roots of
&, (x). Specifically o(a) = [a(Cj)jeZ:”], where ( is a primitive m-th root of unity. Due to the conjugate pairs,
o maps into the subspace H. When a is represented as a vector of coefficients a, we can express the canonical
embedding transformation as a linear transformation aV.

We denote by N (u, X) the multivariate Gaussian with mean p and covariance X. We note that a mul-
tivariate Gaussian is fully determined by its mean and covariance. Thus, when the covariance of a dim
dimensional multivariate Gaussian is a multiple of I4,, the dim variables are all independent.

DBDD and concrete hardness estimates. A DBDD instance (defined in [10]) consists of a tuple (A, u, 3), where
A is a lattice, and (i, X)) are viewed as the mean and covariance of a Gaussian distribution. Informally, the
DBDD problem asks to find the unique vector in the lattice A that is contained in the ellipsoid defined by
(1, X) (for the formal definition see [16]). The prior work of [16] showed how to transform a DBDD instance
into a u-SVP instance with lattice A’ using the homogenization and isotropization steps, and further showed
that the secret vector of this u-SVP instance has expected squared norm ||s||> = dim(A’). Thus, standard
techniques can be used to estimate the hardness of the resulting u-SVP instance, where hardness is measured
in terms of the “bikz” or BKZ-S required to find the unique solution. In particular, following [3,6,16], 8 can
be estimated as the minimum integer that satisfies

\/B < 6;5*‘3”"1(/1/)*lvol(A/)l/dim(A’) (1)

for a lattice A’ where ¢ is the root-Hermite-Factor of BKZ-S.

The CKKS scheme. See Appendix 4 for a detailed description of the CKKS encryption scheme as well as a
derivation of the error terms present in the message when decrypting a fresh ciphertext, and when decrypting
after one or more multiplication steps (with or without a rescale operation). Following [14], we also present
the noise variance in a fresh CKKS ciphertext, and in a ciphertext resulting from a multiplication and rescale
operation (See Appendix 4.5).

4 The CKKS Scheme [12]

Let x be a discrete Gaussian of standard deviation o = 3.2. We denote by Z0O(p) the distribution where 0 is
sampled with probability p, and +1 are sampled with probability p/2. We denote the secret key distribution
by S. We assume this to be the uniform ternary distribution.

We assume a sequence of moduli ¢y, ..., qo. After £ levels of multiplication, we obtain level ¢ ciphertexts
with moduli g7, where =L — (. We let P be a relinearization modulus (typically P itself is a product of
primes). We note that, although we present encryption as being performed at the “top” level L, it can be
performed at any level £. Finally, for readability, we omit the encoding and decoding algorithms, and refer
the reader to the original CKKS paper [12].

SecretKeyGen(A): Sample s <— S and output sk = (1, s).

PublicKeyGen(sk): For sk = (1,s), sample a < Ry, uniformly at random and e < x. Output pk =
([_as + e]qLa a)'

EvaluationKeyGen(sk,w): Set s = sk. Sample a’ < R, (@ = Pgz) uniformly at random and e’ <+ x.
Output evk = ([—a’s + ¢’ + Ps?]g,d’).

Encrypt(pk,m): For the message m € R. Let pk = (po,p1), sample v < S and eg,e; < x. Output ct =
([m + pov + eolq, [P1v + €1]q)-

Decrypt(sk, ct): Let ct = (co,c1). Output m’ = [co + c184.

Add(ctg, cty): Given two level £ ciphertexts, output ct = ([cto[0] + ct1[0]],, [cto[l] + cti[1]]4,)-



Pre-Multiply(cto,cty): Given two level £ ciphertexts, set

do = [cto[O]ctl[Oﬂqz
dy = [Cto[O]Ctl[l] + Cto[l]ctl[OH

az

Output ct = (do, d1,ds). B
Relinearize(ct, evk, P): Given level a level £ ciphertext as input, let ct[0] = dy, ct[l] = d; and ct[2] = da.
Let evk[0] = —a’s + ¢’ + Ps? and evk[l] = a’. Set
ch=1ldo+ [P dy-(—d's+¢ + Ps*)]]g,
&= ld+ [P dy -y,
Output ct’ = (¢, c}).-
Rescale(ct,A) : Given level a level ¢ ciphertext as input, let ct = (co,c1). Set ¢ = [[2L]]
HCZI”QL{ Output ct = (cp, ¢}).

and ¢| =
dz—1

4.1 Decrypting a Fresh Ciphertext

Let ct be a fresh ciphertext encrypted under the public key pk, where we have pk = ([—as + €]y, ,a). Then,
decrypting ct yields

Decrypt(ct,sk) =c¢p + sc1 (mod qr)
=M + PV + €9 + SUp1 + se;p
=m +ve+ ey + sey.
Recall that e,ep,e1 < x. The ephemeral key v here is drawn from the same distribution as the secret key
S, but sometimes it can be sampled from a slightly different distribution. This can for example be the
distribution ZO(p).
4.2 Decrypting a Multiplication, No Rescale

Let ¢t = (cg,¢1) and ct’ = (¢, ¢}) be two level £ ciphertexts that decrypt as follows.

9t
m
CO‘FSCl:F‘FE
2£
m
/ /o !
CO—’_SCl_W—i_E'

Then, the output of Pre-Mult is

(do, dl, dg) = (C()C/O, Cocll -+ 6601, 016/1).

Note that this decrypts as

do + sdy + s*dy = (co + c18)(chy + sch)
m2£+1

~ s th

for some error E. Recall that the evaluation key is evk = ([~a’s+ € 4+ Ps*g,d’). Then, the output of
Relinearize is



Co=do+|P " dy-(—d's+e + Ps?)]
=dy+ P 'dy-(—d's+e +Ps*)+¢

Ci=dy+|P'-dy-d]
:d1+P71'd2-a’+61,

where ¢; are rounding errors. Decrypting this yields

Co +8C1 = do + P tdy(—a's + € + Ps?) 4+ ¢g + sdy + sP~'dod’ + s€;
= d() + Sd1 =+ 82d2 =+ (60 + 628) =+ P_ldge/

241
m2

= Az + E 4+ (€0 + €15) + P 1dqe.
It has been shown that for all the FHE parameter sets we consider, the error above is dominated by

n 2¢ 1 mze
E=E- ~71+E'A21471[ 7]'

m
A2
4.3 Decrypting a Multiplication, With Rescale
From the previous subsection, we have that the noise after a Pre-Mult and a Relin is

2€+1

m
C() + 501 = W + E + (60 + 615) + Pildgel.

We are going from level £ to level £+ 1 and from modulus ¢; to modulus ¢;_,. Following the notation of the
previous subsection, we have the ciphertext

(Co,C1) = Relin(Pre-Mult(ct,ct’)).
Let (C{,C1) = Rescale(Cy,Cy) = ([L%”q;,l , L%Hqﬁl). Then

Dec((Cy, C1),sk) = C}) + sC

51141

C
—Z+5j+50+351

1
= Z(Co + sC1) + dp + sy
1 2€+1
= Z(W + E + (eg + €15) + P71 dae’) + 6 + 561

2[+1

= ji1 + Z(E + (eo +€15) + Pildzel) + o + 61,

where §; are rounding errors, and we omit a reduction modulo ¢;_, throughout.

It was observed in [15,7] that the error above is typically dominated by do + s, for most parameter sets.
When the resulting ciphertext (C), C1) is a level £ ciphertext, we denote the error as Ey. Note that if an
adversary knows the evaluation key evk, then the adversary can compute §p and d; on its own. Further, each
element of g and d; can be assumed to be independently and uniformly distributed between [—0.5,0.5].

If the adversary does not know the evaluation key evk, then it will be unable to gain information
about the values of 6y and 4, as evk[l] = d’ is sampled uniformly at random. If the adversary knows
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evk[0] = [—a's+ ¢’ + Ps?|g but not evk[l], then it is able to calculate dy exactly by computing C. However,
by the LWE assumption, it is unable to learn o’ and thus cannot determine 4;. Similarly, knowing only evk][1]
allows the adversary to compute §; exactly but learn nothing about dp. In our attack model, as is standard,
we will assume the adversary knows evk.

4.4 Two or More Multiplications, With No Final Rescale

Recall that our chain of ciphertext moduli are formed as follows. Let qq, ..., qr be primes of roughly equal
size. We recall that the size of the scaling parameter A is also roughly equal to each ¢;. Then, for any level
i, the ciphertext modulus @Q; is Q; = H;:o gj- We encrypt “at the top” level Qr, and go “down” one level
after each multiplication.

Let ctg and cty; be two ciphertexts encrypting the same message m2" at level ¢, where £ > 0. Note
that this implies that the re-scale operation has been performed on ctg and ctq and so the error in each of
these ciphertexts is Ey o, Fp,1. From the previous subsections, we know that these errors are dominated by
00,0 + 01,0, and 6g.1 + sd1,1 respectively, for most parameter sets. Further, each element of 6 9, 01,0, 90,1 and
91,1 can be assumed to be independently and uniformly distributed between [—0.5,0.5].

2[
m
Dec(cto, sk) = Al + Epp  (mod ¢p)
m2£
Dec(ctl, Sk) = F + E&l (mod QZ)

Re-using the analysis from Section 4.2, we have that the error after multiplication without rescale is

dominated by:
2£ 2[

m m
B = ELOF + EZJF + E&OE[J.

4.5 CKKS Error Estimation
The following formulas are taken from [14] and will be useful in our work.

4.5.1 Fresh Ciphertext The variance of the error of a fresh ciphertext with error distribution N (0, 021,,)
and ternary secret distribution (over domain {—1,0,1}) of variance 2/3 is approximated as

4
p?cresh = (gn + 1)02'

4.5.2 Multiplication With Rescale Multiplication of two ciphertexts with rescale results in a ciphertext
with error of the following form

Bfinal error — A_l(Bmult + Bks) + Bround- (2)

For the parameter sets we consider, B,.ounqg dominates the error, where B,.,.nq has variance

) 1
Pmult error = 18 12

4.6 Modeling Noisy Decryptions as Hints

For the case of identity circuits (we will deal with attacks on Class 1 and Class 2 circuits in Section 9), we
concretely consider an adversary who obtains a CKKS public key pk = ([—as + €]4,a) and ¢ independently
sampled encryptions, and then asks for ¢ decryptions of the constructed ciphertexts. Thus, for each j € [t],
the adversary obtains the (noisy) polynomial €] - s + v’ - e ~ 4/, where multiplication is over the ring R,.
The adversary knows e{ and v/ whose coefficients are modeled as independent Gaussians with 0 mean and
variance 0'}2LS and O'}%e, respectively. (s||e) corresponds to the LWE secret/error used to construct the public
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key. Since we assume that all the polynomials involved have small magnitude, there is actually no wraparound
modulo ¢. In this case, we can view the multiplication and addition as over the ring of integers Z[x]/®, (),
where @,,(x) is the m-th cyclotomic polynomial of degree n = ¢(m), and n is a power of two. Using the
well-known representation of polynomial multiplication in Z[x]/®,,(x) as matrix-vector multiplication with
vectors in Z™, we note that decryptions correspond to “hints,” or noisy linear systems of equations with
respect to secret/error vectors (s||e). The matrices corresponding to these systems of linear equations can
be combined into a single matrix denoted as H and referred to as the “hint matrix.”

Since the original LWE secret/error distribution is (well-approximated) by a multivariate Gaussian (with
mean 0 and covariance X), and since the information obtained from decryption corresponds to noisy lin-
ear systems of equations on the LWE secret/error (where the noise is Gaussian), the information of the
adversary after observing decryptions, is captured by a tuple (pk, y',3’), where pk = ([—as + €y, ,a) is
an LWE instance, and (u/,¥’) are the mean and covariance matrix of a multivariate Gaussian distribution
corresponding to the conditional distribution of the LWE secret and error, given the information learned by

the adversary during decryption (see, for example, Lemma 6 in [10]).
For purposes of our key recovery attacks, will further consider the related DBDD instance (A, u/, '),
where A is the lattice obtained from the LWE instance via Kannan’s embedding (see Section 3 and [16] for

more details on the DBDD problem). Since the unique solution of this DBDD instance corresponds to the
LWE secret and error, it is sufficient for our key recovery attacker to solve this DBDD instance. To estimate
the concrete hardness of the DBDD instance (A, x/, '), it remains to compute det(X’)~L. In Section 6, we
will not compute this quantity directly, but instead compute its expected value. While our result makes the
simplifying assumption that the coordinates of e] and v/ are Gaussian (as opposed to ternary distributions
or discrete Gaussians), we crucially take into account the ring-LWE setting, which gives rise to the algebraic
structure of the hint matrix H. Indeed, the expected determinant would significantly differ in the standard
LWE setting, where H would be modeled as a matrix whose entries are independent Gaussians. In our case,
the entries of H are correlated, making the analysis more delicate.

5 Adversarial Model

Let us first examine the IND-CPAP adversarial model introduced by Li and Micciancio [25]. In their setting,
the adversary had access to an additional (restricted) decryption oracle, which allowed it to launch a key
recovery attack in the setting of approximate schemes, but which is equivalent to standard IND-CPA in the
case of exact schemes.

Definition 5.1 (IND-CPA” Security [27]). Let & = (KeyGen, Encrypt, Decrypt, Eval) be a public-key ho-
momorphic, approzimate encryption scheme with plaintext space M and ciphertext space C. We define an
experiment Exprib"deaD[A], parametrized by a bit b € {0,1} and involving an efficient adversary A that is
given access to the following oracles, sharing a common state S € (M x M x C)* consisting of a sequence

of message-message-ciphertext triplets:

— An encryption oracle Encrypt(pk,mg,m1) that, given a pair of plaintext messages mg, my, computes
ct < Encrypt(pk,my), extends the state

S :=[S; (mg, m1, ct)]

with one more triplet, and returns the ciphertext ct to the adversary.

— An evaluation oracle H(evk, g,.J) that, given a function g : M* — M and a sequence of indices J =
(j1,---,98) € {1,...,|S|}*, computes the ciphertext ct «+ Eval(evk,g,S[ji1].ct,...,S[ji]-ct), extends
the state

S =[5 (9(S[i]-mo, - .. Slie]-ma), g(S[ii]-ma, .., S[ik].ma), ct)]

with one more triplet and returns the ciphertext ct to the adversary.
— A decryption oracle Decrypt(sk,j) that, given an index j < |S|, checks whether S[j].mo = S[j].m1, and,
if so, returns Decrypt(sk, S[j].ct) to the adversary.
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The experiment is defined as

Exprib"chaD [A](17) :(sk, pk, evk) « KeyGen(1")
si=)
bV — AEncrypt(pk,-7-),H(ewc,-,-),Decrypt(s;c,)(1H’pk’ evk)

return(b’)
The advantage of adversary A against the IND-CPAP security of the scheme is

AdVingepar [A]() = [PrlExpry®®” [A](17) = 1] — Pr[Exprf*” [4](1%) = 1]|.

The scheme € is IND-CPAP -secure if for any efficient (probabilistic polynomial time) A, the advantage
AdV;gcpar [A] is negligible in k.

In this work, we introduce a modification of the IND-CPAP that captures semi-honest attacks, in which the
attacker passively corrupts a user in the system and obtains its view. We call our new notion IND-CPA® SH.
where SH stands for Semi-Honest. .

Definition 5.2  (IND-CPAPH  Security with respect to admissible set G). Let & =
(KeyGen, Encrypt, Decrypt, Eval) be a public-key homomorphic, approximate encryption scheme with
plaintext space M, ciphertext space C, randomness space R. Let the set D correspond to the image
of Decrypt. We define an experiment Expr:‘,)"dcmDSH[A7 G|, parametrized by a bit b € {0,1} and involv-
ing an efficient adversary A, given access to the following oracles. The oracles share a common state
SeEMXMxXxCx(RU{L}) x (DU{L}),{0,1})* consisting of a sequence of tuples. Fach tuple consists
of two messages, a ciphertext, the randomness used to generate the ciphertext or L, the decryption of the
ciphertext or 1, and a bit indicating whether the ciphertext is a fresh ciphertext that has not yet been
included in an evaluation. The experiment is also parametrized by a set G that consists of admissible
tuples (S,g,J), where S is a valid state, g is a function g : M* — M, and J is a sequence of indices

J =1y %) € {1,...,|S|}*.

— An encryption oracle Encrypt(pk,mg, m1) that, given a pair of plaintext messages mgy, my, computes
r < R, ct = Encrypt(pk,mp;r), and sets d =L, u = 0. If mg # mq, it sets p = L and if mg = myq, it
sets p =r. It extends the state

S :=[S; (mg, m1, ct, p,d, u)].

— An evaluation oracle H(evk, g,.J) that, given a function g : M* — M and a sequence of indices J =
(j1s- -5 k) € {1,...,|S|}*, checks whether (S,g,J) is admissible by checking whether (S,g,J) € G. If
so0, the evaluation oracle computes the ciphertext ct < Eval(evk, g, S[j1].ct,...,S[jr].ct), and extends
the state

S :=[S; (g(S[j1]-mo, - - ., S[jk]-mo), g(S[j1]-m1, ..., S[jk].m1), ct, L, L, 1)].
Additionally, for € € [k], it sets the jo-th tuple as follows
Sljel = (S[je)-mo, Sliel-ma, S[jel.ct, Sljel-p, Sliel.d, 1).

— A decryption oracle Decrypt(sk,j) that, given an index j < |S|, checks whether S[j].mo = S[j].m1. If
so, the decryption sets d* = Decrypt(sk, S[j].ct) and sets the j-th tuple of S as follows:

S1j] = (Sljl-mo, Sljl.ma, S[j-ct, Sljl.p, d*, 1),

— At any point, the adversary can query its oracles with a special symbol . When this occurs, the entire
state S is returned to the adversary. After this point, no further queries can be made to any of the oracles.
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The experiment is defined as
indcpaDSH K\ . K
Expr}, [A, G](17) :(sk, pk, evk) < KeyGen(1")
5=l

b AEncrypt(pk,-,~),H(euk,-,-),Decrypt(sk,<)(1117pk7 e'uk')

return(b’)

The advantage of adversary A with respect to admissible set G against the IND-CPAPSH security of the
scheme s

AdvindcpaDSH [A7 g]("ﬁ) = PY[EXpri)ndcpaD [“47 g](ln) = 1]

— Pr[ExprilndeaDSH[.A, gl =1]|.

The scheme & is IND-CPAPSH _secure with respect to admissible set G if for any efficient (probabilistic
polynomial time) A, the advantage Adv;4cpan[A, G] is negligible in k.

We now explain how our attacks on identity circuits and Class 1/Class 2 circuits can be viewed as
IND-CPAPSH attacks.

The attack on identity circuits. Recall that our attacker simply asks for decryptions of fresh CKKS cipher-
texts, and, given the internal randomness of the fresh ciphertexts and the noisy decryptions, runs a key
recovery attack. We now formalize how this attack can be viewed as a IND-CPAPSH attack. Our attacker
will query the Encrypt oracle ¢ times with my = m; = 0 and once with mg # my. It will then query the
Eval oracle ¢ times with the identity function for each of the first ¢ ciphertexts. Checking whether (.5, g, J)
is admissible corresponds to checking that g is the identity function, that J consists of a single index j and
that S[j].u = 0. The adversary will make a decryption query for each of these ¢ evaluated ciphertexts. The
decryption oracle computes Decrypt(sk, ct) + A (0,02), for some noise-flooding variance o2. Our adversary
will then query with Y to obtain the entire state S. and will use the information to run a full key recovery
attack. Once it knows the key, it can trivially break indistinguishability by using the recovered key to decrypt
the (¢t + 1)-st ciphertext obtained from the encryption oracle and determine whether it encrypts mg or my.

The attack on Class 1 or Class 2 circuits. Recall that our attacker asks for decryptions of Class 1 or Class 2
circuits evaluated on fresh CKKS ciphertexts, and given the noisy decryptions, runs a key recovery attack.
We now formalize how this attack can be viewed as a IND-CPAPH attack. The attacker first generates fresh
ciphertexts corresponding to the inputs for ¢ evaluations of the Class 1 or Class 2 circuit. It does this by
querying the Encrypt(pk, -, ) oracle sufficiently many times, where each call sets mg = my. It queries the
Encrypt(pk, -, -) a final time with mg # m;. The Heu (-, -) oracle is then called with functions g : M*¥ — M
in Class 1 or Class 2 and with input indices J = (j1,...,jx). Checking whether (S, g, J) is admissible
corresponds to checking that g is in Class 1 or Class 2 and that for all j € J, S[j].u = 0. Decryption queries
are then made with ciphertexts ct corresponding to the output of calls to H(evk, -, -) as described above. The
decryption oracle computes Decrypt(sk, ct) + A (0,02), for some noise-flooding variance 0. Our adversary
will then query with Y to obtain the entire state S. and will use the information to run a full key recovery
attack. Once it knows the key, it can trivially break indistinguishability by using the recovered key to decrypt
the last ciphertext obtained from the encryption oracle and determine whether it encrypts mg or m;.

6 Security Loss under a Lattice Reduction Attack

Recall that the matrix ¥ corresponds to the original covariance matrix for the LWE secret and error. Formally,
let  be an 2n x 2n diagonal matrix with the first n diagonal entries set to o2, the second n diagonal entries
set to 02. The matrix 3. corresponds to the covariance of the noise in the set of linear equations obtained
on the LWE secret s from decrypting a ciphertext. Formally, ¥, = 02 - I,,. v = v!|| - - - ||y corresponds to
the obtained outputs.
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First, note that for j € [t],
¢l . s =sVBP (M(e{)) PIBlVL,

where V is the canonical embedding transformation into C", B is the matrix corresponding to the isomor-
phism between H C C" and R™, P is a permutation matrix, and A := M(e]) is a block diagonal matrix

with n/2 blocks, each of dimension 2 x 2, where the i-th block is

AJ = 1/\/51”?,}15 1/\/§wifi,hs
b _1/\/51”314,}15 1/\/§wzj‘,hs’

and Wfl = (w{’hs, . ,wflh) is equal to wfl — e/ VB. Since VB is an isometry (an orthogonal matrix
scaled by y/n), we have that o, (VB)(VB)" =noj}_-I,. So the random variables [uzg’hg,wi_i7hg]j€[t]’i€[n/2]
are distributed as independent Gaussians with variance TLU}%S. Note that R = (VBP) is a real rhatrix, even
though V and B themselves are complex.
Similarly, for j € [t],
v/ e =eVBP (M(v/))P7'B7'V L.

In this case, A} := M(v7) is a block diagonal matrix with n/2 blocks, each of dimension 2 x 2, where the

i-th block is ) .
AL | WVRu ANV,
2t _1/\/§wfi,—i,h,e 1/\/?11}?7}%,

and W{Le = (wim7 . ,wflm) is equal to wfle = v/ VB. Now for each j € [t], i € [n/2], wg)he and waiJ& are
random variables distributed as independent Gaussians with variance na,zlc.
Thus, if there are ¢ decryption queries we can represent the hint matrix H as:

Rfl

g [RO][A]AT... Af
0R||ALAZ... A} :
Rfl

where R is an orthogonal matrix scaled by y/n.

Applying the approximate hints of [16], the transformed covariance matrix 3’ and mean u’ are as fol-
lows (the dimension and lattice of the DBDD instance remain unchanged from the instance described in
Section 4.6):

Y=Y -SHH'SH+Z.) 'H'S (3)
¢ =~vH'SH+3,)'HTS. (4)

Our goal is to find det(X’). Given this, we can estimate the hardness of the new DBDD instance under a
lattice reduction attack. However, instead of computing 3’ and then det(X’) exactly, which requires inversion
of a 2n x 2n matrix, we will instead compute the expected value of det(X’), where the expectation is taken
over the choice of the hint matrix H.

Using a generalization of the Matrix Determinant Lemma, we obtain:

_ _[det(HTEH + X,)

Eldet((3)™1)] = det(=.) det (%) (5)

Since 3. and X are diagonal matrices whose entries depend on the parameters of the FHE cryptosystem,
their determinants are constants and are easy to compute. Thus, it remains to compute E[det(HT SH+ X.)],
which can then be plugged into (5).
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Lemma 6.1. Let H,R,[A7 = M(e]), A = M(v?)] e be as described above. Then

E[det(H"SH + 2,)] =
7 ol ot

(ototo= (Tote —~ 1mto o, + ot T + )
o, os
Oy | Ohe ol

2 2(

2\\ 7
+(tt—1 n?c? o2 +tno? + + ))) ,
( ) hsYhe O_g O_g ) 0_30_3

where the expectation is taken over choice of e{ ~ N(O,a%d)" and v ~ N (0, U,Qle)” for all j € [t].

Proof. We use the fact that if A is an invertible n-by-n matrix and U,V are n-by-m matrices, then

det (A +UV") = det (I + VTA™'U) det(A),

and the definition of H and X to rewrite det (HTEH + EE) as

det (H'ZH + ,)
1

= det (Ign + 221/2HHT§:1/2> det(3.)
g,

€

_ 1 UzBl,l 050eB1 2
= det (Izn + o2 [050632,1 2By 5 det(33,)

B AMADT AL e AT )

= det cioe SNt AT(AINT TENSE AT (AINT
#Zj:l A3 (A7) 7?23':1 Aj(A3)" +1,
= det(*) det(X,),
where B, ; =R ( % Z;Zl A{C(A{ )T) RT. Exchanging two rows and two columns of x at a time, which does
not change the determinant, we obtain
S1 0 .. 0 0
0Sy.. 0 0
det(x) det(X,) = det o det(X,) = det(®)
0 0...82.40
0 0. 0 S=
where
a; 0 C; —di
0 a; di C; o A B o
detS; = det e db 0|~ det [C’ D} = det(AD — BC), (6)

det(AD — BC) = det ({aob a?bj - Lci _cd] [_C;Z_ f,D = (aib; — ¢ — d3)?,

16



o2 i
_ s 2
@ = 5oz | 2 (Wl +
€ j=1 s
2 t 2
_ Oe io\2 j 2 20¢
= gy | D2 () + il )?) + 5 |
€ j=1 e
P P
sYe ] J
( Jhs zh +wn zhwn zh)

C; =
202 4
Jj=1

Note that (6) holds because if the blocks A, B, C, D are square matrices of the same size and, for example,

6
C and D commute (i.e., CD = DC' ), then it holds that

A B
det =det(AD — BC
cD ( )
We therefore have that
n/2
det(®) = det(X Hdet
n/2 4 4 t 2 t 2
_ _otn T %50 io2 j 2\ | 20¢ io\2 j 2\ | 20¢
=[] 160-8< Z((wuhs) Hwnin)”) + 3 Do (@l )P+ @l i) o2
i=1 € j=1 s J=1 e
2 2
t t 2
w’ J J J J J
E , (w ihe T wn ihs Wn—i h, ) - E : (wi,hswn—i,he - wi,hgwn—i,hs)
=1 i=1
n
2_2 j A 2 ; X 2 ; X 2 ; i 2
= 1608 w) 11 > ( i.h wh) +<wi,hswn—z‘,h3) +<wn—i,hswi,he> +<wn—i7hswn—i7he)
i=1 \ 1<jAk<t
J J J J
- <wi,h5wi,hcwi,h Wi h, T Wy n Wn_ih Wn—ih,Wn—ih
j k J J k k
Fw; g, Wy Wih, Wy p, T wni,hswi,hewn—i,hswn—i,he))
4 )2
€

2 1
i,hs n

2
O¢

Jj=1

Jj=1
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Now, to analyze the expectation E[det(®)] of the above expression, we identify

. 2 , 2 . 2 _ 2
o ik ik j k j k
Yi = E , <(wzhwzh) + (wi,hswn—i,he) + (wn—uhswi,he) + (wn—@hswn—i,he)

1<j#k<t

J

J J k k J k k
- <wzh Wi b, Wi p Wi p, T Wi b Wy p Wn—i b, Wn—ih,

J J k k J J k k
T W Wy Wik, Wy p, T+ wni,hswi,hewn—i,héwn—uhe))
4
€

202 & BN , 2 202 & BN , 2 o
S () (i )) 2250 () + (1)) #4555

j=1 e j=1 e

Since {wl he yen je1:i=1 and {wz he yen j=1;i—1 are mutually independent, the expectation of the product is the
product of each expectatlon

4 4
050¢

: vf3

33 4.4 \ %
Eldet (HTSH + 3,)] = () EY2<”S”€) VarY 4+ E2Y
[ ( )] 160,(?7475 Z:H1 160‘?74t ’L:l( )
where .
o o
VarY = 28t(t — )n'oy o) + 16tn’ol(—= + }if )s
s e o ol
2
2 2 4
The | The T
E2Y = <4t(t —1)n’op oy + dtnol( St 5+ 40202> .
Finally, we obtain that
E[det(H'SH + 2,)] =
7 %h, | The 2The | They T8 \P\\ 2
(agogaft 8<4t(t —n'oy o +tnol( i + i )+ (t(t —1)n’op op + tnol( g + ) )+ 0202) )) .

Obtaining the final hardness estimates. One can perform homogenization/isotropization of the DBDD in-
stance (as in [16]) to obtain a u-SVP instance and then estimate the BKZ-5 for that instance. However, as
described in [16], one can obtain the BKZ-3 estimates using only the dimension and volume of the lattice
after homogenization/isotropization, and the lattice basis itself is not required. The lattice in our DBDD
instance is a qr-ary lattice and thus has log volume n - ln(qL) After homogenization/isotropization, the
log volume of the lattice increases to nln(gr) + In(det((X")71))/2. Using (5) and Lemma 6.1, we use the
expectation of det((X’)™!) in the above formula. The dimension remains unchanged after integrating hints.
Thus, this information is sufficient for obtaining BKZ-3 estimates for the final u-SVP instance.

7 Key Recovery via Guessing

When ¥/ in (3) has sufficiently small variance, then instead of running a lattice reduction attack, another
strategy is to simply guess coordinates of the LWE secret /error by rounding the mean p’ in (4) to the nearest
integer. If n coordinates of these coordinates are guessed and all guesses are correct, then the entire LWE
secret /error can be recovered by solving a linear system modulo g. To analyze the success of the above attack
we begin with the following lemma;:
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ool 2tn(of Hof ),
< The 02407 —
Lemma 7.1. Let 3’ be defined as in (3). Then Tr(X)<T=n- ( i 5 ) + V2V ith
probability at least 0.99 — 3n - e~ 1225 over choice of hint vectors, where
o202 (2t —7V2t)? -nPo} -of o2 (2t—TV2t) noj
B — e + s
4.04 2. 02
o2 (2t — TV/2t)(nol) 02-02-n%(0} + 07 )%(3.5V2t + 12.25)2
+ e s e
2. 02 2.0
v s oe (BRI +E[RE) | o5 -0¢ B[R] -E[R)]
= +2
4.0t 4.0t
4
E
+2(a ot +ot.0d). 2( [R1] + E[R2]) (02 1 02)?
2-0f
or 07 -E[Ri] 0l -07 E[Ry] 2 2)?
_( 202 + 202 +US+U€)

E[Ry] =2t noj_
E[Ry] = 2t - noj.,
E[R}] = 4tn’0),_ + 4t*n’o),
E[R3] = 4tn20% + 4t2n? crh

We note that up to parameter setting of n = 32768, the success probability in the above claim is at least
0.52.%

Proof. Recall that
¥ =X-XHH'ZH+X.) 'HTx.

The eigenvalues of 3 consist of the set of @ € R such that det(X’ — « - I) = 0. Equivalently, det((2 — « -
I)-SHHTEH+ %,)'HTY) = 0.

Using the generalization of the matrix determinant lemma, this is the same as finding « such that
det(Z. +HI(Z-2(Z - - I)"'2)H) = 0.

Let ¥ = X — (X — a-I)~'%. Then we must find a such that det(X, + H'SH) = 0 Then X is a
diagonal matrix with entries ;2‘77:2( in the first n positions and entries ;;’ ij in the last n positions. Using
the analysis from the proof of Lemma 6.1, we have that ’

det(z + HTEH) zE[n/Q] = Hze[n/2] (Cle - C - d2) (7)
where )
—0% -«
i = 7R i+ 1,
“ 202 —a)o2 ! *
—0? -«
b; = 713 i1,
202 —ajo? 2 T
—0s 03 Q@
C; = R (2
2y/02 —a-+/02 — ao? >
di _ —0g 03" -

R
2y/02 —a- /o —ao? b

8 For the parameter sets with n = 131072, we increase 7 to 7.5, 3.5 to 3.75, 12.25 to 14.0625, and increase the
probability to 0.99 — 3n - e~ > 0.66.
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and

t

Rug =2 W)+ (Wi)”
=1
t .
Ry = Z(szhe) + (W _in)?

j=1

n—i,he

t
_ J J J J
;= Z Wi, Wi +Wi_ W,

E j J J
R4 i i, hg n i,he Wi,heWn—i,hs'

So of the four eigenvalues (4341, Qai42, Q4i+3, Qgi14) corresponding to the i-th block, we have that

Ogit1 = O4i4+3, Qaita = Qqirq. Further, we can solve for ou;41 and ay;4o by finding the roots of2 the
quadratic equation (a;b; — ¢f —d7) = 0. 236[4] Qui+j is then equal to the sum of those roots, Tqu P = q‘“’ L
where
2 2 2 2 2. 2. p2 2. 2 p2
Goi = 0207 Ri; Ray; L o7 Ry, N 02 Ry, +1 os-0Z R37i o: -0 R4,i
a,i. — 1 ) 3 — 1 — 7
4.0; 2.0? 207 4.0; 4.0;
2. 2 2. 2
O'S'O'€~R1,i O'S'O'€~R2,i 2 2
Qb,i:_( 3 + 5 +o,+ol .
2. 0° 2.0°

Towards bounding E[— 2o, L] we first lower bound g, ;. Using the fact that XY = 1/4(X +Y)? — 1/4(X —
Y)?, we can express Rj ; as

2t
Ry =Y 1/4(X] +Zl/4 X2
j=1
where X} and X/ are a Gaussian random variable with variance n(o; + o7 ), Xi,..., X3, are indepen-

dent and X7,..., X%, are independent. The probability that either 1/4 Z% (X3 ¢ 2ng? +of )+

2-n(op +or )(3.5v2t+12.25) or 1/4 Zzt (X”)2 ¢ 2% (U}QL "'J% )iZn(ahb—i-ohe)(S 5\ﬁ+12 25) . ~12.25
4 j=1 J 1 s e

is at most 2-e

Thus, R3; and Ry ; are both in [—n (o}, +0,2L€)(5\/ﬂ+25), n(on +op )(3. 5v/2t+12.25)] with all but 4-¢~12:2
probability. Further, R ; (and similarly R ;) is at most n?(0? + o} )%(3.5v/2t + 12.25).

R ; can be expressed as the sum of 2¢ squares of Gaussians with variance nah So Ry ; > (2t—7\/ﬂ) ~na;2LS
with probability 1 — e=1225. Similarly, Ro; > (2t — 7\F)(nahc) with probability 1 — e=12:25,

Thus, we have that with all but 1 — 6 - =122 probability,

2 2 2 2
Us'Ue'Rl,i'RZ,i Us'Rl,i O'E'Rgi

a,i — : 1
Qa, 4.0t + 202 + 202 +
of-0l Ry, of-0l-Ri;
4.4t 4.4t
S o202 (2t —7V/2t)? - n? on - op N o2 (2t — 7V/2t) -nop.
- 4.0t 202
o2 (2t — TV/2t)(no? ) 0202 -n%(0? + 0?2 )%(3.5V2t + 12.25)2
2.0° 2.0
= B.
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Further, the above is true for all i € [n/2] with probability at least 1 — 3n - e~1225. So we have that
—2ap ; 9
E |: qb,z:| E[ 26]1),1]
Qa,i B

2 2 2 2
0.0 B[R] | o-00 E[Rs] 2 2
( - 2:052 + = 2:02 +US+O'€

IN

=2 <
B
2.02.2t-no? 2.02.2t-no;
) (as UG‘Q.UEW’” — 02_0;0’16 + 02+ 03)
B B
We next bound the variance of —¢p,; (where the sum of Zj€[4] asiy; = —4qp;). Note that E[R; ]

(vesp. E[Ry], E[R2], E[R],], E[R3,]) is the same for all i € [n/2]. Therefore, we denote E[R;] = E[R ;]
(vesp. B[R] = B[Ry ], E[Ry] = E[R,), E[R?] = E[R? ), E[R3] = E[RZ,]). We have:

E[R,] =2t - noj,_
E[Ry] = 2t - noj.
E[R3] = 4tn20fbs + 4t*n?0}
E[R3] = 4tn’o;,_ + 4t*n’o),

Further, R; and R» are independent.

V =E[(%)*] - E[g]?

_oi- o (BRI +E[R]]) | og 0. E[R] - E[R,]

= +2

4.0 4.0
(0t + 02 o?) - (ER) + E[R)
202
B (03 02 B[R] | ol -0? E[Ry]
202 202

+ (og + 05)2

2
—‘rO’? +0§)

Using Chebyshev, we therefore have that Pr[|E[Tr(X’)] — Tr(X')| > 10¥22Y] < 0.01.

Thus, putting everything together, we have that with 0.99 — 3n - e~12-2% probability,
(03-03225%(0'2 —}-a‘?L ) 2 2)
= <~ +o0l+o0 /
502 s e 10v2n -V
Te(Z) < n- — + B" .

Given the above, we consider the distribution of e||s — p/, where p’ is the mean from equation (4). The
random variable e||s — p is distributed as the multivariate Gaussian distribution A (0,%’). p is the correct
guess for e||s as long as for all i € [n] |e; — p}| < 0.5 and for all i € [n] |s; — u;| < 0.5. The probability that
the above occurs for each coordinate is the same as the probability weight of the hypercube corresponding
to —0.5 < x; < 0.5,% € [n] under the multivariate Gaussian distribution N(0,%’). We use the following
theorem to lower bound this probability weight:

Theorem 7.2 (Special case of the Gaussian Correlation Inequality [24]). Let X be an n-dimensional
Gaussian random variable. Then for any t1,...,t, >0,
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We instantiate the above theorem with X consisting of a subset S of size n of the coordinates of the
conditional Gaussian distribution ((s|le) — ') ~ N (0,X’), with ¢; = 0.5, 5 € S We thus have that

P(X;| < tj,i € 8) = IjesPx no.e,5rer) (1 X5 < 151, (8)

where the e; are the standard basis vectors.

To analyze PijNN(o,ej-z:'-ejT)[Xj < 0.5}, we note that 3 ;1 € - X' el = Tr(¥’). By Lemma 7.1, we
have that Tr(X’) < T with 53% probability. Let S C [2n] of size n be the set of indices j corresponding
T i € [2n]} this set of minimum values. Using the analysis in

to the n smallest values among {e; - X' - ¢;
Appendix A, we have that for each j € S, e; - 3’ - ejT < % Therefore,

—0.5 0.5
Pr 1] < 0.5] > —erf [ —2 | =erf [ —2— |. (9)
X;j~N(0,e;-5"-eT) 9.1 9. T
2n 2n

Finally, the attack is as follows: The adversary chooses to guess the values of e; or s; for these n smallest
values (corresponding to the set S), and then use the LWE instance to solve for the remaining n variables.
The probability that all of the adversary’s guesses are correct is lower bounded by the probability weight
on the hypercube corresponding to |X;| < 0.5,5 € I when X is drawn from the multivariate Gaussian
distribution X ~ AN(0,X’). Using (8) and (9), this is at most

-0.5 -0.5 0.5
H —erf | —————| > | —erf—— =erf | —
jES 1/2'8]"2/'6? 2% %

The final success probability of the attack is:”
n

0.5
erf | == | —3n-e %25 -0.01. (10)
T

n

8 Hybrid Guessing/Lattice-Reduction Attacks

Recall the structure of the eigenvalues of 3': There are [n/2] blocks and for each i € [n/2], the eigen-
values ((ugit1, 4it2, 04it3, Qaita), Where ayit1 = Quits, O4ita = Quipq. For each i € [n/2], we say that
{auir1, agiva} and {auit3, a4ir4} are pairs. For each i, the adversary computes e;X’'e] and guesses p; for
the ¢ minimum values where g is the maximum value such that

g

05

2P
=
Vi

for some threshold p. These guesses are made and incorporated as perfect hints. After this process, the
covariance matrix is a principal submatrix of 3’ of dimension (2n — g) X (2n — g), which we denote by X”.
We denote by PSubs,_4(3’) the set of all principal submatrices of 3 of dimension 2n — g. Similarly, the
lattice reduces dimension by g and its volume remains the same. The following lemma gives a bound on the
determinant of 3",

erf

(11)

Lemma 8.1. Let g € {0,1,...,n}. Let X' be defined as in (3). Let X" = argmaxiepsub%_g(E,)Tr(i). With

probability 0.99 — 4n - e 1225 over choice of hint vectors,'”

det(2)

Tr(X) < T and det(X”) < &7

9 And for n = 131072, we replace e~ 2% with e~ '*.
10 For the parameter sets with n = 131072, we increase 7 to 7.5, 24.5 to 28.125 and increase the probability to
0.99 — 4n - e~
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where T and B are defined as in Lemma 7.1, and

G+.G?2—4-B-02.02

L =
2-B

U
G=o2. 2(2t+7\ﬁ+245)-(n0%e)2-062
+o?. U(2t+7f+245) (noj,. )2~af+02+02

o202 (2t 4 7V2t +24.5)? - n%o} -0} 2. (2t +T7V2t+245) - no}
Brae = £ —|—
4.0 2. 02
o2 (2t + T2t + 24.5)(no? )
202 -

Proof. Lemma 7.1 showed that with probability 0.99 — 3n - e~12-25 over choice of hint vectors, Tr(X’) < T.
Let a1,...,a4 be the ¢ minimum eigenvalues of 3’. Using the Eigenvalue Interlacing Theorem [22], we

have that det(X") < dEt(z ) . We therefore need a lower bound on oy - - - a.

We consider o, . .., oy buch that for all i € [g], {a;, &} } are a pair. We show an upper bound U on o < U
for all 7 € [g]. We further show a lower bound L on all ol -a; > L for all i € [g] with all but 1 —n - e 122
probability. Finally, this allows us to obtain a lower bound a; > (f > i L forallie[g]. oy --- og can then be

lower bounded by (%)g. which implies that

det(X)

()"

det(X") <

Specifically, assuming the bounds from the proof of Lemma 7.1, and assuming in addition the following

upper bounds on Ry ;, Ra;, which occurs with 1 — 2 - e=1%:25 probability,'*
Ri; < (2t+7V2t+245) -nop,  Ra; < (2t +T7V2t +24.5) - nop_, (12)

we have that

—qp, < 02 02(2t + TV2 +24.5) - (no} )2 o?
+ 02 02(2t + TV2t +24.5) - (noj )2-02+02+0;
=G.

Thus,

g 2 _ .
Wi T/ — Hayi - de,i _G+ VG -4 B 0202 .

g [g]’al 2'(],1,1‘ 2 B

1 For the parameter sets with n = 131072, we increase 7 to 7.5, 24.5 to 28.125 and increase the probability to
1—2-e '

23



Using the same upper bounds from (12) we also have the following upper bound on g, ;:'?

:JE'JE'RLZ"RZi+0§'R1,i+03'R2,i+1_U§'U§'R§,i_Ug'ag'RZ,i
Za, 4.0 2. 02 2. 02 4.0 4.0
0202 Ry; Ray 02 -Ri; 02 Ry,
< s e X3 52 s N3 e 2 1
- 4.0 * 2. 02 T 202 -
ol.02- (2t +7V2t+24.5)2 - nPo} -of o2 (2t+TV2t+24.5) noj
= 4.0 + 2. 02 (13)
02 - (2t + TV/2t + 24.5)(no?
Lot Jnoh)
202
= Baz- (14)

Thus,

Qi + /G~ Aasi Qi —Qbi — ) Dhq — asi * Gesi

Vi € [g],al - a; =

2. Ga,i 2. Ga,i
_ qc,i
Ga,i
_aat
o Bmaz

Combining Lemma 7.1 with Theorem 7.2 as before, we estimate that with at least p — 4n - e12:25 — 0.01
probability, all g number of guesses are correct, and

< det(X’ )

- ()
U

We note that for up to n = 32768, 4n - e 125 < 0.63. '* As before, E[det(X’)] can be computed via

Lemma 6.1. Thus, we can use (15) to obtain a bound on the expected value of det(3”) (conditioned on

events with probability at least 0.99 — 4n - e~'2-25 occurring), compute the log-volume of the lattice after

homogenization/isotropization as described in Section 4.6, and use the log-volume and dimension to estimate
the hardness of the residual instance (after guesses) under a lattice reduction attack.

det(Z") (15)

9 Extending to Larger Classes of Circuits

9.1 The First Class of Circuits and Lattice Reduction Attacks

In Figure 1a we present the first class of circuits we consider. The circuits C, ..., Cy that are depicted each
consist of log(r) levels of multiplications as well as any number of additions. The final gate in each of the
circuits C1,...,Cy is a multiplication with rescale. Note that the noise after multiplication with rescale in
circuit C; is dominated by 4} - s + &) (see Section 4.5.2), where &}, 4} are distributed as uniform random
variables in the range [—0.5,0.5].

The final gate of the entire circuit is an addition gate that adds the outputs of each of the C; circuits.
We require ¢ subcircuits and a final addition gate in order to ensure that the linear coefficients of the noise
polynomial (which are independent and uniform random in the range [—0.5,0.5] for each of the ¢ circuits)
can be approximated by Gaussian random variables with mean 0 and variance %, the setting for which our
Lemma 6.1 applies.

12 For the parameter sets with n = 131072, we increase 7 to 7.5, and 24.5 to 28.
13 And for n = 131072, 4n - e~ 1% < 0.44.
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Multiplication
without rescale

° Multiplication
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(a) First Class of Circuits (b) Second Class of Circuits

Fig.1: A pictorial representation of the two classes of circuits we consider.

Specifically, the lattice reduction attack for circuits of this class can be analyzed by instantiating
Lemma 6.1 with the following parameter settings.

— U?is set to the noise-flooding noise. The variance of the noise already present in the ciphertext can

be computed by taking the noise in each ciphertext before addition (which Section 4.5.2 provides) and
multiplying by £.

9.2 The Second Class of Circuits and Lattice Reduction Attacks

In Figure 1b we present the second class of circuits we consider. The circuits CF, .. ., CZL, CcE, ..., Cf that
are depicted each consist of log(r) levels of multiplications as well as any number of additions. The final
gate in each of the circuits C¥,. .., CZL, CE,..., Cf’ is a multiplication with rescale. Note that the noise after
multiplication with rescale in circuit CX (resp. CF) is dominated by 05 - s + 65" (resp. 67" - 5 + 607
(see Section 4.5.2), where 00" 65" (resp. 60°%,6{"") are distributed as uniform random variables in the
range [—0.5,0.5]. Thus, after the summation gates on the second level from the top, the linear and constant
coeflicients of the noise corresponding to the left and right summations can be approximated by Gaussian
random variables G, 1,Gr0,GRr,1, Gr,o with mean 0 and variance %.

These outputs are then multiplied via a multiplication without rescale gate. For most parameter settings,
the dominating terms of the error after the final multiplication without rescale will correspond to A”,?—il -
(Gpa1+G R71)2- s. F;lrther, the dominating linear coefficients of s are again (well approximated by) a Gaussian

of variance oj;, = ¢ - (%)2. Since the error term does not include information about e, we can set o7 = 0.

We compute the noise variance that is already present in the ciphertext, as a contribution of the following
terms A"ﬁiil -(Gro+ Gryo), AT*; (Gpa+Gra)-s, (Gpa-Gra) s, (Gro-Gra) - s, (Gri-Gryo) - s,
Gr,0-GR,o- Since the covariance of the above terms is 0, the total variance is the sum of the variances each
term above. Recall that G 1,Gr,0,Gr,1,GRro are Gaussian random variables with mean 0 and variance %

Since the arithmetic is coordinate-wise on the canonical space, it suffices to consider the arithmetic of i-th
component of each vector in C%m. Specifically, we compute the variance of the real and imaginary coordinate
of each vector. Since all pairs among all the resulting real and imaginary coordinates have covariance of
0, and since there is an isometry (orthogonal transformation scaled by ﬁ) from the vector consisting of

the real/imaginary parts of the canonical embedding multiplied by v/2, we can obtain the coordinate-wise
variance in the coefficient embedding by scaling the results we obtain by %

Contribution of A”Z—il (G0 + Ggr,o). The variance is immediately computed as 2(5?7:1)2 : é o2,

Contribution of % -Gp,1-s. Note that the contribution of % -GR,1 - s is the same as the above. By
symmetry, we only need to compute the variance of the real part of the multiplication.
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Var [GL 1,i,ReSi,Re — G L,0,i,ImSi,Im
n ¢ no?
2 12 2

In the coeflicient domain, the total contribution will be (ATiil)2 n.L.o2,

212
Contribution of (Gr1-Gga) - s*>. By symmetry, we only need to compute the variance of the real part of
the multiplication.

2 2
Vaf[(GL,l,i,ReGR,LzyRe = GrimGR1im) (SiRe — Sim)

—28; ReSi,im (G116 ReGR,1,i,Tm + GL,l,i,ImGR,l,i,Rc)}
2 2 2
= Var[Gr 1, ReGR1,iReSiRe — GL.1,iReGR,1,iReSi1m — GL,1,i.imGL1,i,.1mS; Re

2
+Gr1,imGL, 1, ImST 1m — 256 ReSi Im G L,1,iReGR,1,i,1m — 28i,ReSi,ImGL,1,i ImG R,1,i,Re)

=4E [G%,l,i,Re(GRyLiyRe)zS?,Re] + 8E [Szz,Reszz,ImGQL,l,i,Re(GRJ,LIH!)Q]
2 2
n /{ 3n? n 2/n ¢
=4(=. =) .5 8(— ?) 2=
(2 12) 7 7000 %) (3 12
_5 ot ? 4
£\2 4

In the coefficient domain, the contribution will be 3n® ()" of.

Contribution of (Gro-Gr,1)-S. By symmetry, we only need to compute the variance of the real part of the
multiplication.
Var {GL,O,i,ReGR,l,i,Resi,Re = G1,0,iimGR,1,i,ImSi Re

— Gr,0,i,imGR,1,i ReSiIm — GL,O,i,ReGR,l,i,ImSi,Im]
2
_ 4 (. LN ned
2 12 2
‘

2
In the coefficient domain, the contribution will be n? (ﬁ) o

2
s-

Contribution of Gro - Gr,o. By symmetry, we only need to compute the variance of the real part of the
multiplication.

Var [GL.0,iReGR0,i,Re — GL,0,i,imGR,1,i,Im]
no 0\>
—9. (2. =
(2 12)
¢

In the coefficient domain, the contribution will be n - (ﬁ)Q

Total noise present. The total noise in the ciphertext has variance:

2 2 2 2 2
m’” / m” n-f 5 { { ¢
o M) L 2 R I N LN RPN S W (L
(AM) 12 US+<AH) R (12) sTE\R) T\
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Obtaining the hardness estimates. We can now apply Lemma 6.1 with the following parameter settings:

T

(A=)’

(e[

2 _
— 02 =
- 0,218 =0

. . . . ops 2 2 .

— 02 is set to the noise-flooding noise plus an additional Zn? (1%) ol + 2n? (%) o2, the noise from
the quadratic terms and the linear but non-Gaussian terms (which comes from the terms of the form
(Gro-Gra)-s).

Note that the noise-flooding noise has variance at least (AT—;)Q . %e - 02, since the noise already in the
ciphertext is larger than this quantity. Thus, for n € N, when

mT

(Ar—l

5 / / 9 /

2 2 2

“n2. 49— s 2. 1

I L TR TR L e (16)
and m achieves the maximum allowed magnitude B,, s, of each coordinate in the encoded plaintext (in which

the message is viewed as a vector in the canonical embedding and is scaled up by A), we have that the noise-

. . . ”» . 2 2 . . .
flooding noise dominates the additional %n‘3 (é) ot +2n? (%) o2. Typically, after encoding, the maximum

allowed magnitude of m in the canonical embedding is ~ A. Thus, (16) is satisfied when A > %" . g, which
is typically satisfied for most parameter settings (in fact, A is typically far larger).

Thus, we can plug the above parameter settings into Lemma 6.1 to obtain the hardness estimates for
these circuits under a lattice reduction attack.

9.3 Guessing Attack for Class 1 and 2 Circuits

Now that we have determined U,le, 0,216, and o2 for Class 1 and Class 2 circuits, we can use those values to
derive formulas for the concrete security for guessing and hybrid attacks as well.

Recall that for Class 1 and Class 2 circuits, the hints are only on the s coordinates. So ¥’ is a block
matrix where the lower right hand n x n submatrix is a diagonal matrix with diagonal (02,...,02) and the
upper left hand n x n submatrix has n eigenvalues of the form [(agit1,®2iy2)]icin/2) and for all i € [n/2],
Q9i4+1 = Qgi42. Further, for each i € [n/2],

o2
Qi1 = —— s
I+ 52031’

Since with all but e~'* probability'?, Ry ; > (2t —6.63v/2t) ~na;2LS, we have that with probability 1 —n/2-e~1!
all eigenvalues are less than

2 0-2
< 2 1
Omaz > Ug'(2t*6.63\/§)'”0}% ’ ( )
1+ 202 ]

and so for every standard basis vector e;, e;Xel < o2, .

Finally, using the same techniques as above, this means that the guessing probability is at least

erf (%) . (18)

n
Thus the total success probability of the attack is erf < 0";’ > —n/2-e 11, We note that for up to

QJmaw

parameter n = 32768, n/2 - e~ ! < 0.28.19

4 For the parameter sets with n = 131072, we increase 6.63 below to 7.2 and decrease the probability to e~ 3.

15 And for n = 131072, n/2 - e~ ' < 0.15.
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9.4 Hybrid Attack for Class 1 and 2 Circuits

Again, the attack for both Class 1 and Class 2 circuits is the same, with the only difference being the settings
of Uis, Jie, and o2 in the two cases.

The guessing strategy for the hybrid attack is as follows: For each i, the adversary computes e;¥'e! and
guesses y; for the g number of indices 4 with the minimum values of e;X’e, where g is the maximum value
such that

erf (19)

g
0.5 S
T =D
20’%’LG$
for some probability threshold p. These guesses are made and incorporated as perfect hints. After this process,
the covariance matrix is a principal submatrix of ¥’ of dimension (n — ¢) x (n — g), which we denote by
3. Similarly, the lattice reduces dimension by g and its volume remains the same.
Let a1,...,a4 be the g minimum eigenvalues of 3%. Using the Eigenvalue Interlacing Theorem [22],

we have that det(X%) < % We therefore need a lower bound on a; ---a,. Since with all but e~!!

probability'%, Ry ; < (2t + 6.63v/2t + 22) ~n0}2LS, we have that with probability 1 —n/2-e~1! all eigenvalues

are greater than

0.2

L= s . "
1+ Ug'(2t+6.632\;§7+22),n0i5 ( )

Combining the above, we have that with at least p — n - e~ !! probability, all ¢ number of guesses are
correct, and
det(X')
1

det(X”) < 7o
We note that for the maximum setting of parameters n = 32768, n - e~ < 0.55.17 Further, det(X") can be
computed by plugging the parameter settings from Sections 9.1 and 9.2 into Lemma 6.1. Thus, we can use

(21) to estimate the hardness of the residual instance (after guesses) under a lattice reduction attack.

(21)

10 Experiments

10.1 Experimental Set-Up

Parameter sets. We consider the parameter sets proposed by the homomorphicencryption.org standards [2],
which were proposed with target security levels of 128, 192 or 256 bits. We update the target estimates using
the concrete hardness given by the tool of [16].1® This is presented in the column “Original Security” in all
the tables below. An entry of x/y represents the original target security level x, and y represents the concrete
(updated) security level. The standards only consider a ring dimension of up to n = 32768, i.e. logy(n) = 15,
but some FHE applications may require a larger ring dimension, up to log,(n) = 17. We additionally provide
estimates for the concrete security of CKKS for values of log,(n) = 17 by using the parameters given in [27].

Experimental validation. We first provide experimental validation of Lemma 6.1, in Section 10.2. We also
provide concrete security estimation for provably secure (statistical) noise-flooding, as presented in [26]. We
provide these as a baseline, and to validate our methods. Since there is no reduction in security when
applying statistical noise-flooding, those results are presented in Appendix B.

Concrete security experiments set-up. Then, we consider the following experiments. We consider a lattice
reduction attack, a guessing attack and a hybrid attack, as outlined in Sections 6, 7 and 8, respectively. We
consider these on three types of circuit: the identity circuit, the class of circuits C1 and the class of circuits
C2. Recall that these are described in Section 9.

16 For the parameter sets with n = 131072, we increase 6.63 below to 7.2 and decrease the probability to e 3.

17 And for n = 131072, n - e~ < 0.30.
8 Our analysis may give slightly different concrete hardness estimates than the LWE Estimator [4], since [16] takes
into account the ellipsoidal distribution of the original secret/error.
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Noise-flooding countermeasures. We use the results of [11] to estimate the output variance of the noise pZ,
where circ is one of Identity, C1 or C2. We then consider noise-flooding by p2 ., 100 - pZ,. and ¢ - pZ,., for
t is the number of decryption queries. For guessing attacks, we do not include results for noise-flooding
variance of t - p?, ., since in this case, the guessing probability does not go above 1072% for any parameter
set. Similarly, for hybrid attacks, we do not include results for noise-flooding variance of ¢ - p%resh’ since no
coordinates can be guessed with high confidence for any parameter set, and so the attack is equivalent to a
lattice reduction attack '°.

10.2 Experimental Validation of Lemma 6.1

We first provide a verification of the theoretical results from Section 6, to demonstrate that the estimations
hold in practice. In particular, Lemma 6.1 assumes that the distribution of the coefficients of e and v7 are
independent Gaussians, while in practice this is not the case. The quantity of interest is det(X'™), as defined
in Section 6. In the proof of Lemma 6.1, we use the following fact:

P det(HEHT + 25) det (Ign + %El/ZHHTzl/Q)
) = e de®) det(X) '

In order to validate the canonical embedding transformation used in the analysis of Lemma 6.1, we sample
a random hint matrix H, directly compute I, + Z/2HHT X'/2 /52, and calculate its determinant. In order
to construct the hint matrix, we sample €] + x and v/ - S as defined in Appendix 4. We perform this
experiment for various settings for the dimension of the LWE secret and error, and for various numbers of
hints applied. For each parameter set, we perform 256 trials and take the average of the results in order to
compare to the expected value predicted by Lemma 6.1. Figure 2 reports the experimental results, which
very closely match the predictions. Notably, we see that the predictions become more accurate as the number
of applied hints increases.

We perform this experiment using the SageMath library and run the calculations on an Intel Ice Lake
XCC server. Calculating the determinant for larger parameter sets proves computationally infeasible with
our experimental setup due to the extreme scaling, as each trial requires multiplying matrices of size 2n x tn
and tn x 2n, as well as calculating the determinant of a matrix of size 2n x 2n, where n is the dimension and
t is the number of hints. Additionally, in order to accurately calculate the final determinant, the numerical
values within the matrix require increasingly high floating-point precision (e.g. hundreds or even thousands of
bits), further slowing the computation. Our experiments take roughly a week to verify the largest parameter
set in Figure 2 (n = 256, t = 16).

(22)

10.3 Concrete Security of Lattice Attacks on Identity Circuits

We begin by considering a lattice-reduction attack where the adversary may request any number of de-
cryptions of fresh ciphertexts (i.e. evaluation of the identity circuit on a fresh ciphertext) with various
noise-flooding levels. See Figure 4. To calculate the concrete hardness, we apply Lemma 6.1 to obtain the
expected volume and dimension of the lattice after hints are integrated and homogenization/isotropization
is completed. As in [16], after homogenization /isotropization are performed, the hardness estimates for BKZ
require only the volume and dimension of the lattice. These are reported in the final column.

10.4 Concrete Security of Guessing Attacks on Identity Circuits

Next we consider a guessing-only attack, where the adversary may request any number of decryptions of fresh
ciphertexts (i.e. evaluation of the identity circuit on a fresh ciphertext) with various noise-flooding levels. See
Figure 5. In this attack, the adversary requests enough decryptions so that n LWE secret/error coordinates
can be guessed correctly with high probability. Once these coordinates are guessed correctly, the LWE system
of equations has a unique solution which can be recovered efficiently using Gaussian elimination. To determine
the number of decryptions required to recover the LWE secret/error with some threshold probability, we
apply Lemma 7.1 and (10).

19 After ~ 200 million decryption queries, the estimated variance does not go below 3.6 for identity circuits, and after
~ 100 million decryption queries does not go below 0.33 and 0.36 for C1 and C2 circuits, respectively.

29



Dim Num  Predicted Experimental
Hints Determinant Determinant

64 16 708.60 708.76
64 32 799.19 799.28
64 64 888.87 889.14
64 128 978.08 978.10
64 256 1067.04 1067.00
64 512 1155.89 1155.87
128 16 1594.55 1591.58
128 32 1175.78 1775.55
128 64 1955.17 1954.82
128 128 2133.59 2133.49
128 256 2311.52 2311.44
128 512 2489.22 2489.23
256 16 3543.88 3539.04

Fig. 2: Summary of results for experimental validation of Lemma 6.1. Each parameter set is specified by
the dimension of the LWE secret/error (column 1) and the number of hints applied (column 2). The third column
indicates the (In of) the expected value of the determinant as predicted by Lemma 6.1. The final column reports the
determinant calculated by performing the experiment, as averaged over 256 trials.

10.5 Concrete Security of Hybrid Attacks on Identity Circuits

Here we consider a hybrid attack, where the adversary may request some number of decryptions of fresh
ciphertexts (i.e. evaluation of the identity circuit on a fresh ciphertext) with various noise-flooding levels. See
Figure 6. The adversary requests enough decryptions so that some number of LWE secret/error coordinates
can be guessed correctly with high probability. The adversary then integrates these guesses into its DBDD
instance as perfect hints (as in [16]). Finally, the adversary performs homogenization/isotropization to obtain
an SVP instance, and uses a BKZ solver to recover the LWE secret/error. For a fixed number of decryptions,
we use (11) to determine the number of guesses g that can be made such that all guesses are correct with high
probability. The dimension of the lattice reduces by g, and we compute the volume of the resulting lattice
by applying (15). As in [16], after homogenization/isotropization are performed, the hardness estimates for
BKZ require only the volume and dimension of the lattice. These are reported in the final column.

10.6 Concrete Security of Lattice Attacks on Class 1 and 2 Circuits

This is the same attack as in Section 10.3, except the adversary requests decryptions of ciphertexts corre-
sponding to the evaluation of a Class 1 or Class 2 circuit (see Sections 9.1 and 9.2) on fresh ciphertexts.
To calculate the concrete hardness, we apply Lemma 6.1 to obtain the expected volume and dimension of
the lattice after hints are integrated with the parameter settings for 0,2“70%6,062 given in Section 9.1 or
Section 9.2 The results are reported in Figures 7 and 8 in Appendix B.

10.7 Concrete Security of Guessing Attacks on Class 1 and 2 Circuits

This is the same attack as in Section 10.4, except the adversary requests decryptions of ciphertexts corre-
sponding to the evaluation of a Class 1 or Class 2 circuit (see Sections 9.1 and 9.2) on fresh ciphertexts. To
determine the number of decryptions required to recover the LWE secret with high probability, we apply
(18) with the settings of oy, op,, 02 given in Section 9.1 or Section 9.2. The results for various noise-flooding
levels are reported in Figures 9 and 10 in Appendix B.

10.8 Concrete Security of Hybrid Attacks on Class 1 and 2 Circuits

This is the same attack as in Section 10.5, except the adversary requests decryptions of ciphertexts corre-
sponding to the evaluation of a Class 1 or Class 2 circuit (see Sections 9.1 and 9.2) on fresh ciphertexts.
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For a fixed number of decryptions, we use (11), with the settings of 0%2, O'}2Le, and o2 given in Section 9.1 or
Section 9.2, to determine the number of guesses g that can be made such that all guesses are correct with
high probability. The dimension of the lattice reduces by g, and we compute the volume of the resulting
lattice by applying (15), with the settings of o}_, 0} , and o7 given in Section 9.1 or Section 9.2. The results
are reported in Figures 11 and 12 in Appendix B.

11 Discussion of the Results

Trends for noise-flooding level of p2,.. Our experimental data is summarized via the graphs in Figure 3.
Figure 3(a) shows the reduction in bit security for a lattice reduction attack when the adversary obtains
1000 decryptions of identity, Class 1, and Class 2 circuits with noise-flooding level p2 _ equal to the noise
already present in the ciphertext. We note that the graph exhibits a greater reduction in bit-security for
identity circuits vs. Class 1 and 2 circuits. We believe the reason is that hints for identity circuits involve
all 2n coordinates in the LWE secret/error, so the variance of all 2n coordinates is reduced after each hint,
whereas hints for Class 1 and Class 2 circuits involve only the n coordinates from the LWE secret, so only
the variance of these n coordinates is reduced. We also note that there is a greater security reduction for
higher target security level vs. lower target security level. E.g., for the lattice reduction attack, we see that for
log,(n) = 10, identity circuits, and for a security level target of 192, the value of the bit security is reduced
by slightly over 70 bits. On the other hand, for the same circuit and target security level and the same attack,
for log,(n) = 15, the reduction in the bit security level is less than 5 bits. In fact, the reduction in security
seems highly correlated with decrease in modulus. When fixing the dimension n, target security level of 192
have smaller modulus ¢, compared to target security level of 128 and as the modulus ¢;, becomes smaller,
“hints” obtained from decryption have more of an impact on the bit-security for lattice reduction attacks.
The same trends can be seen in the Hybrid attack.

Figure 3(b) shows the number of queries required for guessing n coordinates with high probability for
identity, Class 1 and Class 2 circuits. We note that guessing attacks perform significantly better for Class
1 and 2 circuits versus identity circuits. For identity circuits, there are a total of 2n eigenvalues that are
reduced by obtaining hints, but n of these eigenvalues have relatively larger expectation, while n have
smaller expectation (this is because for identity circuits, hints correspond to linear combinations of both the
s and e variables, in which the s variables have variance 2/3, while the e variables have variance 3.22). The
eigenvectors corresponding to these eigenvalues do not align with the standard basis. Therefore, for purposes
of fast estimates, we only take into account the trace (i.e. sum of the eigenvalues) and, given trace T, we argue
that the variance of the n secret or error coordinates with smallest variance is at most T/(2n). However, in
practice, the n coordinates with the smallest variance may have variance significantly smaller than T/(2n).
For Class 1 and 2 circuits, hints correspond to linear combinations of only the s variables from the LWE
instance. Thus, we restrict our attention to a subspace with only n eigenvalues. All of these eigenvalues have
the same distribution, and our proof shows that all the eigenvalues are less than maximum value 02,

Figure 3(c) shows the reduction in bit-security for a hybrid attack when considering an adversary who
obtains decryptions of identity, Class 1, and Class 2 circuits. Figure 3(d) shows the number of queries obtained
in each of these attacks. We chose the number of queries for the identity, Class 1, and Class 2 circuits so that
a significant number of guesses can be made for each parameter set (otherwise the attack will be very similar
to a lattice reduction attack). Based on the discussion above, this means that the number of queries required
is far higher for identity circuits than Class 1 and Class 2 circuits. Thus, after guesses are made, the residual
instance has lower variance in the case of identity circuits (since more hints have been incorporated, with
each hint slightly reducing the variance). This explains why for approximately the same number of guesses,
the reduction in bit-security is greater for identity circuits versus Class 1 and Class 2 circuits, as can be
observed from the graph.
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Fig. 3: Trends for the various attacks. We compare the efficacy of lattice reduction, guessing, and hybrid
attacks for various parameter sets, and for identity, Class 1, and Class 2 circuits with noise-flooding level
equal to 3., pe;, and pZ,, respectively. (a) Shows the reduction in bit security for a lattice reduction attack
against an adversary who obtains 1000 decryptions; (b) Shows the number of queries required for guessing
n coordinates with probability at least 0.80. (¢) Shows the reduction in bit security for a hybrid attack
against an adversary who obtains a variable number of decryptions. The number of decryption queries for
each parameter set is displayed in (d).
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Trends across various noise-flooding levels. We first validate that there is no security drop in our experi-
ments when using the statistically-secure noise-flooding levels proposed in [26]. Our results are presented in
Figures 13, 14 and 15 in Appendix B. Indeed, we see in these tables that there is no reduction in either the
security level or in the bikz for any parameter setting.

Recall that we investigate the effectiveness of noise-flooding levels p2,, 100 - p2,., and ¢ - p2 ., where ¢ is
the number of decryption queries, circ is one of Identity, C1 or C2, and p2 . is the noise variance present in
the ciphertext. As expected, we see that the biggest drop in bit security is observed when noise-flooding by
pZ.c, across all parameter sets and across all circuits.

In contrast, we observe that noise-flooding by ¢ - p2 . leads to a very low reduction in the security level, if
at all. As opposed to a 70-bit security drop seen for lattice attacks with log,(n) = 10 and 192-bit security for
identity circuits with noise level p2_, , we see in Figure 4 that when noise-flooding by ¢ - p2.,, the security
level drops by only a few bits. Further, as the value of log,(n) (and thus also ¢y, increases), the security level
drop decreases. We see for example in Figure 4 that for logy(n) = 17, there is no change in the security level.

Conclusions: We observe that, in practice, there is essentially no reduction in concrete security when noise
flooding with variance ¢ - p2 ., where ¢ is the number of decryption queries available to the adversary, and
pfirc is the variance of the noise, as predicted by an average-case noise analysis. One may also consider noise
flooding by « -t - p, where 0 < a < 1, if it is acceptable to have the security level drop by a few bits.
There is no definitive setting of o which is “best,” and one can rather think of o as a parameter to be
fine-tuned depending on the application. In particular, one can think of increasing « as a way to allow for
more decryption queries, or to reduce the message precision loss. We obtain the latter as: noise-flooding by
x - p2,. incurs an additional loss of %logQ (x 4+ 1) bits in the message precision.

Finally, we note that the techniques developed in this paper, as well as the experimental results presented,
can be used as a way to establish key refreshing policies in a concrete application. E.g., if the noise level is
set to a - t - p, the keys should be refreshed after releasing ¢ number of decryptions. Thus, there can be a
tradeoff among frequency of key refresh, an acceptable precision loss, and an acceptable drop in bit-security.
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A Analysis for Section 7

We let E 2’ H . correspond to the original covariance matrix, updated covariance matrix, hint, and
error matrices in the canonical embedding to the Reals, scaled by f Note that ¥/ = R/ RT Y = 2
Y. = Ee, and H = RLHRR. Then we have

S _x_sH (ﬂTEﬁ + 26) aTs

— 21/2 (I _ El/zﬂzzlﬂT21/2—
El/?ﬂz;lﬂTzl/Q (I 4 21/2ﬂ2;1ﬂTzl/2> 121/2ﬂ26—1ﬂTzl/2> 21/2.

We note that $/2HX-'HTX/2 is a block diagonal matrix where the i-th block for i € [n/2] is of the
form

a; 0 C; —di
0 a; dl C;

C; di bl 0

7di C; 0 bz

(this is the same matrix that was computed in the proof of Lemma 6.1), and the i-th block of

R N -1
(I + 21/2HEE_1HT21/2) is of the form

CNLz' 0 m; - C; —My - dz
mg; - C; My - di El 0
—m; - di m; - C; 0 l;i

Thus, s a block-diagonal matrix, where the i-th block is of the form

a; 0 —— ——
0 a —— ——
— b 0
— — 0 b
Note that for indeces i corresponding to s (resp. e) variables, v = e;R is such that v = vg, ..., va, has 0’s

in positions j such that =2 mod 4 or j =3 mod 4 (resp 7=0 mod 4 or j =1 mod 4). Furthermore,
2
for £ € [n/2], U4(£ D1t ”4 (—1)42 = 3 (resp. U4(z D42 T U4ie )+3 =
Assuming the first n indeces correbpond to the s varlab eb and the labt n indeces correspond to the e
variables, we have that for i € [n], e;¥'el + e;1, %’ eHn = 7, where Tr is the trace of 2’, which is the

same as the trace of 3’. Thus, for i € [n], min(e;Xe] ,e; 1, Xe],, ) < Trz(f ),
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B Additional Experimental Results

Parameter Original  Noise Num Final
Set Security Variance Queries (¢) Security
Diesh 1000 247 bikz & 65 bits

log,n = 10,log, qr. =25  128/102 100 - pZ. 1000 336 bikz ~ 89 bits

- Paesh 1000 374 bikz ~ 99 bits
,,,,,,,,,,,,,,,,,,,,, Phesn 00 212 DIXz A 99 DILS
~ 142 bits
t- PR 1000 615 bikz =~ 163 bits
””””””””””” Pren 1000 461 bikz ~ 122 bits
log, n = 10,log, g = 13 256/234 100 - pZeq 1000 714 bikz ~ 189 bits

b pRen 1000 840 bikz = 223 bits

Presh 1000 288 bikz ~ 76 bits
log, n = 11,log, g1, = 51 128/97 100 - pfee 1000 340 bikz = 90 bits
- oo 1000 359 bikz ~ 95 bits

2

Dhesh 1000 450 bikz ~ 119 bits

log,n = 11,log, gz = 35  192/162 100 - p2., 1000 557 bikz = 148 bits
t - pZeh 1000 599 bikz & 159 bits
********************* Presn 1000 590 bikz ~ 157 bits
logy, n = 11,log, qr, = 27 256/226 100 - pZeq 1000 761 bikz ~ 201 bits

bt PR 1000 831 bikz = 220 bits

Prech 1000 322 bikz ~ 85 bits
log, n = 12,1log, gz = 101 128/97 100 - p2egn 1000 352 bikz =~ 93 bits
b PR 1000 362 bikz ~ 96 bits

2

Piech 1000 517 bikz ~ 137 bits

log,n =12,log, qr. =70  192/161 100-pZ.,, 1000 580 bikz ~ 154 bits
- Paesh 1000 602 bikz ~ 160 bits
””””””””””” P2 1000 701 bikz ~ 186 bits
log,n =12,log, qr =54  256/227 100 - p2ey, 1000 807 bikz ~ 214 bits

t- PR 1000 845 bikz = 224 bits

Fig. 4: Concrete security of lattice reduction attacks after observing decryptions of fresh ciphertexts.
For each parameter set, the second column provides the target security as well as the number of bits of security com-
puted by the tool of [16]. The third column indicates the noise-flooding noise added before returning the decryption.
PR is the variance of the noise that is already present in a fresh ciphertext (see Section 4.5.1). The fourth column
indicates the number of decryptions observed by the adversary. The final column provides the reduced security level
after the attack in terms of bikz (see [16]) and bit-security.
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Parameter Original  Noise Num Final
Set Security Variance Queries (¢) Security

PRt 1000 340 bikz ~ 90 bits

log, n = 13,log, qr. = 202 128/96 100 - p2.q, 1000 356 bikz =~ 94 bits
t - PR 1000 361 bikz ~ 96 bits
””””””””””” P2en 1000 553 bikz ~ 146 bits
log, n = 13,log, gz = 141 192/159 100 - p2., 1000 587 bikz = 156 bits
- Paech 1000 598 bikz ~ 159 bits
””””””””””” Pien 1000 765 bikz ~ 203 bits
log, n = 13,log, qr. = 109 256/225 100- pZ.y 1000 823 bikz ~ 218 bits

t - pZen 1000 843 bikz = 223 bits

P2t 1000 341 bikz ~ 90 bits

log,n = 14,log, qr. = 411 128/93 100 - pZ., 1000 349 bikz ~ 93 bits
t - PR 1000 352 bikz ~ 93 bits
********************* Piesh 1000 570 bikz ~ 151 bits
log, n = 14,log, gz = 284 192/158 100 - p2.,, 1000 587 bikz ~ 156 bits
t- PR 1000 593 bikz ~ 157 bits
********************* Presn 1000 796 bikz ~ 211 bits
log,n = 14,10g, qr. = 220 256/222 ¢+ Phesh 1000 826 bikz = 219 bits

t- Pheh 1000 836 bikz ~ 222 bits

Pieh 1000 343 bikz ~ 91 bits

log,n = 15,log, qr. = 827 128/92 100 - piesh 1000 347 bikz = 92 bits
t - PEen 1000 348 bikz ~ 92 bits
********************* Presh 1000 577 bikz ~ 153 bits
log,n = 15,log, qr. = 571 192/156 100- pZ., 1000 586 bikz ~ 155 bits
bt pRen 1000 589 bikz & 156 bits
””””””””””” P2en 1000 ~ 810 bikz ~ 215 bits
log, n = 15,log, qr, = 443  256/220 100 - p2., 1000 826 bikz = 219 bits

t - Paesh 1000 831 bikz ~ 220 bits

Dhesh 1000 548 bikz ~ 145 bits

log, n = 17,log, qr. = 2400 140/146 100 - pZ.y, 1000 550 bikz ~ 146 bits
t- Pheh 1000 551 bikz ~ 146 bits
””””””””””” Presn 1000 703 bikz ~ 186 bits
log, n = 17,log, qr. = 2000 193/187 100- pZ.y, 1000 706 bikz ~ 187 bits

t - PR 1000 707 bikz ~ 187 bits

Fig. 4: Concrete security of lattice reduction attacks after observing decryptions of fresh ciphertexts,
cont’d. For each parameter set, the second column provides the target security as well as the number of bits of
security computed by the tool of [16]. The third column indicates the noise-flooding noise added before returning
the decryption. pies, is the variance of the noise that is already present in a fresh ciphertext (see Section 4.5.1). The
fourth column indicates the number of decryptions observed by the adversary. The final column provides the reduced
security level after the attack in terms of bikz (see [16]) and bit-security.
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Parameter Orig Noise ~ Num Succ
Set Security Var  Queries Prob

Phech 1160 0.81

log, n = 10,log, g =25  128/102

log,n = 10,log, g =13 256/234

2
logyn = 11,log, g =51 128/97  Fhresh

log,n = 11,log, qr. =27  256/226

log, n = 12,log, ¢r =101  128/97

log, n = 12,log, qp =54  256/227

100 - p2.g, 73,760 0.80

Fig. 5: Concrete security of guessing attacks after observing decryptions of fresh ciphertexts. For each
parameter set, the second column provides the target security and the number of bits of security computed by the
tool of [16]. The third column indicates the noise-flooding variance added before returning the decryption. pi., is
the noise variance already present in a fresh ciphertext. The fourth column indicates the number of decryptions
observed by the adversary. The final column indicates the success probability of the attack, which corresponds to the
probability that all guesses are correct, conditioned on the event in Lemma 7.1 occurring.
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Parameter Orig Noise Num Succ
Set Security Var  Queries Prob

Prech 1350 0.80

log, n = 13,log, qr, =202 128/96

logy n = 13,log, i = 109 256/225

log, n = 14,log, qr, = 411 128/93

- _ Py 1420 0.81
logn =1 logyar =284 192158 40 Tk | 85,450 0.80
- _ Py 1420 081

log, n = 14,log, qr. = 220  256/222 100+ p., 85450 0.80

2

— — Pfresh 1480 0.80
logn =15, logy ar =827 128/92 400 %2 91320 0.80
1480 0.80

log, n = 15,log, qr. = 443 256/220

Dhesh 1690  0.81
loggn = 17,10g, gz = 2400 _140/146 100 pres, 103,360 0.80,

Pben 1690  0.81
log, n = 17,log, qr, = 2000 193/187 100 - pZ.., 103,360 0.82

Fig. 5: Concrete security of guessing attacks after observing decryptions of fresh ciphertexts, cont’d.
For each parameter set, the second column provides the target security and the number of bits of security computed
by the tool of [16]. The third column indicates the noise-flooding variance added before returning the decryption. pZ.,
is the noise variance already present in a fresh ciphertext. The fourth column indicates the number of decryptions
observed by the adversary. The final column indicates the success probability of the attack, which corresponds to the
probability that all guesses are correct, conditioned on the event in Lemma 7.1 occurring.
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Parameter Orig Noise Num Num Succ Final
Set Security Var  Queries Guess Prob Security

PR 1130 793 0.80 62 bikz ~ 17 bits
100 - p2.., 58,000 621 0.80 48 bikz ~ 13 bits
2

1130 ~ 793 0.80 109 bikz ~ 29 bits
100 - p2.y, 58,000 621 0.80 160 bikz ~ 42 bits
2

- - PR 1130 793 0.80 160 bikz ~ 42 bits
logzn = 10,log g1 =13 256/234 410" 59000 621 0.80 222 biks ~ 59 bits

2 . .

- - P2 1130 801 0.80 154 bikz ~ 41 bits
logym = 11,logy g1 =51 128/97 1005 55000 623 0.80 184 bikz ~ 49 bits
 Piresn 58,000 623 0.80_ 184 bikz ~ 49 bits

PP 1130 801 0.80 261 bikz ~ 69 bits
100 - pZ.y, 58,000 623 0.80 306 bikz ~ 81 bits
2

Pren 1130 801 0.80 358 bikz ~ 95 bits
100 - pZ.,, 58,000 623 0.80 415 bikz ~ 110 bits

Phesh 1130 807 0.80 240 bikz ~ 63 bits
100 - pfresn_58,000 624 0.80 260 bikz = 69 bits,

Pren 1130 807 0.80 395 bikz ~ 105 bits
100 - p2.y, 58,000 624 0.80 427 bikz ~ 113 bits
2

logon = 10,log, g =25  128/102

logon = 11,log, g =27  256/226

log, n = 12,log, qr. = 101 128/97

- - e 1130 807  0.80 544 bikz ~ 144 bits
logym = 12,10y g1 =54 256/22T 1% 55000 624 0.80 58T bikz ~ 156 bits

Fig.6: Concrete security of hybrid attacks after observing decryptions of fresh ciphertexts. For each
parameter set, the second column provides the target security and the number of bits of security computed by the
tool of [16]. The third column indicates the noise-flooding variance added before returning the decryption. pZ.g, is the
noise variance that is already present in a fresh ciphertext. The fourth column indicates the number of decryptions
observed by the adversary. The fifth column indicates the number of coordinates of the LWE secret/error that are
guessed by the adversary. The sixth column indicates the success probability of the attack, which corresponds to the
probability that all guesses are correct, conditioned on the events in Lemma 7.1 and (15) occurring. The final column
provides the reduced security level after the attack in terms of bikz (see [16]) and bit-security.
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Parameter Orig Noise Num Num Succ Final
Set Security Var  Queries Guess Prob Security

2 . .
B B Prn 1130 810 0.80 294 bikz ~ 78 bits
logym =13,l0gy g1 =202 128/96 1105 5500 625 0.80 306 bikz ~ 81 bits

D2 ech 1130 810 0.80 482 bikz ~ 128 bits
100 - pZen 58,000 625 0.80 502 bikz ~ 133 bits

D2 ech 1130 810 0.80 671 bikz ~ 178 bits
100 - pZen 58,000 625 0.80 699 bikz ~ 185 bits

pi.n 1130 813 0.80 317 bikz ~ 84 bits
100 - p2e 58,000 625 0.80 324 bikz ~ 86 bits

P2t 1130 813 0.80 532 bikz ~ 141 bits
100 - p?.y, 58,000 625 0.80 543 bikz ~ 144 bits
2

B B P2 1130 813 0.80 745 bikz ~ 197 bits
logyn =14, log, qr = 220 256/222 1,75 55000 625 0.80 760 bikz ~ 202 bits

2 . .

- - P 1130 814 0.80 331 bikz ~ 88 bits

logyn =15, log, qr. = 827 128/92 1,7 59000 626 0.80 334 bikz ~ 89 bits
2

log, n = 13,log, g = 109 256/225

log,n = 14,log, qr. = 411 128/93

1130 814 0.80 558 bikz =~ 148 bits
100 - 58,000 626 _0.80 564 bikz ~ 149 bits

P2t 1130 814 0.80 783 bikz ~ 208 bits
100 - 7., 58,000 626 0.80 792 bikz ~ 210 bits

PResn 1260 1557 0.80 539 bikz ~ 143 bits
logy n = 17, log, gz = 2400 140/146 100 - p?,y, 65,000 1411 0.80 540 bikz ~ 143 bits

PR 1260 1557 0.80 692 bikz ~ 183 bits
log, n = 17,log, g, = 2000 193/187 100 - p2.,, 65,000 1411 0.80 691 bikz ~ 183 bits

log, n = 15,log, qr. = 443 256/220

Fig. 6: Concrete security of hybrid attacks after observing decryptions of fresh ciphertexts, cont’d. For
each parameter set, the second column provides the target security and the number of bits of security computed by
the tool of [16]. The third column indicates the noise-flooding variance added before returning the decryption. pZ.q, is
the noise variance that is already present in a fresh ciphertext. The fourth column indicates the number of decryptions
observed by the adversary. The fifth column indicates the number of coordinates of the LWE secret/error that are
guessed by the adversary. The sixth column indicates the success probability of the attack, which corresponds to the
probability that all guesses are correct, conditioned on the events in Lemma 7.1 and (15) occurring. The final column
provides the reduced security level after the attack in terms of bikz (see [16]) and bit-security.
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Parameter Original  Noise Num Final
Set Security Variance Queries (t) Security

P 1000 298 bikz &~ 79 bits

log, n = 10,log, qr = 25 128/102 100 - p&; 1000 352 bikz ~ 93 bits
t-pé 1000 376 bikz = 100 bits
””””””””””” pg 1000 460 bikz ~ 122 bits
log,n = 10,log, qr =17 192/170 100-pZ, 1000 568 bikz ~ 150 bits
t-pé 1000 619 bikz ~ 164 bits
””””””””””” pg. 1000 598 bikz ~ 158 bits
log,n = 10,log, gz = 13 256/234 100 - pg; 1000 764 bikz =~ 202 bits

t-pé, 1000 847 bikz ~ 224 bits

P 1000 319 bikz ~ 85 bits

log,n =11,log, qr, =51 128/97 100-p2; 1000 348 bikz ~ 92 bits
t-pd 1000 360 bikz ~ 95 bits
””””””””””” p& 1000 513 bikz ~ 136 bits
log, n = 11,log, qr. = 35 192/162 100 - p&; 1000 575 bikz =~ 152 bits
t-pg 1000 601 bikz ~ 159 bits
””””””””””” pd. 1000 689 bikz ~ 183 bits
log,n = 11,log, qr, =27 256/226 100-p2; 1000 790 bikz ~ 209 bits

t-pé, 1000 834 bikz ~ 221 bits

pE 1000 341 bikz =~ 90 bits

log,n = 12,log, gz, = 101 128/97 100-pg; 1000 356 bikz & 94 bits
t-pé 1000 363 bikz ~ 96 bits
********************* pZ, 1000 555 bikz ~ 147 bits
log,n = 12,log, g =70  192/161 100-pg; 1000 589 bikz ~ 156 bits
t-pé 1000 603 bikz = 160 bits
********************* pér 1000 764 bikz ~ 203 bits
log, n = 12,log, qr, = 54 256/227 100 - p&, 1000 823 bikz ~ 218 bits

t-pé, 1000 847 bikz ~ 224 bits

Fig. 7: Concrete security of lattice reduction attacks after observing decryptions of Class 1 ciphertexts.
For each parameter set, the second column provides the target security as well as the number of bits of security
computed by the tool of [16]. The third column indicates the noise-flooding noise added before returning the decryption
to the adversary. p2; is the variance of the noise that is already present in a ciphertext obtained from evaluating a
Class 1 circuit on fresh encryptions. The final column provides the reduced security level after the attack in terms of
bikz (see [16]) and bit-security.
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Parameter Original Noise Num Final
Set Security Variance Queries (t) Security

P 1000 350 bikz ~ 93 bits

log, n = 13,log, qr. = 202 128/96 100 - p3; 1000 358 bikz &~ 95 bits
t-pé 1000 361 bikz ~ 96 bits
””””””””””” pZ, 1000 574 bikz ~ 152 bits
log, n = 13,log, gz, = 141 192/159 100-pg; 1000 592 bikz ~ 157 bits
t-pé, 1000 599 bikz ~ 159 bits
””””””””””” pZ, 1000 800 bikz &~ 212 bits
log, n = 13,log, qr. = 109 256/225 100-p%, 1000 831 bikz = 220 bits

t-pé 1000 844 bikz ~ 224 bits

pE 1000 346 bikz ~ 92 bits

log,n = 14,log, qr, = 411  128/93  100- pg; 1000 350 bikz ~ 93 bits
t-pé 1000 352 bikz & 93 bits
””””””””””” pé1 1000 581 bikz &~ 154 bits
log,n = 14,log, qr. = 284 192/158 100-p%, 1000 590 bikz =~ 156 bits
t-pé, 1000 593 bikz ~ 157 bits
””””””””””” pZ, 1000 815 bikz ~ 216 bits
log, n = 14,log, qr, = 220 256/222 100-pg; 1000 831 bikz ~ 220 bits

t-p3 1000 837 bikz ~ 222 bits

P 1000 345 bikz &~ 92 bits

log, n = 15,log, qr. = 827 128/92 100-pZ, 1000 347 bikz = 92 bits
t-pé 1000 348 bikz ~ 92 bits
””””””””””” pz, 1000 583 bikz &~ 154 bits
log, n = 15,log, qr. = 571  192/156 100-p%, 1000 588 bikz = 156 bits
t-pé 1000 589 bikz & 156 bits
””””””””””” pZ, 1000 820 bikz ~ 217 bits
log, n = 15,log, qr = 443  256/220 100-p%, 1000 828 bikz ~ 219 bits

t-pé, 1000 831 bikz ~ 220 bits

P 1000 549 bikz ~ 145 bits

log, n = 17,log, qr. = 2400 140/146 100-pg; 1000 550 bikz ~ 146 bits
t-pd 1000 551 bikz &~ 146 bits
PR 1000 705 bikz & 187 bits
log, n = 17,log, gz, = 2000 193/187 100-p2%; 1000 706 bikz ~ 187 bits

t-pé 1000 707 bikz ~ 187 bits

Fig. 7: Concrete security of lattice reduction attacks after observing decryptions of Class 1 ciphertexts,
continued. For each parameter set, the second column provides the target security as well as the number of bits
of security computed by the tool of [16]. The third column indicates the noise-flooding noise added before returning
the decryption to the adversary. p2; is the variance of the noise that is already present in a ciphertext obtained from
evaluating a Class 1 circuit on fresh encryptions. The final column provides the reduced security level after the attack
in terms of bikz (see [16]) and bit-security.
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Parameter Original  Noise Num Final
Set Security Variance Queries (t) Security

pEs 1000 302 bikz ~ 80 bits

log, n = 10,log, qr =25  128/102 100-pZ, 1000 354 bikz ~ 94 bits
t- pd, 1000 377 bikz ~ 100 bits
********************* pZ, 1000 467 bikz ~ 124 bits
log, n = 10,log, qr, = 17 192/170 100 - p, 1000 568 bikz =~ 150 bits
t-pé, 1000 622 bikz &~ 165 bits
********************* pZ, 1000 609 bikz ~ 161 bits
log,n = 10,log, qr. = 13 256/234 100-p%, 1000 772 bikz =~ 205 bits

t-p, 1000 851 bikz ~ 226 bits

pEs 1000 321 bikz ~ 85 bits

log, n = 11,log, qr = 51 128/97 100 - pg, 1000 349 bikz &~ 93 bits
t-pe, 1000 361 bikz & 96 bits
********************* pZ, 1000 517 bikz &~ 137 bits
log,n = 11,log, gz =35  192/162 100-pg, 1000 577 bikz ~ 153 bits
t-pé, 1000 603 bikz = 160 bits
********************* pes 1000 695 bikz ~ 184 bits
log,n = 11,log, gz = 27  256/226 100 - p2, 1000 794 bikz ~ 210 bits

t-p, 1000 836 bikz ~ 222 bits

S 1000 342 bikz ~ 91 bits

log,n = 12,log, gz, = 101 128/97 100-p%, 1000 357 bikz =~ 95 bits
t-pe, 1000 363 bikz ~ 96 bits
********************* pZ, 1000 557 bikz ~ 148 bits
log, n =12,log, qr. =70  192/161 100-p%, 1000 591 bikz =~ 157 bits
t-pé, 1000 604 bikz ~ 160 bits
********************* pz, 1000 769 bikz &~ 204 bits
log, n = 12,log, qr, = 54 256/227 100 - p, 1000 848 bikz ~ 225 bits

t- pé, 1000 825 bikz & 219 bits

Fig. 8: Concrete security of lattice reduction attacks after observing decryptions of Class 2 ciphertexts.
For each parameter set, the second column provides the target security as well as the number of bits of security
computed by the tool of [16]. The third column indicates the noise-flooding noise added before returning the decryption
to the adversary. pZ, is the variance of the noise that is already present in a ciphertext obtained from evaluating a
Class 2 circuit on fresh encryptions. The fourth column indicates the number of decryptions observed by the adversary.
The final column provides the reduced security level after the attack in terms of bikz (see [16]) and bit-security. The
(encoded) message magnitude is equal to n - \/m in all rows, where ¢ is set to 20.
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Parameter Original  Noise Num Final
Set Security Variance Queries (t) Security

pez 1000 351 bikz ~ 93 bits

log, n = 13,log, qr. =202 128/96 100-pZ, 1000 359 bikz ~ 95 bits
t-pé, 1000 362 bikz ~ 96 bits
””””””””””” pe; 1000 575 bikz &~ 152 bits
log, n = 13,log, gz = 141  192/159 100-p2, 1000 592 bikz ~ 157 bits
t-p, 1000 599 bikz ~ 159 bits
””””””””””” pZ, 1000 802 bikz ~ 213 bits
log, n = 13,log, gz = 109  256/225 100-pZ, 1000 832 bikz ~ 221 bits

t- pd, 1000 844 bikz == 224 bits

ez 1000 346 bikz ~ 92 bits
log,n = 14,log, g, = 411  128/93  100-p2, 1000 350 bikz ~ 93 bits

02, 1000 581 bikz ~ 154 bits

log, n = 14,log, gz, = 284  192/158 100 - pZ, 1000 590 bikz =~ 156 bits
t- pé, 1000 594 bikz & 157 bits
********************* pZ, 1000 816 bikz ~ 216 bits
log, n = 14,log, qr =220 256/222 100-pZ, 1000 831 bikz ~ 220 bits

t-pe, 1000 837 bikz ~ 222 bits

pEs 1000 346 bikz ~ 92 bits
log,n = 15,log, qr, = 827 128/92  100-p2, 1000 348 bikz ~ 92 bits

02, 1000 583 bikz ~ 155 bits

log, n = 15,log, qr, = 571  192/156 100-p2, 1000 588 bikz ~ 156 bits
t-pé, 1000 589 bikz a2 156 bits
””””””””””” pZ, 1000 820 bikz ~ 217 bits
log, n = 15,log, qr, = 443  256/220 100-p2, 1000 828 bikz ~ 219 bits

t-p, 1000 831 bikz ~ 220 bits

pEs 1000 549 bikz ~ 145 bits

log, n = 17,log, g = 2400 140/146 100-p%, 1000 550 bikz ~ 146 bits
t-pes 1000 551 bikz ~ 146 bits
””””””””””” pZ, 1000 705 bikz &~ 187 bits
log, n = 17,log, qr. = 2000 193/187 100-p%, 1000 706 bikz = 187 bits

t-pé, 1000 707 bikz = 187 bits

Fig. 8: Concrete security of lattice reduction attacks after observing decryptions of Class 2 ciphertexts,
continued. For each parameter set, the second column provides the target security as well as the number of bits
of security computed by the tool of [16]. The third column indicates the noise-flooding noise added before returning
the decryption to the adversary. p2, is the variance of the noise that is already present in a ciphertext obtained from
evaluating a Class 2 circuit on fresh encryptions. The fourth column indicates the number of decryptions observed
by the adversary. The final column provides the reduced security level after the attack in terms of bikz (see [16]) and
bit-security. The (encoded) message magnitude is equal to n - \/6/73 in all rows, where ¢ is set to 20.
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Parameter Orig Noise ~Num Succ
Set Security  Var  Queries Prob

2
log,n = 10,log, qr. = 25  128/102 0?1 ) 77T 081

- - 02 77 T 0.81
fogan =10, logz @1 =17 192/170 1092 3850 0.80
0% 77T 0.81

log,n = 10,log, q. =13 256/234

log,n = 11,log, g =51  128/97

2

_ _ Pc1
log,n = 11,log, qr =27 256/226 100 p2, 4200 0.80

2
B B e 86 0.80
logon =12, logz @1 = 101 128/9T 1092 4570 0.80
B - o2 86~ 0.80
logon =12, logz 01 =70 192/161 492 4570 0.80
pc1 86 O 80

logon = 12,log, qr, =54 256/227

Fig. 9: Concrete security of guessing attacks after observing decryptions of Class 1 ciphertexts. For each
parameter set, the second column provides the target security as well as the number of bits of security computed
by the tool of [16]. The third column indicates the noise-flooding noise added before returning the decryption to the
adversary. pZ, is the variance of the noise that is already present in a ciphertext obtained by evaluating a Class 1
circuit on fresh encryptions. The fourth column indicates the number of decryptions observed by the adversary. The
final column indicates the success probability of the attack, which corresponds to the probability that all guesses are
correct, conditioned on the event in (17) occurring.
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Parameter Orig Noise Num Succ

Set Security ~ Var  Queries Prob
2

- B P2, 91 0.81

foran ok =202 B0 100 g, 4930 080

- B P2, 91 0.81

foran ok =L IR0 200 g, 4930 080

91 0.81

log,n = 13,log, ¢ = 109 256/225 PG,

log, n = 14,log, g, = 411 128/93 ra

log, n = 14,log, g = 220 256/222

log, n = 15,log, qr. = 827  128/92

log, n = 15,log, g = 443 256/220

log, n = 17,log, gz = 2400 140/146 100 - pé 6420 0.80

log, n = 17,log, gz = 2000 193/187 100 - pé 6420 0.80

Fig.9: Concrete security of guessing attacks after observing decryptions of Class 1 ciphertexts, con-
tinued. For each parameter set, the second column provides the target security as well as the number of bits of
security computed by the tool of [16]. The third column indicates the noise-flooding noise added before returning
the decryption to the adversary. pg; is the variance of the noise that is already present in a ciphertext obtained by
evaluating a Class 1 circuit on fresh encryptions. The fourth column indicates the number of decryptions observed by
the adversary. The final column indicates the success probability of the attack, which corresponds to the probability
that all guesses are correct, conditioned on the event in (17) occurring.
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Parameter Orig Noise  Num Succ

Set Security ~ Var  Queries Prob
2

foran T 10 ora 0 =20 202 4002, 4620080
. _ pea 97  0.81

logon = 10,log, g =17 192/170 100- p2, 4620 0.80

,,,,,,,,,,,,,,,,,,,,, Gl e 22
. _ P 97  0.81

log,n = 10,log, g =13 256/234 100- p2, 4620 0.80

103 0.81

2
logyn = 11,log, ¢, =51 128/97 P2,

logon = 11,log, g, =27  256/226

logon = 12,log, qr. = 101 128/97

2
logyn = 12,log, ¢, =54 256/227 P42,

Fig. 10: Concrete security of guessing attacks after observing decryptions of Class 2 ciphertexts. For
each parameter set, the second column provides the target security as well as the number of bits of security computed
by the tool of [16]. The third column indicates the noise-flooding noise added before returning the decryption to the
adversary. pg, is the variance of the noise that is already present in a ciphertext obtained from evaluating a Class 2
circuit on fresh encryptions. The fourth column indicates the number of decryptions observed by the adversary. The
final column indicates the success probability of the attack, which corresponds to the probability that all guesses are
correct, conditioned on the event in (17). The (encoded) message magnitude is equal to n - \/m in all rows, where ¢
is set to 20.
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Parameter Orig Noise Num Succ
Set Security  Var  Queries Prob

116  0.81

2
log, n = 13,log, g, = 202 128/96 e

log, n = 13,log, g = 109 256/225

log, n = 14,log, qr. = 411 128/93

log, n = 14,log, g = 220 256/222

log,n = 15,log, qr, = 827  128/92 e,

log, n = 15,log, qr. = 443 256/220

log, n = 17,log, qr. = 2400 140/146 100 - pZ, 7720 0.80
7

log, n = 17,log, qr, = 2000 193/187 100-pZ, 7720 0.80

Fig. 10: Concrete security of guessing attacks after observing decryptions of Class 2 ciphertexts, con-
tinued. For each parameter set, the second column provides the target security as well as the number of bits of
security computed by the tool of [16]. The third column indicates the noise-flooding noise added before returning
the decryption to the adversary. p2, is the variance of the noise that is already present in a ciphertext obtained from
evaluating a Class 2 circuit on fresh encryptions. The fourth column indicates the number of decryptions observed by
the adversary. The final column indicates the success probability of the attack, which corresponds to the probability
that all guesses are correct, conditioned on the event in (17). The (encoded) message magnitude is equal to n - 1/¢/3
in all rows, where / is set to 20.
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Parameter Orig Noise Num Num Succ Final
Set Security  Var  Queries Guess Prob Security

2 . .
. . pc1 75 821 0.80 72 bikz ~ 19 bits
logyn =10,log, qr. =25 128/102 17" » 3500 531 080 150 bikz & 40 bits

2 . h
- - o2 75~ 821 0.80 159 bikz ~ 42 bits
logyn =10,log, qr. =17 192/170 17" » 3500 531 0,80 273 biks ~ 72 bits
7777777777777777777777 2T T T e T T 801 A on Aa40o 11 T Ap 1T
- B o2 75~ 821 0.80 248 bikz ~ 66 bits
logyn =10,log, qr. =13 256/234 1 7"" 2 3500 531 (.80 304 bikz ~ 104 bits
2 . .
B - o2y 75 825 0.80 178 bikz ~ 47 bits
logan = I l0gaan =51 /9T 40042, 3500 534 0.80 231 bike ~ 61 bits
e 75 825 0.80 314 bikz ~ 83 bits

100-p2, 3500 534 0.80 395 bikz ~ 105 bits

7777777777777777777777 2 T T T T T S A ON AA™ Ll . H10 1
_ _ pC1 75 825 0.80 447 bikz ~ 118 bits
logyn =11,log, qr. =27 256/226 " p2, 3500 534 0.80 553 bikz & 147 bits

2 . .
B B P2 75 827 0.80 258 bikz ~ 68 bits
logyn = 12,l0g, qr = 101 128/97 " p2, 3500 535 0.80 291 bikz ~ 77 bits

B - el 75~ 827 ~0.80 436 bikz ~ 115 bits
logyn =12,logy qr =70 192/161 p2, 3500 535 0.80 487 bikz ~ 129 bits
,,,,,,,,,,,,,,,,,,,,,, ;pc_3500_ 535 0.80 487 bikz ~ 129 bits

B B P 75~ 7827 0.80 615 bikz ~ 163 bits
logyn =12,l0g, qr =54 256/227 " p2, 3500 535 0.80 683 bikz ~ 181 bits

Fig. 11: Concrete security of hybrid attacks after observing decryptions of Class 1 ciphertexts. For each
parameter set, the second column provides the target security as well as the number of bits of security computed
by the tool of [16]. The third column indicates the noise-flooding noise added before returning the decryption to the
adversary. pZ; is the variance of the noise that is already present in a ciphertext obtained from evaluating a Class
1 circuit on fresh encryptions. The fourth column indicates the number of decryptions observed by the adversary.
The fifth column indicates the number of coordinates of the LWE secret that are guessed by the adversary. The
sixth column indicates the success probability of the attack, which corresponds to the probability that all guesses are
correct, conditioned on the events in (17) and (20) occurring. The final column provides the reduced security level
after the attack in terms of bikz (see [16]) and bit-security.
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Parameter Orig Noise Num Num Succ Final
Set Security  Var  Queries Guess Prob Security

P2, 75 828 0.80 305 bikz ~ 81 bits
100 - p2, 3500 535 0.80 323 bikz ~ 86 bits

log, n = 13,log, qr. = 202  128/96

B - el 75~ 828 ~0.80 508 bikz ~ 135 bits
fosan = A3 oo an = UL 192199 40042, 3500 535080 537 biks = 142 bits
B - el 75~ 828 0.80 716 bikz ~ 190 bits
logyn =13, logy qr =109 256/225 1,7™" 2 3500 535 0.80 756 bikz ~ 200 bits

2 . .
- - o2 75 828 0.80 323 bikz ~ 86 bits
logyn =14, log, qr. =411 128/93 17" 2 3500 536 0.80 333 biks ~ 88 bits

B - el 75 ~ 828 0.80 547 bikz ~ 145 bits
logyn = 14,log g1 = 284 192/158 40" > 9500 536 0.80 562 biks ~ 149 bits
7777777777777777777777 2 T T T T T80 N on PN Ll . oNnA Lo

B - s 75 828 ~0.80 770 bikz ~ 204 bits
logyn = 14,log g1 = 220 256/222 457" > 4500 536 0.80 791 biks ~ 210 bits

2 75 829 0.80 334 bikz A 88 bits

_ _ Pc1
logyn =15, log, qr. = 827 128/92 17" 2 3500 536 0.80 339 biks & 90 bits

2 n :

- - o2 75~ 829 0.80 565 bikz ~ 150 bits

logyn =15, log, qr. =571 192/156 1" 2 3500 536 0.80 573 bikz ~ 152 bits
7777777777777777777777 2 T T e T T S0 N oNn Mo Lol o111 1l
B - o2 75~ 829 0.80 797 bikz ~ 211 bits

logyn =15, log, qr. =443 256/220 11" 2 3500 536 .80 808 bikz ~ 214 bits
pE 85 1722 0.80 540 bikz ~ 143 bits

logy n =17, log, qr = 2400 140/146 100-p¢, 4000 1334 0.80 542 bikz ~ 144 bits
P 85 1722 0.80 693 bikz ~ 184 bits

log, n = 17,log, g, = 2000 193/187 100-p2, 4000 1334 0.80 696 bikz ~ 184 bits

Fig. 11: Concrete security of hybrid attacks after observing decryptions of Class 1 ciphertexts, con-
tinued. For each parameter set, the second column provides the target security as well as the number of bits of
security computed by the tool of [16]. The third column indicates the noise-flooding noise added before returning
the decryption to the adversary. p2; is the variance of the noise that is already present in a ciphertext obtained from
evaluating a Class 1 circuit on fresh encryptions. The fourth column indicates the number of decryptions observed
by the adversary. The fifth column indicates the number of coordinates of the LWE secret that are guessed by the
adversary. The sixth column indicates the success probability of the attack, which corresponds to the probability that
all guesses are correct, conditioned on the events in (17) and (20) occurring. The final column provides the reduced
security level after the attack in terms of bikz (see [16]) and bit-security.
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Parameter Orig Noise Num Num Succ Final
Set Security  Var  Queries Guess Prob Security

2 . .
B B P2 95 892 0.80 53 bikz ~ 14 bits
logyn =10,l0gy qr =25 128/102 1,72 4300 620 0.80 125 bikz ~ 33 bits

95 892 0.80 134 bikz ~ 36 bits
100 - pg, 4300 620 0.80 235 bikz =~ 62 bits

-T- - --"-"""="-"="-"=-"=-"=-"=-"=-"=-"=-—=-=-—"=—=-=-/ =7/ 7= 2 T T TArE T T 80 N on o1 11 T Eem 1 ol
B B 02 95 ~ 892 T0.80 216 bikz ~ 57 bits
logyn =10,l0gy qr =13 256/234 1,72 4300 620 0.80 345 bikz ~ 91 bits

2 . .
B B pZ, 95 896 0.80 166 bikz ~ 44 bits
logon =11,log qr =51 128/97 1,75 4300 622 0.80 214 biks ~ 57 bits

95 ~ 896 0.80 297 bikz ~ 79 bits
100 p2, 4300 622 0.80 370 bikz ~ 98 bits

2 i B
B B P2 95 ~ 896 0.80 424 bikz ~ 112 bits
logzn = 11,loga g1 =27 256/226 405" » 4300 622 0.80 521 biks ~ 138 bits

2 . .
B B 2 95 897 0.80 251 bikz ~ 67 bits
logyn = 12,log qr = 101 128/97 ;7™ 2 4300 623 0.80 281 biks ~ 74 bits

pes 95 897 0.80 425 bikz ~ 113 bits
100 - p2, 4300 623 0.80 471 bikz ~ 125 bits

P T :
B - e 95 ~ ~ 897 ~0.80 601 bikz ~ 159 bits
logyn =12,logo qr =54 256/22T 17" 2 4300 623 0.80 664 bikz ~ 176 bits

Fig. 12: Concrete security of hybrid attacks after observing decryptions of Class 2 ciphertexts. For each
parameter set, the second column provides the target security as well as the number of bits of security computed
by the tool of [16]. The third column indicates the noise-flooding noise added before returning the decryption to the
adversary. pZ, is the variance of the noise that is already present in a ciphertext obtained from evaluating a Class
2 circuit on fresh encryptions. The fourth column indicates the number of decryptions observed by the adversary.
The fifth column indicates the number of coordinates of the LWE secret that are guessed by the adversary. The
sixth column indicates the success probability of the attack, which corresponds to the probability that all guesses are
correct, conditioned on the events in (17) and (20) occurring. The final column provides the reduced security level
after the attack in terms of bikz (see [16]) and bit-security. The (encoded) message magnitude is equal to n - \/m in
all rows, where ¢ is set to 20.
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Parameter Orig Noise Num Num Succ Final
Set Security  Var  Queries Guess Prob Security

2 . .
B B 2 95 898 0.80 301 bikz ~ 80 bits
logyn = 13,l0g; g1 =202 128/96 415" 4300 624 0.80 318 biks ~ 84 bits

95 ~ 898 0.80 502 bikz ~ 133 bits
100 - p2, 4300 624 0.80 529 bikz ~ 140 bits

2 - :
B - P2 95 ~ 898 ~0.80 709 bikz ~ 188 bits
logyn =13, logy qr. =109 256/225 17" 4300 624 0.80 745 bikz ~ 197 bits

2 . .
B - 02, 95 898 0.80 321 bikz ~ 85 bits
logyn =14 logy qr =411 128/93 155 %2 4300 624 0.80 330 biks ~ 87 bits

P2, 95 ~ 7898 ~0.80 543 bikz ~ 144 bits
100 - p2, 4300 624 0.80 557 bikz ~ 148 bits

2 n :
- - P2 95 ~ 898 ~0.80 766 bikz ~ 203 bits
logyn =14, log, qr. =220 256/222 17" 2 4300 624 0.80 786 bikz ~ 208 bits

P2 95 899 0.80 333 bikz ~ 88 bits
100 p2, 4300 624 0.80 337 bikz ~ 89 bits

log, n = 15,log, qr, = 827  128/92

2 i :

- - e 95 899 0.80 564 bikz ~ 149 bits

logyn =15,log, qr. =571 192/156 17" 4300 624 0.80 571 bikz ~ 151 bits
7777777777777777777777 2 T T TAFRE T T AnN A OoNn Mar 101 o Aa1a 1T
- - e 95 899 0.80 795 bikz ~ 211 bits

logyn = 15,log; qr. = 443 256/220 47" 2 4300 624 0.80 805 biks ~ 213 bits
p%, 110 2508 0.80 535 bikz ~ 142 bits

logyn =17, logy qr = 2400 _140/146 100 p¢, 4900 1551 0.80 541 bikz ~ 143 bits
p%, 110 2508 0.80 688 bikz ~ 182 bits

log,n = 17, log, gz = 2000 193/187 100-p2, 4900 1551 0.80 695 bikz ~ 184 bits

Fig. 12: Concrete security of hybrid attacks after observing decryptions of Class 2 ciphertexts, con-
tinued. For each parameter set, the second column provides the target security as well as the number of bits of
security computed by the tool of [16]. The third column indicates the noise-flooding noise added before returning
the decryption to the adversary. p2, is the variance of the noise that is already present in a ciphertext obtained from
evaluating a Class 2 circuit on fresh encryptions. The fourth column indicates the number of decryptions observed
by the adversary. The fifth column indicates the number of coordinates of the LWE secret that are guessed by the
adversary. The sixth column indicates the success probability of the attack, which corresponds to the probability that
all guesses are correct, conditioned on the events in (17) and (20) occurring. The final column provides the reduced
security level after the attack in terms of bikz (see [16]) and bit-security. The (encoded) message magnitude is equal
ton- \/m in all rows, where £ is set to 20.
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Parameter Original Noise Final
Set Security Variance Security

log, n = 10,log, qr. = 25 128/102.34 (386.21)  p2.. 386.21 bikz ~ 102.34 bits

log, n = 10,log, qr. = 13 256/234.29 (884.13)  p2.. 884.13 bikz ~ 234.29 bits
log,n = 11,log, qr, =51  128/96.84 (365.43)  p2,  365.43 bikz ~ 96.84 bits

log, n = 11,1og, qr. = 27 256/226.11 (853.25)  p2..  853.25 bikz ~ 226.11 bits
log,n = 12,log, qr, = 101 128/96.81 (365.34)  p2,  365.34 bikz ~ 96.81 bits

log,n = 12,log, qr = 54 256/227.10 (856.98) p2a.  856.98 bikz ~ 227.10 bits
log,n = 13,log, qr, = 202 128/96.11 (362.66)  p2.  362.66 bikz ~ 96.11 bits

10g, 7 = 13, 10g, qr. = 109 256/224.89 (848.63) 2y  848.63 bikz ~ 224.89 bits
log, n = 14,log, qr = 411  128/93.37 (352.34)  pZ..  352.34 bikz ~ 93.37 bits

log, n = 14, log, q1 = 220 256/222.42 (839.32)  p2..  839.32 bikz ~ 222.42 bits
log, n = 15,log, qr, = 827 128/92.37 (348.55)  p2,  348.55 bikz &~ 92.37 bits

log, n = 15,log, qr. = 443 256/220.52 (832.15) pZ. 832.15 bikz ~ 220.52 bits
log, n = 17,log, qr. = 2400 140/145.88 (550.51)  p2..  550.51 bikz ~ 145.88 bits

log, n = 17,log, qr. = 2000 193/187.40 (707.17)  pZ,  707.17 bikz ~ 187.40 bits

Fig. 13: Concrete security of lattice reduction attacks after observing 1000 decryptions of fresh cipher-
texts. For each parameter set, the second column provides the target security as well as the number of bits of security
computed by the tool of [16] (bikz are provided in parenthesis). The third column indicates the noise-flooding noise
added before returning the decryption to the adversary. p2. = 12-¢-2% - p2..,, where p2, is the variance of the noise
that is already present in a fresh ciphertext (see Section 4.5.1), and x = 30 is the statistical security parameter. The
fourth column indicates the number of decryptions observed by the adversary. The final column provides the reduced
security level after the attack in terms of bikz (see [16]) and bit-security.
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Parameter Original Noise Final
Set Security Variance Security

log,n = 10,log, qr, =25 128/102.34 (386.21)  p2,  386.21 bikz ~ 102.34 bits

log,n = 10,log, qr = 13 256/234.29 (884.13)  p2..  884.13 bikz ~ 234.29 bits
logyn = 11,log, qr =51 128/96.84 (365.43)  p2.  365.43 bikz ~ 96.84 bits

logyn = 11,log, qr = 27 256/226.11 (853.25)  p2a.  853.25 bikz ~ 226.11 bits
log,n = 12,log, gz, = 101 128/96.81 (365.34)  p2..  365.34 bikz ~ 96.81 bits

log,n = 12,log, qr = 54 256/227.10 (856.98)  p2a.  856.98 bikz ~ 227.10 bits
log,n = 13,log, qr, = 202 128/96.11 (362.66)  p2,  362.66 bikz ~ 96.11 bits

log, n = 13,log, g = 109 256/224.80 (848.63) pre, 848.63 bikz ~ 224.89 bits
log, n = 14,log, qr = 411 128/93.37 (352.34)  p2,  352.34 bikz ~ 93.37 bits

log, n = 14, log, qr = 220 256/222.42 (839.32)  p2..  839.32 bikz ~ 222.42 bits
log, n = 15,log, qr = 827 128/92.37 (348.55)  p2..  348.55 bikz ~ 92.37 bits

log,n = 15,l0g, g = 443 256/220.52 (832.15)  pi.  832.15 bikz ~ 220.52 bits
log, n = 17,log, qr. = 2400 140/145.88 (550.51)  p2,  550.51 bikz ~ 145.88 bits

log, n = 17, log, qr, = 2000 193/187.40 (707.17)  pZs  707.17 bikz ~ 187.40 bits

—

Fig. 14: Concrete security of lattice reduction attacks after observing 1000 decryptions of Class 1
ciphertexts. For each parameter set, the second column provides the target security as well as the number of bits of
security computed by the tool of [16] (bikz are provided in parenthesis). The third column indicates the noise-flooding
noise added before returning the decryption to the adversary. p2a, = 12-t-2%-p2,, where p2; is the variance of the noise
that is already present in a ciphertext obtained from evaluating a Class 1 circuit on fresh encryptions, and £ = 30 is
the statistical security parameter. pi.s, is the variance of the noise that is already present in a fresh ciphertext (see
Section 4.5.1).. The fourth column indicates the number of decryptions observed by the adversary. The final column
provides the reduced security level after the attack in terms of bikz (see [16]) and bit-security.
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Parameter Original Noise Final
Set Security Variance Security

log,n = 10,log, qr, =25 128/102.34 (386.21)  p2,  386.21 bikz ~ 102.34 bits

log,n = 10,log, qr = 13 256/234.29 (884.13)  p2..  884.13 bikz ~ 234.29 bits
logyn = 11,log, qr =51 128/96.84 (365.43)  p2.  365.43 bikz ~ 96.84 bits

logyn = 11,log, qr = 27 256/226.11 (853.25)  p2a.  853.25 bikz ~ 226.11 bits
log,n = 12,log, gz, = 101 128/96.81 (365.34)  p2..  365.34 bikz ~ 96.81 bits

log,n = 12,log, qr = 54 256/227.10 (856.98)  p2a.  856.98 bikz ~ 227.10 bits
log,n = 13,log, qr, = 202 128/96.11 (362.66)  p2,  362.66 bikz ~ 96.11 bits

log, n = 13,log, g = 109 256/224.80 (848.63) pre, 848.63 bikz ~ 224.89 bits
log, n = 14,log, qr = 411 128/93.37 (352.34)  p2,  352.34 bikz ~ 93.37 bits

log, n = 14, log, qr = 220 256/222.42 (839.32)  p2..  839.32 bikz ~ 222.42 bits
log, n = 15,log, qr = 827 128/92.37 (348.55)  p2..  348.55 bikz ~ 92.37 bits

log,n = 15,l0g, g = 443 256/220.52 (832.15)  pi.  832.15 bikz ~ 220.52 bits
log, n = 17,log, qr. = 2400 140/145.88 (550.51)  p2,  550.51 bikz ~ 145.88 bits

log, n = 17, log, qr, = 2000 193/187.40 (707.17)  pZs  707.17 bikz ~ 187.40 bits

—

Fig. 15: Concrete security of lattice reduction attacks after observing 1000 decryptions of Class 2
ciphertexts. For each parameter set, the second column provides the target security as well as the number of bits of
security computed by the tool of [16] (bikz are provided in parenthesis). The third column indicates the noise-flooding
noise added before returning the decryption to the adversary. p2, = 12t - 2" - pZ,, where pZ, is the variance of the
noise that is already present in a ciphertext obtained from evaluating a Class 2 circuit on fresh encryptions, and
x = 30 is the statistical security parameter. The fourth column indicates the number of decryptions observed by
the adversary. The final column provides the reduced security level after the attack in terms of bikz (see [1(]) and
bit-security. The (encoded) message magnitude is equal to n - \/m in all rows, where £ is set to 20.
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