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Abstract. This work initiates the study of concrete registered functional encryption (Reg-FE) beyond “all-or-

nothing” functionalities:
— We build the first Reg-FE for linear function or inner-product evaluation (Reg-IPFE) from pairings. The

scheme achieves adaptive IND-security under k-Lin assumption in the prime-order bilinear group. A minor
modification yields the first Registered Inner-Product Encryption (Reg-IPE) scheme from k-Lin assumption.
Prior work achieves the same security in the generic group model.

- We build the first Reg-FE for quadratic function (Reg-QFE) from pairings. The scheme achieves very selec-
tive simulation-based security (SIM-security) under bilateral k-Lin assumption in the prime-order bilinear
group. Here, “very selective” means that the adversary claims challenge messages, all quadratic functions

to be registered and all corrupted users at the beginning.
Besides focusing on the compactness of the master public key and helper keys, we also aim for compact cipher-

texts in Reg-FE. Let L be the number of slots and n be the input size. Our first Reg-IPFE has weakly compact
ciphertexts of size O(n-log L) while our second Reg-QFE has compact ciphertexts of size O(n+log L). Technically,
for our first Reg-IPFE, we employ nested dual-system method within the context of Reg-IPFE; for our second Reg-
QFE, we follow Wee’s “IPFE-to-QFE” transformation [TCC’ 20] but devise a set of new techniques that make our
pairing-based Reg-IPFE compatible. Along the way, we introduce a new notion named Pre-Constrained Registered
IPFE which generalizes slotted Reg-IPFE by constraining the form of functions that can be registered.
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1 Introduction

In Registered Functional Encryption (Reg-FE) [FFM*23,DP23], a trusted party generates a common reference string

crs and then can go offline. The system is maintained by curator who holds crs but no secret values. When a user
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registers public key pk with a specific function f, the curator updates the master public key mpk and sends a helper
key hsk to the new user. This hsk allows the user’s secret key sk to decrypt a ciphertext ct of x under this new mpk
to f(x). Additionally, the registration process might also update helper keys for existing users in the system. Two
crucial features of RFE are: (1) all actions performed by the curator are deterministic and auditable, and (2) mpk
and hsk should be compact and update procedure must be efficient; ideally, objective sizes and algorithm costs are
polylogarithmic in the number of registered users in the system.

Conceptually, Reg-FE covers the notion of registered attribute-based encryption (Reg-ABE) [HLWW23]. In par-
ticular, each user registers a predicate p instead of a function f, and a ciphertext encrypts message m with respect
to an attribute a; decrypting the ciphertext using the secret key sk corresponding to predicate p recovers m if
p(a) = 1. The most fundamental instance of Reg-ABE is called registration-based encryption (RBE) [GHMR18] cor-
responding to IBE [BF01,BB04,Wat05].

Historically, several constructions for RBE were first proposed via non-black-box technique based on garbling
scheme [GHMR18,GHM*19,GV20,CES21]. Constructions via black-box technique were recently proposed based on
bilinear maps [GKMR22] and learning with error (LWE) [DKL*23]. Almost simultaneously, Reg-ABE that goes be-
yond RBE was realized using bilinear maps [HLWW23,FFM*23,Z2ZGQ23] and witness encryption [FWW23]. How-
ever, for more general Reg-FE, we only see two recent work that presented schemes based on i0O [FFM*23,DP23].

In this work, we will focus on Reg-FE for concrete functionalities instead of general functions in [FFM*23,DP23]
and pursue pairing-based constructions from standard assumptions, notably k-Lin assumption and variants.

1.1 Results
Our main results are two-fold:

(1) We build the first Reg-FE for linear functions or inner-product evaluation (Reg-IPFE) from pairings: Each user is
allowed to register pk with a linear function represented by a vector y; decrypting a ciphertext of vector x gives
xy'. The scheme achieves adaptive indistinguishability-based security (IND-security) under k-Lin assumption
in the prime-order bilinear group.

(2) We build the first Reg-FE for quadratic functions (Reg-QFE) from pairings: Each user is allowed to register pk
with a quadratic function represented by a vector f; decrypting a ciphertext of (x1,X;) gives (x; ® x2)f". The
scheme achieves very selective simulation-based security (SIM-security) under bilateral k-Lin assumption in
the prime-order bilinear group. Here, “very selective” means that the adversary claims challenge messages,
all quadratic functions to be registered, and all corrupted users at the beginning.

This is the first time we have concrete Reg-FE from standard assumptions with functionalities beyond “all-or-
nothing” decryption. As prior pairing-based schemes [HLWW23,FFM*23,2ZGQ23], all our Reg-FE schemes support
bounded number of slots, have a structural crs and require a specific procedure checking the validity of public key
in the registration. Let L be the number of slots and n be the input size (wWhich refers to |x| in Reg-IPFE and |x;|, |X2|
in Reg-QFE, respectively). Our schemes respectively have compact mpk of size O(n - log L) and O(n + log L), and
both schemes have compact hsk of size O(n - log L). By contrast with RBE and Reg-ABE, we also concern ciphertext
size in terms of n and L: our first Reg-IPFE has weak compact ct of size O(n - log L) while our second Reg-QFE has
compact ct of size O(n + log L). We summarize our results in Figure 1.

More Results. Our first Reg-IPFE scheme implies the following results:

(i) A minor modification to our Reg-IPFE scheme yields the first Registered Inner-Product Encryption (Reg-IPE)
scheme that supports full attribute-hiding feature from k-Lin assumption. Prior work [FFM*23] achieves the



Scheme Function Security Assumptions |mpk| |hsk] |ct|

[DP23],[FFM*23] General Ad-IND iO +SSB 1 1 nlogL
result (1) Linear = Ad-IND k-Lin nlogL nlogL nlogL
result (ii) Linear  Sel-IND k-Lin n+logL logL n+loglL

Linear Sel*-SIM  bi-k-Lin n+logL logL n+logL
result (2) Quadratic Sel*-SIM  bi-k-Lin  n+1logL nlogL n+loglL

Fig.1: Summary of existing registered functional encryption beyond Reg-ABE. Here n is the message size, and L is

the maximum number of slots in the system. In the column Security, “Ad”, “Sel” and “Sel*” stand for “adaptive”,

“selective” and “very selective”; “IND” and “SIM” indicate IND- and SIM-security. In column Assumptions, “SSB”
stands for “somewhere statistically binding hash functions” while “bi-k-Lin” means “bilateral k-Lin assumption”.

same security in the generic group model; this resolved the open problem posed in [FFM*23]. The scheme
is similar to the Reg-ABE for zero inner-product predicate in [ZZGQ23] (and IPE in [0T12,CGKW18,CGW18]).
However their generic framework failed to give a proof for full attribute-hiding; our work show that, for the
concrete scheme, it is actually feasible to give a proof from k-Lin.

Along the way to our second Reg-QFE scheme, we obtain the following results which can be of independent interest:

(ii)

(iii)

We obtain two Reg-IPFE schemes with compact ciphertext of size O(n + log L) and shorter hsk of size inde-
pendent of n but weaker security guarantee; the selectively IND-secure scheme is based on k-Lin assumption
while the very selectively SIM-secure scheme is based on bi-k-Lin assumption. See Figure 1. We believe they
will find more theoretical applications in the future.

We introduce a new notion Pre-Constrained Registered IPFE (PReg-IPFE) which generalizes slotted Reg-IPFE. It
generates crs with a set of matrices My, ..., My, and decryption gives XM;f; for slot i that is with f;. We concep-
tually consider y; = M;f; as the linear function related to slot i. Imagine M is a “tall” matrix, we are forcing
y; € span(M;). We believe this will motivate the study of registration patterns orthogonal to functionalities.

Open Problems. We list some open problems:

We consider pre-constrained Reg-IPFE as a theoretical tool for a specific task. We believe it is worthwhile to
investigate more general definitions, security, and constructions. They can be of independent interest even in
real-world applications. Here we mention a related notion called Pre-Constrained Encryption [A]JM22] which
has many theoretical implications. It is also nice to clarify the relation between these two notions.

For Reg-IPFE, our work suggests that compact ciphertext and adaptive security can not be achieved simulta-
neously. One can disprove this conjecture by showing a Reg-IPFE scheme with both properties or providing an
impossibility result to confirm it.

Our Reg-QFE has crs of size n? - L? - log L where n is the input size and L is the number of slots. It is unclear
whether such a huge crs is inevitable and is nice to have a more efficient Reg-QFE scheme with |crs| = n-L?-log L.

Related Work. We mention several recent work on RBE. [FKdP23] proposed a new black-box construction of RBE
from Cuckoo hashing, which supports unbounded identity spaces based on pairings. [MQR22] found the trade-off
between the size of public parameters and the number of decryption updates in RBE, they find out that the opti-
mal number of decryption updates is Q(log L/loglog L), when the size of public parameters is at most poly(log L).
They prove their result by constructing a polynomial-time adversary with the “good” identities tuples for attack,



when the RBE scheme is beyond the trade-off they claim. [MQ23] constructed an RBE that achieves the optimal
number of decryption updates with an online merger. In particular, they constructed an (approximately) optimal
online merger, and applied it to the iO-based construction of [GHMR18] to achieve the optimal decryption update
of RBE. In [HMQS23], Hajiabadi et al. showed the impossibility of black-box construction of RBE solely based on the
idealized models of random trapdoor permutations (TDP) or Shoup’s generic group model, without any other con-
crete assumption. With the black-box equivalence between RBE and public-key compression (PKCom), they proved
their impossibility by showing there exists an adversary with polynomial queries, who breaks any PKCom which
is solely based on either TDP model or Shoup’s GGM. Their impossibility holds even if the size of crs is growing
with the number of registered users.

Concurrent Work. As an independent work, Datta et al. [DPY23] (which is an updated version of [DP23]) provided
a pairing-based Reg-IPFE from (plain) IPFE proposed by Abdalla et al. [ABDP15], and extended their Reg-IPFE to
support fine-grained access control with linear secret sharing access structure (LSSS) policy. Their schemes are
secure in the generic bilinear group model.

1.2 Slotted Reg-IPFE from k-Lin

Thanks to “powers-of-two” transformation [GHMR18,HLWW23,FFM*23], we focus on slotted Reg-IPFE where we
do not worry about the complex update procedure. Let lower-case boldface denote row vectors and upper-case
boldface denote matrices. An L-slotted Reg-IPFE simplifies Reg-IPFE for L users as follows: After collecting all
R = ((pky, ¥1), .-+, (Pk;, y1)), the aggregator generates a master public key mpk for encryption and a set of helper
keys hsky, ..., hsk;, for all registered users. Conceptually®, the adaptive security requires that the adversary cannot
distinguish the ciphertext ct* of message x; and x; given mpk, hsky, ..., hsk; and secret keys sk; from adversari-
ally chosen slots with the restriction x;y; = X,y;. In this overview, we assume all pky, ..., pk; are generated by the
challenger and the case with malicious keys can be handled via quasi-adaptive NIZK [ZZGQ23].

Recap: ABDP IPFE [ABDP15]. Assume G is a finite cyclic group of prime order p with generator g. Write [x] =
g~ € G for x € Zp. Our starting point is the IPFE scheme for n dimensional space from [ABDP15]:

mpk = [w]; ct=[s,sw+X]; sk=wy @
where w « Zj and s < Z,. The correctness uses the equality

ct ct sk
—
T

—_— —_—
(SW+X)-y - s - wy =xy (2)

The selective security of the scheme is based on DDH assumption. We omit the proof here since it is not quite
related to our final proof for slotted Reg-IPFE.

Warm-up. We employ the strategy in [ZZGQ23] and [HLWW23] to build a one-slot Reg-IPFE and then extend it to
a L-slotted Reg-IPFE. Let us give a slightly detailed explanation. Based on the correctness of equation (2), we first
enables a user with an ElGamal-type key pair (pk, sk) to register (pk,y), as follows:

- crs = [w] is basically the mpk of ABDP IPFE (1) and the key pair of user is (pk, sk) = ([u], u) with u « Zj,.

5 Formally, the adversary is given crs that allows it to derive mpk, hsky, . .., hsky, on its own; our conceptual definition gives a

simple mind model analogous to FE.



- To register R = (pk,y), the aggregator generates the corresponding master public key mpky = [u+ wy", w].

— Under this mpkg, we encrypt X as ct = [s, su + swy', sw + X] where s « Zj,.

The main idea above is to embed the decryption shown in (2) into the ciphertext and use an ElGamal encryption
to hide the key wy'. The correctness uses

ct ct ct sk
— —_— —_—
(SW+X) -y —(su+swy )+ s - u =xy. 3)

The security roughly follows from the case study below.

- When sk = u is secret, DDH assumption implies that ct* ~ [s, @ + wy',w + X; | where @ are independent and
uniformly distributed, and the security follows from the fact that (i +wy', w+X;) = (&, w+X;) = (&, w) hides

*

b
- When sk = u is leaked, DDH assumption implies that ct ~ [s,su+ Wy ,W + XZ] where we cannot change su

X; in its entirety.
to @i as before. In this case, we do not expect that ct hides x;;; instead, we can argue that that (Wy', W + x(’;) g
(Wy', W + X7) since X(y' = X]y'.

This simple scheme is the so-called one-slot Reg-IPFE. The L-slot Reg-IPFE is the “sum” of L parallel instances of the
above one-slot Reg-IPFE (namely, with fresh w for each slot) that ensures compact mpk (and ct as well):

— crs = [wy,...,wg] is the concatenation of crs’s from L fresh one-slot Reg-IPFE instances, i.e., crs; = [w;] for all
i € [L], and the i-th user has key pair (pk;, ski) = ([u;], u;) with w; « Zy for alli € [L].
— Toregister R = ((pkq, V1), ---, (PK;, Y1), the aggregator generates the corresponding master public key mpkg =

in the one-slot Reg-IPFE with

[2(u; +w]-yT].), 2.j wj] where index j ranges from 1 to L; this sums up all mpkpkl_)yi

crs; for alli € [L].
- Under this mpkg, one encrypts x as ct = [s,s2;(u; + w,-yT].), s 2; wj + X]; this is analogous to the encryption
procedure in the one-slot scheme.

However “addition” of L one-slot Reg-IPFE breaks the correctness: a user even holding the correct secret key cannot
decrypt as in the one-slot setting. Analogous to [ZZGQ23], we turn to bilinear groups and use source group G, to
accommodate the helper keys. Let G; = (g1), Gy = (g2) be finite cyclic source groups of bilinear maps e and Gr
be the target group; the order of all groups is prime p. We place the above parallel instances over G4, and define
helper keys:

hski = [1i, 71 Xjei (Uj + WjY}), Ti 2ji Wila, T € [L].

Observe that, for each i € [L], hsk; over G, helps to recover a ciphertext of the same message x over Gy in the

one-slot Reg-IPFE instance under mpk (generated from crs; and pk;, y;) with random coin sr; instead of s:

pk;,yi
hsk; ct ct hsk;
—— —— —— ——
ri (s Zj W +X) - s - (r Z#i wj) = SriwW; +X
ri - (sXu+wiy)) - s (1 X (W + wiyy) = sti(u + wiyy)

Given sk; = u; and y;, decryption then works as in the one-slot scheme over Gr, cf. (3). Note that the helper keys
hski, ..., hsk; are generated by the curator during the registration and crs will contain terms [r;, r;w;],, where i, j
ranges from 1 to L with the restriction that i # j; this ensures that all helper keys can be computed publicly and
deterministically.



Proof: Strategy. The dual-system method used in [HLWW23,ZZGQ23] is not sufficient for proving our warm-up
Reg-IPFE. In previous dual-system proofs for Reg-ABE, one conceptually changes hsky, ..., hsk; one-by-one and
then changes ct* in the last step. In our setting for Reg-IPFE, each time we “touch” an hsk;, we change ct* from an
encryption of xj to an encryption of xj. Therefore we employ the so-called nested dual-system method [LW11]; this
has extensive applications in IPE with full attribute-hiding features [0T12,CGKW18,CGW18]. In this overview, we
will explain the idea using bilinear group (G1, Gy, Gr, €) of composite order N = p1pzpsps where p1, pa, p3, pa are
prime. For each y € {1,2,T}, group Gy, can be decomposed as Gy 1 X Gy,» X Gy3 x Gy, 4 where the four subgroups
have orders p1, p2, p3, pa, respectively. For o € [4], let Gy 5 = (gy,o). We will use implicit representation analogous
to the prime-order group: for each y € {1,2,T} and S C {1, 2, 3,4}, we will write [x]i = [lses &)+ As usual, this
applies to matrices and vectors. When |S| = 1,i.e., S = {0}, we may simplify the notation as [x]}. We quickly review

properties of composite-order bilinear groups:
- orthogonality: for g, § € {1, 2, 3,4}, we have e([1]], [1]‘25) = [0]r when o # §;
- non-degenerate: for g, § € {1, 2, 3,4}, we have e([1]9, [1]‘23) # [0]r when o = 6.

The common computational assumption is subgroup decision assumption indicating indistinguishability between
random samples from two specific subgroups. We will give concrete assumptions when we use them in the proof.

Proof in Composite-order Groups. We embed our warm-up scheme into subgroups of order p; and py:

crs = [wjll, Vje[L]
[re, rew 134, V(i j) € [L] x [L] st i # )
mpkg = [2;(u; +WjYTj), 2 Wj]%
hski = [ri, 7i X (W + Wiy7), 1i B wils )
ct=[s,5 X (wj +w;y}),s X; wj + sx;
where sk; = u; « Zy and pk; = ([w]}, {[rju; §1’4}}j¢i) for alli € [L]. Here we replace x with sx, highlighted with
a dashed box; the reader will see the reason later. Also, we will assume that the message x is sufficiently small so

that x mod p; = x mod p, = x mod p3 = X mod p, (e.g., x € B" where B = {1,..., min{p4, p2, p3, pa}})- This is a
restriction applied to our composite-order group but not to our prime-order scheme.

Dual-system Method. Recall that x;, x] are challenge messages. Let ([u;]1,y;) be with slot i € [L] and assume

ui,...,ur are all honestly chosen (but can be leaked to the adversary later). From a very high level, we will follow
the dual-system method, see Fig 2a. We begin with a challenge ciphertext of x; where b is the secret bit, see Go.

- First, we change the challenge ciphertext as below, which corresponds to Gy:

34
[s,st(uj+w]-y;.),sZ]-Wj+sx3]§ . [s,szj(uj+w]-y;.),szjwj+sx;;i b

— Second, we change all hsk;’s to the following form, which corresponds to Gs:

(i, 7 2 (W) + WY Ti 2 W5 |- [T e (uj + WiY))sTi 2ji w;l}.

By this, we let ct and all hsk; interplay only through p,-subgroup where x; is in the place of x;. This allows us
to reach a challenge ciphertext of xj, i.e., G4, via a simple argument that makes use of the absence of ps3- and
ps-components in hskg, ..., hsky. To complete the proof, we need to justify the above two bullets. The first bullet
follows from (a) subgroup decision assumption [s]il} e [s]i2’3’4} given [1]%, [1];1’4} that “moves” p;-component
of ct* to p,psps-subgroup, i.e., Go — Gi, and (b) the same argument above but over p;-subgroup instead of ps-
and ps-subgroup, see G; — Gy. The second bullet is intended to work in a one-by-one fashion and uses nested
dual-system method sketched below.



Gm Grp| ct* |hsk; Remark Gm Grp| ct* |hskj<,|hske|hsk;¢|Remark
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Z 2 Real Game ps XQ
3| — | — b | |, e =G
p4 . \/ p4 X;; _ \/ \/ 3.L+1.0 3
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Pl % | — P31 % | |, |Gs.ea=G3e0
pa| X | — pa| x, | — | —| V - o
(a) Games for dual-system method with i € [L]. (b) Games for nested dual-system method where ¢ € [L].

Fig.2: Game sequence in the composite-order group. For each game, we show the challenge ciphertext ct* and
helper keys hsk, in the template: []scg[s, s 2 (u; + wjy;.), $2jWj + SXe]] and [ri, ri X j.i(uj + wjy;.), T X jgi Wj]g"
where S, Sy, ..., S, € 2[4, In column ct*, we show Xs in row pg for all o € S and put a symbol “—” in row p; when
o ¢ S. In column hsk;, we put a symbol “v” in row p; when o € S;, otherwise leave “—”.

Nested Dual-System Method. For each £ € [L], we change hsk, in the form

[re,re Xjee(uj+ w]-yT}.), e Dijse wj]?
one-by-one via the following transitions:
Sy {1,4} — {1,3} — {1,2}

where they corresponds to Gs 4.0, G3.2.1 (lso, Gs3.¢.3), and Gs ¢ 4, respectively, in Figure 2b. We cannot achieve {1,4} +—
{1, 2} directly (as in standard dual-system proof) since we have xj in the p,-component of ct (see the boxed term
in ct) but x; in the ps-component of ct*, subgroup decision assumption [r] ;4} X [r]éZ} cannot apply. Here we use
ps-subgroup as a step-stone: We first apply the subgroup decision assumption [rg]i‘l} ~e [rg]ig} given [1]}3’4} that
“moves” ps-component of hsk, to ps-subgroup. Observe that only hsk, interplays with ct* through ps-subgroup,

the following case study switches x; in the ps-component of ct* to xg:

- If slot ¢ is honest, then u, mod p3 is hidden and thus w, mod ps hides x;.

- If slot ¢ is corrupted, then we have wyy), W, + X, = WYy, W, + X; mod p3 with the restriction X3y, = X]y,.

This corresponds to Gz g1 +— G3.3 in Figure 2b. By this, we have x; over both p,- and p3-subgroup, and the sub-

group decision assumption [T"g]é?)} R [rg]f} given [1]}2’3} gives desired form of hsk,. Finally, we roll back the

ps-component of ct to encrypt x; for future use, i.e., for handling hsk,.; in the next loop.



Our Scheme in the Prime-order Group. Neglecting subscripts i, j, we do the following substitution with basis
Ac ng(kﬂ) and B € Z;,Zk”)Xk as in [CGW18]:

weZl s We Z;)k+1)><(2k+1)n
[SH € Gy, [r]{M} € Gp1 X Gyq = [sA]; € Gix(k”), [Br], e ngﬂ
[w]1 € G} 4, [sw]] € G| — [AW]; € G (A, € GIXERID
[rw]il"l} € (Gg1 X Gpa)" > [W(I, ®Br')], € G;k+1)xn

This yields our L-slotted Reg-IPFE scheme in the prime-order group:

crs = [AV]y, [AW;]y, Vje [L]
[Br;, W;(In ® Br))]2, V(i,j)€ [L]x[L]st.i#]
mpkg = [X;(AU; +AW](Y ® Ink+1)), 2. AW, AV]y @
hsk; = [Br}, X (U;Br; +W](y ® Br})), 2. W;(I, ® Br})],
ct = [sA,s 3 (AU; + AW; (y] ® Inks1)), 8 2 AW + X ® SAV, SAV];

where sk; = U; « Zl(,k“)X k1) and pk; = ([AU;]4, {[UBr]]2};#) for all i € [L]. This is almost the final scheme
except for some extra elements for handling malicious public keys. All subgroup decision assumptions we used
can be replaced by MDDH assumption. Roughly, basis B corresponds to a (2k + 1)-dimensional space; we use two
k-dimensional subspaces to simulate ps, ps-subgroup, respectively, and the remaining 1-dimensional subspace to
simulate p,-subgroup. We leave more details to Section 3. For simplicity, we will continue our technical overview
based on this slightly weaker scheme.

Extension to Reg-IPE. Recall that the proof of our slotted Reg-IPFE is motivated by that for IPE with full attribute
hiding [0T12,CGKW18,CGW18]. This similarity inspires the following L-slotted Reg-IPE:

crs = [AkT]T b [AV]l, [AW0]1 b [ij]ly V] < [L]

[Br;,, W;(I, ®Br))ls, V(i,j) € [L]x[L]sti#]
mpkg = [AWo |+ 3;(AU; + AW; (Y} ® L)), X AW, AV]4
hsk; = [Br}, 3, (U;Br} + W;(y]; ® Br))), 34 W; (I ® Br)), ]2
[

ct = [sA,[sAWy |+ 3 (AU; +AW;(Y; ® Ioki1)), 8 2 AW + X ® SAV]y, | [sAK |1 - m

where sk; and pk; are as in (4). We highlight the difference between our slotted Reg-IPFE and the slotted Reg-IPE
above. The “powers-of-two” technique finally gives us a Reg-IPFE scheme. We leave all details to Appendix B.

1.3 Reg-QFE from Bilateral k-Lin

This section explains our Reg-QFE where each user registers a quadratic function f € Z"lX"Z

so that decrypting a
ciphertext of (x3,Xx7) € Z;l XZZZ recovers (X; ® X,)f". Given (a) our slotted Reg-IPFE in Section 1.2 and Section 3, (b)
Wee’s “IPFE-to-QFE” transformation [Wee20] and (c) “powers-of-two” transformation [GHMR18, HLWW23,FFM*23,DP23],

we want to follow the technical line:
(@) (b) (c)
slotted Reg-IPFE — slotted Reg-QFE — Reg-QFE. (5)

This defers complicated update procedure to the very last stage and keeps most steps simple. Only the first “« = ”
in technical line (5) can be problematic since the transformation is not for Reg-FE but FE. Let us begin with a sketch
of Wee’s transformation.



Recap. Given an IPFE (iKey, iEnc)®, the QFE scheme from [Wee20] works as follows:

mpk = [A1]1, [Az2]2,  ct=[y1]1, [y2]2,iEnc(X), sk = iKey([Mf]2)
where we sample random coins s1, s; and set y; = X1 + 81A1, Y2 = X3 + S2A2, X = (81 ® X3[|X; ® $2]|s1 ® S2) and
A ® Inz
M= I, ®Az .
A ®A,

Note that this is slightly different from the original scheme in [Wee20] but they are essentially the same. The cor-
rectness follows from
(y1 9 y2)f = (%1 @ x)f + xMf" (6)

The selective SIM-security requires a simulator (iEnc, if(?y) so that we can carry out the following argument:

[y1l1, [y2]2, iEnc(x), iKey([Mf],)
~c [y1]1 [y2]2, iEnc(), iKey([Mf']z, [XMF']2) /| TPFE
= [y1l1 [y2l2, iEnC(),  iKey([MF ], [(y1 ® y2)f — (%1 @ X2)E ]2) // (6)
~c [J1l1. [F2]2, iEnc(), iKey([Mf ]2, [(F1 ® Y2)f — (X1 ® X2)f']2) // bi-MDDH

where y; « Zgl andy, « Zgz are independently and uniformly distributed. Here, the first ~. uses the simulator
over groups to embed the result z/ = xMf" into the simulated key; the second = follows from the equation for
correctness; the third ~, is ensured by bilateral MDDH assumption w.r.t. A; and A,.

Challenges. The first © = ” in technical line (5) is expected to apply a similar transformation to our slotted
Reg-IPFE in Section 1.2 and Section 3. However, there are three main challenges pertinent to both correctness and
security:

— Challenge 1: Decryption with Fixed Base. Our slotted Reg-IPFE gives decryption result in the form of [b, zb]|r
where z is the result and base b = sAVBr}; here b varies with the user who are decrypting. This is fine in the
case of small z since brute-force search recovers z. For the use in Wee’s QFE, z involves random coins sq, s; and
can be quite large, more precisely, z € Z; clearly, we cannot extract [z]r from [b, zb]r in this case. Therefore,
we need a slotted Reg-IPFE that recovers [z]7 for all slots, i.e., with fixed base [1]7.

- Challenge 2: Group-friendly Registration. A subtly point in Wee’s scheme is that we need to encode Mf" (and
also y1,y2) over proper groups in order to apply bi-MDDH assumption later. In the context of slotted Reg-IPFE,
this means that a user can register a function of the form [Mf" ], over G,. However our slotted Reg-IPFE already
has crs and mpk, hsky, ..., hsk;, over Gy, Gy, there is no space to use pairing which seems to be inevitable if
we want to “multiply” Mf" with terms from crs. Therefore, we need a slotted Reg-IPFE with group-friendly
registration.

- Challenge 3: Simulation-based Security. In the first step of Wee’s proof, we make use of the simulator to
assemble x and Mf" in skg. In fact, when serving as a building block, we prefer an IPFE with SIM-security.
However, our slotted Reg-IPFE scheme only achieves strictly weaker IND-security. Furthermore, Wee’s QFE
requires that the simulator takes [Mf"], and [xMf"]|, as well; this is a requirement related to Challenge 2.
Therefore, we need a slotted Reg-IPFE achieving SIM-security with group-based simulator.

We will explain our solutions to all three challenges. Note that, in [Wee20], all above are easy to satisfy since the
underlying IPFE [ALS16] is pairing-free and embedding it into a bilinear group simply works; however, our slotted
Reg-IPFE already uses bilinear groups and those embedding tricks fail.

6 Here we hardcode the master public key and master secret key inside iEnc and iKey, respectively, for notation simplicity.



Solution 1: Decryption with Fixed Base. Let us review the structure of ciphertext in our slotted Reg-IPFE (4):
[sA,s 2 ;(AU; + AWj(y;. ®1)), 82 AW, + X ® SAV, sAV];

The reason of decryption with variable base is that we put x with term }’; SAW}, highlighted in the gray box, which
involves terms from all slots; during the decryption, it interplays with Br; depending on the user/slot. Our revision
starts from the following substitution:

$Y,;AW; + X ® SAV — [sAW +X|

namely, we simply hide x using SAW where W is conceptually shared by all users/slots. In fact, this is exactly the
ciphertext by Agrawal et al’s IPFE [ALS16] that is compatible with Wee’s QFE. This breaks the correctness, but a
minor modification saves us: we remove terms involving V and we put into crs and mpk for encryption;
the most crucial change is the substitution

W; (I, ® Br}) — W;(I, ® Br}) +[W|

which connects the two terms in the ciphertext. This yields the following scheme with new terms highlighted in

the boxes:
crs = | [AW]q | [AW; ]y, V) € [L]

[Br,, W;(I, ® Br}), W;(I, ® Br}) +[Wllz, Y(i,j) € [L]x [L]st.i#j
mpkg = [2;(AU; + AW (y; ® 1)), [AW ], )
hsk; = [Br}, 3 (U;BI} + W, (¥} ® Br})), Wi (y; ® Br}) + ]2
ct = [sA, s 3;(AU; + AW;(y; ® 1)), [sAW + x]|;
where (pk;, sk;) is in the same form as in (4). Here we leave some I's with dimension undefined for now. For cor-
rectness, revised terms (with boxes) in hsk; and ct now interplay as below during decryption:

—-sA - (W;(y; ® Br}) + Wy} ) + ((SAW + X ) - y; = —sAW;(y; ® Br}) + Xy;

while the remaining unchanged terms give sAU;Br; + sAW;(y; ® Br}) as before; they are sufficient to recover
xy; for the legitimate user holding sk; = U;. For security, our revised scheme only achieves a selective variant
where the adversary claims the challenge message before seeing crs. The good news is we will not need the com-
plex “nested dual-system” technique — the standard dual-system method is already sufficient as in prior Reg-
ABE [HLWW23,7ZGQ23]. In a bit more detail, after changing the challenge ciphertext to the form:

ct® = [[c} 3;([c]U; +[c]W;(y; ® D), [cW + X3 ]

via MDDH assumption w.r.t. A, we can “embded” x;; to crs via the substitution: W —» W — cix;‘) where cc* = 1 but
cA = 0. Then, we can prove the security via the dual-system method: x; now conceptually locates in hskj, ..., hskg,
and we can handle them one-by-one. Therefore, we only need B to be a vector of dimension k+1 following [CGW15]
and this requires the size of I to be (k+1) x (k+1). (Sizes of related matrices should be changed accordingly.) One
can see that embedding x; into crs is what renders the scheme selectively secure. This addresses Challenge 1 at
the cost of weaker security. Even though, this is sufficient for our purpose; in fact, we do not know how to achieve
adaptive security even for plain QFE (from standard assumptions).

Solution 2: Pre-Constrained Registered IPFE. Recall that Challenge 2 requires group-friendly registration. We
believe this problem is quite hard in general and focus on functions in the specific form [Mf"|,. Observe that
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- M s fully determined by A; and Ajy; this is the part that must be encoded over groups, but they are shared by
all users/slots and determined at the very beginning under no control of any users;

- f is fully controlled by the users but not necessary to be encoded over the group at all; in fact, it should be
public according to the functionality.

This does not help to give a group-friendly registration, but suggests a way to circumvent this technical issue:

We do not need to wait and ask the curator to register [Mf'],; instead, we can embed the “troublemaker”
[M], over group into crs beforehand in the setup phase and ask the curator to register only y over integers.

We capture this idea by introducing a new notion called Pre-Constrained Registered IPFE (PReg-IPFE):

- crsis generated with M where M is sampled from a pre-defined distribution.
- For each i € [L], the user holding (pk;, sk;) can register (pk;, f;) to slot i.
- Given a ciphertext of X, decrypting it using sk; (and hsk;) gives [XMf] ] .

This generalizes the notion of slotted Reg-IPFE. Conceptually, y; = Mf; is the function for slot i. Imagine that M is
a “tall” matrix defining a subspace. Our PReg-IPFE forces that all user’s functions yy, . .., y; should be in span(M).
Our slotted Reg-IPFE with fixed base, i.e, (7), can be easily modified to give an instance of PReg-IPFE:

crsy = [AW]y, [AW; (M@ Tiq |1 Vj € [L]
[Br,, W;((M] ® Br)), W;(M|® Br}) + WM[l,, V(i,j) € [L] X [L] s.t.i# j
mpkg = [Z;(AU; + AW; (MIf; ® Ii1)), AW] ®)
hsk; = [Br], 3 (U;Br; + W;(MIf; ® Br})), W; (MIf] ® Br}) + WMIf{],
ct=[sA,s Y ;(AU; + ij(@t; ® Is1)), SAW + X

where (pk;, sk;) is as in (7) and we highlight the difference with (7) using boxes. To reach this scheme from (7), we
simply sety; = Mf; for alli € [L] in hsk; and ct from (7) and rebuild crsy and mpk with M embedded. In fact, one
can see that setting M = I, degrades it to the original scheme (7). Clearly, correctness and selective security can be
proved analogously, but the registration now only involves crs and R = ((pkq, f1), ..., (pk;,fr)) and has nothing to
do with M. Furthermore, we can check that if we publish [M]; in crs and [Mf]] in hsk; (which is used to compute
[(sAW + x) - Mf] | during decryption), then all occurrences of M have been encoded over groups. This addresses
Challenge 2.

Solution 3.1: Defining Simulation-based Security. We begin to work on Challenge 3. This is the first time to
consider simulation-based security (SIM-security) in the context of Reg-FE. Since we will work on scheme (8), our
discussion will be restricted to PReg-IPFE and we will not pursue security stronger than selective security. Another
technical reason is that there is no IPFE scheme supporting group-based functions with adaptive SIM-security. As-
sume x* is the challenge message and registration R = ((pkq,f1), ..., (pk;, f1)), the SIM-secure PReg-IPFE requires a
simulator that can simulate the view of adversary using Z = {x"Mf; };cc where C € [L] is the set of corrupted slots.
Inspired by the selective SIM-security of plain IPFE, we expect the simulator to embed Z into hskg, ..., hsk;. How-
ever, in the PReg-IPFE system, hsk;, ..., hsk;, is generated by aggregator under the supervision of adversary, hence
the simulator has no chance to embed anything inside hsky, ..., hsk;. In this work, we embed Z into crs which
is fully controlled by the simulator and is used to generate hsky, ..., hsk;; we note that this will also require the
adversary to claim the challenge x*, the set C along with corresponding f;, i € C at the beginning so that Z is well-
defined during the setup phase. This is analogous to the very selective security in the setting of ABE [AMY19] where
the adversary claims the challenge and all key queries at the beginning. We finally mention that the adversary is
still free to choose pky, ..., pk; after seeing crs.
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Solution 3.2: Simulation-based Security via PReg-IPFE. Roughly, we will make use of pre-constrained registra-
tion in (8) to implement the idea of function-hiding IPFE [LV16] and slotted IPFE [LL20]: instead of embedding a
private “slot” into a key, we will embed this private “slot” into M in crs. (Note that the “slot” here has different
means with the slots in the context of Reg-IPFE.) For this, we first extend the notion of pre-constrained registration:

- crs is generated along with for the L slots, respectively.

- Decrypting a ciphertext of x using sk; for slot i gives [X[M; |f/ | for alli € [L].
A minor revision of (8) below already works with analogous correctness and selective IND-security.

crs = [AW]y, [AW; (M} ® L)1, [ (M2}, V) € [L]

[Br;,w,-( ® Br), W;((M;|® Br)) + WM;|l, V(i,j) € [L] x [L] s.t.i # j
[

mpkg = [2;(AU;j +AW]~(f]T ® Ixs1)), AW]y 9)
hsk; = [Br}, 3 (U;Br} + W;([M; f; ® Br))), W; (M f; ® Br)) + WMf],[Mif; ||
ct=[sA,s X ;(AU; + ij(t; ® Ixs1)), SAW + X4

where (pk;, sk;) is as in (8).

Scheme. We achieve SIM-security from IND-security as follows: we use the scheme (9) with the following special
[My,...,M.], incrs:
(M]z  [0]:
[Mi]2 = (

h k, sk) « Gen(1%
(ol Enc(pk,O)) where (pk, sk) en(1%)

where (Gen, Enc, Dec) is a PKE with linear decryption whose message space serves as the private “slot”. For con-
creteness, we leave formal definition in Section 2.5 and mention that ElGamal PKE with ciphertexts over G, suffices:

[AST] 2 c Gk+2
[x + wAS™], 2

pk = [A,wA];, sk=(-w,1) € Z;X(km, Enc(pk, x) = (

Z;kﬂ)xk W

>

1x (k+1)
ZP

where A « ,8 — Z’; and it is easy to verify the linear decryption. Accordingly,

— in the registration phase, given R = ((pky, f1), ..., (pk;,f1)), we register extended R = ((pkl,fl), ey (pkL,f'L))
where f; = (f;||1) for alli € [L];
- to encrypt X, we encrypt extended message X = (x/|0).

The correctness follows from the fact that )_(Mfi = xMf] foralli € [L].

Simulator & Proof. Let us sketch the idea to simulator. Given f; and xMf; for all i € C, we first change M; to M; for
alli € C and then switch X to X where

—~ M 0 —
M; = and X = (0||sk)

0 |Enc(pk, xMf})

Here, the first M; — M; step follows from the security of (Gen, Enc, Dec), the second X + X step follows from the
selective IND-security of (9) by the fact that, for all i € C, we have

ilV[lfTi = sk - Enc(pk, xMf}) = Dec(sk, Enc(pk, xMf})) = xMf] = iIVIiFi

Here we do not need to maintain a similar relation for the case i € H. At this point, we can simulate everything
without knowing x but xMf; for alli € C. This yields a very selective simulator. Furthermore, we embed the results
Z into My, ..., M which are over groups as in (8). This addresses Challenge 3.
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Final Scheme with Compact Ciphertexts. Putting all these together, the technical line depicted in (5) works but
leads to a Reg-QFE with ciphertexts of size O(n-log L). The reason is: to move from L-slotted Reg-QFE to Reg-QFE with
L slots, “powers-of-two” transformation runs log L parallel instances of slotted Reg-QFE. This means we encrypt
the same message (X1, Xy) of size 2n for log L times (in the worst case). To avoid this, we let all log L instances have
shared A; and A; in crs and encrypt the message once for all. However this is not enough: the log L underlying
slotted PReg-IPFE instances encrypt the same x = (s; ® X3||X; ® S3||s1 ® s2) for log L times. To fix this, we let all
instances share W in crs and encrypt x once for all with shared random coin s; by this, all instances share the term
sAW + x in ciphertexts, cf. (9). Formally, we introduce the multi-instance variants of scheme (9) and update the
technical line (5) as follows:
multi-instance slotted PReg-IPFE
= multi-instance slotted Reg-QFE (10

= compact Reg-QFE

This line gives Reg-QFE with ciphertexts of size O(n + log L) and we consider this as our main result (2).

More Results & Roadmap. In Section 5, we treat the second “ = ” in the new technical line (10) as a general
transformation. For more details, we give the definitions of multi-instance slotted Reg-FE for general functions
in Section 5.1; and present the transformation from multi-instance slotted Reg-FE to compact Reg-FE for general
functions in Section 5.2. This leads to result (ii):

- Setting M; = Iforalli € [L] (i.e., scheme (7)) gives IND-secure multi-instance slotted Reg-IPFE scheme, with
fixed decryption base, c.f. Section 6.5. With the generic transformation in Section 5.2, it leads to the IND-secure
compact Reg-IPFE.

- Setting M = I gives us the SIM-secure multi-instance slotted Reg-IPFE scheme, c.f. Section 6.4. With the generic
transformation in Section 5.2, it leads to the SIM-secure compact Reg-IPFE.

We summarize the roadmap of this part in Fig. 3, where “mi” means “multi-instance” for short.

§6.1 §6.5 §5.2 result (ii)
mi slotted PReg-IPFE — — > mi slotted Reg-IPFE (IND) ——— compact Reg-IPFE (IND)

§6.4 §5.2 result (ii)
mi slotted Reg-IPFE (SIM) —— compact Reg-IPFE (SIM)

. §7.1 §5.2 result (2)
mi slotted Reg-QFE compact Reg-QFE

Fig. 3: Roadmap of the technical part. Here “mi” stands for “multi-instance”. Those solid arrows show transfor-
mations proposed in this work; the dashed arrow means a mild adaptation; the double-line arrow indicates an

implication.

2 Preliminaries

Notations. For a finite set S, we use s < S to denote the procedure of sampling s from S uniformly. For an ordered
list or array £, we use | £L| to denote its size (i.e., the number of entries in the list) and use L[i] to refer to its i-th
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entry. When i > |£]ori < 1, we define L[i] = 1; when we append x to £, we set L[| L]+ 1] = x. We use x as a
wildcard. Let =, (resp. =) stand for two distributions being statistically (resp. computationally) indistinguishable.
We use lower-case boldface to denote row vectors (e.g., a) and upper-case boldface to denote matrices (e.g. M). We
use span(M) to denote the row span of M, and use basis(M) to denote a basis of the column space of M. Let F be
a field. We use A ® B to denote Kronecker Product for matrices A € F™ and B € F'™P, For matrices A, B, C, D of
proper sizes, we have: (A ® B)(C ® D) = AC ® BD. We use n & m to denote XOR for numbers n,m € N.

2.1 Prime-Order Bilinear Groups

Assume an efficient G that takes as input a security parameter 1% and outputs G := (p, Gy, G, Gr, e). Here Gy, G,
and Gy are cyclic groups of prime order p, e : G; X G, — Gy is a non-degenerate bilinear map, and all group oper-
ations and bilinear map are efficient. Let G, = (g1), G, = (g2) and gr = e(g1, g2), we employ implicit representation
of group elements: for a matrix M = (m;;) over Zp, define [M], = gM = (g;n”) for all s € {1,2,T}; given [A]4, [B]2,
we write e([A]4, [B]2) = [AB]7.

Assumption 1 ((k, ¢,d)-MDDH [EHK*13] over Gg, s € {1,2}) Let k, ¢,d € N. We say that the (k, £,d)-MDDH as-
sumption holds’ in G if for all PPT adversaries A, the following advantage function is negligible in A.

AdV e a(A) = | Pr[A(G, [M]s, [SM];) = 1] — Pr[A(G, [M]s, [U]s) = 1] |
where G := (p,G1, Gy, Gr, €) — G(11), M « Z¥*!, 8 — Z9* and U — Z0*.

It is shown that the assumption is implied by k-Lin [EHK*13]. The bilateral MDDH assumption is defined analo-
gously with the advantage function:

AdVONPPE(A) = | Pr[A(G, {[M]s, [SM]s}se(12)) = 1] = Pr[A(G, {[M]s, [Uls}se(12)) = 11|

2.2 Registered Functional Encryption (Reg-FE)

Algorithms. A registered functional encryption [FFM*23,DP23] (Reg-FE for short) for functionality F = {f : X — Z}
consists of six algorithms:

- Setup(l’\, 1L, F) — crs: It takes as input security parameter 1%, maximum number of users 1%, functionality F,
outputs a common reference string crs.

- Gen(crs,aux) — (pk, sk): It takes as input crs and state aux, outputs key pair (pk, sk).

— Reg(crs, aux, pk, f) — (mpk, aux’): It takes as input crs, aux, and pk along with function f € F, outputs master
public key mpk and updated state aux’.

- Enc(mpk, x) — ct: It takes as input mpk, x € X, outputs a ciphertext ct.

- Upd(crs, aux, pk) — hsk: It take as input crs, aux, pk, outputs a helper key hsk.

— Dec(sk, hsk,ct) — z/L1/getupd: It take as input sk, hsk, ct and outputs z € Z or a special symbol L to indicate
a decryption failure, or a special flag getupd to indicate the need of an updated helper key.

Correctness, Compactness and Update Efficiency. Correctness means, for all stateful (unbounded) adversary
A making a polynomial number of oracle queries (defined below) and all L, the following advantage function is
negligible in A:

Pr[b = 1|crs « Setup(1?, 1%, F); b = 0; ACREINT(-).0RegT(-),0Enc(-,+).0Dec() ¢y
where oracles work as follows withaux =1, E=0,R=0and t = L:

7 The (k, ¢, d)-MDDH assumption holds unconditionally when ¢ > k.
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— ORegNT(pk, f): run (mpk, aux’) « Reg(crs, aux, pk, f), update aux = aux’, append (mpk, aux) to R and return
(R, mpk, aux);

— ORegT(f*): run (pk*,sk*) « Gen(crs,aux) , (mpk, aux’) « Reg(crs, aux, pk*, f*), update aux = aux’, compute
hsk* « Upd(crs, aux, pk*), append (mpk, aux) to R, return (t = |R]|, mpk, aux, pk*, sk*, hsk™);

- OEnc(i, x): let R[i] = (mpk, %), run ct « Enc(mpk, x), append (x, ct) to & and return (|&], ct);

- ODec(j): let [j] = (xj, ct;), compute z; « Dec(sk*, hsk*, ct;); if z; = getupd, run hsk* < Upd(crs, aux, pk*)
and recompute z; « Dec(sk", hsk™, ctj). Set b = 1 when z; # f*(x;).

with the following restrictions:

- there are at most L — 1 queries to ORegNT and there is exactly one query to ORegT; therefore, we will consider
f*, pk*, sk*, hsk™ to be global;

- for query (i, x) to OEnc, it holds that i > t, R[i] # L;

- for query (j) to ODec, it holds that &[] # L.

Compactness means that, for all mpk and hsk in the above, we have
|mpk| = poly(A, par,log L), |hsk| = poly(A, par,logL);

where par is a parameter depending on the functionality F. Furthermore, update efficiency means that the number

of invocations of Upd in ODec is at most O(log |R|) and each invocation costs poly(log |R]|) time.

Indistinguishability-based Security (IND-security). For all stateful PPT adversary A, the adaptive (resp., se-
lective) indistinguishability-based security requires the advantage function IndAdv‘f,/\;[jl'Reg'FE (resp., IndAde;I'Reg'FE)

defined as follows is negligible in A:

crs « Setup(14, F);
IndAdv‘}?’Reg_FE(A) =Pr |b=Db"|x},x; « AORICK(-).0RGHK(-),0COMK) () | —1/2,

b « {0,1}, ct* « Enc(mpk, x;),b" « A(ct*)

where the oracles work as follows with initial setting aux = L, mpk = L, H = 0, C = 0 and D being a dictionary
with D[pk] = 0 for all possible pk:

— ORegCK(pk, f): run (mpk’, aux’) « Reg(crs, aux, pk, f), update mpk = mpk’, aux = aux’, D[pk] = D[pk]U{f},
append pk to C and return (mpk, aux);

— ORegHK(f): run (pk,sk) « Gen(crs,aux) and (mpk’, aux’) « Reg(crs, aux, pk, f), update mpk = mpk’, aux =
aux’, D[pk] = D[pk] U {f}, append (pk, sk) to H and return (|H |, mpk, aux, pk);

— OCorHK(i): let H[i] = (pk, sk), append pk to C and return sk;

with the following restrictions:

- for query i to OCorHK, it holds that H[i] # L;
- for all f € Upkec D[pK], it holds that f(xg) = f(x7).

The selective IND-security is analogous to above definition of adaptive security, except that A claim the challenge

X5, X1 at the begining.
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2.3 Slotted Registered Functional Encryption

Algorithms. A slotted Reg-FE (sReg-FE for short) for functionality F = {f : X — Z} consists of six efficient
algorithms:

- Setup(l*, 1L, F) — crs: It takes as input security parameter 1%, maximum number of slots 1%, functionality F,
outputs a common reference string crs.

- Gen(crs, i) — (pk;, sk;): It takes as input crs and slot number i € [L], outputs key pair (pk;, sk;).

- Ver(crs, i, pk;) — 0/1: It takes as input crs, i, pk; and outputs a bit.

- Agg(crs, (pk;, fidie[z) — (mpk, (hskj)jem):8 It takes as input crs and a series of pk; with f; € Fforalli € [L],
outputs master public key mpk and a series of helper keys hsk; for all j € [L].

- Enc(mpk, x) — ct: It takes as input mpk, x € X, outputs a ciphertext ct.

- Dec(sk, hsk, ct) — z/.L: It takes as input sk, hsk, ct and outputs z € Z or a special symbol L.

We require that Agg and Dec are deterministic.

Completeness. For all A,L € N, all F,and all i € [L], we have

Pr [Ver(crs, i, pk;) = 1 |crs « Setup(1*, 1%, F); (pk;, ski) « Gen(crs, i) | = 1.

Correctness. For all A,L € N, all F, all i* € [L], all crs « Setup(lA,lL,F), all (pk;.,ski) < Gen(crs,i*), all
{pk;}ie[z)\(iry such that Ver(crs,i,pk;) = 1,allx € X and f3, ..., fi € F, we have

(mpk, (hskj)jez)) < Agg(crs, (pk;, fiie[r))

Pr [Dec(sk;«, hski«, ct) = fi«(x)
ct « Enc(mpk, x)

=1.

Compactness. Forall A,L € N, all P,and all i € [L], we have

|mpk| = poly(4,P,logL) and |hsk;| = poly(A, P,logL).

Indistinguishability-based Security (IND-security). For all stateful PPT adversary A, the adaptive (resp., selec-
Ad-sReg-FE Sel—sReg—FE)
A

tive) indistinguishability-based security requires the advantage function IndAdv (resp., IndAdv

defined as follows is negligible in A:
L «— A(1%Y); crs « Setup(14, 1L, F)
(PK;, £ ierw) Xg, X = ACNOCrC) (crs)

(mpk, ...) < Agg(crs, (pky, fi), - -, (PKg, 7))
b « {0,1}, ct* « Enc(mpk, x;),b" « A(ct*)

IndAdv* ¥ (2) = Pr |b = Y -1/2,

where the oracles work as follows with the initial setting C = @ and D; = 0 for alli € [L]:

— 0Gen(i): run (pk, sk) « Gen(crs, i), set D;[pk] = sk and return pk.
- OCor(i, pk): return D;[pk] and update C = C U {(i, pk)}.

and for all i € [L], we require that
Di[pki] =L = Ver(crs,i,pk;) =1 and (i,pk;) € CV D;i[pki] =L = f(xy) = fi'(x]).

The selective IND-security is analogous to above definition of adaptive security, except that A claim the challenge
Xg,X; at the begining. Analogous to sReg-ABE [HLWW23], there is no need to give mpk and hsky, ..., hsky to A
explicitly and to consider post-challenge queries.

8 Note that we use two difference indices i and j for pk; and hsk;, respectively; both of them range from 1 to L.
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2.4 Quasi-Adaptive Non-Interactive Zero-Knowledge Argument

Algorithms. A Quasi-adaptive Non-interactive Zero-knowledge Argument (QA-NIZK) for linear space over bilinear
group G [JR13,KW15] consists of four efficient algorithms:

- LGen(lA, 1", 1M 18, [M]1) — (crs,td): It takes as input the security parameter 14, language parameter 1, 1™, 1¢,
and a matrix [M]; « G*™ defining a linear space, outputs common reference string crs and trapdoor td.
LPrv(crs, [Y]1,X) — m: It takes as input crs, a matrix [Y]; € G;‘X" along with X € Z’;” such that Y = MX,
outputs a proof 7.

LVer(crs, [Y]1,71) — 0/1: It takes as input crs, [Y]; and 77, outputs a bit showing the validity of 7.

LSim(crs, td, [Y]1) — 7 It takes as input crs, td, [Y]4, outputs a simulated proof 7.

Perfect Completeness. For all A, M, and all X, Y such that Y = MX:

(crs, td) — LGen(14,1%,1™, 1%, [M]q) |
7« LPrv(crs, [Y]1,X)

Pr (LVer(crs, [Y]1,m) =1 1.

Perfect Zero-knowledge. For all A, M, (crs, td) « LGen(1%,1",1™,1¢, [M],), and all X, Y such that Y = MX:

LPrv(crs, [Y]1,X) = LSim(crs, td, [Y]1).

Unbounded Simulation Soundness. For all adversary A, the advantage

(Y], m) ¢Q A M « Zp*m
Pr | Y* ¢ span(M) A (crs, td) « LGen(14,1™,1™,1¢, [M]1)
LVer(crs, [Y*]1,7) =1 | ([Y*]1, 7*)  ASMEstd) (14 crs M)
isnegligible in A, where Q records all queries to LSim(crs, td, -) along with response. We use Advgiim’ ,(A) todenote
the advantage function. Note that our definition is stronger in the sense that the adversary is given M instead of
[M]1.

Scheme from Pairings. It is shown in [KW15] that there exists QA-NIZK scheme for £ = 1 in the prime-order
bilinear group whose enhanced soundness (defined above) relies on MMDH assumption (see Assumption 1). For
general £ > 1, we simply employ ¢ parallel fresh instances. See [ZZGQ23] for more details.

2.5 Bilateral Public-Key Encryption with Linear Decryption
Algorithms. A bilateral public-key encryption (Bi-PKE) over bilinear group G consists of three efficient algorithms:

- Gen(1%) — ([pk]1, [pk]2, sk): It takes as input the security parameter 1%, outputs public keys [pk]; (over Gy)
and [pk]2 (over G) and a secret key sk (over Zp).

— Enc([pk]1, [pk]2, m) — ([ct]q, [ct]2): It takes as input [pk]q, [pk]2 and a message m € Zj, outputs ciphertext
[ct]1 (over Gq) and [ct]; (over G,).

— Decs([ct]s, sk) — m’, s € {1, 2}: It takes as input a (partial) ciphertext [ct]s over G, and a secret key sk, outputs

4

m-.
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Correctness. Forall A e N, allm € Z, all s € {1, 2}, we have:

([pkl1, [pK]2, sk) < Gen(1%)

Pr =
([ct]q, [ct]2) < Enc([pk]1, [pk]2, M)

Decs([ct]s,sk) =m

Linear Decryption. For all A € N, all m € Zp, we have [ct];, [ct], and sk are vectors with same size (respectively
over Gy, G; and Zp), and for all s € {1, 2}, we have:

sk - ct’ = Decg([ct]s, sk).

Security. For all stateful A, the following advantage function is negligible

([pKl1, [pK]2, sk) < Gen(1%)

, Mg, my — A([pk]1, [pk]2)
b — {0,1}, ([ct*]1, [ct*]2) « Enc([pk]1, [pk]2, m})
b’ — A([pk]1, [pk]2, [ct*]y, [ct™]2)

AdVETPKE = pr (b =b -1/2.

Group-based Encryption. For all ([pk]1, [pk]2) € Gen(1%), there exists a group-based algorithm Enc’ such that

Enc’([pk]1, [pk]z, [m]1, [m]2) = Enc([pk]1, [pk]2, m)

A Concrete Bi-PKE. We present a Bi-PKE transformed from ElGamal PKE:

- Gen(1"):Run G := (p, Gy, Gy, Gr, ) «— G(1%). Sample

Kk (k+1)
P

1x (k+1)

A—7Z ,W<—Zp

Output:
[pk]l = [A’ AWT]l: [pk]Z = [A: AWT]Z and sk= (—W, 1)

— Enc([pk]1, [pk]z, m): Sample s — Z;*¥, output
[ct]: = [sA, sSAW" + m]q, [ct]z = [SA, SAW' + m];
— Dec([ct]s, sk): Compute
[z]s = [sk-ct']s

Recover z from [z] via brute-force DLOG and output z.

3 Slotted Registered Inner-product Functional Encryption

In this section, we present our slotted Reg-IPFE scheme for the inner product functionality which is defined by
X =7", 7 =Zyand

IP,={y:x+— Xy}
The scheme achieves the adaptive IND-security defined in Section 2.3 under the k-Lin assumption. Applying generic

transformation [HLWW23,FFM*23,DP23] gives our Reg-IPFE scheme. Let us define dual basis and show related

facts and assumptions.
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Dual Basis. Let ¢1, £, ¢3 > 1 and £ := ¢; + €3 + £3. We use basis
By «— 2,1, By « Z)%, By — 275,
we denote B?, B!, B‘g‘ as its dual basis, for all o, § € {1, 2, 3}, it holds that:

5 gl I wheno=6 (non-degeneracy)
70 0 wheno # 6 (orthogonality)

Facts. With basis By, By, B and its dual basis B!, Bg, B!, forallv e Z},X"", we can uniquely decompose v as

V= Z v(? where v@ e span(I, ® (Bl
0e{1,2,3}

Note that for all o € {1,2,3} and n € N, v(%) can be seen as the projection of v onto span(I, ® (Bﬂ)T), and for each
S C {1,2,3}, we write v° = ;.5 5'°. Moreover, it holds that:

vB, =v\®'B,, and {v("), {v(‘s)}&m} = {v', {v(«s)}&m}
where v* « span(I, ® (BE)T)—

Assumption 2 (SD(B};_>BZ for s € {1,2}) Let £1,%;,¢3 > 1 and € := €1 + &5 + 3. We say that the subspace deci-
sion assumption SDE;HBZ holds in G if there exist an efficient sampler outputting random [B1]s € ngel, [B:]s €
Gﬁxez, [Bs]s € ng‘% along with its dual basis: B!, Bg, Bg such that for all PPT adversaries A, the following advantage
function is negligible in A.

SD 4 T T
Adv 4 "% o = |PE[A(G, D, [t]s) = 1] = Pr[A(G, D, [t;]5) = 1]]

where G = (p, Gy, Gy, Gr, €) « G(1", D = ([Bl]s, [B2]s, [B3]s, basis(B”,Bg), basis(B!)) and ty < span(B}), t; «
span(By).

3.1 Scheme

Assuming QA-NIZK II, = (LGen, LPrv, LVer, LSim) for linear space over bilinear groups, see Section 2.4, our slotted
Reg-IPFE scheme in prime-order bilinear groups works as follows:

- Setup(14,1™,1%) : Run G := (p, Gy, Gy, Gr, ) «— G(11). Sample
A Zl;x(zkﬂ)’ By « Z;Zkﬂ))(k, V Z;,ZkH)X(ZkH).

Foralli € [L], sample
W; Z;}Zk+1)><(2k+1)n’ R; — Z;}zk+2)><(2k+l)’ r — leoxk.

Foralli € [L], write A; = (&) € Z*?* ) ryn

(crsi, td;) « LGen(lA,Gl, [Ai]1).

Output
[A, AV, {[Bir]]2}
crs = {chi, [Ri)Awi]l}iE[L]
{Wi(@G @ Bar)l2} e iy
Note that we do not use tdy, ..., tdz in the actual scheme.
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Gen(crs, i) : Sample U; « Z{**D**V) pefine F; = (o) = (rv) =AU; € Z ¥ and run

7; < LPrv(crs;, [Fi]1, Up).
Fetch {[B1I‘Tj]2}je[L]\{i} from crs and output

pki = ([ AU;, RiU; ]1, {[UB1¥) ]2} jerz\ i), ) and sk = U;.
—— ——
T; Qi hy;

Ver(crs, i, pk;) : Parse pk; = ([Ti, Qil1, {[hi,j]z}je[L]\{i},ﬂi)- Write F; = (a) and check
LVer(crs;, [Fil1, 1) 21

For each j € [L] \ {i}, check
? r
e([Al1, [hyj]2) = e([Ti]1, [B1r}]2).
If all these checks pass, output 1; otherwise, output 0.
Agg(crs, (pk;, Yi)ie[z)): For all i € [L], parse pk; = ([Ti, Qil1, {[hyjl2} je(£1\ (i), 7). Output:

mpk = | [A, D" (Ti+ AW(y] ® Iyis1)), Y AW, AV

ie[L] ie[L]

1

and for all j € [L]
hSkj = (

Enc(mpk, X): Sample s « Z1*¥. Output:

Birj, >, (h+Wi(l;®Bir)y), > Wi, ®Bir)
—— ie[L\{j} ie[LIN{j}

kg

)

k] Kz

ct=

SA , ) (STi +SAW;(¥] 8 Iys1)), X® SAV + ) AW, SAV
ie[L] ie[L]

C3 1

C1 C2

Dec(sk;«, hsk;«, ct): Parse

Ski* = Ui*! hSki* = ([kT,le,KZ]z), ct = ([CO; Cy, C2, c3]1)‘

Recover
[z1]r = e([ea]1, [Tn ® Kyl2),  [22]r = e([col1, [Kal2);
[z3]r = e([e1]1, [Kpl2), [za]r = e([col1, [K}]2);
[z5]r = e([coUi- |1, [K]2),
[z6]r = e([es]1, [Kpl2).

Compute

[2']r = [(z1 — 22)Y}. — (23 — 24 — 25)]T.

Recover z from [z’]r over [zg]7 via brute-force DLOG and output z.
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Completeness. Forall A,L,n € N, alli € [L], all crs « Setup(l’l, 1",1%) and (pk;, ski) « Gen(crs, i), we have

pk; = ([T, Qil1, {[hijl2}jerzn (i i) = ([AU; RUil4, {[UiBlr;']Z}je[L]\{i};ni)

for some U; «— Z;,ZRH)X(ZRH) and 7; < LPrv(crs;, [A;U;]1, U;) where (crs;, td;) « LGen(14, Gy, [A;]1) and A; = (lﬁ‘i)
with A «— ZI;X(ZI{+1)’ R; «— Z;,Zk+2>><(2k+1>. Then

— Write F; = ((Ti) = (I‘{\i%"l_), we have LVer(crs;, [Fi]1, ;) = 1 by the perfect completeness of IIj (see Section 2.4) and
the fact that F; = A;U;;
— For each j € [L] \ {i}, we have e([A]4, [U,-Berj]z) = e([AUi]4, [B1rT}.]2) by the definition of bilinear map e (see

Section 2.1) and the fact that A - UiBlr;. =AU; - Blr;..

This ensures that Ver(crs, i, pk;) = 1 by the specification of Ver and readily proves the completeness.

Correctness. For all A,L,n € N,, alli* € [L], all crs « Setup(lA,ln, 1L), all (pk;:,ski-) <« Gen(crs,i%), all
{Pk;}ie(r)\(i+y such that Ver(crs, i, pk;) = 1, for allyy, ..., yr, € Zj and X € Zj;, we have:

Ski* = Ui*)
ct= SA Z (ST; + SAW;(y; ® Inks1)), X ® SAV + Z SAW;, sAV
. . N——
ie[L] ie[L] s 1
(4] C2
hsk;» = ( Blr} s Z (hi,i* +W;(I, ® Beri*)yTi), W;(I, ® Bll'-lr*) )
L —— ie[L]\{i*} te[L]\{i*} 2

kg

k| K,

where
Ah; ;- = TiB1I'1L:* Vie [L]\{i"} and AU} = T;.

Note that here we actually consider hsk; for j = i* and sk; for i = i* and all above equalities are ensured by Ver
and Gen. we have

1 = (X ® sAV)(I, ® Byr}.) + Z SAW; (I, ® ByT}.)
ie[L]
= SAV(X ® Ipis1) (I, ® Byr)) + Z SAW; (I, ® Byr}.)
ie[L]
= SAVBir.x + ) SAW;(I, ® Byr}.) a1
ie[L]
sAW; (I, ® Bll‘Tl-*)

ie[LTV(i*)
Z (ST;ByT]. + SAW; (Y] ® Ipjs1)B1r}.)
ie[L]

> (ST}, + SAW; (I, ® Bir}.)y)) 12)
ie[L]

Z)

Z3

Zy (sAh; ;- + sAW; (I, ® Berl-*)yTi)

te[L]\{i*}
z5 = SAU;-Bqr].

Zg = SAVB1I'11;
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and then

[z']r = [(z1 — 22)Y}. — (23 — 24 — Z5)|7
= [(SAVByr}. - Xy} + SAW;« (I, ® Biry.)yy.) — (STy-Biry, + SAW;: (I, ® Biry, )y, — sAUzBiry.)]r  (13)
= [SAVByr]. - Xy. |7 14)
Here, equality (11) and equality (12) follows from the property of tensor product: M@ I)(I®a’) = M® a' =
(I ® a")M for matrices of proper size; equality (13) follows from the fact that Ah; ;- = T;Br], foralli € [L] \ {i"};

equality (14) follows from the fact that T;- = AU;-. Treat [z¢]r = [SAVByr}.]r as the basis, and recover z from
[z’]r = [sAVByr], - Xy, |7 via brute-force DLOG, we have

Z = XY,

This proves the correctness.

Compactness and Efficiency. Our slotted Reg-IPFE has the following properties:
|crs| = L2 - n- poly(A);  [mpk| =n-poly(A); |hsk;| =n-poly(A); |ct|=n-poly(2).

Note that the total size of {crs;};c[z] is L - poly(A) according to the efficiency of the pairing-based QA-NIZK scheme
by Kiltz and Wee [KW15] and the fact that the size of language description is poly(A).

Security. We have the following theorem. Given pairing-based QA-NIZK in [KW15] with unbounded simulation
soundness under MDDH assumption and the fact that MDDH assumption implies subspace decision assumption [CGKW18],
our slotted Reg-IPFE scheme achieves adaptive IND-security from MDDH assumption.

Theorem 1. Assume IIp = (LGen, LPrv, LVer, LSim) is a QA-NIZK with perfect completeness, perfect zero-knowledge
and unbounded simulation soundness for linear space defined in Section 2.4, our slotted Reg-IPFE scheme achieves
the adaptive IND-security defined in Section 2.3 under MDDH assumption and subspace decision assumption.

3.2 Proof
We prove the following technical lemma; this immediately proves Theorem 1.

Lemma 1. For all adversaries A, there exist adversaries B, Bo, Bz and B, such that:
Ad-sReg-IPFE Uss MDDH SD% B3 SD?E%’_’BZ
IndAdv 4 (A) <L-Advg®(A) +Advg " (A) + L - Advg, (A)+L- Advg, (A) + negl(A)

where L is the number of slots and Time(8;), Time(8B;), Time(Bs), Time(B,) = Time(A).

Game Sequence. Suppose that crs is the common reference string, (x;, X;) is the challenge pair, {pk;,y; }ic(z] are
challenge public keys along with challenge functions to be registered. For alli € [L], define D; = {pk; : D;[pk;] =
sk; # L} be responses to OGen(i) and C; = {pk; : (i,pk;) € C} records public keys in D; that have been sent to
OCor(i, -). Recall that, for each i € [L], we require that

pki ¢ D; = Ver(crs,i,pki) =1, pki € C;Vvpki ¢ D; = x3(y;)" =x7(y])".

Note that pk; serves as a general entry in D; while pk; is the specific challenge public for slot i; there can be more
than one assignments for pk; since the adversary can invoke OGen(i) for many times. We prove the Lemma 1 via
nested dual-system method using the following game sequence.
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- Go: This is the real game, recall that we have

e crsis in the form:

[A; Av]l: {[Blr}]z}jE[L]

Ccrs = {CI’Si, [Ri’Awi]l}ie[LJ
(Wil ® Bir)la} ey seron )
where crs; € LGen(14, Gy, [Ai]1), Ai = (1‘:_).
e Foreachi € [L], each pk;, € D; is in the form:
pk; = ([ AU; , RiU; ], {[UiB1T} ]2} je )\ (i) T0i)
—— ——

T; Qi hij

where m; « LPrv(crs;, [Fi]1, Ui), F; = (g‘{;’i), and U; is the corresponding sk;.

e Foralli € [L], pk; is in the form:

pki = ([T}, Q1. {[hy ]2} ez ;)

T;
l*l ”1*) =1 andAh;‘J. = T;*Blr;. foreach j € [L]\{i}.
1

i

such that Ver(crs, i, pk;.“) = 1 which means LVer(crsl-, [

e ct” for (x3, X7) is in the form:

*

=[] sA, Z (ST; + SAW; ((¥))” ® Ips1)), X}, ® SAV + Z SAW;, sAV | |.
c ie[L] ie[L] o 1
0 3

%

¢,

where b « {0, 1} is the secret bit.
- Gj: Identical to Gp except that, for all i € [L] and all pk; € D;, we replace m; with

N AU;
i [TSml(es e (R where Fi= (o).
i Vi

We have G; = Gy. This follows from the perfect zero-knowledge of Ilp.
- Gy:Identical to G; except that we sample s « Z},X" along with A and replace all R; in crs with

sA

R =R

ﬁi - Z;}2k+2)><(2k+2) )

>

Ik

We have G, = G;. This follows from the fact that both R; (in G;) and f{i (in Gy) are truly random since matrix
(IZS::) is full-rank.
- Gjz: Identical to G, except that we generate the c] as follows:
¢ = > (iR Q)|+ sAW((Y, @ Town)).
ie[L]

We have Gs = Gj. This follows from stronger unbounded simulation soundness of II; along with the fact that

T
LVer(crs;, [F;],7r}) = 1foralli € [L] where F; = ( l* . Assume pk;. ¢ D;-,1.e., pk:, is malicious. In the reduction,
i

we guess i* <« [L] and obtain A, R+, crsi- as input; we simulate honestly as in Gz except that for all pk;. € D;:,
we make an oracle query [F;:]; and get 7i;- in it; we finally output ([F}.]1,7}.) in pk}. ¢ D;- . Observe that once
it happens that elﬁi:lQ;; # sT;., we must have F}, ¢ span(A;-). When pk;. € D;-, we always have G3 = G;.
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— Gy: Identical to Gs except that we replace all SA with ¢ «— Z

1x(2k+1),
p )

in particular, we generate R; as follows:

— —_— c —
Ri =R; ( )’ R — Z;2k+2)><(2k+2)
Iokt1

and generate the challenge ciphertext as follows:

ot = ([ S (@RQ) W) © L)),y SV + D [EW,, [V ] )
~—— ie[L] ie[L] . 1

*
0
i«

1

*

¢ 2

C.

We have G4 ~ Gs. This follows from MDDH assumption which ensures that ([A];, [sA]1) ~¢ ([A]1, [¢]1) When
A — ZI;X(ZkH)’s - Z},Xk, C — Z;,X(Zkﬂ).
Gs: Identical to G4 except that for all i € [L], we replace AV in crs with

Ve Zl;x(2k+1)

we replace cV in challenge ciphertext with

1x(2k+1)

v<—Zp

In particular, we generate crs as below:

[A’ ]1’ {[Blr-;']z}je[L]

crs = {crsi, [ﬁi’Awi]l}ie[L] s

Wi @ Birla} ey i)
and generate the challenge ciphertext as
ct" = c , Z (e1R71Q; + Wi ((y))" ® Lks1)), X}, ® [V] + Z cW;, .

ie[L] ie[L]
0 G

%

1

%

¢ 2

C.

(2k+1) % (2k+1)
ZP

We have Gs = Gy. This follows from the fact that when V is uniformly sampled from and not

published elsewhere, (AV, cV) (in Gy) is statically equivalent with the uniformly sampled (V,v) where V «
ka(2k+1)
p

G: Identical to Gs except that we randomly sample B, « Z2*!, B3 Z;,Zk”)Xk, and compute the dual basis

,V — Z;X(Zk“) (in Gs), since both A and c are full row rank (with overwhelming probability).

Bﬂ, BE, Bg. And we change c; as follows:
¢; =x; @ vd + ov? + Z cW;
ie[L]
We have Gg = Gs. This follows from the following argument for b’ = b (in Gs) or b’ = 0 (in Gg):
x;, @ v® + Z (ewy)® = Z (cw) @

ie[L] ie[L]

This argument follows from the fact that the basis B, and dual basis Bg are not revealed, so we have (cW;)®
is hidden, this can imply that ;¢ (cW;)® hides x;, ® v(?).
G7,¢, (£ € [0,L]): Identical to Gg except that for all j € [£] we replace all Blr;. in crs with

de where |d; < span(B})

We have that
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o Gy = Gg; the two games are actually identical, since [0] = 0;
o Gyyp_1 ~c Gy, forall £ € [L], we will employ a sub-sequence of games for the proof described later.
- Gg: Identical to G7,1, except that we generate the c; as follows:

c; =|x5|@v® + x50 v + Z cW;
ie[L]

We have Gg = Gy . The proof is analogous to that of Gg = Gs, with the fact that basis By, B; and dual basis
B?, B! are not revealed in Gy,1,, we have the following argument for ' = b (in G7,1) or b’ = 0 (in Gg):

x;, @ v(L¥) 4 Z (ew) ¥ = Z (cw;) )
ie[L] ie[L]

Observe that, in the final game Gg the challenge ciphertext ct is independent of the random bit b and the adversary’s

advantage is exactly 0.

From Gy_1 to Gy .. We are ready to prove Gy¢_1 ~. Gy and this will complete the proof of Lemma 1. For this,

we need the following sub-sequence of games for each ¢ € [L]:

- Gy,¢-1,0: Identical to G701 where we recall crs, pk; € D; and ¢, with highlighting relevant terms in the following

sub-sequence with dashed boxes as follows:

A, 1:{[dT }]G -1)° ‘[Blr ]2‘:{[B1r 2}]6 \[£]
crsi, [Ri, AW, ] 1}

F——————————

Lwl(ln®B1rg)]2 } ]\{e};

[
{
crs = | {[Wi(L; @ )] z},e[e 1Lie[LI\{j)’
{
{

[Wi(Tn ® Bif) 12} e peniclon )
T; Qi hi,j ‘r* 71‘71',;771‘ by,
— o Fopuei g
k ([ AU, RO 11, A1 Uil Iz} jee-1 gy | [UBirglo s {[UBT Lo} jeuniep, ) i1 # €
- RiU: 1, ([ Ui Iz} jere-an iy, [UBary ) .
l ([ AU, RiUé’]l:{[de;']Z}]E 11> {[UeBlrj]z}je[L]\[fl’nf) ifi=¢
- ~—
T, Q: hy; e

¢ =x; v +x;@v® 4 b‘®v(3)+ch+ Z cW;
L
ie[LI\{¢}

Where d; < span(B;) for all j € [£ — 1]. We have G7,,-10 = G7,,-1; all changes are conceptual.
- Gy,¢-1,1: Identical to Gy ¢_1,0 except that we replace all Bir, in crs with

d, where |d; < span(Bj)|

In particular, we change the dashed boxed term in crs and pk; as follows:

([ 12, {[Wi (T ® [} D12, (U] Iz} icqon ey

We have G711 =¢ G7,¢-1,0. This follow from the SDSZ._)B assumption which ensure that
[tol2 ~c [t1]2 given [By]y, [Byla, [Bs]z, basis(B), BY), basis(B})

Where ty < span(B)) corresponding to Gy,,-1,, and dy < span(B;) corresponding to G7,,-1,1.
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- Gz,¢-1,2: Identical to Gy ¢-1,1 except that we generate the c; as follows:

¢ =x;9v+x;0v? +®v(3) +CW, + Z cW;
ie[L]\{¢}

We have Gy ¢_12 ~¢ G7¢-1,1. We provide an overview of the proof in Section 3.3.
- Gy,¢-1,3: Identical to Gy ¢-1,2 except that we replace all d, in crs with

d, where |d; < span(B})

In particular, we change the dashed boxed term in crs and pk; as follows:

([, Iz, {TWi (T ® [ Do, [0 12} ez e

We have G7¢-13 ~¢ G7,¢-1,2. This follow from the SDB B, assumption which ensure that
[to]2 ~c [ti]2 given [Bils, [Bs]y, [Bsly, basis(B), Bl), basis(B!)

Where ty < span(B;) corresponding to Gy,,-1,2, and dp < span(B;,) corresponding to G7,,-1,3.

- Gy,¢-1,4: Identical to Gy 01,3 except that we generate the c; as follows:

¢ =x;0v+x;@v?® +®v<3) +CW, + Z cwW;
ie[L]\{¢}

We have Gy ¢-14 ~¢ G7¢-1,3. The proof is identical to that for Gy p_12 = G7,¢-11.

Observe that Gy,,—_14 = G7,¢ and this prove Gy ;-1 ~¢ G7,¢.

3.3 From G7¢_1,1t0 G7¢_12

We review Gy p_11 and Gy ¢_12 in the following form. Here we use solid box to indicate the difference between two
games and use dashed boxes to highlight those terms that are relevant to our proof. For all j € [£ — 1], we rewrite

d; < span(B}) with B,r;, for some r; « Zj.

(A, V10, { Baryla oo [ 92 { B2}y
{ersi, [Ri, AW, 1}, e[L]
crs = | {IWi(Tn ® Borj)l2}jc o) iequn :
{ [,W,Q",,,,Z], }le[L ey
{[Wl(1n®Ber) 2} lie[LI\{j}
T, @ Cohy [ohe h;;
——— ‘ : : —— : ——
K ([ AU; , RlUl ]1;{ [U; BZ"}] ‘}]e e—1]\{i}>" [Uld-;]ZJ‘, {[UlBlr ]Z}]e i,e] 7T1) ifi+4
p .= i:::: 777777 . .
l ([ AU, RUe]l,{ [U€B2r]]2‘}]e 11> {[UeBlrj]Z}je[L]\[é’]’ M) ifi=¢
—_—— —— ‘ —_— ‘ —_—
Ty Qe | hg)]‘ ! he,j

ie[L]\{¢}
¢ =x,0vl+x;ev?® +®v(3) +[C3/\:’gj+ Z cW;
ie[L]\{¢}
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where d; < span(B}). We define ¢* € Zf,"“ such that Ac* = 0 and cc* = 1. With the orthogonality of dual basis,
for all v® e span((Bg)T), we have:
v®B; =0, v¥B,=0.

We will proof G7¢_12 =¢ G7,¢-1,1 by considering two cases: (1) pkj is honest; (2) pkj, is corrupted or maliciously
generated by the adversary.

Useful Lemma. Before we proceed, we prepare the following lemma.

Lemma 2. For all basis B; « ZIE,ZkH)Xk, B, «— ZE,Zk“), B; — Z;,Zk“)Xk, and its dual basis BQ,B!, Bg. For all d* €

span((B‘gl)T) such that d*B; = 0 and d*B; = 0. For any adversary A, there exist an adversary B, such that

| Pr[ﬂ(A’ C, [R]ls Bl: BZ: dl: AU: CU, [RU]l: UBl’ UBZ) = 1] -

Pr[A(A,c, [R]1, By, By, d%, AU, ¢U, [RU +[w'd* ||;, UB;, UBy) = 1]
< 2-Advig??" +negl(2)

kx (2k+1) ¢ — le(2k+1) R — Z(2k+2)><(2k+1) U — Z(2k+1)><(2k+1)
’ 14 ’ 14 ’ p

where A — Z 1% (2k+2)
» )

andu «— Zp

Honest Case. In this case, we have pk, = ([T}, Q;]h{[h;j]z}je[L]\{g},ﬂZ) € Dy \ C,. Namely, we know Uj, (such
that T, = AU} and Q}, = ﬁgU’;) and U, is hidden from the adversary. We can write the dashboxed terms in cj as

+ W ((yy)" ® Inks1)

and replace Ry in crs with a random R, as in G;.

follows:

Let’s use x;;, to denote the challenge message, which is xz in Gy,-11 and XS in Gy,-1,2 respectively. We have the
following argument holds for both b’ = b (in G7,¢-1,1) and b’ =0 (@(in Gy7,¢-1,2), which proves that G7,6-1,1 =¢ G7,0-1,2
in the honest case:

A, c*, [Re]1, By, By, d)), AW, W, (I, ® By), W (I, ® By) flcrs, pk,
¢, U} + cW,((¥))" ® Ioks1), X3, ® V) + cW, flct*
AU}, [R;U}], U;B;, U;B; JIpk;

~¢ A ¢*, [Re]1, By, By, d), AW, W (I, ® By), Wy (I, ® By)
¢, CU, + W, ((y3)" ® Lka1), X5, ® v + W,
AU, [R,U; +[@v® ]|, UsB,, U'B,
~s A, c*, [Rg]1, By, By, d)), AW, W (I, ® By), We(I, ® By)
€U, + EW((y) @ Toeer) + v +we(y) v x;, @ v 4 cW +

AU;, [R/U; + +TVO)];, UBy, UB;

s A) CJ_) [Rf]lx Bl) BZ’ d‘;) Awf) W@(In ® Bl)) W!J(In ® BZ)

¢, €U} + cW,((¥))" ® Ioiar) + uev® +we(y)) v, x5, @ v + cWy + wp @ v

AU}, [R,U% + Rectuv® + W v®)];, U3B,, USB,
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where u « Z;X(Zk”) and u, « Zp, Wy «— Z}Jx”. We justify each step as below: The first ~, uses Lemma 2 with

R=R;, U=Uj u=uandd" =v®. The second ~, uses change of variables
W, W +cet(w,v®) and U U +ctuwv®
The last ~; follows from the fact that u hides Re*u,, this implies that u, can hide Wg(y*‘,’,)T in cj, and w, hides xb in

*
CZ'

Corrupted & Malicious Case. In this case, we have pkj, = ([T}, Q}]1, {[h}, jT] 2}jelL\(e}s7T,) € Co UDy. It is required
that x;(y;)" = x](y;)". We prove G712 % G7,,-1,1 in this case using the following argument for all b € {0, 1}:

A: CJ_: Bl)BZJ d-rg,AWE:WB(In ®B1)’ WE(ITL ®B2) //CrS
¢, e1R; Q% + cW,((¥))" ® Ipa1), X}, @ V() + cW, /lct* in G7,p_11
s A, CJ_, Bl) BZ) drg, AWL’, W{’(In ® Bl)’ WL’(In ® Bz)

¢, e1R;1Q} + cW, ((¥))" ® Ina1) — | X5, (y)) v | x5 @8 + cW,

= A: cly Bl: BZ: (f;gy AWf, W@(In ® Bl)) W€(In ® BZ)

c, elﬁng; + W, ((y))" ® Inks1) — | X (y;) v | cw,

~s A, ¢t, By, By, d,, AW,, W, (I, ® B1), We(I, ® By) lfcrs
¢, e1R;1Q; + CW, ((¥))" ® Ik + Xy v, +CcW;  //ct*in Gy -1
We justify each step as follows: the first =~ uses the change of variables
W, > W, —c(x; @ v®)
The second = uses the fact that x; (y,)" = x;(y,)" in this case. The last ~; uses the change of variables

W, W+t (x; @ v®)

4 Simulation-based Security for Reg-FE

In this section, we define the notion of simulation-based security in the context of Reg-FE. We give both the adaptive
variant and the very selective variant followed by several remarks.

4.1 Adaptive SIM-security for Reg-FE

Definition. For all stateful PPT adversary A, there exists simulator (m), Gen, Enc) such that:

X* — ﬂORegCK(~,~),ORegHK(‘),OCorHK(~) (crs)' X* — ﬂORegCK(~,~),ORegHK(~),OCorHK(-) (EF'S)
¢t «— Enc((pki,..., pk!,);td)
ACCOHKO) (ct™), a — A(ct)

ct* « Enc(mpk, x¥);

crs « Setup(14, 1%, F); (crs, td) « S/e_fa/p(l’l, 1L, F);
~c
ﬂOCorHK(~)(Ct*)’a — ﬂ(Ct*)

Here, in the real world (on the left-hand side), the oracles work as follows with initial setting aux = L, mpk = L,
H =0,C =0 and D being a dictionary with D[pk] = 0 for all possible pk:
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— ORegCK(pk, f): run (mpk’, aux’) « Reg(crs, aux, pk, f), update mpk = mpk’, aux = aux’, D[pk] = D[pk]U{f},
append pk to C and return (mpk, aux);

— ORegHK(f): run (pk, sk) « Gen(crs,aux) and (mpk’, aux’) « Reg(crs, aux, pk, f), update mpk = mpk’, aux =
aux’, D[pk] = D[pk] U {f}, append (pk, sk) to H and return (|H|, mpk, aux, pk);

— OCorHK(i): let H[i] = (pk, sk), append pk to C and return sk;

with the following restrictions:
- for query i to OCorHK, it holds that H[i] # L.
In the ideal world (on the right-hand side), the oracles are analogous to that in the real world; except that they use
crs simulated by %t\@ instead of crs, and ORegHK invokes Gen instead of Gen.
4.2 Very Selective SIM-security for Reg-FE
In the very selective setting, the adversary claims the challenge, challenge functions, and the types of challenge

public keys at the beginning. The specific definition is as follows:

Definition. For all stateful PPT adversary A, there exists simulator (S/eaﬁ), é?rn EEE) such that:

L, L', X", {f }iejr), CK, HK,CH «— A(1Y); L,L', X", {f }iei11, CK, HK,CH «— A(1%Y);
crs « Setup (14,15, F); (crs, td) — Setup(1%, 15, F; { f Yieckunx, {f;" (X*) Yieckucn);

AOers S hiep1,CKHK,CH,-,-) (crs); ﬂO(CTS,{fi*}iE[Lf],CK,HK,CH,-,-) (CT‘S),

ct* « Enc(mpk, x*), a « A(ct*) ct” — Enc((pks, ..., pkt,);td), o — A(ct)

where CK,HK C [L’],CKUHK = [L’] for some L’ < L,CH € HK and CK N HK = 0, and O works as follows with
a counter £ = 1 and the same set of auxiliary data structure as in the definition of IND-security: on input (i, pk;),
return L wheni # ¢, otherwise set £ = £+ 1 and do

- when i € CK, return ORegCK(pk;, f");
- when i € HK, return ORegHK(f;"); furthermore, if i € CH, return OCorHK(|HK N [i]]).

Here ORegCK and ORegHK invoke Reg in both cases: in the real world (on the left-hand side), they use crs generated
by Setup and ORegHK invokes Gen; in the ideal world (on the right-hand side), they use crs simulated by Setup and
ORegHK invokes Gen.

Remark. We give several remarks on our formalization.

- We do not require simulated version of Reg and Upd since both of them are public.

- We allow the adversary to choose pk; at any point, only functions f; and types of public keys (i.e., honest,
malicious, honest but corrupted) are chosen “very selectively”.

— The set CH does not give the timing to invoke OCorHK. One could let the adversary make an explicit query;
however we call the oracle automatically just after invocation of ORegHK. This gives a simple but not weaker
model in the very selective setting. In the definition, |[HK N [i]] is the first item of the response of ORegHK(f}").

— In very selective SIM-security, there is no need to consider post-challenge queries. This relies on the fact that
the adversary should state the set CH at the beginning, so the pre-challenge and post-challenge corruption
queries are equivalent in the very-selective SIM-security setting.
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5 Compact Reg-FE from Multi-instance Slotted Reg-FE

In this section, we define multi-instance slotted Reg-FE and give a transformation to get compact Reg-FE. Our trans-
formation works well for both IND and SIM security.

5.1 Multi-instance Slotted Reg-FE

Algorithms. A multi-instance slotted Reg-FE for the functionality F = {f : Y — Z}, consists of eight efficient
algorithms:

- Setup(14,1™, 151, ... 1Im F) — crs: It takes as input security parameter 1, maximum instance index 1™, max-
imum slot indices 141, ..., 1im of every instances and functionalities F, outputs common reference string crs.

- Gen(crs, q,1) — (pkg,;, Skq,i): It takes as input crs, instance index g € [m], and slot index i € [Lq], outputs key
pair (pkq,i, SKqi)-

- Ver(crs, q,1,pk,;) — 0/1: It takes as input crs, g € [m], i € [Lq] and pk,;, outputs a bit.

s

- Agg, (crs) — mpk,: It takes as input crs, outputs the shared parts of mqaster public key mpk,.

- Agg(crs, q, (Pkgi> fai)ie[z,]) — (Mpkg, (hskq,j)jez,)): It takes as input crs, g € [m], a series of pk,; with fg; € F
for all i € [Lq], outputs master public key mpk, and helper keys hskg,; for instance g.

- Ency(mpk,, x) — ct;: It takes mpk, and message x € X as input, outputs ciphertext ct,.

- Enc(mpk,) — ctq: It takes as input mpk, (for some q € [m]), outputs ciphertext ct,.

— Dec(sk, hsk, (cty, cty)) — z/L: It takes as input sk, hsk, ct, and ct; (for some q € [m]), outputs z € Z, or a
special symbol L.

We require that Agg,, Agg and Dec are deterministic, and Enc, and Enc share the random coin space Coin. And we
allow the case that some instance g* to be empty, namely Agg(crs, g, -) takes (pK. ;, fg-i) = (L, L) foralli € [Lg]
as input, and return mpk,. = L and hskg-; = L for all j € [Lg], and we allow Enc to take mpk,. = L as input and
output ctg- = L.

Completeness. Forall A,m,Ls,...,Lyn € N, all F,allq € [m] and i € [Lg], we have

Pr |Ver(crs, q, 1, pkq,i) =1|crs « Setup(lA, 1m 1l ..,1L’",F); (Pkg i SKq,i) < Gen(crs,q,i) | = 1.

q,i
Correctness. Forall A,m,Lq,...,Ly € N,all F,all ¢* € [m] and i* € [Lg]; all crs « Setup(l’l, 1m 1l 1lm F),

all (pkq*yi*, skqg+i+) < Gen(crs,q,i); all {pkq*,i}ie[Lq*]\{i*} such that Ver(crs, g%, i, pkq*’i) =1;forallx € X, fg-; € F,
we have

mpk, « Agg, (crs);
Pr | Dec(skq- v, hskge i, (Cty, Ctg)) = fgr i (X) | (mpkge, (hskge,j)jelr, ) < Agg(crs, q*, (PKg i fard)ielr,1) | = 1-

s « Coin; cty « Enc.(mpk,,X;s); cty « Enc(mpkq*;s)

Ciphertext Compactness. ForallA,m,Ly,...,Ly € N,allF,allq € [m] andi € [Lq];allcrs « Setup(14,1™, 151, ..., 15m F),
all (pkq)i,skq,i) «— Gen(crs, q,1) such that Ver(crs, g, i, pkq,i) =1;forall x € X, fy; € F; all mpk, < Agg,(crs), all
(mpkg, (hskq,j)je(r,1) < Agg(crs, q, (PKyi» faidier,)), all et «— Enci.(mpk,, x), all ctg < Enc(mpk,), we have

|cty| = x| + poly(A) and |cty| = poly(A).
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IND-security in Joint Challenge Setting. For all stateful PPT adversary (A, the following advantage function is
negligible in A:

m,Ly,...,Lm — AQY); crs « Setup(14,1™, 111, ..., 1ln F)

(Pkyi fy)qeimlic Lm]s Xoo X] < AOGen(.).0Cor() (crs)

mpk, < Agg,(crs)

(mpky,...) < Agg(crs, g, (Pkg 1, fyq)s -+ (PKg L, for,))s Va € [m]

b «— {0,1}, s « Coin, ct} « Enc+(mpk+,xl’:; s), ct;; — Enc(mpkq; s),Vq € [m]
b — A(cty, ct, . ..,ctjl)
where the oracles work as follows with the initial setting C = 0 and Dg; = 0 for all q € [m],i € [Lq]:

~

IndAdv “*¥F(2) = Pr [b = b -1/2

- OGen(gq, 1): run (pk, sk) « Gen(crs, q, 1), set Dg;[pk] = sk and return pk.
— OCor(q, i, pk): return Dg;[pk] and update C = C U {(q, 1, pk)}.

and for all q € [m],i € [Lq], we require that
Dyilpkyl =L = Ver(crs,q,i,pky;) =1 and (q,i,pky;) € CV Dgilpky;l =L = fr;(xg) = fr;(x7).

In IND-security model, we allow the case that some instance g* to be empty, namely A submit the challenge pairs
(pk;*,i, I ) = (L, 1) foralli € [Lg], and challenge ciphertext ct;. = L. We use IndAdvI;IReg'FE(A) to denote
the advantage function. Analogous to sReg-ABE [HLWW23], there is no need to give mpk and hskg, ..., hsk; to A

explicitly and to consider post-challenge queries.

Very Selective SIM-security in Joint Challenge Setting. For all stateful PPT adversary A, there exists simulator

—_~—

(Setup, Gen, Enc,, Eﬁz) such that the following distributions are indistinguishable
—X*, {Lq, pr C;; {f;i}iG[Lq] }qe[m] « \7[(1/1%

crs « Setup(14, 1™, 15, ... 1Im F);

{PK;  Yqermyielry) « A0 (crs);

mpk+ < Agg+(crs)! (mpkq! .. ) — Agg(crs: q’ (pk;’ly fil)! ML (ka’Lq’ f*,Lq))’ Vq € [m]

q q
s « Coin, ct} « Enc.(mpk,,x*;s), cty < Enc(mpkg; s),vq € [m]
| o — A(ct], ct],. ..,ct;)

X {Lg, Mg, Cos {3 YielLg) Yaelm) A(1Y);
(crs, td) « Setup(1*,1™,151,.., 1Em, F; et U5 () Yeamguc; Yaem)s
Xe {pkz,i}qE[mJ,iequ] — ﬂOGen(.,.),OCor(.,.,.)(é?-s);

cty  Ency(td), cty « Enc((pkyy,- -, pky, )std), Vg € [m]

o — A(ct,, L, ..., L)
where Mg, C; € [Lq] for g € [m] denote the sets of malicious and corrupted slots in instance ¢, and the oracles

work as follows with initial setting C; = 0 and Dg; = @ for alli € [Ly] and q € [m]:

- 0Gen(gq,1): run (pk, sk) < Gen(crs, g, 1), set Dg;[pk] = sk and return pk.
- OCor(q, i, pk): return Dg;[pk] and update C; = C; U {(i, pk) }.

In the ideal world, OGen invokes Gen instead of Gen; and the following restrictions: for all g € [m],
ie My = Dgilpky;] = L AVer(crs,q,i,pky;) =1
ieC;, = (i, pky:) € Cq

i€[Lql\ (/\/(;1k U C;) = Dq,i[pk;’i] # L A(i, pkf“.) ¢ Cq
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In SIM-security model, we allow the case that some instance g* to be empty, namely A gives M?,, Cz =0, and the

challenge functions fq** ; = 1, challenge public keys ka*,i = L foralli € [Lg], and we have challenge ciphertext
' miReg-FE
A

there is no need to give mpk,, {mpkg, hskg,1, ... hskqr, }qe(m] to A explicitly in real game (or explicitly in simulation

ct;* = 1 (resp. &2* = 1) in real (resp. ideal) world. We use Adv to denote the advantage function. Similarly,

game) and consider post-challenge queries.

5.2 Compact Reg-FE

We give a generic transformation from multi-instance slotted Reg-FE to Reg-FE (c.f. Section 2.2) with compact ci-
phertext. Here we will apply a conceptual change to multi-instance slotted Reg-FE: we will always add an instance
with index 0 and count slot index from 0 instead of 1. Namely, Setup that takes 1™ and 1%, 111, ..., 15" as input
will give us m + 1 instances indexed by 0, 1,...,m; for each q € [0, m], the ¢g-th instance has L, slots indexed by
0,1,...,Lq — 1. Clearly, this does not change correctness and security. Note that in the remaining subsections of
Section 5, we use two difference indices i and j, respectively referring to the global range from 0 to L — 1 and
instances’ internal ranges from 0 to Ly — 1 (for each g € [0, m]).

Auxiliary Data Structure. We will count users from 0 and set aux = (ctr, D1, D,, mpk):

Counter ctr € [0, L] is the current number of registered users in the system, or the index of the next user.
- Di is a dictionary that maps q € [0,m] and j € [0, 29 — 1] to public key pk, ; and function fg,;.

- 9, is adictionary that maps q € [0, m] and i € [0, L — 1] to a helper key hsk.

— mpk will be in the form (ctr, mpk,, mpk,, ..., mpk,,).

Initially, we set ctr = 0, D1 = 0, Dy = 0, mpk = (0, L,..., L); the system is overloaded when ctr = L.

Generic Transformation. Our Reg-FE with compact ciphertext works as follows with multi-instance slotted Reg-
FE (mSetup, mGen, mVer, mAgg,, mAgg, mEnc,, mEnc, mDec):

- Setup(14, 1%, F): Compute m = log L, output
crs « mSetup(1*,1™,1%, ..., 12", F)
— Gen(crs, aux): Parse aux = (ctr, Dy, Dy, mpk) and run
(pk§", ski") «— mGen(crs, g, ctr mod 29), V¥q € [0,m]

Output
pk = (ctr,pk{",...,pkG") and sk = (ctr,sk§",..., pki).

- Reg(crs, aux, pk, f): Parse aux = (ctr, Dq, D, mpk) where mpk = (ctr, mpk_, mpky, ..., mpk,,) and pk = (ctrp, pke, ..

Abort if the following does not hold:
ctr = ctrpx and mVer(crs, g, ctr mod 29, pkfl") =1, Vqe[0,m]
For each q € [0, m], update D, [q, ctr mod 29] = (pk<™, f); furthermore, if ctr + 1 = 0 mod 29, run
(mpkg, hsky g, ..., hsky y_4) < mAgg(crs,q, D1[q, 0], ..., Di[q, 27 - 1])
and update D;[q, ctr — 29+ 1+ j| = hsk:” for all j € [0,2% - 1]; otherwise, set mpky = mpk,. Output

mpk = (ctr + 1, mpk,, mpkg, ..., mpk;,) and aux = (ctr + 1, Dy, Dy, mpk).
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- Enc(mpk, x): Parse mpk = (ctr, mpk,, mpky, ..., mpk,,). Sample s < Coin and compute
cty < mEncy(mpk,,x;s) and cty < mEnc(mpkg;s), Vq € [0,m]

Output

ct = (ctr, cty, cto, ..., Cty).

- Upd(crs, aux, pk): Parse aux = (ctr, D1, D, mpk) and pk = (ctrpy, pkg”, e pkﬁ,tlr).Abort if ctrpx > ctr; otherwise,
output
hsk = (D20, ctrpk + 1], ..., Da[m, ctrpg + 1]).

- Dec(sk, hsk, ct): Parse sk = (ctrsk, Sko, - . ., Skm), hsk = (hskq, ..., hsky) and ct = (ctrg, cty, Cto, . .., Ctp). Abort if
Ctrgg > ctre. Find the largest ¢* € [0, m] such that 29 < (ctre @ ctrg) Output

~ {getupd if hskg- = 1

mDec(skq, hskg, (cty, cty))  otherwise

Correctness, Update Efficiency and Compactness. Our generic transformation employs “power-of-two” tech-
nique in [HLWW?23]. The analysis in [HLWW23] can be adapted to show the correctness, update efficiency and
compactness of ours. We omit the details and mention that

lcrs] = O(L? - |x|?) - poly(A), |hsk| = O(|x| - log L) - poly(A), |mpk| = O(|x| +1logL) - poly(A).
Furthermore, by the ciphertext compactness of multi-instance slotted Reg-FE, our transformation achieves:

ct] = |cty| + [cto| + ... +|Ctigr| = O(|x]) + O(log L) - poly(A)

IND-security. Analogous to [HLWW23], we have the following theorem. The proof is analogous to [HLWW23],
except that we don’t need to build a series of hybrid experiments and reduce the security to m+1 parallel instances
one-by-one, we can directly reduce the security to the multi-instance slotted scheme at once time.

Theorem 2. Assume (mSetup, mGen, mVer, mAgg,, mAgg, mEnc,, mEnc, mDec) is a multi-instance slotted Reg-FE
with adaptive (resp. selective) IND-security, our Reg-FE scheme generates via above transformation achieves adaptive
(resp. selective) IND-security.

5.3 SIM-security

We have the following theorem. Given multi-instance slotted Reg-QFE with very selective SIM-security under
MDDH assumption, our Reg-QFE scheme uses prime-order bilinear group and the very selective SIM-security can
be reduced to Bi-MDDH assumption.

Theorem 3. Assume (mSetup, mGen, mVer, mAgg,, mAgg, mEnc,, mEnc, mDec) is a multi-instance slotted Reg-FE,
with completeness, correctness and very selective SIM-security, our Reg-FE scheme generate via above transformation
achieves the very selective SIM-security, under bi-MDDH assumption.

Let (mS/e_E@, mé?n, mEFEJr, mEF/c) be the simulator of multi-instance slotted Reg-FE, to build the simulator of
the Reg-FE, we need the following auxiliary data structure and deterministic algorithm which simulate the slot
filling procedure in Reg, to determine the slots’ filling state after all users have registered.
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Auxiliary Data Structure.

- D, R are dictionaries that map q € [0,m] and j € [0,27 — 1] to index i.

- Mg, C4 are the same sets as the definition of SIM-security of multi-instance slotted Reg-FE.

Initially, we set D = 0,R = 0 and M;, C; =(Qforallq € [0,m].

Auxiliary Algorithm. Assume the Reg-FE mostly supports L = 2™ users, and CK, HK C [0,L’ — 1], CH U HK =
[0,L" — 1] for some L’ < L, the algorithms works as follow:

— Fillslot(CK,HK,CH): For alli € [0,L’ — 1]: for each q € [0, m], update D[q,i mod 29] = i; furthermore, if
i+1=0mod 29, update
R[q,jl =D[q,j] Vje[0,27-1].

Output R.

Simulator. The simulator of our multi-instance Reg-QFE is as follows:

- %(1’1, 15, F; { fiYieckurk, {Ui }ieckucr): Let m = log L, run R « Fillslot(CK, HK, CH). For all ¢ € [0, m]:
e If 29 < L', forall j € [0,27 - 1]: fetch R[q, j] = i and output f, ; = f;, furthermore, if i € CK U CH, output
Ug,j = u; and update

Mg=Mzu{j} ifieCK
C;=C;u{j} ifieCcH
e If 27 > I/, forall j € [0,27 - 1], output f5; = L.
And run
(&S, mtd) « mSetup(1%,1™,1%,..., 12", F, {{fy}jeroze-11: (g} jemouc, Yaelom))

Output crs, and set trapdoor as td = mtd U R.

- @1(575, aux; td): Parse aux = (ctr, Dy, D,, mpk) and run
(ﬁq, §T<q) — méETw(c’“rs, g, ctr mod 2%;td), Vq € [0,m]
Output
pk = (ctr, 5!20, . ..,alzm) and sk = (ctr, s~k0, . ..,Elzm).

- EﬁE((pkl, ..., pky,); td): Parse td = (mtd, R) and pk; = (i, pkl, . ..,pkﬁn). Forall q € [0, m]:
e If27 < L', forall j € [0,27 - 1]: fetch R[q, j] = i and set pk, ; = pkfl
e If29 > [/, forall j € [0,29 — 1], set pquj =1.
Compute

ct, « mEnc,(mtd) and ct; « mlﬁ((pkq,o,...,pkqlzq_l); mtd), Vq e [0,m]

Output

ct = (ctr, &+, &0, ey &m)

The reader can find the sanity check in Appendix D.
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5.4 Proof

We prove the following technical lemma this immediately proves Theorem 3.

Lemma 3. For all adversaries A, there exist adversary 8B such that:
AdVEETE (1) < AdV T (2) + negl(2)

where Time(B) ~ Time(A).

Game Sequence. Suppose that crs is the common reference string. x* is the challenge, with some L’ < L, {f" }ic[0,0'-1)
are challenge functions that chosen at the beginning. CK, HK and CH are the set of register corrupted (mali-
cious) key index, register honest key index and corrupted honest key index such that CK,HK < [0,L’ — 1],
CKUHK = [0,L’ - 1],CH ¢ HK and CK N HK = 0. {pk;}ic[or/] are challenge public keys with the form of
pki = (i, (pkf))*, . (pkﬁn)*). Recall that H record the (pk, ski);cyx that generated in ORegHK(-).

— Go: This is the real game, recall that we have
e crsis in the form of

crs « mSetup(1%,1™,1%, ..., 12", F)

e For eachi € HK, each (pk;, ski) € H is in the form of

pki = (i, (pkh)*, ..., (pki)*) and sk} = (i, (skh)*,..., (ski)").

M

i sk;’i) «— mGen(crs, q,i mod 29), for all q € [0, m].
e ct* for x* is in the form of

where (pk

ct” = (L, ct}, cty, ..., Cty)

where ct} <« mEnc,(mpk,,x*;s), and ct; < mEnc(mpk,;s) for all g € [0, m], with the same random coin
s « Coin.
- Gq: Identical to Gg except that we replace (mSetup, mGen, mEnc,, mEnc) with (mSTe_EG/p, mé?n, mEﬁﬁ, mEFrc).
In particular:
e crsisreplaced with , where

N __ co o
(&5, mtd) — [mSetup (14,1717, ..., 12" F, ({2 jeroan 1 (U 06 je st Factom)

where
f;[qﬂ if29 <L’
L if29 > L’

* —
f; a.j

with R « Fillslot(CK, HK, CH).
e For eachi € HK, each (pk;, ski) € H is in the form of

pk! = (i, (Pky), - - -» (Pkyy) ) and  sk! = (i,| (skg)*, - - -, (Skp) *])-

where ((E)‘IZ;)*, (s};)*) — (crs, q,i mod 2%;td), for all g € [0, m].
e ct* for x* is in the form of
e = 0 [Ty )
where Ct; — |mEnc. |(td), and t; — [mEnc|(pkl,p.. ... P! 40_1): td) for all g € [0, m]. With

(pki @y if 20 < 1Y

Pkgj =
“ L if29 > L’
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We reduce the security to multi-instance slotted Reg-FE, where the instances g* € {q : 29 > L’} are empty: we
have fq’; It pkj;*, =1 forall j € [0,29 —1], and M}, C;Ii = (. Observe that the game G; can be simulated using the
simulator by setting y; = f*(x*)

6 Pre-Constrained Slotted Reg-IPFE

In this section, we introduce the notion of pre-constrained slotted Reg-IPFE; the definition for general function-
ality is deferred to Appendix A. We present our pairing-based construction with very selective SIM-security in
Section 6.1. We explain how this implies (standard, without pre-constrain) slotted Reg-IPFE with very selective
SIM-security in Section 6.4 and how this derives (standard, without pre-constrain) slotted Reg-IPFE with selective
IND-security in Section 6.5.

Functionality and Definition. A Pre-constrained Slotted Reg-IPFE is a generalized slotted Reg-FE for linear func-
tionality:

F={f.:x— xf'}
where x,f € Z},X". The generalization in multi-instance version is in the following four aspects:

— Algorithm: Setup takes as input security parameter 1, maximum instance index 1™, maximum slot indices
151,...,1Im of every instances, function parameter 1™,1™ and pre-constrained matrix M € Z;,”X"Z, outputs
common reference string crs.

— Correctness: forallA,m, L1, ..., Lm, n1, Ny € N,allq" € [m] andi* € [Lg];allcrs « Setup(l", 1m 1l e 1 12 M),
all (pkq*,i*,skq*,i*) «— Gen(crs, q%,i%); all {pkq*,i}iE[Lq*]\{i*} such that Ver(crs, q%, i, pkq*]i) =1;forallx € Z},Xm,
fi € Z, "%, we have

mpk, — Agg, (crs);
Pr |Dec(skg i+, hskg- i, (cts, ctg-)) = XMEp. i | (mpkg., (hskge,j)jelr,.1) < AQg(crs, 4, (Pkg i Bqi)ierr, 1) | = 1-

s « Coin; cty « Ency(mpk,,X;s); ctg Enc(mpkq*;s)

— IND-security: We let the adversary to choose M at the beginning and require that x};M(f:I‘i)T = x’l‘M(f;‘i)T for
the case “(q, i, pk;’i) eCvV Z)q,l-[pk;i] =1”
— SIM-security: We let the adversary to choose M at the beginning and give M and {x*M(f;‘ ) tie M;uc; to Setup.

It is straightforward to verify that setting n; = n, = n and M = I, yields standard slotted Reg-IPFE defined above.

Group-based Simulator. We also require the existence of the group-based simulator S/e_ﬁ@ Forall A, m,ny,ny €
N,all Li,...,Ly € N, a/ll_\/\//(*,Cq* C [Lgl,al M € Zglxnz, all f41,...,%,., € Z},X”Z and lg; € Zp, there exist a
group-based algorithm Setup, such that

Setupg (1%, 1™, 1™, 1™, [M]1, [M]o; {10, {fi}ierr,1, {[1qi)1, [Hqil2}ieMzuc: Yerm))
= Setup(1%, 1™, 1™, 1%, M; {10, {1 }ie 1,1, {lq, tiemiucy Haelm])

—_~—

For simplicity, for the group-based simulator; we do not distinguish the notation of S/e_'Eu/pG and Setup.
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6.1 Scheme

Assuming a QA-NIZK Iy = (LGen, LPrv, LVer, LSim) for linear space over bilinear groups, see Section 2.4; a Bi-PKE
IT; = (Geny, Ency, Decy) with linear decryption over bilinear groups, see Section 2.5. Assuming that |ict| = |isk| = n,
our multi-instance slotted PReg-IPFE scheme, with a shared pre-constrained M € Zglxnz works as follows in the

prime-order bilinear group:

- Setup(1,1™, 1%, ...,1km 1 1™ M) : Run G := (p, Gy, Gy, Gr,e) «— G(1%), ([ipk]y, [ipk]z, isk) « Geny(1%).
Sample shared parts:
A — Zl;x(zkﬂ)’ W — Z;}Zk+1)><(n1+n).

For each instance q € [m], sample By « Z;,k”)Xk, and for all i € [Lgq], do following operations:
e Run ([ictgi]s, [ictgi]2) < Enci([ipk]s, [ipk]2,0), for s € {1, 2}, set

M 0,

c G(n1+n) X (ng+1)
. S ‘
Onxn, |ct;’l.

[Mq,i]s = [

N

e Sample
Wq,i - Z§2k+1)x(k+1)(n1+n)’ Rq,i - ZI()2k+2)><(2k+1)’ roi— Z},Xk.

e Run (crsg;, tdg;) « LGen(1%, Gy, [Agil1), where Ag; = (R‘zi) € Z;?’k”)x(z“l).

Output®
[A AW],,
{crsqis [Re,is AWgi (Mg ® Iis1), AW i]1}ie[z,]
{[Mg,j, Bgry, 1, Wg,j(Mgj ® Bgry ) + WM ]2} je(L,]
{[Wq,i(Mg,i ® Bgry )2} jelr,liclLel\ (/)

crs =

qel[m]

- Gen(crs, q,i): Sample Uy — Z;2k+1)><(k+l)‘ Define Fy; = ((‘;q,i.) _ (RAI»Il?i) =AUy € Z1(031{+Z)><(2k+1) and run
qi i Vg

Tqi < LPrv(crsgi, [Fqil1, Ugi)-
Fetch {[qu;’j]z}je[Lq]\{i} from crs and output

Pkgi = ([AUg:, RgiUg,il1, {[UqiBgry 12} jerrg )\ (1} Tqi) and  skgi = Ug,.
—_—— —— ,
Tq)i Qq,i hq,i,j

- Ver(crs, q, i, pkg,;): Parse pky; = ([Tqi, Qqil1, {[hgi 12} e[z, (iy> Tqi)- Write Fg; = (g‘é‘l) and check

?
LVer(crsgi, [Fq,il1, 1qi) = 1.

For each j € [L4] \ {i}, check
e([Al, [hgij12) £ e([Tgil1, [Byryl2).

If all these checks pass, output 1; otherwise, output 0.
- Agg, (crs): Output:
mpk, = ([A, AW]y).
9 Note that we employ i as the index for Wy’s and Mg’s while j is the index for rg’s; both of them range from 1 to Lg. One
exception is the terms with Wy, which is conceptually Wy ; (Mg; ® qu;’].) with i = j. Note that we do not use tdg,1, ..., tdgr,

and isk in the actual scheme.
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- Agg(crs, q, Pk, fg,i)ielr,)): If ¢ is an empty instance, on input (pkg;, £gi) = (1, 1) for all i € [Lq], abort and
return mpk, = 1, hsky; = L for all j € [Lg]. Foralli € [Lg], parse pky; = ([Tqi, Qqil1, {[hgi 12} jerry(iys 7q.)s
and set f; = (£,:]1) € Z;,X(nzﬂ). Output:

mpk, = | Y (Tqi+AWgi(Mgifg; @ L)) |

i€[Lq] 1
and for all j € [Lg]
hskg,j = ( qu:{,j’ Z (hq,i,j + wq,i(Mq,ifq,i ® Bql';’j)), Wq,j(Mq,ij,j ® qu:”-) + WMq,ij,j, Mq)ij,]- l )
~—— ie[Lg]\{j} ——12
K K K
k]

— Enc,(mpk,, X): Set X = (x]|0,) € Z},X("“"). Sample s «— Z}*¥. Output:

cty = ([ sA ,sAW +X]y).
—— ——
Ci0 Ci1

- Enc(mpk,): Abort and return L if mpk, = L. Sample s «— Z;,Xk, output

=T
Cty = Z (8Tqi + SAWq;(Mg,ify; ® Ixs1)) | -
ie[Lq] 1

Cq

— Dec(skg i+, hskg i+, (Cty, Cty:)): Abort and return L if ct- = L. Parse

Skq*,i* = Uq*,i*: hSkq*,i* = ([k-l(—)’ le’ k-;: kTg]Z)’ (Ct+) th*) = ([C+,07 c+,1) Cq*]l)-

Recover
[z1]r = e([cg-]1, [Kp]2), [z2]T = e([c40]1, [K]]2),
[z3]7 = e([€4,0Uq i+ 11, [KG12)s [24]T = e([C40]1, [K;]2),
[z5]r = e([c4,1]1, [K5]2)-

Compute

[z]r = [21 — 23 — 23 — Z4 + Z5]T.

Recover z from [z]r via brute-force DLOG and output z.

Completeness. For all A,m,nj,ny € N, all Ly,...,Ly € N,allM € ZZ“”Z, allq € [m] and i € [Lg], all crs «

Setup(1%,1™,1™,1%, M, 151,...,15m), and (pk,;, skqi) < Gen(crs, g, 1), we have

q.i
Pkyi = ([Tqi> Qqil1s {haijlz}jerr i) Tqi)
= ([AUq,i’Rq,qu,i]l’ {[Uq,qurZ,j]Z}J'G[Lq]\{i}’nq,i)

for some Ug; « Zézml)x(kﬂ) and 71g; < LPrv(crsq;, [AqiUil1, Ui) where (crsq;, tdgi) < LGen(1%, Gy, [Ag4i]1) and
Aq,i — (RAq’i) with A « Z];X(Zk+l)’ Rq,i - Z;)Zk+2)><(2k+l). Then

- Write Fy; = (3‘“1’1) = (RIZ%;) we have LVer(crsy,, [Fqil1,7q:) = 1 by the perfect completeness of I, (see Sec-
tion 2.4) and the fact that Fg; = Ag;Ug;
- For each j € [Lg] \ {i}, we have e([A]4, [Uq,,-qu;].]z) = e([AUq;]1, [qu:“.]z) by the definition of bilinear map

e (see Section 2.1) and the fact that A - Ug;Bgry ; = AUy, - Bgry, .

This ensures that Ver(crs, g, i, pk, ;) = 1 by the specification of Ver and readily proves the completeness.
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Correctness. For all A,m,ny,ny € N,all Ly,...,L, € N,allM € Z'p“xnz, all ¢ € [m] and i* € [Lg]; all crs «
Setup(1%4,1™, 1™, 1%, M, 151, ..,1LM),a11(pkq*,i*,skq*,i*) « Gen(crs, g%, 1%); all {pkg. ; }ie[r,.1\ (7} Such that Ver(crs, q*, i, pky: ;) =
1;allx € Z;,X'“ andf;; € Z;xnz; for s € {1,2}, we have:

X = (X|0n), f4i- = (Fge v

M o
1), [Mq*,i*]s:[ l (15)

0n><n2 iCth*,i* s
where [ictg 15 € Ency ([ipk]s, [ipk]2, 0) and ([ipk]s, [ipk]z) € Geny(1*). And for all s — Z3*¥, we have

Skq*,l* = Uq*,l* )

(cty, cty:) = ( SA ,SAW +X, Z (ST, +sAWq*,,~(Mq*,,-f;*’i ®Ik+1))l )
L i€[Lq] 1
Ci0 Cin

Cq*

hskgs i = ( Bq*I'Tq*’i*, Z (hgs i, +Wq*,i(Mq*,iEq*,i ® Bq*r}’i*)),
| —— i€[Ly I\ (i}

kg

ki

=T

_ _
wq*,i* (Mq*,i* fq*,i* ® Bq*I'T )+ WMq*,i* g Mq,i*f l )
2

q-i* qi*
———
k ky

where
Ahg ;i = Tq*,qu*l';*’i* Vie [Lg] \{i*} and AUg; =Tg i

Note that here we actually consider hskg ; for j = i* and skg«; for i = i* and all above equalities are ensured by Ver
and Gen. We have

> (ST BTy o + SAW (Mg i ; © 1) BT 1)
ie[Lq*]

> (ST BTy . + SAW (Mg i ; © ByT). 1) (16)
ie[Lq*]

— .
zy= . (sAhg i +SAW (Mg ifq; ® By, 1)
ie[Lg 1\{i*}

Z3 = sAUq*,i*Bq*r;*,i*

Z1

—_— . . ri 3 . i
z4 = SAWg i (Mg i £ o ® Bgery. 1) + SAWMge o £ 10
=T —. =T
Zs = sAWMq*,i*fq*,,-* + qu*,i*fq*]i*
and then
Z=2721—2y9p—23—2Z4+Z5
— . o . . 3 " o . T
= qu*,l*Bq*rq*’i* + SAW - i« (Mq*,l*fq*,i* ® Bq¥rq*’i*) - SAUq*,l*Bq*rq*,i*

= —r
—(SAW s i+ (Mg i+ fq*,i* ® Bq*r:l*,i*) + SAWMq*,i*fq*’i*)

+(SAWMg- ;- Fpe o + XMy - Fe 1) an
= XM £ i (18)
M 0, |(f..
= (x/|0,) I (19)
nxny |ct;*,i* 1
= XMf;;*)i*
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Here, equality (16) follows from the property of tensor product: (a” ® )M = a" ® M for matrices of proper size;
equality (17) follows from the fact that Ahg. ;i = Tqu*rTq* ;. foralli € [Lg] \ {i"}; equality (18) follows from the
fact that Ty« + = AUg ;+; equality (19) follows from the fact (15). This proves the correctness.

Compactness and Efficiency. Our multi-instance PReg-IPFE has the following properties:

lcrs| = O(L? - ny - ny) - poly(A), |hskyj| = O(nq) - poly(A),
Impk,| = O(n1)poly(A), Impk,| = poly(4),
|cty| = O(ny) + poly(A), |ctq| = poly(2),

where L = L1 +- - - + Lp,. Note that the total size of {crs;}ic[r] is L - poly(4) according to the efficiency of the pairing-
based QA-NIZK scheme by Kiltz and Wee [KW15] and the fact that the size of language description is poly(A).

Security. We have the following theorem. Given pairing-based QA-NIZK in [KW15] with unbounded simulation
soundness under MDDH assumption, given Bi-PKE with linear decryption and IND-security under bi-MDDH as-
sumption, our multi-instance slotted PReg-IPFE scheme uses prime-order bilinear group and the security can be
reduced to bi-MDDH assumption.

Theorem 4. Assume Iy = (LGen, LPrv, LVer, LSim) is a QA-NIZK with perfect completeness, perfect zero-knowledge
and unbounded simulation soundness for linear space defined in Section 2.4, assuming II; = (Geny, Ency, Decy) is a Bi-
PKE with correctness, linear decryption and IND-security defined in Section 2.5, our multi-instance slotted PReg-IPFE
scheme achieves the very selective SIM-security as the definition in Section 5.1, under bi-MDDH assumption.

6.2 Simulator

Recall that we allow some instance q* to be empty, namely M;* =0, C;* =0andfp; = L,pk,.; = Lforalli€ [Lg].
Our simulator is as follows:

- Setup(lA: lm: 1L1; vy le: lnl) an: M; {{fq,i}iE[Lq]a {Hq,i}ieM;ucg}qe[m]): Run G := (p) Gl; GZ; GT: e) — g(iA):
([ipk]1, [ipk]2, isk) < Gen(1*). Sample shared parts:
C — Z;x(zkﬂ)’ A ZI;X(ZkH)’ W — Z§2k+l)><(n1+n)‘

For each instance q € [m], sample B, « Z;,k“))(k, foralli € [Lq], s € {1,2}, set

_ M O Ency (liokls. [ipk]s, 0 e T\ (M UGt
[Mg,ils = M where [ictgi]s € ncl([fp I [fp 12,0) e [Lg] \ (Mg U Cy)
Onxcn, 1CEg; | Ency([ipkly, [ipklz, pge)  ifi e M;UC;

and for all i € [Lg], do following operations:

e Sample

Wq,i - Z§2k+1)x(k+1)(n1+n)’ ﬁq,i - Z;}Zk+2)x(2k+2)’ rgi Z;}xk'

and compute

—~ ~ C
Ryi = Ry .
Iok+1

o Run (crsg, tdgi) « LGen(1%, Gy, [Aqil1), where Ag; = (3 ) € Z;,SMZ)X(Z’(”).
q,1
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Output

[A, AW]4,
{crsqi, [Reis AWgi (Mg ® Is), AWq,i]1}i€[Lq]
{[My, Bar > Wa,j (Mg, ® Bgry ;) + WMgl2}

{IWaqi(Mqi @ Bary D2} ey, ierron )

crs =
JjelLql

qe[m]
And set the trapdoor as

td= ({(ﬁq,i’ tdg,)ielLy)s }

for all g € [m], if q is not an empty instance, update

qeiml’ [ipk]1, [ipk]2, isk, €, W)

td=tdU{ > Wqi(Mefy; ®Tiur)
i€lLe]
where f,; = (£,/11).
- Gen(crs, q,i;td) : Fetch tdg; from td. Sample Ug; « Z;Zk”))((k”). Define Fy; = (3Wl) = (AAU‘?’I' ) = AqiUq; €
qt i
Z(3k+2)><(2k+1) and run
2

Tlgi < LSim(crsg, tdg,i, [Fq,il1).

Fetch {[Bqry ;12}je(z,1\(i) from crs and output

Pk = ([AUg, RgiUgil, {[UqiBqry 12} je(rg 1\ (i} Tqi) and  skgi = Ug,.
—_—— ——
Tq,i Qq,i hgi

- Eﬁﬁ(td): Fetch ¢, W, isk from td, set X = (0, ||isk). Output
ct,=([ ¢ ,cW+X]y)
—— ——
C+o Ci1

- Eﬁic((pkq’l, e pkq,Lq); td): If ¢ is an empty instance, on input pk,; = L foralli € [L4], abort and return &q =1.

Foralli € [Lg], parse pky; = ([Tqi Qqilt, {[Mgijl2}je(z)(i)> Tqi)- Fetch {Rgi}ie(r,) and Qie[Ly] Cwq,i(lv[qf;,i ®
Ix+1) from td. Output:

vt 5- ~ =T
Ctq = Z (e1Rq,z1Qq,i +cWq,i(Mgfy; ® Ii1)) | -
ie[Lq] 1

Cq

It is easy to see that with a group-based Bi-PKE (c.f. Section 2.5), our simulator above is a group-based simulator:
it can still simulate even if replace M, ug; with [M, tg;]1, [M, ug:]2 in the input of Setup. The reader can find the
sanity check in Appendix D.
6.3 Proof
We prove the following technical lemma this immediately proves Theorem 4.
Lemma 4. For all adversaries ‘A, there exist adversaries 81, B,, B3 such that:

AV PRSP (R) < L - AdVESS(2) + L - AVEEPRE(Q) + (2L + 2L - Q + 1)AdVEPPH (1) + negl(2)
where L = Ly + ... + Ly is the number of slots, Q is the maximum number of queries on a slot made by A and

Time(B1), Time(B,), Time(Bs3) ~ Time(A).
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For simplicity, we prove Lemma 4 in the case of nonempty 1-instance and remove the index g in the following
proof. For an empty instance, we only need to remove the terms about ct] and all pk; in the following game se-
quence, and notice that M*, C* = 0 for empty instance. In the case of m-instance, it only needs to add back index
q and apply sub-sequence Gy¢_1y, ..., G7¢-1,3 to each instance.

Game Sequence. Suppose that crs is the common reference string, M is the pre-constrained matrix, x* is the
challenge, {pk;,f] }ic(z) are challenge public keys along with challenge functions to be registered, M*,C* C [L]
are the sets of malicious and corrupted slots. For all i € [L], define D; = {pk; : D1,[pk;] = sk; # L} be responses
to OGen(i) and C; = {pk; : (i, pk;) € C1} records public keys in D; that have been sent to OCor(i, -). Recall that, for
each i € [L], we require

ie M* = pki ¢ D; AVer(crs,1,i,pk;) =1
ieC” = pki e(;
ie[L]\(M"UC") = pki € D; Apk; ¢C;
Note that pk; serves as a general entry in D; while pk; is the specific challenge public for slot i; there can be more

than one assignment for pk; since the adversary can invoke OGen(i) for many times. We prove the Lemma 4 via
dual-system method using the following game sequence.

— Go: This is the real game, recall that we have
e crsisin the form:
[A, AW];

e o {crsi, [Ri, AW;(M; ® Ik+1):AWi]1}ie[L]
{[M;, Br), W;(M; ® Br)) + WM, }
{(wWi(m; ® Br;')]z}je[L],iE[L]\{j}

jelL]

M 03“] , [icti]ls € Ency([ipk]y, [ipk]2, 0) for s € {1, 2}, ([ipk]y, [ipk]2) € Gen(1%); and

On5n, ictTi
A
R,

e Foreachi € [L], each pk; € D; is in the form

where [M;]s =

N

crs; € LGen(14, Gy, [A;]1), with A; =

pk; = ([ AU; , RiU; 11, {[UiBI}]2} je(n) (13> 7T1)
—— ——
T; Qi hy;

where m; « LPrv(crs;, [Fi]1, Ui), F; = (331) and U; is the corresponding sk;.

e Foralli € [L], pk; is in the form:

pki = ([T, Q; 11, {[h; 12} jerriiy» 717)

T
such that Ver(crs, 1, i,pk?) = 1 which means LVer(crsl-, [ l*l ,nf‘) =1 and Ah;‘j = TjBr;. for each j €
1

[L]\ {i}.

o (cty,cty) for x* is in the form:

i

(et} ct)) =

SA ,SAW + X', Z (ST; + sSAW; (M;(F,)" ® Ixs1)) | |-
. . ie[L] 1

C C

+0 +1

*
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where f; = (£/[|1) and X" = (x"[|0,).
— Gq:Identical to Gy, except that foralli € [L] and s € {1, 2}, we replace [M;]s with

Ency ([ipkls, [ipk]2,[0) ifie [L]\(MUC)

Ency ([ipk]1, [ipk]z,) ifieMuC

M 0,

[Mi]s =

L where [ictj]s €
Onxn, ict; s

In particuar, we generate crs as
[A, AW],
s = {crsi, [Ri, AW (M; ® Ik+1),AWi]1}iE[L]
{[M}, Br), W;(M; ® Br},) + WM;],}
{[W:i(M; ® Br))].}

jelL]
JelLlie[L1\{j}

and generate challenge ciphertext as

(cti,ct]) =

SA ,SAW + X", Z (ST; + sSAW;(M; (F,)" ® Iisn)) | |-
N o el 1

Cio +1

*

¢

We have G; = Gyp. This follows from the security of II;.
- Gy:Identical to Gy except that for alli € [L] and all pk; € D;, we replace 7; with

7 « [LSim](crs;, td;, [Fi]1) where F;= (

We have G; = G;. This follows from the perfect zero-knowledge of Ily.

AU;
RU;/)

— Ggs: Identical to G, except that we sample s « Z;Xk along with A and replace all R; in crs with

ﬁi = ﬁi (
Iok+1
We have G3 = G,. This follows from the fact that both R; (in G;) and ﬁi (in Gg) are truly random since matrix
(o ) is full-rank.
- Gg4: Identical to Gs except that we generate the c; as follows:

¢ = > (eR Q)|+ sAW:(Mi(E))' @ Tiu))

ie[L]

>

ﬁ - Z§2k+2)><(2k+2).

We have G4 = Gs. This follows from stronger unbounded simulation soundness of IIp along with the fact that

3%

T
LVer(crs;, [Fi],7}) = 1for alli € [L] where F; = ( l*) The details are identical to that in game Gz of our
i

sReg-IPFE (c.f. Section 3).

— Gs: Identical to G, except that we replace all sA with ¢ « Z**<+1),

P ; in particular, we generate R; as follows:

—~ ~ C ~
R; = R; ( ), R — Z;}2k+2)><(2k+2)
Iok+1

and generate the challenge ciphertext as follows:

(et ct)) = (

[€] .[EW+X, > (erR;Q] +[CWi (M (F;)" ®1k+1)>] )
o T el 1

C-%-,0 +1
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We have Gs =~ Gg. This follows from MDDH assumption which ensures that ([A]1, [sA]1) =¢ ([A]1, [€]1) when

A ZI;X(ZkH)’S - Z})Xk’ C — Z;x(zkﬂ).

- Gg: Identical to Gs except that
e we generate ¢, as follows:

cj’l = cW+

where X* = (0, ||isk), isk € Genq (1*);

e in crs, we change [W,-(l\7[]- ® BrTj) + Wﬁj]z forall j € [L] as follows:
[W;(M; ® Br)) + WM, +|c*a; |,
where ¢t € Z2¥*! such that cc* = 1 and Ac* = 0; and
(-=x*M]||0) if je[L]\(M*UCY)
= {(—x*Mnx*M(f;)T) if je M"UC*

We have Gg ~; Gs. This follows from the change of variable W — W + ¢t (—x*||isk). With above variable
substitution, we have
cW + (x*]|0p,) /l cj‘r’1 in Gs
~g €W + (—x*||isk) + (x*]|0,)

= CW +|(0p, lisk) /l cj‘r’1 in Gg

For all j € M* U C*, we have
[WM;], // crs in Gs

— M 0
~s [WM]- + ¢t (—x*||isk) ( "l) l
2

nxny iCt;

= [WIVI]- +cl(x*M||)]2 // crs in Gg

the third "=" follows from the fact that [ict;], € Enci([ipk]s, [ipk]z,x*M(f]f)T) for j € M* U C*, and the linear
decryption of IT; (defined in Section 2.5). And for all j € [L] \ (M* U C*), we have

[WM;], // crs in Gg
~ M 0
~s |WM; + ¢t (—x*|isk) o
nxny |ctTj 5
= [WM; + ¢ (x*M[[0)], // crs in Gg

the third "=" follows from the fact that [ict;]» € Encq([ipk]1, [ipk]2,0) for j € [L] \ (M* U C*), and the linear
decryption of IT; (defined in Section 2.5).
- Gy, (£ € [0,L]): Identical to Gg except that for all j € [£], we change [Wj(IVI]- ® Br;.) +WM; +c'aj], in crs as
follows:
[W;(M; @ Br},) + WM; + ctaj]

We have that

o Gy, = Gg; the two games are actually identical, since [0] = 0;

o Gyyp_1 ~c Gy, forall £ € [L], we will employ a sub-sequence of games for the proof described later.

Observe that in the final game G7 1, can be simulated using the simulator by setting y; = x*M(f]")", where we embed
x*M(f;)" into crs so that hsk; for all i € M* U C* and remove x* from ct".
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From Gy ¢_1 to G7¢. We are ready to prove Gy,-1 =¢ Gy, and this will complete the proof of Lemma 4. For this,
we need the following sub-sequence of games for each ¢ € [L]:

- G7,¢-1,0: Identical to Gy 1 where we recall crs, pk; € D; and ¢, with highlighting relevant terms in the following
sub-sequence with dashed boxes as follows:

[A: Aw]l) {crsi, [ﬁi,AWi(Mi ® Ik+1),AWi]1, [Mi]z}iE[L]

{[BX), W;(M; ® Br)) + WM,]5} ., .,

. ~- ~' + i
{[Br}, W;(M; ® Br)) + WM; +c*ajl2}, 11\

{{W:(M; ® Br))]}

|
,,,,,,,,,,,,, telL\{e}]
T Qi h; D hyg h;;
—_ ’:M — b : —_— —
ok = ([ AU, RiU; |1, {[ Ui} 12} jege-1p\ iy L[PE]%I:TEIZJ‘:{[UiBr;]Z}je[LJ\[i,E]sni) ifi+¢
© | ([AU,, RiU 1, {[Ued ]2} je 1), {[UBr ]2} jenp o), Te)  ifi=¢
—_—— —— N —_—
T, QE hg,j he,j

—~ A r | R M; (F;
. }LelR,TlQ’[: + W (ML(E)) ® Ik+1)J + Z (e1R71Q; + cWi(M;(f;)" ® Ixs1))
77777777777777777777 ie[L1\{¢}

, Where

— M 0
where ¢+ € Z?,"“ such that ect =1, Act = 0. For alli € [L], s € {1, 2}, recall that [M;]s = [ ™

T
0nxn, ict;

lict,], € Ency ([ipk]1, [ipk]2,0) if ie [L]\(M*UCY)
= | Enca(Lipkls, [ipklz, X*M(E)) if i e M*UC*
Forall j € [L]\ [£ - 1], recall that
[ (-x"M]j0) if je[L]\(M*uCH
T (-xM|x'M(£})) i je M UCT

— Gy,¢-1,1: Identical to G7,,-1,0 except that we replace all Br), with d, « Z’;,” in crs; in particular, we change the
dashed boxed term in crs and pk; as follows:

([} WeM, ® ) + WM, + ctagla, {[Wi(M; ® [dy )]z, [U{dy[l2}ierny o)

Wehave G7,¢-1,1 ~¢ G7,¢-1,0- This follows from MDDH assumption w.r.t. [ B], which ensures that ([B]2, [Br}]2) ~¢
([B]2, [d:q]z) when B « Zékﬂ)Xk, Iy «— Z;Xk, d, Z;}X(kﬂ)‘

- Gy,¢-1,2: Identical to Gy ¢_1,1, except that we replace Wg(lV[g ®d,) + WM, + cta, with
Wg(lV[[ ® dTL’) +WIVI€ +%

We have G712 ~c G7¢-1,1. With defining ¢* € ZZ! and d* € Z;,x(k“) such that cct = 1, Act = 0 and
d*d), = 1, d*B = 0. We consider two cases
e Honest case (£ € [L] \ (M* U C*)): In this case, for all s € {1, 2}, with [icty]s € Ency([ipk]s, [ipk]2, 0), we
have

. M 0,
ap=(-x’M[|0), [M]s= l ll

nxn, 1Ct, s

45



And we have pkj = ([T}, Q;l1, {[h;’jT]z}je[L]\{g},ﬂZ) € Dy \ Cp in this case. Namely, we know U}, (such that
T, = AU} and Q} = R,U}) and U}, is hidden from the adversary. We can write the dash boxed terms in c;
as follows:

€Uy 1+ W (M (£,)" ® Tir)

and replace ﬁg in crs with a random R; as in Gs. And we can proof Gy ;—12 = G7,¢-1,1 in this case using the
following argument for all b € {0, 1}:

A, c*, B, [Re]1, d), AW,, [W, (M, ® B), W, (M, ® ) + WM, + bctag]; /fcrs, pk,
[c, cU% + €W (M, (F,)” ® Tiy1)]1, AU, [R, U3, U3B llct, pkj
~c A ¢4, B, [Re]y, di,, AW, [W, (M, ® B), W, (M, ® d},) + WM, + betag];
[c, €U + €W (M (£))” ® Tis) 11, AU, [ReU; + [ d* ]};, U3B
~s A, ¢*, B, [Rel1, d, AW,, [W (M, ® B), W, (M, ® d},) + WM, + +betag)y;
[c, €U} + €W (M (£,)" ® Tkt + |ued™ + w,M(£;) d [11, AU}, [ReU + +Wd];, UB

~s A, ¢4, B, [Ro]1, d}, AW, [Wy(M, ® B), W, (M, ® d},) + WM, + ¢+ (w¢M||0) + betay]y;

[C, CU; + CW@(Mg (E:)T ® Ik+1) + ung‘ + WgM(fZ)TdJ‘]b AUI,, [RgUz + RgCJ‘ung‘ + ﬁdl]l, U?B

1x(2k+2)

where U « Z,

,Up < Zp and Wy < ZZI. We justify each step as below: The first ~. follows the
argument:
(A, c, [Re]1, B,d*, AUy, cU [RU]4, U,B)

~c (A ¢, [R]1,B,d*, AU, cUy, [R,U, +]1, U;B)

which is analogous to the Lemma 2 in [ZZGQ23]. The second = uses the change of variables:
U, > U, +ctud" and W, Wy +ch((we]|0p) ®d*)

The last ~; is straight-forward with the observation that u” hides Ryc*uy, this implies that u, hides w,M(f;)",
and (w,M||0) is sufficient to hide a, = (—x*M||0).

a¢ = (-x'M|Ix’M(f})"), [Mc]; = (20)

M 0,
Onxny iCE |

e Corrupted & Malicious Case (£ € (M*UC™)): And in this case, we have pk, = ([T}, Q}]1, {[h] ].T]z}je[L]\{g}, ;) €
Cp U 53. We prove G7¢-12 = G7,¢-1,1 in this case using the following argument:
A,ct,B,d,, AW,, [W,(M; ® B), W, (M, ® d,) + WM, + c*a,]; llers

[c, 1R, Q) + W (M (£,)" ® Ipjsr)]1 /lct" in G7,p-1,1

~s A, c*, B, d),, AW, [Wy(M, ® B), W¢(M, ® d}) + WM, + ’ ¢t (x°|| — isk)M, ‘ +ctag]y;

(e, e1R;1Q} + eW(M(F))" @ Logn) +| ('] - isk)M, (F) d* [l
= A, ', B, d,, AW, [W, (M, ® B), W, (M; ® d}) + WM, + c-(xHt—=TsK)M, + cra7],;  /fcrs

[c, e1R; Q) + €W (M, (£,)" ® Iois1) +Wl /lct" in G712
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where isk € Gen; (1%). We justify each step as follows: The first ~; uses the change of variable:
W, = Wy + ¢ ((x*|| —isk) ® db)

The second = follows from the fact in equility (20), f; = (f;]|1) and the linear decryption of IT; (defined in
Section 2.5), which ensure that

al M 0, . b M 0, -
[(X*II—Isk)( . i)(f,gnlfl = [0]1, [(x ||—|sk>( ictj)+(—x M||x-M(f,~>)l = [0]
nxng ¢ 1 nxnsg £

2

G7,0-1,3: Identical to G7,,-12 except that we replace all d, with Br|, where r, « Z’; in crs; in particular, we

change the dashed boxed term in crs and pk; as follows:

[, W (M, ® ) + WMo, {[W;(M; ® )]z, [Ui]z}ie[L]\{e}

Wehave G7,0-1,1 ¢ G7,¢-1,0- This follows from MDDH assumption w.r.t. [B], which ensures that ([B],, [Br,]2) ~¢
([Bl2, [d}]2) when B « Z{J) K py o 717k @, 72040

6.4 Implication: Slotted Reg-IPFE with Very Selective SIM-Security

Setting the constraint M as I, we immediately have a multi-instance slotted Reg-IPFE which implies a Reg-IPFE with

compact ciphertext. The scheme achieves very selective simulation-based security as our PReg-IPFE. And we delay

the concrete scheme and proof in Appendix C.

6.5 A Variant: Slotted Reg-IPFE with Selective IND-security

The scheme is basically the same with our pre-constrained Reg-IPFE except that we set M; as I and remove the

extra components for simulation-based security.

Scheme. Assuming QA-NIZK Iy = (LGen, LPrv, LVer, LSim) for linear space over bilinear groups, see Section 2.4,

our slotted Reg-IPFE scheme in prime-order bilinear groups works as follows:

- Setup(14,1™,1%1, ... [ 1lm 17) : Run G := (p, Gy, Gy, Gr, ) «— G(1%). Sample

A — Zl;x(zkﬂ)) W — Z;Zkﬂ)xn.

For each q € [m], sample

Bq - Z;}kﬂ)xk

>

and for all i € [Lq], sample

2k+1)x (k+1)n 2k+2)x (2k+1 1xk
Wy e ZFDH IR Ry gD [y Ik,

Run

where Ag; = (

(crsqis tdg) « LGen(1%, Gy, [Ag;i]1),

R‘:i) € Z;,S“Z)X(Zkﬂ) forallq € [m] and i € [L,]. Output

[A, AW]4,
{ersqi [Rei, AWg i1}y )
{[qu;’j, Wo,j(In ® Bgr ) + W]Z]z}je[Lq]

{[Wai(la ® Baxy )} i1 ez i)

crs =

qel[m]
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- Gen(crs, g, i) : Sample Ug; « Z;,Zk”)x(kﬂ). Define Fy; = ((T{Il) = (RAI_J{}"'_) =AqiUqi € Z;Bk”)x(k”) and run
q.t q.1-q.t

Tqi < LPrv(crsgi, [Fgil1, Ugi)-
Fetch {[quTq,j]Z}je[Lq]\{i} from crs and output

Pkgi = ([AUg, RgiUgil, {[UgiBqry 12} jerzg 1\ (i} Tqi) and  skqi = Ug,.
Tqi Qqi hy;

Ver(crs, q, 1, pky;) : Parse pky; = ([Tqi, Qqil1, {[hijl2}jerr 1\ (i) 7Tq.)- Write Fg; = ((T)‘;'l) and check

?
LVer(crsq, [Fgil1, i) = 1.

For each j € [Lq] \ {i}, check

e([Al1, [hy]2) £ e([Tqil, [Byry;l2).
If all these checks pass, output 1; otherwise, output 0.
Agg. (crs): Output:

mpk, = ([A, AW],)
Agg(crs, g, (PKy > Ya.idie[r,1): If q is an empty instance, on input (pk,;, fg) = (L1, L) for all i € [Lg], abort and
return mpk, = L, hsky; = L for all j € [Lq]. For alli € [Lq], parse pky; = ([Tqi Qqil1, {[hijl2}jerr,1\(iys 7q.i)-
Output:
mpk, = ([ Z (Tqi + AWg,i(Yy; ® Ik+1))l )
i€[Lq] 1

and for all j € [Lg]

hskg, = ( Bir,, > (hgij+Woi(ly ®Ber, )Y, ), W (¥, ® Bgry ) + Wy | )
~—— ie[Lqg]\{j} 2
K K
kT

1
Enc, (mpk,, x): Sample s « Z;**. Output:
cty = ([ sA ,sAW +x];)
—_—— —— ——
Ci0 Ci1

Enc(mpk,): Abort and return L if mpk, = L. Sample s « Z},Xk. Output:

cty = Z (8Tq,i + AW (Yg; ® i) | -
i€[Lq] 1

Cq

Dec(skg i+, hskg i+, (cty, ctg-)): Abort and return L if cty = L. Parse

Skq*,i* = Uq,i*’ hSkq*,i* = ([kT,k-;,Kz]z), (Ct+, th*) = ([C+,0, C+]1,Cq*]1).

Recover
[z1]r = e([cq-]1, [KG]2), [z2]7 = e([cso0l1, [Ki]2);
[z3]r = e([€+,0Uq i+ ]1, [Kyl2),  [24]lr = e([c+0]1, [K;]2);
[zs]r = e([csa]s [¥g ;- 12),

Compute

(z]r = [21 — 22 — 23 — Z4 + Z5] 7.

Recover z from [z]r via brute-force DLOG and output z.
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Completeness. ForallA,m,n € N,allLy,...,Ly € N,allallq € [m] andi € [L4],allcrs « Setup(1%,1™, 1%, 111, ..., 1tm),

and (pk,;, skqi) < Gen(crs, q,1), we have

Qi

Pkgi = ([Tqi Qqilts {haijlz}jerr i} Tqi)

= ([AUg;, RqiUq,il1, {[UqiBqry 12} jerzqn\ (i} Tq.i)

for some Ug; « Z;2k+1)><(k+1) and 7q; < LPrv(crsgi, [AqiUil1, U;) where (crsq;, tdg;) < LGen(1%, Gy, [Agi]1) and
. Jex (2k+1 20e42) X (2k+1
Agi = () with A — 2, Ry P Then

- Write Fy; = (T‘”_) = (Vi ), we have LVer(crsg, [Fgil1,74i) = 1 by the perfect completeness of II, (see Sec-
’ Qq,l Rq,luq,l 4 ’ ’
tion 2.4) and the fact that Fg; = Ag;Ug;;
- For each j € [Lg] \ {i}, we have e([A]4, [Uq,qur;j]z) = e([AUq;]1, [qu;].]z) by the definition of bilinear map

e (see Section 2.1) and the fact that A - Uq,qurTq’ i = AUg; - qu;, It

This ensures that Ver(crs, g, i, pky ;) = 1 by the specification of Ver and readily proves the completeness.

Correctness. ForallA,m,n € N,allq" € [m] andi* € [Lg];allcrs « Setup(lA, 1,1, 1k, ..,1Lm),a11(pkq*,i*, Skge,i+)
Gen(crs, q", i*); all {pkg- ; }ie[r,.1\(i+) Such that Ver(crs, q*, i, pk,. ;) = 1;allx € Z},X" andyg; € Z},X", foralls « Z},Xk,

we have
Skq*,i* = Uq*,i*;

(cty, cty:) = SA ,SAW + X, Z (sTqi +sAWq*,i(y;*’i* ® Ikt1))
Lo o, i€l 1

Cq*

hskg i+ = ( BTy i Z (hgiir + Wer i (Vg i ® BT 1)), Wer i (Y i ® B ) + Wy 2 |-
[ —— ie[Lp T\ (i)
K} K
K

where

Ahg ;- = Tq*,qu*I‘;*’i* Vi€ [Lg]\ {i*} and AUg i+ = Tg i+

Note that here we actually consider hskg ; for j = i* and skg-; for i = i* and all above equalities are ensured by Ver

and Gen. We have

z1= ) (sTqBeTy . +SAWg (V). ;- @ Tia) By T 1)
€[ Ly ]

= Z (qu*,qu*r;*,i* + sAWq*,i(qu*’,.* ® Bq*r;*’i*)) (21)
i€[Lgx]
Zy = Z (sAhg i +SAWg i (Vg ;- ® Bgerp. 1))
ie[Ly 1\{i*}

z3 = sAUg i Bgx . 1.
z4 = SAWg i+ (Vg ;- ® Bgrp. 1) + SAWy . ..

Z5 = sAWy;*,l.* + xqu*’i*
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and then

Z=21—2y—23—Z4+Zs
= qu*,i*Bq*r},i* +SAW - i+ (y},i* ® Bq*r;*]i*) - sAUq*,i*Bq*r},i*
—(SAWg- i+ (Vg - ® By 1) + SAWY. )
+(SAWY,. ;. +XY,. ;.) (22)
= XYy v (23)

Here, equality (21) follows from the property of tensor product: (a” ® )M = a" ® M for matrices of proper size;
equality (22) follows from the fact that Ahg. ;= Tqu*rZ* ;- foralli € [Lg] \ {i"}; equality (23) follows from the
fact that Ty« = AUg ;. This proves the correctness.

Compactness and Efficiency. Our multi-instance Reg-IPFE has the following properties:

|crs| = O(L? - n) - poly(2), |hskgj| = poly(2),
Impk, | = O(n) - poly(2), Impkg| = poly(4),
|cts| = O(n) + poly(A), |ctq| = poly(A),

where L = Ly +- - -+ Lm, mpk = (mpkg, (Mpkg)qe[m]). Note that the total size of {crs;}i[r) is L - poly(2) according to
the efficiency of the pairing-based QA-NIZK scheme by Kiltz and Wee [KW15] and the fact that the size of language
description is poly(A).

Security. We have the following theorem. Given pairing-based QA-NIZK in [KW15] with unbounded simulation
soundness under MDDH assumption and the fact that MDDH assumption implies subspace assumption [CGKW18],
our slotted Reg-IPFE scheme achieves selective security from MDDH assumption.

Theorem 5. Assume IIy = (LGen, LPrv, LVer, LSim) is a QA-NIZK with perfect completeness, perfect zero-knowledge
and unbounded simulation soundness for linear space defined in Section 2.4, our slotted Reg-IPFE scheme achieves
the selective IND-security defined in Section 2.3 under MDDH assumption and subspace decision assumption.

Proof We prove the following technical lemma this immediately proves Theorem 5.

Lemma 5. For all adversaries A, there exist adversaries 81, B, such that:
AdVIETTE(Q) < L AdVES(A) + (2L + 2L - Q + DAAVYEPPH (1) + negl(2)

where L = Ly + ... + Ly is the number of slots, Q is the maximum number of queries on a slot made by A and
Time(B1), Time(B,) ~ Time(A).

For simplicity, we prove Lemma 4 in the case of nonempty 1-instance and remove the index q in the follow-
ing proof. For an empty instance, we only need to remove the terms about ct] and all pk; in the following game
sequence and notice there only exists "honest case” for empty instance. In the case of m-instance, it only needs to
add back index q and apply sub-sequence Gg ¢-1,0, - . . , Gg,¢—1,3 to each instance.
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Game Sequence. Suppose that crs is the common reference string, x; is the challenge, {pk;,y; }ic[z] are challenge
public keys along with challenge functions to be registered, . For all i € [L], define D; = {pk; : D1, [pk;] =sk; # L}
be responses to OGen(i) and C; = {pk; : (i, pk;) € C1} records public keys in D; that have been sent to OCor(i, -).
Recall that, for each i € [L], we require that

pki ¢ D; = Ver(crs,i,pki) =1, pki € C;Vvpki ¢ D; = x3(y;)" =xi(y])".

Note that pk; serves as a general entry in D; while pk; is the specific challenge public for slot i; there can be more
than one assignment for pk; since the adversary can invoke OGen(i) for many times. We prove the Lemma 4 via
dual-system method using the following game sequence.

- Go: This is the real game, recall that we have

e crsisin the form:
[A, AW]y, {crsi, [Ri, AWi]a}, ()

crs = {[BrTj, W; (I, ® Br)) + W]Z]z}je[L]
{(Wi@n @B}, 1 icinni)

where crs; € LGen(1%, Gy, [Ai]1), A; = (li‘i).
e Foreachi € [L], each (pk;, sk;) € D; is in the form

pk; = ([ AU; , RiU; 11, {[UiBr]2}je(r)\ iy, ) and  sk; = U
~—— ——
T; Qi hi,j

where m; « LPrv(crs;, [Fi]1,Ui), F; = (ﬁgz)

For alli € [L], pk; is in the form:

pki = ([T, Q; 11, {[hy 12} jerriiy» 71;)

T; . .
l*l ,ni) =1 andAhi,j =T; Brj foreach j € [L]\ {i}.
1

i

such that Ver(crs, i, pk;‘) = 1 which means LVer(crsi, l

e (cty, ct]) for x; is in the form:

(cti,cty) =

SA ,SAW +Xx;, Z (sT; + sAW; ((y;)" ®Ik+1))l )
" i€[L] 1

.
Cio c

.
1
g

¢

- Gj: Identical to Gp except that for all i € [L] and all (pk;, sk;) € D;, we replace m; with

7 « [LSim](crsy, tdi, [Fil1) where ri=(

AU;
R;U;)

We have G; = Gy. This follows from the perfect zero-knowledge of Ilp.
- Ggy:Identical to Gy except that we sample s « Z},Xk along with A and replace all R; in crs with

sA

R =R; o - Z;,ZIHZ)X(ZIHZ)-

, Ry

Ikt

We have G, = Gy. This follows from the fact that both R; (in G;) and ﬁi (in Gg) are truly random since matrix
( SA

o) is full-rank.
2k+1

51



- Gs: Identical to G, except that we generate the cj as follows:
¢ = 3, (erR7 Q)|+ sAWi(y)) ® L))
ie[L]

We have Gz ~, Gj. This follows from stronger unbounded simulation soundness of IT along with the fact that

T:
LVer(crs;, [F;],7r}) = 1foralli € [L] where F; = ( '* .Assume pk?. ¢ D;-,1i.e., pk:, is malicious. In the reduction,
i

we guess i* « [L] and obtain A, R, Crs;- as input; we simulate honestly as in Gz except that for all pk;. € D;:,
we make an oracle query [F;-]; and get 77;+ in it; we finally output ([F}.]1,7}.) in pki. ¢ D;- . Observe that once
it happens that elﬁl;lQ;.i # sT}., we must have F;, ¢ span(A;-). When pk;. € D;-, we always have G4 = G3.

— Gy: Identical to Gs except that we replace all SA with ¢ « Z},X(kﬂ); in particular, we generate R as follows:
iii — ﬁi @ ) ﬁi - Zék+2)x(k+2)
Lo+

and generate the challenge ciphertext as follows:

ct' = ([ € EW+x; > (iR 1Q; +EWil(y;) ®Ik+1>>l )
PRl :

C C

+0 +1

¢

We have G4 ~ Gs. This follows from MDDH assumption which ensures that ([A];, [sA]1) =¢ ([A]1, [c]1) wWhen
A — Z’;X(Z’Hl),s - Z},Xk, C — leox(zkﬂ)'
— Gs: Identical to G4 except that

e we generate c , as follows:
c.q=[cW +]1

e in crs, we make the following change for all j € [L]:

[W;(Iy @ Br)) + W +[c” (x5 - )|}

where ¢t € Z?,"” such that cct = 1, Act = 0.

We have Gs ~s G4 which follows from the fact that we can utilize the change of variable W — W +¢* (x; — X;).

- Gg,¢(£ € [0,L]): Identical to Gs except that for all j € [£], we change [W;(I, ® Br;.) + ]2 in crs as

follows:
[W; (I, ® Br}) +W+M 2

We have that

e Ggp = Gs; the two games are actually identical, since [0] = 0;

o Gg -1 ~c Gg for all £ € [L], we will employ a sub-sequence of games for the proof described later.

From Gg ¢—1 to Gg¢. We are ready to prove Gg -1 ~¢ G and this will complete the proof of Lemma 5. For this,
we need the following sub-sequence of games for each ¢ € [L]:
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- Ge,¢-1,0: Identical to Gg o1 where we recall crs, pk; € D; and ¢, with highlighting relevant terms in the following
sub-sequence with dashed boxes as follows:

[A, AW]4, {crsi, [Ri, AWi1},

{[Br W](In®BrT)+W 2}1e £1]

IenielLIV Y] {[W’(In ® Bry)| Z}zemw} |

{IWi(, @ Br))l2} .,

T; Qi h;; C ilij[ o h;
—_ ’:/\ — : — ‘ —
‘ ([ AU, RiU; Jo, {[ Uid] 12} jege-1p\ iy [UzBI‘g]z‘ {[UBr}]2}jer) \[ze],ﬂz) ifi#e
pk; = B o
' ([AUele'U{’]l){[de-;‘]Z}]E £-1]» {[ L’Br]‘]Z}]E )T[{’) ifi=¢
—_—— —— N ——
Tp Q#? h[,j hé’,j
‘e1R 1Q; + cWe((y)) ® Ik+1) + Z (e1R; " Q; +cW;((yy)" ® Iks1))
7777777777777777777 ie[LI\{¢}

where ¢+ € Zf,k“ such that cct = 1, Act = 0.

- Gg,¢-1,1: Identical to Gg ¢—1,0 except that we replace all Br), with d; — Z’;,“ in crs; in particular, we change the
dashed boxed term in crs and pk; as follows:

[: WIZ(In ®) + W+ cl(xo Xb) 2> Wz(In ®) 25 [Ul 2}16 [L]\{¢}

Wehave Gg s-11 =¢ Gg,¢-1,0- This follows from MDDH assumption w.r.t. [B], which ensures that ([B], [BrTg] 2) ~¢
([B]2, [d}]2) when B « Z(k+1)Xk ry — Z0% d, le(k+1)

— Gg¢-1,2: Identical to Gg ¢—1,1, except that we make the following change of crs

[We(I, ® dy) + W + ¢ (x5=X7) ]

We have Ge,¢-12 ~c Gg,¢-1,1- With defining ¢* € ZZ*! such that ce* = 1, Ac* = 0. We consider two cases

e Honest case: In this case, we have pk, = ([T}, Q}]1, {[h; T]Z}}G[L (e} 7T,) € D \ Cp. Namely, we know U,
(such that T, = AU} and Q;, RgU*) and U, is hidden from the adversary. We can write the dash boxed
terms in cj as follows:

€U, 1+ CWe((y,)" ® Tiwn)
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and replace ﬁg in crs with a random R, as in G,. And we can prove Gg 12 ~¢ Gg,¢—1,1 in this case using the
following argument for all b’ € {0, 1}:

A, c', B, [Ry]y, d), AWy, [W, (I, ® B), We(I; ® d,) + W+ b'c* (X — X;) ] 25 ffers, pk,
[c, €U, + W, ((y})" ® Iis1)]1, AU, [ReUy |1, UB; llct”, pk;
~c A, ¢, B, [Re]q, ), AWy, [Wy(I; ® B), W, (I, ® d)) + W+ b'c* (X5 — X;) ]2
[c, €U, + W ((73) ® Iksr) |1, AU, [R,US + [ d* |4, UB;
~s A, ¢4, B, [Re]q, d), AW, [W (I, @ B), W (I, ® d)) + W + b'c-(xi—X77;
[c, €U} + €W (75 ® Liwa) +|wed" — b(x; — %3) (y,) d" 11, AU;, [R,U + +udt]y, UpB;

s A: CJ_: B’ [Rf]ly drg)Awé’) [We(ln ® B): WE(IH ® d-rg) + W]Z)

[c, €U, + W ((Y})" ® Ixs1) + upd* — b’ (X5 = %Ky, )"d" |1, AU, [R, U} + Rectupd™ + u'd* |4, UjB;

where U « Z},X(ka, U «— Zp, and d* € Z},X(k“) such that d*d, = 1, d*B = 0. We justify each step as
below: The first =, follows the argument:

(A, C, [Rg] 15 B, dJ‘, AUg, CUg [RUg] 1 UgB)
~c (A, ¢, [Re]1, B, d*, AUy, ¢Uy, [RU, +[u'd* ]|, U,B)

which is analogous to the Lemma 2 in [ZZGQ23]. The second = uses the change of variables:
U, » U, +ctu,dt and Wy W, —b'e((x5-x;) ®db)

The last =; is straight-forward with the observation that u" hides Ryc*uy, this implies that u, hides b’ (x(’; -
X))y, - B

e Corrupted & Malicious Case: In this case, we have pkj = ([T}, Q;]1, {[h] jT]z}jE[LJ\{g},T[Z) € Cy U Dy. We
prove Gg¢-1,2 =¢ Gg,¢-1,1 In this case using the following argument:

A c',B,d),, AW,, [W(I, ® B), W, (I, ® d,) + W+ c* (x5 — X;)]2; /fcrs
[c,e1R;1Q; + cWo (7)) ® Inan)]1; /lct” in G p-1,1
~s A, ¢-, B, dj, AW,, [W(I, ® B), We(I; ® d}) + W + ¢ (x—X])]2;

[c, e1R;1Q; + cW o ((3,)” ® Tiwn) +| (x5 — %) () d* [l1;

~s A, ¢, B, d},, AWy, [W(I, ® B), W, (I, ® d,) + W]3; /[crs
[c, e1R;Q} + CW,((¥))" @ Tia) + (X = Xp Ky a3 /lct” in Gg,g-1,2

We justify each step as follows: The first ~5 uses the change of variable:
W, — Wy — CJ'((XS - X;;) ® dl)

The second ~; uses the fact that (x; — X;)y, = 0 in this case.
- Gg¢-1,3: Identical to Gg¢-1,2 except that we replace all d, with Br), where r, « Z’;, in crs; in particular, we
change the dashed boxed term in crs and pk; as follows:

([Br,} We(I ® |, ) + W1, {[Wi (I ® [Br, Iz, [UiBry [l }ie 1 (e

Wehave Gg ¢-1,3 ~¢ Gg,¢-1,2. This follows from MDDH assumption w.r.t. [B], which ensures that ([B]2, [Br’]2) ~¢
([Blz, [d}]2) when B « Z{*D* 1,  Z1¥K d, 230D
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7 Registered Quadratic Functional Encryption

In this section, we present our Reg-QFE scheme for the quadratic functionality which is defined by X = Z},X'“ xZ},X"Z,
Z=17Zpand

QFn1n2 = {f (Xl)Xz) = (Xl ® XZ)fT}’
where f € Z},anz. We first present the multi-instance slotted Reg-QFE by working on our multi-instance slotted

PReg-IPFE scheme in Section 6; with the multi-instance Reg-QFE, we finally lead to the compact Reg-QFE which
achieve the very selective SIM-security defined in Section 2.2.

7.1 Multi-instance slotted Reg-QFE

With the multi-instance slotted PReg-IPFE II, = (iSetup, iGen, iVer, iAgg,, iAgg, iEnc,,iEnc, iDec) in Section 6, over
prime-order bilinear group G := (p, G1, Gy, Gy, e); our multi-instance slotted Reg-QFE works as follows in the

bilinear group G:

- Setup(1%,1™,1k1, ..., 1km 1M 1™): Sample A; Z’;X”E Ay — Z’;X"Z. Set nj = k(ny + ny + k), nj, = niny, run
Al ® Inz
icrs « iSetup(14,1™,151,...,15m,1™,1", M) where M=|I, ® A, |.
AI®A,
Output

crs = ([A1]1, [Az]2,icrs)

Gen(crs, q,i): Sample (ipk,;,iskq;) < iGen(icrs, g, i), output

q.i

(pkq’i! Skq,i) = (ipkq’i: iSkq,i)

Ver(crs, q, 1, pk,;): Parse pk,; = ipk,;, output

q,i

iVer(icrs, q, i, ipkg ;).

Agg, (crs): Sample impk, « iAgg, (icrs), output

mpk, = ([A1]1, [Az]2, impk,).

Agg(crs, q, (pky ;> fg.i)ier,)): If q is an empty instance, namely (pk,;, f5i) = (L1, 1) for alli € [Lq], abort and

return mpk, = L, hskq; = L for all j € [Lq]. Sample (impky, (ihskq,j)jez,]) < iAgg(icrs, q, (ipKy;, fqi)iez,1)
output
mpk, = impk,,

and for all j € [Lg]
hSkq,]' = ihSkq’]’.

- Enci(mpk,, (X1,X2)): Sample s1,8; < Z},Xk. Run
icty «— iEnc,((impk,, x),
where x = (87 ® X2||X; ® $2/|S1 ® S2). Output

cty = ([$1A1 + X1]1, [S2A2 + X2]5, icty)
—— ——
y1 y2
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- Enc(mpk,): Abort and return cty = L if mpk, = L. Run
icty < iEnc(impk,),
Output
cty = ictq.
— Dec(skg ir, hskg i+, (cty, cty)): Abort and return L if ict;- = L. Parse
Skge v = iskge v, hskge i = ihskg i+, (cty, ctg) = ([y1l1, [y2l2, icty, ictg).
Compute
[z]r = [(y1 ® y2)fj. ;. — iDec(iskg: i+, ihskge o, (icts, ictg:)) |7

Recover z from [z]r via brute-force DLOG and output z.

Completeness. Forall A, m,ny,n; € N,allLy,...,Ly € N,allq € [m] andi € [Lq];allcrs « Setup(14,1™, 151, ..., 1Em 17 172),

and (pk,;, skqi) < Gen(crs, q,1), we have

Q.0
crs = ([Aq]4, [Az]g,icrs) and (pkq,i,skq,i) = (ipkq,i, iskq,i)

where (ipkg;, iskqi) < iGen(icrs,q,i) and icrs « iSetup(14,1™, 151, .., 1k 1% 1%, M), with nj = k(ng + ny +

q.i
k), n, = nin,. With the completeness of II, (c.f. Section 6.1), we have iVer(icrs, g, i, ipkq’i) = 1. This ensures that

Ver(crs, q, 1, pkq’i) = 1 by the specification of Ver and readily proves the completeness.

Correctness. ForallA,m,ny,ny € N,allLy,..., Ly, € N,allg* € [m]andi* € [Lg];allcrs « Setup(14,1™, 151, ..., 1Lm 11 172),
all (pkg ;- kg i) < Gen(crs, g%, i); all (X1, Xz) € Z;,X'“ X Z:,X"Z and fg-; € Z},X'“"Z; we have:

(PKge iv> SKge,i#) = (ipKge o iSKge iv)
hSkq*,i* = ihSkq*,i*
(cty, ctg) = ([$1A1 +X1]1, [S2A2 + X ], icty, icty)
S——— S————

y1 y2

where

icty « iEnc, (impk,,X;s)
ictg — iEnc(impkg:; s)
impk, « iAgg, (icrs)
(impkq*,ihSkq*,i*) € iAgg(ich’ q*’ (pkq*)i: fq*,i)iE[Lq*])
(PKge > SKqei) « iGen(icrs, q",1")
icrs « iSetup(14, 1™, 151, .. 15m 1M 1%, M)

with n} = k(ny +nz +k), nj = nynz and s « Coin. Note that all above equalities are ensured by the specification of
Ver. We have

z = ((s1A1 +X1) ® (s2A; +xz))f;*’i* — iDec(iskg: i+, ihskg i+, (icts, ictg))
= ((s1A1 +X1) ® (S2A7 + xz))f(;*yi* - fo;*,i* 249)
=(51A1 ® S2A; +S1A1 Xy + X1 ® szAz)f;*]i* + (X1 ® XZ)szr,i* - fo(;*’i*
=(x1® Xz)f;*,i* (25)
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where equality (24) follows from the correctness of II, which is ensure by iVer and iGen; equality (25) follows from
A ® Inz
the fact that M = [ I,, ® A, [and X = (81 ® X||X; ® 2|1 ® 83). This proves the correctness.

Al ® Ay

Compactness and Efficiency. Our multi-instance slotted Reg-QFE has the following properties:
|crs| = O(L? - n?) - poly(), |hskg,j| = O(n) - poly(A),
Impk, | = O(n) - poly(2), Impkg| = poly(4),
|cty| = O(n) + poly(A), ctq| = poly(A),

where L=L{+---+ Ly, Nn=ny +ny.

Security. We have the following theorem. Given multi-instance slotted PReg-IPFE with very selective SIM-security
under MDDH assumption, our multi-instance slotted Reg-QFE scheme uses prime-order bilinear group and the
security can be reduced to bi-MDDH assumption.

Theorem 6. Assume II; = (iSetup,iGen,iVer,iAgg,,iAgg,iEnc,,iEnc,iDec) is a multi-instance slotted PReg-IPFE
with completeness, correctness, very selective SIM-security and has group-based simulator defined in Section 6, our
multi-instance slotted Reg-QFE scheme achieves the very selective SIM-security, under bi-MDDH assumption.

7.2 Simulator

Recall that we allow some instance g* to be empty, namely MZ*’ C;* =0andfy; = L, pky; = Lforalli € [Lg].

Let (iSetup, iGen, iEnc,, iEnc) be the group-based simulator of multi-instance slotted PReg-IPFE II,, the simulator of
our multi-instance slotted Reg-QFE is as follows:

_ Setup(ﬂ’ 1m, ]_L1, Ce, 1Lm, 1M 1 {{fq,i}ie[Lq]’ {.Uq,i}ML*ZUCq*}qe[m]): Sample

1 = 1 k k

Y1 — Zanl’ Yz — Zp)(nz’ A1 — prnl, AZ — Zanz
A1 ®1Iy

Setni =k(ny +ny+k), n; =nn; and M = I, ® A; [, run

Al ® Ay

(icrs, itd) — iSetup(1%, 1™, {1%} germ, 1™, 1%, { [M]s}se 1,2y {{Eqiticrzy ), (LG ®Y2)E ~gils}se(1,2) He Myucy Haetm))
Output
crs = ([A1]1, [Az]y, icrs)

And set td = (yy, V3, itd).

- Gen(crs, g, i; td): Fetch itd from td, sample (if;lzq)i, i§Iv<q,,~) — iGen(icrs, g, i; itd), output
(Pkyir Skq) = (iPky iske,)
- Enc,(td): Parse td = (Y, V2, itd), sample ict, « iEnc, (itd). Output
ct, = ([yal1, [Tzlasicty),

- Enwc((pkq’l, ces pkq’Lq); td): If ¢ is an empty instance, on input pk,; = L foralli € [Lq], abort and return ctg = L.

Foralli € [Lq], parse pky; = ipk,;. Fetch itd from td, sample i&q — iﬁz((ipkq,l, e ipkq,Lq); itd). Output
cty = icty.

The reader can find the sanity check in Appendix D.
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7.3 Proof

We prove the following technical lemma this immediately proves Theorem 6.
Lemma 6. For all adversaries A, there exist adversaries 81, B, such that:

AV ECTE(Q) < L - Adv ETTE(R) + 2 - AdVEEMPPH(2) + negl(2)
where Time(B1), Time(B,) ~ Time(A).

For simplicity, we prove Lemma 6 in the case that all instances are not empty. For empty instance q*, we simply
change ct;. and pkjl* ; to 1, and we have M; Cq- = 0 in following game sequence.

Game Sequence. Suppose that crs is the common reference string, (X7, X;) is the challenge; for each instance q €
[m], {pkju., f;’l.}ie[ 1,1 are challenge public keys along with challenge functions to be registered, and Mg, C; € [Lq]
are the sets of malicious and corrupted slots. For all g € [m], i € [Lq], define Dy = {pky; : Dy,i[pky;] = skqi # L}
be responses to OGen(q,i) and Cq; = {pky; : (i,pky;) € Cq} records public keys in D; that have been sent to
OCor(q, 1, -). Recall that, for each q € [m], i € [Lq], we require that
ie M; = pkju. ¢ Dg;i A Ver(crs,q,i, pkz)i) =1
ieCy = pky; €Cyi

i€ [Lg] \ (MguUCy) = pky; € Dy A pk; & Cyi

Note that pk,; serves as a general entry in Dg; while pk;;,i is the specific challenge public for slot i in instance g;

there can be more than one assignments for pk,; since the adversary can invoke OGen(q, i) (or O/éé/n(q, i)) for
many times. We prove Lemma 6 using the following game sequence.

— Go: This is the real game, recall that we have
e crsis in the form of
crs = ([Al]l: [AZ]Z’ ich)

where
icrs « iSetup(14, 1™, 151, .. 15m 1M 1%, M),
A ® Inz
withn| =k(ny +ny +k), n; =niny and M = I, ® A, |.
A ®A)

e Foreachq € [m],i € [Lq], each pk,; € Dq; and its corresponding skg,; are

(Pkgi» Skqi) = (ipkg; iskgi) Where  (ipkg;, iskqi) < iGen(icrs, g, 1)

q.1

o (ct}, (cty)gem) for (x7,X7) is in the form:

(cth, (Cty)germ)) = ([81A1 + X7]1, [$2A2 + X; ]2, icty, (icty)ge[m))
— S——

* *

b Y,

where ict} « iEnc(impk,, X"} s), icty « iEnc(impkg; s) with X" = (s1 ® X;|X] ® s2|s1 ® 52) and s « Coin.
— Gj: Identical to G, except that we replace (iSetup, iGen,iEnc,, iEnc) with (iS/eﬁE), ié?n, iEﬁEh iEH:). In particu-

lar:
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e crsis generated as
crs = ([Ad]1, [As ] [icFs)
where

(iGFs, itd)  |1Setup|(1%, 17, {140 ge g, 17, 1%, {[M] 5} 10)3 {0EL Hietngls {10015 bse 1) Hientsug Yo m))

with 6;‘“. = x*M(f;l.)T.
e Foreachq € [m],i € [Lq], each pk,; € Dq; and its corresponding skg,; are generated as

(P> skq) = (ipkgs iske: ) Where  (ipk,;,iskg) — [iGen |(ic7s, g, i itd)

e (ct}, (cty)gem) for (x7,X7) is in the form:

(cts, (cty)ge[m)) = ([$1A1 + X7]1, [S2A2 + X5 ]2, ict,, (i&Z)qE[m] )

—_—

*

yi Y5

where ict, « (itd) and ict, — ((ipk;’i, coipky  )3itd).
We have G; =, Gyp. This follows from the very selective SIM-security of II, with the group-based simulator.

- Gy: Identical to Gy, except that we replace icrs in crs with
icrs € iSetup(1%, 1, {15} ge [y, 1", 1", {[M] s ke (1,235 {{E} ierq): {{[]s}se{l,z}}ieM;;uc;}qe[m])

where

QZJ =((s1A1 +X]) ® (51A1 + x’{)(f[*l’l.)T -(x1® xz)(f;"i)T

We have G, = G;. This follows from the fact that

A ®Iy,
XM = (81 ® X, [|X] ® 8281 ®82) |1, ® Ay
Al ® A,

= (51A1 +X]) ® (81A1 +X]) — (X] ® X})
— Gs: Identical to Gy, except that we replace all s;A; + xj withy; « Zgl. In particular, we have
icrs e ise'[up(l/l; 1m’ {1Lq }qe[m]’ 1n/1’ 1n’2’ {[M]s}se{l,z}; {{f;,i}ie[Lq]; {{ []s}se{l,z} }ieM;uC;}qe[m])

where
10,15 = [(T1) ® (s181 + X)) (£} )7 - (x; @ x3) (£ )]s (Vs € {1,2})
And we have

ct} = ([]1, (5242 + X; ]2, ict,)
~—_————
y2

We have Gs =~ Gy. This follows from the bi-MDDH assumption w.r.t. A; which ensure that ([A1]1, [A1]2, [S1A1+
X110, [$1A1 +X:12) ~c ([Adl1, [Adlz [F1l1, [F1]2) whensg  ZUK, Ay e Z9™, xq, 1« 2™,
- Gy: Identical to Gs, except that we replace all s;A; + X, with Y2 Zgz. In particular, we have

icrs € iSetup(1%, 1™, {1 }gem), 17, 1%, {[M]s}se 1,2y {{E] el {{[]s}se{l,z}}ieM;uc;}qe[m])

where

16 1s = [ ®[F2) (B — (x; © X)) (£,)' |5 (¥s € {1,2})
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And we have

et} = ([F1l, [Fo ]l ict))

We have Gz =~ Gj. This follows from the bi-MDDH assumption w.r.t. A; which ensure that ([Az]1, [Az]2, [S2A2+
X3]1, [5282 +X312) ~c ([Az)1, [Az)z [V2l1, [F2l2) when s, — ZUXK, Ay  Z™, x5, 5, « Z,7™.

Observe that in the final game G, can be simulated using the simulator by setting yg; = (X] ® X3) (f;"i)T
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A

Appendix

Pre-constrained Reg-FE

In this section, we give the definition of pre-constrained Reg-FE for general functionality and its slotted variant.

A.1 Pre-Constrained Reg-FE

Algorithms. A pre-constrained registered functional encryption, with the functionalities: G = {g : X — Y},

F:

{f :Y — Z} and a pre-constrained gy € G, consists of six efficient algorithms:

Setup(l’\, F, G, 8o, 1L) — crs: It takes as input the security parameter 1%, the description of functionalities F, G,
a pre-constrained gy € G and the bounded number of user 1%, outputs a common reference string crs.
Gen(crs,aux) — (pk, sk): It takes as input crs and the public state aux, outputs key pair (pk, sk).

Reg(crs, aux, pk, f) — (mpk,aux’): It takes as input crs, aux, and pk along with f € F, outputs master public
key mpk and updated state aux’.

Enc(mpk, x) — ct: It takes as input mpk, x € X, outputs a ciphertext ct.

Upd(crs, aux, pk) — hsk: It take as input crs, aux, pk, outputs a helper key hsk.

Dec(sk, hsk, ct) — z/L/getupd: It take as input sk, hsk, ct and outputs z € Z or a special symbol L to indicate
a decryption failure, or a special flag getupd to indicate the need of an updated helper key.

Correctness. For all stateful adversary A, the following advantage function is negligible in A:

L « A;crs « Setup(14, F, G, go, 15);
b= 0; ﬂORegNT(-,-),ORegT(-),OEnc(~,~),ODec(~) (crs)

Pr{b=1

the oracles work as follows with initial setting aux = L,ctr=0,E =0,R =0 and t = L:

ORegNT(pk, f): run (mpk, aux’) <« Reg(crs, aux, pk, f), update aux = aux’, ctr = ctr + 1, append (mpk, aux) to
R and return (|R|, mpk, aux);

ORegT(f*): run (pk”*, sk*) « Gen(crs, aux), (mpk,aux’) « Reg(crs, aux, pk*, f*), update aux = aux’, ctr = ctr+
1 and set ctr* = ctr, compute hsk* « Upd(crs, aux, pk*), append (mpk, aux) to R, return (t = |R|, mpk, aux, pk*,
sk*, hsk*);

OEnc(i, x): let R[i] = (mpk, %), run ct < Enc(mpk, x), append (x, ct) to & and return (|&|, ct);

ODec(j): let &[j] = (x;j, ct;j), compute z}. « Dec(sk", hsk*, ct;); if z;. = getupd, run hsk* « Upd(crs, aux, pk*)
and recompute z;. « Dec(sk", hsk*, ct;). Set b = 1 when z;. # f* o go(x;).

with the following restrictions:

for query to above oracles, it holds that ctr < L;

there exists one query to ORegT; (we can consider g7, ..., &7, f™ pk*, sk*, hsk* to be global;)
for query (i, x) to OEng, it holds thati > t, R[i] # L;

for query (j) to ODec, it holds that &[] # L.

Compactness and Efficiency. Compactness means that

Impk| = poly(4, par,log L), |hsk;| = poly(A, par,logL);

where par is a parameter depending on the functionalities F, G. Furthermore, update efficiency means that the

number of invocations of Upd in ODec is at most O(log |R|) and each invocation costs poly(log |R|) time (in RAM

model).
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Very Selective Simulation-based Security (SIM-security). For all stateful adversary A, there exist simulator
(Setup, é?rn EﬁE) such that:

L1/, %", 80, {f; Vie(r), CK, HK, CH — A(1Y);
crs « Setup(14, F, G, go, 11);
ﬂo(crs,{fi"}iE[Lz],CK,HK,CH,~,~)(Crs);

_ct* «— Enc(mpk, x*), oc < A(ct*)

L1/, %", 80, {f; Vieizr), CK, HK, CH — A(1Y);

EF'S « Setup(lAyF’ G) gO) 1L’ {j‘i*}iECKUHK’ {f;* ° gO(X*)}iECKUCH);
ﬂO(c?s,{fi*}ie[L,],CK,HK,CH,»,) (cﬁrvs);

ct’ — Enc((pki,...,pk:);td), o « A(ct))

where CK,HK C [L’],CKUHK = [L’] for some L’ < L,CH C HK and CK N HK = 0, and O works as follows with
a counter £ = 1 and the same set of auxiliary data structure as in the definition of IND-security: on input (i, pk;),
return L when i # ¢, otherwise set £ = £+ 1 and do

- when i € CK, return ORegCK(pkj, f7);
- when i € HK, return ORegHK(f;"); furthermore, if i € CH, return OCorHK(|HK N [i]]).

Here ORegCK and ORegHK invoke Reg in both cases: in the real world (on the left-hand side), they use crs generated
by Setup and ORegHK invokes Gen; in the ideal world (on the right-hand side), they use crs simulated by Setup and
ORegHK invokes Gen.

Remark. We give several remarks on our formalization.

— We do not require simulated version of Reg and Upd since both of them are public.

- We allow the adversary to choose pk; at any point, only functions f; and types of public keys (i.e., honest,
malicious, honest but corrupted) are chosen “very selectively”.

— The set CH does not give the timing to invoke OCorHK. One could let the adversary make an explicit query;
however we call the oracle automatically just after the invocation of ORegHK. This gives a simple but not
weaker model in the very selective setting. In the definition, |HK N [i]| is the first item of the response of
ORegHK(f}").

- In very selective SIM-security, there is no need to consider post-challenge queries. This relies on the fact that
adversary should state the set CH at the beginning, so the pre-challenge and post-challenge corruption queries
are equivalent in the very-selective SIM-security setting.

A.2 Pre-Constrained Slotted Reg-FE

Algorithms. A slotted pre-constrained registered functional encryption, with the functionalities: G = {g : X — Y},
F={f:Y — Z} and a pre-constrained gy € G, consists of six efficient algorithms:

Setup(lA, F, G, 8o, 1L) — crs: It takes as input the security parameter 12, the description of functionalities F, G,
a pre-constrained gy € G and the upper bound 1% of the slot numbers, outputs a common reference string crs.

Gen(crs, i) — (pk;, sk;): It takes as input crs and slot number i € [L], outputs key pair (pk;, ski).
- Ver(crs, i, pk;) — 0/1: It takes as input crs, i, pk; and outputs a bit.

Agg(crs, (pk;, fidie(z]) — (mpk, (hsk;);e[z)): It takes as input crs and a series of pk; with f; € Fforalli € [L],
outputs master public key mpk and a series of helper keys hsk; for all j € [L]. This algorithm is deterministic.
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— Enc(mpk, x) — ct: It takes as input mpk, x € X, outputs a ciphertext ct.
— Dec(sk, hsk, ct) — z/L: It takes as input sk, hsk, ct and outputs z € Z or a special symbol L.

We require that Agg and Dec are deterministic.
Completeness. Forall A,L € N, all F,G,allgp € Gand alli € [L], we have

Pr [Ver(crs, i, pk;) =1

crs « Setup(14, F, G, go, 11) 1
(pk;, ski) « Gen(crs, i)

Correctness. For all A,L € N, all F,G, all gy € G, all i* € [L], all crs « Setup(l’\,F, G, 8o, 1%), all (pk;:, ski=) «
Gen(crs, i*), all {pk;}ie(z)\(ir} such that Ver(crs,i,pk;) =1,allx € X and fy,..., f; € F, we have

(mpk, (hskj)jer)) < Agg(crs, (pk;, fidie[r))
ct « Enc(mpk, x)

Pr | Dec(sk;:, hsk;s, ct) = fix o go(x)

Very Selective Simulation-based Security (SIM-security). For all stateful adversary (A, there exist simulator
(Setup, GET’I, EET:) such that

_L;X*,M*:C*:{ﬁk}ie[u — A(1");
crs « Setup(14, F, G, go, 11);

{pk }ier) « ACCEN)0COr0) (¢rs);
(mpk, ...) < Agg(crs, (pk;, f")ie[L))s
| ct* < Enc(mpk, x*), a0 <= A(ct")
L,x*, M*, C* {f; ey < A(Y);
(ET-S: td) — Setup(llaF: G9g0: 1L: {f;*}ie[L]) {fl* o gO(X*)}iEM*,C*);
{pk;‘}ie[L] — ﬂOGen(.),OCor(.)(EFS);

_Et* — Enc(pki, ..., pk});td), o «— A(ct’)

where M*,C* C [L] denote the sets of malicious and corrupted slots, and the oracles work as follows with initial
settingC =0 and D; =0 foralli € [L] and q € [m]:

- OGen(i): run (pk, sk) « Gen(crs, i), set D;[pk] = sk and return pk.
- OCor(i, pk): return D;[pk] and update C = C U {(i, pk)}.

In the ideal world, OGen invokes Gen instead of Gen; and the following restrictions:

ie M* = Di[pki] =L AVer(crs,i,pk;) =1
ieC” = (i,pkj)eC
ie[L]\(M'UC*) = Di[pki] # LA(i,pk) ¢C
Similarly, there is no need to give mpk, hsky, ... hsk;, to A explicitly in real game (or explicitly in simulation game)

and consider post-challenge queries.

B Registered Inner-product Encryption with Full Attribute Hiding

In this section, we present the slotted Reg-IPE with full attribute hiding, motivated by our slotted Reg-IPFE in Sec-
tion 3.
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Algorithms. A slotted registered inner-product encryption consists of six efficient algorithms:

- Setup(14,17,1F) — crs: It takes as input the security parameter 14, the size of vector 1" and the upper bound
1L of the number of slots, outputs a common reference string crs.

- Gen(crs, i) — (pk;, sk;): It takes as input crs and slot number i € [L], outputs key pair (pk;, sk;).

- Ver(crs, i, pk;) — 0/1: It takes as input crs, i, pk; and outputs a bit indicating whether pk; is valid.

- Agg(crs, (pk;, Yiie[z]) — (mpk, (hskj)jerz): It takes as input crs and a series of pk; withy; € Zg foralli € [L],
outputs master public key mpk and a series of helper keys hsk; for all j € [L]. This algorithm is deterministic.

- Enc(mpk, x, m) — ct: It takes as input mpk, x € Z;’ and message m, outputs a ciphertext ct.

— Dec(sk, hsk, ct) — m/.L: It takes as input sk, hsk, ct and outputs m or a special symbol L.

Completeness. Forall A,L,n € N,and alli € [L], we have

Pr |Ver(crs, i, pk;) = 1 |crs « Setup(1*,1",1%); (pk;, sk;) « Gen(crs, i) | = 1.
Correctness. For all A,L,n € N, all i* € [L], all crs « Setup(lA,ln, 1%, all (pk;+, skix) <« Gen(crs,i*), all
{pK;}ie[L)\(i+y such that Ver(crs,i,pk;) =1, allx € ZZ andyy,...,yr € ZZ such that xyTi* =0, and all m, we have

Pr [Dec(sk;:, hsk;-, ct) = m|(mpk, (hskj)je(z]) < Agg(crs, (pk;, Vi)ie[z]); ct < Enc(mpk,x,m)| =1.

Attribute Hiding Security. For all stateful adversary A, the advantage

L «— A(1Y); crs « Setup(14,17, 1)

(PKE, ¥))ie (1], Xg, X}, mb, m; — AOCEN().0C0r0) (¢rs)

1
Pr|b=Db _Z
* 2

(mpk, (hskj)jerz)) < Agg(crs, (pk;, ¥} )ie[z])

b — {0,1},ct" « Enc(mpk,xz, m;;); b’ — A(ct")
is negligible in A, where the oracles work as follows with initial setting C = @ and D; = @ for alli € [L]:

- 0Gen(i): run (pk, sk) « Gen(crs, i), set D;[pk] = sk and return pk.
- OCor(i, pk): return D;[pk] and update C = C U {(i, pk)}.

and, for alli € [L], we require that

Di[pki] = L = Ver(crs,i,pk}) =1,

if my # m], we require that
(i,pk}) e C v Dilpki] =L = x5(y]) #0AX[(y]) #0
if mg = m], we require that

(i,pk)) € CV Dipki] = L = (x5(y}) # 0 AX;(y]) #0) V (x5(y])" =x;(y])" =0)

We use Advsgl:eg'IPE(A) to denote the advantage function. Note that [HLWW23] showed that there is no need to give
mpk and hskg, ..., hsk; to A explicitly and to consider post-challenge queries.
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B.1 Scheme

Assuming a QA-NIZKIIy = (LGen, LPrv, LVer, LSim) for linear space over bilinear groups, our slotted Reg-IPE scheme
works as follows in the prime-order bilinear group:

- Setup(1%,1%,1%) : Run G := (p, Gy, Gy, Gr, e) «— G(1*). Sample

A — Zl;x(zkﬂ), B, Z;}Zkﬂ)xk V — Z;Zk+1)x(2k+1)’ W, — Z;2k+1)><(2k+1)’ K Z},X(Zkﬂ).

>

Foralli € [L], sample

W; Z§2k+1)x(2k+1)n’ R; ZI()2k+2)><(2k+1)’ r; — Z;Xk.

Foralli € [L], write A; = (Iﬁ_) € Z;,SHZ)X(Z’(H), run
(crsi, td;) « LGen(lA,Gl, [Ai]1)-

Output
[A, AV, AW, ], [AK |7

) {ers;, [Ri,AWi]l}iE[LJ
{[Blr},WoBlr} + kT]Z}je[L]
{(Wi(In @ Bir)lz}c1yicion

Note that we do not use tdy, ..., td; in the actual scheme.

- Gen(crs, i) : Sample U; « Z;,Zk“)x(z“l). Define F; = (a) = (}2%"1_) =AU; € Z;,Sk”)x(z’“l) and run

crs

7; < LPrv(crs;, [Fi]1, Up).
Fetch {[Blr;]z}je[L]\{i} from crs and output

pk; = ([ AU; , RiU; 11, {[UiB1X ]2} jerp\ iy, i) and  ski = U;.
~—— ——
T; Qi hi,j

- Ver(crs, i, pk;) : Parse pk; = ([Ti, Qil1, {[hijl2}je[r)\ (i} 7). Write F; = (3‘1) and check
LVer(crs;, [Fi]1, 1) 21

For each j € [L] \ {i}, check
e([Al1, [hij]2) = e([Ti]1, [Bir o).
If all these checks pass, output 1; otherwise, output 0.
- Agg(crs, (pk;, Yi)iez]): For all i € [L], parse pk; = ([Ti, Qi]1, {[hi;l2}je[z)\ (i}, 7). Output:

mpk = | |A, AWy + > (T; + AWi(Y; ® oii1)), ). AW;, AV

ie[L] ie[L]

1

and for all j € [L]

hSkj =(

Birj, >, (hyj+Wil@Bir)y), > Wil ®Bir)), WoBir} +K
—— ie[L\{j} ie[LI\{j} e
38 138

0 3
14 Kz

)
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— Enc(mpk,x, m): Sample s «— Z},Xk. Output:

ct:( SA ,sAW, + Z (STi + SAW; (Y, ® Lpjs1)), X ® SAV + Z SAW; | , [sAK |1 - m).
—— . . ————
e ie[L] ie[L] 1 c

C1 C2

— Dec(sk;+, hsk;-, ct): Parse

Ski* = Ui*) hski* = ([kB: k—;’KZ: kTg]Z): Cty = ([CO: C, 02]1:C)~

Recover
[z1]r = e([e2]1, [In ® KG12),  [Z2]7 = e([co]1, [K2]2);
[z3]r = e([e1]1, [Kpl2), [z4]7 = e([col1, [K]]2);
[z5]r = e([coUi-]1, [Kpl2),  [zelr = e([co]1, [K}]2)-
Compute

z = [(z3 — z4 — z5) — (Z1 — Z2)¥};» — Zg]7 - C.

Completeness. Forall A,L,n € N, alli € [L], all crs « Setup(l’l, 1",1%) and (pk;, ski) « Gen(crs, i), we have

pki = ([Ti, Qil1, {Thijl2} o iy 7i) = ([AUsL RUida, {[UB1X ]2} je o)\ g1y T0i)
for some U; « ZZF* VXD and 1 LPrv(crs;, [AiUi]1, U;) where (crs;, td;) «— LGen(1%, Gy, [A¢]1) and A; = (;‘i)
with A « Zl;x(zkﬂ)’ R; — Z;2k+2)><(2k+1). Then

— Write F; = ((T?ll) = (ﬁ‘i%ii), we have LVer(crs;, [Fi]1,7;) = 1 by the perfect completeness of II, (see Section 2.4) and
the fact that F; = A;U;;

- For each j € [L] \ {i}, we have e([A]4, [UiBlr;.]z) = e([AUi]4, [Berj]z) by the definition of bilinear map e (see
Section 2.1) and the fact that A - UiBlr} = AU; - Blr;..

This ensures that Ver(crs, i, pk;) = 1 by the specification of Ver and readily proves the completeness.
Correctness. For all A,L,n € N,, all i* € [L], all crs « Setup(14,1%,1%), all (pk;.,ski-) « Gen(crs,i*), all
{pk;}ie[ry\(i+y such that Ver(crs, i, pk;) =1, forallys, ...,y € Z; and x € ZZ such that xy], = 0, we have:

ski- = Uy,

ct=|| sA ,sAW,+ Z (ST; + SAW; (Y] ® Ips1)), X ® SAV + Z SAW; | , [sAK |7 - m)
—— i€lL] ie[L] 1 ~————

Co C
Z)

(] C2

hsk = (| Birye, > (i + Wil @ BirL)y)), > Wi(ly ® Byr), WoByr), + K
| —— ie[L]\{i*} ie[L]\{i*} —_—
K K.

0 3
k] K

where

Ah; ;- = TiB1I'-E* Vie [L]\{i"} and AU} = T;.
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Note that here we actually consider hsk; for j = i* and sk; for i = i* and all above equalities are ensured by Ver
and Gen. we have

21 = (x ® sAV)(I, ® Byr}.) + Z SAW; (I, ® ByT}.)
ie[L]
= SAV(X ® Ipjy1) (I ® ByF.) + Z SAW; (I, ® Byr}.)
ie[L]
= SAVB, ¥}.X + Z SAW; (I, ® Byr}.) (26)
ie[L]
7= Z SAW; (I, ® By1}.)
ie[LT\{i*}
Z3 = SAW + Z (ST;B1T}, + SAW; (Y] ® Ipks1)Bir),)
ie[L]
= SAW, + Z (ST;By¥}. + SAW;(I,, ® Bir).)y)) @7
ie[L]
Za= Z (sAh; ;- + SAW; (I, ® By} )y))
ie[LT\{i*}
Zg = sAUl-»«B1rTi*

zg = SAWB1T}, + SAK'
and then

z=[(z3 - 24— 25) — (21 — Z2)Y}. — Zg]7 - C
= [(sAW(Byr}. + ST;-Byr}. + SAW;: (I, ® Byr}.)y}. — sSAUi-Byr}.) —
(SAVBqr}, - Xy;. + SAW;: (I, ® Birl.)y..)

—SAWoBlr-E* - SAkT]T . [SAkT]T -m (28)
= [-SAVByr}. - Xy, |7 - m (29)

Here, equality (26) and equality (27) follows from the property of tensor product: (M®I)(I®a") = M®a" = (I®a" )M
for matrices of proper size; equality (28) follows from the fact that Ah; ;- = T;Byr}. foralli € [L]\ {i"}; equality (29)
follows from the fact that T;- = AU;+; equality (30) follows from the fact that xy;. = 0. This proves the correctness.

Compactness and Efficiency. Our slotted Reg-IPFE has the following properties:
lers| = L% - n- poly(A);  |mpk| =n-poly(4); |hsk;| =n-poly(4); [ct| =n- poly(A).
Note that the total size of {crs;};c[z] is L - poly(A) according to the efficiency of the pairing-based QA-NIZK scheme

by Kiltz and Wee [KW15] and the fact that the size of language description is poly(4).

Security. We have the following theorem. Given pairing-based QA-NIZK in [KW15] with unbounded simulation
soundness under MDDH assumption, our slotted Reg-IPFE scheme uses prime-order bilinear group and the security
can be reduced to MDDH assumption and subgroup decision assumption.

Theorem 7. Assume Iy = (LGen, LPrv, LVer, LSim) is a QA-NIZK with perfect completeness, perfect zero-knowledge
and unbounded simulation soundness for linear space defined in Section 2.4, our slotted Reg-IPE scheme achieves the
attribute hiding security under MDDH assumption and subspace decision assumption.
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B.2 Proof
We prove the following technical lemma; this immediately proves Theorem 7.

Lemma 7. For all adversaries A, there exist adversaries 81, B, B3 and B, such that:
SReg-IPE uss MDDH Dy’ p, SDy?, .,
Adv 4 (A) <L -Advg(A) +Advg, " +L -Adv& +L- Ade4 negl(A)

where L is the number of slots and Time(8;), Time(B;), Time(Bs), Time(B,) = Time(A).

Game Sequence. Suppose that crs is the common reference string, (X3, x]) and (mg, m]) are the challenge pair,
{pPk;,¥; }ie[z] are challenge public keys along with challenge functions to be registered. Let D; = {(pk;,sk;) :
Di[pk;] = ski # L} be responses to OGen(i) and C records public keys in Dy, ..., D, that have been sent to OCor.
Recall that, for challenge public keys {pk;,y; }ic[1], We require that

Di[pki] = L = Ver(crs,i,pk;) =1,
and if my # mj, we require that
(i,pki) € C v Di[pki] = L = x;(y;)" # 0 Ax;(y})" # 0.
if m;; = mj, we require that
(i.pkj) € CV Dy[pki] = L = (x5(y) # 0 AK} () #0) v (x5(3;) =X (y]) =0).

Note that pk; serves as a general entry in D; while pk; is the specific challenge public for slot i; there can be more
than one assignments for pk; since the adversary can invoke OGen(i) for many times. We prove the Lemma 7 via
nested dual-system method using the following game sequence.

— Go: This is the real game, recall that we have

e crsisin the form:
[A) AV: AWO] 1, [AkT] T

~ {crsi, [Ri,AWi]l}ie[L]
(106, Woba L],
{IWia @ Bit) ]2} o 1y se )

where crs; € LGen(1%, Gy, [Ai]1), Ai = (;‘i).
e Foreachi € [L], each (pk;, sk;) € D; is in the form:

crs

pki = ([ AU; , RiU; ], {[UiBiX ]2} jero\ iy, i) and sk = U;
~—— ——
T; Qi hi,j
where m; « LPrv(crs;, [Fi]1, Ui), F; = (ﬁgl')
e Foralli € [L], pk; is in the form:

pki = ([T}, Q1. {[hy ]2} e[z ;)

i* ,n';‘) =land Ah;, = T; By foreach j € [L]\{i}.
1

i

such that Ver(crs, i, pk;) = 1 which means LVer(crsl-, [
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e ct” for (x3, x7) and (mg, m}) is in the form:

ct* =[] sA ,sAW, + Z (STi + SAW; ((¥))” ® Ioks1)), X}, ® SAV + Z SAW,, [sAK']7 - m; |.
M ie[L] ie[L] —_—
CO C*
] c;

where b « {0, 1} is the secret bit.
- Gj: Identical to Gp except that, for all i € [L] and all (pk;, sk;) € D;, we replace m; with

7 « [LSim](crs;, td;, [Fi]1) where F;= (

AU;
RU;)

We have G; = Gg. This follows from the perfect zero-knowledge of IIy.
- Gy:Identical to G; except that we sample s « Z},Xk along with A and replace all R; in crs with

ﬁi s Z;)Zk+2)><(2k+2) )

We have Gy = Gy. This follows from the fact that both R; (in G;) and f{i (in Gyp) are truly random since matrix
SA
(12k+1

- Gjz: Identical to G, except that we generate the c] as follows:

o n-1n* (T
= 2 i i i .
c; =sAW; + (|e1R7 Q7 |+ SAW (V! ® Ink+1))

ie[L]

) is full-rank.

We have Gs =~ G;. This follows from stronger unbounded simulation soundness of II; along with the fact that

], Assume pkli ¢ D;,i.e., pk;.‘; is malicious. In the reduction,
«

T*
LVer(crs;, [F;],7r}) = 1foralli € [L] where F; = (

i
we guess i* « [L] and obtain A, R, Crs;- as input; we simulate honestly as in Gz except that for all pk;. € D;:,
we make an oracle query [F;-]; and get 77;+ in it; we finally output ([F}.]1,7}.) in pki. ¢ D;- . Observe that once

it happens that elﬁl;lQ;.i # sT},, we must have F;, ¢ span(Ai*)(. \:{Vh)en pk:. € D+, we always have Gz = G.
1x(2k+1),

D ; in particular, we generate R; as follows:

— Gy: Identical to Gs except that we replace all SA with ¢ «— Z

~ =~ [c -
R; = R; ( )’ R Z§72k+2)><(2k+2)
Dok+1

and generate the challenge ciphertext as follows:

ie[L] ie[L] —_—
C*

ct’ = ([ [c] ,[c]Wo + Z (e1R;'Q; +[CWi ()" ® Inks1)), X}, ®[CIV + Z il [eK]r - m;;).
SN—— 1

C,

0
G <

We have G4 =~ Gs. This follows from MDDH assumption which ensures that ([A];, [sA]1) =¢ ([A]1, [€]1) when

A — Zl;x(zkﬂ)’s - Z%,Xk, c — Zéx(zkﬂ)'

- Gs: Identical to G4 except that for all i € [L], we replace AV in crs with
v - Zl;x(zkﬂ)

we replace cV in challenge ciphertext with
1x(2k+1)

v<—Zp
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In particular, we generate crs as below:

(A, [V}, AW}, [AK];

{crsl, [R;, AW;] l1}c elL]

{ Bll' W()Bll' +kT] } elL]
(Wi @ Bir)la};c ey

and generate the challenge ciphertext as
ctt = (

We have Gs = Gg. This follows from the fact that when V is uniformly sampled from Z;,Zk”)X(Zk”) and not

c ,cWp+ Z (e:RQ; + cWi((¥])" ® Iks1)), X;, ® [V] + Z cW; |, [cK']r - m;;).
e ie[L] ie[L] 1
0 C*

.
¢

«
G

published elsewhere, (AV, cV) (in Gy) is statically equivalent with the uniformly sampled (V,v) where V «
Z’;X(Zkﬂ), vV — Z},X(Zk“) (in Gs) , since both A and c are full row rank (with overwhelming probability).
Gg: Identical to Gs except that we randomly sample B, « Zf,k“, B; « Z;,Zk”) *k and compute the dual basis
Bﬂ, Bg, Bg. And we change c; as follows:
=x; @ v +.®v(2) + Z cW;
ie[L]
We have Gg = Gs. This follows from the following argument for b’ = b (in Gs) or b’ = 0 (in Gg):
X, ® v 4 Z (W)@ = Z (W)@
ie[L] ie[L]
This argument follows from the fact that the basis B, and dual basis Bg are not revealed, so we have (cWi)(Z)
is hidden, this can imply that ;. () (cW;)® hides x;, ® v(2).
Gy, (€ € [0,L]): Identical to Gg except that for all j € [£] we replace all Blr;. and WoBlr;. + K in crs with

de and Wo+kT+

where d; « span(B}), a < Z, and ¢ « ZZ"” such that Act = 0, cct = 1. We have that

o Gy = Gg; the two games are actually 1dent1ca1, since [0] = 0;

e Gy.-1 ~c Gy forall £ € [L], we will employ a sub-sequence of games for the proof described later.
Gg: Identical to G7,;, except that we generate the c; as follows:

¢; =|x;|@ v + x50 v + Z cW;
ie[L]
We have Gg = Gyr. The proof is analogous to that of G = Gs, with the fact that basis By, B3 and dual basis
B!, Bgl are not revealed in Gy 1, we have the following argument for »’ = b (in Gy ) or b’ = 0 (in Gg):

x;, @ v\l + Z (ewy)@ = Z (cW;) ¥

ie[L] ie[L]
Gg: Identical to Gg except that we replace terms C* in ct* as . We have Gg = Gg. This follows from the

following statistical argument:

crs C* in ct*
—_———

(AK,K +cta, ¢k )= (AK,K,cK - a)

1x(2k+1)
p

when k « Z and the fact that [a]7 only appears in C*. We can prove the statement via change of

variable kK — K - cta.
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Observe that, in the final game Gg the challenge ciphertext ct is independent of the random bit b and the adversary’s
advantage is exactly 0.

From Gy ¢_1 to G7¢. We are ready to prove Gy,-1 =~. Gy, and this will complete the proof of Lemma 7. For this,
we need the following sub-sequence of games for each € € [L]:

- Gy,¢-1,0: Identical to G7,,-1 where we recall crs, pk; € D; and cj, ¢;, with highlighting relevant terms in the
following sub-sequence with dashed boxes as follows:

A,V,AWyly, [AK |7, {crs;, [Ri, AW{]1 },

1 r
(I;.,Wod:;.+kT+C ()(]Z}]-E[g_l]"L 77777777777777
JelLI\[€] ’

”””””” a

r ol
Willn ® @)z} e o1y iepon gy £ TWidn @ Birp)lz b g4y

Wil @ Bir) o} o o) e )

[
[Blr;, W()Blr-;. + kT]z}
[
[

[
{
as=|{
{
{

Q h;; Cohy hy;
—_— —_—— | _
. ([ AU, RiU; 11, {[ Ui} 2} je -1\ (1) [UiBiry ]2, {[UBr 12} jeron e ) ifi# €
P (AU, RU, 1, {[Ued; ]2} jefe-1), {[UBiT ]2} jeLp (o), ) ifi=¢
—_—— —— _
T, Qe hy, hy,
| P A _~
¢l = ‘L(CWO +e1R;1Q; + cW,((y)) ® IZk+1))J‘ + Z (e1R71Q; + cWi((y))" ® Inka1))
ie[L]\{¢}
¢ =x;0v+xiov? + [Xzi @ v +IcW, i+ Z cW;
ie[LI\{¢}

Where d; < span(B;) for all j € [£ - 1]. We have G7,,-10 = G7,,-1; all changes are conceptual.
- Gy,¢-1,1: Identical to Gy ¢-1,0 except that we replace all Byr), in crs with

d, where |d, < span(Bj)|

In particular, we change the dashed boxed term in crs and pk; as follows:

[]2’ {Wi(Ip ® )]2, [Ui]z}ie[LJ\{e}

Gy

We have G7¢-11 ~¢ G7,¢-1,0. This follow from the SDB1’—>33

assumption which ensure that
[tol2 ~c [ta]; given [Bi]s, [Bols, [Bsly, basis(B), BY), basis(B))

Where ty < span(B) corresponding to G710, and d, < span(Bg) corresponding to Gy —1,1.
— Gy,¢-1,2: Identical to G7,,-1,1 except that we change the dashed boxed term in crs and pk; as follows:

[, Wod, + K +[c o], {[W;(Tp ® )12, [Uid} ]2 }ic oy ()

We have G7p-12 ~¢ G7¢-1,1. We provide some details in Section B.3.
- Gy,¢-1,3: Identical to Gy,¢_1,2 except that we generate the c; as follows:

¢ =x0v+xgev? +[x|@v® +cw, + Z cW;
ie[L1\{¢}
We have Gy¢-13 = G7,¢-1,3. The proof in "honest case" is analogous to that in Section 3.3, the "corrupted or
malicious case" has some difference and we provide it in Section B.4.
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- G7,¢-1,4: Identical to Gy ¢-1,3 except that we replace all d, in crs with

d, where |d; < span(B})
In particular, we change the dashed boxed term in crs and pk; as follows:

[’d-rg:WOdTg +K + Cla‘]zy {IWi(I, ® )]2, [Ui]z}ie[L]\{e}

Gy
B3;—B;

We have Gy ¢-14 ~¢ G7¢-1,3. This follow from the SD assumption which ensure that
[tol2 ~c [t1]2 given [Bily, [Bzlz, [Bslz, basis(B), BY), basis(B))

Where tg < span(Bg) corresponding to Gz,¢_1,2, and d, < span(B;,) corresponding to G7,,_13.
- Gz,¢-1,5: Identical to Gy ¢-1,4 except that we generate the c; as follows:

¢ =x;0v +x;0v? +®v(3) +CW, + Z cW;
ie[LI\{¢}
We have Gy ¢-15 ~¢ G7¢-14. The proof is identical to that for Gy p_13 = G7,¢-12.

Observe that Gy ¢_15 = Gy, and this prove Gy _1 =¢ G7..

B.3 From Gy _1,1t0 Gyp_1,2

The proof idea is analogous to that in Section 3.3 and [ZZGQ23]: For all j € [£ - 1], we rewrite d; < span(B},) with
B, r;, for some rj < Z,. And we we define c* € Zf,k“ such that Ac* = 0 and cc* = 1. With the orthogonality of dual
basis, we can define d* € span((Bg)T) such that:

d‘B; =0, d'B;=0, d‘'d,=1.
With Lemma 2, we also need to consider following two cases:
Honest Case. In this case, we have pk, = ([T}, Q;l1, {[h; jT]z}je[L]\{g},n’;) € Dy \ C;. Namely, we know U, (such
that T, = AU, and Q, = ﬁgU’;,) and Uj, is hidden from the adversary. We can write the elﬁgl in c] as , and

replace ﬁg in crs with arandom R; as in G;. We prove Gy p_12 =¢ G7,¢-1,1 in this case using the following argument
forb’ =1 (in G7)g_1)1) orb =0 (in G7’g_1’2)2

A, c*, [Rg]1, By, By, d},, AWy, WoB;, WoB,, Wod), + b'c* o

¢, cWj + cU), AU, [RgUZ]l, U;B;,U;B;
~c A, ¢, [Re]1, By, By, d,, AWo, WoBy, WoB,, Wod), + b'ctax

¢, €Wy + cU}, AU, [R,U3 + |0 d* |1, U;B;, U3B,
~s A, %, [Rg]1, By, By, d,, AWy, WoB1, WoB,, Wod), + b'ctar +

¢, CWo + ¢U; + [ wd* + u,d* | AU;, [R,U; + +Wd*];, U;By, USB,
~s A, c*, [Re]1, By, By, d,, AWg, WoB1, WoB;, Wod), + be*a + c'w

¢, €W + cU} + wd* + u,d*, AU, [ReU; + Rectupd* + u'd*]q, UsBy, UjB,

1x(2k+2)
p

M = (#),R =Ry, U="Uj,u=1u. The second =, uses change of variables

where u « Z and U, « Zp, Wy «— Z;X”. We justify each step as below: The first ~, uses Lemma 2 with

Wy — Wy +ctwdt and Up - Up+ctudt

The last ~ follows from the fact that U hides Rc*u,, this implies that u, can hide w in cj, and w hides b’ in crs.

74



Corrupted & Malicious Case. In this case, we have pk, € C, U D,. And we only consider mg, # mj here, since
we don’t need to handle K to hide m; if they are equal. It is required that x;(y;)" # 0 A Xj(y})" # 0. We prove
Gy,e-12 ~c G7¢-1,1 in this case using the following argument for b’ =1 (in Gy ¢-1,1) or b’ = 0 (in Gy,¢-1,2):
A, c*, By, By, d,, AW, Wy(I, ® By), W, (I, ® By)
AW(), W()Bl, W()Bz, W()d-rg +b'cta
¢, CWo + CW((¥})" ® Iniea), X} @ v + cW,
~g A, ct, B.,By, d}, AW, W,(I, ® Bl),Wg(In ® B)

AW, WoB;, WB;, Wod), + b'cta +

¢, €Wy + CW,((¥5)" ® Lis1) +\de - x;(y,) v

X7 v + W,

~s A, ct, By, By, d,, AW,, W, (I, ® B1), Wy(I, ® By)

AW, WoB1, W(B;, Wod,, +blera + wd+t

¢, CWo + CW((¥})" ® Ipgs) + wdt — X3 (y;) v, cW,
We justify each step as follows: the first ~; uses the change of variables

Wy > W, — ¢ (x; ® v®) and Wy - W+ ctwd*

The second =~; uses the fact that v is hidden and x,(y,)" # 0 (which is different to our slotted Reg-IPFE), so that
X7 (y;)"v® hides w, so we have b« is hidden.
B.4 From Gy,_12 to G7,_1,3 in Corrupted & Malicious Case

In this section, we present the proof of "corrupted & malicious case" in G7,-1,2 =¢ G7,¢-1,3, Which is different to that
in Section 3.3; and we omit the proof of "honest case", which is identical to that in Section 3.3. In the "corrupted &
malicious case", we have pk, € C, U D,. It is required that X, (yp)" # 0 AX((y,)" # 0or x;(y))" = x](y,)" = 0. We
prove Gy,¢-1,3 ~¢ G7,¢-1,2 in this case using the following argument for »’ = b (in G7,¢_1,2) or b’ = 0 (in Gy¢_1,3):
A, ct, B, B, th,, AW, W, (I, ® By), W;(I, ® By)
¢, e1R;1Q; + CW,((¥))" ® Iksa), X, ® V) + cW,
x5 A, ct, By, By, d,, AW,, W, (I, ® By), Wy(I, ® By)
¢, e1R;1Q% + W, ((¥5) ® Igsa) — W+ cW,
~s A, ct, By, By, d,, AW,, Wy (I, ® B1), We(I, ® By)
¢, e1R;1Q; + cW((¥})" ® Toks1) — X}, (FF VT, W,
We justify each step as follows: the first ~; uses the change of variables
W, - W, —c(x;, @ v®)
The second = uses the fact that v(® is hidden (which is different to that in slotted Reg-IPFE c.f. Section 3.3), so that

x;,(y;)'v®) can be hidden by v(* no matter x;, (y;)" # 0 or x;,(y;)" = 0.
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C Slotted Reg-IPFE with Very Selective SIM-Security

This section gives a self-contained description of our slotted Reg-IPFE with very selective SIM-security which is
implied by our pre-constrained slotted Reg-IPFE in Section 6.

C.1 Scheme

Assuming a QA-NIZK I1; = (LGen, LPrv, LVer, LSim) for linear space over bilinear groups, see Section 2.4; our multi-
instance slotted Reg-IPFE scheme, works as follows in the prime-order bilinear group:
- Setup(1%,1™,1%, 111, ... 1Lm) : Run G := (p, Gy, Gy, Gr, e) < G(1*). Sample shared parts:

71X (2Kk+1)

A ZI[{)X(ZkH)’ V, — Z;}zkﬂ)xn) V, Z;}Zk+1)><k+1’ vV — ,

And sample
D — Z;}kﬂ)xk’ W — Z;x(kﬂ)
For each instance q € [m], sample B, « Zg,k“)Xk, and for all i € [Lg], do following operations:

e Sample tg; — Z},X", for s € {1,2}, set

I, O

" 1
[Mq,i]s = 0(k+1)><n th,i c G£n1+n)><(nz+ ).
0, WDtT],i .

e Sample
Wi — Z;}Zk+l)><n(k+1), Wogi — Z;2k+1)><(k+l)(k+l)’ Wa g — Z;2k+l)><(k+l)’

and
(2k+2)x (2k+1) 1xk 1xk
Rq,i — Zp » i < Zp , bgi Zp .

e Run (crsq, tdg;) « LGen(1%, Gy, [Aqi]1), where

A
Aqi - ( ) c Z(3k+2)><(2k+1).
B R.. P
q1

Output'?
[A’ AVl: AVZ: AVT] 1s
{crsqis [Rei, AW1,q,i, AW i, AW3 g1, A(Wa,q,i (D ; ® Tiy1) + Wi (WDE; ® Tis1)) |1 }ie[ry)
crs = [ | {[DE ;, WDt ., Ber) ;, Wiq,;(In ® Bgry ;) + Vala}je(z,)s

{[W2,q,j(DE, ; ® By}, ) + Wi (WDt  ® Bgr, ) + VoDt .+ V'WDE, 12} jer,)

{[W1,qi(In ® Byry, 1), Wa,qi(Dt, ; ® Bgry ;) + W34 (WDE , © Ber, )2} je(1,1ic(Lq]\ () ¢elm]

- Gen(crs, q,1): Sample Uy Z;2k+1)><(k+l)‘ Define Fyi = ((’gq,i.) - (RAI-JGJ-) =AUy € Z}([}Sk+2)><(2k+1) and run
i i Vqi

7q,i < LPrv(crsg, [Fgil1, Ugy).
Fetch {[qu;’j]z}je[Lq]\{i} from crs and output

Pkei = ([AUqi, RqiUqile, {[UqiBqry ;2}jer,\(i}> i) and  skgi = Ug,.
—_—— —— ,
Tq’i Q‘Lf hq,i,j

10 Note that we employ i as the index for Wy’s and Mg’s while j is the index for rg’s; both of them range from 1 to Lg. One
exception is the terms with Wy, which is conceptually Wy ; (Mg; ® qu; ].) with i = j. Note that we do not use tdg,1, ..., tdgr,

and isk in the actual scheme.
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- Ver(crs, q, i, pkg;): Parse pky; = ([Tqi, Qqil1, {[hgi 12} je[r,1\ (i)> Tq,i)- Write Fg = (g‘;’l) and check

?
LVer(crsg, [Fgil1, i) = 1.

For each j € [Lq] \ {i}, check
e([Al1, [hgij]2) = e([Tqil1, [Ber, 12).
If all these checks pass, output 1; otherwise, output 0.
- Agg, (crs): Output:
mpk, = ([A, AVy, AV,, AV' ).
- Agg(crs, q, (PKy» Yq.i)ie[z,)): If q is an empty instance, on input (pk,;,ygi) = (L1, 1) foralli € [Lg], abort and
return mpk, = 1, hsky; = L for all j € [Lg]. For alli € [Lg], parse pky; = ([Tqi, Qqil1s {[hgijl2} e iy Tqi)s
and sety,; = (¥q.ll1) € Z;,X(nzﬂ). Output:

mpkq = [ Z (Tq,i + A(Wl,q,i (Y;,i ® Ik+1) + WZ,q,i(Dt;,i ® Ik+1) + WS,q,i(WDt:l,i ® Ik+l)))
ie[Lq] 1

and for all j € [Lg]

quq]’ Z (hq,i,j + Wl,q,i(yz,i ® BqI’Tq’j) + Wz,q,i(DtZ’i ® quTq’j) + W3,q,i(WDt:1)i ® qu;,]')))
~—— i€[L\{j}

ky

hSkq’j = (

ki

qu](yq]®qu )+W2q](Dt ®qu )+W3q](th ®quq])+V1yq]+V2Dt +vatq],

)

- Enc,(mpk,, X): Set X = (x]|0,) € Z},X("”n). Sample s — Z}*¥. Output:

k;

Dq],WDt

—— ——

K] ks

cty = ([ sA ,sAV; + X, SAV,, sAV' |;).
e~ —— —— ——
Ci0 Cy1 Cy2 Cy3

- Enc(mpk,): Abort and return L if mpk, = L. Sample s « Z;,Xk, output

cty = Z (8Tq,i + SA(W1,4,i(Yg; ® Tirr) + Wogi (Dt ; ® Tiy1) + Wi i (WDE ; ® Ijy1)))
i€[Lq] 1

Cq

— Dec(skg i+, hskg i+, (Cty, Cty:)): Abort and return L if ct;- = L. Parse

skqrir = Uge i, hskg i+ = ([KG, Ky, Ky, KG, kal2),  (cty, ctgr) = ([€40, €415 €42, €43, Cqr]1)-

Recover
[z1]r = e([cqg-]1, [Ky]2), [z2]T = e([c40]1, [K]]2),
[z3]7 = e([€4,0Uqi-11, [KG12)s [24]T = e([C40]1, [K;]2),
[z5]r = e([erals, [V ;- 12), 26T = e([e42]4, [IG]2),
[z7]T = e([c43]1, [Kal2).

Compute

[zlr = [21 — 22 — 23 — Z4 + Z5 + Z + Z7]T.

Recover z from [z]r via brute-force DLOG and output z.
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Completeness. ForallA,m,n € N,allLy,...,Ly € N,allq € [m] andi € [Lq],allcrs « Setup(1%,1™, 1%, 151, ... 1Em),
and (pkq,i, skq,i) < Gen(crs, g, i), we have

Pkyi = ([Tqi Qqilts {haijl2}jerr i} g )

= ([AUqi, Rq,iUq,il1, {[UqiBqry ;l2}jerzqn\ (i) Ta.i)

for some Ug; « 72k (k1) ang Tqi «— LPrv(crsgi, [AqiUil1, Ui) where (crsq;, tdg) < LGen(1%, Gy, [A4:]1) and

Agi = () with A — 2D Ry — 229D Then

- Write Fg; = (3‘;’1) = (RIZ?I‘JI;) we have LVer(crsq;, [Fqil1,7qi) = 1 by the perfect completeness of Iy (see Sec-

tion 2.4) and the fact that Fg; = Ag;Ug;;

- For each j € [Lg] \ {i}, we have e([A]4, [Uq,quij]z) = e([AUqy;]1, [qu;j]z) by the definition of bilinear map
e (see Section 2.1) and the fact that A - Uq,qur;j =AU, - quTq]..

This ensures that Ver(crs, g, i, pk, ;) = 1 by the specification of Ver and readily proves the completeness.

Correctness. ForallA,m,n € N,allLy,...,Ly € N,allq* € [m] andi* € [Lg];allcrs « Setup(14,1™, 17,111, ..., 1tm),

all (pkq*’i*,skq*,i*) «— Gen(crs,q",i%); all {pkq*,i}iE[qu]\{i*} such that Ver(crs, q*,i,pkq*,i) = 1;allx € Z},X" and
Vi € Z},X”; for s € {1, 2}, we have:

Skq*,i* = Uq*,i* y

cty = ([ sA ,sAVy + X, SAV,, SAV' |;),
——

—_—— —— ——

Ci0 Cy1 () Ce3
th* = Z (STq*,i + SA(Wl,q*,i(y;*’i ® Ik+1) + wZ,q*,i(Dth*’i ® Ik+1) + WB,q*,i (WDt;*,i ® Ik+1))) s
Lie[Ly]

1

Cy*

L — o .. . - g . ng o . T g
hskg-io = | | BT 1 Z (hge e + Wrgei (Vo ; ® BTy 1) + Wy g i(DE,  ® BT 1) + Wa o i(WDE,. ; ® ByoT. 1)),
—— ie[Ly I\ i)
kT
0
K
. T . o . T o . T o T T - T
Wigir (Vg i+ ® BgTye ) + Woge oo (DU .. @ By, 1) + Wage i (WDt 1 ® Ber. 1) + Vayp. i + VoDt . + VWDE. o,
K
T T
Dt,. ., wDt,. . )
~—— —— |2
K] ky
where

Ahg ;i = Tq*,qu»«r;*’i* Vie [Ly] \ {i*} and AUg; = Tg .
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Note that here we actually consider hskg: ; for j = i* and skg-; for i = i* and all above equalities are ensured by Ver
and Gen. We have

Z1 = Z (STq*,i + SA(Wl,q*,i(YZ*,i ® Ixs1) + Wz)q*yi(Dt},i ® Ixs1) + W3 i (WDt;*,i ® Ik+1)))BQ*r:1*,i*
i€[Lgx]
= Z (sTg,iBq Ty i + SA(W1,g,i (Vg ; ® BgeX 1) + Woge (Dt ; ® BgeX. 1) + W3 g i(WDE. ; ® By 1)) (31)
i€[Lgx]
Zy = Z (sAhg- ;- + sA(Wl,q*,i(y},i ® By rTq*]i*) + Wz,q*)i(Dt;*,i ® Bq*r},i*) + wg,q*’i(th},i ® By r},i*))))
ie[Lqy \{i*)

Z3 = sAUq*,i*Bq*rTq*)i*

24 = SA(Wyg i+ (Vg o ® By Xp. 1) + Wo g o (DE. . @ By, 1) + Wa oo (WDE, 1 @ Bgex, 10))
+SA(V1Yy. ;o + VoDt . .. + V'WDE. 1))

z5 = SAV1Yp. ;o + XY 10

Zg = sAVZDt},i*

Z7 = sAvaDt:l* i
and then

Z=2721—29—23—Z4+2Z5+Z¢g+ Zy

— . o . ap o . T .y . T o
=8Tq i'Bg Ty ;o + SA(Wig it (Vg 1o ® BgT 1) + Wo g o (DE . @ Bgery, 1) + W g s (WD, 1. @ Byerp, )

—SAUg i-Bgry. ;o — SA(Wyge o (Vg o ® BgeXp. 1) + Woge i (D . ® Beerp. 1) + W ge i (WD 1. @ Bgex. 1))

—SA(V1yy. ;. + VoDto, . + V'WDL. ..))

+SAV1Yy. ;. + XY, . + SAV Dt .. + SAV WD .. (32)

= XYy v (33

Here, equality (31) follows from the property of tensor product: (a” ® )M = a" ® M for matrices of proper size;
equality (32) follows from the fact that Ahg.; i = Tqu*rTq* ;- foralli € [Lg] \ {i"}; equality (33) follows from the
fact that Ty« j+ = AUg .

Compactness and Efficiency. Our multi-instance PReg-IPFE has the following properties:

jcrs| = O(L? - ) - poly(2), |hskq;| = poly(2),
Impk,| = O(n)poly(2), Impk,| = poly(4),
|cty| = O(n) + poly(A), |ctq] = poly(A),

where L = L1 +- - - + Lp,. Note that the total size of {crs;}ic[] is L - poly(A) according to the efficiency of the pairing-
based QA-NIZK scheme by Kiltz and Wee [KW15] and the fact that the size of language description is poly(A).

Security. We have the following theorem. Given pairing-based QA-NIZK in [KW15] with unbounded simulation
soundness under MDDH assumption, our multi-instance slotted Reg-IPFE scheme uses prime-order bilinear group
and the security can be reduced to MDDH assumption.

Theorem 8. Assume Iy = (LGen, LPrv, LVer, LSim) is a QA-NIZK with perfect completeness, perfect zero-knowledge
and unbounded simulation soundness for linear space defined in Section 2.4, our multi-instance slotted Reg-IPFE
scheme achieves the very selective SIM-security as the definition in Section 5.1, under bi-MDDH assumption.
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C.2 Simulator

Recall that we allow some instance q* to be empty, namely Mg, Cg» = L and yg-; = L, pkg.; = Lforalli € [Lg].

Our simulator is as follows:
- Setup(1*, 1™, 151, ., 15 1™ {{ygibierr,)s {Hq.itie Myuc, Yqem)): Run G = (p,G1,Gy,Gr,e) «— G(1%). Sample
shared parts:

C — Z;X(Zkﬂ), A Zl;x(zkﬂ)’ Vy Z;}Zkﬂ)xn, V, Z;,Zkﬂ)XkH, vV — Z},X(Zkﬂ).

And sample

D — Z;,kﬂ)Xk, W — Z;}x(kﬂ)

For each instance q € [m], sample B, « Z;,k”)Xk, foralli € [Lq], s € {1, 2}, set

M 0,

0nxn, ict;,l.

Ency ([ipk]s, [ipk]2,0)  ifi € [Lq] \ (Mg U Cy)

[Mq,i]s = [ . : e
Ency ([ipk]1, [ipK]2, tqi) ifi € MgU Cqy

l where [ictq,i]se{

N

and for all i € [Ly], do following operations:

o Set
0qi = {0 ifi € [Lq] \ (MqgUCy)
Ugi ifie MgUCqy
e Sample
. Z;2k+l)><n(k+1)’ Wogi — Z;2k+1)><(k+l)(k+l)’ Wi — Z;2k+1)><(k+1)’
and

o 2k+2) % (2k+2 1xk 1xk
Ryi  ZXD) i e 20K gy 2K

_ — c
Rq,i = Rq,i .
| YS)

e Run (crsg;, tdg;) « LGen(1%, Gy, [Aqi]1), where

and compute

A (3k+2) x (2k+1)
Aq)i = (ﬁ ) S Zp .

q,1
Output
[A’ AV]; AVZ: AVT] 1
{crsqi, [Re,is AW1 g1, AW2,q,1, AW3 g1, A(Wo,q,(DE ; ® Tiia) + Wi gi (WDE, ; +06,) ® Lisa)) |1 ez,
crs =| | {[Dt] ;, WDt ; + 64,1, Ber ;, Wi,q,j(In ® By ) + Vala}je(r, ),

{[Wz)q,]' (Dt;y] ® qu;’j) + W3,q,j((WDt;’i + eq,i) ® qu;’j) + VZDt:l,] +V (WDt;,i + 9q,i)]2}jE[Lq]

{[W1,q,i(In ® Byry ), Wo,qi (Dt @ Bgry, o) + W3 g (WDt ; +0q0) ® Bary )12} je[Llie[Lq]\ ()} celm]

And set the trapdoor as

= C:V :V ,V,W,{ ﬁ is isi } )
td ( 1, V2 { q.i tdq,l}lE[LqJ qelm]

for all q € [m], if q is not empty instance, update

td=tdu Z C(W1,q,i (Vg ® Ii1) + Wagi(DE; ® Iieyn) + W3 gi (WDE ; + 6,0) © Iia))
i€[Lq]
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— Gen(crs, ¢, i;td) : Fetch td,; from td. Sample Ug; « Z;Zk“)x(k“). Define Fg; = (Tqi) = (AU‘I"' ) = AgiUq; €

Qq,i ﬁqyquji
Z§J3k+2)><(2k+1) and run
Tgi — LSim(crsg, tdg, [Fg,il1)-
Fetch {[Bqry ;12}je(z,1\(i) from crs and output
Pk = ([AUg, RgiUgil, {[UqiBqry 12} je(rg 1\ (i} Tqi) and  skgi = Ug,.
—— N——
Tq,i Qq.i hgi;
— Enc,(td): Fetch ¢, V4, Vo, v, w from td, set X = (0y, |lisk). Output
ct,=([ ¢ , cVy,cVy —w, eV +1]q)
N~ —— —— ——
C+0 Ci1 Ci2 C+3

- Eﬁic((pkq’l, s pkq’Lq); td): If g is an empty instance, on input pk,; = L foralli € [Lq], abort and return &q =1.

For alli € [Lq], parse pky; = ([Tqi, Qqil1, {[gijl2}jerr\(iy> 7q.i)- Fetch {Ry,i}icrz,) and 2ie[r,) C(W1,qi(Yy; ®
Iy1) + Wz,q,i(Dt:N. ® Ipy1) + ngq,i((thZ’l. +04,i) ® Iy1)) from td. Output:

E'Eq = Z (elﬁ,ﬁ Qi + C(Wl,q,i(yzyi ® Ii1) + Wz,q,i(Dt;,i ® Ipy1) + WS,q,i((WDt;,i + eq,i) ®Iks1)) | -
i€[Lq] 1

Cq

C.3 Proof
We prove the following technical lemma this immediately proves Theorem 8.
Lemma 8. For all adversaries A, there exist adversaries 81, B, such that:
AdVIFETTE(Q) < L AVES(2) + (3L + 2L - Q + DAIVEPPH (1) + negl(2)

where L = Ly + ... + Ly is the number of slots, Q is the maximum number of queries on a slot made by A and
Time(B1), Time(B,) ~ Time(A).

For simplicity, we prove Lemma 8 in the case of nonempty 1-instance and remove the index g in the following
proof. For an empty instance, we only need to remove the terms about ct and all pk; in following game sequence,
and notice that M*, C* = 0 for empty instance. In the case of m-instance, it only needs to add back index g and
apply sub-sequence Gg¢-1p, ..., Gs ¢—1,3 to each instance.

Game Sequence. Suppose that crs is the common reference string, x* is the challenge, {pk;, y; }ic[] are challenge
public keys along with challenge functions to be registered, M*,C* C [L] are the sets of malicious and corrupted
slots. For all i € [L], define D; = {pk; : D1,/[pk;] = ski # L} be responses to OGen(i) and C; = {pk; : (i, pk;) € C1}
records public keys in D; that have been sent to OCor(i, -). Recall that, for each i € [L], we require that
ie M* = pki ¢ D; AVer(crs,1,i,pk;) =1
ieC” = pki €(;
ie[L]\(M"UC") = pki € D; Apk; ¢C;
Note that pk; serves as a general entry in D; while pk; is the specific challenge public for slot i; there can be more

than one assignment for pk; since the adversary can invoke OGen(i) for many times. We prove the Lemma 4 via
dual-system method using the following game sequence.
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- Go: This is the real game, recall that we have

e crsisin the form:

[A, AV, AV,, AV |4,
{crsi, [Ri, AWy ;, AWy ;, AW3 ;, AWy (DE; ® Ixs1) + W3; (WD, ® Ii1)) |1 }ie(1)
crs = {[Dt;.,th;., BI‘T]-,Wl,j(In ® BI‘T}-) +Vila}jerrps
{[W2,;(Dt; ® Br}) + W3 ;(WDt; ® Br',) + V2Dt; + VWDL ]2} je 1)
{[W1,i(In ® Br}), W, ;(Dt; ® Br}) + W3,;(WDt; ® Br) 2} je[L],ic[L]\(j)

A
R;

pk; = ([ AU , RiU; 11, {[UiBr)]2}je1) (1), i)
~—— ——
T; Qi hi,j

where crs; € LGen(14, G4, [A;]1), with A; =

e Foreachi € [L], each pk; € D; is in the form

where m; « LPrv(crs;, [Fi]1,Up), F; = (ﬁg:)’ and U, is the corresponding sk;.

e Foralli € [L], pk; is in the form:

pki = ([T;, Q1. {12} ez (i} ;)

T
such that Ver(crs, 1,1, pk;) = 1 which means LVer(crs,-, [ l*l ,n;‘) = 1 and Ah;‘]. = T;‘Br;. for each j €
ilq
[L]\ {i}.
o ct; for x* is in the form:
cty = ([ sA ,sAV; + X", SAVy, SAV' |1).
N~ —— —— ——

C+0 Ci1 Ci2 C+3

e ct] for X" is in the form:

cti=| D (STi+SA(WLi(Y] ® Tis1) + Woi(DE, @ Tiar) + Wa i (WDE; @ 1)) | -
ie[Lq] 1

Cq

— Gj: Identical to Gy, except that for all i € [L], we replace thTl. in crs with

0 ifi € [Lg] \ (MqUCyp)
wDt; + where 6; =
l l ifi e M,UC,

In particuar, we generate crs as

[A,AVy, AV,, AV' |4,
{crsi, [Ri, AW; , AW ;, AW ;, A(Wo,i (D] ® Iie1) + Wi ((WDE, +[60; ) ® Tes1)) 11 }iefr)
crs = {[Dt;., (th;. + ), BI‘;-,WL]'(IH ® Br;.) +Vila}jerr)s ,
{[W,;(DE; ® Br’)) + W3 (WD + ) ® Br)) + V2Dt + V' (WD + )]2} jelr]
{[W1;(I; ® Br}), W2, (Dt; ® Br)) + W3,;(WDE; +[6;)) ® BI)) |2} je(rlie(2)\ ()
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and generate challenge ciphertext ct] as

D7 (ST + SA(W,i(¥} ® Ti1) + Wo,i (D, @ Ty ) + Wi i (WDE +[0:) ® Tien))) l :
i€[Lq] 1

Cq
We have G; ~¢ Go. This follows from MDDH assumption which ensures that ([D], [WDt;]1) ~¢ ([D], [wDt; +

6i]1) when D  Z{*K ¢  ZLk w o zD¥ ),

Gy: Identical to Gq except that for alli € [L] and all pk; € D;, we replace 5; with

7 « [LSim](crs;, td;, [Fi]1) where F;= (

AU;
R/U;/

We have Gy = G;. This follows from the perfect zero-knowledge of IIy.

Gs: Identical to G, except that we sample s « Z},Xk along with A and replace all R; in crs with

~ ~ | sA
R = R
Iok41

We have G3 = Gj,. This follows from the fact that both R; (in G3) and ﬁi (in G3) are truly random since matrix
(o ) is full-rank.

G4: Identical to Gz except that we generate the c] as follows:

¢ = ) (R 1Q; |+ SAWi(Y; ® Tis1) + W (DE @ Tier) + Wi (WDE; +6) ® Tir))

ie[L]

ﬁ - Zézk+2)><(2k+2).

>

We have G4 =, Gs. This follows from stronger unbounded simulation soundness of II, along with the fact that
T?
LVer(crs;, [Fi],m{) = 1for alli € [L] where F; = ( l). The details are identical to that in game Gs of our
i
sReg-IPFE (c.f. Section 3).

Gs: Identical to G4 except that we replace all sA with ¢ « Z2* (21,

D ; in particular, we generate R; as follows:

P —_~ C —_
R =R ( ) R Z;’an)x(zmz)
| YS]

and generate the challenge ciphertext ct} as follows:

cth = ([ ,[€]V1 + X, [€]Vy, [N ]1).
N Y N e’ N N —
Cio Ci1 Ci2 C+3

generate the challenge ciphertext ct] as follows:

cty = ( Z (e1R;1Q; +[C](W1,i (¥} ® Lis1) + Wi (Dt ® Iiy1) + W3 (WDE, + 6;) ® Iis1))) l )
i€[L] 1

g
¢

We have Gs =~ G4. This follows from MDDH assumption which ensures that ([A];, [sA]1) =¢ ([A]1, [€]1) when
A — Zl;x(zkﬂ)’s - Z},Xk, c — Z},X(Zk“).

Gg: Identical to G except that
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e we generate c; as follows:

cti=([ ¢ ,eVi+x cVy, eV ]q).
—— ™ PR S ——
Ci0 Cy1 () C3

e Incrs, we change [Wq;(I, ® BrTj) + V1], forall j € [L] as follows:

[Wy,j(I, ® Br)) + V1 +[c* (-x") [lo.

where ¢t € Zf,k“ such that cct = 1 and Act = 0.

We have Gg ~s Gs. This follows from the change of variable V; +— V; + ¢+ (-x*).

— Gy: Identical to Gg, except that

e we generate c; as follows:

cti=( ¢ ,cVy,cVy+[-wWev +[1]]).
N—— e~ —— ——
Ci0 Ci1 Ci2 C+3

e In crs, we change [Wy; (DtT]. ® Br;.) + Wg,j((WDf; +0;)® BrT].) + Vth; + vT(thT]. +0j)];forall j € [L] as
follow:

[W,,;(DE; @ Br) + W3 ;(WDE; + 6;) ® Br’)) + VDt + V (WDE; + 0) + |0, |,

where ¢t € Zf,"” such that cct = 1 and Act = 0.

We have G7 =5 Gg. This follows from the change of variable V; +— V, + ¢-(-w) and v — v + ¢c*.

- Gge, (£ € [0,L]): Identical to Gg except that for all j € [£], we change [W+ ;(I, ® BrT].) +V; +ct(=x*)]yin crs as
follows:

[W1,j(In ® Br)) + Vi + €=X")]2.
and change [Wz,]-(Dt;. ® BrTj) + Wg,]‘((WDt; +0))® BrT].) + Vth;. + vT(thT]. +6;) + ¢0;] in crs as follows:
[W2,; (Dt} ® Br)) + W3 ;((WDt; + 6;) ® Br)) + VoDt + V' (WDE; + 6;) + 6]

We have that

e Ggo = Gg; the two games are actually identical, since [0] = 0;

e Gg,1 ~c Gg forall £ € [L], we will employ a sub-sequence of games for the proof described later.

Observe that in the final game Gg;, can be simulated using the simulator by setting y; = x*(y;)", where we embed
x*(y;)" into crs so that hsk; for alli € M* U C* and remove x* from ct".

From Gg ¢ to Gg ¢. We are ready to prove Gg,—1 =~. Gs, and this will complete the proof of Lemma 4. For this,
we need the following sub-sequence of games for each ¢ € [L]:
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- Gg¢-1,0: Identical to Gg o1 where werecall crs, pk; € D; and ¢, with highlighting relevant terms in the following

sub-sequence with dashed boxes as follows:

[A,AVy, AVy, AV ], {[Dt}, (WDtTj +0j)]2}jerr)
{crsi, [Ri, AWy, AW, j, AW3 i, A(W,i (D] ® Iiy1) + Wi, ((WDE, +6;) ® VSE9))FY

{[BI‘ W1](In®BrT)+V1]2}]E £-1]

[[Br Wi, (I, ® Br}) + Vi + ¢ (- x*)]z‘

{[Br Wy (In ® Br)) + Vi + ¢ (-x")] 12}

jelLI\[€]
Crs =
{[W2,;(Dt; ® Br)) + W3 ;((WDE; + 0;) ® Br) + VoDt + V' (WDt} + 0)) 12} .,y
1 [Wo 1g(DtT ® BI‘E) + W3 g((WDtT +0;) ® Bl'g) + VDt + V' (WDt + 0;) + ¢10;]2:
{[WZJ(DtT ® BI) + W3,;((WDE; +6;) ® Br)) + Vo Dt} + V' (WD + ;) + c6;] }]E[LJ\[H
(1,00 0 ) Wa (D 0 )+ Wos (WD +0) B eyt
'{[W1,i(I, ® Br,), W2;(Dt' ® Br,) + W3;((WDt] + ;) ® Brg)]z} \{g}
T; Qi h;; \ﬁ 7i1i,7€77 j\ h;;
—— ~\ Pyt S Tt
k ([ AUi s RiUi ]1, {[ ]2}]5 e-1]\{i}> "' [UlBrg]Z :{[UlBr ]Z}JE i,t]> ﬂl) ifi#¢
p . = —~ e E . .
' ([ AU, , RU;]4, {[U\‘fd-;']z}]E o-1]» {[Ué’Brj]Z}je[L]\[f]’ m) ifi=¢
—— —— ~ —
T, Q¢ hy, he;

+ Z (elRi Q; +c(Wy(y; ® Iy1) + Wz,i(DtTi ® Iry1) + Ws,i((WDtTi + 9i) ® Irs1)))
[LI\{¢}

where ¢t € Z?,k” such that cct =1, Act = 0. For all i € [L], recall that

o = 0 ifie [L]\(MUCQC)
Clxy ifieMuc
— Gg¢-1,1: Identical to Gg 1,0 except that we replace all Br, with d, « Z’;,” in crs; in particular, we change the
dashed boxed term in crs and pk; as follows:

[} We(ln ®[dy ) + Vi + € (—x)]2

[Wz,g(Dt} ® ) + Wg,g((WDf; +0;p) ® ) + Vth} +V (WDtTg +0p) + CJ'Qg]Z

{[W1,i(Iy @[, ]), W, (DE; @[ ]) + W, (WDE +6) @ [dy )12}, 1 o)

Wehave Gg z—11 ®¢ Gg ¢-1,0. This follows from MDDH assumption w.r.t. [B], which ensures that ([B], [BrTL, 12) ~c
([B]2, [d}]2) when B « Zék”)x" r, 70K, dy le(k+1)
- Gg¢-1,2: Identical to Gg ¢—1,1, except that we replace leg(ln ®d}) + Vi + ¢ (-x") with

Wi (I @ dy) + Vq + =X
and replace Wy ¢(Dt, ® d,) + W3 ,((WDt), + 6,) ® d},) + V2Dt + V' (WDE,, + ;) + c*6, with
W2 (Dt ® d,) + W3 ,((WDt), + ;) ® d}) + VoDt + V' (WDL, + 0,) + >6;

1x (k+1)

We have Ggp_12 ~¢ Ggg¢_11. With defining ¢c* € ZZk+1 and d* € Z, such that cct = 1, Act = 0 and

deTe =1, d*B = 0. We consider two cases
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e Honest case (£ € [L]\(M*UC")): In this case, we have 0, = 0, and we have pkj, = ([T}, Q}11, {[h] jT]z}je[L]\{g},ﬂ'j;) €
Dy \ Co. Namely, we know U}, (such that T, = AU} and Q}, = ﬁgU*[) and U7, is hidden from the adversary. We

can write the dash boxed terms in cj as follows:
€Uy 1+ C(W1,e (Y ® Tiesa) + Wa,o(DE, ® Tat) + Wi, o (WDE, +6¢) ® Tii)

and replace R in crs with a random R, as in Gs. And we can proof Gg ¢—12 =~¢ Gg ¢—1,1 in this case using the
following argument for all b € {0, 1}:

A, c*,B, [Re]1, d}, AWy o, AW, g, AW3 g, [Wy p(I; ® d) + V1 + be* (=)

[W2,¢(Dt, ® d,) + W3, (WDt} + 6;) ® d,) + VoDt + V' (WDE|, + 0;) + bc' 0, 2; /lcrs, pk,

[c, €U}, + c(W1,¢ (Y}, ® Ixs1) + W ¢ (Dt ® Ix1) + W3 o ((WDE, + 0;) ® Ixs1)) |1

AU, [R,U}]1,U;B llct*, pk;
~c A, c', B, [Re]1, d},, AWy ¢, AW; o, AW3 g, [W1 ¢(I, ® d) + V1 + bet (—x7)]2

[W2,0(Dt, ® d)) + W3 (WDt + 0p) ® d,) + V2Dt + V' (WDE), + 6;) + be*0p]3;

[c, cU, + ¢(We,e (Y, ® Ik+1) + W p(DE, ® Ixs1) + W3 o ((WDE, + 0p) ® Ixs1))]1

AU, [R,U; +[Wd*];, UB
~s A,c', B, [Re]1, d},, AWy ¢, AW o, AW3 ¢, [W1 ¢(In @ ) + V1 + +bet (—=x)]2,

[Wz,g(DtTg ® d;) + Wg,g((WDtTg +0;) ® drg) + VthTg + VT(WDtTg +0;) + bCJ‘Gg]Z;

[c, €U} + C(W1,6(Y, ® 1) + W, (DE, © Tiy1) + Wi g (WDE, + 0p) ® Tien)) + |upd™ + wo(yy)d [l

AU;, [R,U; + +Wd];, UB

~s A, ¢, B, [Re]1, d), AWy o, AW, o, AW3 5, [W1 o (I, © d),) + V1 + ¢ Wy + be2 (=X |3,

[Wz,g(DtTg ® d_;',) + Wg’[((WDtTg + eg) ® d_;,) + VthTé, + VT(WDtTg + 9[) +b&6ﬂ 2,
[c, cU, + (W1, ¢(Y, ® Irs1) + W p(DE, ® Iy1) + W3 o ((WDE, + 0p) ® Iiy1)) + ued™ + we(y}) d* |4
AU, [ReU; + Rectupdt +u'd*]1, UsB

1x(2k+2)

where U « Z,

, Up «— Zp and wp «— ZZK We justify each step as below: The first ~. follows the
argument:

(A, c, [Rg]1,B,d*, AUy, cU [RU, |4, U,B)
~c (A,¢, [Re]1, B,d*, AU, €Uy, [RU +[w'd']};, U/B)

which is analogous to the Lemma 2 in [ZZGQ23]. The second = uses the change of variables:
Uz = UZ + CJ'ugdL and Wi = Wi+ C'L(Wg ® dl)

The last ~; is straight-forward with

* the fact that 6, = 0 in this case;
* the observation that u” hides Ryctuy,, this implies that u, hides w,(y})", and wy is sufficient to hide x*.

86



e Corrupted & Malicious Case (£ € (M* U C*)): And in this case, we have 6, = X*(y})", and we have pk), =
(T3, Q311 {[hij]z}]'e[L]\{g},ﬂ;) € Cy U Dy. We prove Gg,e-12 ~¢ Gg¢-1,1 in this case using the following
argument:

A,c*,B,d, AW,, AW, 5, AW; s, AW3 4, [Wy o (I; ® d) + V1 + € (=X")]2
[W2,0(Dt, ® d)) + W3 (WDt + 0p) ® d,) + V2Dt + V' (WDE, + 6;) + ¢ 6;]2;
[c, €U, + (W1, o(Y), ® Ixt1) + W2 p(DE, ® Ixy1) + W3 o((WDE, + 6;) ® Ixr1)) |1

~s A, ¢t B, d), AW, AW, o, AW, o, AW3 g, [Wy (I, ® d) + V3 + +ct(-x)];

[W2,,(Dt, ® d),) + W3 ,((WDt, + 6;) ® d,) + VoDt + V' (WDt + 6,) + ’ chDt} + cL(—thT{, —0p) ‘ +¢t0;];

[c, eU, + ¢ (We,e (Y, ® Iks1) + W p(DE, ® Ix1) + W3 o ((WDE, + 0p) ® Ixs1)) +

x*(y5) d* + wDt,d* + (—wDt), — 6,)d* \]1

= A,c*, B, d,, AW, AW, y, AW, o, AW3 g, [W1 (I, ® d}) + Vy + X" +e(=X") |

[W2,(Dt, & ) + W ;((WDE, + 0,) ® d},) + V,Dt, + V' (WD, + ;) + W]Z;
[c, cU, + c¢(W1,¢(Y, ® Ixy1) + W (DT, ® Iy1) + W3 o ((WDTE, + 0p) ® Iy1)) + X*(y,)"d* + wDE,d=+(=WDt}, — 0,)d" |4

We justify each step as follows: The first ~; uses the change of variables:
Wi Wip+et (X" @dh), Wy Wy+ct(wodh), Wi Wip+c ((-1) @dh)

The second = follows from the fact that 6, = x*(y})" in this case.

- Gg¢-1,3: Identical to Gg -1, except that we replace all d, with Br|, where r, « Z’; in crs; in particular, we
change the dashed boxed term in crs and pk; as follows:

([Br,} Wi,e(I ® [Bry]) + V1 + " (=x)]

[Wz,g(Df; ® ) + Wg,g((WDf; +0;)® ) + Vth}, +Vv (WDt:; +0;) + Cleg]z

{[W1,i(In ® [Bry]), W2,i(DE; ® [Br, ) + W5, (WD, +6) ®[Br, )]z}, 1\ (¢

Wehave Gg z—1,1 ®¢ Gg ¢-1,0. This follows from MDDH assumption w.r.t. [B], which ensures that ([B], [BrTL, 12) ~c
([B]z, [d}]2) when B « Zék“)x"’ ry — ZK d; Z;}x(kﬂ)‘

D Sanity Check of the Simulators

This section provides sanity check for all simulators appeared in this paper.

D.1 Sanity Check of the simulator in Section 6.2

In this section, we show that the simulator of our multi-instance slotted PReg-IPFE in Section 6.2 can pass the
sanity check. The simulated crs has the full capacity as the crs of the scheme in Section 6.1. For all A, m, ny, n; € N,
allLy,...,Lp € N, allM € Z;"™, all {M;, C; }¢e[m all £, € Z})X"Z,,uq,i € Zp,allq* € [m] and i* € [Lg]; all

ars « Setup(1*, 1™, 151, ... 1km 1™ 1™ M {{fé,i}ie[Lq]’ {uq,i}ieM;U(;; Yqe[m])s
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all (pkg j:, kg i) < Gen(crs, q",i*); all {pkg: ;}ie[r,.1\(i+) such that Ver(crs, q*,i,pk,. ;) = 1; all x € Z;,X'” and

-
£ € Z},X"Z; we have:

mpk, < Agg, (crs);
Pr | Dec(skg.,ir, hskgr,ie, (Cty, Ctgr)) = XMAG. oo | (Mpkg., (hskg: j)jerr,.1) < AGQ(CTs, q%, (PKg- 1 g 0)ierr,1) | = 1-
s « Coin; cty « Enc.(mpk,, X;8); ctg < Enc(mpkg.;s)

This follows from the fact that the analysis of correctness in Section 6.1: for s € {1, 2}, we have:
X = (x]|0,), Eq*,i* = (fq*,i*Hl)

and

Ency ([ipk]s, [ipk]2, 0) ifi* € [Lg-] \ (MG U Cy)

_ M 0 ‘
[Mgi]s = ! where [ictg ] € . ' - .
Ency ([ipk]y, [ipklz, ugrie)  ifi€ Mz UC

OHXHZ ICtII*,l* s
with ([ipk]1, [ipk]2) € Genq(1%). And for all s « Z},X", we have

Skq*,i* = Uq*,i*:

(cty, ctg) =( SA ,SAW +X, Z (qu*,i+sAwq*,,~(1'\7[q*,if},i®1k+1))l )
L ie[Lq] 1
Ci0 Ci1
cg
hskgs i+ = ( Bq*l‘}rr’i*, Z (hgs i, +Wq*,i(l\7[q*,ifq*,i ® Bq*r})i*)),
[ ——— ic[Ly 1\{i*}
kT

0
T
kl

=T

—~ =T T ~ ~ =
Wq*,i* (Mq*,i* fq*,i* ® Bq*rq*,i*) + WMq*,i* g Mq,i* fq’i* l )
2

—
T
k; ky

where

Ahg ;i = Tq*’qu*l';*’i* Vie [Lg] \{i*} and AUg; =Tg .

Note that here we actually consider hskg ; for j = i* and skg«; for i = i* and all above equalities are ensured by Ver

and Gen. We have

he > ri he
21= ) (STqBeTy . +SAW i (Mg i ; @ Tia) By T 1)
€[ Lgx]
T v g
Z (ST Bq T ;. + SAW (Mg . ; @ ByT). 1))
i€[Lgx]

~
(SAhq*,i’i* + SAWq*’i(Mq*’ifq*,i ® Bq*l‘;*)i*))
ie[Ly T\ (i)}
z3 = sAUg i Bgx . ;.

Z3

~ = ~ =T
24 = SAWge i+ (Mge - £ o ® Bq*r;*,i*) +SAWMy: ;- £ 10
~ =T e =
Z5 = SAWMq*,i*fq*,i* + XMq*,i*fq*,i*
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and then

Z=21—2y— 23 — 24+ Zs
= . 3 . M . i 3 . s T
= 8Tq i*Bg Ty ;o + SAWg i (Mge i+ £ i @ BgeX. 1) — sAUg i+ Bgex . oo
~ = T ~ =T
—(SAWq*,i* (Mq*,i* fq*,i* ® Bq*rq*,i*) + SAWMq*,i*fq*’i*)
o =T —_ =r
+(SAWMg: £ . i + XM io£ g 5v)

=

= iMq*,i*

q-i*

M 0 f .
= (x/|0,) e e

nxny lCth*’i* 1

= XMﬂN*

Here, equalities hold analogous to the analysis of correctness in Section 6.1, and the last equality holds even if we
replace [Mg ;s with

M 0, )
! where [ictg ]s €

0 ict’, ..
nxny qi* 1 g

(M, i]s = l Ency ([ipk]s, [ipk]2, 0) ifi € [Le]\ (M. UC)
*iv]ls = i, .
! Ency ([ipkl1, [ipkla, tgre) i i € M. UC,

D.2 Sanity Check of the simulator in Section 7.2

In this section, we show that the simulator of our multi-instance slotted Reg-QFE can pass the sanity check. The
simulated crs has the full capacity as the crs of the scheme in Section 7.1. For all A, m,ny,n, € N, all Ly,...,Ly € N,
all {Mg, Cg}ge[m), all fL’“. € Z},anz,yq,i € Zp,allq* € [m] and i* € [Lg]; all

crs « Setup(1/1’ 1m’ 1L1’ ey 1Lm, 1”1’ 1"2’ {{f&,i}iequJ: {‘uq,i}M;UC; }qe[m])’

1xng

all (pkg. i, Skgi+) < Gen(crs, q",i%); all {pky. ;}ie[r,. 1\ i) such that Ver(crs, q", i, pkg.;) = 1 allx; € Z,", %, €
Z},X"Z andfy; € Z},X'“”Z; we have:

mpk, < Agg, (crs);
Pr|Dec(skg: i+, hskge i, (Cty, Ctgr)) = (X1 @ Xo)f. i | (Mpkge, (hskg j)je(r,.1) < AGQ(CTs, @, (kg i fg)ie(L, 1) =1

s « Coin; cty « Ency(mpk,, (X1,X3);5); Ctgr Enc(mpkq*;s)
This follows from the analysis of correctness in Section 7.1 and the fact that the simulator of our multi-instance
slotted PReg-IPFE (iSetup, iGEﬁ, iEﬁﬁ, iEﬁE) can pass the sanity check as shown in Appendix D.1.
D.3 Sanity Check of the simulator in Section 5.3

In this Section, we show that when apply our multi-instance slotted Reg-QFE in Section 7.1 to the transformation in
Section 5.2, the simulator of the compact Reg-QFE can pass the sanity check. The simulated crs has the full capacity
asthecrs.ForallL € N,all f/ € F, u; € Zand all CK, HK, CH such that CK, HK C [0,L'-1], CHUHK = [0, L'—1] for
some L’ < L. For all stateful adversary ‘A making a polynomial number of oracle queries (defined as in Section 2.2)
and all L, we have the following advantage function is negligible in A:

Pr(b = 1|cFs — Setup(1*, 1%, F; {f }iccxurx (i }icckucn); b = 0; ACREINTC),0RegT(-),0Fnc(-),0Pec(-) (g

we recall that oracles work as follows with aux = 1, E=0,R=0and t = L:
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— ORegNT(pk, f): run (mpk, aux’) « Reg(crs, aux, pk, f), update aux = aux’, append (mpk, aux) to R and return
(R, mpk, aux);

— ORegT(f*): run (pk*, sk*) « Gen(crs, aux) , (mpk, aux’) « Reg(crs, aux, pk*, f*), update aux = aux’, compute
hsk* « Upd(crs, aux, pk*), append (mpk, aux) to R, return (t = |R|, mpk, aux, pk*, sk*, hsk*);

— OEnc(i, x): let R[i] = (mpk, %), run ct « Enc(mpk, x), append (x, ct) to & and return (|&], ct);

- ODec(j): let 8[j] = (xj, ct;), compute z; « Dec(sk*, hsk, ct;); if z; = getupd, run hsk* « Upd(crs, aux, pk*)
and recompute z; < Dec(sk", hsk*, ct;). Set b = 1 when z; # f*(x;).

with the following restrictions:

— there are at most L — 1 queries to ORegNT and there is exactly one query to ORegT; therefore, we will consider
f*, pk*, sk*, hsk™ to be global;

- for query (i, x) to OEng, it holds that i > t, R[i] # L;

- for query (j) to ODec, it holds that &[] # L.

This follows from the analysis of correctness in Section 5.2, and the fact that the simulator of our multi-instance
slotted Reg-QFE (mSetup, mGen, mEnc,, mEnc) can pass the sanity check as shown in Appendix D.2.
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