NOTE ON THE CRYPTANALYSIS OF SPEEDY

TIM BEYNE AND ADDIE NEYT

ABSTRACT. At Eurocrypt 2023, a differential attack on the block cipher SPEEDY-
7-192 was presented. This note shows that the main differential characteristic
that this attack is based on has probability zero.

In a paper at Eurocrypt 2023 [2], a key-recovery attack on SPEEDY-7-192 was
proposed based on multiple 5 round differential characteristics. The authors esti-
mated that the main characteristic used in the attack has probability 27179-56; the
other characteristics were reported to have ‘quite bad probabilities compared to the
main one’, but they are not provided so it is not possible to verify them.

The main characteristic is based on a four-round ‘core trail’, the first round of
which is shown in Figure 1. The SB operation applies an S-box S to every 6-bit row,
the SC function rotates the i*" state column upwards by i bits. The orange cells
correspond to difference bits equal to one. The blue cells indicate mask bits equal
to one in a quasidifferential trail with the same differences as the characteristic.

The characteristic shown in Figure 1 was estimated to have probability 2742 in
[2]. This corresponds to the correlation of the quasidifferential trail with all masks
equal to zero. However, as shown in the figure, there exists a second quasidifferential
trail with correlation —27%2. Hence, by [1, Theorem 4.2 (2)], the probability of the
entire characteristic is equal to zero. The correlation can be computed from the
quasidifferential transition matrix of S, which satisfies (indices in hexadecimal)

D(Szo,1o),(oo,01) = _% and D(Soo,o4),(2o,1o) = é
The quasidifferential trail in Figure 1 corresponds to a local contradiction, which
can easily be verified by hand. The characteristic used in the attack on SPEEDY-
6-192 in [2, Figure 8] has essentially the same issue, but the contradiction instead
occurs in the last three rows. In future work, we will investigate to what extent the
attack can be fixed or improved by using other characteristics.
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FIGURE 1. Quasidifferential trail with correlation —2742 for the
first round of the core characteristic for SPEEDY-7-192 from |[2,

Figure 4].



