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Abstract. Lattice-based succinct arguments allow to prove bounded-norm satisfiability of relations,

such as f(s) = t mod g and ||s|| < 8, over specific cyclotomic rings Ok, with proof size polylogarithmic

in the witness size. However, state-of-the-art protocols require either 1) a super-polynomial size
modulus ¢ due to a soundness gap in the security argument, or 2) a verifier which runs in time
linear in the witness size. Furthermore, construction techniques often rely on specific choices of

K which are not mutually compatible. In this work, we exhibit a diverse toolkit for constructing

efficient lattice-based succinct arguments:

(i) We identify new subtractive sets for general cyclotomic fields K and their maximal real subfields
KT, which are useful as challenge sets, e.g. in arguments for exact norm bounds.

(ii) We construct modular, verifier-succinct reductions of knowledge for the bounded-norm satis-
fiability of structured-linear/inner-product relations, without any soundness gap, under the
vanishing SIS assumption, over any K which admits polynomial-size subtractive sets.

(iii) We propose a framework to use twisted trace maps, i.e. maps of the form 7(z) = +-Tracex /g (a-z),
to embed Z-inner-products as R-inner-products for some structured subrings R C Ox whenever
the conductor has a square-free odd part.

(iv) We present a simple extension of our reductions of knowledge for proving the consistency
between the coefficient embedding and the Chinese Remainder Transform (CRT) encoding of s
over any cyclotomic field K with a smooth conductor, based on a succinct decomposition of the
CRT map into automorphisms, and a new, simple succinct argument for proving automorphism
relations.

Combining all techniques, we obtain, for example, verifier-succinct arguments for proving that s
satisfying f(s) = t mod ¢ has binary coefficients, without soundness gap and with polynomial-size
modulus q.

1 Introduction

A fundamental and recurring task in constructing lattice-based succinct arguments is to prove knowledge
of a committed vector s € R™ over a ring R which satisfies norm-bound constraints, such as ||s|| <
(. For instance, such protocols could be extended directly into a succinct argument for structured
languages [CLM23], combined with quadratic functional commitments to yield succinet arguments for NP
[ACL*22, CLM23]*, or transformed into polynomial commitment schemes [FMN23, AFLN24, CMNW24]
which allow compiling polynomial interactive oracle proofs [BCS16] into succinct arguments.

As evidenced in prior works [Lyul2, LNP22, BS23], the currently most efficient lattice-based (non-
)succinet arguments operate over rings of integers R := Z|[(] of cyclotomic number fields K := Q((),
where ( is a primitive f-th root of unity for f = poly()\). Indeed, the ability to construct exponential-sized
low-norm challenge sets over R allows the aforementioned protocols to achieve negligible soundness in
one-shot while maintaining relatively small lattice parameters. However, this comes at a cost of the
following two complications.

*Work done at Aalto University. The author’s affiliation changed before publication.

4[ACL 22, CLM23] relied on the knowledge-kRISIS assumption for the knowledge soundness of well-formedness
of commitments. However, the assumption has subsequently been cryptanalysed [WW23, DFS24], rendering the
security proofs vacuous.



Correctness Gap. The first one can be described as the correctness gap. Namely, most of the recursion-
based protocols start with the initial witness sg := s, and in the i-th iteration, an honest prover somehow
folds the “current” witness s;_1 into a new one s;; thus shrinking the dimension of the witness, but
simultaneously, increasing its norm. At the end, say after p iterations, the prover outputs the final witness
s, of small (potentially constant) dimension. Suppose there exists some  such that foralli =1,..., 1 we
have ||s;|| < 7-||si—1]|- Then, in order to maintain correctness, one must inherently choose ¢ > -5 > |[s,.||.
We call this phenomenon the correctness gap, since if our only task were to commit to s using a standard
lattice-based commitment scheme, setting ¢ = O(3) would suffice®.

Soundness Gap. A more concerning issue is the soundness gap. A vast majority of prior works based on
cyclotomic rings encounter the problem that the extracted witness s is not necessarily short, but it is of
the fractional form s := z/¢ mod ¢, where ¢ is the proof system modulus and both z € R™ and ¢ € R are
somewhat short (but ||z| is larger than /). Even though this relazed soundness suffices to construct basic
primitives, such as signature schemes [Lyul2, DKL118], verifiable encryption [LN17], or few-time verifiable
random functions [EKST21], it is not enough when the required functionality naturally involves proving
exact norm bounds (e.g. in set membership and range proofs). But especially in the context of succinct
arguments built in a recursive manner, dealing with the slack and other norm-growth related issues have
shown to have enormous impact on setting up the parameters [BLNS20, BCS23, AL21, AFLN24] , such
as picking super-polynomial modulus ¢, which makes the aforementioned schemes seem barely practical.

Prior works. Since the soundness gap seemed to be the main efficiency bottleneck of lattice-based
succinct arguments, several works naturally tried to address this issue first. To begin with, Albrecht and
Lai [AL21] designed a lattice-based argument of polylogarithmic size, where the extracted witness s is
somewhat short. The key ingredient of [AL21] was the notion of subtractive sets. Namely, a set S C R is
called subtractive if for any two distinct elements ¢, ¢’ € S, ¢ — ¢’ is invertible over the ring R. Since the
invertibility is independent of the proof system modulus g, the latter can be picked freely so that the
inverse (¢ — ¢’)~! is short relative to g. Further, it was shown how to construct such subtractive sets of
cardinality p in cyclotomic rings of prime power conductors f := p*. Thus, using subtractive sets as a
challenge space for the verifier, one can argue that the extracted witness § := z/¢ has low norm, because
1/¢ itself is short. However, this approach comes at a cost of non-negligible soundness error (due to the
size of subtractive sets), and therefore some sort of soundness amplification is necessary. Furthermore,
the protocol itself still does not manage to prove the exact norm bound, i.e. ||s|| < §. In fact, in the
context of recursive succinct arguments, the norm of the extracted witness can only be upper bounded by
A# 9O . 3 for some 6 ~ §.

In the setting of power-of-two cyclotomic rings, the strategy above falls apart completely since there
exists no subtractive set of size larger than two [Len76, AL21]. Hence, a different methodology has recently
been developed. Notably, Beullens and Seiler [BS23] proposed a succinct argument, LaBRADOR, for
proving [|s]|? < 3% (among other relations), inspired by the following two-fold approach from [LNP22]:

(i) Approximate shortness proof. Prove that s is somewhat short.
(ii) Zg-Inner product proof. Prove that ((¢(s),9(s)) (mod q)) < 32, where 9(s) is the coefficient vector
of s.

Combining (i) and (ii), one can argue that for a large enough modulus ¢ no modulo wrap-around occurs,
and therefore (1(s),(s)) < 3% holds over Z.

In order to prove (i) without relying on subtractive sets, LaABRADOR uses the Johnson-Lindenstrauss
random projection technique [BL17, LNS21, GHL22]. The idea is that the verifier will first generate
an integer matrix B with short (binary or ternary) values as a challenge, and the prover then outputs
P(v) := Be(s) (mod gq). Afterwards, the verifier checks whether ¢(v) is of low norm (which is true in the
honest executions, since both B and 1 (s) are). Finally, the prover needs to prove wellformedness of ¢ (v),
i.e. the linear equation By(s) = ¢(v) over Z,. The crucial soundness argument is that if the extracted s
was not short, then with high probability (dictated by the number of rows of B), 1(v) = B(s) would not
have low norm, which leads to a contradiction. Unfortunately, the random projection strategy inherently
requires the verifier to generate the matrix B, which itself has length O(m). As a consequence, the verifier

SFor presentation, we omitted the factors related to the security parameter \.



runtime becomes essentially linear in the witness size, which may not be satisfying in certain real-world
use cases.

We highlight that both (i) and (ii) require some kind of inner product proof over Z,; either between
two committed vectors, or between one public and one committed vector. Since the underlying protocol
natively operates over cyclotomic rings R = Z[(], it is essential to transform Z-relations into equivalent
ones over the ring R. To this end, it was shown in [LNP22] that for any two elements a,b € R of a
power-of-two cyclotomic ring, the constant term® of a - b € R is exactly equal to the inner product
(¥(a), (b)) € Z, where 1(a),y(b) are the coeflicient vectors of a, b respectively and ~ here denotes the
complex conjugation. This observation allows us to translate proving inner products and linear relations
over integers into proving statements about constant terms over the ring R. Finally, LaBRADOR makes
use of the fact that inner product relations over R are “folding-friendly” and can be efficiently proven in
a recursive manner.

Interestingly, LaBRADOR also managed to circumvent the correctness gap by taking inspiration from
the “decompose-then-hash” paradigm used in lattice-based Merkle trees [PSTY13]. Intuitively, using
the notation above for describing recursive-based protocols, instead of folding the intermediate witness
s;_1 directly into a new one s;, an honest prover would first decompose s;_1 (w.r.t. some decomposition
base b) into multiple vectors (s;_1,;);jefq of much smaller norm and then fold all of them together into a
new witness s;’. By carefully picking various parameters, such as b, one can ensure that, in an honest
execution, if ||s;—1]| < B, then we must have ||s;|| < 8. This technique was also adopted in a recent folding
scheme called LatticeFold [BC24].

Bridging the gap. At a high level, the aforementioned approaches to prove shortness seem somewhat
orthogonal. For § = p*, where p = poly(]) is a large enough prime, one can rely on subtractive sets to
efficiently prove approximate shortness (i) with succinct verification [CLM23]. However, it is unknown
how to translate proving Z,-relations, as in (ii), into equivalent relations over odd prime-power cyclotomic
rings. On the other hand, for f = 2*, one can apply the Johnson-Lindenstrauss projection strategy to
prove both (i) and (ii), but at the cost of slow verification time.

Hence, it is an important research question whether there exist cyclotomic (or other) rings R, which
contain subtractive sets of fairly large size, and at the same time, expose efficient packing and batching
techniques for turning relations over Z (or more generally, other base rings) to relations over R. An
affirmative answer, together with existing optimisations, would then yield a practical lattice-based succinct
argument for proving exact norm bounds with fast verification.

1.1 Owur Contributions

In this work, we present a versatile toolkit for constructing lattice-based succinct arguments that eliminate
correctness and soundness gaps while maintaining succinct verification. Our contributions are outlined as
follows:

Succinct Arguments for Bounded-Norm Satisfiability. We design a lattice-based succinct argument
system for bounded-norm satisfiability of structured linear and inner-product relations. Our system retains
features of previous protocols, such as transparent setup, quasi-linear-time prover, polylogarithmic-time
verifier, and negligible soundness in one-shot, while simultaneously eliminating any correctness and
soundness gaps. Consequently, our argument system achieves asymptotically the most attractive proof
sizes, which are smaller by at least a factor of .Q(log2 A) than the prior state-of-the-art constructions (see
Figure 1 for more details). Furthermore, our protocol’s modular design allows for straightforward analysis
and customisation, making it adaptable to various applications.

Subtractive Sets. Our protocol uses subtractive sets as challenge sets. While subtractive sets for
prime-power cyclotomic rings are well-known, the non-prime-power case seems less studied. Motivated by
the need of non-prime-power rings (e.g. for the twisted trace technique, see below) in some applications,
we identify a subtractive set for cyclotomic rings Z[(;] of non-prime-power conductor f with a cardinality
of §/fmax, where fmax is the largest prime-power divisor of f. Additionally, we identify subtractive sets

5We say that ao € Z is the constant term of the ring element a = fz(g ai¢’ e Z[¢]-

"For soundness, the prover needs to prove additional relations involving (si—1,5)jele-
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Fig. 1. Asymptotic efficiency of our commitment opening proof (in bits) and comparison with prior works which
support succinct poly(logm, A) verification time. Here, A is the security parameter and m is the length of the
committed vector. For each construction, the proof size corresponds to the soundness error poly(\, logm) - 27*.
The SIS-related parameters were chosen with respect to the methodology from [MRO09] for running BKZ on block
size b = O()). For [BCS23, CLM23, FMN23], which only achieve inverse-polynomial soundness in one-shot, we
applied a standard soundness amplification by parallel-repeating the protocol by a factor of O(A\/log\). We
note that for [AFLN24], [CMNW24], and this work, super-polynomial knowledge extraction runtime O(m'°%?) is
obtained.

over the real subrings Z[(; + ¢~ 11, with a cardinality of (p 4 1)/2 for prime-power conductors § = p* and
|f/(2fmax)] for non-prime-power f§.

Embedded Z-Inner-Products via Twisted Trace. While our protocol supports proving inner products
over rings such as Z[(j], higher-layer applications may require proving inner products over Z, e.g. for
proving that a committed Z-vector is binary. Unfortunately, efficient methods for embedding Z-inner
products to Z[(s|-inner products were only known for § = 2¢ being a power of 2, which is problematic
because subtractive sets over Z[(,q] are of cardinality at most 2. We extend the existing embedding
method to any ring of the form Z[(oa] ® Z[Cp, + ('] @ ... @ Z[Gp,_, + C,1 ], where po, ..., pp_1 are

distinct odd primes. This is achieved by replacing the “constant term map” with a “twisted trace map”
1

of the form 7(z) = & Trace(a - 2).

Succinct Consistency Proof for CRT. Another typical way of embedding Z-relations into Z[(]-
relations is via the Chinese Remainder Transform (CRT). However, this requires proving that the witness
vector is committed in both the coefficient embedding and its CRT coefficients consistently, and known
consistency proofs are not succinct. Using the fact that the CRT over cyclotomic fields with smooth
conductors can be succinctly represented through a few automorphism evaluations, we derive a succinct
argument for the consistency between the commitment of the coefficient embedding and that of the CRT
coefficients. At the core of our succinct consistency proof is a new succinct argument that verifies whether
two committed vectors are related by an entry-wise automorphism.

2 Technical Overview

Throughout this work, we will assume that K = Q(¢) is a cyclotomic field with conductor f and degree
© = ¢(f) = poly(A), and Ox = Z[(] is its ring of integers. For some of our results, we will further require
K+ =Q(¢ + ¢1), the maximal real subfield of K, and its ring of integers Ox+ = Z[¢ + ¢!]. Depending
on the context of a specific section, we will use R C Ok to denote a ring of interest to that section. Unless
specified, we measure the norm of elements and vectors by their £o-norm over the canonical embedding over
K. Our results can be divided into three parts, which we overview in Section 2.1, 2.2, and 2.3 respectively.

2.1 Subtractive Sets

In Section 4, we expose subtractive sets over Ox with non-prime-power conductor f, and over Ox+ with
both prime-power and non-prime-power conductors, with favourable properties, i.e. they have poly(\)



cardinality and small expansion factors. These subtractive sets can be used in any lattice-based arguments,
and in particular those developed in this work.

A set S C R is said to be subtractive over R if for any two distinct elements ¢, ¢’ € S, it holds that
c—c € R*,ie c¢c— is a unit. This concept is prevalently linked with the examination of Euclidean
number fields [Len76] and has also found relevance in lattice-based cryptography, specifically in argument
systems and secret sharing [AL21]. An explicit creation of an upper-bound-matching cardinality p is
evident in a cyclotomic ring R = Ox with a prime-power conductor § = p*. On the other hand, we are
not aware of explicit studies of subtractive sets regarding other cyclotomic rings and their subrings.

For applications in lattice-based cryptography, the most relevant measures of the quality of a subtractive
set S are its

i) cardinali , which inversely affects the knowledge error of argument systems using S as a challenge

(i) dinality |S|, which i ly affects the knowledg f arg t syst ing S halleng;
set,

(ii) “expansion factor” v = vg, i.e. how much the norm of an element grows when multiplied with an
element in S, which affects the “correctness gap” of lattice-based argument systems,

(iii) “inverse-expansion factor” 6 = g, i.e. how much the norm of an element grow when multiplied with
(¢ — /)71 for distinct ¢, ¢’ € S, which affects the “soundness gap” of lattice-based argument systems.

For R = Ok with prime-power conductor § = p*, it is known [Len76, AL21] that there exists a subtractive
set S of cardinality p and expansion factors v, 8 ~ p.

Our main result in this part is the exposition of the subtractive set S := {C Z} of cardinality

i€[f/fmax
|S| = §/fmax for any conductor f with at least two distinct prime factors, Wherg/’f;axl is the largest
prime-power factor of f. Notably, the expansion factor (conserning the canonical 2-norm) is v = 1, i.e. the
norm of an element does not grow when multiplied with an element from S, while the inverse-expansion
factor 6 ~ § is similar to the existing result for prime-power rings.

For completeness, we also expose related subtractive sets over O+ for both prime-power and non-

prime-power conductors.

2.2 Tight Succinct Argument for Bounded Norm Satisfiability

In Section 5, we work with R = Ok or Ox+. We present a new lattice-based succinct argument for
proving the bounded norm satisfiability of structured linear and/or inner-product relations, denoted by
Zlin and Z' respectively. More concretely, the argument system allows to prove knowledge of a short
vector w € R™, with m = d*, satisfying

— a linear relation Fw = y mod ¢, where F =F,_; ... ¢ Fy € Rp*™ can be expressed as a row-wise
tensor product of 1 matrices F; € Rp*?, and

— (optionally) an inner-product relation (w, a(w)) mod ¢, where « is either the identity function or the
complex conjugate (specified publicly).

Our argument system consists of O(u) = O(log, m) rounds and is public-coin, and can thus be made non-
interactive via the Fiat-Shamir transform. The prover time is quasi-linear in the size of the statement, and
both the proof size and the verifier time are polylogarithmic in the statement size. It can be instantiated
with a transparent setup. For example, the rows of F could contain a random commitment key of the
vSIS commitment scheme [CLM23] and evaluations of monomials at different evaluation points. This
turns the vSIS commitment scheme into a polynomial commitment scheme, which can then be used to
compile a PIOP into a SNARK.

Correctness and Soundness Gaps. A distinguishing feature of our argument system is that it is free
of the so-called “correctness gap” and “soundness gap”.

The correctness gap refers to the phenomenon that although the prover’s witness w is of norm at
most 3, the norm check performed by the verifier in the protocol is against a bound ' > 3. Typically,
e.g. in lattice-based Bulletproofs, we have 8’ ~ (1 + 7). Using the subtractive set suggested in [AL21]
and picking p = log A, the gap 3'/8 =~ (1 + )" is super-polynomial in A. Note that if the subtractive set
suggested in Section 4 with v = 1 is used, then the correctness gap is immediately reduced to poly(\) but
still greater than 1 (i.e. no gap).



a) Lattice-based Bulletproofs.

Fig. 2. Overview of the evolution of a prover witness wo to an extracted witness w( in lattice-based Bulletproofs
and in this work.

The more challenging issue is that of the soundness gap, which refers® to the limitation that, in
addition to the correctness gap 3’/3, the witness produced by a knowledge extractor is of even larger norm
B* >> 3. Using the example of lattice-based Bulletproofs again, we have 8* ~ (20)3# 5" a (1+~)*(26)348.
Since no currently known subtractive set (including those suggested in Section 4) achieves § = O(1), the
soundness gap problem cannot be solved by simply using a different subtractive set, at least until more
favourable sets are found.’

Figure 2 overviews the evolution of a prover witness wy to an extracted witness w{ in lattice-based
Bulletproofs and in this work.

Lattice-based Bulletproofs. In Fig. 2 part a) for Bulletproofs, each arrow in the top row represents
one Bulletproofs folding step, where w; denotes the intermediate witness after the i-th folding step. The
norm of the i-th round prover witness w; grows by a multiplicative factor of (around) v compared to the
previous round prover witness w;_1. The last round witness w, is then of norm around gv*, i.e. with
correctness gap v*. The vertical arrow is trivial since the last-round prover witness is sent in plain, i.e.
w;, = w,,. Each arrow in the bottom row represents a “traditional witness extraction step”, i.e. moving
one layer up in the tree-special soundness witness extraction, where w; denotes the extracted witness at
depth i. The norm of the i-th round extracted witness w} grows by (roughly) a multiplicative factor of 63
compared to the previous round extracted witness w;_;. The final extracted witness wg is then of norm

around Sy*#3*, i.e. the soundness gap is y*63H.

Split-and-Fold and Norm-Check. We propose a modular approach to building a protocol which has
no correctness and soundness gaps. The basis are atomic reductions of knowledge for handling different

—lin

tasks. Before explaining our protocols, we need to look ahead and introduce our principal relation =

—lin

Bird-eye view of principal relation. Recall that our the principal relation =" consists of statements
(H,F,Y) and witnesses W, all matrices over R, which satisfy the relation

HFW =Y (mod q) and IW| <p

For simplicity, we first ignore the matrix H and treat it as the identity matrix. As noted above, the matrix
F has a tensor structure, F =F,_;e...0¢Fj ¢ Rgxm where F; € RZXd. The dimension m x r of the
witness W € RZ”X’" and its norm bound [ are the pivotal measures our atomic protocols operate on.
Note that the claim FW =Y is equivalent to r claims Fw; =y, for ¢ € [r], where W = (wyq, ..., W,_1).

8In general, the soundness gap consists of a “stretch”, i.e. increase in witness norm, and a “slack”, i.e. a
multiplicative approximation factor. Using a subtractive set, the slack can be eliminated.

“We believe that a slightly better but still super-polynomial soundness gap of 3*/8" ~ (1 + ~)*(20)* can be
achieved using a technique called “short-circuit extraction” [HKR19].



The atomic protocols. Next, we give a high-level overview of our atomic protocols. These are all
reductions of knowledge, which reduce a claim (H,F,Y) to another claim (H,F,Y) and witness W to

W. Each protocol affects different parameters of the statement or witness.

Split. The purpose of the split protocol IT*P't is to reduce the witness height m to m/d in exchange for
growing the width r to rd. In other words, we reduce the dimension of the columns w; by increasing the
number of instances/columns. To achieve this, we use the row-wise tensor structure of F to factor it into
F=Re f‘ where e denotes row-wise tensoring. Decomposing W into > 4 € ® W,, i.e. viewing W

i€
as a vertical stack of matrices W; compatible with the tensor decomposition, we let Y = FW , and
Y = (Yo,.. Yd 1) and the prover sends these cross terms. The reduced statement is then (H, F Y)
with witness W = (W, ..., Wy_1) the horizontal concatenation of the matrices.

Note that IT5P'* reshapes the dimensions of W as required. Moreover, the witness norm is left unchanged.
Lastly, we note that handling the case where H (and thus H) is not the identity matrix slightly is more
involved and explained in detail in Section 5.3.

Fold. The fold protocol IT%'¢ reduces the witness width r to 7’ (by random linear combining the columns).
The protocol simply multiplies W and Y with a random short challenge matrix C € Ry *" from the

left to get W =W -Cand Y = Y- C and the new instance is (H,F,?). Observe that the norm of
the witness grows. Also note that the soundness of this step depends on the dimension r’: The larger r’
the shorter C can be. Hence, we can pick binary C (resp. roots of unity) to reduce norm growth at the
expense of a wider W

b-ary Decomposition. The b-ary decomposition protocol I7%-9¢°™P reduces the witness norm 3 by b-ary

decomposing the matrix W as Zf;é b'V;, at the expense of increased width 7 in the resulting W. The
prover needs to communicate Y, = HFV,. The new witness is W = (Vy, ..., Vy_1) and the resulting

Y is (Yo,..., Yy 1). This protocol is used to counteract the norm growth in I7° and eliminate the
correctness gap.

Norm-Check and Inner Product. The norm-check protocol II"™ ensures that the norm bound ||o (W)||, <
B holds, at the expense of slightly extending the witness by adding columns and constraints (i.e. increasing
the width » and height n°“t of Y). All above protocols (IT5Pt, [T [Tb-decomp) negatively affect the norm
of the extracted witness. The norm check counteracts this, and ensures that the norm of the extracted
witness is at most §. This eliminates the soundness gap.

The norm-check is implemented through the inner product protocol I1'P, which proves that t = (w, W),
where W denotes the complex conjugate. Given the inner product ¢, the canonical ¢>-norm |o (w)l|,
of w satisfies ||o (W)Hg = Trace(t), and thus, the norm-check can be implemented on top of the inner
product by checking Trace(t) < 32. (This check is expanded to a matrix W column-wise; we leave details
to Section 5.6.) To implement IT", the prover encodes w as the coefficients of a polynomial g(X), and
commits to the coefficients of the Laurent polynomial L(X) = g(X) - g(X '), whose constant term is
(w,W). This reduces the problem to checking that L is computed correctly and has constant term ¢, both
of which can be expressed as relations captured by ='".

Two issues remain: First, the norm of the coefficients of L(X) is around /32 instead of 3. To tackle this,
we shrink the coefficients of L(X) by immediately b-ary decomposing (for suitable b); we note that for
technical reasons, we do not apply IT%9%°™P modularly here. We add this decomposition to W, as well as
additional rows to F for the new evaluation constraints of L(X). Second, checking that L is computed
correctly and has constant term ¢ by introducing more constraints translates to higher communication
costs when handled naively, namely, when H is always the identity. To tackle this, the parties run the
batch protocol IT°" to compress the newly added constraints with the existing ones. We explain this
now.

Batch. As noted above, during the I1™™ protocol (and also the complete version of I7°P'), new constraints
(i.e. rows) are added to F and Y, which increases the size of Y and thus the size of the cross terms
communicated in our atomic protocols. To counteract this, our principal relation includes the matrix H,

which is will be of the form
_(Iz Omxn
H= (Ho H )

nout X n



and which captures batch verification of the rows of F: The identity block I, ensures the vSIS instance in
F is never compressed during batch verification (as this leads to technical problems), while the bottom
rows H = (H,,H, ), where H, = 0,00t <, capture the current state of batch verification of the remaining
rows of F.

The batch protocol ITP?th reduces the height of Y by randomly linearly combining its bottom rows

by left-multiplying with C = (? Oif 2) for a challenge vector ¢ = (cy,c;). This yields H=C H
S &

and Y = C - Y for the new instance, with F and W left unchanged. The protocol needs no prover
communication, and has (almost) no effect on correctness and soundness gaps. Hence, it is applied
whenever the height of Y is not minimal.

Composing the atomic protocols. In Section 6 we propose ways of composing the protocols with
respect to asymptotic and concrete efficiency. The goal is to compose these atomic protocols to obtain
succinct arguments for '™ without correctness and soundness gaps. We discuss the composition strategies,
keeping track of parameter changes and communication costs to ensure that the security budget and norms
remain within limits. Finally, an asymptotic complexity analysis shows how our proposed composition
yields communication-efficient protocols while ensuring the hardness of the underlying cryptographic
assumptions.

One suggested composition, which yields an easy-to-analyse (asymptotically) composition, is:
(Hnorm N Hbatch N Hb-decomp — Hsplit N Hfold)ie[u] N ]]ﬁnish7

where ITf"sh introduces the trivial step of sending the witness in plain.

2.3 Embedding Z-Inner Products

Lattice-based succinct arguments such as those constructed in Section 5 typically support proving relations
over a ring R natively. However, in many applications, we would like to prove algebraic statements given
over Z, which motivates the question of how to reduce a statement over Z to statements over R, so that
a proof of the latter implies a proof of the former. Specifically, we consider the task of proving that some
(committed) vectors x,y € Z™° satisfies (x,y) = z for some given z € Z. This task is of particular interest
since, for some applications (e.g. constructing verifiable delay function [LM23]) it is necessary for the
prover to prove that the witness is not only short but in fact binary. More generally, the application might
require the prover to show a proof for x € [a, b|™° for some a,b € Z, which is not immediately implied by
a bounded-norm guarantee.

To prove binariness, the basic idea is, for a witness w € Z™9, to use the equivalence w € {0, l}m‘s —
(1™ — w,w)z = 0 to reduce checking the binariness of w to checking that some transformed witness
vector over R is short and satisfies some linear and inner-product relations, where R C Ok is of dimension
d | ¢ when viewed as Z-modules.

Existing Embedding Methods. We are aware of three ways to embed Z-inner products into R-inner
products in the literature, each with a significant drawback:

(i) Naive embedding: Interpret each Z element as an R element via the inclusion Z C R, and interpret
the Z-inner product as an R-inner product. This incurs a multiplicative overhead of ¢ in terms of
statement and witness sizes, which translate into overheads in prover and verifier computation, proof
size, etc.

(ii) Coefficient embedding: Divide the witness into blocks containing ¢ Z-elements, and encode each block
as an R element via the (inverse-)coefficient embedding!'® ¢—! : Z™® — R™. For certain R, we have

(x,¥)z = ct((™ (%), Y71 (y)®r)

where ct(-) denotes the constant term of the coefficient embedding.

This embedding has a convenient property that it is (somewhat) norm-preserving, i.e. x is short if and
only if ¢y~1(x) is also short (in both coefficient and canonical embedding). However, this approach
only works for Z[(5a]. This is problematic since the largest subtractive set over Z[(a] is {0,1}.

OFor example, with respect to the power basis {1,¢,...,¢?71} of a cyclotomic field, the coefficient embedding
of an element x = Zie[ap] x;¢" is denoted as ¥(x) = (zi)ic[e]-



(iii) CRT embedding: Let the witness vectors be such that x,y € Z;"5 for some (typically small) prime p
which splits completely in R. Divide the witness into blocks of § Z elements, and encode each block
as an R element via the (inverse-)CRT embedding CRT,, L. ZZ“S — Ry". It holds that

(x,y)z = (1°,CRT, ((CRT, '(x),CRT, ' (y))») ), mod p.

This approach is powerful in that it not only supports proving about Z,-inner products, but in fact
about Z,-Hadamard products x ® y mod p, which is more fine-grained. However, to turn a claim
about Z,-inner products into a claim about Z-inner products (without reduction modulo p), we would
additionally need to prove that ||(x,y)|l., < p/2, so that the reduction modulo p has no effect. Since
CRT),, does not respect the geometry of Z and R, this approach usually requires the prover to commit
to the witness vectors in both the ¢y~!(-) and CRT, '(.) encodings, prove that the former is short, and
prove that the two commitments are consistent. An issue here is that existing proofs of consistency
between the two encodings (e.g. [BS23, LNS20]) do not have a succinct verifier, i.e. they run in time
linear in the witness size.

In the following, we highlight how the aforementioned issues regarding the coefficient and CRT
embeddings can be solved over certain (wide) range of rings.

Twisted Trace Maps. In Section 7, we generalise the coefficient embedding technique over power-of-2
rings to a wide range of other rings. Recall from the above that, over Ox with a power-of-2 conductor,
it holds that (x,y)z = ct({)"1(x),%~1(y))r). In fact, the constant term function can be expressed as
ct(-) = i - Tracex /g(-) where Tracex,q denotes the field trace, and the power basis {1,¢,.. L¢P
satisfies 1.e. the power basis is orthogonal with respect to the field trace.

The above point of view motivates the search for ideal lattices with Z-bases orthogonal with respect
to the field trace. This leads us to the literature of lattice constellations. In particular, we extract the
following embedding method from [BFOV04]: Over Ox+ with prime conductor f, there exists an (efficiently

computable) basis b™ € Olﬁf and a twist element o € Ox+ such that

1 _ -
(x,y)z = foTracezc/@(a (Ppt (%), Y (V))R)
where ¥+ : O+ — Z#/? denotes the coefficient embedding with respect to the basis b*. Furthermore,
adapting a result from the same work [BFOV04] regarding tensor products of rings, we extract similar
embedding methods based on twisted trace maps for rings R of the form R = Ok, ® O;c; .. .®O,C; ,
2 0 k—1

where the subscripts of I denote the conductors the respective factor rings and py, ..., pr_1 are distinct
odd primes. This captures power-of-2 rings as a special case. Notably, since such R generally have
non-prime-power conductors, they are compatible with the subtractive set for non-prime-power rings
exposed in Section 4.

Succinct Proof for Consistency of CRT. As highlighted earlier, the missing piece, required to harness
the power of the CRT embedding for Hadamard and inner products, is a verifier-succinct argument for
proving the consistency between the coefficient embedding and the CRT embedding. More precisely, we
need a succinct argument for proving that two ring vectors w, w’ € R™ satisfy

Y(w) = CRT, (W) mod p. (1)

In Section 8, we present a protocol for performing this task over R = Ox where the conductor f is
w-smooth, i.e. all its prime factors are at most some small integer w, with proof size and verifier time
scaling linearly in wlog,, f. In other words, if w = O(1), then the complexity is logarithmic in f.
Underlying our protocol is the observation that, if the conductor f is w-smooth, then the map CRT,; Loy
can be expressed as the composition of t < O(log f) maps, each being a linear combination of A < O(logf)
automorphisms from Gal(K/Q) with coefficients lying in R. This means that, to succinctly prove that
w' = CRT, Y(4(w)) mod p, it suffices to design a succinct argument for proving automorphism relations.
Motivated by the above, we present a succinct reduction of knowledge from checking a(w) = w’ to
checking that (w, w’) satisfies some linear relations. We obtain a succinct argument for proving Eq. (1).



3 Preliminaries

Let N={1,2,...} denotes natural numbers and A € N be the security parameter. For n € N, we write
[n] :={0,...,n — 1} counting from 0. For multidimensional ranges, we use the shorthand (i, j, k) € [n,m, {]
for i € [n], j € [m], and k € [{].

Throughout this work, we let £ = Q(¢) be a cyclotomic field with conductor § of degree ¢ = ©(f),
where ¢ is a root of unity of order f and ¢ is Euler’s totient function, and Ox = Z[(] be its ring of
integers. We will also consider the maximal real subfield Kt = Q(¢ + ¢~1!) of K and its ring of integers
Ox+ = Z[¢ + ¢71]. In contexts where we refer to multiple cyclotomic fields with different conductors
(fi)ie[r), we write Ky, for i € [k] to emphasise the conductors. We will usually use R C Ok to denote a
subring which has dimension § when viewed as a Z-module.

For a modulus ¢ € N, we write R, := R/qR. We denote by R* and R the sets of units in R and R,
respectively. We endow R with two geometries via the coefficient embedding 1y, : R — Z° (for a given
basis b) and the canonical embedding o : KL — C¥ (of K). Specifically, for a given Z-basis b = (b;);e[s) of
R and an element x = Zie[&] xz;b; € R, we write

Ub(2) = (2i)ic)s) and o(z) = (0(x))ely)

where o; € Gal(/Q). Note that we define o(z) by treating € K in order to avoid discussing the
canonical embedding of subfields of K. If R = O and is the standard powerful basis, we may omit b
from the subscript of 1,. We define powerful basis as

b=(1,¢(...,¢%h

for prime-power conductor f. The basis generalises to the composite conductor § = Hie[k] fit for prime §;

via tensor product,
b= ®< Cf @(f) 1)
1€ [k]

We extend the notation of iy, and ¢ naturally to vectors, i.e. if x = (xi)ie[m] € R™, then

Vb (x) = (Vb (7)) ic(s) and o(x) = (0;(2i)) jely]

are defined as concatenations.

For any p € N, we consider the balanced representation of Z,, i.e. elements are represented by
[—p/2,p/2) N Z. When considering the quotient ring R, := R/pR where R has Z-basis b, we assume that
an element x € R, is represented by ¢y () € ([—p/2,p/2) NZ)¥. As such, for any z € R, we abuse the
notation x € R, to mean that ¢(z) € ([—p/2,p/2) NZ)?. The above extends naturally to vectors over R.

To distinguish between Z-inner products and R-inner products, we write (X,y)z = Zie[m] Z;Y; Or
(x,¥)r = Zie[m] x;y; depending on whether x,y € Z™ or x,y € R™. Note that (x,y)x is defined
without complex conjugation.

For any Galois extension M /L, the field trace can be computed as Tracep, . : K — L, Tracey/o(z) =
Zo_]eGaKK/E) o;(z). When £ = Q, we drop the subscript and write Trace = Tracepq/q.

The coefficient £,-norm and canonical £,-norm of a vector x € R™ is denoted by [|¢) (x)]|, and [|o (x)[,
respectively. We will mostly use [[9 (-)||,, and |lo (-)||,. For matrices, the norm is defined as |[M]|| =
[vec(M)|| for all norms, where vec(-) denotes vectorisation, i.e. rearranging the elements of the matrix into
a vector. In the context of 2-norms, such norm is called “Frobenius norm”. The ring expansion factor of R
w.r.t. the coefficient /o-norm is defined as yg = maxqper||?Y (a - 0)|| . /([|¥ (a)|l - 1| (b)|l). Assuming
balanced representation, for any x € R,, we have ||¢ (z)||,, < p/2. Note that || (x)||§ = Trace(x'X),
where ~ denotes the complex conjugate.

For horizontal and vertical concatenation of matrices, we write respectively:

(Mi)icig and M, or Z e, @M,
~—ie[{] icll]
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3.1 Cryptographic Assumption

We state an equivalent formulation of the vanishing short integer solution (vSIS) assumption [CLM23],
which has a simpler description and better aligns with the notation adopted in this work. For more
discussion on vSIS, we refer to Appendix A.2.

Definition 1 (vSIS Assumption (adapted from [CLM23])). Let params = (R, q, 3, x) be parametrised

by A, where R is a ring, ¢ € N a modulus, B > 0 a norm bound, and x a distribution over RZX&E[“]di for
some dimensions n,do, ..., d,—1, 4 € N. The vSISparams assumption states that, for any PPT adversary

A, the advantage function satisfies

: Fw=0modgq | F+s$x
Adv)s® A) =P < negl(\).
VParams,.A( ) r[||0(w)2 < B W%A(F) = g( )
For simplicity, in this work, we will consider the setting where the block sizes dp, . . ., d,,—1 are identically

set to some d € N, so that F can be factored into F =F,_,e... ¢ Fy with F; € RZXd, where e denotes
the row-wise tensor product.

3.2 Reduction of Knowledge

In this paper we consider ternary relations = C {0,1}* x {0, 1}* x {0, 1}*, where a tuple (pp, stmt, wit) € =
consists of public parameters pp, statement stmt and witness wit. For presentation, we omit including pp
when it is known from the context. We consider a modified and simplified definition of a reduction of
knowledge [KP23] for the following reasons: All of our protocols are public coin and (coordinate-wise)
special sound [FMN23] or similar.!! Thus, public reducibility is automatic and we have (super-constant)
sequential composition results due to known (tree) black-box extractors, whereas composition in [KP23]
is limited a constant number of protocols. Lastly, we define a relazed knowledge soundness notion which
is not present in [KP23]. For lack of space, we provide a condensed overview of reductions of knowledge.
See Appendix A.3 for details.

Definition 2 (Reduction of Knowledge (modified)). Let =y, =) be ternary relations. A reduction
of knowledge (RoK) II from =y to =1, short I1: 5y — =4, is defined by two PPT algorithms II = (P,V),
the prover P, and the verifier V, with the following interface:

— P(pp, stmty, wit;) — (stmty, wite): Interactively reduce the input statement (pp,stmt,wit) € =y to a
new statement (pp,stAnTt,v;i/t) €= or L.

— V(pp, stmt) — stmt: Interactively reduce the task of checking the input statement (pp,stmt) w.r.t =
to checking a new statement (pp,stmt) w.r.t. 5.

A RoK 1T is correct, if for any honest protocol run (with correct inputs), the prover outputs a witness
for the reduced statement (which the verifier outputs). A RoK IT is relazed knowledge sound from ZXS to
= {(S with knowledge error k(pp,stmt) if there is a black-box expected polynomial-time extractor £, which
succeeds with probability € — k(pp, stmt) if the malicious prover outputs a valid witness for the reduced
statement with probability € (on verifier’s input (pp, stmt)).

Lemma 1 (Relations between norms (derived from [LPR13] and [DPSZ12, DPSZ12])). Let
r e K =Q(¢) and ¢ = ¢(f). Let § be § if f is odd and §/2 if it is even; let rad(f) be the radical (i.e. the
product of all primes dividing §). Let o: K — R? be the canonical embedding and let 1: K — R¥ be the
coefficient embedding w.r.t. the powerful basis. Then we have

(i) [$@)]y < /252 lo(@)]],

(i) o)l < /i - o)l
(iii) lo(@)llo < @ - [[(@)l
"To turn soundness errors of probabilistic tests (such as Schwartz—Zippel) into knowledge errors, we merely

need uniformly random transcripts. These are produced by (CW)SS extractors for example. We call such extractors
k-transcript extractors.
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() [¥(@)]| < crad(y) - |0(2) ]| where ¢ is a constant such that ¢y < (4/7)¢, where € is the number
of different odd prime factors in rad(f). Moreover, cf,., = ¢4, - ¢, for coprime fi and fo and cge = 1.

We note that the constants ¢; are quite small in practice: For all § < 255254 we have ¢; < (4/7)° < 3.35.
Because ¢ is the number of odd prime factors in f, we find that, up to f <1154 =3-5-7-11 — 1 we have
¢ < (4/m)3 < 2.065; and up to f < 15014 =3-5-7-11-13 — 1 we have ¢; < (4/7)* < 2.63; and so on.

Proof. The relations follow essentially from bounds in [LPR13] and [DPSZ12]. The crucial piece is the
powerful basis b and the canonica embedding matrix CRT, which is defined as

o(b) == (o1(b),...,0,(b))
i.e. the columns are different canonical embeddings. In this basis, we have
Ve e K: o(z) =0(b) ()

Moreover, by [LPR13, Lemma 4.3], we have for the singular values of o(b)

smin(0() = ViJrad() and  Smas(0(b)) = /]

where f = § if odd, else f/2. With this, we can prove the claims.
The first point follows from

lo(@)ll5 = lo(B)d(@)l3 = smin(a(D))* - [l (2)ll3

where taking the square root yields the claim.!?

The second point is immediate from

lo(@)lly = llo®)da(@)]ly < smax(@(B) [ ()]l

by bounds for the operator norm of o(b).
The third point follows from

lo(@)lloe = llo(®)1(2)]loe < l0(B)llop 00 [¥(2)l] o

The operator norm || (b)||,, ., W.r.t. co-norm is row-wise 1-norm of o(b), which is yields exactly ¢.
The last point is a consequence of [DPSZ12, Lemma 4 and 5], which applied to

[9(@)]l o = llo(d) " o (b))l = lo(B) ™ lop o0 lo (@)l

shows that ||¢7(b)_1||0p’OO < ¢; for a family of constants which satisfies ¢pe = ¢, for prime powers p # 2

(and cge = 1), and ¢y, < ¢4 ¢y, for coprime m, n, and

—2 - sin(7/p)

(1 — cos(m/p))

1 T
o =— ZZsin(rﬂ'/p) = <4/m
P p-

From this we deduce that given ¢ odd prime factors in f, we have ¢; < (4/m)%. (The claim ¢, < ¢y, for
coprime m, n is not shown explicitly in [DPSZ12], but is a direct consequence of the tensor decomposition
of CRT and [|[A ® B||, = [|A|l - 1Bl for any complex matrices A, B.) O

The following corollary is immediate from Lemma 1.

Corollary 1. Let x € K. It holds that |o (x)|y < fo 1V (2)] o and ¥ (%)|| < o (x)]]5-

2We note that the inequality follows by expressing terms as inner products, using SVD decomposition to cancel
U in UXV*, and then obvious inequality for a diagonal D > 0 and (Dz, Dz) with z = V*4¢(z), and finally using
that V™ is unitary, so can be removed in the norm.
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4 Subtractive Sets

A subtractive set S over a ring R is such that ¢ — ¢’ is a unit for any distinct ¢, ¢’ € S. While the notion
is connected to the study of Euclidean number fields [Len76], it also found applications in lattice-based
cryptography in the contexts of argument systems and secret sharing [AL21]. For a cyclotomic ring R with
prime-power conductor f = p*, an explicit construction of upper-bound-matching cardinality p is known.
For other cyclotomic rings and their subrings, however, not much seem to be explicitly studied. In this
section, we construct subtractive sets over non-prime-power cyclotomic rings, as well as real cyclotomic
rings.

Definition 3 (Subtractive Set). We say that a set S C R is subtractive over R if c —c € R* for
any distinct c,c’ € S.

While [AL21] measured the quality of a subtractive set over cyclotomic rings in terms of the £.,-norm
over the coefficient embedding, in this work, we will instead work with the /,,-norm over the canonical
embedding for compatibility with Section 5 via the inequality V ¢,z € R, |lo (¢ z)||l5 < ||o (¢)]l o llo (@)]]5-
We measure the quality of a subtractive set by its cardinality, expansion factor v, (|,,s, and inverse-
expansion factor 0|, s, with the latter two defined below.

Definition 4 ((Inverse-)Expansion Factor of Subtractive Set). Let S C R be subtractive over
R. The expansion and inverse-expansion factors of S are g = maxXceser,t20l|t - ¢||/|[t]| and 05 =
maXe,es,cte ter, 20/t = |/ 1tl] respectively.

To distiguish between canonical 2-norm and coefficient oco-norm, we use ¥, (.)1,.5 Vv ()| .55 Oo()[l,.5
and 0| _s- Recall that |lo (cy)|l, < [lo (¢)l|llo ()]l for z,y € R, and thus [[o (c)|,, is (a bound on)
the expansion factor of  w.r.t. canonical (2-)norm. The following lemma often is handy for analysing
inverse-expansion factors.

Lemma 2. Let K = Q(¢) with ¢ a primitive f-th root of unity such that§ > 4. It holds that ||o (1%() oo <

ﬁ. Furthermore, if ¢ is a (not necessarily primitive) k-th root of unity, i.e. (¥ =1 and k € N is

minimal, then ||o (1_—10) o < ﬁ

Proof. By the definition of ||o (+) 0j (ﬁ)‘ = MaXy; ﬁ
J

o; ranges from Gal(XC/Q). Since ¢;(¢) ranges over all primitive f-th root of unity, this is the same

1
1—ei-2mi/]

we need to upper bound max,, , where
J

oo

as max

ez | ToE | = max;egx ‘ Thus, it suffices to lower-bound |1 — e/27/f| over j € Z}.
f S i

Geometrically, e/27/1 are points on the unit circle in the complex plane with angles incremented by 275 /§.

Thus, the value is approximately |1 — ed2ml/ f| ~ 274 /f for small 275 /f. For an explicit bound, observe

that for a < % we have |1 — 6“2’”| =2 sin(zTrTa) > a-44/2. Setting o = % proves the claim. Observe

that the above argument only depends on the multiplicative order of ¢, thus, the claim ||o (%C) |l < g
follows for any (not necessarily primitive) k-th root of unity (. a

Corollary 2 (Field expansion factor v,y _.x). Let K= Q(¢) with ¢ a primitive j-th root of unity,
Let S C K be the powerful basis w.r.t. ¢ of K. Then for allz,y € KC, we have vy .k < Crad(f)?llo (2)
because

oo

19 (2y)ll oo < €raaryllo (@)ool (W)l

Proof. The claim follows immediately from Lemma 1, because

19 (2Y)ll oo < eraa(p o (29)lloe < craapllo (@)llollo (W)lloe < craapello (@)ool (W)l

holds for z,y € K.
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4.1 Prime-Power Cyclotomics

We recall the subtractive set for prime-power cyclotomics [Len76, AL21] with conductor f = p* and
analyse its (inverse-)expansion factor in canonical #3-norm. Although we are interested mostly in p > 2,
the result also holds for p = 2.

Theorem 1. Let f = p* > 4 for some prime p. The set S = { o, ..., pp—1} Cp Ox is subtractive, where
pi = (¢ = 1)/(C = 1). Further, Yjo()l,,5 < P Ojo()l,.8 < 550 A Vju()l.,8 S ® and Oy s < @,
where ¢ = ¢(f).

Proof. Let i < j € [p]. Observe that jt; — ji; = (' + ("1 ... 4+ ¢/~ = ¢* - ©—7* which is clearly a unit
in R, hence S is subtractive.

For the canonical 2-norm expansion factor, note that p; is a sum of ¢ roots of unity and ¢ < p. Therefore
VIo()l,,s = MaXiepp)|lo (1:)] o < p. For the inverse-expansion factor, observe that

! _ —i -1 Ol e [ — b .
o (2 Yoo =l (67 552 o < 1o € = Dl (i e <200 (= ) o < 505

where the last inequality follows from Lemma 2 and the rest are elementary.
For the coefficient co-norm expansion factor, we recall results of [AL21] that ||¢ (1/p; — pj)], < 1.
Therefore, vy _,s < ¢ and O,y s < ¢

O

4.2 Non-Prime-Power Cyclotomics

A drawback of the subtractive set recalled above is its rather large expansion factor v),(.y,,s < p. In
some applications, e.g. Section 5, we would like | 5(.)|,,s to be constant. Below, we expose a subtractive
set over non-prime-power cyclotomic rings with very small expansion factor.

Theorem 2. Let§ factor into k > 2 coprime prime-power factors ()Ei)ie[k], ie f= Hie[k] fz Write fmax =

max;e|g] fz The set S = {1,(,(2, .. ,Qf/fmax_l} Ci/mee Okc» 18 subtractive. Furthermore, 7| o(.y,.s = 1

ll2;
and Oo (1,5 < 75 WL Vw5 < Crad()® @ Oy())l.5 < Crad() P
To prove Theorem 2, we begin with the following lemma which we believe should be well-established

together with a suppostive proposition. Since we could not find an explicit reference to the lemma, we
provide a proof.

Lemma 3. Let R = Z[(j] with a conductor f having k > 2 coprime prime-power factors™ (fi)ie[k], i.e.
P = e py Fi- Write funax = maxeqy fi. For j € {1,2, e - 1}, it holds that 1 — ¢7 € R*.

Proof. Write ¢ = (. First, consider the case when (7 is a primitive f-th root of unity. Then, by Proposition 1,
1 —¢7 is a unit in Z[¢]. If ¢7 is not a primitive f-th root of unity, then it is a primitime h-th root of unity
for some b | f and ¢ € Z[(y]. Observe that % | 7. Assume that b is a prime-power, i.e. h = f? for some

i € [k] and n > 2. Hence, asjE{l,Z,... i—l},

’ fmax

a8
i

f

)
fmax

<J<

which implies fpnax < f:’, a contradiction. Therefore, h is not a prime power, i.e. it has more than one
distinct prime factors. By Proposition 1, 1 — ¢7 is invertible in Ry, thus in Rj. a

Next, we recall an elementary result.

Proposition 1 ([Was97, Proposition 2.8]). Suppose f has at least two distinct prime factors. Then,
1 — ¢ is a unit in R = Z[(5] for any f-th primitve root of unity .

Y3For example, (2%,3?) are coprime prime-power factors of 72 = 2332 but (2,22,3?) are not.
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Finally, we state our proof of Theorem 2.

Proof (Proof of Theorem 2). For i,j € [f/fmax], Where i < j, ¢* — (7 = ¢*- (1 — ¢?7%) is invertible due to
Lemma 3. The expansion factor satisfying v),(.)|,,s = 1 is immediate. For the inverse-expansion factor,
we have

0 :maXH$H :max“ H < J
loOll2»s = B — ¢ oo = BT —¢ oo = 4 2

where the inequality is due to Lemma 2.
For coefficient co-norm, we observe that both bounds follow from Corollary 2. O

4.3 Real Cyclotomics

We identify subtractive sets for real cyclotomic rings, i.e. the rings of integers of maximal real subfields of
cyclotomic fields. The results over these rings mirror those for cyclotomic fields presented in Theorems 1
and 2.

Theorem 3. Let RT = Z[(; + C;l] with §f = p*, § > 4, p prime. The set

S={ul iyt S R

is subtractive, where pj = p; + ji; and p; = (¢ —1)/(¢C — 1) fori € [(p + 1)/2], where - denotes the
2
complex conjugate. Furthermore, | o(.),,s < P and O)5()|,.s < %

Proof. Observe that, for i > j,

i _
ey o€
Hi — My ( +¢ ) (-1
The first factor is invertible if j 4+ ¢ — 1 ¢ f, which holds for distinct 4,5 € [(p + 1)/2]. The second factor is
invertible due to Theorem 1. Hence, S is subtractive.
Since any ¢ € S is a sum of at most p roots of unity, we have v,()|,.s < p. For 0),(|,.s, we observe

that
1 B ¢—1

pi — gy (L+ ¢ - (¢F =)
Write [|-|| = |lo (+)]| .- By Lemma 2,

(-1
9HU(<)H275 <| (14 ¢—i— 1) . (¢F = ()

1 1 2

H < ||Cl : (C_ 1)” : ||1 _Cj,i” ’ ‘|1+<7j,i+1 || < g

where we use that —( ~/~%*! is at most a root of unity of order 2f.

Theorem 4. Let Rt = Z[Cf—i—cf_l] with a non-prime-power conductor f having k > 2 coprime prime-power
factors (fi)iepk), i-e. § = [liep Ti- Write fmax = max;ey) fi. The set

S = { JFCiZ}HH%H gLf/fmaxJ R*,

2

. . 2
is subtractive. Furthermore, | o(.),,s < 2 and 0),()|,.s < %

Proof. Consider ¢; = (' + (7" € Sand ¢; = ¢/ + (7 € S with i > j. Note that ¢; —c¢; = (¢* 4+ (%) —
(T 4+¢7)=¢7 (¢ —1)-(¢"9 —1). As, i+ 5,0 — j € [[/Fmax)> ¢i — ¢; is invertible in R by Theorem 2.

The expansion factor satisfying v(.),,s < 2 is immediate. Write [|-| = [lo (-)|| .- For 8)5(),.s, We
observe that

[

1

Ci

1 1 f 2_f2
ch SHCHJ‘,l”'HCi*j—lH = (4\/5> 32

where the inequality follows from Theorem 2. a
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5 Atomic RoK Protocols for Bounded-Norm Satisfiability

In this section, we assume that R is either Ok or O+ which admit large enough subtractive sets, e.g.
those constructed in Section 4. Let Cx C R denote a fixed subtractive set with expansion factor v and
inverse-expansion factor #. Throughout, we use both canonical 2-norm and coefficient co-norm, and
simply write || - ||, when this is not relevant. Both norms might be useful in various application-specific
context. In theorems, we track both norms (if needed) and use visual distinctions. The norm of the
matrix is defined via vectorisation, i.e. for A € R™*", ||A|| = ||vec(A)|. We use the shorthand notation
RZ;Xd@H = ((Ry*4)®#)™ for a matrix whose rows are elementary tensors. We also write Z (resp. Z) to
indicate the top (resp. bottom) half of a block matrix; the block dimension will be clear from the context.
Lastly, we let Cr, C R be obtained by taking a subfield of R, and removing 0. Note that Cr and Cg,
have the invertible differences property with respect to R and R, respectively, i.e. Vo # y € Cr (resp.
Cr,): *—y € R* (resp. R).
The goal of this section is to construct atomic RoK protocols

‘H—b—decomp7 ]Isplit7 Hfo|d7Hbatch7Hnorm and Hip
for proving that a short vector w satisfies:

— Rg-linear elementary tensor relations, i.e. (g,-1®...®gp)-w =y mod ¢;

— a self-inner-product relation, i.e. t = (w, a(w))g = Z?igl w; - a(w); € Ry; where a € {id,id} is either
the identity map or the complex conjugate; and

— a norm bound ||w|| < 5.

More specifically, each atomic protocol is a reduction of knowledge which maps between families of
relations of the above form with different parameters. In Table 1 on page 27, we provide an overview of
parameters for correctness and relaxed knowledge soundness.

The section will be structured as follows. In Section 5.1, we establish some notational convention for
this section and formally define the principal relation =" for which (self-)reductions of knowledge will
be constructed. In Sections 5.2 to 5.5, we present the self-reductions of knowledge IT>-decomp fysplit ryfold
and I7°%h for 5" Finally, in Section 5.6, we define two extended relations Z"™™ and 5P and two
reductions of knowledge, IT"™ and IT'P respectively, which reduce the extended relations to the principal
Zlin relation.

5.1 The (principal) relation ='in
We begin by defining the relation Z"™ and outline how protocols reduce instances in this relation to other
instances. This relation serves as the principal building block for further protocols.

Basic (single-block) relation. We define our central relation(s) over the ring R, modulo ¢, for witness
dimension m = d*. In fact, there are two central relations: =™ for correctness; and Z'"Vss for relaxed
knowledge soundness. We define both at once, so that Z'"Vss O Zln contains all highlighted parts

additionally. Let
(H,F,Y),W or w):
He Ry FeRPX CRI™ Y e RY™X" W e R™T; weR™

W[ <p or AW FON w| <5
HFW =Y mod ¢ HFw = 05 mod ¢

—linVsis _
—R,q,m,nr,w, 3,55 T

where we always assume that H has the block structure'*

H-— (g) € RI™XM where H = (I; 0) € R7" and H e RE*" 2)

Similarly, we write Y € R} and Y € Ry for the @ top (resp. n bottom) rows of Y.
This can be marginally relaxed: As long as there is an invertible X € R 7™ such that XH has this block

structure, we can replace the claim (H,F,y) with the equivalent claim (XH,F, Xy) which has the block structure
our protocols require.
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Remark 1 (Notational conventions). We often omit irrelevant parameters in =" and similar relations.

Especially all fixed parameters in our protocols, which are R, ¢, 7, 8%%. For example, for parameterised
relation like Zx g4y, We write S, ) for Sg 4 (). Or even just Sy if 2 = f(§) is clear from the
context. Also, we fix d and always set m = d*. As such, we often omit d and p.

Remark 2 (Matriz witness). For generality and efficiency, we present a relation which deals with a matriz
W instead of a vector w for the witness, and likewise a matrix Y instead of a vector y. However, it is
convenient to think of the columns of W as a tuple of witnesses (wy,...,w,) and claims HFw,; = y;
Indeed, the linear constraint in Z'" is equivalent to 7 linear constraints (column-wise). However, for
efficiency reasons we consider the norm constraint over W (instead of column-wise norm constraints).

Clearly, relation ="M asserts that the witness W has norm ||[W|| < . For the linear relation, let us first
assume that H = I, is an identity matrix. In this case, the relation asserts that FW =Y holds over R,.

The matrix F is structured, namely each row f is an elementary tensor in Réx‘im, ief=g, 1®...080

fOI' gl = (‘_gi’o_’ . ,gi’d71> S RéXd.
For Z'"Vsis we relax these assertions by introducing the highlighted OR-part, which captures a break of
some underlying cryptographic assumption, e.g. a break of the vSIS assumption [CLM23] (Appendix A.2).

For this, F = HF will be the commitment key in a protocol. If the assumption is broken, then =" may

not be satisfied, hence the relaxed soundness relation Z'"Vss is necessary.

Now, we further explain H. The primary use of H is to capture random linear combination of rows of
F. The block structure asserts that the top 7 rows of F are simply copied — F = HF will correspond to
the commitment key. Naively, our protocols would have communication costs linear in the number of
rows of F, but by using H, we can compress this from n down to n°"* = 7 + n. In prior works, one would
simply (re)define F as HF. However, to keep (verifier-)succinctness, we cannot do this: A (random) linear
combination of elementary tensors is in general not an elementary tensor. However, our protocol crucially
relies on the rows of F being elementary tensors in order to apply FRI-style (verifier-succinct) folding
of the statement. Therefore, we remember the (random) linear combinations of rows in H, instead of
carrying out the multiplication. Importantly, the communication of the protocol can indeed by compressed
by applying H. (Note there that the dimensions of H and Y are in general much smaller than that of W.)
Reductions between =Z'". Our protocols reduce instances of Z'" m.p With different parameters, and we
chain them to obtain our ﬁnal split-and-fold protocol with mtermedlate norm checks. Primary protocols
and parameters of interest are:

(i) I1b-decomP: Reduce an instance with norm bound j to an instance with more columns (7' > r) but
smaller norm bound.

(i) ITP'*: Reduce an instance with witness of shape m x r to shape % x (r - d).

(iii) I77': Reduce an instance with witness of shape m X r and norm [ to an instance of shape m x r'
and norm 3’ = v3. to shape m’ x v’ with m’ = m/d and ' = r - d. Usually, ' € O(1) or ' € O(A) is
fixed and independent of r.

(iv) I7°¥*h: Reduce one instance to another instance by randomly combining the last n rows of H and Y
into a single one, so that n°t =7 + 1.

linVsis

Handling vSIS breaks. Knowledge reductions can simply pass a = -witness on as their extracted

witness. Thus, we sometimes omit that discussion entirely.

5.2 IIb-decomp: p_ary Decomposition Knowledge Reduction

Let b > 1 be an integer. The protocol I1>-de°™P (Fig. 3) is very simple: It takes a claim ((H,F,Y), W) €

"”ﬂ and does a balanced b-ary decomposition of the witness W with |[W]| < 8 into W = Ze DbV,
where V; € R} (hence ||Vl < b/2) and £ = [log, (28 + 1)]. Then, appropriate claims Z; = HFV for
the decomposed witness are computed, and the verifier makes sure the new claims imply the original one.
Thus, the original statement is reduced to ((H, F,Z;), V;);c[¢, which is further combined to ((H,F,Z), V).

Remark 3. In protocol IT*9°™P e could apply the optimisation of not sending Zg, and instead let the
verifier compute the unique accepting Zg, i.e. such that Y = Zie[%] b'Z;.
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P((H,F,Y),W) V((H,F,Y))
= Tlogy (26 + 1)]
parse W = Z kak // Balanced b-ary decomposition of W into Vj, € 'RZLXT
ke[l
for k € [{]
Z, = HFV; / Claims for decomposed W
(Zi)ker Yy vz
1€[£]
Z = (Zi)icpy

~ = ~ ~_ 7 —lin
V= (Vi)ie[é] v ((Ha F, Z)7 V) € :';)Iar—out

Fig. 3. Protocol II*%°™ 4 reduction of EEQ,_in to EF',iQr,out with par-in, par-out specified in Lemma 4. As a proof
(but not reduction) of knowledge, II*%“™ sends the marked parts.

Lemma 4 (Decomposition). Let m,d,r,€ N where 0 < 3 < 35 < q. Protocol IT*9°™P s q perfectly
correct self-reduction of knowledge for Z'™ with parameters

1 - t
(r, B) — (r-é, §v£rm fob (resp.7 >> .
llo(ll 1Y ()l oo

It is a perfectly relazed knowledge sound self-reduction for Z'™Vss with parameters
(Ta 6(/)7 5sis) A (’I" : Ea ﬁ& ﬁSis) .

where By = %=L . 81 and £ = [log, (26 + 1)].

b-decomp =lin =lin
Proof. Perfect correctness of II from Z0 5 to =0,

V; has [[¢ (V)| < b/2, and by Corollary 1 it follows that [lo (V;)|, < 2v/rm \/fe b, and therefore

co —

, is easy to see: By construction, each

For relaxed knowledge soundness, observe that again by linearity, the original linear equation holds
for W = Zf;é b"V;. For the norm, we have

-1 ‘ b@ 1
W <> Vi < 51 A
=0

by the geometric series. Now, we derive the second, simplified bound (which has more slack). For that,
observe that % < % = %bg‘l < 2b*~! Moreover, for z = 23 + 1, observe that b < [(23 + 1)1/5} <
/% 41, and therefore b~ < (24 1)1 = 2!V 42V L and (1+2~ ) = exp((—1) In(1 +
=) < exp((£ — 1)z=1/%).

Finally the OR-branch in Z'"Vs* is handled by letting the w with HFw = 0 be the extracted witness.
If B < 35, this is a witness for Z'inVsis, 0

Remark 4 (Choice of b). To balance between correctness, soundness, and efficiency, it is convenient to
choose ¢ instead of b, and then consider b = [(28 + 1)'/*]. In other words, it might be possible that for
various values b, the corresponding values ¢ will be equivalent. For the efficiency perspective, there is no
point is selecting other b except the smallest one for specified /.

Remark 5. Protocol IT** can be optimised. Intead of sending (Zy)ke[q and verifying Y < il V'Zi ,

is it enough to send (Zy)rej¢e—1) and recompute the remaining part.
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P(H,F,Y), W) V((H,F,Y))
parse F=R e ﬁ // Row-wise tensor decomposition of F into R € R;’Xd and F € R’;X(m/d)
parse D, = [X — Re; o X] S RIX™ // Diagonal matrix representing Hadamard product with Re;
parse W = Zie[d] e;, @ W; // Decomposition into W; € RZL/dXT
for j € [d] // Top row intermediate evaluations for H = (I 0)
?j — ﬁﬁWJ (Yj)jE[d] ? ; Rej ° ?j
J€ld]
for (7,,_7) S [d] X [d] / Bottom row cross terms
Xi,j =H-D;- ﬁWj // Intermediate evaluations
(X, ;) Gayetarx(a) y< Y,
(i,5)€ld]x[d]
c c+$Cr,
c= (ci)ie[d] = (1,c,..., cdil)T
H=H-» ¢D,
i€[d]
v @
Y= Z Y,
et jeld)
0 — iD.. - (B
H-n.) ¢p; H-(%)
i€[d]
oy i LoV, — [ I
XJ - ZCYZJ’ Y;= (Y)
i€[d] J
. —~ ~ ~ ~ —~_ 7 .
W = (Wj)j€[d] w ((H,F,Y),W) € E;lnler:r—out

—lin

Fig. 4. Protocol IT**", a reduction from Zpar-in tO E[',ia”,_out with par-in, par-out specified in Lemma 5. IT*" sends

the marked parts only as a proof (but not reduction) of knowledge.

5.3 IT**: Witness Splitting Knowledge Reduction

In Fig. 4 we describe protocol IT5P® which takes a claim from 522’7075 and splits it into claim in Elir?/d,r-d,ﬁ'
We explain the idea and correctness of the protocol below.

To split the witness, interpret R™ " as Rdmxﬂ and split W € R™*" = RAXT into W = Z;‘;Ol e ®
W, where W, € R™/dxr = RAZUTIxr and e; € {0,1}¢ is the i-th standard unit vector. Splitting W like

this is compatible with the row-wise tensor structure of F. Let us take a closer look at this. /

4% of . By the elementary tensor structure of the

d® k=1
;

For simplicity, first consider a single row f € Réx
row-vector f, we can write it as f =r @ f = (ro - f,...,7q_1 - £) = (fo,...,f4_1) where f € Ry
r=(ro,...,ra—1) € RY*4 and f; = r; -1;. Therefore, f - W = Yic fiWi = Zie[d](F-Wi) “(r-el) =
ZZE[d] Tif ° Wl"

. . . . o =i . Q@
Now, consider any matrix F with row-wise tensor structure and n rows, as in Z'™. That is, F € R;‘Xd .
Observe that

Fo. Foo ...Fga1 ro ® fo
F = : = : : = : (3)

Fo_i. Fo_10...Foa1 o1 ®f,_1
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where F; o denotes the i-th row of F, and F; ; € Réde the block of rows (the analogue of (fo,...,f_1)

of the single-row case), and f, € Réx‘f@(“_l) and r; € R}IXd are the analogues of r and f of the single-row
case respectively. To ease notation, we define R = (r);cjn) € R;’Xd and F = (E)ie[n] € R’;Xd®(kl), and

we write F = R o F for the row-wise tensor product!'® of R and F as seen in Eq. (3). In this notation,

F - W= Z ei®W; | =) (Re;) o (FW)) (4)
T~
ERZL :YiERZ}XT
Note that for the vector r; = Re;, row-wise tensoring r; ¢ W, is just componentwise multiplication with
r; ; in the j-th row of W,. Thus, with D; := diag(r;), we can rewrite (4) as

F-W=) D; FW;, (5)
With the above, we have derived a splitting protocol for the special case where H = 1, is the identity
matrix: Simply send Y; = D, - FW, and set Y = (Yo, ..., Y4_1) for new statement (H,F,Y) and witness
W = (W)
When H is not necessarily the identity, we must also handle the bottom part H of H. To do so,
our protocol (cf. Fig. 4) additionally sends cross terms, namely D, - FW; for 4, j € [d], which are then
randomly recombined.

Lemma 5 (Split). Let m,d, 7, € N where dm and 0 < B < 5 < q. Protocol II**"* is a perfectly
correct self-reduction of knowledge for Z'™ with parameters

(m7r,u,ﬁ)+—>(m/d,r-d,u—Lﬁ).

—linVsis

It is a perfectly relazed knowledge sound self-reduction for = with parameters

(mv T, K, Ba 5sis) A (m/dv r- da H—= ]-7 ﬂ7 ﬂsis)
with d-special sound extraction and knowledge error k = (d — 1)/’C7gq| if 28 < B%s.

Proof. Perfect correctness of IT**'"t is straightforward for the top rows: Since H = (I 0), we have F = HF
are just the @ top rows of F, and similar for f‘, and thus by our discussion before and some renaming
(using F instead of F makes H the identity) we know that the top part is perfectly correct. For the
bottom rows, correctness follows essentially from Eqs. (4) and (5) which asserts that

EﬁW] = Z Ciﬂ' Dz . :AF"WJ = Z CiXiJ' :ij'
i,j€[d] ,j€[d]

For relaxed knowledge soundness, we argue through d-special soundness. So we have d related accepting
transcripts for challenge vectors ¢(*) with witness W(*) = (ng))ie[d] which satisfies (H®) F(*) Y*)) W) ¢
—linVsis

Step 1 (top rows): Let us first consider the top rows (and any single transcript): Here, it is straightforward
to see that

k) _ k) (k) _ (k) _
wk = w! satisfies HEFW HZD FW, ZY

~——ic[d]

for all k € [d] by construction (and using H = (I 0)). Thus, we trivially and unconditionally find a
witness for the top rows. Clearly, |W|| = 8 as the witness is simply rearranged.
Moreover, by looking at the top rows, we see that: Either, there is a unique W over all transcripts,

ie. W;k) = WEk ) for all k, k' € [d]. Or, there is a non-zero difference V; = W;k) - ng ) of norm at
5This row-wise tensor product is known under several names, e.g. row-wise Kronecker product, “face-splitting

product”, “transposed Khatri-Rao product” (and more general forms, as block Kronecker product and Khatri-Rao
product).
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P(H,F,Y), W) V(H,F,Y))

C C <§Cr € RIm*ou
W:=W.C Y=Y.-C
— ~ —~ 7 .
W ((Ha F, Y)’W) € :::,Toutyﬁ:mrin'yrinﬁ

Fig. 5. Protocol IT™¢ folds instance of E[',i;‘,_in into EF',i;‘,,out with par-in, par-out specified in Lemma 6. 1T sends

the marked parts only as a proof (but not reduction) of knowledge.

most 23. Consider a non-zero column v;, such that ﬁﬁvj =0, and thus HFv; = 0 is a witness for the
OR-branch in Z'"Vsis (of norm at most 23). Hence, from now on, we assume all transcripts contain the
same W; = W for all k € [d].

Step 2 (bottom rows): Now, we consider the bottom row, with an arbitrary H. Towards showing
d-special soundness, define for ¢ € [0, u — 1] and j € [0,d — 1] the shorthand

Z;; = D,FW;.

As the first step, we show that HZ; ; =Y, ; for all 7, j. Towards this, we rewrite the verifier’s checks as
H-Z;-c® =3 "H-(Z)icl" =3 (¥, ;)icl” =¥, - P

where Z; = (Zo j, - - ., Zq—1,j) and likewise for Y ;. From d distinct challenges, we assemble a (Vandermonde)

matrix C = (¢, ..

R, and therefore

.,cl@=1) Since Cr, has the invertibility of differences property, C is invertible over

Thus HZ, ; = Xm- for all 7, j as claimed. Then we see that

Y= ZX” :ﬂzzi,i :ﬂzDif‘Wi = HFW

and therefore, W (as assembled in Step 1) is a witness for the bottom rows as well.
Step 3 (OR-branch): Finally consider the OR-branch in Z'"Vsis, f HFv, = 0, we simply let v; be the
extracted witness note that [|v;|| < 8 < 5. O

Remark 6. Protocol IT*'"t can be optimised. For example, suppose that ro = Reg has no zero component.
Then instead of sending Y, we can compute it as D, ! Zie[d]\ {0} D,Y; because no other choice satisfies
the verifier’s check. Similarly, we can omit Y, o. For arbitrary R, in each row there is some ¢ such that
Re; is not zero (else F has a zero row, which is useless), so a more complex variant of this optimization
always applies, saving d R4-elements of communication. Moreover, whenever H has structured rows (e.g.
contains (permuted) identity submatrices, etc.), application specific optimisations may apply.

5.4 IT™9: Fold Knowledge Reduction

In Fig. 5, we present the protocol 1779 which is a simple batching technique which reduces the number
r of columns in W. It takes an instance of ((H,F,Y),W) of Z!" and produces a random linear

=m,Tin’

combination ((H,F,Y), W) in Zli" " as output, with increased norm bounds.

™M, Tout

Lemma 6 (Fold). Let m,7in,Tout, € N and 0 < ' < % < q. Protocol II™? is a perfectly correct

” )

self-reduction of knowledge for =" with parameters

(7in, B) = (Tout, VTout Tin Yo (]I, 5




It is a relaxed knowledge sound self-reduction for Z'nVsis

20 " ;8/ ) ) ﬁ5i5> i (r ’617 ﬁSiS
LARIE AT (ro )

with parameters

(Tin, 24/Tin 9“(,(.)”2“3/ o0 (resp.
ol 2

with ry,-CWSS extraction.

Proof. For perfect correctness, it is clear that W satisfies HFW =Y by construction. Moreover, for W =
(Wiictral a0d W = (W)icfras [0 (W)l < vow maicralle (Wi)lly < Viow Sjep
/Tout Z]‘e[r;n] Yallo (wj)lly < /Tout v2rin/3, and with a similar reasoning ||v (W) |l o < YoeTinf3, thus the

norm is also within bounds and correctness follows.

For relaxed knowledge soundness, through r;,-CWSS we are given 7, + 1 accepting transcripts
Wo, ... ,Wrin, for challenges C¥) = D kelrn] € @ ci(i) where C") and CU) differ exactly in row i €
{0,...7, — 1}. We can now subtract the accepting equations to obtain

o (cjiw;)ly <

F(W; = Wy,) = Y(C - C) = yi(c]” — ™)1,

o~

Let j € [rout] be selected such that ngj) #¢; (r'") . Let (W Wr.n) Wi = (Wi j)je[ro.] Thus, setting

1 ~
W o
i Cij
is a column of witness in Ry, where we use the subtractive set property of Cr to ensure division in R.
The recovered witness satisfies HFW =Y by construction. Moreover, we have

1
HU(W>H2 S V Tin - Iél[aX]HU(Wl)”Q = \/Tin - HO' <(l)n) )“2 < vai 02 2. 3/
1E|Tin {ji

and by the same reasoning

[ (W)l < max o (wi)|, < 0 -2 5

Tin

by definition of the inverse-expansion factor for Cz. For the knowledge error, we use r;,-CWSS: The
challenge space per coordinate is Cj3", and we need to extract rj, coordinates, hence x < W

Finally, the OR-branch in Z'""Vs'* is handled by letting w equal to a non-zero columns of W; obviously,
HFw = 0 holds and ||w| < 8/ < 8. This completes the proof.

5.5 IT"h: Batch-Rows Knowledge Reduction

The protocol IT°%h (Fig. 6) is a protocol to batch the claims along multiple rows into fewer rows of
claims. This is done by a random linear combination of the rows in question. This protocol maps an
instance (H,F,Y), W) of Eﬂ;‘ﬁ to an instance ((H,F,Y), W), where the height of Y is smaller. We

describe it in more detail: Let n°"t = 7 + n. Then I7°%*h keeps the top 7 rows ¥ of Y (resp. H of H, and
thus of HF) unchanged. But the bottom n rows are linearly combined into a single row. For this, H and
Y are split into top and bottom half, and the bottom half is multiplied by a vector ¢ consisting of powers
of ¢ <8 Cr,. Both parties then update the statement suitably.

Lemma 7 (Batch). Let n®t7n € N and 0 < B < 5 < q. Protocol ITP*" is a perfectly correct
self-reduction of knowledge for _"” with parameters

(n°t, 8) = (n+1, 3).

—linVsis

if

with knowledge error k = n-no1 <

It is a relaxed knowledge sound self-reduction for [Cry | |C |
Rq Rq

26/ S ﬁsis.
(nout, ﬂ/, 5sis) “ (ﬁ—|— 1’ 517 ﬂsis) .

Eztraction requires two uniformly distributed transcripts (Footnote 11).
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P(H,F,Y), W) V(H,F,Y))

H — C(*$C7zq
H = , Y:(Y) Cc
(H> X c:=(1,¢...,2 N

~ H ~ =
H= (CTH Y = c?{Y // Both parties compute new statement

2

w ((ﬁ,F,?),W) El”irg,ﬁ

—=lin —lin

Fig. 6. Protocol IT°**" reduces an instance of Epar-in 10 Sparout With par-in, par-out specified in Lemma 4, with

fewer rows by batching to the last n of H. II°™*" sends the marked parts only as a proof (but not reduction) of
knowledge.

Proof. The correctness of this protocol is straightforward by linearity. For (knowledge) soundness, we rely
on the Schwartz—Zippel lemma over Cr,, which we recall is almost a subfield F of R, except that 0 is
missing. The lemma states that, for any degree-d non-zero polynomial over F, the probability that the
polynomial evaluates to zero at a uniformly random point chosen from Cr, is at most d/ |C7gq . To translate
this upper bound into a knowledge error, observe the following: If A succeeds for 2 challenges, then the first
transcript fixes some W, which satisfies ((Hy,F,Y;), W) € Z'". Suppose ((H,F,Y), W;) ¢ Z'" i.e.

nout 7571
Cry |

challenges can be accepting for Wy (by Schwartz—Zippel and union bound). In other words, if A succeeds
with probability €, then with probability at least € — x the 2-transcript extractor successfully outputs two
transcripts where the responses W1 and Wy, differ.' Now, V.= W; — W, is a non-zero preimage with a

non-zero column v, s.t. HFv = 0 of norm at most 23’ < 3%, i.e. the OR-branch of Z'nVsis,

‘W is not a witness for the original statement. Then we observe that at most a fraction of kK =

n®t-m—1

Remark 7. The knowledge-error can improved by issuing ¢ > 1 challenges which yields xk = B
Rq

t
(T”) . The protocol remains the same with the exception that instead of a vector ¢, the protocol

|CRQ|
nxt

uses a matrix C € Ry, where i-th row is a series of consecutive powers of challenge &; for ¢ € [t]. The

—lin

protocol is a perfectly correct self-reduction of knowledge for =Z"" with parameters
(n°Ut, B) — (m+t, B) .
It is a relaxed knowledge sound self-reduction for Z'"Vs's with knowledge error & if 23" < 3.
(no%%, B, B) o (7Tt t, B, %) .

Similarly, the extraction requires two uniformly distributed transcripts.

5.6 IT"™, ITP: Weighted Norm and Inner Product Checks

To restrain the norm growth of the extracted witness, we introduce norm checks. We present the norm

check protocol IT"™  which handles reducing the norm relation Z"°™ to multiple =" relations. The

relations Z"™ and =P, as well as their variants Z"°™MVsis and ZPVSS are defined as follows.

(H,F,Y,c,v),W or w):
out Q out
HeR] ™ FeR> CRP™ YER! ™ ce Rl st.e=c;
—normVsis —
=R,q,m,n,r,u,8,5% T 0<v<B; W= (w;)jg €« R™"; we R™ ’

Yisocillwil <wv o lw| < g
HFW =Y mod ¢ HFw = 07 mod ¢

5We exploit that the challenges are uniformly distributed (conditioned on accepting).
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(H,F,Y,c,t),W or w):
He Ry Fe Ry CRP™ Y eRy™ T ce Ry st afe) = c

—ipVsis — teR; W= (Wi)::O c RmXT; weR™
._/R’q’mynout,T7I_L7ﬁ”35‘57a .
W <8 N
< A“jsls
HFW =Y mod q or o [wi <,
A HFw = 07 mod ¢
YoiioCi{wi, a(w;))r =t mod ¢

Note that, compared to =", the norm relation ="™ differs in that a witness norm bound v < f3

is given as part of the statement, and a stricter weighted norm relation Y . ¢;||w;|| < v is checked.
Similarly, £ differs from =" in that the statement additionally includes an inner product value ¢, and
the witness additionally satisfies a weighted inner product relation. Furthermore, we note that =" is
parametrised by « € {id,id} which is either the identity or complex conjugate, controlling which type of

inner product is being considered. We require that the weights are invariant under «, i.e. a(c) = c.

The protocols IT"™ and IT®. The protocols IT™™, ITP for o = id and IT™® for o = id are very similar.
In the following description we focus on IT® for a = id. Removing all conjugates yields the protocol ITP
for @ = id. The protocol II"™™ can be obtained by letting the verifier compute the trace of the alleged
inner product.

Our approach is based on polynomial identities. For w € R™, define the polynomials

gw(X) = Z w; X7 resp. gw(X) = Z w; X7 (6)

j€lm] j€lm]

and observe that gy = gw and that the Laurent polynomial

LX) = Y 0= g(X)  gu(X ) (7
i€£[m]

has constant coefficient (w, w)x. Also, observe that

Vg = E ’Ui’f}j = H E ’Di’Uj = H E ’DjUi = ﬁ_k

i—j=k i—j=k j—i=k

where vg, == 0if |k| > m.We exploit this symmetry to commit to L(X) by committing only to (vg, . . ., Vm—1)-
Setting
h(X) = Z v; X" resp. h(X)= Z 7 X"
i€[m] i€[m]
we see that
L(X) = h(X) + k(X1 — vp.

We use this equality to prove the polynomial identity in Eq. (7) between v and W by evaluating g, g, h, h
at a random point £ <-$ Cr,_ (and checking if vy = t).

To generalize the above to the weighted inner product vy = > c;(w;, W;)r for a matrix witness

JElr]
W = (wy,...,w,) € R™*" with weights c that satisfy ¢ = €, we apply the above approach component-wise,

and then compute the weighted sum. Consequently, we set

LX)= ) wX'= Y ¢LiX)

i€£[m] Jj€lrep]
, i ) (8)
where L;(X) = Z 0j,i X" = gw,; (X) - Gw, (X 77)
i€+[m]

and observe that the constant coefficient v of L(X) is now () ¢;(w;, W;)%. Since we require ¢ = a(c)
from the weights ¢, we still have vy = v_j. Thus, we can again define

hX)= > uX' resp. h(X)= > uX' (9)
i€[m]

1€[m]
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and obtain again the equality

L(X) = h(X) +h(X 1) — vp. (10)
where vo = 37,1, ¢j(W;j, Wj)r. Thus, we extended the check from a vector w to a matrix W =
(W1,...,w;.), by considering gw,, gw, and L; first component-wise, and then summing up those components

with weights ¢ to obtain L (and the symmetry decomposition h of L).

If the above check based on polynomial identities is used naively, a problem occurs: The terms v; have
the norm of the individual coefficients bounded by 32, so ||v|| may be beyond the threshold for which the
commitment is binding.

A natural approach is to run I7%9¢°™P to counteract this problem. However, doing so modularly comes
at the cost of a suboptimal relaxed knowledge guarantee. We can tighten our analysis if we treat the
composition with I7%-9¢€°™P as within the protocol IT'P, i.e. we immediately send the decomposed (and
binding) commitments. The reason is a technical artefact of relaxed knowledge soundness and reductions
of knowledge: Relaxed soundness in I7%-9¢€°™P incurs a large factor of norm growth when extracting the
witness. However, in IT'P, the auxiliary commitment to v is not part of the witness (yet), and we need not
extract it. Thus, we argue directly for the decomposition of v into smaller V = (v;); of norm =~ /3. This
avoids treating v as a witness in I7°-9¢°™P which significantly improves the parameters. This optimised
protocol is presented in Fig. 7

Lemma 8 (Norm and Inner Product). Let m,r,{,b, € N and 0 < 8 < 5 < ¢q, 0 < 28 < <,
Protocol IT® is a perfectly correct reduction of knowledge from =P to ="

(m7 nOUta T, ﬁ) — (ma nout/7r + €7 Bout)

where Poyr = \/ = + |/ Vr resp. Bout = max{f, fv}), and knowledge sound reduction of knowledge from
here 3 32 + By 3 3, B d knowled d reduct knowled
ZP to ZM with parameters

(ma nOUta T, 6l7 ﬁSiS) A (m7 nOUt/a r+ 67 Bout/7 BSiS) )

where n®"Y = n°"t +3, by, and { > 1()gbip(2ﬂv2 +1) is such that b, < 26v/(VIm'\/§o) (resp. bip = 26y +1
and > log,, (20v +1)). Extraction requires two uniformly distributed transcripts (Footnote 11) and has

knowledge error k < 2m

Crq | '
For II™™ | the analogous statements hold and additionally IT™™ is a knowledge sound reduction of
knowledge from 5™ to Z'™ with parameters

out s N sis out/ ! [sis
(m, n ’T’HU(JIIQ (resp., fo /mr v ”w(.)lw> G ) — (m, n® o+ 0, B, 555) .

Proof. For the norm ||o (W) I, observe that o (Vv) 12 = llo (V, W) = [lo (V)[|>+[lo (W)]|2, where
o (W) ||§ < B? by assumption on W and || (V) ||§ < By? by definition of b, and the bounds for I7¥-decomp
from Lemma 4. (We set b, such that %\/M \/ﬁ bi, < fv holds by definition.)

For the norm |9 (W) || ., observe that ||¢ <{7\7) |l = [0 ((V,W))]| . =max{[|v (V)] .Y (W)]},

where || (W)||, < 8 by assumption on W and || (V)| < Bv by definition of by, = 25y + 1 and the
bounds for I7%9€°™P from Lemma 4.
For correctness, observe that EW contains the evaluations zy1; = >, w; ;&' = gw, (§) and z_; j =

oo

> wiiE " = gw, (€71), and the component wg ; which we ignore. We can thus compute

D cigw, () - gw; (67 = (241 ©7-1).

JE[r]

Similarly, EV(1,b, ..., 1) = Ev contains 2/}, =3, vi€hand 2/ =), vigii and vg. By the symmetry
property L(§) = >Zc( vi€' — vo = we recover L(§) = 2, + %", —t'. Thus, correctness holds by the
polynomial identities explained above, specifically Egs. (8) to (10). As we already showed that the norm
bounds are respected for the output, we have shown that the reduction of knowledge is perfectly complete.
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P((H,F,Y,,[V]),W) V((H,F,Y,,[y]))

T .
// Decompose W = (wq,...,w,) = ZiG[T]Wi ® e; column-wise.
// Define v € R™ below. Due to symmetry and ¢ = €, we have v; = v_;.
_ m—1 v r=1_ m—=1_ x5\ . m—1 —  x—j
parse L(X) = Zi:—(mfl) vi X' = Zi:o Ci (Zj:o wi,j X ) (Zj:o Wi,5 X )
yl =HFvV |/ Cross-terms (and commitment) to v. (Before bjp-ary decomposition)
// Decompose for maximal possible base b, into ¢ > {1()gbip(2ﬂv2 + 1)—‘ (resp. ¢ > ’Vh)gbip(QBV + 1)-‘) parts,
// where bj, < 28v/(Veém \/ Af\p) (resp. bip = 2pv + 1)
(v, Y/) — IYb_decomp((H7 F,y),v) / Variables (Y',v) correspond to (Z, W) in I70-decomp,

-Y/

3 £+ CRq

// “Evaluations” of W and v at ¢, £~ ! and “at” Wo,. and vg.

1 —51 _5:"711> Yg =EW )
E=[1& ... s , / Yg o =v0 = Z:yi; ci{Wi, Wi)R
10 ... 0 Yg :=EV -
Ye, Yg

(Z+17Z—17f)T =Yg
(21, 21, t) =Yg - (1,b,..., 6" )"

? —
ch- (241 ©Z-1) = zﬁrl +z, -t
// Check L;(§) equalities in Eq. (10)

// Check inner product claim.

r--—=—7"7"==-- a

// Both parties update claims

~ HO ~ F S Y'Y =
i (50) E(5), v (%) weww

~ ~ ~ —~ 7 .
((H7F7Y)7W) € E;I;:r—out

. r---" - r | .
Fig. 7. Protocol or ' II"™ 1 a reduction of =P or 1 Zp 1 to :,',';‘r,out with par-in, par-out specified in
- |

~par-in
P L - - =

Lemma 8, with optimisation to directly include I7b-deom  hresented for o = id. To obtain « = id all conjugates
are removed. IT® sends the marked parts only as a proof (but not reduction) of knowledge.
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Now, we show relaxed knowledge soundness. First, observe that, as argued above, given fixed v which
defines h(X) = > ";X?, then the probability that

L(X) #h(X)+h(X™ 1) —vg but L(€) # h(&) + h(E™") — v (11)
holds, is bounded by 22 | o | < |(22m | = K, where § <8 Cg,. (By the lemma of Schwartz-Zippel, analogous to

Lemma 7.) However, this is a soundness argument for fized polynomials, but the vector v ="V-(1,..., bfp b

is only determined in the last step, Now, we argue analogous to Lemma 7 to turn soundness into knowledge

soundness: Let V(© with HFV(© = Y"(©) denote the (first) preimage (from the two accepting transcripts).

Let y© =Y/ . (1, ... ,bfp 1) denote the non-decomposed linear claim for V. Observe that, unless the

polynomial identity holds, only fraction  of challenges can satisfy (11) for any fixed V(9. Thus, if the
adversary succeeds with probability €, then with probability € — k, the 2-transcript extractor gives two

transcripts where!” either one V? satisfies the polynomial identity (and we’re done), or VO £ v,

Let U=V©® - V1, Then we have HFU = 0, as HFV) = Y/, holds for both j = 0, 1. This yields a
witness for the OR-branch of ZPVs* with norm at most 23’ < 3. (Note here that the vector v (which
we decompose as V) is not part of the initial witness, so its norm is of no concern during extraction and
we avoid the large growth of 3 for decomposition in Lemma 4.)

To handle the norm protocol, we just note that ), z;7; = [|o (x)||5, and that [[1 (x)|| , < fo vmr||o (%),
O

for x € R™" by Lemma 1 and the standard inequality between oo-norm and 2-norm.

™ m—=m Tin = Tout Bo — b1 B — B K #tr Condition Reference
J]b-decomp 1 tr (0, VIram' /o b/2) =L 0 1| =Tlog,(280 +1)] 4
It 1/d drin Bo 1 1 5
e 1 Tout (v/Tout Tin, 0) 2yrint ot Tt l 6
Hbatch 1 Tin BO 1 7TCRQ 2 251 S ﬂSis 7
i 1 L+ Tin VB2 + Bv? 1 2m/|ch | 2 28} < B 8
e ) - NCEY 1 v/B! 2 265 < B 8

Table 1. Parameters of protocols expressed in the canonical 2-norm. Expressed as 81 = f(Bo) for correctness
when starting from By, and as 8 = g(81) and gy < 8 for relaxed soundness when guaranteed S}, knowledge
error kK, number #tr of transcripts to extract, and other variables or important constraints. Full details in are in
the respective theorems.

6 Succinct Arguments for Bounded-Norm Satisfiability: Composition

In this section, we discuss how to compose the atomic protocols constructed in Section 5 to obtain
asymptotically and concrete efficient succinct arguments for the principal relation 5" which does not
have any correctness and soundness gaps. We begin in Section 6.1 by overviewing the functionality of each
atomic protocol [7b-decomp rsplit rrfold prbatch oy 7M™ and discussing considerations when composing
them.'® We also introduce a dummy protocol I7i"" which implements the trivial step of sending the
witness in plain. We then provide an example composition Section 6.2 which, although not necessarily

optimal in terms of concrete efficiency, serves as a baseline for compositions which we consider reasonable.

6.1 General Composition Strategy

We discuss how to compose the atomic protocols I70-decomp [ysplit pyfold | ybatch o5 [7nom t6 obtain succinct
arguments for = (or more precisely ="V see below).

"We exploit that the challenges are uniformly distributed (conditioned on accepting).
8We note that IT™ is not necessary for obtaining succinct arguments for =™ without correctness and soundness
gaps, but is instead used in Sections 7 and 8 for more complex relations.
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Bird-eye view of principal relation. Recall that in Z''" a statement (H,F,Y) and a witness W
satisfy the relation

HFW =Y mod ¢ and IW| <8

where H € Rgmx” consists of a top part H = (I 0) € R?X" and a bottom part H € R?X", Fe ’Rgxd@‘“ C
Ry*™, Y € RZ;MXT and W € R™*". Splitting F and Y into a top part (F,Y) € ’R?Xd@“ X R7*" and a

@ u
bottom part (F,Y) € ’Rng " x Ry ™", we can equivalently write the above relation as

m=d®H ” r =dOK

e N P NG AN ~—
#a{F W =Y modgq, ,{H F W =Y modgqg, and == {|W] <p.

T s

To catch the exception of a malicious prover succeeding in violating soundness through solving vSIS,
the OR-branch of Z'™Vsis allows an alternative witness w € R™ satisfying

mea®
N | (13)
#{F w=0mod ¢ and n=a® {|w] <.

Since all atomic protocols [7b-decomp ysplit rfold ' prbatch oy prnorm (and also IT™P) preserve the norm bound
(5% for the OR-branch, when choosing parameters it suffices to ensure the hardness of finding w satisfying
Eq. (13). We therefore omit the discussion about the OR-branch and the parameter 5 below.

Keeping track of composition costs. The basic idea of obtaining a succinct argument protocol for ='"
is to compose the self-reductions of knowledge ITsP't, T4 and I7°2th to reduce the witness dimensions
m X r so that the resulting witness is small enough in description size to be sent in plain. We denote
this last step as IIf"sh. As highlighted in Sections 1 and 2 this would result in an argument with both
correctness and soundness gaps. To recall, the correctness gap refers to the growth of the norm bound £ of
the running witness, while the soundness gap refers to the norm of a witness extracted by the knowledge
extractor. We denote the latter by 5.

To eliminate the correctness gap, the idea is to throw the self-reduction of knowledge IT%9%°™P into
the mix, so that the norm bound  of the running witness is controlled throughout the composition. It
remains to remove the soundness gap. For this, we let the prover send out explicit norm claims v for the
running witness from time to time, which expands the running =" relation into a Z"°™ relation, and run
ITM™ to reduce this =Z"°™ relation back to a ="' relation. We will assume that the prover is rational and
always sets v := 3, i.e. making the tightest claim possible about the norm of the running witness. The
effect of this procedure is, therefore, to insert a “checkpoint” into the composition, so that the witness
extracted at this step of the composition is “reset” to 3% = § (assuming that the norm of the running
witness does not exceed the allowed boundary in subsequent protocols).

When composing the above atomic RoKs, we have to keep track of the following for each atomic RoK:

— The changes to the parameters n,n, m,r, 8 so that the hypothetical norm bound 5%* of the extracted
witness (and hence the norm bound 3 of the running witness) do not exceed the allowed budget 3¢,
i.e. to ensure (3 <)B < 355/2.

— The soundness cost, i.e. how much soundness error does a RoK add to the overall composition, so
that the cumulative soundness cost does not exceed the allowed budget, say 2750,

— The communication cost.

We note that, somewhat confusingly, the hypothetical norm bound 5% of the extracted witness is not a
function of the parameters of preceding protocols in the chain of composition, but rather a function of
the parameters of subsequent protocols. In other words, as we insert more protocols into the composition,
the 3% values of all previous protocols may change.

The overall communication cost of the composition, which is a natural target for optimisation, is the
sum of the communication costs of all instances of atomic protocols involved plus the size of the final
witness. We note, however, that each atomic protocol also has different prover and verifier time costs
which are harder to keep track. In the following, we focus only on minimising the communication cost for
simplicity.
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Composition strategy for minimising communication. We next discuss a natural (but not necessarily
optimal) strategy for minimising the overall communication cost. To aid reasoning, we first give intuitive
descriptions of the functionality of each atomic RoK. We will omit mention of soundness costs since
parameters can be easily set to make them negligible.

— [1%-decomp: Shrink B but grow r and . Cost (£ — 1)n°“tr of R, communication.

— II°Pt: Shrink m but grow r. Cost r((d? — 1) - (n°* —7) + (d — 1) - M) of R, communication.

— I Reset r to some fixed (e.g. the initial) value but grow 3 and 3%¢. Cost 0 communication.

— I7°2tch: Shrink n to 1. Cost 0 communication.

— II™™: Reset 3¢ to  but grow n, r and 3 (for the next round). Cost {n°"* + 3 - (r + ¢) of R,
communication.

— ITfimsh: Finish the composition. Cost mrplog 3 communication.

We make several observations. Each protocol except IT°2t" and ITf"sh shrinks one of the parameters
at the cost of growing others. The IT?***" protocol is essentially free (ignoring soundness cost)'?, shrinking
n while costing no parameter growth nor communication, and can therefore always be run immediately
after IT"™ to suppress the growth of n there. The IT*' protocol trades m for r and thus does not reduce
the witness size, i.e. the communication cost of IIfinsh,

With the above observations, a natural composition strategy is to split the protocol into 2 phases —
looping and finishing. We first define the 2 phases and then provide an explanation.

(i) Looping phase: Repeat the sequence
(Hb—decomp _>)Hnorm_>Hbatch_>Hsp|it_>Hfold

where the optional step is specified in parenthesis. After each loop, check what would be the overall
communication cost if I7iMs" is run now. Exit the loop if the overall communication cost does not
decrease if another loop is executed.

(ii) Finishing phase: Execute ITfinish,

In the beginning of the looping phase, we start with IT"™ (as the IT>9°™P is unnecessary) to create
a checkpoint for 8%t = 3, so that the final extracted witness is guaranteed to be of norm at most f3,
i.e. without soundness gap, given that the witness norm does not blow up in subsequent protocols. As
observed above, IT"™ should be followed by ITP2th to negate the growth of n. We run IT°' to trade m
for r, followed by IT to shrink  to the initial value at the cost of growing 5 and £*¢. At this point,
the norm of the running witness is possibly quite large. Therefore, we potentially insert a IT%-9%°mP step
at the beginning of the next loop to control the norm 3 of the running witness2’.

At the end of each loop, if the hypothetical exiting cost does not decrease in further loops, i.e. the
overall communication cost if 7" is run now is not higher than running it later, there is no reason to
continue looping. We therefore execute ITf"sh to finish the protocol.

6.2 Asymptotic Complexity

For the asymptotic parameters, we assume a slightly different composition than suggested in Section 6.1.
The looping phase is now defined with the following sequence:

batch b-d lit fold
Jrnerm _y ppbatch _, rrb-decomp . grsplit _, rrfo ,

repeated j times. For simplicity, I7®9¢<°™ is included in each round. Such ordering, although not optimal,
is easier to analyse as we can assume that the final and the initial norm are identical. However, it yields
slightly worse concrete proof sizes (cf. Section 9). Conveniently, all the bounds are tracked according to
the canonical 2-norm. The parameters are chosen as shown in Table 2 and argued below.

19We highlight that in some cases, it might be beneficial to omit IT°**" or in other words, to include “bottom”

rows into “top” rows. This is because IT*" communicates O(d?) elements for each “bottom” row but only O(d)
elements for each “top” row (cf. Fig. 4).

20The amount that 8 shrinks depends on the parameter choice of IT° 9™ We note that it is not always
optimal (in communication cost) to shrink 3 all the way back to the initial witness norm, as this may incur high
communication costs.
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Parameters‘ description instantiation

A security parameter -

m height of the witness matrix W -

q argument system modulus poly(A, m)
Joa norm of the (presumably hard) vSIS instance poly(XA, m)

f conductor of the ring O(Alogm/log \)
%) ring dimension o(f)

T4 soundness amplification factor O(A/log \)
r width of the witness matrix W T4

n height of the matrix F 1

m total number of invocations of the protocol log, m
n number of top rows of H 1

n number of bottom rows of H 1
nout number of rows of H nm+n

e number of irreducible factors w(1)

Bo initial norm bound poly(X, m)
To initial width of the witness W O(X\/log \)
bn decomposition base for the coeffs. of the Laurent poly. 51

ln length of the decomposition basis w.r.t. 0(1)

bq decomposition base O ((mf2()\/ log )\)5/2) vew
Ly length of the decomposition basis w.r.t. bq O(1)

d folding factor O(1)

Table 2. Parameter instantiation for the protocol.

Hardness of SIS. To measure the hardness of vSIS, we heuristically assume that it is as hard as the
plain SIS problem for the dimension ¢ = ¢(f). To measure the hardness of SIS, we first translate the
canonical norm ||o(-)||2 into the Euclidean norm ||4(-)||2, and then follow the heuristic methodology from
[MRO09]. Let b = O(\) be the block size of the BKZ algorithm to find a short vector in the corresponding
g-ary lattice for SIS (cf. [BDGL16]). Define the root Hermite factor as

b(rh)1/P 1/(2(b-1))
S = <(>> ,
2me

Then, SIS with matrix dimensions ¢ x ¢m and Euclidean norm 5% is hard when
BSiS < min (22\/gplogqlog Orhf 7q) .

By rearranging, we get that
10g2 ﬁSiS
410g Grnf

1 b(rb)/P\  _ [(logh\ _ (log\
log 6h = 20-1) log <Q7re =0 - )= C] )

This means that the size of a single R, element is asymptotically

. 2 . 2
0 A - (logm 4+ log \) _ 0 A-log“m .
log A log A

plogqg >

Note that

We will assume this size of an R, in the analysis below.

Round Communication Complexity. To aid discussion, we introduce auxiliary variables for keeping
track of how the parameters of the ='" relation change throughout a single loop of the protocol.

norm Hbatch
(mo, 1o, ro, Bo) —— (mo,n1,r1, 1) —— (Mo, no, 71, B1)
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Hb-decomp Hsplit Hfold
— (mo, no, 72, f2) —— (M1, 0,73, B2) — (M1, no, 74, B3).

We will use the parameters for analysing the communication complexity. For simple recursion, we
assume that parameters are chosen so that 8y = (3.

For IT™™ we set 51 = O(\/mrlﬂp Bo). To argue that the norm grows by that factor, we observe that

the coefficient co-norm of v (cf. Lemma 8) is at most 37 (cf. Corollary 1), and therefore the matrix of
such norm can be decomposed into matrix of coefficient co-norm Sy with a constant decomposition basis

length. Translation back to the canonical 2-norm incurrs the additional \/mri¢f factor (cf. Corollary 1).
Furthermore, 52 = 4/ mrgfgo by and B3 = B2/T4 37y, where v is the expansion factor of the subtractive

set (assumed constant).
To argue about the feasibility of the setting, we need to establish that there exists by such that

£y = O(1) and B3 = By. We observe that S5 = O(rs /T4 \/mrlﬂo \/mrﬁ@ bq). After substituting 85 = So,

Bo = bd@(l) and (7;);c[5) params with asymptotic expressions, we establish the condition for by as

bd -0 ((m%Q()\/logA)f)/Q)l/@(l)) .

We analyse the necessary size of the proof system modulus ¢. For vSIS hardness, we need ¢ > 3%,
where the bound on 3% is computed as follows. By setting 35 = B3(= 3o), we get

sis £
B > 2 (2803 0)10(1,) * = poly(m, A).

as £g = O(1), resulting in a polynomial-sized modulus q.
To discuss this in further detail, we assume a witness of norm 5y and analyse RoKs in the “extraction
direction”. The extractor for 19 extracts a witness of norm 28y +/73 0)o()|,- The extractor for IT5°' does

not alter the norm. For I1*9°™  the recomposed witness norm becomes (23,/73 0”0(,)”2)&’. In I7°3tch,

the extractor retrieves the unaltered witness or produces a vSIS break with norm 2 (Qﬂo,/rg, 9”0(.)”2)&'.
Similarly, for I7T"™ the extractor extracts a witness of norm [ or results in a vSIS break with norm

£y
2 (2B0v/75B)0()1,)
Evenatually, we are ready to estimate the proof size. Considering the non-interactive setting, we will
only count the prover messages. We track the communication cost for atomic RoKs:

— II™™ involves sending ¢, = O(1) R, elements,

— ITP2th ipcurs no communication cost,

— [1t-decemp jnyolves sending £, = O(r2) = O(r) = O(\/log A) R, elements,
— II*** involves sending ¢, = O(r2) = O(r) = O(\/log \) R, elements,

— I1™' incurs no communication cost.

We conclude that the total communication cost for a single round is O(A/log A) R, elements, expressed
in bits as
)\2
(0] (2 - log? m> .
log= A

Total Communication Complexity. After u = O(logm) rounds, the height of the witness is O(1)
and the width becomes O(rg), consisting of R, elements. The size (in bits) of such a witness is

A X-logim A2 )
0] ) =0 —5—="1 .
<log/\ log A ) <log2 A o8 m

The total communication cost across all rounds and the final witness sent is

(a3 )
O|—5—-log"m].
log® A
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7 Packed Z-Inner Products via Twisted Trace Maps

We propose an abstract framework based on “twisted trace maps” that reduces Z-inner products to
R-inner products over various choices of R. In a nutshell, for a fixed choice of R, we would like to construct
a twisted trace map 7 : R — Z of the form shown below, where NV € N is some normalisation factor and
a € R is called a “twist” element, such that the following diagram commutes:

78 x 78 02

— 1
w*l(->x¢—1(.)l TT where Tz o - Trace(a - 2).

RxR —F— R

Definition 5 (Inner-Product Embedding). Let R C Ok be a subring identified by a Z-basis b € R?
of 6 elements. We say that a tuple T is an inner-product embedding over R if 7 : R — Z° is a Z-linear

map and, for any x,y € Z?, it holds that (x,y)z = T (wgl(x) ‘R wgl(y)) .

7.1 Power-of-Two Cyclotomics via Constant Term

As a simple concrete example, we recall a well-known folklore technique for computing the inner product
over the coefficient embeddings of power-of-two cyclotomics.

Theorem 5. Let R = Z[(;] with a conductor §f = 2% for some k € N, § = ¢ = o(f) = /2, 7(-) =
ct(-) = (¥(-))o, where 1 denotes the coefficient embedding and ct(-) is the constant term of the coefficient
embedding. Then T is an inner-product embedding over R.

Proof. Write ¢ = (. Observe that ct(¢") = (i Z 0) for all i € +[p].?! Consider the vectors x =
(0, Zp—1),Y = (Yo, - - -, Yp—1) € Z¥. The elements z := ¢p~'(x) and § := ¢~1(y) can be expressed as

r=¢ 1 (x)= ) a’ and y=1v"1y) =Yyl

i€l i€ly]

respectively. Note that their product z := x - y satisfies

p=ag= | Y wl | [ Yy | = Y mayt
]

A j€le i,5€p]

= Z TiYi + Z aib;¢".
i€lyp] i,5€[p]:iA]
———

ct(z)

Therefore, 7(1»~1(x),9~1(y)) = (x,y)z, as desired. O

Remark 8. The constant term map ct(x) from Theorem 5 can be expressed in terms of the Trace function

as 7(z) = iTrace(m), where ¢ = /2 since f is a power of 2, and might be viewed as a twisted trace map
7(x) = %Trace(oz -x) with a = 1.

As pointed out in Section 4, power-of-two cyclotomic rings do not admit large subtractive sets, and
are therefore ill-suited for certain applications, e.g. instantiating the succinct arguments presented in

Section 5. This motivates the search for inner-product embeddings 7 over other rings.

21This is true for power-of-2 cyclotomics since power-of-2 cyclotomic polynomials are of the form P5(X) = X?+1.
Note that this is false for non-power-of-2 conductors. For example, if f is prime, then (7! = ¢¥ = — Zie[ﬂ ¢

with ct(¢™h) = —1.

32



7.2 Prime Real Cyclotomics via Twisted Trace

A natural class of rings to search for inner-product embeddings are cyclotomic rings with large prime
conductors, since they admit large subtractive sets (cf. Section 4). Although we did not manage to design
inner-product embeddings in those rings, we did so for its maximal real subring, adapting a result from
lattice code theory [BFOV04, Proposition 1].

Theorem 6. Let K = Q((;) where | is prime and R = Z[(; + Cf_l} be identified by the Z-basis bt =

{Zi:[ﬁ_l] (SZEmEs Cf(‘o/%i))} e Forze R, let 7(z) = 2ii,Trace(az) be a twisted trace map for the
J€lp/2
twist element o =t -t where t = (~%/2 — (/2. Then T is an inner product embedding over R.

Proof. Since f is prime, we have ¢ =f—1 and 6 = ¢/2 = (f — 1)/2. In the following, write Trace = Trace.
Recall that Trace(1) = ¢ = f — 1. Furthermore, for i € Z;", we have Trace((") = ZjEZfX ¢V =

2 jeny ¢J=-1

As a starting point, we consider the following sequence.

b~ = (b )ieferz = (€ = )0

Note that the sequence b~ is trace-orthogonal. Namely, the following function acts as Kronecker delta.

jele 1=

l~Trace(f~b‘_): L Z:J
2f J 0 i#j.

To see this, let 7/ =4+ 1 and j° = j + 1 and consider the trace of the expression below.

bob =@ =)
= (C—i’ _ gz’) ) (Cj/ _ (—j’) — (C—i/-I-j' _ i i Ci/_jl),
Trace(b; - b; ) = Trace(¢ ™" — ¢"H' — ¢="=9" 4 ¢"=7")
= Trace(¢™ " 77)) — Trace(¢"") — Trace(¢~ (")) + Trace(¢" 7).

Since i, j € [¢/2], we have 2 < i’ 4+ j/ < ¢, meaning that i’ + j' € fo and —(i' +j') € ZfX. Furthermore,
if i # j, then i’ — j' € £[p/2]\ {0}, hence i’ — j" € Z;* and — (i’ — j') € Z;*. Therefore, we conclude that

(i=j) = Trace(b; -b;) = 2],
(i #j) = Trace(b; -b;)=0.

Although b~ is trace-orthogonal, it does not constitute a basis of any ring. It does, however, match in
cardinality the degree of the maximal real subring R, to which our attention now turns. Consider the
“suffix-sum” basis for the maximal real subring as in the theorem statement:

bt = (bj)je[ga/Q] _ Z (<¢/27i + C7(¢/27i))
e+ jele/?)
From the identity —p/2 =f—¢/2 =90+ 1—¢/2 = ¢/2+ 1 mod f, for each j € [¢/2], we observe that

by = bj+ (¢TI = ¢el?)
—_—
since
b;r . ((<p/2 _ Cw/Q) - Z (Cp/?fi + C*(W?fi)) . (C*W/Z _ <<ﬂ/2)

1€[j+1]
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= D (=g e

i€ +1]

= D (=T =)
i€[j+1]

_ Z (Cfiié-f(i+1))+ Z (Ci+1 7§z)
ie[j+1] i€[j+1]

_ i+l S
AL A
Therefore,

_ = 1 i=j
- Trace(t - b -t- b+ — . Trace(a- b -b;) =
( )= g st ) = {127

Now, suppose T = ¢g+( x) and y = ¢b+( ) for some x,y € Z°. We have

1
T(x-gj):?Trace(ax m) Z TiYi 5 Trace(t b -T-bf) = Z T3y
P i,5€[p/2] 2f i€lp/2]

= (x,y). O

The above theorem constructs inner-product embeddings for R = Z[(; + Cf_ 1 where f is prime. This
restricts the choice of R quite severely, especially considering that the subtractive set constructed in
Section 4 for Z[(;] or Z[(; + C{l] for prime f has a large expansion factor bound vg < §.

7.3 Tensor of Prime Real Cyclotomics

To allow more fine-grained parameter selection, we extend the result in Sections 7.1 and 7.2 by constructing
larger rings using the tensor product, inspired by [BFOV04, Proposition 6]. Concretely, we construct
subtractive sets for rings

R =0k, ®Os ®...® Oy (14)

Pr—1

for distinct odd primes po,...,pr—1. Note that R has conductor f = 2¢ - Hie[k] p; and degree § =

2. Hie[k] (pi — 1). It is contained in the ring Ok, which admits a subtractive set S of size f/fmax with
expansion factor yg =1 (cf. Section 4).

Theorem 7. Let R = O, ® O,C?r R...Q® O,C? , g =2¢ for somed €N, and fo, ..., x_1 distinct odd
0 k—1

primes. Let b=by ® (®ie[k] b?;), where by is the power basis for Ry and b?‘ is a basis for R}t defined
as in Theorem 6. Then, 7(-) = 1 - Trace(a - (-)) is inner-product embedding for o = [Licp o.» where
t =2"p(g) Hie[k] fi-

Proof. Write Ry for Ok, and R; for Oy for i € [k]. Define t;, = 2f; and ty = ¢(g). We prove by
induction on tensoring consecutive rings 7129 and Ry, Vi € [k], indexed as R; = O, for i € [h] , where
h=k+1orh=k (if no power-of-two components). We use §; for i € [h] to iterate over coprime factors
of the conductor.

By Remark 8 and Theorem 6 R; has an inner-product embedding 7;, i.e.

_ _ o=
() - (5i)n) = %Trace;c,/@(ozi (i) - (B)n) = {(1) . :# " vieln)

We devise a proof by induction.
First, we define the base case (b07t0,a0,7€0,a0, bo) (6o, to, &, Ro, o, by).
Then, for i € [h — 1], define the following inductive steps:

Bit1 = biy1-b; tig1 =15 - tip1
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Qi1 = O - Qg1 Rit1:=Riy1 @Ry

Qi1 = iyl - Oy b;y1 =bi;1 ®b;

We want to show that, if 7%1 has an inner-product embedding, then 7,:\5/1;_}_1 also has an inner-product

embedding.
by = (o bz, b

We write
and
bit1 = {bit1,0, s bit1,piia—1] -

Elements of a new basis Bi—H are uniquely defined as a product of two elements from bases lNal and
b; 1. Consider elements b; 11, - b; and b1,y - by s of a new basis b;;; Due to the coprimality of b; and
hi+1, the tower structure of traces is interchangeable, thus

Tit1 (bi+1,mbi,r “bigim - bi,s)

1 e ~ -~
= TTI’BCEZL“/Q (O[i+1 . bi-‘rl,mbi,r . bi+1,n . bi,s)

tit1
1 o~ = 1 _

= =Trace; 4 (ai by bi,s) . Tracex.,./o (i1~ bit1,m = Dit1,n)
t; ! ti—i—l

= - L if (m,r) = (n,s)
ik (b” ' bi’s) 7ot (Bt - Biin) = {0 it (m,r) # (n,s)

Finally,
(hv ta a, Rv Q, b) = (hh—h?h—la ah—la R}L—lv ah—lv bh—l) )

which concludes the proof. a

7.4 Reducing Binariness to Bounded Norm

We show how to reduce the Z-relation x € {0,1}™ to an R-relation natively supported by the succinct
arguments presented in Section 5, via the inner-product embedding framework. First, we recall the
following elementary fact from [LNP22].

Proposition 2. A vector x € Z™ is binary if and and only if (x,1™ — x)7 = 0.

Proof. To argue about the “ = ” direction this is enough to observe that, for each j € [md], we have
z; = 0or 1—xz; = 0. And therefore the sum satisfies Zje[ma] zj(1—x;) = 0. The “ <= ” direction relies on
the observation that, for each j € [md], z;(1 —x;) > 0 as ; € Z. Also, if z; ¢ {0, 1}, then z;(1 —z;) > 0.
Hence, if for some j € [md], x; & {0,1}, then >, (.5 2;(1 — 2;) > 0, which is a contradiction. O

Next, we observe the following equivalence: (x, 1me x)z =0 <= (x, 1’”5>Z - (xX,x)z =0 <
(x,1™%); = (x,x)z. This suggests the following reduction:

(i) The prover sends two claimed values s,t € R supposedly satisfying 7(t) = 7(s)
(ii) The prover then sends a succinct proof for (~1(x),=1(19"))g = s and (Y~ (x), 1 (x))r = t.

From the identity V¥ a,b € Z™, 7({(yp~!(a),v~1(b))r) = (a, b)z, the verifier would be convinced that x
is indeed binary.

However, there is a subtle issue that, on one hand, the rings R considered in this section are of the
form displayed in Eq. (14), which are not necessarily equal to Ox or Ox+ for any cyclotomic field K.
On the other hand, the succinct arguments constructed in Section 5 are over rings which admit large
subtractive sets, for which we only know constructions in Ox and Ox+. We therefore need to lift the
R-relations that we want to prove to some Oj-relations (or Og+-relations, but we focus on the former)
with R C Ok, while ensuring that the prover cannot cheat by using a witness over Ox. To do this, we
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P((H,F,Y,[t), W) V((H,F,Y,[t))

R —_— 7 ’ — 7 ’
sTi= g 1(10m) . W HF e R, ™ AY € Ry

E= e (W WOR | ) W= (Wiicp s,[4] T Z si | =)

// Both parties update claims

~ HO S Y
=~ F
F=|——F-+—
(i)
— [y
Fig. 8. Protocol or ‘LH'Tp'b'"J‘, a reduction from

par-out specified in Theorem 8. The marked parts are only sent / checked when the protocol is used as a proof
of knowledge. As a reduction of knowledge, they are omitted.

—ip

—par-

out With par-in,

need the lemma which allows viewing Ok as an R-module in such a way that the geometry of Ok is
respected. We refer to Lemma 9 for a precise lemma with the proof.

We next formally define the binariness relation which ignores the statement and simply checks that
the witness is a binary vector.

spn = {(stmt, W): stmt € {0,1}"; W € R™*"; (W) € {0,1}""° }.

In Fig. 8, we present two similar reductions of knowledge I7'"®" and ITP-P" from Z'in 0 Zbn or ZiP N Zbin
to =P, respectively. Note that, when reducing S N =" to =, the inner product t = (¢~ 1(x), ¢~ 1(x))r
is already included as part of the statement, and thus the prover does not need to send it. The formal
result is stated in Theorem 8, whose proof relies on Lemma 9 stated immediately after.

Theorem 8. Let m,r,0,by, € N and 0 < 3 < 35 < ¢, 0 < 28" < 8%, Let 7 be an inner-product
embedding over R. The protocol IT'P" (resp. ITPP") is a perfectly correct reduction of knowledge from

Eip N Ebin to Elin
(m7 HOUt7 T, ﬂ) = (m7 nou“7r + £7 ﬂout)

—lin

and knowledge sound reduction of knowledge from Z® N ZPnVsis to S with parameters
(ma nout’ T, 6/7 BSiS) A (m7 nout/’ T+ £7 ﬂoutlv ﬂSiS) )

where n°Y = n°'"t +3 for S =1 if

Vm - 28 on /e - B < o (resp.,
llo (Il

where k is defined as in Lemma 9.

Proof. For perfect completeness, consider ((H,F,Y), W) € Zlin g Zpin over R. We have (W) €

i—/m7ncut
{0,1}7™9. Clearly, B = 1, regardless if canonical 2-norm or coefficient co-norm is concerned. By Proposi-
tion 2 and the discussion immediately after, it holds that (¥ (w;), 1™%)z = (y)(w;), 1(w;))z. Since T is an
inner-product embedding over R, it holds that

T D s =7 Do wa T@)R | = D ((wi), 1)z, and

i€[r] i€[r] i€[r]

() =7 Y (W, Wr | = Y ($(Wi), (W),

i€[r] i€[r]

36



and thus 7 (Zie[r] sl) = 7(t). Furthermore, since (H,F,Y), W) € ﬁ,'q'l nowt ., 5> We have sT = ¢~ 1(19m). W

and t := 3, (. (Wi, Wi)r. Therefore, (H,F,Y,t),W) :;z w100 OVer R. Since R C Ok, the claim
follows. o

For perfect relaxed knowledge soundness, suppose that ((H,F,Y,t), W) € :1'2 now g 1..0a OVer Ok.
If W € R™*", then we have s™ := ¢=1(1°™) - W and ¢ == 37, (. (w;, W;). Since 7 (ZZE[T z) =7(t),
reversing the above argument gives ¥)(w) € {0,1}™°". Thus ((H,F,Y),w) € :mmout 5N EPin_over R as
desired.

If W e O \ R™, then we can express any column w as a linear combination of R-vectors. Let W be
the coefficient of any basis element other than 1. Note that HFw = 0" mod q. Moreover, by Lemma 9,
we have

o (8l < v+ 25 o1/l - B < 5% | (resp,

i.e. a vSIS break.
The argument for ITP®" is almost verbatim, except that ¢ is given as part of the statement rather
than being sent by the prover. O

[ (W) < 2°08 < ™)

Lemma 9. If § be an odd prime, then Ok can be seen as an Ox+-module with the basis {1, }. More
generally, let R = Ok, @ O+ ® ... ® O,C+ where g = 24 for some d € N and fo, ...,fx_1 are distinct
fo

—1

odd primes. Let f := g[[;c(u) fi- Then O, is an R-module with the basis @);¢ (1, C,)-
Furthermore, let x € (’),72’f be expressed as a R™-combination of ®i€[k](1, ). If

o ()1, < 5] (vesp-

then each R-coefficient X of x satisfies

lo ()l < 2 ov/fo - 8| (res., [l ®)l. < 2°08])

Proof. First part. We first consider the simple case where f is an odd prime. Consider the Z-basis
bt = {bf,.. ., 0F = {LCHCT PP (P2 ) of Og+. We show that (1,() @ b* is a
Z-basis of Ok, implying that Ok is an O+-module with the basis { 1,¢ }. Consider the “balanced power
basis”

b= {b—ap/2+1,' oy b1, bo, '7btp/2}
= ¢ T, )
We prove by induction that b_; and b;;; and can be expressed as a { —1,0,1 }-combination of elements
from (1,¢) @ b for all i € [p/2].
For i = 0, we observe that by = b and b; = b - . Now, suppose the induction hypothesis holds for

1 < k for some ¢ € [¢/2], i.e. b_; and b;y; are constructed for all ¢ € [k]. Our goal is to obtain b_j and
br+1. Observe that

bl = b+ b_y,

bf ¢ = (b +b_p) ¢ =brs1+ b_ps1,
by, = b — by,

biyr = b - ¢ —b_py1.

The claim then follows from the induction hypothesis. The above directly generalises for the tensor rings
by arguing about each factor ring independently.

“Furthermore” part. For simplicity, we first consider the case where f is prime. From the previous part of the
proof, we know that there exists a Z-basis b of Ox which can be expressed as a { —1,0, 1 }-combination
of elements in (1,¢) ® b*. We can write

bi:z ’]J+Zt’]J )

j€le/2] Jj€le/2]
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where Si’j,ti,j S {—1,07 1}
Consider x = (zg,...Zm—1) for any x € O,Tcnf. Then, we write

Z $1,jb = Z Tij (53 ¢+t ZC) s

jele] jelelLelp/2]
where &; ; € Z™.
Let Z¢; = Zje[w] Zi j(s0+t;0¢) and X¢ = (24,0, ... Tem—1). Then,
vi= Y @bl
j=tele/2]
For canonical 2-norm, consider ||o ()|, = £, by applying Corollary 1, we derive that ||¢ (z;)| . < G-

We observe that as ||t ()|, < Bi, then [0 (2¢4). < 2¢8; and ||o (#0.4)]l, < 201/ Bi due to the
norm conversion.
Eventaully, consider the norm of Xy, i.e.

lo (Re)ll, < Z (m,o f@) *299\/;/ 82 = 20\/fp lo ()l < 20\/f0 8.
7 ZEm

€[m]

Y (2)|| o < B. Further, |9 (Z;;)] < B s0 |1 (2] o < 298
and [[¢ (%)) < 208.

To argue about the composite case, we consider bases b = b(!) ® b(?), where b and b(® are bases
of the cyclotomic rings with prime conductors. Let b; ; = b; - b; and b;fj =b - b;r. Let o = oM. () and

¢ =C¢M . ¢®@ defined analogously. Then, we write:

(1) 1(2)
T = E Ty ) j@ b, by
JOElpW] D efp®)]

_ 1) 1(2)
- Z T jm J<2>be<1>be<z>

Oelp)
§Pep®]
e 2
(D elp® /2]

- 1 1 2 2
= Z xi,j<1>,j<2>(5;(z>,e<1> + t§<3>,¢<1> 'C(l))(3§<2)),e(2) +t§<3>,4<2> (@) bZl) @
iV elp®)
iPefp?]
eWelpM/2)
e@e[p® /2]

Let 'ii (1) p(2) = z](l)e[w(l)] i@ elp®)] xz Nt ](2)( ;%3) (1) +tj(1) (1) C )(5 j(2) 0(2) +t§(2) 0(2) C(Q)) Then
For canonical 2-norm, we observe that as [|¢ (%; ;o) j@ )|l < i, then HL (2100 02) |l oo < 4B For
coefficient co-norm, we observe that as [|¢ (&; ;o) j@ )|l < B, then [¢ ('/f"ij(l)_/f(z)) | < 4¢p. Continue
the reasoning as in the base case. Clearly, the argument extends for terson rings of more than two prime
rings. a

8 Packed Z-Inner Products via CRT Embedding

The idea of embedding Z-relations into R-relations via the CRT embedding is well-established (e.g.
[BS23, LNS20]). However, an obstacle to applying this to lattice-based succinct arguments is the lack of a
succinct-verifier argument for proving the consistency of two vectors related via the coefficient and the
CRT embeddings.

In this section, we first recall the method of embedding Z-relations into R-relations via the CRT
embedding. Then, by exploiting the fine-grained tower structure of cyclotomic rings with smooth conductors,
we provide a verifier-succinct argument for proving the consistency between the coefficient and the CRT
embeddings. Throughout this section, we assume that R = Z[(j] is a cyclotomic ring of degree ¢, and
p € N is a rational prime which splits completely over R.
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8.1 Embedding Z,-inner products into R,-inner products

To begin, let us write CRT, : R — Z¥, for the invertible Z-linear transform which maps a ring element
x € R to its Chinese remainder representation modulo each prime ideal dividing p. Note that we are
viewing CRT,, as a Z-linear map rather than a Z,-linear map, and we will write mod p explicitly when
reducing modulo p. We extend the notation naturally to vectors, i.e. for x = (7;);c[m) € R™ we define
CRT,(x) = (CRTp (i) ig(m)-

It is well-known that addition and multiplication in the CRT domain is component-wise. Using this
property, there exists a natural method of embedding Z,-inner products into R,-inner-products, as
summarised in Proposition 3. The proof is trivial and thus omitted.

Proposition 3. Let R = Z[(j] be a cyclotomic ring of degree ¢ and p € N be a rational prime which fully
splits over R. Let 7, : R — 7Z be defined as 7p(z) == (1%, CRT,(2)). For any x = (X)ic[m]> (Yi)icim] € Z™%,
it holds that

7((CRT, (%), CRT, (y))=) = (x,y)z mod p.

Using Proposition 3, a prover is already able to succinctly prove that certain Zy-inner product relations
hold using the succinct arguments provided in Section 5, provided that the application allows the witness
vectors to be committed in their CRT, 1() form. A bit more concretely, consider a toy example where
the prover wishes to prove that (x,y)z = z mod p for some public value z € Z,, where p is sufficiently
shorter than the modulus g used in the argument system. It performs the following procedures:

Compute 2z = (CRT;l(x), CRT;l(y)>R mod p and send it to the verifier.
Let X = CRT;l(x) and CRT;l(y) = CRT;l(y) mod p.

Find r € R™ such that z = (X,y)r +p - r.

— Commit to (X,¥,r).

— Provide a proof that (X,¥,r) satisfies Z = (X,y)r +p - r.

In turn, the verifier checks that 7,(2) = z mod p and the proof for z = (X,¥)r + p - r is valid. If both
checks go through, then by the soundness of the argument system the verifier would be convinced that
(x,¥)z = z mod p (for some x,y which satisfy (x,y) = (CRT,(X), CRT,(¥)) mod p).

8.2 Lifting to Z and R

In case the prover wishes to prove that (x,y)z = z without reduction modulo p, and/or the application
postulates that the witness vectors are committed in ¥ ~' form, then the prover needs to additionally
perform the following;:
— Write X := ¢~ !(x) and ¥ :== ¢~ (y).
— Find r,s € R™ such that
X =y~ (CRT,(X)) +p-r, (15)
Y =¢"(CRT,(¥)) +p 5. (16)

— Further commit to (X,y,r,S).
— Provide a proof that ||o (X)||, and |0 (¥)]|, are short.
— Provide a proof that Egs. (15) and (16) hold.

From Egs. (15) and (16), the verifier would be convinced that
(X) = CRT,(X) mod p and Y(¥) = CRT,(¥) mod p.

Combined with the previous guarantee that (CRT,(X),CRT,(¥))z = zmod p, the verifier would be
convinced that

(¥(%),%(y))z = 2z mod p.

With the proof of [|o (X)||, and ||o (¥)||, being short, it must be the case that |1 (X)|| ., and |[¥(¥)]
are also short. Provided that these norms are small enough relative to p, the reduction modulo p has no
effect, and thus we arrive at

W), ¥(¥)z = 2.

Next, we discuss how to succinctly instantiate the above protocol, in particular the arguments for Egs. (15)
and (16), using tools developed in Section 5.
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8.3 Computing CRT via Automorphisms

In the above, we established that the method of embedding Z-inner products via CRT requires proving
consistency between the CRT 1(-) and ¥~'(-) encodings of the witness vectors. Specifically, we would
like to design a succinct argument for arguing that

X = 1~ H(CRT,(X)) mod p

where X, X € R™ are committed vectors. We note that existing protocols for proving such correspondence
treat "1 o CRT), as a generic Z-linear map and prove the correspondence as an unstructured system of
linear equations over Z. Instead, we would like to exploit the tensor structure of the ¢)~! o CRT, map for
carefully chosen rings R, and the fact that any Z-linear map can be expressed as a linear combination of
automorphisms in Gal(KX/Q) with R coefficients.

Motivated by the above, the goal of this subsection is to prove Theorem 9, which states that, for R
with a smooth conductor, the 9)~! o CRT, map can be expressed as the composition of a few succinct
linear combinations of automorphisms in Gal(K/Q) with R coefficients. To prove this theorem, we will
make use of two elementary lemmas. In Lemma 13, we prove an elementary fact that, if L/K is a Galois
extension, then any K-linear map f: L — L can be expressed as an L-linear combination of Gal(L/K).
Then, in Lemma 14, we prove an analogous lemma for Ok /pOg-linear map f : Or/pOr — Or/pOy, it
L is cyclotomic and has conductor less than p, where p is a rational prime. Using these two results, we
arrive at the following theorem.

Theorem 9. Let R be a cyclotomic ring?? with a w-smooth conductor f. Then, the transformation
1o CRT, : R — R can be expressed as the succinct composition of R-linear combinations of at most w
automorphisms over R. Formally, there exists t € O(logf), h; < w, s;; € R, and o, ; € Gal(K/Q) for all
i € [t] and j € [h;], such that

(¥~ o CRT,)() = Qi D, 5050y () mod p,

JE[hi]
where () denotes function composition.

Proof. Let K denote the f-th cyclotomic field. Since f is w-smooth, K/Q can be decomposed into a tower
of t < O(logf) Galois extensions where each step of the extension is of degree at most h; < w. Let L/K
denote the i-th step of the tower of extensions. Correspondingly, the map (¢! o CRT, mod p) can be
decomposed as a composition

1o CRT, = Qi fi

where ﬁ is obtained by lifting an Ok /pOg-linear map f; : Op/pOr — OL/pOr to Ox/pOx. By
Lemma 14, f; can be expressed as an Of,/pOp-linear combination of Gal(L/K) which contains at most
h; < w elements. Correspondingly, ﬁ can be expressed as an Oy /pOjc-linear combination of Gal(}C/Q)
which contains at most h; < w elements. The theorem thus follows. O

8.4 II°": Extended Inner-product relation

The 5P relation defined in Section 5.6 asserts a single constraint on the self-inner-product of the entire
witness. In preparation for our CRT-based embedding for Z-inner-products to be presented in Section 8,
we need a slightly extended relation which captures multiple inner-product relations between different
blocks of the witness vector, which is now interpreted as a block vector. Formally, we define the “extended
inner-product” relation Z°P below.

22The technique should apply for the ring of integers of any Abelian number field with a known w-smooth
tower structure, but a formal proof is out of scope.
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((tips tip-in, H,F, Y ¢, t), W or w):
He Ry FeRpXX™ CRI™ Y eRI™ " ce Ryt Ry

lip € {1, =1} = [n®]; tipin € [n®%] = [nP]
W = (Wi)icirl; Wi = (W] 1) kenoh]
—eipVsis o
:R?q»m’n"”‘,r,u, '_ W[ <23
B, nP 3% HFW =Y mod q

a(c)=c . { |w| < psis }
T —
D CilWisn (k) Qi () (Wi (k))) R = L mod g HFw = 07 mod ¢
i€[r]

VIk] € [n®]

Note that Z¢P implicitly has two additional parameters: number of blocks n®* and number of inner-
product relations n®. Compared to =P, a statement in Z°P contains additionally two index maps
tip + [PP] = {1,—1} and tipin : [nP] — [nP], and the inner product image ¢ is replaced by a vector
te RZL'P. Furthermore, the single inner-product relation in 5 is replaced with weighted inner-product

Z Ci <Wiabip-in(k)’ abip(k)(wi7Lrp-in(k))>R =ty mod g Vk € [nip].

1€[r]

Since ITP is already quite notation heavy, and the generalisations to II€P is straightforward, we omit
a formal description but instead highlight the differences between IT®P and ITP below.

The main protocol The main protocol IT%P differs from IT'P in the following:

(i) The protocol runs in parallel for j € [n'P]: B
(i) The witness W used for obtaining V' (now, denoted as V) is replaced by W,__ ;). Let

V= e @ Vi
(ii) Similarly, matrix E is replaced by

R 1 €6 ... gn/nr-t
E]- = ebip-in(j) ® 15—1 . g_(m/nb”‘—l)
10 ... 0

(ii) The new claims both parties compute are:

-~ H o ~ F
H = , F = ~ |,
(0 Ina“‘~3) (Zje[nip] €; ® Ej)

T E je[ne] €J ® Y"j ’ i Zje[nip] € ® Yiﬁj}i ’
WhereY —EWaI1dYA_—EVJz

(iii) Further, the verifications are replaced by

V= Z e;r & {}j,i

EE

W = (V,W)

Y=Y elaY|+efaY
i€l

? —lin
((Ha Y) W)ge[nip] € ‘:ln,n"“UrS-niP,r-niP-(€+1),Bo

for the same parameters as in Fig. 7.
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We do not provide explicit proof of Lemma 10 below as it completely analogous to Lemma 8.

Lemma 10 (Extended Norm and Inner Product). Let m,r,{,b, € N and 0 < 8 < 5 < g,
0 < 28" < 5. Protocol IT'® is a perfectly correct reduction of knowledge from Z® to Z'n

(m, n®t, v, P, B) = (m, n®Y 1 40P L, Boy)

where Boue = 1/ 2 + [)’VZ (resp. [out = max{f3, By}), and knowledge sound reduction of knowledge from

Z® to Z'M with parameters

(ma nOUt7 T, Bla 6sis) A (m7 nout/’ 4+ nip : ev 60ut/7 BSIS) )

bip = 20y + 1 and { = log, (2f5 + 1)). Extraction requires two uniformly distributed transcripts

(Footnote 11) and has knowledge error k < |(22m E For IT™™  the analogous statements hold.
Rq

where n°'Y = nt + 3n'®, by, and ( > 1()gbip(2;’3v2 + 1) is such that by, < 2By/(VIm /o) (resp.

8.5 IT?‘: Automorphism Check

For our CRT-based protocol, we need to efficiently check automorphism relations between different blocks
of the witness. Formally, we define the automorphism check relation below.

((Lipy Lip—im Laut, Laut-in, Laut-out) Ha F7 Ya C, t)a W or W) :
ou ® ou i
He R Fe R CRI™ Y e R ce REt e RY

tip € {1, =1} = [0P]; tip-in € [°%] = [n"]

Laut € [QD} — [naut]; laut-in; Laut-out € [nblk] - [naUt]
— —~ —
W = (Wi)icpr); Wi = "Wk ; W= Wy
~——"ke[nbk] ~—"ke[n ]
—autVsis . — ||WH S ﬂ
= Rb]gmm"“ Tl HFW =Y mod ¢
,3777« 7nlp’naut70”55\5
alc)=c
N Wi (62 V() (Wi ()R = £ mod q¥[k] € [n]

1€[r]

abaut(k) (WiyLaut-in(k)) = Wi7baut—out(k7) mOd q Vk € [nam:]

L W<
HFw = 05 mod ¢

Note that =2t implicitly has an additional parameter — the number of automorphism relations n2'.
An instance of Z2"t is almost identical to an instance of 2P, except that it additionally asserts that the
automorphism relations a,_, (k) (Wi, (k) = Wipon(k) mod g hold for all k& € [n?"*] for the index maps
Laut, baut-in, Laut-out given as part of the statement. Thus, to see that ="t reduces to =P, we only need to
check that the automorphism relations can be reduced to linear relations. We outline the logic of this
reduction below and give a formal description in Fig. 9.

Instead of checking that all automorphism relations hold, which would not be succinct, the verifier
sends a random & <$ CRq C Rq. The prover then sends

Z = (1757 R 7£"L_1) : WLaut—in(k) mOd q
2 = (1,000 () - () ()™ 71) Wiy mod g

for k € [n?"].
In turn, the verifier checks that «, () (zx) = 2, for k € [n®"*]. Completeness can be seen by observing

Q) (Z1) = oy (L€, €™ W)
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= (1a Ay (K) (5)) ceey a/,aut(k)(g)mil) ! aLaut(k)(WLaut_in(k))

= (L i) (€)1 e ()™ ) W) = 24
This reduces the automorphism check to verifying the linear relations
zp = (1,&,...,6m 1) 'Wtaut.m(k) mod q Vk € [n®Y],
2l 1= (1, @) (€)1 (©)™ ) - Wy mod g Vk € [0

which is supported by Z¢P. Note that the reduction increases the number of rows significantly, and I7°2"
could be run to batch them before further reductions.

The security of IT2"* is summarised below. Nevertheless, the proof is omitted due to its similarity with
the previous proofs in this section.

Lemma 11 (Security of IT?"t). Let n°'t n'?’ € N and 0 < 3 < 8% < q. The protocol IT*“* is a perfectly
correct reduction of knowledge from Z2“t to ZP with parameters

(nip’nout) — (nip/)
and knowledge sound reduction of knowledge from Z3“t to Z°P, with parameters
(nip nout Bsis) pa (nip/ ﬁsis)

where n®’ = n° + n'P The knowledge error is n™/|Cr,|.

8.6 Reducing CRT-based Binariness Check to Automorphism Check

Equipped with Theorem 9 and Lemma 11, in Fig. 10, we construct a reduction of knowledge IIii>" using

a CRT-based binariness check. For the ease of notation, the reduction of knowledge Hg’{:gi” in Fig. 10
t

makes use of the following subroutine CRTmake(H, F, Y, W) which maps a Z'" 0 5" instance to a =2
instance:

CRTmake(H,F,Y, W)

(i) Compute W = CRT;l(z/J(W)) and let Ry := 0™*".
. —~ _ T - _ _
(ii) Compute yT := (CRT 1(1%‘J )) . (CRTpl(q/)(W))), ty = Zie[r]<CRTpl(¢(Wi))7CRTp1(¢(Wz‘))>727
and t; == Zie[r] (Wi, Wi)R.
(ili) For each i € [t]: .
(i) Compute the i-th step of the CRT decomposition as described in Theorem 9, i.e. W, ; == o ;(W)
for all j € [hy].
(ii) Compute the p-ary representative W 1 izje[hi] si; W, j mod p.
(ili) Find the quotient R;11 € R™ satisfying Wit1 — 3,1 8i - Wiy +p- Rigr = 0™*" (mod g).
(iv) Concatenate all intermediate witnesses as

T

Wi

~(i,5)€[t,hi]

- _
W = WZT eR™"

~—ig[t+1]

—

RT

~—ie[t+1]

where m = m - n®* and nP* := wlogf + 2t + 2.23

23Recall that f is the conductor of R and is w-smooth. Technically, w has dimension m - (Zie[t] hi + 2t + 2).

Since h; < w for all 4 and ¢ < logf, we pad W to dimension m = m - (wlogf + 2t + 2) for simplicity.
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(Lim Lip-in, laut, laut-in, laut-out,
P

HF Y, t ’ V Lip, Lip-in; Laut, Laut-in, Laut-out;
W = (WZ)ZG[T] WI = (w};,k)ke[nblk] H7 F3Y7t

Wi = (Wi k)ic[r]

5 § 3 C'Rq
// Both parties parse the statements into tensor notation
for k € [n™"]
blk _
gi :efaut,in(k) ® (1757527.“7€m/n 1)
(g;c)T = efaut_out(k) ® Qo (k) (g'll;)
T / I\T
G = gy G = (gk)
\_/ke[naut] _/ke[na”t]
/
Z:=GW Z =GW Z 7
~~~ —
Z = =z, Z' = (z3,)"
ke [n3ut] ke [naut]

2, = k) (26) VE € 0]

// Both parties update claims

F
ﬁ:_(IgIO), F=(G|, Y=
2naut G/

W

Lip; Lip-in,

PP )y

H,F,Y,t

? A

— —eip
Hm,u,ﬁ,n“‘”‘«k?-na”t,n+2-,nb|k,nil’

—aut —eip aut

. t .
Fig. 9. Protocol IT°", a reduction of knowledge from .m0 bk i paut £O S B o+ 2 maut 2. pblk pip”

sends the marked parts only as a proof (but not reduction) of knowledge.

—

(v) Parse the witness as a block vector W= W, where W, € R™.

~——"ke[nb]

(vi) Concatenate all linear map images as

(vii) Concatenate all inner product images as tT = (fo, 1) € R2.
(viii) Define a matrix F € Rgxm such that FW =Y mod ¢ represented the following system of equations:
FW,=Y (mod gq),
(CRTil(l“"m))T W, = y'  (mod q),

WiJrl — Z Si’j 'Wi,j —|—p . RZ‘+1 = Omxr (mod q) Vi S [t]
J€[hi]

(ix) Write {U’f}kerX = Gal(K/Q).
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P(H,F,Y),W = (W;)icp]) c=(1,...,1)

3" = (CRT(1®™))" - (CRT, L ((W)))
fo =" (CRT, ' (4(w:)), CRT, " (1o(wi)))m

i€(r]
ty = E (Wi, Wi)R
i€[r]
// Note: \/7\\/0 = CRT;l(w(W)) in first step of CRTmake
// Note: \/R\/t = W in last step of CRTmake
(Lips Lip-in, Lauts Laut-in, Laut-out, H, F, ¥, t, W) <= CRTmake(H, F,Y, W)

§7t07t1 7{7‘7

V((H,F,y))

// Compute (Lip7 Lip-in, Laut, Laut-iny Laut-out H,F,Y, t) from (Fv y,¥,to, tl)

?
Tolte) =75 | Y G: | Trace(t:) < 82
i€[r]

Lip, Lip—in,iau&ibait—iny Laut-out w é —aut
~ , By
HF Y :

Fig. 10. Protocol Hy,’{:gi”, a reduction from =™ N ZP" to 52 where 8, 8, and p are set as in Lemma 12. See the

text for the definition of the subroutine CRTmake. The marked parts are only sent / checked when Hlir'{jzi” is
used as a proof of knowledge. As a reduction of knowledge, they are omitted.
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x) Let W = Wi . Let n® := 2 and define the index maps j, : [n?] — {1,—-1} and
; P
1€[r]

~——kc[nb]

lip-in ¢ [n'P] = [nP*] for inner products such that

Yk € 0P, te =Y (Wipoh)is Tink) Wapn(i)1)) <= fo= > (W0, Woa)r A f1= > (Wi Wii)m

i€[r] 1€[r] 1€[r]

—

(xi) Let W = {7\Vk . Let n?"* := wlogf and define the index maps tay : [P — fo and tautin ¢

~——"ke[nb]

[n24t] — [nP], and taytout : [P?U] — [nP'%] for automorphisms so that

—~ —

VE € 1], Weontr) = Trna(l) Wonen(e)) == Vi € [t], j € [h], Wi =, ;(W,).

. ~ (H 0
(xii) Set H := <O Itm+1>. N

(Xlll) OUtpUt (Lipv Lip-in, laut; laut-ins Laut-out H, F,Y,t, W)

Lemma 12. Let m,n°t,r,€ N, 0 < 8 < 85 < q. The protocol Hm:g‘” s a perfectly correct reduction of

knowledge from Z'™ N PN o Z2Ut with parameters

m v, g

nP =2 p*=wlogf, n’=w(l+1t)+2t+ 2) .

and knowledge sound reduction of knowledge from Z'nVsis 0 Zbinvsis 4o Zautvsis yith parameters
(m, U, B, B55) <= (m! o, B, B .

where

p= ?L’O Ve el (resp., \W(')H )
a()lly b

m' =m - (wlogf+ 2t + 2),

B = g cw -y - A Fe - Vmr - nbk resp., g <2 e +w- ”/’72) )
lle ()l 1Pl oo

nout/ :nout+tm+17
p/2>ﬂ2'm~r~<p.

—bin

Proof. Completeness. For perfect completeness, we consider the statement ((H,F,Y), W) € Eli;‘ﬁ nEgn,.
Let W = (W;);¢[]- Clearly, we have ¢(w;) € {0,1}"%. Therefore,

(V(wi), 1)z = (W(wi), b(wi))z Vi€ [r]

by Proposition 2 (and the discussion immediately after). Since CRT, is a 7,-embedding over R and
w; = w due to the construction it holds that

| D9 | = | D @(wi), 1)z | mod p, and
i€[r]

i€[r]

7lto) = | 3 (w(wi), w(wi))z | mod p,

i€[r]

As a consequence, 7,(to) = 7, (Ziem gjl) and the first check of the verifier passes.
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Further, as ¢ (W) < 1, and by Corollary 1 |jo (W), < \/fe /mr = 8. We observe that

lo (W)||§ = Trace(d) and hence the second verifier’s check passes.
Next, we show that

lloo

T S 7 =~ —aut
((Lipa Lip-iny laut, laut-in, Laut-out H,F,y, t) ) W) €=

M, B’ nout iy, nblk pie paut

The linear part of the relation 52"t above holds due to Item (viii) of the CRTmake subroutine. Similarly,
the correctness of all steps of the CRT transformation implies that all automorphism relations hold. For
the inner-product type of relation, they are correct due to the honest computation of ¢y and ¢;.

Finally, it remains to argue about the correctness of the bound 4’ for the new witness. Observe that
the witness W is a concatenation of three types of blocks. Particularly:

— the steps of the CRT transformation, Wi,
— the remainders, R;,
— and W, ; used for automorphisms-based relations.

< p/2 After translating the

loo

norm, ||o ((\/7\\72-),;6[,5“])”2 < p/2 - \/fe - \/mr-(1+1t) with the canonical 2-norm of an individual
element bounded by p/2 - \/f¢ . Thereby, |o (W) ipertn) s <p/2- \/ e - /mr-(1+t)-w as the

automorphisms do not impact the canonical norm of a ring element. However, |1 ((Ri)ie[tﬂ])ﬂm <
(5-L-w-vgr)/p =% -w-yr = p. After translating norms, [|o (Ri)ice41)) o < P /e -/mr-(1+1). To

sum up, ||o (VNV) lo <% w-yr- fcp -vVmr -nP% which concludes the proof of the perfect correctness.

For canonical 2-norm, due to reduction modulo p, ||1) <(Wi)ie[t+1]>

For coefficient co-norm, due to reduction modulo p, ||¢ ((Wi)ie[”rl]) |l < p/2. After translating the
norm the canonical 2-norm of an individual element bounded by p/2-1/f¢ . Thereby, |4 (Wi i) iettng) oo <
p/2 - \/g as the automorphisms do not impact the canonical norm of a ring element. However,
[ (Ridicern) oo < (55w yr)/p =% w- . Tosum up, [ (W) <&/l + 5w ym <
z (2 . ftp +w - 77@) , which concludes the proof of the perfect correctness.

Soundness. For perfect knowledge soundness, suppose that

TV 1 W —aut
((Lim Lip-in; lLaut; Laut-in; Laut-out H, F, Y, t) ’ W) €=

~ ) s
m7/»’/7/6/ ,nout,nvnblkvnlmnaut

meaning that (l,ip, Lip-in, bauts Laut-in, Laut-outs ﬁ, 1~?‘, ?,;) takes the form as constructed in CRTmake. We have

Tp Ui | = Z (W(w;), 1)z | mod p, and
i€[r] i€[r]
Tp(to) = Z (¥(wi),¥(w;))z | mod p,

i€[r]

where W = (Wi)ig[r]. Since T, (Zie[r] ﬂz) = 7,(to), we have
Z<1/’(Wi),¢(wi) —1™#)z = 0 mod p.
i€(r]

Furthermore, Trace(t;) < 4% implies that ||o (W)|, < 3, thus by Corollary 1 ||¢) (W)]||_, < 8. Therefore,
as $2-m -7 - < p/2, the inner product above holds without modulo p, and thus (W) € {0, 1}7¢".

Hence, |0 (W)|, < \/Te /mr and ||[v W)l <1, O
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Remark 9. Lemma 12 trivially generalises to yield a reduction of knowledge from =P N ZP" to Z2ut,

analogous to Theorem 8. We omit the details for succinctness.

Remark 10. Note that the reduction of knowledge IT!n '1';'” increases the number of linear relations from n
to n +tm + 1, where we recall that m is the dimension for each block of the witness. Nevertheless, we
observe that the matrices H and F in the statement are sparse and highly structured. Therefore, when
applying the chain of reductions in Section 5, the verifier time can still be polylogarithmic in m as long

as succinct representations of H and F are used when running I7°**" for batching.

Remark 11. The CRT-based embedding method discussed in this section requires the prime p to split
completely, i.e. p = 1 mod f, which immediately implies that f must be even. When f = 2*, we observe
that choices of p are limited, and they tend to be significantly larger than § — the smallest values of p
for f € (256,512,1024) are p € (267, 7681, 12289). For general f, choices appear to be more flexible — the
smallest values of p for § € (598,1102,2926) are p € (599, 1103, 2927).

Remark 12. We discuss a possible optimisation which allows to pick smaller primes p. Recall that, for
knowledge soundness, we required p/2 > 2 -m - r - ¢, which makes p linear in the length of the witness
length. Towards picking smaller primes p, we suggest using multiple primes p1, ps, ... such that all of
which fully split over R. To be concrete, consider the case with two primes, i.e. p; and ps. After repeating
the protocol twice for p; and ps respectively (or even better, running a merged version of the protocol),
the verifier should be convinced that:

(x,y) = e mod py
(x,y) =cmod py p = (x,y) = cmod p; - pa.
(p1,p2) =1

Obviously, this generalises to having a set P of arbitrarily many primes. Consequently, for knowledge
soundness, we would only require Hpepp/Q > 2 -m - r- . If the conductor f is smooth, it is possible to
find many highly favourable primes (cf. Remark 11).

9 Parameters Selection

We propose concrete instantiations of our protocols for various values of m and initial norm. For comparison
with prior works, e.g. [BS23, AFLN24], we aim for 128-bit security and knowledge error x = 278%. This
corresponds to the root Hermite factor d,n¢ =~ 1.0044 (cf. Section 6.2).

We instantiate protocol as described in Section 6 combining atomic RoKs. We focus on the following
simple goal: commit to a short vector (W) € Z', such that [|¢ (W)]|,, < 8 and prove knowledge of the
commitment opening. To this end, we will pack h =m - ¢ - r integers into a matrix W € R;**" of m - r
ring elements employing standard coefficient embedding. Then, we will use the vSIS commitment scheme
on W.

The relation of our interest is a proof of vSIS commitment opening [CLM23], i.e. the polynomial
evaluation equation w(v) =y (mod ¢) for public ring elements v,y € R, where w represents a column
of W. When adapting this relation to the language of =P, we would initially set (7, n°“*) = (g, 7o),
where T is defined so that (module-)vSIS is hard (we adapt reasoning from Section 6 ). Throughout the
batching protocols, we set n = 1.

Concrete parameters. In Table 3 we suggest concrete parameters with the estimated proof size.
The results are obtained via a dedicated script?* simulating protocol execution and measuring the
communication cost.

The script also includes the details of the composition and fine-grained parameters selection. From
the high-level perspective, the most optimal composition for each selection is described as

((Hb—decomp _>)Hnorm N Hbatch N Hsplit _ Hfo|d>i€[#] N ZYﬁnish7

where I7-d¢°™P is performed in (roughly) 2/3 of rounds.

24The script  and  the output  are available at  https://github.com/russell-lai/
rok-paper-sissors-estimator/blob/v2/example-params.ipynb
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witness length in Z-elements A 230 A 230 A 232
log q 64 64 64
5 1 1023 1023
B 35.6 38.8 39.9
f 60 60 60
m ~ 2214 ~ 2214 ~ 223.4
r 25 25 25
8 9 11
rounds with [7b-decomp {2,3,4,5,7} {1,2,4,5,7,8} {1,2,4,5,7,9,11}
o 49 59 62
witness size 128 MB 1280 MB 5120 MB
proof size 5.3 MB 5.7 MB 7.1 MB

Table 3. Concrete parameters, together with proof sizes, for security level A = 128 and x = 2750,

Proof Composition. To further shrink communication, one could use standard proof composition,
where instead of the verifier checking the verification conditions, the prover provides proof of knowledge of
the input for which the verification holds. To this end, we can directly apply the LaBRADOR proof system
[BS23]. Note that this approach is different from running [BS23] for the original relation because now the
statement /witness size for LaBRADOR is only of size poly(\,logm), and thus we do maintain succinct
verification. Hence, we estimate the final communication size to be ~ 100KB based on performance
described in [BS23].

Fiat-Shamir Transformation. As noted in [AFK22], transforming interactive proofs, which admit
parallel repetition, to the non-interactive setting via Fiat-Shamir transformation can incur a significant
loss in the order of @*, where @ is the number of random oracle queries made by an adversary. Fol-
lowing [CMNW24], we designed our protocols with the “bundling approach” for parallel repetition, i.e.,
we don’t treat the parallel repetitions (the columns of Y and W) separately, but mix them together.
In particular, I7° randomly combines the parallel threads and is (rj, + 1)-special sound (Table 1),
where ri, € O(d)\) = O(N) if d = O(1). The other protocols either require a single transcript or require
two (suitable) transcripts, which behave like 2-special soundness. Hence, we can heuristically assume
that the tree-special soundness extractors from [AFK22] are applicable to our protocols. Overall every
round is O(A)-special sound, and thus extracting from p < log(m) € O(log(A)) rounds requires a tree of

O(A)o(log(k)) transcripts. Hence, heuristically, there is an extractor for the Fiat—Shamir-compiled protocol

(A)O(log(k))

whose running time is in the order of @ - O , where () denotes the number of random oracle

queries.
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A Extended Preliminaries

A.1 Algebraic Number Theory

Lemma 13. If L/K is a Galois extension, then any K-linear map f : L — L can be expressed as an
L-linear combination of Gal(L/K).

Proof. Let L/K be of degree ¢. Let e = (e;);c|y) be a Og-basis of O, and €¥ = (e} );c[,] be a Ox-basis
of OF. We show that there exists a vector a = (ar)rccai(r/k) € (OF)¥ such that, for any z € L, we can

write
@)= Y. ar-7(@)

r€Gal(L/K)

To construct a, we first construct another vector b = (b;);e,, € L¥ by setting b; := f(e;) for all i € [p]. We
then define a, := b" - 7(e") for all 7 € Gal(L/K), where the automorphism 7 is applied component-wise.
For any x = Zie[w] x;e; € L where x; € K, we observe that

Z ar - 7(z) = Z b'r(e") - 7(z)

TEGal(L/K) T€Gal(L/K)
= D D b)) (D wies)
T€Gal(L/K) j€[] i€ly]

Z Z bjT(e}/ei)xi

reGal(L/K) i,5€[y)]

Z bjTracer /i (eyei)xi

i,5€[¢]
= b= flei)wi = f(x). o
i€[p] i€[p]
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Lemma 14. Let L be a cyclotomic field, L/K a Galois extension, fi, be the conductor of L, and p be
a rational prime with fr, < p. It holds that any Ok [pOk-linear map f : O /pOr — Or/pOL can be
expressed as an Or, /pOy-linear combination of Gal(L/K).

Proof. In the proof of Lemma 13, we can see that any Og-linear map f: Op — Op can be expressed as
an OY-linear combination of Gal(L/K). Since L is cyclotomic, it is known (see e.g. [LPR13]) that

O COY Cf;'0Or.

Taking quotients, we have

Or O 100
pOr, — pOr pOr,

However, since {1, < p and p is prime, we have

Or c <) c f.lOL _ 0L
pOr — pOr — pOr pOr,

9L _ O The claim thus follows. a
pOrL pOL

forcing

A.2 Vanishing Short Integer Solution Assumption

To prove the soundness of some of the argument systems proposed in this work, we rely on the vanishing
short integer solution (vSIS) assumption, proposed in [CLM23] as a structured variant of the standard SIS
assumption, and can be seen as a variant of the kRISIS assumption [ACL'22] without hints. To recall,
the vSIS assumption is in fact a family of assumptions parametrised by a ring R, a modulus ¢, a number
of points n, a number of variables y, a norm bound 8 (for an implicit norm function), and a family G of
p-variate (possibly Laurent) polynomials over R. It states that, given n randomly sampled evaluation
points x; < (R;)* for i € [n], it is infeasible to find a polynomial g € G satisfying g(x;) = 0 mod ¢ for
all ¢ € [n] and whose coefficient vector has norm at most .

Currently, the best known approach to solve a vSIS problem is to solve it as an unstructured SIS
problem, except for extreme cases, e.g. when g is allowed to have a degree close to q. We refer to [CLM23]
for more discussion about the conjectured hardness of vSIS.

Referring to the formulation of the vSIS assumption given in Definition 1, setting x to be the uniform
distribution over Ry *™ recovers the standard SIS assumption. More interestingly, by instantiating the
distribution y differently, we can recover various variants of the vSIS assumption stated in the style
of [CLM23]. For example, setting x to the uniform distribution of vectors of the form @), (1, ;) for

z; € Ry, we recover the single-point multilinear variant. Another example is to set x to the uniform

distribution of vectors of the form ®ie[ 4l (1, in), which corresponds to the single-point univariate variant.

A.3 Reduction of Knowledge

In this paper we consider ternary relations = C {0,1}* x {0,1}* x {0, 1}*, where a tuple (pp, stmt, wit) € =
consists of public parameters pp, statement stmt and witness wit. For presentation, we omit including pp
when it is known from the context. We consider a modified and simplified definition of a reduction of
knowledge [KP23] for the following reasons: All of our protocols are public coin and (coordinate-wise)
special sound [FMN23] or similar.?> Thus, public reducibility is automatic and we have (super-constant)
sequential composition results due to known (tree) black-box extractors, whereas composition in [KP23]
is limited a constant number of protocols. Lastly, we define a relared knowledge soundness notion which
is not present in [KP23].

Remark 13. To turn soundness errors of probabilistic tests (such as Schwartz—Zippel) into knowledge
errors, we merely need two uniformly random accepting transcripts. These are produced by (CW)SS
extractors for example. We call such extractors 2-transcript extractors. We note that the protocols
themselves are not (CW)SS, as not any pair of transcripts (with distinct challenges) suffices for extraction.

25See also Remark 13.
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However, given two transcripts (where the challenges are uniformly distributed conditioned on accepting),
we can nonetheless bound the knowledge error. This occurs when extracting a reduction of knowledge
whose soundness relies on a Schwartz—Zippel-type argument. All common extractors for (CW)SS satisfy
the required distribution of transcripts, hence we can use these extractors as 2-transcript extractors.
Importantly, we can “pretend” to deal with (CW)SS in terms of extracting two transcripts. Thus, the
tree-special soundness is still applicable and the running time is bounded in the tree size (for state of
the art extractors). Our definition of knowledge error is simply additive for sequential compositions of
extractors. Hence we can compose as many extractors as we need, and the resulting extractor is efficient
if the extracted tree of transcripts is remains polynomial in size.

Definition 6 (Reduction of Knowledge (modified)). Let 5y, =7 be ternary relations. A reduction
of knowledge IT from =y to =4, short I1: Zy — =4, is defined by two PPT algorithms IT = (P,V), the
prover P, and the verifier V, with the following interface:

— P(pp, stmty, wity) — (stmty, witz): Interactively reduce the input statement (pp,stmt,wit) € =y to a
new statement (pp,sﬁt,v;i/t) €= or L.

— V(pp,stmt) — stmt: Interactively reduce the task of checking the input statement (pp,stmt) w.r.t =y
to checking a new statement (pp,stmt) w.r.t. ;.

Let (P,V) denote the interaction between P and V, as a function that takes as input (pp, stmt, wit)
and runs the prover P (resp. verifier V) on input (pp,stmt,wit) (resp. (pp,stmt)). At the end of the
interaction, (P, V) outputs the verifier’s statement stmt and prover’s witness wit. We define following
properties.

Definition 7 (Correctness). Let IT = (P,V) be a reduction of knowledge from =y to =1. We say I1
has correctness error y( - ), if for all (pp,stmt,wit) € =

Pr[(pp,sﬁt,vﬁ) €= | (stAn?t,vVi/t) +— (P, V)(pp,stmt, wit)] > 1 — v(pp, stmt).
If v =0, we call Il perfectly correct.

Our definitions of knowledge soundness and error are tailored to knowledge extractors for (coordinate-
wise) special soundness (cf. Appendix A.4). Unlike [KP23], we require black-box extraction and ignore
efficiency of the adversary.

Definition 8 ((Black-Box) Knowledge Soundness). Let IT = (P,V) be a reduction of knowledge.
We say that II is relaved knowledge sound from K5 to =K with knowledge error k(pp,stmt) if there
exists a black-box expected polynomial-time extractor £ such that: For all pp,stmt, and every (unbounded)

malicious prover P*, we have

Pr[(pp, stmt, wit) € ZK° | wit « er” (pp, stmt)]
> Pr[(pp, stmt, wit) € S5 | (stmt, wit) < (P*, V)(pp, stmt)] — x(pp, stmt).

If IT is both correct and relaved knowledge sound from S to =K
sound from K to 55,

, then we say that II is knowledge

We assert no composition theorem. Instead we appeal to the fact that all of our protocols are
(coordinate-wise) special sound, so we eventually require are tree-CWSS extractor. These are known
to exist, even for the Fiat—Shamir transformed protocol, see e.g. [FMN23]. Formally, we must translate
reductions of knowledge to proofs of knowledge to apply special soundness. But this is a triviality:

Definition 9. Let IT = (P, V) be a reduction of knowledge from Sy to =1. We define the induced proof
of knowledge IT = (P, V) of II, where the prover P sends an additional (final) protocol message wit, and
the verifier outputs the bit (pp, stmt, wit) € Z.

By considering the induced proof of knowledge for IT: =y — =1, our for Ilks: E(')(S — ZX5 in case of

relaxed knowledge soundness, we see that the notion of correctness and (relaxed) knowledge soundness is
equivalent to the respective notion for reduction of knowledge, with the same knowledge error. Hence, we
can indeed apply all our tools for (coordinate-wise special sound) proofs of knowledge.

S
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A.4 Coordinate-Wise Special Soundness

We recall the notion of coordinate-wise special soundness (CWSS) from [FMN23] in a simple form. Let S
be a finite set and ¢ > 1. For i € [{] define the following relation =; for two vectors x,y € S

X=y < z;#y, and z; =y; Vje[(\{i}.
This means that x and y differ in exactly the ¢-th coordinate. Next, we consider the following set:
I(S,0) = {(x0,...,x¢) € (SH™ : Vie[l],xo=;%;.}

In other words, (xq,...,x¢) € I'(S,¢) if for every coordinate i € [¢], there exists exactly one vector x;
that differs from xg in exactly (and only) the i-th coordinate. One can think of xo as the “central” vector.

Intuitively, coordinate-wise special soundness for three-round interactive proofs says that given ¢ + 1
valid transcripts with challenges xg, . . ., xp which satisfy (xo,...,x¢) € I'(S, £), one can efficiently extract
the witness. In this paper, we will call such protocols /~-CWSS. To argue knowledge soundness from
coordinate-wise special soundness in the context of reduction of knowledge, we will use the following
lemma from [FMN23].

Lemma 15 (CWSS). Let ¢ € N, and S be a finite set of cardinality N. Let C := S* and take a
verification function V : C x {0,1}* — {0,1}. Then there exists an extractor algorithm £, which given
oracle access to a probabilistic algorithm A such that

e:=PrV(x, A(x)) = 1],

where the probability is over the choice of x <— C and random coins of A, it makes an expected number of
at most £ + 1 queries to A and with probability at least

e—4L/N

outputs € + 1 pairs (X;,Yi)o<i<e such that V(x;,y;) =1 for all 0 <1i < £ and {xo¢,...,x¢} € I'(S,£).
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