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Abstract. A new design strategy for ZK-friendly hash functions has emerged since
the proposal of Reinforced Concrete at CCS 2022, which is based on the hybrid use of
two types of nonlinear transforms: the composition of some small-scale lookup tables
(e.g., 7-bit or 8-bit permutations) and simple power maps over F,. Following such a
design strategy, some new ZK-friendly hash functions have been recently proposed,
e.g., Tipb, Tip4, Tip4’, and the Monolith family. All these hash functions have a small
number of rounds, i.e., 5 rounds for Tip5, Tip4, and Tip4’, and 6 rounds for Monolith
(recently published at ToSC 2024/3). Using the composition of some small-scale
lookup tables to build a large-scale permutation over F, — which we call S-box — is
a main feature in such designs, which can somehow enhance the resistance against
the Grobner basis attack because this large-scale permutation will correspond to a
complex and high-degree polynomial representation over F,.

As the first technical contribution, we propose a novel and efficient algorithm to
study the differential property of this S-box and to find a conforming input pair for a
randomly given input and output difference. For comparison, a trivial method based
on the use of the differential distribution table (DDT) for solving this problem will
require time complexity O(p?).

For the second contribution, we also propose new frameworks to devise efficient
collision attacks on such hash functions. Based on the differential properties of these
S-boxes and the new attack frameworks, we propose the first collision attacks on
3-round Tip5, Tip4, and Tip4’, as well as 2-round Monolith-31 and Monolith-64, where
the 2-round attacks on Monolith are practical. In the semi-free-start (SFS) collision
attack setting, we achieve practical SF'S collision attacks on 3-round Tip5, Tip4, and
Tip4’. Moreover, the SFS collision attacks can reach up to 4-round Tip4 and 3-round
Monolith-64. As far as we know, this is the first third-party cryptanalysis of these
hash functions, which improves the initial analysis given by the designers.

Keywords: Tip5/Tip4/Tip4’ - Monolith - (Semi-Free Start) Collisions
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1 Introduction

Zero-knowledge (ZK) proof systems and other use cases have seen a rise in popularity in
the last couple of years. Recursive SNARKS and folding schemes (incrementally verifiable
computation, or IVC [Val08]) provide a possibility to increase the performance in this
setting and more and more programs contain hash functions as subroutines. However, in
IVC applications, arithmetization-oriented hash functions are preferred instead of standard
hash functions like SHA-3 or Blake3. This is because the size of hash functions as an
arithmetic circuit over a prime field becomes more important than the “native” software
performance (e.g., on an x86 architecture). Motivated by such a new requirement, a
dozen ZK-friendly primitives have been designed and published in recent years, including
MiMC [AGR™'16], Marvellous [AD18; AAB*20], Poseidon [GKR*21], Griffin [GHR 23],
Neptune [GOPS22|, Reinforced Concrete [GKL'22], Anemoi [BBC*23], Tip5 [SLS*23],
Tip4/Tip4’ [Sal23], Monolith [GKL"24], XHash8/XHash12 [ABK 23], and Arion [RST23].
Although many symmetric primitives with different new features have been proposed
for ZK proof systems, some of them do not stand the test of time and soon got broken due
to the usage of less-studied components. Concrete examples include the recent FreeLunch
attack [BBLT24] against Griffin, Anemoi, and Arion, several algebraic and statistical
attacks against Poseidon [BBLP22, KR21, GRS21, BCD'20], algebraic cryptanalysis of
the MARVELIous family member Friday [ACG™19], the so-called six worlds of Grébner
basis cryptanalysis of Anemoi [KLR24], and resultant-based algebraic attacks [YZY24]
on Rescue-Prime, Anemoi, and Jarvis. Moreover, there are also several other attacks against
symmetric-key primitives for advanced protocols like secure multiparty computation (MPC)
and homomorphic encryption (HE) [LAWT23,ZWY 23, LMOM?23, GBJR23, GAHT23,
GKRS22,LSWt22, CHWW22, LSMI21, BBVY21, Din21, EGL ™20, LKSM24]. For these
reasons, it is quite important to study the properties of the special S-box used in Tip5, Tip4
and in Monolith, considering the fact that these ciphers have a small number of rounds.

Tipb, Tip4, Tip4’ and Monolith. Among these ZK-friendly hash functions, Tip5, Tip4,
Tip4’” and the Monolith family follow a new design strategy first used in Reinforced Concrete,
which is to construct a large-scale permutation over a finite field IF,, with the composition of
several small-scale lookup tables. For convenience, such a special large-scale permutation
over I, is called S-box in this paper. Different from the common way to use simple power
maps to construct a nonlinear permutation over F,, the polynomial representation of this
S-box over ), will be a complex and high-degree polynomial over IF,. Hence, using this
S-box can somehow enhance the resistance against the algebraic attack, e.g., the Grobner
basis attack. Indeed, due to the fact that the algebraic polynomial description of such
S-boxes is of extremely high degree and dense (besides being unknown in many cases), the
cost of such algebraic attacks becomes prohibitive.

Designers’ analysis. The best attacks found by designers consist of setting up a system
of equations that describes the considered schemes. In order to remove the influence of the
S-boxes (which are treated as a black box), the attacker exploits the available degrees of
freedom in order to impose the inputs — and so the outputs — of such S-boxes to be equal
to some fixed, known values. (Remember that no secret is involved since these schemes
are hash functions; hence, this strategy is always possible.) This is possible since the
number of such S-boxes per round is (much) smaller than the state size. Still, it is easy to
understand that this attack strategy can only cover a limited number of rounds, which
obviously depends on the available degrees of freedom.

Our goal. For these ZK-friendly hash functions, both preimage resistance and collision
resistance are of crucial importance. The reason for this is related to the fact that Merkle
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Trees are used in blockchain systems in order to efficiently summarize all transactions in a
block. Indeed, this structure allows the users to verify whether a particular transaction is
included in a block without downloading the entire blockchain. Focusing on root collisions
in Merkle Trees, they could potentially undermine the security mechanisms of blockchain
networks [Kil92, BSBHR18], leading to vulnerabilities in data integrity and authentication
processes. As far as we know, there is no successful attack yet on these hash functions by
exploiting the details of this type of S-box. Hence, it is interesting and important to look
into this S-box, and study whether there are some properties to be exploited for efficient
attacks. This is exactly the goal of this paper for the particular case of collision attacks.

Our Contributions

A secure hash function is required to satisfy collision resistance. Therefore, in this work,
we focus on collision attacks on Tiph, Tip4, Tip4’ and the Monolith family, and hence
we will study the differential properties of the special S-box used in these ciphers. Our
contribution is briefly summarized below.

Differential property of Tip5/Monolith S-boxes. We propose a novel and efficient
algorithm to determine whether a randomly given input-output difference pair (Aw, Az) €
IFZ% is valid for this special S-box z = S(w) where z, w € F,,. Moreover, with this algorithm,
retrieving all possible conforming input pairs for a valid input-output difference pair is also
efficient. As already stated, the polynomial representation of this S-box over I, is complex
and of high degree, and hence the common method to solve these problems like building
the differential distribution table (DDT) or directly solving the univariate differential
equation S(Aw 4+ w) — S(w) = Az become impractical for a large finite field.

Efficient collision attack frameworks. We propose two attack frameworks to devise
efficient (SFS) collision attacks on round-reduced Tip5, Tip4, Tip4’, and Monolith, which
can take full advantage of our algorithm for the S-box. With these techniques, we
can remove the influence of the high-degree polynomial representation of the S-box by
consuming as few degrees of freedom as possible, and meanwhile, it is still possible to set
up a system of low-degree equations to generate (SFS) collisions, where the number of
variables is at least the same as the number of equations. Specifically, by means of our
algorithm for the S-box, we are able to efficiently find non-zero input-output difference
pairs of the S-box satisfying certain conditions to generate (SFS) collisions instead of
always merely forcing the input and output differences of the S-box to be 0 in order to
skip it. In this way, we significantly improve the straightforward collision attacks on these
ciphers independent of the S-box.

Our results.  As the first third-party cryptanalysis, we can mount:
« collision attacks on 3-round Tip5, Tip4, and Tip4’,
o practical collision attacks on 2-round Monolith-64 and Monolith-31,

o SFS collision attacks on 4-round Tip4 (besides practical SF'S collisions for 3-round
Tip5, Tip4 and Tip4’),

¢ SFS collision attacks on 3-round Monolith-64.

We have verified these attacks as far as we can, and the estimated time complexity of the
attacks is as expected. In particular, we provide practical SFS collisions for 3-round Tip5,
Tip4, and Tip4’, and colliding message pairs for 2-round Monolith-31 and Monolith-64. All
the source codes are available at https://github.com/IAIK/ca-tip5family-monolith.
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Table 1: Summary of our attacks on Tipb, Tip4, Tip4’, Monolith-31 and Monolith-64.
We recall that the Tip5 family and Monolith family are instantiated by 5 and 6 rounds,
respectively, and they target the 128-bit security (with the only exception of Monolith-31,
which targets 124-bit security). The memory complexity is always smaller than the time
complexity (we recall that the linear algebra constant w is bounded by 2 < w < 3).

Attack type ‘ Target ‘ Rounds ‘ (Estimated) Complexity ‘w =2.37 ‘ Reference
max {2543 91211} 21287 | Sect. 3.2
Tip5 3 |20001 | max(28LTwt16 99951 | 9l0L1 | Gecq 6.1
max{28+384w 91077} 21077 | Sect. 6.1
Collision . max {2471, 21041} 91115 | Sect. 3.2
Tip4 3 max{22°-0w 266.8} 2668 | Sect. 5.3
Tina’ 3 max{247.1w’2104.1} 2111.5 Sect. 3.2
p max {28258 9748} 974.8 Sect. 6.1
Tip5 max {2174« 2411} (practical) | 2412
. Tip4 3 max {2137 2332} (practical) | 232% | Sect. 5.4
SFS Collision Tip4 max {2137 2332} (practical) | 2325
| Tip4 4 |max{28+46.6w 91011} | 2185 | Sect. 5.5
17.0w 937.8 : 40.3
Monolith-64 9 H(lsiLX{Q ,297%} (practical) | 2 . Sect. 3.2
. 2 2 Sect. 7.2
Collision
. max{241:6w 2761 2986 | Sect. 3.2
Monolith-31 2 max{214:6¥ 227} (practical) 2346 | Sect. 7.2
SFS Collision | Monolith-64| 3 | max {292« 2%} | 2M6T | Sect. 7.3

Our results are summarized in Table 1. As far as we know, they are the most successful
attacks against these ciphers. In particular, Tip5’s designers claim that 3 rounds are
sufficient for guaranteeing security (see [SLST23, Table 4]), and that “the round count
N =5 was set to provide a roughly 50% security margin” (cited from [SLST23, Sect. 5.11]).
Similar considerations hold for Tip4, and Tip4’. Since the Tip5 family is instantiated by 5
rounds only, our attacks have significantly reduced the security margins of the Tip5 family.

2 Preliminaries

2.1 Notation

Throughout this paper, p is a prime number, and (F,, +, ) is the Galois field with the set
of integers modulo p.! In addition, we use the following notation.

« For a matrix M of size n x n and a vector = (2, ...,zn_1)7, (M(z)); represents
the i-th entry of M x x where 0 < i < n;

e R=25 mod 264 — 232 + 1 and R™! = (264)~1 mod 254 — 232 4 1 are constants;

« Diagy_1, , denotes a diagonal matrix Diag(R™',...,R™%,1,...,1), and Diagy,, ,
S n—s
denotes a diagonal matrix Diag(R,...,R,1,...,1);
—— ——
S n—s

1We emphasize that, in some cases, we will also consider a different modulo for these arithmetic
operations. In such cases, we will make it clear.
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Figure 1: Sponge construction used for the Tip5 family.

e —x denotes the logical complement of the binary string z;

e < denotes the circular left shift operation for a binary string.

2.2 Sponge Construction

The sponge construction [BDPAOS] can be used to model or implement many cryptographic
primitives, including cryptographic hashes. It works on an internal state of n field elements,
which is divided into two parts: the outer part of r field elements (r is called the rate),
and the inner part of ¢ field elements (¢ = n — r is called the capacity). The sponge
construction used for the Tipb family is illustrated in Figure 1, which is instantiated with
a permutation P : F) — F}) and a state of n field elements.

In the absorbing phase, r field elements are read from the input and overwrite the first
r elements of the state (or added to the first r elements), interleaved with applications
of the permutation P. In the squeezing phase, the first d field elements of the state are
returned as output blocks.

The sponge constructions used in Tip5 family and Monolith family The hash function
of Tipb family comes in two modes of operation, depending on whether the input is
fixed-length or variable-length. When the input is fixed-length, i.e., the length is always
exactly r, no padding is required, and there is only one absorption where IV is initialized
with all 1. When it is variable-length, it is padded by appending a 1 followed by the
minimal number of 0’s necessary to make the padded input length a multiple of r, and IV
is initialized to all 0. For Monolith, it uses the SAFE framework [KBM23], and we refer
the details to [KBM23] for the padding rule.

To avoid considering the details of padding, in our attacks on Monolith family, we only
consider the collision in the inner part after the permutation. Once an inner collision is
obtained, a full-state collision can be trivially generated and a collision in the hash value
is found, which is a common method to find collisions for the sponge construction. Such a
strategy will also be used in the attaks on Tip5 family.

Security claims for Tip5 and Monolith families. Preimage and collision attacks are
well-known attacks on a hash function. For both Tip5 and Monolith family, the designers
claim 128 bits of security for these 2 attacks (with only the exception of Monolith-31 that
targets 124-bit security). Although the resistance of SFS collision attack is not claimed,
finding a SF'S collision should be as hard as finding a collision for a secure hash function.
Note that in the SFS collision attack, the attacker can even control the value of IV, but
the difference of IV has to be 0.
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T e Ts_1 s . o
‘ !
| M(-) + (co,c1y- - yen—1)T |
1 T T -
Yo Ys—1 Ys Yn—1

Figure 2: One round of the permutations of Tip5, Tip4 and Tip4’, where z;,y; € Fp,.

2.3 Permutations of the Tip5 Family

We consider an equivalent description of the permutations of Tip5 [SLST23], Tip4 [Sal23]
and Tip4’ [Sal23] in this part. They are SPN-based permutations defined over [y, where
p =264 232 1 1. As illustrated in Figure 2, the i-th round function is defined as

RO Fr 5 Fr, oz + Mi(S(x))
for 1 <i < N, where
o )= (c(()i), cey cSll) € I denotes the i-th round constant;

. Mi = DiagR,n,s X Mo X DiagR_l,ms for 1 < ) < N —1 and MN = Mo X Diaga_l,ms,
where M, € Fp*" is a circulant MDS matrix and where M;(x) := M; x x. For
convenience, we simply let M = M; for 1 <¢ < N —1 and My = My;

« §:F, — F) is an invertible nonlinear layer.

In particular, the non-linear layer? y = (yo,...,¥n_1) = S(T0, .., Tn_1) € [}, is defined as
) S(x) ifo<i<s,
vi= T(x;))=2a! ifs<i<n.

where S(-) is a permutation over F, whose details will be given in Section 4. For the
concrete definition of the original MDS matrix M, and the fixed round constants, we
refer to [SLST23] for Tip5, and to [Sal23] for Tip4 and Tip4’. For convenience, we call
the permutations S(-) and T'(-) the S-box and T-box, respectively. In addition, t =n — s
denotes the number of T-boxes in each round.

Note that the N rounds of the permutation of the Tip5 family are ROV o RW-Do...0
RM o Diagy ,, 4, i-e., the input [} will first be element-wise multiplied with the constant
vector (R,...,R,1,...,1), and then passed through N round functions. Further note that

L
the diagonal matrix Diagy ,, , has no diffusion effect on the input due to the element-wise
multiplication.

Parameters. The concrete parameters for the sponge-based hash functions Tip5, Tip4
and Tip4’ are detailed in Table 2.

2In the original description, the linear layer is simply M,, and the first s state words (xo,...,Zs—1)
pass through the S layer according to y; = R™! - S(R- x;).
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Table 2: Parameters for Tipb, Tip4 and Tip4’ used in sponge construction.

Parameter Symbol Tipb Tip4 Tip4’
Field modulus p 26493217 9064 _932 41 904 _ 932
Number of rounds N 5 5 5
Claimed security (bits) K 128 128 128
State size n 16 16 12
Sponge rate & capacity  (r,¢) (10,6) (12,4) (8, 4)
Digest length d 5 4 4
# S-box s 4 4 4
# T-box ' 12 12 8

2.4 Permutations of Monolith

Monolith [GKL*24] is a family of SPN-based permutations defined over F} recently
published at ToSC 2024/3. In particular, Monolith-64 and Monolith-31 correspond to
(p,n) = (254 — 232 + 1,12) and (p,n) = (23! — 1,24). As shown in Figure 3, the i-th round
function is defined as

RO Fr 5 Fr, we c + M(F(B(x)))
for 1 <i < N, where
o e [, is a random round constant;

o M € ;" is defined via an MDS matrix (called “concrete” by the designers) such
that M(x) := M X x;

o F:F) — F} (called “bars” by the designers) is a type-III Feistel construction
instantiated via square maps

o 2 2 2
F(xo, @1 ..., Tn1) := (o, 21 + 5, X2 + 7, ., Tn1 + X5 _o),

e B:F; — F} is an invertible non-linear layer (called “bricks” by the designers).

Let us give more details of the nonlinear layer B. Abusing notation, we also denote the
permutation over F,, used in Monolith by S(z), but it is not the same as that used in Tip5.
In particular, the non-linear layer y = B(z) is defined as

y‘_{S(xi) ifo<i<s,

T; ifs<i<n.

The details of S(z) for Monolith-64 and Monolith-31 will be explained in Section 4. For the
concrete MDS matrix M and the fixed round constants, we refer to [GKL"24] for more
details.

Note that the N rounds of the permutation of the Monolith family is R™Y) o RIV—1 o
..o RW o M, ie., the input will pass through a linear layer defined by M and then passed
through N round functions. Different from the Tip5 family, there is a mixing layer at the
beginning of the Monolith permutation.

Parameters. The concrete parameters for the sponge-based hash functions Monolith-64
and Monolith-31 are detailed in Table 3. We should note that in both Monolith-64 and

Monolith-31, there isc=d = 5 = 3.
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| M)+ (co,c1y- o yen—1)T |

1 1 1

Yo hn s Yn—1

Tn—1

Figure 3: One round of the Monolith permutation, where z;,y; € Fp,.

Table 3: Parameters for Monolith used in Sponge hashing mode.

Parameter Symbol Monolith-64 Monolith-31
Field modulus p 26423241 23 _
Number of rounds N 6 6
Claimed security (bits) K 128 124
State size n 12 24
Sponge Rate & capacity (7, c) (8,4) (16,8)
Digest length d 4 8
# S-Box s 4 8

2.5 Grobner Basis Attacks

The presented attacks involve solving a multivariate polynomial equation system over a
finite prime field F,,. We use the following notation: Let {Fi,...,F,_ } C Fplz1,...,2,,] be
a set of n, polynomials in n, variables. Let Z := (Fy,..., F,_ ) denote the ideal generated
by those polynomials, and let dz := dimg (Fplzy,...,2,,]/Z), called the degree of the

ideal, denote the dimension of the quotient ring F,[z1,...,2,,]/Z as F,-vector space.

Multivariate system solving. A popular choice to find the common set of solutions
to a system of n. equations Fy = 0,...,F,, = 0in n, is to first compute a Groébner
basis [Buc76] of the ideal Z = (fy,..., f,.) with respect to the lexicographic order, which
takes a triangular form [Bar04, §1.3]. This essentially reduces the problem of multivariate
system solving to univariate root finding, as solutions can be recovered and extended
iteratively by solving (a system of) univariate equation(s) [CLO15, §3.1]. A good summary
of the procedure of univariate root finding over finite fields can be found in [BBLP22, §3.1].
In practice, directly computing the desired Grébner basis is expensive. If the ideal Z is
zero-dimensional, that is, dz < oo, the following approach has proven advantageous:

1. Compute the Grobner basis of Z with respect to the DRL (degree-reverse-lexicographic)
order, using, for example, Faugere’s F4 [Fau99] or F5 [Fau02] algorithm.

2. Apply the FGLM basis conversion algorithm [FGLM93] to convert it into a Grobuner
basis with respect to the LEX (lexicographic) order.

Complexity. In the following, we assume that the system is well-defined (n. = n,), and
that Z is zero-dimensional.
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1. A DRL Grobner basis of Z using the F4 or F5 algorithm can be computed in

o(72)

arithmetic operations over F,, [FBS04], where w denotes the linear algebra constant
and d,eg denotes the degree of regularity, as defined in [BSGL20, §A 2.2.1]. In general,
calculating deg is as hard as computing the DRL Grébner basis itself. Thus, tight
bounds on d..s are essential for deriving good complexity estimates.

For regular systems (cf. [BFS15]), the degree of regularity is given by the so-called
Macaulay bound

dvac =1+ i(deg(Fl) —1). (1)

i=1

2. The basis conversion from a DRL to a LEX Grobner basis using the original FGLM
algorithm can be computed in O(nv . d%) arithmetic operations over F), [FGLM93].
There exist probabilistic variants with a sub-cubic complexity [FGHR14]:

O(n, - d¥),

where w denotes the linear algebra constant.

An upper bound for the degree dz of the zero-dimensional ideal Z, which coincides
with the number of solutions (over the algebraic closure, counted with multiplicities)
to the polynomial equation system, is given by the Bézout bound:

B := ﬂdeg(Fi). (2)

In particular, if the system is regular, we have dz = B.

3. Given a univariate polynomial F' € I, [x] of degree d := deg(F), its roots in IF,, can be
computed in O(dlog(d)- (log(d)+log(p))-log(log(d))) finite field operations [BBLP22,
§3.1]. In general, if F is the unique univariate polynomial of the LEX Grébner basis,
we have deg(F) < dz. Thus, in practice, computing the solutions to a LEX Grobner
basis is mostly negligible in comparison to the previous steps, given that the system
is not already in LEX order.

The linear algebra constant w > 2 accounts for the complexity of multiplying two
dense matrices. From a designer’s perspective, it is common to use the smallest possible
value of w = 2 in the security assessment to account for future developments and add
some additional security. However, we mention that in some cases, w = 2 also holds
in practice [BFP09]. From an attacker’s perspective, estimating the accurate value of
w in F4/F5 algorithms is not easy, though the most conservative value w = 3 can be
used. Nevertheless, in practice, w is always smaller than 3 for F4/F5 algorithms as the
constructed Macaulay matrix is sparse, and Gaussian elimination is only performed on
a submatrix of the Macaulay matrix. Indeed, it is common practice to use w = 2.8 or
w = 2.37 to claim a successful Grébner basis attack. According to our experiments, using
w = 2.37 does not seem to underestimate the complexity. Hence, we choose w = 2.37 for
F4 and F5 algorithms throughout this paper. To have a safe claim, we use w = 3 for the
FGLM algorithm as it is not optimized in Magma, though we have to emphasize that w
might be smaller than 3 if optimized versions of the FGLM algorithms, e.g. [FGHR14],
are used.
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As the hidden factors in the asymptotic O(-) notation are small (see, e.g., [ACGT19]),
it is common to directly use (""JfMAC)w to estimate the time complexity. Hence, for a
system of n, polynomials in n, variables generating a zero-dimensional ideal Z, we estimate

the overall complexity of computing the set of common solutions in F,, via Grobner basis

as
max { (nv +ndMAC> , Ny B3} : (3)

Experimental setup. All practical experiments are conducted on a machine with an
INTEL XEON E5-2630 v3 @ 2.40GHz (using 8 cores) and 378GB RAM under DEBIAN
11 using MAGMA V2.26-2. As previously observed [BSGL20, §A] [BBLP22], when using
MAGMA, the basis conversion step (FGLM) is often the bottleneck of the Grobner basis
computation, as its implementation of the FGLM algorithm seems not to take advantage
of fast linear algebra techniques.

3 Cryptanalysis of Tipb and Monolith Independent of the
S-box

In all Tipb and Monolith families, there exists a special large S-box S(-) over F,, for which
we have not yet given the details. However, we should keep in mind that it has a very
complex high-degree polynomial representation over I,

Such a special S-box S(-) was first used in Reinforced Concrete in order to prevent
algebraic attacks like the Grobner basis attack. To analyze hash functions using such
special S-boxes, the designers of Tipb proposed to use the available degrees of freedom
in order to impose the inputs of such S-boxes to be equal to some fixed known constants.
This strategy allows them to construct low-degree equations by skipping the influence of
such S-boxes. In this section, we revisit the proposed strategy and show how it can be
applied to straightforward collision attacks independent of S(-).

capacity = 6

10 variables
| M |

| M |

5 equations I:I I:I I:I I:I I:I hash value
e —
d=5

Figure 4: The preimage attack on 3-round Tip5 independent of the S-box



F. Liu, K. Koschatko, L. Grassi, H. Yan, S. Chen, S. Banik, and W. Meier 11

3.1 Preimage Attacks Independent of the S-box

Let us briefly describe the designers’ analysis of Tipb against the preimage attack. As
shown in Figure 4, since there is no diffusion layer at the beginning, » = 10 variables can
be introduced to denote the output words of all s = 4 S-boxes and the first t —c = 6
T-boxes at the 1st round. The remaining ¢ = 6 output words are constants since they are
in the inner part.

Then, randomly fix the 8 inputs of all the S-boxes at the 2nd and 3rd rounds, and
compute their corresponding outputs by evaluating the S-box. Hence, the inputs of the
3rd round can be written as degree-7 polynomials in these 10 variables, and the hash value
can be expressed as degree-49 polynomials in these 10 variables. However, these are based
on the guess of the inputs of the S-boxes at the 2nd round and 3rd round. Therefore, we
have the following equations in the 10 variables:

e s =4 linear equations to ensure the guess of the inputs of the 4 S-boxes at the 2nd
round;

e s =4 degree-7 equations to ensure the guess of the inputs of the 4 S-boxes at the
3rd round;

e d =5 degree-49 equations to match the hash value.

Therefore, to match the hash value with the above guess-and-determine method to
ignore the details of S(-), it is required to set up 13 equations in 10 variables, which has a
solution with an extremely low probability p~2 ~ 27192, letting alone the additional cost
to solve such polynomial equations with Grobner basis. Hence, such a guess-and-determine
preimage attack cannot reach 3 rounds of Tip5 (equivalently, this attack can only reach 2
rounds of Tip5).

We recall that, without guessing the inputs of the S-boxes, the inputs of the 3rd round
will be complex polynomials of extremely high degree in these 10 variables, and we even do
not know what these polynomials are. Hence, the corresponding polynomial equations over
IF, to match the hash value in these 10 variables are unknown, which somehow prevents
the Grobner basis attack.

The same analysis can be applied to Monolith, where we only have r = 2s free variables
representing the outer part of size r, and need to set the 2s inputs to the s S-boxes at
the 1st and 2nd rounds as fixed values in order to express the hash value as low-degree
polynomials in these 2s free variables. Hence, we have 2s + d = 3s equations in only 2s
variables. This implies that the attack cannot reach beyond 2 rounds of Monolith.

While the above conclusion that the preimage attack cannot reach 3-round Tip5 and
2-round Monolith looks sound, this may not be the case for the collision attack since the
target becomes to find two distinct inputs that collide in the hash value, rather than a
single input that leads to a given hash value. In the following, we describe how to apply a
similar idea to mount collision attacks on 3-round Tip5 and 2-round Monolith.

3.2 Collision Attacks Independent of the S-box

In the collision attack, our goal is to find two distinct inputs that collide in the hash value.

On Tipb family. For the Tipb family, we can introduce 2r variables to denote the output
pairs of all s S-boxes and t — ¢ (=r — s) T-boxes at the 1st round. Then, we randomly fix
the input pairs for the s S-boxes at the 2nd round and force the input difference of the
s S-boxes at the 3rd round to be 0. In this way, the difference in the hash value can be
expressed as d polynomials in these 2r variables of degree 49. Similarly, we have in total
25 + s + d = 3s + d equations in these 2r variables:
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1. 2s linear equations in these 2r variables to ensure the fixed input pairs of the s
S-boxes at the 2nd round;

2. s degree-7 equations in these 2r variables to ensure the input differences of the s
S-boxes at the 3rd round;

3. d degree-49 equations in these 2r variables to ensure the difference in the hash value
is zero.

By performing Gaussian elimination on the 2s linear equations, we only need to solve s
degree-7 and d degree-49 equations in 2r — 2s variables. If 2r — 2s > s + d, we can guess
2r — 2s — (s +d) = 2r — 3s — d variables and solve s + d nonlinear equations in s + d
variables, and the complexity for the FGLM algorithm is (s + d) - 735 - 4934,

In Tip5, we have (s,d,r) = (4,5,10), and hence we need to solve 4 degree-7 and
5 degree-49 equations in 9 variables after guessing 3 variables. Under the regularity
assumption, the time complexity to compute the Grobner basis is estimated as 2543¢ field
operations. With w = 2.37, it is already larger than 2128,

In Tip4, we have (s,d,r) = (4,4, 12), and therefore we need to solve 4 degree-7 and
4 degree-49 equations in 8 variables after guessing 8 variables. Under the regularity
assumption, the time complexity to compute the Grobner basis is estimated as 2471 and
it is 215 with w = 2.37.

In Tip4’, we have (s,d,r) = (4,4,8), and thus we need to solve 4 degree-7 and 4
degree-49 equations in 8 variables without guessing any variables. This time complexity is
the same as in the above attack on 3-round Tip4.

On Monolith family. The above strategy can be directly applied to the inner collision
attack on 2-round Monolith. As there is a diffusion layer at the beginning of Monolith,
we can only introduce 2r = 4s free variables to denote the input pairs of the 2-round
permutation. Then, randomly fix the s input pairs of the s S-boxes at the 1st round,
and force the input differences of all s S-boxes at the 2nd round to be 0. In this way,
the difference of the last ¢ state words after the 2-round permutation can be expressed
as ¢ = s polynomials in these 4s variables. Similarly, we have 2s linear equations, s
degree-2 equations and s degree-4 equations in 4s variables. After performing Gaussian
elimination on the linear equations, we get s degree-2 equations and s degree-4 equations
in 2s variables.

The theoretic time complexity for the FGLM algorithm is estimated as 2s - 23% - 43¢,
Under the regularity assumption, the time complexity of the Grobner basis attack is
estimated as max{22°:9% 239} for 2-round Monolith-64, and max{2*!-6~ 276} for 2-round
Monolith-31.

Experiments have confirmed that the collision attack on 2-round Monolith-64 is practical,
as shown in Table 4. It is found that the system does not behave like a regular system
(due to dreg < dmac) and using w = 2.37 does not underestimate the complexity. Since
dreg < dmac, the system can be solved much faster in practice. A concrete colliding
message pair is given in Table 8.

However, finding a practical collision for 2-round Monolith-31 with this method is still
costly. Several novel techniques will be developed in this paper to solve this challenge.

Table 4: Experimental results for the collision attack on 2-round Monolith-64. The
running time in the columns “Tgg” and “Trgrym” is in seconds.

Target ‘ TcB ‘ dvac ‘dreg ‘CGB (w=12.37) ‘TFGLM ‘ B ‘ dz ‘ Craim (w = 3) ‘ Memory (MB)

Monolith-64 | 3688 | 17 | 12 | 2'7% (2*%%) | 1866 |2'%|3011|2%F11 0« (2°7%)| 21945
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4 Properties of the S-box

As stated above, there is yet no cryptanalysis exploiting the details of the special S-boxes
used in Tipb, Tip4, Tip4’ and Monolith due to their complex and unknown polynomial
representations over F,. We take this challenge in this work, and propose an efficient
algorithm to determine whether a randomly given input-output difference pair is valid for
these S-boxes, and to find all possible input pairs for this difference transition if it is valid.

4.1 General Description of the S-box

Let us consider a general form of this S-box, i.e., z = S(w) where w, z € F,and S : F, — F,
is a permutation over F,,. For convenience, we call (zo,...,z,—1) a split of z € F,, with

parameters (lo,...,ln—1) where Z?:_Ol l; = [logyp] and

T A (20 —1) ifi =0
Ty = i— . . .
(x> Ej:%) ;)N (2 —1)  otherwise (1 <i < h),

and we denote this by
(IOa o axh—l) = O-lo»--wlh—l (I)

Equivalently, © can be re-written as

x = zo+20 pq 20T g4 golothttle g mod 2MogaPl  where 0 < z; < 2,

where
T = o-l;,l...,lh,,l(xm ce Th—1).
If (lp,...,ln—1) are clear from the context, we simply use
(z0,.yzn1) =0(x), v =0 "20,...,Th_1).
For z = S(w), we first need to compute (wp,...,wp—1) = o(w). Then, compute
(Z(), e »thl) with
z; = S;(w;), for 0 <i < h,
where S; is a permutation. Finally, compute z = 07 1(29,...,24_1). Note that S; for

0 <% < h are carefully constructed such that S is a permutation over F,,. In other words,
for Yw < p, z < p has to hold.
In Tip5, Tip4 and Tip4’, we have

h=8, 1;=8, Si(x)=L(x)=(x+1)>—-1mod?2®+1 for 0<i<S8.
In Monolith-64, we have
h:87 1118, Si($):X011(SC) for OS’L<87

where
Xo11() = (2@ (((m2) K DA (2 K 2) A (2 K 3))) K 1

is computed over F5. In Monolith-31, we instead have
h=4, (lo,l,l2,13) = (8,8,8,7), So(x) = S1(x) = Sa2(x) = xo011(x), S3(x) = xo01(%),

where
xoi(z) = (2@ (((-2) K 1) A (z K 2))) K 1,

is computed over F7.
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For such a nonlinear permutation z = S(w) over F,, we will present an efficient
algorithm to solve the differential equation Az = S(w + Aw) — S(w) for any given
(Aw, Az). The main idea is to construct several small tables and use them to equivalently
construct the whole differential distribution table (DDT) of z = S(w), even though p > 230.
Note that the naive algorithm will require time complexity and memory complexity of
O(p?) to construct this DDT, and hence it soon becomes impractical. The motivation to
study this differential equation is to significantly improve the attacks on these ciphers, as
will be clear in our later advanced attacks.

4.2 Efficient Algorithm to Solve Az = S(w + Aw) — S(w)

Given (Aw,Az) € F%, how can we efficiently determine whether Aw — Az is a valid
difference transition through S(-)? In other words, how to know whether there exists w
such that Az = S(w + Aw) — S(w)? Although S is built with A functions S, ..., Sp_1, it
does not mean that we can simply use the DDT of S; to construct the DDT of S, and
solve this problem.

Let us consider an input pair (w,w’) and output pair (z,z’). Throughout this section,
we also set (wo,...,wp—1) = o(w), (w},...,w,_1) = o), (20,--.,2n-1) = o(z), and
(2by -y 2h_q) =0(2'). Let

(Awg, ..., Awp_1) = o(Aw) = o(w' —w), (Azp,...,Azp_1) = 0(Az) =0 (2 — 2).

Even though we know Aw; according to Aw, we do not know the input difference between
(w},w;) to each S;. The same also applies to the difference between (z/, z;). This is indeed
due to the influence of the carry and the modular addition operation (i.e., mod p) when
computing w’ = w + Aw. Here we study this problem. (We limit ourselves to point out
that since S(w) is a permutation over F,, we will only consider the case Aw # 0 and

Az #0.)

Removing the influence of modular addition. When Aw # 0, there are 2 possible cases,
e, w>w orw<w:

Case 1: If w > w’, we have Aw = w’ — w + p by definition. Therefore, w = w’ + (p — Aw)
and w’ < Aw. Hence, when computing w’ + (p — Aw) over the ring of integers, the
result must be the same as within modulo p, i.e., no modular addition is required
when computing w = w’ + (p — Aw).

In this case, let

—_~— —

Aw = p — Aw, (Af:u/é, L Aw ) = o(Aw).
Then, we have
w; = carry, + Aw; +w, mod 2, for 0 < i < h,

where .
{ 1 ifi >0 and carry; + Aw; +w) > 2k
carry; | = .

0 otherwise
Obviously, carry, = 0 if and only if w > w'.

Case 2: If w < w’, we have Aw = w’ — w. Similarly, when computing w’ = w + Aw, no
modular addition is required. In this case, we have

w) = carry; + Aw; + w; mod 2%, for 0 <i < h,



F. Liu, K. Koschatko, L. Grassi, H. Yan, S. Chen, S. Banik, and W. Meier 15

where

1 ifi> 0 and carry;, + Aw; + w; > oli
carry, . ; = .
Yit1 0 otherwise

Similarly, carry; = 0 if and only if w < w'.

Similar analysis also applies to (z, 2/, Az).

For convenience, we can pre-compute h 3-dimensional tables Taby, ..., Taby_1 such
that
10 L if jo + j1 +j2 > 2
Tabs[jo] [j1][j2] = . :
0 otherwise

Constructing small tables to capture the carry. With Tab; at hand, it is convenient
to study the difference transition Aw — Az through S. Specifically, given a random pair
(Aw, Az), we consider in total 4 cases:

Case 0: w > w' and z > 2/;
Case 1: w > w' and z < 2/;
Case 2: w < w' and z > 2/;

Case 3: w < w' and z < 2.

First, we compute 4h different 3-dimensional DDTs denoted by DDT; ; where 0 <7 < h
and 0 < j < 3. How to compute DDT; ; is specified in Algorithm 1. Note that each cell
of these 3-dimensional DDTs is a set of tuples reminiscent of right input pairs for a valid
difference transition.

Specifically, if w > w’, we should consider the calculation w = w’ 4 (p— Aw) = w’'+ Aw.
Otherwise, we consider the calculation w’ = w + Aw. Similarly, this applies to z and 2.
In this way, the influence of the modular addition operation (i.e., mod p) can be removed.
These correspond to the underlying ideas in Line 13, Line 16, Line 23 and Line 26 of
Algorithm 1, respectively. Indeed, the main idea of Algorithm 1 is very simple, and can be
referred to Figure 5.

Roughly speaking, DDT; ; is used to store the right input pairs as well as the correspond-
ing informationAo/f carry for the difference transitions Aw; — Az; if j =0, Aw; — Az; if
j=1 Aw; = Az if j =2, and Aw; — Az; if j = 3, through the small box S;(+).

Specifically, let us elaborate more on DDT; o, DDT; 1, DDT; 2 and DDT; 5.

o On DDT; o: This corresponds to the case w > w’ and z > 2. Specifically, we have
w=w +Aw, z=2 + Az

Hence, by the construction of DDT; o, for each element (carry;  ;,w;,w;) stored in



16 Collision Attacks on Round-Reduced Tip5, Tip4, Tip4’ and Monolith

1
! ! !
w 2 i w Zi
1
7 A1 N I > W \"
+ carryW; +Aw; + carryZ; +Az; : + carryWs +Aw; + carryZ; +Az;
JE— _— J— - -
w; 2 : w; 2
i
carryW, carryZii1 ; carryW, carryZiiq
i
case 0 : case 1
i
U PRSPPSO G
i
!
i
W ) T ! arrv W, )
+ carryW,; +Aw; + carryZi 40z i + carryW,; +Aw; + cartyZ; +Az;
1
/ R : / v
w; Z i w; 2
i
carryW, carryZii1 : carryW, carryZiiq
i
case 2 ! case 3

Figure 5: The underlying idea of Algorithm 1. Specially, once w;, w}, carryW,, carryZ, are
known, it is always feasible to compute z;, z;, carryW, , , carryZ;, |, and the corresponding
input-output differences according to the case j.

DDT; g[carry,] [A\sz][gz/z][jg], we have

carryW, = carry;/2,
carryZ; = carry; mod 2,
w; = carryW, + Aw; + w), mod 2%,
zi = Si(wg),
zi = Si(w)),
% = carryZ; + Az + 2, mod 2%,

1 ifi >0 and carryW, + MZ +w) > 2k
carryW,,; = ) )
0 otherwise

1 ifi>0and carryZ, + Az + 2 > 2
carryZ;,, = . )
0 otherwise
carry,,; = 2 XxcarryW, | + carryZ;, .
In particular, w > w’ and z > 2z’ hold if and only if carry, = 0, i.e., carryW, =0
and carryZ, = 0.

o On DDT; ;: This corresponds to the case w > w’ and z < 2’. Hence, we have
w=w +Aw, ¥ =2+ Az
For each element (carry; |, w;,w}) stored in DDTiyg[carryi][Kz;i] [Az;][js], the rela-
tions in (z;, 2], carryZ;, carryZ; ;) are then updated as:

2 = carryZ; + Az + z; mod ol

1 if i > 0 and carryZ; + Az; + z; > 24

carryZ;
Yoit1 0 otherwise

The remaining relations remain the same as in DDT, . Similarly, w > w’ and z < 2/
hold if and only if* carry, = 0.

3By removing the influence of modular addition, we always consider the addition a’ = b’ 4 ¢’ over the
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e On DDT; 5: This corresponds to the case w < w’ and z > z’. Hence, we have
w =w+ Aw, 2=z + Az

For each element (carry;  ;,w;,w;) stored in DDTi,Q[carryi][Awi][ﬁz][jg], the rela-
tions in (w;, wj, carryW,, carryW, ;) are update as:

w, = carryW; + Aw; + w; mod 2%,
1 ifi >0 and carryW, + Aw; + w; > li
carryW,,; = . :
0 otherwise

The remaining relations remain the same as in DDT, . Similarly, w < w’ and z > 2/
hold if and only if carry;, = 0.

o On DDT; 3: This corresponds to the case w < w’ and z < 2. Hence, we have
w =w+ Aw, 2 =z+ Az

For each element (carry,,,,w;, wj) stored in DDT; s[carry,;][Aw;][Az][j3], the re-
lations in (w;, wj, carryW,, carryW, ;) and (z;, 2j, carryZ;, carryZ,, ;) are updated

as:
w, = carryW, + Aw; + w; mod 2%,
W 1 ifi >0 and carryW, + Aw; + w; > 2k
carryW, = ,
YWin 0 otherwise

z; = carryZ; + Az; + z; mod ol

1 ifi >0 and carryZ;, + Az; + z; > oli
carryZ;,; = . .
0 otherwise

The remaining relations remain the same as in DDT, . Similarly, w < w’ and z < 2/
hold if and only if carry;, = 0.

With these 4h tables DDT; ; at hand, for a randomly given pair (Aw, Az) € IE‘%, we can
use Algorithm 2 to find all w € F,, satisfying S(Aw + w) — S(w) = Az. The illustration of
the procedure of Algorithm 2 can be referred to Figure 6.

4.3 Explanation of Algorithm 2

Given the input-output difference pair (Aw,Az) € IF‘IQ) of z = S(w), it is trivial to deal
with the case Aw =0 or Az = 0, and hence we omit these cases in Algorithm 2. Instead,
we only focus on the case Aw # 0 and Az # 0. Our algorithm can also be easily modified
to determine whether a randomly given (Aw, Az) is valid. Specifically, once we find one w
satisfying S(w + Aw) — S(w) = Az with Algorithm 2, start backtracking and exit.

On Line 10 — Line 13 of Algorithm 2. With the current Algorithm 2, the goal is to
find and store all possible w satisfying S(w + Aw) — S(w) = Az. As it is unknown in
advance whether such a w will cause w > w’ or w < w' or z = S(w) > 2/ = S(w + Aw) or
z = S(w) < 2 = S(w+ Aw), we traverse all 4 possible cases.

ring of integers where b’ > 0, @’ > ¢/ and a’,b’,¢’ € Fp. In this case, if there is a nonzero carry from the
most significant bit when computing b’ + ¢/, @’ > p and a’ cannot be in F;,. Hence, this carry must be 0.
Similar analysis also applies to other cases.
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Algorithm 1 Constructing the 3-dimensional table DDT; ;
: procedure CONSTRUCT-DDT(3, j, l;, Tab;, DDT; ;)
: TUPLE.id =0
: TUPLE.x =0

1

2

3

4: TUPLE.x' =0

5: for id = 0 to 3 do

6 for u=0to 2% —1 do

7 for v =0to 2% —1 do

8 cx; =1id/2 // id = 2 X ¢x;1 + ¢y,
9 cy; =id mod 2

10: r=1u

11: =

12: if j=0o0r 5 =1 then

13: Az =z — (cx; +2') mod 2% //z = cx; + Az + 2’ mod 2!
14: cxg = Tab;[cxq][Ax][2]

15: else if j =2 or j = 3 then

16: Az = 2" — (cxg +x) mod 2% //2' = cx; + Az + x mod 2%
17: cxg = Tab;[cx;|[Ax][z]

18: TUPLEx ==z

19: TUPLE.X' =2/

20: y = S;(x)

21: y/ = SZ‘ (33/)

22: if j=0o0r j =2 then

23: Ay =y — (cy; +y') mod 2 //y = cy; + Ay +y' mod 2"
24: cyy = Tab;[cy,][Ay][y']

25: else if ) =1 or j = 3 then

26: Ay =19y — (cy; +y) mod 2% //y' = cy, + Ay +y mod 2%
27: cys = Tabi[cy,][Ay][y]

28: TUPLE.id = 2 X cx2 + ¢y,

29: DDT, ;[id][Az][Ay].pushback(TUPLE)

On Line 22 — Line 27 of Algorithm 2 . For each of the 4 cases, based on the small tables
DDTy,...,DDT)_1,; where 0 < j < 4, we can efficiently retrieve possible candidate
splits of w and w’ with the depth-first search, which are stored in the arrays wArr and
wArT’, respectively.

On Line 17 — Line 20 of Algorithm 2. However, not each retrieved candidate is
necessarily valid. Note that when constructing each DDT; ;, we consider all input-output
pairs of S;(+) from {0, ...,2! — 1}. Hence, for a candidate (wArr[0],...,wArr[h — 1]), it
is possible to have

w= o H(wArr[0],...,wArr[h —1]) > p,

which is an invalid input of the function z = S(w). Similarly, it is also possible to get
w' = o Y wArr'[0], ..., wAr'[h — 1]) > p.

Once w < p and w’ < p both hold, by the construction of S, i.e., S is a permutation over
F,, there must be z = S(w) < p and 2’ = S(w’) < p. In addition, according to the analysis
of each DDT; ; specified above, the additional condition id = 0 is equivalent to testing
whether the following conditions hold:

o w>w and S(w) > S(w') when j = 0;
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o w>w and S(w) < S(w') when j =1,
o w<w and S(w) > S(w') when j = 2;
o w<w and S(w) < S(w') when j = 3.

This additional condition is required because we search for a valid w based on the guess of
the relation in (w,w’ = w + Aw) and (z,2’) = (S(w), S(w')), respectively. Once we get a
candidate of (w,w’), it has to be consistent with the guessed relation.

On the correctness. The correctness of Algorithm 2 is ensured by the construction
of DDT; ;, whose properties have been explained in the above part. Specifically, we

retrieve w; from DDT, ; in the order of ¢ = 0,...,h — 1, according to either (&U/l, EZ’;),
or (Aw;, Az;), or (Aw;, Az;) or (Aw;, Az;), as well as the carry. By the properties of
DDT, ;, we obtain a possible candidate of (wy,...,wn—1) = o(w) and the corresponding
(Whs ... wy_y) = o(w').

On the completeness. In particular, we do not miss any valid w satisfying S(w +
Aw) — S(w) = Az since our algorithm can deal with all possible (Aw,Az), and all

possible valid solutions of (wi,wg,fm,l\z/i), (wi,wg,ﬁ\uji,Azi), (wi,wg,Awi,szi), and
(w;, wi, Aw;, Az;) have been taken into account when constructing each DDT; ;.

Remark 1. If the goal is to simply determine whether (Aw,Az) is a valid difference
transition, one may observe that our algorithm may get stuck if the input-output differences
of many small boxes are (0,0) because we need to enumerate all possible input pairs for
these small boxes in the depth-first search. According to our observations on DDT; ;[0][0][0]
for the Tip5 and Monolith small boxes, we find that there are 2% (i.e., the maximal possible
number) tuples stored and each tuple (z,2’,id) stored satisfies id = 0. In addition,
DDT; ;[1][0][0] and DDT; ;[2][0][0] are always empty. For DDT, ;[3][0][0], there are at
most 2 tuples stored. Hence, when reaching the case where (Aw;, Az;) = (0,0), instead of
directly running Line 22 — Line 27 in Algorithm 2, we can run the following code

ifid = 0

wArr[i] = wArr'[i] =0

RE(j,i + 1,0, h,wArr,wArr’, Awg, ..., Awp_1, A2, ..., Azp_1, wSol)
ifid = 3

Line 22 — Line 27 of Algorithm 2

Moreover, before running the depth-first search in RE() (i.e., Line 16 - Line 27 in
Algorithm 2), one can also pre-check® whether there exists i such that DDT; ;[id][Aw;][Az;]
is empty for 0 < id < 3. If so, the input pair is invalid and we do not need to run the
search. This check takes at most 4h table lookups.

4.4 Application and Complexity Analysis

Our search algorithm is based on the depth-first search technique with early aborting, and
only uses simple table look-ups. For such an algorithm, it is difficult to give an accurate
theoretic estimation of the number of table look-ups, as well as the number of solutions for

4Indeed, after this procedure, we can get the set of id such that DDT; ;[id][Aw;]|[Az;] is non-empty for
each (7, 7), and they can also be easily used to efficiently enumerate conforming input pairs or determine
whether a difference transition is valid. If it is a valid difference transition, there will be sequences of id of
length h + 1, i.e., idg = 0,id1,...,idp_1,idp = 0, where DDT; ;[id;][Aw;][Az;] is non-empty and there
exists j3 such that DDT; ;[id;][Aw;][Az][j3].id = idi41 for 0 <i < h —1.
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Algorithm 2 Finding w satisfying S(w + Aw) — S(w) = Az
procedure FINDW(Aw, Az, wSol)

1:
2 Aw=p—Aw

3 Az=p— Az

4 (Awo,...,Awh_l) = O'(A’LU)

5: (Azg,...,Azp_1) = 0(Az)

6 (Awo,...,Awh,l) = O'(AU})

7 (Azp,y ..., Azp_1) = 0(Az)

8 wArr =[]

9 wArr’ =[]

10: RE(0,0,0, h, wArr,wArr’, Awg, . .., Awp_1,Azg, ..., Azp_1, wSol
11: RE(1,0,0, h, wArr,wArr’, Awg, ..., Awp_1, Azg, ..., Azp_1, wSol
12: RE(2,0,0, h, wArr,wArr’, Awg, . .., Awp_1,Azg, ..., Azp_1, wSol
13: RE(3,0,0, h, wArr,wArr’, Awy, . .., Awp_1, Azg, ..., Azp_1, wSol
14:

15: procedure RE(j,4,1id, h, wArr, wArr’, Awg, ..., Awp_1,Azo, ..., Azp_1,wSol)
16: if i = h then

)
)
)
)

17: w=oc Y wArr[0],...,wArr[h — 1))

18: w' = o Y (wArr’[0],...,wArr'[h — 1))

19: if w<pandw <pandid=0 then

20: wSol.pushback (w)

21: else if ¢ < h then

22: size = DDT, ;[id][Aw;]|[Az;].size()

23: for j5 =0 tosize — 1 do

24: nextld = DDTZ"J‘ [ld} [A’wl][Azl][]g]ld
25: wArr[i] = DDT; ;[id][Aw;][Az][js]-x
26: wArr'[i] = DDT; ;[id][Aw;][Az][js] %
27: RE(4,4 + 1, nextld, h, wArr, wArr’, Awo, ..., Awp_1, Az, ..., Az;_1, wSol)

each different input (Aw, Az). This is because these values will vary for different (Aw, Az).
Moreover, it is also important to know the probability that a randomly given (Aw, Az) is
a valid input-output difference pair of z = S(w).

To answer the above questions, we have implemented Algorithm 2 for Tip5, Monolith-64
and Monolith-31. We choose Niest = 1000000 random (Aw, Az) and compute

o Nyaia: the number of valid (Aw, Az) such that Jw : S(w + Aw) — S(w) = Az;
o Nyop: the average number of solutions of w satisfying S(w + Aw) — S(w) = Az;
e Ngost: the average number of table look-ups.

Then, the ratio v = % is a good estimation of the probability that a randomly given
input-output difference is valid.

According to our experiments, we get (Nyalid, NVsol, Neost) = (2930, 680, 32) for Tip5,
(Nvalid, Nsol, Neost) = (803, 1752, 32) for Monolith-64, and (Nyaiia, Nsol, Neost) = (28981, 35, 15)
for Monolith-31. Based on these data, we make the following conclusions:

o The probability v that a randomly given (Aw, Az) is valid for the S-box of Tip5,
Monolith-64 and Monolith-31 is about 2785, 27103 and 2751, respectively;

o The cost to determine whether a random (Aw, Az) is valid can be viewed as negligible
since the value of Nt is quite small, i.e., our algorithm is considerably efficient.
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Note that v is the estimate of the fraction of non-empty cells® in the full DDT of the
S-box (also note that there are in total p? cells for the DDT), which we do not explicitly
build. Since the total number of elements stored in all cells must be p?, each non-empty
cell stores v~ ! elements on average. Hence, we also use y~! to approximate N, in the
complexity analysis of our attacks.

4.5 Activating Partial Small Boxes

In our advanced attacks, we also exploit another property of z = S(w). Specifically, as it
is composed of h small-scale permutations S, ..., S,—1 (or we call them small boxes), it is
possible to generate an input-output difference pair (Aw, Az) such that only ¢ boxes are
activated. We call it the partially activating technique. Specifically, we have Theorem 1 to
generate such (Aw, Az) and lower bound the probability of such a difference transition.

Theorem 1 (Partially Activating Technique). Let the l;,_1 most significant bits of p be
all 1 and l; > 2 for 0 <i < h. Let (Awo,...,Awp_1) be the split of Aw with parameters

(lo, .-, lp—1) where Z?;OI l; = [logyp], and let I = {ig,...,ip—1} C{0,...,h—1} be a set.
There exist [[;c;(2" — 2) different input-output differences (Aw,Az) for z = S(w) where

0<Aw; <24 -2 foriel,
Aw; =0 forié¢ I, (4)
Az = S(Aw) — S(0).
Moreover, for each such (Aw, Az), the probability that a random w € F,, satisfies S(w +
Aw) — S(w) = Az is at least p~! - Hi¢1,0§¢<h(2li —1).
Proof. Since the I _1 most significant bits of p are all 1, we have

Aw = o HAwg,...,Aw,_1) <p

for each (Awy, ..., Awy,_1) satisfying Eq. 4. Hence we have [], (2% — 2) such different
input-output differences (Aw, Az) for the S-box z = S(w).

For any w = o~ !(w, ..., w,_1) satisfying

iel

wi:()foriGI,ngi§2li72f0ri§éfand0§i<h,

we have w < p and there are [, o<icn (2l = 1) different choices of such w.
Hence, given any (Aw, Az) satisfying Eq. 4, for any of the above Hi¢[,0<i<h(2li -1
possible values of w, we always have B

0<Aw; +w; <2 —2for 0<i < h.

In other words, w + Aw = o~ (Awy + wo, - . ., Awp,_1 + wp_1) < p. Let 2 = S(w) and
2/ = S(w+ Aw) for such (Aw, Az) and w. By definition, we have

2=z = o So(Awy 4+ wo), ..., Sho1(Awp_1 +wp_1)) — o (So(wo), ..., Sh_1(wh_1))
-

1(’LL07 N ,’u,hfl)

where

L SZ(O‘FIUZ)*SZ(U)Z):Sl(O)*Sl(O) ifiel.

In this way, we have o~ (ug,...,up_1) = S(Aw) — S(0) by definition. Hence, we always
have 2z’ — z = S(Aw) — 5(0), and the probability that a random w € F, satisfies S(w +
Aw) — S(w) = Az for such (Aw, Az) is at least p~* - Hi¢[,0§i<h(2li -1). O

5Each cell stores the conforming inputs w satisfying S(w + Aw) — S(w) = Az.
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5 Two-stage Collision Attacks on Tipb, Tip4 and Tip4’

Let us focus on how to use 1-block input messages and the details of the S-box to devise
efficient collision attacks in this section. In this setting, there is no need to consider the
padding as it corresponds to the fixed-length input case.

The big picture of the two-stage attack. The big picture of the two-stage attack is to
first fix the input difference and output difference of the nonlinear layer S(-) at the 2nd
round, such that there is no difference in the inner part and that all s S-Boxes in the 3rd
round are inactive. This is called Stage 1. For Stage 2, we then compute the input of S(-)
at the 2nd round such that a collision can be generated by solving a polynomial system
with Grébner basis.

More details. As illustrated in Figure 7, abusing notation, let
Az = (A$Q, ceey A(Z?n_l)7 Ay = (Ayo, ey Ayn—l)

denote the input and output difference of S(-) at the 2nd round. Let (e,,...,e,—1) € Fj,
denoted the ¢ state words in the inner part after applying the nonlinear layer S in the very
first round, i.e.,

(er-. . en1) = (T(1),...,T(1)) = (1,...,1)

since r > s in Tip5, Tip4 and Tip4’, and we target the fixed-length input case. (Recall that
¢ denotes the capacity of the sponge construction.)

For the two-stage collision attack, we further assume that the first s; < s S-boxes and
the first ¢t; <t T-boxes are active at the 2nd round. In particular, let

Sop=8—81, tg=t—1t

denote the number of inactive S-boxes and T-boxes at the 2nd round, respectively. In
other words, we will have

Az = (Axg,...,Azs,-1,0,...,0,Azq, ..., Azs44,-1,0,...,0)
—— —— N——
s1 S0 t1 to

Ay = (Ayo, .- Ays;—1,0,...,0, Ayg, .o, AYsit, —1,0, ...

0)

(0, 20 + Awo (%o, Yo + Ayo)

(g1, 01 + Azey) (Ys—1,Ys—1 + Ays_1)

(25, 25 + Axy) T (Ys, Ys + AYs)

BRERN

FH% S]] =]

EREIEIREEIHE

M M M
(@1, @1 A AL ) | T | Wroty Y1 + Agrn)
(er er) (v + Az,) T (Yr, yr + Ayy)
(en 1, En— 1) (ln 1 Tp— 1+A«Ln 1 T Un 15 Yn— 1+Ayn 1)

D fixed value I:I zero difference I:I unknown difference

Figure 7: Collision attacks on 3-round Tip5h, Tip4 and Tip4’ in the fixed-length input
case, where the inner part is initialized to 1.

The high-level description of the two-stage collision attack is outlined below:
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Stage 1: Find valid input-output differences Az, Ay for the second nonlinear layer such
that there is no difference in the inner part and that all s S-Boxes in the 3rd
round are inactive. Subsequently, compute inputs z; to the active S-boxes and
T-Boxes such that

5
T(x; + Ax;) — T(x;) = Ay; for s <i<s+t. (5)

{ S(xz; + Ax;) — S(x;) = Ay, for 0 < < sy,

Stage 2: Randomly fix input values x; for s; < i < s to the inactive S-Boxes in the second

round (and thus the corresponding outputs y; = S(x;)). Find a solution for the

remaining to variables (sy¢,,...,Z,—1) such that the initial inner part value is
matched and that there is no difference in the hash value.

As can be observed from the description of Stage 2, we finally only have to =t —t; <t

free variables to fulfill ¢ 4+ d equations over F,,. (Recall that d denotes the digest length.)

Hence, to make our attack succeed with an overwhelming probability, c + d < t at least

should hold. Hence, in this sense, the attacks should be applicable to Tip5, Tip4 and Tip4’.
In the following, we give a detailed description of the two stages.

5.1 Stage 1: Finding Valid (Axz, Ay) for the 2nd Nonlinear Layer

To ensure the first condition that there is no difference in the inner part, we can construct
a system of ¢ linear equations in s; + t; variables among Ax:

Sysi: (M_I(Aa:))i =0 for r <i < n. (6)

To ensure the second condition that all S-Boxes in the 3rd round are inactive, that is,
that the input difference of each S-box in the 3rd round is zero, we can construct a system
of s linear equations in s; + ¢; variables among Ay:

Sys2: (M(Ay)), =0 for 0 <i < s. (7)

Since M is an MDS matrix, all linear equations in Sys1USys2 are linearly independent. To
ensure that there is at least one non-zero solution to both systems, the following conditions
should hold:

s1 + t1 > max{c, s}. (8)

In total, there are at most (ps1 11 =¢ —1) x (p*1+11=5 — 1) a p2(s1+4)=¢=s nongero solutions
(Az,Ay) € Fy x I} to the linear equation system Sys1 U Sys2. However, not each such
solution is necessarily valid, and we need to consider the details of the S-box and T-box.

Probability of valid S-box transitions. With Algorithm 2 for the S-box in Tip5, each
solution of (Axzo,..., Az, _1,A%,...,Ays,_1) is valid with probability 51 = 278551
and we can determine whether it is valid in negligible time. In particular, if it is valid, our
algorithm also outputs a set of solutions of (xq, ..., s, —1) such that S(z; + Az;) — S(z;) =
Ay; holds for 0 < i < s7.

Probability of valid T-box transitions. It is well-known that for a power map x — x¢,
where ged(a,p — 1) = 1, the maximal differential probability is given by O“le [Nyba1].

Consequently, any DDT entry is upper bounded by . Since every row in the DDT

a—1
) p

must sum up to 1, at least a fraction of ——5 of DDT entries in a row must be non-zero, i.e.,
represent a valid transition across the T-box. Since this is true for all rows, we can conclude

similarly for the entire table. This implies that a randomly given nonzero input-output
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difference of this power map is valid with a probability larger than ﬁ Since T'(z) = 27,

we conclude that each solution of (Azg,...,Azsys,—1, AYs, -, AYsit,—1) is valid with
probability larger than 6%,

How to determine whether such a solution is valid is also trivial, as we simply need to
solve degree-6 univariate equations (r; + Ax;)” — xz = Ay, for s <i < s+ t1. According
to [BBLP22], the time complexity to find the roots of these equations can be estimated as
t1 - 6-10og 26 - log o(6p) - log o log 26 ~ 1415 - ¢1 field operations.

On the constraint on (s1,t1,s,c¢). According to the above analysis, to ensure that there
is at least one valid solution, the following condition should also hold:

p2(51+t1)7(;7$ > 28.551 . 6t1, (9)

where we consider the worst case for the DDT of the T-box, i.e., a random input-output
difference holds with probability of %.

Practical implementation. Instead of enumerating all possible solutions to Sys1 U Sys2,
it is more practical to do the following:

1. Apply Gaussian elimination to Sys1, and get s; + t; — ¢ free variables.
2. Apply Gaussian elimination to Sys2, and get s; + t; — s free variables.

3. Pick a random value for the s; + t; — ¢ free variables in Ax, and determine the full
Az satisfying Sys1.

4. According to Az, correctly guess the s; + t; — s free variables in Ay such that the
difference transitions in these s; + t; — s boxes are valid. Specifically, we know the
input difference Ax; of each of these s +t; — s boxes (S-box or T-box), and hence we
can randomly pick an input z; and then compute the corresponding output difference
Ay;. Finally, determine the full Ay satisfying Sys2.

5. Check if Az — Ay is valid. Due to Step 4, we only need to check difference transitions
for s boxes.

It is also easy to observe that we can first determine Ay, and then determine Az. In
this case, we only need to check difference transitions for ¢ boxes. Hence, depending on
(¢, s), we can adjust the above procedure. Note that in Tip5, Tip4 and Tip4’, we have
s < ¢, and hence the above procedure is better. Also, since the valid difference transitions
for the S-box have a lower probability than the T-box, it is optimal to have as few S-Boxes
as possible to check among the min{c, s} boxes to check at the last step.

Due to the methods to check the validity of an input-output difference pair, if a solution
(Az, Ay) to Sys1 U Sys2 is found such that the transition Az — Ay holds, at the same
time, we also get the corresponding input-output pair (z;,y;) such that

S(x; + Ax;) — S(x;) = Ay, yi = S(x;), for 0 <1 < sq,

T(x; + Az;) — T(z;) = Ay, yi = T(x;), for s <i < s+1.
Complexity of Stage 1. The cost to perform Gaussian elimination to Sys1 and Sys2 is
negligible, as there are only ¢ and s linear equations, respectively. The main cost is caused

by finding a valid solution, i.e., checking whether Az; — Ay; is valid for min{s, ¢} boxes.
Let the number of T-Boxes and S-Boxes to be checked be s, and t., respectively, i.e.,

0<s.<s1, 0<t.<ty, sc+t.=min{s,c}. (10)
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Then, we can estimate the time complexity of Stage 1 as
Tstagcl = 28'5% : 6tC + 6tC - 1415 - t, (11)

field operations, where we treat the cost to check the difference transitions of the S-box as
negligible since it just takes a few table lookups, as stated in Section 4.4.

Experimental verification. To demonstrate the efficiency and correctness of our algorithm,
we give a concrete example of the input-output difference (Axz, Ay) for the 2nd nonlinear
layer of Tip4 by setting (s, ¢, s1,t1,8c,te) = (4,4,4,1,4,0), such that the differences of
the inner part and the input differences of all S-boxes at the 3rd round are zero. The
expected time complexity is estimated as 28:9%4 = 2340 By using 120 threads, we have
practically found such a solution of (Az, Ay) in a few minutes on one thread after testing
about 227 different input pairs (z4,2}) for the active T-box, as specified below (in hex).
As 120 x 227 ~ 234, our estimation of the time complexity is reasonable.

To = ar708181014551£68, z1 = 03a85a236b0a9435, To = 15420104c8678db9,
T3 = 1403ae07702a0617, T4 = 9b348004e33e78c5.
.%'6 = 39666624a6262e6b, 1‘/1 = 724e5e9078193528, :U/z = 0b218d9613182324,
xé = 5e893f4723a43824, xﬁl = 658096b7fa6a0246.
Ayo = 42050e£963e37b3b, Ay; = 8elde7cfal3d64d79, Ay, = 4ba72b3574e557be,
Ays = 0eb6695527b8424d, Ay, = fb06£2832291a5d9.

5.2 Stage 2: Finding a Collision

After Stage 1, only so + to variables (zs,,...,Ts—1,Ts+t,,---,Tn—1) remain unknown,
symbolizing the inputs and outputs to the nonactive S-Boxes and T-Boxes in the 2nd
round. After randomly fixing inputs x; to the sy nonactive S-Boxes and calculating the
corresponding outputs y; = S(x;), only to variables remain unknown. The reason to fix the
inputs x; to the sg nonactive S-Boxes is that we do not know the high-degree expression of
the S-box over F,. It will be costly for the algebraic attack if they are treated as variables
because the outputs of these S-Boxes will be high-degree polynomials in the inputs.
Note that after Stage 1 we have ensured that there is no difference in the inner part and

the inputs of all S-Boxes in the 3rd round. To ensure that (e,,...,e,—1) can be matched,
we can set up c linear equations in the ¢, variables (Tgsq¢,,...,Tn—-1):
(M~ Yz — M), = e for r < i < n. (12)

To ensure a hash collision, that is, zero-difference in the digest, we can set up the
following d equations also in these t( variables:

(Mf (S(M(S(x +Ax)) +c?) - S(M(S(x)) + c<2>)) ) =0 for0<i<d, (13)

i

Output difference of the 3rd nonlinear layer

where Az is already fixed in the previous stage and Ax; =0 for s +t; < i < n. A trivial
upper bound for the degree of these d equations is 72 — 1 = 48. However, as only the
power map is used for the T-box, the input to the j-th T-box at the 3rd round for the

2nd round input = + Az is a polynomial of the form A, ; + E?:_Slﬂl Qg - x!, while it is
Ao+ Z;:gl_m ;- o7 for the 2nd round input z, where a; ;, A1 ;, As ; € F, are some

known constants. Hence, the output difference of the j-th T-box at the 3rd round is a
polynomial in (zs4¢y,...,2n—1) of degree 7 x 6 = 42, rather than 48. Note that even
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though we cannot actually calculate the concrete outputs of the s S-Boxes at the 3rd
round, we know that their input differences are zero, and so will their output differences.
Therefore, the degree of these d equations is 42.

Overall, there are ¢ equations of degree 1 and d equations of degree 42. The following
conditions should hold to ensure the existence of a solution to such an equation system:

to=t—ti=n—s—1t; >c+d. (14)

After performing Gaussian elimination on the ¢ linear equations, we only need to solve d
degree-42 equations in tg — ¢ variables. Hence, we can guess ty — c — d variables if tg > c+d,
and solve d degree-42 equations in d variables. Otherwise, we have ty, = ¢+ d, and also
need to solve d degree-42 equations in d variables. Once a solution is found, we get a
3-round collision.

Complexity of Stage 2. Under the regularity assumption on the d degree-42 equations in
d variables, the Macaulay bound is given by dyac = 1+ (42— 1) - d. Under the assumption
that the ideal is zero-dimensional, the Bézout bound is given by B = 42¢. Thus, the time
complexity (measured in operations over F,) for stage 2 is estimated as

Ttage2 = Max { (d + ZMAC> ,d- B3} = max { (1 +d42d) ,d- 423d} . (15)

5.3 Applications to the Collision Attack on 3-Round Tip4

There are several constraints to ensure the application of the 2-stage collision attacks, i.e.,
(s1,t1,¢,8,n,d) have to satisfy Eq. 8, Eq. 9 and Eq. 14. Unfortunately, since (n,c,s,d) =
(16,6,4,5) in Tip5 and (n,c,s,d) = (12,4,4,4) in Tip4’, these constraints cannot hold
simultaneously, i.e., we do not have enough available degrees of freedom.

On the contrast, this two-stage method is quite efficient for 3-round Tip4. For simple
implementations, i.e., without using Algorithm 2, we set (s1,t1, Sc, tc) = (1,4,0,4) . In this
case, we have Tiiage1 =~ 2229 For Stage 2, we only need to solve 4 degree-42 equations in 4
variables, whose cost is estimated as Tytagez = max{225-9% 4. 4212} = max{225-0w 266-8}

Hence, the time complexity of a collision attack on 3-round Tip4 is estimated as
max{225-0w 26681 field operations under the regularity assumption.

Experimental verification. Due to the relatively high cost to find a real collision, we
turn to finding a near collision where only 2 rather than 4 output words collide. As
shown in Table 5, experiments have confirmed that the polynomial system behaves like a
regular system and using w = 2.37 does not underestimate the complexity. A concrete
near collision is given in Table 8.

Table 5: Experimental results for the near collision attack on 3-round Tip4, i.e., collision
in 2 rather than 4 output state words. The running time in the columns “Tgg” and
“TraLm” is in seconds.
Target ‘ TGB ‘ dMAC ‘ dreg ‘CGB (w = 2.37) ‘ TFGLM ‘ B ‘ dz ‘ CFGLM (w = 3) ‘ Memory (MB)
Tipd | 1 | 83 | 83 | 2!M99(2°%2) | 139 |427|42%|2'H108¢ (234) | 597.22

5.4 Straightforward Applications to 3-Round SFS Collision Attacks

Next, we show how to adapt the previous attack in the case of a SFS attack scenario.
Compared with the collision attacks, we no more need to match (e,,...,e,—_1) in the SFS
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collision attacks. Hence, the above 2-stage attack can be easily adapted to the 3-round
SF'S collision attack.

Specifically, at Stage 1, we perform the same procedure to find a desired input difference
Az and output difference Ay for the 2nd nonlinear layer. Then, at Stage 2, instead of
treating x as variables, we can treat y as variables as we do not need to match (e, ..., e,—1).
Our remaining task is to ensure that there is no difference in the hash value.

Note that after Stage 1, s + ¢1 variables in y have been fixed to ensure (Az, Ay). We
are still left with sg + to unknown variables, i.e.,

(ysu e ays—lays-‘rt]v o 7yn—1)-

Different from the above collision attack, we no longer need to fix the sy outputs (i.e.,
inputs) of the nonactive S-Boxes at the 2nd round since we start from the output of the
second nonlinear layer, and there is no need to match the inner part.

Then, to ensure that there is no difference in the hash value, we only need to set up d
degree-6 equations in y, as shown below:

(Mf <$(M(y +Ay) + ) - S(M(y) + c<2>)) ) =0 for 0 < i < d, (16)

%

Output difference of the 3rd nonlinear layer

Hence, to ensure that there is at least one solution, we have the constraint
sog+to=n—s; —t; >d. (17)

If n—s; —t1 > d, we can guess n — s; —t; —d variables, and then solve d degree-6 equations
in d variables.

Complexity of Stage 1 and Stage 2. This 3-round SF'S collision attack can work for Tip5,
Tip4 and Tip4'. By setting s; = 0, we still have sufficient degrees of freedom, and only need
to solve d degree-6 equations for the SFS collision attacks on 3-round Tip5, Tip4 and Tip4’,
respectively. The time complexity for Stage 1 is then 6* x 1415 x 4 field operations, where
we only activate ¢ + 1 T-boxes and at the 2nd round, i.e., s; = 0 and ¢; = ¢+ 1. Hence,
the cost of Stage 1 is negligible. At Stage 2, under the regularity assumption, the cost to

solve such a polynomial system is estimated as max { (Hde)w, d- 63d} field operations.

Experimental verification. Experiments have confirmed that these SFS collision attacks
are practical, as shown in Table 6. It is found that these systems behave like regular
systems and using w = 2.37 does not underestimate the complexity. Concrete SFS colliding
message pairs are given in Table 8.

Table 6: Practical results of Stage 2 of the two-stage SF'S collision attacks on 3-round
Tipb, Tip4 and Tip4’. The running time in the columns “Tgp” and “Trgrm” is in seconds.

Target ‘ TGB ‘ dMAC ‘ drcg ‘ CGB (w = 2.37) ‘ TFGLM ‘ B ‘ dz ‘ CFGLM (w = 3) ‘ Memory (MB)
Tips 2503 26 | 26 | 2'7* (2*12) | 17355 |67 | 67 | 224 H13:0w (94141 13646.72

Tip4 8 21 91 | 9187w (2325) 92 |64 6t |220+104w (933.2) 345.66
Tipd’ | 7 21 21 | 2137w (2525) 87 |64 |64 | 92041040 (933.2) 345.66

5.5 Application to SFS Collision Attack on 4-Round Tip4

We now explain how the above 3-round SF'S collision attack can be extended to 4 rounds.
However, due to the issue of available degrees of freedom, this attack only works for Tip4.
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Therefore, for simplicity, we will not describe the attack in a general way, but instead
focus on the parameters of Tip4, though it is easy to adapt it to the general case.

Let us still use the same notation as in the above attacks. The 4-round SF'S collision
attack also has 2 stages, as specified below:

Stage 1: Find (Ax, Ay) such that there is no difference in the inner part, and fix them,
where there are s; active S-boxes and t; active T-boxes.

Stage 2: Set (Ysyy---sYs—1,Ysttyy---,Y15) as 16 — s — t; unknown variables, and set up

e 4 linear equations to ensure that the inputs to the 4 S-boxes at the 3rd
round are randomly chosen constants;

e 4 degree-6 equations to ensure that the input differences of the 4 S-boxes at
the 4th round are 0;

e 4 degree-48 equations to ensure that the difference of the hash value is 0.

According to Stage 2, we need at least 12 unknown variables among y. On the other
hand, at Stage 1, to ensure that there is a nonzero solution to Az, at least 5 boxes have
to be active. If we fix the input and output values for all active S-boxes and T-boxes as
in previous attacks, we then only have at most 16 — 5 = 11 unknown variables among y,
i.e., 16 — s; —t; < 11, which will make the Stage 2 succeed with a probability of p~!. To
address this issue, we propose a dedicated method for Stage 1.

Refined Stage 1 for the 4-round SFS collision attack. Specifically, we will set 4 T-boxes
and 1 S-box as active, i.e.,
S§1 = 1, tl =4.

However, Axzy # 0 is not randomly chosen. Instead, we use the partially activating
technique to activate only 1 small box in the S-box to find a (Axzg, Ayo), i.e., set £ = 1.
Hence, there are in total 8 x (28 — 2) possible valid choices of (Azq, Ayp).

Randomly choose a valid (Axzg, Ayp), and then solve 4 linear equations in (Azy, ..., Azy)
specified below:

(M~'(Az)), =0, for 12 < i < 16.

In this way, we get a desired Az. Then, we randomly choose values for (z4,...,2z7), and
compute (y4,...,y7) as well as (Ayy, ..., Ayr). In this way, (Az, Ay) is fully determined
and there exists x to ensure such a difference transition.

Stage 2 for the 4-round SFS collision attack. After Stage 1, (Az, Ay) are fully deter-
mined, and hence the input differences of the S-boxes at the 3rd round are also known.
Moreover, (yq,...,y7) are also fixed.

At Stage 2, we need to set up 12 equations. Different from the 4 active T-boxes,
although (Axzg, Ayg) # (0,0) have been determined, we can still set yo as an unknown,
and each solution of yo can ensure S(S~!(yo) + Axg) — S(S~1(yo)) = Ayo with probability
larger than 278 according to Theorem 1.

Hence, we set

(y07"'7y3ay87' --7915)
as 12 unknowns.

First, we set the inputs of the s = 4 S-boxes at the 3rd round as 4 randomly chosen
numbers (ao, . ..,a3) € IF%, and set up the following 4 linear equations:

(M(y+ Ay) +c?)), = a; for 0 < i < 4.

i



30 Collision Attacks on Round-Reduced Tip5, Tip4, Tip4’ and Monolith

Next, we set up s = 4 degree-6 equations to ensure the input differences of the S-boxes
at the 4th round are zero:

<M<S(M(y +Ay) + ) —S(M(y) + c<2>)> > =0 for 0 <i < 4.

i

Input difference of the 4th nonlinear layer

Finally, we set up d = 4 degree-48 equations to ensure a collision in the hash value,
where 0 <17 < 4:

(My(S(M(S(M(y + Ay) + ) + @) = S(M(S(M(y) + ) +))), = 0.

Output difference of the 4th nonlinear layer

By first performing Gaussian elimination on the 4 linear equations, we then only need
to solve 4 degree-6 equations, and 4 degree-48 equations in 8 variables. Hence, we can
expect one solution with probability close to 1.

However, not each solution is necessarily valid, since we further need to check whether
S(S™Y(yo) + Awg) — S(S7(yo)) = Ayo holds, whose probability is at least 278, If the
solution is invalid, we can choose another value for (ao,...,as), and repeat the attack.

Based on the above analysis, under the regularity assumption on the 8 polynomials,
the time complexity of the 4-round SF'S collision attack on Tip4 can be estimated as

ZSXmaX{(1+5x4+47><4+8

3 ) ,8-(6- 48)12} = max{2%0-0«+8 21011}

field operations. Under w = 2.37, the complexity of our attack is about 2''%:5 field
operations.

Remark 2. We remark that there are not sufficiently many available degrees of freedom to
mount similar successful SFS collision attacks on 4-round Tip5 or Tip4’. However, if we do
not fix (Az, Ay) in advance, and also treat them as variables, we can devise the 4-round
SFS collision attacks on the two ciphers, but the time complexity is too high even with
w = 2, and they are not meaningful. A quite similar attack without fixing (Ax, Ay) can
be later found in the SF'S collision attack on 3-round Monolith-64.

6 Three-stage Collision Attacks on 3-Round Tipb and Tip4’

To address the issue of insufficient degrees of freedom in the 3-round collision attacks on
Tipb and Tip4’, we propose the so-called three-stage collision attacks in this section, where
we consider to use multiple input blocks rather than a single input block. In particular,
we focus on the inner collision attack in order to ignore the padding rule, i.e., we consider
the collision in the last ¢ state words rather than the first d state words. Note that the
same idea can also be directly applied to the collision attack on the first d state words
when considering padding.

6.1 Finding a Collision in the Inner Part with 2 Input Blocks

Let us focus on the problem to find a collision in the inner part rather than in the hash
value. In this case, instead of constructing equations to ensure no difference in the first d
state words after 3 rounds, we need to set up ¢ equations to ensure no difference in the
last ¢ state words after 3 rounds, as illustrated in Figure 8.

In the three-stage collision attack, the 1st input block pair (mg, m() is absorbed, and
the corresponding pair (e;,e}) = (e;,e; + Ae;) for r < i < n — 1 is computed, which is
the output pair of the inner part after the 1st nonlinear layer in the next permutation to
absorb the 2nd input block (mq, m}).
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1st input block 2nd input block
(mo, m{])l — 1 (mq,m))

] (20, w0+ Amy) - (40, 90 + Ayo) ]

(o1, Tom1 + Axg_1) . (Ys—1,Ys—1 + Ays—1)
(25,35 + Axy) . (ys, ys + Ay)

3-round M “' M My
permutation (@r—1, @1 + A2p1) (Yr—1,Yr—1 + Ayr_1)
(cr,€}) (@r, @ + Azy) (Yr, yr + Ayy)

I
SR B

-
(]

=] BIE]: =] =]

T (Cnfl-r ciz—l) (Tn—1, 1 + Dxp_y) (Yn—1,Yn—1 + Aynq)
ﬁ fixed value l:l zero difference l:l unknown difference

Figure 8: The three-stage 3-round collision attacks, where padding can be ignored.

?

The big picture. Let us use the same notation as in the two-stage collision attacks.
In particular, (Az, Ay) are the input and output difference of the 2nd nonlinear layer,
respectively, where there are s; active S-boxes and ¢; T-boxes at the 2nd round. In our
new attacks on 3-round Tip5 and Tip4, we set

S§1 = S, t1:0.

Hence, we have so = s —s; =0 and tg =n—s—t; = n — s, and (Az, Ay) are of the
following form:

Az = (Axg,...,Axs_1,0,...,0), Ay = (Ayo,...,Ays—1,0,...,0).
—— ——

n—s n—s

If we use the same strategy as in the two-stage attack, where all s S-boxes at the 3rd

round are inactive, we then get s linear equations in s unknowns (Ayg,...,Ays—1). In

this case, the only solution to this linear system is Ayy = ... = Ays_1 = 0, resulting in

Az = Ay = (0,...,0) and an invalid collision attack. Hence, the previous strategy to find
——

such a (Az, Ay) has to be revised.
In the three-stage collision attack, we have 3 stages called Stage 0, Stage 1 and Stage
2. The high-level description is outlined below:

Stage 0: Collect some pairs (mg,my) that can lead to some differences (Ae,, ..., Ae,_1)
satisfying certain conditions.

Stage 1: Find a proper solution of the above (Az, Ay) and fix the input pairs for all active
boxes at the 2nd round. Different from the previous two-stage attack, we allow
active S-boxes to appear at the 3rd round, but we activate the S-boxes with the
partially activating technique.

Stage 2: Find a solution of the input = to the 2nd round such that we can get a collision.

Pre-processing phase if s < c. Note that we have the following ¢ linear equations in Ax:

Sys4: (M_l(Ax))i =Ae;=¢;—¢; for r <i < n, (18)

This system is overdefined since there are only s unknowns (Azg,...,Axs_1) and ¢ > s
linear equations. For convenience, rewrite the equation system as

M/

cXs

x (Ao, ..., Azs )T = Eoxe x (Aey, ..., Aey 1),
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where M/, is the coefficient matrix with ¢ rows and s columns, and E. . is an identity
matrix with ¢ rows. Apply Gaussian elimination to M/, ,||Ecx., and get M/ (||E’. . such

that the matrix M/, is in row echelon form. Since M is an MDS matrix, the rank of

cXS
M, must be s, and the last ¢ — s rows of M, , must be all zero. Let Ef,_ . be the
submatrix of E., . composed by the last ¢ — s rows of E/ .. Then, if (Ae,,...,Ae,_1)
satisfy Eq. 19:
E'C_S)XC x (Aey,...,Aen_1)T =(0,...,0)T, (19)

there is always a solution of Az to Sys4. In particular, Eq. 19 is equivalent to

T T
(e—syxe X (€rseesen1)’ =B, X (€, e 1) - (20)
Stage 0: Finding many distinct (e,,...,en_1,€.,...,e. ) satisfying Eq. 20. Let the
required number of distinct (e, ...,e,_1,€.,... e, _;) satisfying Eq. 20 be p”. Note that
(er,...,en—1)is uniquely determined by mg. Hence, if s < ¢, finding (e, ..., e,_1,€.., ..., €]
satisfying Eq. 20 is equivalent to finding (mg, my,) such that the corresponding

s Pn—1

/! T 1 !/ /! T
El_gyxe X (€ryoooyen—1)” and By o X (€. €, 1)

collide. With the birthday attack, finding p” such (mg,m}) takes time complexity
\/ 2pPte=s,

For Tip4 and Tip4’, we have s = c¢. Indeed, if s > ¢, we can simply randomly choose
about /2p” different mg, and form p? distinct (e, ..., e, 1,€.,... €/, _;). For each such
a choice, they can always ensure that there is a solution to Eq. 18, since M is an MDS
matrix and the number of linear equations is not larger than the number of variables. The
time complexity is then simply /2pf.

Stage 1: Finding (Ax, Ay). As a main difference to the two-stage collision attack, we
allow each S-box to be active in the 3rd round, but we choose its input-output difference
with the partially activating technique stated in Section 4.5. Specifically, if there are in
total /1 > 0 active small boxes among the s S-boxes at the 3rd round, there are in total
(28 —2)% . (ZS) possible choices for the input-output differences for the S-boxes at the 3rd
round with the partially activating technique. For convenience, let the input difference
and output difference of the S-boxes at the 3rd round be

3 3 3 3
(Aa:g ), cee Axi)l), (Ay(() ), e, Ayg_)l),
respectively. Then, the procedure of Stage 1 is as follows:

Step 1: Pick one solution of (Ae,,...,Ae,_1) obtained at Stage 0, and solve Sys4 to
obtain one solution of Ax.

Step 2: Pick one solution of (Ax(()3), cey Aa?gg_)l), (Ay(()‘g)7 e Aygg_)l) as described above,
and solve Sysb to get a solution of Ay.

Sysb: (M(Ay))Z = Axl@) for 0 <i < s. (21)

Note that the number of variables and equations in Sys5 are both s. Since M is
an MDS matrix, there must exist a unique nonzero solution.

Step 3: Check the validity of Ax — Agy. If it is invalid, return to Step 2. If all possible
(Axég), ce Aacg?i)h Ayég), o Ayg?i)l) are used, return to Step 1. If Az — Ay is
valid, exit.

)
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As there are p? possible choices of (Ae,., ..., Ae,_1), and (2% —2)% x (Z‘”) possible choices
of (Azgs), .. .,Axg?’_)l), we can expect to have in total p” - (28 — 2)4 . (iff) solutions to

Sys4 U Sys5. However, each solution is valid with probability of v* = 2785 and thus we
need the following condition to ensure the existence of a valid (Ax, Ay):

pB . (28 _ 2)@1 . <2S> Z ,Y—S — 28.58.
1

The time complexity of Stage 1 to find 1 proper (Ax, Ay) is then estimated as 28:55.

Stage 2: Finding a collision. After fixing (Az, Ay), we fix (zg,...,zs—1) that ensure
such a difference transition. It is expected to have 285 possible choices of (xg,...,7s 1).
Then, we set (zg,...,Z,—-1) as n — s unknowns.

Then, we set up ¢ = n — r linear equations in these n — s unknowns to match the inner
part, and ¢ = n — r degree-42 equations in these n — s unknowns to ensure the collision in
the inner part. These equations are as follows:

(MY (z—cV));=e; forr<i<mn,

(Mf <S(M(S(:z: + Az)) + ) - S(M(S(z)) + 0(2))> ) =0 forr<i<n,

%

Output difference of the 3rd nonlinear layer

Hence, at Stage 2, we need to solve ¢ degree-42 equations in n — s — ¢ unknowns.
Similarly, for each solution of these n — s unknowns, it is valid with probability of
27841 and we then either try another (g, ...,zs_1) or (Az, Ay) to repeat Stage 2.

6.2 Application to 3-Round Tip5 and Tip4’

Application to Tip5. In Tip5, (n,s,c) = (16,4,6). Hence, the pre-processing phase is
required, and the time complexity of Stage 0 is 1/2p®t2. The time complexity of Stage
1is 2855 = 2340 Gince n — s — ¢ = ¢ = 6, at Stage 2, we will need to solve 6 degree-42
equations in 6 variables. Let 8¢; < 8.5s = 34.0 — ¢; < 4. The time complexity is then

14+42x6

2pB+242340 1 984 max { < 6

) ’6.4218} ~ m.264.5+28€1'max{238.4w,299.7}7

where

1 < 61 < 4’ pﬁ . (28 — 2)41 . (22> > 234.0.
1

Under w = 2.37, the optimal choice is (p?,¢;) = (22'1,1), and the complexity is
max{28+38-4w 9107.7) _ 91077,

Application to Tip4’. While the effect for Tipb is limited, the new strategy is quite
suitable for Tip4’. In Tipd’, (n,s,c) = (12,4, 8). Hence, s = ¢ and there is no need to do the

pre-processing phase, and the time complexity of Stage 0 is 1/2p®. The time complexity
of Stage 2 is also 28:%% = 2340 At Stage 2, we need to solve ¢ = 4 degree-42 equations in
n — s — ¢ = 4 unknowns. Hence, the time complexity of the attack on 3-round Tip4’ is

1442 x 4\
/2p5+234'0+28& -max{( + p X ) ,4.4212} ~ /p5_20.5+28£1 _max{225.0w,266.8}’

where 1 < ¢, < 4, pP . (28 — 2)21 . (‘:ff) > 2340 Under w = 2.37, the optimal choice is
(p?,41) = (2211, 1), and the complexity is max{28+25-0w 27481 — 9748,
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Application to Tip5 considering padding. Since d =5 < ¢ =6 in Tipb, to reduce the
number of nonlinear equations to solve at Stage 2, we can also consider a direct two-block
collision attack on 3-round Tipb with a similar idea by setting the length of second message
block as r — 1 = 11. In this case, at the pre-processing phase, we need to solve c+1=7
rather than ¢ = 6 linear equations in s = 4 variables, and hence the time complexity of
Stage 0 is /2pP+3 if we want to find p? pairs of (mg, m{) such that such an overdefined
linear equation system is solvable. To procedure to find (Az, Ay) at Stage 1 is almost the
same. At Stage 2, instead of considering collisions in the last ¢ = 6 state words, we consider
the collision in the first d = 5 state words, i.e., we solve ¢ + 1 = 7 linear equations and
d = b degree-42 equations instead of ¢ = 6 linear equations and ¢ = 6 degree-42 equations.
Hence, if 8/7 < 34.0 — ¢1 < 4, the time complexity becomes

9pP+3 49340 9841 1oy { <1 + 452 X 5) ,5.4215} ~ /7p[3296.5+28fl.maX{231.7w7283‘3}.

where p? - (28 —2)% . (312) > 2340 Under w = 2.37, the optimal choice is (p®, £) = (2°1,2),
and the complexity is 21011 4+ max{231-7@+16 999.3} » 91011,

7 Application to Round-reduced Monolith

In this section, we describe a similar collision attack on 2-round Monolith. In addition, we
also present a SF'S collision attack on 3-round Monolith.

7.1 On the Composition y = F(B(x))

Our nontrivial 2-round collision attacks on Monolith are highly related to the differential
property of the special nonlinear linear y = F(B(z)). Hence, we first study such a nonlinear
layer.

Abusing notation, let z = (zo,...,xn—1) and y = (yo,...,Yn—1) be be the input and
output of composition F o B, respectively. Let the input and output difference of F o B be
Ax = (Axg,...,Az,_1) and Ay = (Ayo, ..., Ayn_1), respectively. Then, we have

S(x; + Ax;) — S(x;) for i =0,
Ay, = (S(zic1 4+ Ami_1)? = S(zi-1)2) + (S(z; + Azy) — S(2;)) for 0 <i <s, (22)
‘ (S(:Bi,l + Ax; 1) — S(mi,l)Q) + Az, for i = s,
((xi_l + Az )% — x?_l) + Az, for s <i < n.

(.’E[), xo + AZ()) (y07 Yo + Ay())

(w1, 21 + Azy) (y1, 11 + Ayr)

(22, xa + Axs) (Y2, y2 + Ayo)

(w3, 3 + Axs) (y3, y3 + Ays)

(=[] [2] =]

;o ;RS

('733717 Ts—1 + A'7:571) (ysflv Ys—1 + Aysfl)

=]

(75,75 + Ax)) (Ys, ys + Ays)

Figure 9: The composition y = F(B(z))
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As shown in Figure 9, let us only focus on the first s + 1 state words. In particular, we
are interested in the following problem:

o If Axg — Ay is a valid difference transition through the S-box, for a randomly
given (Azy,...,Axs) and (Ayi,...,Ays), how to efficiently determine whether
(Azg,...,Azs) — (Ayo,...,Ays) is a valid difference transition through y =
F(B(x)), and get the conforming input (zo,...,xs—1) satisfying the first s + 1
equations in Eq. 227

Due to the special S-box used in Monolith, we propose the following algorithmic
procedure to solve the above problem:

Step 1: With Algorithm 2, get all valid z¢ ensuring S(xg + Axg) — S(zo) = Ayp.

Step 2: Run recursively for 0 < ¢ < s. For each valid x;_1, compute =} _; = z;_1 + Az,
and

Ay; = ((S(xi-1))* = (S(xi-1))?). (23)

Check whether Az; — Ay; — ((S(2}_1))? — (S(zi-1))?) is a valid difference
transition through the S-box with Algorithm 2. If not, try another valid z;_1,
and if all possible valid x;_; are used up, start backtracking. Otherwise, store all
possible z; ensuring S(z; + Az;) — S(z;) = Ay; — ((S(@_1))? — (S(wi-1))?).

Step 3: For each valid z;_1, compute z,_; = zs_1 + Az,_1 and check whether
(S(x/sfl))2 - (S(xs—l))Q + Azs = Ay, (24)

holds. If it holds, (Axg,...,Azs) and (Ayo,...,Ays) correspond to a valid
difference transition, and we also get the inputs (zg,...,Zs—1) ensuring this
difference transition.

Analysis of the above algorithmic procedure. Abusing notation, let v be the probability
that a randomly given value of the input-output difference of the S-box is valid. As
Azxy — Ay is a valid difference transition, we expect to get on average v~ ! solutions
of xg ensuring this difference transition, and can traverse them to check Axy; — Ay, —
((S(z())? = (S(z0))?). Recursively for 1 <i < s, we get v~ * solutions of z;_1, and then
traverse them to check Az; — Ay; — ((S(2}_,))? — (S(xi—1))?), which corresponds to
checking v~ different input-output differences for the (i + 1)-th S-box, and we expect to
get one valid difference transition since each random input-output difference of the S-box
holds with probability 7, as well as the corresponding y~! solutions of z; satisfying this
valid difference transition. Hence, if Axg — Ayp is valid, we expect to have one solution
of (zg,...,7s_2) and y~! solutions of z,_; satisfying the first s equations in Eq 22.

Then, for each solution of zs_1, we need to check Eq. 24, which holds with probability
p~!. In other words, after trying all z,_;, Eq. 24 holds with probability v~ !p~1.

Hence, for a valid (Azg, Ayp), the probability that (Axg,...,Azs) = (Ayo,. .., Ays) is
a valid difference transition for a randomly given (Azq,. .., Axg, Ay, ..., Ays) is estimated
as v 1p~!. The time complexity to determine its validity is O(y~1), i.e., at each layer, we
perform on average O(y~1) tests.

The above analysis indicates that after trying «-p random (Awxg, .. ., Axs, Ayo, - .., Ayg)
with the above algorithmic procedure where (Axg, Ayp) is always set as valid, we expect
to obtain one valid difference transition (Axog,...,Azs) — (Ayo,...,Ays) as well as a
solution of (xo, ..., xs—1) satisfying the first s+ 1 equations in Eq. 22. The time complexity
is then O(y~!-v-p) = O(p).
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7.2 Application to 2-Round Collision Attacks

Abusing notation, for the 2-round Monolith permutation, let the input and output of F o5
at the first round be x € ) and y € F, respectively. Let the difference be Az € F; and
Ay € Fy, respectively.

In our 2-round collision attacks, we consider the following input and output difference
of the first nonlinear layer:

Azr = (A$07 BRRE) Amsfla 0,...,0, Amn71)7 Ay = (Ay()a SERE) Aysfla Ay5707 .0, Aynfl)-

In this case, by definition of F o B, we have Ay,,_1 = Ax,_1.

We use a similar two-stage method to construct a collision for 2-round Monolith.
Specifically, we first aim to find the above (Az, Ay) such that there is no difference in the
inner part and that the input differences of all s S-boxes at the 2nd round are zero.

Stage 1: In both Monolith-64 and Monolith-31, we observe that n — r = ¢ = s. To ensure
no difference in the inner part at the beginning, we can therefore set up s linear equations
in s + 1 variables (Axg,...,Azs_1,Az,_1), ie., (M1 (Az)); =0 for r <i < n.

To ensure zero input difference for each S-box at the 2nd round, we similarly set up s
linear equations in s+ 2 variables (Ayo, ..., Ays, Ay,_1), i.e., (M(Ay)); =0 for 0 <i < s.

Our goal is to find a valid solution of these variables as well as (xg, ..., Zs—1) to ensure
this difference transition.

For this purpose, we can randomly pick (zg, Azg), and compute the corresponding
Ayo = S(zo+Axo)—S(z0). As Az is fixed, we are left with s linear equations in s variables
(Azy,...,Axs_1,Ax,_1). Hence, we obtain one solution of (Axy,...,Azxs_1,Azp_1).
As (Ayo, Aypn—1 = Axp,_q) are fixed, we are left with s linear equations in s variables
(Ayy, ..., Ays_1,Ays). Hence, we obtain one solution of (Ayy, ..., Ays_1, Ays). Then, we
determine whether (Axg, ..., Azs_1,0) = (Ayo, ..., Ays) correspond to a valid difference
transition with the algorithmic procedure stated above.

As (Azg, Ayp) is always valid by construction, according to the above analysis, we
expect to find such a solution of (Az, Ay) as well as the conforming inputs (zg,...,2s—1)
with time complexity O(p).

Experimental verification. To demonstrate the correctness of our algorithm and the
estimation of the time complexity, we have run practical experiments using 120 threads
to find such a valid (Ax, Ay) for Monolith-31, as shown below (in hex). In less than 2
minutes, we could find a solution. In particular, we have counted the number of tests at
each layer (totally 8 layers) in such a depth-first search. It is found that about 222 tests
have been performed at each layer, and this shows that the estimated time complexity
O(p) is reasonable since 120 x 222 ~ 229,

Ty = 69737ced, x1 = 1c495c5h3, To = 7ded143Db, r3 = 4b7d0d09,
x4 = 5847971d, T5 = 4366d3ea, ze = 5ed23b19, T7 = 4993e839.
x6 = 4a9f18c5, x'l = 19eleaceb, x'Q = 69557eae, :z:g3 = 1da62a4d,
r) = 6d308da5, xf = 73fd2ecd, xg = 5393fed7, z7 = 19299394.

Ayo = 25cab5b6,  Ay; = 3695939b, Ay, = 79728566, Ay; = 2b2c2278,
Ay, = 66187ae6,  Ays = Obcd5cf2,  Ayg = 74bd3£39, Ay, = 68d8749a,
Ayg = 774096b5,  Aye3z = 26Tacfcc, Auxgz = 267acfcc.

Stage 2: (Az, Ay) have been fixed, where Az; =0 for s <i <n —1 and Az, _; is now
a constant. In addition, as (zg,...,2s—1) are also fixed to ensure Az — Ay, we can set
(Zsy...,2n—1) as n — s free variables. With these variables, we can first set up s linear
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equations to match the inner part. In addition, we can set up ¢ quadratic equations in
these variables to ensure there is no difference in the last ¢ state words after the 2-round
permutation. Note that these ¢ equations are of degree 2 rather 3. The reason is similar
as in the attacks on Tip5. Specifically, the input difference of F(-) at the 2nd round is
fixed according to Ay and F(+) is quadratic, and hence the output difference of F(-) at
the 2nd round becomes linear in its input, which is quadratic in x.

In both Monolith-31 and Monolith-64, we have d = ¢ = s and n = 3s. Hence, we set up
s linear equations, and s quadratic equations in n — s = 2s variables. Solving this equation
system is equivalent to solving s quadratic equations in s variables, and we can expect one
solution.

Complexity evaluation. As stated above, the time complexity of Stage 1 is O(p). For Stage
2, we need to solve s quadratic equations in s variables. Under the regularity assumption,
the time complexity is estimated as maX{(lst)w, S - 238} field operations. Hence, for
Monolith-31 where s = 8, the overall complexity is estimated as 23! + max{214-6w 227}
For Monolith-64 where s = 4, the overall complexity is estimated as 264 + max{27-0« 214}
which indicates that our new attack on 2-round Monolith-64 cannot outperform the collision
attack independent of the S-box.

Experimental verification. Experiments have confirmed that the collision attack on
2-round Monolith-31 is practical, as shown in Table 7. It is found that the system behaves
like a regular system and using w = 2.37 does not underestimate the complexity. A concrete
colliding message pair is given in Table 8.

Table 7: Experimental results for the collision attack on 2-round Monolith-31. The
running time in the columns “Top” and “Trarm” is in seconds.

Target ‘ Tcr ‘ dmac ‘ dreg ‘ Can (w = 2.37) ‘ TrarLm ‘ B ‘ dz ‘ Craim (w = 3) ‘ Memory (MB)

Monolith-31| 2 | 9 | 9 | 210w (2%49) | 2 |2%]2% 230480 (2270) | 32,09

7.3 Application to 3-Round SFS Collision Attack

We also briefly describe a SF'S collision attack on 3-round Monolith-64. We use the same
notation as in the above 2-round collision attacks. In the 3-round SF'S collision attack, we
set (S(zo),...,5(xs-1),Tsy.-.,Zn—1) and (Azs,...,Ax,_1) as 2n — s unknowns, while
(Azo,...,Axs_1) are fixed as all 0. The attack is specified below:

Step 1: Set Az; =0 for 0 < i < s.

Step 2: Randomly choose values for the input pairs of all the s S-boxes at the 2nd round,
and denote them by (x(z) x/-(Q)) where 0 <17 < s.

1 e

Step 3: Set (S(x0),...,S(xs—1),Zs,...,Tn—1) and (Axg,...,Ax,_1) as 2n — s = 5s un-
knowns.

Step 4: Set up ¢ = s linear equations in (Azs,...,Ax,_1) to ensure no difference in the
inner part in the beginning of the permutation.

Step 5: Set up s + s degree-2 equations in the 5s unknowns to ensure the pre-fixed input

pairs (acl@), .1‘;(2)) of the S-boxes at the 2nd round can be matched.

Step 6: Set up s degree-4 equations in the 5s unknowns to ensure no difference in the s
S-boxes at the 3rd round;
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Step 7: Set up ¢ = s degree-8 equations in the 5s unknowns to ensure no difference in the
inner part after 3-round permutation.

Step 8: Solve the 5s equations in 5s variables, and get a solution. If there is no solution,
move to Step 2, and repeat.

Complexity analysis. Among the 5s equations, there are s linear equations. Hence, it is
equivalent to solving 2s degree-2 equations, s degree-4 equations and s degree-8 equations
in 4s variables. Under the regularity assumption, the time complexity of the SFS collision
attack on 3-round Monolith-64 (where s = 4) then becomes

1+ 25+ 35+ 7s+4s\” ’
max { ( tas 48 e S) ,As - (2% .45 83)3} = max {2, 2%},
s

Under w = 2.37, the time complexity of the attack is 21167,
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Table 8: Experimental results forTipb family and Monolith family, where we denote the
first d output words after the permutation by Out?7 and the last ¢ output words after the

permutation by Out;.

near collision for 3-round Tip4 (Sect. 5.3, Table 5)

IV 1111

c6302a9416e1e7b3
076bdd4505177614
4721e7d54cal2911

mo

191740c2110b592d
44ffcea890£f7£274
a487829e83cdc2a9

12b397£b06e33789 29f060477c46d55f
295542230aec227e 6cc6658831bc4f72

16994cb4ced4fOcc8
2cc445c05ac6250c

1c0032b4ce793a22
4d3744b090c37448
3ed2820678c991ed

!
myg

721d6b79e9cfb508
2425£22fe08cb9d4
06d101604089fabc

c8b06bb2c12£1015 a3458bf3e71280c6
830£280903acbbef 9b62df4108d31f9¢c

a3458bf3e71280c6
b63b522d993£6526

Out} | ea4442b2c6cde046

94587130d50£9581

SFS collision for 3-round Tip5 (Sect. 5.4, Table 6)

IV | 63b5be0187£a05b0

e98b25e991ed9829

8f4db2bfcabd2302

0abc6021ee35d565 11£40c2b7c8d452b

bce318baebb56£57

0510053a63393bbe

M0 | 6460d£5a55148b11

070b433153c77856
189548e9e2d5578e

a9df7ece7c71c3b6
£021£746d417c1717

deab07128a64faal
3cbebbdf6e27£570

ab67a4cd0d87dbcl
f54e8c4543ed13c8

ac95d195£2bd7273
de3£65a907005d3f

mp

967bebc4a6922bf0
ee35e7d8c8ae4edl

4447e4bfc03b125f
910d60b34£ad5797

a8c7ab7ed55a84ac
c9821c0110240935

76fdadee213a7dcl
201466caba0de071

Out} | acb46c393decc89t

e3abad309c016a4d

2ffb1a0ba6264680 4ba83933b09c17b5

6fabfd5b7bbacOe3

SFS collision for 3-round Tip4 (Sect. 5.4, Table 6)

v ‘05455d646a9fb498

5b98abcdcbf75625

36611580308009e5 £13961bcObf79a35

£065c68799b9224f
62eabeb72ef241af
49f£320563c9adbfa

mo

5£6be20c98289f24
71dbf£1985£169c4
91£85d88dd643c90

2a35d4c999731105 2£336da9b12d8e3b
398e9ff03a7e62a8 6abdlblef7261fee

d5bf22405d1d1c6e
ae33d6bed1d6afl7

£99251¢7d59303fc
b2a6864b9ead20c0
e0eb6a7b656bdabd

my,

0244d3ac998244b2
€6299df48aeb8aba
8a57287029e36¢73

5071809bfcedd711 d2587fef54685ba9
1fb4938ab0faf420 53d74eab02fe04a9

bf83eeefcB8aafcd7
£690£3967d1c28c8

Out} | 199feda6£6577448

73977eac80d5£0db

7864fb871040£78a 08ac2ebec2d03347

SF'S collision for 3-round Tip4’ (Sect. 5.4, Table 6)

v ‘84aefeb85e1c736a

99852f9ac85c8bel

aa2ccabafbe705el 6206827be78f9cd2

£9e8311£95cb2b77

o ‘41ffa5ff7fc583ca

4835b953eal03ed41
dd37c9a863fe195b

0b47521c88b06001 ac8436d8c449aall
ad01l4ccalbabdc4l

42e194055c249e8e

abf3f56fbab88503
b37£710c695abea3

!
myg

2£73090e75£87967
bc57a1d2c071£d0a

1144a30cef40aee0 c975f46f94e8a65e
16604e2c176495ae

22b84ee8dd304deb

Out} | 4£885e£d35b10b46

3ce80cdal6752fc8

93a563d23acbb5028 a2cc2fdf2b4b0d6f

collision for 2-round Monolith-31 (Sect. 7.2, Table 7)

IV 00000000

mo ‘

29c00£10 3b7173a8 79ealcd6
6d2b218c 7942abf3 583952bf

0d55fe73 04b4aaef 578ce0fd 1945b9f5 5178fbea
6185fe9f 5339a47f 233560f3 0010614c 5b831c47

!
mg

622558a9 3751266d 7586a6al
6ba000e3 12f56ade 4c930fde

6190bb51 43728d5a 43d555ae 299fa6fa 55327b56
5b16a551 5bd241bf 4fc1844e 47adf609 2c7a8474

Out} | 7¢957753 0910941 Obdfbfee

51f1a150 56e2ccfb 31650e10 5855422f 67ebd6af

collision for 2-round Monolith-64 (Sect. 3.2, Table 4)

IV [0000

0dafb1£39af4f126 123c636b£95605db 20d9d4075c10f47¢c 9ala6496a3£d807a
44£906£66d366299 db85d71b6755757f baba90fecb346771 5080e621266de94d

2855a6c059af53d7 6c41bcca84872039 548baaflObabcd31 8ee31cb3244efab7
a4df4c6bf38a6728 Oaaaacfc373fel34a 902346c472ac3c2e 5b865d4alal3b69bd

mo‘

!
Mo

Outf‘OOOcda?lSallSScS 881fafb16f7a36a5 7£3ce13953660b23 d018d5dde86dcace
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