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Abstract
In 2018 Cai et al. proposed a multi-party quantum key agreement with five-qubit Brown
states. They confirmed the security of their proposed scheme. However, Elhadad,
Ahmed, et al. found the scheme cannot resist the collusion attack launched by legal
participants. They suggested a modification and declared that their improved version is
capable of resisting this type of attack. Nevertheless, after analysis, we found that the
collusion attack still exists. Subsequently, we proposed a straightforward modification
to prevent the attack. After analysis, we conclude that our modification meets the
required security and collusion attack prevention, which are very important in the
quantum key agreement scheme.

Keywords: quantumkey agreement,five-qubit Brown state, collusion attack,
one-way hash function, quantum channel

1. Introduction

Due to the physics phenomenon of quantum mechanics, quantum cryptography
security has been proven to be secure by [19]. It can provide absolute security. For
coping with the information security issue in the upcoming quantum world, quantum
key agreement is therefore doomed to be a fundamental tool in the information security
applied to the near future quantum communication network. Quantum key agreement
allows two or more parties negotiate a session key with equal influence on the key
instead of some subset of them can determine it themselves. Several quantum key
agreement related articles have been proposed. There are two categories of algorithms,
namely the quantum key agreement protocols [5-16], and the measurement-device-
independent quantum key agreement protocols for two-party and three-party,
respectively in [17, 18]. Type (2) is based on the observation that type (1) suffers from
practical implementation issues. It is prone to quantum attacks in the detection part.
However, the authors of the two type (2) protocols could not extend it to the multi-party
case. The multi-party case is more suitable for real-life applications [4]. Therefore, there
are many researchers working in this area. They proposed the multi-party quantum key
agreement protocols [4, 19-26].

In 2005, Brown et al. presented a procedure to search for highly entangled states and
found a new type of entangled state named as brown state which has stronger
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entanglement than the four-qubit and five-qubit GHZ states [1]. In 2020, Elhadad,
Ahmed, et al. [3] proposed a "Improving the security of multi-party quantum key agreement with

five-qubit Brown states” to resolve the collusion attack found in Cai et al.s’ “a multi-party
quantum key agreement with five-qubit brown states”. They claimed that their scheme
can solve the conspiracy problem of [1]. However, upon closer examination, we
discovered that it does not meet the security requirement for preventing this type of
attack. We will display it in the article. In order to enhance its security, we will modify
their scheme to incorporate this feature. Additionally, we conduct cryptoanalysis to
ensure the security of our enhancement.

The arrangement of the article is as follows. In Section 2, we briefly introduce Ahmed,
et al. S’ modification. In Section 3, we analyze its weaknesses. The modifications and
the security issues are demonstrated and discussed in Section 4 and 5, respectively.
Finally, a conclusion is given in Section 6.

2. Review of Ahmed, et al.s’ modification

In 2018 Cai et al. Proposed a multi-party quantum key agreement with five-qubit brown states.
They validated the security of their proposed scheme. However, Elhadad, Ahmed, et al. found that
the scheme cannot resist the collusion attack launched by legal participants. They therefore
proposed a modification and declared that their improved version can resist this type of attack. Cai
et al.s” scheme can be referred to [1]. Here, we just review Ahmed, et al.s’ modification [2]. Other
than the participants in Cai et al.s’scheme, Ahmed, et al.s’ modification also consists of a semi-
trusted third party (TP) distributing random keys Ki, Ko,..., Ky to participants Py, P2, ...,Py,
respectivly. Ki, K,..., Km , each having bit length n, are the corresponding private keys of P,
P,, ..., Pu. Additionally, TP creates keys K1, K2, ..., KM, every one of which has bit length n, and
computes K = KIOK2@®...®KM. He sends Ki, i=1 to M, to participant Pi , and K to all
participants. Then, P; calculates Tki=Ki@ K. Finally, P; can obtain the final common key K by
computing K=( K @ K,®Tk) = Ki® K= Ki® Ko®...® K. We roughly delineate their
modifications as follows. The detailed information can be referered to [3], the original article.

Their modified steps are described as follows:

(1)Preparation.
P; generates L Brown states |Bo)12345, where L = (n5),andi = 1,2, ..., M.
P; then denotes the L Brown states with the following notation: {(bi, b%, ..., b}),

(b3, b2, ..., b}), ..., (b}, b?, ..., b})}. Thesubscripts denote the order of the
Brown states and the superscripts represent five qubits for each Brown state.
Subsequently, P;forms five subsequences by selecting the 1st, 2nd, 3rd, 4th and 5th
photons from each Brown state,
1 _(pl pl 1y 2 (h2 p2 2y 3. _¢p3 B3 3y A pd ph
(Sii@1=1b1, bz, ..., by }.,s{={b1, b3, ..., bi }.S{i@1=1{b1, b3, ..., b{ }.5;={b1, b3, ...
, by, ,SEiGBl:{bf, b3, ..., b?}). Then, P; prepares enough decoy qubits, which are
randomly chosen from four states {|0, |1, |+, |~} and randomly inserts them into
three sequences Siig1, Sii@1» Sii@: t0 obtain three new sequences sig1, Siig1,
Stier - Pisends siigq, Siie1, Siie: to his next participant Pic1 over the quantum
channel.

(2)Encoding.



Upon confirming that the communication channel is secure, Pi=1 discards the
decoy particles from s}ig:, S3ig1, Sii@: to obtain the original sequences s} g1,
51'3,1'@1’ 551’@1’ respectively. According to Pis1 ‘ssecret, he performs the encoding

operation by performing unitary operations ujl, u]-3 , uf g e {1,2,..,n/5})

. 1 3 5 1 3 5 :
onto qubits by, b;’ , b; in the sequences s; g1, Siig1-> Sii@1- respectively.

Then, he uses the decoy method described in step (2) to generate new
sequences S}igz, Siimz> Siipz and sends the evolved sequences to his next

party Pig,.

(3)Security confirmation and encoding of secret by Pi«2, Pies, -, Pie -1,
sequentially.

As described in step (2), participants Pie2, Pies, -+, Pis(i-1) confirm the security
of the quantum channel and encode messages sequentially. If all the sequences
are secure, they encode their secret on the corresponding qubits of each
sequence and insert decoy qubits randomly, sending them to the next
participant. Otherwise, they reject.

(4)Generation.

After receiving the final qubit sequences siig,, Sii@2, Sii@2, Pi performs
security check with Pi—1. If it is safe, Pi performs unitary operations and
performs single qubit measurements on five distinct qubits {(b1, b?, ... b}),
(b3, b2, .., b)), .., (bl,b?, .., b})}. In reality, they are located in the
corresponding positions of s};, s?,s?;, s s?;. Therefore, according to the
relationship described in Table 2 of [3], Pi obtains the final measurement
results (SPi) for the brown states that have been received. Combining with the
encoding rule in Table 1 of [3] and the final result SPi, he will obtain the
corresponding joint key KPi from other participants Pi©© 1,Pi 2, ..., Pi® (i—1).
Finally, all the Pis know the final agreement common key by computing K= KPi
D Ki.

(5)Collusion attack detection.
To avoid someone from destroying this protocol, all participants select a
percentage of keys from his key sequence randomly in the same position as the
test keys and publish the test keys at the same time. If the test keys are not the
same, it indicates that there are some dishonest participants. We terminate
this quantum key agreement. Otherwise, it succeeds in generating a session
key by all participants with the left key sequence.

3. Weakness of the scheme

From the equation K=( K ® Kpi®Tki) = Ki® Kpi= Ki® Ko®...® Kwmin Section 2, we
can see that if any M-1 participants collude, they can know the remainder participant’s
3



private key. Without loss of generality, we assume that the first M-1 partner
collaborated. Then, they can deduce the private key of Pm by computing Km = K @
Ki® Ko®... Kwm.1. As a result,, althoug Ahmed, et al.s’ modification has strengthen
Cai et al.s’ scheme, they also suffers from the collusive attack.

4. Modification

Due to the conspiracy attack that Ahmed et al.'s modification suffered, we propose a
simple improvement that adopts a one-way hash function as follows.

Since TP and all partners had pre-shared a key K, we can use the cryptographic one-way
hash function H(.) to make their scheme better. For example, TP calculates
K=K1®K2 @®...0KM ®H(K:® K-0...® Ky) and sends it to all the participants, rather
than the original content K=K1@®K2 @...@KM. That is, each partner calculates K=( K
@ KD Tki) = Ki® H(KiD KoD...0 Km)D K= Ki®D Ko®D...D Kn® H(KiD KoD...D
Kw). If one is concerned about its computational security in the upcoming quantum era,
one can adopt an unconditional hash function [2].

5. Security analysis

After the above modification, we can see that if any M-1 participants collude, they
cannot know the remainder participant’s private key due to the one-way hash function
property. For clarity, without loss of generality, we assume that the first M-1 partner
colludes. Although, the colluders know the value of Ki® Ko®...® Kwm.1. Without the
knowledge of K, they cannot compute H(Ki@® Ko®...® Kwm) to deduce the private
key of Pm by computing Ky =K @ Ki® Ko®...0 Km-1®D H(KiD Ko®... Kwm). Even
if concerned about the computational security of the hash function in the upcoming
quantum era, we can use the unconditional secure hash, as mentioned in the context of
[2]. Therefore, we have successfully strengthened Ahmed, et al.s’ excellent
modification. The collusion attack on the modification has been thrown away.

6. Conclusion

In this paper, we demonstrated that Ahmed et al.'s modification of Cai et al.'s "multi-
party quantum key agreement with five-qubit Brown states" has vulnerabilities. It is also
susceptible to collusion attacks. To address this issue, we modified the original approach
to eliminate this weakness. As shown in the analyses in Section 5, we have enhanced its
security.
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