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Abstract. Cryptographic protocols such as zkSNARKSs use 2-cycles of elliptic curves for
efficiency, often relying on pairing computations. However, 2-cycles of pairing-friendly curves
are hard to find, and the only known cases consist of an MNT4 and an MNT6 curve. In this
work, we prove that a 2-cycle containing an MNT3 curve cannot be pairing-friendly. For other
curve families, we have a similar result for cryptographically attractive field sizes. Thus we
cannot hope to find new pairing-friendly 2-cycles using the current methods.

Furthermore, we show that there are no SNARK-friendly 2-chains of elliptic curves from
combinations of MNT, Freeman and BN curves of reasonable size, except for the (MNT4, MNT6)
chains.

Keywords: zkSNARKs - Cycles of elliptic curves - Chains of elliptic curves - Pairing-friendly
curves - MNT curves - BN curves - Freeman curves

1 Introduction

Pairings of elliptic curves play an important role in the modern zero-knowledge protocols, such as
the zk-SNARK protocol. Ben-Sasson et al. [BCTV14] showed how to use cycles of pairing-friendly
elliptic curves to provide a scalable implementation. However, this requires 2-cycles of curves
with small and similar embedding degrees, as we need the pairings on the curves to be efficiently
computable. The fundamental question is whether it is possible to construct such 2-cycles. We
provide a negative answer under various assumptions. *

A 2-cycle of elliptic curves is a pair of curves E1/Fg, , Eo/Fy, such that |[E1(Fg, )| = g,
|E2(Fy,)| = q1, where g1, g2 are primes. We say such cycle is of type (k1, k2) if Eq, Ey are
ordinary and k1, ko are the embedding degrees of E; and Fs, respectively; recall that an embed-
ding degree of a curve with prime order r is the smallest k € N such that r divides ¢* — 1. For
efficiency, we need k < %; we call such curves pairing-friendly [FSTo6].

Currently, the only method to find a curve with a prescribed embedding degree is to use
families of curves [FSTo6] defined by triples of polynomials that describe the parameters ¢, r
and ¢ of the curve. These parameters determine an elliptic curve up to an isogeny, however, for
practical applications, we need to construct the curve explicitly. The only reliable way is the
complex multiplication method, which requires the square-free part of |t> — 4¢| to be small. The
current feasible limit for this part is around 1016 [BCTV14].

The usage of MNT curves is the only known way to create 2-cycles of pairing-friendly curves
[CCW19]. However, these curves have too small embedding degrees, so large parameters g, r
are needed to obtain a reasonable security level, leading to very long computations during the
complex multiplication. Finding new constructions of cycles of pairing-friendly curves would
help implement zk-SNARKSs (and potential future protocols) more efficiently.
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2 On 2-cycles and 2-chains using prime-order families

Karabina and Teske [KTo7] showed that 2-cycles of type (4, 6) are easy to find in the MNT
family of curves. Chiesa et al. [CCW19] proved that the only 2-cycles consisting only of MNT
curves are of type (4, 6), and ruled out any cycles of type (5, 10), (8,8), and (12, 12). They also
showed that there are no 2-cycles consisting only of Freeman curves or only of BN curves and
asked if there are any m-cycles from combinations of MNT, Freeman and BN curves. This has
been answered for m = 2 by [Nov21] and independently by [BMUS23], showing that for small
embedding degrees £ < 22, there are no reasonably sized cycles of elliptic curves containing
a curve in the MNT3, Freeman, or BN family, where the other curve has embedding degree k. The
authors in [BMUS23] gave explicit bounds on the field size and checked all curves within those
bounds. We restate the result of [Nov21] in a compact form, showing similar bounds, which then
help us to study the second embedding degree more precisely and prove stronger results.

Contributions and outline

For a 2-cycle E /Ry, , E2/F,, of type (k1, k2), where E; comes from the MNT3, Freeman or BN
curve families, we bound k5 from below explicitly in terms of ¢; (see Corollary 3.5). This bound
appears to be too large, and therefore, 2-cycles consisting of a curve in these families cannot be
used in applications that require both curves in the cycle to have a small embedding degree?
(see Section 3.1). It seems that the lower bound exceeds the upper bound from the definition
of pairing-friendly curves, given by [FSTo6] (see Figure 1). We show our computational result
stating that there are no pairing-friendly cycles containing a curve in the MNT3, Freeman or BN
family with field sizes less than 24400 Tn Section 3.2, we prove this result for all field sizes in the
case of the MNT3 family.

In the last chapter, we consider SNARK-friendly chains of elliptic curves and show that there
are no reasonably large SNARK-friendly 2-chains containing curves only from the MNT, Freeman,
and Barreto-Naehrig families (except for the (MNT4, MNT6)-chains).

2 Preliminaries

2.1 Elliptic curves

Let E be an elliptic curve over a prime order field F, (denoted by E/F or just E), denoting the
group of points by E(F,). A classical result is the Hasse bound [Cox13, Theorem 14.12]:

q+1-2yq<|E[F)|<q+1+2/q

We sometimes call the bounds the Hasse interval of ¢q. Deuring proved (see, for example, [Cox13,
Theorem 14.18]%) that the Hasse bound is tight and dense: for an integer ¢ with [t| < 2, /g, there
exists an elliptic curve I over [F, with precisely ¢ + 1 — ¢ points. Thus given two primes p, g,
where p is in the Hasse interval of g, there exists an elliptic curve over F, with precisely p points.
We call ¢ the trace of E/F,,.

The embedding degree of a curve with prime order r is the smallest positive integer k£ such
that r divides ¢* — 1. For efficiency, we need k < %, in which case we call the curve pairing-
friendly [FSTo6]. The embedding degree can also be described by cyclotomic polynomials.

Lemma 2.1. [DFoy, p. 553] Let k be a positive integer. Then x* — 1 = [ap. ®alz).

Lemma 2.2. [CCW19, Lemma 1,2] Let E(Fy) have prime order r. Then E has embedding degree
k if and only if k is minimal such that r divides ®(q), or equivalently, r divides . (t — 1).

2For example, if g1 > 2256 the embedding degree k2 must be at least 40 in all three mentioned families.
3The theorem is much more general, but for our purposes, we only need the consequence for prime fields that we
state.
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2.2 Families of prime-order curves

To find parameters of elliptic curves, we can use families of prime-order curves, which are defined
as triplets F = (g(x), r(z), t(x)) of polynomials with rational coefficients satisfying some formal
conditions [FSTo6, Definition 2.7]. We will not specify all the conditions, as we will only use that

q(z) is irreducible, and r(z) =q(x) + 1 —t(z). (1)

Miyaji, Nakabayashi, and Takano [MNTo1] gave families of prime-order elliptic curves with
embedding degrees 3,4 and 6. In fact, if a prime-order curve over a field of size at least 64 has
an embedding degree k € {3,4,6}, then the curve is in the their families. The families are
represented by the polynomials

Qs () = 1227 — 1, Fawrg(2) = 122% =62+ 1, () = 62 — 1,
Gurg () =22 2+ 1, Ty (1) = 2% 4+ 22+ 2, tunry (T) = —1,
Qe (1) = 2%+ 2+ 1, g, (2) = 2% + 1 ey (7) = 2+ 1,
Gunrs(7) = 42% + 1, Fanre(2) = 42?2 + 22 + 1, tunte () = =2 + 1

Freeman [FSTo6] found another family of prime-order elliptic curves with embedding de-
gree 10, and Barreto and Naehrig used a different approach to obtain a family of prime-order
elliptic curves [BNo6]. Their families are represented by the polynomials

ger() = 252 + 2523 + 2527 + 102 + 3,  gun(x) = 362 + 362> + 2422 + 62 + 1,
re(x) = 250% +252% 4+ 1522 + 50+ 1,  ry(2) = 362% 4 362% + 1822 + 62 + 1,
ter(x) = 1022 + 52 + 3, tox () = 627 + 1.

We denote the MNT3 family as MNT3, the Freeman family as Fr and the BN family as BN.

2.3 Cycles of elliptic curves

Definition 2.3. (Definitions 3 and 4 in [CCW19]) An 2-cycle of elliptic curves is a pair of distinct
elliptic curves E /Fy, , E5/F, such that

[E1(Fq,)| = g2, |[E1(Fo)| = a1

We say that an 2-cycle of elliptic curves is of type (k1, k2), or that it is a (k1, k2)-cycle, if all
the curves in the cycle are ordinary and F;/F; has embedding degree k; for eachi = 1,2. A
(F, k")-cycle, or a cycle of type (F, k'), is a cycle of elliptic curves Ey, Fs, such that Fj is in the
family F and F; has embedding degree k'.

Lemma 2.4. [CCW19, Lemma 4] Let E1 /F,, , Es /Fy, be a 2-cycle of elliptic curves, with traces
t1,to respectively. Thenty + to = 2.

Theorem 2.5. [KToy, Proposition 1] Let g, > 64 be prime numbers. Then the following are
equivalent:

(a) q andr represent an elliptic curve with embedding degree 4 with |[E(F,)| = r,

(b) q and r represent an elliptic curve with embedding degree 6 with |E(F,.)| = q.

2.4 Chains of elliptic curves

In the recent research it becomes more useful not to use cycles to implement recursive proof
composition, but only elliptic curve chains. The idea is that usually we do not need the proof
composition to continue forever, but it can stop after some number of recursive calls.
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Definition 2.6. (Definition 1. in [EHG22]) An m-chain of elliptic curves is a list of distinct
curves

E\/Fq,...,En/Fy,.,
where q1, ..., g are large primes and
a1 =712 | |E2(Fg,)ls- - qimy =13 | |Ei(Fy,)

The authors of [EHG22] mention that we typically need that all curves in the chain are
pairing-friendly and that they have a highly 2-adic subgroup, that is, 2* divides r; — 1 for a large
L > 1. We will follow their definition and call these chains SNARK-friendly.

sooGme1 =T | |Em(F,, ).

3 Cycles containing a curve from a prime-order family

Let F = (¢(z), r(x),t(z)) be a family representing prime-order elliptic curves with embedding
degree k and let k&’ be positive integer. As stated in [BMUS23], either

(a) k' is minimal such that gz () divides @/ (1 — tz(z)) as polynomials, in which case all but
finitely many curves in the family F are in a (F, k')-cycle, or

(b) there are only finitely many (F, k')-cycles.
This motivates the following definition.

Definition 3.1. A family ¢(z),r(z), t(x) of elliptic curves with embedding degree k is called
cycle-friendly for embedding degree k' if k' is minimal such that q(x) | @4/ (1 — t(x)) in Q[x].
Otherwise, we call the family cycle-unfriendly for k'.

Note that the MNT4 and MNT6 families are cycle-friendly for embedding degrees 6 and 4,
respectively. By Definition 3.1, any family is cycle-friendly for at most one embedding degree (it
is the minimal k" such that ¢(z) divides @4/ (1 — t(x)), if it exists). Therefore, the MNT4 family is
not cycle-friendly for any other embedding degree than 6 (and vice versa). On the other hand, as
we will see below, there is no &’ for which the MNT3, FR, and BN families are cycle-friendly.

Lemma 3.2. [Freo6, Lemma 5.1] Let f(x) € Q[x], k be a positive integer and r(x) be an irreducible
factor (over Q) of ©1,(f(z)). Then (k) | deg r(x), where @ is the Euler totient function.

Corollary 3.3. All of the families MNT3, FR, BN are cycle-unfriendly for all embedding degrees k.

Proof. Suppose that the family F € {MNT3, FR, BN} is cycle-friendly for some k. By definition,
q(z) is irreducible, and hence Lemma 3.2 implies that ¢(k) | deg g=(z) < 4. However, p(k) | 4
only for k < 12, and then it is easy to check, for all such £’s, that gz (z) 1 (1 — tx(z)). O

3.1 Lower bound on the embedding degree

We first want to find an upper bound on the field size of the curves in a cycle of type (F, k),
where F is a cycle-unfriendly family for k. This has already been done in [BMUS23], however,
we need to specify the bounds as follows to get a better lower bound on the embedding degree.

Lemma 3.4. Let F be a prime-order family with embedding degree k and let k' be an integer
for which the family F is cycle-unfriendly. Write &1/ (1 — tr(x)) = f(z)gr(x) + g(x) for some
polynomials f(x), g(z) € Q[x] withdeg g(x) < deg qr(x). Let

Qr = max{gr(m) | m| < |M]},

where M is the largest real root (in absolute value) of the polynomial

d(z) = (g7 (2) = 9()) (g7 () + 9(z)).

Then for any m € Z for which the elliptic curve specified by qz(m) and r=(m) lies in a cycle
of type (F, k), it holds that qr(m) < Q.
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Lower bounds on k' in (3, k')-cycles Lower bounds on ¥’ in (¢, k')-cycles Lower bounds on ¥’ in (8N, k)-cycles
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Figure 1: The functions K r(q) for 7 € {MNT3, FR, BN}.

Proof. Let m € Z be an integer such that the elliptic curve specified by ¢z(m),rz(m) lies
in a cycle of type (F, k). Then gr(m) | ®p/(1 — t(m)) = f(m)gr(m) + g(m) and hence
gr(m) | g(m). Since F is cycle-unfriendly for &/, g(x) # 0, and hence, |gr(m)| < |g(m)].
Therefore,

0> gr(m)? — g(m)* = d(m).

Note that the polynomial d(z) is of even degree and has a positive leading coefficient. Therefore,

zlgr;o d(z) = oo, and xgrzloo d(z) = oo.

It follows that for any « € R such that d(«) < 0 it must hold that |a| < |M|. Namely, since
d(m) < 0, we have |m| < |M|. Hence gr(m) < Q. O

For k' € N, we define Q #(k') as the bound @ from Lemma 3.4. Given g € N, we define
K x(q) to be the smallest k such that Q z(k) > ¢. Then by Lemma 3.4, we have the following.

Corollary 3.5. Let F be a prime-order family, and Q € N. Then any (F, k')-cycle of curves with
field size at least Q satisfies k' > Kx(Q).

We computed the lower bounds K = (q) for our families (MNT3, FR, BN) up to the highest ¢ such
that K z(q) < 550; so as the computation finishes in reasonable time. ¢ We provide an overview
of the results in Figure 1. The function K (q) is non-decreasing, and hence K #(q) > 550 for
all ¢ > Q#(550). Therefore, % < 550 < Kz(q) for all ¢ < 2*4°0, We summarise the
computational result in the following proposititon.

Proposition 3.6. There are no pairing-friendly 2-cycles containing a curve in the MNT3, FR, or BN
families, where the curves have field sizes at most 2409,

Remark 3.7. It is remarkable how the graphs in Figure 1 seem to be of a linear manner. The

dependency in the case of MNT3 family seems to be around lg%gq, in the case of the Freeman
log, q

log, q
717 4.78 *

family it is around and the case of the BN family it is around

3.2 No pairing-friendly cycles containing an MNT3 curve

In this section, we will use Lemma 3.4 to prove the following result.
Proposition 3.8. There are no pairing-friendly 2-cycles containing a curve of embedding degree 3.

We leave the technical proof of the following lemma to the appendix.

4To estimate the roots largest real root of the polynomial d(z) we used Theorem 3.10 presented in the next section.
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Lemma 3.9. Let k be a positive integer and use long division of polynomials.
Oy (—6x +2) = (1222 — 1) f(x) + Agx + By.

Then Ay, By € Z, —6 - 22% < Ay < 0,and 0 < By, < —4k.

Furthermore, we will use the following folklore result.
Theorem 3.10 (Upper Bound Theorem). Let f(x) € R[x] be a polynomial with positive leading

coefficient, and let a > 0 be a real number. Write f(x) = (z — a)q(x) + r for some q(z) andr € R.
If q(x) has only positive coefficients and r > 0, then a is an upper bound on real zeroes of f(z).

Proof of Proposition 3.8. Let (3, k) be a cycle, where the first curve has field size g. If ¢ < 64, then

% < 1 < k. Otherwise, we can assume that the curve with embedding degree 3 is in the

MNT3 family (see [MNTo1, Theorem 2]).
Let Ay, By, be defined as in Lemma 3.9. Clearly,

qMNT3 (m) | (I)k(]- - tMNTS (m)) = qMNT3(m) ‘ Akm + Bk-
Furthermore, let M and d(z) be defined as in Lemma 3.4. Here,

d(z) = (1222 — Apx — By — 1)(122% + Apz + By, — 1).

Claim. M < \/&F = X.

When we have proven the claim, we are done, because

_ logy(12X2 —1) < logy(12M?2 — 1) _ 1ogy(gunrs(M)) _ logs(Qunrs (k)  1oga(g)

F 8 8 8 8 - 8

since gynrs () is monotone on (00, 0], and [0, 0o). It follows that the cycle is not pairing-friendly.

Equivalently, we need to prove that X is an upper bound on the roots for both the polynomials
1202 — Apx — By, — 1 and 1222 + Apx + Bj, — 1. We first show that 24*~2 is an upper bound
on roots of both of the polynomials in (a) and (b), respectively.

(a) Long division gives us 1222 — Agx — By, — 1 = (x — 2%*72) f(z) + ¢, where
g g
fl) =12z 4+12-2%72 — 4, g=12.2%"4 _2%=24, _p, —1.

By Lemma 3.9, Ay < 12-2%%72 and Bj,+1 < 12.28k=44.24k—1 B, < 12.28k—4_94k=2 4,
By Theorem 3.10, 2**~2 is an upper bound on the real roots of 122% — Ayz — By, — 1.

(b) Long division gives us 1222 + Az + By — 1 = (x — 2*¢=2) f(2) + g, where
fla) =120 +12- 2% 72 + Ay, g =122 428724, 4 By — 1.

22k and

By Lemma 3.9, Ay, > —6 -
1228074 p odk=2 4, ~ 19 98k=4 4 94k=2(_6.92F) 5 0> — B, + 1.
By Theorem 3.10, 242 is an upper bound on the real roots of 1222 + A,z + By, — 1.

Therefore, 24*~2 is a strict upper bound on the real roots of the polynomial d(z). Hence

8k
M < 2% <2 lex,

which proves the claim. O
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4 Chains of curves from prime-order families

In this section, our main goal is to characterise SNARK-friendly 2-chains where both curves are
from (possibly different) families of prime-order elliptic curves.

Let (E1/Fy,, E2/Fy,) be a 2-chain of prime-order curves over prime fields. Observe that by
Definition 2.6 we have that ¢, | |E2(FFg, )| = r2 and since 5 is prime, ¢; = 5. Therefore, we can
view such a 2-chain as a triple of primes (p1, p2, p3), which represents a curve over F,,, of order
p1 and another curve over ), of order p,. We will prove the following result.

Proposition 4.1. The only SNARK-friendly z-chains from combination of MNT, Fr, and BN families
are of type (4,6), or (6,4).

Since there are 25 possibilities for the type of the 2-chain, we will divide this to various
lemmas and propositions depending on the different ways we proved it. We give an overview of
the arguments in Table 1.

Table 1: Arguments used to prove that there are no reasonably large 2-chains of elliptic curves
in the given families. The abbreviations “2ad” means 2-adicity (Section 4.1), “sq” is the squaring
argument (Section 4.2), “ineq” is the strategy using inequalities (Section 4.3), and “Pell” uses Pell
equation (Section 4.4). Note that MNT4-MNT6 cells are left blank as there are such cycles and
hence such chains.

Inner \ Outer | MNT3 | MNT4 | MNT6 | FR BN
MNT3 2ad 2ad 2ad 2ad | 2ad
MNT4 Pell sq sq sq
MNT6 Pell sq sq sq

FR 2ad 2ad 2ad 2ad | 2ad
BN ineq sq sq ineq | ineq

4.1 2-adicity argument

The 2-adicity of the number r — 1 in the definition of SNARK-friendly seems to be too strict for
the FR and MNT3 family.

Lemma 4.2. There are no SNARK-friendly z-chains of prime-order curves where the inner curve is
in the FR family.

Proof. Suppose there is such 2-chain. Then both ¢z () — 1 and 74 (z) — 1 must be divisible by
a large power of 2. It is not difficult to show that for any L > 0, 2L | ryp(x) — 1 implies 2% | =,
and since 2° | g (z) — 1 = 252* + 2523 + 2522 + 102 + 2, we also have 2” | 2. Therefore,
L <1 and hence the 2-adicity of the outer curve is too small. O

Lemma 4.3. There are no SNARK-friendly 2-chains of prime-order curves where the inner curve is
in the MNT3 family.

Proof. Similarly, if there was such 2-chain, 2& | gy (7) — 1 = 1222 — 2 = 2(622 — 1), and
hence L < 1, because 6z2 — 1 is always odd. O

Note that this means that an equivalent of Proposition 3.8 for the Fr family would hold
trivially, if we require the pairing-friendly curves to be of high 2-adicity.

Corollary 4.4. There are no 2-cycles containing a curve from the Fr (or MNT3) family, where both
curves have 2-adicity at least 2.
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4.2 Squaring argument

In this section, the arguments rely on proving that the equation ¢ (z) = ro() asserts that some
expression needs to be a perfect square, but we can prove it cannot be.

Lemma 4.5. Let F be the MNT4 or MNT6 family. There are no z-chains of type (F, F).

Proof. If F = (q(z),r(x),t(x)) is such family and we have a (F, F) chain, we know that we
must have some z,y € Z such that ¢(z) = r(y).

« MNT4. We must have 22 + 2 + 1 = qunry(¥) = 7fpr,(¥) = ¥ +1lora? + 2+ 1 =
Qe (T) = Tanry (Y) = y? + 2y + 2. In either way, 22 + = must be a perfect square, which
is a contradiction.

« MNT6. Similarly, we must have 422 + 1 = qunr6(7) = Tynre(y) = 4y? + 4y + 1 and hence
4y? + 4y must be a perfect square, which is again a contradiction.

O
Lemma 4.6. There are no 2-chains of type (BN, MNTY).

Proof. We need that ggy(z) = 362 + 362° + 2422 + 6z + 1 as to be equal to ., (y) = y* + 1

MNT4

or Tywry (¥) = y? + 2y + 2. In both cases, we need that gz () — 1 is a perfect square. We will
show that
(627 4 32 + 1)? < guu(z) — 1 < (627 + 32 + 2)2,

which implies that ggy(2) — 1 can never be a perfect square.

1. (6224 3x+1)? = 362* +362° + 2122 + 62+ 1 < 362 + 362 + 2422 + 62 is equivalent
to 322 — 1 > 0, which is true for all integers x # 0.

2. 3621 + 3623 + 2422 + 62 < (622 +3x+2)? = 3621 + 362 + 3322 + 122 + 4 is equivalent
to 922 + 62 + 4 > 0, which is also true for all integers x.

O
Lemma 4.7. There are no 2-chains of type (BN, MNTG6).

Proof. Since ggy(7) = 4y? + 2y + 1, we can multiply both sides by 4 and make the right-hand
side a perfect square and we obtain that

K(z) := 1442* + 1442® + 962% + 242 + 1 = (4y + 1)%
We need that K () is a perfect square. However, it is easy to show that
(1222 4 62 + 2)% < K(x) < (1222 + 62 + 3)2,
which implies that K (z) can never be a perfect square. O

Lemma 4.8. There are no 2-chains of type (MNT4, FR).

Proof. Assume Gynry(2) = 7rpr(y). Multiplying both sides by 4 and subtracting 3 makes the
left-hand side a perfect square, and we obtain that

(22 4 1) = 100y* + 100y> + 60y* + 20y + 1 =: K (y).
It is again very easy to show that
(10y% + 5y +1)2 < K(y) < (10y% + 5y + 2)2,

which implies that K (y) can never be a perfect square. O
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Lemma 4.9. There are no 2-chains of type (MNT4, BN).

Proof. Assume ¢yyr, (%) = rpy(y). Multiplying both sides by 4 and subtracting 3 makes the
left-hand side a perfect square, and we obtain that

(22 4 1)% = 144y* + 144y° + 7207 + 24y + 1 =: K(y).
It is again very easy to show that
(1292 + 6y + 1)> < K(y) < (124° + 6y + 2),
which implies that K (y) can never be a perfect square. O

Lemma 4.10. There are no 2-chains of type (MNTG, FR).

Proof. Assume qynrs(2) = 7e(y). Multiplying both sides by 4 and subtracting 4 makes the
left-hand side a perfect square, and we obtain that

1622 = 100y* + 100y + 60y* + 20y =: K (y).
It is again very easy to show that
(10y* + 5y 4+ 1)> < K(y) < (10y° + 5y + 2)?,
which implies that K (y) can never be a perfect square. O

Lemma 4.11. There are no 2-chains of type (MNT6, BN).

Proof. Assume Gynrs (%) = 7oy (y). We just need that ryy(y) — 1 is a perfect square. It only suffices
to see that

(63,/2 + 33,/)2 <rp(y)—1< (6y2 + 3y + 1)2,

which implies that r5(y) — 1 can never be a perfect square. O

4.3 Inequality argument
Lemma 4.12. There are no 2-chains of type (BN, BN).
Proof. Suppose that gy () = ). Clearly, =,y # 0.

( ) = 7sx(y) and ryy () is increasing on = > 0, we can

Ton (Y
« Assume z,y > 0. Since ryy(z) <
d > 1. But since 7y (2 + d) = ren(y) = q(z) = ren(x) + 622,

write y = x + d for some
we have

622 = ron(z + d) — Ton () > rn(z + 1) — 1oy () = 1442 4 32422 + 300 + 96,

where we again use the monotonicity of 75y (7). But 14423 + 31822 + 300z + 96 < 0
cannot be satisfied for x > 0.

« Now, assume = > 0,y < 0. Because 75y (—2) < rgy(z) onallz > 0, we know that x < —y
and hence we can write —y = x + d for some positive d. Hence

622 = rax(— (2 + d)) — Tan(2) > ran(— (2 + 1)) — ry(2) = 722° + 10822 + 60z + 12,

again contradicting x > 0.
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« Ifz < 0,y > 0. We want to prove that y > —z. Suppose there are x,y such that
Ton(2) < Tn(y) and —z > y + 1. Then roy(7) < 7ax(y) < ren(—7 — 1), because 7y (z)
is increasing on the positives. Therefore,

7223 + 10822 + 60z + 12 = ry(—2 — 1) — () > 0,

which contradicts the condition x < 1.

Therefore, we have y > —x and hence a positive d such that y = —z + d. Then
622 = ron(—2 + d) — Ton () > ren(—2 + 1) — o (2) = —2162° + 32422 — 3002 + 96
and hence —21622 + 31822 — 300z + 96 < 0, contradicting = < 0.
« If 2,y < 0, then we can use a similar argument and we obtain that
622 = ron (@ — d) — Tan () > ran (@ — 1) — 1y (z) = —1442° + 1082 — 722 + 12

for some positive d and hence —144x3 + 10222 — 72z + 12 < 0, implying = > 0, which is
a contradiction.

O

Lemma 4.13. There are no 2-chains of type (BN, FR).

Proof. We use a similar strategy as before. Suppose that gy () = 7 (y) for some z,y € Z. Apart
the trivial solution x = y = 0 we must have z = y + d for some positive d. Then

G (Y + d) = qon(7) = 702 (Y) = @er(y) — 1092 — 5y — 2,

and hence

_10y2 - 5y -2= QBN(y + d) - qFR(y)
> gun(y 4+ 1) — gm(y) = 11y* 4+ 155y° + 323y + 296y + 100,

which implies 11y* + 1553% + 333y + 301y + 102 < 0. From this, we can conclude that
—12 <y < 0, we check all these possibilities by hand and see that none of those is possible. [J

Lemma 4.14. There are no reasonably large 2-chains of type (BN, MNT3).

Proof. We use a similar strategy as before. We know that gey () = 7ywr; () for some z,y € Z.
We must have © = y + d for some non-negative d (in fact, ryyr4(z) < gan(2) exactly on the
interval [—1, 0]). Then

QBN<y + d) = (N (1') = T.MNT3(y) = qMNT3(y) — 6y,

and hence

—6y = gan (y + d) - qMNTS(y)
> gan(y + 1) — qunrs(y) = 36y + 180y> + 3362 + 306y + 104,

which implies 36y* + 180y + 336y? + 312y + 104 < 0. From this, we can conclude that
—3 < y < 0, we check all these possibilities by hand and see that the only possibility is
x =y = —1, which is the chain (13,19, 11). O
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4.4 Pell equation

The only remaining chain types are (4, 3) and (6, 3). The problem is that in these cases, there are
in fact z, y for which ¢(z) = r(y) for the respective family polynomials. However, we will see
that these do not give rise to SNARK-friendly chains. We will use the fact that the polynomials
are quadratic and it is possible to transform them to a generalised Pell equation and then study
its solutions.

Lemma 4.15. Let x,y € Z are such that 2> + & + 1 = Quur,(T) = Tanry(y) = 12y% — 6y + 1.
Then 7 | qunry ().

Proof. By multiplying the equation by 4 one can transform the equation to a generalised Pell
equation a? — 3b*> = —2 for a = 2z + 1 and b = 4y — 1. We know that r, s € Z is a solution to
this equation if and only if there is a k£ such that

2+ V3)F(1+V3)=r+sV3,

which is if and only if there is a k such that

F [
1 2 1 s
Claim. For k = 1,2 (mod 4),

(@) s =3 (mod 4),

(b) r is odd, and

(¢) 2 =4 (mod 7).

4
Proof. 1t is easy to check that E ;’ = (1) ﬂ when computing modulo 4. Therefore, to

prove (a) and (b), it is sufficient to prove it for £ = 1,2 (because of the period). But for k = 1 is

2 ][] oot pamarors =2 [2 3 [ < ] moas,

8
For (c), we check that E g = (1) ﬂ (mod 7). Therefore, we must consider cases

k=1,2,5,6 and we get that r = 5,5,2,2 (mod 7), respectively, which proves the claim. [

Now, for any solution 7, s of the generalised Pell equation, we can use the substitution back

tox = ’;1 and y = % (note that this is possible because of the claim). Therefore, we have

infinitely many solutions to Gywr, (T) = Tywrs(y). But 2% + 2 + 1 = # and since 4 is coprime
to 7, we know that 22 + 2 + 1 = r?2 + 3 = 0 (mod 7). Therefore, 7 | qynr,(7), which is
a contradiction to the fact that gyyr, () is a prime number (unless gz () = 7). O

Corollary 4.16. The only 2-chain of type (MNT4, MNT3) is the chain (5,7,11).

Lemma 4.17. Letz,y € Z are such that 422 + 1 = qynrs(T) = Tanry(y) = 12y% — 6y + 1. Then
x is odd and 8 { ryyrs(y) — 1.

Proof. We use the same trick as before. Multiply the equation by 4 transform it to a* — 3b* = —3
for a = 4z and b = 4y — 1. We know that 7, s € Z is a solution to this equation if and only if

there is a k such that
2+ V3)"(V3) =r+sV3,
which holds if and only if there is a k such that

B
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k
It is easy to check that E 3] [(1]] = ﬁ] (mod 8)ifand only if k = 2 (mod 4). Therefore,

fork =2 (mod 4),7 =4 (mod 8) and s =7 (mod 8).

Hence for any solution 7, s of the generalised Pell equation, we can use the substitution back
tox = %, butthenz =1 (mod 2).

Furthermore, since z is 0dd, Tyyr;(¥) — 1 = Guure(z) — 1 = 422 and hence 8 { ryyry(y) — 1
and the 2-adicity of 7y (y) is at most 2. O

Corollary 4.18. There are no SNARK-friendly (MNT6, MNT3)-chains.

This concludes the proof of Proposition 4.1.

5 Conclusions

Given a lower bound on the field size and an arbitrary family F of prime-order elliptic curves,
we gave a lower bound on the second embedding degree k in cycles containing a curve from F.
In Section 3.2 we proved (in the case of the MNT3 family) that our bound is too strict and is greater
than the upper bound on pairing-friendly curves, implying that there are no pairing-friendly
2-cycles of type (3, k) for any k. It seems reasonable to us to conjecture that the same holds
for Freeman and Barreto-Naehrig curves and justify our decision by two criteria: first, we used
computational tools to computationally check that this conjecture holds for ¢ < 244%9; and
second, in Appendix B we sketch a possibility how to proceed in the case of arbitrary families.
However, we leave this problem unsolved. We mention that today’s protocols are not using
elliptic curves with field size greater than 244%0, as they would be too slow to work with.

The definition of pairing-friendliness was established somewhat arbitrarily (as discussed
in [FSTo6]), and some authors, including [BK98], also consider curves with embedding degree
O((log q)?) to be pairing-friendly. Even though our result gives a specific lower bound on the
embedding degree, it remains unclear if there are 2-cycles of curves where one curve is in a
prime-order family and the other has embedding degree slightly larger than 1°g82 % This could be
particularly interesting in the case of the Freeman family, since in the observed interval (until
q < 2*499) it would be consistent with our computation that there would be such cycles where
the second embedding degree k' is logTQq <k < log%q. We do not provide any results on this
matter.

We also prove that there are no (reasonably-sized) SNARK-friendly 2-chains consisting only
of curves in the MNT, Freeman, and BN families (except for the (MNT4, MNT6) chains).

There are multiple ways to overcome the problem that we cannot create cycles or chains as
we proposed. For example, [BGH19] and [Hop] avoids pairings and drops the pairing-friendly
requirement, and [EHG22] uses non-prime-order curves. We refer the reader to [AHG23] for
details.
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A Proof of Lemma 3.9
Lemma A.1. Let k be a positive integer and use the long division of polynomials.
Pp(z) = (2% — 4z + 1) f(z) + apx + by
Then
(a) 0 < ay, and
(b) —2ay, < by, < ay < 4F.
Proof. Perform the long division of polynomials.
p(z) = (2% — 4z + 1) f(z) + apx + by
Note that 22 — 42 + 1 is monic, and hence ay, b, € Z.
Since ®1(x) =z — 1 and Po(z) = x+ 1, wehavea; = 1,by = —1,a9 = 1,and b = 1, and

both cases satisfy the desired inequalities. Hence we can assume from now that £ > 2.
By Lemma 2.1, we can write

1= H(ad:c +bg) (mod 2 — 4z +1).
d|k

The roots of the polynomial 22 —4r+larea:=2+ \/§, b:=2- v/3 and therefore,

ok —1= H(ada +bg), and B"—1= H(adﬂ + ba)

d|k dlk
Let us denote
11} = [] (aga + ba), I, = [[(aqB + ba)
d|k dlk
d<k d<k

We need to solve (in ay, b) the following system of equations.
¥ —1 =TI} - (aga + by) (2)
pE—1 =10, - (arfB + bx) (3)

Using (3), we express by, in terms of 3, k,II,” and ay, and plugging into (2) we obtain formula for
ay. Similarly, we also get a formula for by.

I (0% —1) — TG (8" — 1)

ap = - (4)
I 1T, (o = B)
ol (8% — 1) — BII; (a* — 1)
by = T (5)
I (o — B)
Let us denote
ug = apa + by = Pr(a), vg = af + b = Pr(B).
A simple computation shows that
ap = Uk — Yk bk: Uk + Uk —2ak. (6)
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By the definition of the cyclotomic polynomial,
bl op R-vBdl
| 0<i<k |2+\/§_C1::|7
ged(i,k)=1
where (;, = e T s primitive k-th root of unity in C.
Since || = 1, we have |2—\/§—C,i| <3-+/3, 2—|—\/§—C,i| > 1+ /3. Thus
(k)
v 33\
Mks< J) = (2v3 - 3)*h), )
k

1++3

Proving (a) is equivalent to showing that uj > vy. First, note that ®(z) is positive for any z,

since ®5(0) = 1 and the polynomial ®;(x) does not have any real roots. In particular,

uk:‘l)k(2+\/§)>0

’Ukzq)k(Q—\/g) > 0.

But Z—i < (2V3 - 3)‘P(k) < (23 — 3)? < 1, implying ug, > v, and proving (a).
We will divide (b) into three parts.

« We will prove that 2a; + by, > 0. By (4) and (5), a short calculation shows

2+V3)F -1 (2-V3)kF-1
ar + b = T — — .
21T 211,

But from (2) and (3) we see that

ar(2+V3) + b ar(2—V3)+ by
2 2 ’

2ap + b, =

Showing that this expression is greater than o reduces to

ak(Z + \/3) > ak(2 - \/g),

which is trivial from the fact that a; > 0.

+ Let us move to the inequality by, < ag, or equivalently, Z—’; < 1 since ay, is positive. Using

(6), we see that

so we only need to show that

bk —26Lk uk;w‘ 1 + L
— = —— g =2+ Vi,
k k 2v/3 U

Uk

k 1 .
T < /3 in several steps:
U

14 %
1 — X

Ug

L 1433 14 (2vB-3)
L= 71— (2v3-3)¢0 — 1 (2v/3-3)2 7

V3.

The equality holds since uj > 0 and v, > 0. The first inequality holds from (7) and from
the fact that the function if—i = -1+ ﬁ is monotone for any € R on the interval
(—00,1). The second inequality comes from the same fact and from k > 2, therefore
(k) > 2. The last inequality is an easy computation.

« The only remaining inequality is a; < 4*. Note that by (),

71—(2—\/§)k+(2+¢§)’“—1
R TRV ] oAFV3
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We will prove that HZ‘ > land II;; < 0, implying that the first fraction is negative and

therefore
(2+V3)k -1
ap < ——————F—
2117/3
We proved that v, = ax(2 — v/3) + by, > 0. By definition, II,  is a product of only positive
terms and one negative term (namely v;). Thus, II,” < 0.

Now let us prove that HZ‘ > 1. We proved that b, > —2ay, and therefore, ax(2-++/3)+by, >
ay /3, which is greater than 1, since ay, is a positive integer.

<(2+V3)F-1<4k

O
Proof of Lemma 3.9. Let z = —6x + 2. Then 3(122? — 1) = 22 — 42 + 1 and the long division

used in the statement of Lemma A.1 becomes
Op(—6z +2) = (1222 — 1) - 3f(x) + ap(—6x + 2) + by.

Therefore, A, = —6ay, By, = 2a, + bi. and the statement follows. O

B Proposition 3.8 in the case of arbitrary families

At the beginning of the proof of Proposition 3.8, there was nothing special about the poly-
nomials and numbers that showed up. In fact, for any family of prime-order elliptic curves
F = (q(x),r(z),t(x)), we can do the following. Let n denote the degree of g(z). Let us perform
the long division of polynomials.

q)k(l — t(;v)) = q(l‘)f(l‘) + Ak’nfll‘n_l + ...+ Ak’1$ + Ak,[)
Reducing (1 — t(z))* — 1 = [T4x ®x(1 = t(x)) by g(z), we obtain
(1 —t@)? —1=[[(Aan-12"""+ ...+ Agaz + Agp) (mod q(x)).
dlk

This is equivalent to substituting all the complex roots of ¢(z); denote them a1, . . . o, Similarly
as before, let us denote

Iy 0, = H(Ad,n—la:?_l +...+Aga; + Ago)
dlk
d<k

Then we have the following equations for each 1 < i < n.

(1 — t(ai))k —1= Hk,a,; . (Akﬁn_la,?_l + ...+ Ak,lai + Ak,O)

This system of n equations is linear for n variables Ay ... Ax n—1. Using Cramer’s rule and the
fact that the matrix of coefficients is Vandermonde, it seems possible to write down formulas for
the solutions. For example,

1-t k1
— ZISlSn(_UZH% Iicicjgniz iz — @)
H1§i<j§n(aj — ;)

Therefore, it should be possible to state some bounds on Ay, ;, which could help us prove
that 28% > Q (k) (as in Proposition 3.8). For example, we would need to prove something like
A < 36(2%5713 + 1) in the case of the BN family, so that ggy (M) < 28,

Nevertheless, such proof would be much longer and much more technical than the proof
of Proposition 3.8. It would be much better to find a more straightforward argument; we leave
this as an open problem.

Akn
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