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Abstract. Bootstrapping is the core task in fully homomorphic encryption. It is designed to self-clean en-
crypted data to support unlimited level of homomorphic computing. FHEW /TFHE cryptosystem provides the
fastest bootstrapping machinery in addition to the unique homomorphic evaluation functionality. In 2021, the
problem of large-precision bootstrapping was investigated in the literature, with fast algorithms proposed and
implemented. A common strategy to all the algorithms is to decompose the plaintext homomorphically into
blocks from the tail up, at the same bootstrap the blocks sequentially.

This paper proposes two new strategies to improve the efficiency of large-precision plaintext bootstrapping.
Both strategies are based on a new design of continuous nega-cyclic function with varying resolution, for making
accurate computation with blockwise approximate computing. To minimize the approximation error in each
block, optimizations are proposed based on rigorous error estimation, and are illustrated by error bounds in
power-of-two binomial representation.

The first strategy is to make homomorphic approximate decomposition of the input plaintext from the head
on. Compared with the tail-up approach, the head-on approach reduces the number of blocks at most by half
asympotitically, at the same time reducing the final refreshed error by at most 1 — 1/ V2 =~ 29.3%.

The second strategy extends the head-on approach from large-precision plaintext bootstrapping to large error
reduction. It can be used directly to the input ciphertext for the purpose of plaintext bootstrapping; it can
also be used after plaintext bootstrapping to further reduce the refreshed error.

Two algorithms based on the above two strategies are proposed, together with some variants combining the
tail-up approach. The tail-up approach is completely re-developed for optimal blocksize control based on careful
error analysis, and a corresponding algorithm is proposed. All the algorithms are implemented on PALISADE,
and experiments based on real data show that the by the new strategies, the speed of large-precision plaintext
bootstrapping can be improved to as many as 7 times.

Keywords: Fully homomorphic encryption, bootstrapping, FHEW /TFHE, large-precision plaintext, power-of-two
binomial representation of integers.

1 Introduction

Fully homomorphic encryption (FHE) is designed to compute directly on data in encrypted form. In the popular
LWE/RLWE based FHE cryptosystem, an encrypted data m when scrutinized with the aid of a secret key, is always
accompanied with and protected by a head error ¢I and a tail error e. During homomorphic computing, the errors
grow towards the plaintext data. To make correct decryption, the data needs to keep safe distance from the errors.
At some point the error will be too big to allow any further homomorphic computing. A scheme allowing a limited
level of homomorphic computing is called a somewhat homomorphic encryption system (SWHE).

FHE differs from SWHE by it capability of supporting unlimited level of homomorphic computing. In 2009,
a revolutionary idea was proposed to refresh an encrypted data by reducing the error homomorphically via the
decryption circuit [16]. This idea is called bootstrapping. The first efficient bootstrapping method is based on the
BGYV scheme [3], where the plaintext m is behind both the head error ¢I and the tail error e in the phase ¢l +e+m
of the encrypted data. By taking ¢l as part of the tail error in a bigger-modulus BGV ciphertext, polynomial
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functions defined on a finite field [18], [21] can be designed to run on the encrypted data, and output a new
ciphertext encrypting the same plaintext but with much smaller tail error. This original bootstrapping can be
called backup bootstrapping, indicating that the plaintext is backed up after the bootstrapping.

Another efficient bootstrapping method follows a similar strategy. In the phase of a CKKS-format ciphertext [11],
the plaintext m is sandwiched by the head error ¢/ and the tail error e in the phase gI + m + e of the encrypted
data. Usually the tail error overlaps with the plaintext, and is taken as part of the plaintext, so bootstrapping the
ciphertext aims at pushing the head error farther away from the plaintext. This is done by taking ¢l as part of
the plaintext in a bigger-modulus CKKS ciphertext, running some appropriate polynomial functions [6], [5] that
approximate the modulo-¢ function on plaintext, and outputting a new ciphertext encrypting approximately the
same plaintext but with much farther away head error.

The most efficient bootstrapping method for unpacked accurate data is FHEW /TFHE. It is based on both the
BFV scheme [2], [15] and the ring variant RGSW of the GSW scheme [19]. In the phase of a BFV-format ciphertext,
the plaintext m is also sandwiched by the head error ¢ and the tail error e in the form ¢l 4+ m + e, but unlike the
CKKS-format, here m is separated from e and is immediately next to gI. In other words, m is a modular integer
with modulus gq.

To separate m from the errors, the FHEW/TFHE method chooses an RGSW working environment where the
plaintext is stored in the exponent of a monomial. The underlying ring of RGSW has the property that 2V = —1
for an integer N of power of two, so that after changing the modulus from ¢ to 2N and lifting the phase ¢/ +m +e
to the exponent, the original head error qI disappears, and by ™€ = 2™2°, m and e can be easily separated in the
exponent. RGSW scheme is utilized to control the error growth efficiently during the homomorphic lifting [1], [20].
Lifting the data from the coefficient to the exponent is a salient feature of FHEW /TFHE.

Another salient feature of FHEW/TFHE is programmable functional bootstrapping. To bring down plaintext
m from the exponent to the coefficient, meanwhile inserting it to the argument of a prescribed function f, a
test polynomial is used, which is essentially the look-up table of function f, so that when m is brought down to
the coefficient, the error factor x¢ is removed, and the encrypted plaintext becomes f(m). This functionality of
FHEW /TFHE has important applications in privacy-preserving machine learning [10].

The FHEW/TFHE bootstrapping is a blooming topic in FHE. Since its discovery in 2015, there have been a
lot of papers in the literature devoted to further explore and develop the method [4], [8], [9], [13], [22], [23], [26],
[27], [28]. On the other hand, this method has two obvious shortcomings. The first is its inadequacy for packed data
bootstrapping, due to the harsh prerequisite of RGSW scheme in the error control of the homomorphic lifting. The
second is the plaintext size limitation due to the exponent space restriction. The coefficient space in BFV/RGSW
scheme can have hundreds of bits, and even thousands of bits if RNS representation is used. On the contrary, the
exponent space cannot exceed 20 bits, due to the inability of current computer systems in manipulating large-degree
polynomials.

In 2021, several methods [12], [25], [29] were proposed to overcome the second shortcoming, namely to handle
the bootstrapping of large-precision data in FHEW/TFHE cryptosystem. These methods used the strategy of
decomposing the long plaintext into shorter blocks from the tail up, bootstrapping each block sequentially, and
finally concatenating all the blocks. In FHEW /TFHE, a cycle of bootstrapping by lifting a block of plaintext to
the exponent and then down to the argument of a programmable function, with both input and output of the same
ciphertext format, can be rightly called a uni-bootstrap. It is denoted by GenPBS in [12], by Boot in [25], and by FBS
in [29].

— [12] proposed a fast method to bootstrap each block with a single uni-bootstrap, with the price of consuming
one more bit in the exponent space, and enlarging the refreshed error by a BFV-format multiplication.

— [25] proposed a fast method to obtain the sign bit of the long plaintext homomorphically, by bootstrapping
each block with two uni-bootstraps, one for the MSB (Most Significant Bit) of the block, the other for the lower
bits. The efficiency is further improved by a sequence of modulus switches. Without reducing the moduli, the
method can also be used to backup the original long plaintext homomorphically, and output a ciphertext with
small refreshed error.

— [29] proposed a fast method to backup long plaintexts that can be either accurate or approximate. It uses the
same strategy as [25] in bootstrapping each block: two uni-bootstraps, one for the MSB and the other for the
lower bits. One difference is the implementation. While [25] is based on the public PALISADE library, [29] made
its own C++ implementation from scratch.
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We observe that in [25], [29], the phenomenon of requiring two uni-bootstraps for one plaintext block m’ is caused
by the disappearance of the MSB of m/ after it is lifted to the exponent. Before the lift, let m’ = myqg N+m” € Zon
be the plaintext block after modulus switch from ¢ to 2N, where mj;qg € {0,1} is the MSB of m/, and m” is the
lower bits. Then ™ = z™uss Ngm” — (—1)muss 2" because 2V = —1. So after the lift, the MSB drops from the
exponent to the coefficient, only the lower bits remains in the exponent. Because of this, two uni-bootstraps are
required to recover m’, one for mjygp, the other for m”.

Consider the following special case: in two’s complement representation, plaintext block m’ has it two leading
bits, one being mjygp, the other being the MSB of m” that is denoted by myqp, having identical bit-value, i.e.,
both 0 in the positive case, or both 1 in the negative case. Let us call such a block a “compliant block”. When
such a block is lifted, although mjqp is not in the exponent, its value is disclosed by mj g, which is still in the
exponent. Bootstrapping such a block needs only one uni-bootstrap.

How to obtain compliant blocks? For a long plaintext, suppose that it is divided into blocks from the head
on, and the first block is already a compliant one containing at least three bits. Then one uni-bootstrap suffices
to finish bootstrapping the first block. The second block is no longer a compliant one in general. However, when
we subtract the refreshed first block from the input plaintext, then in the leftover plaintext, the bits that were
previously occupied by the first block all have bitvalue 0 if the leftover plaintext is non-negative, or all have bitvalue
1 otherwise. So if we enlarge the second block by including two extra bits as the leading bits, we get a compliant
block. This trick can be used for all later blocks, so that each successive block is compliant after the previous blocks
are bootstrapped and then subtracted from the input.

The above blockwise bootstrapping is from the head of the plaintext on. As to the leftmost block, it can be
bootstrapped by two uni-bootstraps, one for the MSB, the other for the lower bits. If everything works well, then
on one hand, including two redundant bits in every succeeding block reduces the blocksize by 2. On the other hand,
the number of uni-bootstraps is reduced by half for each succeeding block. Suppose that in the tail-up approach
to blockwise bootstrapping, each block has bitsize d + 2 where d > 0. Then in the head-on approach, from the
second block on, each block has bitsize d, where the two leading extra bits are not counted. For sufficiently long
plaintext, the bootstrapping efficiency of the head-on approach is about d bits per uni-bootstrap, while for the
tail-up approach, the bootstrapping efficiency is d/2 + 1 bits per uni-bootstrap. Another benefit of reducing the
block number is the reduction of the refreshed error in the output ciphertext.

Unfortunately, not everything works well. In a uni-bootstrap, Before lifting to the exponent, the modulus of an
encrypted block needs to be down switched from ¢ to 2IV. This incurs a rounding error eypg that generally occupies
more than half the bits of Zsy. In the tail-up approach, error eypg does not overlap with the plaintext, and can be
completely eliminated after the plaintext block is brought down from the exponent to the coefficient. Once a block
is bootstrapped and then subtracted from the input plaintext, the bits previously occupied by the block are vacant.
In the head-on approach, the situation is different. After the modulus down switch and before the lifting, rounding
error eyps generally covers the succeeding plaintext blocks, if there are any. The consequence is that before the
lift, in Zon the plaintext bits that are not covered by error eypg are inaccurate, and there is no way to obtain an
accurate result from the plaintext bits.

For the leftmost block of the input plaintext, the situation is even worse. In FHEW /TFHE, the programmable
function must be nega-cyclic [14], [8]. Usually the function can be divided into two branches, only one branch is
correct and returns the desired bootstrapping reuslt, while the other branch is designed solely to meet the nega-
cyclicity requirement, and generally returns wrong result if the rounding error eypg forces the leftmost plaintext
block to fall within the domain of the wrong branch. If the programmable function is discontinuous, controlling the
error caused by misuse of the wrong branch is practically impossible.

To cope with the above situations, the programmable function for bootstrapping the lower bits of a plaintext
block must be re-designed, which should be at least continuous, so that a small change in the domain of definition
caused by enmpg does not change the result too much.* The programmable function should also have a parameter
called resolution that controls the output plaintext precision. If there are various resolutions available, then op-
timization is needed to minimize the approximation error. To handle approximate bootstrapping of the plaintext
blocks, at the same time to obtain accurate bootstrapping of the whole long plaintext, the classical idea of accurate
computation by approximate computing in computer algebra can be borrowed.

This paper realizes the above ideas. A continuous programmable function with nega-cyclicity is designed to
bootstrap the lower bits of a block. A parameter called resolution is introduced to control the precision of approx-

4 In contrast, the MSB function is not continuous, nor is any programmable function to bootstrap the MSB.



4 Hongbo Li, Dengfa Liu, and Guangsheng Ma

imate bootstrapping. Rigorous error estimations are made for various resolution values. For a plaintext block, if
there is more than one resolution value available for the programmable function, then a series of lemmas are set
up to optimize the resolution value for the purpose of maximizing the block size. To make accurate bootstrapping
for the whole plaintext, the approximate plaintext is strictly separated from the refreshed tail error after each
uni-bootstrap. To facilitate error control and illustrate optimization result, the error bound is usually measured by
the so-called power-of-2 binomial representation, which is an integer of the form 2/(1 & 27%) where 0 < k < I, and
provides more detail than the usual power-of-2 bound. Usually the minus sign is used in the representation, so that
there are more values approximating a power-of-2 bound from below.

Based on the above ideas, two new strategies are proposed for large-precision plaintext bootstrapping. The
first strategy is to decompose homomorphically the input plaintext into blocks from the head on. Each block
is bootstrapped approximately, whose size is maximized by optimizing the approximation precision. Every two
adjacent blocks overlap. This overlap is not redundant in that the bootstrapping result of one block also repairs the
inaccurate result of the preceding block. After all the blocks are bootstrapped, by summing up all the bootstrapping
results, a ciphertext whose plaintext equal the input one is obtained.

For the purpose of backup bootstrapping, blockwise bootstrapping the tail error instead of the plaintext, can
reach the same goal of error reduction. To bootstrap the tail error blockwise, starting from the head, namely the
head-on approach, is the best choice. On one hand, bootstrapping the tail error is usually simpler than bootstrapping
the plaintext, because for the tail error, the first block is usually compliant. On the other hand, the tail error can
never be completely eliminated, and accurate bootstrapping of the tail error is impossible.

The second strategy is to decompose dynamically and homomorphically the tail error into blocks from the head
on, back up each block approximately, and then subtract the result of bootstrapping once the block is bootstrapped.
The block size changes dynamically as a result of error optimization. In this way, the tail error is gradually reduced,
its higher bits are gradually vacant, while the plaintext keeps unchanged. This strategy can be called (tail) error
bootstrapping. It is not only applicable to the input ciphertext, but also to the bootstrapping result of any plaintext
bootstrapping algorithm, such as the algorithms in [12], [25], [29], or any algorithm based on the head-on approach
to plaintext bootstrapping.

In order to make fair comparison, we re-develop and further improve the tail-up approach to plaintext bootstrap-
ping. In [25], [29], the block size in the tail-up approach is set to be constant. This simplifies the algorithm design
with the cost of more blocks and relatively small initial tail error. In our improvement, the block size no longer
keeps constant, and each block size is the result of optimization. This improvement reduces the block number, at
the same time allows for bigger initial tail error in the input ciphertext. When the initial tail error is very big, in
the extreme case the the first plaintext block in the tail-up approach, which is at the tail of the whole plaintext,
contains only one bit, namely the LSB (least significant bit). The smaller the first block, the bigger the allowed
initial tail error. Bootstrapping the LSB of the plaintext first is called LSB precursor. It turns out that for big
initial tail error, running the LSB precursor is necessary not only for the tail-up approach, but also for the head-on
approach to plaintext bootstrapping, and in some scenario, also indispensable for the error bootstrapping.

In this paper, for each of the tail-up approach, the head-on approach, and the error bootstrapping, an algorithm
is designed. Furthermore, some variants are designed to include special tricks to handle the first block, for example
the LSB precursor. All the algorithms are implemented in the open-source FHEW /TFHE system on PALISADE
platform. For real test data such as those used in [25], the head-on approach can save run-time by 17% to 27%, and
the error bootstrapping can improve run-time speed to 7 times in the most favorable case.

The content of this paper is arranged as follows. Section 2 introduces the basics of FHEW /TFHE programmable
bootstrapping, and presents a method of bootstrapping simulation called phase bootstrapping. Section 3 presents
a continuous programmable function and the concept “resolution”, and investigates the high-resolution variants of
some programmable functions. Section 4 re-develops the tail-up approach together with the LSB precursor. Section
5 develops the head-on approach. Section 6 develops the error bootstrapping, together with combinations of various
bootstrapping strategies for FHE ciphertexts of different formats. Section 7 presents our experimental results on the
three approaches. The Appendix contains a series of lemmas on the error estimation, block size optimization, and
bootstrapping feasibility of the three approaches based on the power-of-2 binomial representation of error bounds.
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2 Basics

2.1 FHEW/TFHE programmable bootstrapping

In a programmable functional uni-bootstrap, the plaintext is first lifted from the coefficient to the exponent of a
monomial, then brought down to the argument of a programmable function, so that the output ciphertext encrypts
the value of the programmable function at the input plaintext. Because the coefficient space is much larger than the
exponent space, for large-precision plaintext only a block of it can be lifted to the exponent at a time. Bootstrapping
an encrypted long plaintext block by block is called block bootstrapping.

The input of bootstrapping is an LWE ciphertext ct = (a,b), where a = (ay,...,a,) € Zj and b € Z,. Suppose
each entry is represented by an integer in [—q/2,q/2). The entries s; of the secret key s € Zj are assumed to be
sampled uniformly in {0,1, —1}. The modular phase of the ciphertext is mg € Z, such that

mo = phase(ct) :=b—a-s=b— Z a;s; mod gq. (2.1)
Si#O

Later on when we talk about phase, we usually mean the modular one.

The first step of uni-bootstrap is to change the modulus from g to 2N, so that the MSB of the block to be
bootstrapped becomes the MSB of Zyn. This can be done by first making modulus down without scaling the input
ciphertext, then making modulus switch by scaling the ciphertext and then rounding.

Assume

mo = AMinis + €inie - mod g, (2.2)

where mnit € Z; is the original plaintext,
A=|q/t], (2.3)
and the original error |ein;it| < Einit < A/2, so that decoding mg gives [mg/A] = Miniy mod t.

Let A < ¢’ < g. Since any integer in [—¢/2, ¢/2) can be taken as a representative of a modular integer in Z,,
ct € Z;’H can be taken as a ciphertext with modulus ¢, so that if ¢ | t¢/, then the encrypted plaintext is the
following tail block of mipjt:

m’ = (minie  mod tq'/q) N [~tq'/(2q),tq"/(2q)). (2.4)

Taking ct as an LWE ciphertext with modulus ¢’ < ¢ is called modulus down. It changes the modulus and the
plaintext, but does not change the ciphertext components a, b. The phase of ct after modulus down is Am/ + ejpi =
mg mod ¢’.

Let there be an RGSW homomorphic computing environment with modulus @ > ¢ and ring dimension N >
n, that has the same security level with the input LWE ciphertext. When t¢'/q € Z and is small, the FHEW
bootstrapping of ct € ZZ"H by taking it as encrypting m’ € Lyt 4, is composed of three steps:

(1) Modulus down switch from LWE,, ,, to LWE,, on:

Take LWE,, , ciphertext ct € as one with modulus ¢’ < ¢, change the modulus to 2N < ¢ by scaling and

rounding:
ct? = (a,b) = (lax 2N/q], (|b x 2N/q']) € Z3". (2.5)

The encrypted plaintext is m’, the rounding error is
emps = (' —bx2N/q¢') — (a' —ax 2N/q') -s € Qap. (2.6)
For large t, it is possible that A x 2N/q¢' = (¢/q') x (2N/t) < 1, then the phase of ct’ is
mg = |bx 2N/q¢'| — |[ax 2N/q'] -s
= emps + (b—a-s) X 2N/¢
= emps + (Am' + eiit) X 2N/¢
= Am/ x 2N/q¢' + € mod 2N,

where
¢’ = emps + emit X 2N/¢' € Q, (2.8)
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For ct’ to be decryptable, |¢'| < AN/q’ is required.
(2) Phase lift-up from LWE,, on to RGSWy :
Use identity
xphase(ct’) _ xbl H T @isi (29)
si;éO
to lift phase(ct’) up to the exponent of a monomial homomorphically, by encrypting each z~%* in RGSW format,
and making successive multiplications between RGSW ciphertexts. This procedure is called homomorphic accumu-

lation in the exponent. The result is an RGSW ciphertext ct" with modulus @ and ring dimension N, that encrypts
monomial M0 = g2N/¢)Am’ g’

(3) Phase bring-down from RGSWy o to LWE,,

A so-called programmable function f(x) is needed to bring down the plaintext m’ from the exponent to the
constant term of a polynomial. For the most general-purpose functional bootstrapping, f is from Zaoy to Zg. A
trivial RGSW y ¢ encryption of test polynomial

c(x) = Z f(d)z=¢ (2.10)
d€Zan

is multiplied with ct", and the result is an RLWEy ¢ ciphertext encrypting a plaintext having constant term f(my).
This RLWE ciphertext is then changed into LWE,, , form by key switch and modulus switch.
To get rid of the error €’ in the exponent of ™o,

f@NAm' /¢ +¢') = f2NAm' /) (2.11)

is sufficient. Let
tq'/(29)—tq'/(29)] -1

g(z) = > FNAi/q) a2 N4/
i=—|tq'/(2q)] (2.12)
go(z) = Z z°,

e€(—AN/q',AN/q')NZ

then the test polynomial ¢(x) = g(x)go(z), and 2™0c(z) has constant term f(2NAm’'/q') as desired. Notice that
when expanding the product of polynomials g(x), go(z), no like terms occur, due to |e] < AN/¢'.

We see that to get rid of error ¢’ from the exponent, if ¢(z) takes the form (2.10), then the programmable
function f should satisfy (2.11). In the general case where f does not satisfy this requirement, the test polynomial
should take the form c(z) = g(x)go(x), where factor g(z) serves as a look-up table of function f, and factor go(x)
is used to eliminate the error ¢’.

If f(2NAm'/q") =m’, the we would have obtained a refreshed ciphertext encrypting m’. Unfortunately this is
possible only for the special case where t¢’'/q = 2 and N is a power of two, so that m’ € Zs and p(N/d)Aam"
N = (—1)’”/. When tq’'/q > 2, the programmable function is required to be 2N-periodic nega-cyclic. A 2N -
periodic nega-cyclic function on Z is a function that satisfies

flx+N)=—f(z), VzelZ (2.13)

The nega-cyclicity requirement is a direct consequence of the fact that after lifting the phase of an LWE ciphertext
to the exponent of a monomial, the MSB of m(, drops to the coefficient and becomes a sign factor. If my, = N + ¢/
mod 2N for some 0 < ¢/ < N, then 2™ = —2¢ | and the constant term of 2o¢(z) is f(N +¢') = f(m}) = —f(¢).
Hence the nega-cyclicity guarantees no contradiction in the result.

TFHE bootstrapping is an improvement of FHEW bootstrapping in that every (matrix) multiplication between
two RGSW ciphertexts is replaced by a (vector-matrix) multiplication between an RLWE ciphertext and a GSW
ciphertext. This is achieved by putting a trivial RLWEy g encryption of plaintext polynomial xb,c(m) at the begin-
ning of the second step, so that the product of a:b,c(x) and x%* is homomorphically realized by the multiplication
of the RLWE ciphertext with an RGSW ciphertext encrypting z%%:.
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In TFHE bootstrapping for the case where tq’'/q € Z is small, there are also the above three steps, the difference
lies in the latter two steps. In the second step, the starting ciphertext is a trivial RLWE encryption of polynomial
J:blc(x); the middle and final ciphertexts, being multiplications of an RLWE ciphertext by an RGSW ciphertext,
are RLWE ones encrypting xb/c(a:)xd for varying integer d. So this step essentially rotates the list of coefficients
of polynomial ¢(z) by a blind/secret amount d in each iteration, called blind rotation. The third step of TFHE
bootstrapping is simply changing the RLWE ciphertext into LWE,, , form by key switch and modulus switch.

When viewed from the content of the encrypted plaintext in the second step, FHEW gains accumulation on the
exponent of its plaintext monomial, while TFHE gains synchronous accumulation on the exponent of each term of
its test polynomial, or equivalently, gains rotation on the list of coefficients of its test polynomial. As the latter two
steps are closely related to each other, it is better to put them together and name them the step of “accumulative
blind rotation”.

The procedure consisting of the above two steps: modulus down switch and accumulative blind rotation, is called
a uni-bootstrap. The result is a ciphertext with refreshed error bound Ep < FEj,;; that is independent of the input
Minic and €jpit.

2.2 Backup block bootstrapping

If the output encrypts the input long plaintext, the bootstrapping is called backup bootstrapping.
From now on for simplicity of statement, it is assumed that ¢, ¢’,t,n, N are all powers of two. For example, g
can be changed into a power of two by by modulus switch. Denote

l, = log(q), It =log(t), la = log(A),
; q 3 A g (214)

0og
log(n), Iy =1log(N), Iy = log(¢).

Due to the nega-cyclicity constraint of the programmable function, the MSB of m’ € Z;q /4 and all the lower
bits cannot be recovered all at once by a single uni-bootstrap using only one programmable function. The MSB of
m’ is assumed to be the i-th bit of m’ from the right and have bit-value b; € {0,1}, where

i =log(tq' /q) =1y —la > 0. (2.15)

When t¢'/q = 2° is so small that in Zyy, the block m’ x 2N/2! occupied by plaintext m’ does not overlap with the
rounding error of modulus down switch, or more strictly, |e’| < N/2¢, then a refreshed ciphertext encrypting m’ can
be obtained by one or two uni-bootstraps, in one of the following ways:

Double uni-bootstrap approach [25], [29]:
1. Starting from a ciphertext ct encrypting m/, the first uni-bootstrap returns a ciphertext ct; encrypting the

integer b; 2! corresponding to the MSB (2.15) of m/, based on the 2 N-periodic nega-cyclic programmable function
finit depicted in Fig. 1.

N2——

-N -N/2

o N/2 N x

-N/2

Fig. 1. Programmable function f™* for MSB bootstrapping.

2. Starting from ciphertext ct — cty, the second uni-bootstrap returns a ciphertext cto encrypting all the lower
bits m’ of m’, based on the 2N-periodic nega-cyclic programmable function f’ depicted in Fig. 2.
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N/2

-N -N/2

o N/2 N X

-N/2

-N

Fig. 2. Discontinuous programmable function f’ for lower bits bootstrapping.

3. Return cty + cts.

Single uni-bootstrap approach [12]:

1. Choose a new modulus ¢’ that is half the one used in the previous approach. Then the bit-size ¢ of m’ in (2.15)
is reduced by 1. The error ¢’ € Zay is the same as before, but now satisfies |e/| < N/2°"! for the reduced i.
Use both programmable functions f™*(z), f'(x) to construct test polynomial

c(z) = {gi(x) + 2~ N/% ga(2)}go (), (2.16)

where g is defined in (2.12), and for j = 1,2, g;(x) is obtained from g(x) in (2.12) by replacing f with f™it, f/

respectively. Because 2NA/q’ > N/2¢ and |e/| < N/2'T! no like terms occur in the polynomial addition and

multiplication of (2.16). ‘

Do one uni-bootstrap to get two ciphertexts ct; and cts encrypting respectively the coefficients of 29 and 2V/2".
cty encrypts the integer 2b; where b; is the MSB of m/, while cts encrypts the absolute value |m/|.

2. Make RLWE ciphertext multiplication to get cts = ct; X cto.

3. Return cty — ctg, because

m = (—=1)%

m'| = [m!| — (2b;)|m/]. (2.17)

The single uni-bootstrap approach has the benefit of fewer uni-bootstraps, with the cost of much larger refreshed
error. For better-quality bootstrapping, the double uni-bootstrap approach is preferred.

When t¢'/q is not small, so that the block of plaintext m’ overlaps with error ¢’ in Zsy, then ¢’ must be reduced
in order not to corrupt the plaintext. This is the case of large precision l;. The original plaintext mj,;; must be
divided into blocks, so that each block can backed up by one of the two alternate procedures. This is called backup
block bootstrapping. In all the three references [25], [29], [12], block bootstrapping is done from the tail block to the
head block sequentially, where each block has the same size.

2.3 Phase simulation of bootstrapping

In error analysis and correctness verification, once the three basic error variables: the initial error ej;;, the rounding
error eyps of modulus down switch, and the refreshed error eg of uni-bootstrap, are given either variances as
subgaussian random variables, or absolute bounds as regular variables, then the two steps of a uni-bootstrap can
be both simulated by acting on the input plaintext directly. This phase simulation can dramatically simply error
analysis.

Furthermore, due to the narrow exponent space constraint of the RLWE/RGSW cryptosystem, FHEW /TFHE
method cannot apply to ring dimension bigger than 20. To investigate the asymptotic behavior of a bootstrapping
algorithm by experimentation involving large FHE parameters, phase simulation must be resorted to.

There are two approaches to error analysis. The first is the absolute error approach, in that the sum of errors ey;
is bounded by the sum ), ep; of their absolute bounds enr; > |ens;|. The second is the heuristic error approach [7],
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in that the following errors are taken to be independent random variables (this is called the error independence
heuristic):

— the initial error ej,;; of the input ciphertext ct;

— the refreshed error ep; in the resulting ciphertext ct; of the i-th uni-bootstrap;

— the rounding error ep;; of ciphertext ct — Z;’:l ct; in modulus down switch, where ¢ > 0. When ¢ = 0, the
ciphertext is just the input ct.

Notice that the independence heuristic is on both the errors within each class and the errors of different class.
In the heuristic approach, an error e is assumed to be subgaussian with mean zero and variance o2, such that
the bound E. of |e| is determined with some failure rate by

E. = po., (2.18)

where 1 > 0 is a constant independent of e, and is determined first by subgaussian tail estimation and then trimmed
by experiments. The sum of errors with scaling: Aje; +. ..+ A\, ey, is then subgaussian with mean zero and variance
>-; A%02, . Since p is a universal constant, the bound of the sum of errors is y/Y; A2 E? for |ens;| < e

For example for the error in (2.8), its absolute bound is 1/2 4+ Enps + Einit X 2V/¢’, while its heuristic bound is

\/El%/IDS + Efyy x (2N/¢)2, (2.19)

where e,. is too small to be considered. In this paper, we use the absolute approach and the heuristic approach in
parallel, so that the former is failure-free, while the latter is more practical.
For enmps, let
€0 =bx2N/q — |bx2N/q'],

i = (a; X 2N/q' — |a; x 2N/q')s;. (2.20)

When the secret key is ternary uniformly random in {0,+1}, one can generate eprg and the ey, for all s; € {£1}
as i.i.d. uniform distribution on interval [—1/2,1/2]. There are 1 4 2n/3 of them all together, so random variable
eMps = €9 — Y1, Si€; for large n is approximately Gaussian by the central limit theorem, with standard deviation

onps = v/ (14 2n/3) x (1/12) =~ v2n/6. (2.21)
So we can set
Enps = V21 /6. (2.22)

Theoretically p determines the error failure probability: for a zero-centered Gaussian distribution e(x) with standard
deviation o,

P(le(z)| > E) =1 — erf(E/(V20,)) = erfc(u/V/2). (2.23)
To facilitate error analysis and algorithm implementation, we usually simulate the bounds of two important
errors by the following power-of-2-binomial integers on the upper side:
Eamps =2/(1—27%) =274(1-27F)N/4,
Ep =2B(1-27")=2798(1-27"2)A/2, (2.24)
By =24 (1 —27F8) =27d1(1 —27F1)A/2,
where
d =Ily—-1-2,

dg =lp —lg —1, (2.25)
dr =la—1;1 -1,

for non-negative integers k,l, kp,dp, kr,dr,d,dp, D satisfying the following:

—1</€§l71<k3§137 1<k‘[§l1;
—O<l§lN—3,4§lB<l1§lA—1;
—0<d<Iy-3, 0<d;<dp <la-5.
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Below we explain the ranges. The right side of (2.24) are all integers. Usually [ > 5, if k = 1, then 2/T1(1—-27%) =
Aot 1 =29 — 2l_l7 so we choose 2 < k <[ to avoid redundancy in resolution. For the same reason we have
kg, kr > 1.

By FHE standards, the error in a new ciphertext has standard deviation 3.19, the fresh error bound can be set
to be about 2%. So I > 4 for refreshed error Ep. As a quality requirement of bootstrapping, |log Eg] < |log Einit |
is necessary, which is just g < I;. That Ei;x < A/2 requires I; <l — 1.

That d > 0 is for bootstrapping of long plaintexts, where d+2 is often the regular block length. Sol = Iy —d—2 <
In —3 and d < Iy — 3. In practice, at least d > 3 and [ > 4. In our experiments, it also holds that Iy > [+ k/2.

Alternatively, there are bounds of the form 2l( 1427k ) where 2 < k <, which are power-of-2 binomial integers
on the lower side. They are not as useful as those on the upper side in exploring the limits of approximation to
power-of-2 upper bounds, and will not be used in this work.

Pl PP 2P.P-3 P+ o3

0 2p'—3' 2'p—2' 2p—l 2p_2p—2. 2p 2p+1_2p—1 2p+‘1_2p—‘2 22)+1

Fig. 3. power-of-2 binomial integers on the upper side. The shadow zones on the real axis are on the lower side and are
empty.

For example, for u = 6,12, the corresponding failure probabilities are both very small:
erfc(6/v2) =~ 1.97 x 1072, erfc(12/v/2) ~ 3.55 x 10733, (2.26)

the parameters of Eypg and Ep are the following:

If n = 2° then v2n = 2°. If 4 = 6, then Eypg = 32 = 2° ~ 25(1 —27°), 50l = k = 5. If 4 = 12, then
Enps = 64 =20~ 26(1-279) s0ol =k =6.

If N =2 then V2N =26, If y = 6, then Eg =25, solg = kp = 6. If u = 12, then Ep =27, s0 lp = kg = T.
— If n = 29 then v2n = 2°v/2. If 4 = 6, then Eyps = 2°v2 < 26(1 —272), s0 | = 6,k = 2. If u = 12, then
Eyps =20v2 <27(1-272) and [ = 7,k = 2.

If N =22, then V2N = 26y/2. If u = 6, then Eg = 26/2, so lg = 7, kg = 2. If u = 12, then Eg = 27/2, so
Ip=8,kp=2.

In the phase space Zoy, let the plaintext occupies the region from the left first bit to the left (dg + 2)-bit, where
dp > —1, then there are (Iy + 1) — (dp + 2) bits left in the space. For correct decryption, there must be a gap of at
least 1 bit between the plaintext and the error. So the error occupies at most Iy — dy — 2 = [y bits. For example in
the notations of (2.25), if dg = d then ly = [. Let E be the error bound in Zsy. The following is the error correctness
constraint in Zoy:

E < 2l = N/2d0+2, (2.27)

In the phase space Z, represented by integers bounded by ¢/2, the two intervals (0, ¢/4) and (¢/4, ¢/2) have the
same number of positive integers. For a modular number x € Qq, if [[z]14/2] < ¢/4, then z is said to be small; if
I[z]1+q/2] € (q/4,q/2], then z is said to be large. For example, for the initial error bound, if Eini; < A/4, the initial
error is small; if A/4 < Epi < A/2, the initial error is large.

The modulus down switch step can be simulated by defining a rounding function r from Z, x Z to Zay:

ron/q (m,e) =m x (2N/q') + e mod 2N, (2.28)

where error e € Q simulates enps. The benefit of this simulation over the usual one 79y /4 (m, ) = [mx (2N/q¢')]+e
where e € Z, is that the 1/2-bounded rounding error e, between m x (2N/q') and |m x (2N/q’)] is integrated
with e, which simplifies error analysis; the drawback is that the randomness of e is harmed by the constraint
m x (2N/q') + e € 7Z. Alternatively, ron/q can be defined as [m x (2N/q') + e]. In error analysis, the above
1/2-bounded rounding error is too small to make any effect.



New Bootstrapping Strategies in FHEW /TFHE Cryptosystem 11

For the refreshed error ep after uni-bootstrap, a Gaussian distribution with heuristic bound Fp is sufficient to
simulate it. The estimation of Ep from both theoretical deduction and statistical experiments, can be found in [17].
Later in this paper we also report our own estimation of Eg by statistical experiments.

The accumulative blind rotation step can be simulated by the sum of a programmable function f : Z — Z,
and an error ep € Z,, where |eg| < Ep and f satisfies (2.11). Then the whole uni-bootstrap procedure can be
simulated by the following function mapping m € Z; to muniBoot € Zg:

MUniBoot = f(T2n/q/ (M, €)) +ep  mod q. (2.29)

For backup bootstrapping, defining a new programmable function f : Zony — Zon simplifies error estimation
tremendously. To further simplify error analysis, we redefine the rounding function 75y/4 so that it is from Z x Z
to Z. The purpose of changing the domain of definition to Z is to make the modular addition in (2.28) an integer
addition. Changing the range of value to Z has no influence upon error analysis, because ron/, is always coupled
with 2N-periodic function f in uni-bootstrap simulation.

3 New techniques for block bootstrapping error analysis

In this section, we first investigate the difficulties in realizing the idea of head-on block bootstrapping, then develop
some techniques to overcome the difficulties. The techniques include a continuous programmable function, resolute
numbers, and some inequalities related to them.

Suppose the two leading bits of a block m’ have identical value. When making uni-bootstrap, the first step is
modulus down switch that generates a rounding error eypg that may occupy most of the bits of Zsy. This newly
introduced error may change the values of the two leading bits in Zs, so that they are no longer identical.

For example, if m’ has two leading bits of value 00, the rounding error may change them into 01 or 11: the first
may occur when the lower bits of m/ all have value 1, and eyps > 0; the second may occur when the lower bits of
m’ all have value 0, and eyps < 0. In duality, if m’ has two leading bits of value 11, the rounding error may change
them into 10 or 00: the first may occur when the lower bits of m’ all have value 0, and eyps < 0; the second may
occur when the lower bits of m’ all have value 1, and empg > 0.

The instability of leading bits also exists in previous bootstrapping methods. When bootstrapping is from the
tail up, there is a “firewall” separating the plaintext m’ from the error eyps, which is composed of at least one
vacant bit. For example, if |e’| < 2P for the error in (2.8), and m’ is embedded into Zan as m’ 2P+, then the bit
occupied by 2P via its unique nonzero bit-value serves as a firewall between the plaintext and the error. The MSB
of the firewall behaves as the rounding bit of the plaintext, whose role is to stabilize not only the leading bits, but
also the lower bits of m’. Indeed, the rounding bit is already in use in factor go(z) of the test polynomial (2.12) to
get rid of the error part.

If bootstrapping starts from the head on, there is no longer a firewall separating the plaintext from the error,
because in modulus down switch, the rounding error overlaps with the input long plaintext. Although m’ is not
covered by enmps in Zop, those bits behind m/ in myy,;; are flooded by the error, leading to the consequence that the
last bit of m’ cannot be recovered even after the block of m’ has finished bootstrapping, because there is no longer
a “clean” rounding bit following m/'.

In my,; after subtracting the result of bootstrapping block m’, the next block should include some number of
bits that were previously occupied by m’, so that the block starts with exactly two leading bits of identical value.
The bootstrapping result of the block will repair the last few bits of the previous block m’. Such repairing finishes
only when the LSB of the input plaintext myy;; is bootstrapped. Before that, the sum of bootstrapping results is
not equal to the sum of the bootstrapped blocks.

Another error in bootstrapping is caused by falling into the wrong branch of the programmable function that is
designed only to meet the nega-cyclicity constraint. For example, in Fig. 2 of function f’ that is designed to recover
the lower bits of m’, the branch defined on interval [—N,0) does not return the correct backup result f'(z) = z,
but rather returns f’(x) = —x — N. The function in Fig. 2 is discontinuous at points —N, 0, making error control
very difficult.
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3.1 Continuous programmable function for block bootstrapping

We observe that in Fig. 1 of function fii |z — fMit(z)| < N/2 for any z € (—N,0) U (0, N), and the function is
continuous on the two intervals. Formally,

finit . 7 — [=N/2,N/2]
N/2, ifz€[0,N) (3.1)
e { —N/2,if z € [-N,0)

If we choose a continuous programmable function f for lower bits recovery, so that it agrees with the identity
function on interval (—N/2, N/2), then by

fit(z) + f(z — fM%2)) =2, Vo€ (=N,0)U(0,N), (32)

the two functions finit, f correctly backup all # € (—N,0) U (0, N) by first returning f™i(z), then returning the
value of f at the remainder of z after subtracting f"*(z), and then adding the two returns up. By continuity and
2N-periodic nega-cyclicity, function f is of the following form:

f:Z— |[-N/2,N/2]
x, ifx e [-N/2,N/2]
z+—  N—z, ifze[N/2,N]
—N —z,ifx € [-N,—N/2]

(3.3)

N2 f------

-N -N/2

,,,,,,,, N/2

Fig. 4. Continuous programmable function f for bootstrapping lower bits.

When z is nearby —N or 0, error |z — f®i*(z)| may exceed N/2 a little bit, then f enlarges the error furthermore,
but not too much due to continuity. Only the block of plaintext that is not flooded by the error can be approximately
backed up. The error is a mixture of the input ciphertext error, the modulus down switch error, the plaintext
rounding error, and the programmable function branch misuse error.

From the viewpoint of two’s complement representation, a block in Zsy having two leading bits of identical
value corresponds to a number of (—N/2, N/2) in the interval [-N, N) representation of Zsy. If the two leading
bits are changed into different values by a rather small error, this only occurs when the number is of the binary
form 110...0 or 001...1. In [N, N), the number is either —N/2 or almost N/2, which are exactly the two points
from which the programmable function starts to deviate from the identity function.

3.2 Resolute numbers

In Subsection 2.1, we see that in a uni-bootstrap, to get rid of error eyps, it is sufficient for the programmable
function f to satisfy (2.11). However, none of the three programmable functions: f’ of Fig. 2, " of (3.1), and f
of (3.3), meets the requirement. To revise these functions so that (2.11) is satisfied, we need a convenient concept
to name a class of numbers that has been used popularly in LWE plaintext decoding.
Denote
Q1) :={z € Q| |z —y2rt!| <27, Iy € Z},

(3.4)
Lip+1) = Qppr1) N Z,
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and call them respectively resolute rational numbers and resolute integers with (p 4 1)-bit resolution. They can also
be called (p + 1)-resolute numbers unanimously. When x € Q, (or Z,) for some g > 2P™!, then if a rational number
(or integer) representative of z is in Qpp41) (or Zp,4q)), so are all other representatives of x. Hence for a modular
number z, z € Qpp41) (or Zp,11)) makes sense. Usually we require p > 0, but p = —1 is still useful: Qo) = Q.

Let 2 = y2°™! 4 2 € Q[p4q) for some integer y and rational number z with |z| < 2. Then y2P*! is called the
center of x, denoted by (z)PT1, and z is called the error or residue of x. For a fixed Eyps > 0, if |2| < 2P — Enps,
then x is said to be Eyps-tolerant in Qp,4qy. If 2 is a random variable, Enps is the bound of another independent
random variable, and |z| < /2% — Ef/IDS, then x is said to be Pythagorean Enps-tolerant.

Every x € Qg or Z, has infinitely many rational or integral representatives of the form x+ kg, where k € Z. Since
comparison and ordering make sense only in Z, modular integers should be given common interval representatives
and then be compared as regular integers. Usually a zero-centered interval is used to offer representatives for modular
numbers, because this representation gives smaller absolute value. For example, x € Z, can be represented by an
integer in interval [—¢/2, ¢/2), and |x| makes sense. Another example is the two’s complement representation when
q is a power of two, which is just the [0, ¢)-interval representation in binary form. Still these are not enough.

We introduce the following notations. The unique representative of € Q, in interval [a,a + ¢) can be denoted
by [2](4,0+4)- The following are special shorthand notations:

[T]1q/2 = [T]—q/2,0/2)} (3.5)
Lltq/2—e = [T][—q/2—€,q/2—€)"

The default representative of x € Qg is [2]44/2-

When z € Q is a regular number, the notation “[ ]4,a4q)” serves as a map from Q to interval [a,a + q), by
taking « as a representative of some modular number in Q. In this case, the simplified notations (3.5) also make
sense.

We further introduce the following simplified notation: for any z € Q,41j,

+1
@) = (@) )iy 0 € Z0[-0/2,0/2). (3.6)
Notice that -
[(i)[pﬂ]]iqm = ([x]iq/2—2p) P (3.7)
The following are some simple facts:
— For any ¢’ < ¢, both of which are powers of two, for any x € Qq, z — (z mod ¢') € Zj ).
— For any two integers y; # y2, (y12PT! — 2P 2P 4+ 2P) N (2P L — 2P 4p2PFL 4 2P) = (),
— Q\Qpr1) = Z\Zppa = {2°(1 + 2k) | k € 2},
For any = € Z, it has the following unique 0-centered tail-up blockwise representative:
u
z =Y y2%-1 €[—qq), (3.8)
i=0

where d} = d;_; +d;, d_; = 0, and dp,...,d, are a sequence of positive integers such that d;, = Soiodi = lg;
where for all 0 < i < u, integer y; € [—2%~1, 24~1) is unique.
If z € Zq is represented by (3.8), then foru > 1,z € [— (3}, 2di) /2, >, 2d§)/2). In the extreme case where
d; = 1 for all 4, then u = l; — 1, and > ;- 2%~ x 2di1 = g2t =2t —1=¢g—1,s0x € (—q,q). This
representation is suitable for plaintexts, but not for errors, because errors are not modular integers.
The representative can be obtained as follows. In regular binary form, let z = " xiQd/i—l, where |z;| < 24 —1,
and if x > 0, then all the x; > 0, while if z < 0, then all the z; < 0. For ¢ = 0 to u, do the following:
1. Compute the regular binary form of x mod ¢, which is z = 2?27 xj2d3—1.
2. If ¢y > 2471 set y; = 2% f a2y, ¢ = x + (24 — xi)Zd;—l; else if z; < —2%~1 set y; = 2% + a5, x =
z— (2% + 2;)2%1; else, set y; = x5, & = & — 2;,2%1,
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For example, when ¢ = 2% = 16, let dy = d; = 2, then dj) = 2,d} = 4. In binary form, 7 = —9 mod 16 has the
following O-centered tail-up blockwise representative:

0111 = 11401 x 2% = —01 + (01 4+ 01) x 2> = —01 + 10 x 22 = —01 — 10 x 22 =: yg + ,2%. (3.9)

In blockwise bootstrapping, to clear a signed integer instead of a modular integer, it is the O-centered block-
wise representative that should be used. The two’s complement representation changes every signed integer into
non-negative integer, clearing such a representative in general does not clear the signed integer. This is another
reason to use the two programmable functions f"i*, f in blockwise bootstrapping. The two functions are themselves
almost anti-symmetric with respect to the origin, making them well suited for generating O-centered blockwise
representatives for sign integers.

3.3 High-resolution variants of programmable functions

The following is a high-resolution variant of function £ in (3.1), with resolution p+ 1 bits for some 0 < p < Iy —1.
It is first defined on the subset Z, ) of Z, then extended to Z by 2N-periodicity and by supplementing the points
outside Z, 1) with value 0:

f‘]i)nit 21— Zon
N/2, if 2 € Zpra, ()P €0, N);
r— { —N/2, if 2 € Zppyay, ()P € [-N,0); (3.10)

fzi)nit(l' — 2p), ifx € Z\Z[p+1]-

It is easy to see that fz",“it is 2N-periodic nega-cyclic.

The following is a high-resolution variant of function f in (3.3), with resolution p+1 bits for some 0 < p < Iy —2,
by first defining on the subset Z,,; of Z, then supplementing the points outside Z,,; with suitable values and
extending to Z by 2N-periodicity:

fp 1 — ZQN
()1 if v € Zpyiq), and
(2)P*1 e [-N/2,N/2];
N — ()Pt ifz e Zipyq), and
()P € [N/2, N];
=N — ()Pt if 2 € Zppyq), and
(z)P+1 e [-N,-N/2]; (3.11)
y2rtt if ¥ = y2rtt —2p
€ [7N/2aN/2]a y e Z;
N —q2rtl  if g = gyoptl 2P
€[N/2,N], y € Z;
LN —y2rtl if g = g2ptt 9P
€ [-N,—-N/2|, y € Z.

It is easy to see that f, is 2N-periodic nega-cyclic, and
fo(z) € 2°F x ([-N/2PT2 N/2PH2 N Z), Va € Z. (3.12)

In fact, for all z € Z,41) N Zon,

fzi)nit(l‘) _ finit([x][iﬂ;\rfl]) _ sign(Lx/Qp'H]) x N/2,

3.13
fo@) = f(25) = (@) /20t x 2o, (3.13)
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and for all x € (—N/2 —2P,3N/2+2P) N Z,

|z/2PH1]2P T if g e (—NJ/2 — 2,
N/2 4 2P); 514
T@ =9 y_ |z/2PH 2P F L if € (N/2 — 27, (3.14)
3N/2 +2P).
Furthermore, it can be easily verified that for z € [-N, N),
f(z) =  — 2sign(z)ReLU(|2| — N/2), (3.15)
and .
= fiy -1 (3.16)
Let = Y1~ ? ;27 € [0,N/2). Then
In
fplz) = Z 227 4 3,20 (3.17)
Jj=p+1
For z = N/2+ ¥ % 2,29 € [N/2,N),
In ‘
folw) = Nj2— > 2,20 — g 2v (3.18)
Jj=p+1

expand by 2N-periodic nega-cyclicity.
In general, we assume p > 0. Still sometimes negative resolution is needed. Notice that fitit = finit and f 4 = f.
For any p < 0, we can define

fzi)nit — f'init’ fp — f (319)

Lemma 1 Let z1, 25 € Z such that o = 21 + €1, where |e;| < E; < N/2.
(1) If [x1] < N/2, By < 2P for some integer p > 0, and x; € Zpy4q) with error bound e < 2P — Fy, i.e.,
|71 —y x 2PF1| < € for some integer y, then
[fp(22) — 21| <e. (3.20)

(2) If |z1] < N/2 + € for some € € [0, N/2), and |z3] < N/2 + 2PT! + 2P < N for some integer p > 0, then
|fo(22) — 21| < max(2P + Ep, 2Pt 4 ¢). (3.21)
Proof. When x5 € [-N/2, N/2|, then f(z2) = x5 and |fp(z2) — 2| < 27, so
|21 — fo(@2)| < |21 — 2] + |22 — fp(x2)| < 2P + En. (3.22)

In particular, if |1 —yx 2P*!| < e where e < 2P — Ey, then x5 € Z, 1) with (22)PH = yx2P+! and |21 — f,(22)| < €
follows. So when x5 € [-N/2, N/2], both inequalities hold.

When z5 € (N/2, N]U[-N,—N/2), by symmetry we only need to consider the situation where both 1,z are
close to the border point N/2. Let 1 = N/2+ a and zo = N/2 + b, where |al,|b] < N/2,b > 0 and |a — b| < Ej.
Then f(z2) = N/2—0.

If b € (0,27), then f,(x2) = N/2, and f,(z2) — x1 = —a; if b € (0,2PT! 4 2P), then f,(z2) € {N/2,N/2 —2PT1}
and f,(xa) — 21 € {—a, —a — 2P}, There are two cases: (i) a < 0; (ii) a > 0.

In case (i), 1 < N/2 < 2p. When 21 € Zp,1q) and E; < 2P, then 3 € Zp,1q), N/2 is the common center of
x1,T2, —a = |z1 — N/2| < e < 2P — Ey, so |fp(x2) — x1| = —a < €. This proves (3.20).

When x5 < N/2 4 2PT1 + 2P by 0 < —a < Ey, we have |f,(z2) — 21| < |a + 2P < max(E4, 2PT1).

In case (ii), only (3.21) needs proof. So 0 < a < e and 0 < b < 2PT1 427 and | f,(z2) — 21| < Ja+2PF| < 2Pl 4e.
QE.D.

The following lemma is the high-resolution version of (3.2).
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Lemma 2 For all 0 <p < Iy — 1, all & € Zyy/op+1 N [—N/2PT1 N/20F1),
S @2Pth) 4 fp(a2P T — fi0(22PTh)) = 2P (3.23)
Proof. Let y = fi"*(22P*!) and z = 22°*! —y. Now that x2°*! € [-N,N) N Zp,q), if 229! € [-N,0),
then y = —N/2, z € [-N/2,N/2) N Z41), so fp(z) = z, and (3.23) is just the trivial relation 22P*1 =y + 2. If
2Pt € [0,N), then y = N/2, z € [-N/2,N/2) N Zpp41, and f,(z) = 2. Again (3.23) is trivial. Q.E.D.
Lemma 3 Let 1 € (—N, N), and let 29 — 21 = eg such that 2P < |eg| < N/2 for some integer p > 0.

— If x5 € [-N, N), then

|z — f(25)| < N/2 + eg). (3.24)
If x5 € [—N, N — 21)) N Z[erl], then
|z — f;nlt(l'gﬂ < N/2 + |eg]. (3.25)
— If x5 > N, then N
|z1 — 2N — f™%(29)| < N/2 + |eg]. (3.26)
If x5 € [N,3N/2) N Zj41), then
|1 — 2N — f;,n‘t(a:g)| < N/2 + |eg]. (3.27)
— If x2 < —N, then .
|71 4+ 2N — f™(25)] < N/2 + |eg]- (3.28)
If x5 € (—3N/2,—N —2P)N Zp41), then
|z 4+ 2N — i (22)| < N/2 + |eol. (3.29)
Proof. Let o
To — fmlt(xg.),' if To € [—N, N);
2o = { @9 — 2N — fIit(g55) if zy > N; (3.30)
To + 2N — finit((EQ), if 9 < N.
Then

T — finit(l'g) = (ZL‘l — 1172) + (1‘2 — finit(.Tg)) = €p + Zo. (331)
When x4 € [-N, N), then |z¢)| < N/2. By
T, — finit(iﬂg) = (:Cl — 1’2) —+ (CL’Q — finit((tz)) = €p + Zo, (332)

we get |21 — fiM(z2)] < N/2 + |eg]. N N
When z3 > N, then N <z < N+ E <3N/2.S0 —N < x5 —2N < —N/2, f™(xq9) = f™¢(zy —2N) = —N/2,
and —N/2 < 25 < 0. By

xy — 2N — f™%(25) = (21 — x2) + (w2 — 2N — f"(22)) = o + 0, (3.33)

we get |x1 — 2N — finlt(25)| < N/2 + |eq]. N
When xo < —N, the proof is similar. When x5 € Z, 1), the proof for f;)“‘t is much the same. Q.E.D.
The following lemma is the counterpart of Lemma 1 for independent subgaussian errors.

Lemma 4 let ey, e1, e be independent 0-centered subgaussian random variables with heuristic bound FEy, F1, F»
respectively, where Ey < N/2, and Ey < Ey. Let 22 = 1 + ey satisfy |xa| < N.

1. If |x1| < N/2, then for any p’ > 0,

lz1 — f(®2) —ea| < E}+E3,
|21 — fo () — 2| < 2° 4+ /E2 + E2.

(3.34)
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71 — f(x2) — ea| < 2e+/E} + E3. (3.35)

3. If z1 = 20 + eg, where |zg| < N/2, then

|21 — flxa) — ea] < \/4E§ + E? + E3. (3.36)

If |x3] < N/2 + 2P 4+ 2P~ < N for some integer p > 1, then for any p’ < p,

2. If |x1] < N/2+ € < N, then

\xl—f_l(xg)—eﬂ §2p_|_ E2+E%,
p 0
‘Il — fp/(xg) — €2| S 2p+1 + \V Eg + E%

If instead |z2| < N/2 +2P < N, then

(3.37)

|1 — fp(x2) —e2| < 2P + 4/ E3 + E3. (3.38)

Proof. If 3 € [-N/2,N/2], then f(x2) = x2, and f(x2) — 21 = ey. All conclusions are valid in this case. If
xo ¢ [-N/2,N/2], by symmetry, assume x5 € (N/2, N). There are three cases.

Case 1. x; € [-N/2,N/2|. Since x5 > N/2, e; > 0. It can be decomposed into e; = ¢} + €Y, where e} > 0 and
e] > 0, such that z1 = N/2 — e} and xo = N/2 + ¢/. Then f(z2) = N/2 — €}, and x1 — f(z2) = €] — €}. Since

—ef —ef <ef —e} <ef+ e, the variance of ] — e} is bounded by that of e;. So

|71 — f(w2) — ea] = |e] — €] — ea] </ E? + E3. (3.39)

For any p' > 0, |v1 — fy(z2) — e2| < |z1 — f(22) — ea| + | f(w2) — fu(e2)| < 27 + /ET + E3.

Case 2. N/2 < z3 <x1 < N. Let 1 = N/2 + a where a > 0. From 23 = N/2+a + e, we get 0 > e; > —a. So
flxze) = N/2 —a—eq, and x1 — f(x2) = €1 + 2a.

If 1 < N/2 + ¢, then a < ¢, and

|21 — f(x2) —ea| = |e1 + 2a — ea| < 2a+ |ea] < 2¢ + Es. (3.40)

If £1 = 2o + eg, where |zg] < N/2 and |eg| < Ey, then eg has decomposition eq = ej + a where e}, > 0, such that
xg = N/2 — ¢]. Since 2a > e1 + 2a > a and 0 < a < ey, the variance of e; + 2a is bounded by that of 2ey in this

case, SO
lz1 — f(w2) — e2| = |e1 +2a — ez| < \/4E3 + E3. (3.41)

If zy < N/2 4 27, then f,(z2) = N/2, and |21 — fp(x2) — e2| = |a — e2| < \/EZ + E3.

If 2o < N/2+2P+2P71 then f,(22) € {N/2,N/242P}, and z1 — fy—1(22) = a or a—2P, 50 |z1 — fp—1(z2) —ea] <
20 + \/E2+ E3. For any p/ < p—1, N/2 < fy(wa) < N/2+2°P 4+ 2P a > a1 — f_1(xe) > a — 2P — 2P~ 1
50 [w1 — fy(22) — ea| < 2PT1 4 \/E§ + E5. For p' = p, fp(x2) € {N/2,N/2 + 21}, s0 |21 — fp(a2) — €] <
vt + \/EZ + E32.

Case 3. N/2 < x1 < mo. Again let 1 = N/2 + a where a > 0. Then e; > 0. From 29 = N/2 4+ a + e1, we get
f(ze) = N/2 —a—eq, and f(x2) — 21 = —e1 — 2a.

If z1 < N/2+¢€, then a <e, and |1 — f(x2) — €2 = |e1 + 2a — es| < 2e + \/E? + E3.

If 21 = 29 + eg with |zo| < N/2, again ey has decomposition eg = e(; 4+ a where e, > 0, such that g = N/2 —¢.
The variance of a is bounded by that of ey, so

|z1 — f(xa) — ea| = |e1 + 2a — ea| < \/4E2 + E? + E3. (3.42)

Just as in Case 2, if zo < N/2+4-2P, then f,(z2) = N/2.If x5 < N/242P+2P~! ‘then f,_1(z2) € {N/2, N/2+2P},
fp(xa) € {N/2,N/2 + 2PT1} and for any p’ < p—1, N/2 < f,(z2) < N/2+ 2P + 2P~1. Both (3.37) and (3.38)
remain valid in this case. Q.E.D.
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4 Tail-up backup bootstrapping

For the purpose of both improving the bootstrapping efficiency and maximizing the initial error that allows tail-
up bootstrapping, we completely re-develop the tail-up bootstrapping approach [25], [29]. There are the following
advantages of the re-development:

— the bootstrapping efficiency is improved in that the size of every block is maximized;

— the initial error is maximized under the minimal requirement that the first block to be bootstrapped has at
least two bits;

— the initial error is further maximized by the LSB precursor.

In contrast, in the literature all blocks have the same size.

The block bootstrapping from the tail up is composed of three groups of uni-bootstraps. The first group contains
a couple of uni-bootstraps, and is designed to recover the tail block, whose size ranges from 2 up to d + 2 bits,
depending mainly on the input error size. The second group is composed of a sequence of uni-bootstrap couples,
each recovering one block. All blocks of the group except for the first one, have size d + 2 bits, while the first one
may have size d + 1 bits. The third group contains either one or two uni-bootstraps, depending on how many bits
are left.

In the following, we first introduce each group of uni-bootstraps using phase simulation, with rigorous error
analysis whose proofs can be found in the Appendix, then introduce the tail-up bootstrapping algorithm with
illustration, and finally introduce the LSB precursor. In the following subsections,

— mg € Zg is the phase of the input ciphertext, or after modulo g, the plaintext with error; for i > 0, m; € Z, is
the leftover of mg after subtracting the results of the previous 4 uni-bootstraps.

— m} € Zg is the result of the i-th uni-bootstrap. When ¢ = 2j, m/ contains the MSB of the tail j-th block with
error; when ¢ = 2j + 1, m} contains the lower bits of the tail j-th block with error.

— Each couple of phases mj; and mj; ; are generated by the same rounding function but two different pro-
grammable functions fi"* and f respectively with appropriate resolution.

— 11 is the last block of m;. When ¢ = 2j, m; is the leftover of ;1 after subtracting m/_,.

— ey is the modulus down switch error of the i-th uni-bootstrap, ep; is the refreshed error after the i-th uni-
bootstrap, and e_; is the error of block m;.

4.1 First group of tail uni-bootstraps

Suppose the input BFV ciphertext encrypts plaintext mi,i; € Zy, where ¢ > 22. The phase of the ciphertext is

mo = Minit A + €init, € Z| (4.1)

lal-

Its center is just the embedded plaintext: [mo][iglm = A[Minit] ++/2. We can image that at this beginning stage, there

is a pointer that points at the end of the plaintext in mg € Zg, which is the l;-th bit counted from the left.
The first plaintext block to be bootstrapped has dy + 2 bits, where 0 < dy < d is the maximal integer satisfying

\/Eﬁms + 2720t (B2 4 BR)(2N/A)? < 27 (0FIN, (4.2)

or in terms of lg = Iy —dy — 2 > [,

\Fiups + (B + E3)(201/A)2 < 210 (4.3)

The reason why this constraint is imposed will be clear very soon. The existence of dy > 0 is equivalent to the
inequality

V Edips + (BZy, + EB)N2/(2A) < N/a. (4.4)

It is the prerequisite for regular tail-up bootstrapping.
Let dy > 0 be given. If dy + 2 > I;, then the first two groups are skipped. The first block to be backed up has
dy + 2 bits, so we move the pointer leftward by dgy + 2 bits, so that it points at the beginning of the block to be
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backed up. The truncated phase from the pointer down to the end of my, is a new phase denoted by an integer 7.
In the O-centered tail-up blockwise representation of modular integer mq, phase 1 is just the last block of phase
mo.

Let yo € Zgao+2 be the plaintext in phase rg. Then

Yo = [Minit] 4oo+1 € [—2%F1 2doF1y (4.5)
and mo = yoA + einit € Zg. In integer form,
oy = [mo]iQdOJrlA,A/Q S Z2d0+2A N Z[IA]- (46)

By 240+2 = 2N/2lo+1 "in Z,n, the error must be < N/290%2 = 2lo 5o that there is a one-bit gap between the
error and the plaintext. Accordingly, the first uni-bootstrap handles the MSB of the block using programmable

function fli;“it, and the second uni-bootstrap handles the other bits of the block using programmable function f;,.

Each uni-bootstrap precedes by a modulus down switch from Zgag+2 4 to Zon. It can be simulated by function
Totgt1/4(M, €) = m2otl /A +e € 7, (4.7)

where m € Z and |e| < Enmps. The function maps a phase m of Z, to a phase of Zay.
For simplicity, denote
To = Tyio+1 /4 (Mo, €mo0), (4.8)

where |epro| < Enmps. The error part of phase xg is einith"“/A + earo, and is bounded strictly by 2%, according to
(43) So xg € Z[lo+1]‘
After the modulus down switch, the first uni-bootstrap returns a refreshed ciphertext in Z, with phase

my = fiMi%(z0) x A/2" +epy mod g, (4.9)

lo
where |epo| < Ep. By mo2lotl JA = yo2lotl 4 ¢ ;20T /A and eji20t1 /A| < 2% we get
S (xo) = fli:it(yo2l°+1)- (4.10)
Now subtract phase m{, from the input phase mg. The leftover is a phase denoted by
my =mo—mg mod q. (4.11)

In the second uni-bootstrap, m is to be converted to a phase in Zsny by modulus down switch, where only the last
(do + 2)-bit plaintext block is preserved.
Let the (dp + 2)-bit plaintext block in phase m; be y; A. Then

y1 = yo — fir¥(wo) /20! = yo — (2/N) x fi"i¥(2g) x 2%. (4.12)

If yo € [-2%T1,0), then f™'(z0) = —N/2, so yy € [-2%,2%). If yo € [0,2%F"), then f™'(z0) = N/2, again
yp € [—2% 2%). So |y;| < 2%. When viewed as a modular integer in Zoa,+2, then y; has its first two bits having
identical value.
The error part of phase my is
€_1 ‘= €jnit — €B0o- (413)

By (4.3), le—1| < A/2. In fact, inequality prerequisite (4.3) provides exactly what is needed:

le_1200T A < (/2200 — 2. (4.14)

Combining error e_; with the (dy 4 2)-bit plaintext block y1 A, we get a new phase represented by integer
1ty =y A+e g € ZyyyN[—20TTA—A/2, 200 A — A/2). (4.15)
Obviously, my is the truncation of m; from the pointer to the right end:

ml = [ml}i2d0+1A_A/2 = mo — m6 mOd 2d0+2A. (416)
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Furthermore, by (4.14),
1y 20T JA = gy 200 e 20T /A € Q4 (4.17)

is Pythagorean Fy\pg-tolerant.
The second uni-bootstrap precedes by the modulus down switch of phase mj that is simulated by ryip+1 JA-
Denote the result by

xry = T210+1/A(T7’L1,6M1), (418)

where |ep1] < Emps. By (4.17), 21 € Zjiy41)- After the modulus down switch, based on programmable function
fi,, the second uni-bootstrap returns a refreshed phase in Z, as follows:

my = fi,(x1) x A/2"T fep; mod q. (4.19)
Since x1 € Zyyt1)s fi,(r1) = y12'o*!. Now subtract m/ from phase m:
me =mi —m} mod gq. (4.20)

Denote
€_2 = €_1 — €B1 = €init — €B0 — €BI1- (4.21)

We check two things: Whether or not the last (dg + 2)-bit block of the plaintext in mgy are cleared? If so, whether
or not the plaintext in m{, + m} is exactly the cleared plaintext block of m?
Denote by mo the last dy + 2 bits of plaintext in mqy represented by an integer in the following interval:

Mo = [mg]i2d0+1 A—A)2 S Z2d0+2A. (422)
By (N/2) x Aj2lotl = 2d0 A < 2902 A we get ry = 171 —m/ mod 2%0F2A. So
g =1y — 20t x AJ2lt _ep =e | —epy € (—3A/4,3A/4). (4.23)

As a corollary, ma € Zjg,4241,) With error e_» bounded by 3A/4.
By (3.23) and yp2le ™! € [-N, N),

F (o2 ) + fig (yo2'oth — flt (yo2"o ) = yo2'o ™, (4.24)
which when written as
(Fi (go2'o™) + fio (122'°71)) x A/20T = [minie] ypao 1 X A, (4.25)
gives
[ty +mi]L2), = i) conn X A, (4.26)

In O-centered tail-up blockwise representation, the last (dg + 2)-bit block of myui is accurately backed up into
mg + m} as the plaintext.

For example, if my,;; = 1011, dy = 0, then the first block to be bootstrapped is composed of the last two bits
11 of Minit, 80 yo = [1011]42 = —1. In the first uni-bootstrap, li;‘it(y02l°+1) = —N/2. In the second uni-bootstrap,
Y1 =yo — (2/N) x f{"*(xq) x 240 = (). So m{, +m/) backs up the last block of miui; in O-centered tail-up blockwise
representation, which is yo +y1 = —1.

In the first group, the key parameter is the size dg + 2 of the last block. Since dj is the biggest integer satisfying
(4.2), we have

do=1n — 3+ [(1/2)log (1 — 4(EZ;, + E%)/A?) — log Enmps]| - (4.27)

The computation can be greatly simplified if using in power-of-2 binomial bounds.

In the Appendix, Lemma 14 and Lemma 17 are on the existence of dy > 0 when the error bounds are in
power-of-2 binomial form. For small initial error, dy not only exists, but is at least d — 1. For large initial error,
kr < 2min(d,dp) is usually required. Lemma 15 and Lemma 16 provides complete lists of all possible results of dy.
For small initial error, dy is always between d — 1 and d; when dy = d, the tail-up bootstrapping is said to be in
greedy mode. For large initial error, dy ranges from 2 to d — 1.
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4.2 Second group of tail uni-bootstraps

The input to the second group is the leftover phase mg € Z4,4241,) With error e_5. The second group consists of
w > 0 pairs of uni-bootstraps, where the i-th pair backs up a d;-bit block of plaintext. Integer w satisfies

dy <ly, diy g > (4.28)
Let d’ ; =0, and for 1 <i<w+1, let
i—1
di_y=di_o+di1+2= Z(d] +2). (4.29)
=0

For 2 <4 < w, d}_, is the number of bits backed up by the first i — 1 pairs of uni-bootstraps in the second group;
when ¢ = 1, djj = dy + 2 is the number of bits backed up in the first group.

By Lemma 15, if d; > 0, then the first block has dj, > d+1 bits. That d+1 > (k+2)/2—1, namely Iy > [4+1+k/2
is always satisfied in our experiments. So for small initial error, in practice every block in the second group has
d + 2 bits.

If d; = 0, by Lemma 16, the first block has 2 < dj < d + 1 bits. By Lemma 18, the second block has at least
d+ 1 bits, so dj > d+ 3. That d+3 > (k+2)/2 is just Iy > I + k/2. So for large initial error, in practice from
the second block to the last block in the second group, each block has d + 2 bits, while the first block in the second
group has d 4+ 1 to d + 2 bits.

In general, after finishing h + 1 uni-bootstraps in total, where h > 1, the leftover of the input phase mg after
subtracting the sum of phases Z;.L:O m; obtained by the previous h + 1 uni-bootstraps, is

h—1

Mp 7= Mp_1 —Mp_1 = Mo — Zm; mod gq. (4.30)
=0
The error part of my, is
h—1
€—p = €_(h—1) — €B(h—1) = Cinit — Z egj mod g, (4.31)
=0

where epy, is the refreshed error in mj,. Error e_j, is bounded by \/E2;, + (h + 1)E%.

For h € {2i — 1,2i} where i > 0, to bootstrap the last plaintext block in my, whose block size is d; + 2, it is
mandatory that after modulus down switch from ZQ% A to Zaon, the error part does not overlap with the plaintext
part. The plaintext part in Zon occupies the first d; 4+ 2 bits, so the error part occupies only the last

bits. In Zsp, the error part must be bounded by

VBs + 2 2B + (h+ 1)) x (2N/AP <2, (4.33)
or in terms of d;, )
224 (4/N)? ERpps + 27251 (B, + (h + 1) ER)(2/4)* < 1. (4.34)
For fixed d;_; > 0, let d; be the biggest integer satisfying (4.34) for h = 2i, then

di =1y —3+ [(1/2) log (1 — 4141 (B2, + (2i + 1)E%)/A?) — log EMDS] : (4.35)

This formula can be used to compute d;. Theoretically, the second group consists of the following loop:

1. Set i = 1. Set dj = dy + 2. Compute d;.

2. While d; < I, do the following: '
(a) Do uni-bootstrap to phase mg; by programmable function i
(b) Do phase subtraction: mg; 1 = mj, —mg; mod q.

. Denote the resulting phase by mb;.



22 Hongbo Li, Dengfa Liu, and Guangsheng Ma

(c) Do uni-bootstrap to phase mg;;1 by programmable function fj,. Denote the resulting phase by mj; ;.
(d) Do phase subtraction: mao; 4o = mb; | — moi11 mod q.
(e) Set i =i+ 1. Compute d;.

Let Eg, be the error bound of the output ciphertext after the whole bootstrapping. The quality constraint of
bootstrapping refers to Eg, < Finit/2. The inequality ensures that the output ciphertext has an error bound that is
at most half that of the input ciphertext, so that the refreshed ciphertext can undergo either one addition or one
multiplication followed by modulus switch. This is a very humble requirement on the quality of the bootstrapping.

If there are all together v uni-bootstraps in the whole bootstrapping, then

Egn = VUEB < Eini /2. (4.36)

On the other hand, v/v < Einit/2Ep imposes a strong constraint on the number of uni-bootstraps. As a corollary,

VB2 +0EL < V5 B /2 < (VB/4)A < 3A/4. (4.37)

To simplify the computation of d;, and also to gain better insight of the second group, we can use the fact that
i+ 1 < v, the latter being the total number of uni-bootstraps, to enlarge (i + 1)E% to
(i+1)E% < (v—1)E} = E}, — E} < E2, /4— E%. (4.38)

n

Then (4.34) can be strenghtened to

224 s (4/N)? + 27241 (1 4 272) B2, — E2)(2/A)% < L. (4.39)

The values of d; for 1 < ¢ < w under the strenghtened constraint (4.39) in power-of-2 binomial bounds, are
given by Lemma 18 in the Appendix. For small initial error, in practice each block in the second group has d + 2
bits; for large initial error, in practice from the second block to the last block in the second group, each block has
d + 2 bits, while the first block in the second group has d + 1 to d + 2 bits.

In the rest of this subsection, we make step-by-step analysis of the error growth and plaintext backup accuracy
during the second group. Assume w > 0 and the d; are given. The first block in the second group has d; + 2 bits, so
we move the pointer in the phase space Z, leftward by d; 4 2 bits, so that it points at the beginning of the block to
be backed up. The truncated phase from the pointer to the right end, is a new phase denoted by an integer rs. In
the O-centered tail-up blockwise representation of modular integer msq, phase ms is just the last block of phase ms:

mz = [mQ}i2d/1_1A73A/4 S Z2d/1A (440)
Inherited from my, phase 2 € Zg; 11,] With error e_s:

mg =Yz X 2d6A +e_o (441)

for some yo € [—241+1 24141 T fact, by (dy + 1) + (dj)) = dy — 1 and (4.26),

/ 1
elzn i x 264 = mo — mpy —m4]12),

_ [la] ) 11llal

- [mo]izd'l—lA [mO + ml]i2d’1—1A (4 42)
= }[la] —1 ][ZA] ’
1241714 Olt2do+1A

In O-centered tail-up blockwise representation, ys/A is the next to the last block of mip;t.

For example, if min;; = 1011, dy = d; = 0, then dj = 2, and the first block backs up the last block —1 in
O-centered tail-up blockwise representation, and the leftover phase ms contains plaintext 1011 — (—1) = 1100. In
the second group, the last two vacant bits of the leftover plaintext will not be backed up. The first two bits 11 will
be backed up just as in the first group. The result will be —1 x 2% = —100 in binary form. Summing it up with the
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backed up result —1 of the first group, the 0O-centered tail-up blockwise representation —100 — 1 = —101 of myy;¢
mod 2% is recovered.

To bootstrap the first block in the second group, by 2N/(A x 241) = 21=4 N/A = 2i+1-dy /A the rounding
function for modulus down switch is

T2ll+1_d6/A(m’ e) =m2h 1% /A 4 e € Z. (4.43)
Denote
To = T211+1—d6/A(m27 em2); (4.44)
where |6M2| § EMDS~
By (4.41),
T2 H1=d0 A = gy x 21 ey x 2liH1do /A (4.45)
By (4.33),
V(€250 J A 4 Bype < 2, (4.46)

50 T2 € 2, 11]-
The first uni-bootstrap of the block gives

my = fiM't (z2) % A/28H1=d 4 ey mod g,
m3 =mg —mjy mod g, (4.47)
g = [m3}i2d/1_1A—3A/4’

where |eps| < Ep. Integer 7hg is chosen to represent the leftover phase msg.
We have

filt(@2) = fil (yo 2. (4.48)
Furthermore, since (N/2) x A/2li+1=do — 2d1-2 A we have
Ths = 1y —ml  mod 241 A, (4.49)

Below we check the resolute structure and bound of integer 3.
Let .
ys = yo — (2/N) x fM(25) x 2 € Z. (4.50)

From g, € [-24F1 201+1) we get y3 € [-291,2%). So

s = ya 20 A+ ey — firit(y, 21F1) x Aj2hFI=do — ep,

/ / / 4.51
:y32d0A+€_3 € Z[d6+lA] ﬂ[—2d1_1A—3A/4,2d1_1A—3A/4). ( )

As to the bound of ms, by (4.51) and (4.33),

g2 T4 JA| < NJ2 4 [e_g| x 20170 JA < NJ2 + (/220 — B2, . (4.52)

For the same reason,

g2t JA — g 21| < Je_g| x 2010 A <y /220 — B2 (4.53)

So 17'13211+1_d6 JA € Qqu,+1) is Pythagorean Eyjps-tolerant.
The second uni-bootstrap of the block is realized by acting programmable function f;, on the modulus down
switch result

XT3 = T2’1+1_d6/A(m3’ 6M3), (454)

where |eprs3] < Eups. By (4.52) and (4.53), using (3.20), we get fi, (z3) = ys2h+1.
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The second uni-bootstrap gives
mb = fi, (x3) X A/211+1’d6 +eps mod g,
my =m3 —mjs mod g, (4.55)
Ty = [ma]

+2U "1 A—3A/0°

where |eps| < Ep.
Again by (N/2) x A/2b+1=do = 241=2 A we have 1y = g —m4 mod 241 A. So

iy = 1 — g2 T x AJ2hHIh epy = e 5 —eps, (4.56)

both 1y, my € Zg;41,) have error bound 3A/4.

By (3.23),
A (22 o+ i (220 = i (522 )) = 28, (4.57)
which when written as
(Firi(ya2BH ) + £, (y520 1) x Ayghti=do = ([Minit] 4 yag —1 — [Minit] L pay—1) X A, (4.58)
gives
[m5 + mé][ff;fgm = ([minit] gag 1 = [Minit] Lyay 1) X A. (4.59)

In O-centered tail-up blockwise representation, m5 + mj4 backs up the next to the last block of mip;.
Extending the above results by mathematical induction to other blocks of the second group is straightforward.
We present the following conclusion but omit its proof.

Lemma 5 For i > 1, let 7,10, (m,€) = m2bit1=dii JA 4 ¢ € Z. For j € {2i,2i + 1}, denote

_1/A

SL'j =T L.+1_d; mj,eMj), (460)

oty

where |earj| < Enps. Define

M = mailyyai1 a0
my, = fli;lit(xzz‘) x Aflitt=dion 4 ep(2iy mod g,
Mait1 = Ma; — My, mod g,
) (4.61)
mai+1 = [m2i+1]i2d;—lA73A/4,
mb; g = fi,(T2ip1) X A/28 741 Lepoig) mod g,
Majt2 = Majt1 — My mod g,
where |eg;| < Ep. Then
1. 29, w241 € Lyt 11)-
2. 1gi, Mait1 € Zig;_ y1,], With errors e_g;, €_(9;41) bounded by 3A/4. In more details,
e — »2d'/i—1A Y
7?7‘21 Y2i 7 +e 2% (462)
Maiy1 = Y2it1 2% 1A+ e_2i11),
where integers yo; € [—2%F1, 24 1) g, € [—2%29) satisty
d
Y2i 271 = [Mynit] al—1 = [Minit] al_y -1
=2 20 (4.63)

Yoit1 = Yo — liinit(y% 2li+1)/2li+1'
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!/ !/
3. My, Moy € Lyar ,, and

[di_1+1al
[sz =+ m21+1]:|:q/2 “ - ([minit]ingfl - [mmit]igdé—l*l) x A. (464)

4. maito € Zig 41,) With error e_(z;19) bounded by 3A/4.
After the second group, the number of remaining bits in plaintext myy;; is
dast =l — d), € [1,dy + 2. (4.65)

The leftover of minit is mow+2 € Zq; 41,], With error e_ (9,1 2) bounded by 3A/4.

4.3 Third group of tail uni-bootstraps

In the third group, if dj.s; = 1, then only one uni-bootstrap based on function fli;’riil — N/2 is needed, otherwise
two uni-bootstraps are needed as before. Denote

le i= 1y — diass.- (4.66)

Then I, € [ly,Iny — 1].
First consider the simple case djast = 1. Then mgy10 € Z[lq_l] NZq. Let

Mowt2 = [Mawt2]+q/2-34/4 (4.67)
Then
Mowt2 = Y2wt2 X ¢/2 + e_(2042) (4.68)

for some integer Y212 € {0, =1}, and 1y 12 X (2N/q) € Qp,) is Pythagorean Eyps-tolerant, by (4.34).
The modulus down switch in the uni-bootstrap uses the rounding function ron/4(m,e) = m(2N/q) +e € Z.
Denote

Towi2 = Toan/q(M2wt2, €M (2w42)), (4.69)
where |€M(2w+2)| < FEuvps. Then Tow+t2 € Z[lNl
The uni-bootstrap is based on function f”“’t — N/2, so that

P (2aws2) — NJ2 = f1""(y2uwt2N) — N/2 = yo42N. (4.70)

The uni-bootstrap gives

Mo = fint1(T2ur2) X ¢/(2N) + epuwsz) —¢/4 mod g, (4.71)
where |ep(2wi2)| < Ep. By (4.70),
Mtz = €B(2wt2) = Y2w+2 X ¢/2. (4.72)

Next consider the general case diast > 1. Then (4.67) is still valid, but now that may 12 € Zj,—q,,.,], (4.68) is
replaced by

Mowte = Yowra X q/2M=t + €_(2w+2) (4.73)
for some integer ya, 1o € [—2%ast =1 2dase=1) n fact, by (4.64),
[y2w+2]j:2d1ast 1 X Q/ZdlaSt
2w+l [l
= [mo — X500 mile),
w , , N (4.74)
[mo]iq/Q Zj:()[m2j+m2j+1]j:q/2

(mll’llt +t/2 — [mlnlt]i2d’ 71) x A.

Furthermore, by (4.34) and dy41 > diast; Mowt2 X (2N/q) € Qp 41 is Pythagorean Eyps-tolerant.
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The first uni-bootstrap in the third group makes modulus down switch to maw 12 by 7257/ to get Taw 2 € Zpi, 41)-

The uni-bootstrap is based on fli:‘it7 and gives let

Mg = fzi?it (z2w+2) X ¢/(2N) + ep(auw+2) mod g,

Mow+3 = Maw+2 — m/2w+2 mod q,

Mowt3 = [M2wt3]+q/2—34/4
where |ep2wi2)| < EB.

Similar to the case of the second group, we have f{"*(z2,12) = f™* (y2wi2 X 2'T1). Let
Youwts = Yawt2 — (2/N) X fi™™ (wuya) x 20072,
Then yau 43 € [—2%ast—2 2%ast=2)  Furthermore,
Mowts = Yowta X q/2%es0 — fli;lit($2w+2) X q/(2N) — ep(2w+2)
= Yow+3 X q/2dla5t + €_(2w+3)-

By (4.34), mowy3 X (2N/q) € Zj, 417 is Pythagorean Eynpg-tolerant.
Denote

T2uw+3 = Tan/q(M2w+3; €2u+3),

(4.75)

(4.76)

(4.77)

(4.78)

where |ea,, 43| < Emps- Then fi, (72443) = Yawts X 271, The second uni-bootstrap of the third group is based on

fi., and gives
m/2u)+3 = fi.(w2w43) X q¢/(2N) + €B(2w+3) mod g,
where |ep2w+3)| < Ep. By (3.23),

Mo + My s — €B2w+2) — €Bw+3) = LM (Wawr2 2T + fi, (Y2ws 271} X q/(2N)
= Yowt2 X q/2%.

Theorem 6 The correctness of the whole tail-up bootstrapping is guaranteed by

val

LZ m,/A] = |mo/A] mod t.

=0

Proof. When djasy = 1, (4.74) is still valid, i.e.,

w
1 l
[Y2wr2]+1 X ¢/2 = [mo] £t3]/2 Z [ma; + m/2j+1][i2}2'
7=0

By (4.72), [mhy 0] {20, = [y2ws2)s1 % q/2. By (4.36),

[la]
4] ) i) el
0] 40/ = (02 iq/z + Z Mo+ Majlig)s = Z m;
3=0 +q/2
When djast > 1, by (4.80),
!
[y2w+2]i2d1ast—1 X Q/leaSt = [m/2w+2 + ml2w+3][i2]/2'
Then by (4.74) and (4.36),
2w+3 Ll
! 1 !
[mo][iAq]/2 (M2 + My 5] [ﬁz]/z + Z mi; + mi; 4] [iAq]/2 Z mj
7=0 7=0 +q/2

(4.79)

(4.80)

(4.81)

(4.82)

(4.83)

(4.84)

(4.85)

Q.E.D.
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4.4 Putting everything together into ciphertext form

In FHEW/TFHE ciphertext bootstrapping, assume that the following items are all global and public after the
safety parameter is fixed:

parameters n, q,t,6 = ¢/t of the input LWE ciphertext ct;

parameters N, Q, By, Byxs of the GSWy g working environment, where B, is the base integer of the gadget
matrix in GSW encryption, and By is the base integer for key switch from RLWEy g to LWE,, 4;

public keys for bootstrapping in GSW y o working environment; public keys for key switch from RLWEy g to
LWE,, ¢;

error bound Fj,;; of the input LWE ciphertext; error bound Eypg for modulus down switch; error bound Eg
for refreshed error after a uni-bootstrap; In practice, these parameters may be given in power-of-2 binomial
form.

The uni-bootstrap procedure UniBoot(f, ct,¢’), on input LWE, , ciphertext ct, programmable function f and

modulus ¢’ € (2N, ¢, outputs another LWE,, , ciphertext, by the following two steps: first modulus down switch
from ¢’ to 2N, then accumulative blind rotation:

1.

ModDownSwitch(ct, ¢'):
Taking ct € ZZL‘H as a ciphertext with modulus ¢’, make modulus down switch to obtain a ciphertext ct’ €
Zidt.

. AccumuBlindRot(f,ct’):

For ct’ = (a},...,a,, V') € Z4%", start with a trivial RLWEy g encryption of a plaintext constructed by & and
f, multiply it successively with GSW ciphertexts encrypting 2% for i from 1 to n.

From the above multiplication result, which is an RLWExN g ciphertext, extract the constant term of the
encrypted plaintext polynomial homomorphically to get an LWEy ¢ ciphertext, then make key switch and

modulus switch to obtain an LWE,, , ciphertext.

Details of UniBoot(f,ct,q’) and its two sub-procedures can be found in standard FHEW reference [14] and

TFHE reference [7].

Algorithm 1 “TailBoot”: Backup bootstrapping from tail up

Input: LWE ciphertext ct to bootstrap;

public FHEW /TFHE parameters.
Assume the bit-size of the first block > 2.

Output: LWE ciphertext ct’.

{First group}

: Compute dg,lp = Iy —do —2,d" = dy + 2. (dp + 2 is the bit-size of the first block)

If d’ 4+ dg + 2 > [; then go to 7: Third group.
ct’ «— UniBoot( li;“t,ct,Qd/A);
ct «— ct —ct’ mod g;
ct’ «— ct’ + UniBoot(f;,, ct, 2d,A) mod g;
ct +— ct —ct’ mod gq.

{Second group}
Compute the bit-size of the first block of the second group, still denoted by dy + 2.
while d’' +dy +2 < [; do
ct’ +— ct’ + UniBoot( li;‘it7 ct, 24 A) mod g¢;
ct «— ct —ct’ mod g;
ct’ «— ct’ + UniBoot(f;,, ct, 2d/A) mod g;
ct +— ct —ct’ mod g;
set d =d +dy+2;
compute the bit-size of the next block, still denoted by dy + 2; compute lg = Iy — dy — 2.

: end while

{Third group}
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Compute djast =l — d', lo = Iy — diast- (diast 18 the bit-size of the last block)
ct’ +— ct’ + UniBoot(f{"*, ct,q) mod g.
if dj.st = 1 then
10:  ct’ +— ct’ — ¢/4.
11: else
12:  ct+— ct —ct’ mod g;
ct’ +— ct’ + UniBoot(f,,ct,q) mod q.
13: end if
14: return ct’.

Obviously we can merge the first group into the second group as a unified while-loop. Separating the two groups
facilitates replacing the first group with the LSB precursor to be introduced in the next subsection.

The complexity of the algorithm is dominated by the number of uni-bootstraps. For small initial error, the first
block has d + 1 to d + 2 bits, and the second group are all (d + 2)-bit blocks, if not empty. We use “is(statement)”
to denote the Boolean function that returns 1 if the argument “statement” is true, and 0 if it is false. For example,

1, if (d +2)|l,,

0, else (4.86)

ss((d+ 2l = {

i.e., is((d + 2)|l;) = 1 if and only if dj.s = 1.
If the first block has d 4+ 2 bits, then the tail-up bootstrapping is in greedy mode, and the total number of
uni-bootstraps is
v =2l /(d+2)] —is((d+2) | (I; — 1)). (4.87)

In the general case, the total number of uni-bootstraps for small initial error is
vp :=2[(l; +1)/(d+ 2)] — is((d +2) | ly). (4.88)

For example, when d;y = 1 and k& = 2, by Lemma 15, the tail-up bootstrapping is in greedy mode. When d = 4,
for input plaintext of d + 2 = 6 bits, a single block suffices to finish the bootstrapping.

For large initial error, in the worst case the first block contains only 2 bits. For example, if ] = k =5, d; = 0,
d>3,dg=d+1and k; = 2dg — 4 = 2d — 2 > 3, then by Lemma 16, the first block has 2 bits; by Lemma 18, the
second block has d — 1 bits. When d = 4, for input plaintext of 6 bits, three blocks and 5 uni-bootstraps are needed
to finish the bootstrapping, the bit-sizes of which are 2, 3,1 respectively.

4.5 LSB precursor for large initial error

The previous subsections have introduced the tail-up bootstrapping based on the requirement that the first block
to be bootstrapped has at least two bits. This imposes a constraint on the initial error, such that in general
kr < 2min(d,dp) by Lemma 14. When the initial error goes beyond this bound, can the tail-up bootstrapping still
be executed? In this subsection, we present a simple method to loosen the requirement by allowing the first block
to be bootstrapped to have only one bit. By Lemma 19, in power-of-2 binomial bounds, the new method requires
kr <2d+ 3.

The new method is essentially an LSB-first approach, in that the LSB of the plaintext is first backed up, then
the other blocks are backed up sequentially from the tail up as usual. The purpose of plaintext LSB backup is to
reduce the large initial error to a small one with respect to the new error bound A, instead of the old bound A/2.

The LSB-first approach to tail-up bootstrapping also consists of three groups. The second group and the third
group are the same as before. The first group contains only one uni-bootstrap, which is based on programmable
function fligiil — N/2, just as the case of djuss = 1 in the third group of regular tail-up bootstrapping.

The first uni-bootstrap, or equivalently, the first group of uni-bootstraps, is called the LSB precursor. It makes
modulus down switch from Zsa to Zsop, so that the plaintext occupies only the first bit of Zsy, and the error bound
must be N/2. For the initial error Eyps, this gives the constraint

VERG (/AR + Bypg < NJ2, (4.89)

init
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which is the inequality prerequisite for LSB precursor. Lemma 19 characterizes the constraint in power-of-2 binomial
bounds, which allows all small initial errors, and allows all large initial errors where k; < 2d + 3.
As before, let mg = Aminit + €mit mod g. Let

mo = [Mol+a—as2- (4.90)

Then 1y = yo x A + et for some yo € {0, —1}. The modulus down switch uses rounding function rx/A.
The uni-bootstrap on the input phase represented by integer 779, outputs a new phase m( € Z,. Let

mg = mg —mg mod q. (4.91)

Then just like (4.72), [mg][ﬁ}Q = [yo]+1 X q/2, so that my = (Minit —Y0) A € Zy , 41], with error bound /E2; + EF.
As to the second group and the third group, for large initial error, after the LSB precursor finishes, by Lemma

18 for df, = 1, the second block has at least d 4+ 1 bits, and has d + 2 bits if and only if k¥ = 3, and either k; = 2, or

kr = 3 and dg = 2. From the third block to the next to the last block, each block has d + 2 bits.
In algorithm 1, the first group is changed into the following:

— Set l():lN—l,d/: 1.
— ct’ — UniBoot(f{"*, ct,2 A) — A/2;
— ct<4+—ct—ct’ modgq.

In Lemma 19, the inequality k¥ < 2d + 4 can be written as Iy > [ + k/2, which is always satisfied in our
experiments. For large initial error, (4.89) requires k; < 2d + 3. On the other hand, k; < I; < ln — 1. When
2d+3>1a — 1, namely lo < 2(d + 2), then (4.89) is true for the extreme initial error value Ein;; = A/2 — 1. For
parameters [, = 29,d =4, o < 2(d + 2) is equivalent to [; > 17.

Compared with the LSB-first approach, the regular tail-up bootstrapping is generally more efficient. By Lemma
16 and Lemma 18, when the second block after the LSB precursor has d+2 bits, then in regular tail-up bootstrapping,
the first group has d+ 1 bits if k; = 2, and d bits if k; = 3; the second block always has d+ 2 bits. When d = 4, then
in the LSB-first approach, the first two blocks contain d + 3 = 7 bits, so each uni-bootstrap in the first two blocks
handles 7/3 bits on average. In contrast, in the regular approach the first two blocks contain at least 2d + 2 = 10
bits, so each uni-bootstrap in the first two blocks handles at least 10/4 > 7/3 bits on average.

When the second block after the LSB precursor has d + 1 bits, then in regular tail-up bootstrapping, the first
group has 2 to d 4+ 1 bits, the second block has d + 1 to d + 2 bits. When d = 4, the LSB-first approach is more
efficient if the regular approach has only 2 bits in its first group. However, if the first group in the regular approach
has more than 2 bits, then by Lemma 18, for £ < 5 in our experiments, the second block has d 4 2 bits, so the
regular approach is more efficient.

Usually a large-precision plaintext means that [; is large. But how large is large? There should be some ruler to
measure with. When compared with bit-lengths in Zsx, An input plaintext of bit-size [; < d + 2 is said to be short.
It is medium if d+ 2 < l; <y, and long if l; > ly.

From the viewpoint of tail-up bootstrapping, a ciphertext is said to have single-block plaintezt, if under the error
bound of the ciphertext, the plaintext it encrypts can be bootstrapped as a single block. Single-bit plaintexts are
trivially single-block ones. Besides this special class, other single-block plaintexts are provided in Lemma 15 and
Lemma 16, where the block size dy 4 2 is denoted by dsingle, S0 that a plaintext is single-block in a ciphertext if and
only if its bit-length < dgingle-

By Lemma 15, for small initial error, dsingle € {d + 1,d + 2}; for large initial error, dsingle € {2,d + 1}. So all
single-blocked plaintexts are short.

When compared with bit-lengths in Z,, a plaintext is said to be error-squeezing if I} > I, —Ip — 3. By dp =
lg =y —lp — 1, this implies dp < 2. The limit of l; is I, — Ip — 1, for which I; = g, so no backup bootstrapping
is necessary. That l; = [, — Ip — 3 is the limit for plaintext bootstrapping; I} = [, — g — 2 is the limit for effective
error bootstrapping; I; = l; — Ip — 1 is the limit for sign bit extraction.

Usually I, — Ip > 2ly, so I — Ip — 3 > Iy, and error-squeezing plaintexts are the longest plaintexts. From the
viewpoint of plaintext bootstrapping, a large-precision plaintext should be defined to be either medium or long,
namely l; > d+ 2. Indeed, in greedy mode a short plaintext can be bootstrapped as a single block from the tail up.

For example, when Iy =11, d =4, [, = 29, [p = 6, small plaintexts have size at most 6 bits; medium plaintexts
have size from 7 to 11 bits, large plaintexts have size over 11 bits, very large plaintexts have size 20 to 22 bits.
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4.6 Plaintext bootstrapping in two’s complement representation

In the previous subsections we have been concentrating on obtaining the 0-centered blockwise representative of the
plaintext in a ciphertext. In practice it is more useful to obtain the popular two’s complement representative of the
plaintext. This subsection deals with this problem.

First, the programmable function f need to be replaced by the discontinuous function f’ depicted in Fig. 2,
namely

P T —s Doy
R 72 ifxe =2kN+vy, kyeZ, yel0,N); (4.92)
—y, ifx = (2k+ 1)N +y, with k,y as above.
The resolution-p version of f’, denoted by f,, where 0 <p <Iy —1, is
f1/7 7 —> ZQN
(et e = 2kN g2 gz kel ye 0N/, ze 202, (4.93)
* —y2P T if o = (2k + 1)N + y2PT + 2, with k,y, z as above.
Notice that f/ _; # f™¢, instead, f/ _(z) =0 for all z € Z.
The following lemma is the counterpart of (3.23).
Lemma 7 For all 0 < p < Iy — 1, all 2 € Zyy o2 N [-N/2PT1 N/2PFL),
L (@2Pthy = NJ2+ fl(a2Pth — fr(a2Pth) 4+ N/2) = 220t (4.94)

Proof. Let y = fi(22P*1) — N/2 and z = 22P*! — y. Now that 22° € [N, N) N Zp,q), if 22°7! € [-N,0),
then y = =N, z = 22" + N € [0, N) N Zpy1q}, s0 f5(2) = z, and (4.94) is just the trivial relation 22°7! =y + 2.
If 22071 € [0, N), then y = 0, z = 22P*! € [0, N) N Zp4q), again f)(z) = 2, and (4.94) is still the trivial relation
22t =y 4 2. Q.E.D.

By the above lemma, in plaintext bootstrapping from the tail up, each block is backed up by two uni-bootstraps,
the first is based on f}i,’“it — N/2 where p is the same as before, the second is based on f;. The leftover error bound
after each uni-bootstrap is also the same as before. In Algorithm 1, every f, is replaced by f,, and every fZi)nit is
replaced by f;“it — N/2. Furthermore in the third group, the command “if dj,sy = 1, then ct’ +— ct’ — q/4, else
...... ” is replaced by “if djas4 # 1, then ......7.

5 Head-on backup bootstrapping

From the viewpoint of plaintext blockwise representation, the tail-up bootstrapping based on fi"t f recovers the
0-centered tail-up blockwise representative of the input plaintext. An alternative approach to backup bootstrapping
is from the head on. In this approach, the plaintext blockwise representation is dramatically different in that
practically every block of plaintext except for the last one is at random to some scale. With the ongoing of blockwise
bootstrapping, the plaintext error (not the ciphertext error!) of the backup result from the input decreases, and in
the end the plaintext error disappears.

For example, for plaintext my = 01011100 € Zss in binary form, suppose there are three blocks of size 3,3,2 bits
respectively.

— The first block gives the following approximate to mg: mg = 01010011. Then my — m{ = 00001011, so m;
approximates mg with 3 bits of precision: |mg — mj| x 278 < 273. Denote m; = mg — m{, = 1011.

— The second block gives the following approximate to my: mj = 1001. Then m; —m} = 0010, so m; approximates
mgo with 6 bits of precision: |m; — m}| x 278 = 276, Denote my = m; — m/ = 11.

— The third block is just mf = ma. So mg = m( + m} + mh, with the property that each block improves the
precision of approximation.
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Let mg € Z;. let there be a sequence of non-negative integers d, . . ., d,, whose sum equals l;, and where only d,,
can be zero. Let d’_; = 0, and for ¢ > 0, let d; = d_, +d;. If there is a sequence of integers my, ..., m,, € [—t,t), such
that (1) g = _;_m; for some 1o € (—t,t), (2) g = mo mod t, (3) for all 0 <4 < wu, | — Y_;_gmj| < t/2%
then Y  m/ is called a 0-centered head-on blockwise representative of modular number my.

For any two integers x,y € [—q/2,q/2), if |x — y| < ¢/2PT! for some p > 0, they are said to approximate each
other with p-bit precision. The bits of precision are counted from the left, while the bits of resolution are counted
from the right.

For example, if ¢ = 23, then in binary form, 011,010,001, 000 approximate 000 with 0-bit, 1-bit, 2-bit, 3-bit
precision, respectively. Another example is the 0-centered head-on blockwise representative Z;L:O m}; of integer rg:
for all 0 < j < w, Y.]_,m} approximates 1o with (d} — 1)-bit precision.

In addition to the different recovered representatives, the head-on bootstrapping has the following two major
differences:

— For small initial error, each block is bootstrapped by one uni-bootstrap; for large initial error, only the first
block may need two uni-bootstrap. In contrast, the tail-up approach generally requires two uni-bootstraps for
each block.

— Most blocks have d 4 1 bits. In contrast, most blocks in the tail-up approach have d + 2 blocks.

Because of the above differences, the head-on approach is more efficient: on average one uni-bootstrap handles d+ 1
bits of plaintext, while in the tail-up approach, averagely one uni-bootstrap handles d/2 + 1 bits of plaintext.

In bootstrapping from the tail up, the rounding error generated by modulus down switch is always separated from
the plaintext in Zsp, it does not influence the resulting plaintext of each uni-bootstrap. In sharp contrast, during
a head-on bootstrapping, every rounding error generated by modulus down switch floods the plaintext blocks that
are not yet bootstrapped. Because of this, the 0-centered head-on blockwise representative of the input plaintext is
random and denies accurate prediction.

For single-block plaintexts, the head-on approach agrees with the tail-up approach. So in the head-on approach, it
is always assumed that I; > dgingle. The head-on block bootstrapping also consists of three groups of uni-bootstraps.
The first group is composed of one couple of uni-bootstraps, and aims at approximately backing up the head block
of the plaintext. The second group is composed of a sequence of single uni-bootstraps, each backing up one block
approximately. The third group contains at most one uni-bootstrap.

As before, we shall first introduce each group by phase simulation, then introduce the general algorithm for
head-on ciphertext bootstrapping, and finally introduce the LSB precursor in the end.

In the following subsections,

— do + 2 is the size of the first block; for ¢ > 1, d; is the size of the (i + 1)-st plaintext block; d is the sum of d;
for 0 < j <14; d. is the maximal size allowed for the last block for correct decryption.

— ls0 =15 =1In =1 and for i > 1, l; is the resolution of programmable function f in bootstrapping the (i 4 1)-st
block.

— mg € Zg is the original plaintext with error; for i > 0, m; € Z, is the leftover of mg after subtracting the results
of the previous i uni-bootstraps.

— m} € Zq is the result of the i-th uni-bootstrap. my, involves the MSB of the whole block; m} approximates the
lower bits of the leading block; for i > 1, mj approximates the i-th block. 7g € (—¢,q) N Zy 4 has its center
equal to the sum of plaintexts in all the m/, with each plaintext taking value in [—¢/2, ¢/2).

— ey is the rounding error in modulus down switch of the i-th uni-bootstrap, and ep; is the refreshed error by
the i-th uni-bootstrap.

In this section, we always use [—¢/2, ¢/2) interval representatives for modular numbers in Z,, and use [-N, N)
interval representatives for modular numbers in Qox by default. We assume that the plaintext is not single-block,
so that the total number of uni-bootstraps v > 3.

5.1 First group of head uni-bootstraps

In the head-on approach, if the initial error is small, then the first group is skipped. For large initial error, two
uni-bootstraps are used to backup the leading block of mj,; approximately. The first uni-bootstrap uses f#* to
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obtain the MSB of the block approximately, and the second one uses f with appropriate resolution to obtain the
lower bits approximately.

First consider long plaintexts. For such plaintexts, any resolution of f is correct. Preceding the first uni-bootstrap,
the modulus down switch is from Z; to Zay, where the rounding error occupies the last [ bits of Zyy. For long
plaintexts, ¢ > 2N, the end of the input plaintext is outside the range of Zsn. Any resolution of f can keep the
value of the function within the plaintext part in the refreshed ciphertext of Z,. Similarly, since it (z) € {£N/2},
the value of f™i* occupies only the first two bits of Zsy, as long as I, > 2, any resolution of f™* keeps the value of
the function within the plaintext part in the refreshed ciphertext of Z,.

Now that any resolution of the programmable functions is acceptable, the only concern is on the precision of
approximation of the resulting phase to the input phase. As to f"*, for any z € [-N, N), any p > 0,

[Frt () — | < N/, [ @) — o] < N4+ 2P, (5:1)

so fMit(z) approximates o with 1-bit precision, and introducing any non-negative resolution will reduce the precision.
The resolution-free version of f™* is optimal.

For function f, the story is different. Since f(z) = z for € [-N, N), when the last [ bits of z is flooded by the
rounding error, accurate information of the leading plaintext block can only be obtained from the first Iy — [ 4+ 1
bits of Zon. If p >, then f,(x) truncates = by extracting its information only from the first {xy — p + 1 bits, and
the precision cannot be bigger than using f;. On the other hand, if p < [, then f,(z) extracts information of = from
not only its exposed part, but also from the covered part by the rounding error; the smaller the value of p, the more
the covered part involved. To gain the best precision of approximation, p should be bounded from the top by [, and
somehow close to [.

The modulus down switch from Z, to Zs is simulated by function ro /q- For the input phase mg = Aminit +Einit
denote

) :TQN/q(mo,eMO) = mgy X (2N/q)+eM0 €7, (5.2)

where |6M0| S EMDS-
The first uni-bootstrap gives a new phase

my = f™(xz0) x ¢/(2N) + epo  mod g, (5.3)

where |epo| < Ep. As m{, € [—q/2,q/2) by default integer representation, and epg < ¢, integer m{, = f"i*(zq) x
q/(2N) + epo.

We first investigate the plaintext in phase mg. Although [mo]iq/2 X (2N/q) € [N, N), o € (—=2N,2N) may
go beyond this interval, so that |zo — f™*(z0)| < N/4 is no longer true. We need to find some rational number
mo X (2N/q) € (=N, N) satisfying 1hg = mo mod ¢, such that integer

Ty := Mg X (2N/q) + enmo (54)

satisfies 9 = 29 mod 2N and |#¢ — fi ()| < N/4. Notice that the plaintext part is always mixed with the error
part in phase x(, so both can be represented by rational numbers.

By Lemma 3,
[moliqse,  ifxg € [-N,N);
Mo = [Mo]+q/2 — ¢, if 10 > N; (5.5)
[mo)sq/2 + g, if zg < N.
So

|0 — f™(20)| < N/4. (5.6)

For phase mj, the target to approximate is integer g € (—¢,q). The plaintext in phase g is (10)4] = Amips
mod q.
We next investigate the approximation error of integer [mg]+, to integer . Let

my =mo—mg mod q. (5.7)
Then

m1 = 1ig — f"(20) x ¢/(2N) — epo = (F0 — f™(20)) % q/(2N) = epo — enro x ¢/(2N)  mod g. (5:8)
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As my € [—q/2,q/2) by default representation,

| < [0 — f™(20)| X ¢/ (2N) + |epo + enro x a/(2N)| < a/4+ \/Eﬁmsff/(m)2 +E, (5.9)

or equivalently,

fma % (2N)/q| < N/2+\/Byps + E(2N)? /2. (5.10)
In the second uni-bootstrap, the modulus down switch of m; gives

Ty = TzN/q(m17€M1)
my X (2N)/q + ean (5.11)
(ii'() — finit($0)) X q/(2N) —epo X q/(2N) —epo + €M1,

where |epr1| < Evps- So

21| < [E0 — f™(a0)| X ¢/(2N) + | — epo x q/(2N) — enro + enr1]
< N/2+ \/2E3ps + E%(2N)? /2.

(5.12)

To continue the uni-bootstrap, we need to fix the resolution of f.

On the right side of (5.10), Eyps < 2! and Ep < q, so if Eg(2N)/q is small, then the square-root term < 2'.
Similarly, on the right side of (5.12), when Ep(2N)/q is small, the square-root term = v/2!+1 < 2! +2!1=1 For long
plaintexts, by Lemma 23, the following two inequalities are always satisfied:

VE¥ps +2E%(2N/q)? < 2,

5.13
V2E3hs + E3(2N/q)? < 20 + 271, (5:13)
For long plaintexts, the second uni-bootstrap is based on f;_1. It gives
my = fi—1(z1) X ¢/(2N) +ep1 mod g,
1 (1) x q/(2N) (5.14)

ms =my —m) mod g,

where |eg1| < E. We check the bound of integer ms € [—¢/2,q/2), which measures the approximation error of
integer myo by the sum of integers m( + mj.
By (5.10) and (5.12), using (3.37), we get

Ima| = [m1 — fi—1(z1) x ¢/(2N) — ep1|
<2 x q/(2N) + |exo X ¢/(2N) + epo + €1
<2' x q/(2N) + \/EZpsa®/(2N)2 + 2E%,
<2 xq/@2N) = q/2*2.

(5.15)

So the first block that is just bootstrapped has d + 2 bits.

Notice that the error bound in (5.15) does not involve Ej,;;. The reason is that at the current stage et is taken
as part of the input plaintext, now that l; > [y, the plaintexts at lower bits together with ej,;; are all truncated
when the phase is in Zsy, so after the uni-bootstrap they become part of the rounding error bounded by the first
term 2! x ¢/(2N) in the second line of (5.15).

By (3.12),

(my +mi) — (epo +ep1) = (f""(wo) + fim1(21)) x ¢/(2N)
€ +q/4+2'q/(2N) x ([-N/2"*1, N/2" N Z) (5.16)

= /203 x ([—2%+2, 292 " Z).
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So mg +mj € Zy,—q-3). All nonzero plaintext bits of mg +mj € Zg are in the first d + 3 bits. Furthermore, by
ma = my —my = mg — (m} +m}), since |ma| < ¢/2%+2, the plaintext of m{, + m/ approximates that of mg with
(d + 1)-bit precision. Let

my +my = y1q/273 + ey, where y; € [-297% 2972 N 7, (5.17)
then e; = epg + ep1 is the tail error of the phase, and
ma = (o)1) — y1¢/27% + (e — €1). (5.18)

In mo, the tail error is ejnit — ego — €B1-
Denote
ls =1y — . (5.19)

For long plaintexts, [ < 0; for medium ones, 0 < Iy < [; for short plaintexts, I > [; for single-block plaintexts,
ls > lN - dsingle~

Then consider medium plaintexts. In practice, the first group of bootstrapping a medium plaintext is the
same as bootstrapping a long plaintext. By Lemma 23 in the Appendix, k& < 2(dg + | — l;) is required. By
dp=Ila—-1-lp=1l;—-In+1ls—1—1p,wegetdp+1—1s=1,—1p—d— 3. In our experiments, k <1 =5 or 6,
lp=6o0r7,1,=29,d=40r3.S0l,—lp—d—3=16,and k < 2(dg +1 —l,) is well satisfied.

Theorem 8 When [; > d+ 2, under the hypothesis k < 2(dg + [ — l5), in the second uni-bootstrap of the head-on
approach, only using f;_1 can the first block take the largest size of d + 2 bits.

Proof. Denote by T' the first term in the second line of (5.15). By (5.12) and (5.13), |z1| < N/2 + 2! + 271,

If using f;, then when @1 € (N/2,N/2 + 2 + 2!=1) fi(21) can take value N/2 — 2!*! enlarging term T to
21+1 x q/(2N), and resulting in the enlarged power-of-2 bound 2!72 x q/(2N) of |ma|.

If using any f, where p > [ + 1, then when x1 € (—N/2,N/2), |x1 — f,(z1)] < 2"*1, and term T is enlarged to
at least 271 x q/(2N).

If using any f, where p < — 2, then when x; € (N/2, N/2 + 2! + 2!=1), both terms of 2! + 2!~1 are discerned
by the low-resolute f,. As a result, term T is enlarged to (2! + 2/=1) x ¢/(2N), and the new bound of |my| is
(211 42171y x g/(2N). Q.E.D.

Finally, consider short plaintexts, namely [s > [. For short plaintexts, bootstrapping the first block is dramatically
different from that of long/medium plaintexts, because after the modulus switch from Z, to Zsy, the rounding error
floods only the last [ < I bits, the plaintext in Zsy is not flooded, the resolution of f must be at least I > — 1. If
still using f;—1, then in Zg, the plaintext in the refreshed ciphertext goes beyond the A-border between the plaintext
and the tail error, and floods the latter.

In the first group of bootstrapping short plaintexts, the first uni-bootstrap based on ™ is the same as before.
The leftover phase m; has the same bound as (5.10). Before the second uni-bootstrap, the modulus down switch of
mq gives the same x; with bound (5.12). Now the second uni-bootstrap is based on fj,.

If I, > 1, the following counterpart of (5.13):

VE}ps +2E%(2N/q)? < 2%,

5.20
V2B s + ER(2N/q)? < 2" (5:20)

is well satisfied, by Lemma 24. Just as in (5.15), but now by (3.38), the leftover phase ms is bounded by
Ima| < 2471 x q/(2N) = q/t, (5.21)

so the first block has I; bits. In other words, the first block contains the full length of the plaintext. Is this the end of
the whole bootstrapping? Since I; > dgingle, the bootstrapping cannot finish here. The plaintext in the bootstrapped
result approximates the input plaintext with precision I; — 1 bits. Another uni-bootstrap must be launched to correct
the last bit. It belongs to the third group of uni-bootstraps.

If iy =1, then k < 2(dp + 1 — l) is well satisfied in practice, so by Lemma 23, (5.13) is true. As in the proof of
Theorem 8, in (5.15) the bound of |ms| is enlarged to 2!72 x q/(2N) = 2q/t = q/2%~1, the first block has [; — 1 bits.
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Similar to Theorem 8, it is easy to show that only using f;, in the second uni-bootstrap can give the largest size
for the first block. Similar to (5.16), we have

(m +my) — (epo +ep1) = (f™ (20) + f1.(x1)) X ¢/(2N)
€ £q/4+24T1q/(2N) x ([=N/2"+2, N/2!= 2] N Z) (5.22)

=q/t x ([-t/2,t/2)NZ).

So mg +m) € Zy ;. All nonzero plaintext bits of mg +m} € Z, are in the first I; bits. Since |ma| < ¢/, the
plaintext of m{, + m} approximates that of mgy with (I; — 1)-bit precision. Let

mg +m) =y1A+epo+ep1, where y; € [—t/2,t/2] N Z, (5.23)

then
ma = (o)l — y1 A+ (emnie — epo — ep1). (5.24)

5.2 Second group of head uni-bootstraps

In the first group, two different resolutions of f are used: [ — 1 for long and medium plaintexts, and [ for short
ones. In the second group, the resolution of f keeps on changing, due to the decrease of the plaintext size in the
leftover phase. Short plaintext bootstrapping skips the second group. So in this subsection, Iy —d —2=1—-1, >0
is assumed.

For long plaintexts, denote by dg + 2 := d + 2 the size of the first block. For ¢ > 0, let d; be the size of the
(i + 1)-st block. Denote

;=Y dj. (5.25)
§=0
Then d; + 2 is the bit-size of the concatenation of the first < + 1 blocks. Set l59 =I5, and for ¢ > 0, set
loi = ls +dj_y = lyii—1) + di—1. (5.26)

For the (i + 1)-st block, I,; plays the role of Is, and is the resolution of f.

In the second group and the third group, for any block to be bootstrapped, during modulus down switch, two
vacant bits are reserved ahead of the block, or equivalently, in two’s complement representation, the block starts
with two bits of identical value. Because of this, during the uni-bootstrap of the block, we often refer to d; + 2 as
the full size of the (i + 1)-st block, including two leading extra bits that were occupied by the previous block. By
default, d; is the size of the (i 4+ 1)-st block where i > 0, sometimes also called non-redundant size.

The input of the second group is ma € Z, satisfying |mo| < ¢/2%%2, according to (5.15). The inequality can be
written as

(mg 29) x 2N/q € [-N/2, N/2]. (5.27)

From now on till the end of the whole bootstrapping, f* is no longer needed, and the (i + 1)-st block will be
bootstrapped by one uni-bootstrap based on fi_,.

For the first block of the second group, preceding the uni-bootstrap, the modulus down switch is realized by
function

T (m,e) = (m2%)(2N/q) + e € Z. (5.28)

2d6+1N/q

Denote

xo =T (mae, enr,), where |ep, | < Enps. (5.29)

2d6+1N/q

The uni-bootstrap based on f,, where p is to be determined, generates

my = fp(z2) x Q/(2d£’+1N) +ep2 mod g,

ms = mg —mf, mod g,

(5.30)
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where |ep2| < Ep. For mg € [—q/2,q/2), by (5.27), using (3.34), we get

[ma 255N g — ) — epa 297 N/q| < 2 4\ By + (Ep 296+ 1N/q)2, (5.31)

for any p > 0; when p < 0, the term 2P is removed from the right side. So

mal < Ima — fylwa) x ¢/ @5FN) — epa| < 2/ QU VIN) + | ERipsa?/Q4HN)? + B (5.32)

again when p < 0, the term involving 2P is removed from the right side. The smaller the value of p, the better for
Ims|.

The resolution p of f is determined by lg; = lso + do = s + d. If [5; < 0, then obviously the resolution-free
version f is optimal, for which (5.32) becomes

Ims| < \/ Edipsa?/ (2% 1N)? + E3,. (5.33)

If ls1 > 0, then p > l5 is mandatory, and f;,, is optimal, for which (5.32) becomes

ms| < 21/ (2% N) 4\ Eipg?/ (2% 1N)? + . (5.34)

Let d; be the biggest integer such that |mg| < (1/2‘16““11"‘27 then d; is the size of the block that is just bootstrapped.
The computation of d; by the above definition is straightforward. In power-of-2 binomial bounds, the computa-
tion can be greatly simplified. The result is presented in Lemma 25. For large-precision plaintexts where [; > [y,
lsi < 0 for the beginning blocks of the second group. When [,; < 0, then d; = d + 1; when [ > l5; > 0, then d; = d;
when [g; > [, the block-size ranges from 1 to d.
By (3.12), when [5; > 0,

mj — gy € 21 x q/(2TLN) x ([=N/20 2, N/2 2 1)

= A x ([-t/2%%2 t/240+2] N 7). (5.35)

When I5; <0, )
mh —epa € q/(20TIN) x [-N/2,N/2] = 27171 A x [-N/2, N/2]. (5.36)

So if 51 < 0, then mj —epa € Zj, —q—1 1], else my —epa € Zyy, —1,]- Together with [mj —epa| < q/2%%2, we get
that if I5; < 0, then all nonzero plaintext bits of |m| € Z, are in the [y-bit-string from the (d + 2)-nd bit to the
(d+1n 4 1)-st bit counted from the left; else, all nonzero plaintext bits of |m}| are in the (I; — d — 2)-bit-string from
the (d + 2)-nd bit to the I;-th bit counted from the left. Recall that all nonzero plaintext bits of |m( + m}| € Z,
are in the first d 4+ 3 bits. So the [y-bit-string or (I; — d — 2)-bit-string of |mb| overlaps with the (d + 3)-bit-string
of |m{, + mj| by 2 bits.

Consider m3 = mg — mh = mg — Z?:o ml. Since |m3| < ¢/2974+2 the plaintext of Z?:o m}, approximates
that of mg with (d + d; + 1)-bit precision. Compared with the (d + 1)-bit precision provided by the plaintext of
m{, +m}, we see that the precision is improved by d; bits, which is exactly the size of the block just bootstrapped.
This interprets the meaning of the term “block-size” in head-on bootstrapping.

If Iy > 0, let

mby = ya A + epa2, where ys € [—t/2d6+2,t/2d3+2] NZ; (5.37)
else, let )
mh = y2q/ (29T N) + epo, where yo € [-N/2,N/2] N Z. (5.38)
Then )
ma = (o)l — y1¢/277 — Y20 + (eanie — ZGBZ'), (5.39)
i=0

where zo = Aif I > 0, and 2z, = q/(QdBHN) otherwise.
For the other blocks in the second group, the bootstrapping is much the same with the first block of the group.
For the i-block of the group where ¢ > 1, the input phase is m;11 € Z, satisfying |m;11| < q/2d'i71, the modulus

down switch is from Zq | to Zay, so that in Zon, miq1 X 24i-1(2N/q) € [-N/2,N/2].

/2%-
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The uni-bootstrap of the i-block in the second group generates a new phase mj_ ; € Zg:

mi = fi, (TQd;,l(ZN/q)(miHa em(i+1))) +ep(i+1) mod g, (5.40)
where |ep(;+1)| < Ep. Let
Mit2 = Mir1 —myy,  mod g. (5.41)
By (3.34), if Iy; > 0, then
misal < 20/ (2N x 2%) 4+ /Bl /(2N x 2%-1)2 + 3 (5.42)
if l5; < 0, then
[misal < \/EZpsa?/(2N x 2912 + B3, (5.43)

In each case, the right side of each inequality above is bounded by ¢/ 2% 1 +di+2 for some biggest integer d; > 0,
and d; is called the size of the block. Again the computation of d; by the above definition is straightforward, and
in power-of-2 binomial bounds, the computation can be greatly simplified, with results presented in Lemma 25.

For the i-block in the second group, denote d’ = d;_; for short. Then d’ <l —d—-2=10;—In+1=1—-1,. If
lg; =ls+d <0, namely l; —d' > Iy, by (5.43), let d; be the biggest integer satisfying

\/ E2psq?/ (24 FIN)? + B3 < q/2% T2, (5.44)

Ifly; =1s+d >0, namely d+ 3 <1, —d <ly, by (5.42), let d; be the biggest integer satisfying

2leiq/(29FIN) + \/ Bpg@?/(24+IN)2 + B3 < q/29 442, (5.45)

For the i-th uni-bootstrap of the second group, where i > 1, just as the i« = 1 case, it can be proved by induction
that the uni-bootstrap generates a phase m; ; € Z, with the property that if Iy —2 > ly; > 0, then dj_, <1, — 2,
and
mi,, —epr) € 2T x g/ (2% TIN) x ([-N/2bi+2 N2+ N Z)

i ) , 5.46
= Ax ([-t/2%112 ¢ /2412 N Z); (5.46)

if l5; < 0, then
My — epgirn) € ¢/ (24-1HIN) x [-N/2, N/2] = 27171 A x [~ N/2, N/2]. (5.47)

So if Is; < 0, then mjy —ep(it1) € Zj,—a;_,—1y—1)» else M —ep(it1) € Zj,)- Together with [mj; —ep(ii1)| <
q/2%1%2 we get that if I,; < 0, then all nonzero plaintext bits of |mi, .| € Zq are in the [y-bit-string from the
(dj_y 4+ 2)-nd bit to the (dj_; + Iy + 1)-st bit counted from the left; else, all nonzero plaintext bits of |mj_ | are in
the (I; — d;_; — 2)-bit-string from the (d}_; + 2)-nd bit to the l;-th bit counted from the left.

For the i-th block of the second group, its {y-bit-string or (I; —d}_; —2)-bit-string starts at the (d}_,+d;_1 +2)-
nd bit from the left, while for its preceding (i — 1)-st block, the Iy-bit-string ends at the (d;_5 + Ix + 1)-st bit from
the left. The two bit-strings overlap by Iy — d;—1 bits. By Lemma 25, d;_y <d+1,s0 Iy —dj—1 > 1+ 1.

Furthermore, by m;yo = miy1 —mj , = mgo — Z;Z}) mj;, since [miig| < q/2%+2 the plaintext of E;it m
approximates that of mg with (d; + 1)-bit precision. Compared with the (d}_; + 1)-bit precision provided by the
plaintext of Z;‘:o m;7 we see that the precision is improved by d; bits, which is exactly the size of the i-th block in

the second group.
If lsi Z 0, let

My = Yir1 A+ epiyr), where yi1 € [—t/2%72 /2472 0 7Z; (5.48)
else, let :
My = Yin1q/ (25 N) + ep(ig1), where gy € [-N/2, N/2]NZ. (5.49)
Then
1+1 i+1

My = (o)) — y1g/24F8 — Zyjzj + (€init — Zij)v (5.50)
=2
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where z; = Aif [;_1) > 0, and z; = q/(2%-2*1N) otherwise.
The second group contains w > 0 blocks, where w satisfies

d, = di =1 — 2, or equivalently, Iy(ui1) = ls + d}, = Iy — 2, (5.51)
=0

where each d; > 0. When the second group finishes, the leftover phase m,, 2 has the property that |m, 2| < A, and
the plaintext of 239;01 m’; approximates that of mgo with (I; — 1)-bit precision, just like the result of short plaintext
bootstrapping after the first group.

The number of uni-bootstraps w can be directly computed by Lemma 25, together with the size of each block
in the second group. By the lemma, as long as [s; < 0, the block size remains to be the biggest value d + 1. Once
lsi > | — k, then the block size reduces to be at most d. The more the smaller sized blocks, the less efficient the
bootstrapping. How many blocks in the second group have size < d?

by Lemma 25, when | > lg; = I+ d;_; > | — k, the i-block of the second group has block size d; = d; when
lg; =1, thend; € {l; —2—d,_;,l; —3—d,_;}; when Iy —2 > l5; > [, then d; = —2 — d}_,. Only when i = w can
the block size take value l; —2 — d}_;. So if k < 2d — 1, there cannot be more than two blocks having size d, and
if there are two such blocks, then the number of small sized blocks in the second group is at most 3. The reason is
that if [5; > [, then i = w is the last block; from [ — k to [, the interval length < 2d, so if I,; takes value twice in the
interval, then after the two blocks, the third block has its I; > [, and is the last one.

For example, for practical parameters [y = 11,k =1 = 5,d = 4,k = lg = 6, for any block of small size, [;
takes values in interval [l — k,Iy — 2] = [0,9], with [ = 5 in between. by Lemma 25, when Iy; = [, it is always true
that d; = I, — 2 — d}_,. The third group has at least two and at most three small sized blocks. Let the j-th block
be the first block of size < d. Since the (j — 1)-st block has size d;_1 = d+ 1, I;; =I5 + d;-_z +dj_1 € 1[0,d]. The
following are all possibilities of the small sized blocks in the second group:

l 0: then d]' =d= 4,dj+1 = 4,dj+2 = 1.
l 1: then dj =d=4,dj+1 =4.
— Iy =2 thend; =d=4,d;4, = 3.
l 3: then dj =d= 4, dj+1 =2
l 4: then dj =d= 4,dj+1 =1.

For another set of practical parameters [, = 29,iy = 11,k =1 = 6,d = 3,kp = lg = 7, when [;; = [, then
di=1—2—-d,_,ifdg>2 andd; =1; —3—d]_, if dg = 2. Assume dg = 2. Then in =10, l; =19, I, = 8.
There are 6 blocks in the first two groups, with size 2 + 3,4,4, 3,2, 1 respectively. The corresponding [,; sequence
for0<i<w+1=61is —8,-5,—1,3,6,8,9.

Theorem 9 below is a direct corollary of Lemma 25. It describes the change of block size during the whole
bootstrapping. In particular, at the beginning of the second group, all blocks have size d + 1; in the middle, when
lsi > 1 — k, the blocks have size d only. In greedy mode, the blocks keep size d till the end, where the last block is
viewed as being padded with some vacant bits at its end. In regular mode, when [,; grows to [, the blocks have size
d — 1, and keep it till the end.

Theorem 9 In the second group of head-on bootstrapping, take the last plaintext block as being padded with
some vacant bits at the end. Then along with the blockwise bootstrapping starting from the first group, there are
all together 5 possible sizes during the whole bootstrapping, and they occur in descending order:

d + 2: the first block;

d+ 1: all blocks ¢ with d;_, € [d,l; —2 — d — k) (start of the second group);

d: all blocks ¢ with d;_, € [I;, —2—d —k,l; — 2) in greedy mode, or all block ¢ with d,_, € [l, —2—d—Fk,l;, —2—d)
in regular mode (middle of the second group);

d—1: all blocks ¢ with d},_, +2—1; € [l; — 2 —d,l; — 2) in regular mode (end of the second group);

0: the third group.
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5.3 Third group of head uni-bootstraps

After the first two groups of uni-bootstraps, not only the input error e;,;; persists, but new errors E;U:O ep; grow at
the end of the leftover phase my, 2. The accumulated bootstrapping result Z;‘:Ol m} approximates the input my
with at least (I; — 1)-bit precision.

There are two possibilities. If the precision of approximation has reached I; bit, then the whole bootstrapping
finishes after the second group, else to compensate for the loss of the 1-bit precision, a new uni-bootstrap must be
launched to bootstrap the last block, which has non-redundant size of 0 bit, or equivalently, full size of 2 bits.

Whether or not the third group is needed is determined by the bound of the tail error after the modulus down
switch preceding the last uni-bootstrap in the second group. Before the uni-bootstrap, w + 1 uni-bootstraps have
been done starting from the first group, so the tail error in phase m,4+1 € Z4 is bounded by \/ E2. + (w+1)E%.

init
By d,,_; =1 —2—dy_1, the modulus down switch from Z = ZLg2+d,_, 5 t0 Zoy introduces a rounding error,
q

/2’%71
and in Zsypy, the tail error is bounded by

\/Efms + (B + (w+ 1) ER)(2N)?/(22Fdw-1 A)2 = \/Eﬁms + 272 (BR L+ (w+ 1) ER)(N/4)%(2/A)2
(5.52)

By lsw = ls+d\y_1 =N — 2 — dy_1, if in (5.52), the bound < 2w = N/22+dw-1 then when viewed in Z,, this
tail error < A/2; the uni-bootstrap can cut off the old tail error completely, and replace it with a new one bounded
by EB.

If bound (5.52) > N/2?tdw-1 then a uni-bootstrap is needed to repair the precision loss. The uni-bootstrap
starts with the modulus down switch on my, 12 from Zg2 5 to Zan. By lswy1) = ls + d!, = Iy — 2, the uni-bootstrap
is based on fi, _2, so that only the first two bits of Zoy are recorded in the result.

After the modulus down switch on my,42, in Zoy, the tail error is bounded by

V Baips + (B + (w+2) E3)N?/(24)2. (5.53)

If in (5.53), the bound < N/4, then when viewed in Z,, this tail error < A/2, the uni-bootstrap cuts off the old
tail error completely, and the whole bootstrapping succeeds; else, the bootstrapping fails to generate an accurate
backup of the input plaintext, instead it outputs a phase whose plaintext loses 1-bit precision when compared with
the input.

It is important to know beforehand whether an input phase can be accurately bootstrapped in the head-on
approach. In the worst case, the tail error bound /vEp of the final output of the whole bootstrapping equals Eipit/2,
where v is the total number of uni-bootstraps, then the requirement on the initial error is the most stringent. In
the best case, v takes the smallest value 3, the last block has zero non-redundant size, then the requirement on the
initial error is the most generous.

Let d. be the maximal size allowed for the last block in the whole bootstrapping. To clear the tail error of the
last phase in Zay, when viewed in Zg, the tail error must be strictly bounded by A/2, i.e.,

VB2 + (0= )ER + Byipg(A/2N)222042) < Af2, (5.54)

Equivalently, when viewed in Qay,

V Bdips + 27204 (B2, + (v — 1)E3)(2N/A)? < 27D N, (5.55)

The existence of integer d. > 0 is the inequality prerequisite for head-on bootstrapping.

Given [;, computing v is pretty easy. In the best case v = 3, when comparing (5.55) with (4.2) of the tail-up
approach, on sees that by replacing Ep with v/2Ep, or approximately, replacing integer dp by rational dg —1/2, the
conclusions given by Lemma 15 and Lemma 17 on inequality (4.2) can be transported to conclusions on inequality
(5.55). For example, for large initial error, d. = d or d — 1; for small initial error, if k; < min(2dg —1,2d — 1), then
d. > 0 exists. Indeed, Lemma 22 of the Appendix guarantees that the above transported conclusions are correct for
v=3.

When v continues to grow, by the power-of-two upper bound of integer v — 1, Lemma 15 and Lemma 17 can
still be approximately extended to (5.55), but the aberration becomes larger. In the worst case /vEp = Finit/2,
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we can use the replacement E2. + (v — 1)E% = (5/4)E2,, — E%, so that (5.54) becomes

V(G/0 B, — E)(2/A)? + 224 By g(4/N)? < 1. (5.56)
The existence of integer d. > 0 in (5.56) proposes the lowest upper bound on the initial error for head-on boot-
strapping.

For (5.56), Lemma 20 gives a full classification of all possible values of d.. In particular, for small initial error,
the head-on bootstrapping always works, and either d. = d, or d. = d — 1, so the third group is not needed.
Combining this with Lemma 25 on the block size d; when d,_; + 15 = I, we get that there are two modes of head-on
bootstrapping for small initial errors:

Greedy mode: If £ < 2d; + 1, and either £ < 2dg, or k = 2dg + 1 and kg < k + 1, then ever since l5; > [ — k,
the blocks have size d and keep the size till the end of the whole bootstrapping.

Regular mode: Else, while still the blocks have size d when l;; > [ — k is reached, ever since ly; > [, the blocks
have size d — 1, and keep it till the end of the whole bootstrapping.

In each mode, the last block is viewed as being padded with some vacant bits at its end.

Lemma 21 presents a simplified conclusion on d. in the practical situation d > 3 for large initial error, which
states that d. > 0 exists if and only if the initial error is not larger than (1 —273)A/2. When v is given, then
depending on v and Eg, the upper bound of k; for large initial errors ranges from 3 to min(2d — 1,2dg — 1).

Once the biggest integer d. satisfying (5.54) is computed, determining whether or not the third group is necessary
is very easy: the group is necessary if and only if the last block of the second group has bit-size < d..

Theorem 10 Let there be vy uni-bootstraps in the head-on bootstrapping. Let d. > 0 satisfy (5.55). The correct-
ness of the head-on approach is guaranteed by

’UH—l

LY m))/A] = [1me/A]. (5.57)

=0

Proof. Preceding the last uni-bootstrap of the second group, the input phase is m,41, which is of the form (5.50)
for i = w—1, whose tail error is e = ejnit —_,_ €p;, and whose plaintext is of the form Am, where m € [~t/2,t/2],
such that w

Am = (mo)ltal — yyq/2973 — Z YiZj, (5.58)

j=2
and |Am| < |[muyy1|+e| < ¢/2%-1T2+|e|. By (5.54), |e| < A/2, 50 |Am| < (2% -1 +271) A, indicating [m| < 2% -1,
After the modulus down switch from Zq - = Zig2+dy_1 o 10 Zap, in Zyy the phase becomes

eM(wt1) + Mgt X 2N/ (2201 A) = m x 2!~ 17dwor Loy gy + e x N/ (2141 A)) (5.59)

The plaintext m x 2!¥~1=dw-1 is bounded by 2/~ ~! = N /2, the tail error is bounded by (5.52).
If the bound (5.52) < 2lsw = 2lv=2=dw-1_then by definition, f;,, = fiy_1-a,_, acting on phase (5.59) gives
m x 2N ~1=dw—1 G the last uni-bootstrap of the second group generates the phase

miu+2 =m x 2v 1= dwo1 o 21+d“’—1A/N + eBw+2) = AMm + ep(wt2); (5.60)

for vy = w+ 2, (5.57) is true.

If the bound (5.52) > 2w then the third group is necessary. Preceding the uni-bootstrap of the third group,
the input phase is m,,2, which is of the form (5.50) for ¢ = w, whose tail error is ¢’ = ejn;; — Z;U:Ol egj, and whose
plaintext is of the form Am/, where m’ € [—t/2,t/2], such that

w—+1
Am’ = (gl — gy q/20+3 — Z YiZj, (5.61)
=2
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and |Am/| < |myya| + |€/| < A+ le|l. By (5.54), |¢/| < A/2, so |[Am'| < (14 271)A, indicating m’ € {0,41}.
After the modulus down switch from Z A 22 10 Zan, in Zon the phase becomes

EM(w+2) T Mauwt2 X 2N/(22A) =m' x N/2+ {6]\4(w+2) +e x N/(24)}. (5.62)

The plaintext m’ x N/2 is bounded by N/2, the tail error is bounded by (5.53).
Now that d. > 0 satisfies (5.55), the tail error of (5.62) is strictly bounded by N/4. By definition, f;,_2 acting
on phase (5.62) gives m’ x N/2. So the last uni-bootstrap generates the phase

m;ﬂrg =m' x N/2 X 2A/N+6B(w+3) =Am' + EB(w+3)} (563)

for vy = w+ 3, (5.57) is true. Q.E.D.

5.4 Putting everything together into ciphertext form

For head-on bootstrapping, the global parameters are the same as in tail-up bootstrapping, so are the uni-bootstrap
procedure UniBoot(f, ct,q’). The following is the general algorithm for head-on bootstrapping.

Algorithm 2 “HeadBoot”: Backup bootstrapping from head on

Input: LWE ciphertext ct to bootstrap;
public FHEW /TFHE parameters.
Assume [; > 2. Assume d, > 0 exists.

Output: LWE ciphertext ct’.

{Control parameters setup}

1: Set d =1y —1—2,dy =d,djy = do. (do + 2 is the size of the first block)

2: Compute the block sizes d; > 0 in the second group, such that Z;UZO d; = l; — 2. The number of blocks w > 0
is thus obtained. ‘

3: Set Iy = Iy — ;. For 1 <i < w, set d} = Z;‘:o dj, lsi =ls+d}_;.

4: Compute the allowed maximal size of the last block de.

{First group}
5:  ct’ «— UniBoot (™", ct,q);
ct — ct—ct’ mod gq.

6: if [; > d + 2 then

7:  ct’ <— ct’ +UniBoot(f;_1,ct,q) mod gq.
8: else

9:  ct’ <— ct’ +UniBoot(f;,,ct,q) mod q.
10: end if

11: ct<+— ct—ct’ modg.

{Second group}
12: for ¢ =1 to w do
13:  ct’ +— ct’ + UniBoot(f;
ct «— ct —ct’ mod gq.
14: end for

{Third group}
15: if d,, > d. then
16:  ct’ +— ct’ + UniBoot(f;,—2,ct,4q/t) mod gq.
17: end if
18: return ct’.

ct,q/?d;fl) mod g;

st

The complexity of the algorithm is also dominated by the number of uni-bootstraps. In the following, we consider
head-on bootstrapping for small initial error. The first block has min(d + 2,1;) bits. In the second group, when i
changes from 1 to w + 1, d}_, increases from d to l; — 2. Denote d’ = d;_; and take it as a variable. By Lemma 9,
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— when d’ € [d,l; —2 — d — k), the blocks have size d 4+ 1. The number of blocks in this interval of d’ is
vy = [max(0,l; —2—2d — k)/(d+1)] = max(0, [(l; — k)/(d+1)] — 2). (5.64)

After these blocks are bootstrapped, the interval of d' is reduced to [d + vi(d 4+ 1),1; — 2).
— In greedy mode, when d' € [d + v1(d + 1),1; — 2), the blocks have size d. The number of blocks in this interval
of d' is
vy = [max(0,l; — 2 —d —vi1(d + 1)) /d] = max(0, [l; —2 —v;] — 1 —vy). (5.65)

— In regular mode, when d’ € [d + vi(d + 1),ls — 2 — d), the blocks have size d. The number of blocks in this
interval of d’ is

vg := [max(0,l; — 2 —2d —v1(d+1))/d] = max(0, [l; —2 —v1| —2 —vy). (5.66)

— In regular mode, when d’ € [d+ v1(d+ 1) + vad, Iy — 2), the blocks have size d — 1. The number of blocks in this
region of d’ is

v3 = [max(0,l; —2 —d —v1(d+1) —ved)/(d — 1)] = max(0, [l; —3 — 2v1 —va] — 1 —v1 — v2). (5.67)
So for small initial error, in greedy mode, the total number of uni-bootstraps is
Vg =2+ v; + vh. (5.68)
In regular mode, the total number of uni-bootstraps is
vy =2+ v + vy + v3. (5.69)

For example, when d; = 1 and k& = 2, then the head-on bootstrapping is also in greedy mode. When d = 4,
for input plaintext of 15 bits, 4 uni-bootstraps suffice to finish the bootstrapping in three blocks, with size 6, 5,
4, respectively. In contrast, the tail-up approach in greedy mode needs 6 uni-bootstraps to bootstrap three blocks
from the tail up, with size 6, 6, 3, respectively. The bootstrapping efficiency is improved by (6 — 4)/4 = 50%.

For large initial error, in the worst case, d. = 0, so the third group is always needed. For the example used in
illustrating the tail-up approach, where [ =k =5,d; =0,d > 3,dg =d+ 1 and k; = 2dg —4 =2d —2 > 3, if
v < 4, then by Lemma 17, with dp replaced by dg — 1, k; < min(2d —1,2dp — 2) is satisfied, so d. > 0 exists. When
d = 4, for input plaintext of 6 bits, two blocks and 3 uni-bootstraps are needed to finish the head-on bootstrapping,
the bit-sizes of which are 6,0, respectively. The bootstrapping efficiency is improved by (5 — 3)/3 = 67%.

5.5 Head-on bootstrapping with LSB precursor

When the initial error is too large, the head-on approach fails. To make bootstrapping, we resort to the LSB
precursor to reduce the initial error relative to the new border between the plaintext and the tail error, which is
now A instead of the old A/2.

By Lemma 19, the LSB precursor only requires k; < 2d + 3 for large initial error. After the LSB precursor is
executed, l;, [s are replaced by I, — 1,15 + 1 respectively. Then the block sizes d;, the maximal allowed size d. of the
last block, and the total number of uni-bootstraps v, all need update. In algorithm 2, the control parameters need
update, and the LSB precursor needs to be ahead of the first group.

Enlarging parameter d. is the sole purpose of the LSB precursor. We investigate the influence of the LSB
precursor on d.. In (5.55), replacing A by 2A, we get

\/Efms + 272D (B + (v — 1) BR)(N/A)? < 27 @F2N, (5.70)

or when viewed in Zg,

\/ (Bunie/2)? + (v — 1)(Ep/2)? + E2pgA2/(2N)2220det2) < A/2. (5.71)
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In the best case v = 3, when comparing (5.71) with (A.47), we see that d;,dp both increase by 1. By Lemma
22, the new d. € {d,d — 1}. In the worst case /vEp = FEinit/2, (5.70) becomes

VBB, — B3)/A? 4 92 B2y (4/N)? < 1. (5.72)

Comparing (5.72) with (A.23), we see that the former is a special case of the latter with d;_, = 1 and d; = d.. By
Lemma 18, we get the following corollary:

Corollary 11 Let d. be the biggest integer satisfying (5.72), Then d. = d — 1, except for the following cases where
d. = d:

— k<2d;+1;

— k = 2d; + 3, and one of the following is true:
[ ] k‘] :27
e kr=3,dr > 0;
L] k[:3,d[:0,dB:2.

After executing the LSB precursor, the third group of the head-on approach is no longer needed. Moreover, the
last block has size at least d — 1 (the bootstrapped LSB is not part of the last block). If the third group is not
empty, then the LSB precursor not only allows bigger initial error, but also speeds up bootstrapping.

If the third group is empty, and the last block of the second group has only 1 bit, then the LSB precursor only
allows bigger initial error, but does not speed up bootstrapping. Indeed in head-on bootstrapping, the (d — 1)-bit
size occurs at most once. By Lemma 25, the next to the last block of the second group has size d — 1 if and only
iffori =w-—1,d,_; +1s =1, and either k > 2dg + 1, or k = 2dp + 1 and kp > k + 1. When this happens, the
last block has 1 bit. However in this case, since dg > dy + 2, k > 2d; + 5, by Corollary 11, the new d. =d — 1, and
cannot increase to d.

6 Bootstrapping by blockwise error reduction

To put in Section 1:

The idea of CKKS ciphertext bootstrapping by removing the head error with FHEW /TFHE bootstrapping in
a larger-modulus phase space, was first proposed by [22]. To meet the Li-Micciancio security, the extra bits in the
result of fixed-point CKKS multiplication of two approximate plaintexts need to be removed. A method based on
tail-up bootstrapping was proposed in [29]. After removing these bits, although the extra bits that may disclose
information of the plaintext are removed, the tail error bound is enlarged by 1 bit, namely the plaintext precision
is lost by 1 bit.

After bootstrapping a BFV ciphertext with large-precision plaintext, the tail error is decreased. Due to the
number of blocks v > 1, the output tail error bound Ejg, = v/vEp > Ep. Now that Fp is the refreshed error bound
of single-block plaintext, this seems to suggest that blockwise bootstrapping of large-precision plaintext cannot
obtain a tail error as small as Eg. Is this the truth?

The head-on approach can improve the efficiency from bootstrapping d/2 + 1 bits per uni-bootstrap on average
to d+ 1 bits. For long plaintexts this is still not efficient. Can the efficiency be further improved? In this section, we
propose a new strategy for large-precision plaintext bootstrapping. Instead of backing up the long plaintexts, the
new strategy is to get rid of the tail error as much as possible, by blockwise approximate bootstrapping of the tail
error in the input phase. It is called error bootstrapping, in contrast to the previous plaintext bootstrapping strategy.

Error bootstrapping is obviously more effective when the input tail error is short. In fact, when the input tail
error is shorter than the concatenation of the plaintext and the output tail error after plaintext bootstrapping,
error bootstrapping is more effective. This is because the error bootstrapping approach is similar to the head-on
approach to plaintext bootstrapping. Starting from the first block of the error phase, the old errors are backed up
blockwise approximately, and then removed from the input.

What is different is that while the head of the tail error keeps on being cleared, new refreshed errors keep on
accumulating at the tail. So error bootstrapping is not simply blockwise backing up tail error and then deleting them
from the original phase. Instead, it is reducing the ever-changing tail error, including the newly added refreshed errors
that were introduced by bootstrapping previous error blocks. For every uni-bootstrap, the whole tail error in Z 4 is
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taken as the plaintext, so the plaintext is constantly changing. This is the unique feature of error bootstrapping. In
contrast, in head-on plaintext bootstrapping, although the tail error changes every time after each uni-bootstrap,
it never floods the plaintext, so the plaintext is constant.

Lemma 27 gives the feasibility condition on error bootstrapping. In practice, 2d + 5 > k — 1 is well satisfied, so
in Lemma 27, if d; = 0, the condition can be replaced by k; < 2d + 5. This condition is the weakest among all the
inequality prerequisites for blockwise bootstrapping.

For practical parameters [, = 29, d = 4, when the plaintext has I; > [, — k; —1 =29 — 13 — 1 = 15 bits, all
decryptable ciphertexts can be bootstrapped, because 2d + 5 = 13 on one hand, and k; <I; <[, —1; =1 <13 on
the other hand, so that k; < 2d + 5 is always true.

When [, < 15,the initial error bound in Lemma 27 that allows bootstrapping is (1 —2713)A/2 instead of A/2—1.
In order to keep the property that any decryptable ciphertext can be bootstrapped, the information rate l;/l, of
the ciphertext cannot be too small, or equivalently, the error-modulus ratio B/q cannot be too big.

As the input of error bootstrapping may be the result of plaintext bootstrapping, the goal is to reduce the tail
error as much as possible, or more accurately, as close to E as possible. Because of this, the error quality constraint
Efn < Finit/2 is weakened to the extreme:

Ep < Einit /2. (6.1)

Consequently, in this section only d;y > dp + 1 is assumed.

Obviously Ep is the lower bound of tail error in all error bootstrapping results. Can this bound be approached?
If not, what is the limit of the tail error bound by error bootstrapping? We will calculate the limit, and show that
for many practical parameters, the limit is just Ep, and can be approached in practice.

We will also investigate an extreme case where both the initial error and Ep are too big to make error boot-
strapping, but still Ep < Eini/2, so there is still possibility to reduce the initial error. In such extreme case, we
have to resort to the LSB precursor, and use delicate error control to ultimately reduce the initial error to the limit.

The size of the error space can be measured by [4. In consideration of the fact that after bootstrapping, the
tail error is always bounded from below by Eg ~ 2717?58 A it is more appropriate to measure the size of the error
space by dg. When dp takes the minimal value 1, then d; = 0, the error space is the smallest in that practically
there are only two bits available: the MSB of the initial error, and the MSB of the refreshed error. The lower bits
of the error space are constantly occupied, and are redundant when measuring the error space.

Similar to the measurement of the input plaintext, to measure the error space we need some ruler. When the
length of Zsy is used to measure the error space, then when dg < d + 2, the error space is said to be short; when
d+2 < dp < ly, the error space is said to be medium; when dg > [y, then error space is said to be long. When
dp = d+ 2, then

Ep~239A=2'A/(2N) ~ Exps x A/(2N); (6.2)

the two errors Ep and Eyps X (2N/A) approximately make a tie. When dg = Iy, then Ep ~ A/(2N), all the
“reducible” bits of the error space are included in Zsy after modulus down switch. In fact, when A < 2N, the
modulus switch from Za to Zsy is modulus up switch. Only when A > 2N is the modulus switch truly “down”.
Still we unanimously call it modulus down switch.

As before, we shall first introduce each group by phase simulation, then introduce the general algorithm for head-
on ciphertext bootstrapping, and finally introduce the LSB precursor in the end. For simplification, we introduce
the rationals:

§:=2N/A€Q, & *'=A/@2N). (6.3)

In the following subsections,

— do + 2 is the size of the first block; for ¢ > 1, d; is the size of the (i + 1)-st plaintext block; d is the sum of d;
for 0 < j <i; d. is the maximal size allowed for the last block for correct decryption.

— eg € Zg is the initial error; for ¢ > 0, e; € Z4 is the leftover error of ey after subtracting the results of the
previous ¢ uni-bootstraps.

— e} € Zg is the result of the i-th uni-bootstrap. e, involves the MSB of the whole error block; €] approximates
the lower bits of the leading error block; for ¢ > 1, e; approximates the i-th error block.

— e is the rounding error in modulus down switch of the i-th uni-bootstrap, and epg; is the refreshed error by
the i-th uni-bootstrap.

In this section, we always use [—A, A/2) interval representatives for modular numbers in Za, and use [N, N)
interval representatives for modular numbers in Qg .
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6.1 First group of error bootstrapping

If the initial error is small: Eiyy < A/4, then the first group is skipped. The purpose of the first group is to reduce
the bound of the tail error to < A/4, so only large initial error needs it.

The first group consists of two uni-bootstraps based on f™i* and f respectively, similar to all previous blockwise
bootstrappings. The modulus down switch is from Za to Zaon, as the tail error must be within (—A/2, A/2). In
error bootstrapping, the phase is usually called error phase, as only tail error is left in the phase after modulo A.

However, this does not mean that the the plaintext of the input phase is no longer taken care of. As shown
in (5.5), on head-on plaintext bootstrapping, the sum of plaintexts in the output phase Z;’;OI m} may not be
equal to the input plaintext Amiy, instead it equals (179)'2] € Amiyie + {0, £¢}. In error bootstrapping, similar
phenomenon may occur, namely the sum of tail errors in the output phase may not be equal to the input tail
error approximately, instead it may differ from the input by approximately A. This will destroy the LSB of the
input plaintext. For head-on plaintext bootstrapping according to (5.9), the mistake can be avoided in the first
uni-bootstrap of the first group; for error bootstrapping, the mistake can be avoided only by taking care of both
uni-bootstraps in the first group.

For the input phase mg = Amypuit + €init, the input error phase is denoted by integer

€0 ‘= €init € Z AN (—A/Q, A/2) (64)

Obviously,
eyp = [Aminit + einit]iA/g =mg mod A. (65)

Now that ej,;; becomes the plaintext, it will be removed from the error independence heuristic very soon, but not
for now.

Preceding the first uni-bootstrap, the modulus down switch is from Za to Zoy. In Zsy, the tail error of the
whole phase is

e:=ey X (2N/A) + ernro = €od + eno € Z, where |ep| < Eumps. (6.6)
In the sum, the two errors are still independent heuristically, so the tail error is bounded by \/El%/IDS + E2..6%.

By Lemma 3, for f™ to correctly handle the MSB of integer eg, it is both sufficient and necessary that
e € [-N, N). In terms of absolute value bound, the constraint is improved to

\/ E¥ips + E2,,02 < N. (6.7)

VB2 + EipsA%/(2N)? < A/2. (6.8)

When viewed in Z,

In other words, einis € Zj;) is Pythagorean Eyipg-tolerant, by taking e, = 0 x 2Pt 42 € Lip+1) withp=15—1
and z = ejni¢. Lemma 27 discloses the requirement (6.8) in power-of-2 binomial bounds, which is the most generous
requirement so far on large initial error: k; < 2d + 5.

Denote

o = TQN/A(e(),e]V[o) = e X 2N/A + E€NO0, where ‘6M0| S EMDS~ (69)

y (6.7), |xg| < N. The first uni-bootstrap generates
ey = [ (xo) x A/(2N) + epo mod g,

6.10
e1 =ep—ep mod g, (6.10)

where |epo| < Ep. We check the bound of e; below.
For e, € [—q/2,q/2), in order for integer ey — €}, to correctly represent e; € Za in interval [—A/2, A/2), the
bound |e;| < A/2 is needed. More accurate bound is given as follows. By (6.7), using (3.24), we get

e1 = (zo — enr0)d " — (f™(20)6 " + epo), (6.11)

|61‘5 < ‘.’EO — fi“it(x0)| + |6M0 + 630(5| < N/2 + \/El%/IDS + E%(SQ (612)

SO
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\ E2ips + E%82 < NJ2. (6.13)

Notice that on the left side of (6.13), nay of the two error terms may be dominant. The situation is dramatically
different from the head-on approach, where the counterpart of (6.12) is (5.10), and where A is replaced by g > 2N,
so that the error term of (5.10) is completely dominated by Eyps.

Consider the effect of reducing error phase by the first uni-bootstrap. For large initial error, when Fpé < Eypg,
the first uni-bootstrap reduces the error bound to about (1 +271~4)N/2 Z N/2, the reduction is less than but
almost 1 bit. When Egd > Ejyps, the first uni-bootstrap reduces the tail error bound to about (1 + 2!=%2)N/2.

When Ejp is very close to Eiyt, for example, dg =1 =d; + 1, by Ep < Einit/2, kr > kg, then compared with
the initial error bound (1 —27%)A/2 x 2N/A = (2 —2'7%1)N/2, the tail error is only slightly reduced; in the worst
case k; = kg = 2, the tail error is not reduced at all. Later in this subsection it will be shown that for the first group
using two uni-bootstraps based on fi"it, f, respectively for some suitable resolution p, it is required that dp > 2.
Under this constraint, the first uni-bootstrap based on f®i* always reduces the tail error.

Preceding the second uni-bootstrap, the modulus down switch of e; to Zsy gives

That |e1| < A/2 can be guaranteed if

€T = TQN/A(el,eMl) =e10 + em1, where |6M1| < Fups- (614)

That |z1| < N is required so that integer x1 provides the correct [—N, N)-interval representation of the phase. More
accurate bound is given as follows. By (6.11),

w1 = (w0 — [™"(20)) — epod — enro + enrt, (6.15)

‘.131| < |$0 — finit($0)| + | —epod — enmo + €M1| < N/2 + \/ZEI%/IDS + E]2352 (616)
2B e + E207 < NJ2 (6.17)

is used to guarantee |z1]| < N. Once (6.17) is true, so is (6.13). Hence constraint (6.13) is redundant.
The second uni-bootstrap is based on f,, where resolution p is to be determined. It outputs

SO

Then

e1 = fp(z1) x A/(2N) + ep1 mod g, where [epo| < Ep; 6.18
es =e; —e) mod gq. (6.18)

eo is the resulting leftover error phase of the first group. That |es] < A/4 is the bottom line of making the first
group of uni-bootstraps.
To gain more accurate bound of ey, the resolution p must be involved. When p < 0, then f, = f. For short,

denote ) o
2y = 20— ™ (a),

/ p—

6.19
;U/l = 615 = Iy ( )

eno — 630(5.

Then xf € (—N/2,N/2), x1 = x, — epr0 — epod + enn € (—N, N), and exd = 2} — f(z1) — ep1d. Using (3.36), we
get
lea| = [(27 — f(21))0~" = enrod ™! — epo — ep1

< VA —enmod~! —epol? + leand 12 + e[ (6.20)
< V5(Efips + E562)A/(2N).
Let dy be the biggest integer satisfying

V5(Bips + E302) AJ(2N) < Aj2%0+2, (6.21)

Then dy > 0 is required, which implies condition (6.17). Lemma 28 shows that the existence of dy > 0 requires
dp > 2. The lemma also presents a complete classification of all possible values of dy. There are four possible values
of dy: d,d — 1;dp — 2,dp — 3. The first two values are taken when dg > d + 1; the last two values are taken when
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dp < d+1. When dy = dp — 2, then dy < d — 1, the leftover error ey is bounded by A/2%+2 = 21=d5 A /2 ~ 2Fp;
when dy = dg — 3, the bound is about 4Fp.

When p > 0, then f,(x) has the advantage of suppressing an error in x that is bounded strictly by 27, and the
disadvantage of adding a term 2P to the resulting error bound. The goal of optimization is dy, the bigger the better,
as |eg| < A/2%0+2,

Denote

lo = ZN - dB. (6.22)

Then Epd = 2°(1—27%8) in power-of-2 binomial bound. With this notation, when Epé < Eyps, then VE;ps + E%0% <

2l + 2171; when E35 Z EMDSa ‘/EI%/IDS + E%(SQ § 210 + 2l071.
In (6.16), if |z1| < N/2 + 2P*1 4+ 2P < N for some integer p > 0, then p < Iy — 3, and using (3.37), we get

lea| = [(2] — fp(x1))d ™" —errod ™' — epo — ep|
< gptlg—l 4 \/| —enod~t —epol? + les1]? (6.23)
< (21’“ + VB s + 2E%62)> A/(2N).

So |ea] < A/290%+2 is satisfied if

2Pt 4 B} ps + 2E302) < N/2%0tL, (6.24)

By (6.16), |z1]| < N/2 + 2PF! + 2P can be guaranteed if

2B} ps + B30 < 2771 427 < (3/8)N. (6.25)

This inequality implies condition (6.17).

To maximize dy, resolution p should be as small as possible. Lemma 29 gives a complete classification of all
possible minimal values of p and the corresponding maximal values of dy satisfying (6.24) and (6.25). By the lemma,
That dp > 0 requires dg > 3, now that f, is used instead of f; p € {{ —1,1,lo —1}, and dy € {d,d —1,dp —3}. The
first two values of dy are taken when dp > d + 2, namely [y < [; the last value is taken when dp < d + 1, namely
lo > 1+ 1. When dy = dp — 3, then dy < d — 2, the leftover error es is approximately bounded by 4FEp.

We compare Lemma 29 based on f, with Lemma 28 based on f for the second uni-bootstrap:

— when d + 5 < dp, using f, can generate dy = d for all k < 2(dp — d — 2), while using f to generate dy = d
requires k < 3;

— when d 4+ 4 < dp, both f,, f generate dy = d for k < 3;

— when d + 3 = dp, using f still generates dy = d for k < 3, while using f,, generates dy = d — 1 only;

— when d + 2 = dp, although both f, f, generate dg = d — 1, using f, requires two different resolutions under
different conditions;

— When d + 2 > dp, using f can generate dy = dp — 2, while using f;, only generates the smallest dy = dp — 3.

So when d + 5 < dp, fp is optimal; when d + 3 > dp, f is optimal; when d 4 4 = dp, fp, f make a tie.
There are two more observations. The first is that only f allows dg = 2. The second is that only f can lead to
a leftover error bound of about 2Eg after the first group.

Theorem 12 Let dy + 2 > 2 be the size of the first block in error bootstrapping. For the second uni-bootstrap in
the first group, if dg > d + 4, then using f;_; is optimal, if dg < d + 4, then using f is optimal.

When the initial error is large but not too large, or more accurately, A/4 < FEi,; < 34/8, it is possible to
reduce the error bound to within A/4, i.e., to small error, by using only one uni-bootstrap. This problem will be
investigated in Subsection ??. Another problem is that the first group introduced in this subsection requires dg > 1.
The case dg = 1 will be handled in Subsection ?77.
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6.2 Second group of error uni-bootstraps

The leftover error phase of the first group is integer ey satisfying |es| < A/29%7%2 or equivalently, ep2%d €
[-N/2,N/2]. If the first group is skipped, then dyp = 0. In the second group, a single programmable function
f will be used in each uni-bootstrap to reduce the error bound. When this group finishes, the leftover error bound
will be reduced to within 22 ~ Fp.

The first uni-bootstrap of the second group is as follows. Preceding the uni-bootstrap, the modulus down switch
is from Z 5 j9a0 10 Zon:

XTo 1= 7‘2d05(62, 6M2) = 622d06 +enm2 € 7, where |6M2‘ < FEups.- (626)

The uni-bootstrap generates
ey = f(x2)(2%5) "1 +epy mod g,

es = es —e, mod g, (6.27)
where |eps| < Ep.
Since |z2| < N/2, by (3.34),
leal </ Edips(2406)~2 + E3, (6.28)
Let d; be the biggest integer satisfying
V Baips (2000) 72 + B} < A/2%0+0+2, (6.29)

Then |ez| < A/2%+41+2 The first block of the second group is said to have block-size d; bits. In other words, the
first do + di + 2 bits of the tail error are cleared.
Set d’; = 0. For all ¢ > 0, set

4 =>"d;. (6.30)

For example, dy = dy,d} = dy + d;. By induction, the following can be easily proved: for any 1 < i < w, the i-th
block of the second group, on input e;; bounded by A/Qd;—lﬂ, generates

€1 = f(rya_, s(€ir1, enivr))) X (2%-10)7" + ep(i41) mod g, (6.31)
eiya = €iy1 — €4, mod g,

where |ep;| < Ep and |eps;| < Emps. The leftover error e;44 is bounded by A/Qdéfl"’d"'*'z, where d; is the biggest
integer satisfying

’

lesval <\ Baips(29-18)2 + F} < Ajatia+ics2, (6.32)

Let d’ > 0. Let I; be the smallest integer satisfying

VEBN/A)? x 224 4 By < 2l +, (6.33)

From the above inequality and Eyvpg < 2!, we get [; > [ — 1. From the fact that in Zox after modulus down switch,
the first two bits are from the previous block, so that the error part occupies at most the remaining I — 1 bits, we
get [; < Iy — 2.

The block-size d; for 1 < i < w is given by Lemma 30, by setting d' = d;_; and dy = d; in the lemma. The
second group starts with blocks of size d + 1, and for every 1 < i < w, aslongasd =d,_; <dp—d—2—k/2,
then d; = d+ 1. When d,_; > dp —d — (k + 3)/2, then d; drop to d. For the next block, d' > dp — (k + 3)/2. If
(k+3)/2 <d, then d’ > dp — d, the next block will have size dg —d' —1 < dordg —d —2 <d.

In our experiments, when d = 3, then k = 6, and when d = 4, then k = 5. So (k + 3)/2 < d is satisfied for d = 4
but not for d = 3. As a consequence, if d = 4, there is at most one d-bit block in the second group; if d = 3, there are
at most two d-bit blocks in the second group, and the second d-bit block is the first block satisfying d; = dgp —d' —j
for some j € {1, 2}.
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After the last block of size > d, we have d’ > dp — d, so the next block has size d; = dg —d’' — j < d — j for some
j € {1,2}. After the d;-bit block is bootstrapped, the leftover error is bounded by 2 (@ +di+2) A = 2i-1(2-d5 A /2) &
2/=1Eg. When j = 1, then bound Ep is approximately reached, there is no bit left before Eg. When j = 2, the
bound is about 2Eg, there is still 1 bit left before Eg.

By Lemma 30, dg = dg — 1 — d’ requires either d' > dp —d — 2+ kp/2,or d =dg —d—2+ (kg —1)/2 and
k < kp+1, otherwise only dy = dp — 2 — d’ is possible. Suppose we start with d’ = dg — 2. If either d < kp/2 — 1,
ord = (kg —1)/2 but k > kp + 2, then the new dy = dg — 2 — d’ = 0, and d’ can no longer increase, which
means the 1-bit error before Fp cannot be reduced in this case; else, the 1-bit error can still be cleared by another
uni-bootstrap. So there are at most two blocks left in the second group after the last block of size > d. If there
are two such blocks, the size of the last block is d, = 1 = dg — d’ — 1; if there is only one such block, its size is
dy=dg —d — 1.

In our experiments, kg < lp < 7and d > 3, s0 kg < 2d+1 is satisfied, namely d > (kp—1)/2. If d = (kp—1)/2,
then kg = 7, and since k <1 < 6, k < kg +1 = 8 is also satisfied. So in our experiments, d,, = dg — 1 —d’ is always
reached, and the second group finishes with no bit left before Fp.

The number of blocks of the second group is the smallest w > 0 satisfying

dwy1 =0, or in practice, d, = dg — 1, (6.34)

as explained above. After the second group, the leftover error phase ey, is bounded by A/ 2du+2 = 9=ds A /2~ Ep,
or more accurately,

lewral < /B3 + Edips(02%-1)2, (6.35)

where d!,_ =dp —1—d,.

In our experiments, kg = k + 1, and (k — 1)/2 < d is always true. Then (kg — 1)/2 = k/2 < d. Under these
assumptions, first consider the block size sequence when bootstrapping an error space where dg > d + 2+ k/2. By
Lemma 29, the first block has size d + 2.

Take d’ = d)_, as a variable. Then d’ € [0,dp + 1]. The first block has size d + 2, so d’ = d at the beginning of
the second group. In the second group, by Lemma 30, as long as dg > d + d' + 2 + (k — 1)/2, the blocks have size
d+1. Whendp —d—2—(k—1)/2 < d < dp — d— 2, the block size becomes d, and there is at most one such
block. When dp —d—2 < d <dp—d—2+ |(kp —1)/2], the block has size dg —2—d’ € [1,d+1—|(kp —1)/2]],
and is next to the last block; the last block has 1-bit. When dg — 1 > d' > dp —d — 2+ (kg — 1) /2, the block has
size dg — 1 — d’, and is the last block.

Next consider the error space satisfying d + 2 < dp < d + 2 + k/2. Then the first block has size d + 1 by
Lemma 29, so d = d — 1 at the beginning of the second group. Since dp —d —2 — (k —1)/2 < 1/2 < d’, and
dp—d—2+(kp—1)/2=dp —d— 2+ k/2 € [0,k], by Lemma 30, the first block of the second group has three
possible sizes:

—ifd =d—-1<dg—d—2, namely dg > 2d + 1, then the size is d; there are at most three blocks in the second
group;
—ifdg—d—2<d <dp—2—d+ |k/2], then the size is dg — 2 — d'; there are only two blocks in the second

group;
— ifd >dp —d— 2+ |k/2], then the size is dg — 1 — d’; there is only one block in the second group.

Finally consider the error space satisfying dp < d + 2, namely small error space. By Lemma 28, if dp < d
and k = 2, then the first block has size dg, else the size is dg — 1. At the beginning of the second group, either
d=dgp—2ord =dg—3>dp—d—1for d> 3. In the former case, by k =2 and d’ > dg —d — 2 + k/2, the
second group has only one block, whose size is 1. In the latter case, if d — 1 > k/2, then d' > dp —d — 2+ k/2, the
second group has only one block, whose size is 2; else, the second group has two blocks, each having size 1.

For small initial error with d; > 0, the first group is skipped, so at the beginning of the second group, d' =
d; —1 > 0, and there are d’ vacant leading bits from the initial If d; is the computed size of the first block of the
second group based on d’ = d; — 1, then the actual size of the first block is dy + (df — 1).

When k < 3, then in the second group, the block size becomes d if and only if d' = dg — d — 2, because it is the
only integer satisfying dg —d —2—(k—1)/2 < d <dp —d—2;if dg > d+ d' + 2, the block size is always d + 1.
Similarly, when kg < 4, then | (kg —1)/2] < 1, and no integer d’ satisfies dg—d—2 < d’' < dp—d—2+|(kp—1)/2],
s0 no block has size dg — 2 — d’; after the blocks of size > d, there is only one block left, whose size is dg — 1 — d'.
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When both k& < 3 and kg < 4, we say the error bootstrapping is in greedy mode, no matter if the initial error is
large or small.

For practical parameters I, = 29,ixy = 11,k =1 = 5,d = 4,k = lg = 6, there is no greedy mode, and (1)
d+2+k/2=85,(2)d+2+(k—1)/2=8,3)d+2—(kp—1)/2=d+2—k/2=3.5.

—Ifl; =11, then Ipn =29—-11=18,dg =1lan — 1 — Il = 11 > d + 2 + k/2. The first block has size d + 2 = 6, so

d' = d = 4 at the beginning of the second group. Asdp —d—2—(k—1)/2=11-8<d <dg—d—2=11-6,
the first block of the second group has size d = 4. After this block, d =4+4=8>dg—d—2+k/2=17.5,s0
the last block has size dg — 1 —d’ = 2. The whole sequence of block sizes is 6, 4, 2. Notice that the sum of block
sizes is dp + 1 = 12.
In the above analysis, the initial error bound is assumed to be very large: k; < 2d + 5 = 13, namely Ej,; =
217 — 24 If the initial error is small, say d; = 1, then the first group is skipped, and d’ = d; — 1 = 0 at the
beginning of the second group. By dp > d+d + 2+ (k —1)/2 = 8, the first block has size (d + 1) +2 = 7,
where the additional two bits are the two vacant leading bits of the error space. After this block,d =0+5 =5
satisfies dg —d —2— (k—1)/2=3 < d < dp —d—2 =5, so the second block has size d = 4. The last block
has size 1. The whole sequence of block sizes is 7,4, 1.

— If Iy = 15, then lpn = 14,dp = 7 € [d+ 2,d + 2 + k/2]. The first block has size d + 1 = 5. At the beginning of
the second group, d =d—1=3 <dg —d—2 =5, so the first block of the group has size d = 4. After this
block, d =3+d=7=dp —d— 2+ |k/2], so the last block has size dg — 1 — d’ = 3. The whole sequence of
block sizes is 5,4, 3.

For small initial error, if d; = 2, then at the beginning of the second group, d =d; —1=1<dg —d—2 =5,
so the first block has size (d) + 3 = 7, where the additional three bits are the vacant leading bits of the error
space. The whole sequence of block sizes becomes 7,4, 1, as in the case of [; = 11.

— If [, =19, then [n = 10,dp = 3 < d + 2. The first block has size dg — 1 = 2. At the beginning of the second
group, d = 0. Since d’' > dg — d — 2+ k/2 = —0.5, the second group has only one block, whose size is 2. The
sequence of block sizes is 2, 2.

For small initial error case dy = 1, again by d' =0 > dp — d — 2+ k/2 = —0.5, there is only one block, whose
sizeis (dp—1—d')+2=4.

6.3 Third group of error uni-bootstraps: limiting error refresher

After the second group, the leftover error phase e, is bounded by 2792 A/2 ~ Ep. This is already very good,
and the whole bootstrapping can terminate. There is one more question: if one wants to further reduce the error,
what is the limit of the error reduction? The third group addresses this question. In the third group, with one
uni-bootstrap, the limit of the error reduction is almost reached. Because of this, the last uni-bootstrap is called
the limiting error refresher. It reduces an error bounded by 2792 A/2 to an error close to the limit of the error
reduction. Of course, the third group is optional.

By (6.35), with d/,_, =dg — 1 —duy, lg =la — 1 —dg and (§2%-1)~1 = 2l5—Ix+dut1l 3 more accurate bound
of the input ey, 42 of the third group is the following:

Auia =\ B} + Bypg(02%-1) -2
= Epy/1+ 27 2(d+1-du) (1 —2-k)2 /(1 — 2-Fks)2 (6.36)
~ EB{l + 2—3—2d+2du,(1 _ 2—k)2/(1 _ 2—kB)2} S A/2d3+1.

Preceding the uni-bootstrap, the modulus down switch is from Z 5 jpap+1 t0 Zon. The uni-bootstrap generates
a leftover error e,, 13 bounded by

Awss = /EL + Efppg (6295 —1) =2
~ Ep{l 42737291 —27%)2/(1 - 27%5)2} < Ep(l+27272%(1-27F)%).

(6.37)

Comparison between A, o and A, 3 shows that (A2 — EB)/(Awis — Eg) ~ 224w,

For practical parameters d = 4, Ep = 25 — 1, since 272472 < 277 A, ,3 = Ep. For another set of parameters
d=3,Ep =27 —1, since 272724(1 —27%)2 < 278 again A, 3 = Ep. So one uni-bootstrap suffices for the error to
reach Ep in practice. In contrast, for d,, =1 and d = 3, A2 # Ep; for d, > 1 and d =4, Ayt # Ep.
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There is another viewpoint on the ultimate error refresher. In Z,, if all the bits preceding Ep by at least
two bits are taken as the plaintext bits, namely In = lp + 2, then dp = 1, the input error e, o is bounded by
Einit = Ayys < A/4. Now that Ep = (1 —27%8)A/4 < B, there is still room to reduce the error bound closer
to E'g. Below we explore the limit of the error reduction.

By Lemma 30, for d’ = 0, dg = 0 is allowed in practice, because kg < Ip < 2d + 1 is satisfied. So on input eg
bounded by Finit, the first uni-bootstrap generates an error phase ef), with leftover error phase e; = eg — e{; bounded
by

Ay = B} + Byps A%/ (2N)2 < AJ4. (6.38)

It is easy to see that the above A; is just the previous (6.37).

To investigate the limit of error reduction, we now leave the power-of-2 bounds, which have been used in every
modulus down switch preceding each uni-bootstrap so far. It must be pointed out that even if the second group
can only decrease the left error bound to about 2Eg, by the following non-power-of-2-bound modulus down switch,
with one uni-bootstrap based on f, the error bound can be reduced to about Ep; with another uni-bootstrap, the
error bound can be reduced to about the limit.

Since |e1| < Ay, we have |e1| x N/(2[A1]) < N/2. The modulus down switch preceding the second uni-bootstrap
is from Zyr 4,7 to Zan. The second uni-bootstrap generates

el = f(rnyeran (e, emn)) x 2[A1]/N +ep1 mod g,

6.39
es =e; —ej mod g, ( )
where |631| S EB and |€M1| S EMDS- By (638),
eal < | /B + Bl CIATNE| < |/} + Bhig A2/ (2N | = [41). (6.40)
For all j > 2, define

Aj = B + Byips(2[4,-11/N)2. (6.41)

Then [A;] < [A;_1]. When j tends to infinity, the limit of A; is
Biiwm = En/\/T— (2Bwps /N2 = Ep/\/1 - 272-24(1 — 2752 m (1 4+ 2727241 — 27%)2). (6.42)

Below we make detailed comparison between the two values Eyj,, and A > Ejipy, under the practical conditions
kg <2d+1 and k < 2d.

By (6.37), Ay decreases with the increase of k. The minimum of A; for variable kp is obtained when kp = 2d+1,
and is

Ar- = EpyJ14272-20(1 —9-k)2 /(1 — 2-1-24)2, (6.43)
Denote u = 272724 and x = (1 — 27%)2 € (0,1). Then

(A1 /Eyim)? = (142727241 —27F)2 /(1 —271720)2) (1 —272724(1 —277)2) = (1 + zu(1 — 2u) "2)(1 —zu) =: g_(z).

(6.44)
Fix d and let k vary from 2 to 2d, or equivalently, = increases from 9/16 to (1 — 2724)2. Parabola g_(x) takes
its maximum at ¢’ (v9) = 0, where 7y = 2(1 —u). As z = (1 —27%)2 < 2(1 —u) = 2(1 — 272724) when
k increases from 2 to 2d, g_(x) increases accordingly. The minimal value of g_(z) is taken at k = 2, and is
1+ (495/256)u?/(1 — 2u)? — (9/4)u®/(1 — 2u)? S 1+ 273724 So

(A1~ — Biim)/Eim S 27272 (6.45)

The maximum of A; for variable kg is obtained when kg = 2, and is

Ary 1= Bpy[14+27272(1 — 27K)2 x 16/9. (6.46)
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Again let u = 272724 and 2 = (1 — 27%)2 € (0,1). Then
(A1y/Fim)? = (1 + 2727241 = 27%)2 x 16/9) (1 —272724(1 — 27%)2) = (1 + 162u/9)(1 — zu) =: g4 (x). (6.47)
Parabola g (z) takes its maximum at ¢/, (z1) = 0, where z1 = 7/(32u) = (7/8)2%. As z = (1 —27%)2 < 1 < 2y,
when k increases from 2 to 2d, g, (x) increases accordingly. The maximal value of g (z) is taken at z = (1 —2724)2,
and is 1+ (7/9)(1 — 2724)22-2-2d _ (16/9)(1 — 27 24)42=4~4d < 1 4 (7/9)272724. So
(A11 — Eiim)/Erim £ (1+5/9)273724. (6.48)

Remark: In the first group of uni-bootstraps of Subsection 6.1, after the first uni-bootstrap based on "t = f, 4,
the leftover error e; is bounded by

o] < A/4+ 1/ ERips A%/ (2N)2 + B3 < A/2. (6.49)

Compared with the initial error, the bound of e; is reduced by less than 1 bit, yet starting from this error bound,
the second uni-bootstrap reduces the error bound to within A/4. If the initial error is bounded by (6.49), obviously
with only one uni-bootstrap based on f, the error bound can be reduced to A/4. This observation suggests using
only one uni-bootstrap based on f, for some appropriate resolution p, to reduce a large but not too large initial
error to a small one.

6.4 Putting everything together into ciphertext form

For error bootstrapping, the global parameters are the same as in plaintext bootstrapping. There is also a switch to
control the third group: when the switch is on, third group is executed, otherwise the whole bootstrapping finishes.
In the following error bootstrapping algorithm, dp > 1 is assumed. If dg = 2, it is further assumed that either
kp <3,or d; >0, or k7 > 2, so that the first group always works.

Algorithm 3 “ErrorBoot”: Tail error block bootstrapping

Input: LWE ciphertext ct to bootstrap;
initial error bound Eipnyy = 274 (1 — 27%1)5/2 where d; > 0, or Eipny, = (14 27%1)5/4 where x; > 2;
third group lock (on/off).

Output: LWE ciphertext ct’.

{First group}
1: if dy = 0 then
:  Compute p,dp in the first group. (dp + 2 is the size of the first block, p > —1 is the optimal resolution of f
for the second uni-bootstrap)
3:  ct’ +— UniBoot(fM* ct, A) mod g;
ct ¢— ct —ct’ mod g;
ct’ «— ct’ + UniBoot(f,,ct, A) mod q.
4: else
5: Set do :djf]..
6: end if

{Second group}
7: Compute w and d; for 1 <i < w. (w > 0 is the number of blocks in the second group, d; is the size of the i-th
block in the group)
8: Set djy =dy. Set d; =d;_, +d; for 1 <i < w.
9: for i =1 to w do
10:  ct’ +— ct’ + UniBoot(f, ct,A/Qdi—l) mod g;
ct +— ct —ct’ mod q.
11: end for

{Third group}
12: if third group = on then
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13:  ct’ +— ct’ + UniBoot(f,ct, A/295F!) mod q.
14: end if
15: return ct’.

The complexity of the algorithm is also dominated by the number of uni-bootstraps. As an example, consider
the small initial error case dy = 1 and dg > 2. The bootstrapping starts directly from the second group. Suppose
the third group is switched off. In the second group, when i changes from 1 to w + 1, variable d’ = d}_; increases
from d; — 1 =0 to dg — 1. If we denote

!'=dg—d, (6.50)

then variable !’ decreases from dp to 1.
In our experiments, kg = k+1 and d > k/2. Under these assumptions, by Lemma 30 and [(k—1)/2] = [k/2] -1,

— when !’ € [d+2+ [(k—1)/2],dg] = [d+ 1+ [k/2],dB], the blocks have size d + 1. The number of blocks in
this interval of I’ is

vy := [max(0,dg —d — [k/2])/(d+ 1)] = max(0, [(dg +1—[k/2])/(d+1)] = 1). (6.51)

After these blocks are bootstrapped, the interval of I’ is reduced to [1,dg — v1(d + 1)].
— Whenl' € [d+2,d+ [k/2]]N[l,dg —vi(d+1)] = [d+2,dp — v1(d + 1)], the blocks have size d; the number of
blocks in this region of I’ is

vg := [max(0,dp — (v1 + 1)(d + 1))/d] = max(0, [(dg —v1 — 1)/(d+ 1)] — vy — 1). (6.52)

— When !’ € [max(3,d+3— | (kg —1)/2]),d+1]N[1,dg —vi(d+ 1) —ved] = [d+ 3 — | k/2],dg —vi(d+ 1) — vad],
the block has size I’ — 2. This interval contains < (dp — v1(d + 1) — vad) — 2 integers, and at the beginning of
this stage, I’ = dg — v1(d + 1) — vad. So there is at most one block in this stage. The number of blocks in this
stage is

vy :=1is(dp —vi(d+1) —vad > d+2— |k/2]). (6.53)
After this stage, I' = (dp — v1(d + 1) — v2d)(1 — v3) + 2v3.

— When U S [2, d+2— L(k‘B—l)/2J]ﬂ[1, (dB—ﬂl(d+1) —vgd)(1—03)+2’03] = [2, (dB—Ul(d+1)—Ugd)(l—U3)+203},
the block has size I’ — 1. Since I’ = (dp — v1(d + 1) — v2d)(1 — v3) + 2v3 at the beginning of this stage, there is
at most one block in this stage, and it is the last block. The number of blocks in this stage is

vg :=1is((dp —v1(d+ 1) — vad)(1 — v3) + 2v3 > 1). (6.54)
So when d;y = 1 and dg > 2, the total number of uni-bootstraps is
Vg 1= V1 + Uy + v3 + v4. (6.55)
In greedy mode, k = 2, so
vy =max(0, [dp/(d+1)] = 1), va=v3=0, wvg=is(dp—uvi(d+1)>1), (6.56)
the total number of uni-bootstraps in greedy mode is
vl = v1 + vy (6.57)

For example, when [, = 29,d; = 1,k = 2,kp = 3, the error bootstrapping is in greedy mode. When | =
5,lp = 6,d = 4, for long plaintext of [, = 15 bits, since dg = l; —l; =1 —Ilp = 7, we have v; = 1 = vy, so 2
uni-bootstraps suffice to finish the bootstrapping in two blocks, with size 7, 1 respectively, with final error bound
26 ~ Ep = 26 — 1. If the final error bound is controlled to within 27, then one uni-bootstrap is sufficient. In
contrast, the head-on approach in greedy mode needs 4 uni-bootstraps, with final error bound v4Ep ~ 27; the
tail-up approach in greedy mode needs 6 uni-bootstraps, with final error bound v6Eg > 27. The bootstrapping
efficiency is improved by 4 — 1 = 300% and 6 — 1 = 500% respectively.

If the plaintext is short, say I; = d+2 = 5 for [ = 6,lg = 7,d = 3, suppose that the initial error is small,
and both the plaintext bootstrapping and the error bootstrapping are in greedy mode. In plaintext bootstrapping
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one block and two uni-bootstraps suffices to reduce the error bound to about 2FEpg, and the head-on approach
agrees with the tail-up approach. When the goal is to reduce the tail error bound to about Epg, the result of
plaintext bootstrapping needs to go through an additional error uni-bootstrap, so three uni-bootstraps are needed
for plaintext bootstrapping to reach the goal. In direct error bootstrapping, now that dp +1 =1, — l; — Ip = 17,
the sequence of block sizes is 6,4,4,3, so four blocks and four uni-bootstraps are needed to reduce the error bound
to about Eg. For short plaintext and large error space, direct error bootstrapping is not as efficient as plaintext
bootstrapping followed by error bootstrapping.

The last example is the one used in illustrating the tail-up approach with large initial error, where [ = k = 5,
dr=0,d=4,dp=d+1=5,kf =2dg —4=2d—2 =06 and [; = 6. Recall that in the tail-up approach, three
blocks and 5 uni-bootstraps are needed; in the head-on approach, two blocks and 3 uni-bootstraps are needed. For
error-bootstrapping, by Lemma 29, the first block has size d + 1 = dp, so with one block and two uni-bootstraps,
the tail error is reduced to about 2Ep, just like the other two approaches. The bootstrapping efficiency is improved
by (5 —2)/2 =150% and (3 — 2)/2 = 50% respectively.

6.5 Combination of bootstrapping strategies

By now we have introduced blockwise plaintext bootstrapping and blockwise tail error bootstrapping. For BGV-
format FHE ciphertext, if the plaintext is short while the error space is long, then plaintext bootstrapping is more
efficient, and after the plaintext bootstrapping finishes, the second group of error bootstrapping can be used to
further reduce the error to about Eg. If the plaintext is not short, and the tail is error is not too long, then direct
error bootstrapping is efficient for backup bootstrapping.

For large initial error and short plaintext, the first group of error bootstrapping can be used to reduce the tail
error before plaintext bootstrapping, which allows the initial error to be the largest among all existing strategies for
blockwise bootstrapping. So the first group of error bootstrapping serves as the first-block error cleaner for plaintext
bootstrapping. When plaintext bootstrapping finishes, the second group of error bootstrapping serves as the final
error cleaner. Of course, the third group of error bootstrapping can continue to reduce the error bound nearly to
the limit.

For BGV-format FHE ciphertext, the above blockwise bootstrapping works by first converting the ciphertext
into BGV format, and after the whole bootstrapping finishes, convert the format back to BGV. For CKKS-format
FHE ciphertext, the strategies need some changes.

First, in the phase of a CKKS ciphertext, the plaintext and the tail error has no gap, while the plaintext and
the head error usually has gap of at least two bits. So for plaintext bootstrapping of CKKS ciphertext, the second
group of error bootstrapping can be resorted to, where the “error” is just the plaintext together with the tail error.
At this time, the leftover error bound can be allowed to be much bigger than Ep, as long as the Li-Michiancio
security [24] is guaranteed.

Second, since the main objective of CKKS ciphertext bootstrapping is to push the tail error ¢l farther away
from the plaintext, in a larger ciphertext space with modulus @ > 22¢I, the second group of head-on plaintext
bootstrapping can be used to delete ¢ from the phase, where the “plaintext” is just the tail error ¢, and the usual
gap between the plaintext and tail error in head-on plaintext bootstrapping, is now the gap between the head error
and the CKKS plaintext.

Third, if the main objective is to smudge the tail error in order to achieve Li-Michiancio security, then starting
from a preset bit position ¢ in CKKS plaintext, the error bootstrapping can be used to clear all the bits of the
plaintext from bit ¢ to the right end, in the sense that (1) the leftover error bound is not reduced, but enlarged by
a term 271 (2) the leftover error has all the bits from bit i to the LSB of Ep vacant.

For CKKS ciphertext, usually the head-error is short while the plaintext is long. From this aspect, bootstrapping
the head error is optimal. On the other hand, bootstrapping the head error requires a bigger modulus @ > ¢ to
encrypt the phase of the CKKS ciphertext, which slows down each uni-bootstrap.

The reason why |I| is small in head error ¢gI can be shown as follows. Suppose ct = (aq,...,a,,b) € Z’;‘H is
a CKKS ciphertext with uniform ternary secret s = (s1,...,s,) € Zj. Then phase(ct) = b— >, ;a;s;. Since
b, |ai] < q/2, |phase(ct)| < (14 2n/3) x ¢/2. From phase(ct) = gI + m + e where |m + ¢| < ¢/2, we get

1| <n/3+1/2. (6.58)
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7 Experiments

Estimation and practical tests of Ep:
Bootstrapping (UniBoot) results in a ciphertext with an error from Gaussian distribution of standard deviation

op = \/%(Uicc + 0%.¢) + 03,5, where ocacc, oks and opg are the variance contributions by the operations:

accumulator, key switching, and modulus switching, respectively. Unlike the previous cases [25,26], our long-precision
bootstrapping chooses a large cipher module (e.g., Q@ = 2°°) at work space, so that the main variance contribution
comes from the modulus switching rather than the accumulator or key switching, the contribution of which is
negligible by scaling ¢/Q.

For example, suppose that the bit decomposition for @) is Q) = Bgdg, and then we have oacc = 4dgnN Bgog.
With the practical parameters n = 210, N = 211 Q = 260, g = 229, B, = 215, dg = 4 and o¢ = 3.7, it holds that
oB X eyps = V21t /6, and thus the growth of error in ciphertexts cased by each UniBoot will not exceed 26 with
failure probability < 1077.

Overall behavior:

When compared to normal head-on bootstrapping approach, the error bootstrapping (“ErrorBoot”) is more
efficient if the plaintext size l; is much longer than the error size I;. Table 1 and Figure 5 show the efficiency
comparison between normal and error bootstrapping. Figure gives the under different combination l; and I; at
lq = 200. Table 1 make the comparison under practical parameters (I, = 29, [p = 6) used in [25,26]. Let the number
of uniBoots required for ErrorBoot be Vi, and let V}; be that number in the greedy mode.

10— T

Efficiency ratio
(6}

20 40 60 80 100 120 140 160 180

Lt

Fig. 5. Efficiency ratio of the ErrorBoot over the normal head-on approach, measured by the number of uni-bootstraps:
v /Vu and vy /Vi at 1, = 200.

In Figure 5, the bootstrapping efficiency of different approaches changes as the plaintext sizes changes. For
ciphertext modulo I, = 200, the plaintext size l; = 90 is a cut-off point: when [; > 90, the ErrorBoot approach is
more efficiency. To ensure a fair comparison, we stop the ErrorBoot when the resulting error is reduced to the same
magnitude as using normal head-on bootstrapping method.
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V' |Runtime [ms
Testlq |le v |V [Head-on ]E_Trr(])rBoot Speedup
Ij17(10] 3 | 1 | 3,953 627 X 6.3
1122116 5| 1 | 3,953 653 x6.05
II1|27|20] 5 | 1 | 3,991 666 x5.99
IV|29]22| 6 | 1 | 4,763 671 x 7.09

Table 1. Tail error block bootstrapping tests with parameters from [25].

7.1 Experimental results on run-time cost

lg =29, g =6:

l,=18:v=6or 7: as long as as v < 24, 2,/vEp < 29 50 I; > 9, for small initial error {7 +2 > 11.

l; = 18: maximal size supporting effective backup bootstrapping using plaintext bootstrapping starting with
small initial error

19: maximal size supporting effective backup bootstrapping using plaintext bootstrapping

20: maximal size supporting effective backup bootstrapping using error bootstrapping

21: maximal size supporting sign bit extraction using tail-up approach; also maximal size supporting effective
backup bootstrapping using LSB precursor and error bootstrapping.

22: maximal size supporting sign bit extraction using LSB precursor.

Time-cost comparison: tail-up approach vs head-on approach:

The numbers of uni-bootstraps in the tail-up approach and the head-on approach, in both the regular case and
the greedy case, are respectively: vy, v, vg, V.

For fixed d, when I; tends to infinity, the ratio vy : vy tends to (d+2) : (2d), so does v/y : v/.. When d = 2,3,4,5,
the limit of the ratio is 1,0.83,0.75,0.7 respectively. The lower bound of the limit is 0.5.

Fig. 6 shows the reduction rates on the number of uni-bootstraps of the head-on approach over the tail-up
approach: 1 — vy /up and 1 — vy /v}, at d = 4. Starting from about I, = 25, the reduction rates oscillate slightly
around the value 25%.

When I; is fixed but d varies, Fig. 7 presents the runtime save percentages of the head-on approach over the
tail-up approach at [; = 200. When d = 20, the upper bound of twice speedup is almost reached.

The experiments are conducted on a laptop with Intel(R) Core(TM) i5-7500 3.40 GHz CPU and 16GB RAM.
The NTL library is not installed. The Palisade library is the MinGW64 g++ 11.2.0 version v1.11.5. By experiments,
lg = 60,1, = 29 are the maximal values of the two parameters supported by FHEW /TFHE in the Palisade library.

In [25], the largest precision supported is I; = 22. Since the purpose of the tests in [25] is to back up only the
sign bit, every time a block is bootstrapped, the modulus number of the leftover plaintext is reduced by ciphertext
modulus switch, so that lg, 4, l; can be decreased accordingly. For backup-purposed bootstrapping, these parameters
cannot change, because all the plaintext blocks must be concatenated after bootstrapping.

We choose the following parameters that are the same as in [25]:

ln=9, Iy=11, lg=60, B,=2". (7.1)
By experiments, under the above common parameters,

— I = 20 is the largest value supporting Fg, < A/2, where Epg, is the refreshed error of the output ciphertext
after the whole bootstrapping;
— Iy = 18 is the largest value supporting Fa, < Finit/2, when Ei = A/4.

Since we test backup bootstrapping, the run-time in our experiments is longer than that in [25]. In our tests, each
uni-bootstrap takes about 0.8s, and the overwhelming majority of the run-time is taken by the uni-bootstraps.

As to parameter d, in [25] it is 3 (3 + 2 = 5 is the block size there), while in our tests we try both 3 and 4.
When d = 4, some experimental results are presented in Table 2 for regular block bootstrapping, and in Table 3 for
greedy block bootstrapping.
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Fig. 6. Reduction rates on the number of uni-bootstraps: 1 — vy /vr and 1 — v /v of the head-on approach over the tail-up
approach at d = 4.
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Test|lq | VHVVT ﬁ;r(lit-lietgﬁip Runtime save
1]22(16| 5 | 6 | 3,953 | 4,825 18.0%
1I|123|17| 6 | 6 | 4,625 | 4,831 4.26%
II1|125(18| 6 | 7 | 4,654 | 5,632 17.3%
IV|27|19| 6 | 8 | 4,689 | 6,431 27.0%
V|29|20| 6 | 8 | 4,706 | 6,447 27.0%

Table 2. Block bootstrapping tests with d = 4.

7 -
Test|lq |l: VI;/VII“ E;rgjﬁetgﬁip Runtime save
VI|22|16| 5 | 6 | 3,953 | 4,825 18.0%
VII|23|17| 5 | 6 | 3,971 | 4,831 17.8%
VII|25(18] 5 | 6 | 3,982 | 4,840 17.7%
IX|27(19| 6 | 7 | 4,689 | 5,651 17.0%
X|29]|20| 6 | 8 | 4,706 | 6,447 27.0%

Table 3. Greedy block bootstrapping tests with d = 4.

Remark : According to [25], the runtime of Homsign function with parameters [, = 22 and [; = 16 is 1,658 ms.
The reason why our time is significantly higher than that of [25] is because that our aim is exact bootstrapping, not
just recovery of sign bits. Based on the idea of [25], we test the tail-up bootstrapping with [, = 22,1, = 16, d = 3.
The runtime is ...

For fixed n, the parameters I,k of Eypps < 2(1 — 27%) are determined by the failure probability and verified
by simulation. In Subsection 2.3, it was shown that eypg can be taken as a Gaussian distribution with standard
deviation (2.21), so that the failure probability of bound Eypg for eyps can be calculated by (2.23). The following
are some results on parameter | = [log Enps]:

When [,, =9,

— 1 =5,k = 4 has failure probability 1.86 x 10~8;
— | =6,k = 5 has failure probability 3.08 x 10731,

When [,, = 10,

— 1 =5,k = 4 has failure probability 6.97 x 1077;
— | =6,k = 5 with failure probability 2.03 x 10716,

In simulation of eypg by the sum of i.d.d. uniformly random variables in [—1/2,1/2], 100,000 tests are made
for each I, € {9,10}. The results are the following:

— When [, = 9, then in all the tests, |eyps| < 21.9 < 24 = 2% — 23 indicating the smaller bound [ = 5, k = 2. On
the other hand, the theoretical failure probability of |enps| > 24 is 6.8 x 1076.

— when [,, = 10, then |emps| < 33.19 <= 48 = 26 — 2% indicating the smaller bound [ = 6, k = 2. On the other
hand, the theoretical failure probability of |eyps| > 48 is 1.97 x 10719,

Both theoretical failure probability and simulation tests support { = 5 when [, = 9. This is equivalent to
d=In—1—2=4, instead of d = 3 in [25]. In [29], when [,, = 11, Iy = 12 or 13, then d = 4 or 5, indicating [ = 6.
If the secret key is uniform ternary, then the failure probability is pretty high for [ = 6.

When Ei,iy = A/4, all the inequality constraints are satisfied.

If v is the number of uni-bootstraps in the head-on approach, then asymptotically v x 2d/(d + 2) is the number
of uni-bootstraps in the tail-up approach. With the same initial error bound FEi,;t, the ratio of the refreshed errors
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by the two approaches is asymptotically v/v : \/v x 2d/(d + 2) = 1/(d + 2)/(2d). The upper bound of the ratio is
1/V2.

In general, the bootstrapping efficiency is the relative error decrease per uni-bootstrap. In the heuristic case, the
efficiency of a bootstrapping method consisting of v uni-bootstraps is

F(’U) = (1 — Eﬁn/Einit) X (1/’0) = (1 — ﬁEB/Einit) X (1/’0). (72)

For a practical bootstrapping on a ciphertext with input error ej,;; and output error eg,, the bootstrapping efficiency
is

F = (1 — legn/€mic|) x (1/T), (7.3)
where T is the total time cost.
when d = 4 and Ei,;; = A/4. By experiments, Eg ~ N(0,16), and Fg, = v/vEp. Let X; ~ N(0,16). Then
€in = Y ey Xi- In order for Pr(|egn| > Egn) < 2 X 1079 (~ 2 — 2erf(6/v/2)), theoretically

Efin = 6 x 16/v = 96/v (7.4)

suffices.
In experiments, we calculated [eqn| = | };¢(,) Xi| for each of v € {5,6,7,8} 10,000 times. The occurred results
are all within the theoretical bound (7.4):

For v =5, |ean| < 166.1 < 214 = Fg),, with average 28.6, and median 24.2;
— for v =6, |esn| < 180.1 < 235 &~ Egy,, with average 31.2, and median 26.5;
for v =17, |esin| < 200.5 < 253 & Eg,, with average 33.7, and median 28.6;
for v =8, |esin| < 212.0 < 271 & Eg,, with average 36.1, and median 30.5.

8 Conclusion

In this paper, we proposed a new approach to large-precision bootstrapping in FHEW /TFHE cryptosystem. It
starts from the head block and backs up the blocks approximately, getting the accurate result at the end of the
whole bootstrapping procedure. The algorithm is faster and at the same time outputs smaller refreshed error.

A future work on large-precision bootstrapping is programmable functional bootstrapping. In [25] a special
function was investigated: the sign function defined on large-precision plaintexts. This function permits faster
computing by reducing the input ciphertext modulus gradually. For more general programmable function defined
on large-precision plaintexts, how to speed up corresponding functional bootstrapping is an important open problem.

Developing SIMD execution of FHEW /TFHE bootstrapping remains another open problem. 4 years ago, a
method based on Nussbaumer transform [28] was proposed to deal with this problem. It has theoretical asymptotic
analysis but no practical implementation. There is no more progress in this important direction by now.
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Appendix. Fundamental inequalities on backup block bootstrapping

A.1 Fundamental inequalities on tail-up plaintext bootstrapping: the first group
In plaintext bootstrapping, we always assume the number of uni-bootstraps v > 1.
Lemma 13 Under the error quality constraint Fg, = v/vEp < Einit/2,
v < 22(dp—dn)—1, (A1)
In particular, if v > 1, then dg > dj + 2.

Proof. In power-of-2 binomial bounds, the error quality constraint is

V2B (1 —27ke) < 971mdi(q g7k, (A.2)
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So v < 248=1=di /(1 — 27k < 2d=dit1/3 and (A.1) follows. Q.E.D.

In the rest of this section, we assume dg > dj + 2.
The condition for tail-up bootstrapping is (4.4), namely \/EZ;pg + (E2,, + E%)N2/(2A)2 < N/4. In practice,

for simplicity we can use the stronger condition in the following lemma for tail-up bootstrapping.

Lemma 14 In power-of-2 binomial bounds, (4.4) for tail-up bootstrapping is true if either (1) dy > 0, or (2) d; = 0,
k <2d, kr < 2min(d,dp).

Proof. In power-of-2 binomial bounds, (4.4) becomes
27241 (1 — 27 k)2 27 2de (1 —97kE)2 9721 —27k)2 < 1 (A.3)

When d;y > 0, by dg > d; > 0 and d > 0, the inequality is always true.
When d; =0, then dp > 2, and (A.3) becomes

272d3(1 B 27193)2 + 27211(1 o 27](5)2 . 21*]61 + 2*2]@1 < 0. (A4>

There are three cases:
Case 1. dg > d. Then (A.4) requires 1 — k; > —2d. i.e., ky < 2d+ 1. If k; < 2d, then (A.4) is true.
Case 2. dg = d. Then (A.4) requires 1 — k; > —2d, namely k; < 2d. If k; = 2d, then (A.4) becomes

_ol—ks + 9—2kp _ 9l—k + 9—2k + 9—2d < 0. (A.5)

When k < 2d, then 1 — k > —2d, and the above inequality is true.
Case 3. dg < d. Then (A.4) requires 1 — k; > —2dp, namely kr < 2dg + 1. When ky < 2dp, then (A.4) is true.
Q.E.D.

For uniformly random ternary key s € Z,, of the input ciphertext, the following inequality is usually satisfied:
k<2, ie, Iy>l+k/2+2. (A.6)

So essentially Lemma 14 states that for small intial error, if k; < 2min(d, dg), then the tail-up approach is possible.
On the other hand, the condition provided in Lemma 14 is sufficient but not necessary. A full version of tail-up
bootstrapping condition (4.4) in power-of-2 binomial bounds, will be given in Lemma 17 as a corollary of the
following two lemmas.

The following lemma gives the maximal size of the first block when the initial error is large.

Lemma 15 Let d; > 0. Let dy be the biggest integer satisfying (4.2), or equivalently,
220 Bipg(4/N)? + (Bf + EE)(2/4)° < 1. (A7)

Then dy = d — 1, except for the following cases where dy = d (called greedy mode): either (1) k& < 2dy, or (2)
k = 2d; 4+ 1 and one of the following is true:

dp =2d;r +1> kr;

—dg=2d;+1and k; =2d; + 2 > kp;

— dp < 2d; and k; < Q(dB — d[);

kr = Q(dB - d[) + 1 and 2dg = 3d; and kp < ky;

— kr = Q(dB - d]) + 1 and 4d; > 2dg > 3d; and kp < 2(2d[ —dp + 1);
kr = Q(dB — d]) +1 and 2dp < 3d; and kg < Q(dB —dr + 1);

dp > 2d;+2 > kj.

Proof. In power-of-2 binomial bounds, (A.7) becomes
972d1(1 —97kr)2 4 9=2dp (] _9=kp)2 | 9=2d=do)(] _ 97k)2 < 1, (A.8)

Obviously 0 < dg < d. If dy = d — 1, then the left side of (A.8) < 1/4+1/16 + 1/4 < 1, so the inequality is true.
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If dy = d, then (A.8) becomes
972d1(1 —97ki)2 4 9=2de (1 _97Fkp)2 _gl=k 4 9=2k (A.9)
So k < 2d; + 1. If k < 2dy, the above inequality is true. If k = 2d; + 1, then (A.9) becomes
—l=kr y9=2kr 4 9=2(ds—dr)(] _ 9=kE)2 4 9=2-2d1 () (A.10)

Sol—kr>-2-—2d; and 1 —k; > —2(dg — dy), namely k; < 2d; + 2 and k; < 2(dp — d;) + 1. There are three
cases.

Case 1. —2(dp — dy) = —2 — 2dy, namely dp = 2d; + 1. When k; < 2d; + 1, (A.10) is true. When k; = 2d;y + 2,
(A.10) becomes 2737241 — 2=k 4 2=1=2kz < () which is true if and only if kp < 2d; +2 = kj.

Case 2. —2(dgp — d;) > —2 — 2d;, namely dg < 2d;. When k; < 2(dg — dj), then (A.10) is true. When
kr =2(dp —dr) + 1, (A.10) becomes

9 2(dp—ditl) _gl=kn | 9=2ks 4 9=20Qdi=dntD) g (A.11)

Ifdp —dr+1=2d;—dg+1, namely 2dg = 3dy, then (A.11) is true if and only if kg < 2(dp —dr+1)—1=d; +1.
Ifdg —dr+1 > 2d; —dp + 1, namely 2dg > 3dy, then (A.11) is true if and only if kg < 2(2d; —dp + 1). If
dp —d;+1<2d; —dp + 1, namely 2dg < 3d;, then (A.11) is true if and only if kg < 2(dp —d; + 1).

Case 3. —2(dp — dy) < —2 — 2dy, namely dp > 2d; + 2. When k; < 2d; + 1, (A.10) is true. When k; = 2d; + 2,
(A.10) becomes 272412 4 2=2(dp=2d1=1)(] — 2=k8)2 < 1 which is always true.

In the statement of the lemma, there are 7 cases, the first two of which are covered by Case 1, the last one is
covered by Case 3, and the middle four are covered by Case 2. Q.E.D.

The following lemma gives the maximal size of the first block when the initial error is small.

Lemma 16 Let d; = 0. Let dg be the biggest integer satisfying (A.7). Then integer dy exists if and only if either
(1) k;r < 2dp, or (2) kf =2dp + 1 and kp < kr + 1. When dy exists, then dy < d — 1, and in details, if k; < 2dp,
then dy € {d — |kr/2]|,d — |kr/2] — 1}, and dy = d — | k;/2] if and only if one of the following is true:

. kr =dpg is odd, and k; > k;

. kf=dgp=k—1isodd, and k > kp;

. krisodd, 2dg > kr > dp, and k < 2dp + 2 — ky;

. kpis Odd, 2dg > k; > dB, k=2dg +2— k[, 4dp = 3(1€] — 1), kg < 2(16] — dB);
. krisodd, 2dg > k;y > dp, k =2dg +2 — ky, 4dp # 3(]€[ — 1), kg < min(?k:[ —2dp,2dg + 3 — /{3]);
Lk iSOdd, k‘[<dB,k§ki[+1;

. kriseven, k;y < 2dp — 2;

.k]ZQdB,kaB§2dB+1;

. kr=2dp, k <kp, k <2dp;

10. k; =2dp, k <kp, k=2dg + 1, kg < 2k;

11. k‘IZQdB,kJ>k‘B,k‘B§2dB;

12. k; =2dg, k > kp, kg =2dp + 1, k < 2kp.

00 1 O UL i W N —

Ne]

If k}] = 2dB +1 and k?B S k’[+1, then do S {d—dB — LkB/2J7d_dB - U{JB/QJ — 1}, and do = d—dB — UCB/QJ
if and only if one of the following is true:

- kB iSOdd, k‘]:2k3—17k§]€3;

— kB is Odd7 k122k3,k§k3+1;
kpisodd, k;f <2kp — 2,k <2+ k; — kp;
— kg iseven, kp < ky — 1;

—kp=kr+1, k<kp.

When dy = d—dp—|kp/2], then dyg = d—|(k;+kp—1)/2]; when dy = d—dp—|kp/2]—1, then dy = d—[(k;+kp)/2].
In particular, dg = d — 1 if and only if one of the following is true:

*k[:2;
*k]:3,d323,k§3;
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k[:3,d323,k2421€3;
*k‘[:?),dB:Q,k:?;
*k]:3,dB:2,k:3,]€B:2;
kr=3,dg>4>k.

Proof. (A.8) is the power-of-2 binomial form of (A.7). Since d;y = 0, we have dp > 2, and (A.8) becomes
272 (1 — 97kB)2 4 9=2d=do)(] _ 9=k)2 _gl—ki 4 9=2ki ), (A.12)

So —2(d — dy) < 1 — kg, namely dy < d — (k; — 1)/2. In particular, dy < d — 1.
We first prove the conditions on the existence of integer dy. When —2dp > 1 — ky, namely k; > 2dp + 2, (A.12)
is obviously false, so k; < 2dp + 1. If k; < 2dp, then (A.12) is true for sufficiently small dy < 0. If k; = 2dp + 1,
(A.12) becomes
—217Fs 4 972k 4 9m2(dmdomdn)(] _ 9=k)2 4 9=272dn g, (A.13)

When 1 — kg < —2 — 2dpg, namely kg > 2dg + 3, the above inequality is false. When 1 — kg > —2 — 2d g, namely
kp <2dp +2=kr+1, (A.13) is true for sufficiently small dy < 0.
Before proving the conclusions on the exact value of dy, we point out the following simple fact, whose proof is
trivial:
/2] =[(z+1)/2] -1, |(z—-1)/2]=[z/2] -1, Vx€Z. (A.14)

In (A.12), the four terms on the left are divided into three groups: the group 272(¢=do)(1 — 27%)2 which is
positive; the group 2727295 also positive; and the group —2' =% 4 272%1 negative. There are three cases between

the first two groups.
Case 1. —2(d — do) = 1 — ky, namely ky is odd, and dg =d — (k; — 1)/2 =d — |k1/2]. (A.12) becomes

9~ @dp+l=ki)(] _ 9=kp)2 4 o=1=kr _ol=k | 9=2k ), (A.15)

There are three subcases.
Subcase 1.1. —(2dp + 1 — k1) = —1 — ky, namely k; = dp. (A.15) becomes

27ki(1 — 2 ke o7 172ks) _ol=k 4 9=2k (A.16)

So —k; < 1—k, namely k; > k — 1. If k; > k, the above inequality is true. If k; = k — 1, then (A.16) becomes
2~ ks _ 2_1_2’”3) —271=% > 0, which is true if and only if kg < k.

Subcase 1.2. —(2dp + 1 — k;) > —1 — ky, namely k; > dp. (A.15) requires —(2dp + 1 — k;) < 1 — k, namely
k <2dg+2—Fkr. So2dg +2—k;r > 2, ide., kr <2dg. When k < 2dg + 2 — kj, then (A15) is true. When
k=2dp +2— kr, (A.15) becomes

7217kB 4 2*2’63 + 2*2(k1*d5’) + 2*(2d5‘+3*k1) < 0. (Al?)

(1) If —2(k; —dp) = —(2dp + 3 — k1), namely 4dp = 3(k; — 1), then (A.17) is true if and only if 1 — kg >
1-— 2(]6[ — dB), namely kp < 2(k‘[ — dB) (2) If —2(/€[ - dB) #* —<2dB +3 - k[), then (A17> is true if and only if
1—kp > max(—2(k; —dp),—(2dp + 3 — k1)), namely kp < min(2k; — 2dp,2dg + 3 — k).

Subcase 1.3. —(2dp + 1 — k;) < —1 — k;, namely k; < dg. Then (A.15) is true if and only if —1 — k; < 1 —k,
namely k < ky + 1.

Case 2. —2(d — dy) = —ky, namely ky is even, and dy = d — k1/2 = d — |kr/2]. Then k; < 2dp, and (A.12)
becomes

9~ (Zde—ki) (1 _9=kB)2 4 9=k _ol=k 4 9=2k _ 1 ), (A.18)

When k; < 2dg — 2, (A.18) is obviously true.
When k;r = 2dp > 4, (A.18) becomes
972 _gl=ks | 9=2kp _ 9l=k 4 9=2k (), (A.19)

If k = kp, the inequality is true if and only if k¥ < 2dg + 1. If k # kp, by symmetry, assume k < kg, then (A.19)
requires —2dp < 1 — k, namely k < 2dp + 1. If kK < 2dp, (A.19) is true. If k = 2dp + 1 < kg — 1, (A.19) becomes
—21=ks 4 9=2ks 4 9=2F () which is true if and only if 1 — kg > —2k, namely kp < 2k.
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Notice that if dy does not satisfy Case 1, then neither does it satisfy Case 2. The converse is also true. Also
notice that in both Case 1 and Case 2, k; < 2dp.

Case 3. —2(d—dp) < —1—ky, namely dy < d— (k;+1)/2. Then dy < d—2. When k; < 2dp, (A.12) is true, and
when this happens, dy = d—[(kr+1)/2] = d— |kr/2] — 1. In other words, if k; < 2dp, then either dg = d— | k1 /2],
or dy =d — |kr/2] — 1, and the former is true if and only if dy satisfies Case 1 or Case 2.

In the following, we consider the situation where k; = 2dg + 1 and kg < 2dp + 2 = k; + 1. (A.12) becomes

—21 7k g7k 4 ghr=1=2(dmdo) (1 _ 9=k)2 4 9= 1R ), (A.20)

So krf —1—2(d —dy) <1 —kpg. There are three subcases.
Subcase 3.1. kf —1—2(d—dp) = 1 —kp, namely kp is odd, and dy = d—(kr+kp—2)/2 =d—| (ki +kp—1)/2] =
d—dp — |kp/2]. Then (A.20) becomes

_217}’@ + 2721@ + 271*163 4 2*(2+k1*k5) < 0. (A21)

(1) If =1 —kp = —(2+ kr — kp), namely k; = 2kp — 1, (A.21) is true if and only if k < kp. (2) If -1 — kp >
—(2+kr —kp), namely k;r > 2kp, (A.21) is true if and only if k < kp+1. (3) If -1 —kp < —(2+kr — kp), namely
kr < 2kp — 2, (A.21) is true if and only if k < 2+ k; — kp.

Subcase 3.2. ky —1—2(d—dpy) = —kp, namely kg is even, and dy = d— (k;+kp—1)/2 =d—|(k;+kp—1)/2] =
d—dp — |kp/2]. (A.20) becomes

—1 =2k 4 972k 4 gkp 4 o=(I+ki—kn) (A.22)

If 1+ k; — kg > 0, namely kp < kr, then (A.22) is true. If 1 + k; — kg = 0, namely kp = k; + 1, (A.22) becomes
—21=F 1 272k L 9=FB <, which is true if and only if k < kp.

Notice that if dy does not satisfy Case 1 and Case 2, then if it does not satisfy Subcase 3.1, nor does it satisfy
Subcase 3.2. The converse is also true.

Subcase 3.3. kf — 1 —2(d — dy) < —1 — kp, namely dy < d — (k; + kp)/2 = d —dp — (kg + 1)/2. Then
do < d— |(kr +kg)/2]. If kg < ki, then (A.20) is true. If kg = kr + 1, (A.20) becomes —2717Fr 4 272=2k1 4
okr—1-2(d=do)(] _ 9%)2 < 0, which is true because k; — 1 — 2(d — dy) < —1 — kp = —2 — kj.

So if dy does not satisfy any of Case 1, Case 2, Subcase 3.1, Subcase 3.2, then dg = d —dg — [(kg +1)/2] =
d—dp— |kp/2] — 1.

In summary, there are four possible values of dy: (a) d — |kr/2], (b) d — |k;/2] — 1, (¢) d —dp — |kB/2], (d)
d—dp — |kp/2] — 1. The former two values are taken when k; < 2dp, where value (a) occurs in Case 1 and Case
2, and value (b) occurs in the beginning of Case 3. The latter two values are taken when k; = 2dp + 1, where value
(c) occurs in Subcase 3.1 and Subcase 3.2, and value (d) occurs in Subcase 3.3.

In particular if dy = d — 1, then this is possible only when k; < 3 and d — |k;/2]. In Case 2, this is possible
for k; = 2 and all dg > 2. In Subcase 1.1, this is possible for k; = 3 only when dp = 3, and either £ < 3, or
k=4 > kp. In Subcase 1.2, this is possible for k; = 3 only when dg = 2, and either Kk =2, or k = 3 and kg = 2.
In Subcase 1.3, this is possible for k; = 3 only when dg > 4 > k. Q.E.D.

The following lemma is a direct corollary of Lemma 16 on the existence of dg > 0 for large initial error.

Lemma 17 Let dg be the biggest integer satisfying (A.7). Then integer dy > 0 exists if and only if (1) either
kr <2dp,or kf =2dp + 1 and kg < k; + 1, (2) one of the following is true:

it dy = d — |kr/2], then k; < 2d + 1;

- ifd():d— |_k[/2J —Lthen k[ S?d—l;

—ifkr=2dg+1land dy=d—dg — Lk:B/QJ,then kg SQ(d—dB)—f—l;
—ifkr=2dg+1and dy=d—dg — |_/<13/2J — 1, then k‘BSQ(d—dB)—l.

In particular, if either k; < min(2dg,2d — 1), or k; = 2dg + 1 < 2d — kg, then dy > 0 exists.

A.2 Fundamental inequalities on tail-up plaintext bootstrapping: the second group
Lemma 18 Let d;_; > 0, and let d; be the biggest integer satisfying (4.39), namely

224 B2 UG (4/N)? + 27241 (14272 B2, — E3)(2/4)% < 1. (A.23)
Then d; = d — 1, except for the following cases where d; = d (called greedy mode):
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> (k—1)/2 —dp;

- k[zg,k24;
— k;=3,k=3,d; =0,dg = 2.

Proof. In power-of-2 binomial bounds, (A.23) becomes
27 2(d=d)(1 —27k)2 1 (14 272) (2—2(61271““)(1 —27hn)2 _g=2diatde) (] 2—’“3)2) <L (A.24)

So d; < d. When d — d; = 1, the left side of (A.24) <272 x (14 5/4) < 1, so (A.24) is true.
When d — d; =0, (A.24) becomes

_217]6 + 272]@ + (1 + 272) (272(d;_1+d1)(1 _ 2*]61)2 _ 2*2(d;_1+d3)(1 _ 27]“5)2) < 0. (A25)

On the left side of the above inequality, the last term > 2721440 x (5/4) x (3/4 — 1/4) > 272di1tdn)—1 g,
1—k>-2(d;_y+dj), namely d,_, > (k—1)/2 —d;.

When d;_; > (k—1)/2 —dy, (A.25) is true. When d;_; = (k—1)/2 —d; > 0, then k > 2d; + 3 is odd, and
(A.25) becomes

2—2 _|_ 2—1—k _ 21—k1 _ 2—1—]{,’[ _|_ 2—2k1 + 2—2—2k[ _ (1 _|_ 2—2)2—2((13—d})(1 _ 2—]{:3)2 < O (A.26)

So —2 <1 —kjy, namely k; < 3.
If k; = 2, then (A.26) is true. If k; = 3, (A.26) becomes

271k 974 4 976 4 98 _ (14 272)22ds—di) (1 —27FB)2 <, (A.27)

There are four cases.
Case 1. k = 4. (A.27) becomes

—276 4978 _ (14 272)272Mds—dr)(] _ 9=FkB)2 < (A.28)

which is true.
Case 2. k > 4. (A.27) is obviously true.
Case 3. k=3.Byd,_,=(k—1)/2—d; >0, we get df =0, dp > 2, and (A.27) becomes

2704978 _(14272)272e(1 —27F5)2 < 0. (A.29)

It requires dg < 3. When dg = 3, (A.29) is false. When dp = 2, (A.29) is true.
Case 4. k = 2. Then d; =0, dg > 2, and (A.27) becomes

274 4270 41978 (142722721 —27F8)2 <, (A.30)
which is always false. Q.E.D.

A.3 Fundamental inequalities on LSB precursor

In this section, we assume dg > d; + 1 only.
Lemma 19 In power-of-2 binomial bounds, (4.89), or equivalently,

22 B (4/N)? 4+ B2y (2/A) < 1, (A:31)
is true if and only if either (1) d; > 0, or (2) d; =0, ky <2d+2,0r (3) d; =0, k; =2d+ 3, k < 2d + 4.

Proof. In power-of-2 binomial bounds, (A.31) becomes

9=2-2d(] _9=k)2 4 9=2d1(] _9—kiy2 o1, (A.32)
When d; > 0, (A.32) is true. When d; = 0, (A.32) becomes
2—2—2d(1 _ 2—k)2 _ 21—k1 + 2—2k1 < 0. (A.33)

So —2 —2d <1 —ky, namely k; < 2d + 3.
When k; < 2d + 2, (A.33) is true. When k; = 2d + 3, (A.33) becomes —2' =% 4-272F 4 274-2d ([t is true if
and only if 1 — k > —4 — 2d, namely k£ < 2d + 4. Q.E.D.
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A.4 Fundamental inequalities on head-on plaintext bootstrapping: feasibility, and
the first group

dp > dj + 2 is assumed throughout this paper.
Consider the inequality (5.56) for head-on bootstrapping, i.e.,

VGO EL, — E3)(2/A)2 + 22 By (4/N)? < 1. (A34)
Lemma 20 Let d. be the biggest integer satisfying (A.34). Then integer d. exists if and only if either d; > 0, or
d;y = 0 and k;r < 3. When d. exists, if d; > 0, then d. € {d,d — 1}, and d. = d (called greedy mode) if and only if
one of the following is true:

—k§2d1;

Ck=2dp 1, k=2
—k=2d;+1, kr=3,d; > 1;
—k=2d;+1,k;=3,dr=1,dg < 3.

If df =0, then k; <3, d. <d-1, and d. =d — 1 if and only if k; = 2.
When d; =0 and k; = 3, then d. € {d — 2,d — 3}, and d. = d — 2 if and only if one of the following is true:

—dp =12
—dB:3,k§3;

—dp =3, k=4, kg > 4;
—dp >4, k=2.

Proof. In power-of-2 binomial bounds, (A.34) becomes
272d1(1 4 272)(1 —27kr)2 —272de (] _ 97kn)2 | 9=2d—de)(1 _97k)2 <, (A.35)

Obviously d. < d. There are four cases.
Case 1. dy > 0 and d. < d. The left side of (A.35) < 5/16 + 1/4 < 1, so the inequality holds.
Case 2. d; = 0 and d, = d. The left side of (A.35) > 5/4 x 9/16 +9/16 > 1, so the inequality no longer holds.
Case 3. d; > 0 and d. = d. (A.35) becomes

27211 4272 (1 —27F)2 — 27245 (1 —27kr)2 _gl=k 4 92k (A.36)

so —2d; < 1—k, namely k < 2d; + 1. When k < 2d; + 1, the above inequality is true. When k& = 2d; + 1, the above
inequality becomes

1+ 2724 — (22 4 1)(2! M — 272y _9=2(ds—di=1)(1 _ o=kp)2 ), (A.37)
Since dg — dy — 1 > 1, if kr > 4, the last two terms on the left side of (A.37) > —(1/2+1/8) —1/4 > —1, the
inequality is false. So k; < 3.
In (A.37), when k; = 2, the inequality becomes
9721 _9=2de—di=1)(1 _9=k5)2 £ 3/9 _5/9% (A.38)
which is obviously true. When k; = 3, the inequality becomes
972dr _ 9=2(dp—di=1)(] _ 9=kn)2 £ 972 _ 5 /96 (A.39)
If d; > 1, the above inequality is true. If d; = 1, the above inequality becomes 22(48=4)(1 — 2-%8)2 > 5/4, which
is true if and only if dg < 3.

Case 4. d; =0 and d. < d. Then dg > 2, and (A.35) becomes

(14272)(1 —27Fr)2 —972d5 (] —9=kn)2 L 9=2d=de)(] _ 97F)2 < (A.40)
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If k; > 4, the above inequality is false, because on the left side, the first term > 14273 — 275 + 278 — 2710 while
the last two terms > —274,
If kr = 2, inequality (A.40) can be simplified to

—272 974 4 970 _ 92 (] _9=kr)2 | 9=2d=de)(1 _ 97F)2 < (A.41)

which is true because the last term < 272.
If kr = 3, (A.40) can be simplified to

—274 4270 4 978 _972dn (] _97kn)2 | 9=2d—de)(1 _ 97F)2 <, (A.42)

There are the following subcases:
Subcase 4.1. dg = 2. (A.42) becomes

—24 272 p ot poloke _9=2kp | 9-2(d=de=2)(] _ 9=k)2 ), (A.43)

It is true if and only if d —d. — 2 > 0.
Subcase 4.2. dp = 3. (A.42) becomes

—274 4276 _976(1 — 2 kE)2 4 9=8 4 9=2d—de)(1 _97k)2 < (A.44)
which is obviously true when d — d, > 3, and false when d — d, = 1. When d — d. = 2, (A.44) becomes
1=k 972k 4 9=d 4 9-1-ks _9=2-2k5 ), (A.45)

It requires k < 4. If k < 3, (A.45) is true. If k = 4, (A.45) becomes —27% 4278 - 2=1=ks _ 2=2=2kz < (), It is true
if and only if kg > 4.
Subcase 4.3. dp > 4. (A.42) requires d — d, > 2. When d — d, > 2, (A.42) is true. When d — d, = 2, (A.42)
becomes
272 p 974 _972de=2)(1 _9kB)2 _gl=k 4 972k ), (A.46)

Since dp — 2 > 2, the above inequality is true if and only if k& = 2. Q.E.D.

Lemma 20 implies the following result on the existence of integer d, > 0:

Lemma 21 In power-of-2 binomial bounds, if d > 3, then d. > 0 exists if and only if either d; > 0, or d; = 0 and
kr < 3.

Lemma 21 gives the most pessimistic condition on k; for small initial error in the head-on approach. In practice
if v is small, then the condition can be significantly improved. The most optimistic case is v = 3, for which the
condition on k; differs only slightly from the prerequisite condition (14) of the tail-up approach. Consider inequality
(5.54) for v = 3, namely,

VB2 + 2B} + E3pg 2@+ A2/(2N)2 < Af2. (A.47)

Lemma 22 Let d. be the biggest integer satisfying (A.47). When d; > 0, then d. € {d,d — 1}. When d; = 0, then
under the assumption k; < min(2dp — 1,2d — 1), integer d. > 0 exists.

Proof. In power-of-2 binomial bounds, (A.47) becomes
972dr(1 —97kr)2 L 9l=2dp (1 _9=kB)2 | 9=2(d=de)(] _97k)2 (A.48)

Obviously d. < d. When d; > 0 and d. < d, (A.48) holds.
When d;y =0 and d, = 0, then dg > 2, and (A.48) becomes

—ol=kr  9=2kr 4 ol=2dp (] _ 9=kp)2 4 9=2d(] _9=F)2 (A.49)
If dg < d, then k; < 2dp — 1 by the assumption, so (A.49) is true. If dg > d, then k; < 2d — 1, and (A.49) is also
true. Q.E.D.

Consider the inequalities in (5.13) on the first group, namely

VEps +2E%(2N/q)? < 21,
V2E3ps + E3(2N/q)? < 20 + 2171,

(A.50)
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Lemma 23 Let Iy =y — l; < 1. Then (A.50) is true if and only if either k < 2(dg +1— 1), or k =2(dp +1 — ;)
and kp < 2k 4 1. In particular, if I; < 0, then (A.50) is true.

Proof. In power-of-2 binomial bounds,
Ep(2N/q) =27 (1 —27F8)(AN/q) = 2795 (1 — 2778 )N/t = 2'==8 (1 — 27F5), (A.51)

So (A.50) becomes
(1 o 27]6)2 + 2172(d3+lfls)(1 o 27103)2 g 1’

2(1 —27F)2 4 2720deH=l)(] — 27ke)2 < 2 4 272, (4.52)
After simplification, the second inequality becomes
9 2(dsH=le) (1 — 97kB)2 < 972 4 92k _ 9l=2k, (A.53)
Since dg + 1 — ls > 2, the above inequality is always true.
For the first inequality in (A.52), after simplification, it becomes
—21=k 4972k 4 ol—2(dp+i=lo)(] _9=ks)2 <, (A.54)

Sok <2(dg+1—1s). When k < 2(dp+1—1), then (A.54) is true. In particular, if {; < 0, then k <1 < 2(dg+1—1),
and (A.54) is true. When k = 2(dp +1 — 1), (A.54) becomes 27172F — 21=kz 4 9=2kz < (), which is true if and only
if kp < 2k + 1. Q.E.D.

Consider (5.20), namely

VE}ps +2E%(2N/q)? < N/t,

V2E}ns + ER(2N/q)? < Njt. (A.55)

Lemma 24 If I, =y — I; > [, then (A.55) is true.
Proof. In power-of-2 binomial bounds, by N/t = 2% and (A.51), (A.55) becomes

272(l571)(1 o 27](})2 + 2172d5(1 o 27’(}3)2 < 1’

21-2(=0)(] — 2=k)2 4 9=2dm (] — 9=kB)2 < 1. (A.56)

Since 2dp > 4, 2(ls — 1) > 2, both inequalities are true. Q.E.D.

A.5 Fundamental inequalities on head-on plaintext bootstrapping: the second
group

First consider inequality (5.44), namely

VBoins @/ (QIFIN)? + B < g/20+0:42, (A57)
under the condition l; —d' > Iy, i.e., d + 15 <O0.
Lemma 25 If d’' 4+ 15 < 0, then d; = d + 1 is the biggest integer satisfying (A.57).
Proof. In power-of-2 binomial bounds, by A/2 = ¢/(2t) = q¢ x 277! (A.57) becomes
9=2(d+1=di) (] _ 9=hk)2 4 9=2litda—d'~1=di)(] _g=km)2 < 1, (A.58)

Sod; <min(d+1,l;—d'+dp —1). Since l; —d' > lny,dp > 2, wehave l; —d' +dp—1>Iy+2=d+1+4 > d+4.
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If d; < d, then (A.58) is true. If d; = d + 1, then (A.58) becomes

—217h 972k 4 g=2hiddp—d'=d=2) (1 9=ks)2 <, (A.59)
Ttistrueif k <2(dg+1li—d —d—2).Since l; —d' —d—2>Iy+1—(Iy —1) =1+ 1 and k <, the requirement
is satisfied. So (A.59) is always true. Q.E.D.

Next consider inequality (5.44), namely

2l5iq/(2d’+1N) + \/El%/[DSQZ/(Qd/HN)Q 4 EJ2B < q/2d/+di+2, (A.GO)

under the condition d+3 < I, —d’ < Iy, i.e., d' +1s > 0 and d’ < l; —d — 2. Obviously in (A.60), 2%iq/(24+1N) <
q/2%7 442 namely d; <, — d' — 2.
Lemma 26 When [, —2 > d' > —I, let d; <1; — d' — 2 be the biggest integer satisfying (A.60).

—Ifd +1l;<l,thend; =d+1ord,andd; =d+1ifand only if ' + 1, <1 — k.

— If d + 15 > I, then either d; = l; — d’ — 2 € [1,d] (called greedy mode), or d; = l; —d' — 3 > 0. In details,
d; =1y —d —2if and only if either (1) &' +1s >, or (2) d'+ls=1land k <2dp,or 3)d' +1s =1,k =2dp+1,
kg <k+1.

Proof. In power-of-2 binomial bounds, (A.60) becomes
2—2(d+1—di)(1 _ 2—k)2 + 2_2(dB+lt_d/_1_di)(1 _ 2—k3)2 S (1 _ 2—(lt—d’_1—di))2. (A61)

Since d; < I —d' —2, on the right side of the above inequality, I; —d' —1—d; > 1. Since the right side < 1, d; < d+1
on the left side.

First consider the case d’ + I, < [, namely d’ < [; — d — 2. Notice that I; —d' — 1 > 2. When d; < d, then
It —d —d; — 1 > 2, the right side of (A.61) > 9/16, while the left side < 272 + 278 the inequality is true. When
d; =d+1, (A.61) becomes

_217]6 4 272]6 4 217(lt7d’,d72) _ 272(lt*d/—d*2) + 272(lt7d’,d72+d3)(1 _ 271@‘3)2 S O (A62)

Itistrueifandonly if k <l; —d' —d—-2=1-1,—d'.
Next consider the case I —2>d >1—1ly=10; —d—2. Then 3 <, —d <d+2.Since d; <l; —d —2 <d, if
d; <ly—d —2,thenl; —d' —1—d; > 2, s0 (A.61) is true. If d; = I; — d’ — 2, then (A.61) becomes
9 Ad+2+d'=l) (1 _9=k)2 | 9=2dr(] _9=kB)2 <1, (A.63)

Since 2dp > 4, (A.63) requires d+2+d' —; > 0.
Ifd+2+d —1; >0, namely d’ 4 I > [, then (A.63) is true. If d + 24 d’' — I; = 0, then (A.63) becomes

—ol=F 4972k 4 9=2d5(] _9=FB)2 <, (A.64)
It requires k < 2dp + 1, and is true if k < 2dg. When k = 2dg + 1, (A.64) becomes 2—1-k _ol-kp 4 9=2kp < (),
which is true if and only if kg < k+ 1. Q.E.D.

A.6 Fundamental inequalities on error bootstrapping feasibility

Consider (6.7), namely

VERW 2N/ + Eypg < N. (A.65)

init
Lemma 27 In power-of-2 binomial bounds, (A.65) is true if and only if either (1) d; > 0, or (2) df = 0, k; < 2d+5,
or (3) dr=0,ky=2d+5>k—1.

Proof. In power-of-2 binomial bounds, (A.65) becomes

972dr(] — 9k 4 9m4-2d(] _ 9=k (A.66)
When d; > 0, the inequality is always true. When d; = 0, the inequality becomes

—ol=kr 4 9=2kr 4 9=4=2d(] _9=k)2 (A.67)
which requires 1 — k; > —4 — 2d, namely k; < 2d + 5. When k; < 2d+ 5, (A.67) is true. When k; = 2d + 5, (A.67)

becomes —2!17F 4+ 272k 1 2=1=k1 <« (0 which is true if and only if k¥ < k; + 1. Q.E.D.
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A.7 Fundamental inequalities on error bootstrapping: the first group

From now on, we assume dg > 2.
First consider (6.21), namely

V(B2 + E3(2N/A)2) < N/j2%0+, (A.68)

Lemma 28 Let dy be the biggest integer satisfying (A.68).

1. If dg < d+ 2, then dy =dg — 2 or dg — 3, and dy = dg — 2 if and only if one of the following is true:
—kp=2,d>dp—1;
- kBZQ,d:dB—l,k§5;
—kp=3,d>dg.

2. If dp > d+2, then dy =d or d — 1, and dy = d if and only if one of the following is true:
—k=2,dg>d+1;
- k:27dB:d+17kB§5;
—k=3,dg>d+2.

3. fdp=d+2,thendy=d—-1=dp — 3.

In particular, if d > 1, then dy > 0 exists if and only either dg > 3, or dg = 2 and kg < 3.

Proof. In power-of-2 binomial bounds, (A.68) becomes
(14272 {2—2<d—d0)(1 —27k)2 4 9= 2(dp—do=2) (1 _ 2_k3)2} <1 (A.69)

Sod—dy>0and dgp —dy—2>0.By (5/4) x2x9/16 = 45/32 > 1, we get that at most one of d — dy,dp — dg — 2
can be equal to 0. There are three cases.

Case l.d —dy >dp —dy —2 >0, namely dy < dg —2 and dg < d+ 1. Then dy < d — 1.

When dy < dg — 2, then d —dy > dg — dp — 2 > 0, and (A.69) is true. When dy = dp — 2, (A.69) becomes

(1 4 2—2)(1 _ 2—k‘)22—2(d—d3+2) + 2—2 _ 21—kB T 2—2kB _ 2—1—k3 4 2—2—2]{:3 S O (A?O)

So kg < 3. Also notice that d —dg +2 > 1.
When kg =2, (A.70) becomes

(1+272)(1 —27F)2272d=ds+2) _9=2_9=4 4 976 < (A.71)

If d —dp + 2 > 1, the first term of (A.71) < (5/4) x 27% < 272, the inequality is true. If d — dp + 2 = 1, (A.71)
becomes —217F — 2=1=k 4 9=2k | 9-2-2k 4 9=4 < () which is true if and only if k¥ < 5.
When kp = 3, (A.70) becomes

(14272)(1 —27F)22720d=ds+2) _9=4 | 9=6 4 9=8 <, (A.72)

If d—dp+2 > 2, then the above inequality is true. If d —dg +2 = 2, the above inequality becomes —2!1=F —271-F 1
272k 4 972-2k 4 9=1 4 9=2 4 974 < (), which is obviously false. If d — dg 4+ 2 = 1, the inequality is also false.

Case 2. d —dyg = dg —dp —2 > 1, namely d = dg — 2 and dy < dg — 3 = d — 1. The left side of (A.69)
< (5/4) x 272 x 2 < 1, so the inequality is true.

Case 3.0 < d—dy < dp —dy—2, namely dy < d and d < dg — 3. In (A.69), when dp and d+ 2 are switched, at
the same time kp and k are switched, the inequality is invariant. By this Zs symmetry, all conclusions drawn from
Case 1 can be transferred to Case 3 after the switching. Q.E.D.

Next consider inequalities (6.24), (6.25), namely

20+ + /B3 s + 2E%(2N/A)2) < N/2do+1]

A.73
V2E3ns + E%(2N/A)? < 2Pt 4op (A.73)

under the assumption 0 < p < [y — 3. In the first inequality, obviously p+ 1 < Iy —dg — 1, namely dy < Iy —p — 2.
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Lemma 29 Let p € [0,y —3] be the smallest integer such that integer dp > 0 exists in (A.73). Denote lo = Iy —dp,
and denote I, = Ixy —2—p € [1,Iy — 2]. After p is fixed, let dy be the biggest integer satisfying the two inequalities.
Then

—Ifd+2<dp,ie,l>lp,thenp=1—1,dy=d—1ord. dy=dif and only if either k¥ < 2(dg —d — 2), or
k=2(dp—d—2)>kp—1.

— When d+ 2 = dp, i.e., | = ly, if either K =2, or k =3 = kg + 1, then p =1 — 1, else p = [. In both cases,
dy=d—-1=dp—3.

—Ifd+2>dp, ie,l<lp,thenp=Ily—1,and dy =dg —3 <d— 1.

In particular, dy > 0 if and only if dg > 3.
Proof. In power-of-2 binomial bounds, (A.73) becomes
2—2d—4(1 _ 2—k)2 + 21—2d3(1 _ 2—k:3)2 < (2—d0—1 _ 2—lp—1>2)

A4
2—2d—3(1 _ 2—k)2 + 2—2d13(1 _ 2—k13)2 < 2—2lp—1(1 + 2—3)_ ( )

First, we consider the second inequality of (A.74), from which we get the biggest integer I,,. The second inequality
can be written as
272(d+17lp)(1 _ 271(7)2 + 2172(d37lp)(1 o 27’63)2 <14 273. (A75)
So —2(d+1—1y) <0and 1—-2(dg—1,) <0, namely, I, < min(d+1,dp — 1), or equivalently, p > max(l—1,1p —1).
When I, < min(d + 1,dp — 1), (A.75) is true. When [, = min(d + 1,dp — 1), there are three cases.
Case 1. d+2=dp, namely l =ly. By [, =d+1=dp — 1, (A.75) becomes

(1—27F8)2 <272 4 927k _9l=2k (A.76)

It requires k < 3, as the left side > 9/16. When k = 2, the inequality is true. When k = 3, the inequality becomes
21=ks _9=2ks > 2=2 1 275 which is true if and only if kp = 2.

Case 2. d+2 < dp, namely [ > lp. By I, = d+1, (A.75) becomes 27 2(dz=d=2)=1(] _9=Fk5)2 < 273 4 9l=k =2k
which is always true because the left side < 273.

Case 3. d +2 > dg, namely | < ly. By [, = dp — 1, (A.75) becomes 272(4+2=dn) (1 — 27F)2 4 9-1(1 — 27k5)2 <
1+ 273, which is always true because the left side < 3/4.

In summary, when d + 2 # dp, then p = max(l — 1,lp — 1). When d+2 = dp, if either k =2, or k=3 =kp +1,
then p=1—1, else p=1. That 0 < p < Iy — 3 requires lg < Iy — 2, namely dg > 2. That | — 1 < [y — 3 is just
d > 0, which is always true.

Next, we find the biggest integer dy < Iy —p — 2 =1, from the first inequality of (A.74) after the value of p is
fixed. There are four cases according to the values of p.

Cased. d+2=dp,p=1—-1,dy <l, =dp —1=d+ 1. The first inequality of (A.74) becomes

(1—-277)242(1—27F8)2 < (2dp17do _1)2, (A.77)

When dy <dp —3=d—1, (A.77) is true. When dy = dp — 2, (A.77) is false.
Case 5. d+2=dp,p=1,dy <l, =dp —2 = d. The first inequality of (A.74) becomes

2731 —27M2 27 (1 —27kB)2 < (2dBdo=2 _1)2, (A.78)

which is always true for dy = dg — 3 = d — 1, because the left side < 3/4.
Case 6. d+2<dp,p=1—1,dy <l, =d+1. The first inequality of (A.74) becomes

(1 _ 2—]{:)2 + 2—1—2(d13—d—3)(1 _ 2—k3)2 S (2d+1—d0 _ 1)2 (A79)
When dy < d—1, (A.79) is true. When dy = d, (A.79) becomes
9~ 1-2ds—d=8)(] _ 9=hk5)2 < 9l—k _ 92k (A.80)

It requires —1—2(dp —d—3) < 1—k, namely k < 2(dp—d—2), and is true if k < 2(dp —d—2). If k = 2(dp —d —2),
(A.80) becomes 2'7k5 — 272k5 > 9-1=k 'which is true if and only if kg < k + 1.
Case 7.d+2>dp,p=1y—1, dy <l, =dp — 1. The first inequality of (A.74) becomes

2—2(d+2—d3)(1 _ 2—k)2 + 2(1 _ 2—’63)2 S (2d3—d0—1 _ 1)2 (A81)
When dy < dp — 3, (A.81) is true. When do = dp — 2, (A.81) is false. Q.E.D.
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A.8 Fundamental inequalities on error bootstrapping: the second group

Let d; = Iy — I; — 2. Then (6.33) can be written as

VEB + Elips A2/ (2N x 24)2 < AJa? 42, (A.82)

Lemma 30 Let d’ > 0, and let d; be the biggest integer satisfying (A.82).

1. fd+d <dg—2,then d; =d+1ord, and d; = d + 1 if and only if either d+ d < dp — (k + 3)/2, or
d+d’:d5—(k+3)/2andk3Sk—i—l.
.Ifd-‘rd/:dB—Q,thendi:d:dg—d/—Q.
3. Ifd+d > dp—2,thend; = dp—d'—1ordg—d' —2,and d; = dg—d'—1 if and only if either d4+d’ > dg+(kp—5)/2,
ord+d’:d3+(k3—5)/2andkSkBJrl.
4. d; > 0 if and only if one of the following is true:
—d+d <dg—2;
— dB+d—1>d+d/>dB+(k‘B—5)/2;
—d+d/=d3+(k3—5)/2<d3+d—l,kSk‘B—I-l;
— dB—2<d—|—d’<dB—2—|—min(d,(kB—1)/2);
*d+d/:d3+(k375)/2<d3+d72,k>k3+1.

[\)

Proof. In power-of-2 binomial bounds, (A.82) becomes
Q—Q(dB—d,—di—l)(l _ 2—k3)2 + 2—2(d—d1;+1)(1 _ 2—k)2 S 1. (A83)

Thendp —d' —d; —1>0and d—d; +1 > 0, namely d; < min(d+ 1,dg —d' —1). If d; < min(d + 1,dp — d' — 1),
then (A.83) is true. If d; = min(d + 1,dp — d’ — 1), there are three cases.
Casel.d+1<dp—d —1.Thend <dg—d—2,and d; =d+1<dg —d — 2. (A.83) becomes

9~2(dp—d'=d=2)(] _ 9=kp)2 _gl-k 4 9=2k (A.84)

So —2(dp—d' —d—2) <1—k,namely k <2(dp—d' —d—2)+1.If k < 2(dgp —d' —d —2) +1, then (A.84) is true.
Ifk=2(dg —d —d—2)+1, (A.84) becomes —2!7%& + 272kz 4 2-1-F < (0 which holds if and only if kg < k + 1.
Case2.d+1=dgp—d —1.Thend =dp—d—2,and d; =d+1=dg —d — 1. (A.83) is obviously false.

Case3.d+1>dp—d —1.Thend >dp —d—2,andd; =dg —d — 1 < d. (A.83) becomes

—ol=ks 4 9=2kp 4 9=2(d=ditl) (] _ 9=k)2 <, (A.85)

Sokp <2(d—d;+1)+1=2(d—dp+d)+5.If kg < 2(d—dp+d')+5, then (A.85) is true. If kg = 2(d—dp+d’)+5,
(A.85) becomes 2-1Fs — 21=F 4 9=2k < () which holds if and only if k¥ < kg + 1.

Finally, in Case 1 and Case 2, obviously d; > 0. In Case 3, if d; = dg —d' — 1, then d+d’ < dg+d—1 is sufficient

ford; >0.If d; = dg — d' — 2, then either dg —2 < d+d <dp—2+ (kg —1)/2,or d+d =dp + (kg — 5)/2 and

k > kp + 1; in both cases, d + d’ < dg + d — 2 is sufficient for d; > 0. Q.E.D.
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