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Abstract. Key agreement and public key encryption are two elementary cryptographic
primitives, suitable for different scenarios. But their differences are still not familiar to
some researchers. In this note, we show that the Safkhani et al.’s key agreement scheme
[Peer-to-Peer Netw. Appl. 15(3), 1595-1616, 2022] is a public key encryption in disguise.
We stress that the ultimate use of key agreement is to establish a shared key for some
symmetric key encryption. We also present a simplification of the scheme by removing
some repetitive computations. To the best of our knowledge, it is the first time to clarify
the fundamental differences between the two primitives. The techniques developed in this
note will be helpful for the future works on designing such schemes.
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1 Introduction

The smart grid moves the energy industry into a new era of reliability, availability, and efficiency [4,

, 10]. Tts benefits include: more efficient transmission of electricity, quicker restoration of electricity
after power disturbances, reduced operations and management costs for utilities, ultimately lower
power costs for consumers [2], reduced peak demand, improved security [, 9], etc. Recently, Safkhani
et al. [3] have presented a key agreement scheme for smart grid. It is designed to meet many security
requirements, such as mutual authentication, session key agreement, traceability and anonymity,
message confidentiality with compromised edge device, user to user privacy, resistent to replay attack
impersonation attack, secret disclosure attack, desynchronization attack, insider attack, password
guessing attack, and man-in-the-middle attack.

The scheme needs to use different tools, including Public Key Infrastructure (PKI), hash function,
physically unclonable functions, elliptic curve, symmetric key encryption, especially, the presence of
a trust authority. We find it is a hybrid scheme, not a key agreement, as claimed. We find it
has confused public key encryption and key agreement. The negligence results in many repetitive
computations. Besides, we find it is a public key encryption in disguise. To the best of our knowledge,
it is the first time to find such flaws in the similar literatures.
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2 Preliminaries

Key agreement, key distribution, key exchange, and key transfer [5], are often confused, but their
common target is to establish a shared key between users. The resulting key in key agreement is
not preexisting. However, the resulting key in key transfer is preexisting, which should be recovered
intactly.

The difference between key agreement and key transfer seems unfamiliar to some researchers. For
illustration purposes, we now review Diffie-Hellman key exchange [3] and RSA [7] (see Table 1).

Table 1: Diffie-Hellman key exchange versus RSA

Diffie-Hellman key exchange RSA
Setup. A prime p, a generator g € Fj. Setup. Alice picks two big primes p, g,
computes n = pq. Pick e and compute d

A — B. Alice picks an integer x4 to such that ed = 1 mod ¢(n). Set the public
compute y4 = g¥4 mod p. key as (n,e), the private key as d.

Send y4 to Bob.

A < B. Bob picks an integer xp to A < B. For m € Z},, Bob checks the certification of
compute the key k = y%” mod p, public key (n, e), and computes ¢ = m® mod n.
and yp = g*2 mod p. Send ¢ to Alice.

Send yp to Alice.

Al Alice computes the key Al Alice computes m = ¢ mod n.

k = y7* mod p. (Usually, m is a session key, not a raw message)

System parameters p, g should be authentic. Query PKI to authenticate the public key (n,e).

— weak reliance, unable to determine — strong reliance, able to determine

the other party’s identity the target receiver’s identity, but

unable to determine the sender’s identity

Notice that RSA requires a complex system setup, which relies on Public Key Infrastructure
(PKI) to enable Bob to invoke Alice’s true public key. Its authentication originates directly from the
reliance on PKI. Such strong reliance could be unavailable in some scenarios. Whereas, a lightweight
key agreement scheme is more applicable to some weak scenarios. It is worth noting that the usual
size of RSA modulus is not less than 2048 bits. Such modular exponentiation is too expensive for
some devices. So, RSA is used to transfer session keys, instead of raw data.

3 Review of the Safkhani et al.’s scheme

Let € be an elliptic curve over the finite field F,. G is an elliptic curve group with a generator P. h(-)
is a hash function. ESk(-), DSk (-) are symmetric key encryption/decryption algorithms with key K,
respectively. PUF(+) is a physically unclonable function. The scheme [3] is performed between two
users, through a trusted authority (TA). It consists of four phases: initialization phase, registration
phase, login and key agreement phase, and password change phase.

TA selects skra € Z; as its secret key. The registration phase, login and key agreement phase
can be described as follows (see Table 2). Since the ultimate use of the agreed key is to transfer raw
data, we make up the whole procedure for comparison.



Table 2: The Safkhani et al.’s key agreement scheme

Us: {ID;, PW;}

‘ Registration ‘

TA: {skra}

Input identity ID;, password PW;.
Pick a nonce s; € Z; to compute

Compute sk; = A; + B;.
Check that PK; = sk; - P.
Compute D; = h(A;]|si||Bi)-
StOI‘C {Si, Bi, Di, PKZ}

{ID;, X, T'Si}

[secure channel]

{PK;,Bi}

Check the timestamp 7'S;.
Pick rr4 € Z; to compute
Bi = h(XzHTTA”IDZ),

Y;=B;-P,PK;,=X,+Y,.
Store and distribute PKj;.

U;: {ID;, PW;,s;, B;, D;, PK;}

‘ Key agreement & data transfer ‘

U;: {ID;, PW;,S;, W;, PK;}

Compute A; = PUF(PW;||s;||ID;).
Check Di = h(AZHSZHBZ) If SO,

pick r; € Z;‘ to compute

Z; =r; - PK;, sk; = A; + B,

W; =r; - sk; - Plfj, Kij = h(VVZHTSZ),
Ei = ESK”. (IDZHID]H’I’I)7

Li = MZi|| B || Ki51| 1 D; || 1Dy || T'S;).

Check the validity of timestamp T'S;.
If so, compute W; = r; - sk; - Z;.
Check Lj = h(ZjHVV]‘HID]'”IDZ‘HTSJ‘),
If so, compute the session key

SKij = MID;|| 1 D;[|Wi||W;||TS;||TS;).

Given the raw data DAT A, compute
CT = ESsk,,(IDi|ID;|| DATA).

My={L;,E;,Z;,TS;}

[open channel]

Ma={L;,Z;,TS;}

cT

Check the timestamp T'S;.
Compute W; = sk; - Z;,

Kij = h(Wi[|T'Sy),

DSk, (Ei) = (IDs||IDj|[rs).
Check Wz =T Skj . Pl(i,

and the validity of ID;. Check if
Li = h(Zi|| E; || Kiz || 1D; || 1 Dy || T'S;).
If so, pick rj € Z7 to compute
Zj:’r’j-PKj,Wj:Tj~Wi

Lj = h(Z;||W; || 1D;|[1D;||T'S;),
SKji = h(IDi||1D;||Wil|W;|TS;i||T'S;).

Compute the plaintext
DSsk,,(CT) = ID;||1D,|| DAT A.

Table 3: The revision of Safkhani et al.’s scheme

U;: {ID;, PW;,s;,B;, D;, PK;}

l Data transfer ‘

U;: {ID;, PW;,S;, W;, PK;}

Input the raw data DAT A.

Compute A; = PUF (PW;||s;||ID;).

pick r; € Z7 to compute
Z; =1r; - PK;, sk; = A; + B,

W; =mr; - sk; - Plfj, Kij = h(WIHTSz),
E; = ESk,;(ID;||[IDjl||r:|| DAT A),

Check the timestamp 75;.
Compute W; = sk; - Z;,

{E:,2;,TS:}

[open channel]

Kij = h(W3||TS;),
DSk, (Ei) = (ID;||IDjl||r:|| DAT A).

Retrieve PK; with the identity ID;.

Check W; = r; -

skj - PK;.




4 A simplification of the Safkhani et al.’s scheme

4.1 An observation

The scheme uses symmetric key encryption/decryption ESk, . (+), DSk, (-) to securely transfer ID;, I D;
and the nonce r;, in order to protect the identities. To this end, the user U; invokes the secret key
sk; and the other party’s public key PK; to compute

where T'S; is the timestamp. The authenticity of PKj is ensured by the TA’s distribution, as the
usual public key certificate issued by some authority. The heavy requirement is hardly met for many
applications. Naturally speaking, the scheme is a public key encryption in disguise, not a general
key agreement.

4.2 A revision

Let DAT A be the raw data. The whole process can be simplified (see Table 3 for the revision). It is
worth noting that the revision is not a usual public key encryption, in which the sender’s identity I.D;
should be anonymously authenticated. This is done by retrieving the public key PK; corresponding
to the recovered identity I D; and checking if

WZ’ =T;-" S/ﬂj . PKi,

due to that
Wi=r;-skj- PK; =r;-sk;- PK;

The consistency-checking ensures that the sender is legitimate and authenticated by some authority.

4.3 A clarification

In a common key transfer via public key encryption, the target recipient’s public key must be invoked,
but the sender’s public key is not involved. Therefore, the recipient cannot determine who is the
true sender. Of course, an adversary who has captured the ciphertext via open channels, cannot
determine both sender’s and recipient’s identities.

4.4 A bug

The authority TA’s secret key skr 4 is not invoked in the registration phase at all. So does the public
key PKr4. It is irrational to set a public key which will never be invoked. This redundant setting
is a clear bug.

5 Conclusion

In this note, we show that the Safkhani et al.’s key agreement scheme is flawed because it is a public
key encryption in disguise. We also clarify the difference between key agreement and key transfer.



The findings could be helpful for the future works on designing such schemes.
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