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Abstract An involution is a permutation that is the inverse of itself. Involu-
tions have attracted plenty attentions in cryptographic community due to their
advantage regarding hardware implementations. In this paper, we reconsider
constructing pseudorandom involutions. We demonstrate two constructions.

(i) First, the 4-round Feistel network using the same random function (Feistel-
SF) in every round is a pseudorandom involution. This shows the Feistel-SF
construction still provides non-trivial cryptographic strength. To comple-
ment, we also show insecurity of 3-round Feistel-SF by exhibiting an attack.

(ii) Second, a “mirrored” variant of the Naor-Reingold construction with com-
ponent reusing yields a pseudorandom involution.

Keywords involution - indistinguishability - Feistel - Naor-Reingold

This paper was originally rejected from ToSC 2023 Issue 3. Then, in 30/08/2023,
it was submitted to Designs, Codes and Cryptography, but no notification has
been received.

Chun Guo

School of Cyber Science and Technology, Shandong University, Qingdao, China

Key Laboratory of Cryptologic Technology and Information Security of Ministry of Educa-
tion, Shandong University, Qingdao, Shandong, 266237, China,

Shandong Research Institute of Industrial Technology, Jinan, Shandong, 250102, China
E-mail: chun.guo@sdu.edu.cn

Meiqin Wang

School of Cyber Science and Technology, Shandong University, Qingdao, China

Key Laboratory of Cryptologic Technology and Information Security of Ministry of Educa-
tion, Shandong University, Qingdao, Shandong, 266237, China,

Quan Cheng Laboratory250103Jinan, Shandong, China

E-mail: mqwang@sdu.edu.cn

Weijia Wang

School of Cyber Science and Technology, Shandong University, Qingdao, China

Quan Cheng Laboratory250103Jinan, Shandong, China

Key Laboratory of Cryptologic Technology and Information Security of Ministry of Educa-
tion, Shandong University, Qingdao, Shandong, 266237, China,

E-mail: wjwang@sdu.edu.cn



2 Chun Guo et al.

Mathematics Subject Classification (2000) 94A60 - 68P25

1 Introduction

This paper addresses two closely related questions:

(i) Question 1: how to construct pseudorandom involutions (PRIs).
(ii) Question 2: cryptographic strength of Feistel networks built upon a single
round function (Feistel-SF).

Below we elaborate on the two issues in detail.

Constructing PRIs. An involution is a permutation that is the inverse of itself.
Cryptographic involutions are efficient in terms of hardware areas, and have
been adopted in a plenty of blockcipher designs [15,43,12,4,22].

Following the definitions of pseudorandom functions (PRFs) and pseudo-
random permutations (PRPs), a pseudorandom involution (PRI) is a keyed
involution I : K x {0,1}"™ — {0,1}" that is indistinguishable from a random
involution PRI : {0,1}"™ — {0, 1}"™ when instantiated with a secret random key
K & K.

Note that while a PRI provides a somewhat random output y = I(K,x)
for the input x, it cannot be straightforwardly used as a blockcipher or en-
ciphering scheme, since the enciphering oracle can be leveraged to decipher
any sensitive ciphertext. In fact, a secure blockcipher or enciphering scheme
is typically expected to be a (strong) pseudorandom permutation ((S)PRP)
rather than a PRIs. On the other hand, this does not preclude PRIs from
useful tools: the “somewhat” randomness may already suffice in (PRI-based)
constructions, while the involutory property saves the cost of implementing
I7'. Due to these, several papers have proposed to consider using PRIs to
replaced SPRPs in cryptographic constructions, including Feistel variants [24]
and Misty network [35,21].! By these, PRIs actually deserve their own place
alongside PRFs and (S)PRPs, and transformations among the three concepts
are important in theory.

Aside from this, constructing PRIs is also of practical value. For example,
Nandi [26] proved that enhancing a PRI with a pre-whitening key yields an
SPRP, whose inverse has virtually no cost. As will be elaborated in detail later
in Sect. 1.2, this could be quite appealing in side-channel and fault protected
settings [8] as well as low-latency scenarios [9].

Regarding building PRIs, Naor and Reingold [31] has showed that the
composition P71 o g o P is a PRI when P is a PRP and o is an (efficient)
involution. Namely, P provides cryptographic strength while o ensures the
desired functionality. In theory this provides a PRP-to-PRI transformation,
as shown in Fig. 1. However, this has two shortcomings. First, it has to in-
vokes both P and its inverse P~!, and this contradicts using PRIs to reduce

1 Public truly random involutions have also been considered [20].
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Fig. 1: Relations between PRFs, (S)PRPs and PRIs.

implementation costs. Second, its cost roughly doubles the cost of P, whereas
we certainly expect PRI to be as efficient as PRPs. Nandi provided another
construction named Hash-Counter Involution, which still invokes both E and
its inverse E~! for the underlying blockcipher E. It is thus natural to ask if
there are inverse-free constructions for PRIs (which could also bridge the gap
of PRF-to-PRI transformations).

Feistel-SF. A Feistel permutation W (A||B) := B|(A @ Fk,(B)) applies a
keyed function F' : K x {0,1}™ — {0,1}" with a subkey K, to a half of the
input, and then swap the two halves. It captures the underlying structure of a
large proposition of blockciphers [1] including the DES [41]. A t-round Feistel
UKy, Ky, ..., Ki)(L||R) :=VE o..oWk oWf (L||R) is the t-composition of
Feistel permutations. Let swap(A||B) := B|| A be the swap, then we further de-
note @f[Kl, Ko, ..., K;] :=swapo ¥/} [K}, K, ..., K] the variant of ¥/ without
swap in the final round, as shown in Fig. 2 (left).

Under the condition that F'is a PRF, the seminal result of Luby and Rack-
off [23] stated that W1 [K;, K, K3) instantiates a PRP and W' [Ky, Ko, K3, K4]
instantiates an SPRP. It is then natural to simplify this construction w.r.t. the
number of keys. In this respect, the minimal Feistel variant W,[F, ..., F], i.e.,
Feistel network using the Same random Function (Feistel-SF), was originally
proposed by Schnorr [40] as a PRP candidate. But this expectation was soon
broken by Rueppel [36] and further extended by Nandi [28]. Though, this at-
tack did not distinguish Feistel-SF from random involutions—actually, they
used the fact that Feistel-SF is involutory to distinguish it from random per-
mutations. The negative result was later generalized to break PRP security
of W3[F1, F*2 F'3] using compositions of F' as round function [44] and SPRP
security of some Feistel variants with round function reusing [38]. Meanwhile,
a number of positive (S)PRP security result were later proven for various
(strengthened) variants of Feistel-SF [34,32,37,29].

While Feistel-SF does not yield (S)PRPs, it still enjoys some cryptographic
strength, and being involutory seems to be the “mere” weakness. In particular,
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Fig. 2: (Left) The 4-round Feistel @f [K, K, K, K] built upon a single random
function and without the final swap. (Right) The “mirror” Naor-Reingold
construction NRY [Kp, K, K, Kp].

it is a natural candidate for the aforementioned PRF-to-PRI transformation
or inverse-free PRI constructions.

1.1 Our Results

By the above discussion, to seek for PRF-to-PRI transformations or inverse-
free PRI constructions and to understand the security of weaker Feistel vari-
ants, we analyze the PRI security of the Feistel-SF construction, as well as
another weaker variant of the popular Naor-Reingold construction.

1.1.1 Our first construction: Feistel-SF without final swap

We first show that the 4-round @f [K, K, K, K], as shown in Fig. 2 (left), is
a PRI as long as F' : K x {0,1}" — {0,1}" is a PRF. Security is ensured
up to the birthday 2*/2 adversarial queries. To complement, we also exhibit
an attack against 3-round @5 [K, K, K]. This attack simply follows the well-
known CCA idea on 3-round @5 [K1, K2, K3], and our novelty is to provide a
rigorous analysis of the attack advantage in the setting of PRIs.

1.1.2 Our second construction: “mirrored” Naor-Reingold

By the above positive result, using the Feistel-SF scheme, it is sufficient and
necessary to use 4 PRF-calls per input. To further reduce the number of calls,
it is natural to consider the Naor-Reingold construction [30], which is the most
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efficient known approach to build a secure SPRP. In detail, the Naor-Reingold
construction

NRF[KPJ,Kl,KQ,KP’Q}(X) = P(Kpg,@g‘[Kl,KQ](P(KPJ,X))) (1)

is built by sandwiching two universal permutations P, ,, Pxp, : {0,1}*" —
{0,1}2" (we refer to Sect. 4 for its definition) with a 2-round Feistel network
@5 [K1, K3]. This may be viewed as a generalization of the Feistel network.

Naor and Reingold [30] proved CCA security for NRF [Kp1, K1, Ko, Kpp]
using independent keys Kp 1, Kp2 & Kp and K1, Ky & K, and Soni and Tes-
saro [42] strengthens the result by partially revealing secrets Kp1, Kp2, K1, Ko
to the adversary. To have an involution, we consider a “mirrored” variant of
the Naor-Reingold defined as

NRF[KPaKaKvKP](X) = Pil(KP7@§[KaK](P(KP7X))) (2)

I.e., it uses the same key in the two Feistel permutations and the same universal
permutation P (and its inverse) at the beginning and end. See Fig. 2 (right)
for illustration. We show that NRF[KP,K, K, Kp| instantiates a PRI up to
27/2 adversarial queries (when P is good enough), yielding a PRI construction
with complexity comparable with the best known SPRP constructions.

1.2 Discussion

Our constructions @f[K, K,K,K] and NR[Kp, K, K, Kp] provide inverse-
free constructions for PRIs (which are the first, to our knowledge). For this,
note that the right-universal permutation P can be instantiated using a Feistel
round and a universal hash function H : Kp x {0,1}" — {0,1}". Namely,
setting P(Kp, X) = left,, (X)||(right,,(X) ® H(Kp, left, (X))) suffices. In this
case, P itself is an involution, and NRF[KP,K, K, Kp| remains inverse-free
despite invoking P~1.

In addition, the round complexity of @f [K, K, K, K] matches the rounds
needed for a normal Feistel to be SPRP secure. In this sense, it means the
complezity of PRIs may be comparable with SPRPs.

PRIs could find several applications. For example, to improve side-channel
security of blockcipher-based authenticated encryption modes, Berti et al. [§]
proposed a variant of the Hash-then-SPRP MAC scheme t = Ex (H(m)) that
invokes the blockcipher inverse E~! in verification to avoid leaking critical
information. Unfortunately, this inverse E—! is typically an inefficient side-
channel (and fault) protected module in such designs [8,6,5,7,39]. Meanwhile,
this use of inverse E~! seems unavoidable under certain assumptions [5], and
it thus seems crucial to reduce the cost of implementing the protected E~!.

PRIs could be helpful in this setting. Though, it is insufficient to simply
replace the SPRP with a PRI: the plain Hash-then-PRI ¢t = Ix(H(m)) is
insecure. The adversary picks distinct messages m,m’ and computes h <
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H(m). Tt then queries LVrfy(m/, h) to obtain I;'(h) = u from the leakage.
Since I is an involution, this also means Ik (h) = u, and the adversary outputs
(m,u) as a valid forgery.

In this respect, Nandi [27] has proved that masking a PRI with another
key, i.e., Fk, i,(z) = Ik, (K1 ®x), yields an SPRP. Thus, the leakage-resilient
MAC can be instantiated with t = Ek, g, (H(m)). In this case, the construc-
tion Fk, k,(z) = Ik,(K1 ® ) needs additional side-channel protections to
avoid leaking K7 and K3 @ z. Though, since the XOR is linear, the added
computations are minor.

Another potential application is to construct low-latency SPRPs (i.e., block-
ciphers or enciphering schemes). Concretely, low-latency scenarios such as disk
and memory encryption may enforce using (very heavy) fully unrolled hard-
ware implementations of the SPRP [9,2,10,3]. It is highly desirable to “recy-
cle” the enciphering circuit for deciphering. To this end, new structures admit-
ting special properties such as the a-reflection [9] have been introduced. The
masked PRI construction of Nandi [27] provides another potential approach.

1.3 Organization

Sect. 2 provides notations and definitions. Then, Sect. 3 discusses insecurity
of 3-round §3F [K, K, K] and PRI security of 4-round @f [K, K, K, K], while
Sect. 4 proves PRI security of the “mirrored” Naor-Reingold construction
NRF [P, K, K, P~1]. We finally conclude in Sect. 5.

2 Preliminaries

Notation. In all the following, we fix an integer n > 1, and denote by F(n,n)
the set of all functions from {0,1}"™ to {0, 1}". For any positive integer m, we
denote by P(m) the set of all permutations on {0, 1}™. For integers 1 < ¢ < m,
we write (m)p =m(m —{£)---(m —£+1) and (m)o = 1 by convention. When
two sets A and B are disjoint, we denote AL B their (disjoint) union. Given an
m-bit string « and a < n, denote by left,(x) (resp., right,(z)) the a leftmost
(resp., rightmost) a bits of x.

Involution. The identity map on {0, 1} will be denoted ¢. An involution o €
P(m) is a permutation such that o o 0 = . Let Z(m) denote the set of all
involutions in P(m) and let Zo(m) denote the set of involutions without any
fixed point. Also, let T5(2™) = |Zp(m)| and T'(2™) = |Z(m)|. If an involution
on {0,1}™ has no fixed point, then we would have a perfect matching on
{0,1}™. The number of all possible perfect matchings on {0, 1} is
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and hence

To(2m — 2) 1

To(2m)  2m—1 @

For T(2™), we will use the following recursion formula [13].
1 T2™ -1) 1
< < .
NS AT T

We need to study the interaction between a distinguisher D! and an involu-
tion oracle I € Z(m) (that instantiates either a PRI construction or a random
involution). Following [20], the transcript of the already issued queries and
responses should be Q; = ({X1,Y1},{X2,Y2},...), where the X,’s are pair-
wise distinct m-bit strings and the Y;’s are pairwise distinct m-bit strings, and
where {X,Y} € Q; implies I(X) = Y or equivalently I(Y") = X. Given such a
transcript Q@ and an involution I € Z(m), we say that I extends Qy, denoted
I Qi I(X)=Y forall {X,Y} € Q.

With the above, we can prove a lemma about the distribution of the “next”
response of a random involution I. The proof is somewhat straightforward, but
it may be of value to make this lemma explicit.

In detail, consider the interaction between D and a random involution I,
and let Q; = ({Xl,Yl},{Xg,Yg}, ey {Xg,l,Yg,l}) be the transcript of the
already issued queries and their responses. Then, the probability to obtain
Yy for the next query I(Xy), X, ¢ {X1,..., X¢—1,Y1, ..., Yo_1}, equals Pr[I &
Z(m) : I(Xy) =Y, | I+ Q;]. We have bounds as follows.

(5)

Lemma 1 For any transcript Qp = ({Xl,Yl},{Xg,YQ}, ...,{Xg,l,Yg,l}) of
an involution and any X, € {0,1}™\{X1, ..., X¢—1,Y1, ..., Yo_1}, we have con-
clusions as follows.

(i) If 1< Z(m) is sampled from all m-bit involutions, then

1 $
VY < PrjI &1 CI(X,) =X, | TF
e r[I & Z(m) : 1(Xe) = Xo | TF Q]
S%, and
2m — (20— 2)
1 1

<PrI&Im): (X)) =Y, |IF
Qm_(g_1)+1x\/m+l— [T Z(m) : I(X,) = Ye | I+ Q]

< ! X !
T2m—(20-2)  J2m—(20-1)
for any Yy ¢ {X1, ..., Xp—1, X, Y1, Yoo b
(ii) If T <& To(m) is sampled from all m-bit involutions without fized points,
then

(6)

1

Pr[I@Io(m):I(Xe)ZYé|I'_QI] :m (M)

fOT’ any YYZ ¢ {X17 "'7XZ717X57Y17 "'71/271}'

Proof We address the two cases in turn.
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The case of T <& T(m). Let N; be the number of involutions I € Z(m) with
I'+Q; and Ny be the number of I € Z(m) with I + Q; U {{X,,Y;}}. It then

holds

Pr[TF Q U {{XeYe}}] @iy

PrI & Z(m)  I(X,) =Y, [ I+ Q] = PrfiF O] =
[Z(m)]
N

N,

To calculate N7, we assume that the number of “fixed points” in Qy, i.e.,
{X,Y} € Q; with X =Y, is w. This means {X1,Y7, X2,Y2, ..., Xy_1,Ys_1}
has 2(¢ — 1) — w distinct elements. It then holds

Ny =T2™ — (20 -2 —w)).
On the other hand, N> depends on the value of Y;. When Y, = X, we have

Ny =T(2™ — (20— 1 - w)),
PrI[I(Xe) =X, [TF Ql] = ;gz : gﬁ:;:iig

Using Eq. (5) and 0 < w < ¢ — 1, we reach

1 1
<Pry[I(Xe) = X/ | TF Q)] € ——o.

V2r—(—1)+1 2m — (20 — 2)

On the other hand, for any Yy ¢ {Xy,..., Xp—1, X, Y1,...,Ys_1} we have
Ny =T(2™ — (2¢ — w)), and further

Pri[I(X,) =Y, |IF Q] = ngm ;ff;f)i))

(2m —(
TE™ — (2—1—-w)  TE™— (20 —w))
(2m —(

TE" —(20—2-w) TE"—20—1-w)

Using Eq. (5) and 0 < w < ¢ — 1, we reach

1 1
Pry[I(X,) =Y, [T+ Q] < V2 — (20— 2) X \/2m—(2€—1)7
1

1
Pri[I(X,) = Y; |1+ Q] > :
ri[I(Xe) = Y7 | QI]—\/mHX\/WH
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The case of I <~ Ty(m). Let N3 be the number of involutions I € Zo(m) with
I'+ Q; and Ny be the number of I € Zy(m) with I = QU {{X,, Yy} }. It then
holds

Ny

TZo(m)] N,
Pr[I < To(m) : I(X,) = Yp | TF ;] = ol = F;
[Zo(m))]

In this case, Q; cannot contain fixed points. Therefore, N3 = T'(2™ — (2¢ —
2)), and Ny = T(2™ — 2¢) for any Yy ¢ {X1,..., X¢p—1,X¢, Y1,...,Y,_1}. Using
Eq. (5), we reach

T(2m — 20) 1

Pr[I&Io(m) I(Xe) =Y [IF QI} = T(2m — (20— 2)) T om _ (20—-1)°

These complete the proofs. a

Pseudorandom functions (PRFs) and involutions (PRIs). Consider a keyed
function F': K x {0,1}" — {0,1}", and denote Fi(X) for F(K, X). A (¢,t)-
adversary against F' is an algorithm D with oracle access to a function from
{0,1}™ — {0, 1}", making at most ¢ oracle queries, running in time at most ¢,
and outputting a single bit. The advantage of D in breaking the PRF-security
of F' is defined as

AdviF (D) = |[Pr [K 5 K : DP* =1] — Pr [F < F(n,n) : D¥ =1]|
For simplicity, define

AdvPRF(g,t) := max AdvPRE (D),

where the maximum is taken over all (g, t)-adversary D.

Similarly, consider a keyed involution I : I x {0,1}" — {0,1}™, and
consider a (g, t)-adversary D with oracle access to a involution I : {0,1}™ —
{0,1}™. Since I;(I = Ik, access to the “forward” oracle [ is equivalent with
access to both I and I~!. This also means it does not make sense to build
“CPA secure” pseudorandom involutions. The advantage of D in breaking the
PRI-security of I is defined as

Adv¥(D) = [Pr[K 5 KC: D' =1] = Pr [T 4= Z(m) : D' = 1]|

We also define
AdviRl(q,t) := max AdviRY(D)

for simplicity, where the maximum is taken over all (g, t)-adversary D.
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The H-coefficient technique. We use Patarin’s H-coefficient technique [33] to
prove our results. We provide a quick overview of its main ingredients here.
Our presentation borrows heavily from that of [11]. Fix a distinguisher D that
makes at most g queries to its oracles. As in the security definition presented
above, D’s aim is to distinguish between two worlds: a “real world” and an
“ideal world”. Assume w.l.o.g. that D is deterministic. The execution of D
defines a transcript that includes the sequence of queries and answers received
from its oracles; D’s output is a deterministic function of its transcript. Thus,
if Tye, Tiq denote the probability distributions on transcripts induced by the
real and ideal worlds, respectively, then D’s distinguishing advantage is upper
bounded by the statistical distance

AT Toa) 1= 5 3 [PrlTie = @)~ PafTi = @ (8)
Q

where the sum is taken over all possible transcripts Q.

Let T denote the set of all attainable transcripts, i.e., Pr[Tiq = Q] > 0 for
all @ € T. We look for a partition of 7 into two sets Tgooq and Tpeq of “good”
and “bad” transcripts, respectively, along with a constant €; € [0, 1) such that

Pr [Tre = Q]
€ Tgood — — = > 1— €. 9
Q & Taood Pr[Tiq = Q] “ ©)
It is then possible to show (see [11] for details) that
A(TrmT‘id) S €1 + Pr [CZ-‘ld S %ad] (10)

is an upper bound on the distinguisher’s advantage.

3 Pseudorandom Involution from Feistel-SF

Recall from the Introduction that the Feistel-SF (without final swap) is defined
as
7, [K,K, ..., K|(L|R) := swap o Wk o ..o WE o WE(L|R),  (11)
t compositions
where F: K x {0,1}" — {0,1}" is a keyed function, ¥ (A|B) := B||(A &
Fk,(B)) is the (1-round) Feistel permutation and swap(A|B) := B||A is the
swap. We refer to Fig. 2 (left) for a 4-round version. Our proof will also rely
on an idealized Feistel-SF construction, which has
[F,F,...,F|(L|R) := swapo ¥F o ... o UF o UF(L||R), (12)

t compositions

for a truly random function F : {0,1}" — {0,1}" and an idealized Feistel
permutation W¥ (A|B) := BJ||(A ® F(B)).

We first describe the attack breaking the PRI security of 3 rounds in Sect.
3.1. Then, in Sect. 3.2, we show that the 4-round scheme ¥} [K, K, K, K] is a
PRI up to 2™/2 adversarial queries.
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Lﬂb\ /X S—T
R ’
T
L// X/ S//
R T r_rerar
L///

Fig. 3: Chains of values involved in our attack against 3-round Feistel-SF. The
numbers 1 and 3 indicate if the chain appears in step 1 or 3.

3.1 3 Rounds do not yield PRIs

Instead of considering the 3-round Feistel-SF @5[1{ , K, K], we consider its
random function-based variant. In addition, we consider ¥ [F1, Fy, Fy]: if this
can be distinguished then ¥3[F,F,F] can be distinguished as well.

It is well known that 3-round Feistel W3[F,Fq,F3] suffers from CCA
attacks: see e.g. [25, Sect. 2.5.3]. Since the forward and inverse oracle of
U3[Fy, Fy, Fy] are identical, the CCA attack on W3[F;,Fy, F3] can be trans-
formed to a CPA attack on W3[F;, Fa, F1]. In detail, consider a distinguisher
D! interacting with a 2n-bit involution I that is either ¥3[F;,Fo,Fy] or a
random involution I. D' proceeds as follows.

1. D' chooses L, L', R € {0,1}" with L # L', and queries I(L||R) — TS and

(L|R) > T'|IS';

2. If 8’ = S or S’ = R then D' outputs 1.2 Otherwise, D' proceeds into Step

3.

3. D'sets 7" <~ T' ® L @ L' and queries 1(T"||S") — L"||R";
4. D' outputs 1 if and only if R = 5’ © S @ R.
We refer to Fig. 3 for the chains of values involved in the attack.

We first show that D! always outputs 1 when I is W3[F;, Fo, F1]. For this,
let X =L@ F(R) and X' = L' ® F1(R). It then holds F3(X) = R¢ S and
F3(X') = R® S’. Meanwhile, it holds X & X’ = L @ L’. Then, let X"
T"&F1(S"). It then holds X" = T" @ F(S") = (I'® L& L) & (X' &T') =
(as shown in Fig. 3), which further implies R = S’ @Fo(X") = 5’ @ Fa(X)
S"@® R® S. This means when I is W3[F;,Fo, F;], D! always outputs 1 at step
2 or 4.

On the other hand, when I is a random involution I < Z(2n), we identify
two events in the interaction:

— Event (B-1) occurs, if D finds S" =S or 8" = R at step 2;
— Event (B-2) occurs, if D finds R” = S' & S @ R at step 4.

Clearly,

Il

Pr[D" outputs 1] < Pr[(B-1)] + Pr[(B-2) | =(B-1)]

2 The condition of S’ = R may not be necessary, but it simplifies the analysis of attack
advantage by excluding the possibilities of L||R or L’||R being fixed points of I.
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We now consider their probabilities. For (B-1), define
S == {Y € {0,1}*" : right,,(Y') = S or right,, (Y) = R}.
Clearly, |S1] < 2 x 2™. By this and using Eq. (6), we reach

Pr[I < Z(2n): (B-1)]

1< Z(2n):I(L'R) € S |1+ ({LR,TS})]

1< Z(2n) :I(L'R) = L'R| I ({LR,TS})]

Pr[I & Z(2n) : I(L'R) € SI\{L'R} | I+ ({LR,TS})]
- L 2ntl 1 .3

T V22 -2 220 2 x /220 —3 T /220 2

The last inequality follows from 27! — 1 < /227 — 3 as long as n > 2.
The analysis for (B-3) is similar: define

IN

Pr
< Pr
+

Sy :={X €{0,1}*" : right, (X) = S’ @ S ® R}.

Clearly, |Sz| < 2™. Conditioned on that (B-1) did not occur, the query I(T"||S")
in step 3 is new. By these and using Eq. (6), we reach

Pr[I < Z(2n) : (B-2)]
< Pr[I<&Z(2n) T”HS’) €S |1+ ({LR, TS}, {L'R,T'S"})]
<Pr[I&Z(2n) LTS =T"|1S" |1+ ({LR,TS},{L'R,T'S"})]
+

Pr[I & Z(2n) : IT”||S") € S\(T"]IS'} | T ({LR. TS} {L'R.T'S'})]

1 n 2" —1 < 3
- \/22n —4 \/2271 4 x \/22n —5 " \/2271 —4

The last inequality follows from 2" —1 < /22" — 5 as long as n > 2. Therefore,

3 . 38 __ 6
V222 \2in g T 2 4]

and the distinguishing advantage of D is at least 1 — 6/v/22" — 4 ~ 1.

Pr [D outputs 1]

3.2 PRI from 4 Rounds

The positive result is formally stated as follows.

Theorem 1 (PRI from ¥,) The following holds for the 4-round Feistel-SF
scheme @f[K, K, K, K|:

6q> + 2v/2¢°/

- (13)

Advg'j’[K KK K]( t) < Advi® (4g,t + O(q)) +
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We devote to prove Theorem 1 in the remaining of this subsection. As the

first step, we modify the construction @f [K, K, K, K] and replace the PRF
Fk with a true random function F : {0,1}™ — {0,1}"™. This yields a random
function-based construction ¥,4[F, F, F, F|. By a standard hybrid argument, it
holds

Adv%%R[lK,K,K,K] (a:1) < AdVS@Z?PL,F,F,F](Q) +Adv (4g,t+0(q))  (14)

Our main analysis, which uses the H-coefficient method, focuses on the ide-
alized construction ¥4 [F, F, F, F]. For this, we follow Sect. 2 (or [20]) and write
Q1 = ({L1R1, 151}, {L2R2, T252}, ..., {LqRy, TySq}) for the transcript of ad-
versarial queries and responses, where {LR, TS} € Q; implies I(LR) =TS or
equivalently I(T'S) = LR. This means any two distinct records {L;R;, T;S;},
{LjRj,Tij} S Q[ have both Lsz 75 LjRj and LZR,L 7& T}Sj WlOg we
assume that D never asks such “redundant” queries, which yields |Q;| = g¢.
We also assume that the number of “fixed points” in Qy, i.e., {LR,TS} € Q;
with LR =TS, is w.

For W,[F,F,F,F], we will not use bad transcripts. Instead, we simply fix
an arbitrary attainable transcript Q. Since Q; contains exactly w fixed points,
the ideal world probability is

T(2%" — 2q + w)

Pr[Tia = Qi) = Prll & Z(2n): 1+ Q) = =

(15)

We now lower bound the probability
PI‘[’T1re = Q]] = PI‘[@ZL[F,F, F,F} F QI]

To this end, we follow [14] and define a “bad” predicate Bad(F) on F, such
that the event W4[F,F,F,F| - Q; is equivalent with the round function F
satisfying 2¢ — w distinct equations, as long as Bad(F') is not fulfilled. The
probability to have these equations is 1/ 2(2a=w)n which is sufficiently close to
T (2% —2g + w)/T(2?"). Meanwhile, using the randomness of F, upper bound
of the probability Prg[Bad(F)| could be derived. These enable lower bounding

Pr[Ti. = Q;]/Pr[Tia = Qi].
3.2.1 Bad predicate Bad(F)
For any F € F(n,n), the predicate Bad(F) holds, if one of the following

conditions is fulfilled:

— (B-1) There exist distinct records {L;R;,T;S;},{L;R;,T;S;} € Qr such
that:
R;) =L; & F(Ry), or

) Li ® F( j
— (B-12) T, @ F(S;) = Tj ® F(S;), or
— (B-14) L; ® F(R;) = T; ® F(S;).
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— (B—Q) There exists {LZR“TZSZ} € Qy such that L; R; # T;S;, though L; ®
F(R;) =T; ® F(S;);

— (B-3) There exist records {L;R;,T;S;},{L;R;,T;S;} € Qr (which are not
necessarily distinct) such that either L; ®F(R;) € {R;,S;} or T, ®F(S;) €
{R;,5;}-

First, consider any distinct records {L;R;,T;S;},{L;R;,T;S;} € Qr. As
remarked in Sect. 2, it holds both L;R; # L;R; and L;R; # T;S;: otherwise
the two records are not distinct. Therefore,

- if RZ = Rj then LZ 7§ Lj and Li S5 F(RZ) 7£ Lj S F(R]),
- Otherwise, since F(R;) and F(R;) are uniform and independent, the prob-
ability to have L; ® F(R;) = L; ® F(R;) is 5

S+
Thus, the probability to have L; & F(R;) = L; @ F(R;) is at most 1/2".
Similarly, the probability to have T; & F(S;) = T; & F(S;) is at most 1/2™.

Regarding L; & F(R;) versus T; & F(S;), if R; = S; then again L; # T
since L; R; # Tij, and L; @F(Rz) #* T} EBF(S]) Otherwise, F(RZ) and F(Sj)
become uniform and independent again. The probability to have L; ®F(R;) =
T; @ F(5;) is thus at most 1/2™ as well. Similarly, the probability to have
L ®F(R;) =T, ® F(S;) is at most 1/2". Summing over the subconditions
and the (g) pairs of distinct records yields

Pr[(B-1)] < ;in x (g) < w. (16)

The analysis of (B-2) is similar: for every {L;R;,T;S;} € Q; with L;R; #
otherwise, F(R;) and F(S;) are uniform and independent, and the probability
to have L; ® F(R;) = T; ® F(S;) is 1/2™. Summing over the at most ¢ records
yields Pr[(B-2)] < ¢/2".

Finally, for (B-3), consider any two records {L;R;,T;S;},{L;R;,T;S;} €
Qr (which may be the same). Since both F(R;) and F(S;) are uniform, the
probability to have L; ® F(R;) € {R;,S;} or T; ® F(S;) € {R;,S;} is clearly
4/2™. Summing over the ¢? pairs of records yields Pr[(B-?))] < 4¢*/2". Thus,

_ 2 2
Pr[F & F(n,n) : Bad(F)] < 2441 ¢ Ao 60

3.2.2 Further expanding
For any F € F(n,n), we define an “extended transcript” as
QOUt(F) = { (R» F(R))7 (Sv F(S)) }{LR,TS}EQI’
We further define 7°“ as the set of all such extended transcripts, i.e.,

Tout — {Qout (F)}Fe}'(n’n)’
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and a set of “good” extended transcripts based on functions that do not fulfill
the bad predicate Bad(F), i.e.,

out __ out
7—good - {Q (]:—")}FE]:(n,n)7 —Bad(F)"

With these, it holds

Pr[T;. = Q;] = Pr[F <~ F(n,n) : Wy[F,F,F,F| - Q]

Z Prg[F - Q° AW, [F,F,F,F| F Q]
Qoute’]‘out

Z Prp[F - Q° AUL[F,F.F,F|F Q;].  (18)
Qoute",’out

good

Y

We will prove

1

Pre[Za[F,F,F.F] - O |F I Q™ = oo

(19)

for any “good” extended transcript Q°**, with which Eq. (18) further implies

Pr[Tie = Q] > > Prp[FF Q® AUL[F,F,F,F]+ Q]

out cTout
QovteT 20y

1 t
> J@a—oym X PrE [F F Qout]
Qout efrgoott)td
1 1

= Smroy X Pre[Bad(F)] >~ (1= Pre[Bad®)]).  (20)

Y

Probability for good functions. We now prove that any “good” extended tran-
script Q0¥ ¢ ’7;;”” has

ood
N7 ou 1
Prp [U4[F,F,F,F]+ Q; | F - Q°*] = SEron (21)
For this, we list the records in Q; as
{LthTlSl}v "'a{LthquSq}a (22)

such that L;R; = T;S; (to wit, being a “fixed point”) if and only if 1 <14 < w.
Given F F Q°¥! in arbitrary, let X; = L; ® F(R;) and Y; = T; @ F(S;) for
all {L;R;,T;S;} € Qr. Actually, the values X1,Y1, ..., X, Y, are fixed by the
records in Q°“. Since Q°“ € g%%il, X1,Y1, ..., Xg, Yy satisfy certain properties
that will be elaborated.
It can be seen that for each {L;R;,T;S;} € Qr with L;R; = T;S;, it holds
X; =Y;, and

Pr[0y[F,F.F,F|(L;R;) = T;S;| = Pr[F(X;) = R, @ Y; AF(Y;) = X; & 5]
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On the other hand, for each {L;R;,T;S;} € Q; with L;R; # T;S;, it holds
X; # Y;: otherwise, the condition (B-2) is fulfilled and Q°“' cannot be in

out
good:- Thus

By these and following the order fixed in Eq. (22), we reach
Pr[F < F(n,n) : U4|F,F,F,F|F Qr | F  Q°%]

:( H PrF[F(Xi):Ri@Xi|F|—Q°“f/\F(XJ-):RjeBXJ-,j:l,...,z‘—l})

i=1,..., w

x( Il PrFX)=ReYiAFY)=X;0S5
|[IFFQ™AF(X;)=R;j®Xj, j=1,...,w
/\F(Xj)ZRJ‘@X/j/\F(X/j):Xj@Sj, j=w+1,~.-,z’71}). (23)

Conditioned on the event F = Q° for Q°** € T2, the 2¢ — w induced

F-inputs X1, ..., X, Xo41, Yot1, ..., Xg, Yy appeared in Eq. (23) are distinct:
(i) Xi,...,X, are distinct, otherwise (B-11) happens and Q°“! cannot be in

(i) Yot1,..., Yy are distinct, otherwise (B-12) happens and Q°“! cannot be in
out .
good)?

(iii) For any ¢ € {1,...,q} and j € {w+ 1,q}, i # j, X; and Y are distinct,
otherwise either (B-13) happens or (B-14) happens;
(iv) For any ¢ € {w+1,...,q}, X; and Y; are distinct, otherwise (B-2) happens
(since L;R; #T;S; for all i € {w+1,...,q}.
Conditioned on F - Q%% the 2¢—w entries F(X), ..., F(X,), F(Yot1), ..., F(Yy)
remains fresh and uniformly distributed, since the condition F - Q°%! only

fixes the entries F(R1), F(S1), ..., F(Rq), F(S,) which do not overlap with F(X,), ...

by —(B-3). Therefore, we have Eq. (23)= 1/224-«)n,
3.2.83 Concluding

Gathering Egs. (15), (17) and (18) yields

Pr[Te = Q] _ y (217L>Qq“/T(22;(—2225)+ w)

Pr[Tia= Q] ~
w2y
I 2”><T(22"—€—1)>

vV

%
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When ¢ < 2¢ < 227 it can be proven

V22n — 2 > 2" — \/2q,

2q—1
6q 2" —V2q
(-5)-(I1*5

2 9 P 2 2 23/2
(1_661)X(1_wq)2 | 6% +2v2¢°7

which yields

%

Y

2n 2n 2n

)

By this and by Eq. (9) and (10), we have AdV%ZI[F,F,F,F} (9) < M
which plus Eq. (14) yield Eq. (13).

4 Pseudorandom Involution from Naor-Reingold

This section proves PRI security for NREF [Kp, K, K, Kp], the “mirrored” vari-
ant of the Naor-Reingold construction [30]. Recall from the Introduction that
this variant is defined as

NRF[Kp, K, K, Kp)(X) := P~ (Kp, W, [K, K| (P(Kp, X))),

where F : K x {0,1}" — {0,1}" is a PRF and P : Kp x {0,1}?" — {0,1}?" is
a e-right-universal permutation family on the 2n-bit strings (this notion was
due to [42]), meaning that

Pro s, lrght, (P(Kp, X)) =right, (P(Kp, X'))] <&

for all distinct X, X’ € {0,1}?". Candidates for P include pairwise-independent

permutations and 1-round Feistel built upon a pairwise independent hash func-

tion H : Kp x {0,1}" — {0,1}", i.e., P(Kp,(L,R)) = (R,H(Kp,R) & L).
Our second result focuses on the “mirrored” variant NRY [Kp,K, K, Kp].

Theorem 2 (PRI from NR) Let P be a e-right-universal permutation family
and F : K x {0,1}" — {0,1}" be a PRF. Then, for the “mirrored” Naor-
Reingold NR'[Kp, K, K, Kp|, it holds

2v/2¢%/?

2
AdVNRr e i i) (41) < AdVET (20,14 O(q)) + 22° + — (24)
Proof We also begin by replacing the PRF Fi with a random function F :

{0,1}™ — {0,1}" to yield the idealized Naor-Reingold NR[Kp,F,F, Kp|. It
also holds

AdVRRr i scp] (@1) < ADVET (2,1 + O(q))
+ AdvﬁEI[KP,F,F,KP] () (25)
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We thus focus on the idealized NR[Kp,F,F, Kp| and use the H-coefficient
method. For this, we follow Sect. 2 and write Q; = ({X1,Y1},..., {X4, Y,})
for the transcript of adversarial queries and responses. We also assume that D
never asks such “redundant” queries, i.e., |Q;| = ¢. Meanwhile, the number of
fixed points in Qy, i.e., {X,Y} € Qr with X =Y, is w.

We follow [11] and provide the distinguisher D, at the end of its interaction,
with the actual right-universal permutation key Kp when it is interacting
with NR[Kp,F,F, Kp], or with a dummy key Kp selected uniformly from Kp
when it is interacting with T < Z(2n). This is without loss of generality since
the distinguisher is free to ignore this additional information. Therefore, the
transcript is Q@ = (Qy, Kp).

Bad transcripts. An attainable transcript Q = (Qr, Kp) is bad, if one of the
following conditions is fulfilled:

— (C-1) There exist distinct records {X;,Y;},{X;,Y;} € Qr such that:

- (C—ll) rlghtn<P(Kp,X2)> = I’Ightn(P(I(p,)(i,))7 or

— (C-12) right,, (P(Kp,Y;)) = right,, (P(Kp,Y;)), or

— (C-13) right,, (P(Kp, X;)) = right,, (P(Kp,Y;)), or

— (C-14) right,, (P(Kp,Y;)) = right, (P(Kp, X;)).

— (C-2) There exists {X;,Y;} € Q; with X; #Y;, but right,, (P(Kp, X;)) =
right,, (P(Kp,Y)).

First, consider any two distinct records {X;,Y;},{X;,Y;} € Q. As per
our convention, it holds both X; # X; and X; # Y;. Therefore, due to the
e-right-universality of P, the probability to have one of the following four
equalities

— right,, (P(Kp, X;)) = right,, (P(Kp, X;)),

- rightn(P(Kp,Yi )) = right,, ( (Kp,Y; ),

— right,, (P(Kp, X;)) = right,, (P(Kp,Y;)), and
fight. (P(Kp.,Y,)) = right, (P(K p, X))

is at most 4e. Summing over the subconditions and the (g) pairs of distinct
records yields

Pr[(C-1)] < 4e x <g) < 2eq(q—1). (26)

Regarding (C-2), for every {X,,Y;} € Q; with X; #Y;, the probability to
have right,, (P(Kp, X;)) = right,,(P(Kp,Y;)) is €. Thus Pr[(C-2)] < eq. Thus,

Pr[Ti € Toad) < 2eq(q —1) +£q < 2e¢”. (27)

Probabilities of good transcripts. Fix a good transcript @ = (Qr, Kp). Since
Q7 contains w fixed points, the ideal world probability is bounded by

Pr[Tiq = Q] = Pr[K}p & Kp: Kp = Kp] x Pr[I & Z(20) : T+ Q). (28)
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We now lower bound the probability
Pr[T.e = Q] = Pr[K}) < Kp : Kp = Kp]
x Pr[F <= F(n,n) : NR[Kp,F,F,Kp| - Qy].
Let’s list the records in Q; as
{X1, 1}, { X, Y ) (29)

such that X; =Y; if and only if 1 <i < w.

Given F € F(n,n) in arbitrary, let L;|R; = P(Kp,X;) and T;||S; =
P(Kp,Y;) for all {X;,Y;} € Q;. It can be seen that for each {X;,Y;} € Oy
with Xl = }/i; it holds Rl = Sz and Lz = ﬂ, and

Pr[NR[Kp,F,F,Kp|(X;) =Y;] = Pr[F(R;) = L; ® S; ANF(S;) = R; & T
On the other hand, for each {X;,Y;} € Q; with X; # Y, it holds R; # S;:
otherwise, the condition (C-2) is fulfilled and Q = (Qy, P) is not good. Thus

Pr[NR[Kp,F,F,Kp|(X;) =Y;| = Pr[F(R;) = L; ® S; ANF(S;) = R, ® T3].

By these and following the order fixed in Eq. (29), we reach

Pr[F & F(n,n) : NR[P,F,F, P~!| F Q]

= ( [I Prr[F(R)=Li®R: |F(R))=L; ®R;, j=1,...,i— 1])
1=1,..., w
X ( H Pr[F(R;))=L; ® S; AF(S;) =R; & T;
i=w+1,..., q
|F(Rj)) =Lj®R;, j=1,.,w

AF(R;)=L; ®S; AF(S;)=R; ®Tj, j=w+1,..,i— 1]). (30)

Since Q = (Qy, Kp) is good, the induced 2¢ —w F-inputs Ry, ..., Ry, Ruwt1,
Swt1s -, Ry, Sq appeared in Eq. (30) are distinct:
(i) Ri,..., Ry are distinct, otherwise (C-11) happens and Q is not good;
(ii) Sw+1,...,5¢ are distinct, otherwise (C-12) happens and Q is not good;
(iii) For any ¢ € {1,...,q} and j € {w+ 1,q}, i # j, R; and S; are distinct,
otherwise either (C-13) happens or (C-14) happens;
(iv) For any 7 € {w + 1, ¢}, R; and S; are distinct, otherwise (C-2) happens.

Therefore, we have Eq. (30)= 1/2(2¢=)" and further
Pr[T,. = Q]  Pr[F < F(n,n): NR[Kp,F,F,Kp|+ Q]

Pr[Tiq = Q] Pr[I < Z(2n) : 1F Q]
1\ T(2*") 292
> (3n)  remrs 2 e @)

where the inequality has been proven in Sect. 3.2. Gathering Eqs. (25), (27)
and (31) and using Eq. (9) and (10) yield Eq. (24). |
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5 Conclusion

We prove pseudorandom involution (PRIs) security for two Feistel variants
with function reusing: the 4-round Feistel @f [K, K, K, K] using a single key,
and the “mirrored” Naor-Reingold construction NRY [P, K, K, P~1]. To com-
plement, we also exhibit a simple attack breaking the PRIs security of 3-round
Feistel W3. Besides characterizing cryptographic strength of the two Feistel
variants, this also exhibits the first PRF-to-PRI transformations.

An intriguing direction is to design pseudorandom involution “from the
scratch”, i.e., “involutory blockciphers”. Regarding provable security, it is nat-
ural to ask if the “mirrored” 5- and 6-round Feistel, i.e., @5 (K1, Ko, K3, K, K],
@5 [K1, Ko, K3, K3, Ko, K1) and their further simplifications, yield PRIs with
beyond-birthday security. In addition, unlike a PRP, a PRI cannot instantiate
a PRF. It thus remains open to construct PRFs from PRIs directly, as shown
in Fig. 1. In particular, would XOR of PRIs and truncated PRIs yield PRFs?
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