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Abstract. In this work, we revisit the Hosoyamada-Iwata (HI) proof for
the quantum CPA security of the 4-round Luby-Rackoff construction and
identify a gap that appears to undermine the security proof. We empha-
size that this is not an attack, and the construction may still achieve the
claimed security level. However, this gap raises concerns about the feasi-
bility of establishing a formal security proof for the 4-round Luby-Rackoff
construction. In fact, the issue persists even if the number of rounds is
increased arbitrarily. On a positive note, we restore the security of the
4-round Luby-Rackoff construction in the non-adaptive setting, achiev-
ing security up to on/6 superposition queries. Furthermore, we establish
the quantum CPA security of the 4-round MistyR and 5-round MistyL
constructions, up to 2°/° and 2*/7 superposition queries, respectively,
where n denotes the size of the underlying permutation.

Keywords: quantum security, compressed oracle, recording standard
oracle with errors, Luby-Rackoff, Misty

1 Introduction

Quantum Security. In symmetric cryptography, it is generally admitted that a
doubling of the key length would be sufficient to deter the threat of quantum
computers. Indeed, this corresponds to the lowered cost of exhaustive search
from Grover’s algorithm. However, in recent years a plethora of results (see for
instance (7,8,9,10,11,19,25,27,28,29,30]) have shown that this view is too sim-
plistic, and that more efficient distinguishers can be created. This highlights
the need to study whether existing security proofs for generic constructions and
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modes of operation can be extended to the quantum setting, which has received
a considerable focus in a series of recent works [4,6,15,22,23,24,26,42,43,5].

Pseudorandom Functions and Permutations. Classically, most of the well-known
symmetric cryptographic algorithms are constructed as a mode of operation
over fixed length primitives that are instantiated with either a pseudorandom?
permutation (PRP) or function (PRF).

Some well-known examples of generic PRP constructions include the Luby-
Rackoff cipher [32], Lai-Massey [31] and the generic Misty ciphers [34,36]. Of
these the former two constructions can be instantiated by any primitive (func-
tion or permutation), while the latter solely works with permutations. In general,
PRP-based constructions are preferred as they can be directly instantiated with
well-analyzed block ciphers. On the other hand, PRF based constructions are
usually easier to analyze in security proofs. Indeed, many security proofs involve
the boilerplate switching lemma [3,41]: replace PRP calls with PRF calls with
a factor of O(¢?/2") per call, where ¢ and n denote the number of queries and
output size, respectively. Thus, all of the above mentioned constructions are clas-
sically secure birthday-bound PRFs. On the other hand more recent efforts have
focused on building beyond-the-birthday-bound secure PRP-to-PRF construc-
tions, starting with the well-known sum of permutations [2,20] and the trun-
cation of permutation [20] to the more recent encrypted Davis-Meyer [14] and
its dual [35]. The analysis of these PRP and PRF constructions lead to a great
advancement in the provable security research, mushrooming several new proof
techniques such as the H-coefficient technique [39,21], mirror theory [38,40,13]
the x2-technique [16], and the recent use of Fourier analysis [17] to prove the
exact security of sum of permutations.

The Compressed Oracle. In the quantum setting, however, the research on the
security of these well-known constructions is still in the rudimentary stage. While
there are some generic attacks on Luby-Rackoff [29,22] and Misty [18], on the
security proofs front the results are still far from tight even in the birthday-
bound? regime. Having said that, the situation has changed in recent years,
largely due to Zhandry’s compressed oracle technique [43] — an elegant way to
lazy sample a random function. Indeed most recent security proofs [22,23,24,5]
in symmetric cryptography relied on the compressed oracle [43] and its variants
respectively introduced by Hosoyamada and Iwata [22] and Chung et al. [12].

When proving the indistinguishability of a construction C based on PRFs
from a true random function, the proof typically follows these steps:

— Model the random function as a construction with a structure similar to C,
but with some of the inputs augmented with adversarial queries to ensure
the uniqueness of inputs, thereby guaranteeing the uniformity of outputs.

! the fixed-length permutation /function is keyed, efficiently computable, and indis-
tinguishable from a uniform random permutation/function.

2 Note that, in the quantum setting birthday-bound refers to the cube-root of the
output size.
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— Identify "bad events" that occur when the output of intermediate function
calls leads to input collisions in subsequent calls.

— Upper-bound the probability of such bad events occurring.

— Establish a one-to-one mapping between intermediate values in both con-
structions, assuming no bad event has occurred.

It is important to note that ensuring these bad events are described only using
inputs and outputs recorded by the compressed oracle is critical to the proof. In
particular, certain information may be lost in this process, such as the specific
adversarial query or the relationship between input-output pairs belonging to
the same query.

1.1 Owur Contribution

Our contribution is three-fold. Firstly, we identify some critical issues in some
of the previous works in this direction. They relate to the aforementioned one-
to-one mapping: most notably, in the 4-round Luby-Rackoff security proof [22],
the authors cannot prevent bad collisions without relying on information that
is not present in the compressed oracle entries. We also spotted similar flaws
in [24,5,33].

Secondly, we propose a new security proof for the 4-round Luby-Rackoff
construction in the non-adaptive chosen plaintext attack setting: the adversary
has to prepare all of its queries in advance, and receive the corresponding outputs
at once. By using an artificial dummy database call on all the adversary’s inputs,
this allows us to mitigate the issue from [22], since now the database contains
all the necessary information to handle the bad events.

Finally, we prove the security of Misty schemes in the quantum setting using
the two-domain framework from [5]. In more details, we prove that the 4-round
MistyR (resp. 5-round Mistyl) construction is secure up to 2"/ (resp. 2"*/7) cho-
sen plaintext queries, where n denotes the size of the underlying permutation. We
note that, in both cases, this corresponds to the minimum number of rounds to
achieve an exponential bound in n, since period-finding attacks based on Simon’s
algorithm exist for the 3-round MistyR (resp. 4-round MistylL) constructions [18].

2 Quantum Computing

Throughout, we assume familiarity with the fundamentals of finite dimensional
linear algebra and Quantum computing. A comprehensive exposition on these
subjects is given in [37,1]. In this section, we introduce some notation we use later
in the paper; an introductory overview of the relevant notions is also available
in Appendix A.

2.1 General Notation

The set of all binary strings, including the empty string e, is denoted {0, 1}*.
For some z,y € {0,1}*, z|ly denotes the concatenation of x and y. For some
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positive integer m, [m] denotes the set {1,...,m}, and {0,1}"™ denotes the set
of all m-bit binary strings.

We use the standard Dirac notations. (-|-) denotes the inner product over
a k-dimensional Hilbert space H := C*, and |-| denotes the norm. Given an
orthonormal basis B of H, we sometimes write C[B] to emphasize the basis repre-
sentation of H. U(H) will denote the set of all unitaries on H. Tr(L) will denote
the trace of a linear operator L. Try, (L) will denote the partial trace on H; of
a linear operator L over the tensor product H; ® Ha. D(H) will denote the set
of all density operators of H. |L||; will denote the trace norm of L.

2.2 Quantum (Non-Adaptive) Oracle-Algorithms

In what follows, we define My, := C2", Hous := C2". Let Huyort: and Hgzaze be
two finite dimensional complex Hilbert spaces.

Any function f : {0,1}™ — {0,1}" can be realized by the unitary mapping
|z, y) to |z, y® f(x)) on Hin @ Hoye- Indeed, the oracle access to f, denoted Oy,
is represented by this standard unitary

Oylz,y) = |z,y ® f(2)),

on the space H;, ® Hout- To represent a stateful oracle, we simply bestow addi-
tional qubits to represent the oracle state. Formally, we define

Oylz,y,s) — |z, y + f(z),s),

on the product space Ho, = Hin @ Hout @ Hstate, Where {|z,y,s)} denotes
the computational basis of Ho,. The oracle state space Hsiate into Hap @ Haua,
where H g, denotes the internal state which is (possibly transient) and persistent
across queries, and H,q, denotes the state space of any ancillary qubits required
to compute the function itself. As ancillary qubits are always reset after each
query, it is convenient to focus solely on the former (the useful state) while
disregarding the latter (the ancillary qubits). Indeed, we often drop Hgu. from
the description and simply consider Hg4, as the oracle state space.

For any quantum oracle-algorithm A that makes ¢ black-box queries to a
(possibly stateful) oracle Oy, we define the interactive game A°f to be the
sequence of 2q + 1 unitaries: U;Oy ... U;0;Uj over the product space H ,o; =
Hin @ Hout @ Huwork @ Hstate, Wwhere it is implicitly understood that U;’s operate
on Ha = Hin @ Hout @ Huwork and Oy operates on Ho, .

We write A9/ [ps @ po,] = b to denote the event that the oracle-aided al-
gorithm A outputs b after making ¢ queries to oracle Oy, where A and Oy are
initialized in py € D(Ha) and po,; € D(Hstate), or jointly as p?47of = pA®po,.

Capturing Non-Adaptivity. For any oracle-algorithm A that makes ¢ non-adaptive

®
queries to Oy, we define the non-adaptive interactive game A®F" to be the uni-
tary U O}@QUO on the product space HE? @ HEL @ Huork @ Hatate Where it is

mn ut

implicitly understood that Of?q operates on Hod @ HEL x Htate, while Uy and
U, operates on Ho? @ HEL @ Hupork-

mn out
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Indeed the above formalism is analogous to the classical setting, where the
non-adaptive algorithm makes all ¢ queries, x = (x1,...,%,) € ({0,1}™)9, to-
gether and receives all ¢ responses, y = (y1,...,¥q) € ({0,1}")9, together from
the oracle. Analogously, in the quantum setting, we have

OF7|x,y,s) = [x,y + f(x),5),

where f(x) = (f(x1),..., f(xq4)) is simply the pointwise application of f on x.

2.3 Quantum Distinguishing Games

For any two quantum oracles I and R, we define the distinguishing advantage
of any quantum distinguisher® A by

Advfjﬁ(A) = |P1" (AI [094,1] =1)—Pr (AR[P%7R] = 1)‘ 5
where pf ; and p g denote the initial state of A" and AR, respectively.

The Computationally Unbounded Case. For any computationally-unbounded A,
it is well known that

is 1
Advig(4) < T, (P 1) = Tram,, (P r)ls

where P?A,o = A9ps 0 ACT is the state after ¢ queries to the oracle at-hand
O € {ILR}. In addition, without loss of generality, we can assume A to be
deterministic, and thus, define the initial state of A, pa = |[Ya)4| for some
fixed unit vector |14) € Ha.

The Quantum IND-CPA Game. Let F = {Fk : {0,1}™ — {0,1}"} kex be
a family of functions. The IND-qCPA advantage of some distinguisher A against
F' is defined as _

AdvEP(A) = AdvEy o, (A), (1)

where K is uniformly distributed over K, and f : {0,1}™ — {0,1}" is a uniform
random function.
For a non-adaptive distinguisher A, the non-adaptive IND-qCPA advantage
is defined analogously as:
AdvIP(A) := Adves (A), (2)

®q .n®aq
OFK,Of

3 Zhandry’s Compressed Oracle

In [43], Zhandry proposed an elegant solution to implement a restricted form of
lazy sampling for quantum random oracle, or simply a uniform random func-
tion f : {0,1}" — {0,1}". We will largely follow the Chung-Fehr-Hunag-
Liao (CFHL) intepretation [12] of the compressed oracle, and its refinement
by Bhaumik-Cogliati-Ethan-Jha (BCEJ) [5].

3 An oracle-algorithm with binary output.
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3.1 The Chung-Fehr-Huang-Liao Interpretation

Let Y denote {0,1}" and define Cy to be the computational basis of the n-
qubit space C2". Let JA) denote the dual group of ), consisting of all the group
homomorphisms 7(2) := (=1)¥ It is well-known that Y is isomorphic to y We
assume y to be an additive group with the group operation vtz =y X2
Naturally, 0 denotes the identity. For each 3 € 3} define

ZEJ} Zey

The set Fy := {|§)} is referred as the Fourier basis of C?", and the mapping
ly) — |y) is the well-known Hadamard transformation that maps the computa-
tional basis Cy to Fourier basis Fy. The reverse basis transformation from Fy to
Cy is given by

19 i= 57 2 20)) = 57z S (-1

ze)y zey

Next, let Z denote the set Y U {L} for a special symbol L; similarly Z will
denote Y U {_L}. We also choose a corresponding norm-1 vector | L) orthogonal
to C?", so that the span of both Cz := {|y) | y € Z} and Fz := {|§) | § €
2} is (C2n+1; we’ll call Cz and Fz the computational basis and Fourier basis
respectively of the extended space C2"+1.

Functions and Databases. Let X denote {0,1}™ for some arbitrary m, and let
F denote the set of m-bit-to-n-bit classical functions f : X — Y. The quantum
truth table of f is defined as

)= Qa)lf (@)

zeX

LetA]? denote the set of Fourier functions f: X — )AJ The quantum truth table
of f is defined similarly as

= Q) f(z)

zeX

For a subset S C X, a function f : S — Y will be called a partial function
from X to Y. A partial function f can be extended to a function df : ¥ — Z
by defining d(y) = L for all y € X\ S. We call dy the database representing
f, with L denoting the cells where f is not defined. (When f is a full function,
dy coincides with f.) The database will also be represented as a quantum truth

table
dg) = Q) |2)|d (x

zeX
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Similarly we define partial Fourier functions f: S — )7, databases d = X — Z
representing partial Fourier functions, and their quantum truth tables |df>'
When f and fare clear from context, we’ll find it convenient to drop the sub-
scripts and write dy and df simply as d and d respectively. We’'ll write D (resp.
D) to denote the set of all databases d : X —» Z (resp. all Fourier databases
d: X — 2) When convenient we will treat a database d as a relation on X x Y

and write (z,y) € d to denote d(z) = y; |d| will then denote the size of this
relation, i.e., the size of {z € X | d( ) €V}

For any functlon feF, let f € F be defined as the map  — f( ). Then

we have
= s (1) 3)
gEF
where f-gis defined as ), f(x)-g(x). Thub {/)| f € F}and {|f> | f 6.7:}

span the same space (1somorph1c to C2"° ) Similarly we can show that {|d) |

d € D} and {|d) | d € D} span the same space isomorphic to (C(TLH)QM; we call
this space the database space D.
Letting 0 denote the constant 0™ function and observing that 0- g = 0 for

any g € F, we have
~ 1
) = n2m /2 ZL‘J),
geF

the uniform superposition over all functions in F.

The Standard Oracle. The standard oracle is a stateful oracle with H4, = C[F].
Given a truth-table representation |f) of a function f € F, it acts on the adver-
sary registers |z)|y) and the truth-table registers |f) as

stOlz)|y) @ |f) = [2)ly ® f(2)) @ [f). (4)

It is obvious to see that stQ is perfectly indistinguishable with a uniform random
function, when the truth table register is initialized in |0).

If we first put the adversary’s response register and the truth-table register
in the Fourier basis, we have

~

stO|2)[7) @ | ) = |2)[7) @ | ] + dzy)4 (5)

where d4, is the function in F defined as

y when z =z,
Oay(2) = { .

0 otherwise,

and the operations @ in F and + in F are defined point-wise. We define the
operator Og on the truth-table register as

Oazﬂ‘f> = |]?+ Sxy>
Then we can write stO|z)|)) @ |f) = |2)|7) ® Ozg|f>
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The Compressed Oracle. For any € X, the cell compression unitary comp,,
on C2"*1 is defined on the basis Fz as

comp,, := [ L)YO0| + [O)L|+ > [G)XFl-
geEV\{0}
The database compression unitary comp on I is defined as
comp := ® comp,,.
zeX
The compressed oracle cO is a stateful oracle with Hg = D. It acts on the
adversary’s registers and the oracle’s database registers as

cO = (IC[X]®C[)7] ® comp) o stO o (IC[X]®<CD7] ® comp).

For a database d we have

~ ~

cOlz)[y) @ |d) = |2)[y) © cO.g]d),

where cO,5 := comp,, 0 O, 5 o comp,,.

3.2 The Two-Domain Distance Technique

Bhaumik et al. distilled [5] the Chung et al. interpretation [12] for indistinguisha-
bility setting and proposed a generic way to represent both the ideal and real
world oracles using a single compressed permutation oracle. In addition, they
combined it with a result from Hosoyamada and Iwata to get a quantum analog
of “identical-up to-bad”, the so-called two-domain distance lemma.

Domain-Restricted Databases. For a subset X of X we will write D| 5 to denote
the set of databases restricted to &, defined equivalently as {d|3y | d € D} or

the set of databases d : X —» Z. Since D is a basis of the database space
D, a domain-restricted database space will span a subspace of D isomorphic to

Cc@"+D"™' We continue to represent elements of X as m-bit numbers.

Transition Capacity. For a domain-restricted database-set D| 3, a subset P C
D| 5 will be called a database property on D| 5. We also define the projection

ITp = |dXd|.

deP
For a database d € D[ and an z € X define
d* :={d' € D|y | d'(') = d(z')Vz' € X\ {a}}.

In other words, d|” is the set of databases in D|3 which are identical to d except
(possibly) at z. (Note that since d (resp. ) is also in D (resp. X), d|* is only
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well-defined when we specify D|3 as well; however, since D| 3 will usually be
clear from the context, for notational convenience we leave the dependence of
d|* on D| 3 implicit.)

For two properties P and P’, the transition capacity from P to P’ is defined
as

[[P — Plﬂ = _ Inax ||H7)/nd|:c o Cowg o Hpmdlz ||
r€X,JeY,deD| 3

The transition capacity [P < P’] is roughly a measure of an upper bound for
how likely it can be that a database in P will transition into a database in P’
after a single query to cO.

For a property P C D| 3, let P¢ denote its negation, i.e., D| \ P. Then we
have the following lemma from [5, Transition Capacity Bound].

Lemma 1. Let P, P’ be properties on D|5 such that for every x € X and d €
D| %, we can find a set SZ;;;’PI C Y satisfying

P'nd® C{d ed®|d(z)e S~y CPnd. (6)
In other words, for any database d' € d|*,
deP = d@)e8l;~" = deP.
Then we have

, 10[SP5=P|
[P¢—P]< max —=
T€X,deD| 5 2

Size-restricted Properties. For a domain-restricted database-set D| 3, a property
P C D|3, and some i < |X|, we define

Pi<ij ={d € P | |d| <i}.

Then the transition capacity [[P[Cq_l] — Pi<q] is a measure of the maximum
probability of a database outside P with at most ¢ — 1 entries changing to a
database in P after a single application cO,;. (Note that P[cgi_l] denotes the
size-restriction of P¢, and not the complement of Pj<;_1).)

Let L :={d,} denote the empty property (where d, is the empty database,
i.e., the constant- L function). Then for P such that d, ¢ P, L = P[C<O]. We
define

q
(J_ L 'P] = Z[[P[Cgi—l] = Pr<ils
i=1
the q-query transition bound from L to P. In other words, (J_ S 77) is a measure

of the probability that the empty database changes into a database in P at any
point during g successive queries.
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Prefized Oracle. Fix some t < m and write X = T x Z, where T = {0,1}* and
T = {0,1}™~t. For every non-zero ¢t < 2!, any family of functions p = (pi :
T — X)jpepy is said to be a (f,m)-domain-separator if for each k € [t] and for all
x €L, pr(x) € {o¢(k) |  : x € I}, for some fixed injective function &z : [t] — T.
Let pi(Z) = {px(z) : € I} and p(Z) = Upeppr(Z).

To any (#,m)-domain-separator p = (px : Z — &)pepy, we associate the
prefived-compressed oracle cOP which is defined as a family of oracles {cOP* }.¢[4,
where cOP* denotes the restriction of cO to inputs from px(Z) C X, i.e., for
any k € [t], z € Z, g//\EJA)and de ﬁ, we have

o~ ~

cOP*[2)|7) @ |d) = [2)[y) ® cOZ;|d),

zy

where CO% i= compy, (;) © Op, (2)7 © cOMPp,, (,y. Consequently, cOP can also

be viewed as the restriction of cO to inputs from p(Z) C X.

Two-Domain Systems. Let I and R be two stateful oracles with H,;,, = C[Z],
Hout = C[Z], Hap = D, defined by the sequences of unitaries:

I:=F,cO%...cOI'F,, R := F;,cO® .. .cOR'F,,

where with a slight abuse of notations we reuse I and R to also denote the corre-
sponding (¢, m)-domain-separators, and the unitaries Fy, ..., F; only operate on
the input, output and ancillary qubits, if any, needed to compute the function
itself. Whenever convenient, we will continue ignoring the ancillary qubits.

Consider a g-query interactive game where a computationally unbounded and
deterministic distinguisher A aims to distinguish R from I. We emphasize that
in such an interactive game with I or R, the compressed oracle cO is invoked
a total of ¢’ := ¢q times. Fix two domains X1 = I(Z), Xr = R(Z), and define
Dy = D|??1 and DR := D|)?R. Consider properties By C Dr\ L and Bg C Dr\ L,
and define Gr := Dr \ By and Gr := Dr \ Br. The central tool of our security
proofs will be the following adaptation of [5, Lemma 4]. A proof of this lemma
is available in Appendix B.

Lemma 2 (Two-Domain Distance Lemma). Suppose we can find a map
h : G1 — Gr such that the following hold:

— h is a bijection from Gr to Gr;
— For every i € [¢'| U{0}, hlg,_, is a bijection from Gy<; to Gri<i;

— Foreveryi €[],z €Z, e ;)7, d € Gy<i—1), and d' € Gy<y,
I, Ry
(d'[cOy5 | d) = (h(d) | O [ h(d)).
where k =t if i = 0 mod ¢, and k = ¢ mod t otherwise.

Then, we have

ITro (ot o) = Tro(rf p) s < 3(L % Bi)x+3(L % Br)r.
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where p?4,p = APpa,d, Ytpa,d ) |APT is the state after q queries to the oracle
at-hand p € {I, R} for some norm-1 vector |1p4) and the empty database |d).

The transition bounds (J_ SN ~]1 and [J_ L ] r are computed for queries to cO!
and cOR, respectively.

When the oracle in use is clear from the context, we will drop the subscripts for
the transition bounds and simply write both as (L L ) We'll also keep the

domain-separator implicit when there’s no scope for ambiguity.

3.3 The Hosoyamada-Iwata Interpretation

Hosoyamada and Iwata proposed a slightly different variant of stO with an aim
to characterize and analyze databases in an explicit computational basis with
an exact definition of 1 with the help of an ancillary flag bit that signifies if the
database entry is defined or not.

Let S C X and Z = {0,1} x Y. For any partial function f : S — Y, we
associate the database function d¢ : X — Z defined as:

dy(z) = (1,y) when f(z) =y €,
e (0,0) if f(z) is undefined,

On comparing this with Zhandry’s original interpretation, we see that the L in
original interpretation corresponds to (0,0") in HI interpretation. As before, we
drop the subscripts when f is either clear from the context or inconsequential.

We define the database space as the 2("*+1)2" _dimensional complex Hilbert
space Hgy = C[Z] which is isomorphic to 2" Note that not all
d € Z can be associated with some partial function f. A database d =
((bo,Bo)s- -, (bam_1,B2m_1)) is said to be walid if it satisfies that for each
i € {0,1,...,2™ — 1} such that b; = 0 we have 3; = 0". Indeed, any valid
database ((bo, o), - - -, (bam _1, fom _1)) is identified with the set {(7, 5;) | b; = 1},
which is nothing but the truth table of a partially-defined function from {0,1}™
to {0,1}™. Accordingly, let IT,4;;4 be the orthogonal projection onto the vector
space spanned by valid databases.

Any database |d) € C[Z] can be equivalently viewed as an array of 2™ cells
|d[0]) ... |d[2™ —1]). Writing |d[i]) as |b;, B;) for each i € {0,1,...,2"™ —1} (where
b; and B; are respectively the control qubit and the response register of the i-th
cell |d[i]) of |d)), the standard oracle stO is now defined as:

stO|i, y)|d) := |i,y + B)|d)

for each |i,y,d) € Hin X Hout X Hap. For |d) such that |d[i]) = ]0,0™), we define
|d U (3, 5)) to be the database with |1, 5) as its i-th cell and identical to |d) in
all other cells.

Define the following unitary operators on database cells:

IHo =T, ® H®"  Tg, =1 ®[0")0"| + X(Tz» — [0")0"])
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cHp := |0)0| @ Ipn + |[1)(1] @ H®™
and databases:
IH :=HS?" Tg:=Tgd?"  cH:=cHJ?

where X and H are the well-known flip and Hadamard operators on C, i.e. in
the computational basis:

X =01+ [10  H:= 2 (J0)0] + [0)X1] + [1)(0] — [1)(1])

DN | =

Note that all these operators are Hermitian. Using these, we define the encode
and decode operator dec on databases as follows:

enc :=cH o TgoIH;
dec := enc! = IH o Tg o cH;

The recording standard oracle RStOE, due to Hosoyamada and Iwata [22], is
defined as:

RStOE := (Iymin ® enc)stO(Iym+n @ dec)

Thus, RStOE first decodes the database, then applies stO on the adversary’s
registers and the decoded database, and then encodes the database again. Let
|0) denote the valid empty database.

Hosoyamada and Iwata proved [22,24] the following useful propositions.
Proposition 1 (Proposition 1 in [24]). Suppose that the oracle state is ini-

tialized in |0). For any i > 1, if the oracle state register is measured after i
queries, then the resulting database d is valid, and contains at most i entries.

Proposition 2 (Proposition 2 in [24]). For any valid database d satisfying
d[i] = 10,0™), we have

RStOE]i,y)|dU (i, 8)) = li.y ® B)ldU (i, 6)) +|er); @
RStOBfig)ld) = 3 5ialiy@BIAUGA)+ ) (8)
pe{0,1}"

for some |e1) and |e2) such that |[|e1)], |||e2)]| € O(1/v/27).

Although we do not require them in this paper, we remark that [22] gives an
exact description of |e1) and |ez). Intuitively, |e1) and |e3) can be viewed as the
errors introduced in the lazy sampling of a quantum random function due to
interference.

Finally, the main technical result used to study the indistinguishability game
and bound the advantage is given below.
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Proposition 3 (Proposition 3 in [24]). For each j € {0,1,...,q}, let [R;)
and \I[j> denote the state vector corresponding to the real and ideal worlds after
the j-th query, respectively. Suppose, there exist vectors |R§>, |R?>, |]I§>, |H?> and

non-negative reals e%j) and eg) such that

1. |R;) = [RE) + |R), L) = |IE) + [I2);
2. |REYRE| = [IEXIE]; |
3. I < [I[Te_ ) + e, [I[REY] < IRE_ )| + €.

Then, for any computationally unbounded and deterministic distinguisher A we

have|| Tray, (pil) = Trug,, (pi,R)Hl < > 6§J) + 30, eg), where pi"R =
[Wa)Xal @ [ORXOR| and pf 1 = [YaXbal ® |[01)01| for some norm-1 wector
a € Ha and |Or) and |O1) denote the all zero database states in the real and
ideal worlds respectively.

4 Revisiting IND-qCPA Security of LRy

4.1 The Luby-Rackoff Construction

For some r > 1 and f1,..., f, : {0,1}" — {0,1}", we define g : [r] x {0,1}2" —
{0,1}" by the mapping:

(i,l‘hl‘g) — (.232 S2) fi(xl)’xl)a

and write g;(+,-) = g(4,-,-). The r-round Luby-Rackoff construction, denoted
LR, is defined as:
(x17x2)'—>gTO”'Og1(:’C17x2)' (9)

For all i € [r], we write (also see Fig. 1):

— 271 = (2171 2571) to denote the input to g;, where x°

denotes the input to LR,.
— (u;,v;) to denote the input-output tuple corresponding to f;.
— y = (y1,y2) := («},2%) to denote the output of LR,.

= x = (x1,22),

Hosoyamada and Iwata stated [22] the following IND-qCPA security bound for
LRy.

Theorem 1 (Theorem 3 in [22]). Suppose fi, fo, f3, f4 : {0,1}" — {0,1}"
are four mutually independent uniform random functions. Then, for any g > 0,
and any quantum adversary A that makes at most ¢ CPA queries, we have

3
AV (4) = O ( ;) .

The proof of this theorem uses the HI interpretation of Zhandry’s compressed
oracle, the so-called RStOE. The high level proof approach is as follows:
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1. Simulate the random functions f1, fo, f3, f1 using independent instances of
RStOE with the corresponding databases, dy, do, dr, d4, respectively.

2. The authors then apply a series of hybrids, introducing intermediate con-
structions between the real construction LRy, and the ideal construction, a
uniform random function I : {0,1}?" — {0,1}?". The first of these inter-

mediate constructions is a length-preserving function, that we refer as ER:,
defined by the mapping (see also Fig. 1):

(x1,22) = gao Gz 0 ga 0 gi(x1,x2), (10)

where G (2}, xh) == (F3(z}, ), x}) for all (2, x5) € {0,1}?". The function
F3:{0,1}*" — {0,1}" is a uniform random function, to be implemented by
an appropriate RStOE, say dy. -

In this note, we will solely focus on the distance between LR, and LR4. In
fact, showing a negligible distance between the two systems is the technical
core of the proof. For the discussion in this paper, it is sufficient to consider
the chopped output x3. So, we drop the application of f;. We write d® =
(dl, d2, dR) and dI = (dl, dg, dl)

3. In a bid to use Proposition 3 to bound the advantage, the authors iteratively
apply Proposition 2 to study the action of each of f1, fa, f3 (only in the
real world), and F3 (only in the ideal world) in that order, followed by the
respective uncomputation steps for fo and fi in that order.

4. The key idea in the proof is the observation that LRy and LRy are indis-

tinguishable as long as the inputs to f3 (res. F3 in the ideal world) are
pairwise distinct across all queries, i.e., the database triple d® = (dy, d2, dR)
(res. d* = (dy,ds,dy) in the ideal world) is considered to be good if and
only if there does not exists distinct database entries (ug,v1), (uf,v}) € di,
(u2,v2), (ub,vh) € da, and (ug,v3) € dr (res. (us,x3,v3) € di in the real
world) such that u; @ ve = u} @ v = uj. All other database triples are
considered bad. Let Ilp,q denote the projection onto the space spanned by
bad databases. A key property of good database triples is the fact that they
enable a one-to-one correspondence d® — [d®]; between the real and ideal
databases, i.e., the two worlds can be easily shown to behave identically
when the databases remain good throughout the execution. Thus, by setting
[R®) = MyalR,), [RE) = [R,) — [RE), ) = MyuqlL,), and JI5) = [L) — [I2),
we satisfy condition 1 and 2 in Proposition 3.
Now, all that remains is to study the action of each function call, and bound
the norm of the bad vectors after each application, assuming that the state
is spanned by good databases before the action. In particular, we concen-
trate on the application of f; in the next section, uncovering a flaw in the
argumentation that breaks the proof.

4.2 Action of f; and the Trivialization of Norm

For any unit vector |¢)) and an arbitrary projection operator II, we say that
IT|9) || is trivially bounded when we simply use the fact that || IT])| < 1.
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Fig. 1. 4-round Luby-Rackoff (left) and 4-round Luby-Rackoff with a BIG function

(right).

We will study the action in the ideal world, although the same issue lies in
the real world application as well. For brevity we assume that the output of f;
is written on some ancillary register to be used in later actions. By a recursive
application of Proposition 2, there exists vectors |e;) and |ez) such that

S @l ey, z) @ ldi (@) @ |dY)

045 ) =

z,Yy
.t,y,z,dl
dI:good
di(z1)#L

+ 2
z,y,2,8,d"
dI:good
d1 (Il):L

+ le1) + [e2),

727

(G-1)

«

z,y,z,d!

on/2

|'T7y7z> ® |ﬁ> ® |dI U (x17ﬁ)1>
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where |dI U (z1,8)1) = |di U (21,8)) ® |d2) @ |d1) denotes the database that is
same as |d') except for dj(z1) which has been newly defined as 3.

In this note we are only concerned with the second summand, denoted |H§ ’1>,
which gives the state transition on a fresh input to f; starting with a good
state. Roughly speaking, a new entry (x1, ) is recorded in d; at the cost of an
amplitude factor of 277/2.

Formally, we are interested in the following norm, which is an equivalent
representation of [22, (51)]:

j—1
a;{%z)adl I 2
z,y,2,8,d"
dl:good
dl(l’l):J_
d'U(z1,3)1:bad

1
[ Mpaalld)|)* =

) 2
a(J—l)

_ @,y,2,d!
= ) |5 (11)
,y,2,8,d"
dI:good
d1 (:El):J_
d'U(z1,8)1:bad

. 2 1
—1
= > 1l X & (12)
z,y,2,d" B
d':good d'U(z1,3)1:bad
dl(:vl):J_
1 . 2
<0(4) X |alla )
z,y,2,d"
dI:good
dl(fl)—J_

<o(2) as

where (13) to (14) follows from the fact that [|[I;_,)|| < 1. However, there is no
supporting argument in [22] for (12) to (13). In fact, we claim that

Y S =0). (15)

d'U(z1,8)1:bad

To bound the summation, we have to estimate the size of the set {8 : d U
(72, 8)1 is bad}. Now, d* U (x1,/)1 is bad if and only if there exists distinct
database entries (u},v]) € di, (u2,v2), (uh,v5) € do, and (u} & vh,ub,vs) € di
such that

21 D vy = u) D V.

Note that, the above predicate is independent of 5! Thus, in the worst case, the
predicate is true for all possible values of § which immediately establishes the
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claim. Once we plug in the bound from (15) in (12), we get
HyaalI3 )1 = O(1), (16)

which clearly trivializes the norm. This completely breaks the security proof, as
this revised bound leads to a trivial bound of O(1) on the PRF advantage.

4.3 Do Additional Rounds Help?

One might think that, while this approach does not work for three rounds, maybe
it will if we add more rounds, i.e., by considering r-round Luby-Rackoff for r > 4.
Unfortunately, as we show in this section, the “trivialization of norm” seems to
be a fundamental issue. We will argue this further for input collision at f; for
any odd 7 € {1,...,r}. A similar argument can also be given for any even i.

Consider the database snapshot after j > 2 queries. Suppose, the adversary
makes a query (z1,z2), such that dj(xz;) = L, i.e., the database entry corre-
sponding to x; is empty, and a new entry (x1, ) is to be created. Now, if we
have distinct (uf,v]) € d1, (ug,va), (ubh,vh) € da, ..., (Ui—1,vi—1), (U;_1,Vi_1) €
d;_1, (u},v}) € d;, such that

27 71
! ! / /
U =u; Duyg®---Dv;_y, and
/ ! !/
1OV DDV = U DV D DUy,

then there is a possibility* that this query leads to a collision at the input of
fi. And what’s more, this condition is independent® of 3, and thus, a similar
trivialization of norms as in (15) would occur in this case as well, rendering this
line of argumentation effectively useless.

5 Non-Adaptive IND-qCPA Security of LRy

The main reason that the existing Luby-Rackoff proof fails is a lack of global
knowledge of adversarial query pattern. At any instant, the compressed oracle
only has the information recorded in the database and the current input. Thus,
one has to argue as if every possible combination of global inputs are possible
which as we showed in Section 4 leads to a trivialization of norm in case of LRy.
At the same time, for several other constructions, like TNT and LRWQ, one can
still try to reconstruct a moderately global view to achieve some security bound.

4 We are obviously overcounting by considering all possible combinations of queries.
In fact, most of these combinations are never queried by the adversary. However,
as of now, there is no effective way to find out the query ordering from database
entries.

5 This independence only holds corresponding to the badness condition. In a typical
execution of LR,, these variables will obviously depend on 3. However, due to the
badness condition and the ignorance of query ordering (see the above point), this
dependence is lost.
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THE DumMMY CALL IDEA: In the non-adaptive setting, the adversary makes
a single query of the form z? = (z1,...,x,). We can employ a single dummy
compressed oracle call to record x7, and then implement the oracle at-hand. Note
that the compressed oracle in both the dummy call and actual oracle evaluation
can be implemented by a single compressed oracle using the prefixed oracle
technique. More formally, suppose O denote the stateful oracle corresponding
to the function f : {0,1}¢ — {0,1}", defined as follows:

O :=F;_1cOP*~* ... cOP'F,

where p is a (f, m)-domain-separator for some ¢ > [log, t] such that m > fq +t.
Keep in mind that the unitaries Fy,...,F;_; only operate on the input, output
and ancillary qubits, if any. Then, the g-query variant of Oy with dummy call
is defined to be the sequence

(cOPH) o Of?q o cOP:.

In other words, we enclose the original non-adaptive oracle between two com-
pressed oracle calls, which record and erase the global input (2?,37). Note that
erasing the dummy call entries is crucial; otherwise, this perturbs the state.

In what follows, we assume the actions of the dummy call are implicit and
do not analyze them explicitly. Consequently, we will often focus only on the
relevant subspace of the database used in the other actions.

We prove the following IND-gNCPA bound for LRy.

Theorem 2. Suppose f1, fa, f3, fa : {0,1}" — {0,1}" are three mutually in-
dependent uniform random functions. Then, for any q > 0, and any quantum
adversary < that makes at most ¢ gNCPA queries, we have

AdvI"P (o7) = 3\/£ + 6\/15.
LRy on on

Proof. Our goal is to bound the distinguishing advantage for any non-adaptive
adversary trying to distinguish LR4 from a uniform random function. First, let
F3,Fy : {0,1}3" — {0,1}" be two uniform random functions. For i € {3,4},
define

Gi(x1, 2,27, 7h) = (24 ® Fy(w1, 10, 7}), 7)),

for any (z1, xe, 2}, x5) € {0,1}4". We define the hybrid random function LR, as
(see also Fig. 2):

I-AF/24($1,CE2) = Gu(z1, 22, G3(21, T2, LR2 (21, 22))).

Then, it is easy to see that I:\Ii4 is indistinguishable to a uniform random function
r:{0,1}?® — {0,1}*". So, it is sufficient to bound the distance between LR,
and LRy. Let X = {0,1}4+279. ) = {0,1}" and T : X — ) be a uniform random
function. For each x1,z9,23 € {0,1}", we define

fi(zy) =T (1001]|2,]j0%™7~™)
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X1 X2 x1 T2
20 29 20 29
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Fig. 2. LRs (left) vs the hybrid random function, LR, (right).

1010|| ||0?"4~™)
1011 ]|z ||0?4—™)

(1) = T(
r(
F(1100]|z1[[0%™7~™)
r(
r(

f2
f3(x1)
fa

(z1)

11011 |2 |25 ]| 0%"475")

1110 || 22| 25| 02" 975")

F3(x1, 22, 23

)
Fy(x1, 22, 23)

In addition, we implicitly define the dummy call, denoted dummy, to operate over
a disjoint® subspace of the database, mapping 2¢n-bit inputs to n-bit outputs.
The exact description of the dummy call is not necessary as the output is never
used.

The distinctness of the first four bits ensures that f1, fs, f3, fa, F3, Fy are all
independent, and they are independent of dummy by definition.

5 Disjoint from the other functions due to the first bit.
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The database in the real world is denoted dr (tracking dummy, fi, f2, fs,
f4) and dr in the ideal world (tracking dummy, f1, fo, F3, Fy). Let Dr (resp.
Dr) be the set of all possible choices for dg (resp. di).

For some = = (21,22, ...,%2) € V9, let
[x]o :== 0000||2 [£1]1 = 1001 ]|z ||0?"4—™
[€1, T2, x3]5 i= 1101 | 21|22 23]|0?"4 3" [21]2 := 1010z |J0*" 2"
[x1, T2, 23]6 = 1110] 21|22 23||0%"4 3" [£1]3 == 1011]|x ||0?"4—™
[£1]4 == 1100]|z ||0?"4™

In addition, for all k € [g], we write [zor_1,Z2r]oj to denote the k-th diblock
coordinate (xog_1, oy ) of x. We will mostly use this view, and thus, view the 2¢gn-
bit entry as g separate entries of size 2n-bit each, and thus, dr ([z2r—1, T2r]ox) 7#
L (or di([zor—1,T2k]ogr) # L) is well-defined as long as dr([z]o) # L (res.
di([z]o) # L for some z = (z, (xar—1, T2k ), 2’) where z and 2’ are 2(k — 1)n-bit
and 2(q — k)n-bit strings.

Define
Xr = {[z]o, [21]1, [w1])2, [21]3, [21)a : @ = (21, ..., 22q) € Y29}
X = [0, [21]1, [#1]2, [21, T2, T3]5, [T1, 02, 23)6 : @ = (21, ..., 724) € YU}

Then it is easy to see that Dr = D|5, and Dy = D|z .

5.1 Bad and Good Databases

Let Br be the set of databases dgr satisfying one of the following condition: we
can find (z1,z2) # (2}, 24) € Y? and vy, vq,v], vy € Y such that

— for some k ¢ k' € [q], dr([z1, z2]oyr) # L, dr([7}, 25]o)r) # L;
= ([za]r, 1), ([2]1, v1) € drs

= ([z2 ® v1]2,v2), ([25 ® vi]2, v3) € dr;

— x1 B vy =) Bk

or we can find (z1,x2) # (2], 25) € Y? and vq,v2, v3, v}, vh,v4 € Y such that

— for some k ¢ k' € [q], dr([z1, z2]o|r) # L, dr([z], 2b]oyw) # L;
= ([z1]1,v1), ([21]1,v1) € drj;

= ([z2 ® v1]2, v2), ([25 © vi]2,v3) € dr;

= ([z1 @ va3,v3), ([7) ©vy]3,v3) € dr;

— 22 D1 Dug = xh DV] Dvs;

Next, let By be the set of databases dy satisfying one of the the following condi-
tion: we can find (z1,x2) # (2, 25) € Y? and vy, vq, 07,05 € Y

— for some k ¢ k' € [q], di([x1, z2]or) # L, di([2, 23]oyn) # L;
= ([z1]1,v1), ([#1]1,v1) € di;
= ([z2 ® v1]2, v2), ([25 ® vi]2,v3) € dr;
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— 21 D vy =) B
or we can find (z1,2) # (2}, 7h) € Y? and vy, v, v3,v],vh,v5 € Y such that

— for some k ¢ k' € [q], di([z1, z2]o)n) # L, di([], 25]oyw) # L;
= ([z1]1,v1), ([#1]1, v1) € di;

= ([z2 @ v1]2,v2), ([25 B V]2, v3) € dy;

= ([z1, 22, 21 ® va5, v5), ([2, 23, 27 ® v3]5,05) € dr;

— 2o ® v Bz =xh D] D

Let Gr = Dr \ Br and Gi := Dp \ Br. The above definitions mean that in both
Gr and G, each us and uy is associated with a unique pair (z1,x2). Then it is
easy to see that Gg and Gy have an obvious bijection h : Gr — Gy as follows:
for each dgr we define dy := h(dr) such that

— for each x € Y4, dy([z]o) = dr([z]o). Note that, by definition of the oracle,
there will be only one entry of this type in both the worlds;

for each up € y, dI([ul]l) = dR([ul]l);

for each Uy € y, dI([’LLQ]Q) = dR([UQ]Q);

for each uz,uy € Y such that dr([us]s) # L and dr([u4]s) # L, find
the unique (z1,22) € Y2, and define di([z1,72,u3]5) = dr([us]3) and
di([x1, 72, usl6) = dr([u4]a)-

Then h satisfies the conditions of Lemma 2. To complete the proof, we show that

6 5
[J_ 421;2311] + [J_ 421;2 BI] SQM%—I—MI%.

5.2 Sequence of Actions

We ignore the dummy call actions, as the transition from a good to bad database
is independent of the output of this operator.

Recall that the g non-adaptive queries can be represented by a single ¢-fold
query to be evaluated sequentially.

AcTION OF f;. Fori e {4k+2:0 <k < g— 1}, we bound the the transition
capacity [[BIC;{[Q_H — Brj<j]. For any dr with |[dr| <i—1 and any x € ), we
have B

SIB,%%BR = {dr([z1]1) ® dr([us]3) ® dr([us]3) ® x2 © x5 | E},
where E denotes the predicate dr([us]s) # L,dr([us]z) # L,dr([z,72]o)«) #

L. dr([2], 2o)o)s) # L.
There are at most ¢ choices for (2}, z}), [ — 1/4] choices for each of uz and
ub, and at most ¢ choices for xq, so |S§§%BR| < ¢*[(i—1)/3]% < ¢*, and from

there using Lemma 1 we have

1044

[BRi<i—1) = Bri<i] <
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By the same arguments we can also show that

10¢*

[Bij<i—1) = Bi<al <

AcCTION OF f5. Next consider the transition capacity HB;{[<¢—1] — Brj<j] for
i€{4k+3:0<k < qg—1}. For any dgr with |dg| <i—1 and any = € ), we
have

SERTBR _ fdp ([ubls) @ a1 @ @) | E},

where E denotes the predicate dr([uple) # L, dr([z1,z2)op.) # L,

dr([z], 5]o)«) # L. Again, there are at most [(i — 1)/4] choices for uy and
at most ¢? choices for (x1,2}). Thus, from Lemma 1, we have

10¢3

[BRi<i—1) = Bri<i] <

ACTION OF f3 (RESP. F3): Fori € {4dk+4:1 <k < q— 1}, for any dg with
|dr| <i—1 and any z € ), we have

SBR7BR — {dn (o) © di([24]1) © dr(ubls) © 22 © ) | E},

where E  denotes the predicate dr([z1]1),dr([z]]1), dr([us]s) #
L,dr([z1, z2]o)s) # L,dr([z],25]0)s) # L. There are at most [(i — 1)/4]
choices for w4 and at most ¢? choices for ((z1,z2), (2}, 2%)). Since the analysis
is identical in both the worlds, by using Lemma 1, we have

10¢3
[BRi<i—1] = Bri<i] < 2—3, Vie{dk+4:0<k<q-1}  (20)
. 1043 )
[[BI[Si—l] — Bl[gz]]] S 72’” 5 Vie {4k +4:0 S k S q— 1} (21)

ACTION OF f4 (RESP. Fy): Since the property Br (resp. Br) is independent of
the output of f4 (resp. Fy) and the database is good right before the action, we

B —B
have S % "°™ = (). Thus,

[BRi<i—1) = Bri<i]l =0,  Vie{dk+5:0<k<q-1}  (22)
[BRi<i-1) = Bri<i]l =0,  Vie{dk+5:0<k<q-1}  (23)

Summing over the 4q + 2 actions using (17)-(23) gives

10 [10¢° 1045 [104°
(L Ba) <2/ S+ 5 (L' B) <2/ (20)

Adding the two inequalities completes the proof of Theorem 2.
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5.3 The Problem with the Adaptive Setting

A closer look at the non-adaptive proof serves to show why a similar proof is
difficult to achieve in the adaptive setting. The dummy call is used to record
all the ¢ non-adaptive queries of the adversary in the database, before LRy is
applied to each of them sequentially. This enables us to argue that the oracle
knows all ¢ queries at the time of each of the subsequent actions (f1, f2, f3 etc.)
which in turn helps in upper bounding the bad norm to a non-trivial value.

The proof hinges on the characterisation as bad of any database which has
a ‘collision’ on the f input in either of the last two rounds, i.e., collisions on
1 D vy or 2 Puy Dos for different database entries. Specifically, this implies that
certain later values of 1 or z2 can always make the database go bad irrespective
of earlier choices of vy, vg, or v3. As a concrete example, recall (from Section 5.1)
that a database is (also) considered bad if:

— for some k # k € [q], dr([z1, z2]ok), dr([z], 25]o)kr) # L (i.e. the adversary
has made these two queries).

— ([#1]1,v1), ([]]1,v]) € dr; (f1 has been evaluated over z; and )

— ([x2 B v1]2, v2), ([ B vi]2, vh) € dr; (f2 has been evaluated over x5 @ v, and
w5 @ vy)

— 21 ® vy = x) & vh; (there is an input-collision on f3)

Now, in the context of f;’s action, comparing the above definition with the
previous proofs (specifically see the discussion around (15) and (16)), one can
see that conditions 1 and 3 are missing in previous proofs. This is because it is
impossible for the oracle to detect the queries made by the adversary, as at any
given instant, it can only see the database entries, nothing less and nothing more.
As a result, the norm bound becomes trivial. On the other hand, in our case,
specifically because condition 1 can be checked at all times (once the dummy
call is executed), condition 3 is also well-defined. As a result, as shown in (17)
and (18), the norm bound is non-trivial.

At the same time, the dummy call must be erased before the oracle returns
an output to the adversary. Otherwise, this perturbs the state, which can be
detected by the adversary. So, this approach only works in non-adaptive games
which can be modelled as an adversary making a single “big” query (consisting
of ¢ usual queries) to the oracle and the oracle returning a single “big” output
(consisting of ¢ usual outputs). An adaptive game, on the other hand, does not
adhere to such simplifications. More specifically, since future values of x1 and x5
are directly under the adversary’s control and are not known to the oracle in ad-
vance, the amplitude of such events cannot be bounded using known techniques.
In the HI framework, this problem appears as the trivialization of the norm (see
Section 4). In the BCEJ framework, this observation implies that databases can
go bad between two actions, something that the framework does not account for.
In the non-adaptive setting, however, the oracle knows in advance the future
values of x1 and x9, and the outputs of f can accordingly be classified as ‘bad’
and bounded at the time of the action of f.
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Lastly, we remark that this is not a problem specific to Luby-Rackoff, but is
inherent to any proof for which the definition of bad databases is in terms of an
input that the adversary can adaptively choose. We have also noticed this error
in other proofs. For example, in [5], the security proofs of TNT, LRWQ and LRQ
suffer from this problem, and do not hold in the adaptive setting. While for TNT
and LRWQ this seems to be more of a definitional problem, since the bad events
can be defined directly in terms of the database entries (though possibly leading
to a slightly worse bound), for the LRQ proof this looks like a more fundamental
issue that does not admit an easy fix. We spotted similar flaws in other works
like the proof of LRWQ in [24] and the tight security proof for TNT [33]. While
the former seems to be fixable, the latter is again a fundamental issue.

6 IND-qCPA Security of Misty

6.1 The Misty Constructions
For some r > 1 and f1,..., fr : {0,1}" — {0,1}", we define
— gl [r] x {0,1}*" — {0,1}" by the mapping:
(1,21, 2) — (22, 22 © fi(21)),
— g% [r] x {0,1}*" — {0,1}?" by the mapping:
(i, 21,22) > (2 @ fi(z1), fi(1)),
and write g () == g (i, +,-) and gf(,") == g1, ).
MistyL Construction: The r-round MistyL, denoted MistyL, is defined as:
(z1,29) — gl o o gl(ay, x0). (25)

MistyR Construction: The r-round MistyR construction, denoted MistyR,. is de-
fined as:

(z1,22) — gl o+ o gt (a1, T2). (26)
For all i € [r], we write:
— =1 = (2171 2571 to denote the input to g;, where 20 := 2 = (21, 22),

denotes the input to Misty{L|R},.
— (u;,v;) to denote the input-output tuple corresponding to f;.
— y = (y1,y2) := (27, 2%) to denote the output of Misty{L|R},.
6.2 IND-qCPA Security of MistyR

We prove the following IND-qCPA bound for MistyR,.
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Theorem 3. Suppose fi, fo, f3, fa : {0,1}" — {0,1}" are four mutually in-
dependent uniform random functions. Then, for any q > 0, and any quantum
adversary </ that makes at most q queries, we have

e
Advﬂ/(l:igiym(ﬂf) =0 ( 2n> :
Proof. Let F3, Fy : {0,1}*" — {0,1}" be two uniform random functions. Define
G:};({L’l, (EQ,.’L’II,.’L'&) = (x/Q 5% Fg(.’Eh1’2,.’17,1),F3(.’E17.T2,.')311))
Gf(xla L2, xllv xIZ) = (xIZ D F4(£E1, L2, xll)z F4(£E1, L2, xll))

for any (21, o, 27, 245) € {0,1}4". We define the hybrid random function m4
as (see also Fig. 3):

—_~

MistyR, (z1,29) := G% (21,2, GE (21, 22, MistyRy (1, 72))).

Then, it is easy to see that MistyR, is indistinguishable to a uniform random
function I : {0,1}2" — {0,1}?". So, it is sufficient to bound the distance between
MistyR, and MistyR,.

Let X :={0,1}3""3 and let f : X — Y be a (3n + 3)-bit-to-n-bit uniform
random function. We implement f through cO defined over C[X] ® C[Y] ® D.
For each x,y,z € Y,

fi(z) = f(000][zj0*") fa(z) = f(011]z]j0*")
fa(x) = f(001]|z[|0*") Fy(z,y,2) = f(100]|lz][y[ =)
f3(x) = f(010][[[0>") Fy(z,y,2) = f(101]|z][y] 2).

The distinctness of the first three bits ensures that f1, fa, f3, f1, F3, F4 are all
independent, and they can be implemented by the prefix oracle. We do not give
the implementation explicitly as it is obvious. This setup allows us to use a single
database dy : X — Z to keep track of fi, fi, f2, f3, fa, F3 and Fy; we refer to
this database as dgr in the real world (tracking fi, fo, f3 and f4) and dy in the
ideal world (tracking f1, fo, F3 and Fjy). Let Dr (resp. D) be the set of all
possible choices for dr (resp. di). Let

[#]1 = 000]|x[|0*",[z]2 := 001 l]|0>",
[2]3 := 010]|z[0%",[z]4 := 011]]x||0*".
and define the sets
Xr o= {[z]1, [z]a, [2]3, [z]a | @ € V),
X1 = {[2], [a]o, (100]|z]|2’[ly) , (101]|z]l2’ |y) | 2, 2",y € V}.
Then it is easy to see that Dr = D[ 5. and Dy =D|5 .

Let Br be the set of databases dr satisfying one of the two following conditions:
we can find wuy, u], us, ub, v1, v}, v2,v5 € Y such that
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V1 V1
fi |—> bit
1 _ 1
T = u2 Ty = U1

3 _
T1=Ua x3 =3
V4
fi —>
(2
i x5 i 5

Fig. 3. MistyR, (left) vs the hybrid random function, MistyR, (right).

L (fua]y, v1), ([un]y, v1), ([uzle, va), ([usl2, vg) € dr;
2. v By = vh Bl

or we can find wuy, u}, us, ub, v, v}, ve, vh, v, v5 € Y such that

L. ([ul]la Ul)a ([ull]la Ull)v ([UQ]% UQ)? ([U/Q]Qa U/2)7
[v2 ® v1]3,v3), [y B vi]3,05) € dr;
2. v3 By = v B vh;
Next, let By be the set of databases dy satisfying one of the two following
conditions: we can find uy,u}, ug, uh, v1, v, v, v5 € Y such that

L ([utl1, v1), ([ui)e, 1), ([uz]2, v2), ([usl2, v3) € dr;
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o .
2. vy O v = vy Dy
or we can find wuy, u], ug, ub, vy, v}, ve, vh, vy, v5 € Y such that

L. ([ul]lvvl)7 ([ull]lvvll)7 ([uQ]viQ)7 ([U’/Q]%Ué)7
(100[[uz [lvr @ uz[ve ® v1,vs), (100]juy[lvy @ uj|[vy ® v, v5) € di;
2. v3 B vy = v B vh;

Let Gr := Dr \ Br and Gr := D \ Br. Suppose dgr € Gr and di € Gr. Then
each ug for which there exists vs such that ([us]s,v3) € dgr is associated with a
unique pair ([u1]1,v1), ([uz]2,v2) € dr such that ug = v; @ vy, and each uy for
which there exists vy such that ([ug]s, v4) € dr is associated with a unique triple
([u1]1,v1), ([ug)2, v2), ([us]s, v3) € dr such that us = v1 G vy and ugy = vy P vs.

Similarly, each w3 for which there exist x1,z2,v3 such that
(100||z1 ||x2]|us, v3) € dr is associated with a unique pair ([u1]1, v1), ([uz]2,v2) €
dr such that uz = v; @ vg, and this pair also satisfies 1 = uy, 22 = v D ug;
and each wuy for which there exist x1,x2,v4 such that (101]|zq||x2||us, v4) € dr
is associated with a unique triple ([u1]1, v1), ([uz]2,v2), (10021 ||z2||us, v3) € di
such that uz3 = wv1 ® vy and uy = wve @ vz, and this triple also satisfies
r1 = Uy, T2 = V1 O us.

Then we can define the bijection h : Gr — Gr as follows: for each dg we
define dy := h(dr) such that

— for each u; € Y, di([u1]1) = dr([u1]1);
— for each uy € Y, di([uz]2) = dr([ua]2);
— for each x1,75 € Y and the associated (ug,us), di(100|z1|z2llus) =

dr([us]s) and di(101[21 [|22[us) = dr([uals).
Then h satisfies the conditions of Lemma 2. To complete the proof of Theorem 3,
we just need to show that [J_ ) BR] + [J_ ) BI] < (44 2v/2)/10¢5 /2n.

Sequence of Actions. Each query by the adversary to its oracle results in a
sequence of four queries to f, one each to fi, f2, and one to f3 and f; in the
real world or F3 and Fj in the ideal world, in that order. We view the query
response phase as a sequence of 4q (possibly duplicate) actions and analyze the
transition capacity at each action.

AcTION OF f1: Fori e {4k+1:0 <k < ¢— 1}, we first look at the transition
capacity [Bg <; ] <> Bri<q]- For any dr with |dr| <i—1and any x € J, we
have B

SERTER — Lin (fu]h) @ dr([ule) ® dr([uh)2) | dr([ualy) # L,

dr([uz]z) # L, dr([uo]z) # L}
R Br

There are at most [(i —1)/4]? choices for the triple (uz,u},u}), so |S§d | <
[(i —1)/4]3 < ¢3, and from there using Lemma 1 we have

1043

[BRi<i—1) = Bri<i] <
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By the same arguments we can also show that

1043

S Vie{dh+1:0<k<q-1}  (28)

[Bii<i—1 < Br<al <

ACTION OF f3: Next we look at the transition capacity [[Bﬁ[g;l] — Bri<il

forie {4k +2:0 <k < ¢q—1}. For any dg with |dg| <i—1 and any = € ),

we have

SR = {dr([m]) © dr([ui]) © dr([uslo) | dr(fulr) # L, dr((ui]y) # L,
dr([usl2) # L} U{dr([us]s) @ dr([us]s) @ dr([us]2) |
dr([us]3) # L, dr([us]s) # L, dr([ugla) # L},

Again, there are at most [(i — 1)/4]3 choices for each of the triples (usg,u},ub)
and (ug, ub, us), and arguing as before we have

2043 .
[Bijeiy < Briil </ 23 . Vie{dk+2:0<k<qg-1}. (29)
By the same arguments we can also show that

2043

[Bii<i—y = Bu<il </ =

Vie{dk+2:0<k<qg-—1}. (30)
ACTION OF f3 (RESP. F3): Next we look at the transition capacity HBIC{[<1'—1] —
Bri<q] for i € {4k +3:0 < k < g — 1}. For any dr with |[dr| <7 — 1 and any
x € ), we have

SUETPR = g ([uz)2) @ dr([ub)2) ® dr([uh)s) | dr([uz)z) # L,
dr([us]2) # L, dr([usls) # L}.

Again, there are at most [(i—1)/4]3 choices for the pair (uz, u), u}), and arguing
as before we have

1043

[BRi<i—1 = Bri<i] <
By the same arguments we can also show that

1043

[Bfj<i—1) = Bi<al < on

Vie{dk+3:0<k<q—1}.  (32)
ACTION OF f4(RESP. Fy): Finally, for i € {4k : 1 < k < ¢}, for any dr with
|dr| < —1 (resp. any dp with |di| < i —1) and any « € Y, since the property

Br (resp. By) does not depend on dr([z]s) (resp. dp(101||z1|z2||x)), we have
Sﬁ‘i}t_}BR = ( (resp. SBI;_}BI = ). Thus,

:E,

[Bieiy < Bri<g] =0, Vie{dk:0<k<q-1}, (33)
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and also,

Summing over the 4q actions using (27)-(34) gives

(L%8) vy W (L4B)<eevay i @)

Adding the two inequalities completes the proof of Theorem 3.

6.3 IND-qCPA Security of MistyL
We prove the following IND-qCPA bound for MistyL;.

Theorem 4. Suppose fi1, fa, f3, f1, f5 : {0,1}" — {0,1}" are five mutually in-
dependent uniform random functions. Then, for any q > 0, and any quantum
adversary </ that makes at most q queries, we have

q7
AdVR/TiZ:yLS (#)=0 ( 2n> :
A proof of this theorem is available in Appendix C.

7 Conclusion

In this work, we uncover a flaw in the proof of quantum security for the Luby-
Rackoff, TNT, LRWQ and LRQ constructions. While TNT and LRWQ might still
be proven secure (most likely with a degraded bound), the issue in the other
cases seems inherent to the proof techniques that were used. In particular, for
the technique to work, it is critical that bad databases are only described with
information that is actually present in the database. For some constructions,
notably the Luby-Rackoff and LRQ constructions, a part of the input to the
construction will never appear in the database directly which means that it
cannot be used to characterize bad databases. On a positive note, we restore the
security of the 4-round Luby-Rackoff construction in the non-adaptive setting,
and prove the security of the 4-round MistyR and 5-round MistyL constructions.
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Appendix

A Basics in Linear Algebra and Quantum Computing

A.1 Hilbert Space, Operators and Norms

We use the standard Dirac notations. Fix a positive integer k. A k-dimensional
complex Hilbert space H is simply the vector space C* over the complex field C
with the natural choice of inner product (-|-) defined as follows:

(Olv) = arBy,
0,J
for any |¢), |¢)) € H represented in some arbitrary basis {|y;)} as:

lp) = Zaim’) lv) = Zﬁjm%

where oy, 8; are complex numbers and «] is simply the complex conjugate of
a;. We emphasize that the inner product definition is independent of the choice
of basis. This inner product satisfies the properties of an inner product space,
including

— Linearity: (a1 + Boo|y)) = ald1|) + B{d2[),
— Conjugate symmetry: (plY) = (¢[9)",
— Positive-definiteness: (¢|¢) > 0 for all non-zero |¢).

The norm of any vector |¢) € H is defined as |||@)]| := +/{P|9)-

Orthonormal Bases, Tensor Product. An orthonormal basis for H is a set of
vectors {|y;)} such that (y;|y;) = d;; for all i,j € {1,...,k}, where 6;; is the
Kronecker delta function. Given an orthonormal basis B of H, we sometimes
write C[B] to emphasize the basis representation of H.

For any two finite-dimensional complex Hilbert spaces H; and Hs of dimen-
sions k; and ko, respectively, the tensor product H; ® Hs is another complex
Hilbert space of dimension kiks, where the inner product is defined as:

(1 @ P2|th1 @ 1ha) = (P1]1h1){(P2(P2).

It is also well-known that H; ® Hs is isomorphic to the canonical kiks-
dimensional complex Hilbert space CF1F2,
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Let Hy and H2 be two complex Hilbert spaces of dimensions &y and ks,
respectively. It is well-known that any linear operator L : H1; — Ho can be rep-
resented by a kg X k1 complex matrix relative to the chosen basis for representing
‘H; and H,. Consequently, we use operators and matrices interchangeably as long
as the bases are either fixed or clear from the context.

Unitary Operators. A linear operator U on H is said to be unitary if and only if
UTU = I, where U is the adjoint” of U and I;; denotes the identity operator
on H. Let U(H) denote the set of all unitaries on H.

Trace. For any linear operator L on H; we define the trace as the sum of diagonal
elements of L, i.e.

Tr(L) := > Ly, (36)
where L;; denotes the (i,7)-th element of L.

Partial Trace. For any linear operator L on H1(B1) ® Ha2(B2), we define the
partial trace of L on H; as a linear operator from H;(B1) ® Ha(B2) to Ha(B2),

Try, (L) == > (01 @ i, ) L (|h) @ Ty, (37)
[b})€Bs

where Iy, denotes the identity operator on Hs.

Density Operators. Any linear operator D on H is said to be a density operator
if and only if it is

— Hermitian: D = D,
— Positive Semi-definite: {¢| D |¢) > 0, for every non-zero |¢p) € H,
— Trace-1: Tr(D) = 1.

Let D(H) denote the set of all density operators of H.

Trace Norm. For any linear operator L on some finite-dimensional complex
Hilbert space H, we define the trace norm of L as

Ly = Tr (\/ﬁ) = i:o'i; (38)

where LT denotes the conjugate transpose of L, and o1, ..., 0, denote the sin-
gular values of L, where r denotes the rank of L. Note that, LIL is a positive
semi-definite matrix, and thus, its square root is well-defined.

7 This is equivalent to the conjugate transpose of the 2" x 2" complex matrix U of
‘H(B) for some orthonormal bases B.
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A.2 Quantum System, State, Measurement and Algorithm

Any n-qubit quantum system () is the 2"-dimensional complex Hilbert space
H = C?" with inner product (:|-). The state of Q is given by a density operator
pq of H. A state p is said to be pure if it can be expressed as |¢)(¢)| for some
[1)) € H of unit norm (i.e., |||¥)]| = /(¥|¥)) = 1), and mized otherwise. Indeed,
pure states are often (equivalently) represented by a unit vector |¢))o € H, where
the subscript @ is used to make the concerned quantum register explicit. We will
also prefer this latter (simplified) representation whenever possible.

For any finite set X = {x1,...,a%}, let Cx = {|z1),...,|zx)} denote an
arbitrarily fixed basis of the k-dimensional complex Hilbert space H that we refer
as the canonical computational basis pf H with respect to X'. Since the mapping
x +— |x) is an obvious bijection from X to Cx, we simply write C[X] to mean
C[Cx]. Furthermore we often simplify this to C!*! since it is isomorphic to C[X].
Unless stated otherwise, we always assume a computational basis representation
of the underlying space, where the computational basis will be clear from the
context.

Given a pure quantum state [¢)g and an orthonormal bases B =
{lbo), ..., |ban_1)} of H, a measurement of |¢))g in the bases B collapses the
state to |b;) (or simply the label b; € {by, ..., ban_1}) with probability |{b;|1}|?.
Although we do not explicitly use it in this paper, we remark that the proba-
bilistic behavior of measurements can be analogously extended to mixed states
using the notion of positive operator-valued measurements.

Given two quantum systems H; and Hs, the joint quantum system is given by
the tensor product H; ® Ha. Given p; € D(H1) (res. |¢1) € Hq) and py € D(Hz)
(res. |t2) € Ha), the product state is given by p1 ® pa (res. |th1,¥2) = |11)|h2) =
[1h1) & |12) € H1 ® Ho when the state is pure).

Barring measurements, all other quantum operations are unitary. Any quan-
tum algorithm A of depth g can be defined as a sequence of unitary operators
Uy,..., U, on the space Hin @ Hour X Huwork, followed by an optional mea-
surement in the computational® basis. Here Hipn, Hout, and Huork denote the
input space, output space and workspace of A. If the algorithm is initialized
in the state pg then the final state (before measurement), say p,, is given by
U,... UlpOUI . U:g. At this stage, p, is measured and by convention the out-
put is written in the register corresponding to Hoy:-

B Proof of Lemma 2

We mimic the proof approach of [5, Lemma 4]. Let Uy, ..., U, denote A’s uni-
taries. Define:

- VO = FOOUQ,
— Vi =Fj, forallie[¢g—1]U{0}, je[t—1],

8 By our convention, the computational bases can be fixed arbitrarily to suit the
measurement basis of the algorithm.
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— Vi =UgoU;oF,, forallie [q—l],
- Vqt = Uq o Ft.

This defines a sequence of ¢’ 4+ 1 unitaries, Vy,..., Vy, where ¢’ = gt. For each
i €[q], p € {ILR}, define W, , := cOP"* o V,_;, where

.t if 4 = 0 mod ¢,
"7 )imodt otherwise.

Let [¢1) = |ha) @ |dy). Then, for all p € {LLR}, we can write p% | =
[g p)XWg p|, Where

Vg p) = Vg oWg poWg_ip0...0 Wip[th).

Let Wi, i= I,
W+ WY . Further, let |1 p) := W;po...0 Wy,
...0 Wi]7p|wj_>.

Claim. For every i € [¢'] and each p € {I, R}:

oW, p and Wf,p =g, _, o Wip. Then we have W; , =
Y1), and [¢f ) = WY o

i) = 162011 < (L~ Bp). (39)
Proof. Fix some p € {I,R}. First consider i = 1, we have

1) = [ )l = IWiplr) = W o) = [[WF L)

Since d € Gp and Vo commutes with IIg  _, we have

<o)’

WS )l = [[T5,.,) 0 Wi p o Ilg, o)l
= ||1Ip o cOP! oVOOng[SO]WJ_)H
= ||IIg o cOP! ollg, .y o Vol )|
< |lU1g ocOP o I1g

p[<1]
p[<1]

p[<1] p[<0] H

1
< [Gor<o) = Bpi<aille = [l - Bp]p,

where the last inequality follows from [5, Proposition 4]. This proves the ¢ =1
case. Suppose for some i > 2:

i—1
lpie1.p) = Ly ) < (L= Bp) e
Then we have

1) = [ )l = Wi plthio1.p) = Wi L[0F 4 )l
= ||Wi,p|¢z'71,p> - Wiyp‘¢?—1,p> + Wi,p|1/}z‘g—1,p> - Wf,p|w5,]—l7p>”
= [IWip([$ic1p) = [ 1 p)) + (Wip = Wi, )l
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< NWip ([Wi-1.p) = [0y DI+ TWE [ )
S Miovp) = 971 I+ 1By © Wip |ty p)I-

Since [¢7_, p) is in the column space of IIg, _,_, . Thus, by reasoning as in the

1 =1 case, we have

115, © Wiplti_y p)ll < 15,

Pi
i-1,p <y 0cO%rollg

< [Gpi<i—1) = Bpi<ilp-

<i] p[<i—1] H

Using induction on i € [¢'] we get
l1ebip) = 17 < Mlthi-1.p) = [ 4 )+ 1By © Wity )
= (J— = Bp]p + [9pi<i—1 = Bpi<ilp = (J— > Bp]pv
thus completing the proof of the claim. ad
Claim. For any 2 € I, € Y, any i € [¢'], and any d € Gyj<y,
(z, 7. dl¢iy) = (2,9, h(d) V] R)- (40)

Proof. For the case of i = 1, considering some d € Gyj<1], we have

‘wiﬁ = W£17,1|¢L> = Hgl[gu ocO" o VOle_>

Let |75,5) denote the basis state |x)|y). Then we have
cO" o Vo[t ) = cO™ o Vi|tha) @ |dy)
= (Yeg | Volva) cO" |y z) @ ldL)

z,g

= > (g | Vol ) (17e) @ cO5ldL))

z,y

= (gl Volva) (d] €O L) [vag) @ |d)

z,y
deDy

=Y (Vg Volta) (d[cO | di) [ g) ®|d),
daé%l
where z € Z, and § € Y in all the sums. Thus,
Mg, 0cO" o Volyl) = > (vag|Voltha) (d|cOW dL) [¢r5.a),

x,Y
degri<)

where ¢, 5 4 denotes the basis state |x,%,d). This gives, for any x € Z, 7 € JA?,
and d € Gy<1j,

{pog.alt] D) = (vog | Vo |¥a) (d] Oy dL).
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Similarly, we can show that
(o gn@lVlr) = (veg1 Vol va) (h(d)| O [dL).

Since Gyj<g) = Grj<o) = {d1}, we have d; = h(d1 ), and the third condition of
the lemma gives us (¢ 5,a|¥{ 1) = (Pr.g.n(@)|¥] g), thus establishing the i = 1

case. For some ¢ > 2, for all z,€ Z, iy € 57\, and d € Gy<j_1], suppose

Oy 7.d = <(pm,1j,d|¢igfl,1> = <(pz,§,h(d)|wi‘tl,R>'

Then (since hlg,_, ,, is bijective) we have

W)= Y. ugaieg @ ld),
z,y
degii<i—]

Wiir) = Y tgdtes) ®|h(d).

T,y
debr<i-]

<i—1

This gives
|¢z'g,1> = Wig,1|¢1'971,1>
= Hgl[gi] o COI“ [¢] Vi_1|’(/)j?_171>
= Z Az g,d HgI[Si] o COIit o Vi71|7r,§> X |d>

z,y
defri<i1)

= Z Qz,5.d <’7f6/@/ |Vi—1 |'7r7§> HQI[gi] o cOl

Yar ) @ |d)

degii<i—)
d' €Dy

1,
= Y twga Geg | Vict[Yeg) (d €O 1d) [ow g .ar),
xz,z’
.y
debii<i—1)
d'eGy<q

so that for any ' € Z, 7’ € )A), and d’ € Gyj<;), we have

I;
(o galtin = Y. egd ey | Vict|7eg) (@Ot |d).

z,y
deri<i-1]



Mind the Bad Norms 39

Similarly, we can show that

R‘it
(Porgm@)WiR) = D wgn@ eg | Viot[vag) (h(d)]cO 2 | h(d)).
dng[éli—l]
Then the third condition of Lemma 2 proves the claim. a

Using observation (40), for any 4 € [¢], we have

) =Dl (vl d)

deD

SN an gt gale, G T

deGi<q) z,x’
4

Trp (|¢gl><¢il

9.7
=3 > twgacegallz ik 7

z,x’ \d€0r<q

7.7

= DY wgn@gnw | 1200 T
z,x’ \d€Tr1[<y]

0.7

:Z Z Qe g.h(d) Qa7 h(d) | 2 TN T
z,x’ \h(d)EGR <y

=S Y acgeowga | a7

z,2’ \d' €GR[<i]
~

Y.y

Z Zam,@,d’az’,ﬂ’,d’|l‘7:/y\><x/7@\l|

d'€Gri<i) @2’
7.9

> d | (Wi | d)

d’'eD

= Tro (W{rX¥!Rl) (41)

Now, for each p € {I, R}, let [/}, ) := [ty p) — |4

o.p)- Then, we have

ITro(p.1) — Tro(py )l = I Tro (g x)Wq xl) — Tro([¢g r )Yy v
< | Tro (g g 2Dl + [ Tro([vg 12X 1Dk
+ 1 Tro (g )wg Dl + [ Tro (g m)vg m DI
+ T (lvg m )y DI+ [T (1) @ Xg m DIk
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< g g alll + g 12X 1l
+ g Xyl + g m)XWy il
+ g mXeY =l + 185 = )X¥y wll
< 3)llvg pll + 3ll1vg vl

§3(J_3;BI]1+3(J_3;BR]R,

where

— the first inequality follows from the linearity of the partial trace map, obser-
vation (41) and triangle inequality;

the second inequality follows from the fact that partial trace is a completely
positive and trace-preserving map;

the third inequality follows from repeated applications of [5, Proposition 5];
— the final inequality follows from (39).

This completes the proof.

C Proof of Theorem 4
Let Fy, Fs : {0,1}3" — {0,1}" be two uniform random functions. Define

GE(xy, 20, 2], ) = (h, 2 ® Fy(xy, 0, 2)))
GE(x1, 0, 2], 2h) = (2, ¢y ® Fy(x1, 22, 7))
for any (z1, 29, ), x5) € {0,1}*". We define the hybrid random function '\ms
as (see also Fig. 4):

—_~—

MistyLs (21, 22) := GE (21,22, Gf (21, 72, MistyL4(x1, 72))).
Then, it is easy to see that m_5 is indistinguishable to a uniform random
function I : {0,1}?" — {0,1}?". So, it is sufficient to bound the distance between
MistylLy and Mistyl .
Let X := {0,1}3"*3 and let f : X — Y be a (3n + 3)-bit-to-n-bit uniform
random function. We implement f through cO defined over C[X] @ C[)] ® D.
For each x,y,z € Y,

fi(x) = f(000][z]|0*"),
fa() = f(001]z]|0%"),
fs(x) = £(010[jz]|0*"),
fa(x) = f(O11][z]|0%"),
fs(x) = £(100[jz]|0*"),
Fy(z,y,z) = f(101]z|y]2),
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f 9 at 3
U1l ui
fi fi
V1 V1
P
e . uj%<
f2 f2

] =u r] =u
0 —»
3 T 3
Z2 T2
v v,
4 4
1 = U 1 =Uu
0 —»
4 x 4
() 1)
v v,
3 3 } 3

Fig. 4. MistyL (left) vs the hybrid random function, hm5 (right).
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F5(.Z‘,y,2’) = f(llOH.’L‘HyHZ)

The distinctness of the first three bits ensures that fi, fs, f3, f4, f5, Fu, F5 are
all independent, and they can be implemented by the prefix oracle. We do not
give the implementation explicitly as it is obvious. This setup allows us to use
a single database dy : X — Z to keep track of fi, fi, f2, f3, fa, fsF4 and F5;
we refer to this database as dg in the real world (tracking f1, fo, f3, f4 and f5)
and dy in the ideal world (tracking fi, fa, f3, Fy and F5). Let Dgr (resp. Di) be
the set of all possible choices for dg (resp. dr). Let

[2]1 := 000]|2]|0%™,[z]2 := 001]x||0*",
[z]3 := 010]|=[0%"[z]4 := 011]]x||0?",
[2]5 := 100]=[ /0"

and define the sets

Fr = {[e]y, [w]o, [a]s, [2]a [2]s | © € V),
Xy = {[z]1, [z]2, [2]s (101]|z]|2"[|y) , (11Of|z ]2’ [ly) | 2, 2",y € V}.
Then it is easy to see that Dr = D\)?R and Dr = D|??1'

Let Br be the set of databases dr satisfying one of the two following conditions:
we can find uy, uf, us, ub, v1,v],ve,v5 € Y such that

L ([ur]1,v1), ([ui]r, v1), ([uz], v2), ([uhle, v3) € dr;
2. Vg B B ug = vh S V] B ub;

or we can find uy,ul, ug, uh, v1,v], ve, vh, vs, vy € Y such that

L ([ur]1, v1), ([ui]i, v1), ([uz]e; v2), ([ub]a, v5),
([v1 ® uzls, v3), ([v] & ub]s,vh) € dr;
2. v3 D vy B vy B ug = vh B vy D] D ug;

Next, let By be the set of databases dy satisfying one of the two following condi-
tions: we can find wuy,u], ug, ub, v1, v}, ve,vh € Y such that

L ([ui]1,v1), ([ui]r, v1), ([uz]e, v2), ([uble, v3) € d;
2. Vg B v B ug = vh V] B ub;

or we can find uq, u}, ug, uh, v1, V], ve, vh, vs, vy € Y such that

L ([uai,v1), ([u]r, v1), ([uz]as va), ([us)2, v3),
([v1 @ ual3, v3), ([v] © ubls, v3) € dr;
2. v3 D vy B v B ug = vy B vy DUy D ug;

Let Gr := Dr \ Br and Gr := Dr \ Br. Thus the above definitions mean that in
both Gr and Gy, each pair of values (uyg := vo ® v1 O ug, us := v3 G va B v1 D ug)
is associated with a unique pair (x1,x2). Then we can define the bijection h :
Gr — Gi as follows: for each dr we define dy := h(dr) such that
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— for each zy, € Y, di([u1]1) = dr([u1]1);
for each ug € Y, dr([uzla) = dr([ua]2);
for each ug € Y, di(Jusls) = dr([us]3);

for each zy,29 € ) and the associated (ug,us), dr(101||z1]|z2|us) =
dr ([ua]4) and di(110[|z1 [|z2([us) = dr([us]5).

Then h satisfies the conditions of Lemma 2. To complete the proof of Theorem 4,
we just need to show that

(L 5 BR] + (L 5 BI] < (2+4v2)/ 1325.

Sequence of Actions. Each query by the adversary to its oracle results in a
sequence of four queries to f, one each to f1, f2, f3 and one to f4 and f5 in the
real world or F; and Fj5 in the ideal world, in that order. We view the query
response phase as a sequence of 5q (possibly duplicate) actions and analyze the
transition capacity at each action.

AcTION OF f1: Forie {bk+1:0<k < q— 1}, we first look at the transition
capacity [[Bﬁ[ <io1) < Bgri<q]. Note that any two consecutive rounds of MistyL
are independent (can be executed in parallel). So, without loss of generality, we
assume that fs is applied first followed by f;. Hence, for any dg with |dr| <i—1
and any z € ), we have

SERTER = fuy @ uh © dr(fur)h) @ dr ([ua]2) © dr([uh2)
| dr([ui]1) # L, dr([uz]2) # L, dr([us]2) # L}
U {uz @ uy @ dr([ur]1) ® dr([uz]2) © dr([usle) @ dr([us]s) @ dr([us]s)
| dr([u1]1) # L, dr([uz]2) # L, dr([usl2) # L, dr([us]3) # L,
dr([usls) # L}

There are respectively at most [(i—1)/5]% and [(i—1)/5]® choices for the tuples
(1, g, uh) and (uy, ug, uh, us, up), so SR PR < 2[(i—1)/5]° < 2¢°, and from
there using Lemma 1 we have

20¢° )
[Bi iy = Bri<al </ 23 . Vie{bk+1:0<k<q—1}.  (42)
By the same arguments we can also show that

2045

[Bii<i—1 = Br<al < o0

Vie{bk+1:0<k<qg-—1}. (43)
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ACTION OF fo: Fori € {bk+2:1 < k < g}, for any dg with |dg| < i-1
(resp. any dp with |df| < —1) and any = € )/, we have

Sif;‘_}BR ={z ®uz ® dr([u1]1) ® dr([ui]1) ® dr([us]2)
| dr([ui]1) # L, dr([ui]1) # L, dr([u2]2) # L}
U{z ® up @ dr([u1]1) ® dr([ui]1) © dr([uzle) @ dr([us]3) © dr([us]s)
| dr([ur]1) # L, dr([ui]) # L, dr([uz]2) # L, dr([us]s) # L,
dr([us]3) # L}

There are respectively at most [(i — 1)/5]® and [(i — 1)/5]° choices for the
tuples (u1,usg,u}) and (u1,u), ue, us, u}), so \SZBEHBR| < 2¢°, and from there
using Lemma 1 we have

2045
[Bi<i—y = Bri<il = Tg Vie{sk+2:1<k<gq}, (44)
and also,
c 20¢° ,

AcTION OF f3: Next we look at the transition capacity [[Bf{[gz’—u — Bri<il
forie {bk+3:0 <k <q—1}. For any dg with |[dg| <i¢—1 and any = € },
we have
SPRTER = fuy ® uh @ dr([un)1) © dr ([14]1) © dr([us]o) © i ([ua]2)
dr([usls) | dr([ui]1) # L, dr([uj]1) # L, dr([uz]2) # L,
dr([us)2) # L, dr([us]3) # L}.

There are at most [(i — 1)/5]° choices for the tuple (ui,u},us,ub,us), so
IS, R;)BR| < [(i—1)/5]° < ¢° and from there using Lemma 1 we have

10g°
[ ] )

By the same arguments we can also show that

104

[Bii<i-1) = Bus<il </,

Vie{bk+3:0<k<qg-—1} (47)
ACTION OF fy (RESP. Fy): Finally, for i € {5k : 1 < k < ¢}, for any dr with
|dr| < i —1 (resp. any dp with |df] <i— 1) and any = € Y, since the property
Br (resp. By) does not depend on dr([x]s) (resp. dp(101||z1||z2||x)), we have
Sf,‘;(_)BR = (resp. SBI;’BI = (). Thus,
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and also,

[B{ciiy) = Bregl =0,  Vie{5k+4:0<k<q—1}. (49)

ACTION OF f5(RESP. F5): Finally, for i € {6k : 1 < k < ¢}, for any dg with
|dr| <1 —1 (resp. any dp with |di| < i —1) and any = € Y, since the property
Br (resp. Bp) does not depend on dgr([z]s) (resp. dr(110|z1||x2||z)), we have
SBIC:{HBR _ @ SBfHBI _ @

ol =0 (resp. S, = (). Thus,

[[BI%L[SFU — Brj<i] =0, Vie{bk:0<k<q-—1}, (50)
and also,
[[B(I:[Sz—l] — BI[SZ‘]]] = O, Vie {5]€ 0<k < q— 1} (51)

Summing over the 5¢ actions using (42)-(51) gives

(J_ 54 BR] < (1+2v2)/ 1(2)37, (J_ EZBI] <(+2van /2 5y

271

Adding the two inequalities completes the proof of Theorem 4.
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