LINEAR APPROXIMATIONS OF THE FLYSTEL CONSTRUCTION
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ABSTRACT. Using a purity theorem for exponential sums due to Rojas-Léon [5],
we upper bound the absolute correlations of linear approximations of the
Flystel construction used in Anemoi [3]. This resolves open problem 7.1 in [2].

Anemoi is a family of hash functions based on the Flystel construction. Since
the open and closed Flystel variants are CCZ-equivalent, we can focus on the
closed variant. The closed Flystel construction is shown in Figure la, with Q,
and Qs two quadratic functions on F, defined by Qy: z — fSz? + A, where 3 is a
non-zero constant in Fy. Assume that d > 3 is coprime to ¢ — 1 so that z — z¥isa
permutation. Up to addition by a constant, we can assume v = § = 0. Hence, the
closed Flystel construction F: Fg — Fg is given by F(z1,z2) = (y1,y2), where

y1 = (z1 — x2)* + Bt

y2 = (1 — x2)* + fa3.
Let (1, x) be a linear approximation of F, with ¢ = (¢1,12) and x = (x1, x2)
nontrivial additive characters of Fi. If x1x2 = 1, then there is one linear trail with

nonzero correlation, so the result follows from the properties of quadratic Gauss
sums (assume x # 1):

[Col = 1O | X 1x O8] = VA < 1/ va = 1/a.
Let w be a principal additive character of Fy and write ¢;(z) = w(u;x) and x;(z) =
w(viz) with w1, ug, v1 and ve in Fy. If x1x2 # 1, then upper bounding the absolute
correlation of (¢, x) amounts to estimating an exponential sum of the form

S(f) =Y w(f(=)),

z€F2

with f(x) = (v1 +v2)(z1 — 22)% + B(v12? + vex3) — uyz; — usz2. To upper bound
|S(f)|, we follow the strategy that was used for Rescue in [1, §3.2]. Let L, be
the Artin-Schreier sheaf on the affine line A! over F, associated to the character
w, and f*L,, its pullback to A™ along f (in our case, n = 2). Let H!(A", f*L,)
denote cohomology with compact supports and coefficients in the ¢-adic sheaf f*L,,

It follows from Grothendieck’s trace formula that
2n

S(f) = Z(fl)l Tr (07 Hé(Ana f*['w)) s

=0
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where o is the geometric Frobenius action on H!(A", f*£,). The approach in-
troduced in [1] is to use Deligne’s theorem [4, Théoreme 8.4], which shows that
Hi(A™, f*L£) = 0 for all i # n and HP(A™, f*L£) is pure of weight n. That is, the
eigenvalues of the geometric Frobenius action on H?(A"™, f*£) all have absolute
value ¢™/2. This implies the bound |S(f)| < ¢"/2 dim H? (A", f*£) < (d—1)" ¢"/2.
Deligne’s theorem requires that the maximum-degree homogeneous component of
f defines a smooth hypersurface in P"~!, but this is not the case for the Flystel
construction. Nevertheless, the following result of Rojas-Léon is applicable.

Theorem 1 (Rojas-Léon [5, Theorem 2]). Let f be a degree-d polynomial over
F, in n variables with f = fq + faor + -+, where fq is the degree-d homogeneous
component of f and fq is its homogeneous component of degree d’ = deg f — f4. Let
w be a non-trivial additive character of Fy and L, the corresponding Artin-Schreier
sheaf on A'. Suppose that d and d' are coprime to the characteristic p of F, and
d'/d > p/(p+ (p—1)?). If the projective hypersurface in P"~1 defined by fq = 0
has at worst quasi-homogeneous isolated hypersurface singularities of degrees prime
to p with Milnor numbers i, ..., s, and if the projective hypersurface in P™~1
defined by fy = 0 contains none of these singularities, then

(1) For all i # n, we have vanishing cohomology H.(A™, f*L,,) = 0.

(2) HMA™, f*L,,) is pure of weight n with dimension (d—1)"—(d—d') Y7_; pi.

Since x1x2 # 1, we have v; + v2 # 0 so that d’ = 2. Theorem 1 is applicable for
all d coprime to p # 2 with d < (p — 1)/2. The projective hypersurface defined by
fa(x1,z2) = (v1+v2)(z1 —72)% = 0 has one singular point [1 : 1]. This is an isolated
quasi-homogeneous hypersurface singularity of degree d with Milnor number p; =
d — 1. Furthermore, the hypersurface defined by fu (z1,22) = B(vi2? + v223) = 0
does not contain the point [1 : 1] because v; + vy # 0. By Theorem 1, it follows
that H2(A2, f*L,,) is pure of weight two and

dim H2(A?, f*L,) = (d—1)> —(d—2)(d—1) =d — 1.

Summarizing the results above, if p # 2 and d < 2(p — 1) is coprime to ¢ — 1 and
p, then the correlation matrix of the Flystel construction satisfies (if x # 1)

|C,Fw|S 1/q 1fX1X2.:17
x (d—1)/q otherwise.

For low values of d this is close to the experimental results, as shown in Figure 1b
for d =3 and d = 5.
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(A) Closed Flystel construction F.

4  Flystel withd=3 P
-
3000 1 -+ 2q el
v Flystel with d=5 P
- v
——— - v
2500 - 44 e v
- A4
P v
I/ v
- v
2000 e L
” v
If’ v
’r v a
1500 - Pl R A et
r ol
7 wruy .‘l"‘
> v e
e w Lok
1000 - Sy ek
sw Y
-1 R L
- % w - ™y
- 'y
500 D T il
’z LA “‘
P k
< Tl
N
T T T T T T T T T
0 100 200 300 400 500 600 700 800
p

(B) Our bound.

FIGURE 1. Flystel construction and our upper bound.




