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Abstract

Ever since the seminal work of Diffie and Hellman, cryptographic (cyclic) groups have served as a fun-
damental building block for constructing cryptographic schemes and protocols. The security of these con-
structions can often be based on the hardness of (cyclic) group-based computational assumptions. Then,
the generic group model (GGM) has been studied as an idealized model (Shoup, EuroCrypt 1997), which
justifies the hardness of many (cyclic) group-based assumptions and shows the limits of some group-based
cryptosystems. We stress that, the importance of the length of group encoding, either in a concrete group-
based construction or assumption, or in the GGM, has not been studied.

In this work, we initiate a systematic study on the complexity of cryptographic groups and generic
group models, varying in different lengths of group encodings, and demonstrate evidences that “the length
matters”. More concretely, we have the following results:

* We show that there is no black-box/relativizing reduction from the CDH-secure groups (i.e., over
such groups, the computational Diffie-Hellman assumption holds) with shorter encodings, to the
CDH-secure groups with longer encodings, within the same security parameter. More specifically,
given any arbitrary longer CDH-secure group, it is impossible to generically shorten the group en-
coding and obtain a shorter CDH-secure group within the same group order.

* We show that there is a strict hierarchy of the GGMs with different lengths of encodings. That is, in
the framework of indifferentiability, the shorter GGM is strictly stronger than the longer ones, even in
the presence of computationally bounded adversaries.
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1 Introduction

Provable security and black-box reduction. Over the past few decades, provable security has become a
cornerstone of modern cryptography. As a key technique in this field, reductions are used to justify the
security of a scheme based on a cryptographic primitive. Essentially, given an adversary that allegedly
breaks the scheme, one can transform it into an adversary that successfully attacks the underlying primitive.
Our focus is largely on black-box reductions, where the primitive and adversary are treated as black boxes,
interacting only through their input-output behavior without examining their internal structure.
In the field of group-based cryptography, introduced by Diffie and Hellman in their seminal work [DH76],

reductions are built on the security of cryptographic groups. This foundation has driven the community to
explore cryptographic groups from multiple perspectives.

From an efficiency perspective. In the literature, with few exceptions, group-based cryptosystems are often
built on cryptographic groups in an abstract and black-box manner, which means the underlying groups
can be instantiated by any concrete ones as long as the desired security properties are fulfilled. For instance,
the well-known public key encryption (PKE) scheme, the ElGamal encryption [EIG85], is chosen-plaintext
attack secure (IND-CPA) w.r.t. any concrete prime-order cyclic group in which the decisional Diffie-Hellman
(DDH) assumption holds.

In practice, when aiming for better efficiency in cryptosystems, we typically choose concrete groups with
shorter descriptions. Specifically, ElGamal encryption uses the prime-order subgroup of Z;, for a prime p,
where each group element typically has a bit-length of 3072 for 128-bit security [Bar20]. Alternatively, ellip-
tic curves are gaining popularity, with NIST SP 800-186 [CMR " 23] recommending curves like Curve25519,
which achieves 128-bit security with a 255-bit prime modulus. With standard point compression, each
Curve25519 group element can be encoded in 256 bits.

This highlights a critical yet subtle issue that has long been overlooked by the community. That is,
the bit-length of a group element is not explicitly taken into account when the group is utilized in a black-box
manner. Note, in real-world applications, groups with shorter descriptions are often preferred to minimize
communication and computation overhead. Hereby, we ask the following questions: Does the length of the
group description matter when using it in a black-box manner? Is it possible to construct a group with a
shorter description generically from groups with longer descriptions? For notation simplicity, throughout
this work, we will use shorter groups and longer groups, to denote “groups with shorter descriptions” and
“groups with longer descriptions,” respectively.

From a security perspective. Unfortunately, despite the advancement of modern cryptography, to the best of
our knowledge, there is a fundamental limitation in provable security—the inability of establishing uncondi-
tional hardness with respect to a concrete group. In the past decades, researchers have made significant efforts
to explore various ways to demonstrate the hardness of those group-based problems, and one approach is
through the class of generic algorithms.

In essence, generic algorithms do not explore the specific encoding of group elements, but instead treat
them in a generic manner. Studying this class of algorithms is highly motivated, since several well-known
algorithms such as the baby-step/giant-step algorithm [PH78] and Pollard’s rho algorithm [Pol78] fall
within this classification. To formally describe generic algorithms, ever since the initial work by Nechaev [Nec94],
variants of generic group models (GGMs) have been proposed. In Shoup’s GGM [Sho97], the group is con-
ceptualized as a random injective encoding from the additive group Zy into bit strings uniformly sampled
from a set S, where algorithms are allowed to retrieve group encodings and perform group operations,
through oracle access. In Maurer’s GGM [Mau05], the group is modeled as pointers with respect to a state-
ful register, where group encodings are the handles (or the indexes) of the register. Within both models, we
can establish unconditional hardness, thereby validating the security of cryptographic groups.

When it comes to the study of the lengths of group encodings in the GGMs, Maurer, Portmann, and
Zhu [MPZ20] initiate the models varying in the length of the group encoding, and illustrate a partial hierar-
chy of the GGMs, wherein any adversary within the GGM with a longer group encoding (below we denote
it as “the longer GGM” for simplicity) can be converted into an adversary within the GGM with a shorter
group encoding (below we denote it as “the shorter GGM” for simplicity). Despite the partial hierarchy,




the connection and distinction between the longer GGM and the shorter GGM remains unexplored, which
hinders a comprehensive interpretation and comparison of the numerous positive and negative results in
the GGM.

To deepen our understanding on cryptographic groups, we ask the following question:

Will the longer group/GGM and the shorter group/GGM yield the same complexity?

1.1 Ouwur Results

In this work, we initiate a fine-grained study of cryptographic groups and generic group models with
different lengths of group encodings. Specifically, we give evidences that:

e There is a black-box separation between the shorter CDH-secure groups and the longer CDH-secure
groups with the same security parameter; in other words, given longer CDH-secure groups, one cannot
build a shorter CDH-secure group with the same group order from any standard techniques;

® The shorter GGMs are strictly stronger than the longer GGMs, even in the presence of computationally
bounded adversaries.

To illustrate our findings, we first formalize the notions of groups/GGMs, parameterized by (N, m)', where
N and m denote the order of the group and the length of the group encodings?, respectively. More con-

cretely, we respectively denote the (parameterized) groups and GGMs as P§o! and G .

To establish the black-box separation between PP and PPN where m; is much larger than m,, we
apply the common technique, namely, the relativizing separation. Concretely, we identify an idealized
oracle O and prove that the longer CDH-secure groups exist relative to O, but the shorter one does not
exist. In our strategy, we set this oracle to be the GGM with longer group encodings, namely Gn ,,. At
the first glance, this seems impossible, because the GGM is designed as the idealized model for crypto-
graphic groups, and the GGM justifies the CDH by having the unconditional lower bound of the hardness.
Fortunately, we observe that the analysis becomes subtle when the “length” is involved.

Theorem 1 (Main Theorem, informal). Consider my < my. The shorter CDH-secure groups PO are black-box

separated from the longer CDH-secure groups 731(\:,'?7!:2. Concretely,

CDH ot ; .
* Pxom, does not exist in the generic group model Gn m,;

CDH

* GN,m, implies Py .

Remark 1. Careful readers might wonder what is the relationship between the longer groups and the shorter groups
in which the discrete logarithm problem is assumed to be hard. We emphasize that, due to technical challenges®, the
relationship between the longer and shorter groups remains unknown—neither positively nor negatively established.
We leave it as an open problem.

Next, we turn our attention to understanding the relationship between the GGMs with different lengths
of encoding. Based on the trivial observation that “Gy ,,, implies P57, we immediately note that the
shorter GGM, Gn m,, and the longer GGM, Gy ,,, do not yield the same black-box complexity. However,
when attempting to grasp the relationship between two idealized models, solely relying on black-box com-
plexity might not provide us a comprehensive understanding. Essentially, the black-box complexity of a
model only demonstrates the limit of standard-model cryptographic systems it implies and considers the

computationally unbounded adversary.

ITypically N is sufficiently large, and 2™ > N.

2By the length of group encoding, we mean that the binary length of the longest canonical representation for all group elements.
For instance, let G’s be a group such that the order is 3 and the canonical representation of the group elements is {00, 111, 0101}, then
the length of G, denoted as leng, is 4.

31t is still unclear that whether discrete logarithm implies key agreement or not yet.
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Figure 1: Relationship between idealized models.

To supplement this, Zhang and Zhandry [ZZ23] propose an orthogonal perspective to the black-box
complexity, namely the heuristic complexity. It considers computationally bounded adversaries, thereby
excluding the impact of all standard-model cryptosystems on the complexity. We investigate “the length
matters” of GGMs within this new perspective, showing that:

Theorem 2 (Hierarchy of GGMs, informal). In the framework of indifferentiability, the GGM with shorter encod-
ings is strictly stronger than the GGM with longer ones, even against computational bounded adversaries.

To make it clearer, we show our results in Fig. 1. Following the notions in [ZZ23], we provide evidence
that shorter GGMs statistically imply longer ones, whereas the existence of longer GGMs does not compu-
tationally imply the existence of shorter ones. More concretely, there exists an indifferentiable construction
of a longer generic group with oracle access to shorter generic group unconditionally; whereas, as long as
the difference in encoding lengths is sufficiently large, there does not exist an indifferentiable construction
of a shorter generic group from a long generic group, even with additional computational assumptions.

1.2 Interpretation

Below, we offer interpretations of our findings.

From the perspective of black-box separation. Our results will bring the research community a better
understanding of the cryptographic groups and the generic group models, from the perspective of the
black-box reduction/separation®. In literature, generic group models have been frequently used to show
the impossibility of constructing advanced group-based cryptosystems. Examples include identity-based
encryption (IBE) [PRV12, SGS21, Zha22], indistinguishable obfuscation (i0) [MMN16], registration-based
encryption (RBE) [HMQS23], accumulators [SGS20], order revealing encryption (ORE) [ZZ18], verifiable
delay functions (VDF) [RSS20], and digital signature [DHH"21]. Most of the separation results (e.g.,
[MMN16, 2718, RSS20, SGS20]) are established in Maurer’s GGM. Meanwhile, Zhandry [Zha2?2] illustrates
the limits of Maurer’s GGM by proving that there are many natural group-based cryptographic schemes
(e.g., efficient IND-CPA secure PKE) cannot be modeled by Maurer’s GGM, and motivates the line of re-
search, i.e., separations in Shoup’s GGM (e.g., IBE in [Zha22] and RBE in [HMQS23]).

Our results demonstrate the first evidence that the generic group model can also be used to show the
impossibility of constructing plain cryptographic groups, varying in distinct length of group encodings.
Speaking of the “lengths” in cryptographic primitives, prior to our work, Garg et.al. [GMM17] prove that

4In this work, when talking about the black-box reduction/separation, we mean that the fully black-box reduction/separation that
is explicitly defined in [RTV04].



there is no iO construction from the single-key functional encryption (FE), if the output length of the func-
tions is much shorter than the length of the ciphertexts5. Therefore, we believe that, our result would
motivate the community to study the “lengths” in fundamental primitives (e.g., PKE).

However, when delving deeper into our analysis, we stress that our separation results have a limitation.
That is, we only establish the separations between the shorter CDH-secure groups and the longer CDH-
secure groups under the condition that those groups yield the same security-parameter, which indicates
that our separations are somehow security-parameter dependent.

For readability, we now explain the limitation through a concrete example. Let A and )\’ be two security
parameters. Let p and p’ be two primes where |logp] = A and |logp’| = X. Let G; be a CDH-secure
cryptographic group where the group order is p and the length is 2)\. Let G, be another CDH-secure
cryptographic group where the group order is p’ and the length is 4\’. Apparently, G; is the shorter group
and G, is the longer one. According to our findings, if A’ > ), then one cannot generically build G; from
Gs. Unfortunately, if A’ < A (say, ' = %)\, indicating that 4\ = %/\ < 2)), then the relationship between G,
and G, becomes unclear.

In contrast, most known separations are security-parameter independent. Take the separation of IBE
in Shoup’s GGM [Zha22] for instance; according to Zhandry’s analysis, we have that for any sufficiently
large A and X, one cannot generically build an IBE along with security-parameter ), in Shoup’s GGM with
security-parameter A. In order to establish a complete black-box separation (i.e., in the sense of security-
parameter independent) between shorter groups and longer groups, novel techniques must be developed
to resolve the limitation; we leave this as an important open problem.

Next, we justify that despite of the limitation, our results are interesting and important. First, when it
comes to the problem that building a cryptographic group (say, G1) from another one (say, Gs), it is natural
to study the cases that: (1) G; and G, are with the same group order; (2) the order of G; is a factor of
G-°. Second, to the best of our knowledge, we are aware of no technique that can be used to generically
build G, from G, if the group orders of G; and G are distinct and co-prime. Therefore, we stress that our
separations do capture the natural settings.

Moreover, our results serve as the first attempt to pin down the “lengths” problem for a fundamental
primitive (i.e., cryptographic groups), which might open up new research directions (say, the “lengths”
problem for other fundamental primitives). Below, for the ease of exposition, when we say the black-box
separation between groups, we always mean the one with the same security parameter.

From a heuristic perspective. Our results will deepen our understanding of the generic group models from
the perspective of heuristic complexity. Inspired by [MRH04, ZZ23], an idealized model can be interpreted
through two orthogonal perspectives: the black-box complexity and the heuristic complexity, as depicted
in Fig. 1.

For the heuristic aspect, initiated by Maurer et.al. [MRHO04] and explicitly studied by Zhang and Zhandry [Z2Z23],
we consider the framework of indifferentiability against computationally bounded adversaries, where all
cryptosystems that exist in the standard model are incorporated. Therefore, the perspective of heuristic is
orthogonal to the one of black-box reduction/separation, and understanding the heuristic aspect of various
idealized models is important for the relative security of cryptosystems based on idealized models. We es-
tablish a strict hierarchy of GGMs from this perspective and prove that the shorter GGM is strictly stronger
than the longer one.

In the following, we will give an overview of our approach to comparing the various primitives/models,
varying in different lengths of encodings, and our solutions for separating them.

1.3 Technical Overview

Separation between cryptographic groups. Given two cryptographic primitives P and Q, the typical
technique to establish the black-box separation is “relativizing separation” [IR89]. That is, we find a proper

5The separation is established under the condition that one-way functions (OWFs) exist and NP ¢ coAM.
6This case indicates that the security parameter of G2 is bigger than G1s, and fortunately our analysis does capture such a case.



oracle O and prove that the primitive P exists relative to O but Q does not. In our setting, we consider the
primitives P and Q to be the longer CDH-secure group and shorter one, respectively.

Compared to prior works, the main technical challenge is that, we need to show the gap between two
primitives within the same security game (i.e., the CDH game), rather than within different games’. The
first obstacle is to find a proper oracle. Apparently, the random oracle does not serve our purpose, because
the random oracle is weak and there is no construction for CDH-secure groups in the random oracle model.

Our idea is to use a stronger oracle, the generic group model. At the first glance, this is impossible,
because GGM implies CDH trivially! Fortunately, the GGMs varying in length of group encodings might
also yield different levels of complexity, and thus we set this oracle to be the longer GGM within the same
security parameter. Concretely, we denote the shorter groups, the longer groups and the longer GGM as

PSR PR GNm,, respectively; recall that my > my; and we prove that:

CDH i . .
* Pxom, exists relative to G m,;

CDH - :
* Px.m, does not exist relative to Gn m,.

As the former statement is trivial, below we only explain the latter one. To show that Pﬁ,’?ﬁl does not exist

in Gy m,, it suffices to construct an adversary A that breaks the CDH game for any construction of shorter
group relative to Gy ,,. Due to technical difficulties, we switch to an alternative path. First we pin down a
new primitive—non-interactive key exchange (NIKE) with shorter public key, denoted as 73]'\\','7'251 8. Then we
prove that:

CDH : NIKE .
1. PN’ml implies PN’ml,

2. P%’ff,fl does not exist relative to Gy .

As the first statement is straightforward, we will prove the second one. Essentially, P'F , in and of itself,
is a key agreement scheme. Next, we give a brief explanation of the separation between NIKE and the
random oracle [BKSY11] and then demonstrate how to incorporate the ideas into our analysis. Let H be
a random oracle and IT" := (KGen’, SHK™) be an NIKE scheme with perfect correctness. Assuming that
the algorithms KGen and SHK make at most ¢ queries, we then construct the adversary A as follows’. Let
Alice and Bob be two honest parties. Given the transcript of an execution between Alice and Bob, i.e., pk 4
and pkp, in the present of #, the adversary .4 maintains a set Sgueres Of query/response pairs of H, and a
multiset Sy, of candidate keys, both initialized to be (. The adversary A then runs 4¢ + 1 iterations of the
following attack:

¢ Simulation Phase. The adversary A searches a proper view of Alice that is consistent with pk, and
Squeres. Specifically, this view contains the randomness r% used by KGen and SHK, as well as a set
of oracle queries/responses 54 made by KGen and SHK. The set S 4 is chosen to be consistent with
Sque-res, but it is unnecessary to be consistent with the true oracle #. Let key be the value computed by
SHK(7%, pkg). Now, A adds key into Siey.

® Update Phase. The adversary A makes all queries in S 4\ Sque-res to the oracle #, and adds the corre-
sponding pairs into Sgye-res.

Finally, A outputs the majority of the keys in Si.,. Next, we explain why A recovers the key. Let S denote
the queries made by Bob in the real execution of the key exchange protocol. In a given iteration, there are
two events:

e Event 1 (Bad event): 3(que 4, resy) € S, (quep,resp) € Sp s.t. que, = queg but resy # resg.

7In [IR89], two different games, the one-wayness game and the key recovery attack game, are considered.
8Here, m1 means the length of the public key; please find the formal definition in Section 2.1.
The adversary here is computational unbounded but query-efficient.



* Event 2 (Good event): V(que,,resy) € Sy, (quepy,resg) € Sp, we have that if que, = quep, then
resa = resp.

Note that event 1 only occurs in at most 2¢ iterations because |Sg| < 2¢ and once it happens, the update
phase would absorb at least one pair (quep,resg) € Sp into Sque res. FOT event 2, we observe that, when it
occurs, there is another oracle # that is consistent with both S4 and Sp. Based on the perfect correctness,
we have that the shared key computed in that iteration is valid. Moreover, event 2 occurs in at least 2q+1
iterations, indicating that the majority in S, is valid.

However, when it comes to the GGM, the attack fails. Comparing to ROM, there are two kinds of queries
in GGM, namely the labeling query (x, G3°, () and the addition query (G35, (x), GR%%, (v), G35, (2 + ).
Therefore, we should define Sg that covers all the group encodings that appear in the queries (both labeling
and addition) with the discrete logarithms (Bob might not know the value). Then, in a given iteration, there
are three events:

e Event 1 (Bad event): 3(que,,ress) € S, (quey, resp) € Sp s.t. que, = quep but res 4 # resp.
e Event 2 (Bad event): 3(que ,,ress) € S, (quey, resp) € Sp s.t. que, # quep but resy = resp.

* Event 3 (Good event): V(que4,ress) € Sy, (queg,resp) € Sp, we have that if que, = quey, then
resq = resp.

Note that event 1 and event 3 can be handled similarly as above. However, the fatal problem is that event
2 might always happen. In other words, we cannot find a GGM that is consistent with both S ‘4 and Sp,
indicating that the above attack fails immediately.

More specifically, we note that the reason why event 2 happens is that, given pk 4 and pkp, algorithms
can obtain valid group encoding without making labeling query'’. Moreover, if algorithms cannot obtain
valid group encodings without making labeling queries, then the GGM can be simulated by a stateful oracle
that only provides labeling queries, as the addition queries can be easily converted into labeling queries.
Such an oracle is close to the random oracle model and thus our goal is to design a mechanism that prevent
extracting valid group elements without knowing the corresponding discrete logarithms.

Here we introduce our length tool, intuitively, if the length of the public key is much shorter than the
group encoding (say, the length gap is at least w(log \)), then the public key would not carry enough in-
formation to recover the group encodings. This also explains why we choose NIKE other than general
key agreement (say, multi-round KA), because the adversary only obtains two public keys in the setting of
NIKE.

Concretely, let Qs, and Qs be the set of the query/response pairs (only labeling queries'') made
when running KGen9~ -2 (sk 4) and KGen9~ 2 (skz), respectively. Let & be the valid group encoding that an
algorithm outputs, by having pk 4 and pk, we then consider the following four cases:

e Case 1: (Independent) h ¢ Qs , U Qskps -

e Case 2: (Frequent) h € Qsk, N Qskp-

¢ Case 3: (Dependent but hard to extract) h € Qs \ Qskjs -
¢ Case 4: (Dependent but hard to extract) 7 € Qs \ Qsk . -

For case 1, h is independent of pk 4 and pk. Due to the sparseness of the group encodings in Gy i,,, NO
algorithm can output h except for negligible probability.

10This in fact is natural in group-based cryptosystem, take the ElGamal encryption scheme [EIG85] for instance, the public key itself
is a valid group element.

'We stress that, for the algorithm KGen9N.m2, without loss of generality, it only makes labeling queries. Essentially, the group
encodings of Gy ., are sparse, which means any algorithm with inputs that are independent of G ., cannot obtain a valid group
encoding without making labeling query, indicating that any addition query can be absorbed by the corresponding labeling query.



For case 2, it is apparent that pk 4, and pky together might carry enough information for . Fortunately,
with high probability & is a frequent query, therefore the discrete logarithm of i can be easily obtained by
repeatedly running KGen?~ 2 (-) on sufficiently many random inputs.

For case 3 (or case 4), note that h is independent of pky, which means that only pk, carries the infor-
mation of h. Note that the length of pk, is m; but length of h is my. Moreover, h is uniformly distributed
over the probability of GGM. Therefore, conditioned on that my — m, is sufficiently large, no algorithm can
extract such an h except for negligible probability.

The above sketch is not precise; please find low-level details, in Section 3.

Hierarchy of GGMs. To establish the hierarchy of the generic group models against computational bounded
adversaries, we formalize our goal in the framework of indifferentiability. Specifically, we prove that the
shorter GGM (denoted as Gy, ) statistically implies the longer one (denoted as Gu m,), but the longer
GGM does not computationally imply the shorter one.

Gn,m, statistically implies Gy ,,,. We first explain how Gy, implies Gy ., against computationally
unbounded adversaries. Let # be a random oracle that maps {0,1}* — {0,1}">~""; as the first attempt, it
is natural to design the labeling function as:

LI M (z) =GP, ()| H(GRP, (2))-

However, there always exists an efficient distinguisher that breaks the indifferentiability w.r.t. the above
scheme. Specifically, in the ideal world, the distinguisher uniformly samples © € Zy, makes a labeling
query with z, and obtains G°% (). Let str and str’ be the first m, bits and the last my —m; bits of G35, (),
respectively. Then the dlstmgulsher makes a query to the simulator with input str and checks whether the
response matches str’. Note that, without knowing z, the simulator cannot answer this query properly
except for a negligible probability. To prevent the attack above, we enhance the power of the simulator. We
involve an additional oracle, the random permutation oracle &, that permutes {0, 1}™2 with its inverse'?
&1, and design the labeling function as:

LIvmiME () = £(GRYE (2)||H(GRS (2))).

Careful readers may wonder why it works. Note that both £ and £~! are under full control of the simulator,
which means that the distinguisher is independent of the value H (g% | (7)) without making queries to the
simulator. This extra information gained from these queries is exactly what the simulator requires for
the proof to go through. In fact, with the aid of £, we can even simplify the construction by replacing
H(GRPS (x)) with a fixed string, say 0 - - 0, concretely:

OGN m1 € — label .
195 () = E(GR, (@)]] 0 0).

ma2—mi

The addition algorithm can be easily constructed by applying the inverse oracle £~. While the addi-
tional oracle £ and its inverse £~! have protected against certain natural attacks, we need to argue indif-
ferentiability against all possible attacks. To do so, in Section 4.1, we use a careful simulation strategy for
GRe s 99, €, and €71, and prove indifferentiability through a careful sequence of hybrids.

Remark 2. Careful readers might note that the building blocks of construction above contain both the shorter GGM
GN,m, and an additional independent randome oracle, rather than the shorter GGM solely. Although we have that
GGM implies ROM statistically [ZZ23], it is unclear to us that how to build an indifferentiable GGM plus an
independent ROM from a single GGM. Therefore, we stress that our hierarchy of the GGM is established with the aid
of an additional independent random oracle.

Moreover, this even motivates an interesting research question that whether one single GGM implies multiple
independent GGMs, comparing to the fact that the random oracle does.

12 According to [HKT11], the random oracle and random permutation oracle with inverse are equivalent, therefore we take £ and
E~1 for granted.



GN.m, does not computationally imply Gy ,,. Suppose we have a purported construction IT9Vm2 ;=
(L9N.m>  A9N.m2 ) of a shorter group from a longer GGM. How could we prove that I19%:m2 can be differen-
tiated from Gn ,, by a computationally bounded distinguisher?

Following the strategy in [ZZ23], we should find some security property P that holds for Gy ,,, but fails
for any 19~ .m2 . As explained in [ZZ23], any standard model assumption cannot serve as the property, and
thus, this property P is set to be a variant of discrete logarithm problem, called discrete log identification (DLI).
Intuitively, DLI is defined as: given h := L(z), construct a (probabilistic, efficient, and query-free) circuit
C such that C(x) accepts with a high probability, but C(z’) rejects with a overwhelming probability on all
x’ # x. Apparently, the DLI problem is easy on any standard-model group: for any y, set C(y) to be 1 if and
only if L(y) = h, where L(y) := g is computed as part of the circuit'®. To establish the separation between
GGM and ROM, Zhandry and Zhang prove that the DLI problem is also easy on any group built within the
random oracle model. Intuitively, they “compile out” the random oracle # and design an attacker that can
easily construct an oracle-aided circuit C*(-), breaking the DLI problem by computing L*(-). The subtlety
is to anticipate the oracle queries that C' will make to the random oracle model and have the attacker make
the corresponding queries for itself. Concretely, given input L? (z), the attacker runs the addition algorithm
AM (L™ (y), L (x — y)) and L™ (-) on several random inputs, records all queries/responses that were made,
and hardcodes the queries/responses into the C' to obtain an oracle-free circuit, which C outputs.

Below, we outline our method for integrating the aforementioned technique into the analysis within
the longer GGM. The difficulty is that, our goal seems to conflict with the results in [ZZ23], as they have
proven that the DLI problem is hard with respect to the generic group model. To bypass the obstacle, we
here leverage the length tool again.

Consider computing L9z (x) from x, which in turn makes queries to the longer GGM, G m,. Let Q.
be the set of query/response pairs made during the procedure of computing L9~-m2 (). Similarly as above,
we assume that, without loss of generality, each query/response pair (que,res) € @, is a labeling query.
Consider computing A9~.m2 (LINm2 (y), L9¥.m2(z)) where y and z are random, conditioned on y + z = z.
The output of this addition is L9V (y + z) = LYV (z). For each query/response pair (que, res) € Q.,
there are roughly four possible cases:

* Case 1: The label L9¥.m2 () does not depend on the response res at all;

* Case 2: The label L9V (z) depends on the response res, but with a overwhelming probability over
the choice of y and 2, res does not appear when computing A9¥.ma (LIN.m2 (y), LIN.m2(2));

e Case 3: The label L9~ 2 (z) depends on the response res, and with a non-negligible probability over
the choice of y and z, A9¥.m2 (LIN.m2 (y), LIN.m2(2)) makes a “labeling” query to Gy, on input que;

e Case 4: The label L9V 2 (z) depends on the response res, and with a non-negligible probability over
the choice of y and z, an “addition” query (que,, que,, res) occurs when computing A9N.mz (LINm2 (y), LIN.m2 (2)).

Now we explain our approach of building the oracle-free circuit C. We collect queries into a list, denoted
as Sque-res, and hardcode Sqye-res into the circuit C to make sure that C (x) will be able to reconstruct LIN-m2 (z)
without making any query to the oracle at all:

* In case 1 (Non-sensitive query), same as in [ZZ23], since L9V (z) does not depend on res, when
computing L9¥-m2 (z) we can just replace the response with a random string without affecting the
ultimate labeling. Therefore, for any query not in Sgye-res, We will have C respond with a uniformly
random string.

¢ In case 2 (Sensitive but frequent query), same as in [ZZ23], since LY~ .72 (z:) does depend on res, this
query is a sensitive query for the ultimate labeling. In this case, it must be that A9~.m2 (LIN.m2 (y), LIN.m2 (2))
be able to extract res from the inputs, i.e., L% =2 (y) and LY¥-m2(z), which indicates that, with a high
probability, (que, res) € Q. N(Q,UQ.). On the other hand, z, y and z are pairwise independent, which

13Note that for standard-model groups, L(y) denotes the value g¥ for the fixed generator g, and here y is the discrete logarithm of
h with respect to g.



means that Q, N Q, and Q, N Q. only contains “frequent” queries. Therefore, this query/response
pair can be collected by running L9~z (-) on sufficiently many random inputs.

® In case 3 (Sensitive labeling query), same as in [ZZ23], Sqye-res collects all the labeling queries that
occur when running A9V.m2 (LIN.m2 (y), L9N.m2 (). We know that, with a non-negligible probability
(que, res) will be amongst the queries in Sge-res. By repeating several times, we have that (que, res) €
Sque-res With a high probability.

¢ In Case 4 (Sensitive addition query), different from [ZZ23], the addition query, i.e., (que;, que,, res)
occurs, where que; and que, are two valid group encodings of G ,. Although res appears in this
query, collecting this kind of query is not usually useful for our purpose. Specifically, when running
L9%.m2 (), the algorithm might make labeling queries on points (z1,...,2,), whereas Sque-res might
only store query/response pairs in the form of addition, i.e., (Gn m, (Yi), GN,mo (2i), GN ms (Yi + 22)),
without explicitly knowing either y; or z;. As a result, C'(z) might fail to reconstruct L9V (z): when
running C () := L5 (1), although C knows that Gy, (7;) exists in the database Syye-res, it does not
know which tuple corresponds to the correct one.

To resolve the problem, we need to transform this addition query into a labeling query. Observe that
if the discrete logarithms of que; and que, are known, then the transformation is trivial. Exploring
deeper, during the procedure of computing A9¥.m2 (LINm2 (y), L9¥.m2 (2)), the algorithm A9N.m> can
only extract valid group encodings in Q, UQ.'*. Moreover, we have that L7z (y) and L9~ .m2(z) are
independent of the responses that are in Q. \ @, and @, \ @, respectively.

Now, we leverage the length tool. Concretely, from A9~.m2’s perspective, LIN-m2(y) is the only string
that carries information of the valid group encodings € @, \ Q.. If ma — m; is sufficiently large, say
mg —my > w(log\), where X is the security parameter, then it is impossible for A98.m2 to extract a
valid group encoding from @, \ Q. except for a negligible probability, indicating that the valid group
encodings that A9N.m2 can extract are in Qy N Q.. Having that x,y and z are pairwise independent,
we know that queries in @, N Q. are frequent with a high probability, which can be easily captured
as in case 2.

Next, we consider the value of C(z') for ' # x. If we are lucky and Sque-res cOntains all sensitive queries
of Q.s, then C(z') = LIN-m2(x') # LIN.m2 (1), indicating that C(z') rejects as desired. Otherwise, if Sque-res
does not contain all the sensitive queries of Q,, then Syyeres Would respond to the query with random value,
which means that C(z') computes an invalid label for 2’. As explained in [ZZ23], the random response
would only serve to inject further randomness into the label, and the invalid label would be unequal to
L9%.m3 (1) with a high probability. Combining the above together, we build an oracle-free circuit that only
accepts the discrete logarithm x.

The above sketch is not precise; please find the low-level details in Section 4.

The hierarchy is tight. To complement our results of the hierarchy, we next show that if my — m; is small,
then Gy, and Gy, are equivalent under the indifferentiability framework. To explain our idea, we
illustrate the simplest case, where my — m; = 1'%, Let Trunc be the function that chops off the last bit of the
input, we build an indifferentiable group in Gy, as follows:

LQN,mz (x) = Trunc( Iabel ((L’)),

N,mo

Trunc(GaS,,, (stro|[bo, str1|[b1)), if stro||bo and stry|b; are valid;

A9Nm2 (strg, stry) 1=
(stro, str1) 1 otherwise.

40Other group encodings in Gy 1., are independent of LIN.m2 (y) and LIN ™2 ().
15We also require that group encodings in Gy ., are sparse, say ma — log N > w(log \).



For clarity, if there exist by,b1 € {0,1} such that both strg||by and strq||b; are valid, then the addition
algorithm outputs Trunc(G39,, (stro||bo, str1b1)), otherwise it aborts. Based on the fact that the group en-
codings of Gy ,,,, are sparse, we know that for any string str, the probability that both str||0 and str||1 are
valid is negligible, which indicates that the addition algorithm is well defined. Moreover, we prove that the
construction above is indifferentiable from Gy ,,, in Section 4.3.

Due to the composition of indifferentiability, our results can be easily extended to the case that my—m; <

©(log \), which completes the entire picture of the hierarchy asymptotically.

1.4 Organization

In Section 2, we present the necessary notations, concepts, and definitions. We establish a separation be-
tween two CDH-secure groups with sufficiently large encoding length difference in Section 3. We then
establish a hierarchy among GGMs with different encoding lengths in Section 4.

2 Preliminaries

Notation. For a finite set S, we denote a random sample s from S according to the uniform distribution

ass & 5. We say a positive function negl(-) is negligible, if for all positive polynomial p(-), there exists a
constant Ay > 0 such that for all A > ), it holds that negl(X) < 1/p(\). We say a function p(-) is noticeable

in ), if the inverse 1/p()) is polynomial in \. We write y & Alg(I) to denote variable y that is obtained by
running a randomized algorithm Alg on input I (which may consist of a tuple I := (I3, ..., I,,)). If Alg is

deterministic, we write “<—” instead of “<". By ||y, we mean the concatenation of strings x and y.

Algorithms. Denote A € N as the security parameter. Here we use a non-uniform circuit to formalize the
model of computation. An algorithm Alg is a collection of circuits {C) } ey with domain Dom) and range

Ran), respectively. When considering interactive algorithms (Algy, ..., Alg,), algorithms are treated as a

)

sequence of circuits C/(\l), C§\2)7 ..., where the domain of Cg\i) is denoted as DomE\Z) = statg\i X input(;fl), the

) ) @)

range of C/(\i) is denoted as Rang\i) = statg\i+1 X outputgf . Here, statf\i) (inputy”, outputg\i)) is the space of the

state (inputs, outputs) that C/(\i) sends to C ;”1), respectively.

Games. A game is initiated by a probabilistic interactive algorithm C, called a challenger, and a predicate
function pf : {0,1}* — [0,1]. The challenger takes the security parameter as input and interacts with &
communicating-restricted parties (Algy, ..., Alg,). We call A := (Alg,,...,Alg,) the adversary. In the end
of the game, the challenger C outputs a bit b; if b = 1 we say the adversary wins the game, otherwise we say
the adversary loses. Let C1(.A) be a class of adversary. We say a game (C, pf) is hard with respect to C1(.A),
if for any adversary A € Cl(.A), we have Pr[A wins] < pf + negl()).

Cryptosystems. A cryptosystem X consists of a set of algorithms, which typically are non-interactive.
Here, ¥ is accessible via two interfaces ¥.hon and ¥.adv, where 3 .hon provides an honest interface through
which the system can be accessed by all parties in a black-box manner, and 3.adv models the adversarial
access to the inner working part of X.

2.1 Primitives, Idealized Models, and Reduction Notions

In this work, we treat CDH-secure groups as cryptographic primitives, and explore black-box reduction
between them with different lengths. First of all, we recall the definition of primitive formalized by [RTV04].
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2.1.1 Cryptographic Primitives

Definition 1 (Cryptographic Primitive [RTV04]). A primitive P is a pair (Fp, Rp), where Fp is a set of functions
f:{0,1}* — {0,1}*, and Rp is a relation over pairs (f, A) of a function f € Fp and an adversarial machine A.
(The set Fp is required to contain at least one function which is computable by a PPT machine.)

e Efficient implementation. We say a function f implements P or is an implementation of P if f € Fp. An
efficient implementation of P is an implementation of P which is polynomial-time computable.

* Secure implementation. We say an adversarial machine A P-breaks f € Fp if (f, A) € Rp. A secure
implementation of P is an implementation of P such that no PPT adversarial machine P-breaks f.

We say the primitive P exists if there is an efficient and secure implementation of P.

As mentioned before, we treat CDH-secure groups as a cryptographic primitive. Now we formalize this
primitive by using the terms in [RTV04].

Definition 2 (CDH-Secure Groups). A CDH-secure group PPH consists of the following pair (Fpcon, Ropcon):

1. The set Fpcon for specifying syntax and capturing the correctness property.
Here, the set Fpcon consists of functions f, where f represents the group generation function for generating

group description of finite cycle groups. Concretely, we write (G, g, N, m) & (1Y), where G is a cyclic group
of prime order N, g is a generator G, and m is the length of group encoding (that is, each group element in G
can be represented as an m-bit string).

We note that the correctness is guaranteed by the basic properties of the cyclic group.

2. The relation Rpcon for capturing the security property.
For function f € Fpcon and PPT (adversarial) machine A, we define (f, A) € Rpcon if there exists a polynomial
p(-) such that Pr[A(G, g, N,m, hq, he) = ¢"'*2| > 1/p(A) for infinitely many A.

Here, (G, g, N, m) & f(1N), and hy,hy € G are two uniformly chosen group elements where hy = g*1,
ho = g*2, and x1,19 € Zn.

We say CDH-secure group P<PH exists, if there exists a function f € Fpcon, it holds that no PPT adversarial machine

A such that (f, A) € Rpcon. Often, we make the parameters, the order N and the encoding length m, explicit, and

denote the CDH-secure group as Pﬁ?ﬂ.

Non-interactive key exchange (NIKE) was initially studied by Diffie and Hellman in their breakthrough
paper [DH76]. We now describe this primitive by using the terms in [RTV04].

Definition 3 (Non-Interactive Key Exchange). A non-interactive key exchange protocol PN'KE consists of the
following pair <.7:7>N|KE, R'pNIKE>.'
1. The set Fpnie for specifying syntax and capturing the correctness property.
Here, the set Fpuie consists of functions f, where f := (KGen, SHK) represents
* the public-key message function KGen : SK — PK for generating the public-key message based on a
randomly chosen private-key, where PIC and SKC are public-key space and private-key space, respectively.

* the shared key generation function SHK : PKC x SK +— K U {_L} for generating the shared key, where
KC is shared-key space, and L denotes that the computation fails.

Concretely, for randomly chosen sk & 8K, we write pk < KGen(sk), where pk is called public key. Fur-

thermore, for randomly chosen sk’ & SK, compute pk' < KGen(sk'). We write shk < SHK(pk', sk) and
shk’ < SHK(pk, sk’). Note that, when the shared key generation function fails, we write shk = L or shk’ = L.

11



We say correctness is achieved if there exists an negl(-) such that

Pr [shk # L Ashk’ # L Ashk # shk'] < negl(})

When negl(\) = 0, then we say perfect correctness is achieved.

2. The relation Rpnwe for capturing the security property against key-recovery attack (KRA).

For function f := (KGen,SHK) € Fpnke and a PPT (adversarial) machine A, we define (f, A) € Rpuwe if
there exists a polynomial p(-) such that Pr[A(pk,pk’) = SHK(pk’,sk) = SHK(pk,sk’) # L] > 1/p(\) for
infinitely many .

Here, for randomly chosen sk & SK and sk & Sk, compute pk < KGen(sk) and pk’ <+ KGen(sk’),
respectively.

We say non-interactive key exchange protocol PN'YE exists, if there exists a function f € Fpne, it holds that no
PPT adversarial machine A such that (f, A) € Rpnke. When SK = Zy and PK = K = {0,1}™, we make the

parameters N and m explicit and denote the non-interactive key exchange protocol as P/

2.1.2 Idealized Models

In this subsection, we introduce idealized models including the Random Oracle Model (ROM) [BR93],
the Random Permutation Model (RPM) [RS08], and the Generic Group Model (GGM) [Sho97]. In each
idealized model, all entities including the adversary .4 and the challenger C, are provided with the access
to the corresponding oracle. Below we will specify the behavior of the oracle in each idealized model.

Definition 4 (Random Oracle Model [BR93]). Let Z, g denote the set of functions h : {0,1}* — S, where
S = {0,1}" for some integer n. The random oracle model H is an idealized model, sampling a random function h
from L, s. Every algorithm can query x, obtaining the corresponding value h(x) € S.

Definition 5 (Random Permutation Model [RS08]). Let Zg, s denote the set of permutations w : S — S, where
S = {0,1}™ for some integer n. The random permutation model & is an idealized model, sampling a random
permutation m from Lg g. Every algorithm can query x € S with £ for both m and its inverse ==, obtaining the
corresponding value m(z) € S or ! (z) € S.

Definition 6 (Generic Group Model [Sho97]). Denote by 1z, s the set of injections o : Zyn +— S, where S :=
{0,1}™. The generic group model Gy ,, is an idealized model, sampling a random injection o from Iz, s, with
functions GR°%) and G375, Concretely, for each query x € Zy, the “labeling” function G§>%) responds with a value
o(x) € S. For a query (g1, g2), the “adding” function G37S, answers as follows: if g1 = o(x1) and go = o(x2) for

some x1,x2 € Zy, replying by o(x1 + x2), and replying by L otherwise.

2.1.3 Notions of Reductions

To establish separations between primitives, in this paper, we follow two notions, fully black-box reduction
and relativizing reduction, as formalized by Reingold, Trevisan, and Vadhan [RTV04].

Definition 7 (Fully Black-Box Reduction [RTVO04]). There exists a fully black-box reduction from a primitive
P = (Fp,Rp) toa primitive Q := (Fg, Rq), if there exist PPT oracle machines I and B such that:

Correctness For every implementation f € Fg we have that 11/ € Fp.

Security For every implementation f € Fo, if there exists a PPT oracle machine A such that Af P-breaks 117, then
there exists a PPT oracle machine B such that B Q-breaks f.

In literature, a typical technique for black-box separation, say for primitives P and Q, is relativizing
separation, which means that there is no relativizing reduction between P and Q. Reingold et al. [RTV04]
indicate that fully black-box reduction implies relativizing reduction, referring to that the relativizing sep-
aration from P to Q indicates the corresponding fully black-box separation.
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Definition 8 (Relativizing Reduction [RTVO04]). There exists a relativizing reduction from a primitive P :=
(Fp, Rp) to a primitive Q := (Fo,Rq), if for every oracle O, the primitive P exists relative to O whenever Q
exists relative to O. A primitive P is said to exist relative to O, if there exists f € Fp which has an efficient im-
plementation when having access to the oracle O such that no PPT oracle machine with access to O, can P-break

3

2.2 Indifferentiability

The framework of indifferentiability is proposed by Maurer, Renner, and Holenstein [MRH04], which for-
malizes a set of necessary and sufficient conditions for securely replacing one cryptosystem with another
in an arbitrary environment. This framework is used to justify the structural soundness of various crypto-
graphic primitives, including hash functions [CDMP05, DRS09], block ciphers [ABD*13, CHK " 16, DSSL16,
GWL23], domain extenders [CDMS10], authenticated encryption with associated data [BF18], and public
key cryptosystems [ZZ20]. It can also be used to study the relationship between idealized models [ZZ23].
Within the context of the indifferentiability framework, it is customary to consider that a cryptosystem ei-
ther implements certain ideal objects denoted as F, or it is a construction denoted as C7' that relies on
underlying ideal objects F'.

Definition 9 (Indifferentiability [MRHO4]). Let ¥, and 3o be two cryptosystems and S be a simulator. The
indifferentiability advantage of a distinguisher D against (£, Xo) with respect to S is

AdVRYS, ¢ p(1%) := Pr[Realy, p] — Pr[Idealy, s p),

where games Reals,, p and Ideals, s p are defined in Fig. 2. We say ¥ is indifferentiable from Yo, if there exists
an efficient simulator S such that for any efficient distinguisher D, the advantage above is negligible. Moreover, we
say ¥, is statistically indifferentiable from X, if there exists an efficient simulator such that, for any unbounded
distinguisher D, the advantage above is negligible.

Indifferentiability}

Reals, p: HonestR(X) Ideals, s,p: HonestI(X)

b « PpHonestR,AdvR Return ¥;.hon(X). b « pHonestl,Advl Return ¥2.hon(X).
Return b. AdvR(X) Return b. AdvI(X)

Return X;.adv(X). Return S¥224v0) (X)),

Figure 2: Indifferentiability of ¥; and X5, where S is the simulator and D is the adversary.

Below, we also use the notations in [BF18] and consider the definition above to two systems with inter-
faces as:

(21.hon(X), ¥y.adv(z)) == (71 (X), Fi(z)),
(32.hon(X), ¥s.adv(x)) := (Fo(X), Fa(x)),

where F; and F, are two ideal objects sampled from their distributions and I17* is a construction of F, by
calling F;. Maurer, Renner, and Holenstein prove the composition theorem for the framework of indiffer-
entiability; for simplicity, we give a game-based formalization from [RSS11].

Theorem 3 (Composition Theorem [MRHO4]). Let 1 := (1171, Fy) and X := (Fo, Fa) be two systems that ¥q
is indifferentiable from ¥ with respect to a simulator S, then ¥, is as secure as ¥o for any single-stage game. More
concretely, let Game be a single-stage game, then for any adversary A, there is an adversary B and a distinguisher D
such that

Pr[Gamep s 47 ] < Pr[Gameg, g7 ]| + Advizn‘fifzzts’p.
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The proof of Theorem 3 is straightforward; due to space limit, we skip it here. Next, we give the formal
definition of the separation between two idealized models in the framework of indifferentiability against
computational adversaries.

Definition 10 (Computational Indifferentiable Separation [MRHO04, ZZ23]). Let 31, X5 be two idealized mod-

els, we say 3o is computationally indifferentiably separated from 3 if for any efficient algorithm II and any efficient
simulator S, there exists an efficient distinguisher Dy s and a noticeable function p such that

Adviﬁ%if’zzys’pn’s(lk) := | Pr[Realy, p, ] — Pr[ldeals, sy ]| > p(A).

Observe that, if an idealized model ¥, is computationally indifferentiably separated from another ide-
alized model ¥;, it means that, we cannot build a scheme IT*! such that II*! is indifferentiable from X,
even under arbitrarily strong computational assumptions.

3 Separation between Cryptographic Groups

In this section, we establish the separation between two CDH-secure groups, PFO! and PO, under the
condition that both V and (mo — m;) are sufficiently large within the same security parameter.

Theorem 4 (Main Theorem). Let A € N be the security parameter. Let N,mi, mo be integers such that N >

22008 %) 'my > log N and my — my > w(log ). Then there is no black-box reduction from PSP to PEPH

Proof. To establish the theorem, we apply the so-called two-oracle technique [HR04]. Let PSPACE be a
PSPACE-complete oracle. Essentially, we set O := (PSPACE, Gx ,,,) and prove the following;:

1. PIC\:,'?NH@Z exists relative to O;

2. PEPM does not exist relative to O.

The former statement holds trivially as Gy, implies PPH in the canonical manner. Therefore, it suffices

N,mg
to prove the latter one.

Lemma 1. PPM does not exist relative to O.

To establish the proof, we first pin down an intermediary primitive, i.e., 77]'\\','75,5 (within the same security

parameter), defined in Section 2.1, and then prove that:

CDH . NIKE .
1. PN’ml implies PN’ml,

2. PN'KE does not exist relative to O.

The first statement holds straightforwardly. Next, we establish our theorem by proving the following
lemma.

Lemma 2. PRE does not exist relative to O.

Intuitively, to prove that PJ'Q‘,"’EE does not exist relative to O, it is sufficient to build a PPT oracle adversary

A© that breaks any construction TT° := (KGen®, SHK?). Observe that A® has access to a PSPACE-complete
oracle, which means that A® implies a computationally unbounded but query-efficient adversary that only
has access to G N7m216. Therefore, it suffices to construct such an adversary A98.ms  In Fig. 3, we illustrate
the description of the adversary.

We first clarify some undefined notions: Let n be a sufficiently large integer that will be specified

below. By {(que,resy), ..., (que,,res;)} = KGen9"m2(r;), we mean that when running the algorithm
KGen9:m2 (7;), the algorithm makes queries (que, . . . , que,) to the oracle Gy ,,, and obtains (resy, . . ., res,)"’.

16 Any computationally unbounded but query-efficient adversary can be simulated by a PPT oracle machine with access to a
PSPACE-complete oracle, that is because what we need are specific labeling query-response tuples of GGM. These tuples can be
picked by using a PSPACE-complete oracle. See [MM11] for more details.

17 As explained above, we stress that KGen9N.m2 only makes labeling queries.

14



,—(Adversary AINma (pky PkB)} ]

AN ma (pka, Pkp):

$
Skey — @; Sque-res — Qj; TlyeooyTn < ZN/'
Initial phuse: / /collecting frequent queries

fori=1to n:
{(que,,res1), ..., (que,, resq) } &= KGen9N-m2 (1))
Sque-res = Squeres U { (que,,resi), ..., (que,, resy) };
for i =1 to 12q + 1: //running 12q + 1 iterations
Simulation phase: / /searching a proper view

Search a secret key ska and a set of query-response tuples Sa satisfying
the following properties:
Property 1: Sa is consistent with Sque-res;

Property 2: pk, = KGenSwersUSA(sk 4);
Property 3: Sa only collects tuples of labeling queries and \5’ 4| < 12¢;

Property 4: S 4 is sufficient for SHK. That is, when running shk; « SHKSq“e"eSLJSA(pkB,sNIm): (1) the
set Sque-,eSUS' 4 covers all labeling queries; (2) the set Sque.,esUS’ 4 is able to convert any addition query
into a labeling query properly. Let que = (h1, h2) be an addition query when running the shared-
key algorithm, if either hy or hs is not covered in Sa U Squeres, then responds with L; otherwise the

set Sque-resUS4 must cover the following three tuples: (1,h1), (2, h2) and (2142, h3), and responds
with hs. —
Skey < Skey U {shk;};

l,lpdate phase: //updating the guessing labeling queries with valid encodings

for each (que, reS) c SA \ Sque—res: Sque-res — Sque-res U (que, gkftjfylbz (que));
Final phase: / /outputting the guessing shared key

return the majority value in Siey.

Figure 3: The description of the adversary that breaks T19%.m2.

Next, we prove that AIN.m2 outputs the valid shared key with noticeable probability. Let Spg.iabel be the
set of the valid group elements that appear when running KGen?~ 2 (sk3) and SHKY~-"2 (pk 4, sk 3); those
group elements are either the responses of labeling/addition queries or the valid inputs of the addition
queries. It is apparent that |Sp_abel| < 6g, due to the fact that each algorithm makes at most ¢ queries. Now,
we define:

Sp = {(.’L‘, h)|h S SB—Iaber glabel (.’L‘) = h}.

N,m2

Note that, for any iteration, if the adversary successfully guesses Sp in S4, then the shared key com-
puted in this iteration would be valid. Specifically, in such a context, there exists an instance of the GGM
that is consistent with the query views of both the adversary and the user B, and the validity of the shared
key follows by the perfect correctness of [19~.m2 . However, without the knowledge of skp, A might not
guess Sp correctly with a good probability. In fact, there are three events:

e Event 1: There exist (que,,res4) € S4 and (queg, resp) € Sp such that que,, = quep but res # resp.
e Event 2: There exist (que 4, res4) € 54 and (quey, resg) € Sp such that que , # que,; but resy = resp.

e Event 3: For any (que 4, resa) € S4, (queg, resp) € Sp, we have that if que, = quep then resy = resp,
and vice versa.

We immediately observe that event 1 occurs at most 6¢ times, because the updating phase would eliminate
at least one pair in Sp. Therefore, it suffices to prove that event 2 never occurs except for negligible prob-
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ability and event 3 would deduce the valid shared key with high probability. According to the description
of the adversary Fig. 3, we have that in event 3, the set S A U Squeres responds to the labeling queries per-
fectly and converts the addition queries into labeling queries properly. Concretely, let que := (h1, ho) be an
addition query, there are two cases: (1) S 4 U Sque-res COVers (z1, h1), (22, ha), and (1 + x2, h3); (2) either hy
or hs is not stored in S4 U Sque-res- For the former case, the response is valid; for latter one, the response is
invalid if and only if both h; and h; are valid group encodings. Therefore, the only bad case that prevents
event 3 from deducing the valid shared key is that the adversary outputs a valid group encoding h without
knowing the discrete logarithm.

Moreover, in the simulation phase, S 4 must be consistent with Sque-res, Which indicates that when event
2 occurs, the adversary successfully outputs a valid group encoding i without making labeling query. To
bound the probability, we define that, for any sk € Zy:

Qs := {(quey, resy), ..., (que,, res,) } T=~ KGenV-> (sk).

Note that the adversary only takes pk, and pkp as inputs, where pk,, = KGen9~m2(sk,) and pkp =
KGenY~m2 (sk3). It is apparent that the group encoding & ¢ Squeres, and we next establish our analysis by
considering the following four cases:

¢ Case 1: (Independent group encoding) & ¢ Qs , U Qskj,
e Case 2: (Frequent group encoding) h € Qsk,, N Qskp

e Case 3: (Dependent but hard to extract) h € Qs \ Qskjs-
e Case 4: (Dependent but hard to extract) h € Qs \ Qsk . -

It is apparent that, for any query-efficient adversary (might be computationally inefficient), if the prob-
ability that it outputs such an A (for all cases) is bounded, then we are done.
Case 1. We note that, h is independent of pk 4, and pkp, indicating that the probability that any adversary

outputs such a h is bounded by Og?,?;N < negl(\).

Case 2. We first define the frequent group encodings. Specifically, let ¢ := 26¢*, we say a group encoding
res is frequent if

1
Pr[(que,res) € Q. : z & ZN] > T

In such a case, we also call (que, res) as a frequent query. Note that sk4 and skp are uniformly sampled,
therefore, for any (que, res) € Qu,, if it is not a frequent query, then Pr[(que, res) € Qq,] < 1, indicating
that )
Pr{Qsk, N Qsk,, are all frequent queries] > 1 — % =1- @

Next, we bound the probability that & ¢ Sgye-res conditioned on that Qs , N Qs are all frequent queries.
Let n := t - A\, we then prove that, with a high probability, @, U --- U @, contains all frequent queries.
Essentially, there are at most ¢; := ¢ - t frequent queries, denoted as {(que;, res;) };¢c[q,]- For each (quej, res;),
we have that

1 n
Pr[(que},res;) ¢ Q,, U---UQ,, ]| < (1 — t) <e?,

which means
Pr[(quej,res;) € Qp, U---UQ,, : Vi€ [gf]] >1—(¢- t)e .

Therefore,

1 1
Pr[Case 2] = Pr[h € Qsk, N Qsky AR & Squeres] < %64 +(g-t)e > < %q + negl(\).
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Case 3. We immediately observe that pky is independent of h, which means that only pk, carries the
information of h. Note that the length of pk, is my; in contrast, the length of h is my; this intuitively
indicates that, over the probability of sampling the GGM instance, it is impossible to extract a valid group
encoding in Qsk, \ (Qsky U Sque-res) €Xxcept for negligible probability.

To establish the formal analysis, we strengthen the adversary A by providing A the unbounded compu-
tational power, and the following information: the tuple (ska, skg, pk 4, @skz, Sque-res). It is easy to see that
A itself can compute pk 4, pkz and Sque-res, therefore it suffices to prove that

PI"[-A OUtPUtS h e QSkA \ (stB ) Sque—res)} < negl()‘)

where the probability is over the sampling of ska,skp and the GGM instance'®. Observe that, pky is in-
dependent of h, which indicates that knowing skp would not increase .A’s winning probability. To further
simplify the analysis, we prove a more general statement: for any secret key sk and any S (set of query-
response tuples, poly-size),

Pr[A(sk, KGen9¥m2 (sk), S) — h : h € Qg \ S] < negl(})

where the probability is only over the sampling of the GGM instance, conditioned on that the GGM instance
GN,m, is consistent with S.

Note that, for any fixed poly-size S, the total number of the GGM instances (mapping from N to
{0,1}™2) that are consistent with S is

(™ = IS]) - (27 = (IS] + 1) -+ (2™ = (N = 1).

Next, we introduce some notations. Note that, once the secret key sk and the GGM instance Gy ,, are fixed,
the algorithm KGen9~ "2 (sk) is deterministic (including the queries made to Gy ,,). We here define Qq.g
as the sequence of the query-response tuples, denoted as

Qskg := {(quey,res;), ..., (que,, resy)}.

More clearly, when running the algorithm KGen9~ -z (sk), the i-th query that the algorithm makes to G ,n,
is que; and the corresponding response is res;. Besides, for each (sk, Gy n,), the algorithm KGen9m2 (sk)
outputs a public key. Next, we categorize the public keys into two types, namely the “good public keys”
and the “bad public keys”, with respect to the fixed secret key sk. We denote

ma—mj

T =25 (@ (8] 4 1)) (27— (V- 1),

and for any public key pk we denote S as the set of the GGM instances such that KGen" 2 (sk) = pk.
Now, we say a public key pk (with respect to sk) is bad if | Spk| < T', otherwise we say the public key is good.
Note that, given a bad public key pk (e.g., |Spk| = 1), the adversary might output a valid group encoding,
thus we need to prove that, over the sampling of the GGM instance,

Pr[KGen~ 2 (sk) is bad] < negl()).

Note that the space of public keys is {0, 1}, which means that there are at most 2 public keys. Therefore,
the counting of the GGM instances that induce to a bad public key is bounded by 2™ x T, referring to

ma—mj

AL A < 1
(2m2 —5]) T 2™ |9

Pr[KGen9~ 2 (sk) is bad] < < negl(A).

Hence, it suffices to prove that, given any good public key, any adversary A cannot extract a valid group
encoding i € Qs \ S except for negligible probability.

18The instance of GGM must be consistent with Qg 5 U Sque-res.
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For readability, we first elaborate the analysis in the case that S = (), where the adversary only has
knowledge of (sk, KGen~ "z (sk)). Let str be any string in {0,1}2, we denote S as the set of GGM in-
stances such that str € Qq.g. Therefore it is sufficient to prove that, for any str € {0,1}™2, the size of S is
much smaller than T (in this special case, | S| = 0). Specifically, by having that

mo—mj

T> 25 (2m — 1) (272 — (N - 1))

we prove that
[Sete| < q- (22 = 1)+ (27 = (N = 1))

Note that, once the secret key sk and the GGM instance Gy ,,, are fixed, the algorithm KGen9™m= (sk) is
deterministic. We next illustrate an observation about Qsk.g. Let Gn i, and G}y .. be two different instances
of GGM, and we denote

Qsk-g = {(quey,resy), ..., (que,, res,)}
Qsig' = {(que], res}), ..., (que),res;)}

We claim that either Qs.g = Qsk.gr Or Ji € [g] such that res; # res,. In other words, it is impossible
that Qs.g # Qsk-g’ but (resy, ... res,) = (resy,. .., res;). In fact, if such an event occurs, then there exists
an index j € [q] such that (1) Vi < j, (que;,res;) = (que],res}); (2) que; # que’, which contradicts to that
KGen9 2 (sk) is deterministic.

This observation illustrates that Qg can be represented only by (resy,...,res,); that is, once the se-
quence of the responses is fixed, then the corresponding sequence of the queries is also settled down. We
denote

Vo= (27— q)-e (27 — (N~ 1))

and note that for each response sequence (resy,...,res,), there are exactly V numbers of GGM instances
that would induce it.
Next, we compute the upper bound of |S.|. If str appears in the sequence (resy,...,res,), then there

exists an index i such that res; = str. For the rest, we maximize the possibility and have that the number of
all possible sequences that contain str is bounded by

q- (2™ =1)--- (2™ = (¢ — 1))

Combining the above together, we have that
[Ssr] < g+ (27 = 1)+ (27 — (N —1)).

In the following, we extend our analysis into the general case, where S is poly-size and

mo—mq

T =2 @ (8] + 1) (27 - (V - 1)

We immediately observe that, the upper bound above does not serve our purpose any more. The reason
is that the upper bound above is calculated over all possible GGM instances, while what we need to count
are the ones over the GGM instances that are consistent with S.

It is apparent that Q¢ can be still represented by the sequence of responses when S # (). To complete
the analysis, we then illustrate an additional observation about Qq.g. Let (resy, ..., res,) and (res],. .., res;)
be two different sequences. We claim it is impossible that there exists an index j € [¢] such that(1) Vi < j,
res; = res;; (2)res; € S but res; ¢ S'. More specifically, given the statement that Vi < j, res; = res, it is
apparent that que; = que’;. Moreover, by having (que;, res;) € S, we claim that the response of que’; must be
res;, because the GGM instances must be consistent with S. Based on this new observation, we next prove
the upper bound by induction.

19We here abuse the notation res; € S by meaning that there exists a query/response tuple in S with the response res;
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Let str be a string such that str ¢ S (note that the adversary’s goal is to output a valid group encoding
without knowing the discrete logarithm), we denote Sg,.; as the set of the GGM instances such that: (1) the

algorithm KGen“~z (-) makes k queries; (2) str € Q¢ \ S. We then prove that for any &,
[Swrl < - (27 — (IS +1)) -+ (27 — (N —1)).

We first compute |Ss-1|. Note that que; is always fixed, and if que; € S?, then |Sy-1| = 0 because str
would never appear. On the other hand, if que; ¢ S, then the response must be str because str appears.
Thus, the counting of the GGM instances that are consistent with S U {(que, str)} is

1 (27— (|S]+ 1))+ (27 — (N = 1))

Note that, the response of que, is str if and only if those GGM instances are sampled. Moreover, based on
our second observation, we have that, either res; € S or res; ¢ S. Hence,

(S| € max{0,1- (2 — (|S] + 1)) - (2 — (N —1))}.
Next, given the assumption that
[Ssera| < - (272 = ([S] + 1)) -~ (272 — (N = 1)),

we prove
S| < (4 1) - (272 = (|S] + 1)) - (27 — (N - 1)),

Again, que, is always fixed, and if que; € 5, then |S.(; 41| is bounded by | S|, because the response
of que, is always fixed by S, and str must appear in the last i queries. Thus, it suffices to prove that | Sg,(;11)|
is properly bounded when que; ¢ S. Next we consider two scenarios:

e Scenario 1: res; = str;
® Scenario 2: res; # str.

Observe that scenario 1 occurs if and only if the GGM instances that are consistent with S U {(que, str)}
are selected. Therefore, the counting of those GGM instances is:

Lo (2™ = (|S]+ 1)+ (27 = (N = 1)),

When scenario 2 occurs, there are at most 22 — (|.S| 4 1) options for res;. Once the response of que; is
fixed, say (quey, str’), we apply the induction. Specifically, we denote S = S U {(quey,str’)} (|S’| = |S| + 1).
Note that scenario 2 occurs means that str appears in the last i queries conditioned on that all the GGM
instances are consistent with S’. Applying the assumption, we have that the counting of the GGM instances
is bounded by

@™ = (IS[+ 1) i (27 = (I9']+ 1)) - (27 = (N = 1))
=i (27— (S|4 1))+ (27 — (N = 1)).

Now, we see that, if que; ¢ S (combining both scenario 1 and scenario 2), then
Ssrgian] < (1) (27 = (IS] +1)) -+ (27 — (N —1)).
Again, res; is either in S or not in .S. We have that

[Sae(i 1) < max{[Sugeal, (i 1) (2™ — (18] + 1))+ (27 — (N — 1))}
= (i+1)- @™ — (IS + 1) (2" — (N ~ 1))

20We here abuse the notation que; € S by meaning that there exists a query/response pair in S with the query is que;
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By setting sk := sky and S := Sgueres, Wwe have that the probability that the adversary outputs h €
Qska \ Sque-res is bounded by 22(?27,11 < negl(\).
2
Case 4. It is trivial that

2

Pr[Case 4] = Pr[Case 3].

Combining together, we have that
1
Pr[A9¥-m2 outputs the valid shared key] > 1 — (6¢ + 1)(% + negl(\))

% — negl(\).

Y

4 The Hierarchy of GGMs

In this section, we establish a hierarchy among GGMs, varying in distinct lengths of group encodings
and prove that the shorter GGM is strictly stronger than the longer GGM. Specifically, we show that one
can construct an indifferentiable longer generic group from a shorter one plus an addtional independent
random oracle, but the shorter generic group model is computationally indifferentiably separated from the
longer generic group (when the gap between the lengths is sufficiently large).

4.1 Gy, statistically implies Gy .,

In this section, we show how to build an longer indifferentiable generic group model from a shorter one
plus an additional independent ROM. Here are the building blocks:

* Gnm, = (GR%,» G¥',,) is a generic group model that maps Zy to {0, 1}™;
e £:{0,1}™ — {0,1}™2 is a random permutation oracle with its inverse £~!.

For simplicity, we denote O as the tuple (Gn m,, (€,E71)). The following is the construction 117 ¢y, =
(LPcems ACcem), depicted in Fig. 4. Correctness easily follows, and it rests to prove the indifferentiability.
Formally,

,—(Construction HEGGMJ .
L€GGM($)1 AeGGM (h1, ho):
h gfxﬁil (z); if £71(h1) # f:l1||0(m2_m1): return L;
h « E(h]|0(mz—m1)); if €7l(h22 5£~h2||0<’"2”"1): return 1;
return h. if Q?\?fjml (h1,h2) = L: return L;
return S(gf\?fml (ﬁl, BQ)HO(’"TW)).

Figure 4: The construction 1T, in the Gy ,,,, and RPM.

Theorem 5. Let my,my be two integers that ma > my. The scheme 110 ¢\, in Fig. 4, with access to a generic group
GN.m,, a random permutation € and its inverse £, is indifferentiable from a generic group G m,. More precisely,
there exists a simulator S such that for all (qgﬁ% gy e g )-query distinguisher D with dgipel + dgye +
qs + qe—1 < q, we have

64> N 10¢> +4q = 3q 2q

indif
AdVHL(?GGngN,mquaD =N gmy + ox + omy _ 2q‘
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The simulator makes at most 3q queries to Gy m, -

Proof Sketch. Correctness of our scheme easily follows. For the indifferentiability, we build a simulator

in Fig. 5 to simulate the adversary interfaces Gi°¢, , G3'9, , £ and £~! properly. We immediately observe

that, our simulator makes at most Aq queries to (Gi°_,G379,,), and it maintains four tables and the size of

each table is at most 2¢, meaning that S is efficient. In the following, we present the intuitive idea of why &
works. Note that, £ is an ideal random permutation and Gy, is a generic group, hence the responses of a
proper simulator should follow these rules:

* Rule 1: The responses of Gii°¢, are statistically uniform in {0,1}™;

* Rule 2: There do not exist 2y # x5 € Zy such that G, (1) = GF°8) (22);

* Rule 3: GR7%, (w1 + 22) = Ry, (G0, (€1), GRO, (22));

e Ruled: if h ¢ {GRPS ()}oezy, then G, (h,) = L;

* Rule 5: The responses of £, £~ are statistically close to a random permutation;

® Rule 6: There isno 1 # ro € {0,1}™2 such that £(r1) = E(r2);

 Rule7: £(GR%, (2)]0 ™) = Rt (o)

* Rule 8: if Gi¥*¢ (h, GiPe (1)) # L, then £71(h) = h[[0(m2=m0),

Next, we illustrate why and how S achieves those eight rules. Observe that Rule 1 and Rule 7 trivially
hold.
Rule 2. The only way to break this rule is if a collision occurs. As h is uniformly sampled, this bad event is

trivially bounded by 2%;.

Rule 3. There are three cases as follows:
® Case 1: The addition query of hi, ho has already been put into T,qq4;
e Case 2: i~11, hs have already been put into Tjapel;
e Case 3: At least one of ﬁl, hs is the unknown encoding.

For Case 1, we note that this equation holds for free.

For Case 2, i~11, hs are valid encoding and Tj,pel holds the corresponding group elements A1, ho in Gy m, .
The simulator S makes a query gj‘\?‘jnz (h1, ha) with response h, and then looks up % in Tisper. If 2 has been
in Tiapel, this equation holds for free; otherwise, S responds to the query with a random h € {0,1}™ and
records h. In Case 2, the only way to break this rule is if a collision of / occurs. As h is uniformly sampled,
this bad event is trivially bounded by ST -

For Case 3, the simulator S samples k1, k2 from the Bernoulli distribution with parameter 2%, and then
considers the unknown encoding hy and/or hs to be valid if k; = 1 and/or ky = 1, respectively. Note

that, this probability ;2 is close to the probability that a unknown encoding is valid in GGM. For each
considered valid encoding, S randomly samples its pre-image in Zy, and then makes a query G’ to
obtain its corresponding group elements in Gy ,,,. After that, the simulator S responds to the query using
table Tj,pel Or uniformly random sampling h € {0,1}™1, similar to Case 2. In Case 3, there are two bad

events that break the rule: 1) for the considered valid encoding, a collision of the random pre-image occurs,

which is bounded by 2—1({,2 ; 2) for the random response, a collision of the encoding occurs, which is bounded
by 2¢°

omi *
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—{ Simulator S

S.G¥m, (x):

h e gy, (@)

if 3(z, fL, h) € Tiabel: return h; y

if EI(<> h,h) € Tiapei: replace ¢ by z, return h; // ¢ is a symbol.

h& {0, 1}, Tiavel ¢ Thabet U { (@, b, h)}, Tee = Te U{(A][0"27m) h)};
return h.

S.g%”dml (ih, iLg)Z
if 3(%1, i:LQ, iL) € Taad V 3(?127 iL1, il) € Thaaq: return iL;
ifl~11 ETJ_\/BQ € T,: return L;
sample ki1, k2 from the Bernoulli distribution with probability 5 for 1;
for b € {1,2}, if A, hy,y) € Thaver: // * refers to x € Zy or the symbol 0.
if k’b =0:
h & {0,1)m2, if G309, (h, GRPe,, (1)) # L: resample h (up to A times);
T + T, U {;Lb}, Te +— Te U {(;L|‘O(m27m1), h)},’
else: 3 }
2 & I, Thavet = Tiaber U { (w6, by, G5, (1))}, Te = Te U{(R]J07"270), h)};
if I(%, h1, k1), (%, h2, ha) € Tiapel:
h 4= G5y (h1, ha);
if (%, h, h) € Thapet: Tadd + Tada U {(h1, ko, h)}, return h;
ho&{0,11™, Tiapel < Tiavel U {(0, b, h)}, Te  Te U {(h|[00m27m1) p)Y;
Tadd  Tada U {(h1, ho, h)}, return h;
return L.

S.E(r):
if 3(r, h) € Te: return h;
sample k from the Bernoulli distribution with the probability -5+ for 1;
if r = hjj0m2=m) A g =1
& Iy, h GiRPe (), Tiabel < Thaber U { (2, 2, h)};
Te = Te U{(r, h)}, return h; ~
if 2 =hlj0™m2"m) Ak =0: T, « T, U{h}
he {0,1}™2, if Q?\?fmz (h, Qkfbf,'w(l)) # L1: resample h (up to X times);
Te < Tg U{(r,h)}, return h;

S.E71(h):

if 3(r,h) € Te: return r;

hé {0,1}™; - -

if Gma (B GRma (1)) # Lt Thaber = Thavat U {(0, b, h)}, 7 4= hfJ0(m27);
sample k from the Bernoulli distribution with the probability gm; ~ for 1;
if k=1: T, < T\ U{h}, r < h|j0(m2—m1);

else: ¢ & {0,1}(m2=m0\ {00m2=m0Y o glt;

Te < Te U{(r,h)}, return r

Figure 5: The simulator for construction II7 ¢y
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Rule 4. Note that, for a unknown encoding, the simulator considers it to be group element in Gy, ac-
cording to the Bernoulli distribution with parameter ;5. Hence the probability of the adversary sampling
a valid encoding under simulator is close to the one in the generic group Gy m, -

Rule 5. For £ query, say £(r), the simulator responds in three cases:
e if there exists a tuple (r, h) € T¢, output h;

e if r = h||0(m2="), uniformly random sample = € Zy and output h +— G¥°¢! (x) with the probability
N .

omy s
e otherwise, uniformly random sample i € {0,1}"2 such that h is not a group element in Gy ,, via
rejection sampling (up to A times) and output A.

For Case 1, we not that each h stored in table T is from generic group Gy ., so that it is uniformly random,
except for some items generated in the other two cases of £-query. For Case 2, by our construction, £ maps
x = h||00"2=™1) to a long group element if / is a valid labeling in Gy ,,,. As the probability of adversary
sampling a valid encoding in Gy, is close to 2+ and Gy m, is generic group, h = G°¢! o, (1) for random
is uniform and the proper answer. The only way to break this rule is a collision of = occurs, which is trivially
bounded by % < negl(A). For Case 3, the only way to break this rule in this case is if 1) the response h
is a valid group element or 2) a collismn of h occurs. As (mg —my) > 1 and 2™ > N, the probability of
sampling a valid labeling in G, is 755 < gn; < 3. Due to the rejection sampling up to A times, the first

bad event is bounded by 2% < negl(A). Easy to note that, the bad event of % collision is trivially bounded

by 22%22 < negl(A). Therefore, in all three cases above, the responses of £ are well-distributed.
For £~ query, say £71(h), the simulator also responds in three case:

e if there exists a tuple (r, h) € T¢, output r;
e if his a group element in Gy ,,,, uniformly random sample 4 € {0,1}"* and output h[|0("2~"1);

e otherwise, uniformly random sample i € {0,1}"1,¢ € {0,1}(™>="™1), Then output &||00">~"™1) with

the probability Z7;=%; while output h||t with probability 1 — ==

For Case 1, except for some items from the other two cases of £~ !-query, each r stored in table 7% is gen-
erated in Gy, queries and corresponds to a group element in Gy ,,,. By our construction, such r has the
form of a random string h € {0,1}™ appending 0(™2~™1) and the bad event is a collision of 1 occurs, which

is trivially bounded by 2% < negl(\). For Case 2, with the same reason of Case 1, h||00m2=m1) is a proper
answer. For Case 3, we note that there are 2™ strings in {0, 1} ending in 0(™2~"1), where N strings
correspond to valid group elements. Hence given a non-group element h, the probability of its pre-image
in £ ending in 0271 is close to le =N The only way to break this rule in this case is if a collision of r
occurs, which is trivially bounded by
&1 are well-distributed.

Rule 5 and Rule 6. Easy to note that, the only chance that 4 violates these rules is bad events in Rule 4
occurs, referring to Rule 5 and Rule 6 holds as long as Rule 4 holds.

5w < negl(A). Therefore, in all three cases above, the responses of

Rule 8. Note that if the adversary makes a query £~ ! with a group element h, the response’s form is well
by the Case 3 for £7! query in Rule 5. Therefore, Rule 8 holds as long as the Case 3 for £~! query in Rule 5
holds.

Below, we give a full proof of Theorem 5.

Proof. According to the definition of indifferentiability, the adversary has two honest interfaces Gi3°¢ and
g3, and four adversarial interfaces Gg°, , G'9, , € and £~'. Therefore, we need to build an efﬁcient
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simulator S in the ideal world that can simulate four adversarial interfaces properly, which means, for any
PPT differentiator D, the view of D in the real game is computationally close to the view in the ideal game.
We will go through a sequence of hybrid games where in each game, there exists a system that responds to
all of the queries (both honest and adversarial) in a slightly different way and then we build our simulator
S as the system in the last game. Before the description of the games, we first specify some parameters:

e There are six types of queries: the labeling query for Gy .., (,label; Gy ., ), the addition query for
ONm, (ﬁl, fzg, add; Gy m, ), the labeling query for Gy, (z,label; Gy i, ), the addition query for Gy m,
(h1,h2,add; GN m, ), the forward E-query (r, fwd; £) and the inverse £~ t-query (h,inv; £), where z €
Zn, hi,ho € {0,1Y™ and 7, h, hy, hy € {0,1}2.

® The adversary only makes ¢ queries to the system, where ¢ = poly(}\).

¢ The oracles used in the real world are a long generic group construction Gy 1, := (G ']i‘,bﬁlz g ) a

short generic group Gy, m, := (G¥*% ,G3% ) and an ideal random permutation (5 EN).

* In each game, the system’s responses are denoted as Gig*er, G4, , GiRber, Ga'dr, , £ and £, For

instance, £ '"(h) denotes the system’s response when adversary makes a query que := (h, inv; ).

The hybrid games are as follows.
Game 0. This game is identical to the real game except that the system maintains four tables, referring to

Tiabel, Tadd, Te and T, . Specifically, the system responds every queries by real oracles. For the tables, the
system maintains them as follows:

® Tipei: Itis initiated empty and consists of tuples with form of (z, h, h) or (o, h, h), where ¢ is a symbol
for the unknown discrete logarithm. Once the adversary makes a query (z, label; Gy 1, ), which does

not exist in Tl.pel yet, the system inserts (z, Q}{’,bf,il (), Q}i}bﬁ'w (7)) into Tiapel-

® Ti.dq: It is initiated empty and consists of tuples with form of (ﬁl, ha, iz). Once the adversary makes a
query (hy, h2,add; Gy 1, ), which does not exist in Tiapel yet, the system inserts (hq, ho, gf\?ﬂm (h1,h2))
into Tadd-

e Tg: Itis initiated empty and consists of tuples with form of (r, h). Once the adversary makes a query
(r,fwd; €) or (h,inv; £), which does not exist in T¢ yet, the system inserts (r, £(r)) or (671 (h), h) into
Te.

e T:Itis initiated empty and consists of element with form of h.

Note that all tables are completely hidden to the adversary, and hence the view in real game is identical
to the one in Game 0, which refers to

Pr[Game Real] = Pr[Game 0]

Then, we illustrate a game that the system responds to part of the queries, by only using the tables and
the real oracles. For ease of exposition, we have define a relation between the query que and the tables.
Specifically, if que is a labeling query, say que := (z, label; Gy m, ), we say que € Tipe if there exists a tuple
(t1,t2,t3) € Tiabel such that t; = x. Analogously, for the addition query que := (ﬁh hs, add; Gy my ), We say
que € T,qq if there exists a tuple (¢1, t2, tg) € Thyq such that {tq,t2} = {hl, hg} and we say que € T’ if there
exist an element ¢ € T, such thatt = hy or t = hy; for the E-query que = (r,fwd; E), we say que € Tg if
there exists a tuple (¢1,t2) € Te such that t; = r; for the £~ *-query que = (h,inv; £), we say que € T if there
exists a tuple (t1,t2) € T¢ such that t; = h.

Game 1. This game is identical to Game 0 except the way of maintaining the tables and responding to the
queries. Specifically,
Labeling query. Suppose que;, = (z, label; Gy, ), then
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e Case 1: If que;, € Tiapel, which means there exists a tuple (¢1,t2,t3) € Tiapel such that t; = z, then the
system responds to the query with ¢,.

e Case 2: If que;, ¢ Tiabel, the system first makes a query (z, label; Gy 1., ) with the response h, then

— Case 2.1: If there exists a tuple (t1,t2,t3) € Tiabel such that t3 = h, then the system responds to
the query with ¢, and replaces t; with .

— Case 2.2: Otherwise, the system responds with h «+— G&P¢! (), inserts (1/|0(2=™1) 1) to T¢, and
inserts (z, h, h) into Tjapel-

Addition query. Suppose que;, = (h1, hy,add; Gy, ), then

e Case 1: If que;, € Thyq, which means there exists a tuple (t1,t2,t3) € Thaq such that {t1,t2} = {51, fzg},
then the system responds to the query with 3.

¢ Case 2: If que;, € T’y , then the system responds to the query with L.

¢ Case 3: If there exist two tuples (t1,t2,%3), (¢],15,t5) € Tiabel such that to = iLl,t/Q = hy and t; + t) €
Tiabel, then the system responds with the corresponding record.

e Case 4: If there exist two tuples (t1,t2,t3), (t],t5,15) € Tiabel such that to = izl,t’z = hy but t; + t) ¢
Tiabel, then the system makes a query (¢3,t4, add; G 1, ) to obtain h. Then:

— Case 4.1: If h € Tj,pel, the system responds with the corresponding record.

— Case 4.2: Otherwise, the system responds with 7 « g'abe' _(t1 +t}), and inserts (o, h, h) into Tiapel
and (h||00™2=™1) h) into Tg.

* Case 5: Otherwise, the system responds to the query with G394, (hy, h), inserts (hy, ho, G389 (h1, h2))

into T,4q4, and inserts (hy||0Gm2=m1) £(hy)) and (hg||00™2~ m) ,E (712)) into Te. Furthermore, if it holds
Gadd, (h, g';,bf,'bl (1)) = L, the system inserts h; into 7', ; else if h1 does not exist in Ti,pel Vet, the system
inserts (o, h1,E(hy)) into Tiapel- Analogously, if Q’j’\?ﬂm(hg, Q’}f,bf;'“( )) = L, the system inserts hsy into

T ; else if hy does not exist in Tl,pe, the system inserts (o, h,z, & (hg)) into Tiapel-
E-query. Suppose que;, = (r, fwd; £), then

e Case 1: If que;, € Tg, which means there exists a tuple (t1,f2) € T¢ such that t; = r, then the system
responds to the query with ¢.

e Case2: If que;, ¢ Te and r = h[|002—1), the system responds with 1 « £(r) and inserts (r, h) into Tg.

Furthermore, if G3/¢ (h, G (1)) = L, the system inserts & into T, ; else the system inserts (o, h, h)

into Tipel-
* Case 3: Otherwise, the system responds with  « £(r) and inserts (r, h) into T.
E~1-query. Suppose que,, = (h,inv; ), then

e Case 1: If que,, € Tg, which means there exists a tuple (¢1,t2) € T¢ such that t3 = h, then the system
responds to the query with ¢;.

e Case 2: If que, ¢ Tr and G394 (h,GRPS (1)) # L, the system responds with r < £~!(h), parses
r = h||0(2=1) and inserts (r, h) into Tg and (o, h, k) into Tiapel-

* Case 3: Otherwise, the system responds with r « £~1(h) and insert (r, h) into T¢. Furthermore, when
r = h||0(™2="1) the system inserts & into 7', .
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In Game 1, the system keeps longer tables, and for part of the adversarial queries, the system responds
to them only using the tables and accessing to the honest interfaces. Note that, each item stored in tables
is consistent with the real oracles, these responses are identical to those by calling real oracles. Moreover,
in either games, the honest interfaces always correspond to the real oracles. Hence, in either game, the
response of any query is identical, which refers to

Pr{Game 0] = Pr[Game 1]

Now, the system needs to answer the rest adversary queries by real oracles. In the following hybrid
games, we replace the responses that answered by real oracles with tables and honest interfaces without
changing the view significantly.

Game 2. This game is identical to Game 1 except for responding to the £~!-queries. Suppose que, =
(r,fwd; &), then

e Case 1: If que;,, € T¢, then same as in Game 1.

e Case 2: If que, ¢ T¢ and r = A||0, if G3%, (h,Gi°S (1)) = L, the system responds with uniformly
sampled 1 € {0,1}™2 such that G3¢ _(h,GRP<! (1)) = L via reject sampling (up to A times), and inserts
(r,h) into Tg and h into T';; else the system randomly samples z € Zy, responds with & « Q}@bﬁlz (),
and inserts (r, h) into Tg and (o, h, k) into Tiapel-

* Case 3: Otherwise, the system responds with uniformly sampled / € {0,1}™2 such that G3¢¢, (h,GRPe (1

1 via reject sampling (up to A times), and inserts (r, k) into T¢.

Note that, the only difference between Game 1 and Game 2 occurs in Case 2 and Case 3, where m is
previously unknown. In Case 2, which means r = h/||0, we note that if / is a valid encoding in GNomy, E7(7)
should be a group element in Gy ,,,,. In fact, the discrete log of each group element in Gy ,,, is independent
of the adversary’s view. Thus, it is okay to replace &(r) with G 'aE’fAQ( ) of random x € Zy, as long as x never
appears before que;,. The probability of z-collision is bounded as

Pr[Bad;] < @

For the situation of invalid / in Case 2 and for Case 3, by the definition, £"(r) should be an invalid
encoding in Gy, . Since all bits of £(r) are independent of the adversary’s view, under the condition that
the bad event never happens, the adversary’s view on que;, are distributed identically in both games, i.e.,
£(r) and random string h. Hence it suffice to prove that except with a negligible probability, the condition

is hold. There are two bad events: 1) h appears before que;; 2) h is a valid group element in Gy ,,,,. For
h-collision event, since h is uniformly sampled from {0, 1}™2 and h is not a valid group element, we have

2q 2q < 2q

PriBads] < 5o =N S gme g = g

For the other bad event, it is trivially bounded by

Pr(Bads] < () < (5 < o
Therefore, we have
S 2¢°  24° ¢
|Pr[Game 1] — Pr[Game 2| < ¢ - ;Pr[Bad i < ~ + S + R

Game 3. This game is identical to Game 2 except for modifying the responses of £ queries once more.
Suppose que;,, = (r, fwd; £), then
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e Case 1: If que;, € T¢, then same as in Game 2.

e Case 2: If que,C ¢ Te and r = h||0, the system samples k from the Bernoulli distribution with the

probability ;3-, if k& = 0, the system responds with uniformly sampled h € {0,1}™2 such that
g3, (h,GRPe (1)) = L via reject sampling (up to A times), and inserts (r, h) into T¢ and h into
T ; else the system randomly samples = € Zy, responds with & - G (x), and inserts (r, h) into T

and (o, fz, h) into Tiapel-
e Case 3: Otherwise, same as in Game 2.

The only difference between Game 2 and Game 3 occurs in Case 2. In Game 2, the system learns whether
h is valid by calling Gy ,,; while in Game 3, the system determines it via the Bernoulli distribution with
the probability 55—. We observe that, for a previously unknown encoding 4, it is valid in Gy ,,, with the

271
probability 57— ‘Tllij‘l’e' ‘ITLI > B2 =%, Therefore, the adversary’s view are distributed closely in both games,

referring to
N N —2q < 2q- (2™ — N) < 2q

|Pr[Game 2] — Pr[Game 3]| < g T gm og S gmi(@m —ag) S o

Game 4. This game is identical to Game 3 except for responding £~! queries. Suppose que, = (h,inv; &),
then

e Case 1: If que;, € T¢, then same as in Game 3.

o Case 2: If que, ¢ Te and G394 (h,GRPS! (1)) # L, the system randomly samples & € {0,1}™, re-
sponds with r « hHO(m2 mi), and inserts (r, h) into Tg and (o, h, h) into Tiapel-

e Case 3: Otherwise, the system first samples & {0,1}™ and k from the Bernoulli distribution with
the probability 2-=%, then

— Case 3.1: If k = 1, the system responds with 7 < A||00™>~™1), and inserts (r, h) into T¢ and & into
T,.

— Case 3.2: Otherwise, the system samples r & {0, 1}(m2=m)\ {o(m2=m1)} responds with r < hl|t,
and inserts (7, h) into T¢.

The differences between Game 2 and Game 3 occurs in Case 2 and Case 3, where h is previously
unknown. In Case 2, h is a group element in Gy m,, hence its pre-image of £ should match the form
h[|0tm2=m1) " Note that, it is satisfied in both games. Furthermore, to be consistent, 4 would be a group
element in G ,,,, and it has the same discrete log as h. All bits each group element in Gy, () are indepen-
dent of the adversary’s view. Hence, the adversary’s views of Gy ,, () and h are distributed identically, as
long as the random string i never appears before. This bad event is bounded as

2q

Pr[Badl] S omn .

For Case 3, which means 4 is an invalid encoding, the system in Game 2 responses with £ ' (h); while
the system in Game 3 responses with random 4 € {0,1}™! appended 0(™2~™1) or random ¢ # 0(m2=m1),
determined by the Bernoulli distribution sample. We observe that, in Game 2, the last (mg — mq) bits of the

response are all 0 with the probability Qmi x I%I > 3:; % 33, which is close to the probability .= in

27



Game 3. Concretely,

2m —N 2™ —N-—|T| < 2m —N 2™ —N -2
2m2 — N 2m2 — N —|Ty | —2m2—N 2m2 — N —2q
_2g-(2m—2m)
T @m - N-2q)2" — N)
<
T 2m1 —2q

The only bad event in this case is that the response appears before que;, which is trivially bounded by

2q

Pr[Bady] < o

Therefore, we have

2
2 _ ¢ 2
2mi —2¢ = 2m | gmi — 2

2
[Pr[Game 3] — Pr[Game 4]| < ¢- » Pr[Bad;] +

i=1

Game 5. This game is identical to Game 4 except for responding addition queries. Suppose que, =
(h1,h2,add; Gy ,m, ), then

e Case 1: If que;, € T44, then same as in Game 4.
e Case 2: If que;, € T’ , then same as in Game 4.

e Case 3: If there exist two tuples (t1,t,t3), (£, th,t5) € Tiapel such that to = hy,th = hg and t, + t; €
Tiabel, then same as in Game 4.

e Case 4: If there exist two tuples (t1,t2,t3), (t],t5,t5) € Tiabel such that to = iLl,tlz = hy butt; + t) ¢
Tiabel, then the system makes a query (¢s, t4, add; Gn m, ) to obtain h. Then:

— Case 4.1: If h € Tj,pe, then same as in Game 4.

— Case 4.2: Otherwise, the system responds with uniformly sampled € {0, 1}, inserts (o, h, G (t3

t4)) into Tiapel and inserts (h||0(m2=m1) Glbel (3, 4+ ¢)) into Te.

e Case 5: Otherwise, the system samples k1, k> from the Bernoulli distribution with the probability 55+

for 1. If k; = 0 and h; does not exist in Tj.pel, then the system inserts hy into T, samples h such that
G, (h g}{’[bﬁ'w( )) = L via reject sampling (up to A times) and inserts (h;|[0(2™1) h) into Tg; if
k1 = 1 and hy does not exist in Tl.pe, then the system umformly samples = € Zy as the pre-image of

hi, and then inserts (z, h1, G2 (2)) into Tiape and (hy [|0072 =71 (]'abe' ,(2)) into Tg. Similarly for k;

N , M2
and hy. Finally, the system responds to que;, in the same way as in Case 2, Case 3 or Case 4.

The differences between Game 4 and Game 5 occurs in Case 4.2 and Case 5. Now we analyze the bad
eventin each case. ~

In Case 4.2, where h1, hy are valid group elements, the system in Game 4 responds with Gi° (t5 + t5);
while the system in Game 5 responds with random string i € {0, 1}, and records the relationship of 4 and
gire,, (t1 +t)) in Tg. Within the same reason of Game 2 ~ Game 3, the adversary’s views of GiF°¢, (t5 + t5)
and h are distributed identically, as long as the random string i never appears before. This bad event is
bounded as

2q

Pr[Badl] S 271
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In Case 5, where at least one encoding of Bh hy never appears before que;. We observe that, in Game

4, any previously unknown encoding is valid encoding with the probability 251_ l{%biel.\ = 25X: qu
N

Game 5, the probability is 55, due to the Bernoulli distribution sample. Therefore, under the condition that
the bad event never happens, the adversary’s view are distributed closely as

; while in

N  N-Taal . N N-2¢ _ 2
2mi ML | Tipg| — 2m 2m1 —2¢ — 2ma

Hence it suffice to prove that except with a negligible probability, the condition is hold. Recall that, for any
previously unknown hy, € {hy, hy} that is (considered) valid, in both games, the system records its corre-
sponding group element in Gy ,, into Tipe and Ts. In Game 4, the system obtains the group element by
calling £ (hy||002=1)); while in Game 5, the system randomly samples z;, € Zy and then calls G ().

N,m
Analogously, the bad event in this situation is that x;, appears before que;, which is bounded by :

2
Pr[Bads] < Nq

For any previously unknown hy € {711, 712} that is (considered) invalid, the system inserts it into 7", and
records its permutation result into T¢. Although all bits of each permutation result in £ are independent of
the adversary’s view, to be consistent, the permutation result of /;, should be an invalid encoding in G ..
Hence, the bad event is that & is a group element in Gy ,,,, which is bounded as
N
Pr[Bads] < (

— ‘9ma2

2m 1
gma)” S v

< (

In addition, if the system finally responds to que;, in the same way as in Case 4.2, it introduces the bad event
in Case 4.2 described above.
Thus, we have

3

2
|Pr[Game 4] — Pr[Game 5]| < ¢ - (Pr[Bad;] + 2ZPr[BadT;D + 27(11
i=2
2¢> +2q 4¢*> 2q
e . R R
- 2m + N * 22

Game 6. This game is identical to Game 5 except for responding labeling queries. Suppose que;, =
(x,label; Gn m, ), then

e Case 1: If que;, € Tispel, which means there exists a tuple (¢1,t2,t3) € T such that ¢; = z, then same as
in Game 5.

e Case 2: If que;, ¢ Tiabel, the system first makes a query (z, label; Gy 1., ) with the response h, then

— Case 2.1: If there exists a tuple (t1,t2,t3) € Tiabel such that t3 = h, then same as in Game 5.

— Case 2.2: Otherwise, the system responds with uniformly sampled i € {0,1}™, inserts (h|[0(™2~1) h)
to T¢, and inserts (z, h, h) into Tjapel-

The only difference between Game 5 and Game 6 occurs in Case 2.2, which means _C’;'Ii’,bﬁ'n(:c) never

appears before que,. Note that, all bits of G'J@bf,'“ (x) are distributed uniformly and independent of the ad-

versary’s view. Thus, under the condition that the bad event never happens, the adversary’s view are
distributed identical in both games. The bad event is that » appears before que,, which is trivially bounded

by

Pr(Bad] <

— omy :

29



Therefore, we have ,
IPr[Game 5] — Pr[Game 6]| < ¢ - Pr[Bad] < 22%

Ideal Game. In Game 6, the queries to the adversarial interfaces are answered by the tables which are
maintained by the system and by making queries to honest interface. It is straightforward to show that we
can replace Gy, with a generic group Gx n,, resulting in Ideal Game.

The difference between Game 6 and Ideal Game is that: in Game 6, the system responds to all queries by
calling G, ; while in Ideal Game, the system makes queries to Gi,m,. In fact, as Gi§°8 (z) = £(G{P (x)[|0(m2=m))
in which € is an ideal random permutation and Gy ,,, is a generic group, all bits of Gy, () are uniformly
random. Analogously, if hi, hy are valid group elements, all bits of Q?\‘,{‘im (h1, h) are uniformly random.

Thus, the distribution of G N,m, and Gy n,,, are identical, referring to
Pr{Game 7] = Pr[Ideal Game]

In the following, we give the full description of the simulator.

Simulator in the Ideal Game. Let Gy ,,, be a generic group. By definition, the simulator S has access

to the honest interfaces Gii°¢, ,G3',,. And for the adversarial queries, S works as the system in Game 7.

Concretely, S maintains four tables: the labeling table Tj,pei, the addition table 7,44, the permutation table
T¢ and the invalid table 7', . And S answers the adversarial queries by the tables and the honest interfaces

gl]e[bel g?\;id
,ma? ,mao°
Labeling query. Suppose que;, = (z, label; Gy, ), then

e Case 1: If que;, € Tiapel, which means there exists a tuple (¢;,t2,t3) € T such that t; = z, then the
simulator responds to the query with ¢,.

e Case 2: If que;, ¢ Tiabel, the system first makes a query (z, label; Gy 1, ) with the response h, then
— Case 2.1: If there exists a tuple (t1, t2,t3) € Tjapel such that t3 = h, then the simulator responds to
the query with ¢y and replaces t; with z.
— Case 2.2: Otherwise, the simulator responds with uniformly sampled & € {0,1}"™, inserts
(h||0(m2=m1) 'h) to Te, and inserts (z, h, h) into Tiape.
Addition query. Suppose que;, = (h1, hy,add; Gx 1, ), then

e Case 1: If que;, € Thdq, which means there exists a tuple (t1,t2,t3) € Thdq such that {¢1,t2} = {ﬁl, ﬁg},
then the simulator responds to the query with ¢.

* Case 2: If que;, € 7', then the simulator responds to the query with L.

e Case 3: If there exist two tuples (t1,t2,t3), (t],15,t5) € Tiabel such that to = ﬁl,t’z = hy and 1 + t) €
Tiabel, then the simulator responds with the corresponding record.

* Case 4: If there exist two tuples (t1, 2, t3), (t],t5,t5) € Tiabel such that to = Bl,t’z = hy but t; + t) ¢
Tiabel, then the system makes a query (¢3, t4, add; G m, ) to obtain h. Then:

— Case 4.1: If h € Tjapel, the simulator responds with the corresponding record.

— Case 4.2: Otherwise, the simulator responds with uniformly sampled & € {0,1}", inserts
(0,h, GRPS (t3 + t4)) into Tiape and inserts (h|[0m2=m1), Gitbel (1) 4 1)) into Te.

N,mz

¢ Case 5: Otherwise, the simulator samples k1, k2 from the Bernoulli distribution with the probability
% for 1. If k; = 0 and h; does not exist in Tj,pel, then the simulator inserts h into 7', , samples i such
that G3/9, . (h,gk’,‘jﬁl@ (1)) = L via reject sampling (up to \ times) and inserts (h1]|00™2="1) k) into T;
if k1 = 1 and h; does not exist in Tj,pel, then the simulator uniformly samples © € Zy as the pre-image

30



of hy, and then inserts (x, k1, GRPS (2)) into Tiaper and (hy[|0(m27™1) Glabe! () into Tr. Similarly for

N,TTLQ
ko and hs. Finally, the system responds to que;, in the same way as in Case 2, Case 3 or Case 4.

E-query. Suppose que;, = (r, fwd; £), then

e Case 1: If que;, € T¢, which means there exists a tuple (¢1,t2) € Te such that ¢; = r, then the simulator
responds to the query with ¢,.

e Case 2: If que, ¢ Te and m = h||0, the simulator samples k from the Bernoulli distribution with the
probability -2, if k& = 0, the simulator responds with uniformly sampled h € {0,1}™2 such that

G, (h, GiPe (1)) = L via reject sampling (up to A times), and inserts (r, h) into Tz and h into T, ;
else the simulator randomly samples = € Zy, responds with h < G'3¢

Nom, (%), and inserts (r, h) into T¢
and (0, il, h) into Tipel-

¢ Case 3: Otherwise, the simulator responds with uniformly sampled h € {0, 1}"2such that G }"\;’%2 (h, g}@b;'l ,(1) =
1 via reject sampling (up to A times), and inserts (r, k) into Tk.
E~1-query. Suppose que;, = (h,inv; £), then
e Case 1: If que;, € Tg, which means there exists a tuple (¢1,t2) € T¢ such that ty = h, then the simulator
responds to the query with ¢;.

o Case 2: If que, ¢ Te and G2, (h,GRPS (1)) # L, the simulator randomly samples & € {0,1}™,
responds with r hl |0(m2=m1) ‘and inserts (r, h) into T¢ and (o, h, ) into Tiapel.

* Case 3: Otherwise, the simulator first samples h& {0,1} and k from the Bernoulli distribution
with the probability H, then

— Case 3.1: If k = 1, the simulator responds with r + B| |O(m2_m1), and inserts (7, h) into T¢ and h
intoT .

— Case 3.2: Otherwise, the simulator samples ¢ & {0, 1}(mz2=m1)\ {o(mz2=m1)} responds with r <
h||t, and inserts (r, h) into T¢.

We have shown that every pair of adjacent games are indistinguishable. Combining together, we estab-
lish the entire proof, referring to

6¢> 10¢>+4q = 3q 2q

Pr[Real Game| — Pr[Ideal Game]| < ~ + S >t om gy < negl(\).

4.2 Gy, does not computationally imply Gy,

In this section, we show that the shorter GGM is computationally indifferentiably separated from the longer
one. Formally,

Theorem 6. Let X be the security parameter. Let Gy, and Gy m, be two generic group models. If (mg — mq) >
w(log X), then Gn m, is computationally indifferentiably separated from G ..

Essentially, our strategy highly relies on the analysis in [ZZ23], and thus we first recap the discrete
logarithm identification problem (DLI) with respect to the generic groups.

Definition 11 (DLI w.r.t. generic groups [ZZ23]). Given a generic group G m = (G35, G¥',), a group element

h < GiPe (x), where x & 2y, an efficient algorithm with access to G . outputs a “query-free” circuit Ceom such
that Coam identifies x with a good probability, specifically,
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. PI[CGGM(.%‘) = 1] >

(SIS
~.

e for any noticeable function p, Pry/ 4. [Coem(z’) = 1] < p,

where the probability is over the sampling of x’ and Ceem’s randomness. We say DLI w.r.t. generic groups is hard if
no query-efficient adversary outputs such a circuit.

To absorb Zhandry and Zhang's analysis into our setting, we then propose the DLI problem w.r.t the shorter
groups in the longer GGM.

Definition 12 (DLI w.r.t. shorter groups in longer GGM). Given a shorter group construction II9V.m2 =
(L9N-m2 A9¥.mz2 ), whose order is N and the length of group encoding is my, in a longer generic group Gy, and

a group element h < LIN.m2 () where x & Zn, an efficient algorithm with access to Gy, outputs a “query-free”
circuit Cg-gam such that Ce.gom identifies x with a good probability, specifically,

* Pr[Cocem(z) =1] > %;
e for any noticeable function p, Pry/4:[Ce.cem(z’) = 1] < p,

where the probability is over the sampling of x’' and Cq.gem’s randomness. We say DLI w.r.t. shorter groups in the
longer GGM is hard if no query-efficient adversary outputs such a circuit.

Now, we are ready to establish the entire proof of Theorem 6.

Proof. Suppose a construction [I9¥m2 := (LIN.m2 A9¥.m2 ) is indifferentiable from Gy ,,, in the longer GGM
GN,m,. The argument goes in three steps:

1. DLI w.r.t. [19%m2 is easy.

2. If I9%.m2 is indifferentiable from G ~,m; and DLI w.r.t. II9~.mz is easy, then DLI w.r.t. Gy, is also
easy.

3. Yet, DLI w.r.t. the generic group Gy, is hard.

The above three steps draw a contradiction, so the statement “T[9%.m2 is indifferentiable from Gy ,,,”
cannot be true, completing our proof. Below, we prove them step by step; for readability, we do them in
reverse order.

Lemma 3. DLI w.r.t. the generic group Gy m, is hard.

The following proof of Lemma 3 is taken verbatim from [ZZ23].

Proof. Assuming there is an efficient adversary A making at most ¢ queries to Gy ,,,, which breaks DLI, we
can convert A into a query-efficient adversary B, as shown in Fig. 6, that breaks Discrete Logarithm in the
GGM?!.

According to the description of 3, we have that B makes at most ¢ queries to G ., . We set p tobe q% and

mbound to be 1+ Nq =1, respectively; applying Markov’s inequality, it is apparent that Pr[|S| > mbound] < in
Therefore, we have that

N
Pr{B outputs 7] = > Pr([S| = ] - (%) Prlz € S|IS| = 1]
=1

> Pr[|S| < mbound] - ( ) - Pr[z € S||S| < mbound].

mbound

2Note that B is time-inefficient if IV is super-polynomial, which is not a problem in our setting since the lower bound of discrete
log in the GGM [Sho97] only counts the number of oracle queries.
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Gnymy |
,—(Adversary B ) \

BN (GRS, (1), GRS, (o)
S« 0; Coom +— A9Nm1 (glleftjiu (1), glﬁ’l?i’l” (2));
fori=0to N -1,
if Coam(i) =1, S < SU{i};
$
y < S;
return y.

Figure 6: A query-efficient adversary breaks Discrete Logarithm in the GGM

Note that Pr[z € S] > 1/2, which means that Pr[z € S||S| < mbound] should be close to 1/2, because
|S| < mbound happens with high probability. Formally, we denote A and B to be the events “z € S” and
“1S| < mbound”, respectively, we have that

Pr[A] — Pr[A|-B] Pr[-B] _ Pr[A] — Pr[-B] 1 — Pr[A]

PriAlB] = P1[B] S N

Substituting into the inequalities above, we have that,

1 1 1 1
Pr[B outputs z] > (1 — E) . (W) (11— 5 (1- q76))
1 1 ¢ e ¢
> (1 —). — 2 9l 4
which contradicts the hardness of discrete log in the GGM [Sho97]. O

Lemma 4. If 11982 is indifferentiable from Gy, and DLI w.r.t. TI9%.m> is easy, then DLI w.r.t. Gy, is also
easy.

Proof. Let A be an adversary which breaks DLI with respect to IT9¥-m2, that is, A takes LI¥.m2 (z) as input,
makes at most ¢ queries to Gy ,,, outputs a query-free circuit Cg.gem such that Cg.gom identifies « with a
good probability. According to the definition of indifferentiability, we know that there exists a simulator
S that makes at most ¢* = poly(q) queries to Gy ., and simulates the generic group Gy m, properly. That
is, in the ideal world, given the adversary A that takes Gy, () as input, A = ATV outputs a
query-free circuit Cogm?’. By definition, we have that no efficient differentiator D distinguishes these two
circuits, i.e., Cg.gem and Cgem. Next, we claim that Cggm also identifies « with a good probability.

SgN,ml

Ccem Accepts = with a Good Probability. In this part, we prove that if Pr[Coem(z) = 1] < 3, then there
exists an efficient differentiator which breaks indifferentiability.

According to the differentiator in Fig. 7, we have that Pr[D. = 1] > 2 but if Pr[Ceem(z) = 1] < 3, we
have that Pr[Digea = 1] < 3, which means the advantage of the differentiator in Fig. 7 is at least 2 — § = ¢.

Ccem Accepts 2’ (¢' # x) with a Small Probability. In this part, we prove that for any noticeable function
P, Pry2.[Coem(z’) = 1] < p. By contraposition, we assume that there exists a noticeable function p*, such
that Pry 2, [Coem(z’) = 1] > p*, then we proceed to build an efficient differentiator breaks indifferentiabil-

ity. Let n be a polynomial such that n > p%, we build our differentiator in Fig. 8.

In the real world, by the statement of Lemma 4, we have that for any noticeable function, say %,

Pr[Cgem(z:) = 1] < 2% According to the differentiator in Fig. 8, immediately observe that Pr[Dye, = 1] <

. 008 — (08, due to union bound.

22Note that A is the adversary against DLI with respect to Gy, m, -
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—{ Differentiator-1 N

Dhear in real world : Digeal in ideal world :
e & ZnN; ppid Zn;
GN,m GN,m . SIN ML Slabel .
CGGM — A 2(L 2.("75))/ Cecom < A (GRm, (2));
if Ceem(z) =1, return 1; if Cg.com(z) = 1, return 1;
return 0. return 0.

Figure 7: Differentiator-1 against Indifferentiability.

—| Differentiator-2 N

Dreal in real world : Didea in ideal world :
:c(iZN; 21y ey 2n gZN\{x}; il}(iZN; Z1y.ny2Zn <$;ZN\{CC};
Caem + AINmz (LIN.m3 (z)); Co-oMm < ASQN’M (Gn,mq ());
fori=1ton; fori=1to n;
if Ceem(zi) = 1, then return 0; if Cogem(zi) = 1, then return 0;
return 1. return 1.

Figure 8: Differentiator-2 against Indifferentiability.

On the other hand, in the ideal world, if Pry/-,[Ceem(z’) = 1] > p*, then,
Pr[Digea =1 >1—-(1—p")" >1—(1— p*)%*
1
>1—-->06.
e

For the first inequality above, Digeas = 1 means that Vi, Cgem(z;) = 0, and due to independence of z;, it

is apparent that
Pr[Digeal = 1{(Vi, 2z; # 2)] > 1 — (1 = p")".

Therefore, the advantage of the differentiator in Fig. 8 is at least (0.6 — 0.08) > 0.1. We conclude that if
I19~.m: is indifferentiable from G ~N,m, and DLI w.r.t. II9~.m: ig easy, then DLIw.r.t. Gy, is easy.
O

Lemma 5. DLI w.r.t. [19%:m2 is easy.

Proof. By the definition of indifferentiability, the algorithms L9~.m2 and A9~.m2 are deterministic; and they
shall support group operations correctly with high probability. More specifically, there exists a negligible
function €7, such that

Py ) - 195 < v
a7y
Pr[A9~ma (LI9Nm2 (1), LINma (y)) = LINm2 (x4 )] > 1 — €y, (2

where the probability is over the sampling of z,y € Zy and the generic group Gy m,. As explained above,
we stress that L9¥m2 only makes labeling queries. Let ¢ be an integer in poly()). We assume that both
L9%.m> and A9V.m2 make at most ¢ queries to Gy m,. Next, we prove that the DLI problem w.r.t. I19¥.m>
is easy by constructing an efficient adversary A and a query-free circuit Cg.ggm in Fig. 9. (Here, G-GGM
denotes the shorter group in the longer GGM.)

We first clarify some undefined notions in Fig. 9. Let n be a sufficiently large integer to be specified be-

low. By {(quey,resy), ..., (que,, res,) } &= LI¥mz (r;), we denote that on input r;, the algorithm LINm2 (r;)
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,—(Adversary A J \

A9IN my (LgN,m2 (z)):

$
Sque—res — @/ ZyT1y...3sTn — ZN/

for i = 1 to n: //collecting frequent queries

{(que,,res1),..., (que,,resy) } & LINma (ry);

Sque-res — Sque-res U {(quel, resi), ..., (que,, resq)};
compute LINm2(z), LINm2 (x — z) = AINma (LINma (g), LINm2 (—2));
{(que,, resy), ..., (que,, resy) } = AIN.ma (LIN.m2 (g — ), LINm2 (2));

for j =1 to q: //collecting queries in group addition

if que; is an addition query: //converting addition queries into labeling queries

parse the addition query que; to two labels hi, ho;
if 3(1‘1, h1), ($2, h2) S Sque-res: Sque-res — Sque-res ) {(wl + x2, resj)};
else: Sque.res <— Sque.res U {(que]-, resj)}; / /collecting labeling queries
return Co.com( - , Squeres; LIN™2 (z)).

C(G—GGM( ) Sque-resa LgN’m2 (l’))
take z € Zx as input; run str < L5wers(2);

when L makes a labeling query que = x: //responding to labeling queries
if 3(z, h) € Squeres: respond with h;
else: respond with a uniformly sampled h; Sque-res <= Squeres U { (2, h)};
when L makes an addition query que = (h1, ho): //responding to addition queries
if I(x1,h1), (T2, h2) € Sque-res:

if 3(x1 + 2, h) € Squeres: respond with h;
else: respond with a uniformly sampled h; Sque-res < Sque-res U { (21 + 22, h)};

else: respond with L; //if addition query has a new labeling, then responds with L

if str = L9N.m2 (z): return 1; else: return 0.

Figure 9: Efficient Adversary A9~.m2 and query-free circuit Cg.ggm W.r.t. II9N.m2.

makes queries (quey, ..., que,) to Gn m, and gets responses of (resy, ..., res;); and similar for the notation
{(quey,resy), ..., (que,, resy) } =2 AGVma (LINma (3 — z), LINm2 (). #* Given an input z € Zy, the query-
free circuit Cg.gom runs algorithm L9V (z) except for replacing the querying oracle by looking up the
table Syue-res (and lazy sampling); we denote that as LS.

Next, we give evidence that the query-free circuit Cg.gem in Fig. 9 identifies + with a good probability,
which means DLI w.r.t. II9V.2 is easy. Recall that, we say Cc.gom identifies = with a good probability if:

. PI"[Cg.GGM(x) = 1] >

7

wn

e for any noticeable function p: Pry/ 4. [Ce.cem(z’) = 1] < p.

We prove that C¢.cem satisfies these two properties one by one.

2Here, we abuse the notation LIN-m2 (z — z) as both the group element and the labeling operation on « — z.
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Ce-cem Accepts © with Good Probability. Here, we prove Pr[Ce.com(z) = 1] > % As shown in Fig. 9,
Ce-com(z) outputs 1 if and only if L%wers (3) = LIN.m2 (). For any x,y € Zy, let S, , be the set of all group
elements appeared in responses when invoking A9¥.m2 (L9N.m2 (z), L9Vm2 (y)). We denote

Qu = {(quel, resi), ..., (que,, resq)} LEY 9N my (z);

Qu,y = {(que, res)|res € S, Q}@?f,; (que) = res}.

The adversary A9~ in Fig. 9 collects the queries/responses as
Squeres = Qr, U+ U@y, UQ,— » except for responses relative to new labels.

Obviously, if Q, C Sque-res, then LSaeres () = LIN.m2 (1), Unfortunately, = is independent of the adversary’s
view and some queries in @, may be ignored when running A9y .m2 (LIN.m2 (z — z), LINm2 (2)). We cannot
guarantee () C Squeres- In fact, for each (que, res) € @), there are four cases as follows:

e Case 1: the representation of L9Vm2 () is independent of res;

® Case 2: res does not appear in Q,_; .;

e Case 3: res appears in labeling queries made by A9~.m2 (LIN.ma (z — 2), LINm2 (z2));
e Case 4: res appears in addition queries made by A9~.m2 (LIN.ma (1 — 2), LINm2 (2)).

For Case 1, we argue the representation of L9%m2(z) is independent of Q, \ Q, where Q% = Q. N
(Qu—z U Q,UQz_ ). Concretely, we observe that there are two query-free algorithms, denoted as Alg;
and Alg,, such that LI¥m2 (z) = Alg;(z,Q.) = Algy(r — 2,2,Qz—» U Q, U Q.. ) with high probability.
That is, Alg; computes the group element through the labeling operation L9%m> and Alg, computes the
same group element through the addition operation A9¥.m2; according to Equation 2, A9N.m2 (L9N.m2 (x —
z), LIN:m2 (z)) = LIN.m2 (x) holds except for a negligible probability €;. Therefore, the output of Alg, (z, Q)
is independent of the group elements in Q,—, U Q. U Qy—, . \ Q; the output of Algy(x — 2,2, Qp—, UQ, U
Qu—2,.) is independent of the group elements in Q,\Q,—.UQ,UQ,_ .. We conclude that the representation
of L9~.m2(z) is independent of Q.. \ Q%. Therefore, the queries we care about are only in Case 2, 3 and 4,
and it is sufficient to prove that Q) C Sque-res With a good probability.

Next, we prove it by two steps as follows:

® Qm N Qz—z,z c Sque—res with a gOOd probablhty,
* Q:N(Q:UQs—>) C Squeres With a good probability.

Qz N Qu—z > C Sque-res With a good probability. We immediately observe that, the adversary can easily collect
all group elements (with their discrete logarithms) in Q,_. ., except for the group codings that are the
responses of addition queries (with new and valid labelings as inputs). The challenge is that there may
be valid new labels in addition queries made by A9N.m2 (LI9N.m2 (x — z), L9¥.m2(z)), denoted as Spew; but
the adversary does not know their discrete logarithms. To address this challenge, we first show that with
a noticeable probability all group elements in Sy are frequent (defined below), and then collect labeling
queries from a sufficiently large number of samples, say @, U --- U Q,.,,, to capture all the frequent group
elements with their discrete logarithms. That is, Spew € @y, U - -- U Q,,, with a noticeable probability. Here,
we define the frequent group elements. Let ¢t := 200g, we say a labeling query (que, res) and the group
element res are frequent, if

Pr[(que,res) € Q. : 2z & ZN] >

~+ | =

Applying exactly the same analysis as in Lemma 2, we have that any efficient algorithm A9~m2 cannot
extract a valid group element of Gy ,,, from single LI¥-m2 (x — 2) or LYN-m2 (2) except for negligible prob-
ability. Therefore, we have Spew C Qo—- N Q. with high probability. Because both = and r are uniformly

36



sampled, x — z and r are independent. For any labeling query (que, res) € Q,_., if (que, res) is not frequent,
then .

Pr[(que, res) € Q] < n
Thus, we have that

Pr(@Q, N Q,— . are all frequent queries| > 1 —
So there exists a negligible function € (for Snew € Qz—» N Q.), such that

1
Pr[Shew are all frequent group elements] > 1 — 200~ €3.
Letn := t2-q. Below, we prove that Q,, U- - -UQ,., contains all frequent queries with a noticeable probability.
In fact, there are at most ¢y := ¢ - t frequent queries. Denote all frequent queries as {(que;, res}) };c|4,]- For
each (que;, res}), we have

1 n
Pr[(quel,res]) ¢ Q,, U---UQ,, ]| < (1 — t) < emat,

which refers to
Pr[(quej,res)) € Qp, U---UQ,, : Vi€ [gf]] >1—(q- te 9t >1— 200e 299,
We conclude that, if A9¥m2 (LINm2 (x — 2), LIN-m2 () = LIN-m2 (x), then

1
Pr[Shew are all put into Sgye-res] > 1 — 200e 290 — 200 ~ €9.

Qs N(Q:UQqu—z) C Sque-res with a good probability. Note that z, z and x — z are pairwise independent. Within
the same reason described above,

Pr[Q. N Q, are all frequent queries] > 1 — 200"
1
Pr[Q.; N Q,—, are all frequent queries] > 1 — 200

which refers to )
PriQ. N (Q: U Qy—,) are all frequent queries] > 1 — 100"

Therefore, we have that

1
Pr(@Q, N (Q- U Q,—.) are all put into Sque-res] > 1 — 100~ 200e 200,

Combining together, we have that

* 1 _ 1
PT[Q;E g Sque—res] Z 1 - % - 4006 200 — m — 62 — 61 Z

)

[N )

which refers to Pr[Cg.cem accepts z] > %
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Ce-com Accepts 2’ (' # x) with Small Probability. Here, we prove that for any noticeable function p,
Pry2:[Co-cem(z’) = 1] < p. Recall that, Cc.gem(z’) outputs 1 if and only if L%were(z/) = L9V (). There
are two cases as follows:

* Case 1: Qu C Squeres and Lowers(g/) = LIN.m2 (z);
* Case 2: Qu € Squeres and Lwerss (/) = LIN.m2 (7).
Immediately observe that if Q5+ C Sque-res, then LSaeres (') = LINma (/). According to Equation 1, we have
Pr[Case 1] < €.

For Case 2, it is enough to analyze Pr[LSwer(2/) = LIN.m2 (7)]. We first define an event “Sqye-res is good” if
Pryssq[Lwers(g) = Lowers(z)] < /1 (the nonce of Sque-res is fixed); otherwise we say Sque-res is bad. When
Sque-res is good, for any str € {0,1}™, Pr[LSwers (') = str] < 2¢/€1. By Equation 1, we have

1/3; [LSaveres (/) = [ Saveres ()| Sque-res is g00d] - Pr[Sque-res is good]

+ P; [LSweres (1) = L= (2)| Squeres is bad] - Pr[Sque-res is bad] < €;
z'#x
It’s apparent that Pr[Sgye-res is bad] < /€1. Therefore,

Pr[LS%wers (¢') = LINm2 ()]
= Pr[L5we (1) = LI¥m2 (2)|Squeres is 200d] - Pr[Squeres is good]
+ Pr[LSwere (/) = LINm2 (2)]Squeres 15 bad] - Pr[Squeres is bad]
<2/er + e

which refers to Pr[Case 2| < 2{/e; + /€.
Combining together, we have that

Pr[Cecem(z’) = 1] < €1 +2e1 + /e1

which means that for any noticeable function p, Pry/.;[Ce.cem(z’) = 1] < p.

Combining together, we establish the entire theorem.

4.3 The hierarchy is tight

In this section, we build an indifferentiable Gy ., from a longer generic group Gy m,, for (ms —mi) =1
and m; > log N +w(log A). Our construction can be trivially extended to the case that (ms—m;) < ©(log A),

illustrating that our impossibility result is tight.

In Fig. 10, we present a shorter GGM (S-GGM) construction Hg%é",\j = (ngéé",\j , Ag%é",\j) where Trunc

is a function that takes an mg-bit string as input and outputs its first m; bits. For each group operation

Lgléé”,\j or A?\G'g‘,\j, the corresponding longer label in Gy, is truncated as the result. Specifically, for any

input shorter label / in A?EG@, it is easy to obtain the corresponding longer label % (or determine that

h is invalid) through a brute-force approach. That is, call Gy ., to identify which of h||0 and &1 is a

group element. We observe that the bad event is that both %||0 and A||1 are valid, which is bounded by

o(ma—m1) N N
T = gmie

Formally, we have the following theorem showing that the ngé",\j construction is indifferentiable from

gN,ml .
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r—[Construction ngég M } ‘

GN,m ON,mo (7 T
Lggen (@) Aggant (h, ha):
return Trunc(Gn,m, ()). hi = 0; ha < ©;
forb:=0to 1:

if GRS, (|10, GROm, (1)) # Lt by 4= I ||b;
if GRS, (h2llb, GROm, (1) # Lt bz < hallb;
if h1 = ¢ or he = ¢: return L;
return Trunc(GX'%,, (h1, h2)).

Figure 10: Construction Hg%gﬁ in Gy m,, where (mg —mq) = 1and m; > log N 4+ w(log \).

Theorem 7. The construction Hg%enﬁ in Fig. 10, with access to a generic group Gy m,, is indifferentiable from a
generic group G m,, where (mg — my) = 1 and my > log N + w(log A). More precisely, there exists a simulator S
such that for all (qgujavbe\ 1 Ggage )-query distinguisher D with g+ qgae < g, we have

212 »T2 s 212

< (29 + 1)N.

indif
Adv IN, my om1

S-GGM )gN,nLl :S7D B

The simulator makes at most 3q queries to Gy m, .

— Simulator S \

S.GRPe,, (x):
h < GRoo, (z);
if H(I‘,ZL, h) € Tiabei: return h;
if 3(o, h, h) € Tiape: replace © by x, return h; // ¢ is a symbol.
b < {0,1}, h < hl|b, Tiabel < Tabel U (z, o, h);
return h.

8.6, (ha, ha):

if 3(h1, h2, h) € Toaq or I(he, h1,h) € Toaq: return h;
hy < Trunc(h1), ha + Trunc(hs);
if (i’Ll,hl) eT, V (ilg,hg) €T, : return 1;
if G349, (h1,GRr, (1) =L v 639, (h2, G5, (1)) = L: return L;
for i € {1,2}, if A(*, hi, hi) € Tiapat: // * refers to x € Zy or symbol o.
if (%, hi, b)) € Tiabel A hi # h: return L;
sample k; from the Bernoulli distribution with the probability m for 1;

ifki=0 T« T, U {(ﬁj,hi)}, return L;
_else: Tiabel < Thabet U {(0, hi, hi)};
h g?\(;i,dml (h’17 hQ);

if 3(x, h, h) € Taper: Tadd < Tada U {(h1, ho, h)}, return h;

b <& {0,1}, h < h||b, Tiabel — Thabet U {(0, b, h)};
Tidd < Tadd U {(h1, ha, h)}, return h.

Figure 11: The simulator for construction Hg%gﬁ
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Proof Sketch. The correctness of our scheme easily follows. For the indifferentiability, the adversary has
two honest interfaces Gii°% and G3'9, and two adversarial interfaces G3°¢ , G3'%, . We build a simulator
in Fig. 11 to simulate the adversary interfaces gire, and G3', properly. In the followmg, we give the
high-level intuition of our proof strategy.

Our simulator makes at most 3¢ queries to (Gg°% ,G39, ), and it maintains three tables Tiapel, Tadd, 't
each of size at most 2¢, meaning that S is efficient. Note that, the notation 7', [izi} in Fig. 11 stands for a
subset of T'| whose items are indexed by hs, formally, Tl[ i = {(t1, t2)|(t1,t2) € TL At = }Nzi}. Next,
we present the intuitive idea of why S works. Note that, G .., is a generic group, hence the responses of a
proper simulator should follow the these rules:

* Rule 1: The responses of Gii°¢, are statistically uniform in {0, 1}™2;

Rule 2: There is no x; # x5 € Zy such that Gi§°8 (1) = GFPa (x2);

NTTLQ

Rule 3: Gis) () = Trunc(GR%, (2));

N?’I’LQ

Rule 4: GRP5, (21 + 22) = G5, (GR0, (1), GRP, (22)).

Rule 5: lf h ¢ {g}%‘?ﬁig( )}QZEZNI then g?\?%z( ) ) = L.

Next, we illustrate how our simulator S achieves five rules above. Observe that the rule 1,2 and 3 trivially
hold.

Rule 4. Denote hy := GZP8 (1), hg := Gi°% (22). There are four cases:
e Case 1: There exists (hy, ha, h) € Taqd;
e Case 2: hy, hy € Tiabel, and Tiapel holds the corresponding addition result;
e Case 3: hi, ha € Tiapel, but Tjapel does not have the addition result;
e Case 4: Otherwise, at least one of hy, hs is previously unknown.

Obviously, for Case 1 and 2, this equation holds for free. For Case 3, from the short generic group Gy, ,
the adversary can only learn the first m, bits of the long addition result. Therefore, it is okay to replace the
last one bit by a random bit b € {0,1}. The only way to break this rule is that a collision of h occurs, which
never happens due to the first m; bits from Gy, .

Now we analyze Case 4. We immediate observe that, if the first m, bits of the previously unknown
encoding, denoted as h; := Trunc(h;), is not a valid group element in Gy ,,,,, then h; is invalid due to our
construction and our simulator always responds with L. Otherwise, there are two subcases as follows:
1) there is a valid encoding i’ € Tj.pe such that Trunc(h') = hi; 2) Tiaper doesn’t have such A/ yet. In the
first subcase, h; is always an invalid encoding unless both 4]|0 and A||1 are valid group elements in the
generic group G, m,, which is bounded by a negligible probability 55+ < sorzy. Therefore, it is okay of
our simulator to always responds with L. In the second subcase, the simulator considers h; to be a valid
group element according to the Bernoulli distribution with the probability . Easy to note that, the

1
2—T, [h;
probability of the adversary sampling a valid group element under our simulato[r i]s close to the one under
the generic group Gy m,. When all previously unknown encodings are considered valid, our simulator
responds to the addition query with G384, (1, h2)||b, where b is uniformly sampled from {0, 1}. Within the
same reason of Case 3, Rule 4 holds in Case 4.

Rule 5. There are two cases as follows:
¢ Case 1: the encoding h is already put into 7', ;

* Case 2: the encoding £ is previously unknown.
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Note that, the simulator always responds with L in Case 1. That is, for any known invalid encoding h, the
response of G394 _(h,-) is always L. For Case 2, as mentioned above, our simulator considers the unknown
encoding h to be invalid with the probability close to the one in Gy ,,, and then responds with L.

Below, we give a full proof of Theorem 5.

Proof. According to the definition of indifferentiability, the adversary has two honest interfaces Gi2°5) , G374,
and two adversarial interfaces G2’ , G¥'%, .. Therefore, we need to build an efficient simulator S in the ideal
world that can simulate two adversarial interfaces properly, which means, for any PPT differentiator D, the
view of D in the real game is computationally close to the view in the ideal game. We will go through a
sequence of hybrid games where in each game, there exists a system that responds to all of the queries (both
honest and adversarial) in a slightly different way and then we build our simulator S as the system in the

last game. Before the description of the games, we first specify some parameters:

e There are four types of queries: the long labeling query (z, label; Gy ,), the long addition query

(h1, ha,add; Gn m, ), the short labehng query (z,label; Gn m, ) and the short addition query (hl, hg, add; GN m, ),

where z € Zy, hy, he € {0,1}™2 and h,hy, hy € {0,1}™.

® The adversary only makes ¢ queries to the system, where ¢ = poly(\).

* The oracles used in the real world are a short cryptographic group construction Gy, := (G349, , Gk )

and a long generic group Gnm, 1= (G35, G/, )-

* In each game, the system’s responses are denoted as Gig°s" , G¥'% , GiF°e" and G39r . For instance,

Girer (¢) denotes the system’s response when adversary makes a query que := (z, la bel, GNms)-

The hybrid games are as follows.

Game 0. This game is identical to the real game except that the system maintains a tables Tjspel and Tadd.
Specifically, the system responds to every queries by real oracles. For the tables, the system maintains them
as follows:

® Tipei: It is initiated empty and consists of tuples with form of (x, h, h). Once the adversary makes
a query (, label; G m, ), which does not exist in Tiapel yet, the system inserts (z, G5 (x), GiPe (x))

into Tapel-

® T.da: Itis initiated empty and consists of tuples with form of (%, h2, ). Once the adversary makes a

query (hy, ha,add; Gy m, ), which does not exist in Thqq yet, the system inserts (hy, ha, gﬁ"ﬂw (h1, h2))

into Tadd-
e T:Itis initiated empty and consists of tuples with form of (h, h).

Note that the tables Tispel, Tadd and 7’| are completely hidden to the adversary, and hence the view in
real game is identical to the one in Game 0, which refers to

Pr[Real Game| = Pr[Game 0]

Game 1. This game is identical to Game 0 except the way of maintaining the tables and responding to the
queries. Specifically,
Labeling query. Suppose que;, = (z, label; G, ) (the k-th querh), then

e Case 1: If que;, € Tiapel, which means there exists a tuple (¢1,t2,t3) € Tiapel such that ¢t = z, then the
system responds to the query with 3.

e Case 2: If que;, ¢ Tiabel, the system first makes a query (x, label; Gy ,,,, ) with the response h, then
— Case 2.1: If there exists a tuple (¢1,%2,t3) € Tiapel such that to = h, then the system replaces t;

with z and responds with ¢3.
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— Case 2.2: Otherwise, the system responds with h « Q}i}bﬁ'w (z) and inserts (z, h, h) into Tiapel-

Addition query. Suppose que;, = (hy, ha,add; Gy m, ), then

e Case 1: If que;, € Th4q, which means there exists a tuple (t1, %2, t3) € Tadq such that {¢1,t2} = {h1, ha},
then the system responds to the query with ¢3.

e Case 2: If que;, € T, then the system responds to the query with L.

o Case 3: If there exist two tuples (t1,t2,t3), (t;, th, t5) € Tiaber such that ts = hy, th = hyand G, (t2, 1) €
Tiabel, then the system responds with the corresponding record.

* Case4: If there exist two tuples (t1, t2, t3), (£, 5, t3) € Thabe such that s = hy, t5 = hy but Gl (ta,th) ¢
Tiabel, then the system responds to the query with h « Q?\?’%z (h1, hg), inserts (hy, ha, h) into Thy4, and
inserts (o, g}s?;{l (t; + 1), h) into Tiapel-

¢ Case 5: Otherwise, the system responds to the query with h «+ QN?\?‘im (h1, ho) and inserts (hq, ha, h)
into Tadd-

In Game 1, the system keeps longer tables, and for part of the adversarial queries, the system responds
to them only using the tables. Note that, each item stored in tables is consistent with the real oracles, these
responses are identical to those by calling real oracles. Moreover, in either games, the honest interfaces
always correspond to the real oracles. Hence, in either game, the response of any query is identical, which
refers to

Pr{Game 0] = Pr[Game 1]

Now, the system needs to answer the rest adversary queries by real oracles. In the following hybrid
games, we replace the responses that answered by real oracles with tables and honest interfaces without
changing the view significantly.

Game 2. This game is identical to Game 1 except for responding to the labeling queries. Suppose que;, =
(z,label; Gn m, ), then

e Case 1: If que;, € Tjabel, which means there exists a tuple (¢1, t2,t3) € Tiabel Such that ¢; = z, then same
as Game 1.

* Case 2: If que;, ¢ Tiabel, the system first makes a query (x, label; Gn ,,, ) with the response h, then

— Case 2.1: If there exists a tuple (t1,t2,t3) € Tjapel such that to = h, then same as Game 1.

— Case 2.2: Otherwise, the system uniformly samples b € {0,1} and responds to the query with
h = h||b. In addition, the system inserts (z, h, h) into Tiapel.

Note that, the only difference between Game 1 and Game 2 occurs in Case 2, where z never appears
before que,. In Game 1, the system responds with Gy ,.,; while in Game 2, the system responds with
h <+ G}@bﬁll (2)||b, where b € {0, 1} is a random string. According to the construction, the adversary can only
learn the first m; bits of the long encoding of the previously unknown z. In other word, the last one bit is
uniformly random and independent of the adversary’s view. Due to the uniqueness of Q}@bﬁil (x), h is also
not repeated. Hence, the adversary’s views of G*¢ (z) and Gi°¢! (x)||b are distributed identically, which
refers to

Pr{Game 1] = Pr[Game 2]

Game 3. This game is identical to Game 2 except for responding to the addition queries. Suppose que;, =
(h1, h2,add; Gn,m, ), then

e Case 1: If que;, € Th44, then same as Game 2.
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e Case 2: If que;, € T, then same as Game 2.

e Case 3: If there exist two tuples (t1, 2, t3), (¢), 5, t5) € Tiape such thatts = hy,ty = hyand ,C';?\}j‘jnl (ta,th) €
Tiabel, then same as Game 2.

* Case 4: If there exist two tuples (1, 2, t3), (t), th, t) € Tiape such thatts = hq,ty = hobut Q?\}’ﬁnl (ta, th) &
Tiabei, then the system randomly samples b from {0, 1} and responds to the query with h < G384 (t5,5)||b.

N,mq

¢ Case 5: Otherwise, same as Game 2.

Note that, the only difference between Game 2 and Game 3 occurs in Case 3. In Game 2, the system
responds with G ,; while in Game 3, the system responds with h < GP¢! (t5,t5)[|b, where b € {0,1} is a
random bit. According to the construction, the adversary can only learn the first m, bits of the long encod-
ing of the previously unknown z. In other word, the last one bit is uniformly random and independent of
the adversary’s view. Since G ;‘;'"inl (t2,t4) does not appear, h does not appear either. Hence, the adversary’s

views of que;, in Game 2 and Game 3 are distributed identically, which refers to

Pr[Game 2] = Pr[Game 3]

Game 4. This game is identical to Game 3 except for responding to the addition queries. Suppose que;, =
(h1,ha,add; Gn m, ), then

e Case 1: If que;, € T4, then same as Game 3.
e Case 2: If que;, € T, then same as Game 3.

¢ Case 3: If there exist two tuples (t1, 2, t3), (¢}, t5, t4) € Tlape such thattz = hy,ty = ho and Q?;"jm (ta,th) €
Tiabel, then same as Game 3.

e Case 4: If there exist two tuples (1, t2, t3), (t], th, t) € Tiabe such thatts = hq,ty = hobut vadﬂm (ta, th) ¢
Tiabel, then same as Game 3.

e Case 5: For i € {1,2}, if h; does not exist in Tj,pe|, the system first tests whether h; < Tru nc(h;) is a
group element in Gy, . If not, the system responds with L; else if 7; € Tipel, then the system also
responds with L.

® Case 6: Otherwise, same as Game 3.

Note that, the only difference between Game 3 and Game 4 occurs in Case 5, where the first m,-bit string
of a previously unknown encoding already exist in Tj,pe. In Game 3, the system responds with g N.ms; While
in Game 4, the system always responds with L. Obviously, the bad event is that such unknown encoding,
say h;, is a valid group element. Due to our construction, when h; is not a group element, h; is always
invalid. The bad event happens only if both 4]|0 and /|1 are valid group elements in the generic group
G N,m,, Which is bounded as

mo—m
Pr[Bad] < u _ N

2ma - 2m

Therefore, we have
|Pr[Game 4] — Pr[Game 3]| < 2q - Pr[Bad]

Game 4. This game is identical to Game 4 except for responding to the addition queries. Suppose que;, =
(h17 h2a add, gN,'HLz )/ then

e Case 1: If que;, € T4, then same as Game 4.

e Case 2: If que;, € T, then same as Game 4.
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e Case 3: If there exist two tuples (t1, 2, t3), (t),th,t5) € Tiape such thatts = hy,ty = hoand C;j‘\}j‘jnl (ta,th) €
Tiabel, then same as Game 4.

e Case 4: If there exist two tuples (1, 2, t3), (t], th, t) € Tiabe such thatts = hq,ty = hobut g?ﬂ‘inl (ta, th) &
Tiabel, then same as Game 4.

e Case 5: For i € {1,2}, if h; does not exist in Tj,pe|, the system first tests whether h; < Tru nc(h;) is a
group element in Gy ,,,, . If h; is invalid or h; € Tjapel, then same as Game 4.

¢ Case 6: Otherwise, if h; does not exist in Tjpe, the system samples k; from the Bernoulli distribution
with the probability m for 1, where h; = Trunc(hq). If k1 = 0, the system inserts (h1, k1) into

T ; otherwise, the system inserts (o, ﬁl, h1) into Tiapel. Similarly for hs. Finally, the system responds
to que, in the same way as in Case 2, Case 3 or Case 4.

Note that, the only difference between Game 3 and Game 4 occurs in Case 6, where h; or hy never
appears, and the first m;-bit strings of these unknown encodings are short group elements and do not exist
in Tiapel-

We observe that, in Game 3, any previously unknown encoding, say h;, is Valid encoding with a prob-
ability bounded by m + 5h-%*; while in Game 4, the probability is m due to the Bernoulli
distribution sample. Therefore, the adversary’s view are distributed closely as

1 Ny 1 N

G T amr o
2—|Tylh]l  2™° 2Ty [h]] 2™

When the system finally responds to que;, in the same way as in Case 2, Case 3 or Case 4, recall that, it
introduces no bad event. Therefore, we have

|Pr[Game 4] — Pr[Game 3]| <

2m

Ideal Game. In Game 4, the queries to the adversarial interfaces are answered by the tables which are
maintained by the system and by making queries to honest interface. It is straightforward to show that we
can replace G N,m, With a generic group G m,, resulting in Ideal Game.

The difference between Game 4 and Ideal Game is that: in Game 4, the system responds to all queries by
calling G, ; while in Ideal Game, the system makes queries to Gi,m, - Infact, as Gi§° () = Trunc(GRPe (z))

in which Gy ., is a generic group, all bits of G2b¢! ., () are uniformly random. Analogously, if hy, ho are valid

group elements, all bits of Q?\‘}'ﬁ'm (h1, ho) are umformly random. Thus, the distribution of G N,my and Gy m,

are identical, referring to
Pr[Game 4] = Pr[Ideal Game]

In the following, we give the full description of the simulator.

Simulator in the Ideal Game. Let Gy ,,, be a generic group. By definition, the simulator S has access
to the honest interfaces Gii°¢, , G3',,. And for the adversarial queries, S works as the system in Game 7.
Concretely, S maintains four tables: the labeling table Tispei, the addition table 7,44, and the invalid table
T . And S answers the adversarial queries by the tables and the honest interfaces g}f,f’ﬁ'“ , g?\?fim

Labeling query. Suppose que;, = (z, label; Gn ), then

e Case 1: If que;, € Tiapel, which means there exists a tuple (£1,t2,%3) € Tiabel Such that ¢; = z, then the
simulator responds with t3.

e Case 2: If que;, ¢ Tiabel, the system first makes a query (z, label; Gy ,,,, ) with the response h, then

24The addition WLI is from the probability of both h;||0 and h;||1 are valid group elements.
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— Case 2.1: If there exists a tuple (t1,t2,t3) € Tiabel Such that to = h, then the simulator responds
with t3.

— Case 2.2: Otherwise, the simulator uniformly samples b € {0, 1} and responds to the query with
h = h||b. In addition, the simulator inserts (z, h, h) into Tiapel-

Addition query. Suppose que;, = (h1, he,add; Gy m, ), then

e Case 1: If que;, € Thgq, which means there exists a tuple (¢1,t2, t3) € Tagq such that {¢1,t2} = {hq1, ha},
then the simulator responds to the query with ¢.

* Case 2: If que;, € T, then the simulator responds to the query with L.

e Case 3: If there exist two tuples (t1, 2, t3), (¢}, t5,t5) € Tlape such thattz = hy,ty = ho and Q?ﬁ‘jnl (ta,th) €
Tiabel, then the system responds with the corresponding record.

o Case 4: If there exist two tuples (t1,t2,t3), (t],t5,t5) € Tlabes such thatts = hy, th = ho but G309, (t2,t}) ¢
Tiabel, then the system randomly samples b from {0, 1} and responds to the query with h < G334 (15, 5)||b.

N,my

e Case 5: For i € {1,2}, if h; does not exist in Tj,pe|, the system first tests whether h; < Tru nc(h;) is a
group element in Gy, . If h; is invalid or h; € Tiape, then the simulator responds with L.

e Case 6: Otherwise, if h; does not exist in Tjapel, the simulator samples k; from the Bernoulli distribu-

tion with the probability m for 1, where hy = Trunc(hy). If k1 = 0, the simulator inserts (fn, h1)

[h1 ~
into T'| ; otherwise, the simulator inserts (¢, k1, h1) into Tjape. Similarly for hy. Finally, the simulator
responds to que;, in the same way as in Case 2, Case 3 or Case 4.

We have shown that every pair of adjacent games are indistinguishable. Combining together, we estab-
lish the entire proof, referring to

2gN + N
Pr[Real Game] — Pr[Ideal Game]| < %

O
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