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Abstract. A significant body of work in information-theoretic cryptog-
raphy has been devoted to the fundamental problem of understanding
the power of randomness in private computation. This has included both
in-depth study of the randomness complexity of specific functions (e.g.,
Couteau and Rosén, ASTACRYPT 2022, gives an upper bound of 6 for
n-party AND), and results for broad classes of functions (e.g., Kushile-
vitz et al. STOC 1996, gives an O(1) upper bound for all functions with
linear-sized circuits). In this work, we make further progress on both
fronts by studying randomness complexity in a new simple model of se-
cure computation called Private Sequential Stateless (PSS) model.

We show that functions with O(1) randomness complexity in the PSS
model are ezactly those with constant-width branching programs, re-
stricting to “speak-constant-times” protocols and to “read-constant-times”
branching programs.

Towards this our main construction is a novel PSS protocol for “strongly
regular branching programs” (SRBP). As we show, any constant-width
branching program can be converted to a constant-width SRBP, yielding
one side of our characterization. The converse direction uses ideas from
Kushilevitz et al. to translate randomness to communication.

Our protocols are concretely efficient, has a simple structure, covers
the broad class of functions with small-width, read-once (or read-a-few-
times) branching programs, and hence may be of practical interest when
1-privacy is considered adequate. Also, as a consequence of our general
result for SRBPs, we obtain an improvement over the protocol of Couteau
and Rosén for ANDin certain cases — not in terms of the number of bits
of randomness, but in terms of a simpler protocol structure (sequential,
stateless).
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1 Introduction

In information-theoretic cryptography, randomness is the key resource available
for creating secrecy (unlike in computational cryptography, where computational
hardness plays an equally important role). As such, understanding the amount
of randomness needed for various tasks is a problem of great theoretical and
practical importance in this area.

In this paper we study randomness complexity in the context of private
multi-party computation (i.e., multi-party computation secure against honest-
but-curious adversary). Not surprisingly, this fundamental question has received
a great amount of attention in the literature [KR94,[KOR96, KM96, KORIS,
BSPV99,BGP99, GR03,JLR03,BGP07,[DPP16,RU19, KOP ™19, CR22, GIS22].

We shall focus on the most basic setting of 1-privacy, wherein the adversary
can corrupt only a single party, which itself has been studied in depth. In one
of the early works in this line, it was shown that for any function which has
a linear sized circuit, the the randomness complexity of 1-private computation
is constant, irrespective of the number of parties holding the inputs. Several
subsequent works improved on the exact constant when considering a specific
function, namely the n-party AND function [KOP™19,|CR22].

We introduce a simplified model of multi-party computation called the Pri-
vate Sequential Stateless (PSS) model that is intrinsically connected to ran-
domness complexity. Various simplified models of MPC, like Private Simulta-
neous Message (PSM) model [FKN94,[IK97|, Non-Interactive Secure Computa-
tion (NISC) [IKO™11], Conditional Disclosure of Secrets (CDS) |[GIKM9S], etc.,
have proven influential in shaping our understanding of private computation and
information-theoretic cryptography. We propose PSS in a similar spirit, but it
deals with a different aspect of complexity. While PSM, NISC, CDS all impose
a “star” topology of communication, PSS considers a chain model of commu-
nication. In PSS, given correlated randomness, the parties communicate in a
(pre-determined) sequence from one party to the next; the parties do not retain
any state between rounds, except for their own input and their share of the
correlated randomness.

The randomness cost of a PSS protocol — namely, the number of random bits
used to prepare the correlated randomness for the parties — is a crucial factor
that determines whether a function has such a protocol or not. Indeed, without
any restriction on the amount of randomness used, the restrictions in the PSS
model can be subverted[f] Our focus will be on PSS protocols which have a
constant randomness cost for a family of functions (with variable input length),
independent of the number of parties (each with a bit of the input). Also, unless

* Statelessness can be subverted by each party sending out an encryption (using one-
time pads) of its state as part of the communication, which will be forwarded as
it is until the party is again invoked (at which point it can update the contents
of the state and re-encrypt using a new one-time pad). Once state is allowed, the
sequentiality requirement can be subverted by letting a sender communicate to many
parties one-by-one over several rounds.



otherwise specified, we shall also restrict to speak-constant-times PSS protocols,
in which the number of times each party speaks is at most a constant.

Our main result is an ezact characterization of boolean functions with constant-
randomness speak-constant-times PSS protocols in terms of Branching Programs:
they are exactly those functions which have constant-width read-constant-times
branching programs (read-constant-times refers to the condition that each in-
put is used at most a constant number of times in evaluating the branching
program). Towards proving this result we present a PSS protocol for branch-
ing programs, and also, conversely, show how to convert a PSS protocol into a
branching program, respecting the cost constraints.

Our contribution can alternately be viewed as developing concretely efficient
PSS protocols for a large class of interesting functions. This class includes func-
tions like AND, inner product, and any boolean function which can be computed
by a streaming algorithm with constant memory and a constant number of passes
over the input SequenceEI The converse demonstrates an optimality of this re-
sult — that one could not have constructed such protocols for a wider class of
functions.

Along the way to constructing our protocol, we identify a class of branching
programs that we term strongly reqular branching programs (SRBP). Strong reg-
ularity captures the technical conditions necessary for our protocol construction
to be private. While some functions naturally have branching programs that
are strongly regular, we observe that any branching program can be converted
into an SRBP with a polynomial blow-up in the width (keeping the other size
parameters intact). SRBPs may be of independent interest as they are a restric-
tion of (a natural generalization of) “regular branching programs” as studied
in [LPV23|[]

For the converse, we rely on a lemma from [KOR96|, who proved a similar
characterization of functions with constant randomness complexity for 1-private
computation in terms of circuit complexity, and adapt it to the setting of PSS
protocols.

Finally, as a related result of interest, we also obtain a lower bound for the 3-
party AND function. While the best known lower bound result shows that 1 bit
of randomness is insufficient [KOP 19|, we show that at least 3 bits are necessary
for computing this function (even without the sequentiality and memorylessness
restrictions). Our result uses a reduction from a recently introduced problem
called 3-secret sharing [ARNT23| instantiated for a suitable set of secrets, for
which the exact randomness complexity was determined to be 3 bits.

1.1 Our Results
We briefly list our contributions, and expand on them below.

5 Understanding the exact computational power of constant-width read-m-times
branching programs is an interesting problem in its own right.

5 The regular branching programs defined in [LPV23| can be termed 2-regular; the
generalization referred to here allows d-regularity for any d > 2. Strong regularity
imposes additional requirements on top of d-regularity. See Section@for more details.



— We introduce a simple model of private protocols with pre-processed corre-
lated randomness, called Private Sequential Stateless (PSS) model.

— Our main result is to show a tight connection between functions computable
using PSS and Branching Programs, in both directions.

— As an intermediate step, we identify a new model of branching programs
called Strongly Regular Branching Programs (SRBP) which may be of inde-
pendent interest.

— We show how our PSS protocols can be adapted to an “unassisted” setting
without correlated randomness. While this result applies to a broad class
of functions, applying it to the function AND (which has received a signifi-
cant amount of attention in the literature) yields results matching or closely
matching the state-of-the-art results [CR22], but with a simpler protocol
structure.

— Continuing to focus on AND, we present a new lower bound on the ran-
domness complexity of 3-party AND for 1-private computation (even with
correlated randomness).

In a PSS protocol, the parties are deterministic and stateless, except for
the correlated randomness and the input that they receive at the beginning. At
every round a single pre-determined party receives a message and then sends a
message in the next round to a single other party, without updating its state.
The last message in the protocol is sent to a special output party who produces
the final output (using its share of the correlated randomness along with the
message it received). A PSS protocol is defined to be a 1-private protocol — i.e.,
with information theoretic security against semi-honest corruption of one party.
Two costs of interest to us in a PSS protocol are the number of times any party
speaks in the protocol and the amount of randomness used in the protocol, that
is, the number of random bits used to prepare the correlated randomness for the
parties.

We show a close connection between functions computable using Private
Sequential Stateless and Branching Programs.

Theorem 1 (Main Result (informal)). An n-input boolean function has a
speak-constant-times constant-randomness PSS protocol iff it has a read-constant-
times constant-width branching program.

To construct a PSS protocol from a branching program, first we convert it, if
necessary, into a strongly regular branching program (SRBP), with a polynomial
blow-up in the width (keeping the other parameters intact). SRBP is a new
definition we introduce, which may be of independent interest (see Section
and Sectionfor more details). The upper bound on randomness complexity that
we obtain depends on the width of the strongly regular branching program and
the number of times each input is read while evaluating the branching program
— but not on the number of inputs or the length of the branching program.

To build a PSS protocol from SRBP, we start by considering a read-once
strongly regular branching program (abbreviated as 1-SRBP), in which each
input is used for only one transition in the branching program. We obtain the
following result:



Theorem 2. The randomness complezity of PSS computation of n-input boolean
functions which have 1-SRBPs of width w, is O(wlogw). This is achieved by a
speak-once PSS protocol.

To prove the theorem, we present a concretely efficient protocol, which re-
quires sampling just 4 uniformly random permutations over [w] and 2 uniform
bits in addition. This is comparable to the state-of-the-art concrete parameters
obtained in prior work on randomness complexity of 1-private computation for
a specific function, namely AND (which has a width-2 1-SRBP). The prior work
considered a model without the restrictions of PSS model, but also without ex-
ternal parties to supply correlated randomness and produce the final output. To
fairly compare to those results (since additional parties without input can help
save on randomness), we show how our PSS protocol can be modified so that
the pre-processing computation and the final output computation can be carried
out by two of the parties with inputs. As shown in Section [} the modified PSS
protocol we obtain for read-once AND uses 6 or 9 bits of randomness (depending
on odd or even number of inputs).

We generalize Theorem [2| to functions with an k-SRBP, in which each input
is used for at most k transitions in the branching program.

Theorem 3. The randomness complezity of PSS computation of n-input boolean
functions which have k-SRBPs of width w, is O(kwlogw). This is achieved by
a speak-(2k — 1)-times PSS protocol.

We remark that the O(k) factor in the result above is in fact an upper bound
for the chromatic number of a “conflict graph” associated with the branching
program; for specific branching programs, this factor could be lower.

Next, we show that one cannot hope to improve this result significantly in
terms of the functions covered. That is, we show that constant-randomness PSS
protocols exist only for functions which are computable using constant-width
branching programs.

Theorem 4. Boolean functions with constant-randomness speak-k-times PSS
protocols have constant-width read-k-times branching programs.

Note that a sequential protocol with constant communication can be nat-
urally translated to a constant-width branching program. When the protocol
is 1-private, randomness cost can be translated to communication cost, as was
first shown in [KOR96]. We adapt this result to the setting of PSS protocols to
establish our result above.

Finally, on the lower bound front, we obtain the following result for the 3-
party AND functionality.

Theorem 5. Randomness complexity of 1-private computation of Fiyp for 3
parties is at least 3 bits.



1.2 Related Work

As mentioned above, the fundamental question of randomness complexity of
secure computation has received much attention. Among these, Kushilevitz, Os-
trovsky and Rosén [KOR96] obtained a result analogous to our main result, but
in the context of circuits and unrestricted protocols (as opposed to branching
programs and PSS protocols).

A line of works have focused on upper bounding the randomness complexity
of AND [KOR96,KOPT19||CR22]. Some of these protocols are in the PSS model
(or rather, the unassisted PSS model, as defined in Section , and forms the
basic motivation for studying this model. However, the state-of-the-art results
in [CR22| are not (which, we show, can be attained in the unassisted PSS model,
when the number of parties is odd).

Lower bound results for randomness complexity of 1-private computation
have been fewer, with the notable exception of [KOPT19]. Our lower bound
result relies on information-theoretic techniques from [DPP16,[ARNT23].

Branching programs are a well-studied model of computation [INW94Bar86|.
In particular, a notion of regular branching programs studied in |[LPV23] is
closely related to the notion of strongly regular branching programs we introduce.

While we have focused on 1-privacy, the question of t-privacy has also been
studied in the literature [KM96,|(CKORO00,(GIS22|. We leave it for future work to
study the power of t-Private Sequential Stateless model.

2 Technical Overview

We build 1-private sequential stateless protocols for n-party functions that are
computable using a family of branching programs called strongly regular branch-
ing programs (SRBPs). We first construct a PSS protocol for read-once SRBP
(1-SRBP). We will then elaborate on the notion of strong regularity, and present
a conversion from a general branching program to strongly regular branching
program with a polynomial blow-up in width. A more complex protocol is then
presented that realizes PSS for general (read-m) SRBP. As an application of
our main result, we construct a 1-private protocol with a limited communication
pattern for standard n-party AND functionality by modifying the PSS protocol
for AND. Our construction matches the best known randomness cost for AND
for odd values of n.

2.1 Branching Programs and Private Sequential Stateless Protocols.

A width-w and length-¢ branching program for an n input (alternatively n-
party) function f : {0,1}™ — {0,1} is described by a layer assignment function
o : [{] = [n] mapping each layer i € [{] to a party P,;; for each layer i € [/],
a pair of transition functions gél), ggl) : [w] = [w] one of which will be chosen
according to the input of P, ;) to map the incoming state to layer i to its outgoing

state; and an output function ¢ that maps the final state outgoing from layer ¢



to an output bit. The branching program computes an n-party function f if, for
all (z1,...,2,) € {0,1}", f(x1,...,2n) = ¢(ue), where, for i € [¢], the outgoing
state u; from layer ¢ (which is the incoming state for layer ¢ 4+ 1) is defined as
follows: u; = gg(gi)(i) (u;i—1) and ug = 1.

If every party is assigned at most m layers, i.e., |oc~1(i)] < m for each i,
the branching program is said to be read-m. A branching program is said to be
read-once if £ = n and o is the identity function (without loss of generality).

In this paper, we draw a connection between branching programs and a sim-
plified model of secure multi-party computation called the private sequential
stateless (PSS) protocols. A PSS protocol m = (Prep.., ¢, Next,, Out, ) is a semi-
honest 1-private protocol in the correlated randomness setting with sequential
communication and stateless computation. A set of parties P;,i € [n], each P;

holding an input bit z; want to deliver a boolean f(z1,...,z,) to an external
party Pn4+1 who has no input. 7 starts off with a preprocessing step Prep, in
which a trusted party samples correlated randomness (r1,...,7,+1) (indepen-

dent of the inputs), and delivers r; to each P;,i € [n] and r,41 to P,y1. The
protocol then proceeds sequentially for T' rounds, with P, ;) sending a message
my to P (441) in round ¢ € [T]. The party P ;) computes m; using a state-
less next message function (corresponding to round t) that takes the message
myz_1 the party received in round-t — 1, the party’s own input, and the random-
ness it received during preprocessing. The receiver of the message in round 7T is
necessarily the output party P,; who computes the output as Out, (mr,r,41).

Our first result shows that if f is privately computed by a speak-m-times
PSS protocol (where each party speaks in at most m rounds) and using constant
randomness, then f is computable using a read-m branching program of constant
width independent of the number of parties and rounds. Using an argument
along the lines of [KOR96|, we first show that for any fixing of the randomness
chosen during preprocessing, the number of possible messages received in any
round in the now deterministic protocol while ranging over all possible inputs
is at most 2712 irrespective of the number of rounds, when p is the randomness
cost of m. Thus, when the randomness is fixed arbitrarily, there is a map 7.1
that maps the set of all possible messages m;_1 received by the speaker of any
round ¢ to the set [2°72]. For any round ¢, with P, (1) as speaker, we can set the
transition function g\ : [27+2] — [2°%2] as a translation of the next message
function invoked with 0 as user’s input (and randomness fixed) induced when
my—1 and m; are mapped to [2°72] by n,_1 and 7, respectively; ggt) is defined
similarly. Finally, the output function for the branching program is a translation
of the output function of that in  induced by the mapping of mr to [2°72]. The
resulting branching program has width 2°%2 and length 7' (number of rounds
in ), and the layer assignment function is the same as the speaker assignment
function of 7.



2.2 A Protocol Idea for Branching Programs

Let f:{0,1}" — {0,1} be an n-party function computable using a read-once
branching program of width w with transition functions gél), ggl) : [w] = [w] for

i € [n], and sets Sy, S1 C [w] such that, for any xq,...,z, € {0,1},

(n) (n— 1) (1)( )6 {SO if f(xlw'-, )

0
.0
9z, © Yy Yz, Sl if f(xh'"? ) 1

A non-private sequential protocol for f can be built as follows: P, sends the

message u; = ga(}l)( 1) to Py, Py sends ug = gg(m)( 1) = gg(m) o gg(gll)( 1) to P3 and so

on with P; sending u; = gél)(ul 1) = gi) ogg(fl }) o.. ogglj( 1) to P;11. Party Py,

who receives u,,_1, sends u,, = gg(cn) (Up_1) = g(ﬁ) o géz 11) .0 gg(;l)( 1) to Ppi1,

who outputs b € {0,1} if u,, € 5.

The above non-private protocol admits a straightforward conversion to a PSS
protocol: we will arrange each P; to compute and forward a random permutation
of u;, say a;(u;), where «; is a random permutation, in the place of u;. For this,

the (descriptions of) functions (gf)”,gﬁ”) = (g 0 g(l) Qy 0 g(l)) are sent to Pq

during the preprocessing phase, and (g((f), QY)) (a; ogéz) oa; !, q og%’) oa; )
are sent to P; for each 2 < i < n. When (§(?, () is replaced with (g, g(V)
in the aforementioned non-private protocol, each P;,i > 1 receives a;_1(u;—1)
instead of u;, which hides w;_1 as long as a;_1 is sampled independent of «;.
Finally, P,,11 who receives o, (u,) from P, is also sent {a,(j) : j € So} and
{an(j) : 7 € S1} during preprocessing. Now, P,, 11 can check whether w,, belongs
to So or S, allowing it to decode f(x1,...,x,). In the process, P, only learns
whether u,, belongs to Sy or Sy since «,, is a random permutation unknown
to P,41. Since 1-privacy is ensured as long as each «; is uniformly random
and independent of «;_1, we can set o; = aqq for all odd 4, and a; = even
for all even i, where (iodd, Qeven are randomly sampled from Sym(w): the set of
all permutations of [w]. Thus, preprocessing uses a randomness domain of size
2logw!.

The approach sketched above can be shown to be 1-private if f is computed
using a read-once permutation branching program where glgl) is a one-to-one
function for each ¢ € [n] and b € {0,1}. However, it fails to be 1-private when

{g(i)} are not all one-to-one. For instance, consider the n-party AND function,
computable using a read- once branching program of width 2 such that, for each

i€lnl,g b — b and gO : b — 0. P; receives a;—1(u;j—1) from P;_1, and

(s 0 g(() ) o az Laio g§ o ;- ') during preprocessmg Since g( R

to 0, P; can learn al( ) from «; o g(()) ooy 1 which further reveals «;. But then,

(@) (@) -

aj and o 09y oa; 1 can be used to learn «;_; since gy~ is the identity function.
Thus P; can recover u;_1 = 7 - - x;—1 from a;_1(u;—1), breaking security of
the protocol.

To get around this, the preprocessing step samples a random bit r; and
permutations «; g, a; 1 for each ¢ € [n], and sets ap o and .1 to be the identity

maps all inputs



function. To each P,, it sends r;, and the following functions:

_ (7) -1
= Q09090 OQ;_1 4 1 (1)

)
1
ND=aiogo e (2)
In the protocol, we will ensure the invariant a; 4, (4;) = @; 4, ogg(fi) (u;—1). For this,
P1 sends x1 @7 and g 4, oggl) (0) = @14, (u1) to Pa. To propagate the invariant,
it suffices to show that P; can compute x; & r; and a; 4, (u4;) = @; 4, © gg(fi) (ui—1),
assuming P;_; sends x;,_1 @ r;_1 and o;_1 4, , (ui—1) to P;. Observe that

- (1)

—1
T, Ti—1BTi—1

— (2)
= Qig; © ga:i o azfl,zi,l'

NN
Hence, using ga(fi)ywi—l@"'i—l’ Ti, Ti—1 D ri—1 and o1 ,4, , (ui—1), P; can compute
r; ®r; and
NO) _ @ . 1
gwi,$i71@T171 (ai—l,l'7;71 (ui_l)) = Qg © 911 0 ai*l,xifl OQi—1,2; 4 (ui_l)
i
= i, 0 g8 (uin1) = 0z, (us)

preserving the invariant. To allow computing the output, during preprocessing,
P41 is sent

Seo = {an,rnGBC(j) 2 j € So}, S'c,l = {O‘n,rn@C(j) 1je S}, ce{0,1}.

P.+1 outputs b satisfying wu, € Sa;”earn,m on receiving oy, g, (u,) and z, ® ry
from P,,. It is easy to verify that P, 41 outputs b such that u, € Sj.

Security against P, and P, are straight-forward to argue: the former does
not receive any message, and the view of the latter can be easily simulated
using the output of the function. For 1 < i < n, P; receives z;_1 & ri_1
and «;—14, ,(u;—1) from P;_;, and r; and {g(i>}c,c,€{011}. Although x;,_1 ®
Ti—1,0—1,2;_, (Wi—1), and r; do not reveal any information to P;, taken to-
gether with {gfji,}c,c,e{o,l}, these random variables can indeed break security
for certain branching programs even when «;; is chosen uniformly and inde-
pendently for all ¢ € [n] and b € {0,1}. Using a careful analysis, we character-
ize the family of branching programs for which the protocol remain perfectly
private. We refer to this family as strongly regular branching programs (dis-
cussed in the next section). We further show that 1-privacy is maintained even
when randomness is reused as follows: set (a0, ®i1,7i) = (Qodd,05 Qodd,1; Todd)
for all odd 4, and (a;0,i1,7i) = (Cteven,05 Qeven,1;Teven) for all even i, where
Qlodd,05 Qodd, 1, Ceven,0, Ceven,1 are randomly sampled from Sym(w) and roqd; Teven
are random bits. Thus, the protocol used a randomness domain of 4log w! + 2
to carry out the private computation.

2.3 Strongly Regular Branching Programs

For the PSS protocol outlined in the previous section (and its generalization to
read-m branching programs) to achieve 1-security requires the branching pro-
gram to satisfy a technical condition we call strong regularity. In this section, we



will briefly describe this condition and sketch the intuition behind a construction
that converts any branching program to a strongly regular branching program
while incurring a quadratic blow-up in the width, but preserving the length of
the branching program.

A branching program is said to be strongly regular if the pair of transition

functions 90 , gg) : [w] = [w] are strongly regular for every layer ¢ in the pro-

gram. Strong regularity of g(() ), gg) requires that the preimages of g(()) form a

partition of [w] into sets of equal size (ignoring empty pre-images); similarly for

(Z) . Further, the intersection of these partitions created by g( ) and g( ) is also
a partltlon into sets of equal size, say d (again ignoring empty intersections).
Strong regularity requires an additional technical condition: For this define a
bipartite graph H with the same set [w] as both left and right vertices. There
is an edge between a left vertex u and a right vertex v if the preimage of u
under g( ") intersects the preimage of v under g( V) (this intersection is of size d
by previous conditions). The final condition for strong regularity demands that
a random automorphism of H maps every edge to a uniformly random edge in
H. Here, by an automorphism of of H, we mean any permutation of the left and
right vertices of H under which every edge is mapped to some edge of H. The
security of our protocols depend crucially on the strong regularity of transition
functions, and hence that of the branching program.

In Theorem [7} we show how to transform an arbitrary branching program
into a strongly regular one while scaling the width from w to w?. Leaving
the layer assignment function o unchanged, we define new transition functlons
{hl(,Z)}ie[Z],be{O,l} and output function ¢’ as follows. Given a pair of transition
functions g((f), g%l) : [w] = [w], we construct functions h(()l), hgl) s w] x [w] = [w] x
[w] as follows: assign hl(f) (u,v) = (u, gél)( )) if i is odd and hl(f) (u,v) = (glgl)(v)7 v)
if i is even for all (u,v) € [w]?, b € {0,1}. Thus, for odd i (the case of even i

is similar), every node u in [w] is replaced by a set of w nodes (u, 1),..., (u,w)

and hgi) maps all of them to (u, 91(; )( )). This implies strong regularity as

1. for each u € [w], the nodes (u,1),...,(u,w) in the domain of hl(f)
mapped to (u,gl(f) (u)), while all the other nodes of the form (u,v),v #
glsl)(u)) in the co-domain have an empty pre-image; therefore \(hl(f))_l(u, v)|

is either w or 0,

are all

2. for v/, v',u"”,v" € [w], the pre-images of (u',v’) under h((f) and (u”,v") un-
der hﬁ” have a non-empty intersection if and only if v/ = «”, and v/ =
v’ = g(()z)(u') = ggl)(u”), and in such a case, their pre-images are both
{(/,1),...,(«,w)}; hence, the size of the intersection of pre-images of (u’,v")
and (u”,v") is either w or 0, and

3. the H graph consists of an edge between (u, g(() )( )) and (u, gg )( )) for each

u € [w]; therefore, the edge set E consists of w edges where no two of them
have any common vertices, which implies that every edge is mapped to every
edge with the same probability under a uniformly chosen Aut(H).

10



Furthermore, note that if (ug,vg) is the initial state of the program, then, for
odd 1,

(u‘i7 vi) = ('U,i_l, ggla)(b) o g,(r’;?blfl) ©---0 gigi,)(l) (uo))7

and for even 1,
(’U,i7 Ui) = (gga)(q) o g:(;"_(}*)l) 0-+-0 g:gy)(l) (’LLO), ’Ui,l).

Hence, defining the new output function as ¢'(u,v) = ¢(v) for odd ¢ and
@' (u,v) = ¢(u) for even £ ensures that the output is identical to that of the
original branching program. Thus, for a function f : {0,1}" — {0,1}, given
a length-¢ and width-w branching program, we have a length-¢ and width-w?
strongly regular branching program.

2.4 Beyond Read-Once Branching Programs

We generalize our construction for read-once strongly regular branching pro-
grams to accommodate strongly regular branching programs in which a party
may have inputs at multiple layers. Suppose f : {0,1}" — {0,1} computable
using a strongly regular branching program of width w and length ¢. That is,
there exist o : [¢{] — [n]; for each ¢ € [{], a pair of functions gét),ggt) s [w] = [w];
and sets Sp, S1 C [w] such that for (z1,...,z,) € {0,1}",

99 6. 0g? og (1) {50 if f(z1,...,20) =0,
e(® Fo@ o) Sy if f(xy,...,zn) =1

The straightforward extension of the protocol sketched in Section (with-
out randomness reuse) continues to private for read-m strongly regular branching
programs. That is, during preprocessing, (a0, a4,1) and (r0,7,1) are sampled
independently and uniformly at random for each ¢ € [¢], and the corresponding
party P, receives ‘masked functions’ {gl(,?l),/}b,b/ € {0,1}, as defined in eq. .
To aid in computing the output, P, 41 is sent

Se0 = {aé,m@cu) :J €S0}, Seq = {aé,re@C(j) :je Sy, cef{0,1}.

This results in a protocol where the randomness cost grows with £, the length of
the branching program. In the read once case, we could bring the randomness
cost down by using the same permutations for all odd parties, and a indepen-
dently sampled set of permutations for even parties. Reusing randomness in this
manner will break security if a party P; appears more than once in the branching
program.

We next describe how to reuse randomness for the read-m case. Let z; =
Ty be the input of P,y at layer ¢ € [¢]. We already observed that the
view of P, consisting of 2,1 ® 741,041, , (us—1), and {Qé?),} is private.
Hence, to ensure privacy against P; in the protocol, it suffices to ensure that,
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{ov—1,0,-11, 04,0, 000 1 t € [{],0(t) = i} are sampled uniformly and indepen-
dently from Sym(w), and {r,_1,7 : t € [{],0(t) = i} are sampled independently
from {0, 1}.

To satisfy these conditions, define a conflict graph G = ([¢], E') where {¢,t'} €
Eift#£t €[f] and {o(t),c(t+1)}N{c(t'),o(t’ +1)} # 0. Let col : [¢] — [x] be
an optimal vertex coloring of G. Sample ¢ and «;; uniformly from Sym(w),
and r; uniformly from {0, 1} for each j € [x] and set

Q40 = Qeol(t),0 Q41 = Qeol(t),1 Tt = Teol(r), L€ [£].

Such an assignment satisfies the constraints given above by the construction of
the conflict graph, ensuring 1-privacy. The randomness cost of such a protocol
is O(x) - wl.

2.5 Private Computation of AND

As an application of our positive result, we modify our PSS protocol construction
to realize with 1-privacy the AND functionality which takes a bit from each of
the n parties and delivers their product to all parties. The resulting protocol
achieves AND computation with 6 bits of randomness when n is odd, matching
the best randomness upper bound in the literature [CR22]. When n is even
we get a randomness cost of 9 bits. In this section, we outline the modified
construction. To complement this upper bound, we also show that 1-private
computation of AND functionality among 3 parties requires at least 3 bits of
randomness even while employing non-sequential protocols. The previously best
known lower bound [KOPT19] result is that 1 bit of randomness is insufficient
(for any number of parties).

Our protocol for n-party AND in the PSS model consumes 6 bits of random-
ness. We convert this into the standard model by getting rid of the preprocessing
step, and internalizing the output party P,,1. For odd values of n, we effect this
transformation without requiring any extra randomness; whereas, for even n, our
transformation consumes 3 more bits, resulting in 9 bits of randomness. The pre-
processing step can be removed from the PSS protocol for AND (or any read-once
branching program in general) by letting Py sample and deliver the randomness
supplied in the preprocessing step. Since P; does not receive messages during in
the online step, this change does not affect security against P;. To remove the
output party P,41, we transfer the role of P,,;1 to Ps, by redirecting the P,,’s
mMessages Mz, @r, (Un) and x, &, to Py instead of P,,41, and also redirecting
the randomness used for computing the output to Ps. To ensure privacy against
P, despite these extra messages, au, 0, n,1 and 7, are sampled using 3 bits of
fresh randomness, and the randomness needed for computing the output is sam-
pled appropriately. When n is odd, we observe that some randomness can be
recycled avoiding the need of fresh randomness for sampling a0, a1 and 7y,
and maintaining randomness cost of 6 bit&ﬂ Finally, Py distributes the decoded
output to all the parties.

7 An involved construction can bring down the randomness cost for even values of n
from 9 bits to 6 + log 3 bits. We do not present this construction in this work.
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The protocol obtained by this transformation preserves the sequentiality ex-
cept in the initial step where Py sends correlated randomness to all parties, and
in the last step where Py delivers output to all parties; we refer to such a pro-
tocol as an unassisted PSS protocol or simply a uPSS protocol. We note that
this results in a much sparser communication pattern compared to some of the
protocols in the literature with low randomness cost [KOP™ 19, CR22).

Our lower bound of 3 bits for 3-party AND is obtained using a lower bound for
the so-called 3-Secret Sharing (3SS) problem, recently presented in [ARNT23|.
In a 3SS for secret domain M, the dealer, with input (mq,ms, m3) € M wants to
compute shares sy 2}, (2,3}, ¢1,3) such that for any distinct 7,5,k € 3], S¢i 5}
and sg; ) form a secret sharing of m;. We show that, in any 3-party 1-private
AND protocol, the transcripts T; ;3 and TY; x) between P; and P;, and between
P; and Py, respectively, form a secret sharing of z;, the input of P;, for any
distinct 7,7,k € [3]. Consequently, for the secret domain D = (x1,z2,x3) €
{0,1}% \ {(1,1,1)}, the transcripts {T; 3} of the AND protocol with input
(mq, ma, ms) forms a 3SS of (mq1, ma, m3) € D. At this point, we invoke the fact
that randomness complexity of 3SS for D is 3 bits to obtain the desired lower
bound for AND computation.

3 Preliminaries

We use the standard notion of 1-private computation and randomness complexity
associated with it. By default, we shall use a model with correlated randomness
generated during a pre-processing phase, and no other randomness, as this is
the setting we shall use in Section and Section however, local (uncorrelated)
randomness can be modeled as a special case of this.

For the sake of being self-contained, we summarize the standard protocol
model below, with notation that will be convenient for us. For our purposes, a T-
round protocol 7 (over private channels) with n input-parties Py, ..., P, and an
output party P,,y1, is specified by a correlated-randomness generation function
Prep,., a deterministic next message function Next,, and output function Out,
which behave as follows in an execution of the protocol. A random element
R < R is sampled first, where R is a finite set representing the randomness
space of the protocol. Prep,, on input (i, R) where ¢ € [n + 1], outputs a string
R; (corresponding to the share of correlated-randomness for party P;). Next,
takes as input (i, ViewS:’)t)7 where i € [n] is an index, and Viewffﬁ)t (for0<t<T)
is the view of P; in ¢ rounds — consisting of its input, the string R; (obtained
from Prep,. ), and all the messages received from all the other parties till then —
and outputs a set of messages for P; to send to all the other parties in round ¢+1.

Out, takes as input (i, Viewgri’)T) and produces an output for party P;. We define

the random variables Viewgf)(xl, .oyxy) and w(x,...,2,) to be, respectively,
the view of P; in a complete execution of 7 with parties using inputs (z1,...,Z,),

and the outputs produced by the parties at the end of such an execution.
An n-party functionality F is simply a function that takes m inputs, one
from each party, and deterministically produces n outputs, one for each party.
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We say that m = (Prep,, Next,) is a 1-private realization of the functionality F
(or simply, 7 is a protocol for F) if the following conditions hold:

— Correctness. For any set of inputs (x1,...,2,),
Prir(z1,...,2n) = F(x1,...,2,)] = 1 (where the probability is over the
random input R € R given to Prep_).

— 1-Privacy. For any i € [n] and any two sets of inputs (z1,...,2,) and
(x4,...,2") such that x; = z} and the i*® output of F on both are equal,

View (21, ..., 2,) and View (2, ..., a,) are identically distributed.

For a function f : {0,1}" — {0,1}, we define an (n + 1)-party functionality
F, which takes an input bit z; from party P, for ¢ € [n] (and empty input from
P.+1) and outputs f(z1,...,z,) to party P41 (and empty output to the other
parties).

Branching Programs

Definition 1. A width w and length £ branching program for a function f :
{0,1}™ — {0,1} is a collection of functions (o, {gét)}te[z],be{o,1},¢) where o :
[€] — [n] encodes the order in which inputs are accessed, gét) : [w] = [w] denotes
the transition function for each choice bit b and t € [{], and ¢ : [w] — {0,1}
denotes the output function, such that for all (x1,...,2,) € X1, X ..., XXy,
flx1,. .. xn) = o(ug), where u; is defined as follows: ug = 1 and for t > 1,

t
Uy = gﬂ(ﬁa)(t) (ut—l)'

We shall refer to a length ¢ branching program as having ¢ layers. o in the
above definition is said to be the input label function, which maps each layer to an
input index. Also, given a branching program as above and an input (z1,...,z,)
for it, we shall refer to x,(;) as the choice bit at layer £. We shall also be interested
in a natural complexity measure of a branching program (apart from width and
length), namely the number of layers at which the same input is used: we say
that a branching program is a read-k-times branching program if for all i € [n],
[{t : o(t) = i}| < k. By default, all the branching programs we consider, unless
otherwise specified, are read-constant-times branching programs; note that in
this case the length £ = O(n).

4 Private Sequential Stateless Protocols

In this section we define the PSS model and further show that constant - random-
ness speak-constant-times PSS protocols imply constant-width read-constant-
times branching programs.

A Private Sequential Stateless protocol is a 1-private protocol with certain re-
strictions on its communication pattern (sequential) and computation (stateless).
Below we define a PSS protocol 7 in terms of functions (Prep,, ¢;, Next,, Out,),
where ¢, determines which party speaks at each round, Prep, computes the
correlated randomness given to the parties in the pre-processing phase, Next,
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is the next-message function used by a party (who is speaking at a round) to
generate the message for the next round based solely on the message sent to it
in the current round and its share of correlated randomness and input (since it
does not update its state during the online phase), and Out, is the function
used by the output party (who does not participate in the protocol otherwise)
to generate the final output.

Definition 2 (Private Sequential Stateless Protocol). A T-round Private
Sequential Stateless protocol 7 for f : {0,1}™ — {0,1} is a tuple

(Prep,, Sry Nexty, Outy), with Prep, : [n+1] xR — {0,1}*, ¢x : [T+1] — [n+1],
Next, : [T] x {0,1}* x {0,1}* x {0,1} — {0,1}*, and Out, : {0,1}* x {0,1}* —
{0,1}, such that and the following is a 1-private protocol for the n + 1-party
functionality Fy in the pre-processing model:

— Flirst, in the pre-processing phase R < R is sampled and for eachi € [n+1],
P; receives is r; := Prep,.(i; R) as its share of correlated randomness;

— then for each i € [n], party P; receives an input bit x;;

— then, at each round t € [T], party Pc ) receives a message my_y (mg is
defined as the empty string) and sends the message
my = Nextr(t,ms—1,7¢ 1), Tc, (1)) to party Pe 41y it is required that ¢ (t) =
n+1lift=T+1.

— Finally, party P41 outputs the bit Outy(mri1,rnt1).

We call the PSS protocol © a speak-k-times protocol if |s-1(i)| < k for all
i € [n]. The randomness cost of 7 is defined as logy |R| bits.

By default in the PSS model, unless otherwise specified, we always consider
speak-constant-times protocols (i.e., speak-k-times protocols where k does not
grow with the input size n).

It is worth emphasising that statelessness is a structural feature of a PSS
protocol, and it does not alter the security model of 1-privacy: the adversary
can corrupt a party at the beginning of the protocol and it can see all the
messages ever sent to that party.

4.1 PSS Protocols to Branching Programs
In this section we prove the following result.

Theorem 6. For any constant k, boolean functions over {0,1}" which have
speak-k-times, constant-randomness-cost PSS protocols also have read-k-times,
constant-width branching programs.

Proof. The proof uses the ideas from the transformation of protocols into circuits
in [KOR96]. We make the required transformation in two steps, firstly, convert-
ing the given randomized protocol into a deterministic protocol by freezing the
randomnness in the system, and then, converting this deterministic protocol into
a branching program by defining appropriate functions on the set of these mes-
sages. The width of the branching program will be determined by the number
of different messages a party can receive at any round.
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We start by bounding the number of different views a party can have under
a fixed randomness R € R (analogous to Lemma 4 from [KOR96]).

Lemma 1. If m is a PSS protocol with randomness cost p, then for any fixed
choice of randomness, over all the choices of inputs, the total number of com-
munication transcripts seen by any party P; is at most 2°72.

Proof. Let 7 be a PSS protocol for a function f : {0,1}" — {0,1}. For an input
x € {0,1}", let C;(x) denote the set of communication transcripts a party P;
can see in executions of 7, using all choices of the randomness R € R. Note that
|Ci(x)] < |R| = 2°. Secondly, for all  in an equivalence class such that z; and
f(x) are equal (there are four such equivalence classes), the distribution, and
hence support, of the views of P; are identical; this follows from the 1-privacy
guarantee of a PSS protocol. Since the view contains the communication (as
well as the party’s share of correlated randomness), for all x and @’ in the same
equivalence class, C;(x) = C;(x’). Hence, taking the union over all  in the same
equivalence class, || J, C;(x)| < 2°. Since there are four such equivalence classes,

we have
U G

xec{0,1}"

< 9PF2,

In particular, for any fixed choice of randomness, the transcripts seen by P;
comes from this set of size 2°12, as claimed. O

We now proceed to transform the given protocol into a branching program.
Let 7’ be a deterministic protocol obtained by fixing the randomness of 7 to
R* € R. To convert 7’ to a branching program we shall interpret the message
sent in round ¢ from party P; to P; (where i = ¢;(¢) and j = ¢z(t + 1)) as a
state in the ¢ + 15¢ layer of the branching program. Since the number of different
messages that P; can receive in a round (over all inputs € {0,1}") is upper
bounded by the total number of communication transcripts, which is in turn
bounded by 2772 by Lemma [1], the width of the branching program can be set
to w = 2°12. The length of the branching program ¢ = T, the number of rounds
in 7, and the input-reading function o is the same as ¢,, but restricted to [T
(rather than [T+ 1]).

The transition functions gj from layer ¢ — 1 to layer ¢ will implement
Next,(t,-,7*,b), for b € {0, 1} and where r* = Prep_ (¢, (¢), R*), under a mapping
of messages to states. In more detail, for ¢ € [T], let M" denote the set of
messages that can be sent in round ¢, over all possible inputs € {0,1}" (with
the randomness fixed to R*); also let M = {e}. We noted above that |M?| < w.
Let n* : M' — [w] be an arbitrary injective function for each ¢ € [T7]; also
let n°(e) = 1 to set the start state (in layer 1) to be 1. Then we define g} :
[w] — [w], for b € {0,1}, such that if u = n'~(m) for m € M*~1, let gf(u) =
n'(Next, (t,m,r*,b)) where r* = Prep,.(s:(t), R*); if u is not in the image of n’,
we set g} (u) arbitrarily. Finally, The output function ¢ : [w] — {0,1} is defined
as follows: if u = nT'(m), then ¢(u) = Out,(m,Prep,(n + 1, R*)); if u is not in
the image of n’', we set ¢(u) arbitrarily.
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From the perfect correctness of m, it follows that this branching program
computes f. Also, since o = ¢ (restricted to [T]), if 7 is a speak-k-times protocol,
then the branching program constructed above will be a read-k-times branching
program. Finally, as required, if 7’s randomness cost p is a constant, so is the
width w = 2,12, O

5 PSS Protocols From Branching Programs

We begin by formally defining strong regularity and strongly regular branching
programs. We then present Private Sequential Stateless protocols for strongly
regular branching programs.

Definition 3 (Strong Regularity). A pair of functions go, g1 : [w] — [w] is
strongly regular if the following conditions are met:

1. There exists co,c1 such that |gy* (u)| € {co,0}, and |g7 (u)| € {c1,0} for all
u € [w], when gy '(u) and gy (u) denote the preimages of u under gy and
g1, respectively.

2. There exists ¢ such that |g5 " (u) N gy (v)] € {¢,0} for all u,v € [w].

3. Define a bipartite graph H = (LUR, E) where L = [w] and R = [w] (disjoint
copies) are the left and right set of vertices respectively, and E = {(u,v) €
LxR:gyt(u)ngyt(v) # 0} is the edge set. Let Aut(H) be the set of all
automorphisms of H that respect the left and right parts; i.e., Aut(H) =
{(,v) € Sym(w) x Sym(w) : (u(u),v(v)) € E & (u,v) € E}. Then,

Prob [(u(u), v(v)) = (u',v")|(p, v) = Aut(H)] = 1/|E|,Y(u,v), (u,0') € E.
(3)
We shall be interested in branching programs where, at all layers, the pairs

of transition functions are strongly regular. We capture this in the following
definition.

Definition 4 (SRBP and k-SRBP). A branching program with input labeling
function o : [¢] = [n] and transition functions {(g(()t)yg§t))}te[z} is a strongly

reqular branching program (SRBP) if for every t € [{], the pair (g(()t),gy)) is

strongly regular. It is said to be a k-SRBP if for all i € [n], |{t:o(t) =i} < k.

A special case of interest is a 1-SRBP: in this case, we may w.l.o.g. assume
that £ = n (adding layers with identity functions as transition functions, if nec-
essary), and o is the identity function (by permuting the order of the arguments
to the function evaluated by the SRBP, if necessary).

While SRBPs may appear restrictive, they are in fact quite expressive, and
any branching program can be converted to one with only a polynomial blow-up
in the width, and no change to the length or the input label function. We give an
overview this conversion in Section We state this formally here and present
the proof in Appendix [C}

Theorem 7. For any branching program of width w and length ¢ there is an
SRBP computing the same function of the same length and input label function,
and width w?.

17



Examples. Apart from the fact that any constant width branching program can
be converted to a constant width SRBP, natural branching programs to compute
some interesting functions are already constant width SRBPs. We mention three
such examples of 1-SRBP below:

— AND(z1,...,z,) =21 A ... Az, has a width-2 1-SRBP.

— IP(xz1,y1,. .-, Tn,yn) = B, (s A y;) has a width-4 1-SRBP.

— Every permutation branching program (in which all transition functions are
permutations) is an SRBP (with ¢ = ¢ = ¢ = 1 and H being a perfect
matching, in Definition .

Strong Regularity and Regularity. It is instructive to compare SRBP with the
notion of a regular branching program from |[LPV23|. Let us call a pair of func-
tions go, g1 : [w] — [w] (c1,co)-regular if for all u € [w], |gg* (w)] + g7 *(u)| €
{0,¢1,c2,c1 + c2}. Note that a strongly regular pair (as a consequence of the
first condition in Definition |3) is regular according to this definition. For the
special case of (1,1)-regularity, we require gy * (u)| + g7 ' (u)| < 2; but since the
average value of gy ' (u)| + |9y ' (u)| is 2, it must be the case that for each wu,
|90 L (u)| 4 g7 (u)| = 2. This is the definition of regularity used in [LPV23].

Restricting to (1, 1)-regular branching programs results in somewhat crippled
computational power: even a simple function like n-input AND requires a (1, 1)-
regular branching program to have width that grows (exponentially) with n. On
the other hand, AND has a width 2 branching program that is (2, 1)-regular.
As such, regular branching programs as generalized above (or possibly with the
restriction that all layers use the same (c1,c2) — since the transformation in
Theorem |7| yields a (w, w)-regular branching program) is an interesting class on
its own right.

Strong regularity imposes additional constraints beyond (¢, ¢2)-regularity.
One may in fact add even more constraints, and yet retain the result in The-
orem [7| (e.g., require the bipartite graph H in Definition [3| to be a complete
bipartite graph after pruning 0-degree nodes), but this will rule out some of the
examples above (e.g., permutation branching programs).

5.1 PSS Protocols From 1-SRBP

Proof of Theorem[3. Let ({géi)}ie[n],be{o,l}; (/)) be a width w 1-SRBP comput-

ing the function f : {0,1}" — {0,1}. The protocol given in Figure [1]is a speak-
once PSS protocol which computes f. All the variables used in the sequel are
defined in Figure [I} We will separately prove the correctness and privacy of the
protocol.

Correctness. We claim,

Vi = Qcol(i),z; © ga(cll) 0 g:g;}) ©...0 g;ll)(l), S [’I’L] (4>
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A PSS PROTOCOL TO COMPUTE f HAVING A 1-SRBP

Let ({gét>}te[n],be{o,1},¢) be a width-w 1-SRBP computing the function f :
{0,1}" — {0,1}. For each ¢ € [n], let x; € {0,1} be the input to party P;.
and let col(i) be the parity of ¢, i.e., col(z) = 0 if ¢ is even, and 1 otherwise. Set
Sr i [n+ 1] = [n + 1] to be the identity map.

Preprocessing
1. @o,0,0,1,Q1,0,01,1,70,71 < R is sampled where R = Sym(w) X
Sym(w) x Sym(w) x Sym(w) x {0,1} x {0,1}.
2. Py receives Prep,. (1; 0,0, 0,1, @1,0, 01,1, 70,71) := (T1, 1,0, 01,1)-

3. For each 2 < ¢ < n: P; receives Prep,. (i; ao,0, 20,1, @1,0,¥1,1,T0,71) 1=

(rcol(z) g(() 2)7 g(() )17 g??ﬁ S?Y)l) where

SO )

90,0 = Qeol(i),0 © 90 " © Feol(i—1), 75 1)
S0 )

90,1 = Geol(i),0 © 9o~ © Ceol(i—1), 7 (s 1)1
NORN @ 5

91,0 = Qcol(i),1 © g1 acol(z 1), 7eoi(i—1)
SO )

91,1 = Qeol(4),1 © 91 acol(ifl)mcd(,i,l)@l'

4. Pp41 receives Prep,r(n-l—l;ao,o,oco,hal,mOtl,l,?”oﬂ”l) = (So.9) b,m)e {0,132

where Sy, = {j : co|<n) Tml(")@b( j) ey}
Computation.
1. P1 sends Nextr(1,mo, (11, @1,0,1,1),21) := (s1,v1) to P2, where s1 =
dv = el

Tcol(1) & r1 and v Qcol(1),z1 © Gz ( )

2. For each 2 <i<n:
P; sends Nextr (i, (si-1,vi1), (Teol(i), 95 0 961 91 91 1) T3) := (85, 7) to
Pit1, where s; = 7(5) ® z; and v; = ga(sl)s1 1 (Vi)

3. Pny1 outputs Outr((sn,vn), {Sby}eyeo,1}) = ¥, Where y is s.t. v, €
Ssn.y-

Fig. 1. A PSS protocol to compute f having a 1-SRBP.

Before proving this, we show that it implies correctness. We have, s, = reoi(n) &
Ty, and

Seny = {7 € W] 8.8 a0 (1) = i 0, () € 971 (1)}, Vy € {0, 1}
Hence, by eq. (for i =n), P,11 outputs y such that

agOIl(n)7TCol(7L)®5n (v") = a;)ll(n),xn (aC°|(n)7Tn ° g(n) o g:(n?:}) 99(011)( )) € (z)_l(y)'

Therefore P, 41 outputs y such that qb(ggCn o giﬁ 11) gg)( 1)) = y, ensuring
correctness.

19




To conclude the proof of correctness, we prove by induction. Clearly, (4]
holds for ¢ = 1. Assume that holds for i — 1. Since z;—1 = $;—1 B Tcol(i—1)>
5@ (vi1) = o d@ ol (vi—1)
Vi 951 Vi1 Qcol(i),z; © Jz; acol(l—l),rcm(i,l)@si_l Vi-1

(@

= Qcol(i),z; © gz’i o a;)}(i,l)@_1 (’Uifl)

_ i —1 —1

= Qcol(i),x; © g:(ﬁzl) °© acol(ifl),xi,l °© acol(ifl),mifl
o gg(cl;i) o...0 gg(cll)(l)

() o oli—1) o
1

= Qcol(i),x; © 9z; © Y9z;_ ... 0 95311)(1)

Security. The view of Py consists of its input and the correlated randomness
received during preprocessing. Hence, privacy against Py follows trivially.

We next show privacy against P; for ¢ € {2,...,n}. The view of P; consists
of its input and the messages received from P;_; and the correlated randomness
received during preprocessing, viz., x;,S;—1,v;—1 and {gfjg,}byb,e{o,l}. We first
simplify the above expression. By eq. { ), vi-1 = col(i—1),2,_, (wi—1), Where
Uj_1 = g:gi.jl) o... ogg(gl)(l). Further {ﬁ(i)/}b 1% is a function of g(“ g“) and

i i—1 1 » 1Y9p,67 5b,b'€{0,1} 0,00 71,0
For brevity, we will denote u;_1, s;—1 and

w;_1 by u,s and x, Tcoi(i—1) and Ty by r and 7’ g(()i) and gy) by go and g¢1;

Qeol(i),0 and Qeol(y,0 By o and aq; and acoi(i—1),0 and aeol(i—1),1 by Bo and Bi.

Recalling the definitions of g(()fz), Q%, the view is determined by

—1
aCO'(i—l)yrco\(ifl) °© acol(ifl),rc(,,(i,l)@l'

(l’,S,ﬁz(U)77’/7O{0 © 9o © ﬁr_lval ©g10 Br_luﬂr © 57‘765 ) .
Hence, the protocol is private against P; if the following lemma holds:

Lemma 2. For all permutations Go, a1, Bo, f1 € Sym(w), b,b" € {0,1}, and
v € [w], there exists a constant p such that, for all x € {0,1}, and u € [w],

ag o go o ()~ = do © go o Bo|ag, a1, Bo, B1 + Sym(w)

_1_ ~
Prob 0410910(511) = dieg o Bo rt{(),l} —u (5
Broﬁrgmzﬂo o 1 f—xEBT
s=b, =V, B.(u)=v "« {0,1}

This is proved in Appendix [A] We provide an intuition of the proof. Fix
&g, a1, Po, B1 € Sym(w), b,b’ € {0,1}, and v € [w]. For z € {0,1} and u € [w],
let the LHS of eq. be defined as p(z,w). We observe that, there is a well
structured set

A ={Bo € Sym(w) : o, o’ € Sym(w) s.t. (gooBo = aogo) A(g10fo =’ ogo)},
such that
{(@)71 € Sym(w) : ago go o (B,) " = éo 0 go o Po,

ajogio(B) t=d10q 080} 2{500603/306/1}-
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Further, for all 3y o BO such that 8y € A, over the randomness of oy and aq
choosen unlformly and mdependently from Sym( ), the events agoggofgo Bo =
Qg o ggo 50 and oy 0 gy 0y o ﬁo =A&104g;10 60 simultaneously occur with the
same probability. Using the above two observations, and standard renaming of
variables, we simply the expression for p(z, w) considerably to get the following:
there exists a constant ¢ such that,

s—b Bo < AN AL, B =Boo b
Lu(w) = v s < {0,1}
* To=(BooBo)™t In=p"

At this point, the following suffices to prove the lemma:

w(x,w)/c =Prob

Prob [ (8o 0 Bo) "} (u) = v|Bo + A°N Al}
= Prob [(Bo 0 f1) " H(u) = v|fo - A°NA'] | Vu € [w].
When (go,91) is strongly regular, we argue that this is indeed the case (see
Lemma |8 in Appendix .

Finally, we prove privacy against P, 1. The view of Py, 11 is {Sh,y } (b,4)e{0,1}25
vy, and s,. We once again, simplify the notation by denoting @, un, Tcol(n),
Qcol(n),0 a0d Qo)1 DY @, u,7, ag and ;. Since Spo = [w] \ Sp,1 for b €
10,1}, {Sby}veqo,1},ye{0,1} is a function of (Sp0,51,0) We have v, = ay,, (un),
Sp =Ty &1, So0 = a,-(¢71(0)) and S19 = arp1(¢~1(0)). Here, a,.(¢71(0)) =
{a,(45) : j € $71(0)}. To prove privacy against P, 1, we will show that, when
z,x’ € {0,1} and u,u’ € [w] such that ¢(u) = (u'),

(@r(671(0)), aren (¢ 1(0)), aw(u), z & 7)
= (ar(6710)), ar1(671(0)), awr (u'), 2" ® 7). (6)

We show this using a sequence of equivalences:

(er(671(0)), arer (67 1(0)), az(u), z & 1)
(@o(¢™1(0)),a1(¢7(0)), cwqpr(u), x B 7)

(@0 (671(0)), a1(671(0)), awrr (u), 2" @ 7). (7)
The first equivalence is obtained by replacing (o, arg1) with the identically
distributed pair (ag,@1); and the second equivalence is obtained by replacing
r with identically distributed r @ = @ a’. Since ¢(u) = ¢(u), there exists & €
Sym(w) such that, &(u) = v’ and, for all " € [w], ¢ o &(u”) = ¢(u"). We
replace (g, 1) with the identically distributed pair (ag o &, @y o &) to obtain
the following equivalence:

(@0 (¢71(0)), 1(671(0)), awrar(u), 2" © 1)
= (ag0a(¢7(0)), a1 0a(¢™" 0)),am/@roa( )&’ &)
(@0 (671(0)), a1 (67(0)), g (u'), 2" B ). (8)

y Q1

y (1
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The second equivalence used the following facts: ap o G&(¢~1(0)) is identically
distributed as ay(¢~1(0)) for b € {0,1}; and &(u) = «'. Using the reasoning in
eq. (|7) in the reverse direction, we can show that

(@0(671(0)), 1(671(0)), awar (v), " @ 1)
= (er(¢71(0)), v (¢ 1(0)), awr (u'), 2" B 7). (9)

Equations to @D prove eq. @ concluding the proof of privacy.

Randommness complexity: Since we need four independent samples from the set
of permutations of [w] and two random bits for this protocol, the randomness
cost is log(2 + 4w!) bits, which is O(wlog w). This completes the proof. O

5.2 PSS Protocols From k-SRBP

Normal Form SRBP. In our constructions, for a cleaner presentation, we will
consider normal form (strongly regular) branching programs. This especially
makes the presentation of the conflict graph easier. A length ¢ SRBP is said to
be in normal form if it satisfies that for all ¢ € [¢ — 1], o(¢) # o(t + 1). That is,
the same party doesn’t feed inputs to two consecutive layers of the branching
program.

It is easy to modify an k-SRBP for a function (with at least 3 inputs) into
a normal form (2k — 1)-SRBP, with the same width and computing the same
function. We show this is in the following lemma which is proved in Appendix

Lemma 3. Any function f:{0,1}"™ — {0, 1}, where n > 3, computable using a
k-SRBP is also computable using a (2k — 1)-SRBP in the normal form.

We now present the protocol for computation of functions having k-SRBP.
Our construction follows the blueprint of our construction for 1-SRBP. Since
a party feeds their input to the branching program only once in an 1-SRBP,
we could get away with using the same permutations for masking the state of
the branching program in alternating layers, resulting in a protocol that uses
only 4 permutations and two bit masks to realize 1-privacy. In a general SRBP,
each party can feed their inputs in several layers of the BP. Hence, the main
challenge in the protocol is to come up with a strategy for recycling randomness
while ensuring that a reappearing party does not learn any intermediate state of
the branching program due to this reuse. We define our strategy for randomness
reuse using a conflict graph associated with the branching program we want to
compute. We present the protocol in the following proof.

Proof of Theorem[3 Suppose f is computable using an k-SRBP

T = (cr, {glgt)}ie[f],be{o,l}7¢> .

We will show that the protocol in Figure [2 computes f with 1-privacy.
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A PSS PROTOCOL COMPUTING f COMPUTABLE USING A k-SRBP
Let IT = (a, {gét)}te[é],be{o,l}y qzﬁ) be a width-w normal form k-SRBP computing
the function f : {0,1}" — {0,1}. We define a conflict graph Gz = ([¢], E) for II,
where {t,t'} € Eift £t € [{] and {o(t),0(t + 1)} N{c(t'),o(t' + 1)} # 0. Let
col : [{] = [x] be a vertex coloring of Grz. Define 2z, = x, () for ¢t € [{]. Assign
(t) =0o(t), t € [f] and ¢x (£ + 1) = Ppyp1.

Preprocessing Phase
1. (@c,0,0e1,Te)cely] — R is sampled where R = (Sym(w) x Sym(w) X

{0,1})XI,

2. For i € [n] such that i # o(1), P; receives

Pre a 7a 77" c = (T b (t)7 (t)7 A(t)7 A(t)) b
P, (4 (aee,0, Qe,1, 1) e[x]) col(t)1 90,00 90,1, 91,0, 91,1 tell)io(t)=i
where
A(t) _ (t)
90,0 = Qcol(t),0 ©Gp " © acol(tfl)mcd(t,l)

A (t)
90,1 = Qcol(t),0 ©YGp " © acol(t—l),rcowt_l)@l

A(t) (t)

91,0 = Ccol(t),1 © 91~ © Qcol(t—1),req(¢—1)
A(t) _ (t)

91,1 = Qeol(£),1 © 91" © Xeol(t—1),7coi(s—1) B1-

3. Py receives Prep, (0(1); (0,0, e 1,7¢)cey]) Which is defined as

(et . s 8086288882), oy g )

where the § functions are as in Step 2 above.
4. Ppy1 receives Prep (n 4 15 (@0, 15 7e)eely]) = (Sb,y) (b,y)e {0,132 Where

So = {7+ 0y raen) €67 W)}, by e {01},

Computation

1. Pg(l) sends NeXtﬂ-(l, mo, (Tco|(1),Oéco|(1),0,04co|(1>,1), 21) = (81,1)1) to Po(z),
where 51 = rei(1) @ 21 and V1 = Qcoi(1),2; © gii)(l). Note that we defined
2t = To(t) for t € [Z}

2. For2<t</¢-1:
Po() sends Nextr(t, (st—1,vi-1), (rco|(t),géé,gét)l,gg%,gﬂ) zt) = (S¢,0¢)
to Py (t41), where s¢ = reoisy ® 2 and vy = gg,),g, L(ve=1).

3. Po(ry sends Nextr (€, (s¢—1,ve-1), (Teol(t) gé g,gé‘{,g§%,g§‘}) z¢) == (8¢, ve)
to Ppy1, where sp = reoi0) @ 2¢ and vy = gﬁ},sg_l (ve—1).

4. P,y1 outputs Outx((se,ve), {Sb,y}o,ye{0,1}) = ¥, where y is s.t. vy € S, 4.

Fig. 2. A PSS protocol computing f having an k-SRBP.
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Correctness. The computation of s; for each ¢t € [£] is carried out exactly as in
the protocol in Figure [I] except using a different coloring function col. Hence,
using the same line of argument used to show eq. in the proof of Theorem

Ut = Qcol(t),2 © QS) © 92;1) 0...0 gg)(l)7 te [6]7 (10)
Vg = Clcol(£),z, © ggﬁ) o ggij) ©...0 92)(1)7

SS({,y = {.7 € [w] s.t. a;)ll(é),rw,(g)@sg(j) € ¢_1(y)}7

where we have used the notation z; = x,) for ¢ € [¢] from Figure Thus, Pp41
outputs y such that y = g%) 0...0 gg)(l) = f(x1,...,2pn).

Security. We first show that the protocol is private against P; for each ¢ such
that o(1) # 4, 4.e., all the parties except the party who implements the first
layer. Fix such a i. Let (Z1,...,Z,) and (&1,...,%,) be any pair of inputs such
that f(Z1,...,%3,) = f(Z1,...,%n) and Z; = &;. We will prove that the view
of P; in an execution of the protocol with (Z1,...,%,) as inputs is identically
distributed as in an execution with (Z1,...,&,) as inputs. .

Let SEZ = fil = X; and f(fil,7i’n) = f(i’l,,li‘n) =Y. Let bt = ja(t)
and by = Ty for all ¢t € [f]. For each t € [{], let @; = gg) 0...0 géi)(l) and
Uy = gg) 0...0 géi)(l). The view of P; in an execution of the protocol with
(Z1,...,Zy) as input is

—~—

View = (%wy, {gt—l = Teol(t—1) D be1, 01 = Ceol(t—1),5p 1 (Ut—1),
rcol(t)vgé,Oag(t),lagi,mgil}t:a.(t):i) .

The view of P; in an execution of the protocol with (&1, ...,&,) as input is

—

View = (ﬂﬁmy, {ét—l = Teol(t—1) D be_1,01—1 = Oegit—1),b,_ (Tt—1);
rcol(t)vgé,O’g(t),lﬁgi,ohgil}t;a(t):i) ’

We will show View = View using a hybrid argument. Let ¢1,...,t; be an
arbitrary ordering of the set £; = {t : o(t) = i} where ( = |L£;|. For each
0 < h < ( we define a hybrid view

{Tcol(tq) S2) Etflaaco|(t_1)7(;t71 (ﬂtfl)a
Ty TCO'@)’gé,o’gé,l%@%,O?gi,l}te{th“.,th}
19 ) o A~

{rcol(t—l) S bt—l»04c0|(t_1),gt_1(ut—1)7

stoat ot st
T‘col(t)agO,O;90,17917079171}t€{th+1 te}

.....

Then, Hyb, = View and Hyb, = View. Hence, View = View if Hyb,_, = Hyb,
for all h € [(], which we prove below: Since (a) col is a coloring of G, and L;
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forms a clique in G, and (b) o(t) # o(t + 1) for any ¢ € [¢ — 1] due to normal
form of II, for any ¢ such that o(t) = ¢,

(Tcol(t—l)v Tcol(t) 7{aco|(t—1),b7 acol(t),b}bE{O,l})

uin (Tcol(t’71)7 Teol(t)» {acol(t’fl),m acol(t’),c}ce{o,l})t/eﬁi\{t} .

Hence, for any h € [(], to prove that Hyb,_; = Hyb,,, it suffices to show that
for t = ty,

(rcol(t—l) 2] bt—la acol(t—l),f)t,l (ﬁt—1)7 Tcol(t) g(t)703 96,1 ’ giOv gil)
= (Tcol(tfl) ® b1, Oéco|(t_1),z,t_1(ﬂt—1)77"c0|(t),96,0@3,1,@307@5,1) :

But, this follows from Lemma[2} see the proof of privacy against P; for 2 <i <n
in Theorem [21

Next, we argue privacy against P, ;). The view of P,y differ from other
parties as it receives acoi(1),p © gél) for b € {0,1} and rcqi1). Appealing to the
properties of graph coloring of G 7, acol(1),s © gél) for b € {0,1} is independent
of the remaining part of the view of P;. Hence, we can prove privacy against
P1 exactly as we proved the privacy against other parties after excluding these
parts of the view.

The view of P, 41 is exactly the same as that which is given in the protocol
in Theorem [2| i.e., (s¢,v¢) and the set Sy, for b,y € {0,1} and therefore the
proof of privacy follows from the proof given for Theorem [2}

Randomness complexity. For every color ¢ € [x], the protocol samples fresh
random variables o, (from a permutation of size w) and coin r.. Therefore
the randomness complexity is bounded by O(2xw log w). From Brooks’ theorem
[Bro41], the number of colors needed to color a graph greedily is Ag+1 where Ag
is its maximum degree. In this case, since an input is read at most 2m — 1 times
and from the definition of Gy = (¢, E), {t,t'} € Eifo(t) = o(t'), o(t) = o(t'+1),
o(t)=c(' —1) or o(t—1) = o(t' — 1), there are at most 8m — 4 vertices having
an edge with ¢. Therefore Ag = 4. This gives that the randomness complexity
is O(mwlogw). O

6 Private Computation of AND

In this section we focus on private computation of the n-party AND function,
which has received significant attention in the literature. We present new re-
sults regarding upper and lower bounds on the randomness complexity of AND.
Thanks to AND having a 1-SRBP (see Section , we have a PSS protocol for
it, from Figure [I] However, before we can compare our results fairly to prior
results, we need to cast our PSS protocol into a setting without an external
source supplying correlated randomness and without a separate output party
(with all input-parties getting the output, instead). Towards this, we define an
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unassisted PSS (uPSS) protocol, which is a private protocol (with uncorrelated
randomness) in the sense in Section |3} but is also sequential and stateless, and
further has only one party being randomized.

Unassisted Private Sequential Stateless (uPSS) Protocol. A uPSS protocol for
a function f : {0,1}™ — {0, 1} is specified by a tuple (Prep_,¢,, Next,, Out,),
similar to a PSS protocol, but with the following differences:

— There are only n parties, Py,...,P, (no separate output party).

— In the pre-processing phase P; samples R < R, computes r; = Prep,.(i, R)
and sends it to P; for each ¢ € [n].

— After this each party P; receives its input x;, and they all carry out the
protocol using ¢, and Next, exactly as in the PSS model.

— In addition, each of them produces an output over the last [n] rounds. For this
we require that in a T 4 n-round protocol, ¢, : [T] — [n], when restricted to
the domain {T'—n+1,...,T}, is a bijection with [n]; also in round ¢t > T'—n,
party P;, where i = ¢,(t), produces the output Out, (¢, mi_1,x;,7;).

We require this protocol to be a 1-private protocol (without correlated random-
ness) for the n-party functionality F%, which is similar to Fy but delivers the
output to all n parties.

6.1 uPSS Protocol for 1-SRBP

Below, we describe the necessary modifications to be made to the protocol in
Figure [1] to turn it into a uPSS protocol for a function f with a 1-SRBP.
1. Preprocessing phase.

(a) Py samples (ag,0, 0,1, ¥1,0,01,1,70,71) < R is sampled where Sym(w) x
Sym(w) x Sym(w) x Sym(w) x {0,1} x {0,1} and sends the appropriate
correlated randomness r; to P; for each 1 < ¢ < n (including itself) as
in the description of the protocol in Figure

(b) Additionally, P samples vy and ; uniformly from Sym(w) and a random
bit r’; it sends 7" and (y9,71) to Py, and the sets S, = {j : O‘c_oll(n),weab o
Vo (3) € 61 (y)} for b€ {0,1} and y € {0,1} to Ps.

2. Computation Phase.

(a) Fori=1,...,n—1, each P; (including P1) follows the instruction in the
protocol in Figure [I]

(b) P, computes v, = gé’;),sn,l (vn—1) as in the previous protocol, but sends
(sh,,v5) to Pa, where s, = r' @ x,, and v], = vz, (vp).

(c) Py computes y such that v;, € Sy .

(d) Over the next n rounds, each party (starting with Ps) outputs y and
sends it to the next party to output.

Theorem 8. Suppose f : {0,1}" — {0,1} is computable using a 1-SRBP of
width w. There exists a uPSS protocol that realizes Fj with 1-privacy using
O(wlogw) bits of randomness, all sampled by a single party.

Proof. The proof of security and correctness follow closely to that of the protocol
in Figure [1| which we established in Theorem [2| Throughout the proof, we refer
to this as the ‘previous protocol’.
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Correctness. The computation of (s;,v;) for 1 < ¢ < n, proceeds exactly as in
the previous protocol. Hence, v, = Qcoi(n),z, © gg([z) o gg(!f;f) o...0 gg(gll)(l), and

V) = Ve, © Acol(n)., © 98 0 - 0 g8 (1). Since s, =1’ & w,

Ser = 17 € [W] 85 g e © Vi (1) = Qegi(ny an © Ve (1) € 71 (1)}

Hence, P, outputs y such that

a;oll(n)yxn © ’y;nl (v,) = a;oll(n)’zn © ’yfﬂ_nl © Van © Acol(n),zn © gﬂ(ﬁz) ° gﬂ(ﬁzi}) R gﬂ(cll)(l)

=gMognVo...gV(1) € o (y).

Thus, y = f(z1,...,Tn).

Security. The only message received by P; throughout the protocl is y from P,,.
We have established y = f(x1,...,2,), hence the protocol is secure against P;.
For 3 < i < n, the view of P; is identical to that in the previous protocol (with
the exception of y that they receive at the end of the new protocol). Hence,
security against them follow from our argument in Theorem [2] The view of P,
additionally consists of 7' and functions (g, ). But, these random variables
are sampled independent of all the other messages received by P,,. Hence, the
security against P,, in the new protocol follows from that in the old protocol.

Finally, we argue security against Ps. Compared to its view in the previous
protocol, the view of Py in the new protocol additionally contains (S, S1,y)
for y € {0,1} that it received in the preprocessing phase, and (s),,v}) that it
receives from P,. Since (7p,71) are sampled independent of (ccoi(s),0, col(i),1)
for all 7 € [n], the additional values in the view of Py are independent of all the
other messages it received. Further, the view of P, in the previous protocol is
established to be secure. Hence, to argue security against Ps, it suffices to show
that the additional messages received by Ps in the new protocol do not break
security. But, it can be seen by inspection that (S, S1,) for y € {0,1} and
sl , vl are distributed exactly as the view of P, in the previous protocol. But,
the previous protocol is secure against P, 11 who does not have any input to
the protocol. The security against Py in the new protocol now follows from the
security of the previous protocol against P; and P, 4.

Randomness Complexity: Since we need 6 independent samples from the set of
permutations of [w] (a0, @0.1, @10, 1,1, 70, 71) and three binary coins (rq, r1,7’),
the randomness cost of the given protocol is 3+6 log(w!) bits, which is O(w log w)
bits. O

Since AND has a width-2 branching program, the following corollary follows
immediately.

Corollary 1. There ezists a uPSS protocol for Fxyp with randomness cost of 9
bits.
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However, when the number of inputs n is odd, we obtain an optimization
to 6 bits, which matches the state-of-the-art result for (non uPSS) I1-private
computation of F, Z\<NDE| The optimized protocol is described in Figure |3l Instead
of presenting the full protocol, we describe how the protocol differs from Figure
We remark that this optimization is possible only because of the properties of
AND function. We crucially use the fact that in AND, if a party has 0 as input,
it can essentially ignore the information it received so far. Furthermore, we rely
on the total number of parties being odd to make the message sent by last party
independent of the rest of the view for one of the parties. With this optimization,
we bring down the randomness cost from 9 bits in the general uPSS protocol to
6 bits. The following theorem states this fact and it is proved in Appendix

Theorem 9. There exists a uPSS protocol for Fiyp for an odd number of par-
ties, with randomness cost of 6 bits.

Preprocessing — P; samples (o,0,®0,1,01,0,1,1,70,71) < R where R =
(Sym(2) x Sym(2) x Sym(2) x Sym(2) x {0,1} x {0,1}).
— For 3 < i < n, Py sends the appropriate correlated random variables r;
to P; as given in the description of the protocol in Figure[l]
— P1 sends (ao,0,70, G0, &1) to P2 where &y = ao,r, and &1 = 0,7, 1.
Computation — P; sends v1 = a1 og_n(ﬁll)(l) to Ps.
— P2 sends (s2,v2) to P3 where v = vt w2 =1 and s2 = z2 ® 1.
0,0 T2 = 0
— For each i € {3,...,n— 1}, P; computes and sends (s;,v;) to P;+1 where
(8s,v;) is defined as per the description of Figure
— P, sends (sn,vn) to P2 where (s, vy) is defined as per the description of
Figure [T}
— Py computes and outputs y = 1 if &5 ' (va) =1 y = 0 if &' (vn) = 2 and
sends to Ps.
— Forie{3,...,n—1}, P; sends y to P;41.
— P, sends y to P;.

Fig. 3. Optimized uPSS protocol for n-party Fayp for odd n

6.2 Lower bound on randomness complexity of AND for 3 parties

In this section, we prove Theorem [p| namely that the randomness complexity of
AND for 3 parties is at least 3 bits.

8 For even n too, the randomness cost can be improved from 9 to 6 + log, 3 bits. We
omit this optimization as it still falls short of the non-uPSS state-of-the-art.
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We show this lower bound through a reduction from a secret sharing prob-
lem. Recently, [ARNT23| characterized the randomness complexity of the fol-
lowing problem, referred to as 3-Secret Sharing (3SS): Let S C {0,1}3. Given
(x1,22,23) € S, a dealer produces three different shares Wi 5, Wa 3 and Wiy
such that the pair of shares (W7 2, Wa 3) together reveals xo and nothing more
about (z1,x3) — i.e., nothing other than what can be inferred from learning
xo and the fact that (x1,x2,23) € S. Similarly z; (and nothing more about
(x2,23)) can be obtained from shares (Wi 2, W3 1), while (W5 5, W5 1) reveals x3
and nothing more.

We shall argue that a 1-private 3-party MPC protocol for the AND function
yields a 3SS scheme for the set S = {0,1}3\ {(1,1,1)} as follows: To share
(x1,29,23) € S, let W; ; denote the transcript between parties P; and P; in
the MPC protocol for AND, in which the input of each party P; is x;. Note
that (Wj 2, Wa 3) together is part of the view of party Py in the MPC proto-
col, and reveals nothing more about z1,x3 beyond what xo and x1 A 22 A x3
reveals. But the latter only reveals that (x1,z2,23) € S. The analogous condi-
tions hold for (Ws 3, W3 1) (for party Ps) and (W3 1, W1 2) (for party P1). Hence
this scheme satisfies the privacy condition of 3SS. It remains to check that this
scheme also meets the correctness conditions of 3SS, namely that (Wy 2, Wa3)
do determine x5, and so on. We verify this in the following lemma, which is
proved in Appendix [E] using elementary arguments based on the properties of
private protocols.

Lemma 4. In any 1-private 3-party MPC protocol for the 8-party AND function
where all parties learn the output, the pair of transcripts in the view of each party
uniquely determines its input.

Theorem now follows from the fact that for S = {0,1}2\ {(1,1,1)} 3SS has
a lower bound of 3 bits on randomness complexity [ARNT23].

In contrast, the best known upper bound is 6 bits [CR22|, and we leave
it as an open problem to bridge this gap. Incidentally, our approach cannot
yield a higher lower bound than 3, since the randomness complexity of 3SS for
{0,133\ {(1,1,1)} is exactly 3 bits.

References

ARN'23. Hari Krishnan P. Anilkumar, Aayush Rajesh, Varun Narayanan, Manoj M.
Prabhakaran, and Vinod M. Prabhakaran. Randomness requirements for
three-secret sharing. In 2028 IEEFE International Symposium on Information
Theory (ISIT), pages 252-257. IEEE, 2023.

Bar86. David A Barrington. Bounded-width polynomial-size branching programs
recognize exactly those languages in nc. In Proceedings of the eighteenth
annual ACM symposium on Theory of computing, pages 1-5, 1986.

BGP99. Carlo Blundo, Clemente Galdi, and Pino Persiano. Randomness recy-
cling in constant-round private computations (extended abstract). In

29



BGPO7.

Bro4l.

BSPV99.

CKORO00.

CR22.

DPP16.

FKN94.

GIKM9S.

GIS22.

GRO3.

IK97.

IKO™11.

INWO94.

JLRO3.

Prasad Jayanti, editor, Distributed Computing, 13th International Sympo-
sium, Bratislava, Slovak Republic, September 27-29, 1999, Proceedings, vol-
ume 1693 of Lecture Notes in Computer Science, pages 138—-150. Springer,
1999.

Carlo Blundo, Clemente Galdi, and Giuseppe Persiano. Low-randomness
constant-round private XOR computations. Int. J. Inf. Sec., 6(1):15-26,
2007.

Rowland Leonard Brooks. On colouring the nodes of a network. In Math-
ematical Proceedings of the Cambridge Philosophical Society, volume 37,
pages 194-197. Cambridge University Press, 1941.

Carlo Blundo, Alfredo De Santis, Giuseppe Persiano, and Ugo Vaccaro. Ran-
domness complexity of private computation. Comput. Complez., 8(2):145—
168, 1999.

Ran Canetti, Eyal Kushilevitz, Rafail Ostrovsky, and Adi Rosén. Random-
ness versus fault-tolerance. Journal of cryptology, 13:107-142, 2000.
Geoffroy Couteau and Adi Rosén. Random sources in private computa-
tion. In Shweta Agrawal and Dongdai Lin, editors, ASTACRYPT 2022,
Part I, volume 13791 of LNCS, pages 443-473. Springer, Heidelberg, De-
cember 2022.

Deepesh Data, Vinod M. Prabhakaran, and Manoj M. Prabhakaran. Com-
munication and randomness lower bounds for secure computation. IFEE
Trans. Inf. Theory, 62(7):3901-3929, 2016.

Uri Feige, Joe Killian, and Moni Naor. A minimal model for secure com-
putation. In Proceedings of the twenty-sizth annual ACM symposium on
Theory of computing, pages 554-563, 1994.

Yael Gertner, Yuval Ishai, Eyal Kushilevitz, and Tal Malkin. Protecting
data privacy in private information retrieval schemes. In Proceedings of the
thirtieth annual ACM symposium on Theory of computing, pages 151-160,
1998.

Vipul Goyal, Yuval Ishai, and Yifan Song. Tight bounds on the random-
ness complexity of secure multiparty computation. In Yevgeniy Dodis and
Thomas Shrimpton, editors, CRYPTO 2022, Part 1V, volume 13510 of
LNCS, pages 483-513. Springer, Heidelberg, August 2022.

Anna G4l and Adi Rosén. Lower bounds on the amount of randomness in
private computation. In 35th ACM STOC, pages 659-666. ACM Press, June
2003.

Yuval Ishai and Eyal Kushilevitz. Private simultaneous messages protocols
with applications. In Proceedings of the Fifth Israeli Symposium on Theory
of Computing and Systems, pages 174-183. IEEE, 1997.

Yuval Ishai, Eyal Kushilevitz, Rafail Ostrovsky, Manoj Prabhakaran, and
Amit Sahai. Efficient non-interactive secure computation. In Advances in
Cryptology-EUROCRYPT 2011: 30th Annual International Conference on
the Theory and Applications of Cryptographic Techniques, Tallinn, Estonia,
May 15-19, 2011. Proceedings 30, pages 406-425. Springer, 2011.

Russell Impagliazzo, Noam Nisan, and Avi Wigderson. Pseudorandomness
for network algorithms. In Proceedings of the twenty-sizth annual ACM
symposium on Theory of computing, pages 356-364, 1994.

Andreas Jakoby, Maciej Liskiewicz, and Riidiger Reischuk. Private com-
putations in networks: Topology versus randomness. In Helmut Alt and
Michel Habib, editors, STACS 2003, 20th Annual Symposium on Theoret-
ical Aspects of Computer Science, Berlin, Germany, February 27 - March

30



KM96.

KOP™19.

KOR96.

KOR98.

KR94.

LPV23.

RU19.

1, 2008, Proceedings, volume 2607 of Lecture Notes in Computer Science,
pages 121-132. Springer, 2003.

Eyal Kushilevitz and Yishay Mansour. Randomness in private computa-
tions. In James E. Burns and Yoram Moses, editors, 15th ACM PODC,
pages 181-190. ACM, August 1996.

Eyal Kushilevitz, Rafail Ostrovsky, Emmanuel Prouff, Adi Rosén, Adrian
Thillard, and Damien Vergnaud. Lower and upper bounds on the random-
ness complexity of private computations of AND. In Dennis Hofheinz and
Alon Rosen, editors, TCC 2019, Part II, volume 11892 of LNCS, pages
386-406. Springer, Heidelberg, December 2019.

Eyal Kushilevitz, Rafail Ostrovsky, and Adi Rosén. Characterizing linear
size circuits in terms of privacy. In 28th ACM STOC, pages 541-550. ACM
Press, May 1996.

Eyal Kushilevitz, Rafail Ostrovsky, and Adi Rosén. Amortizing randomness
in private multiparty computations. In Brian A. Coan and Yehuda Afek,
editors, 17th ACM PODC, pages 81-90. ACM, June / July 1998.

Eyal Kushilevitz and Adi Rosén. A randomnesss-rounds tradeoff in private
computation. In Yvo Desmedt, editor, CRYPTO0’9/, volume 839 of LNCS,
pages 397-410. Springer, Heidelberg, August 1994.

Chin Ho Lee, Edward Pyne, and Salil Vadhan. On the power of reg-
ular and permutation branching programs. In Approzimation, Random-
ization, and Combinatorial Optimization. Algorithms and Techniques (AP-
PROX/RANDOM 2023). Schloss Dagstuhl-Leibniz-Zentrum fiir Informatik,
2023.

Adi Rosén and Florent Urrutia. A new approach to multi-party peer-to-peer
communication complexity. In Avrim Blum, editor, ITCS 2019, volume 124,
pages 64:1-64:19. LIPIcs, January 2019.

31



Appendices

A Proofs of Lemma 2|

Lemma 5 (Restatement of Lemma [2). If (go, g1) is strongly regular, for all
permutations &g, éa, Bo, b1 € Sym(w), b € {0,1}, and v € [w], there exists a
constant p such that, for all x € {0,1}, and u € [w],

1 _

agogoo (Br)” 009005:0 g, a1, Bo, B1 < Sym(w)

0¢10910(ﬁr) &1 0g10 B r < {0,1} _
Prob | oty — Ao s=aor =+ 1)
s=b, =V, B(u)=v r' < {0,1}

We first prove the following lemmas that will be used in proving Lemma

Lemma 6. For eachb € {0,1}, define A’ = {\ € Sym( ) : 3p € Sym(w) s.t. gpo
A = pogy}. For any o, € Sym(w), define A° s = 1) € Sym( ) :dp €
Sym(w) s.t. «oggo B =pogooArof}. Then, /1&7 = A%, Similarly, A aﬂ ={\e
Sym(w) : 3p € Sym(w) s.t. aogiof=pogoroB} = Al

Proof. We will show that /10 = AY; the other statement can be shown anal-

ogously. We first prove that AO - AO 5 Let A e A°, and let p be such that
go o A = pogg. Then,

(wop™Yogoorof=aop topogrof=aogof = Ae A,

Next, we prove A7 ; C A% Let X € A3 5, and let p be such that a o goo f =
pPogooAof. Then

p~toaogy = pto(aoggof)of Tt = pTlo(poggorof)ofTt = good = A€ A°.
This concludes the proof. O
Lemma 7. For any pair of permutations «, 8 € Sym(w),

{p € Sym(w) : pogoo B =aogooB} =[{peSym(w):pogo=go}

Proof. acoggo 3= pogpo /3 implies that =t opogg = go. The claim now follows
from the fact that o= ' op = a ! op’ if and only if p = p'. O

Lemma 8. For all z,y and v/,
Prob [A(z —y|)\<—AoﬁA] Prob [A(z —y‘)\e/loﬁ/l] (12)

if and only if the pair (go,g1) is strongly regular.
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Proof. For each (u,v) € E, define S, = gy ' (u) N g7 ' (v). Enforce an arbitrary

ordering over each S, ,. For any x € [w], there exists unique (u,v) and ¢ € S, ,

such that x is ‘the ith element of S, ,’. Hence, each x € [w] can be equivalently

represented as (i, u,v) for some (u,v) € E and i € [|Sy|]. In the sequel, we will

often refer to a member of [w] as (4, u,v) where i € [|Sy,|] and (u,v) € E.
Define

I(p,v) € Aut(H), and V(u,v) € E,IAy € Sym(|Syv]),
A=< X e Sym(w) : s.t. V(u,v) € E,i € [|Suull,
A((#,1,0)) = Auw (@), p(u), v(v))
(13)

We will first show that A° N Al = A.

Proof of A C A% N A'. Suppose A € A. Let (u,v) € Aut(H) and A\, , €
Sym(|Sy,»|) for each (u,v) € E be such that

A((t, u, ) = (Auw (@), p(w), v(0)),Y(u, v) € E,i € [|Su]-

Recall, z € [w] is identified with (i,u,v) such that z is the ith element in S, ,,
where go(z) = u and g;(x) = v. Hence, go((i,u,v)) = u and ¢1((i,u,v)) = v for
all z € [w]. Thus, for all (¢, u,v) € [w],

90 0 A((4, 1, v)) = go((Auw(2), (), v(v))) = p(u) = po go((i, u, v)).
Since p is a permutation of [w], A € A°. Similarly, A € A! since

g1 0 M(i,u,v)) =vog1((i,u,v)) for all (i,u,v).

Proof of A°N A C A. We will show that A ¢ A°N AL if X ¢ A. Let A € Sym(w).
If X ¢ A, we claim there exist z,2’ € [w] such that (i.) go(z) = go(z’) but
go o M) # go o AM(z") or (ii). g1(x) = g1(2’) but g1 o M(z) # g1 0 A(z'). In case
(i), A ¢ A° by definition of A%, and in case (i), A ¢ A. Thus, AN Al C A.

We will prove the contrapositive of the above claim. Suppose, for any z,z’
such that go(z) = go(z’), we have gg o A(z) = go o A(z'). Then, for every u, there
exists @ such that, for any v such that (u,v) € E and i € [|Syu|], A((i,u,v)) =
(i, 1, 0) for some & such that (4,9) € E and i € [|Sg.4|]. This is an immediate
consequence of the fact that, for any (¢, u,v) € [w], go(i,u,v) = w. Similarly, if,
for any x, 2’ such that g1(x) = g1(2’), we have g1 o A(z) # g1 o A(x’). Then, for
any v, there exists ¢ such that for any v such that (u,v) € E and i € [|Sy.]],
A2, u,v)) = (E,a,@) for some o such that (4,0) € F and i € [1Sa,5]- Finally,
since A is a permutation of [w], A((¢,u,v)) # A((#', v/, v")) if (i, u,v) # (', v, v).
Using these three observations, we conclude that, if

go(z) = go(z') = go o A(x) = go o AM(z")and
g1(z) =q1(z') = g1oAx) =g10\@), Vo, 2’ € [w], (14)
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then, there exist (u,v) € Aut(H) and {Ay,» € Sym(|Su,v|)}(u,v)er such that, for
all (4, u,v) € [w], A((4, u,v)) = (A (i), p(u), v(v)); in other words, A € A.

We have showed that A°NA! = A. Therefore, V (i,u,v),(i,u’,v"),(i",u" ,v") €
[w],

Prob [A((i,u,v)) = (i ,u/,v")|A + A° N A']
= Prob [A((i,u,v)) = (i",u",v")|A + A° N A']

if and only if

Prob [A((4,u,v)) = (i',u’,v")|\ + A] = Prob [A((i,u,v)) = (i",u",v" )|\ + A]
(15)

Suppose (go, g1) is strongly regular. Note, by the second property of strongly
regular functions (Definition [3), there exists ¢ such that |Sy,.| = ¢ for all (u,v) €
E when (go, g1) is strongly regular. Then, for any (u,v) € Aut(H) and X, , €
Sym(c), the map A : ((4,4,v)) = (Ayv, u(u), v(v)) for all (i,u,v) € [w] belongs
to A. Then, for any (i,u,v), (¢',uv/,v") € [w],

= 1/(w-|E).

Here, the final equality used the third property eq. of strongly regular func-
tions.

Suppose (go, g1) is not strongly regular. We will first establish that, if the
first or second condition in Definition [3] is not met, it is easy to see that there
exist (u,v), (u',v") € E such that, there exists no A € A for which A((¢,u,v)) =
(i, 1, 0) for some i € [|Sy.,|] and i’ € [|Sys |]. This will contradict eq. when
i,i',i" =1, (u,v") = (u,v).

Suppose (u,v), (u/,v") € E but |Syu| # |Su v |; this occurs if (go, 1) con-
tradicts the second condition in Definition [3] In this case, there exists no A € A
such that A((4,u,v)) = (¢/,v,v") for some ¢’ € [|Sy ,|]. This is a consequence
of X being one-to-one and |S, | # |Sw v |. Next, suppose there exists u, v’ € [w]
such that [{v : (u,v) € E} # [{v : (¢/,v) € E}|; i.e., degree of v and u’
in H are distinct and non-zero. Note, this is true if the second condition in
Definition [3] is met but the first condition is not met. In this case, there ex-
ists no (u,v) € Aut(H) such that (u(u),v(v)) = (uv/,v") for any v, v’ such that
(u,v), (u',v") € E. We are left with (go, g1) that satisfy the first two conditions
but fails to satisfy the third condition. Since |S, | = ¢ for all (u,v) € E for
some ¢, as we previously observed, for any (u,v) € Aut(H) and A\, € Sym(c),
A (G u,v)) = (Auw, w(u),v(v)) for all (i,u,v) € [w] belongs to A. Hence,
eq. holds for all (i, u,v), (¢',u,v"), (i",u”,v") € [w] only if the third condi-
tion in Definition [3]is met. This concludes the proof of the lemma. O
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Proof of Lemma @ Fix &g, a1, fo, f1 € Sym(w), b € {0,1}, and v € [w]. In the
sequel, we will denote r @ 1 by 7. For any x, u, let the LHS of eq. be defined
as u(z,u). We can rewrite p(x,u) as follows by replacing (31, 85 ") by (8o, B1),
and noting that 7’ is independent of all the other random variables.

pu(x,u) = Prob [r" = V'|r" « {0, 1}]
a0 go © o = éig © go © 8
0°4go° o 0990 @0 o, a1, o, B1 < Sym(w)
x Prob 0‘1091050—0‘1091060 r < {0,1} (16)
ByloBi=0y" ok s=x®r
s=b ﬁ;{ér(u) =v

This can be further rewritten as follows by replacing (8o, 1) by (80 © fo, 51),
and defining I'y = (Bp o fo)~* and I} = B!

0400900500507040090050
1 a1091050050—a1091050 ag, a1, Bo, B1 + Sym(w)
- Prob
2 (Boo Bo) Lo Bi=0y"oh s« {0,1}
s=b Ii(u)=wv

(@, u) =

(17)
For any B, fo € Sym(w), denoting the indicator function by I

{a:aogyoByofBo=dogoofoll
=I(3a@:aogyofyofy=adogeofo)
x [{a:aogyoByofy=dogyofoofoll
=1I(3&:ao0gooByofo=dogyofo)
x [{a/ 1 a’ o go = go}|-

Here, the second equality follows from Lemma [7} A similar condition holds for
g1 as well. Hence, for any ¢ € {0,1},

A, BO — Sym(w)}
= Prob [g. = a. o gc|a, < Sym(w)]
x Prob [Elozc tae0ge.0fpo Bo =(Qc0gc0 /30‘50 < Sym(w)] .

Prob [acogcoﬂooﬁozdcogcoﬁo
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Since oy and «; are uniformly sampled independent of each other and other
random variables, by the above observation,

1
p(z,u) = 5 Prob [go = ag o go|ao  Sym(w)] (18)
x Prob[g1 = ay 0 g1]a; + Sym(w)] (19)
oy : 040090050050 —0400900/30
% Prob Jai o 050050 = a1 °g1 o Bo|Bo, B1  Sym(w
(BooBo)top= 50 o B s+ {0,1}
s=b I'i(u)=v

(20)

Using the definition of /10 F and AL by’ and invoking Lemma @

2p(z,w)/Prob [go = ag © go|ag < Sym(w)] - Prob [g1 = a1 0 g1]ag < Sym(w)]
Ja a00900500302d0090030
— Prob |71 a1 Ogloﬁooﬂo —041 ° g1 o Bo|Bo, B1 + Sym(w)
(Boo Bo) o= Byt o s« {0,1}
s=b Ii(u)=v

= Prob ﬁoeAO " I’W/l1 B ‘B0<—Perm}

¥0,80
Byt o By =pi|Bo = A% 5 DAL 5
x Prob s=1b B1 Sym(w),
Is(u)=v s+ {0,1}

By o By = pi|Bo e A2 A
= Prob [ﬁo e AN Al‘ﬂo — Perm} - Prob s=b B1 < Sym(w)
FS(U)ZU SH{Oal}

= Prob [ﬂo e AN AI}BO — Perm} x Prob [51 =0fpo Bl‘ﬂl — Perm}

o _ Bo + AN {11
X o
" Fs(“) ! B; <—§% 1?1
Thus, there exists a constant ¢ that does not depend on x and u such that,
Bo — A°N AL
plaw) = e-Prob | o &[5 = o by
s+ {0,1}

Given the above observations, recalling the definition of I', the following suffices
to prove the lemma:

Prob [(Bo o o) (u) = v|Bo + A° N A!]
= Prob [(By o f1) " (u) = v|Bo + A° N A Vu. (21)

When (go, g1) is strongly regular, this is 1mphed by Lemma [8| This concludes
the proof. O
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B Proof of Theorem

Proof. We describe a UPSS protocol in Figure [3] which is another variation of
the protocol presented in Figure [Il Note that R is of size 2%, therefore, the
randomness cost of the protocol is 6 bits. We now show the correctness and
privacy of this protocol. Since the superscript for layer index is obvious for a
1-SRBP, we omit the same.

Correctness: We claim that va = acol(2),05 © gz © gz, (1). To see this, note that
when xz = 1, then, g,, is identity, so, vo = v1 = ®,1094, (1) = @0 5,99z, 9Gz, (1).
When z2 =0, g5, =1, 80, v2 = 00,0 = 0,2, © ga, © ga, (1). So we have that the
output of Py is (sa,v2) where vy respects the invariant given in Equation .
Furthermore, since the computation of (s;,v;) for 3 <+ < n is the same as that
given in Figure[l} therefore, the invariant given in Equation holds further for
i € [n]. From this we have that,

Un = @0,z,, © Gz, © " O Jzy © Gy (1) = Q0,z, (un) (22)

Y= ds_nl (vp) = a&ll@sn o4, (Un) = 046);" 0wz, (Un) = Up. S0, ifu, =1,y=0
and if u, = 2,y = 1, therefore establishing the correctness.

Privacy: Party Py doesn’t receive anything from other parties except y, so the
privacy against Py holds trivially. For 3 < ¢ < n, the view of party P; is the
same as the view of P; while running the protocol given in Figure [I| and there-
fore the provacy follows from the proof of Theorem [2| Note that Py’s view is
(%2, Yy, 0,0, 70, G0, 61, V1, Sn,y Up). Since (ag,0, 7o) can be sampled independent of
(&0, 64, Sn, vy) and (a0, ro) are uniformly random variables, it remains to show
that, for privacy, (&g, &1, Sn,v,) do not break security, but note that this is the
exact same view of P,,;1 in Figure|l| when the protcol is computing a branching
program of width 2. By Theorem | we know that the view of P, in Figure
doesn’t break privacy. Privacy against P, therefore follows from privacy against
Ps. O

C Proof of Theorem [Tl

Proof. Given a branching program IT = (o, {g(()t),g?)}tem,qb) of width w and
length ¢, we build an equivalent SRBP II' = (o, {h{", h{"}1c1, ¢) of width
w?. Note that IT’ has the same input labelling function o as II. We further
construct hét) and h(lt) for every t € [¢] and ¢ and show that (hét),h(lt)) is
a strongly regular pair of functions. For odd ¢, define hl()t) : [w]? = [w])? for
b e {0,1} as hl(f)(u, v) = (u,gét) (u)) for every (u,v) € [w]?. For even t, define
hl(f) s [w]? — [w]? for b € {0,1} as hl()t) (u,v) = (gl(,t)(v),v) for every (u,v) € [w]?.
It remains to show that (hét), hgt)) is strongly regular for all ¢. First, fix ¢ to be odd

and denote the functions glgt) and hét) with g, and hy for b € {0, 1} for simplicity.
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By construction, for b € {0, 1}, for every (u/,v’) € [w]?, |hb_1(u’, V)| =wif v =
gp(u') and 0 otherwise therefore satisfying the first condition with ¢ = ¢; = w.
For any two (u',v’) and (u”,v") € [w]?, |hg (v/,v") N AT (u",v")] = w only
when ' = v, v/ = go(v') = v" = g1(v”') and 0 otherwise, therefore satisfying
the second condition of strong regularity with ¢ = w. Observe that the edge set F
consists of w edges, where each edge is between (u, go(u)) and (u, g1(u)), u € [w)
and therefore no two edges share the same vertex. The third condition for strong
regularity is also satisfied since each edge maps to every other edge with the same
probability under a uniformly random Aut(H). Strong regularity can be shown
for (h(()t), hgt)) for an even ¢ in a similar way.

It remains to define ¢’ and show the equivalence of I’ and II. To this end,
assuming that (ug, vo) is the initial state of the modified branching program, we
show that the following invariant holds true using induction on ¢: for odd ¢,

(Ut, Ut) = (ut,hgg{’)(ﬂ o gc(ct,,_(tl_)l) 0---0 géi)(l) (UO))7 (23)

and for even t,

(ur,ve) = (gg(c?(t> ° gagrt(,_(tl,)l) 0---0 ga(:la)(l)(uo)avtfl)' (24)

Note that for the base case, when t = 1, (u1,v1) = hgl()ml)(uo, vg) = (ug, 95,1(261)(“0))

and for t = 2, (ug, v2) = h{,  (ur,v1) = (955, (v1),v1) = (957, 0050, (u0), 1)

Assume Equation to be true (for an odd t). Then, for an even ¢+ 1, we have
that,

D (o) = (985D (w0),v0) (25)
1 1
= (g1 o g o ogll (uo).we). (26)

which proves the hypothesis for the even case. The hypothesis for the odd
case can be proven similarly. This invariant naturally gives the following out-
put function ¢’. If £ is odd, output ¢'(ue,ve) = ¢(ve) and if £ is even, output
@' (ug,ve) = P(uy). This completes the proof. O

D Proof of Lemma 3

Proof. Note that we can insert a “dummy layer” at any point in a given SRBP,
with any input label, with both transition functions being the identity function
(which indeed satisfies strongly regularity) and an arbitrary choice-bit function,
without changing the function being computed.

Let 0 : [n] — [n] be a permutation with no fixed point (i.e., Vj € [n],n(j) #
j)- Then between any two layers ¢ and ¢ + 1 with o(t) = o(¢t + 1) in the given
branching program, we insert a dummy layer with input label n(o(t)). Since an
input label j can occur at most k times originally, there can be at most k — 1
positions ¢t with o(t) = o(t + 1) = j; hence for the dummy layers inserted 7(j)
can be assigned at most k — 1 times. This results in a (2k — 1)-SRBP. O

38



E Proof of Lemma [4

Proof. Consider an execution of an MPC protocol for AND by 3 parties Py, P2, P3
with inputs x1, x2, x3 respectively. Consider any party, taken to be P; w.l.o.g.
We seek to prove that the transcripts in the view of P; determine x.

Towards this, consider a 2-party protocol derived from the given 3-party
protocol, between Py and a party P} which internally carries out the roles of
both P, and P3. It is enough to show that the transcript of this protocol, which
corresponds to the transcripts that are in the view of P; in the original protocol,
determine xq.

Let Ty denote the set of all transcripts that occur with positive probability in
the new 2-party protocol above, for inputs 1 = a and some inputs (x2, x3) such
that o Az = b. Note that in this protocol we still have the privacy requirement
that when z; = 0, Py does not learn x5 A x3. Hence

Too = To1.

We also use the protocol structure of the transcripts: the probability of a
transcript w occurring in a 2-party protocol given inputs x,y to the two parties
can be factorized as Pr{w|z, y] = a(w, x)B(w, y) for some functions o and S that
capture the local actions of the two parties. Hence Tp1 NT1o C 111, since every w
in the LHS has a(w, 1) > 0 (since w € Ty) and B(w, (1,1)) > 0 (since w € To1),
making it part of RHS as well. By intersecting both sides of this inclusion with
To1 we can write

Toy NTyg € Ty Ny

We seek to prove that the transcript determines z1, or in other words there
is no transcript which occurs for ; = 0 and for z; = 1 (with either value of
T2 A x3 in each case): i.e., (Too UTo1) N (Tio UTy1) = 0. Now

(T()O @] TOl) N (Tl() U Tll) = T()l M (T10 U Tll) since TOO = T01
= (To1 N T10) U (Tor N T11)
= T01 n T11 since T01 n T10 g TOl N T11

Finally, the correctness requirement for P}, when xo = 23 = 1 implies that
To1 NT11 = (0. Hence we have (Tog U Tp1) N (Tho UT11) = 0, as required. O
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