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Abstract. Among the various threats to secure ICs, many are semi-
invasive in the sense that their application requires the removal of the
package to gain access to either the front or back of the target IC. De-
spite this stringent application requirements, little attention is paid to
embedded techniques aiming at checking the package’s integrity. This
paper explores the feasibility of verifying the package integrity of micro-
controllers by examining their thermal dissipation capability.
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1 Introduction

During the design of secure integrated circuits, it is important to address nu-
merous threats and potential attacks as early as possible in the standard design
flow. These include side-channel attacks, fault attacks, reverse-engineering, and
counterfeits, to name a few.

1.1 Context and related works

These threats and attacks are considered non-invasive if they do not require any
contact with or modification of the target device. If their application involves
modifying the device, they are considered invasive. Eventually, they are classified
as semi-invasive if it is necessary to remove either the front or back part of the
package using mechanical and chemical means before application.

Among semi-invasive attacks, one can identify some probing attacks [2, 4],
laser fault injection (LFI) [6], Body Bias Injection (BBI) [13], electromagnetic
(EM) side-channel or fault attacks [12] often performed , after package removal,
with tiny probes really close to the IC surface for a better efficiency, etc.

Numerous embedded countermeasures have been proposed in the literature
to increase resilience against semi-invasive attacks or reverse-engineering. While
not exhaustive, some of these countermeasures aims:
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— At detecting probing attacks, which consist in the direct measurement of
some compromising signals by means of e-beams or a probing station directly
in the target IC whose front panel has been removed. These countermeasures
often consist of adding an active metal grid (called a shield) [8] in the top
metal layers of ICs, grid whose electrical properties (e.g. its impedance or
response to a specific stimulus) are monitored periodically or during IC boot-

up.

— At detecting the presence of an EM probe in the close vicinity of the IC
frontside. A possible solution to that aim has been proposed in [9] and con-
sists in monitoring the resonance frequencies of some embedded loops which
are modified by the proximity of a solenoid used by an adversary to perform
an EM side-channel or fault attack. Again, the resonance frequencies are
checked periodically or during the IC boot.

— At detecting the thinning of the substrate, a common practice to better con-
centrate the laser beam during LFI. According to [10], this can be achieved
by adding etched holes into the substrate that weaken the substrate struc-
ture so that it breaks when mechanically polished. This can also be achieved
by designing a shield penetrating the substrate thanks to the use of Through
Silicon Vias (TSV) and metal wires [5]. Again, the electrical characteristics
of the shield are checked during the boot.

— At reflecting as suggested in [1] the laser beam using micro-mirrors, with
a random pyramidal shape, embedded in the substrate. These mirors are
called nano-pyramids.

— At integrating specialized embedded sensors detecting the occurrence of an
EM pulse [7] in the vicinity of the chip, or a laser pulse [11], or an unexpected
current in the substrate [3], or a voltage pulse on the power pads, etc.

All these embedded solutions require additional structures in ICs, resulting in
significant area and cost overheads. It should be noted that solutions enabling
the detection of intrusions by the backside of the IC are particularly expensive
since they require the use of optional processing steps (such as TSV or nano-
pyramids), which are only available in advanced CMOS technologies.

Eventually, up to the best of our knowledge, no solution has been proposed to
check the integrity of the packaging instead of detecting a specific phenomenon
(such as a parasitic current, a laser pulse, ...) induced by an intrusion attempt.
This lack is perhaps a legacy of smart cards whose packaging is reduced to its
strict minimum: a piece of plastic.

However, with the proliferation of secure applications in various application
domains, many ICs and especially microcontrollers are now exposed to hard-
ware threats and attacks. It is therefore conceivable to design specific embedded
solutions allowing the integrity of the package to be checked during the boot
of the ICs. This is all the more justified given that packages are designed for
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different purposes, one of which being to facilitate the dissipation of the heat
generated by the circuit operation. For this purpose, common packages (QFP,
QFN, ...) embed a heat sink that must be removed in order to gain access to the
IC backside.

Objective and contributions

Since modern microcontrollers often embed a temperature sensor (STM32, Ki-
netics, ...), this paper aims to determine if one can envision exploiting such a
sensor to check the integrity of the package by monitoring heat dissipation dur-
ing the IC boot. This study, which aims to establish a low-cost countermeasure
against semi-invasive attacks, has been done on an STM32F439 microcontroller,
considered as our case study for the rest of the paper.

Experimental results reported in this paper suggest that with such a tem-
perature sensor (which has moderate performance and seems to be calibrated
after fabrication), one can envisage verifying the integrity of the backside of the
package by performing a procedure at the end of each boot that takes less than
0.3 seconds to complete.

In addition to this, the paper also reports data related to the efficiency of
obvious solutions adversaries could use to bypass the proposed countermeasure.

Paper organization

Section 2 reports information related to the Device Under Test (DUT) that is
necessary for the reading of the paper. Section 3 describes and justifies the em-
bedded software procedure developed to monitor heat dissipation of the DUT.
The latter procedure only uses the embedded temperature sensor and the RAM
of the DUT. The effect of removing the frontside or the backside of the package
are then reported and analyzed in section 3.1. Finally, natural solutions poten-
tially allowing to bypass the package integrity check are tested in section 5 before
concluding in section 6.

2 The Device Under Test

The chosen test case for our study is the STM32F439. The latter is designed in
90nm CMOS technology around an ARM Cortex M4. It occupies a silicon area
of about 4.4mm x 5.5mm and contains several cryptographic modules but also a
temperature sensor with a resolution of +1.5°C', operating between —40°C" and
+125°C'. Tt has a minimum sampling period of about 10us, which is the time to
convert its analog response into a 12 bits digital value.

Because of fabrication process variations, it is recommended to use it to
monitor temperature changes rather than getting absolute temperature values.
However, the effect of these variations can be partially mitigated thanks to cal-
ibration values, TS_CAL1 and TS_CAL2, which values are measured during
post fabrication calibration and stored inside each device. They allow getting
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a better estimate of the current temperature with eq. 1, in which valT'S is the
temperature measurement provided by the integrated sensor and 7T the actual
temperature after correction.

80
T TS.CAL2 —TS.CAIL1

T° - (valTS —TS_CAL1) + 30 (1)
In our case study, the STM32F439 is encapsulated in a 20mm x 20mm LQFP-144

package. The heat dissipation capabilities of this package are represented Fig. 1
in which 0, 6 are the frontside and backside thermal resistances respectively.
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Fig. 1. Thermal dissipation of LQFP packages

The thermal resistance values (in °C'-W 1) of such packages typically follows
the relation: 8 >> 0p, because of the presence of an embedded metal heat sink
inside the package on the IC backside. Thus, an attacker aiming at removing
the package to get access, either to the IC frontside or the backside, necessarily
removes 0 or fp, that is to say set 8r or 05 equals to zero.

3 Monitoring the thermal dissipation capability

The method to monitor the thermal dissipation capability of the DUT has been
established after several experiments performed to better understand its ther-
mal behavior assumed to be standard and shared with many ICs, at least those
encapsulated in the same package. This section describes the performed exper-
iments and the results we obtained. Eventually, the monitoring method, that
must be fast, is introduced. Indeed, it is not acceptable to notably extend the
IC boot sequence to check for the package integrity.

3.1 Analysis of the thermal behavior

This section describes the successive experiments that have led us to the pro-
posed embedded solution for checking the package integrity during the IC boot.
The latter is described at the end of this section.
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3.2 Preliminary tests

The first experiments aimed at observing differences between thermal behavior
of ICs in non-tampered packages and in their counterpart with either frontside
or backside removed. For this purpose, changes of temperature were monitored
during a sequence which alternately wrote words into the flash memory for 180
seconds and remained idle for 180 seconds. It should be noted that the first phase
of writing was set to start 180s after power on.
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Fig. 2. Temperature changes, AT (°C), for an IC in an intact package (black), in a
package with a frontside opening (blue) and with a backside opening (red).

Measured temperature changes with respect to the initial temperature are
reported in Fig. 2 for three DUTs :

— one in an non-tampered package (black),
— one in a package with a frontside opening (blue),
— and one in package with a backside opening (red).

For clarity, a moving average (with a window of 50 points) has been applied
to the raw temperatures to reduce the effect of the sensor intrinsic noise. As
one can observe, the IC temperature increases slowly after power-up and more
sharply when flash memory writing starts. All chips demonstrate a similar peri-
odic variation of their temperature which are representative of alternate writing
and idle sequences. However, one can easily observe that the amplitude of tem-
perature changes is significantly affected by the backside package removal. For
an non-tampered package or a frontside opening of the package, amplitude of the
temperature variations is about 3°C, while it is almost doubled for a backside
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opening of the package. In addition, it can also be observed that the waveforms
of the temperature changes is close to a square wave, a clear indication that the
temperature change is fast enough to allow a quick detection of package removal.

From this preliminary experiment, we may conclude that creating an open-
ing on the backside of the package, and thus destroying the heat sink, has a
significant impact on the thermal behavior of such ICs. On the contrary, the
effect of opening the frontside is much more limited. In addition, it can also be
observed that the waveform of temperature changes is close to a square wave,
a clear indication that the temperature changes are fast. In fact, it takes less
than 30 seconds for the temperature to reach 90% of the semi-permanent state,
depending on the state of the package. This encouraging observation led us to
analyze the temperature transient that occurs just after IC power-up. Indeed, as
shown in Fig. 2, the temperature of the IC with a backside opening rises much
faster than the one of an IC in an non-tampered package or a frontside opened
package.

3.3 Temperature transients at power-up

To monitor the temperature transients at power-up, we sampled the latter at
83333 samples per second, i.e. with one measurement every 12 ps. Fig. 3 shows
the observed linear temperature trends obtained for the same three ICs previ-
ously characterized in Fig. 2. However, the slope of the temperature variation
with time is significantly greater (by about 3°C/s) for a DUT with a backside
opening. As a result, whether the package is intact or not, the temperature at
power up can be modeled as follows:

T =p1-t+ Py +e (2)

with e being a modeling error.

3.4 Thermal dissipation metric at boot

From the results above, it appears that the slope 81 of the temperature transient
is a good metric for checking the integrity of the package. A simple way to obtain
this is to perform a linear regression of the temperature values provided by the
embedded temperature sensor against time during IC boot. This results in the
calculation of:

cov(T°,t)

b="00

3)
with V(t) being the variance, and cov(T,t) representing the covariance between
temperature and time, which can be easily obtained on-chip using accumulators
(registers) that store only the sums involved in the computation of means:

To-t—Teo-t
61: ?_f2 (4)
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Fig. 3. Temperature changes during the first 0.35s after power-up for ICs in an intact
package (red), a package with a frontside opening (blue) and a package with a backside
opening (green).

The soundness of the linear model can also be checked by computing the coefhi-
cient of determination, R?. Its value ranges from 0 to 1 and is calculated using
the following expression:

cov(T°,t)? (To-t—Te-1)?
VIV(T°) @@ -7 (To2 -T°)
The closer the value is to 1, the better the linear model reflects temperature
changes over time. However, in our case, since the variance of temperature mea-
surements is part of the denominator, R? is thus necessarily limited by the ac-
curacy of the temperature sensor. In fact, R? is the ratio of the variance (of the
temperature) explained by the model to the total variance. It is also the square
of the Pearson correlation p(7°,t). Therefore, if there is no linear increase or
decrease in temperature (an unlikely scenario in our context), the value of R?
should be close to 0.

An embedded code has been written and stored in each DUT. It delivers both
By and R?, after power up and during 0.3s, the temperature values measured
every 25us by the embedded sensor. Values are also stored in RAM to allow post
processing on 81 and R? and check if they have acceptable values. Writing the
temperature values to RAM is also interesting to increase heat generation inside
the DUT and obtain a significant and controlled behavior.

R® =

()

4 Impact of package removal : experimental results

This section presents initial experimental evidence of the ability to verify the
integrity of the backside of the package during IC boot thanks to thermal dissi-
pation. This initial evidence is supported by additional experiments conducted
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at various ambient temperatures using a climatic chamber. Experiments were
also conducted on overpowered and underpowered ICs operating at room tem-
perature.

4.1 Experimental results at room temperature

We applied the embedded package integrity verification process to 13 devices,
7 of which have a backside opening. Table 1 shows the means and standard
deviations of the 3; and R? distributions obtained for each IC after 25 power-
ups. Note that ICs were left in idle mode for 30s between each power-up to avoid
any cumulative effect due to the small time constant of thermal transients that
might have distorted the verification process.

Table 1. Means and standard deviations of 51 and R?

Device H‘E (C/S)‘ o ‘ R? ‘032 ‘Backside Opening

25 0.93 0.23|0.01] 0.0 no
3 1.40 {0.15]0.06/0.01 no
12 1.82  |0.20.18|0.08 no
6 2.18 ]0.19|0.08/0.01 no
2 2.50 ]0.32|0.17/0.15 no
26 2.97 ]0.16|0.06/0.01 no
9 3.96 |0.16/0.34/0.02 yes
7 4.56 ]0.14(0.28]0.02 yes
1 3.43 0.16/0.09|0.01 yes
10 4.34 10.19/0.14| 0.1 yes
8 4.84 ]0.22(0.23]0.08 yes
11 6.53 ]0.24/0.39/0.09 yes
4 6.34 ]0.15]0.44|0.08 yes

The j3; values for ICs with a backside opening are significantly higher (by
about 3°C/s for the average value) than those for ICs without backside opening.
This is clear evidence that ICs with a backside opening heat up more than the
others during power-up. Standard deviations, og,, range from 0.15 to 0.3°C/s, a
rather small value compared to the gap between the 31 values obtained for ICs
with and without a backside opening. Consequently, 31 seems to be a reliable
metric for checking the package integrity. o

The same conclusion could be drawn for R2. However, due to the limited
accuracy of the embedded temperature sensor, the difference between the values
obtained for ICs with and without a backside opening is very limited, especially
regarding the values of or. However, one can expect to get higher (smaller)
values of R? (or) with a more accurate temperature sensor. As a result, B
appears to be a good indicator to identify a missing backside of the package. If
the sensor had a better accuracy, R? could have been an alternative indicator.
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Regarding values listed in Table 1, we might be tempted to compare the
values obtained for the two sets of ICs (with and without a backside opening)
and see if the 1 + 304, of all ICs with an intact package are lower than all
B1 — 30, of all ICs with a backside opening. However, this would create an
overlapping gray area that could be a source of false alarms due to process
variations from one IC to another. This limitation can easily be overcome if a
post-fabrication characterization of 8; is undertaken in a trusted environment
for each IC with its non-tampered package. An opening in the backside of the
package at a later moment will then affect thermal dissipation, thus increasing 81
in a deterministic way due to an increase of the thermal resistance between the
silicon chip and the air surrounding the package. Finally, reported (3, variation in
Table 1 are more evidence of the effect of process variations at the IC, package,
and board levels. This point is supported by additional data in the next section.

This analysis has consequences on how IC package integrity check should be
performed. In fact, it is necessary to measure for each IC the (31 + 30, after
manufacturing and to store these values in an embedded non-volatile memory,
as it is done for the embedded temperature sensor (through T'S_.CAL1 and
TS_CAL2 mentioned previously). These values will then be considered as the
upper and lower acceptable bounds for any measurement of 8, during further
boots during IC life.

4.2 Experimental results at different ambient temperatures

To further support the idea that thermal monitoring could be a way to detect
a backside opening of an IC package, the effect of ambient temperature on the
embedded measures of 51 was analyzed. The idea was to verify that 5, is indeed
a reliable metric for checking package integrity. Twenty 31 values were therefore
collected for two ICs placed in a climatic chamber with temperature set succes-
sively at 15°C and 45°C. Again, ICs were left in idle mode for 30s between each
power-up. One of them had its package intact, the other a backside opening.

Fig. 4 reports the values of 5 obtained for these two ICs over 20 power-ups.
The influence of the ambient temperature (at least a change of 30°C) seems to
be very limited. The means and the standard deviations are in the same order
of magnitude than the ones reported in Table 1. This is not too surprising. In
fact, 81 is an indirect measure of the thermal resistance of air and the material
of which the package is made of, which are not expected to change much over
this temperature range.

In support of this claim, we periodically measured 8; for an IC in an non-
tampered package over a period of 120 hours (five days). One measurement was
taken every 120s. At the same time, the ambient temperature in the test room
is recorded as well as the internal temperature of the device at the beginning
and at the end of the $; measurement process. Figure 5 illustrates the results.
As can be seen, room temperature varied between 21°C and 25°C during these
five days, while the internal temperature varied jointly with the latter between
23°C and 28°C. Correlations between the room temperature and the internal
temperature at the beginning and at the end of the 81 measurements are indeed
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Fig. 4. Effect of ambient temperature on 31 for two ICs : one had its package intact,
the other had a backside opening.

equal to 0.96 and 0.97. During the same experiment, 81 varied almost completely
incoherently with the room temperature around its mean (1.71), as supported
by the value of the correlation between them: -0.22. A linear regression between
the room temperature and f; showed that §; decreases by 0.01 for an increase
of one degree Celsius in the room temperature, as illustrated in Fig. 6.

Thus, for an increase of 30 °C, as it is the case in the preceding experiment,
one can expect an increase of 81 by 0.3 °C/s. This is what could be observed
in Fig. 4. As a result, the reduced effect of room temperature on f; can be
neglected unless:

— The device can experience large changes (> 30°C') of ambient temperature
in its application context,

— The accuracy of the embedded temperature sensor used to verify package
integrity is about 0.01°C.

In these extreme cases, the upper and lower acceptable values of 8, that allow the
package integrity check should be defined according to the internal temperature
of the IC at the beginning of the verification process. This has an additional
cost in terms of IC customization after its fabrication. In other cases, most of
the variance of 8 is due to (explained by) the measurement errors done by the
embedded sensor.

4.3 Experimental results at different supply voltages

Similarly, we studied the impact of the supply voltage, V4, variations of which
are expected to change the heat dissipated by ICs in a quadratic way, since
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Fig. 5. Measurements of 81 and of the ambient and internal temperatures over 120h
for an IC in an intact package.

the power dissipation of ICs is proportional to fg - V¢12d where f.j is the clock
frequency. Two ICs were used in the experiment: one with an intact package and
one with a backside opening. Ten measurements of 3; were performed for each
IC while the ICs were supplied by either 3V, 3.3V or 3.6V. Again, the idea was
to verify that 8; remains a reliable metric for checking package integrity over a
range of supply voltage conditions.

Fig. 7 shows variations of 8; during this experiment. For both circuits, varia-
tions of 81 remain less than three times the standard deviations reported in the
previous section. This was not a surprising result due to an on-chip regulator
which is incorporated inside the DUT as in most modern microcontrollers. As a
matter of fact, whatever is the supply voltage, power dissipation remains almost
constant except the thermal dissipation of the regulator. We could not confirm
this hypothesis because the on-chip regulator on the STM32F439 in LQFP144
package cannot be disabled (there is no BY PASS_REG pin).

4.4 Partial conclusion

At this stage, it seems possible to detect a backside opening of the package by
monitoring the heat dissipation capability of ICs with 8; as metric. This metric
appears to be stable with room temperature variations (at least between 15°C
and 45°C) and supply voltage variations (at least if the IC integrates an on-chip
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Fig. 6. The effect of the ambient temperature on ;1 measured during 120 hours.

regulator). To overcome die to die variations due to process variations, we have
proposed to store two values, 81 — 3 - o, and B1 + 3 - 0s,, into a non-volatile
memory after fabrication, and measuring $; at the end of each boot to verify that
[ falls within the expected range. It is worth noting that the proposed add-on
for backside package integrity testing is fully electrical and can be implemented
by a few lines of code incorporated in the boot sequence that will store detection
margins during first boot and secure backside of the package for the entire life
of the microcontroller.

Let us now switch our role from secure IC designers to that of malicious
adversaries, fully aware of the presence of this embedded countermeasure in the
target IC, that want to bypass it using tools commonly available in security
characterization laboratories. Several methods come to mind. We have tested
some of them and found three that can be sometimes successful. Those that
sometimes gave positive results, i.e. bypassed the countermeasure, are presented
in this section.

5 Bypassing the package integrity verification

5.1 Fast successive power-ups and power-downs

As previously explained, the verification is based on the measurement of the heat
dissipation capability during the first 0.30 seconds after power-up. This verifica-
tion procedure has been defined considering that the IC is at room temperature
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Fig. 7. Effect of supply voltage changes on (1 : 10 measurements of 31 for two ICs :
one with an intact package, one with a backside opening of the package

before being turned on. This explains why each measurement in previous sections
was immediately followed by 30s in the idle mode to allow chip cool-down.

One may thus wonder what might happen if the target IC is not at room
temperature when it is turned-on. In other words, is there a way to bypass the
countermeasure by using successive power-ups, each one interrupted before the
end of the package verification process?

For the purpose of verification, an IC in a package with a backside opening
(with its 31 close to 3) was forced to undergo a rapid sequence of power-ups and
power-downs. Figure 8 shows the first 10 5; values when the measurements are
separated by Am = 1s, 3s, 10s instead of Am = 30s as previously. Experiments
were repeated three times.

One can notice that the coefficient starts to drop as soon as the duration
between each measurement is not long enough (i.e. is lower than 3s) and reaches
a coefficient similar to the one of a circuit with an non-tampered package when
measurements are separated by only 1s. However, the first two measures are
not in the range of validity for a circuit with an non-tampered package. Thus,
to bypass the countermeasure, the adversary has to stop at least the two first
boot sequence before the end of the package integrity verification. This is not
so easy to do even if the adversary is aware of the countermeasure. Thus the
countermeasure still makes semi-invasive attacks more difficult to perform.
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Fig. 8. Ten first measurements of 51 provided by the IC when the measurements are
separated by Am = 1s, 3s, 10s instead of Am = 30s.

5.2 Pre-heating the IC before power-up

Like the previous bypass method, the one discussed in this section exploits the
same major weakness of the proposed package integrity verification method,
namely the need to stabilize at room temperature before powering up. The idea
is to use a hot air station, a very common piece of equipment in electronics
laboratories, to heat the circuit above room temperature before powering it up,
so as to lower 1 down to an acceptable range for an IC in an non-tampered
package. The main difficulty for the adversary is, of course, to choose the duration
and temperature of the hot air flow without any prior knowledge. Therefore, it is
necessary to make several attempts. We were able to bypass the countermeasure
after 10 to 15 attempts, depending on the target IC. Therefore, if an unlimited
number of boots is possible, this method seems very easy to use. However, with
a limited number of attempts, the game becomes more risky and difficult. One
can easily imagine that an alarm during package integrity verification will at
least temporarily block IC operation.

In fact, if the circuit is too hot at power-up, it will cool down instead of
heating up during the boot sequence. This results in forcing the first three mea-
surements of 81 to be negative, as shown in Fig. 9 (green curve), which shows
the first 10 measurements of 8; for an IC in package with a backside opening.
Conversely, if the circuit is not enough heat up, most of 5; measurements are
likely to remain in the range of a circuit with a backside opening of the package
(blue curve). Finally, if the heating conditions are perfect (both in duration and
temperature), the countermeasure will be bypassed (red curve). Note also the
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Fig. 9. Evolution of ; after an initial heating of the DUT with an hot air station.

increase of 51 during the successive measurements. After 10 measurements, the
junction temperature is not in its steady state, except for the red curve.

These results show that there is room for improvement in the package verifi-
cation procedure to make it more robust against a hot air station bypass attempt.
In fact, an initial on-chip temperature measurement can be easily used to detect
the bypassing attempt using pre-heating.

5.3 Removable heatsink

A final way to bypass package integrity verification consists in placing a remov-
able heat sink in contact with the IC backside during power-up and verification,
and then remove it to perform an attack. As a demonstration, we placed a copper
cylinder and some thermal paste as shown in Fig. 10 to create a heat sink. The
rod has a length of 3.2cm and a diameter of 3mm; dimensions to be compared
to the size of the IC: 5.5mm x 4.4mm. We estimated the thermal resistance of
the rod to be 2.9°C/W. Table 2 gives the means and standard deviations of the
so obtained (3 distributions:

— without the removable heatsink : 8; and o
— with the removable heatsink and the thermal paste: 3] and o,

As expected, adding a heat sink and thermal paste reduces the value of §; by
about 2.9°C'/s, a value close to the difference observed between ICs in intact
packages and ICs in packages with a backside opening. It should be noted that
thermal paste is required to change the thermal dissipation capability of the ICs.



16 J. Toulemont, G. Chancel, F. Mailly, P. Maurine and P. Nouet

Fig. 10. The copper rod used as a removable heatsink.

It seems therefore possible to bypass the countermeasure but thermal paste
then covering the IC backside must be removed (using e.g. acetone) before per-
forming attacks. This could be dangerous, and even destructive, as it could
create short circuits between some wires that are visible after the opening of the
backside (see Fig. 10).

Table 2. Means and standard deviations of (1

Device n°Hﬁl (C/S)‘ o8 Hﬁ{ (°C/s)‘ op |81 — ﬁl‘
9 3.96 |0.16 0.98 [0.17|| 2.99
7 4.56 10.14 1.73 |0.16|| 2.83
1 3.43 0.16 0.83 (0.22] 2.61
10 4.34 10.19 0.20 (0.12] 4.12
8 4.84 10.22 2.77 |0.85| 2.07
11 6.53 0.24 2.99 10.21| 3.54
4 6.34 |0.15 4.14 ]0.31|| 2.20

Finally, observed discrepancies of B_{ and /3, values for a small set of 7 ICs
confirms that defining an acceptable range of £, to check the package integrity
must be done considering die to die variations. It is therefore imperative to define
an acceptable range for each IC after manufacturing and packaging since, as
mentioned previously, removing the backside of the package is expected to have
a deterministic effect on the thermal dissipation of an IC. The high correlation
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value (0.85) between F{ and B also supports this point. This cost may seem
prohibitive. But it is not. In fact, such a customization process is already used to
calibrate the embedded temperature sensor (T'S-CAL1 and T'S_.C AL2 values).

6 Conclusion

The spread of secure applications from smart cards to microcontrollers (IoT),
which are encapsulated in plastic packages, raises the issue of verifying package
integrity to thwart semi-invasive attacks; a topic which has not, up to the best
of our knowledge be addressed up to now. We investigated the possibility of
checking the integrity of the packaging using an embedded temperature sensor,
a very common block in modern microcontrollers, to monitor at power-up the
thermal dissipation of ICs. Experimental results reported in this paper suggest
that it is possible to detect the creation of a backside opening during the boot
sequence of microcontrollers. This is all the more encouraging as the sensor
in question has a limited accuracy (£ 1.5 °C). Further work will consolidate
these preliminary results and investigate the possibility of detecting the frontside
opening of the package using a more accurate sensor, as well as the possibility
of detecting fault injection attacks at runtime.
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