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Abstract. Attribute-based encryption (ABE) is a powerful primitive that has found
applications in important real-world settings requiring access control. Compared
to traditional public-key encryption, ABE has established itself as a considerably
more complex primitive that is additionally less efficient to implement. It is therefore
paramount that the we can simplify the design of ABE schemes that are efficient,
provide strong security guarantees, minimize the complexity in their descriptions and
support all practical features that are desirable for common real-world settings. One
of such practical features that is currently still difficult to achieve is multi-authority
support. Motivated by NIST’s ongoing standardization efforts around multi-authority
schemes, we put a specific focus on simplifying the support of multiple authorities in
the design of schemes.

To this end, we present ISABELLA, a framework for constructing pairing-based
ABE with advanced functionalities under strong security guarantees. At a high level,
our approach builds on various works that systematically and generically construct
ABE schemes by reducing the effort of proving security to a simpler yet powerful
“core” called pair encodings. To support the amount of adaptivity required by multi-
authority ABE, we devise a new approach to designing schemes from pair encodings,
while still being able to benefit from the advantages that pair encodings provide.
As a direct result of our framework, we obtain various improvements for existing
(multi-authority) schemes as well as new schemes.

Keywords: attribute-based encryption - multi-authority attribute-based encryption

1 Introduction

Attribute-based encryption (ABE) [SWO05] is a powerful primitive that enables more
fine-grained enforcement of access control to data. As a cryptographic tool that allows
this functionality, ABE has found many applications in practical settings [GPSWO06a,
ETS18, VAH23, LVV 23], including in cloud settings [KL.10, SRGS12, WMZV16] and the
Internet of Things [ETS18, VA22]. Most notably, Cloudflare is using Portunus, an access
control system based on ABE, on a global scale to terminate TLS connections [LVV123].
Furthermore, standardization institutes such as NIST [Nat23] and ETSI [ETS18] have
recently put efforts in standardizing ABE and its multi-authority variant [Cha07]. Despite
the ample research in the modular design of efficient single-authority ABE with strong
security guarantees, the design of multi-authority ABE schemes with similarly desirable
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features is still a tedious and difficult task. As a result, few such schemes exist at all, and
all of them have limitations, either with respect to security or practicality.

Pair encodings. The most promising frameworks that can be leveraged to simplify
the design of pairing-based ABE with advanced functionalities such as multi-authority
ABE are based on pair encoding schemes (PES) [Att14, Weel4] with algebraic security
notions [AC17b]. Roughly, pair encodings consider “what happens in the exponent” of
pairing-based ABE schemes. They allow us to abstract away the complexities of concrete
instantations of schemes in pairing groups, and instead focus on the algebraic “core” of
the scheme. The most broadly applicable security notion is the symbolic property, first
introduced by Agrawal and Chase (AC17) [AC17b] to cover their class of pair encodings,
which we refer to as PES-AC17. They show that the symbolic property essentially applies
to any scheme that is not algebraically broken. Several frameworks are centered around pair
encodings [Att14, Weeld, CGW15, AC16, ABGW17], and more specifically the symbolic
property and the AC17 framework [Att19, Amb21, VB24], but the ones that we use as a
more direct starting point for our work are

« FABEO [RW22], which focuses on efficiently achieving the strongest notion of security
for ABE in the generic group model [Sho97];

o Ven23 [Ven23], which focuses on achieving more advanced functionalities such as
multi-authority support;

o ACABELLA [dIPVA23], which focuses on unifying various algebraic security notions
in pair encodings and provides an automated tool that helps proving the symbolic

property.

The gap. Despite the practical features provided by these frameworks, there remains a
gap to be bridged. The most notable shortcoming of FABEO and ACABELLA is that
they consider the more restricted class of pair encodings PES-AC17. So far, there exist
no practical multi-authority schemes that can be covered by this class of PES-AC17. To
address this gap, the Ven23 framework extends the class of encodings, which we refer
to as PES-Ven23, to cover many existing multi-authority ABE, as well as several new
multi-authority schemes. Additionally, the compiler provided in the Ven23 framework
supports the use of full-domain hashes, which is necessary to construct practical (multi-
authority) schemes. However, the main drawback of this framework is that the schemes
generated with the compiler are proven secure in a weaker security model that captures
only static attackers. Moreover, this staticity is also present in the functionality of the
compiler itself. Although it is explained how this functional staticity can be addressed in
practical applications by making the functionality more adaptive, its security arguments
do not extend to the adaptive setting.

The ISABELLA framework. We present ISABELLA, which is a framework based
on pair encodings and the symbolic property, which unifies and extends the above three
frameworks to simplify the design of ABE schemes with advanced functionalities under
strong security guarantees. We achieve this by extending the class PES-Ven23 even further,
allowing more efficient instantiations of almost all existing multi-authority ABE schemes
via our compiler. Additionally, the ISABELLA compiler does support functional adaptivity
by design. Not only does this functional adaptivity allow us to support multi-authority
schemes in a fully adaptive setting, but it also allows us to support other types of functional
adaptivity, which can be considered an additional feature of our compiler. At the “security
core” of our framework, we show that the symbolic property for our class of schemes implies
the required security notions to achieve strong security in the generic group model for the
compiled schemes. For completeness, we also prove security for our extension of the Ven23
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compiler in the weaker model that they consider. By proving security using two different
proof methodologies, we obtain security guarantees against multiple different types of
attackers, which strengthens the confidence in the schemes’ security. To simplify proving
the symbolic property, we also extend the ACABELLA tool to cover PES-Ven23 and our
class of PES. In this way, we can improve existing ABE schemes as well as design new
schemes with advanced functionalities required for practice with high security guarantees.

New results that follow from ISABELLA. Using the ISABELLA compiler, we obtain
the following results. For all PES for which the symbolic property was previously proven
[AC17b, Att19, Amb21, VA22, VA23, Ven23, VB24|, we obtain new security-efficiency
trade-offs. More specifically, compared to the Ven23 compiler, we obtain stronger notions
of security for all PES-Ven23 schemes, and more efficient instantiations for all multi-
authority schemes. Compared to the AC17 compiler [AC17b], we obtain schemes that are
at least a factor 2 more efficient in all metrics, at the cost of requiring the generic group
model for the security proofs. Furthermore, we show that, for many pair encoding schemes,
we can support a functional adaptivity that is valuable for the scalability of schemes in
practice. An example of functional adaptivity is that keys can be updated for newly added
attributes. Lastly, we introduce two new multi-authority schemes, both of which provide a
combination of practical features that has not been achieved before.

1.1 Technical overview of our contributions

We give a technical overview of our contributions. To this end, we first establish some
(informal) definitions and notations.

Attribute-based encryption and predicates. Attribute-based encryption is a type of
public-key encryption that associates the keys and ciphertexts with predicates. A predicate
P: X xY — {0,1} takes as input a ciphertext predicate € X’ and a key predicate y € Y
and evaluates to 1 (“true”) if the key predicate satisfies the ciphertext predicate. The idea
is that the ciphertext for x can be decrypted by a secret key for y if P(z,y) = 1, and that
the message remains computationally hidden if not.

Pairing groups. Many ABE schemes use pairings, which is a map e: G x H — G over
three groups G, H, G of prime order p, with generators g € G, h € H, such that for all
x,y € Z,, we have e(g*, h¥) = e(g, h)™V.

Starting point: PES-AC17 and PES-Ven23. As a starting point for our framework,
we consider PES-AC17. These pair encodings are defined by the master key a, common
variables b = (b1, ..., by,), the key encodings (r,k(«,r,#,b),y) and the ciphertext encodings
(s,c(s,8,b),x), where b, r, s, 8 denote vectors of variables and k and ¢ denote vectors of
polynomials over the other variables. Compiling the encodings into an ABE scheme results
in a scheme that has master public keys, keys and ciphertexts of the following form:

MPK = (e(g, 1), g%),  SK, = (h*, BX(rfeb))
CT, = (M -e(g, h)asuqs’gc(s,é,b)) ’

where M is the message. Although this results in schemes with a structure that can
support some basic functionality, it does not allow us to generate the secret keys by
multiple authorities. Roughly, each authority should be able to hold its own copy of a
master key «. To enable the support of multiple authorities, the Ven23 compiler extends
PES-AC17 to include extra master-key variables e and extra ciphertext encodings ¢’
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instantiated in G:

MPK = (e(g’ h)o‘7gb) , SKy _ (hr7 hk(r,f',a,b)) :
CT. = (M - e(g.h)*™, g%, g°=5P) e(g, h)* 352)) |

where cj; denotes a polynomial over «,s,S. This new structure allows us to construct
multi-authority schemes. In fact, many existing multi-authority schemes have a similar
structure [LW11, RW15, DKW23a, Ven23]. The drawback is that most multi-authority
schemes require a linear number of ciphertext elements in Gp. Because group elements
and operations in G are often several factors more expensive than in G or H [dIPVA22],
this significantly impacts the efficiency of multi-authority schemes compared to their
single-authority counterparts.

The ISABELLA class of PES. To address this, we extend the class of PES-Ven23 even
further. In particular, we add extra public-key variables called “semi-common” variables
B and add extra ciphertext components c¢” in the source group G.

MPK = (e(g, h)a’gb’gﬁ)’ SKy — (hr, hk(r,f-,oz,ﬁ,b))7

CTo = (M - e(g,h)™, g%, =P e(g, h) (55B) g (38)),

To improve the efficiency of the aforementioned schemes, the idea is roughly that the
ciphertext components generated via ¢’ are moved to ¢”. To enable this, we require new
proof techniques, which we will explain in more detail later, in Sections 3 and 5.

Adding more (advanced) functionalities. Equipped with a “core compiler” for ABE,
we can extend it with more advanced functionalities. Like the Ven23 compiler, we also
allow that certain “variables” are generated implicitly via full-domain hashes, and we also
facilitate a more flexible instantiation of the pair encodings in the groups. For example,
we may want to put ¢° in H and hX®H®8:P) in G to speed up decryption [dIPVA22].
Furthermore, hashes allow the support of multiple advanced features, such as unlimited
use of attributes (in the sense that any string can be used as attribute). Hashes are also
an important key ingredient to the stronger notion of decentralized multi-authority ABE
[LW11], which allows authorities to act more independently and autonomously than in
schemes that require interaction among the authorities [Cha07, CC09, MJ18]. To facilitate
this, we define mappings that specify for all encoding variables and polynomials in which
group they are instantiated, and for the variables in particular, whether they are generated
via a full-domain hash.

Adaptively generating keys. To support multiple authorities, we need to be able to
split the public keys and secret keys, so that each authority can manage its own part of the
MPK (and associated MSK) and generate secret keys for its own “part of the key predicate
y”. Although Ven23 does give concrete ideas on how to model this from a functional point
of view for a specific class of multi-authority ABE, the framework does not describe how
the encodings interact with ABE syntax for such advanced functionalities. Furthermore,
the secret keys are split in partial secret keys after being compiled. From a technical point
of view, this does not allow us to prove adaptive security, because the attacker cannot
adaptively request partial secret keys from different authorities. Hence, we devise a new
approach that allows us to prove adaptive security and gives us a concrete (yet generic)
syntax that interacts naturally with existing syntax such as that of multi-authority ABE.
Our technique is also more generically applicable to any predicate P, whereas the Ven23
framework only considers multi-authority ciphertext-policy ABE.



Doreen Riepel, Marloes Venema, Tanya Verma )

Split-predicate mold. Our new approach considers the use of what we call a “split-
predicate mold”, which we can place on top of the PES to show that it satisfies a certain
structure. Roughly, the split-predicate mold consists of three components: a description of
how the inputs to the public-key and (secret-)key encodings are split in parts, a description
of how the outputs, i.e., the encodings, are split in parts, and how the split inputs interact
with the split outputs. In addition, we require an auxiliary input for the key generation,
which connects the keys together, so that they cannot be combined with “other keys”
(which would break the collusion resistance property). To enable that keys are strongly
connected, the auxiliary input can be used to generate implicitly key variables from a
full-domain hash. In fact, we require that the only key variables r that are shared among
different splits of the original key must be generated via a hash in the compiled scheme.
Further, the split keys need to be completely disjoint and, when “aggregated” for the
original predicate, they should be identical, i.e., symbolically indistinguishable, from the
original encodings (for correctness and security).

Splitting the key predicates in sub-predicates. The inputs that need to be split
include key predicates y and their associated spaces ), which can be sets, Boolean formulas
or something else, and thus, do not have a fixed structure that we can exploit. Therefore,
we formalize the notion of “sub-predicate spaces” and “aggregation function”, which
roughly describe the properties that the sub-predicate spaces need to have to be suitable
for our mold and compiler. A description of the sub-predicate spaces and aggregation
functions need to be given as part of the mold. As part of our framework, we give several
examples of commonly used predicates and sub-predicate spaces that can be used to
achieve functionalities such as multi-authority ABE, but also other types of functionalities.

The ISABELLA compiler. Armed with a definition for PES, mappings that specify
how the variables are instantiated in the pairing groups and a split-predicate mold that
describes how the predicates and encodings are split, we can now define our compiler in
such a way that the syntax matches the split-predicate mold. Roughly, the setup and
key generation algorithms are split in an analogous way as the encodings, as well as their
inputs. Hence, if the predicate for the original PES is a “multi-authority predicate”, i.e.,
specifies how authorities are related to the predicate, and the key generation algorithms
take as input a sub-predicate that is a valid sub-predicate for the multi-authority predicate,
then we obtain a multi-authority scheme. Since the naming conventions of our algorithms
are generic and therefore do not match any existing ABE syntax, we further illustrate
how our syntax corresponds to existing syntax. We give a generic description of how
multi-authority ABE can be constructed using the ISABELLA compiler, and specifically,
how it interacts with multi-authority ABE syntax. We also show how it could interact
with other types of functionality.

Functional adaptivity. An advantage of our generic formalizations is that they can also
be applied for other purposes than the support of multiple authorities. For example, it can
be used to generate keys of single-authority schemes in which y is an attribute set in an
“attribute-wise” fashion rather than in one query. We call such functionalities “functional
adaptivity”, as it enables users to request keys more adaptively than schemes typically
allow (both from a functional and security point of view). Such features are beneficial
in practice, because it allows users to update their keys rather than requesting entirely
fresh keys for each update of the key predicate. To the best of our knowledge, the only
examples of ABE schemes that could already support such a feature are multi-authority
ABE schemes, and in almost all cases except one (that we know of) [DKW23b], the security
proofs do not model this adaptivity.
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Proving security. To generically prove security for schemes generated with the IS-
ABELLA compiler, we use the special selective symbolic property (SSSP). SSSP is an
adaptation of the symbolic properties in PES-AC17 and PES-Ven23 adapted to our class
of PES. From this property, we obtain two security results with our compiler: fully adap-
tive security in the generic group model (GGM) [Sho97] and static security from g¢-type
assumptions. In the fully adaptive model, the attacker gets to make queries for the key and
ciphertext predicates after observing public keys, secret keys and the challenge ciphertext.
Static attackers, on the other hand, need to commit to the key or ciphertext predicates
(or both) before even seeing any public keys. (Similarly, we distinguish between static and
adaptive corruptions of public keys, which is a security feature that multi-authority ABE
provides.)

Security in the fully adaptive setting is generally harder to achieve, and therefore, to
allow for the best efficiency, we restrict to adversaries in the GGM that only exploit the
group structure. We then also prove static security in the standard (or random oracle)
model' under g-type assumptions. This provides additional confidence: any attacker that
might be able to attack the schemes (because we do not model security against it) would
need to be very sophisticated. On the one hand, it needs to be fully adaptive (exploiting
that it can observe keys and ciphertexts before formulating that it wants to attack a certain
ciphertext predicate). On the other hand, it should also exploit the group structures that
are used when instantiating the scheme rather than the group and pairing operations. (Of
course, attacks on the implementations of schemes provided by our compiler might still be
possible.)

Our proof strategy. Our proof strategy follows closely the structural layers of our
compiler. At the core, we have PES and SSSP, which consider security for the “stripped
down” version of the scheme (that in particular does not consider advanced functionalities).
This allows us to leverage existing results in the field of PES and the symbolic property, and
extend the results to apply to our larger class of schemes. To achieve this, we strengthen
the relationship between the symbolic property and the algebraic notions of security that
are used in GGM proofs. We use this “security core” in our proofs by reducing the
schemes, provided by our compiler and the split-predicate mold, to itself, but as if no
mold was applied at all (or alternatively, a trivial mold that splits everything in one part).
Intuitively, this part of the reduction uses that the split keys (generated using split inputs)
are indistinguishable from keys that were generated directly via the PES (instantiated
with a trivial mold and using the original predicate). Furthermore, full-domain hashes (if
present) are modeled as random oracles which allows us to program the components that
were generated by it in the same way we would have if they were not generated via a hash.
To enable flexible instantiation of the PES in the groups, we use techniques based on the
security models in which we prove security.

Leveraging linear algebra. Our “security core”, consisting of PES and SSSP, is largely
powered by linear algebra. At a high level, SSSP states that there must exist some vectors
and matrices (with some additional properties) that, when substituted into the polynomials
in the pair encodings, evaluate to all-zero vectors. (The only exception is ¢ps, which should
be nonzero.) This property is applied in its literal sense in the security reduction (to a
variant of decisional bilinear Diffie-Hellman). Roughly, the substitution of vectors and
matrices corresponds to the programming of the components associated with the variables
(additionally using terms of the security assumption). The symbolic property ensures that
components associated with the key and ciphertext polynomials can be programmed by
canceling out the components that cannot be programmed using the assumption.

IThe random oracle model (which is a strictly milder heuristic than the generic group model [ZZ23]) is
required only if the scheme uses a full-domain hash function.
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For the GGM proofs, we require another algebraic security notion. In particular,
this algebraic notion states that cp; should not be recoverable from key and ciphertext
encodings for y and x for which the predicate is false by computing linear combinations
over products of those encodings. In fact, this property should hold, even when considering
multiple key predicates y1, ..., yn, (to model security against colluding users). To prove
multi-key security, FABEO gives a stronger notion of security for the single-key setting
that implies security in the multi-key setting. ACABELLA later shows that the multi-key
security property is implied by a slightly stronger version of the symbolic property for
PES-AC17 (which considers security in the single-key setting). It is also shown that the
variant of the symbolic property is significantly weaker than the FABEO security property.
In fact, a similar such property adapted to our class of schemes would be too strong to
prove it for the schemes considered in this paper or in Ven23. Hence, we extend the
ACABELLA results to the class of PES-Ven23 and ours and prove that our version of
SSSP implies multi-key (and multi-ciphertext) security.

ACABELLA extension. In addition to SSSP being broadly applicable, another ad-
vantage is that its algebraic character can be exploited in the design of automated tools.
ACABELLA [dIPVA23] provides a tool that generates, on input a description of a pair
encoding scheme, a “proof” for SSSP. A proof here consists of the aforementioned sub-
stitution vectors and matrices. We extend the tool to cover PES-Ven23 and our class of
PES. To enable this, we again leverage linear algebra. Because some of the requirements
for our definition of SSSP are more abstract than that of PES-AC17, we provide new
techniques to compute the proofs. The code of the ACABELLA extension is available at
https://github.com/lincolncryptools/ISABELLA.

Improving existing schemes and designing new schemes. As a direct result of
our framework, we improve (on) existing schemes in the efficiency and security. We also
include two new pair encoding schemes that can be instantiated with our compiler that
improve on the state of the art in the field of multi-authority ABE.

1.2 Roadmap

We start by providing necessary preliminaries in Section 2, where we define (multi-
authority) attribute-based encryption and predicates. In Section 3 we give our class of
pair encoding schemes PES-ISA and several notions of security: the special symbolic
property (Section 3.1), multi-key and multi-ciphertext security (Section 3.2) and security
in the matrix notation (Section 3.3). We also extend the two latter ones to capture
corruptions (Section 3.4) and show they are equivalent to the special symbolic property
(Section 3.5). Each of these notions has their advantage in security proofs. In particular,
our computer-assisted proofs use the matrix notation, which we explain in Section 3.6,
with a more detailed description and additional proofs in Appendices A and B.

In Section 4 we give our compiler. When instantiating a PES-ISA in a pairing group,
several choices have to be made to ensure correctness and security. Therefore, we first
discuss distributions of encodings over the pairing group and how to use full-domain
hashes (Section 4.1). Further, since PES-ISA is static, we define a split-predicate mold
(Section 4.2) to capture more advanced schemes that support functional adaptivity. Putting
these together, we get the final compiler (Section 4.3). Section 5 is dedicated to the security
of the compiler. We first provide a detailed description of the security model (Section 5.1),
capturing different levels of adaptivity. Then we give the theorem statements for static
security under g-type assumptions (Section 5.2) and adaptive security in the generic group
model (Section 5.3), with full proofs in Appendices C and D.
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In Section 6 we show how to use our compiler to construct multi-authority ABE
(Section 6.1) and schemes with functional adaptivity (Section 6.2), e.g., those supporting
attribute-wise or label-wise key generation and negations. In addition to that, we elaborate
in Appendix E how exisiting pair encoding schemes can be instantiated using our compiler
and we give new pair encoding schemes and instantiations in Appendix F. Finally, we
give a concrete efficiency comparison for decentralized ciphertext-policy ABE schemes in
Appendix G.

2 Preliminaries

2.1 Notation

We use A to denote the security parameter. A negligible function parametrized by A is
denoted as negl(A). If an element x is chosen uniformly at random from a finite set S, then
we denote this as  €r S. If an element x is produced by running algorithm Alg, then we
denote this as z + Alg. We use Z, = {x € Z | 0 < z < p} for the set of integers modulo
p. For integers a < b, we denote [a,b] = {a,a+ 1,...,b — 1,b}, [b] = [1,b] and [b] = [0, b].
We use boldfaced variables A and v for matrices and vectors, respectively, where (A); ;
denotes the entry of A in the i-th row and j-th column, and (v); denotes the i-th entry of
v. We use A; to denote the i-th row of matrix A. We denote a : A to substitute variable
a by a matrix or vector A. We define 1?3”2 € Z$1*% as the matrix with 1 in the i-th
row and j-th column, and 0 everywhere else, and similarly 1?1 and T;-b as the row and
column vectors with 1 in the i-th entry and 0 everywhere else. If some algorithm yields no
output or outputs an error message, then we use L to indicate this. We use al|b to indicate
that two strings a and b are concatenated. We use span(v) = {3, ¢;(v); | Vi[c; € Zp]}
and span(A) = {>°, ¢;A; | Vi[e; € Zp|} to denote the span of vector v and matrix A,
respectively. We use Ker(A) = {w | A - wT = 0} to denote the kernel of matrix A. If we
want to construct a vector from elements in some set S, then we denote this as (S), e.g.,
({z1,...,2n}). A special variant of this is a truncated vector, i.e., let v denote a vector and
T is a set of indices of v, then vz = ({(v); | ¢ € Z}) denotes the vector truncated to the
indices in Z. Similarly, we define z7 = {z; | i € Z}.

2.2 Access structures

We represent access policies A by linear secret sharing scheme (LSSS) matrices, which
support monotone span programs [Bei96].

Definition 1 (Access structures represented by LSSS [GPSWO06b]). An access structure
is represented as a pair A = (A, p) such that A € Z;1*"? is an LSSS matrix, where
ni,ny € N; and p is a function that maps its rows to attributes in the universe. Then, for
some vector v = (8, Vg, ..., Upn,) €ER Zy?, the i-th share of secret s generated by this matrix
is \; = A;vT, where A; denotes the i-th row of A. In particular, if S satisfies A, then
there exist a set of rows T = {i € [n1] | p(i) € S} and coeflicients ¢; € Z,, for all i € T
such that } . v &;A; = (1,0,...,0), and by extension ) ;v ;\; = s, holds. If S does not
satisfy A, there exists w = (1, w2, ..., wn,) € Zy? such that A;wT =0 for all i € T [Bei96].

2.3 Pairings (or bilinear maps)

We define a pairing to be an efficiently computable map e on three groups G, H and G of
prime order p, so that e: G x H — G, with generators g € G, h € H is such that (i) for all
a,b € Zy, it holds that e(g®, h?) = e(g, h)® (bilinearity), and (ii) for g # 1g, h® # 1y, it
holds that e(g?, h%) # 1g,., where 1g/ denotes the unique identity element of the associated
group G’ (non-degeneracy). We denote by PG = (G,H, Gr,p, e, g, h) the description of
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a pairing group and by PGGen a PPT algorithm that on input the security parameter
A, returns a pairing group PG. Furthermore, we use the implicit representation used for
group elements [EHK™13]. In particular, we use [z]g to denote the element (g')*, where
g € G’ is the generator of some group G’ € {G,H, Gr}.

2.4 Attribute-based encryption
We define ABE for predicates following [Att14, AC17b].

Predicate family. A predicate P: X x Y — {0,1} is a map over the ciphertext attribute
space X’ and the key attribute space ) such that, for x € X,y € Y, P(z,y) = 1 if and only
if the predicate evaluates to true for x and y.

Syntax. An attribute-based encryption scheme ABE for a predicate P: X x Y — {0,1}
over a message space M consists of four algorithms:

o Setup(\) — (MPK,MSK): On input the security parameter A, this probabilistic
algorithm generates the master public key MPK and the master secret key MSK.

o KeyGen(MSK,y) = SK,: On input the master secret key MSK and some y € ), this
probabilistic algorithm generates a secret key SK,,.

o Encrypt(MPK,z) — (CT,, K): On input the master public key MPK and some z € X,
this probabilistic algorithm generates a ciphertext CT, and an encapsulated key K.

o Decrypt(MPK, SK,,CT;) — K: On input the master public key MPK, the secret key
SKy, and the ciphertext CT,, if P(z,y) = 1, then it returns K. Otherwise, it returns
1.

Note that we are using a KEM-style definition from which one can generically construct
an encryption scheme.

Correctness. Forall M € M, z € X, and y € Y with P(z,y) =1,

Pr[(MPK, MSK) « Setup(}); (CT,, K) < Encrypt(MPK, z) :
Decrypt(MPK, KeyGen(MSK, y),CT,) # K| < negl(X).

Security. We define the security game capturing security against chosen-plaintext attacks
(CPA) asin [AC17b]. The game IND-CPA between a challenger and an adversary A proceeds
as follows:

o Setup phase: The challenger runs Setup(\) to obtain MPK and MSK, and sends
the master public key MPK to A.

o First query phase: A queries secret keys for y € ), and obtains SK, <
KeyGen(MSK;, y) in response.

« Challenge phase: A specifies some x* € X such that for all y in the first key query
phase, we have P(x*,y) = 0, and sends y to the challenger. The challenger flips a
coin, i.e., 0 € {0,1}, computes (CT,+, Ky) < Encrypt(MPK, z*) and K; € K, and
sends the ciphertext (CT,«, Ks to A.

e Second query phase: This phase is identical to the first query phase, with the
additional restriction that the adversary can only query y € ) such that P(xz*,y) = 0.

o Decision phase: A outputs a guess ¢’ for 4.
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Definition 2 (Security against CPA). Let ABE be an ABE scheme and let A be an
adversary in the above game. We define the advantage of A as

Advage 4 (N) = |Pr[0) = 6] — ;‘ .

We say that ABE is fully secure if all polynomial-time adversaries A have at most a
negligible advantage in this security game, i.e., Advx\'BDé)aPA()\) < negl(A).

Similarly, we can define weaker variants of the above definition. In the selective security
model, the adversary commits to the predicate x* € X before the Setup phase. In the
co-selective security model, the adversary commits to all y € ) before the Setup phase. In
the static security model, the attacker commits to z* € A and all y € Y before the Setup
phase.

2.5 Specific predicate types

Ciphertext-policy and key-policy ABE. A specific instance of ABE is ciphertext-
policy ABE, where the key predicate y is a set of attributes S over attribute universe U,
and the ciphertext predicate x is an access policy A = (A, p), in this work represented as
LSSS matrices (Definition 1), which is known to support all monotone Boolean formulas.
We denote Xcp.pasic as the basic ciphertext predicate space containing all the tuples
(A, p) and Yop_pasic as the basic key predicate space containing all S C . The dual
variant of CP-ABE, i.e., key-policy ABE (KP-ABE), sets Xkp.basic = Ycp-basic and
yKP—basic = XCP—basi(r

Supporting negations. The type of negations that we support is the same as the
OSWOT-type, which was first proposed by Attrapadung and Tomida [AT20]. This type
of negation is enforced on the value within an attribute type. In particular, a negation
is satisfied by a set § if S contains at least one attribute with the same label as the
negated attribute and none of the values of the attributes with the same label is equal
to the negated attribute. For this predicate, we require the ciphertext space Xcp_pasic
to be extended with the map ppp (that maps the rows of the policy matrix to labels),
and the map p’ (that specifies for each row whether the attribute is negated or not),
i.e., Xcponot = {(A,p, 05 piab) | (A, p) € Xepobasic, ¢ 1] = {0,1}, prap: [n1] = L}, We
extend the sets in Yop_pasic with an additional entry in the tuple, i.e., Yopnot = {S |
S C L x U}. Hence, each attribute in the set is now represented as a pair (lab, att) with
label lab € £ and attribute value att € Y. We define the predicate on these ciphertext
and key predicate spaces as Poponot : XcP-not X YopP-not — 10,1}, where Pepopot(2,y) =1
if and only if, for T = {j € [m] | (pb(), (7)) € SAP/(G) = 1} and T = {j € [my] |
(Pab(7), p(4)) & S AP'(J) = 0 A 3att : (pab(j),att) € S}, there exist {g;}; .y 5 with
ZjEYUT EjAj = (1, 0, veey 0)

2.6 Multi-authority ABE

In the multi-authority setting, the Setup is split in two algorithms, where one is run globally
and the other one is run by each authority in the system. Furthermore, each authority
executes the key generation with its own input.

Syntax. A multi-authority ABE scheme MA-ABE for a predicate P: Xya X Yua — {0,1}
and for authorities A;,..., A, such that each authority .A; manages a sub-predicate
space Ysa of Vvia, consists of five algorithms:
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o GlobalSetup(A) — GP: On input the security parameter A, this algorithm generates
the global domain parameters GP.

o AuthoritySetup(GP) — (A, MPK 4, MSK 4): This algorithm takes as input the global
parameters and outputs an authority identifier A and its master public and secret
key.

o KeyGen(A,MSK 4,GID, ycip,.4) = SKcip, A,y o: This algorithm takes as input an
authority identifier, the authority’s master secret key, a user identifier GID and some
Yaip,A4 € V. It outputs a secret key SKgip, 4,y¢p 4 for this user.

o Encrypt({A;, MPK 4, }:,2) — (CT,, K): This algorithm takes as input a set of au-
thority identifiers, their master public keys and some x € X. It outputs a ciphertext
CT, and an encapsulated key K.

o Decrypt(GP, {SKGID,Aj,me,A]. }ieg, CT;) — K: This algorithm takes as input a set

of user secret keys issued by authorities J' C [na,] and a ciphertext. If decryption
is successful, then it outputs an encapsulated key K.

Sometimes interaction between authorities is required and the number of authorities
may be fixed in advance.

Extending predicates with multi-authority support. Let AZD = {0,1}* be the
set of authority identifiers. We extend the predicate spaces for single-authority schemes
as follows. For the policies, we include the 5: [n1] — AZD, which maps the rows of the
policy to authority identifiers. For the sets, we extend the attribute representation with an
additional entry for the authority, e.g., (I, att) € S denotes an attribute att in & managed by
authority A; € AZD. We prefix the indices of the extended predicate spaces with “MA-",
€.g., XMA—CP—basic = {(A7p7 ﬁ) | (A,p) € XCP—basicyﬁ: [nl] - AID} and yMA—CP—baSic =
{S§ |8 C AZD x U}. Subsequently, we define the predicate Pya-cp-basic: AMA-CP-basic X
YMA-CP-basic — {0,1} to be Pya-cp-basic((A, p,p),S) = 1 if and only if there exists
T ={j€[m]| (), p(j)) €S} and {e;}jer such that >, ye;A; = (1,0,...,0). Note
that our notation implies that all authorities in the system share the same attribute
universe. This is only syntactic: any requirements on the universes managed by the
authorities (e.g., the universes must be disjoint) can be made by restricting the space
YMA-CP-basic- However, note that the schemes provided in this paper do not require this
restriction.

Multi-authority key-policy ABE. We further extend the predicate spaces for KP-ABE
to the multi-authority setting by constructing an AND-statement over policies for each
authority. We denote this as Yna-xp-basic = {{yihiesy, | Sa = {A1 € {0, 1} higpna) vt €
VP-basic} and Ava-kp-basic = {{Tihiesa | Sa = {A1 € {0,1} biginans Y1 € VKP-basic}
and PyA-KP-basic ! AMA-KP-basic X YMA-KP-basic = 10, 1} with Pya-kp-basic(€,y) = 1 with
x = {x1}ies, and y = {yl}les;‘, iff S4 C S’ and Pxp-basic(@, 1) = 1 for all I € Su.
Intuitively, the key space describes a set of authority-specified policies, and the ciphertext
space describes for which subset of authorities the keys must satisfy the policies.

Security. The security model extends the one for single-authority ABE by additional
oracles to capture the ability to create (and corrupt) authorities. It is in fact very similar
to our general security game in Section 5.1. Similar to standard ABE, the adversary may
have to provide key or ciphertext predicates in advance. In the multi-authority setting,
the adversary may also commit to the set of corrupted authorities. There exist several
naming conventions for this in the literature (cf. e.g., [RW15, AG23]).
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Corruption and its effect on the predicate. Multi-authority ABE typically provides
security against corruption, i.e., if the corrupted authorities and the decryption capabilities
of the generated keys do not yield sufficient knowledge to satisfy the predicate, then the
scheme should still be secure. For example, if we consider the policy att; A atts A atts,
where att; is mapped to authority A1, atty to Ao and att3 to Az, authority A; is corrupted
and the adversary has a key for atts, then the message should remain hidden.

3 Our class of pair encoding schemes

Our compiler extends the class of pair encoding schemes covered by the Ven23 compiler to
a broader class of PES which we call PES-ISA. Roughly, the definition of PES is adapted
in such a way that the associated the master public key, the secret keys and the ciphertexts
have the following form:

MPK = (e(g, 1), (¢)°, (4)?),  SKy = ((¢)), (¢))kmT PP,
C-l-r _ (M . e(g, h)cM7 (g/)s’ (gl)c(s,é,b)’ 6(9, h)c/(s,é,cx,ﬁ})7 (g')c”(s,éﬁ))’

(where ¢’ indicates that either ¢’ = g or ¢’ = h for each entry of the vector in the exponent).
The associated pair encoding are denoted “in the exponent”, and are supposed to illustrate
the main differences between PES-Ven23 and PES-ISA. Compared to the Ven23 compiler,
ours includes variables 8. In contrast to the variables «, these can also occur in the
ciphertext encodings that are instantiated in the source group, whereas the o variables
occur exclusively in the ciphertext encodings that are instantiated in the target group.
More formally, like the o variables, these 8 variables occur as lone variables in the keys
and as non-lone variables in the ciphertexts. Hence, structurally speaking, the 8 encodings
are closer to a than to b, and the difference between @ and 3 is mostly syntactical. More
concretely, PES-ISA is defined as follows.

Definition 3 (Our class of pair encoding schemes (PES-ISA)). A pair encoding scheme
I'prs.isa for the class of schemes covered by our compiler, and for a predicate P: X x ) —
{0,1} and a prime integer p € N, is given by four deterministic polynomial-time algorithms
as described below.

o Param(par) — (nq,np, ng, &, b, B): On input parameters par, the algorithm outputs
Nq, Ny, ng € N that specify the number of master key variables, common variables
and semi-common variables, respectively, which are denoted as @ = (aq, ..., o, ),
b = (b1,...,bn,) and B = (B, ..., Bn, ), respectively.

o EncKey(y) — (mq1,mo,k(r,#, o, 8,b)): On input y € ), this algorithm outputs a
vector of polynomials k = (k1, ..., k) defined over non-lone variables r = (71, ..., 7, )
and lone variables £ = (71, ..., #,n, ). Specifically, the polynomial k; is expressed as

k = Z 51’Ljaj + Z 521]5] + Z 57,j7nj + Z 557,]k'rjbk7

J€Mal J€lng] J€[ma] J€[m]
ke [ny)]

for all 7 € [mg], where 5171‘7]‘, 62,i,j,(§i,j753,i,j,k’ € Zp.

o EncCt(z) — (wy,ws,wh,cpr,c(s,8,b),c'(s,§,,B),c"(s,88)): On input z € X,

this algorithm outputs a blinding variable c¢p; and three vectors of polynomials

c = (c1,.,Cuy), ¢ = (c},...,¢,,) and ¢’ = (cf,...,c;_) defined over non-lone

variables s = (s = sg, $1, S2, ..., Sw, ), lone variables § = (sl, .oy 8, ) and special lone
variables § = (5q, ..., Sy ). Specifically, the polynomial ¢; is expressed as

Z nlljksjbk + Z nlljsj

j€fwi] 7€ [wz]
k€ np)
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for all i € [ws], where m1 ; j k,71,:,; € Zp, the polynomial ¢ is expressed as

Z nlz]j’ajsj + Z 77227],7 S5 + Z 771]87’

J€[na] J€[ng] J€[ws)
3’ €lwn] 7' €lw]

- / / A/ : /s
for all i € [wy], where M,ijj M0 i € Lp, the polynomial ¢ is expressed as

Z N2,i,5,kSi Pk + Z 712,555

jewi] JE€wh]
ke[ng)

for all i € [ws), where 92 jk,N2,,; € Zp, and the polynomial ¢y is expressed as

Z Gs; + Z Cujgoysy + Z CRRUCTEI

jE[wh] j€Na] j€[ng]
§'€lwi] J'€lw1]

where (j, (15,575 2,550 € Zap.

e Pair(z,y) — (¢/,e”,E,E): On input x, and y, this algorithm outputs two vectors
e € Z% e" € Z¥ and two matrices E and E of sizes (wy + 1) x m3 and w3 X mq,
P P
respectively.

A PES-ISA is correct if, for every € X and y € ) such that P(z,y) = 1, it holds that
e'c'T +e'c"T +sEKT + cErT = c)y.

Remark 1. PES-AC17 and PES-Ven23 are subclasses of our class of PES. In particular,
schemes with @ = «, 8 =0, cpy = as and ¢’ = ¢ = ) are also PES-AC17 and schemes
with 8 = ¢/ = () are PES-Ven23.

3.1 The special symbolic property

We introduce a new definition for the special selective symbolic property. Concretely, we
formalize the behavior of the predicate after the corruption of variables.

Corruptable variables and the predicate. Our definition of the symbolic property
supports the corruption of variables by listing a set of corruptable variables. Roughly, the
special symbolic property can be invoked in the security proof, as long as it has been proven
for a set of corruptable variables that contains the subset of corrupted variables in the
security game. Because corruption of the variables often impacts the satisfiability of the
predicate P, we also include a predicate P.. that is related to the original predicate P and
the corruptable variables. In particular, Peo, with cor = (Tpgrs.1sa, 01, a2, b), expands the
predicate P for scheme I'pgs.1sa with respect to the corruptable variables. For example,
suppose that the keys are generated by two authorities, and the first authority manages
attribute att; and the second one manages atty. If none of the authorities’ keys are
corrupted, then the predicate P evaluates true on the policy att; A atty on any set that
contains both att; and atty. However, if the first authority’s keys are corrupted, then any
set containing atty evaluates to true, because the first authority can always generate a key
for att; if needed. The predicate P, expresses this expansion of the predicate P.

Definition 4 (Special selective symbolic property (SSSP) for PES-ISA). A scheme
Iprsasa = (Param, EncKey, EncCt, Pair) for a predicate P: X x ) — {0, 1} satisfies the
(d1, da)-selective symbolic property for positive integers dy and dy and indices of corruptable
variables a1 C [nq], a2 € [ng], b C [np] and the predicate Peo that expands the predicate
P with respect to the corruptable variables, if there exist deterministic polynomial-time
algorithms EncB, EncS, and EncR such that for all z € X and y € Y with P (z,y) =0,

such that we have that
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e EncB(z,a1,0a2,b) = aj,...,an,,b1,....,b,, € Zgl,Bl, e, By, € ZZleQ;
o EncR(z,y) = r1,....,Tm, € ZgQ,fl, ey By € Zgl;
o EncS(z) — sg, .., Sw, € Zgl,él, ey 8y € Zg2,§1, ey Sy € Zp;

such that, if we substitute

Sir LS4 gi/l : §i// Sibj : SZ‘Bj (70 a;- ﬂl/ : b;r,

s; :s;a]  Prs; sl P B, by Byrl,

for i € [un], i € [wa], " € [wh], 7 € [m], k € [ma], K € [ma], I € [ny], I € [ng] in
all the polynomials of k and ¢, ¢’ and ¢” (output by EncKey and EncCt, respectively),
they evaluate to 0%,0%,0,0 and 0, respectively, and the polynomial cy; to nonzero.
Furthermore,

o for j € a;,j’ € ag, we have a; = b, = 0%;
o and for j € b, we have that B; = 091>,

Remark 2. Because the substitution vectors in the SSSP proofs are the same for the ¢’
and ¢” parts (as well as the a and 3 parts), we can simply move all polynomials in ¢” to
¢’ for the security proofs, and split the two before instantiation with our compiler.

3.2 Multi-key and multi-ciphertext security

We also give more general security definitions for PES-ISA that we use as a foundation
for the security proofs in the generic group model. Our multi-key and multi-ciphertext
definitions are derived from the notion of trivially broken by Agrawal and Chase [AC17D]
and the notions of trivial and collusion security in [dIPVA23]. We start by recalling trivial
security which we then strengthen to multi-key and multi-ciphertext security.

Definition 5 (Trivial security for PES-ISA). We call a PES-ISA for predicate P: X' x) —
{0, 1} trivially secure if, for all z € X and y € Y with P(z,y) = 0, (wy, wa, wh, car, (s, 8§, 8, b),
c/(s,8,a, B)) + EncCt(z), and (mq1,mo, k(r,#, a, 8,b)) + EncKey(y), it holds that

e'c'T+e’c"T +sEKT + cErT # ¢y,

for all (¢/,e”,E,E) € (24,25, Zy" "™ 79X M) This is equivalent to stating that
the span consisting of ¢/, ¢”, all combinations of s and k and all combinations of ¢ and r
does not contain cpy.

Definition 6 (Multi-key and multi-ciphertext (MK-MC) security). We call a PES-ISA
for predicate P: X x Y — {0, 1} multi-key and multi-ciphertext secure if, for all ng,n. =
poly(A), 1, ...,xn, € X and y1,...,Yn, € Y with P(z;,y;) = 0 and

obtained by running EncCt(x;), and EncKey(y;) for all ¢ and j and concatenating the
encodings, we have

1l T "o T
e (Cicl ..... n ) + (Cil ..... nc)
T ErT T
+S?C1 ..... n Eky1 77777 ® + Cxq,.., ne Ery1 _____ ng, 7é eMCM ,

for all €', €, E, E and ey (each with entries in Z,).
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We show that considering the listed combinations of key and ciphertext encodings is
sufficient to argue security of PES-ISA. The reason is that products of other combinations,
e.g., common variables and key encodings, are not helping an attacker break the scheme.
We prove this in Section 3.3.

Definition 7 (Strong MK-MC security). We call a PES-ISA for predicate P: X X
Y — {0,1} strongly multi-key and multi-ciphertext secure if, for all ng,n. = poly(}),
Z1, ., Tp, € X and y1, ..., Yn, € Y with P(x;,y;) =0 and

CM = (CM7I17 "'acMﬂJnc)v ky1 ..... ng? YY1, nyo

obtained by running EncCt(z;), and EncKey(y;) for all ¢ and j and concatenating the
encodings, we have

e-pan’ #emem',
for all e € Zi,pa”l, where

Pann = a||C;:1 . ||(pcombis \ pspecial)7

,,,,, c

where

Pcombis = {pipj | Pi,Pj € (L/Babasah _____ ncakyl ..... nk7cxl,...,nc’c;,1 oo Ty n,k)}

consists of all combinations that can be made and

Pspecial = {Sjﬁk | Vi € [nc]>3j € Sa:wﬂlc € /8 [ Hi/ € [mS] [ 12,i" 5,k 7é ov né,i’,j,k 7é 0 } ] }
consists of all combinations s;3; that do not occur in the ciphertext polynomials.

Note that the pspecial combinations are excluded from the combinations because they
cannot be created once instantiated in the pairing groups with the restrictions we will
pose on the distributions (cf. Section 4.1).

3.3 Security notions in matrix notation

At the core of our security results, we analyze, formalize and systematize the relationship
between the special selective symbolic property and the strong MK-MC security for our
class of schemes. In this way, we can use SSSP to derive security results in multiple security
models. We achieve this by showing that SSSP implies the strong MK-MC security notion.
To prove this, we use the matrix notation proposed in ACABELLA [dIPVA23], which is
used to show that their variant of SSSP implies multi-key security (for one ciphertext)
for the AC17 class of PES. Roughly, the matrix notation allows us to use the strong
relationship between the (column) kernel and the row span of the matrix to argue about
the relationship between SSSP (which is strongly related to the kernel) and strong MK-MC
security (which is strongly related to the row span).

Definition 8 (Matrix notations for all key-ciphertext combinations). For any PES-ISA
for predicate P: X x YV — {0, 1}, we define the vector

Pency yy = ({(C/)i}ie[wd U{(c")i}iews) U {siki} ;g YU ATicitiepm) ) ,

i€[ma] i€[ws]

for all x € X,y € ), as well as its matrix decomposition

_ T
Pency,y = Mm,y Vo
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so that the entries of M, , consist of the coefficients

~

01y 02,5 Oigs 03,04k Gis Cligt G244
A~ A ! ! I~
Myigks Tiigs M2,4,5,k M2, Mg M2,4,5,50 Mg o
and the entries of v, , consist of monomials
QS50 Bij/, Sjry TjSj7, ’I“ij/bk, TS5 .

Both Pency.y and (Mg, Vy,y) represent all key-ciphertext combinations considered in
the trivial security security definitions.

Lemma 1. Let Pency,, be as in Definition 8. Then, Penc,,, represents all key-ciphertext
combinations considered in the trivial and multi-key and multi-ciphertext security definitions,
i.e.,

{e'c'T+e"c"T + sEKT + cEr" | (¢/,¢",E,E) € (Z,*, Z;”s,Zz()w1+1)Xm3,Z$3xml)}

= {epenc;,y | e c Zg4+w5+(wl+1)m3+w3m1}

Proof. The proof in Section 3.2 of [dIPVA23] generalizes naturally to our class of schemes.
O

In ACABELLA [dIPVA23, §3.2], it is proven that finding a linear combination for
Penc , that yields some polynomial tv is equivalent to finding a linear combination of the

rows of M, , that yields the vector tv such that tv =tv-v] .

Lemma 2. Let Pency,, and (My,y,Va,y) be as in Definition 8, let tv be some polynomial
and tv=tv - vl = be its decomposition with respect to the vector v,. Then the following
two statements are equivalent:

. . 1
(i) There exists some e € pr4+w5+(w1+ Imstwsmi o ob that e - Pencl,, = tv;

(i) There exists some e € Z24TwsTHwrmatwam o op yhat e . MT , =tv.

To show that a vector is not in the span of a matrix, we use an important result from
linear algebra, which has been frequently used in the field of ABE [GPSWO06b, §A] (and
has been proven in many works before it):

Proposition 1. A vector tv is not in the span of the rows of M if and only if there exists
a vector w such that M - wT = 0T and tv-wT # 0.

Although we can use this proposition to prove trivial security (i.e., by considering
the key-ciphertext combinations in matrix notation and subsequently showing that some
vector w exists), we cannot use it to prove strong trivial security, which requires that a
span of vectors cannot overlap the span of the rows of M. Following a similar approach
as ACABELLA, we strengthen the above definition to consider vectors w of a certain
structure. This structure is strongly related to the properties we require from the vectors
and matrices in the special selective symbolic property (Definition 4). In fact, we show
later that the vector w can be directly used to construct a special selective symbolic
property proof.

Definition 9 (Kernel property for MK-MC security). Let 2 € X and consider for all
y € Y with P(x,y) = 0 the matrix decomposition Penc,,, = My - VI , for some PES-ISA,
where vy, = Vg . 1][Va,y,2 is such that the entries of v, , 1 are of the form «;s;, 5;s;, and
5; and the entries of v, 4 2 are of the form 7;s;/,7;5;:bi,7;857. Let tv =tvy - v1, be the
target vector with respect to v, ,. If, for all y € Y, there exist Wy, = Wy 4 1||W5 42 (With
|Wa 1| = [Va,y,2|) such that
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e M, -wl, =0foralye);
o tvy - w;,y # 0 forall y € Y
« Wy 1 =Wy, forallyy €,

then we say that the PES-ISA satisfies the kernel property for multi-key and multi-
ciphertext security.

Proposition 2. Consider a PES-ISA with the kernel property for multi-key and multi-
ciphertext security (Definition 9). Then the PES-ISA is multi-key and multi-ciphertext
secure (Definition 6).

Proof. The proof is almost identical to the proof of Theorem 2 in ACABELLA [dIPVA23],
except that we also need to prove multi-ciphertext security, and we only require that the
“Vgy1-part” of wy ., i.e., Wy, 1, is the same for each z,y. First, we show that we can

construct a matrix decompos1t10n M - vT from the matrix decompositions M, , - v] y,
as well as the associated target vector tv from tv,,. (Note that v,, and v, , are
completely disjoint.) Analogously, we can construct a vector w in the kernel of M, from
the vectors w, , for which it holds that tv - wT # 0. This can be done in the same way as
in ACABELLA. The only distinction is that we have to prove that we cannot construct
any linear combination of cps ;. To do this, we argue that the vector w that we construct
from all w, , can be used to construct a vector w,, that proves that there exists no linear
combination of CM.zy,... x,, N which cpr,,, is used, i.e., has a nonzero coefficient. We
construct w,, from w by setting the entries associated with v, ., for all i’ # i and j to
zero. We then have tv-wl = tvy, , - w] 75 0. In partlcular if we decompose cps 5, o
with respect to v for all ¢/ ;é i, i.e., tvy - VT = CM,z, , and compute any linear combination
of tv,, and add it to tv, obtaining tv then we have tv' - wl = tv-w] # 0. Because
tv vl =3, M, it therefore holds that tv’ is the decomposition of any linear
combination of ¢ar sy, ..s Car e, for which the coefficient for cps ., is 1. By Proposition
1, it then follows that tv’ is not in the span of M (for any linear combination, for any
x;). Hence, there is no linear combination of cas ¢, ..., Car,z,, in the span, and therefore,
it follows with Lemma 2 that the scheme is MK-MC secure. O

We also show that other combinations, e.g., key polynomials with key polynomials, do
not affect the security of the PES.

Proposition 3 (Completeness of the kernel property for MK-MC). Consider a PES-ISA
that satisfies the kernel property for multi-key and multi-ciphertext security, and let
{p1,...,on} be any set of polynomials over the variables o, B,b,r,t,s,8,§ and coefficients
in Zy. If none of the monomials of all p; occurs in any of the polynomials in Penc,, for
allz € X,y € Y, then {p;}; does not affect the security of the PES-ISA. More formally,
we say that polynomial {p;}; do not affect the MK-MC' security of the PES-ISA if

(pencl y U {pz}ze ) 7é eMCMmT

for all e € ZP" """ and ey € ZIoM!.

Proof. Let My V] denote the matrix decomposition of penc,, y andlet M, . .. vy o
denote the matrix decomposmon of ({pi}iem))- Then, because none of the monomials
in pi,...,pp OCCUr in Penc ,, We know that v, , and v, are disjoint. We can then

create a matrix decomposition for (Penc,,, U {Pi}icin) as

5 ) ()
0 Mpl,...,pn V;l’ P ,
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and similarly, we can create some vector w’ by taking w, , and appending |v,, .| zeros.
This is then a proof for the kernel property for MK-MC security as in Definition 9, and
thus, the scheme is MK-MC secure. O

Via this proposition, we can prove that none of the combinations in p,y (that are
not the combinations of the form pencx,y) affect the MK-MC security of the scheme, and
therefore, that a PES-ISA that satisfies the kernel property fro MK-MC security is strongly
MK-MC secure.

Lemma 3. Consider a PES-ISA that satisfies the kernel property for MK-MC' security,
and let the polynomial p; be any of the entries in pau (Definition 7) that does not occur in
Pency, y, (for alli € [nc],j € [nk]). Then p; does not affect the security of the PES-ISA.

Proof. We can apply Proposition 3 to prove this. To invoke that proposition, we have
to show that none of the polynomials in p,y that do not occur in Penca, .y, (for all
i € [nc],j € [n])) have any monomials that also occur in the polynomials in pay. To show
this, we first observe that the monomials in Pencg,,y, aI€ of the form:

QiS4 ﬁij/, §j/, T‘Aij/, ’/‘ij/bk-,, ’I"j§j/ .

For the other polynomials in paj, we can see that the monomials that occur in a do
not occur in the list above. For the other polynomial combinations, we argue with what
monomials they need to be combined in order to obtain a monomial that occurs in the list
above:

e f3; would need to be paired with s;/, and these combinations do exist in p,u, but
those combinations of 5; and s; that do occur in the above polynomials are filtered
out with Pspecial ;

e b, would need to be paired with r;s;,, which is not a combination that occurs;

o sj would need to be paired with «;, §;, 7; or 7;b;, but these only occur in the key

polynomials, and these pairs are in Penca, y,

e k; would need to be paired with s;/, but these pairs are in Penca, .y,
e ¢; would need to be paired with r;, but these pairs are in Penca, y;
« ¢; does not need to be pair, but is part of Pency, ;3

e 7; would need to be paired with s; b5 or 5;, but these occur only in the ciphertext
polynomials, and these pairs are in Penca, y, -

Thus, these polynomials do not affect the security. O

Corollary 1. A PES-ISA that satisfies the kernel property for MK-MC security is strongly
MK-MC secure.

Discussion on the MK-MC security property in FABEO. We prove strong MK-
MC security, which is a property for multiple keys and multiple ciphertexts, from the
kernel property for MK-MC security, which is a property for one key and one ciphertext.
This approach is similar to that in FABEO [RW22], in that we also prove security for
multiple keys and multiple ciphertexts from a security notion for one key and one ciphertext.
However, the crucial difference is in that our single-key and single-ciphertext property
considers the kernel of the matrix M, ,,, whereas FABEO considers its span. Additionally,
we consider the existence of some vector in the kernel, whereas FABEO considers the
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absence of any linear combination of the vectors corresponding to as; (i.e., the products
that do not depend on the randomness r, # introduced in the key).

Although ACABELLA gives a kernel property that implies the span property required
in FABEO, it requires essentially an SSSP proof for each product as; (including as itself).
This seems to suggest that the span property in FABEO is significantly stronger than
the kernel property. However, note that ACABELLA does not prove this. In fact, all the
schemes analyzed with the ACABELLA tool satisfy both the weaker kernel property and
the (seemingly stronger) span property, which might mean that, e.g., an SSSP proof for as
implies an SSSP proof for any product as;. (Note, however, that this is also not proven in
ACABELLA.) It is thus interesting to briefly consider whether a similar span property
could be leveraged as a starting point to prove strong multi-key and multi-ciphertext
security for PES-ISA.

We argue that a similar span property would be strictly stronger for PES-ISA. A
natural generalization of the span property for PES-AC17 to the class of PES-ISA would
disallow linear combinations of the vectors associated with a;s;, 3;s; and 5;. We can show
that this property is too strong for most (if not all) multi-authority ABE schemes. In
particular, the ciphertext polynomials ¢’ and ¢’ are linear combinations of these monomials,
and thus, any scheme with ¢/, c¢” # ) (like most existing multi-authority schemes) would
not satisfy the property. Possibly, there exist less straightforward generalizations, e.g., by
considering linear combinations of «;s;, 8;s; and 5; that contains at least one monomial
that occurs in ¢p;. However, this specific relaxation does not hold for the PESs implied by
most existing multi-authority schemes either, because cp; = 5 and there exists at least one
polynomial in ¢’ and ¢” in which § occurs with a nonzero coefficient.

3.4 Handling corruption

To prove security against corruptions, we extend the results for the case without corruptions.
To this end, we introduce the notion of corruption-induced key and ciphertext encodings.
These replace the master-key, semi-common and common variables that are corrupted for
integers. For example, if one of the key encoding polynomials is « + b, and b is corrupted,
the corruption-induced key encoding polynomial would sample an integer for b and move
it to the coefficient space. Note that this also changes the structure of the polynomials,
and therefore expands the potential combinations that can be made in an attack.

Definition 10 (Corruption-induced key and ciphertext encodings). Consider a PES-ISA as
defined in Definition 3 and corruptable variables a;, as,b. Let Ev,: a1 = Z,, Evg: as = 7Z,
and Ev,: b — Z, be evaluation functions that map all corruptable variables to integers.
Let &hon, Bhon, bhon denote the subsets of master-key, semi-common and common variables
a, B, b that are not corrupted. We define the corruption-induced key and ciphertext
encodings as follows.

o CorruptKey(y, a1, az, b, Evy, Evg, Evy) — keor (T, F, Gthon, Bhons Phon): On input y €
Y, corruptable variables a;,a2,b and its evaluation functions Ev,, Evg, Evy, this
algorithm first runs (m,mo, k(r,t, a, 3,b)) < EncKey(y) and then outputs a
vector of corruption-induced key polynomials ke, = (/;CO,J, s lvcconms), where

corz— 5(]1 + Z 51 11,5 O + Z 521,]5] + Z 5Jr]

j€nal\ar j€ngl\az j€[ma]
+ Z 03,i,5,kT50k + Z 53,i,j,k7“j;

j€[ma] J€[ma]

k€[np]\b keb

where (50),‘ = Zjeal (51,i,jEva( ) + Z]€a2 Oo Z’JEVﬂ( ) and (53 ik = 63,i,j,kEVb(k)-
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o CorruptCt(z, ai, az, b, Eve, Evg, Evy) — (car, Ceor (8, 8, Bhon), Cror(S: 8, Qhon, Bhon ), Cooe (S,
§, Bhon)): On input x € X, corruptable variables a;, as, b and its corresponding evalua-
tion functions Ev,,, Evg, Evy, this algorithm first runs (wy, we, wh, car, ¢(s, 8, b), ¢'(s, §,
a,3),c"(s,§,8)) + EncCt(z) and then outputs a vector of corruption-induced ci-
phertext polynomials (s, Ceor (S, 8, Phon), Chor (S, 8, Cthons Bhon)s Coor (S, 8, Bhon) ), Where

écor,i = § m z,]Jcs]bk + § il z,]SJ + E M Ji,5,kSg

j€fw1] J€lwe] jefwi]
k€[np]\b keb

where 71i .k = M1,i5.kEvs(k),

v/ _ v/ ) ’ .
Ceor,i = E, Mg S + E, M550 %585’

JjEay j€[nal\a1
j'€lwi] j'€wi]
~/ / Al o~
+ Z M2,i,5.5:85 T Z Mo 505850 + Z ;.55 »
J€az j€lngl\az jew))
' €wi] §'€fwi]

where 7y ; ;50 = 11 5,5 EVa(i) and i 5 50 =13 5 5 BV (),

V/l
Ceor,i = E M2,i5,kS5 + E, 2,565 Pk + E 712,i,38j

j€fw1] j€[w] J€[ws]
k€as ke[ng]\az

where 72 j.x = 12,i,5,kEvs(k), and

cm = Z i85 + Z Cl,]u’s] + Z Q14,5 QS

J€[ws] jem Jj€nal\ar
J'€lwi] J'€lwi]
+ Z Cogigrsyr + Z CRRUCTEI
JjEaz jG[’ng]\az
3’ €lwn] §'€lwi]

where Cl .’ = C1,5,7Eva(j) and (2“ C2,5,'Evs())-

Remark 3. To simplify the specification of the inputs to the corruption-induced key and
ciphertext encoding algorithms, we use the fact that the original key and ciphertext
encodings are deterministic.

We adjust our security definitions (for trivial and strong MK-MC security) to take into
account the corruption-induced encodings. To ensure secure against any integer that is
sampled for the corrupted variables, we define the maps Ev,, Evg, Evy, which map each
corruptable variable to a value in Z,,.

Definition 11 (Trivial security under corruptions for PES-ISA). Let (nq, 1, ng, o, b, B)
Param(par) and a; C [na], a2 € [ng], b C [np] be indices of corruptable variables with Peo
being the predicate that expands the predicate P with respect to the corruptable variables.
We call a PES-ISA for predicate P: X x Y — {0, 1} trivially secure under corruption of
ar, a9, b if, for all z € X and y € Y with P (z,y) = 0, and corruption-induced polynomi-
als éM7 ccor(s7 éa bhon)v c::or(sa §7 Qlhon, 6hon)7 c::/or(sﬂ §7 /Bhon)a kcor(r7 f‘7 Qlhon, ;Bhony bhon)a where
Eva, Evg, Evy map each corruptable variable to a value in Z,, it holds that

/ /T "t T B..T ~
Ceor T € Ceor + S:Ekcor + Ceor Er 7é CM,
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for all (¢/,e”,E,E) € (Zy1, Z;”%Zz(,wﬁl)xnm, Zy#*™1). This is equivalent to stating that
the span consisting of ¢ all combinations of s and keor and all combinations of Ccor

/ "
cor? cCOr7
and r does not contain ¢,;.

Definition 12 (Strong MK-MC security under corruptions). We call a PES-ISA for pred-
icate P: X x Y — {0, 1} strongly multi-key and multi-ciphertext secure under corruptions,
with corruptable variables a1 C [ng], a2 € [ng], b C [np] and the predicate P that
expands the predicate P with respect to the corruptable variables, if it satisfies the strong
MK-MC security property (Definition 7) for the corruption-induced key and ciphertext
encodings. More formally, we require that, for all ng,n. = poly(X\), x1,...,2,, € X and
Y15y Yny, € Y With Peor(x;,y;) =0 and

!/ 1
C€E17~~,91nc7 Czl,...7w,LC’ th...,a:nc’ SIE17~~,$nC7

™M = (CM,J?N ey CM7£E7LC)7 ky1,~~,ynk7 Tyiesyng

which are obtained by running, for all ¢ and j, the corruption-induced ciphertext encodings
CorruptCt(z;, ay, a, b, Ev,, Evg, Evy), and corruption-induced key encodings CorruptKey (y;,
ai,as,b,Ev,, Evg, Evy), where Ev,: ay — Zy, Evg: ay — Z, and Ev,: b — Z, be evalua-
tion functions that map all corruptable variables to integers, and then concatenating the
resulting encodings, we have

e pan' #emem’',
for all e € ZLpa”l, where

Pall = Ghon ||C/z1 _____ ne H (pcombis \ pspecia|)7

where

"
Pcombis = {pipj | Pi,Dj € (Lﬂhombhonasxl _____ n,c7ky1 7€y e Cay o Tyr, nk)}

yyyyy c

consists of all combinations that can be made and

Pspecial = {Sjﬁk | Vi € [nc}, S5 € Smwﬁk € Bhon [ i’ e [mS] [ 112,i’ 4,k 7é ov né,i’7j,k 7é 0 } ] }
consists of all combinations s;3; that do not occur in the ciphertext polynomials.

To prove security against corruptions, we use the results from Section 3.3, and combine
it with the insight that all the monomials in the entries in v for which w is 0 are “irrelevant”
to the attacker’s abilities. Roughly, if w is 0 in all entries associated with a corrupted
variable, they do not help the attacker break the scheme, as adding a monomial p; that
contains the corrupted variable to the set of possible combinations will not affect the
security. In particular, because the vector w is 0 in the associated entry, it will also be
orthogonal to p;, where p; = p; - vT, and therefore, it will still be in the kernel of the
matrix with p; appended to it in the last row. Therefore, we define our kernel property
for MK-MC security under corruptions as follows.

Definition 13 (Kernel property for MK-MC under corruptions). Consider a PES-ISA
that satisfies the kernel property for MK-MC security (Definition 9). Furthermore, let
a1 € [nal, a2 € [ng], b C [np] and the predicate Peo that expands the predicate P with
respect to the variables a1, as, b be such that, for all x € X,y € Y with P (z,y) = 0,
the vector w, , has the following property. If (v, ,); is a monomial that is a product of
at least one of the variables, i.e., a; with j € a;, §; with j € az or by with k € b, then
(Wz,y)i = 0. We say that the PES-ISA satisfies MK-MC security under corruptions, with

corruptable variables aq, as, b.
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We formulate the following theorem that we apply in our security proof in the generic
group model in Theorem 4.

Theorem 1. Consider a PES-ISA with the kernel property for MK-MC security under
corruptions. Then it is strongly multi-key and multi-ciphertext secure under corruptions.

Proof. Let Pencg,y = M,y - V;’y denote the matrix decomposition for the key-ciphertext
combinations before corruption. Because the PES-ISA satisfies the kernel property for MK-
MC security under corruptions, we know that, for each x and y, there is a vector w , in the
kernel of M, ,, such that tv, ,-w]  # 0 and, for each entry i associated with a corruptable
variable (in v ), we have that (w, ,); = 0. Now, we can use w,, to construct a vector
Wa,y,cor fOI the corruption-induced encodings. First, let Pency,y,cor denote the combinations
of keys and ciphertexts (as in Definition 8) of the corruption-induced key and ciphertext
encodings. We can construct a matrix decomposition Pency,y cor = Ma,y,cor * VI 4 cor from
M, , and v, as follows. First, we split M, , and v, ,, without loss of generality, in the
part associated with honestly generated variables and corruptable variables, respectively:

T
v
_ _ z,y,1
M,, = (M%y,l Mw,yﬂ)’ Voy = ( T ) )

Va2

so that v, , 1 consists of non-corruptable variables only and each entry in v, , 2 consists
of at least one corruptable variable. Note that the associated kernel vector w,, =
Wi y1]|[Wa y 2 is such that w, , 2 is all-zero and tv,, - WI , =tv, 1w, | # 0 (where
tvey = tViy1[tva,y2). We now construct a decomposition My y 2 cor = V7., 2 cor TOM
M, 42V, , o by treating the corruptable variables as integers (to be moved to the matrix)
and the honestly generated variables as regular variables. In this way, we obtain the matrix

decomposition

T
A%
— (M M z,y,1
pencaz,y,cor - ( z,y,1 9371/72;001") : ( T Y > ’

z,y,2,cor

where each entry in v 2 cor is of the form 1 or rjs;. (This follows from our definition
of corruption-induced encodings.) We similarly construct tvg ycor = tVay,1/tVa,y,2,cor-
Finally, we construct Wy y cor = Wgc,y,l||O“’z’yv2ﬁ°f|7 which is in the kernel of Mg 4 cor and
we have tvy y cor - W1 ycor = tVay1 'W;y’l # 0. Via the MK-MC security results (without
corruption), this proves that the PES-ISA is MK-MC secure.

Then, to achieve strong MK-MC security, we show that this property is complete in a
similar sense as in Proposition 3. This means that we want to prove that the occurrences
of rjs;, combinations in the critical key-ciphertext combinations that are introduced
with these corruptions do not help the attacker break the scheme. To show this, we
consider a set of polynomials {p1,...,p,} such that each p; may contain monomials that
also occur in vy 49 cor (for any z,y). (In particular, we had already ruled out that p;
can contain monomials in v, , 1 in the proof of Lemma 3.) Hence, the vector v,, in the
decomposition p; = p; - v}, is not disjoint from vz cor. Without loss of generality, we
can split Vi y cor = Vi 11[VE 42 and vy, = vy, 1] vy, o, such that v}, | = v, 1 and v, 5
and v, o are disjoint. (We split M, , cor and p; accordingly.) Note that V;)y)l contains
entries that also occur in v, 2 cor but not in v, , 1. We can now construct a vector w’
from Wy 4 cor, Which is orthogonal to the matrix

! ! 0
x,y,cor,1 x,y,cor,2

b
Pi1 0 Pi2

/
by setting w' = w/,  [|w} o||0Vri2l | where w, vl = 0Vewal because of what we have

proven earlier. Thus, similarly as in the proof of Proposition 3, {pi, ..., pn} do not affect
the MK-MC security of the PES-ISA. O
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3.5 Equivalence with SSSP

We show that the special selective symbolic property as formulated in Definition 4 and the
kernel property for MK-MC security under corruptions (Definition 13) are equivalent. Our
proof for this is constructive, and can therefore be used to generated proofs for SSSP.

Theorem 2. The following two statements are equivalent.

e The PES-ISA satisfies the special selective symbolic property with corruptable variables
a1 € [nal, a2 € [ngl, b C [ny] and the predicate Peor that expands the predicate P

= =

with respect to the corruptable variables.

e The PES-ISA satisfies the kernel property for MK-MC' security under corruptions,
with corruptable variables aq,as,b.

Proof. Proving that the kernel property holds when we have a proof for SSSP is almost
trivial. In particular, we can construct a vector w,, by taking an SSSP proof and
constructing its associated Pencg,y vector and matrix decomposition M, ,, - v}’y. For each
entry in v, ,, we substitute the vectors and matrices from the SSSP proof. Because the
SSSP proof requires that substituting the key and ciphertext polynomials yields all-zero
vectors, this yields a kernel vector. Because the proof requires that substituting c;; with
the appropriate vectors yields a nonzero value, the resulting vector is not orthogonal to
the target vector. Furthermore, because of the requirements that corrupted variables are
substituted with all-zero vectors and matrices, all entries in w, , that are associated with
corrupted variables are 0. Lastly, the part of w , that is associated with the entries «;s;/
and 3; is the same for each y, because these are generated with only x as input.

Proving that SSSP holds when we have a proof for the kernel property is more intricate.
In particular, we need to prove that the vector w; , can be decomposed. For this part of
the proof, we use a similar approach as in the proof of Theorem 3 in [dIPVA23]. We first
note that the entries of w, , that are associated with 5; directly describe the substitution
values for the lone ciphertext variables 5;. For the substitution vectors for s;, we assign
1?3_1, where d; = wy + 1 (i.e., the number of non-lone key variables). The rough idea
behind this is that this vector selects the (j 4 1)-th row of the substitution matrices for the
common variables, and the (j + 1)-th entry of the substitution vectors for the master-key
and semi-common variables. Consequently, we encode the substitution vectors for the
master-key and semi-common variables with the entries in w, , that are associated with
ajsj and Bjsj. That is, the (j/ + 1)-th entry of these vectors is the associated value
in w, . Similarly, we can encode the substitution vectors for the lone key variables #;
by taking the values in the entries of w, , that are associated with 7;s; and setting the
(' + 1)-th entry of the substitution to be that value.

To encode the substitution matrices for the common variables (as well as the substitu-
tions for the lone ciphertext variables §;), we need a more advanced approach. For the
corruptable common variables, we simply output all-zero matrices. For the non-corruptable
variables, we take the following steps. We first consider the matrix decomposition for the
ciphertext encodings c(s,8,b) = M, - vI. Let V. = {v¢ 1, ..., Vc,4, } denote a basis for the
kernel of M., and note that dy (as in the definition of SSSP) is determined by the size
of this kernel. The entries of v, are of the form s;b; and §;, meaning that each kernel
vector in V, has entries associated with §;. We construct the substitution vectors for 3,
by taking the associated entry in the i-th vector v.; in V, and setting the i-th entry of
the substitution vector to be that value. For the substitution matrices for the common
variables by, we extend this process to the two-dimensional setting. The value that we
place in the (j + 1)-th row and i-th column of the substitution matrix for by is the value
in the entry associated with s;by of v, ;. Hence, the (j 4+ 1)-th row encodes the basis for
the kernel of M, associated with s; and by. Note that this process already ensures that
substituting the ciphertext polynomials in c¢ yields all-zero vectors.
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To encode the substitution vectors for the non-lone key variables r;, we use that the
kernel bases for M, , and M, are closely related. In particular, the rows of M, , that are
associated with the key-ciphertext combinations 7;c; are just “expanded” versions of the
rows in M, associated with c¢;. Essentially, M, is a submatrix of M, ,. As is proven in
[dIPVA23], this means that the kernel of M, , is a subspace of the kernel of the submatrix
of M, , implied by M., meaning that w, , can be written as a linear combination of
expanded versions of v 1, ...,Veq, (for each r;). Conversely, we can, for each r;, “cut out
the c-part” from w, , and write each of these vectors as a linear combination of the basis
vectors Vg 1, ..., Ve d,- The coefficients of this linear combination are exactly the entries
of the substitution vector for r;, where the coefficient for v.; is the i-th entry of the
substitution vector.

Note that this process yields substitution vectors and matrices for the variables such
that the requirements for SSSP hold. This follows from the same insights as for the other
direction of this proof. O

3.6 Computer-assisted proofs with ACABELLA

One of the main advantages of SSSP is that it has been shown, for the more restricted
class PES-ACL17, that it can be proven with computer-assisted tools such as ACABELLA
[dIPVA23]. To benefit from this advantage, we extend the ACABELLA tool to compute
substitution vectors and matrices that satisfy the SSSP requirements for PES-ISA (and, by
extension, also PES-Ven23), if such vectors and matrices exist. The code for the extension
is available at https://github.com/lincolncryptools/ISABELLA.

High-level description of our extension. The tool takes as input a JSON file with a
description of the PES-ISA. To generate the required substitution vectors and matrices,
our tool extension performs the following steps:

o It first parses the inputs and verifies the correctness, i.e., whether the input encodings
satisfy the scheme format in Definition 3;

e It then computes the kernel vector w that functions as a proof for the kernel
property for MK-MC (with or without corruptions is determined by whether the
input describes corruptable variables);

o It decomposes the kernel vector w into proofs.

The input file and parser. Compared to the original tool, our JSON input takes one
extra input: the corruptable variables. Furthermore, much like ACABELLA, we have
minimized the required user input. First, the tool does not distinguish between ¢’ and
c”, because the substitution vectors for the master-key and semi-common variables are
generated in the same way. Second, the user can give all the public-key variables (master-
key, semi-common, common) in one entry field. The same holds for all the key encodings
(which includes non-lone key variables and key polynomials) and all the ciphertext encodings
(which includes the non-lone ciphertext variables and all the ciphertext polynomials). The
tool derives their role in the PES from this user input. We describe the algorithm for the
parser and correctness checker in Appendix A.1.

Finding a suitable kernel vector. Compared to the proving functionality for PES-AC17,
we have several hurdles to overcome when generating a suitable kernel vector that proves
the MK-MC security property (Definitions 9 and 13). In particular, the requirements for
the kernel vector are, in some sense, a bit more abstract than for PES-AC17. Furthermore,
because we allow corruptions, the requirements are also stronger, i.e., certain entries need
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to be 0. To enable the latter, we adapt the algorithms that ACABELLA provides to
transform a basis into a basis for which the entries for some specified set are set to zero. The
more difficult requirement to overcome is that the part of the vector w that is associated
with «;s;r, Bjs5 or 55 needs to be the same for each key and ciphertext predicate. In
contrast, for PES-AC17, this part of the vector needs to be (1,0, ...,0). This property
is too strong for PES-ISA. (In fact, none of the decentralized schemes in the appendix
or in [Ven23] have this property.) Additionally, because ACABELLA cannot interpret
predicates, nor gets it a second input for the keys, solving this problem is essentially
impossible. To circumvent the problem, our tool extension computes a basis for candidates
for the vector w that are independent of the keys, instead. The motivation for this is
that the substitution vectors for o, 8 are generated independently of the key inputs y.
Hence, any vector w for which the stronger property holds is also key independent and
must therefore be in this basis. For future work, if ACABELLA is updated with a parser
that does interpret the key and ciphertext predicates, our tool extension can be further
extended to compute a better candidate. Currently, it outputs any kernel vector that is
not orthogonal to the target vector.

Computing a basis for key-independent kernel vectors. The main technical
contribution that our tool extension provides compared to ACABELLA is our algorithm to
compute a basis for suitable kernel candidates for w. As a starting point, we first compute
a basis for M, where M is as in the matrix decomposition of the vector of key-ciphertext
combinations, Pency, = Mayy - VI . (Note that we call it M because the z and y are
implicit to the tool.) Then we apply an algorithm to transform the basis into a basis for
the kernel of M whose vectors set the entries associated with corruptable variables to 0.
Using this basis as input, we transform it into a basis that additionally ensures that the
entries associated with a;s;/, B85, or §;; are key independent. We define a vector to be
key independent if none of the symbols in the entries occur in the keys but not in the
ciphertext. For example, if x, is a variable that occurs in the keys but not the ciphertexts,
and it occurs in one of the entries, then the vector is key dependent. To transform the
basis, we leverage the following givens: the ciphertext encodings ¢’ are key independent
by definition, and its matrix decomposition has «;s;/, 8;5;; and 3; in the entries of the
vector. Furthermore, from some linear algebra arguments, it follows that the basis vectors
of the kernel truncated to the entries associated with a;s;/, 8555 or 5/ is in the kernel of
the matrix of this decomposition. This means that we can write each truncated vector as
a linear combination of basis vectors for the kernel of ¢/, which are key independent by
definition. The goal is then to find linear combinations of the basis vectors that are key
independent, linearly independent and whose span is “complete” in that it describes all
key independent vectors in the kernel. To this end, we leverage the algebraic properties
that the reduced row echelon form (RREF) of a matrix provides us. Specifically, we put
the coeflicients of these linear combinations in the matrix (i.e., each row corresponds to a
basis vector of the kernel of the key-ciphertext vector) and deduce the RREF. The nonzero
rows are linearly independent and span the whole kernel. The rough idea is then to remove
all the key dependent rows and let the remaining nonzero rows determine the basis of
key-independent kernel vectors.

Proofs of correctness and completeness of the algorithm. We have proven that
our algorithms are correct and complete, i.e., the steps yield a basis for the kernel of the
matrix for the key-ciphertext combinations, with the additional restriction that the vectors
are key independent and 0 in the corruptable-variable entries. These proofs can be found
in Appendix B.
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Decomposing the suitable kernel vector. Once we have computed a suitable candi-
date for w, we decompose it into a proof for SSSP, using the proof for Theorem 2. This
algorithm is fairly similar to that of ACABELLA for the PES-AC17 class of schemes.

Full descriptions of the algorithms and proofs of correctness. The full descriptions
of the algorithms can be found in Appendix A. The linear-algebra tools that lie at the core
of our algorithms (and subsequently provide proofs of correctness for these algorithms)
can be found in Appendix B.

4 QOur generic compiler

Equipped with our “security core”, consisting of PES-ISA and SSSP, we can discuss our
compiler and the missing “ingredients” that we need to support advanced functionalities.
Roughly, when instantiating our class of PES in the groups, the master public key, secret
keys and ciphertexts have the following form:

MPK = (6(9, h)a7 (g/)b7 (g/)ﬂ) , SKy — ((g/)r7 (g/)k(r,f',a,ﬁ,b)) ,
CTz = (M ' e(ga h)CM7 (g/)s’ (gI)C(S7§7b)7 €(g, h)c’(s,é,a,ﬁ), (g/)C”(Svgﬁﬁ)) :

To support additional functionalities, we use the Ven23 approach to include mappings that
assign groups to the above variables (indicating in which groups they will be instantiated),
and that indicate that certain variables can be generated via full-domain hashes. We
review how this is done in the following subsection. After that, we define the notion of
split-predicate mold to allow for a more adaptive interaction between the user (requesting
a key for y) and the authority (generating the key), before we turn to the final ISABELLA
compiler in Section 4.3.

4.1 Distribution of encodings and FDHs

In order to instantiate the PES-ISA in a pairing group, we need to specify which components
are instantiated in which of the groups. We also want to allow the implicit generation of
variables via full-domain hash functions. In both cases we need to ensure that correctness
is preserved. We model this via distributions, similar to the Ven23 compiler.

Distribution of the encodings. Our compiler takes as input explicit definitions for
the distribution of the encodings over the two source groups G and H when they are
instantiated. Such a distribution should ensure that the correctness of the PES is preserved,
such that the correctness of the ABE scheme is also guaranteed. In particular, for the
correctness of the decryption algorithm, we require that each pair of key and ciphertext
encodings that needs to be paired has one input in G and one in H. Furthermore, to
ensure that encryption can be performed correctly, the master public keys required in
computing a ciphertext encoding element need to be in the same group. We additionally
also have some restrictions on the distributions of s and 3. In particular, these need to be
in the same group when they occur in a product in ¢”. Note that this last requirement
also ensures that pspecial can be excluded from all products that can be generated by the
attacker in Definitions 7 and 12.

Definition 14 (Distribution of the encodings over G and H). Let I'pgs 154 = (Param,
EncKey, EncCt, Pair) be a PES-ISA for a predicate P: X x Y — {0,1} and let G, H
and Gr be three groups. Let £ = (8,b,r,k,s, ¢, c”) denote the set of possible encodings
and non-lone variables that can be sampled with Param, EncKey and EncCt, and let
&' C & denote its subset containing the master key variables v and ciphertext encodings
¢/. Then, we define ©: & — {G,H} to be the distribution of I' over G and H such that
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the correctness of the encoding is preserved. This is the case, if for every x € X and y € Y
such that P(x,y) = 1, it holds that

e forallie [m3], j € [wl], if :D(k‘l) = @(Sj>, then Ej)i = 0;

o forall i€ [ws], j € [m1], if D(c;) = D(r;), then E; ; = 0;
o for all k € [ny) for which there exist some i € [ws],j € [w1] with n; jx # 0, we have
D(bg) = D(ey);

o for all k € [ng] for which there exist some ¢ € [ws], j € [w1] with 12, ;1 # 0, we have
D(Br) = 2(cf);

o for all j € [wi1],k € [ng] for which there exists some i € [ws] with 12, ;1 # 0, we
have D(s;) = D(Bk).

Full-domain hashes and random oracles. When variables are generated implicitly by
a full-domain hash (FDH), the description of the scheme needs to specify the hash input
strings. Our definition also allows for explicit domain separation. For the security proofs,
we require that an FDH can be modeled as a random oracle.

Definition 15 (FDH-generated encoding variables). Let T'pggs.isa = (Param, EncKey,
EncCt, Pair) be a PES-ISA for a predicate P: X x Y — {0,1}. Let £ = (b,r,#,s,8§,8§)
denote the set of common and (non-)lone key and ciphertext variables that are generated
with Param, EncKey and EncCt. Then, we define F: £ — N x {0,1}* to be the mapping
that assigns whether the encoding variables are generated by an FDH or not, and if so,
what inputs the FDH expect. If not, then the encoding variable is mapped to (0, €) (where
€ denotes an empty string). Otherwise, it is mapped to any integer larger than 0. When
the FDH is instantiated, it expects the index of the encoding variable as input, e.g., if
F(batt) = (2, att), then H expects (2, att) as input in the scheme, and outputs and element
in group D (batt). For simplicity of notation, when we only need to select the integer output
in the first entry of the function F, we denote this as Fi, e.g., Fi(bat) = 2.

To ensure correctness of the scheme, we place some restrictions on the distributions and
full-domain hashes. Like in the Ven23 compiler, we require the distribution over the two
source groups to be such that, for any common variable by that is provided implicitly by a
hash, and each associated encoding k; and ¢;, it holds that they are placed in the same
group. Similarly, we can define such a restriction for the other variables. Furthermore,
if a non-lone variable and a common variable occur together in a product in one of the
polynomials, then it cannot be the case that both are generated by an FDH. We formalize
these restrictions as follows.

Definition 16 (Correctness of variables generated by an FDH). Let © be as in Definition
14. Then, the following restrictions should hold. For any common variable by with
Fi(bg) > 0 (i.e., generated implicitly by the full-domain hash), it holds that:

o For all i € [mg], if D(k;) # D(by), then 6; ;, = 0 for all j € [m];
o For all i € [ws)], if D(c;) # D(by), then n; ;1 = 0 for all j € [w,].
For any non-lone variable r; or s; with Fi(r;) > 0, Fi(s;) > 0, it holds that:
o For all i € [mg], it ®(k;) # D(r;), then §; ; p = 0 for all k € [n];
o For all i € [ws], if D(c;) # D(s;), then n; ;1 = 0 for all k € [n];

o Forall i € [m3], k € [n], if §; ;1 # 0, then F;(bx) = 0;
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o For all i € [ws],k € [n], if n; ;& # 0, then F;(by) = 0.

Furthermore, for each ¢, ¢ € N with £,¢' > 0 and ¢ # {', we require that all the encodings
that are mapped to it are of the same kind, e.g., common variables, lone key variables,
etc., and that these are mapped to the same group with 2.

Default distributions. There are two distributions that work by default: placing all
non-lone variables in G (or H), all the polynomials k, ¢ in H (or G), and the polynomials
c¢” in G (or H). It is easy to see that this satisfies the correctness requirements for the
distributions and the FDHs. If no FDHs are used to generate the common variables, it is
possible to place all ciphertext components (except ¢’) in G (or H) and all key components
in H (or G).

4.2 Split-predicate mold for PES

To generate the master public keys, secret keys and ciphertext more adaptively, we introduce
the notion of a split-predicate mold for PES. Roughly, the idea is that the master keys, the
secret keys and the ciphertexts can be generated more adaptively if their structure allows
this. This is necessary for, e.g., multi-authority ABE, because the keys are generated for
the subsets of the whole set possessed by the user that are managed by each authority.
Essentially, our definition of split-predicate PES generalizes and formalizes the role of
independent encodings of the Ven23 compiler. We take a more general approach so that
we can support such adaptivity for all algorithms, and additionally, we allow more generic
splits.

Sub-predicate spaces. An important component of our definition for split-predicate
mold is the notion of sub-predicate spaces, which splits the predicates into “shares” to be
taken as input to the split-predicate encodings. Intuitively, we need to be able to split the
key predicate space ) (and any element therein) in “sub-predicate spaces” such that we
can split any key predicate y € J in “sub-predicates”. These sub-predicates can be used
to reconstruct the original key predicate, and the equivalence of the original predicate is
logically preserved. (That is, it should not be the case that the sub-predicates are more
powerful and trivially enable us to violate the original predicate.) To check whether the
predicate is satisfied for a set of sub-predicates, we define an aggregation function that
reconstructs the predicate y from any set of sub-predicates. More formally, we define this
as follows. Let J denote some (potentially exponentially sized) indexing space. Then, let
{Y;}jeg’ denote any subset of sub-predicate spaces for ), where J' C J is polynomially
sized. Further, we define the aggregation function Aggy., 7 : [ jeqr Vi = Y, such that
Aggrey 7 ({yj}jes) = y. Using these functions, we can efficiently verify whether the
ciphertext predicate x is satisfied by a set of key sub-predicates {y;};c s by aggregating
to reconstruct y and evaluating P(z,y).

Tying key sub-predicates to one key predicate. The second problem that we need
to address is that we should not be able to aggregate {y;};cs for different keys. On a
syntactic level, we ensure this by introducing an “anchor” aux,, which is a set of strings
that is given as auxiliary input to the split version of the key generation. Roughly, aux,
ties together the sub-predicates {y;};cs to one split key. Specifically, (aux,,y;) and
(auxy, y2) would be able to aggregate a key to (aux,,y) but (aux,,y1) and (auxy, ys) with
aux, Naux; = @ would not. This trick is similar to how decentralized ABE [LW11] ties the
keys generated at different authorities to the same user and can be seen as a generalization
of it. In particular, aux, can be used as input to generate the values associated with the
non-lone variables, which can be used to tie different instances of the split key generation
to one auxy.
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Definition 17 (Split-predicate mold for PES-ISA). Let I'pgs.isa = (Param, EncKey,
EncCt, Pair) be a PES-ISA for a predicate P: X x Y — {0,1} and a prime integer p € N.
We define a split-predicate mold for T'pgg_1sa, denoted by SPM[['pgs.1sal, as follows. First,
we assume that the inputs par can be split in sub-parameters {par, };cz such that Z denotes
a polynomially sized set of strings, and par can be reconstructed from {par; };cz. Second,
we assume that the key predicate y € ) can be split in “sub-predicates” {y;},;cs where
J' C J is some polynomially sized set of strings, and accordingly ) can be split in sub-
predicate spaces {); }jes, such that y; € V; and y can be reconstructed from {y; } ;¢ 77 with
some aggregation function Aggy.y 7 : [[;c 7+ Vj — Y, such that Aggye, 7 ((yj)jes) =y
Additionally, we define a mapping AssignMPK: 7 — P(Z), where P(Z) = {Z' C I} is the
power set of Z, which maps every sub-predicate index j € J to a subset of the parameter
indices Z. Third, we assume that the algorithms Param, EncKey can be split (the EncCt
algorithm remains the same):

o SplitParam,(par;) — (e, B8;,b;): This algorithm is the same as Param in Definition
3, except that it takes as input the parameter index i € Z and the sub-parameters
par; and outputs a subset of the original algorithm.

° SphtEnCKeYj (yj’ aqu) - kj (rjv fja QA AssignMPK(5) BAssignMPK(j)a bAssignMPK(j)): This
algorithm is the same as EncKey(y) in Definition 3, except that it takes as input
the sub-predicate index j € J and the sub-predicate y; as well as a set of strings
aux,, which we call the auxiliary key inputs, and it outputs a subset of the original
algorithm.

In particular, it should hold that:

o Well-formed parameters: The parameters (nq,n,ng, o, b, 8) < Param(par)
and (oy, Bi, b;) < SplitParam;(par;) are such that

(aa ba IB) ~ ({aza /Bia bi}iGI)v

and for all b; € b for which there are at least two distinct ¢,i" € Z with b; € b;, by,
we have Fi(b;) > 0.

o Well-formed keys: Firstly, the keys need to be well-defined, meaning that k;(r;, #;,
X AssignMPK(5) 5 /BAssignMPK(j)v bAssignMPK(j)) can be generated from the subsets QA AssignMPK(5) 5
BhassignMPK () s PAssignMPK(j) and do not require other values from a, 8,b. Further-
more, the keys (ml, ma, k(I‘, f'a «, {37 b)) «— EnCKeY(y) and (kj (rjv f'jv aAssignMPK(j)a
IBAssignMPK(j)7 bAssignMPK(j))) — SphtEnCKey]‘ (yj7 aqu) are such that

k(I‘, f', «, /37 b) ~ ({k] (rja f'jv X AssignMPK(5) 5 /BAssignMPK(j)v bAssignMPK(j))}jEJ)a
r~ ({rj}ieq), t~({#}er)

and for all 7; € r for which there exist at least two distinct i,i" € [n] with r; € r;, vy,
we have F(r;) = (¢, string) with £ > 0 and string is derived from aux,,.

Remark 4. Any PES-ISA is a split-predicate mold for itself, where each key predicate is
split in one part, as well as the parameters par.

Examples of sub-predicate spaces and aggregation function. By how we defined
the key and ciphertext predicates in Section 2.5, we obtain various sub-predicate spaces
for the keys and the ciphertexts (i.e., each space that is extended with a mapping is
the sub-predicate space of the extended predicate space). For example, Vcep-basic, 1S &
sub-predicate space for each A; € AZD of Yyva-cp-basic- Another example is the predicate
space Vcp-single = {Y € Ycp-basic | [y| = 1}, which is a sub-predicate space of Ycp-basic-
For examples of aggregation functions, we refer to Appendices E and F.
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4.3 The ISABELLA compiler

Based on the definitions from Section 3 and those above, we are now ready to give our
compiler.

Compatibility. We define the notion of compatibility in the context of our compiler,
which ensures that the inputs to the compiler are compatible for some PES-ISA. This
covers the correctness properties for the mappings ® and F. Additionally, we require that
the PES-ISA uses the same prime order p as the pairing group generated by PGGen(\)
and that there exist full-domain hash functions into groups G, H.

Notation. In the following, we will often run the algorithms of the PES-ISA and in-
stantiate the polynomials in the groups, i.e., we sample uniform values from 7Z, and
compute group elements whose exponents correspond to the PES-ISA polynomials eval-
uated on these values. To simplify notation, we will use algorithms SampleSplitParam,
SampleSplitKey, SampleCt to sample those values. E.g., we write (ay, B, bi) 7, ()=0
SampleSplitParam, (par;), where F1(-) = 0 indicates that we skip those variables that are
instantiated with an FDH. To improve readability, we will not distinguish between formal
variables and scalars. In cases where a distinction is not clear from context, we will add a
note.

Definition 18 (Compiler). Let I'prs.isa be a PES-ISA for predicate P: X x Y — {0,1}
as defined in Definition 3 with distributions ® and F, and let PGGen be a pairing group
generation algorithm. Further, let SPM[I'pgs_1sa] be a split-predicate mold for I'prg_rsa
with Z, 7, Ag8ey, 7, AssignMPK and sub-predicate spaces {V;};jes as in Definition 17. We
define the scheme ABE-ISA = Comp[PGGen, I'pgs.1sa, SPM[Tprs.asal, @, F| as follows:

o GlobalSetup(A) — GP: On input the security parameter A, this algorithm generates
a pairing group PG = (G, H, Gr,p, e, g, h) < PGGen(\), compatible with I'pgg.isa,
and full-domain hash functions Hg : {0,1}* — G and Hy : {0,1}* — H modeled as
random oracles. It outputs global parameters GP = (PG, Hg, Hu).

o Setup,; (PG, par;) — (MPK;, MSK;): On input an index i € Z, the group description
PG and parameters par;, this algorithm runs (o, Bi, b;) 7, (.)=0 +— SampleSplitParam;
(par;), sets MSK; = (i, a3, {b; | bj € b; A F1(bj) = 0}) as the master secret key, and
outputs MSK; along with

MPK; = (i, {[a)]er }aseass {[Bilos,) | B € Bi AFi(B;) = 0},
{[b]o@,) | b5 € bi A Fi(by) = 0})
as the master public key.

. KeyGenj(MSKAssignMpK(j),yj,auxy) — SKy;: On input a set of master secret keys
MSK assignMPK(j)> @ sub-predicate y; € ); and auxiliary input aux,, this algorithm gen-
erates (k;(r;, ), QassignMPK(j)s BAssignMPK(j)» PAssignmpK(j))) < SplitEncKey; (y) and
(ri, #i) 7, ()=0 + SampleSplitKey;(y;), and outputs the secret key SK,, as

SKy, = (U3, {[rilow,) |7 € [mi] AFi(r;) = 0}, {[kido @) bicims))

o Encrypt(MPKz,,z) — (CT,, K): On input a set of master public keys MPKz, =
{MPK;}icz,, where Z, C 7, some x € X, this algorithm first generates (w1, wa, wh, car,
c(s,8,b),c'(s,8,a, 8),c"(s,8,8) < EncCt(x) and (s,8,8)r,()=0 + SampleCt(z),
and outputs the ciphertext CT,

CT, = (3% [3]9(5)» {[Sj]ﬁa(sj) | j € [w] /\]:1(Sj) =0},
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{leiddoen Yiews)s {[6er Yictwa)s e ]o(er Victws])
and key K = e(g, h)™.
o Decrypt(GP, {SK,, }jes/,CT,) — K: On input the global parameters GP, a set of se-

cret keys {SKy, } je 7 and a ciphertext CT,, if P(z,y) = 1, where y = Aggyo,. 7/((y5)jes7)
then this algorithm first obtains (e’,e”, E, E) «+ Pair(z, y), sets

= {(sj. ki, Ejy) | i € [ms, j € [wi], Ej; # 0N D(s5) = G}
U {(ki s, Ejq) | i € [ma),j € [wn], Bji # 0AD(s;) = H}
U{(rj,ci,Biy) | € [ws], j € ], By # 0 AD(r;) = G}
U {(Cz,m ) 11 € [wsl,j € [m], Eij #0AD(r;) =H}

and
Ig = {i € [ws] [ D(c}]) =G}, In={i€ [ws]|D(c])=H}

and then retrieves

[T (€, IT etele.m TT eto () TT  ele, fel)®

1€[wy4] i€lg €Ty (Lr,e)eP

_ 6(‘9’h)e'c'TJre”c"TJrsEkTjttzﬁrT _ e(g,h)CM.

Remark 5. The above algorithms are defined for valid inputs. We implicitly assume that
inputs are validated and that the algorithms output a failure symbol 1 when given an
invalid input. For example, this is the case if KeyGen; does not get as input all MSK; for
all 4 contained in AssignMPK(j) or y; ¢ Y, or if Encrypt does not get MPK; necessary for
rzeX.

5 Security of our generic compiler

In this section, we define a generic security game for schemes covered by the compiler. As
the compiler itself, the security game is carefully designed to argue about different levels of
security. More importantly, security will be strong to enough to imply security for different
types of ABE, which we will show in Section 6, and close enough to the symbolic analysis
of the PES-ISA such that the heavy lifting from Section 3 can be carried over to prove
security in the generic group model and from ¢-type assumptions.

5.1 Security model

We give a pseudocode description of the security game in Fig. 1. It captures different levels
of adaptivity, depending on variables X,Y,Z € {s,a} which indicate whether ciphertext
(challenge), secret key and corruption queries can be made adaptively or have to be
announced before the actual game starts. The game draws a challenge bit § and depending
on this bit, the adversary will receive either real keys cp; or group elements chosen at
random from Gp. We will now provide more details of the exact modeling.

Master public keys and corruptions. The adversary can create master public keys
adaptively via oracle MPK by specifying any ¢ € Z. The game runs the corresponding
Setup; algorithm, stores ¢ in a set Qupk and returns MPK;. We further distinguish between
static and adaptive corruptions, the former being announced via oracle INITCOR. During
the game, oracle COR will then leak MSK;. In any case, we require that the key pair was
previously created using oracle MPK.
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Game G605 (V) Oracle CHALL(Z;,7) /T T
(Qumpk;, Qe ke, Qies Qeor) = (0,0,0,0,0) req Z: C Qmpk
PG + PGGen()) if X=s
for G’ € {G,H}: He/[] =L req z € S,
5 erq{0,1} Se =8\ {z}
St AINITCHALL,INITKE\',INITCOR A else
5 — A\[PK,CII—\LL,KEYGE\',COR,RO{;,RO]H[ (St) req ‘Q(:‘ < Ne
for (-,-,aux,) € Qx (CTs, ema) < Encrypt(MPKz, , )
Y = Aggie, 7 ({y5 | (- y5,auxy) € O }) Ko = cma
Q) = QL Uy} Ko En G
for (v,4) € Q. x O Q. = Q.U {a}
if Peor(z,y) = 1 return §’ €r {0,1} return (CT,, Ks)
return (§' =)
Oracle CoRr(7) Jiel
w //only one query if Z=s
req Z=s req i € Scor ‘
reqZ' CT Scor = Scor \ {1}
Smpk =T req i € Qmpk
Qcor = Qeor U {i}
Oracle INITCHALL({ }ien,]) /only one query return MSK;
geqix{;; Oracle KEYGEN(J, y;, auxy) lied
. Hicine req AssignMPK(j) € Qumpk
. if Y=s
Oracle INITKEY({(],yj/_j)]Eyr,aqu],)jre["k]}) /only one query req (7, yj,auxy) € Sk
req Y=s Sk = Sk \ {(j, yj,auxy)}
req auxy, Nauxy, =0 V5, ;" € [n],j" # j" else
Sy = {(]’7y]/,j,auxy],)jey/,jze[nk]} req (j, -, aux,) ¢ Ok
if (-, auxy) ¢ Ok
Oracle INITCOR(Zcor) /only one query req |[{auxy | (-,-,auxy) € Qr}| < nk
req Z=s SKy; + KeyGen ; (MSKassigampk (5), ¥, auxy)
req Zeor CZ Ok = Qr U{(j,y,auxy)}
Secor = ZLeor return SK,,
Oracle MPK(i) JieT  Oracle ROg (£ inp) /G € {G,H}
if Z=s if He[4, inp] # L return He [¢, inp)
req i € Smpk g €r G /
Smpk = Smpk \ {i} Her[€,inp] =g
else return g’
req i ¢ Qmpk
(MPK;, MSK;) <« Setup, (PG, par;)
Qumpk = Qmpk U {i}
return MPK;

Figure 1: Security games for the class of schemes ABE-ISA = Comp|[PGGen,
Iprs.isa, SPM[Tprs1sal, ©, F], where X,Y,Z € {s,a}, modeling static and adaptive chal-
lenge queries, secret key queries and corruptions. Integers n., ng are the number of
challenge and secret key queries.

One-use restriction. The security model enforces a one-use restriction on the key
queries, i.e., each KeyGen; (for j € J) can be queried at most once per auxy ., . This is to
ensure that the split keys generated from the split key generation are indistinguishable from
keys directly generated with the aggregated predicate. Although it is possible that concrete
constructions may remain secure even when multiple split keys are generated for the
same sub-predicate space, there are examples of schemes that would break (non-trivially).
Similarly, we require that all aux, , are disjoint. In particular, if the auxiliary inputs are
used to generate key components associated with non-lone variables from an FDH, using
the same inputs for different key queries yields the same randomness in two keys for two
different key predicates. This could be exploited to break the scheme.

Static security. The game models static security via oracles INITCHALL, INITKEY,
INITCOR. These are given to the adversary (along with the security parameter \) and
each can be queried once. More specifically, the challenge oracle INITCHALL expects n.
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ciphertext predicates x;/. For secret key queries, oracle INITKEY expects inputs consistent
with the split-predicate mold of I'prs.1sa, i.€., 7 vectors of j split-predicates y;/ ; each,
where j € J’/, along with auxiliary inputs auxy for each vector. Recall that auxiliary
inputs are sets of strings and here we require that they are all disjoint (cf. line 18). The
announced key and ciphertext predicates are stored in sets S, and Si. During the game,
only those values will be allowed to be queried to oracles CHALL and KEYGEN (cf. lines
33, 50) and sets Q. and Qj record the queries for which ciphertexts and keys are actually
provided.

Adaptive security. The game can also allow ciphertext and secret key queries to be
made adaptively (when X resp. Y are set to a). In this case, only CHALL and KEYGEN will
be available. We enforce the same one-use restriction as for static queries and additionally
enforce the maximum number of queries by checking the sizes of sets Q. and Qy (cf. lines
36 and 55). While we also check whether the required master public keys have been created,
we do not explicitly check validity of inputs (cf. Remark 5), but assume w.l.o.g. that the
adversary does not issue invalid queries.

Random oracles. We also provide the adversary access to random oracles mapping into
each of the source groups. Outputs are generated via lazy sampling, storing queries in
lists Hg and Hy to provide consistent responses. The mapping F defines which inputs
the random oracles expect and also enforce domain separation (cf. Definition 15). Again,
we assume w.l.o.g. that the adversary makes only queries of this form.

Evaluating the winning condition. Eventually, the adversary terminates and outputs
a bit 4’. While we have already enforced the one-use restriction, we now need to check
whether for all ciphertext predicates x;; and key predicates y;, we have P(x;,y;) = 0.
Note however, that we also need to account for trivial wins via corruptions which is why
we use P instead. The game returns whether the adversary has provided the correct
challenge bit (i.e., 6’ = ) or a random bit (in case of a trivial attack).

Definition 19. Consider the games described in Fig. 1 for a scheme ABE-ISA = Comp|[PGGen,
Tprs.sa, SPM[Tprs.1sal, @, F], adversary A and security parameter A\. We define the ad-

vantage of A in game Gf\)(B’;’lzs)A'F:A(A), where X,Y,Z € {s,a}, as

X,Y,Z)-CPA 1
AdV/(ABE-ls)AA (A) = ‘Pr[y = 0] — 2‘ .

Remark 6 (Adversarially generated public keys). Our game only allows corruption of
honestly generated master public keys. We can easily extend the model with another
oracle that allows to register adversarially generated public key material and we refer to
the discussion in [AG21] for more details. Due to the strong guarantees of our SSSP, we
expect that the theorem statements given below also hold in this stronger setting, when
additionally relying on NIZK properties.

5.2 Static security under ¢-type assumptions

To prove static security, we will use a similar ¢-type assumption as in Ven23 [Ven23],
whereas ours gives out some extra terms to support the PES extension. We call it strong
(d1,d}, ds)-parallel DBDH assumption and provide its definition below. Compared to the
Ven23 compiler, we need these extra terms to simulate the components associated with
semi-common variables 8 and non-lone ciphertext variables s; that occur in a product
with semi-common variables in ¢”. Specifically, in the simulation, these terms act more
like parallel DDH instances in one of the source groups than like parallel DBDH instances.
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Definition 20 (The strong (dy,d], ds)-parallel DBDH assumption). Let A be the security
parameter and let PG = (G, H, Gr,p, e, g,h) < PGGen(A) be a pairing group description.
The challenger generates x,y,z,¢i,¢] €r Z, for all i € [2,d1],j € [2,d2], sets c; =c; = 1
and outputs for all G’ € {G, H},

xcilg , forall i € [di] \ T [;fgﬂ@/ . for all i,i' € [da],i # 1] € [da)]
[yej]g . forall j € [de] {ZCJ] , foralli € [di],},j € [do],j #
[7}(@ . forallic [di],j € [da] :
[xcilpgy, forallieZ

= . forallieZ {%}D(i) , foralliji' eZ,i#£7¥

where D: T — {G,H} can be any distribution with Z C [dy] and |Z| = d}. By setting
c1 = cf =1, we also have that [x|g/, [y]e, [z]g’ are included in these terms. The challenger
also flips a coin § €r Z, and outputs T €r Gr if 6 =0 and T = e(g, h)¥* if § = 1. The
adversary outputs a guess ¢’ for 4.

The advantage of the adversary is defined as

Advisa h2)seOBOR () . Ipr(s = 6] — -

2

|

The strong (dy,d}, ds)-parallel DBDH assumption ((di,d},ds)-spDBDH) holds if any PPT
(dl,d'l,dg)-spDBDH

adversary A has at most a negligible advantage, i.e., AdVpgéen 4 (A) < negl(N).

We now state our theorem capturing static security. The full proof is given in Ap-
pendix C. To provide additional confidence in the hardness of the assumption, we give
concrete bounds in the generic group model in Appendix D.1.

Theorem 3. Let I'pgs.jsa be a PES-ISA scheme that satisfies SSSP for some di and ds.
Let © and F be compatible distributions and SPM[T prs.1sa] be a split-predicate mold for
Tpgs.1sa. Let ABE-ISA = Comp[PGGen,T'pgs. 154, SPM[T pgs.1s4], ©, F] be the compiled
scheme. Then, for any adversary A in the (s,s,s)-CPA game with ABE-ISA, there exists
an adversary B against (dy,d},ds)-spDBDH such that
AQVESE I A (N) < e - Advige i PPEo () |

where d} is implied by the number of non-lone CT wvariables that are paired with semi-
common variables. If F specifies that variables are generated by full-domain hashes (i.e.,
F1 maps them to nonzero), these hash functions are modeled as random oracles.

Further, if SPM[I' pgs.1sa] does not use aux, to generate (non-)lone key variables, then
we also get (s,a,s)-CPA security.

Proof sketch. To prove static security from the (d,d], d2)-spDBDH assumption, we con-
struct a reduction that uses an adversary against static security to break the (di,d},
d2)-spDBDH assumption. Our reduction follows a hybrid argument over the challenges,
replacing each encapsulated key by a random key in a series of games. For each game hop,
we embed an instance of the (dy,d}, d2)-spDBDH assumption in the (public and queried
secret) keys and the challenge ciphertext, using the substitution matrices and vectors in
the SSSP proof to cancel out the terms that we cannot create.

Roughly, we encode the terms [ycﬂ o in the secret keys associated with the non-lone

Y4

key variables, the terms [Q} in the public keys associated with the common variables
i

and we pair [éh}/ and [yc]] o to obtain the proper substitutions for the public keys
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associated with the master-key variables. For the non-lone ciphertext variables, we use
[xci]g if they are not paired with semi-common variables. If they are paired, then we

use the restricted terms [xci]p ;). Similarly, we use the restricted terms {%} - for the
1D

(associated) semi-common variables. Note that the indices i and j are used to encode the
substitution vectors and matrices, e.g., embedding the vector entry (r;); requires us to use
the term [ycﬁ o
If we encode the non-lone variables and public-key variables in this way, the key and
ciphertext components associated with the polynomials can be programmed using the terms
, . . zc] .
[XZC' } / (for the ciphertext polynomials ¢), the terms [Z_C,J ] . (for the key polynomials),

7
G/ Cj G i

the terms [%] o (for the ciphertext polynomials ¢”) and, by pairing the terms [xci]g,
1D

and [ZZCC/’/] , we can program the ciphertexts associated with the polynomials ¢’. Note
that thesec‘éerms can be used to program the components associated with the products
among the vectors and matrices that do not follow an actual matrix-vector product. For
example, the product of r; and By, in the encodings yields Hi,j,y(Bk)Lj(rj)j’, whereas a
real product of the matrix By, and r; yields the product [[; ;(Bx)i;(r;);. Hence, we use the
aforementioned terms for j # j (which do not follow the matrix-vector product) and we
use the SSSP proof to cancel out the terms for j = j’ (which do follow the matrix-vector
product).

Lastly, we need to give the adversary access to the associated secret keys of the
corrupted public-key components. We use here the fact that the substitution vectors and
matrices for the master-key, semi-common and common variables are all-zero because of
the SSSP proof. This ensures that we do not encode any terms of the (dy, d}, d2)-spDBDH
assumption in those components. Hence, we know the exponents of those components (i.e.,
oy, Bj and Ek) and can give those to the adversary. O

5.3 Adaptive security in the GGM

Similar to previous works [ABGW17, AG21, RW22|, we prove security in the generic
group model (GGM). For an overview of the GGM we refer to Appendix D. We improve
upon previous works by additionally considering adaptive corruptions, using our carefully
designed notion of strong MK-MC security under corruptions (cf. Definition 12). This
gives us the following statement.

Theorem 4. Let I'pgs.jsa be a PES-ISA scheme that satisfies SSSP. Let ® and F be
compatible distributions and SPM[T prs.1sa] be a split-predicate mold for T pgs.isa. Let
ABE-ISA = Comp[PGGen,T'pgs 154, SPM[T pgs.1s4], ©, F| be the compiled scheme. Let A
be a generic adversary in game (a,a,a)-CPA game with ABE-ISA, issuing at most nmpk
queries to MPK, n. queries to CHALL, ny queries to KEYGEN with distinct auxy, no
queries to both random oracles, nop queries to OP and npair queries to PAIR. Then,

e
p
where . < 2+ NpicMPK| 4+ 1 |CT| 4+ 1k |[SK| 4 1o + Nop + Npair with [MPK| = max{MPK; |

i € Qupk}, |CT| = max{[CT,| |z € Qc} and |SK| = max{[SK,| | y € Q}}.

If F specifies that variables are generated by full-domain hashes (i.e., J1 maps them to
nonzero), these hash functions are modeled as random oracles.

,2,a)-CPA
AdeB?z-aRSA,A ) <

)

We provide the full proof in Appendix D.2 and sketch the main ideas below. Assuming
that n is dominated by the number of group operation queries n,, and random oracle
queries n,, (because these can be considered offline computation), the bound matches that
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of breaking the discrete logarithm problem up to a small constant factor and is therefore
optimal.

Proof sketch. The adversary in the GGM has access to the oracles defined in the security
game, as well as a group operation and pairing oracle. In order to perform group operations,
the challenger provides the adversary with unique (and representation-independent) handles
to them. We want to show that the simulation in the GGM is indistinguishable from
a symbolic execution, where the challenger instead uses polynomials to represent and
determine equality of group elements. Luckily, the PES scheme I'pgg.1sa already uses
polynomials to describe exactly what is happening in the exponents of master public keys,
ciphertexts and secret keys. Using the group operation and pairing oracle, the adversary
can further combine group elements. However, by strong MK-MC security of the PES
(Definition 7), these combinations do not help the adversary in breaking security. Therefore,
in the symbolic model the challenge is independent of the secret bit § and we only need to
bound the difference between the symbolic simulation and the simulation in the GGM. For
this we look at the probability that two polynomials are different, but their evaluation is
the same. That is, when replacing formal variables with uniformly random elements from
Z,, we might produce a collision. We can bound the probability using the Schartz-Zippel
Lemma (Lemma 13) and the maximum number of group elements n in the simulation.
So far, we have ignored that the adversary can also corrupt master public keys. It
turns out that the above approach fails when considering adaptive corruptions because
they reveal exponents to the adversary which can be used in future queries. Therefore,
instead of applying the Schwartz-Zippel Lemma once, we have to use it more carefully
after each corruption. In particular, the challenger assigns a random value to the formal
variable that the adversary asks to corrupt and then it checks whether its simulation is still
perfect or whether a collision occurred. In the latter case, we abort. When the adversary
terminates and outputs its guess, we rely on strong MK-MC security under corruptions
(Definition 12) to argue that the adversary’s view is independent of the challenge bit. Then
we carefully sum up the probabilities to get the bound in the theorem. O

6 Applications and new schemes

In this section, we demonstrate how our compiler can be used to construct schemes with
several types of advanced functionalities from pair encodings. It is straightforward to see
that, if we take the trivial mold for a PES-ISA, we get a regular ABE scheme.

6.1 Multi-authority attribute-based encryption

We can create multi-authority schemes in a more modular way using our compiler. In
particular, we would take as input a PES for multi-authority predicate spaces Xya and
Yma with auxiliary key inputs aux, containing a global identifier GID, such that we also
have a split-predicate mold for authority-independent sub-predicate spaces for Yya. Using
this PES and mold as input, our compiler yields a scheme that can be directly used to build
an ABE scheme for the multi-authority ABE syntax. As we show below, the difference
between the scheme generated with our compiler and the scheme following the MA-ABE
syntax is purely syntactical, and thus, the resulting scheme is immediately secure if the
scheme created with our compiler is secure.

Generic construction. Let PES-ISA = (Param, EncKey, EncCt, Pair) be a PES for a
multi-authority predicate P: Xya X Yva — {0, 1} with compatible encodings specified
by ® and F, such that SSSP holds for some d; and ds. Suppose that PES-ISA has a
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split-predicate mold with sub-predicate spaces Ysa and auxiliary key inputs aux, that in-
cludes GID, such that each y € V\a associated with aux, can be split in {ycip,4, | j € J'}
with 7' C [naw). Let ABE = Comp[PG,PES-ISA, SPM[I'pgs.1sa],®, F| be the ABE
scheme generated via the ISABELLA compiler, with algorithms ABE = (GlobalSetupagg,
{Setupage, 4, bicnau]s {KeyGenage 4, | J € [Maut]}, Encryptage, Decryptage). Then, we con-
struct a multi-authority scheme MA-ABE from the compiled scheme ABE using the proper
syntax as follows:

o GlobalSetup()): The algorithm returns the global parameters GP = (PG, Hg, Hu) <
GlobalSetupagg ().

o AuthoritySetup(GP): The algorithm computes authority key pair (MPK 4, MSK 4) «
Setupage 4(PG, par 4) and returns (A, MPK 4, MSK 4).

» KeyGen(A, MSK 4,GID,ygip,4): The algorithm returns the key SKeaip, 4,ygp.4
KeyGengp _4(MSKaip, 4, 6D, 4, aux, ), where aux, contains GID.

o Encrypt({A;, MPK 4,}, z): The algorithm returns (CT,, K) < Encryptage({MPK 4, }4,

o Decrypt(GP, {SKGlD;-Aj;yGID,Aj }ieg, CT4): The algorithm returns the decapsulated
key K output by Decrypt(GP, {SKaip, A,yep. 4 }jes> CTz)-

Corruptions and P.,. For MA-ABE, we can describe P., as follows. In particular,
corrupting an authority automatically sets a sub-predicate for that authority to true. For
examplea for CP_ABEa the Predicate PMA—CP—baSiC: XMA—CP—basic X yMA—CP—basic - {Oa 1}
is defined as Pyva-cp-basic((A, p, p),S) = 1 if and only if there exists T = {j € [nq] |
(p(5),p(5)) € S} and {e;}jer such that > .y e;A; = (1,0,...,0). Let € C p([n1]) denote
a set of corrupted authorities. Then the corruptable-variable predicate Peo, is defined as
Peor((A, p, ), S) = 1 if and only if there exists T = {j € [n1] | p(j) € €V (p(4),p(4)) € S}
and {e;}jer such that } . ye;A; = (1,0,...,0).

Corollary 2. The multi-authority scheme MA-ABE is statically secure assuming (dy,d,
d2)-spDBDH, where di and dy are as in the proof for SSSP. Further, MA-ABE is fully
secure in the GGM.

Proof. This follows directly from Theorems 3 and 4 and by observing that the changes to
ABE are purely syntactic. O

One-use restriction. There is a one-use restriction on the key generation oracle in
that KeyGen can be queried only once per (A, GID) combination that must technically also
be enforced in practice. For some schemes, it seems that the scheme would not break if
the key generation is queried multiple times on the same inputs because either the key is
generated completely deterministically or provides sufficient randomness to be secure even
if multiple instances of attributes occur, but it is strictly speaking not proven that it is
secure to do so.

Existing schemes and new schemes. In Appendices E and F, multiple constructions
of PES-ISA are given, for which we describe explicit molds, that allow for multi-authority
support. In particular, Definition 23 is a new multi-authority KP-ABE scheme that allows
the encrypting user to pick the set of authorities for which the decrypting user needs to
have a key. The scheme in Definition 24 is a new decentralized CP-ABE scheme that
supports negations in a completely unbounded fashion. This is the first of its kind.
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Demonstrating our framework via an example. Furthermore, to demonstrate our
framework, we show how to build a full-fledged (multi-authority) ABE scheme from pair
encodings using our methodology. Specifically, we give descriptions of F and ®, and
describe the SPM for multi-authority ABE. In addition, to illustrate that including 8 and
¢’ in our scheme improves the efficiency of multi-authority schemes, we have included
an efficiency analysis of this scheme, and compare its instantiation with the ISABELLA
compiler with its instantation with the Ven23 compiler. We also compare it with other
state-of-the-art decentralized schemes to show that the resulting scheme compares favorably

with those as well.

6.2 Functional adaptivity in ABE

We introduce the new notion of functional adaptivity in the context of ABE, which is
intrinsic in our compiler definition. At a high level, functional adaptivity allows, e.g.,
secret keys, to be generated adaptively rather than in one key query. Instead of generating
a key for the entire key predicate, functional adaptivity allows us to split this process in
phases. For example, for regular CP-ABE (with predicate spaces Xcp_pasic and Ycep_basic),
we would be able to generate keys in an attribute-wise fashion [VAH23| rather than for
an entire set. In this way, users can request secret keys for attributes that are used in
ciphertexts but for which they have not yet obtained a key without having to obtain keys
for the entire updated set. This mitigates the computational effort required from the
authority, and could also improve the resilience of the system. Oftentimes, some form of
key rotation is deployed to ensure that keys can be revoked once attributes have changed
[LVV*23]. Rather than renewing the entire key, it would be possible to renew only parts
of the key, affecting fewer users in the same system, therefore reducing the impact both on
the user and authority side. We provide more details in the paragraphs below.

CP-ABE with attribute-wise key generation. We define a general mold for CP-ABE
with attribute-wise key generation. Let Vop_var be a key predicate space for the attribute
universe U such that each y € Yop_yar is a tuple (of length ¢ > 1) with, without loss
of generality, set S € Ycp-pasic in one of the entries. We define, for each att € U, the
Sub'predicate space yCP—Var—sub@tt = {(att7 (y)[Q,Z]) | y € yCP—Var}- Hencea each y € YcP-var
(where (y)1 = S) can be split in sub-predicates (att, (y)[2,¢) for all att € S. Let I'pps.1sa
be a PES-ISA for some predicate Pop_var: Xcpovar X Ycepvar — {0,1}. If there exists a
split-predicate mold for I'prs.;sa with these sub-predicate spaces and auxiliary key inputs
aux, that include a global identifier GID, then our compiler yields a CP-ABE scheme
for the original predicate with attribute-wise key generation. To distinguish the key
generation of a scheme with a “regular” key generation from a scheme with a “attribute-
wise” key generation, we change the syntax of the key generation algorithm from KeyGen
to AttrKeyGen, and the algorithm takes as input the sub-predicates (att, (y)[2,¢) for the
keys rather than the whole key predicate. In Appendix E.2, we give an example of a
CP-ABE scheme with attribute-wise key generation.

Functional adaptivity in schemes that support negations. For some types of
predicates, we can support only a limited type of functional adaptivity (as also mentioned
in [VAH23]). For example, for large-universe CP-ABE schemes that support negations in
the policies, we cannot support an attribute-wise key generation, because the mechanism
that is in place to support negations is incompatible with an attribute-wise key generation
support. Roughly, there exist three mechanisms to support negations:

o Using negative attributes: which implements a negation by considering negative
attributes;
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e Comparing the whole set: which compares the whole set with the negated
attribute to verify that the negated attribute is not in the set;

e Labeled comparison with the set: which compares only the attributes in the
set with the same label as the negated attribute, and there must be at least one
attribute in the set that has the same label as the negated attribute.

For the first type, it is strictly speaking not possible to support it in the large-universe
setting, because each user would require a secret key for an exponential number of attributes.
Nevertheless, an attribute-wise key generation as defined in our paper could support a
type of “lazy sampling”, where a user would request a key for a negative attribute once
this is needed. However, we argue that it difficult to enforce securely and efficiently in
practice. Most notably, to implement this securely, the authority would need to keep a
database of all the attributes (positive and negative instances) for which it has issued
keys to a user. If the authority does not do this, then it could issue a key for both the
positive and the negative instance of the attribute, breaking the security with respect to
this attribute. This database’s size would scale in the number of users and in the number
of positive and negative attributes, which may be impractical.

For the other two types, it is impossible to support it. In the first place, concrete
schemes that support this type of negations do not have the structural independence that
we require for the split-predicate algorithms. More generally, it also seems impossible
to support attribute-wise key generation in schemes that support this type of negations,
because the required independence of the “attribute-related keys” implies a trivial attack
on this type of negation. That is, we could simply “leave out” the negated attribute
from our set of “attribute-related keys” when decrypting. To protect against such attacks,
schemes that support this type of negations strongly link the keys together so that it is
impossible to simply “leave out” the negated attribute.

Although none of the non-monotone schemes can support an attribute-wise key gen-
eration (at all or efficiently), we argue that schemes of the third type can support a
label-wise key generation, which allows for a better balance between the two addressed
issues. Roughly, the idea is that users can request keys for those attributes that they
possess whose labels are the same. Hence, users issue a set of keys for one label in each key
request instead of the whole set. We show that schemes that support this type of negation
satisfy the structural requirements posed by the split-predicate mold. Furthermore, to
enforce this type of negation securely in practice, the authority does not need to store all
the attributes for which it issues keys, only the labels. Not only does this scale better,
but this could also provide better privacy properties, for example, if the attributes may
contain sensitive information.

CP-ABE with label-wise key generation. We define the notion of CP-ABE with label-
wise key generation for CP-ABE that defines an explicit mapping for the labels associated
with the attributes, i.e., which have predicate spaces Xcp-var-p,, and Vep-var-ps ., (Where
the labeling for the key space may be implicit, like in [Ven23] and in Definition 24)). We
define, for each label lab, the sub-predicate space Ycop-var,lab = {(1ab, Yiab) | Y1ab € Vcp-var }-
If there exists a split-predicate mold for I'pgs.;1sa with these sub-predicate spaces and
auxiliary key inputs aux, that include a global identifier GID, then our compiler yields
a CP-ABE scheme for the original predicate with label-wise key generation. We show
that the new decentralized CP-ABE scheme in Appendix F.2 can support a label-wise key
generation by giving a split-predicate mold for this functionality.
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A The ACABELLA extension

For the automated proofs, we expand the ACABELLA framework [dIPVA23], which
currently covers only PES-AC17. In this section, we describe all the algorithms on which
our extension of the ACABELLA tool is based.

A.1 Our parser and correctness checker

On the representation of the encodings. For the proof generation, it is beneficial
to consider a simpler representation of the encodings than Definition 3, and let the tool
derive assignment for the variables (e.g., master-key/semi-common/common/(non-)lone
key/(non-)lone ciphertext) and encodings (variable or polynomial). Furthermore, instead
of distinguishing between master-key variables a and semi-common variables £, and
non-primed and primed ciphertext encodings over 8 and «, we can treat them the same in
the proof generation. (This is because the proof generation for these variables follows the
same strategy. The only things that distinguishes these values is in which groups they are
instantiated, which is in part influenced by whether they are generated by a full-domain
hash or not.)

The inputs. The tool gets as input:
e The master public key encodings abenc;
e The key encodings kenc;
e The ciphertext encodings cenc;
o The blinding/target value: cp;
e A set of known variables.
The goal is to parse the inputs in multiple passes over the inputs.
The first pass: distinguishing variables from polynomials. In the first pass over
the inputs, we first make a split in the key and ciphertext encodings:

e The key encodings kenc are split in r and k, where r consists of non-lone variables
that occur only in the keys (and not in the master public key encodings) and k
consists of polynomials over variables in r and abenc, as well as lone variables ¢,
which can also be determined in this pass (by checking for all monomials in each
polynomial if it is a product of a known variable and a variable that does not occur
in abenc - then it is a lone key variable).

e The ciphertext encodings cenc are split in s and €, where s consists of non-lone
variables that occur only in the ciphertexts (and not in the master key encodings),
and € consists of polynomials over variables in s and abenc, as well as lone variables
§ and § (to be determined later).

The second pass: distinguishing master-key from common variables. In the
second pass over the inputs, the master-key/semi-common variables a3 are distinguished
from the common variables b. Note that we treat master-key/semi-common variables the
same for the proof generation. We do this by going over the key polynomials:

e For each key polynomial k; in k, we inspect all monomials. If a monomial is

— a product of a known variable and a variable o that occurs in abenc, then we
put the variable « in aS;



Doreen Riepel, Marloes Venema, Tanya Verma 45

— a product of a known variable, a variable that occurs in r and a variable b that
occurs in abenc, then we put the variable b in b.

o If the lists @ and b are not disjoint (i.e., some variable in abenc occurs in both
lists), then the encodings are not well-formed and the checker outputs that the input
scheme is not a PES-ISA.

o If the lists @B and b together do not contain all variables in abenc, keep a list of
unused abenc variables: abenc’.

The third pass: distinguishing primed from non-primed ciphertext polynomials.
In the third pass over the inputs, the ciphertext polynomials are split in the set of
non-primed ciphertext polynomials ¢ and primed ciphertext polynomials ¢’. For each

polynomial in €, we do the following:
e If the polynomial contains only monomials of the form:

— a product of a known variable, a non-lone variable in s and a common variable
in b;
— a product of a known variable, a non-lone variable in s and a variable b’ in
. !/
unused master public key abenc’;
— a product of a known variable and a lone variable § that does not occur in
abenc;

then it is placed in ¢, and the lone variables § are placed in §. Furthermore, if the
polynomial contains at least on monomial of the first case and monomials of the
second form, with variable b’, then b’ is placed in b.

o If the polynomial contains only monomials of the form:
— a product of a known variable, a non-lone variable in s and a master-key/semi-
common variable in a3;

— a product of a known variable, a non-lone variable in s and a variable o/ in the
unused master public key abenc’;

— a product of a known variable and a lone variable § that does not occur in
abenc;

then it is placed in ¢’, and the lone variables 5 are placed in §. Furthermore, if the
polynomial contains at least on monomial of the first case and monomials of the
second form, with variable o/, then o’ is placed in af3.

o If the polynomial does not satisfy any of the two forms above, then the encodings are
not well-formed and the checker outputs that the input scheme is not a PES-ISA.
The fourth pass: validating all encodings. In the fourth pass, all encodings are

validated.

e The master public key encodings: af and b should be disjoint. We can consider
outputting when some of the MPK encodings are not used (outputting abenc’).

e The key encodings:

— The lists r and f should be disjoint;

— For each key polynomial k; in k, it should be verified that each monomial in it
is of the form:



46 ISABELLA: Improving Structures of ABE Leveraging Linear Algebra

* a product of a known variable and a master-key/semi-common variable in
ap;

x a product of a known variable, a non-lone variable in r and a common
variable in b;

* a product a known variable and a lone variable in f.

If any of these does not hold, then the key encodings are not well-formed and
the checker outputs the input scheme is not a PES-ISA.

e The ciphertext encodings:

— The lists s, § and § should be disjoint;

— For each ciphertext polynomial ¢; in the list of non-primed ciphertext encodings,
it should be verified that each monomial in it is of the form:

x a product of a known variable, a common variable in b and a non-lone
variable in s;

* a product a known variable and a lone variable in 8.

— For each ciphertext polynomial ¢ in the list of primed ciphertext encodings as
well as the blinding/target value cjy, it should be verified that each monomial
in it is of the form,;

* a product of a known variable, a master-key/semi-common variable in a3
and a non-lone variable in s;

* a product a known variable and a lone variable in 8.

If any of these does not hold, then the ciphertext encodings are not well-formed
an the checker outputs that the input scheme is not a PES-ISA.

A.2 Proof generation - finding a suitable kernel vector

We describe the algorithm for the SSSP proof generation by first finding a suitable kernel
vector (as in Theorems 2 and 2).

The inputs. The proof generation takes as input:
o The master public keys consisting of

— The master-key/semi-common variables a3

— The common variables b
e The key encodings consisting of

— The key polynomials k
— The non-lone key variables r

— The lone key variables I
e The ciphertext encodings consisting of

— The non-primed ciphertext polynomials c

The primed ciphertext polynomials ¢’

The non-lone ciphertext variables s

— The (non-primed) lone ciphertext variables §

The (primed) lone ciphertext variables §

— The blinding value cjs
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Step one: setting up the penc vector. In the first step, we set up the penc vector that
we decompose in the next step. To simplify the eventual decomposition of the vector w, we
store another vector penc’ alongside it that keeps track of which (products of) encodings
are stored in the entries of penc.

o Compute s;k; for all s; in s and k; in k, and store it in penc (and store a tuple
(non-lone ct, j, key_poly, i) in pene’ in the corresponding entries)

o Compute rjc; for all 7; in r and ¢; in ¢, and store it in penc (and store a tuple
(non-lone key, j,ct_poly, i) in pene’ in the corresponding entries)

o Add ¢ for all ¢/ in ¢’ to penc (and store a tuple (primed_ct,i) in penc’ in the
corresponding entries)

Step two: decomposing the peyc vector. Then, we decompose the vector penc in
the product pene = M - vT as follows:

e Set up an empty matrix M and empty vector v
e Add the following monomials to v:

— a;s; for all o; in B and s; in s

— §jforall 5;in§

— 1js5:by forall 7 in r, sy in s and b, in b
— r;8; for all r; in r and §; in §

— 7385 for all #; in T and 55 in 8§

o We have v = vq||vy, where v; consists of the monomials in the first two cases above
(cjs;o and §;) and vo consists of the monomials in the rest

e Then, for each polynomial p; in penc, we construct a vector M; such that M;-vT = p;,
and M; consists of known variables. This is done by considering each monomial in
the polynomial, identifying its known variable and which entry of v corresponds with
the monomial — this entry is the entry of M, that gets assigned that known variable.
(The rest is set to 0.) We append the matrix M with the row M;.

e Lastly, decompose the blinding value cp; = tv - vT.
Step three: make “corrupted-variables” basis for kernel of M. The ultimate
goal is to find a kernel vector w for M that is independent of the keys and that is not
orthogonal to tv, i.e., tv-wT # 0. Furthermore, we require that each entry of w for which
the corresponding entry in v is associated with a corrupted variable to be 0. The goal of

step three is to create a basis for the kernel of M, and then reduce it to a basis that sets
the entries associated to corrupted variables to 0. To do this, we do the following.

e Compute the basis V for the kernel of M

o Create a list of indices Z of v such that 7 € Z if the i-th entry of v’ is associated with
a corrupted variable

o Create a set V' of truncated vectors in V with respect to Z, i.e., each vector in V' is
a vector in V truncated to the entries with indices in 7

o Create a matrix V' where each column is a vector in V'’

¢ Create a matrix V where each column is a vector in V
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Compute a basis W for the kernel of V'

Compute the set of vectors Weor = {V - wT | w € W}, which is a basis for {v €
Ker(M) | Vi € Z[(v); = 0]} (Lemma 4)

Step four: make the basis W, key independent. The goal is to transform the
basis W, into a basis for the subspace of kernel vectors that are independent of the key.
With independent of the key, we mean that the entries of the basis vectors associated with
the entries in vy do not contain any known variables associated with the key that do not
occur in the ciphertext. To do this, we do the distinguish between two cases, when ¢’
is not empty, and when ¢’ is not empty. In Appendices B.2 and B.3, we prove that our
algorithms below work.

When ¢’ is not empty, we take the following steps.

Extract a list of known variables kv that occurs in the key encodings
Extract a list of known variables kv, that occurs in the ciphertext encodings

Create a list of known variables kv, that occurs in the key encodings but not in
the ciphertext encodings

Decompose the primed ciphertext polynomials ¢’ in the product ¢/ = My - v,
Compute a basis V. for M

Create a truncated basis Wirunc,cor by truncating the basis vectors in W, to consider
only the entries associated with vy

Write each vector in Whrunc,cor @s a linear combination of the vectors in Ve

Create a matrix M. of these linear combinations, such that each row corresponds to
a vector in Wirunc,cor

Create a matrix Myt by putting the matrix M. in reduced row echelon form and
remove the all-zero rows

Remove each row from M, that is associated with known variables in kv, (i.e.,
that contains at least one entry that is a function of at least one variable in kvg,.)

Initialize an empty list that will become the new basis Weor ki
For each row Miyer; Of Miyer:
— find a linear combination e; of the rows of M;. that yields that row, i.e.,
€; - Mlc = Mrref,i

— create a new basis vector weer ki by rescaling the vectors in W, according to
the linear combinations, i.e., if W, is the matrix in which each column is a

. . B T
basis vector in Weor, then weor ki = Weor - €]

1
— add Weor ki to the list Weor ki
Output the vector basis Weor ki for the subspace of the kernel of M in which each

entry associated with a corrupted variable is 0 and all entries associated with v, are
independent of the key
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When ¢’ is empty, we take the following steps.
e Extract a list of known variables kv that occurs in the key encodings
o Extract a list of known variables kv, that occurs in the ciphertext encodings

e Create a list of known variables kvy,. that occurs in the key encodings but not in
the ciphertext encodings

o Create a truncated basis Wirunc,cor by truncating the basis vectors in W, to consider
only the entries associated with vy

o Create a matrix Myyunc,cor, Where each row is a vector in Wirunc,cor
o Let M;yer be matrix M unc,cor in reduced row echelon form

o Remove each row from M, that is associated with known variables in kv, (i.e.,
that contains at least one entry that is a function of at least one variable in kvg,.)

o Initialize an empty list that will become the new basis Weor ki
o For each row Miyer; of Mypes:

— find a linear combination e; of the rows of Myunc,cor that yields that row, i.e.,
€; - Mtrunc,cor = Mrrcf,i

— create a new basis vector weorki by rescaling the vectors in W, according to
the linear combinations, i.e., if W, is the matrix in which each column is a
basis vector in Weor, then Weor ki = Weor - €]

i
— add Weor ki to the list Weor ki

o Output the vector basis Weor ki for the subspace of the kernel of M in which each
entry associated with a corrupted variable is 0 and all entries associated with v, are
independent of the key

Step five: find a basis vector that is not orthogonal to tv. The goal is to find a
kernel vector w for M that is independent of the keys and that is not orthogonal to tv,
i.e., tv-wT #£ 0. Furthermore, we require that each entry of w for which the corresponding
entry in v is associated with a corrupted variable to be 0. To do this, output a vector w
in Weor ki such that tv - wT # 0. If it does not exist, then the scheme does not satisfy the
SSSP (Proposition 5). Otherwise, one of the vectors in the set Weor ki should satisfy the
requirement.

A.3 Proof generation - decomposing the kernel vector

We now describe the second half of the proof-generation algorithm for SSSP, by decomposing
the appropriate kernel vectors. Roughly, we create a matrix decomposition for the ciphertext
encodings c in a similar way as for penc. Then, we first construct the substitution vectors
for the ciphertext variables in s and § and the substitution matrices for the common
variables in b, by considering the kernel of the decomposition for the ciphertexts. We then
use the suitable kernel vector w to construct the substitution vectors for the rest of the
variables. We describe the steps in more concrete detail below.

The inputs. The second step of the proof generation takes as additional input the vector
w produced by the first step of the proof generation algorithm.
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Step one: decomposing the ciphertext polynomials. We decompose ¢ in M, - v,
such that v. consists of all entries of the form s;b;, and 5;. Compute a basis V. for the
kernel of M,.

Step two: constructing substitution vectors/matrices for s, § and b. We then
construct substitution vectors for the variables in s, § and b as follows. Let d; be the
number of (non-lone) variables in s and dy be the number of vectors in V..

o For each variable s; in s, let j denote the entry in s (e.g., the first entry in s has
j =0, the second j = 1), and set s; = 1?1 to be its substitution matrix (i.e., a vector
in which the j-th entry is 1 and the rest is 0)

« For each b in b that is corruptable, we return the substitution vector 0% * @2

e For each by in b that is not corruptable, we compute the substitution matrix By as
follows:
— Determine the indices of the entries in v, in which b, occurs

— Truncate all vectors in V. to consider only the entries associated with those
indices

— Reorder the entries of the truncated vectors so that they correspond to bgs, i.e.,
the first entry is associated with sgby, the second with s;bg, etc.

— Create By by using the resulting truncated vectors as its column vectors, which
is a (dy x dg)-matrix, because dy corresponds to the number of basis vectors
(i.e., the column vectors) and dy corresponds to the length of s

o For each 3; in §, we compute the substitution vector §; as follows:

— Initialize an empty list §;
— Determine the index of the entry in v. in which §; occurs
— For each vector in basis V., select the associated entry with that index, and

append it to §;

o (Make sure that the i-th column of each substitution matrix By and the j-th entry
of each substitution vectors §; corresponds to the i-th vector in V)

Step three: constructing substitution vectors for a. We then construct substi-
tution vectors for the variables in a8, for which we use the kernel vector w generated
previously. In particular, for each a; in a3, we compute the substitution vector a; as
follows:

o Initialize an empty list for a;

o We select the entries in v corresponding to o;s;» and determine the associated indices
z

o We order the indices in Z so that the j’-th entry in Z corresponds to a;sj/, i.e., the
first entry corresponds to «;sg, the second to a;sq, etc.

o For each ¢ € Z, we select the i-th entry of w and append it to a;
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Step four: constructing substitution vectors for #. We construct the substitution
vectors for the variables in £, for which we use the kernel vector w generated previously.
For each variable #; in £, we compute the substitution vector #; as follows:

o Initialize an empty list for f;

» We select the entries in v corresponding to #;s;, and determine the associated indices
T

o We order the indices in Z so that the j'-th entry in Z corresponds to #;s;/, i.e., the
first entry corresponds to 7;sg, the second to 7;s1, etc.

o For each ¢ € Z, we select the i-th entry of w and append it to #;
Step five: constructing substitution vectors for s. We construct the substitution
values for the variables in §, for which we use the kernel vector w generated previously. For

each variable 3; in §, we set the substitution value §; to be the entry in w corresponding
to the entry in v with §;.

Step six: constructing substitution vectors for r. Lastly, we construct the substi-
tution vectors for the variables in r, for which we use both the kernel basis V. (for the
matrix M.) and the kernel vector w (of the matrix M). For each variable r; in r, we
compute the substitution vector r; as follows:

o We select the entries in v corresponding to the monomials in which r; occurs and
determine the associated indices Z

o We order the indices in Z so that the j’-th entry in Z corresponds to 7;(v.);, i.e.,
the first entry corresponds to r;(v¢)o, the second to r;(v)1, etc.

o Initialize an empty list w,.,
e For each i € Z, we select the i-th entry of w and append it to w,,

¢ Create a matrix V¢, by taking all the vectors in V. as its first |V.| column vectors
and the last column vector is —w,.,

o Compute a basis for the kernel of V.,
e Find a vector v in the basis such that the last entry is nonzero
e Divide all entries of v by the last entry and remove the last entry

o Output the resulting vector as r; =v

A.4 Verifying the proofs

Lastly, we verify the substitution vectors and matrices output by the tool. The substitution
vectors and matrices should satisfy four properties:

e Substituting the vectors and matrices in the polynomials yields all-zero vectors
(except for the blinding value cps)

o All corrupted master-key/semi-common variables in a3 are substituted by all-zero
vectors

e All corrupted common variables in b are substituted by all-zero matrices

o All entries of the substitution vectors for the master-key /semi-common variables a3
should be independent of the known variables in the keys

These properties are verified in four steps.
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Step one: verifying the substitutions. For the blinding value cj;, we verify that
the substitutions yield a nonzero value. For the following polynomials, we verify that the
substitutions yield all-zero vectors:

e The key polynomials k
e The non-primed ciphertext polynomials ¢

e The primed ciphertext polynomials ¢’

Step two: verifying the corrupted master-key/semi-common variables. For
each master-key/semi-common variable that is corrupted, we verify that the substitution
vector is all-zero.

Step three: verifying the common variables. For each common variable that is
corrupted, we verify that the substitution matrix is all-zero.

Step four: verifying the key independence. For each master-key/semi-common
variable, we verify that none of the entries in the substitution vector depends on known
variables that occur in the keys but not in the ciphertext.

B Linear algebra tools

For our tool, we use many of the linear algebra results of ACABELLA [dIPVA23]. We
also add several new results that we need to find all vectors with certain properties in the
kernel.

B.1 Constructing the basis W,

In the first lemma, we show how to construct a basis W, for the subspace of the kernel
of M, in which all entries Z associated with the corrupted variables are set to 0. Note that
this lemma is identical to Lemma 7 in [dIPVA23] apart from some notational changes as
well as removing parts that are not required for the proof.

Lemma 4. Let M be a matriz, let V = {v1,...,vn} be a basis for the kernel of M,
and let T be a set of indices. Let V' = {v},...,v],} be the set of vectors in V truncated
to only consider the indices in T, i.e., Vi = ({(vj)iticz). Let V.= (v,..,v]) and
V= ((V))T,...,(V[)T) be the matrices associated with V and V'. Consider then a vector
basis W of Ker(V') = {w | V' -wT =0T}, Then, Weor = {V -WT | w € W} is a basis for
{veKerM) |VieZ [(v); =0]}.

Proof. The proof of Lemma 7 in [dIPVA23] applies. O

B.2 Constructing the basis W, 1 (when |c¢/| > 1)

To prove that step four of our algorithm in Appendix A.2 works (when |¢/| > 1), we prove
the following results. First, we prove that the resulting set of vectors Weer ki provides a
basis for a space that is a linear subspace of the space spanned by the basis vectors We,.
Then, we prove that the space spanned by Wgor ki consists only of vectors that are key
independent in the entries associated with vy. After this, we show that all vectors in the
space spanned by W, that are key independent are also in the space spanned by Weor ki-
Lastly, we show that the resulting set of vectors is linearly independent, making it a basis
for the space {v e Ker(M) |Vi € Z [(v); =0]AVje J [(v); is key independent]}.
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The span of W, xi is a subspace of the span of W,,.

Proposition 4. Let Weo, be a basis for {v € Ker(M) | Vi € Z [(v); = 0]}. Then, the
space spanned by Weor ki, as generated in step four of our algorithm in Appendixz A.2, is a
linear subspace of Weor.

We prove this in several steps via the following lemmas.

Lemma 5. Let V be a basis for the kernel of M, and let V. be a basis for Ker(M./) =
{v| Mg -vT =0T}, where My - v, is the matriz decomposition of the primed ciphertext
encodings ¢'. Let V' be the set of vectors in V truncated to the vy part, i.e., if J is the set
of indices such that (v); is either of the form ajsj or §;, then V' = {({(v);}jes) | v € V}.
Then, span(V’) is a subspace of span(Ve).

Proof. The proof for this is similar as for the ciphertext polynomials ¢, which we have also
proven (via [dIPVA23]) in the proof of Theorem 2. O

Note that, because the span of W, is a subspace of the span of V, we also have that
the span of the truncated vectors of W,e, is in the span of V..

Corollary 3. Let Weor be a basis for {v € Ker(M) | Vi € T [(v); = 0]}, and let WL, be
the set of vectors in Weor truncated to the vy part. Then, the span of W._. is a subspace

of the span of V.

As a result of Lemma 5, we can write each vector in V' = {v},...,v/,} as a linear
combination of the vectors in Ver = {ver 1, ...,V n_, }. The goal is to find linear combinations
of the vectors in V. that span the same space as V', of which we can easily determine
a basis that spans a subspace of span()’) that consists only of key-independent vectors.
We do this by constructing a matrix consisting of linear coefficients such that the i-th
row corresponds to v; and the coefficients c; ; are such that v, = > j CiiVel j- Then, we
consider the reduced row echelon form of this matrix, whose row span is equivalent to the
row span of the original matrix. Additionally, the reduced row echelon form will simplify
determining a basis for the subspace of V' consisting of key-independent vectors.

Lemma 6. Let V' and V. be any sets of vectors such that span(V’) is a subspace of
span(V.r). Let M. denote the matriz in which the i-th row of M,. consists of coefficients
(Ci1s ey Cin,) Such that v} = Zj CijVerj- Let Miyer denote the reduced row echelon form
of Myc. Let Vi be the matriz in which the i-th column vector is v ;, and let Viyer; =
V. -MrTref,i be the vector that is obtained by taking the i-th row of Myt as the coefficients

for a linear combination of the vectors in V. Then, span(Vier) = span(V’), where
Vrref = {Vrref,h "'7Vrref,n’}'

Proof. For simplicity, we also write each row ¢ of M,s as coeflicients ¢; j, so that each
Virefi = O y ¢i jVe j. Furthermore, because the row spaces of Mo and M, are equiv-
alent, we can write each row of M, as a linear combination of the rows of My, i.e.,
(Ci1yenCin,) = Zj € ;(Cj1,.-.,Cjn.), meaning that & ; = >, €; xCx j. Therefore, each
Vector Vyer,; is a linear combination of the vectors in V', i.e.,

Vrref,i = E ei,ch’,j = E €i,kCk,jVc! 5
J gk
_ . /
- €ik Ck,jVe'j | = €i,kV-
k j k

We use this to prove that any ¥ € span(Virer) is also in span(V’), i.e.,

A !
V= E diVyref,i = E die; jV;
% %)
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= (Z dﬁw‘) v,
7 7

50, indeed, ¥ € span(V’). Proving that any ¥ € span()’) is also in ¥ € span(V,,ef) is almost
the same, i.e., we write each row of M. as a linear combination of the rows in M, and
then write each vector v; as a linear combination of the vectors in Viyet. O

By extension, any subset of Vy.f spans a linear subspace of span(V’). From this, it
also follows that Weor ki spans a linear subspace of the span of Weor = {Weor,1, -, Weor,n’ },
as required by the proposition. In particular, this follows from noting that the vectors
in Weor ki are constructed from the same linear combinations that yield Vyyee. That is, if
Viref,i € Viref 1S generated by computing Viper; = » i ejv;, where V' is the set of vectors in
Weor truncated to the vy part, then each vector Weor rref,s = D ; €Weor,j is generated as a
linear combination of vectors in Weor. As such, Weor ki = {Weor rref,1; -+, Weor,rref,n’ } SPaLS
a linear subspace of span(Weo,).

Any vector in spany;(Vyret ki) is key independent. Equipped with Myyer and Viyet, it is
much easier to determine a basis for the subspace of V' that consists of all key-independent
vectors. In particular, we will construct this basis by taking the subset of rows of M, et
(and associated vectors in Vy,ef) that do not depend on the known variables that occur in
the keys but not the ciphertexts. It follows rather easily that the span of the resulting
set of vectors yields a space of key-independent vectors (provided that the coefficients for
each linear combination are key independent). To express a span consisting of only linear
combinations with key-independent coefficients, we use the notation spany;.

Lemma 7. Let V', M., Mot and Virer be as in Lemma 6, and let Vary,. denote the
set of known variables that occurs in the key but not in the ciphertext. Let ' denote the
set indices corresponding to the rows of My tn which none of the entries consists of
known variables in Vary,. or all zeros, and construct a submatric Mot ki 0f Myrer from
those rows. Let Virer ki = {Vivef,i | ©# € L} C Viver consist of the associated vectors. Then,
spat; (Vivef ki) @5 a subspace of span(V’) consisting of only key-independent vectors.

Proof. That span;(Viref,ki) is a subspace of span()’) is trivial, because Vierxi € V.
Furthermore, all the vectors in spany; (Virer ki) are key independent in the sense that none
of the entries of any vector in this span consist of values that are dependent on the variables
in Vargpe. Let O € spany(Virer ki), 1-€., ¥ = >, o7 diVirer,i- By definition of span,;, the
coefficients d; do not depend on the variables in Vary,.. Hence, we only have to prove that
each vector vyer; for ¢ € 7 is key independent. To show this, we use that each vyer; is a
linear combination of vectors in V., which are by definition also key independent. These
linear combinations use the coefficients provided by M,,ct. Because Myef ki considers only
the rows of M, that are key independent, the coefficients are key independent as well.
Therefore, V is key independent. O

Any key-independent vector in span()’) is in spany;(Virer ki)-

Lemma 8. Let V/7 Mlc; Mrrcf; Vrrcf; Varknc; Mrrcf,ki and Vrrcf,ki be as in Lemma 7.
Then, any key-independent vector in span(V’) is also in spany; (Veres ki)-

Proof. Let ¥ € span(}’). Because span(V,ef) = span()’), this means that we can write ¥
as a linear combination of vectors in V.. We show that, in particular, there can be no
nonzero coefficients for the vectors in {Virer; | ¢ € [7'] \ Z A Virer,i # 0}. Suppose that this
is not the case, i.e., let dy, ..., d,  be coefficients such that ¥ = Zz diVyret,; for which there
exists at least one ispecial € [n'] \ Z such that d;, ..., 7# 0 and Viret i, .0 7 0. We know
that Virer; = Y j Ci,jVer ;- Because the coeflicients ¢; ; come from the matrix M., which
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is in reduced row echelon form, we know that, if ¢; ; # 0 for some j, then &y ; = 0 for all
©' # i. Hence, we can write ¥ as a linear combination of vectors in V. :

V= E AiVrref,i = E diC; jver g,
% 0,

so the coefficient for v j is ), d;C; j. Let J denote the set of j for which d;_..., €., ecm,j 7 0-
Note that, for all these j € J, we have that ¢; ; = 0 for all i # ispecial-

Furthermore, because the ispeciai-th row is not key independent, there should be at
least two nonzero entries &;_ ..., i1 Cispeciar,jz 7 0, and there should be at least one entry
that is key dependent. Note that, because the first nonzero entry in the row needs to
be 1 (per the definition of the reduced row echelon form), we cannot scale the row to be
key independent. To “cancel out” the key-dependent entry, we need to cancel it out with
the other vectors in the linear combination ZZ diVrref,i- Let jspecial € J denote the key
dependent entry, is key dependent. Putting this all together, we have

. A
L.e. I Cispecial 7jspecial

~ a ~ a
vV = dispccialCispccial:jspccialvcl)jspccial + dispccial E Cispecial i Ve',j + E : dici’jvc';j'

jej\{jspecial} i#%pecial
j€nN\NT
Note that the coefficient for ves ;... 18 DoW di_ .0 Cio oo opeeiar» Which is key dependent
JJspecia special ClspecialJspecia

and therefore, each nonzero entry of d;_,....;i. ccia1,jepecia Ve! is key dependent. To
ensure that the key-dependent entries are canceled out, the whole vector needs to be
canceled out by the other vectors. However, because the set V. is a basis, all vectors in it are
linearly independent, so this cannot be done. Hence, ¥ cannot be key independent, and as a
result, there can be no nonzero coefficients for the vectors in {Vyyer,i | ¢ € []\Z AVyireri # 0}
for any key-independent vector in span()’).

To wrap up the proof, we note that we have now proven that each key-independent v €
span(V’) is in span(Vyyer xi)- It is relatively easy to see now that it is also in spany; (Virer ki),
because all the vectors in Viref ki are key independent and they are linearly independent.
Via a same argument as above, it must therefore be the case that any key-independent
vector in span(Viref ki) is also in spany;(Vivet xi)- O

»Jspecial

The set Weor ki is linearly independent.

Lemma 9. The set of vectors Weor ki s linearly independent. It is therefore a basis for
{veKer(M) |VieZ [(v);=0]AYjeT [(v); is key independent]}.

Proof. This follows directly from the fact that the set of truncated vectors Ve ki (that
truncates the vectors of Weor ki to the vi-part) are linearly independent. These vectors
are linearly independent owing to the linear independence of the nonzero rows of M,cf as
well as the linear independence of V.. O

B.3 Constructing the basis W, (when |c¢/| = 0)

We now prove that our algorithm in Appendix A.2 works (when |c¢’| = 0).

Lemma 10. Let Weo, be a basis for {v € Ker(M) | Vi € T [(v); = 0]}, and let W.,, be
the set of vectors in Weor truncated to the vi part, i.e., if J is the set of indices such that
(v); is either of the form ajsj or 3, then W = {({(v);}jes) | vV € Weor}. Let Merunc,cor
be the matriz in which each row is a vector in W', and let Miunc, cor rref be the reduced row
echelon form of Miyunc,cor- L€t Mirunc,cor,rref ki 0€ Mirunc,cor,rref Dut with the rows removed
that are key dependent or all-zero. Then, spany;(Mirunc,cor,rref ki) 5 @ key independent and

linearly independent subspace of span(Mirunc,cor) -
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Proof. This follows immediately from the fact that all the rows of Meyunc,cor,rref,ki are key
independent, and that the reduced row echelon form spans the same space as M unc,cor-
By taking a submatrix of the reduced row echelon form, we obtain a (possibly strictly
smaller) subspace. Furthermore, the nonzero rows of the reduced row echelon form are
linearly independent. O

Lemma 11. Let W' and Mirunc,cor rref ki D€ as in Lemma 10, and let v be a key-independent
vector in the span(W’). Then, v € span;(Mirunc,cor rref ki) -

Proof. Let v be a key-independent vector in the span(W'). Suppose that it is not in
span; (Munc,cor,ref ki) ' Then there must be at least one key-dependent row ispecial 0f
Mtrunc,cor,rrcf for which v = Z'L Cthrunc,cor,rrcf,i with Cispecjal 7£ 0 and Mtrunc,cor,rrcf,i is key
dependent. Because M unc,cor,rref 1S in the reduced row echelon form, the nonzero entries
of the row cannot be canceled by the other rows. Furthermore, the first nonzero entry in
the row is 1, meaning that another entry in that row is key dependent. Dividing the row
by the key dependent entry will make the entry that is 1 key dependent. So, v cannot have
any nonzero coeflicients for the key dependent rows of Miyunc,cor,rref- And thus, it must
be in span(Miyunc,cor,rref ki) Furthermore, it must be a linear combination for which the
coefficients are key independent, because multiplying a row with a key dependent scalar
yields a key dependent vector (as it cannot be canceled out by the other rows). Hence,
v E Spanki(Mtrunc,cor,rref,ki)~ 0

Lemma 12. Let Weor ki be constructed as in step four of the algorithm in Appendiz A.2.
The set of vectors Weor i 5 a basis for {v. € Ker(M) | Vi € T |[(v); = 0] AVj €
J [(v); is key independent]}.

Proof. This follows directly from the fact that the set of row vectors Myrunc,cor,rref ki
(that truncates the vectors of Weor ki to the vi-part) are linearly independent. These
vectors are linearly independent owing to the linear independence of the nonzero rows of

Mtrunc7cor7rref~ O

B.4 Completeness of the algorithm

Putting together the results of the previous subsections, we formulate the following
proposition. By proving this proposition, we prove that our algorithm in Appendix A.2 is
complete in that it finds a suitable kernel vector if one exists.

Proposition 5. Let M be a matrix and tv be a target vector that is not in the span of
the rows of M. Let T be a set of indices associated with corrupted variables, and let J
be a set of indices associated with the vy part of the matriz. Let Weor ki be a basis for
{veKer(M) |VieZ [(v)i =0]AVYjeT [(v); is key independent]}. Let W' C Weor ii
be such that W' = {v € Weorki | tv-vT # 0}. Then, if some vector w € Ker(M) exists
with tv-WT #£ 0 and (W); =0 for alli € T and (W), is key independent for all j € J, then
W' #£0.

Proof. Let Weorxi = {w1,...,wy,} for some n € N, and let w € Ker(M) be some vector
such that tv- wT # 0 and (w); =0 for all ¢ € Z and (W), is key independent for all j € J.
This means that W € span(Wgor ki), and in particular, that some coefficients c, ..., ¢, exist
such that W = ", c;w;. If W = 0, then tv-w] = 0. By extension, it then also follows
that tv-wT =tv- (>, cw;)T = > . citv-w] = >0 = 0. This is a contradiction, so it
must be that W' # 0. O
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C Proof of Theorem 3

Proof. To prove the theorem, we look at the (s,s,s)-CPA game first and we will see that
when aux, is not used to generate (non-)lone key variables, then the proof will not require
y to be announced at the beginning of the game.

Let A be an adversary in the (s,s,s)-CPA game with scheme ABE-ISA such that the
(d1,d2) SSSP holds for some dj,ds. Also let d} be the number of non-lone CT variables
that are paired with semi-common variables. Then we show how to use A to construct an
adversary B against the (dy,d}, d2)-spDBDH assumption. To help keep track of the terms
that can be programmed and which need to be canceled, we use colors. We use red for
the terms that cannot be canceled, and blue for terms for which some of the terms can
be programmed but not all. If no colors are used, the terms can be programmed using
known values or terms from the assumption. Furthermore, because the terms “in the
exponent” are substantially large, we will use implicit representation of group elements,
e.g., h" = [r|u.

Simulating the public keys and ciphertexts related to 8. A large part of our
reduction is similar to the reduction in [Ven23], except for the simulation of the public
keys instantiated from B3, the ciphertexts instantiated from ¢’ and the non-lone ciphertext
variables s that are combined with the 8 variables in ¢”. In the reduction, we simulate
these using the terms from the (dy, d}, d2)-spDBDH assumption that are restricted to one

z XyzGi

group, i.e., [xci]D(i), [yc—i}p(i) and [ < ]D(i) (for i #£i"). More specifically, these non-lone

yz

ciphertext variables use [xci]D(i), the public-key variables use [?] () and we use [%

Gt :|D i

to simulate the parts of the polynomial that we cannot cancel out using SSSP. To enabie)
simulation, it is essential that the substitution vectors for the non-lone variables (resp. the
semi-common variables) do not have overlap in the nonzero entries if they are instantiated
in different groups. For example, if s; and s; both have a nonzero value in the substitution
vector in the first entry and they are instantiated in different groups, this is problematic.
Fortunately, we can prove from relatively simple-to-check properties that this follows from
our restrictions on the distributions. In particular, this follows if the non-lone variables
s; are substituted by standard basis vectors 1?1 (which have pairwise no overlap among
nonzero entries). (Note that our algorithms implemented in Section 3.6 yields substitution
vectors of this form and can generally be applied to argue that this property holds if SSSP
holds. Specifically, by applying Theorem 2 twice: first convert the SSSP proof into a
kernel vector and then decompose the vector using our algorithm to obtain an SSSP proof
with the required properties.) Subsequently, the substitution vectors of the semi-common
variables ; have no overlap in nonzero entries if they do not occur together with the
same non-lone variables or in the same polynomials as other products of non-lone and
semi-common variables. This follows from the fact that we can set the (j + 1)-th entry of
B to 0 if s;8; does not occur in any of the polynomials. In evaluating the polynomials
with the substitutions, s;b} = (b]);11, we select the (j + 1)-th entry of the substitution
vector of f. If it is never selected (which is the case when s;b; does not occur anywhere),
then its value does not matter for the correctness of the evaluations and can thus be 0.

Handling multiple challenge queries. We will prove security for multiple challenge
queries via a standard hybrid argument. That is, we let Gy be the game where all challenge
queries are answered with c¢jr and G,, be the game where all challenge queries are answered
with a random element from the target group. To transition from game G, _; to Gy,
we replace cp; of the i’-th challenge query with a random element from the target group.
Each transition can be bounded by an adversary B; against (dy,d},d2)-spDBDH. In the
following, we will describe the simulation of B;:. For better readability, we will write B
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instead of B;; and z instead of x;.

Simulation. Adversary B gets as input the terms from the assumption (cf. Definition 20)
as well as a challenge T'. Let EncB, EncR, EncS be the three algorithms that generate the
necessary substitutions for the variables in the encodings. Adversary B now runs A and
simulates the (s, s,s)-CPA game as follows:

e Initialization: Using oracles INNTMPK, INITCHALL, INITKEY and INITCOR, A
commits to MPK indices Z’, challenge predicates z1,...,xz,, € X, key predicates
Y1, .-, Yn, and a set of indices Zco, indicating corruptions. Adversary B runs Param;
for all i € 7/ and obtains variables (a;, by, 3;) such that the combined vectors «, b,
B (as in the property well-formed parameters, Definition 17) are of length ng, ng,
ny, respectively. We define a;, as, b to be the corrupted subsets of those variables.
B then runs (ai, ...,a,,,b1,...,b,,,B1,...,By,) < EncB(zy, a1, a2, b) to obtain the
necessary substitutions which will be used to compute MPK; when i € 7’ is queried
to MPK.

« MPK oracle: B can basically generate all MPK; at the beginning of the simulation

and then only output those requested by A. It does so by sampling &, bi, and Bj
uniformly from Z, and then it sets

{[ajJGT =elg.m - ] @ (MG, HH>() } ,

i€[da] j€Mnal
B yz (bj)i
Biloes,) = Bilow, - 1] [c] )
i€ldi] - 4205) ) jeng)
(Bk)i;
_ zZ
(o < piow 2] )
icld] LT ©(by) /) kelng)
j€ldz]

Note that when a; € a1, 8; € as and by € b, then the last term is 1 since a, b and
B equal 0. Thus, B can also answer queries to COR for those indices. Note that
[Br]o(,) can be simulated like this because of the restrictions on the distributions,
as well as our argument that s; can be represented by the standard basis vectors.
These ensure that substitution vectors by, for the semi-common variables are nonzero
only in the entries associated with the s; variables that they are paired with. Thus,
these variables can be simulated from the restricted terms in the assumption.

» KeyGen oracle: When queried on (3, y;, aux, ), where aux, has not yet been queried,
we aggregate all y;; with the same aux, to y. If aux, has already been queried, we
have already computed the key and just return those parts that correspond to y;.
Also note that if aux, is empty (or not used to derive (non-)lone variables), then y;
is already the aggregated key predicate y and we do not need to rely on adversary A
to announce it.

To compute SK,, B generates (ri,...,Ip,, 1, ..., Tm,) < EncR(z,y) and 7; €g Z,
for all j € [m1] and programs part of the ciphertext as

{[Tj]so(rj) = [Miloe) - H [ycﬂgf

}J)} o Alkilo (ki) Yicima] 5
j€ldo] j€lm1]
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and implicitly sets

such that

(Kilo (k) = Z 01,4505 + Z 02,85 + Z 8 ;75 + Z 03,i.5,k7jbk

J€[nal J€[ng] J€[ma] J€[m1]
Felm] (ki)

is programmed implicitly as follows:

I 01,i,5
_ yz
> iy = II |brisalow - [] {(aj)ic_ :
Li€na] D(ky)  JEMal ie[da] Dk
_ yz 52,1-.]
Z 62,1,7 3 = II (0255800 [1 [(bj)i Cl ;
i€ o(ky) €] i€ldi] H D (k)
Si_j
. g1\
> don| =TT | [l | TT %) ,
JE m2 Q(kl) ]E[m,Q] IG[d1] N
53,'i,j,k'
;7 Br)ij(ry)
_ — - yZCj/
Z 53,i7j,k7ﬁjbk = H [ijk +T’jbk - ijk]@(ki) . H [C-C{ ‘| ,
j€lma] j€lma] icld] L™ Jok)
ke[ny] D(k;) FKElm] jiJ' €ldz)

where 7; €gr Z, for all j € [mg]. All the terms, including those of the form
[yzcj,/ ] (B )i,i(r;)y
D(k;)

with j # j/, can be programmed using earlier-generated values or

terms from the assumption, except the terms with [C L)( N which are canceled

because of the symbolic property (which ensures that k; evaluates to 09 when all
variables are substituted by their associated vectors and matrices):

i
02,45 ;)i N

[T 0] T I [

j€[ng]i€[d] ki) jE€[ngli€ldi]

D(k:)  jelma] \i€[di] (ki)

03,5,k

(Br)ii(r;);
yz
1| I 7]

je[ma] \ i€ldi] D (ki)
ke[nb] -e[dz]

exp
i
i€ld1] Ci D (ki)

where exp = 3 icp 101i5(a5)i + Xicpn, 924.5(bi)i X jepm, 0is (Bi)i +
2 jelmal kelns]jclds] 933k (Br)ij(rs); = 0.
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e Challenge oracle: Subsequently, B creates a ciphertext for x and sends CT, along
with the challenge ¢y to A. For this, it first runs (So, ..., Swy, 81, s Swys 81, 0, Suy ) <
EncS(z), and it sets (explicitly and implicitly, respectively)

[s510(s;) = Bi]oesy) - [] [(s5)xcilogs)) A =5+ Y ((ﬁj)j : xf)

C
i€[dq] T 1 j€[d2]

jelwn] ') jeqwa)

where 5; €r Z,. As mentioned earlier, [Sj]@(sj) can be simulated like this because the
restrictions on the distributions, as well as our argument that s; can be represented
by the standard basis vectors. These ensure that the non-lone variables that occur
together with semi-common can be simulated from the restricted terms in the
assumption. For all ¢ € [w3], it programs

leioey = | D maisdi+ > ks

j€[ws) je€lwi]
kE[ns) D(ci)
as follows:
o (85); \ M
D Mg = I {messiloe, | 11 [d]
jEfwa] o) j€[w2] j€[dz] 11D ()

M,i,jk

1 (B )i,i(sj)i

ciq

icTwy] j€[w1] i,i’elds
e ey Felml j€lda]

Z M1,i,5,k55 0k = H [gjbk + Sjgkz - gji?k]@(q) . H [xz.ci//
]

where §; €r Z, for all j € [ws]. Furthermore, all the terms, including those of the

C. . . . . .
form {XCZ_C',’ with i # i’, can be programmed using earlier-generated values or terms
idG

i
J

from the assumption, except the terms with {;‘%} , which are canceled because of
(G

T
the symbolic property (which ensures that ¢; evaluates to 092 when all variables are
substituted by their associated vectors and matrices):

. M,i,5(85); . 1,05,k (Br)ii(s5)y . exp
wnl

! ! c

Jj€[ws] j€[d2] 11 9(e) j€[w1] 1 1D(e) j€lda] 1 1D(e)
ke[n)
i€[ds]
j€ldz]

where exp =3~ 1, 11,15 (85)5 X jefwn ] kefny]icldi] Mgk (Br)ij(s;)i = 0.
Furthermore, it programs

/ ! ! Al ~
[ciler = E M1, 0555 + E U2,i,j,j/ﬂj3j’ + E Ni,5535

j€[nal,j’ €lwi] jE€[ngl,j’ €lwi] J€[ws] Gr

for all i € [wy] as follows:

Ny
[xyzCi,}(aj)i(S,/)i/ 1i.d.d

G

) B ) -
Somhaspaisil =TI llegsy + 55 — 5550, - ]
je[na] je[na] ivi/e[dl]

i €[wi] Gy J'€lwnl

Gr
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’
-/

n .
(by)i(s )i 2837

_ ~ _ XyzCys
Z Mo, B85t | = H [Bisir + Bisy — Bisjlg, - H { ,']

G

J€lng] j€[nal i €[d1] Gr
-’G[wl] GT j,em
v 8 7'7;13'
Z nm 8j = H ([Sj}GT : [XyZ}GT> )
jewh) Gr jEwh)

where all the terms, including those with

XyzCir yz¢;
: =e | [xale, | =
G g, % |y

for i # i’, can be programmed using earlier-generated values or terms from the
assumption, except the terms with [xyz]g,, which are canceled because of the symbolic
property (which ensures that ¢} evaluates to 0 when all variables are substituted by
their associated vectors and values):

771 Jindid! /(a )(S"]/>\/ "7;‘%%,/(bj>i(5‘7’)f’ i0d 8, ex
IT bzl T bl T bl = oy2g? =1,
j€nal J€lngl J€[ws]
7' €lwi] 3’ €lwn]
i€[d] i€[d1]

where exp = 3 e, v efurlields) M.’ QiS50 T2 jein,) i cluntielan) Mo (Pa)i(S )i+
Z]G[wz] nwsj =0.

Ciphertext elements ¢” can be simulated similar to c¢. Adversary B programs

[C;ZI]Q(CQ’) = Z M2,i,585 + Z 12,4,k S5 Pk

]E 1,U2 Je[’w1]
ke[nﬁ] Z)(C:L,)
as follows:
N2,i,5
2 it = II {Wissilow | I boalsi)
je[wé] ’}D(c’.’) Je[wé] jE[dz]
N2,i,5,k
(bk)i(s;)i
= A - 5 XyzCy E
2”71,i,j,k5jﬁk = H [Sjﬁk‘FSjﬂk—Sjﬁk]@(Cy). H { =
J€[wa] Jje€[wi] ii'e[d1] (e7)
ke[n] () k€lng]

where all the terms, including those of the form [%}@( " with i # i/, can be
programmed using earlier-generated values or terms from the assumption, except the
terms with [xyz]D () which are canceled because of the symbolic property (which
ensures that ¢} evaluates to 0 when all variables are substituted by their associated

vectors and matrlces) :

12,i,5,kS;b N2,i,;8;5 ex
H [xyz]l( )A . H [xyz}]( ") :[Xyz]@l()cy)zla

Jj€[wi] J€[ws]
k€[ng)
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where exp = Zij,kG[’nﬁ] 7]27i7j7ijbk + Z]G[wé] ﬁQ,i,jgj =0.

Note that the terms of the form {Xyz# can be simulated because we had shown

i L) c
that the substitution vectors for 5 are ncfrfz)(ero in only the entries associated with the
non-lone variables that they occur together with. In accordance with our restrictions
on the distributions, these should occur in the same groups, as well as their associated
polynomials. Thus, all the nonzero products are also in the same group. Lastly, the
challenge is computed as follows:

elg: )M = | Y GE+ D CGugagsy+ Y GuyiBisy

jE€ws] j€nal j€lngs)
j'€fwi] 3’ €lwn] Gr
5 s\
= IT (e, - b2,
JE[wy)
SWRY
r b (ay)?(sj’)i/ ’
_ o xyzcy ]
H [@;sj + a;sj — ajsj/]GT . H <
j€nal iirefdy) - T AGr
j'€fwi]
Co,5.5
r 7 (bi)i(sj’)i’ ’
_ B _ xyzcy |
H [Bjsi + Bisj — 5151’]GT ’ H G
jelna) iireldy) - ' - Gr
J'€fwi]

where, again, most of the terms can be programmed using earlier-generated values
or terms from the assumption, except the following part, which is replaced by the
challenge value T from the (d;,d}, d2)-spDBDH assumption:

05 Cosoyr @)(,0) Cory g7 (o5
1T by TT el o =77,

J€[ws] j€nal J€[ngsl
' €wi] 3’ €lwi]
i€ldq] i€ld1]

where I’ = Zje[wé] Cj§j+Zje[na]7j'e[wl],i€[d1]<aj)i(sj/)i+zj€[n5],j’e[w1],ie[dl](bj)i(sj/)i #
0 because of the symbolic property. Note that this ciphertext component is well-
formed if T' = [xyz]g,., and uniformly random if not.

+ Random oracle queries: If aux, is used to generate non-lone key variables via
the random oracle, then the relevant queries are known to the challenger at the start
of the game and can be simulated accordingly. Other outputs of the form [bg] or
[s;] can also be simulated as described above. When asked for inputs that are not
related to the predicates, B simply draws a random group element.

o Decision phase: Adversary A outputs a guess ¢’ and adversary B outputs the same
bit to its own challenger.

All remaining challenge ciphertexts are simulated as described in the hybrid game. Note
that whenever A distinguishes between hybrid G;/_; and G/, then adversary B solves
(d1,d}, d2)-spDBDH. Hence, collecting the probabilities over all hybrids yields the claimed
bound. O
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D The generic group model and omitted proofs

In the generic group model (GGM), the adversary gets access to the (pairing) group
operations via oracles. Each group element is represented by a unique handle which is
usually a random string or an index in a list of already seen elements. In this work, we will
consider the latter approach which is essentially based on the model by Maurer [Mau05].
The group operation oracle OP takes as input two handles to group elements g and ¢°
and outputs a handle to ¢¢ = ¢g*?. In the pairing group setting, the oracle additionally
takes an identifier indicating whether the operation is performed in group G, H or Gr.
The pairing oracle PAIR takes as input handles to group elements ¢* and A’ and outputs
a handle to g%*. When analyzing a complexity assumption or scheme in the GGM, we
only look at the exponents and simulate via polynomials. This is also sometimes referred
to as the symbolic model. We argue that a certain polynomial cannot be created using
those polynomials that the adversary knows, showing that the adversary cannot win in
the symbolic model. It then remains to show that the simulation using polynomials is
statistically close to the simulation in the GGM. We recall a useful lemma that is often
used in those proofs.

Lemma 13 (Schwartz-Zippel Lemma). Let f(z1,..,2,) be a non-zero multivariate polyno-
mial of degree d > 0 over a field F. Let S be a finite subset of F. Let ay,...,a, be chosen
uniformly at random from S. Then

Pr[f(a1,...,an) =0 < — .

D.1 Generic hardness of (d;,d}, dy)-spDBDH
We prove GGM bounds for our g-type assumption given in Definition 20.

Theorem 5. Let dy,d},ds be positive integers such that dy < dy. Let A be a generic
adversary against the (di,d’, d2)-spDBDH assumption, issuing at most no, queries to OP
and Npair queries to PAIR. Then,

(2d1d2 + 6) . n2

Adv(dud/udz)‘SPDBDH()\) < 7
p

PGGen, A

where n = (Nop + Npair + 3 + 3 max{dids, d1d3}).

Proof. We want to simulate the terms provided by the assumption via polynomials. At the
beginning of the game, the challenger initializes lists Lg and Ly with the generators, i.e.,
Lg[1] = Ly[1] = 1 as well as the terms provided by the assumption. List Lg,. is initialized
with the challenge, that is either the polynomial xyz or an independent formal variable
u. The challenger outputs the indices to the adversary who can now perform operations
via oracles OpP and PAIR. This will add new polynomials to the lists. At the end, the
adversary will output a bit. We want to show that when the simulator uses polynomials
the adversary can only win with probability 1/2. Further, we analyze the probability that
the simulation fails which happens if there exist two polynomials p and p’ such that the
polynomials are not equal, but they evaluate to the same value when assigning random
values to the formal variables.

Bounding the degree of polynomials. Since some of the exponents are rational
fractions, the degree of polynomials may increase when the adversary performs group
operations via oracle Op. To bound the maximum degree of polynomials the adversary
creates (in each of the groups), we view an exponent p as the ratio of two polynomials pq
and pa and compute the degree of p;/ps as max{deg(p;), deg(p2)}.
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We observe that the least common multiple of all denominators of terms is A =
Hie[dl],je[dz] c;cj. That is, the adversary can create polynomials of degree at most dg =
max;{deg(A - pg/)} where pg/ are all the terms (represented as polynomials) provided by
the assumption in group G’ € {G,H}. Since ¢; = ¢} =1 and assuming that D maps at
least one index into each group, we get dg: = (dy — 1)(d2 — 1) + 3. Using the pairing oracle
PAIR, the adversary can further create polynomials of degree at most dg, = dg + du =
2(dy — 1)(de — 1) + 6.

To bound the difference between the symbolic simulation via polynomials and the actual
simulation, we apply the Schwartz-Zippel Lemma. We know that |£*| = |LgULgULg,| <
Nop + Npair + 3 + 3max{dids,d;d3}, where the last term bounds the number of terms
provided by the assumptions. Then an inconsistency occurs with probability at most
(|£2*|) - 0Gr /D, which yields the bound in the theorem.

Symbolic Security. It remains to show that in the symbolic model the challenge bit
is information-theoretically hidden from the adversary’s view. This can be observed by
looking at the combination of terms from the assumption and that no linear combination
allows to recover the polynomial xyz. O

D.2 Proof of Theorem 4

Proof. We simulate the security game using polynomials provided by I'pgs.isa which
describes exactly what is happening in the exponents of master public keys, ciphertexts
and secret keys. The main technical difficulty and difference to previous work lies in
answering adaptive corruption queries. Luckily, our setting allows to handle corruptions
similar to [KPRR23] who analyze Diffie-Hellman assumptions with corruptions. Since in
our case, corruptions can also only asked for group elements created by the challenger,
we do not need to answer arbitrary discrete logarithm queries, which makes the proof in
[BFP21] more involved. So instead of applying the Schwartz-Zippel Lemma once, we will
use it after each corruption. We will now describe the simulation in more detail.

At the beginning of the game, the challenger initializes lists Lg and Ly with the
generators, i.e., Lg[l] = Lyx[1] = 1. List Lg, is initialized as empty. The challenger also
picks a random bit ¢ to simulate challenge queries.

The adversary A now gets access to all oracles of the game, as well as GGM oracles
OpP and PAIR as described above. When A queries MPK(7), then Param; is run and the
monomials are appended to the corresponding lists and the new indices are provided to
A. Similarly, when CHALL or KEYGEN are run, the polynomials are also appended so
that they can be used to compute new group elements. If a polynomial repeats, the list
is not extended, but A is given the index where this polynomial is stored. During these
queries, the challenger may also create new formal variables representing group elements
that are generated via hashing in the actual scheme. The adversary can ask for their
handles by querying the random oracles. If the random oracles are queried on inputs that
have not been used yet, a new variable is appended to the list and its index in Lg (or Lg)
is returned to A.

Simulating corruptions. So far, the simulation happens on a symbolic level only.
However, during a corruption, the challenger will have to assign a value to the formal
variable that A asks to corrupt. The challenger thus draws an element uniformly from Z,,.
This might reveal an inconsistency in the simulation. For example, consider a corruption
of a formal variable b, representing a group element in G. Whenever there exist two indices
i, 1 such that Lgi] # Lg[i'], but (partly) evaluating the polynomials on b €y Z, results
in Lg[i] = Lg[i']. In this case, the challenger will abort. Luckily, since b is uniform, we
can bound such an inconsistency using Lemma 13. For this we look at the combined list
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L* =L ULy ULg,. Note that due to the structure of I'pgs 154, polynomials in Lg and
Ly have at most degree 2. Thus, polynomials in Lg, and £* have at most degree 4. We
let ¢; = |£*| be the length of £* at the time the first corruption query happens. Then the
challenger will only abort with probability (521) : %. If no such inconsistency has happened,
the challenger updates all lists by (partly) evaluating the polynomials on the corrupted
values and proceeds with the simulation. Subsequent corruptions are handled in the same
way. We define /; to be the length of £* at the time of the ¢-th corruption. In order to
avoid overcounting, we want to make use of the fact that we already know that there
are no collisions in the previous ¢;_; entries. We can thus bound the probability of the
challenger aborting on the t-th corrupt query by ((ét_é]‘”) Flq- (b — 1)) - %, We will
look closer at the overall abort probability and the polynomials stored in the final list £*

in the next paragraph.

Applying the SSSP. Finally, A returns a bit §’. We will apply Schwartz-Zippel one last
time, now choosing random values for all remaining formal variables. Let ¢ := ¢, .+1 be
the length of £* at the end of the game. Then, the probability of the challenger aborting
at any time during the game or after the final assignment is bounded by

> <(£t+12 gt) + 4 (Ler — &))) % < 422 .

te [ncor]

We still have to argue that the probability that ¢’ = ¢ is exactly 1/2. Note that if the
adversary violated the predicate in any of its queries, the challenger returns a random bit,
SO we can now restrict to an adversary that does not violate the predicate. In order to
argue that J is independent of the adversary’s view, we will use the SSSP and in particular
the fact that it implies strong MK-MC security under corruptions by combining Theorems 1
and 2. Observing that before the final assignment we have £* C span(pan), where pay is
as defined in Definition 12, we conclude that Pr[¢’ = §] = 1/2.

Further, we can upper bound £ by (2 +nmpk| MPK|4+n.|CT| +nk |SK|+72p0 4+ Top + Npair ),
where | - | denotes the maximum length of that instance queried by A, which yields the
bound stated in the theorem. O

E Existing pair encoding schemes

We review several existing pair encoding schemes from the literature and define explicit
molds for those so that we can instantiate them with the ISABELLA compiler. In this
section, we instantiate the pair encoding schemes with one overarching ¢’ that also covers
¢” to simplify proving security (see Remark 2).

E.1 Decentralized large-universe ABE based on RW15 and AC17

We give a description of the PES that was given in [Ven23], which is based on the
Rouselakis-Waters (RW15) [RW15] scheme and uses the multi-use techniques by Agrawal
and Chase [AC17b] to speed up the decryption algorithm. For this scheme, we define the
multi-use mapping 7: [n1] — [m], which maps the rows associated with the same attributes
to different integers, i.e., m = max;ep,,1[p~*(p(j))|, and 7 is injective on the sub-domain
p~1(p(5)) C [n1]. Let S be the set of authorities in the first entry of the attributes in S.

Definition 21 (Decentralized large-universe CP-ABE from FDH). Let U denote a universe
of attributes and let n,,. denote a number of authorities. We define a PES-ISA for
the predicate Pya-cPomu: Ama X Yuma — {0,1}, where Xya = {(A,p,5,7) | (A,p) €
XcPobasics P: [n1] = [Naut], 7 i a multi-use map} and Yya = {S | S C [naut] X U}.
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e Param(U) — (na,m, @, b): Let {A;},,,,] be the authority identifiers, and nq = naut
and np = 2naut + |U|, o = ({O‘l}ZE[nauc]’ and b = ({bl’b;}lE[naut]a {00 ateeur)-

o+ EncKey(S) — (mq, ma, k(r, #, @, b)): Weset my = |S|+1, my = 0and k = ({{k1,; =
a; + reipby + by, ko (1at) = le;/tt}(l,att)es)-

o EncCt(A, p,p,7) = (w1, wa, wh, car,c(s,8,b),c'(s,§,a)): Weset wy =m+ny, wy =

no—1,wh =ne—1,epy =8, ¢=({e1,; =y +85b50j), C2.5 = Sjb/ﬁ(j)+3,T(j)b;)/(j)}j€[n1])

and ¢’ = ({¢j = Aj + a(j)sj}jem)), where Nj = A;j18+ 37,01 AjrDr and
My = Zke[2,n2] Aj k0

Supporting unbounded authorities. The use of n,,; to denote the number of au-
thorities is purely syntactical and for simplicity of notation. Instead of mapping the rows
and attributes to the interval [n,ut], we can also map to our authority identifier universe
AZD. The proofs extend readily to this notational change.

Full-domain hashes and distributions. We set F (b)) = (1,att) for all att € U/ and
F(reip) = (2,GID). Furthermore, any distributions that take correctness of the FDHs into
account is suitable. For our concrete instantiations below, we optimize the distribution
of the keys and ciphertexts so that encryption and decryption efficiency are optimized
(following the ABE Squared approach [dIPVA22]). Almost all ciphertext components can
be placed in G, except s} for £ € [m], which needs to be paired with ks .+ and contains a
common variable that is generated via an FDH and must thus be placed in G. For the
scheme instantiated with the Ven23 compiler, the ¢’ encodings need to be placed in G,
while with the ISABELLA compiler, we can move those encodings to ¢’/ and instantiate in
G. (Note that we have to place it in the same group as s;, which is in G.)

SPM for multi-authority support. We can define a split-predicate mold for multi-
authority CP-ABE for the scheme above. In particular, we define a sub-predicate space
Ysa1 = {Si € Ycop-basic} for authority I € [naui] of the key predicate space Yva. We
define the aggregation function as Aggy., 7 ({Sihies’) = {(l,att) [l € J',att € §;} (with
J'" C [naut]). The sub-predicate spaces are connected together with aux, = GID. The split
algorithms are indexed in I € [naut:

° SplitParaml (u) — (al = Oél, IBl = ®7bl = (bl7 b;, {b;tt}atteu));
o SplitEncKey,(S;, GID) — k; = (k1 = ay + raioby + rib], {2, (1atr) = Tibl farees,)-

We can also generate {bl, fatrers in a separate instance of SplitParamg, but note that we
would have to alter our multi-authority construction in Section 6 accordingly to support this,
and since these variables are generated via an FDH, this distinction is purely syntactical.
The effect of corruptions is as explained in Section 6.1.

Instantiation with the Ven23 and ISABELLA compilers. To illustrate the effec-
tiveness of our framework, we also give concrete descriptions of this scheme with the syntax
for multi-authority ABE. The instantiations of the PES-ISA in Definition 21 with the
above descriptions is in Fig. 2, which describes the scheme generated with the ISABELLA
compiler, with differences highlighted when the scheme is instantiated with the Ven23
compiler. We provide further evaluation in Appendix G, comparing the schemes also to
RW15 [RW15] and AG21 [AG21].
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GlobalSetup(1*). Pick a pairing group PG := (G, H, Gz, p, e, g, h) and hash functions Hy: U — G
and Hy: GZD — H. Define GP := (PG, Hy, Ha).

AuthoritySetup(GP, A;). Pick §;,b;,b) € Z,. Compute the master public key of authority A; as

MPK 4, == (GP, A; = ¢”', By = ¢, B] = ") .
Let MSK 4, := (8, by, b)) be the master secret key of authority A;.

KeyGen(A;, MSK 4,,GID,S4, € Uy,). Pick 1, € Z,. Compute

Koy = h" K1 = h% - Hy(GID)" - h7i%i Ky a = Hy (att)"
for each att € S.A;,- Output SK.A;,GID = (K()yl, KlJy {K2A,att}attESAl )

Encrypt({Al, MPKA[}IGﬁ([nl])u (A7 P, ﬁ, 7’)) Let MPKAZ = (GP7A[7 Bh Bl,) Pick 5 €ER Zp, S ER Z;’l,

s'€r Ly, v,v' €r Z>~'. For £ € [m] and for each row j € [n;] compute

Che = h* Caj = g% Csj = g" - By,
Caj = (Bjy;)™ - Hi(p(5)) Csj=9" - A,

where \; = A;(3||v)T and p; = A;(0|v')T. Further, compute K :=e(g,h)* and output (K,CT)
with CT == ((C1,0)eepm), (C2,5, C3.5, Ca 35 Cs.5) jena))-

Decrypt({Ai, MPK 4,, SK 4, 6Ip }1e5(s), CT). If S satisfies (A, p, p, 7), there exist constants {e;}jer
s.t. ZjeT 5jAj = (1,07 .. ‘,O), where T = {j S [17,1} | [)(j) S S} Let KA[.,GlD = (KO,Z,KLZ,KQ@H).
Compute

7= e( IIc: h) 11 e( [ier o=t Cis KOJ) ¢ (HJET s H2(G'D)>
jer 1€p5(S) e(Ha’eT,ﬁw(j)):l Cls KU) eem e (Ha‘er,rm:z Kszpuwclv’v’)

and output M = Cy/Z.

Figure 2: The decentralized CP-ABE scheme for monotone span programs (A € Zj+*"2,
p:[n1) = U, p: [n1] = [Naut]) based on the PES-ISA in Definition 21, instantiated with
the ISABELLA compiler. Let ps: & — [naut] be the function that maps each attribute to
an authority. We further define m = maxc,,]|p(j)| corresponding to maximum number
of times an attribute is used in A, and 7: [n1] — [m] maps each row that is associated with
the same attribute injectively in [m], i.e., for j # j’ with p(j) = p(j'), we have 7(j) # 7(5).
We have highlighted the differences between this instantiation and the Ven23 instantiation
in red.

E.2 ABE with attribute-wise key generation based on RW13

We give the PES for attribute-wise key generation (based on the CP-ABE scheme by
Rouselakis and Waters (RW13) [RW13]) as specified in [Ven23]. Via our framework, this
scheme is adaptively secure in GGM. In contrast, this scheme was only statically secure in
[Ven23].

Definition 22 (RW13 with attribute-wise key generation). We define the PES-ISA for the
predicate P: Xcp_pasic X Ycp-basic — {0, 1} that will support attribute-wise key generation
as follows.

o Param(0) — (ng,np, a, B,b): We set n, =1, ng =0 and n, = 4, where o = «, and
b = (b, by, b1).
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o EncKey(S) — (mq,mo, k(r,t, a0, 8,b)): We set my = |S| + 1 and my = 0, where
k = ({k1 = a+ rapb, karr = raipb’ + rae(bo + Tateb1) }arres) such that zay is the
integer representation of att in Z,.

o EncCt(A, p) — (wy,ws,wh,car,c(s,§,b),c(s, 8, a, B),c’(s,§,8): We set w; = ny,
we =ng — 1, wh =0, cpr = as,

c=({ery =Aj+ 5005 = 55(bo + p(7)b1) iepn)) »

and ¢/ =c” =0, where \; = A; 1sb+ Zkep,m] A 1 0g.

Full-domain hashes and distributions. We set F(rgip) = (1, GID). Furthermore, any
distributions that take correctness of the FDH into account are suitable.

SPM for attribute-wise key generation. We can define a split-predicate mold for
CP-ABE with attribute-wise key generation for the scheme above. In particular, we
define a sub-predicate space YV, = {att} for each att € U of the key predicate space
YopP-basic- We define the aggregation function as Aggkoyvs({att}attes) =S8 (with S CU).
The sub-predicate spaces are connected together with aux, = GID. The split parameter
generation has only a single instance and the split key generation algorithm is indexed in
0 and att € U:

« SplitParam,(0) — (=, 8 =0,b = (b, V', by, by));
 SplitEncKey, (0, GID) — kg = a + rgipb;
o SplitEncKey . (att, GID) — Kae = raipb’ + 7ate(bo + Zareb1).

F New pair encoding schemes

F.1 Decentralized large-universe KP-ABE from FDH

We give a new decentralized KP-ABE scheme, which allows the encrypting user to determine
for which authorities the decrypting user needs to have secret keys. Not only does this
give the encrypting user more control over the authorities they “trust”, this also makes the
scheme more resilient to authorities joining and leaving the system. In contrast, existing
schemes such as [Cha07, CC09, LHC™11] fix the set of authorities used in the system upon
setup.

The predicate Pya-kp-aBg: Ama X Yva — {0, 1} is defined over the ciphertext predi-
cate space Xva = {(S,84) | S CU,S4 C [naut]}, which denotes pairs consisting of one
attribute set and one authority set, and the key predicate space Yya = {{(A4, pl)}leg;‘ |
S’y C [naut], (A1, p1) € Ykp-basic }, which consists of a monotone policy (Ay, p;) for each
authority ! in some set of authorities §4. The predicate evaluates to true if, for each
authority [ in the ciphertext authority set S4, the key policy (Ay, p;) is satisfied by the
ciphertext attribute set S. (By extension, we need it to hold that S4 € &)

Definition 23 (Decentralized large-universe KP-ABE from FDH with flexible authority
choice). Let U denote a universe of attributes. We define a PES-ISA for the predicate
Pya-KP-ABE: XAva X YMA — {0,1}, where Xya = {(S,SA) | SCU,S4 C [naut]} and
Iva = H{(Aup)hes, | Sa € [aut]s (At p1) € Vkpobasic}. The predicate Paa-xp-aBe
evaluates Pya kp-aBe(2,y) = 1 with x = (§,84) and y = {(Al,ﬁl)}les;\ iff S4 € 84 and,
for all [ € S4, the set S satisfies (Ay, py).

e Param(U) — (na,np, a,b): Let {Ai}igln,,,) be the authorities, and ny = naue + 1
and ny = nau + U], @ = ({}iema.), and b = ({bi}icina s 0ot fateeu), where U
denotes the universe.
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« EncKey(A) — (m1,m2,k(r,#,a,b)): Parse A = {(Ay, pi) bies, with Sy C [naut]
and Al € Z;Ll’lxnz’l. We set mp = Zl nir, Mo = Zl na.i, k = ({ij = )\l,j +
rib, iy hes iemma), where Ay = Ay ja(au +reibi) + D ke(n, ) Ak Ok

o EncCt(S8,84) — (wi,wo,wh,cpr,c(s,8,b),c'(s,§,a)): We set wy = 1, we = 0,
wh =0, ey = ZLGSA ays, where S4 C [nau], and ¢ = ({c1,, = sby + v, Care =
sbl Hesa attes), such that vy, = _ZIGSA\{lmaX} v and ¢’ = 0, where [« =
maxies l.

Full-domain hashes and distributions. We set F(b},,) = (1, att) for all att € U and
F(rep) = (2,GID). Furthermore, any distributions that take correctness of the FDHs into
account is suitable. Note that we can support a more efficient instantiation by moving the
a variables to 8 and the ¢’ polynomials to c¢”.

Split-predicate mold for multi-authority support. We can define a split-predicate
mold for multi-authority KP-ABE for the scheme above. In particular, we define a sub-
predicate space Ysa1 = {(Ay, p1) € Vkp-basic} for authority I € [naut] of the key predicate
space Vya such that Aggkeyﬁs;\((Al, p)ies,,) = {(Ar, m)}iesy, - The sub-predicate spaces
are connected together with aux, = GID. The split algorithms are indexed in I € [nau):

o SplitParam;(U) — (o = oy, B = 0, by = (br, { Ul Fatecur));

* SplitEncKey; (A, p1), GID) — ki = ({kj1 = Avj 4750, 5y Yiena)-

Pair/correctness. We show how the Pair algorithm functions by “simulating” decryp-
tion. If A |= (S,54), this algorithm determines, for all l € Sy C Sy, T = {j € [n1,] |
pi(j) € S}, and {e,; € Zp}jer, so that ZjeTl e1;A1,; = a; + raipb; (Definition 1), and
computes

Y ey (s ki — Ajarap - e = i o)
leSa
J€[n1 4]

/

/
= E €l,j ()\l,js—krj,lsbm(j) —Al’jleQDsbl _Al,j,lT'GID'Ul _erbpl(j))
leS4
J€ln,;)

= E erj (Mjs — A jarcinsb — Aij1rcipvr)
leSa
Jj€lni ;]

> (o1 + raib)s — rapsb; — raipvy)
leSa

= Z (cus + reipv) = Z Qs

leSa lESA

Corruptions and FP.,. The predicate for our scheme is expanded upon corruption of
authorities in the following way. Let € C [n,,¢] denote a set of corrupted authorities and
consider = (§,S8.4) and y = {(Ay, pi) hiesy,- Then Peor evaluates true if S satisfies (A, p1)
for all I ¢ €. (For [ € €, the adversary can generate the required key material to satisfy it.)

Security. We prove that the PES-ISA satisfies SSSP.

Lemma 14. The PES-ISA in Definition 23 satisfies SSSP.
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Proof. We set d; = 1 and da = |Sa \ €|. Let € C [nay] denote some set of corrupted
authorities.

e EncB(S,84) = ({ar, Bi}icna): {Bhit fateeu), where a; = 0 and B; = 091742 for all
[ € €U [naut) \ Sa. Let lnax denote the highest entry in Sy \ €. We set:

dy xd dyxd
{ar=1thesave:  {Br=—11""}cs \(uftmuy » 1Bae = 07" %} s

Blmax = Z 1;11><d2 ’ {B;tt = Z 1?1Xd2}att¢8 .
leSa\(€U{lmax}) l€[naut]

EncR((S,84),A) = (rep, {rjihies,, {Vikhies, ke2ns,))- Then we have two cases:

Sa C Syand Sy € 8. If Sy € 8y, we assume without loss of generality that

I € S4\ € is such that (A, p;r) is not satisfied by S (which must exist because the

key predicate does not satisfy the ciphertext predicate). Assume that I’ is not the

highest entry lmax. (The proof is similar for when I’ = l,,ax, because we set w; to be

1 for all I #I".) Then, let {w;},cs,\e¢ be such that w; = 1 for all | ¢ {lmax, !’} and
r_

—d
/ 2
rciD = E wzll ,

ZGS.A\(Q:U{lmax})

—d .
{rj,l’ = Z Azgj,k(Wz')kll/Q} , vk = (Wi )kt eei2mg o 5
J€ny /]

kG[TLQJ]

{rji=0"} ey {Vir = Ohiesr iy
je[nl,l/] kE[2,n2,l]

and the vector wy is such that (wy); =1 —wj, and A ;w], =0 for all j € [nq/]
with pp(j) € S.

If S4 & &, then there must exist some I’ € S4 that is not in & and € (or we
again have the case that there is some !’ such that (A, py/) is not satisfied by S, in
which case we can fall back on the first part of the proof). Assume, without loss of
generality, that I’ # lnax. (The proof is similar for when I’ = l;x, because we set w;

to be 1 for all I # I".) Then, let {w;};es,\¢ be such that w; =1 for all I ¢ {lnax,!'}
and wy, =|S4\ €| — 1.

y=d2 ~da N
rGip = > wil® . {rju=0"}es, 5 Yk =0}ies,
1€SAN\(C€U{lmax}) J€[ny ] k€[2,n2,]

EncS(S,84) = (8, {Vi}ies\{imax} ), Where s =1, v; = 0% for all | € € and v, = T?Z
foralll € Sao\ (€U {lmax})-

The proof verifies correctly, i.e., filling in the substitutions in the polynomials yields

all-zero entries, and c) is substituted by a nonzero value, i.e., ZleSA ais ¢ |Sal # 0. For
the keys with S4 € Sy, we have, for all I € S’y N (€U ([naut) \ Sa)) that

ki = Ao +repb) + Z Avgrtne | + 100,
k‘€[2,’ﬂ211]

—d
Apja(0+0"®rap) + 3 A0 | + B, ;)07 =0,
k€[2,n2,]
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forl € Sa\ (CU{l'}), we have

kji=| Aij1(cq +repb) + Z Avjrtue | +rab, ;)
ke[2,n2]

Ay |1+ —1fxd S wfT )|+ YD Aao) +b),)0"
1€8A\(€U{lmax }) ke(2,n2,]

= Al_’jyl(l — w{) = Al,j,l(]- — 1) = 0,

and for I’, we have

~ /
ko = | Avgalow +rapbe) + ) Avjubvs | +rieb

P (5) :
k€[2,n2,]
—d
Ap o [ 1— 157 > wI* | |+ > Avjr(wi
1€SA\(CU{lmax}) ke[2,n2,]

—d
+B;’z/(j) § : Al';j,k(wl/)klllz
ke[an]

—d
= Al’,j,l (1—’[1}[//) + Z Al’,j,k(wl’)k —I-B;)l/(j) (Al/’j(wl/)Tll/Q)
ke[2,n2,]

—d
= Z Al',j,k(wl/)k +B;)[/(_7) (Al/,j(wl’)Tll/2> .
ke[na,]

If pir(§) € S, then we have that

—d —d
5 o) (A ) =04 08 (o TEE) 0.
ke[na ]

It pir(j) ¢ S, then

—d
> Avjr(wi)k + B, () (Al’vj (Wl’)Tll'Q)

k€[na ]
—d
= > Apjrwe)e — Y 1xe (Al’,j(wl’)Tll’z)

ke[na ] l€[naut]

— Al',j<wl’)T — Al/,j(Wl’)T = O .

Verification of the keys with S4 Z S’y such that there exists I’ € S4 that is not in &’y and
¢ is similar.
For the ciphertext polynomials with [ € S4 \ €, we have

c1, = Sbl + v 1- (—1;11><d2) —I-I;lz = —I}b +I§lz = 6d2.

Forl € S4N €, we have

1= sb+u ¢ 1-0m%¢ 49" =%
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For the other ciphertext polynomials, we have

—d
Catt = Sb;tt . 1.0%xd =%,

O

F.2 Completely unbounded decentralized CP-ABE with negations

We give a decentralized large-universe CP-ABE scheme that supports negations in a
completely unbounded way. This is in contrast to existing such schemes that support
negations [AG23, Ven23], which are bounded in the number of key attributes that can
be issued per authority [AG23] and the number of re-uses of the same label in the keys
[Ven23]. To achieve this, we generalize the decentralized variant of the TKN20 [TKN20]
scheme in [Ven23, §5.1] to the unbounded label-use setting (in both the key sets and
ciphertext policies). We do this by leveraging the techniques in [Att19], which binds each
attribute within a label together with an AND-statement. In this way, the comparison
with the negated attribute (within the label) needs to be done for each attribute with that
label. Our SSSP proofs below can be seen as a generalization of the proof for the bounded
version to the unbounded setting. (Although we note that our proof uses considerably
much more “layering” of matrices than the bounded scheme in [Ven23, §5.1].)

The predicate for our scheme is the multi-authority variant of the single-authority
predicate denoted as Poponot : XcP-not X Yopnot — {0, 1}. That is, compared to the basic
CP-ABE predicate, the policies are extended with a mapping that represents negations
o' and mappings for the labeling pjap, and the sets also come with a similar extension
to support labeling. In the scheme, we represent the elements in the set as tuples, i.e.,
S C [naw) X L xU = {(I,lab,att) | A, € ATID,lab € L,att € U}, and we denote the
subset managed by authority [ as S; = {(lab,att) | (/,lab,att) € S}. We do this to
simplify notation. To evaluate the predicate Pya-cp-not(Z,y) to true, it must hold that,

fBI‘ r = (épvplapbbaﬁ) and Yy = 87 and for T = {.] SV | (plab(.])7p(.7)) € Sﬁ(])} and
T = {] e v ‘ (p|ab(j),p(j)) ¢ Sﬁ(j) A El(p|ab(j),att) S Sﬁ(j)}, there exist {€j S Zp}jeTuY

so that 3y €A = 3.

Definition 24 (Completely unbounded decentralized large-universe CP-ABE with nega-
tions). Let £ denote a universe of labels and let n,,; denote a number of authorities. We
define a PES-ISA for the predicate Pya-cp-not as follows.

o Param(L): Let {Ai}},,,,] be the authorities. On input the label universe £, we set

Na = Naut and_ ny = (2 + 4|£|)nautv where a = {Oll}le[ ] and b = ({blv Blv {bl,lab,Oa

Naut

b1 lab,15 D1,1ab,05 b1 lab, 1 Flabe £ } i€ [naui])-

o EncKey(S, GID): We set my = 2|S|+ 1, ma =0, and
k= ( {F1,1,(1ab,att)y = o1 4 rei0br + 713t (bijab,0 + Tatebijab,1),

k211ab = a1 + 7GIDb; + 1 1abb1lab, 15

ks 1, (1ab,ate) = T1ate(Dr1ab,0 + Taeebitab,1) } ) 1 aee)cs )

where §; = {(lab, att) | (I,lab, att) € S}, and 7y 1. = Z(mb’,att)es,:lab':lab Tl ate and
Zatt is the representation of att in Z,.

o EncCt(A,p, 5,0, piab): We set wy =mnq, wy =ng — 1, wh =ny — 1, cpy = 8§,

€= (‘{Clu‘ = 1 + 53055, €25 = 55 (05100100 T To()) V() o)1) s
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{evs =i +5050)s 2.5 = 55 (05(3).p().0 + (1) 0 ps(i) 1) } e m )

and ¢ = ({¢j = Aj + ()85 jelna))s Where Aj = Aja8 + 3 e, Ajr0s and
i = 2 gene) Aikly, and ¥ = {j € [m] | p'(j) = 1} and ¥ = [n1] \ ¥ (i.e., the set
of rows associated with the non-negated and negated attributes, respectively), and

s = ({8j}n])-

Supporting unbounded authorities and sharing attribute universe. The use of
Naut t0 denote the number of authorities is purely syntactical and for simplicity of notation.
Instead of mapping the rows and attributes to the interval [n,ut], we can also map to our
authority identifier universe AZD. The proofs extend readily to this notational change.

Pair/correctness. We show how the Pair algorithm functions by “simulating” de-
cryption. Let & = {(lab,att) | (I,lab,att) € S}. If (A,p, 5,0, pb) E S, this algo-
rithm determines T = {j € ¥ | (pab(j), p(4)) € Spin}, T = {j € ¥ | (pab(4), p(4)) &
Spig) N Ipiab (), att) € Sy} and {e; € Zp}, v 5 so that 3o,y 5€;A; = § (Definition
1), and computes

Z ch; - ZEjsjklvﬁ(j)»(ﬂlab(j)’p(j))

JETUT JEY
+ ) e (et + 7)) C2.5) — D €5 (5iK2,5(7) () — TGIDCL;)
JeET ]ET

Y 3 T5(j),ateC2,5 — Sa"f&ﬁ(]‘),(p.ab(j),att)) .

il . Tatt — Tp(j
JET (pab(d)at)ESH () P@)

Full-domain hashes and distributions. We set F(b; ab,;) = (41 + 4, (A;, lab, 1,%)) and
F(brjabi) = (4l +i+2, (A, 1ab,0,4)) for all | € [naui],i € {0,1},lab € £. We further set
F(reip) = (2,GID). Note that we can support a more efficient instantiation by moving the
« variables to 8 and the ¢’ polynomials to c¢”.

SPM for multi-authority support. We can define a split-predicate mold for multi-
authority CP-ABE for the scheme above. In particular, we define a sub-predicate space
Ysa1 = {Si € Vcp-basic} for authority | € [nay] of the key predicate space Yva. We
define the aggregation function as Aggy.. 7 ({Si}ies) = {(l;att) |l € J';att € S} (with
J’ C [naut]). The sub-predicate spaces are connected together with aux, = GID. The split
algorithms are indexed in I € [nautl:

o SplitParam; (U) — (cy = ay, B = 0, by = ({b1,1ab,05 bi,tab,15 b1 1ab,0s D1 jab,1 Haber));

« SplitEncKey,(S;, GID) — k; = ({k2,1,1ab = cu + rGipbr + 71, 1abbi 1ab,15
K11, (1ab,atty = 1 + 76001 + 71 att (b1 1ab,0 + Tattbr 1ab,1),

k3.1, (1abatt) = T1,ate (Bl lab,0 + Tattbi 1ab,1) } (1ab,att) s, ) -

SPM for MA-ABE and label-wise key generation. We can define a split-predicate
mold for multi-authority CP-ABE with label-wise key generation for the scheme above.
In particular, we define a sub-predicate space Ysa 11ab = U for authority I € [na,] and
label lab € £ of the key predicate space Yya. We define the aggregation function as
Aggkey,J/({Sl,lab}(l,lab)ej’) = {(lv lab, att) | (Za lab) € j/a att € SlJab} (Wlth J’ C [naut] X'C)
The sub-predicate spaces are connected together with aux, = GID. The split algorithms
are indexed in (I,lab) € [naut] X L:
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o SplitParam,(U) — (c = ay, B1 = 0, by = ({b1,1ab,0, bitab, 15 01, 12,05 Ui lab,1 Haber));

o SplitEncKey; 1ap) (St ab, GID) = Kijab = ({k2,1,1ab = i + 761001 + T11abD1 lab.15
K11, (1ab,atty = 1 + Taipbr + rl,att(bl,lab,o + Tatei 1ab,1),
k31 (1ab,att) = T1att (D1,1ab,0 + Tatthi lab,1) fattes, ) -

Security. We prove that the PES-ISA satisfies SSSP.
Lemma 15. The PES-ISA in Definition 24 satisfies SSSP.

Proof. We set di = ny and ds = ((n1 +2)|piab([n1])| +1)n2 + 1. Let € C [n,y4] denote some
set of corrupted authorities. We also use a special notation from e.g., [VA22, Ven23, VA23]
for the column indices that makes the relationship between the input indices and the
columns of the substitution matrices clearer. In particular, we map the tuples (1, k),
(2,7,k,1ab), (3,k,lab), (4,1), (5,k,lab) injectively in the interval [d2], where j € [n4]
are the rows of the policy matrix, k € [ns] are the columns of the policy matrix, and
lab € piap([n1]) are the labels that occur in the ciphertext policy.

o EncB(S) — ({alyBlyBl}le[naut] {Bi,1ab,i» Bitab,i Habe £,ic (0,1} Jic[nan,]); Where a; =
0% and Bl,Bl,Bl lab, Z,Bl lab,i = 0%1%d2 for all € € and i € {O 1} and let v € an
(with v; = 1) be the vector orthogonal to each row j € 5~ !(€) associated w1th a
corrupted authority. For all | € [nayu] \ €, we set:

d
a; = E Aj,k’ukljl ,

jer (1)
ke[nz]
dy xd d ds
b= S (s eealih) Y Al
jep HHNw, ]Eﬁ_l(l)ﬁ\llo
ke[2,n2] k€[n2]
Bi= > Afk(ldlxm *”kldl(fcﬁ) - > Auwlflsy,
jep~ (HNTo jep  (HNTy
ke[2,n2] k€[ns]
dy xds dy xd
Bijabo = Z —Tp(j) A k1] (>2<,jklab) + Z Aja’flj,l(;kz,lab) ’
JEATHI)NT1Np,' (lab) FEATHWNT1\pp,' (Iab)
k€[na] k€[n2]
5 dy xd
By lab,0 = Z _'rp(j)AJ klj (2, j2]€ lab) + Z AJ k1, 1(? kzlab) )
€A )NToNp, (lab) J€ATH()NWo\py,, (lab)
k€ [ns] k€ [ns]
Biab1 = Z Aj, kl? (;? k,lab)
Jj€PH)NT1Np, (lab)
kG[TLQ]
5 dy xd dy xd
Bijab,1 = Z Aj, k1j1(>2<j2k lab) + Z Aj, kljl(;( k2|ab) )
j€p™ (NToNp,' (lab) J€AH()NTo\pp,, (lab)
k€[n2] k€[n2]

where Wo = {j € [m] | #/(j) = 0} and W = {j € [mi] | #(j) = 1).
. EHCR((A7 P, ﬁ7 p/, plab)v S)

— (raip, {I'l,amfl,att}(l,lab,att)es)» where

—d —d
rap = Ty — D welify
k€[na]
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. wkl(z,j k,lab’) 1
Tlatt = S — WeL(3,k,0ab") | >

— Latt —
lab’€xrae | €T, 1Np, (1ab") TeD ke

k€ [n2)

_ —ds —ds —do
Tl ate = E W | 13k 1ab) — Tattl(5 k 1ab) + E 1o ke | >
lab’ €x1,ate JET; oNp~1(att)
ke[nsa]

and xpae = {lab | (lab,att) € S}, Tin = {j € [na] | p(4) = LA P(j) =
(Prab(5), p(3)) ¢ Si}, and Yoo = {j € [m] | () = 1A p'(4) = 0 A (pian(4), p(4)) € 51}7
and the vector w is such that (w); = —1 and A;wT = 0 for all j with p/(j) =1 and

(pran (1), p(4)) € Sp(z) or p'(j) = 0 and (pan (), p(7)) & Sp(j)-
® EnCS(Aapa ﬁ? p/vp|ab) — ({Sj}jE[nﬂ? {‘A/]ﬁv;c}kE[Q,nﬂ?g)’ where

al

- . =d —d
s=1, s;=—1% Vi = v, Ve = L1 g ol gy

Note that cp; = § is substituted by a nonzero entry. Furthermore, the proof verifies
correctly, i.e., substituting the variables for the matrices and vectors above yields all-zero
vectors. For the verifications, we define Y, 0 = {j € Uy | p(4) =1 A (pab(4), p(4)) & Si}
and Yy 1 = {j € U1 | p(3) =LA (pab(4), p(j)) € Si}. For the key polynomials k1 ; (jab,att) =
a; + raipb; + 71,26t (b11ab,0 + Taeebiab,1), We first compute the substitutions for oy + reipby:

d dy xd
> Ajeorlf + D A ( e T 11@3)

i€p (1) J€F”(MNTy
k€[n2] ke[2,n2]
d —d —d
= D A | | T - 2 eI
jep ()N, ke[n2]
k€[na]
Z Ajyk’ljklg-ll — Z Aj7kwk1;ll + Z Aj7kv;€w11?1 — Z Aj7k1}]€1?1
Jepr () jep t(HNT, jep(HNT, jep ()N
k€[no] ke[2,nz2] ke[2,n2] ke[na]
IR
JELT (N
k€ [ns]
= — Z Aj)kwk]_?l— Z Aj7kwk1;-ll .
3€YT11 JETI1
k€[ns] k€lnsa]
=0

This is canceled by 77 att (1 1ab,0 + Tattbi,jab,1):

di xd di xd
Z (watt - xp(j)) Aj,klj,l(;j,zk,lab) + Z Aj, klgl(;( Iazb)
jeﬁfl(l)ﬂ\lllﬁplzbl(lab) jeﬁfl(l)ﬁ\lll\p;bl(lab)
k€[n2] k€[n2]
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7d2
- Yy Olegmy |y g

Zatt — Lp(j)

lab’€xiaee | j€T;,1Npp, (lab’) k€[nz]
ke[nsa]
Latt — Lp(y5
= Z 7MAj7kwk1;ll + Z Aj)kwk].?l
= 1 Tatt — Lp(j) a1 —1
JEY1,1Npy, (lab) Jep— (HNW1\py, (lab)
k€[n2] k€e[ns2]

Tatt — L p( 5
= Z Zatt T Zeld) Aj’kwk].?l + Z Ajyk’wk]_;ll

— Tatt — LTp(y —
JET 11 Npp, (lab) o(9) JET 1,1 \pp (lab)
k€[n2] k€[nz]
Z d
== Aj,kwk:]-jl .
JET1A
ke[nz]

For the key polynomial oy + rgipb; + 77;,|ab17)l7|ab,1, we compute the first part as before, i.e.,

7 d
oy +repb ¢ — E Ajpwilit
J€YT10
k)E[’ﬂz]
and the second part as
= 7 . . dl Xd2 i d1 Xdz
Tl labbrlab,1 - E AJvk’]‘j,(Q,j,k,lab) + E: AJvklj,(B,kJab)
Jjep~ (HNToNpy,' (lab) J€P™ ()NTo\pp, (lab)
k€[n2] k€[n2]
—ds —ds —ds
Z Z Wi | L3,k 1ab) — TattL (5,5 1ab1) + Z 12 5k 1ab)
(lab”,att) €Sy:lab” =lab | 1ab’ €x, 1t FEY 1, 0Np~1(att)
ke[nsa]

= Z Aj)kw;c].?l + Z Aj,k’wk]_;—il

J€p~H(HNTo\py,' (lab) J€T1,0Npy, (lab)
k€([ng] k€[no]
2 : d
= AjJkaljl 5
Jj€YT10
ke[nz]

. . di Xd —da
where multiplying Ejeﬁ—l(l)ﬂ\Iloﬂp;bl(labLke[nz] Ajr1 0 % 1ab) a0d Zjei,omp—l (att) WhL (2,51 lab)

yields Zjei,onp;bl(Iab),ke[ng] Aj,kwklgl, because, for each label lab and j € Yl,o with
pab(j) = lab, there is exactly one attribute in & with the same authority [ and label lab

. . —d .. . . .
that matches it. Hence, for only that attribute, 1(22’j’k’|ab/) is included in the substitution
vector for 7 .
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Furthermore, the key polynomial k3 (jap,att) €valuates to the all-zero vector, i.e.,

T lab (Bl,lab,o + xattBl,Iab,l) : Z (xatt - xp(j)) Aj,klil(;jfk,lab)
JE€FH(1)NToNp,! (lab)
kE[TLQ]
d di xd
+ Z Ajk (Iattlj (? kab) T 1 1(? k2lab)>
JepH()NWo\py, (lab)
ke[’ILQ]

—do —d> —d>
- E Wi | 13 5,1ab') — Zattl(5 5 1ab) T E 12 5k 1ab)
lab’ €x1,att FEY,0Np~1(att)
ke[ng]

= - > (wate — Tp(5) ) Aj x5
——

JET L 0Npp,! (lab)np ™ (att)
ke[na]

— Z Aijwk (Cﬂattlgl — xattlgl) =0.

JEFH)NTo\py (lab)
k€[na]

=Zatt

For the ciphertext polynomials with j € ¥, we have that c1; = u; + s;b5(;) is substituted
by

N d dy xd dy xd
> Ay - 17 > Ak (1 KR klf(fﬁ) > Al

ke[2,nz] je€p (N, jep t(HNYo
ke[2,n2] k€[ns2]
A (15 1% Aig
Z gk (L T okl ) — Z jk (1 k) T Uk1(1 n) =0,
ke(2,n2] ke[2,n2]

and that ¢3,j = 85(05(5).(1).0 T Lp()05(3).p(j).1) 18 substituted by

. d dyxd
;' Z xp(j/)Aj’,klj’l,(x2,§’,k,lab) -1 Z Ajr 1} 17(X3’2€'a'°)
3 €87 (A(GNNTLNp (pab () 3 €M (BU)NT1\ Py (prab ()
k€[ns] ke[nsa]
d dy X ds
Tp(i) L5 Z Aj k1) (X2,J k,lab)
3'€p (PNNT1Np (prab(5))
ke[n2]
7d2 7d2
= Z Tp(5 )A] kl( 2,4,k lab) Z xp(j)AJ%kl(Zj,k,lab) 0.
k€ [ns] k€[n2]

For j € ¥, we have that ¢1 ; = p; + sjl;ﬁ(j) is substituted by

d di xd dy Xd
> Ay -1 > Aﬂc( i, k:)+ vk 1; 1(?13) - > Ajror15 G5

k€[2,m2] jep t ()N, jep  (HNTy
k€[2,n2] k€ [na]
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Figure 3: Comparison of decentralized CP-ABE schemes.

ZAJk( 1,k) +Ulc111

ke[2,n9]

) -

ke[2,n2]

ZAJk< (1,k) +Uk1(1 1))

0,

and that co ; = s; (bp(J) pan(5),0 T Zp(; )bp(]) v (5, 1) is substituted by

d d di xd
- 1j1 Z —xp(j/)A] kl ,(2,j/klab) 1j1 Z Aj /klj (X5Z|ab)
7€ (B(3)NToNp (prab(5)) 7€M (A(N)INTo\py (prab(4))
k€[na] ke[n2]
d . dq xd d . dqi xd
— 15" p(j) Do Ayl iy — 15700 o AR
i€ (1)NTonpy,t (lab) §'€p™H()NTo\p, (lab)
ke[nz] ke[nz]
—d
= > AT — D Ty Ak s = O
ke[ns] k€[n2]

Lastly, ¢j = Aj + a;(;)s; is substituted by

Ajvlﬁs~ + Z Aj,k\A/k — ].;ll Z Aj/7kvk1?} = Aj,l + Z Aj,kvk
keE[2m2] 7'ep” (p(3) ke[2mz]
ke[ns]

— Z AjJ{Uk =0.

kena]

G Comparison of decentralized CP-ABE schemes

In order to demonstrate the effectiveness of our new compiler, we compare the cost of
the decentralized CP-ABE scheme from [Ven23] (Appendix E.1) with our new compiler
(cf. Fig. 2) with other constructions from the literature in Fig. 3. More specifically, we
compare to RW15 [RW15] and AG21 [AG21], and the same decentralized scheme, but
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obtained via the Ven23 compiler [Ven23]. Note that all these schemes are monotone, and
therefore do not support negations.

Estimates for the computational efficiency based on benchmarks in RELIC.
We estimate the computational costs of the schemes by obtaining benchmarks of various al-
gorithms and extrapolating the results by analyzing the descriptions of the schemes. We an-
alyze the efficiency in this way, because it allows us to compare the schemes more accurately
and more fairly. Currently, the simplest and most popular way [RW13, AC17a, VAH23]| to
benchmark schemes is by using Charm [AGM™13]. However, Charm only supports curves
that do not provide sufficient security anymore, and de la Piedra et al. [dIPVA22] show that
benchmarking the schemes on these curves yields inaccurate and unfair comparisons. To
compare the schemes more accurately and fairly, we estimate? the costs of the schemes by
applying the ABE Squared approaches [dIPVA22]. In particular, we use their benchmarks
in RELIC [AGM™], a cryptographic library for efficient implementations of pairing-based
cryptography on state-of-the-art elliptic curves. This library has implementations for
exponentiations, including fixed-base variants. In fixed-base exponentiation, the base g
in ¢g” is fixed after setup, and as such, a precomputation table can be made to speed up
the computation [BGMW92]. For all schemes, we also assume that the access policies
are Boolean formulas, so that for decryption, it is ensured that ¢; € {0, 1} [LW11]. This
optimizes decryption similarly for all schemes. Our theoretical estimations are for the
BLS12-381 curve [BLS02, Bow], which provides approximately 128 bits of security [Gui20].

Evaluation. To compare the key and ciphertext sizes, we use the same approach as in
[VA]. Since ISABELLA allows us to push elements in the ciphertext from the target group
to the source groups, our ciphertext sizes are comparable to those of AG21 and more than
3 times smaller than those of RW15 and Ven23. The keys are generated as in Ven23 and
are smaller than in RW15 and AG21.

When it comes to the runtime, our scheme gives the best performance for key generation
and for decryption. Both are the same as in Ven23 and outperform the other schemes.
Most notably, we require only a constant number of pairing operations in decryption.
While AG21 is the fastest scheme for encryption, its decryption time grows with the
number of matching attributes.

Jupyter notebook. The Jupyter notebook accompanying these theoretical performance
estimates is available at https://github.com/lincolncryptools/ISABELLA.

2Although approximated theoretically, we expect our estimates to be close to the costs of actual
implementations, as was shown in [VA23].
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