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Abstract. Private Set Intersection (PSI) enables a sender and a receiver
to jointly compute the intersection of their sets without disclosing non-
trivial information about other items. However, depending on the context
of joint data analysis, information derived from the items in the intersec-
tion may also be considered sensitive. To protect such sensitive informa-
tion, prior work proposed Differentially private PSI (DPSI), which can be
instantiated with circuit-PSI using Fully Homomorphic Encryption. Al-
though asymptotically efficient, its concrete performance is sub-optimal
compared with the practical state-of-the-art (SOTA) circuit-PSI.
In this paper, we propose two generic DPSI constructions with provable
security and privacy. We revisit the DPSI definition and identify the crit-
ical criteria for selecting essential PSI-related tools. Then, we present two
generic DPSI constructions. The first construction allows us to achieve
provable privacy and efficiency by integrating any circuit-PSI with the
randomized response mechanism. By plugging the SOTA circuit-PSI pro-
tocol, we obtain a DPSI protocol with concrete performance enhance-
ment. The second construction offers a more efficient DPSI alternative
by using multi-query Reverse Private Membership Test (mqRPMT) at
the price of intersection size leakage, but such leakages can be bounded
with differential privacy by padding random dummy items in input sets.
We conduct comprehensive experiments with various instantiations. The
experiments show that our instantiations significantly outperform the
existing DPSI construction: 2.5-22.6× more communication-efficient and
up to 110.5-151.8× faster. Our work also shows a new application for
mqRPMT besides obtaining Private Set Operation (PSO).

Keywords: private set intersection, differential privacy.

1 Introduction

Private Set Intersection (PSI) allows a sender P1 and a receiver P2, holding sets
X and Y respectively, to identify the intersection X ∩ Y without revealing any
information about items not in the intersection. PSI helps to achieve data min-
imization as no data is shared beyond what each party has in common [27]. As
one of the most well-studied secure multi-party computation (MPC) protocols,
PSI has been widely recognized as a valuable tool in numerous applications.

Although PSI preserves privacy for items outside the intersection, depending
on the context, the intersection itself is also sensitive. Consider the following Ex-
ample. A card-payment company (acted as P1) wants to present advertisements
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to some individuals on an advertising platform (acted as P2). To this end, P1

and P2 run PSI to ensure that P2 can only identify individuals who are common
targets for advertisements known by both parties. In this way, individuals out-
side the intersection are kept unknown for P2, preventing information leakage.
However, all users in the intersection have an implicit feature that they are P1’s
users, and this information is exposed to P2 directly. This result can be seen
as a data privacy problem when some users might be reluctant to disclose such
information to the advertisement company. It can also be seen as a data secrecy
problem because it allows the advertising platform to help another rival card-
payment company, e.g., P ′

1, win customers and gain an advantage for P ′
1 over

P1 directly from the intersection. Furthermore, since the ideal functionality of
PSI [33,38,43] requires outputting the correct intersection, this inherent privacy
problem cannot be handled by conventional PSI alone.

Through the lens of privacy, one can view PSI as a procedure where the sender
P1 (holding the input set X) tells the receiver P2 (holding the input set Y ) a
Boolean vector of size |Y |, each bit of which indicates whether the corresponding
item in Y is in the intersection, leaking one-bit information for each item in Y .
In this way, the problem can be formalized in the Differential Privacy (DP)
paradigm. As a measurement of privacy leakage and a set of tools to mitigate
such leakages, DP has been increasingly regarded as a de facto standard for
protecting individual privacy that has been studied extensively in both academia
[15, 23, 24, 34, 35, 46, 53, 54] and industry [4, 13, 16, 22, 36]. A DP mechanism
guarantees that the presence or absence of any particular individual’s record has
a quantifiable impact on the likelihood that a particular response is returned
to a query. Consequently, an adversary’s probability of success in inferring any
individual’s record value or whether the record is present can be strictly bounded.

It is natural to combine DP with PSI to further protect the Boolean in-
formation corresponding to each item. In the pioneering research, Kacsmar et
al. [31] defined the notion of Differentially private Set Intersection (DPSI) and
constructed a DPSI protocol using Fully Homomorphic Encryption (FHE) [6,18].
Recently, Mahdavi et al. [37] showed that the construction is essentially a circuit-
PSI [9, 44, 48] (equipped with a DP mechanism). In circuit-PSI, P1 and P2 re-
ceive Boolean shares of the intersection instead of learning the intersection in the
clear. These shares can be used for subsequent secure computations. By oblivi-
ously permuting the Boolean shares then revealing to P2, we enable P2 to learn
an intersection while maintaining a DP guarantee.

Although being asymptotically efficient, the concrete performance of [31]
shows its sub-optimal performance. Even for small set sizes n = m = 216 with
n = |X| and m = |Y |, the running time reaches about 8 minutes, which is
inefficient compared to typical PSI-based applications that only require several
seconds for set sizes n = m = 220 [3, 49]. In contrast, circuit-PSI is the intrinsic
building block for the DPSI construction of [31], and the state-of-the-art (SOTA)
circuit-PSI protocol only needs less than one minute for both parties’ set sizes
n = m = 220 [9, 44, 48]. Thus, it is necessary to investigate and close the gap
between DPSI and existing PSI-related tools for optimal efficiency. Since PSI
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is a very active research area, and more PSI-related tools are being proposed,
a deeper understanding can lead to generic DPSI constructions from a broader
range of future tools.

1.1 Our Contributions

In this paper, we revisit the existing definition of DPSI [31] and formally propose
its ideal functionality FDPSI. By considering the privacy and security properties
formalized in FDPSI, we identify the critical components and procedures in DPSI
that create spaces for enhancement and different trade-offs. These observations
are illustrated in Fig. 1. Intuitively, for a sender P1 who holds X and a receiver
P2 who holds Y , any PSI-related tool that enables the sender to perturb the
membership information about Y without knowing the correct intersection can be
used to construct DPSI. We suggest two such components: circuit-PSI [9,44,48]
and multi-query Reverse Private Membership Test (mqRPMT) [10,55].

PSI Protocol

Perturbed 
Intersection

DP Mechanism

0 1 1 0 1 ... 0

1 1 1 0 0 … 0

Membership Information

Post-processing

Perturbation PhasePSI Phase

𝑿

𝒀
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𝑿 ∩ 𝒀

Fig. 1: The critical components and procedures in DPSI

Following the insight, we propose two generic constructions for DPSI. The
first one is called circuit-DPSI, and its core component is circuit-PSI. In this
construction, the parties first get a shared Boolean vector of the intersection by
executing any circuit-PSI. Then, P1 obliviously perturbs his shared Boolean vec-
tor via a DP mechanism. P2 finally gets the DP intersection by XORing the P1’s
perturbed Boolean vector with its own share. We note that the pioneering DPSI
construction [31] follows this routine. By plugging in a more efficient circuit-PSI
instance, we obtain DPSI with improved performance.

The second construction, mqRPMT-DPSI, leads to an even more efficient
DPSI. As the name suggests, it leverages a recently proposed building block
named multi-query Reverse Private Membership Test (mqRPMT) [10, 55]. In
mqRPMT, a sender holding a vector X = (x1, . . . , xn) interacts with a re-
ceiver holding a set Y , and eventually, the sender learns only a Boolean vector
(e1, . . . , en) indicating whether xi ∈ Y without learning any other items of Y ,
while the receiver learns nothing. mqRPMT were previously used to construct
Private Set Operation (PSO) [10,55]. In our construction, two parties first invoke
mqRPMT with their input sets X and Y , and P1 gets the indication Boolean
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vector containing the membership information. Then, P1 perturbs the indication
Boolean vector via a DP mechanism and sends it to P2, who gets the final DP
intersection. Thanks to the efficiency of the SOTA mqRPMT protocol [10], we
can construct DPSI with near-optimal concrete performance.

However, there is a remaining challenge. The indication Boolean vector out-
put by mqRPMT unavoidably leaks the cardinality of the intersection set to the
sender, which may lead to attacks [21, 30] that de-anonymize specific items in
the input sets. We propose an additional procedure in mqRPMT-DPSI to alle-
viate this privacy leakage. In a nutshell, we ask both parties to insert dummy
items into their sets via a Random Dummy Item Padding mechanism ahead of
time and take the padded X ′ and Y ′ as mqRPMT inputs. Random Dummy
Item Padding guarantees that the leaked cardinality satisfies (ϵ, δ)-DP. By plug-
ging in the SOTA mqRMPT instance [10], the final DPSI remains efficient with
bounded cardinality leakage regarding DP. As an independent interest, our work
shows a new use case for mqRPMT besides PSO.

1.2 Organizations

The remainder of this paper is organized as follows. Section 2 reviews the related
works. Section 3 provides the preliminaries. Section 4 revisits the definition of
DPSI and formalizes the new DPSI ideal functionality. Section 5 and Section 6
present details of the circuit-DPSI and the mqRPMT-DPSI construction, respec-
tively. Section 7 summarizes our experimental results. Finally, Section 8 gives
conclusions and discusses possible future work.

2 Related Works

PSI. The idea of PSI dates back to the 1980s, and the initial PSI protocol
was constructed from the Diffie-Hellman (DH) key agreement [38]. Since then,
constructions based on Public Key Cryptography [7, 12, 28], Oblivious Trans-
fers (OT) [29], FHE [51] and Garbled Circuits (GC) [52] have been proposed.
These proposals offer different trade-offs between computation and communica-
tion overheads. Among them, OT-based protocols are usually faster than other
variants. The first OT-based PSI protocol was proposed by Pinkas et al. [43],
which incorporates OT extension [1,29,32] as the technical core of their protocol.
Kolesnikov et al. [33] proposed the fastest OT-based PSI protocol by designing an
efficient primitive called batched Oblivious Pseudo-Random Functions (batched
OPRF). However, all these OT-based PSI protocols offer improved efficiency at
the expense of increased communication. To further reduce the communication
overheads, Pinkas et al. [41] proposed a PSI protocol based on sparse OT ex-
tension. Their scheme achieves a better balance between computation costs and
communication overheads. Moreover, Pinkas et al. [42] extended their work with
a new data structure called Oblivious Key-Value Stores (OKVS) and obtained
more efficient PSI protocols under the stronger malicious security model. Shortly
afterwards, Rindal et al. [48] proposed an even more computationally efficient
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PSI protocol by combining the OKVS with Vector Oblivious Linear Evaluation
(VOLE) [5, 11]. Garimella et al. [17] introduced a way of compressing OKVS,
cutting down the communication overhead of [42]. By employing the improved
OKVS in [48], Raghuraman et al. [45] achieved additional cost reductions in
communication complexity. Chen et al. [10] presented a unified framework by
taking mqRPMT [55] as the primitive and using the framework to obtain PSI
and more general PSO.

Circuit-PSI. The syntax of PSI mentioned above defines the intersection as the
output. To support arbitrary secure computations over the intersection without
exposing it to either party, Huang et al. [26] introduced the notion of circuit-
PSI. The work introduced several Boolean circuits and evaluated them using
Yao’s GC [52] over the shares. The complexity of this protocol is O(n log2 n).
By invoking the Oblivious Programmable Pseudo-Random Function (OPPRF),
Pinkas et al. [44] proposed the first circuit-PSI protocol that achieves linear
complexity. Chandran et al. [9] constructed a new circuit-PSI protocol with
linear complexity by invoking Relaxed Batch Oblivious Programmable Pseudo-
Random Functions (RB-OPPRF).

DP in Secure Computation. Existing works employ DP as a complemen-
tary technology for preventing information leakage not captured in conventional
secure computation models. In order to prevent side-channel attacks while an-
swering federated queries, Narayan et al. [39] proposed a primitive for obtaining
PSI cardinality (PSI-CA) in a differentially private manner. Addressing the same
problem, Bater et al. [2] introduced a private data federation called Shrinkwrap,
which utilizes computational DP to minimize padding in intermediate query
results. He et al. [25] formulated the problem of Differentially Private Record
Linkage (DPRL) and developed corresponding protocols by employing a specific
privacy definition called Output Constrained DP. In 2020, for the first time,
Kacsmar et al. [31] attempted to construct differentially private PSI (DPSI) by
combining FHE-based circuit-PSI with DP. However, the use of FHE results in
sub-optimal efficiency in practice. Initiating from an alternative origin, Groce et
al. [20] considered improving the performance of secure two-party computation
protocols by leveraging DP and showed that if DP leakage is allowed, the cost
of Rindal et al.s’ [47] PSI protocol can be reduced by up to 63%.

3 Preliminaries

3.1 Notations and Security Model

The computational and statistical security parameters are denoted by κ and σ,
respectively. We denote [a, b] with a, b ∈ N and a ≤ b to the set {a, a+ 1, . . . , b}
and [b] as a shorthand for [1, b]. We denote the upper letter A = (a1, . . . , an) as
a vector with length |A| = n.

Two parties in DPSI are the sender P1 and the receiver P2. They have input
sets X = {xi}i∈[n] ∈ Vn and Y = {yj}j∈[m] ∈ Vm, respectively. All items in X
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and Y are from the same item domain V. Based on the context, we sometimes
use the notation X[i] or xi to denote the i-th item in the set X.

In this work, we consider the semi-honest model with static corruption, where
an adversary A tries to learn as much information as possible from protocol
execution but cannot deviate from the protocol definitions. We assume that all
cryptographic building blocks used in this work have been proven secure in the
semi-honest model under the standard real-ideal paradigm [19].

3.2 Standard Differential Privacy Definition

Intuitively, DP requires the outputs of algorithms to be approximately the same
if any individual’s record in the input is added or removed. DP is formally defined
as follows [14].

Definition 1 ((ϵ, δ)-Differential Privacy). A randomized mechanism M :
D → F is (ϵ, δ)-DP if for all neighboring inputs D,D′ ∈ D such that D and D′

differ by adding or removing a record, and all subsets F ∈ F ,

Pr[M(D) ∈ F ] ≤ eϵ Pr[M(D′) ∈ F ] + δ

where the probability is taken over the randomness of M.

In Definition 1, ϵ is the privacy budget, and δ can be treated as the failure
probability of DP protection. We say that M satisfies ϵ-DP if δ = 0. When
obtaining multiple DP outputs, the sequential composition (Theorem 1) and
parallel composition (Theorem 2) are used to measure the total privacy budget.

Theorem 1 (Sequential Composition [14]). Given k number of (ϵi, δi)-DP
mechanisms Mi that access the same input D with 1 ≤ i ≤ k, the combination
of their outputs satisfies (ϵ, δ)-DP, where ϵ =

∑k
i=1 ϵi and δ =

∑k
i=1 δi.

Theorem 2 (Parallel Composition [14]). Given k number of (ϵi, δi)-DP
mechanisms Mi that access disjoint inputs Di with 1 ≤ i ≤ k, the combina-
tion of their outputs satisfies (ϵ, δ)-DP, where ϵ = max (ϵ1, . . . , ϵk) and δ =
max (δ1, . . . , δk).

3.3 Cryptographic Primitives

Cuckoo Hashing. Cuckoo hashing [40] uses d > 1 universal hash function
h1, . . . , hd : {0, 1}∗ → [β] to map n items to β > n bins in the hash table HT ,
where each bin is restricted to accommodate at most one item. It iteratively
inserts a sequence of items (e1, . . . , en) into HT as follows. Given the item ei, if
one of HT [h1(ei)], ...,HT [hd(ei)] bins is empty, then insert ei in the first empty
bin. Otherwise, sample i ∈ [d] uniformly at random, evict the item e′i present in
HT [hi(ei)], place ei in bin HT [hi(ei)], and recursively try to insert the evicted
item e′i until the number of attempts reaches a certain threshold and then fails.
In this way, the item ei could be placed into one bin among h1(ei), . . . , hd(ei).



Title Suppressed Due to Excessive Length 7

Oblivious Programmable Pseudo-Random Function. Let F : {0, 1}κ ×
{0, 1}∗ → {0, 1}ℓ be a Pseudo-Random Function (PRF) that maps an input
to a pseudo-random output under a PRF key. Programmable PRF (PPRF) is a
variant of PRF that further allows to “program” some PRF outputs, i.e., produce
assigned PRF outputs for some specific given inputs.

PPRF is usually defined for handling multiple PRF keys K = (k1, . . . kβ) in
a batch. An (ℓ, β)-PPRF consists of a pair of algorithms F̂ = (Hint, F ). Given
a set of uniformly random and independent PRF keys K = (k1, . . . , kβ), the
disjoint input sets (X1, . . . , Xβ), and the target multi-sets (T1, . . . , Tβ) satisfying
|Tj | = |Xj | for all j ∈ [β] and Tj [i] ∈ {0, 1}ℓ for all i ∈ [|Tj |], Hint(K,X, T )
outputs hint. Later, given the key kj ∈ {0, 1}κ, hint, and an input x ∈ {0, 1}∗,
F (kj , hint, x) outputs a PRF value y ∈ {0, 1}ℓ. It holds that if x = Xj [i] for
some i ∈ [|Xi|], then y = Tj [i]. Otherwise, y looks random.

Oblivious PPRF (OPPRF) is a two-party protocol that allows the sender and
the receiver to obliviously run PPRF. In OPPRF, the sender takes inputs as the
programmed input sets X = (X1, . . . , Xβ) and the target sets T = (T1, . . . , Tβ),
while the receiver takes inputs as the batch queries (q1, . . . , qβ). OPPRF samples
PPRF keys K = (k1, . . . , kβ) for an (ℓ, β)-PPRF to the sender, and gives hint
and the PPRF outputs {F (kj , hint, qj)}j∈[β] to the receiver.

Private Set Membership. Private Set Membership (PSM) [9] is a two-party
protocol that takes input as a set X = {xi}i∈[n] ∈ Vn from the sender and an
item y ∈ V from the receiver. Define the Boolean value a such that a = 1 if
y ∈ X and a = 0 otherwise. The PSM functionality outputs Boolean shares of
a to the sender and the receiver, i.e., random bits ⟨a⟩1 and ⟨a⟩2 to both parties,
respectively, such that ⟨a⟩1 ⊕ ⟨a⟩2 = a.

Circuit-PSI. Circuit-PSI is a two-party protocol that allows the sender and
receiver to securely compute arbitrary symmetric functions over the intersection
of their private sets by utilizing the secure circuit evaluation. In circuit-PSI, both
the sender and the receiver take their sets X = {x1, ..., xn} and Y = {y1, ..., ym}
as inputs and receive the Boolean shares of the set intersection Z = X ∩Y . The
ideal functionality of circuit-PSI is formally defined in Fig. 2.

Multi-query Reverse Private Membership Test. Multi-query Reverse Pri-
vate Membership Test (mqRPMT) [10,55] is a two-party protocol that is initially
used as a primitive for constructing PSO. In mqRPMT, a sender with a set X in-
teracts with a receiver holding a set Y = (y1, . . . , ym), and eventually the sender
learns only a Boolean vector (e1, . . . , em) indicating whether yi ∈ X without
learning the value of yi, while the receiver learns nothing.1 The functionality
of mqRPMT is formally defined in Fig. 3. Among the protocols that instanti-
ate mqRPMT, the cwPRF-based mqRPMT protocol is the most efficient one
that achieves strict linear computation and communication complexity. More
specifically, commutative weak PRF (cwPRF) is a family of keyed functions
{Fki

: K×D → D} that satisfy weak pseudo-randomness and commutative prop-

1 For ease of description, we define mqRPMT in the reversed roles.
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Fcircuit-PSI

Parameters: The sender’s set size n. The receiver’s set size m. Hs : Vm →
HT2, which on input a size-m set outputs a hash table with size β = O(m)
and each element is assigned to a distinct bin of HT2.
Input: The sender’s set of items X = {xi}i∈[n], and the receiver’s set of
items Y = {yi}i∈[m].
Output: The sender gets a shared Boolean vector {⟨aj⟩1}j∈[β]. The receiver
gets a hash table HT2 = Hs(Y ) with size β = O(m) storing items in Y , and
a shared Boolean vector {⟨aj⟩2}j∈[β], where aj = ⟨aj⟩1 ⊕ ⟨aj⟩2 indicates if
the item in HT2[j] is in the intersection.

Fig. 2: Ideal functionality Fcircuit-PSI for circuit-PSI

erty simultaneously, and commutative property means that for all k1, k2 ∈ K and
x ∈ D, a family of keyed functions satisfy Fk1(Fk2(x)) = Fk2(Fk1(x)).

One can obtain cwPRF using a finite group G of prime order p where the
Decisional Diffie-Hellman (DDH) assumption holds, by setting k1, k2 ∈ Zp, se-
lecting a (cryptographic) hash function H : {0, 1}∗ → G, and defining Fk1

(x) =
H(x)k1 , Fk2(x) = H(x)k2 . The finite group of points on an Elliptic Curve (EC)
is a good candidate for G.

FmqRPMT

Parameters: The sender’s set size n. The receiver’s set size m.
Input: The sender’s set of items X = {xi}i∈[n], and the receiver’s set of
items Y = {yi}i∈[m].
Output: The sender gets a vector (e1, . . . , em), where ei = 1 if yi ∈ X and
ei = 0 otherwise. The receiver gets nothing.

Fig. 3: Ideal functionality FmqRPMT for mqRPMT

4 Differentially Private Set Intersection

4.1 DPSI Definition

We first revisit the DPSI definition proposed by Kacsmar et al. [31] shown in
Definition 1. The key to formalizing DPSI is precisely defining the neighboring
datasets and the output range. PSI has two inputs: the set X from the sender
and the set Y from the receiver. As the DP definition suggests, one must consider
the output distribution for all neighboring datasets D′ and D that differ in any
single item. Kacsmar et al. [31] consider a one-sided PSI where the sender learns
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nothing about the receiver’s input set Y , and only the receiver learns a DP
version of the intersection. This is reasonable. In the DP context, one can think
of the sender’s input X being the database to be queried, and the receiver asking
a query with the input data Y . That is, the receiver’s query is of the form:

Which items in Y are also in your database X?

Since PSI only allows the receiver to get the intersection X∩Y , PSI only reveals
X’s information to the receiver. Therefore, we only need to consider privacy
from the sender’s input X by defining the neighboring dataset D′ = (X ′, Y ) for
a fixed Y , where X ′ = X ∪ {vt} for vt /∈ X or X ′ = X\{vr} for vr ∈ X.

Although the neighboring dataset can be any dataset by adding or remov-
ing one item in X, the output intersection Z must be a subset of the fixed Y .
Therefore, the output range can be defined as a set description with the capa-
bility of including all items in Y . Kacsmar et al. [31] chose the output range in
the most compressed form, that is, a Boolean vector F = {0, 1}m in which the
Boolean value fi indicates whether yi ∈ Z. Combining it with the definition of
the neighboring dataset leads to the DPSI definition described as follows.

Definition 2 (ϵ-Differentially Private Set Intersection [31]). The ran-
domized two-party mechanism M : Vn × Vm → {0, 1}m that takes P1’s set
X and P2’s set Y as inputs and returns a Boolean vector F ∈ {0, 1}m to P2

achieves ϵ-DPSI if and only if for all F ∈ {0, 1}m and all neighboring datasets
D = (X,Y ) and D′ = (X ′, Y ) where X ′ = X∪{vt} or X ′ = X \{vr}, vt, vr ∈ V,

Pr[M(D) = F ] ≤ eϵ Pr[M(D′) = F ]

where the probability is taken over the randomness of M.

Definition 2 formally clarifies the privacy concerns of DPSI. However, since
a DPSI protocol inherently relates to both data security and data privacy,
a definition from the security aspect is also required, which is necessary for
protocol constructions but does not formally provided in [31]. We formulate the
ideal functionality FDPSI in Fig. 4, which takes X from P1 and Y from P2 as
inputs and only outputs a perturbed Boolean vector to P2. It is parameterized
by a DP mechanismMdp constraint with the hamming distance HM(F̄ , F̄ ′) = 1
between (non-private) outputs from neighboring dataset X and X ′. The output
of FDPSI clearly achieves ϵ-DPSI.

Finally, a protocol provides ϵ-SIM-CDPSI (simulation-based computational
differentially private PSI) security if it securely realizes FDPSI parameterized by
a certain DP mechanism Mdp against a semi-honest non-uniform probabilistic
polynomial time adversary under the simulation-based security paradigm. This
definition is shown in Definition 7 of [31]. We omit it here and refer to [31] for
the details.

4.2 Tools for Constructing DPSI

Recall that the output range in DPSI definition (Definition 2) is F = {0, 1}m.
The output range indicates that any item in Y can appear in the output inter-
section Z regardless of whether the same item is contained in X or not. To this
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FDPSI

Parameters: P1’s input set size n, and P2’s input set size m. A DP mech-
anism Mdp parameterized by the privacy budget ϵ satisfying Pr[Mdp(F̄ ) =
F ] ≤ eϵ Pr[Mdp(F̄

′) = F ] for all F̄ , F̄ ′ ∈ {0, 1}m with HM(F̄ , F̄ ′) = 1.
Input: P1’s set X = {xi}i∈[n] ∈ Vn, and P2’s set Y = {yi}i∈[m] ∈ Vm.
Functionality: Upon receiving X from P1, Y from P2, compute F̄ ∈
{0, 1}m, where f̄i indicates if yi ∈ X. Apply Mdp to F̄ and send the result
F = Mdp(F̄ ) to P2.

Fig. 4: Ideal functionality FDPSI for DPSI.

end, we require that the randomized mechanismM for DPSI is able to perturb
items in Y \X to items in the output intersection Z. Although the conclusion
is intuitive, finding suitable PSI tools takes work. FDPSI indicates that in the
absence of a trusted third party, the perturbation can only occur on P1’s side.
This means P1 paradoxically cannot directly obtain the output so that it can
only obliviously perturb without knowing the output.

Consequently, we identify the key desiderata required by PSI-related tools
to construct DPSI: P1 must get the membership information of Y and can map
the items in its set into the output intersection set via a randomized algorithm.
Still now, two PSI-related tools satisfy this requirement: circuit-PSI [9,44,48] and
mqRPMT [55]. In circuit-PSI, both parties get a shared Boolean vector of length
β = O(|Y |) obliviously indicating whether or not an item is in the intersection.
Kacsmar et al.’s DPSI protocol also takes a circuit-PSI as a primitive which
supports arbitrary subsequent circuits. In their protocol, the sender acquires the
membership information of Y in the form of FHE’s ciphertext. In mqRPMT,
the sender gets a Boolean vector (e1, . . . , en) indicating whether xi ∈ Y or not
without learning the value of xi. These two PSI-related tools allow the sender
to randomly perturb the final binary output using a DP mechanism.

The remaining procedure is straightforward. We can leverage the Random
Response (RR) mechanism MRR [50], a basic DP mechanism for binary data,
to do the perturbation. Take a binary input v ∈ {0, 1}, MRR outputs ṽ = v
with probability p and ṽ = 1− v with probability q = 1− p.MRR is defined as:

Pr [ṽ = 1] =

{
p = eϵ

eϵ+1 if v = 1

q = 1
eϵ+1 if v = 0

. (1)

Based on these eligible tools, we present two generic frameworks for con-
structing DPSI. As indicated by their respective designations, the first frame-
work operates on the circuit-PSI, while the second framework is founded on
the mqRPMT. Although both can achieve linear computation and communica-
tion complexity, they differ in terms of efficiency and security. The circuit-DPSI
construction can be viewed as a generalization of Kacsmar et al.’s FHE-based
protocol. In this framework, the sender learns nothing from the additive shares,
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Receiver 𝓟𝟐Sender 𝓟𝟏

Circuit-PSI

Random 
Response XOR
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Fig. 5: Workflow of circuit-DPSI.

but can perturb the output indirectly by flipping the bits in these shares, which
rigorously satisfies FDPSI. In contrast, the mqRPMT-DPSI framework offers im-
proved efficiency at the price of leaking the intersection cardinality. To make the
leakage acceptable without completely undermining the idea of computation, we
further introduce a method to bound such leakage with (ϵ, δ)-DP.

4.3 The Practical Significance and Limitations

As a combination of DP and PSI, our DPSI construction ensures that inferences
about the presence or absence of any specific item in the output intersection
are limited, while the intersection as a whole remains sufficiently accurate for
substantive usage. The utility-privacy trade-off for employing our frameworks
manifests in the form of false positives and negatives within the intersection.
Nonetheless, such a trade-off can be tailored to suit the specific requirements of
the relevant application, as illustrated in the subsequent case.

Recall that the case of a card-payment company and an ads platform identify
the set of customers that they have in common. By using the constructions of
our DPSI, these two parties can agree on a differentially private set intersection
that protects any item in the set from the card-payment company while pre-
serving the effectiveness of the ads. Depending on their privacy preference, the
card-payment company may choose a different utility-privacy trade-off. If the
card payment company is privacy-sensitive, it may choose to minimize potential
inferences about individual items by accepting a higher rate of false negatives
and false positives in the intersection. If the card-payment company prioritizes
the effectiveness of the ads, they may ask for a lower rate of false negatives and
false positives in the intersection.

Note that if the same DPSI protocol is used repeatedly to compute the inter-
section of the same two sets, the probability of item leakage in the intersection
will increase. Such leakage is actually the DPSI functionality: each time the DPSI
protocol is used to compute an intersection, it will consume a portion of the pri-
vacy budget, denoted as ϵ. According to the parallel composition described in
Theorem 2, the combination of all computed intersections satisfies

∑n
i=1 ϵ-DPSI,

where n represents the number of times the protocol is reused.
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5 Circuit-DPSI Construction

Πcircuit-DPSI

Parameters: P1’s input set size n, and P2’s input set size m. The RR
mechanism MRR parameterized with the DP parameter ϵ.
Input: P1’s set X = {xi}i∈[n], and P2’s set Y = {yi}i∈[m].
Protocol:

1. (Circuit-PSI Invocation) P1 and P2 invoke Fcircuit-PSI with inputs
X and Y and get the Boolean shares ⟨aj⟩1, ⟨aj⟩2 ∈ {0, 1}, j ∈ [β] as
output, where β = (1 + α)m with α ≥ 0.

2. (Boolean Shares Perturbation) P1 invokes MRR with input
⟨a1⟩1, ..., ⟨aβ⟩1 and gets the perturbed ⟨ã1⟩1, ..., ⟨ãβ⟩1 as output.

3. (Intersection Computation) P2 receives the perturbed
⟨ã1⟩1, ..., ⟨ãβ⟩1 from P1 and computes O = {⟨ãj⟩1 ⊕ ⟨aj⟩2}j∈[β].

4. (Dummy Items Deletion) P2 gets the output F̃ ∈ {0, 1}m by setting
bits that correspond to random dummy items from O to be 0.

Fig. 6: Generic construction 1: circuit-DPSI Πcircuit-DPSI.

We first show the flow of the circuit-DPSI in Fig. 5 and give the details in
Fig. 6. In the circuit-DPSI, P1 and P2 first invoke a construction of circuit-
PSI with inputs X and Y . Then, each of P1 and P2 gets a piece of Boolean
shares {⟨aj⟩i}j∈[β] ∈ {0, 1}, i ∈ {1, 2}, as the output. The Boolean shares have
β = (1 + α)m bits, which contain not only part of the information about the
membership of the items in Y but also that of some random dummy values added
during the Cuckoo Hashing of circuit-PSI protocol. After getting {⟨aj⟩1}j∈[β],
P1 perturbs it bit by bit via the RR mechanismMRR and sends the perturbed
Boolean shares {⟨ãj⟩1}j∈[β] to P2. Finally, P2 receives {⟨ãj⟩1}j∈[β] and computes
a Boolean vector O = {⟨ãj⟩1⊕⟨aj⟩2}j∈[β], which indicates the membership of the
items in Y and the random dummy values. By deleting the bits that correspond
to the random dummy value from O, P2 obtains F = {0, 1}m, a set where
each position i contains a one if the item corresponding to Yi is part of the
differentially private intersection, and zeros in all other positions.

It is worth noting that within the circuit-DPSI construction, the integra-
tion of the circuit-PSI protocol is designed to be modular. By selecting and
incorporating an appropriate circuit-PSI protocol, we achieve a more efficient
circuit-DPSI protocol.

As shown by Mahdavi et al. [37], the FHE-based DPSI protocol proposed by
Kacsmar et al. [31] can be regarded as a variant of the circuit-PSI construction
if we remove the RR mechanism. In this protocol, P2 encrypts their items using
the BGV [51] scheme and sends the ciphertext to P1. P1 also encrypts their
items and computes encryption of a vector containing ones in positions where
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the corresponding items are found in the intersection. Moreover, P1 perturbs
the encrypted vector using the RR mechanism MRR and sends the results to
P2. Finally, P2 decrypts the vector and obtains the perturbed intersection. It
is evident that the workflow of this FHE-based DPSI protocol is similar to our
circuit-DPSI construction, as both involve obtaining a vector containing mem-
bership information and perturbing it using the RR mechanism MRR.

The security and privacy result of Πcircuit-DPSI is formally given in Theorem
3. The detailed proof is shown in Appendix A.

Theorem 3. Πcircuit-DPSI in Fig. 6 satisfies ϵ-SIM-DPSI.

6 mqRPMT-based DPSI Construction

By removing the dependency on FHE, the circuit-DPSI construction is much
more efficient than the existing construction of DPSI. However, SOTA circuit-
PSI constructions [9,44] still utilizes sub-protocols, namely, Private Equality Test
(PEQT) [44] or PSM [9]), that follows the general secure computation paradigm
to compute the shares of F̄ , which accounts for 96% of the overall computational
overhead of the circuit-PSI primitive. Therefore, we intuitively consider whether
we can improve the efficiency of DPSI by performing the membership test with-
out relying on general secure computation sub-protocols. To this end, we propose
the mqRPMT-DPSI construction. Different from the circuit-PSI where both par-
ties learn the secret sharing of the membership vector based on general secure
computation sub-protocols, mqRPMT allows the sender to learn the complete
membership vector efficiently.

The mqRPMT-DPSI construction offers improved efficiency at the price of
relaxing security by allowing the protocol to leak some “extra” information. The
functionality of mqRPMT allows the sender to obtain the membership vector
v in plaintext. Although a permutation operator performed by the receiver can
make sure the membership bits are of the permuted order unknown to the sender,
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the sender can still learn the cardinality of intersection (PSI-CA) by counting
the number of “1” in v, or the cardinality of Y \(X

⋂
Y ) by counting the number

of “0” in v. Recent studies [21, 30] have found that adversaries can launch an
efficient attack on the size-revealing PSIs, with a binary-search-like strategy, to
de-anonymize specific data records in the input sets, thereby leaking member-
ship information about the input sets. To take advantage of mqRPMT without
completely undermining the idea of secure computation, a natural candidate is
to leak only DP information about the PSI-CA.

A straightforward strategy to ensure that the leakage learned by the sender
satisfies DP is to generate a random integer from a truncated discrete Laplace
distribution and then add the corresponding number of dummy items to both
the intersection and difference sets before the mqRPMT process.

However, in our two-party scenario without a trusted third party, the dummy
items cannot be added to the intersection directly and the alternative strategy
is that both parties generate a random integer from a truncated discrete Laplace
distribution, respectively, and add the corresponding number of dummy items
to their own private set. Unfortunately, this alternative strategy fails to satisfy
DP. Note that a dummy item can be found in the intersection if and only if both
the sender and receiver possess this dummy item. Consequently, the maximum
number of dummy items in the intersection is inherently limited by the number
of dummy items added by the sender locally. Consider a worst-case scenario in
which the sender draws a random integer 0 from a truncated discrete Laplace
distribution and adds 0 dummy items into his/her local set, the sender can learn
the true PSI-CA regardless of the number of dummy items added by the receiver.

Definition 3 (Truncated Discrete Laplace Mechanism). Given a query
c : D → N, the truncated discrete Laplace mechanism TLap(D) outputs an
integer max(c(D) + η, c(D)), where η ∈ Z follows a distribution, denoted by
L(ϵ, δ,∆c) that has a probability density function Pr[η = x] = p · e−(ϵ/∆c)|x−η0|,
where p = eϵ/∆c−1

eϵ/∆c+1
, η0 = ∆c−1+ ln [(eϵ+1)(1−δ)]

ϵ , ∆c is the sensitivity parameter
for the query c, ϵ is the privacy budget and δ is the error probability.

Lemma 1 (Truncated Discrete Laplace Mechanism Utility [8]). For η ∈
Z that follows L(ϵ, δ,∆c) and any m ∈ N, we have Pr[η ≥ m] = e−ϵ(m−η0−1)

eϵ+1 .

To this end, we modify the above strategy as follows, which is shown in
Algorithm 1. In our strategy, the sender and the receiver first independently pad
the items in their own sets to bit strings with “0” at the highest position. Next,
to ensure that the number of dummy items in the intersection remains oblivious
to the sender, the sender adds R dummy items {1|i|0}i∈[R] into X to obtain X ′,
where R is typically a large integer leading to enough redundant dummy items
in X ′. As a result, the number of dummy items added to the intersection is only
determined by the dummy items generated by the receiver, which is oblivious to
the sender. Simultaneously, the receiver draws two random integer rI , rD from
two truncated discrete Laplace distributions, which is described in Definition 3,
and adds rI dummy items {1|i|0}i∈[r] and rD dummy items {1|i|1}i∈[r] into Y ′.
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Algorithm 1: Random Dummy Item Padding Mrd

Parameters: Statistical security parameter σ. DP parameter ϵI , ϵD.
Input: Sender’s input set X = {x1, x2, ...xn}. Receiver’s input set

Y = {y1, y2, ...ym}.
/* Sender side */

1 Compute R: the minimum number satisfying Pr(TLap( 1
ϵi
) > R) < 2−σ;

2 Initialize an empty set X ′;
3 Add padded real item {0|x}x∈X into X ′;
4 Add dummy items {0|i|0}i∈R into X ′;
5 Return X ′;

/* Receiver side */
6 rI = L(ϵI , δ, 1), rD = TLap(ϵD, δ, 1);
7 Initialize an empty set Y ′;
8 Add padded real item {0|y}y∈X into Y ′;
9 Add items {0|i|0}i∈rI into Y ′ ; // Dummy items should be in X ′

10 Add items {0|i|1}i∈rD into Y ′ ; // Dummy items should not be in X ′

11 Return Y ′.

ΠmqRPMT-DPSI

Parameters: P1’s input set size n. P2’s input set size m. The random
dummy item padding mechanism Mrd parameterized with DP parameters
ϵi, ϵd. The RR mechanism MRR parameterized with the DP parameter ϵ.
Input: P1’s set X = {xi}i∈[n], P2’s set Y = {yi}i∈[m].
Protocol:

1. (Dummy Item Padding) P1 invokes Mrd with X as input and out-
put a padded set X ′ = {x′

i}i∈[n+R] with R padded items.
2. P2 invokes Mrd with Y as input and output a padded set Y ′ =

{y′
i}i∈[M ], where M = m + rI + rD and rI , rD are random integers

drawn from a truncated discrete Laplace distribution. P2 permutes the
Y ′ with a random permutation ϕ and obtain Y ∗, where y∗

i = y′
ϕ(i).

3. (mqRPMT Invocation) P1 and P2 invoke FmqRPMT with inputs X ′

and Y ∗. P1 gets an indication Boolean vector {vi}i∈[M ] such that vi = 1
if and only if y∗

i ∈ X ′ but without knowing y∗
i .

4. (indication Boolean vector Perturbation) P1 invokes MRR with
input v and gets the perturbed indication Boolean vector ṽ as output.

5. (Intersection Computation) P2 receives the perturbed indication
Boolean vector ṽ from P1, permutes ṽ with ϕ−1 to obtain ṽ′, and gets
the indication Boolean vector F ∈ {0, 1}m by deleting the bits that
corresponding with the dummy item from ṽ′.

Fig. 8: Generic construction 2: ΠmqRPMT-DPSI.
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Finally, the sender and receiver exchange |X ′| = n+R and |T ′| = m+rI+rD with
each other. Consequently, the overall strategy bounds the leakage to the sender
with (ϵI + ϵD, 2δ)-DP if and only if the truncated discrete Laplace mechanism
satisfies (ϵ′, δ)-DP, where ϵ′ ∈ {ϵI , ϵD}.

In the Random Dummy Item Padding MechanismMrd, determining the size
of R is an important issue, as the magnitude of R simultaneously affects the com-
putation complexity of the entire construction and the inherent error rate of the
padding mechanism. In our implementation, we set R as the minimum number
satisfying Pr[rI > R] ≤ 2−σ, where σ = 40 is the statistical security parame-
ter in MPC. It means the number of dummy items added into the intersection
satisfying (ϵI , δ)-DP with a high enough probability. The result of our experi-
ment shows that: with fixed δ = 10−5, ϵI = 0.01, R = 2774; ϵI = 0.1, R = 279;
ϵI = 1.0, R = 29; ϵI = 10.0, R = 4.

We show the flow of the mqRPMT-DPSI protocol in Fig. 7 and give the
details in Fig. 8. In the mqRPMT-DPSI, P1 and P2 first insert some dummy
items into their private sets X and Y via the Random Dummy Item Padding
Mechanism and get the padded sets X ′ and Y ′, respectively. Next, P1 and P2

invoke mqRPMT with inputs X ′ and Y ′. As the functionality of mqRPMT, P1

gets an indication Boolean vector {vi}i∈[M ] such that vi = 1 if and only if y′i ∈ X ′

but without knowing y′i. After getting {⟨vi⟩}i∈[M ], P1 perturbs it bit by bit via
the RR mechanism and sends the perturbed Boolean values {⟨ṽi⟩}i∈[M ] to P2.
Finally, P2 learns F = {0, 1}m by deleting the bits corresponding to the dummy
items from {⟨ṽi⟩}i∈[M ]. Similar to Πcircuit-DPSI, the FmqRPMT in ΠmqRPMT-DPSI can
be instantiated with any efficient mqRPMT protocols.

The security and privacy result of ΠmqRPMT-DPSI is formally given in Theorem
4. The detailed proof is shown in Appendix B.

Theorem 4. The protocol in Fig. 8 satisfies ϵ-SIM-DPSI with the information
leakage to P1 bounded by (ϵI + ϵD, 2δ)-DP.

7 Experiments

7.1 Implementation Details

We implement three circuit-DPSI protocols and an mqRPMT-DPSI protocol by
plugging the SOTA circuit-PSI protocols [9, 44, 48] and mqRPMT protocol [10]
into the proposed DPSI constructions, respectively. Moreover, we also implement
all circuit-PSI protocols and mqRPMT-based PSI protocol above for comparison.
Specifically, all these protocols mentioned above are written in JAVA and the
source code is available at https://anonymous.4open.science/r/dpsi-58EB.

We denote the circuit-PSI protocols and mqRPMT-based PSI protocol, which
are serving as primitives, as PSTY’19, RS’21, CGS’22, and CZZ’24. The DPSI
protocols that are built upon them are denoted as PSTY’19⋆, RS’21⋆, CGS’22⋆,
and CZZ’24⋆. Moreover, we also list the running time and communication cost
of the FHE-based circuit-DPSI protocol mentioned in [31] and denote it as
KKL+’20. Note that the experimental results of KKL+’20 are copied from [31].

https://anonymous.4open.science/r/dpsi-58EB
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Since this protocol is obviously inefficient even though it is implemented in
C/C++, any further detailed comparison between this protocol and our pro-
tocols may not be necessary.

Datasets. We conduct different experiments on both synthetic and real datasets.
To evaluate the runtime and communication cost of implemented protocols,
which are only affected by the size of the dataset, we construct synthetic datasets
separately for both parties, each containing distinct keywords with some overlap.

Experimental Setup. For all implemented protocols, we set the computational
security parameter κ = 128 and the statistical security parameter σ = 40. To
evaluate the performance of implemented protocols, we conduct a series of exper-
iments with different sizes of items: n = m = 214, 216, 218, 220, as well as different
network environments, including LAN and WAN. For the DP mechanism used
in the implemented DPSI protocols, we use the following default values unless
specifically stated: ϵ = 1.0, δ = 1

n .
We run all our protocols and related protocols on a single Intel Core i9-

9900K with 3.6GHz and 128GB RAM. We simulate the network connection
using Linux tc command. For the WAN setting, we set the average RTT to be
80 ms and bandwidth to be 100 Mbps. We use iptables command to calculate
the communication cost, and use the running time to compute the computation
complexity, which is the maximum time from the protocol beginning to the end,
including the messages transmission time.

7.2 Performance Results

Running times. Table 1 shows the running time of all the implemented pro-
tocols. We can find that the running time of all DPSI protocols increases lin-
early with the growth of the data size. Among the PSI and DPSI protocols we
evaluated, the mqRPMT-DPSI protocol CZZ’24⋆ consistently outperformed the
others in all network environments. Specifically, the CZZ’24⋆ is approximately
3.2-5.8× faster than the other circuit-DPSI protocols. This is consistent with
our analyses that mqRPMT-DPSI protocols will be faster than the circuit-DSPI
protocols since the latter uses general secure computation sub-protocols as a fun-
damental technology. We also observe that the PSTY’19⋆ is the fastest among
all circuit-DPSI protocols over different sizes of data in the WAN setting and
when n = 214, 216 in the LAN setting. The reason is that we implement the
PSTY’19⋆ by combining the circuit-PSI protocol in [44] with the PSM protocol
in [9]. Finally, the running time of all DPSI protocols is roughly the same as
their corresponding PSI protocols. The reason is that DPSI counterparts only
additionally involve the efficient RR mechanism and adding a few dummy items
into both parties’ sets in advance, both of which introduce marginal costs.

Communication Costs. Table 2 shows the total communication cost of all
implemented protocols. We can find that all DPSI protocols achieve strict linear
communication complexity. Specifically, except for the CGS’22⋆, the communica-
tion overhead of the other DPSI protocols is relatively consistent. Among them,
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Table 1: Runtime of DPSI protocols on n = m = 214, 216, 218, 220 set sizes under
LAN and WAN network settings. The results for KKL+’20 are copied from [31].

Primitive Protocol
Runtime(s)

LAN WAN
214 216 218 220 214 216 218 220

Circuit-PSI
PSTY’19 4.26 19.57 96.97 457.74 8.52 23.95 107.06 474.90

RS’21 5.35 20.98 99.96 474.68 8.67 27.36 111.93 488.63
CGS’22 5.29 21.81 102.67 485.09 8.47 26.25 110.51 501.74

Circuit-DPSI

PSTY’19⋆ 4.14 19.15 94.93 451.62 5.11 19.90 99.92 488.06
RS’21⋆ 4.95 19.67 97.21 465.22 5.46 21.19 99.11 479.51

CGS’22⋆ 4.48 20.75 102.25 476.95 9.44 26.03 111.79 503.86
KKL+’20 - 531.62 - 11719.4 - - - -

mqRPMT-PSI CZZ’24 1.24 4.80 19.24 76.87 1.44 5.57 21.29 84.31
mqRPMT-DPSI CZZ’24⋆ 1.19 4.81 19.14 77.22 1.61 5.76 21.55 85.37

the mqRPMT-DPSI protocol has the lowest communication overhead. Moreover,
compared with the constructions of the corresponding PSI primitives, all DPSI
protocols have similar communication overheads. This is because the perturba-
tion operations involved in the DPSI protocols are performed locally and do
not incur additional communication overhead, and the number of dummy items
involved in mqPRMT-DPSI is small for reasonable DP parameters ϵi and ϵd.

Table 2: Communication cost of DPSI protocols on n = m = 214, 216, 218, 220 set
sizes. The results for KKL+’20 are copied from [31].

Primitive Protocol Total Comm.(MB)
214 216 218 220

PSI

PSTY’19 2.63 8.82 32.08 125.93
RS’21 3.27 9.56 33.03 127.08

CGS’22 4.73 17.15 65.97 261.39
CZZ’24 1.26 5.05 20.74 82.97

circuit-DPSI

PSTY’19⋆ 2.64 9.04 32.16 126.25
RS’21⋆ 3.27 9.58 33.11 127.4

CGS’22⋆ 5.74 17.17 66.05 261.76
KKL+’22 - 133 - 232

mqRPMT-DPSI CZZ’24⋆ 1.41 5.88 23.5 94

7.3 Utility Results

FPR and FNR. The output of the DPSI protocols is a differentially private
set, which contains both false negatives and false positives. According to Equa-
tion (1), both the false negative rate (FNR) and false positive rate (FPR) are
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theoretically q = 1
1+eϵ , which indicates that the FNR and FPR are determined

by the privacy budget ϵ: a larger ϵ will lead to smaller FNR and FPR at the
expense of weaker privacy guarantee, while a smaller ϵ will result in lower utility.
In practice, the parties need to negotiate and define a consensus ϵ in advance to
strike a balance between privacy and utility that aligns with their specific needs.
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Fig. 9: The FPR and FNR of mqRPMT-DPSI protocol

To verify our theoretical analysis of the utility of DPSI protocols, we ad-
ditionally design a series of experiments to measure the FPR and FNR of the
chosen implemented DPSI protocol while varying the private budget ϵ from 0.5
to 5.0. Specifically, since the utility of all DPSI protocols is the same, we chose
the mqRPMT-DPSI protocol as a representative protocol and conducted experi-
ments to evaluate its FPR and FNR under different privacy budgets. The results
in Fig. 9 support and validate our analyses: as privacy budget ϵ increases, the
FPR and FNR will decrease gradually. It indicates that the parties can strike a
balance between privacy and utility by choosing a proper ϵ.

Effectiveness of Random Dummy Item Padding Mechanism. Finally,
we evaluate the effectiveness of the Random Dummy Item Padding Mechanism,
the key building block in the mqRPMT-DPSI construction. We count the dis-
tribution of Random Dummy Item Padding Mechanism’s outputs in a different
setting. Specifically, we run Random Dummy Item Padding Mechanism for 105

times while varying the privacy budget ϵ from 1.0 to 5.0 under δ = 0.1 and
δ = 0.0001. In all experiments, we use the default values n = m = 29, and show
the results in Fig. 10 and Fig. 11. It demonstrates that when δ = 0.0001, which
is a much more practical setting in the above experiments, as the privacy bud-
get ϵ increases, the distribution of the outputs becomes centralized gradually. It
means that a smaller ϵ can lead to a stronger privacy-preserving capability. In
contrast, when δ = 0.1, the output is not adequately randomized, implying a
higher probability of accidental information leakage.
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Fig. 10: The distribution of dummy items’ size (δ = 0.1)
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Fig. 11: The distribution of dummy items’ size (δ = 0.0001)

8 Conclusion

In this paper, we revisit the definition of DPSI, introduce its ideal functionality,
and propose two generic and modular constructions. The first one is Πcircuit-DPSI,
which is secure and satisfies ϵ-DP. The other one is ΠmqRPMT-DPSI, which offers
improved efficiency at the expense of privacy compromise. For ΠmqRPMT-DPSI, we
also propose a Random Dummy Item Padding Mechanism to prevent the exact
PSI-CA from leaking. We prove that the released PSI-CA satisfies (ϵ, δ)-DP
and the output of ΠmqRPMT-DPSI is secure and satisfies ϵ-DP. Experiments show
that the instantiations of ΠmqRPMT-DPSI are arguably the most computation- and
communication-efficient DPSI protocols, and the instantiations of Πcircuit-DPSI are
comparable in performance with the most efficient circuit-PSI protocols.

Although our instantiations outperform existing DPSI construction, its con-
crete efficiency is still worse than SOTA (non-circuit) PSI and PSI-based appli-
cations. Obtaining more efficient DPSI is a promising future direction. Another
direction is to obtain DPSI with higher utility under the same privacy budget ϵ.
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A Proof of Theorem 3

We prove Theorem 3 in two steps. First, we prove that the ideal functional-
ity Πcircuit-DPSI satisfies ϵ-DPSI. Then, we prove that the construction securely
realizes the ideal functionality Πcircuit-DPSI. By combining them, the theorem is
proved.
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Lemma 2. FDPSI in Fig. 4 with MRR parameterized by ϵ satisfies ϵ-DPSI.

Proof. Given the inputs X from P1 and Y from P2, a neighboring input X ′ =
X ∪ {vt} or X ′ = X \ {vr}, for any output F ∈ {0, 1}m and the privacy budget
ϵ, we need to prove that∣∣∣∣ Pr[Fcircuit-DPSI(X,Y ) = F ]

Pr[Fcircuit-DPSI(X ′, Y ) = F ]

∣∣∣∣ ≤ eϵ.

We prove it by considering four different cases: (1) X ′ = X ∪ {vt}, vt /∈ Y ;
(2) X ′ = X∪{vt}, vt ∈ Y ; (3) X ′ = X \{vr}, vr /∈ Y ; (4) X ′ = X \{vr}, vr ∈ Y .

For the first case, when vt /∈ Y , vt must not be in either X ∩ Y or X ′ ∩ Y .
As a result, all other items in the input are the same, we have

Pr[Fcircuit-DPSI(X,Y ) = F ]

Pr[Fcircuit-DPSI(X ′, Y ) = F ]
= 1 ≤ eϵ

.
For the third case, when vr /∈ Y , vr must not be in either X ∩ Y or X ′ ∩ Y .

As a result, all other items in the input are the same, we have

Pr[Fcircuit-DPSI(X,Y ) = F ]

Pr[Fcircuit-DPSI(X ′, Y ) = F ]
= 1 ≤ eϵ

.
For the second and fourth cases, since vt ∈ Y , W.L.O.G., we assume that

the t-th bit bt in F indicates vt is in the intersection if bt = 1, and vt is not in
the intersection if bt = 0. By representing the t-th bit in P1’s Boolean share for
input X and X ′ as ⟨ãt⟩X1 and ⟨ãt⟩X

′

1 , respectively, we have∣∣∣∣ Pr[Fcircuit-DPSI(X,Y ) = F ]

Pr[Fcircuit-DPSI(X ′, Y ) = F ]

∣∣∣∣ = ∏
i∈[m]

∣∣∣∣ Pr[F i
circuit-DPSI(X,Y ) = bi]

Pr[F i
circuit-DPSI(X

′, Y ) = bi]

∣∣∣∣
=

∣∣∣∣ Pr[F t
circuit-DPSI(X,Y ) = bt]

Pr[F t
circuit-DPSI(X

′, Y ) = bt]

∣∣∣∣ = ∣∣∣∣ Pr[MRR(⟨ãt⟩X1 ) = bt]

Pr[MRR(⟨ãt⟩X
′

1 ) = bt]

∣∣∣∣ ≤ p

q
= eϵ.

(2)

Therefore, Fcircuit-DPSI with MRR parameterized by ϵ satisfies ϵ-DPSI.

Lemma 3. The protocol Πcircuit-DPSI in Fig. 6 securely realizes the ideal func-
tionality FDPSI in Fig. 4 using MRR against a semi-honest adversary in the
Fcircuit-PSI-hybrid model.

Proof. The correctness of Πcircuit-DPSI is obvious, which follows the correctness
of the underlying protocol realizing Fcircuit-PSI. Then we prove the security by
constructing simulators. For the corrupt semi-honest receiver, we exhibit the
simulator SimR as follows.

1. SimR receives P2’s input Y , invokes FDPSI to obtain the output F ′, and
appends them to the view.
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2. SimR uses Hs and Y to honestly compute HT2 with size β, and selects
random bits ⟨a′j⟩2 ← {0, 1} for j ∈ [β]. Then, SimR invokes the simulator of
Fcircuit-PSI with input (Y, {⟨a′j⟩2}j∈[β]) and appends the outputs to the view.

3. SimR computes a length-β Boolean vector b. For i ∈ [β]: If there is an
element in the i-th bin in HT2, say yj , then bi = ⟨a′i⟩2 ⊕ F ′

j . Otherwise, bi
equals the output ofMRR with input ⟨a′i⟩2.

The real view of P2 in an execution can be written as:

viewπ2 = {Y,HT2, {⟨ai⟩2}i∈[β], {⟨ãi⟩1}i∈[β], F}m

and the output view of SimR is:

S2 = {Y,HT2, {⟨a′i⟩2}i∈[β], {bi}i∈[β], F
′}.

Two views are statically indistinguishable, which directly follows the security of
the underlying protocol realizing Fcircuit-PSI.

Also, the simulator of the corrupt sender can be easily constructed by simu-
lating β random bits and invoking the simulator of Fcircuit-PSI. Thus, we conclude
the proof.

B Proof of Theorem 4

Since both circuit-DPSI and mqRPMT-DPSI perturb the intersection in the
same way using MRR, we omit the analysis of the DP property of P2’s output
and prove that the information leaked to P1 in Fig. 12 is bounded by (ϵI+ϵD, 2δ)-
DP. Also, according to the sequential composition of DP ((Theorem 1)), we only
need to prove Lemma 4.

FrDPSI

Parameters: P1’s input set size n. P2’s input set size m. The privacy
budget ϵI , ϵD, ϵ.
Input: P1’s set X = {xi}i∈[n] ∈ Vn. P2’s set Y = {yi}i∈[m] ∈ Vm.
Functionality: Upon receiving X from P1, Y from P2.

1. Compute F ′ ∈ {0, 1}m, where f ′
i indicates if yi ∈ X. Apply MRR with

parameter ϵ to F ′ and send the result F to P2.
2. DP Leakage: Sample rI , rD with L(ϵI , δ, 1) and L(ϵD, δ, 1). Compute

and send nI = |X
⋂

Y |+ rI , nD = Y − |X
⋂

Y |+ rD to P1.

Fig. 12: Ideal functionality FrDPSI with privacy leakage.

Lemma 4. The truncated discrete Laplace mechanism satisfies (ϵ, δ)-DP.
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Proof. For any neighboring database D1, D2, let c1 = c(D1) ≥ 0 and c2 =
c(D2) ≥ 0. W.L.O.G. we consider c2 ≥ c1. It is easy to see that Pr[TLap(D1) ∈
(−∞, c1)] = 0 and Pr[TLap(D2) ∈ (−∞, c2)] = 0. For any o ≥ c2 ≥ c1, it is true
that

Pr[TLap(D2) = o]

Pr[TLap(D1) = o]
=

p · exp (−(ϵ/∆c)|o− c1 − η0|)
p · exp (−(ϵ/∆c)|o− c2 − η0|)

= exp (
ϵ(|o− c2 − η0| − |o− c1 − η0|)

∆c
)

≤ exp (
ϵ|c1 − c2|

∆c
) ≤ exp (

ϵ ·∆c

∆c
) = exp (ϵ).

(3)

However, when the output o ∈ [c1, c2), Pr[TLap(D2) = o] = 0, Pr[TLap(D1) =
o] > 0, making the ratio of probabilities unbounded. Nevertheless, we can bound
Pr[TLap(D1) ∈ [c1, c2)] by δ as shown below.

Let O∗ = (−∞, c2). Then, we can show that for any output set O of query
c(), we have

Pr[TLap(D1) ∈ O]

= Pr[TLap(D1) ∈ (O ∩O∗)] + Pr[TLap(D1) ∈ (O −O∗)]

≤ Pr[TLap(D1) ∈ [c1, c2)] + eϵ Pr[TLap(D1) ∈ (O −O∗)]

= Pr[η1 < ∆c] + eϵ Pr[TLap(D1) ∈ O]

= 1− Pr[η1 ≥ ∆c] + eϵ Pr[TLap(D1) ∈ O]

= 1− e−ϵ(∆c−η0−1)

eϵ + 1
+ eϵ Pr[TLap(D1) ∈ O]

= δ + eϵ Pr[TLap(D1) ∈ O].

(4)

Therefore, this mechanism satisfies (ϵ, δ)-DP.

Lemma 5. The protocol in Fig. 8 securely realizes the functionality in Fig. 12
against a semi-honest adversary in the FmqRPMT -hybrid model.

Proof. We can prove Lemma 5 by constructing the simulators similar to the
proof of Lemma 3.
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