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ABSTRACT

In this paper we introduce new concept of tropical increasing matrices and then
prove that two tropical increasing matrices are commute. Using this property, we
modified Stickel’s protocol. This idea similar to [5] where modified Stickel’s protocol
using commuting matrices (Linde De La Puente Matrices).
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1. Introduction

Public Key Cryptography represents a cornerstone in the domain of digital security,
enabling secure communication over insecure channels through the use of two separate
key for encryption and private key for decryption. Unlike symmetric key cryptography,
where the same key is used for both encryption and decryption, public key cryptogra-
phy allows for the distribution of the public key openly, while keeping the private key
secret.

Tropical cryptography is a branch of cryptography that utilizes the principles of
tropical algebra that was introduced by Griogriev and Sphilrain [? ]. This algebraic
structure operates on the tropical semiring, which, in its simplest form, involves the
operations of taking the maximum (minimum) and addition of real numbers. Unlike
traditional cryptographic methods that rely on the arithmetic of numbers or algebraic
structures like groups, rings, and fields, tropical cryptography explores encryption and
decryption mechanisms through the lens of tropical mathematics.

The applications of tropical cryptography are still being explored but hold promise
for developing new encryption schemes that could potentially offer advantages in terms
of efficiency, security, and resistance to certain types of cryptographic attacks. This
area is particularly interesting for theoretical cryptographers and mathematicians who
are seeking to expand the boundaries of what is possible in cryptography.

Some researches have done in tropical cryptography, especially in public key cryotog-
raphy such as modification of Stickel’s protocol [? |, [5], [10], public key cryptography
using tropical semidirect product, tropical cryptography in digital signature [12], and
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tropical encryption [11]. The attack for tropical cryptography also introduced by [7],
[4], 3], and [9]

Some modifications of public protocol using tropical commuting matrices have been
conducted by [8], [5], [6]. In their paper, Muanalifah and Sergey studied some classes of
commuting matrices in tropical algebra and its application on public key cryptograpy.
They modified stickel protocol using tropical quasi-polynomial and Linde De la puente
Matrices. However this protocol can be attacked by generalized of Kotov and Ushakov
attack [5].

Our aim is to study a new class in tropical commuting matrices and implement
into Stickel’s protocol. In this paper we introduce a new concept about the tropical
increasing matrix and study some properties in tropical increasing matrices.

The paper is organized as follows: We focus on some definitions as fundamental key
notions of tropical semiring and tropical matrix algebra in Section 2. In Section 3, we
present the Tropical Increasing Matrices. Then, in Section 4, we discuss two modifi-
cation of Stickel’s protocol using tropical increasing matrices. Finally, the conclusion
and further research are given in Section 5.

2. Preliminaries
In this section we introduce the basic definition of tropical algebra and public key
cryptography.

The tropical (max-plus) semiring Ry is the set R U {cc}, equipped with the ad-
dition () and the multiplication (®). For each a,b € Ryax, we set

a ® b= max(a,b), and a®b=a+b (1)

This arithmetic operation can be extended to matrices and vectors as in the follow-
ing definition.

Definition 2.1 (Tropical Matrix Addition). Let A = [A;;] € Rpmax, B = [Bij] € Rpax-
the tropical matrix addition is

(A® B) = A;; @ B;j; = max{A4;;, B;;}
Definition 2.2 (Tropical Matrix Multiplication). Let A = [4;;] € Ry and C =
[CZJ] € anég then

AR C = @ @ [Chi] = max {Aip + Cpj}

Definition 2.3. Let A = [A4;;] € Ryax and ¢ be any scalar. Scalar multiplication c® A
is obtained by adding ¢ to each entry in A.

C®A:C®[Alﬂ = [C—FAZ']']

Definition 2.4 (Identity matrix). Matrix I € Ry,ax is called a tropical identity matrix



if its entries are

)0 =g
Yoo si#

Definition 2.5 (Matrix powers).

—_————
k
Tropical matrix powers are a natural extension of scalar tropical powers
Definition 2.6.

a*=a®a---Qa=a+a--+a=kxa,Va € Ryax, k € N.
k k

Definition 2.7 (Kleene stars e.g [1]). Suppose A € R then denote

nxXn
A =T Ad A% A3 ..

. If this series converges then it is called the Kleene star of A.

As we know the first pioneer of public key cryptography was Diffie-Hellman [13].
They implemented cyclic group to construct public key exchange protocol as below.

Diffie-Hellman Protocol

Alice and Bob agree on public parameter cyclic group Z; where p is prime number
and generator g. They exchange public key in the following steps

(1) Alice picks a private integer number r and computes u = g".

(2) Bob picks a private integer number s and computes v = g°.

(3) Alice and Bob exchange their public keys u and v. Alice sends u to Bob and Bob
sends v to Alice, respectively.

(4) Using Bob’s public key v, Alice computes her private key K4 = (v)" = ¢*".

(5) Bob uses Alice’s public key u to construct his private Key Kp = (u)® = ¢"*

It is clear that Alice and Bob have common secret key.
In 2005, Stickel introduced new concept in public key cryptography by modifying
Diffie-Hellman protocol [13]. Here we recall the classic Stickel’s protocol.

Stickel’s Protocol

Alice and Bob agree on non abelian grup G. Alice and Bob chooses public parameter
a,b,w € G where ab # ba. They exchange public key as follows.

(1) Alice chooses two random positive integers &, and sends u = a*wb' to Bob.
(2) Bob chooses two random positive integers r, s and sends v = a"wb® to Alice.
(3) Alice calculates her private Key K4 = a*vb!.

(4) Bob calculates his private key Kp = a"ub®.



Then Alice and Bob end up with the same secret key. This Stickel’s protocol version
has been attacked by Vladimir Shiplrain using linear algebra attack [15]

3. Tropical Increasing Matrices

In this section we will define increasing matrices in tropical algebra and discuss about
the properties of tropical increasing matrices.

First of all, we introduce a new concept of tropical increasing matrix in the following
definition.

Definition 3.1. Matrix A = (a;;) € R5Y is called tropical increasing matrix if it
satisfies the following condition :

(1) row-wise increasing
for every element a;; then a;j+1 = a;; + 1 for all j such that 1 < j < n where n
is the dimension of matrix.

(2) column-wise increasing
for every element a;; then a;y1; = a;; +n for all ¢ such that 1 < i < n where n
is the dimension of matrix.

We denote tropical increasing matrices by Z,, for all n € N.

It can be seen that aj2 = a1 + 1,013 = a1 + 2+ ... + a1 + (n — 1). Hence,
we can express the entries of tropical increasing matrices by the generator of tropical
increasing matrices, i.e a1 as in this below definition.

Definition 3.2 (deformation of tropical increasing matrices). Let A be a tropical
increasing matrices then each entry a;; of matrix A can be written as the following
formula

a;; = a1l + (i—1)n+(—-1) (2)
-1 0 1

Example 3.3. Matrix A= | 2 3 4| is a tropical increasing matrices with n = 3.
5 6 7

We can write ag; = 2 where i = 2,j = 1 and n = 3. Using equation (2) ag; can be
expressed as

az1 = an+(i—1)n+(j—1) = an+(2—1)3+(1-1) = —1+(2—1)3+(1—-1) = —14+340 = 2.

a3 = a11+(z’—1)n+(j—1) = a11+(2—1)3+(3—1) = —1—|—(2—1)3+(3—1) = —14+3+2 = 4.

aszp = a11+(i—1)n+(j—1) = a11+(3—1)3+(2—1) = —1—|—(3—1)3+(2—1) = —14641 = 6.

It is clear that the eigenvalues of matrix A € 7, is equal to a,, since ay, is the
largest entry of matrix A.

In the term of classical algebra, two increasing matrices A and B are not commute.
Here we give the counter example



-2 -1 0 2 3 4
Example 3.4. Let A= |1 2 3|and B= |5 6 7 | betwosquare increasing
4 5 6 8 9 10
matrices then we have
-9 —-12 -15 15 24 33
AxB=136 42 48 | #Bx A= |24 42 60
81 96 111 33 60 87

However, in the term of tropical algebra we can show that two tropical increasing
matrices are commute as in the following theorem

Theorem 3.5. Let A, B€Z, then A B=BR® A
Proof. By definition (2.2) and equation (2), for all 7, j we have
A®B = mkax(aik + byj)
= mI?X(ail + b1y, mgx(ai(k—l) +14+bg-_1); +1)
= m]?X(a11 +bi+ (i —1)n+j— 17m]§%X(@11 +bu+(@E—n)n+(k—=2)n+(k+j—-1))

and
B® A= mkax(bik + ag;)
= m]?X(bil + ayj, mgx(bi(kfl) + 1+ a(k—1) + 1)
= ml?x(bn +an+GE—n+(—1), ml?x(bn +ar+G—1n+(k—=2n+(k+75—1)))

It clear that A B=B® A O

This commutativity property only holds on tropical increasing matrices in Definition
(3.1). Here, we provide a counter example where we take any two tropical increasing
matrices (aij < Q(i+1)j> Qij < i(5+1)

-2 -1 0 -1 0 1
Example 3.6. A=|2 3 4| andB=|-2 -1 0
7 8 9 2 3 4

2 3 4 8 9 10

AB=1|6 7 8], BA=|7 8 9

11 12 13 11 12 13

A®B#B®A

We can also show that this commutativity property holds even if we add any tropical
matrix in the middle as in the theorem below.

Theorem 3.7. Let A,B €Z, and W € M,(Z) then AQW @ B=BW & A



Proof. We have
AW ® B = Hllc?ix(ail + wyk + by;j)
= nllﬁx(au +(@—=)n+(1—-1)+wy+bn+(k-1n+(j—1))
= n}ﬁx(an +bhtwrp+GE—1)n+ (-1 +k—-1)n+(j—1))
BoW® A= Hilﬂx(b“ + Wi + ak;)
= n}ﬁx(bu + @ —n+ (-1 +wg+an+ (k—n+(j—1))

:H}calx(au-an+w1k+(i—l)TH‘(l—1)+(k—1)”+(j—1)

We prove that AW ® B=BW® A O

Corollary 3.8. Suppose that matrices A, B € T, and W € M, (Z) such that
AW RBIW =BQWAQW

Since tropical increasing matrices has a unique eigenvalue and A = ay, then we
have A* = a,, @ AF1,

Increasing tropical matrices also has unique property for conjugate tropical matrices.
First, we define tropical matrix conjugate A* = —AT = —(a); for all i, j. We can show
that AQ A*® A=A and A*® AR A* = A*, respectively as in the following theorem.

Theorem 3.9. Let A€ T,, then A® (—A)T ®A=Aand AT A® (-AT) = —AT

Proof.
(AR A" ® A);j = HIIC?ZX(ail + agy, + akj)
= max(any + (i~ Do+ (= 1) = (an + (k= Do+ (1= 1) +ax + (k= D+ (G - 1)
=max(ayy + (i = Dn+ (@ —1) —an — (k= n) = (I = 1) +an + (k= Yn+(j — 1))
max(ai; + (i — L)n+ (j — 1))
= (aij)

4. Public Key Cryptography Based on Tropical Increasing Matrices

In this section, we discuss two modification of Stickel’s protocol using tropical increas-
ing matrices



Protocol 1
Alice and Bob agree on public parameter matrix W € M, (Z)

(1) Alice chooses two random private topical matrices A;, As.
(2) Bob chooses two random private tropical matrices By, Bs.
(3) Alice computes U = A; ® W ® Ay and sends U to Bob.
(4) Bob computes V = B; ® W ® By and send V' to Alice.
(5) Alice calculates her private key K4 = A1 @ V ® A

(6) Bob calculates his private key Kp = B; ® U ® Bs.

3
4
)

We can prove that K4 = Kp as in the following equation

Ki=A410V®A
=A103B W ® By ® Ay
=B1RAIQW ® Ay ® By (3)
=B10U ® B
=Kp

This protocol can be attacked easyly even the attacker does not know matrices
Ay, Ag, By, By because K4 and Kp in the form of tropical increasing matrices.
We can see in the following toy example

34 —-36 —6
Example 4.1. Alice and Bob agree on public matrix W = |26 —34 —16|. Then
46 11 —43
they exchange public key as in the following steps.
23 24 25
(1) Alice chooses two tropical increasing matrices A; = |26 27 28| and Ay =
29 30 31
86 87 88
89 90 91f.
92 93 94
82 83 84
(2) Bob chooses two tropical increasing matrices By = |85 86 87| and By =
88 89 90
67 68 69
70 71 72
73 74 75
157 158 159
(3) Alice sends U = [160 161 162| to Bob
163 164 165
197 198 199
(4) Bob sends V = |200 201 202| to Alice
203 204 205
322 323 324
(5) Alice has private key K4 = [325 326 327
328 329 330



322 323 324
(6) Bob has private key Kp = |325 326 327
328 329 330

From this example, we can see that K4 = AN(U) @ U

Therefore we construct another protocol as below

Protocol 2

Alice and Bob agree on matrix W € M,,(Z). They exchange public key in the following
steps

(1) Alice chooses two random increasing tropical matrices A; and Az and makes
them private.

(2) Bob chooses two random increasing tropical matrices By and B and makes them
private.

(3) Alice computes and sends U = A1 @ W ® As @ W to Bob

(4) Bob computes and sends V =B @ W ® By @ W to Alice.

(5) Alice computes K4 = A1 @ V ® A

(6) Bob computes Kp = B] ® U ® Bo

We can see that K4 = Kp as follows.

Ki=A410V® A
=A1QBIW B, W ® Ay
=BIRAIIW® A ® By
= Kp

We suggest the parameters for this protocol

e the dimension of matrices of matrices 30 x 30.
e the entries of matrices in the interval [—105,10°].

5. Conclusion

In this paper, we introduced new concept of tropical increasing matrices and showed
that if A, B are increasing tropical matrices then A® B = B® A. We also proved that
ARQA*®A = Aand A*RQ AR A* for A € 7, and Ax is a tropical conjugate matrices. We
constructed two new Stickel’s protocol using tropical increasing matrices. For further
research we can analyse the security of the protocols.
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