Accelerating pairings on BW10 and BW14 Curves

. * . .
Senegue Gomez Nyamsi'?", Laurian Guimagang Azebaze?3T and
Emmanuel Fouotsa!?

"Department of Mathematics and Computer Science, University of
Dschang, P.O.Box 67, Dschang, Cameroon.
2Department of Mathematics, University of Yaounde, P.O.Box
812,Yaounde, Cameroon.
3 Centre for Cybersecurity and Mathematical Cryptology, University of
Bamenda, P.O.Box 39, Bambili, Cameroon.

*Corresponding author(s). E-mail(s): nyamsigomez@gmail.com;
Contributing authors: azebazelaurian@yahoo.fr;
emmanuelfouotsa@yahoo.fr;

TThese authors contributed equally to this work.

Abstract

Since the advent of pairing based cryptography, many researchers have developed
several techniques and variants of pairings to optimise the speed of pairing com-
putations. The selection of the elliptic curve for a given pairing based protocol is
crucial for operations in the first and second pairing groups of points of the elliptic
curve and for many cryptographic schemes. A new variant of superoptimal pairing
was proposed in 2023, namely x-superoptimal pairing on curves with odd prime
embedding degrees BW13-310 and BW19-286. This paper extends the definition
of the x-superoptimal pairing on elliptic curves with even embedding degrees
BW10-511 and BW14-351 at 128 bits security level. We provide a suitable for-
mula of the x-superoptimal pairing on BW10-511 and BW14-351 where the Miller
loop is about 18.5% and 21.6% faster than the optimal ate pairing on BW10-
511 and BW14-351 respectively. The correctness of the x-superoptimal pairing
on BW10-511 and BW14-351 and bilinearity has been verified by a Magma code.
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1 Introduction

A pairing is a non-degenerate bilinear map, e : G; X Go — G3, where G; and G» are
subgroups of an elliptic curve and Gg3 is a multiplicative sub-group of a finite field. In
1948, pairings were introduced in mathematics by Weil [1] and to cryptography in 1993
by Menezes et al. [2] as an instrument to attack instances of the Discrete Logarithm
Problem (DLP) on elliptic curves. Pairing later became prominent as a strong tool
to design many cryptographic protocols with novel properties such as faster public
key compression for isogeny-based cryptosystems (key exchange) [3], verifable delay
functions from supersingular isogenies [4], enhanced Privacy ID (EPID) scheme [5],
identity-based encryption [6] and the tripartite Diffie-Hellman key exchange [7]. Many
authors have worked on efficient implementation of pairings on elliptic curves with
even embedding degrees such as Guillevic et al. [8], Aranha et al. [9], Ghammam et
al. [10] and many others [11-17] whereas, few implementations of superoptimal pairing
have been done. In [18], Yanfeng et al. defined a superoptimal pairing with Miller loop

length less than % having the advantage that its Miller loop length is half of that

of the optimal ate pairing defined by Vercauteren [19], though their pairings formulas
involve more exponentiations that may affect the efficiency.

In 2023, the authors Yu Dai et al. [20] have revisited two pairings-friendly curves
with even embedding degrees 10 and 14 over fields of size 511 and 351 respectively
ensuring a security level of 128 bits called BW10-511 and BW14-351. Where for
BW14-351 they provided high-speed software implementations of pairing computation,
hashing to G; and Go, group exponentiations, and subgroup membership testings on
a 64-bit platform. Their results reveal that the performance of single pairing compu-
tation on BW14-351 is slightly faster than BN-446 and BW13-310, while about 18.4%
slower than BLS12-446. In terms of group exponentiation in G; and Gy , BW14-351
is about 49.2% and 15.1% faster than BLS12-446, 119.6% and 73.8% faster than BN-
446, while 34.4% and 5.5% slower than BW13-310. Moreover, compared to BW13-310,
BW14-351 benefits from a greater performance penalty for hashing to G, and group
exponentiation in Gy that are 55.7% and 51.04% respectively, though it is still slower
than BN-446 and BL.S12-446. Therefore BW14-351 is an appropriate choice for proto-
cols that aims to pursue fast group exponentiations in G; and Gp , while minimizing
the performance penalty for group exponentiations in Go. Furthermore, BW10-511
and BW14-351 curves admit a quadratic twist which enable computations to be done
in the subfields Fys and F 7 respectively where El Mrabet et al. [21] have proposed a
method to improve the arithmetic cost and also led to the denominator elimination
technique. The bilinearity of the new x-superoptimal pairings has been verified by a
Magma script available at https://github.com/Azebazelaurian/Azebazelaurian.git.

Our contribution. The contributions of this paper are as follows:

® We proposed two new formulas of x-superoptimal pairings on BW10-511 and BW14-
351 respectively and provided a Magma script for the correctness of the bilinearity
of the new x-superoptimal pairings.

® We compare the efficiency of our proposed x-superoptimal pairings computations
on BW10-511 and BW14-351 with the optimal ate pairings computations done by
Yu Dai et al. [20]


https://github.com/Azebazelaurian/Azebazelaurian.git

Roadmap. Section 2 gives a brief overview of the optimal ate pairing and superop-
timal pairing on elliptic curves. In section 3, we provide a variant of the superoptimal
pairing on BW10-511 and BW14-351 curves called x-superoptimal. In section 4, we
evaluate the Miller loop of the z-superoptimal pairing on BW10-511 and BW14-351
curves. Section 5 summarizes operation costs of the previous sections and we end in
section 6 with the conclusion.

2 Preliminaries.

In this section, we define a pairing-friendly elliptic curve [22], the optimal ate
pairing [19] and the superoptimal pairing [18] on elliptic curves.

2.1 Pairing-friendly elliptic curve

Let g(z),t(z),r(z) € Q[z] be non-zero polynomials. We say that a polynomial triple
(¢(x),t(z), r(x)) parametrizes a family of pairing-friendly ordinary elliptic curves with
embedding degree k and CM discriminant D, if the following are satisfied :

(i) q(x) represents primes. That is, it is non-constant, irreductible, with positive lead-
ing coeflicient. Additionally, ¢(z) € Z, for some (or infinitely many) = € Z and
ged({q(x) : x,q(x) € Z}) = 1.

(ii) r(x) is non-constant, irreducible, integer-valued, with positive leading coefficient.

(iii) r(x) divides both q(x)+1-t(x) and ®y(t(z) — 1), ®x(x) is the k** cyclotomic
polynomial.

(iv) there are infinitely many integer solutions (z,Y") for the parametrized CM equation
DY? = 4q(x) — t(x)%

The p-value of a polynomial family (¢(z),t(x),r(x)) is defined as p(q,t,r) = giig.

Let f(x) = 4q(z) — t(x)? € Q[x] be the CM polynomial of the form f(z) = g(z)y(z)?
with y(z),g(z) € Q[z] and deg g < 2. If deg g = 0, the family (q(x), t(x), r(x)) is
complete and thus f(x) = Dy(z)?, for some square-free D > 0. If deg g = 1, the
family is complete with variable discriminant and finally, if deg g = 2, with g(x) not
a perfect square and lc(g) > 0, the family is sparse.

2.2 Optimal ate Pairing

Let E be an elliptic curve defined over IF),, where p is a large prime number and let r be
the largest prime number such that r divides #E(F,). Let k& be the smallest positive
integer such that r divides p* — 1. The integer k is called the embedding degree of F
(with respect to r). We set

Gy = E(F,x)[r]Nker(my, —[1]) and Gg = E(F,)[r] N ker(m, — [p]),

Where 7, denotes the p-power Frobenius endomorphism on E. Note that
Gy = E(F,)[r] and Gy C E(F,x)[r].



Consider the ¢(k)—dimensional lattice (spanned by the rows)

r 00..0
—-p 10..0
L= -2 01..0

—peF)=1 0 0 .. 1
Where ¢(k) is the Euler Totient function. The volume of L is easily seen to be r,
so by Minkowski’s theorem [23], there exists a short vector V' = (co, ..., c,(k)—1) with
le;] < r1/¢(*) The LLL algorithm applied to the rows of L gives such ¢;’s.

The optimal ate pairing [19] is defined as the non-degenerated bilinear map ay :
Go x Gy — pr C F;k given by

k

p*—1
e(k)-1 p(k)—2 ”
&k(Qv‘P) = H fZ,Q(P)' H h[5i+1]Q7[Cipi]Q(P) (1)
=0 =0

l[8¢+1]Qw[01Pi]Q(P) . .
Where his, 10, [cpiQ(P) = @ with I[s,.110,[c;pi]@ Which represents

the line passing through the two points [s;41]Q and [¢;p']Q, and v}, the vertical line
passing through the point [s;]Q. The values s; are obtained by the relation:

e(k)—1

S; = E cip’
j=i

For two points R, S on the curve E, hr g is the rational function with divisor
(R)+(S) = (S+ R) — (Px).

We compute fs o(P) with the Miller Algorithm [19] presented in Algorithm 1:

Algorithm 1 MILLERLOOP(s, P, Q)- Compute m = f, q(P)
:m<+—1; 5+ Q
2: for b from the second most significant bit of s to the least do
3 m < m?- lS,S(P)/'U[Q]S(P); S [2]5 > DOUBLING STEP
4 if b=1 then
5: m<—m:- ls@(P)/’Us.;,_Q(P); S+ S+Q > ADDITION STEP
6
7:

end if
end for
return m




2.3 Superoptimal pairing on E/F, : y> = 2% 4+ b

Let E be an elliptic curve defined over F,, with the form E : y*> = 23 4+ b where p = 1
mod 3. Then there exists an automorphism of F defined by ¢ : (z,y) — (£x,y) where
¢ is the primitive cube root of unity in Fy. Yanfeng et al. [18] used ¢ to construct
variants of the ate pairing, twisted ate pairing and Weil pairing on pairing-friendly
elliptic curves with general embedding degree k.

Let A and p be eigenvalues of ¢ corresponding to G; and Go respectively. Let
Y = m, o ¢, then eigenvalues of ¢ are A and w = pu corresponding to G; and Go
respectively. Assume that ged(3,k) = 1, then w is a primitive 3k-th root of unity in
F, and r/(w3* — 1).
Theorem 1. [18] Letcr =Y ja;w' = h(w), any1 = 0 and r? { (w3 —1), then there
erists a bilinear pairing

Asup : Goa X G1 — pp

)\i

(Q,P) — H H ¢21 ) - lW”]Qi%H““]Q(d)%i(P)) )

7=04=0 U[h(j)+aj+1uﬂ+1]Q((Z)Qz(P))

Where h0) = 3~1_ a;w'. Let b (w) = > i Jajw ~L. Moreover, aja,.... ,)(-,.) is non-
degenerate if and only if r { [3kh(w) — (w3* — 1)wh'( )].

Since r divides (w?* —1), then the 3k-th cyclotomic polynomial in w yields @3 (w) =
0 mod r and therefore there exists a;s such that agr = Z?(?{k) Yawi. The als is
obtained by finding short vectors in the following ¢(3k)-dimensionnal lattice

r 00..0

—w 10..0

M = —w? 01..0
_ww.(.?;k)_l O O 1

By the theorem of Minkowski [23] |a;| < r#5% . The superoptimal pairings can be
computed by log,(r)/¢(3k) Miller iterations. Since log,(r)/¢(3k) = logy(r)/(2¢(k))
this Miller loop length is the half of that of optimal pairings.

Some authors have worked on the superoptimal pairing on elliptic curves such as
Yanfeng et al. [18] and Fouotsa et al. [24]. In the next section, we define a superoptimal
pairing formula on BW10-511 and BW14-351 curves using theorem 1.

3 Superoptimal pairing formula on BW10-511 and
BW14-351 curves

In this section, we present the parameters (¢(x),q(x),r(z)) obtained by Freeman et
al. [22] of BW10 and BW14, techniques to optimise the superoptimal pairing on
BW10 and BW14 and define the x-superoptimal pairing on BW10 and BW14.



The parameters of the pairing-friendly elliptic curve BW10 are:

tx) =2 +1
rx)=a+a2" —a® —a* — 3 241

p(x) =1/3(2® — 1) (2! — 2% + 1) 4+ 2°

For x = 27 + 213 4+ 226 — 232 Yu Dai et al. [20] found p(x) and r(z) primes of sizes
511 bits and 256 bits respectively corresponding to 128-bit security level with p =1
mod 3 and they proposed an optimal ate pairing on BW10-511 curve.

similarly, the parameters of the pairing-friendly elliptic curve BW14 are:

tx) =2 -z +1
r(x) 28 g% ¥ a2t — 2t 41

p(x) =1/3(x —1)*(@" —2" +1) + 2

For x = 26 — 212 — 214 _ 222 'Yy Dai et al. [20] found p(x) and r(z) primes of sizes
351 bits and 265 bits respectively corresponding to 128-bit security level with p =1
mod 3 and they proposed an optimal ate pairing on BW14-351 curve.

From Theorem 1, we defined the superoptimal pairing on BW10-511 and BW14-351
by :

k1

)\i

L J . l J a;rqwitl 2 P )
TITT |7 oo (P - 1@leser 1@l (P) @

j=01i=0 U[h(f)+aj+1wf+1]Q(¢)2i(P))

In the case of BW10-511, the eigenvalues are A = 2! (see [20] page 6) and u =
A2 = 220, By using the function LLL in SageMath 8.4 calculator, we obtain a short
vector of lattice M as,

V = (ao,a1,a9,as,...,a7) = (2,0,1,0,0,0,0,0)
So h(w) = x + w? since ag = x, a2 = 1 and a; = 0 otherwise, and
For the curve BW10 — 511, since, fi1,9 =1,

n 2 A 2 A 2

[IT1 [0 ®n]" =TI [=o@ @) ro@@n] =T] e @)

j=0i=0 i=0 =0



For every ¢ and j =0

l[h(.i)]Q,[aj+1wj+1]Q(¢2i(P)) _ l[z]Q,[O]Q(¢2i(P)) _ U[x]Q(d’Qi(P)) -1

Vb0 +ay s wi+11Q (02 (F)) vei(@*(P))  vEi(¢*(P))

For every i and j = 1, since h(w) =0 mod r then [z +w?]Q = O and [w?|Q = —[z]Q,

Uh)Q,ays1wi+1]Q (97 (P)) _ lw)@, 0?10 (0% (P)) 210, ~21Q(¢* (P))

Uh) +a;w011Q(0F(P)) Varw21(0%(P)  Vtw2ie(¢*(P))

Va1 (67 (P)),

this is because vj;1.2)q(¢* (P)) will be sent to 1 during the final exponentiation.
For every ¢ and 2 < j <6,

5

)

1@ fa,010+110(97 (P)) i1, 010(9%(P))  Vatwrjo(d%(

. = . = . =1
Vih) 4a,11wi+1]Q (9% (P)) Viz+w?)Q (0% (P)) Vletw?]Q (9% (P))
Thus,
n 2 ; , e wit1(@%(P)) g i
s 71—_) — wv 21 P . [h( )]Qﬁ[a1+lw ]Q : 4
a p(Q ) jl;[og lfa],QW ( )) ’U[h<j>+aj+1wj+1]Q(‘ZSZZ(P)) ( )
2 . . A pk;l
= (H [f2,0(6%(P)) - viajq (¢ (P))] > (5)
i=0

Since < 0, z = —|z| and f; o = f|;|17Q oo = f‘;ﬁQ . v[_w]lQ. Therefore Equation
5 yields :

p-1
™

2 ) X
asup(Q, P) = (H [f|;|1,Q(¢21(P))} >
i=0
Also, since A\? = p and ¢*(P) = ¢(P) then,

pr—1
T

aou(@: P) = (fier@(P) - F2.0(0*(P) - f o(6(P)) (6)

For the curve BW14-351, the eigenvalues are A = —x7 (see [20] page 6) and u =
A2 = 27 — 1. By using the function LLL in SageMath 8.4 calculator, we obtain a short
vector of lattice M as,

V= (a/OaalaaQaa?n "'7a11) = (x7070707070a0a07 1707070)

So h(w) = x + w® since ag = x,as = 1 and a; = 0. In the similar manner as on the
curve BW10-511, we have the Eq. 6



The following Lemma 1 and Lemma 2 help to lower the cost of the inner exponents
of the superoptimal pairing defined in Eq. 6 for the curves BW10-511 and BW14-351.

Lemma 1. For any f € F*,, from the eigenvalues A = % — 1 mod r and p = —2°
mod r of the BW10-511 curve, we have
i) fr g,

Pk k1
-

i) fRAET = pmm)
Proof. The order of the elliptic curve BW10 — 511 is given by |E(F,)|=p+1—t=
p+1—(2>+1)=p—2> =0 modr i.e p=a> mod r, this implies that p? = 25
mod r so we have, p?> = —xu mod r because y = —x% mod r and since r/|E(F,)|
then, there exists a such that p?+xzu = ar and for f € IE‘;,” fp2+‘”“ = f" when raising

k_ k_
it to the power pkr—*l we then have that f(pQJ”“‘) = 1. So, f-zm ™= - = f(pz)p .

Similarly we have, |E(F,)| =p+1—t=p+1—(2*+1)=p—2®=0 mod r
i.e p =23 mod r, this implies that p?> — 2 = 25 — 2 mod r so we have, p?> —z = 2\
mod 7 because A = 2% — 1 mod r and since r/|E(F,)| then, there exists 3 such that

p?> —x —x\ = fBrand for f € F;k, fPQ_’J_w’\ = fP" when raising it to the power pf-1

pF—1

r

2 k_ k_ 2 k_
we then have that f#" —#=23)*= f =1 So, fN) = t = fo ) . O
Lemma 2. For any f € F*,, from the eigenvalues A\ = —x7 mod r and p = 7 — 1
mod r of the BW14-351 curve, we have
i) fri = fOE

i) [N o)
Proof. The order of the elliptic curve BW14 — 351 is given by |E(F,)|=p+1—t=
p+1—(2®—a2+1)=p—2(2" — 1) = p— xp and since /| E(F,)| then, there exists
« such that p — xpu = ar and for f € F;k, fP7®* = fo7 when raising it to the power

k_ pk7 pk7
# we then have that f(p_“'“)pir1 =1. So, flem = - = f(p)%.

Similarly we have, |E(F,)|=p+1—t=p+1—(2®—z+1)=p+az+ax(—2’) =
p + x + zX and since r/|E(FF,)| then, there exists 8 such that p + z + 2\ = fr and

k
for f € Fr., frreter — B when raising it to the power p—r_l we then have that

pP—1 pP—1 pk—1

f(p+:c+xk) — = 1. So, f(—xk) - :f(p+x) = O

We then define a x-superoptimal pairing on BW10-511 and BW14-351, since a
fixed non-degenerate power of a pairing is still a pairing.



Theorem 2. Since ged(x,r) = 1, we derive two new pairings called x-superoptimal
pairing defined as

pk—1

—x

00y, (Q, P) = ((fm,Q(P) Sialo@P)) - (fulol@*(P)- fm|7Q(¢(P)))p2> ’
(7)

For P € Gy and Q € Ga. It is a non-degenerate bilinear pairing on BW10 — 511.

and

—x

(@ P = ((fio(P) 10 PD) - (Flo@(P) - furoo(P) )

For P € Gy and Q € Gs. It is a non-degenerate bilinear pairing on BW14 — 351
Proof. Let f1 = fla,o(P), f2 = fla,0(¢#*(P)) and f3 = fi4.0(6(P)) then,

k_

asupy (Q, P) = (f1- f2 - f?’)‘)_p " . By raising to the power z and using Lemma 1, we
have :

k1

0%, (QP) = (fF- f23 - fim)

k_q

T

y2

= (57 8)

pk—1
-

= (A 1)

_pP-1
Similarly, we have agyp,(Q, P) = (f1 Cfa- ff) " . By raising to the power x
and using Lemma 2, we have :

k

0t (QP) = (fi- f&r- fomy ™
— (T

(A )T

O

Remark 1. The superoptimal pairing formula obtained in Eq 6 for BW10 and BW1}
curves is exactly the same as the one obtained for BW13 and BW19 curves in [24].
Moreover the only difference between the x-superoptimal formulas found in this work
and the previous work done by Fouotsa et al. [24] is on the power of f|;‘1,Q(¢2(P)) .

fiz1.(¢(P)).-



In the following section, we present some algorithms and evaluate the cost of the
Miller loop of the x-superoptimal pairing defined in Theorem 2 for the curves BW10-
511 and BW14-351.

4 Faster Evaluation of the Miller loop for the
x-superoptimal pairings

This section evaluates the cost of the miller loop of the x-superoptimal pairing on
BW10-511 and BW14-351 defined in Thereom 2 by using the algorithms presented by
Guillevic et al. [8] and by Fouotsa et al. [24].

4.1 Miller loop algorithm and his sub-algorithms on
BW10-511 and BW14-351 curves

Under this subsection, we use the quadratic twist on BW10 — 511 and BW14 — 351
curves, which enable computations to be done in the subfields Fps and F,» and some
algorithms [24] in order to improve z-superoptimal pairing cost.

For this fact, we consider the equation of the BW10-511 curve given by F : y? =
2% — 2 and his quadratic twist with equation defined by E y? = 23 — 2773 over
F,s where 7 € Fs with the isomorphism ¢; : (z,y) — (27,y7v), where the tower

5 2
extension of Fyio is given by I, REREN Fys — Fgi0 (see Yu Dai et al. [20] for more

evidence).

Similarly, we consider the equation of the BW14-351 curve given by E : y? = 2343
and his quadratic twist with equation defined by E y* = 23 + 3773 over F,v where
7 € Fpr with the isomorphism ¢s : (z,y) — (27, y7v), where the tower extension of

F 14 is given by ), ﬁ) Fg7 1)2—77—) Fgia.

Moreover, for P = (z,y) € E, we have ¢(P) = (£x,y) and ¢?(P) = (£2x,y) since ¢
is an automorphism on E and £ is the primitive cube root of unity, then the functions
fizl,@(P), fia,0(@(P)) and f,.o(¢*(P)) have different z—coordinate of P. From the
algorithms ( [8], Algorithms 3,4,5 from page 15) of Guillevic et al., we observe that Ay
and ji4 are identical for all Miller’s functions fi, o (P), fz,0(¢(P)) and fz),o(¢*(P))

since they do not depend on the point P but only on the point @. In addition, (%)’ s
d

are factors of each Miller’s functions, thus (@)' s cancel themselves in the products

Ad
fiat@(P) - [z} o(@*(P)) and fi, o(6*(P)) - fia.@(¢(P))-

Algorithm 2 [24] takes as input the Jacobian coordinates S = (X,Y, Z, Z3),Q =
(zq,y0) € Go = E’ (Fpk/2)[r] N ker(mp — [P]), computes the point addition S + @Q as
S = (X,Y,Z,Z?) and evaluate the line (SQ) at P, ¢(P), $*(P) € Gy = E(F,)[r] N
ker(m, — [1]) as (An, An1, An2) where A, and A,2 represents the numerator and the
denominator respectively for the function f = f, o(P) - flgiQ(¢2(P)), also A,1 and
An2 represents the numerator and the denominator respectively for the function g =

Tl (6 (P) - fuy.0(o(P)).

10



Algorithm 2 ADDING LINE Given S,Q € G2, compute S + @ and the evaluation
of the lines (SQ) at P, ¢(P) and ¢*(P) in G,

(X,Y,Z,Z5) < S; (xq,yq) + Q; (xp,yp) < P;t1 <+ xg9-Zo—X; to < yg-Z-Z>—Y;
t3 < t%; tyg < t1-13;15 ¢ X'f,g; X + t%-(t4—|—2t5); Y t2~(t5—X)—Y-t4; Z Z~t1;
A =2 tg < Aa- (Yp —YQ); An < te —ta - (Tp —2Q); A1 <t — to - (Ty(p) — 2Q);
Ao < tg — to - (x¢2(p) — xQ)

return S = (X,Y, Z, Z%), \n, A1, An2

Algorithm 3 [24] takes as input S = (X,Y,Z,Z,) € Gy = E' (Fprs2)[r] N ker(mp —
[P]) , computes the point doubling [2]S as S = (X,Y, Z, Z?2) and evaluate the tangent
at S mapped at P, ¢(P), ¢*(P) € Gy = E(F,.)[r] Nker(my, — [1]) as (An, A1, An2)
where A,, and A, represents the numerator and the denominator respectively for the
function f = fi;,o(P) - fI;‘l)Q(¢2(P)), also A,1 and Ao represents the numerator and

the denominator respectively for the function g = f‘;ll’Q(q’)Q(P)) flal,0(@(P)).

Algorithm 3 DOUBLING LINE Given S € G,, compute [2]S and the evaluation of
the tangent S mapped at P, ¢(P) and ¢*(P) in G,
(X,Y,Z,Z5) «+ S
(J?P, yP) — Pv
t1 < Y?
tog < 4X -t
if a = —3u?for a small u € F, then

t3 < 3(X — UZQ) . (X + UZQ)
else

t3 < 3X2+a- 222

X 1% — 2ty

Y  t3- (ty — X) — 83

7+ 7-2Y

N — 2.7,

ty < g -yp — 2ty

/\n <—t4—t3'(Z2-.rp—X)

/\nl —ty —t3- (ZQ “Ty(P) — X)
16: /\n2<—t4—t3-(Z2-x¢2(p)—X)
17: end if

return S = (X,Y, Z, Z%), \n, A1, An2

© ® 3SR W N

e e e e
A A

Algorithm 4 [24] provides the vertical line passing through S at P, ¢(P) and
®*(P) as (fn, fin1, fn2) Where g, and p,s represents the numerator and the denom-
inator respectively for the function f = f,.o(P) - flgllQ((,bz(P)) defined by Vg(P) =

11



Z2 rp — X . . . .
——————— in projective coordinates, also pu,; and pu,s represents the numera-
ZQ . x¢2(p) - X
tor and the denominator respectively for the function g = f|;\1Q<¢2 (P)) - fiz,0(¢(P))

Zy-x X
defined by Vg(P) = 220 2 projective coordinates.

ZQ ﬂf¢2(p)

Algorithm 4 VERTICAL LINE Compute the line through S and —S evaluated at
P, ¢(P) and ¢*(P) in G,

(X,Y,Z,Z3) < S; (xp,yp) < P; pin = Zo-xp — X5 pi1 = Z2 - Tg(py — X finz =
ZQ . .’L'¢2(p) - X

return Hns Unl, Hn2

Algorithm 5 [24] uses the three helper functions that are detailed in Algorithms
2, 3 and 4 and compute the function f and g as ;‘ and ¢ respectively. Note that the
Algorithms 2, 3, 4 and 5 are running in polynomial tlme

Algorithm 5 Miller Loop for faster z-superoptimal pairing.

Require: |z|=2"+ """/ ! 5,21 where s; € {0,—1,1}, P € E(F,) and Q € E’ (Fpi/2)

Ensure: [z]Q, numerators and denominators of f = fj,.o(P) - f‘;llQ(ng(P)) and
9= Iis}o(@*(P)) - fiaro(o(P)).

1: (nf,df,ng,d ) (1,1,1,1) S+ Q

2: for ¢ from n — 1 down to 0 do

3 (Any Ants An2) = I5,5(P), S + [2]S > DOUBLE LINE
4 (fns fon1s fina) < vs(P) > VERTICAL LINE
5: (Tlf, df) (nf/\n,un% d?",unAnQ)

6 (ng,dg) < (ngpn2An1, d5An2fin1) > UPDATE 1
7 if s; = &1 then

8 s Ants An2) < ls (a1 (P), S < S+ [5:]Q > ADDITION LINE
o: (Hny fin1, pin2) < vs(P) > VERTICAL LINE
10: (ngyds) = (nfAnping, dfpinAn2)

11: (n97 dg) <~ (ngﬂn2)\n17 d/g)\nQ,Unl) > UPDATE 2
12: end if

13: end for
nyg Mg
return f = @ and g = @

The following formula gives the cost of the Algorithm 5.

C = (logy(z) — 1)(Cprine + Cverring) + (logy(z) — 2)Cuppare:
+ (HWa-nar(z) = 1)(Capprine + Cverrine + Cuppares?)- 9)
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4.2 Evaluation cost of Algorithm 5

In this subsection, we evaluate the cost of Algorithm 5. Let M, S and I denote the
cost of the multiplication, squaring and inversion in F,, whereas, My, S, I, f,2.7 E,
denote the cost of the multiplication, squaring, inversion, p — th Frobenius operation
and the power of = in Fj,x respectively.

Algorithm 5 is made of five steps that are DOUBLE LINE, VERTICAL LINE,
UPDATE 1, ADDITION LINE and UPDATE 2. For this fact, the DOUBLE LINE
step use the Algorithm 3 and cost 7 multiplications in F /2, 6 squaring in F k2 and
4 multiplications in F,x that is 4k multiplications in F, . Similarly, the ADDITION
LINE step use the Algorithm 2 and cost 11 multiplications in F /2> and 3 squaring
in Fpr/2. The UPDATE 1 step cost 8 multiplications in F, /2 and 4 squaring in
F,r/2. The UPDATE 2 STEP step cost just 8 multiplications in F /> and finally the
VERTICAL LINE step use the Algorithm 4 and it is cost free since the BW10-511
and BW14-351 curves admit a quadratic twist which enable computations to be done
in the subfields IF,,s and )7 respectively.

The following Table 1 summarizes the cost estimation of each step of Algorithm 5.

Table 1 Cost estimation of each step of Algorithm 5.

Line (embedding degree k = 10, 14)  Cost operation

Doubling line TMp /2 + 65k /2 + 4kM
Adding line 11 My /2 + 3Sk /2
Vertical line 0

Update 1 8Mk/2 + 4Sk/2
Update 2 8Mp /2

4.3 Arithmetic in Fy5, Fpr, Fpio and Fpia

In this section, we present the arithmetic cost in F5, Fp7, Fpio and Fpua.

In [21], the authors El Mrabet et al have reduced the multiplication in finite field
extensions of degree 5 and 7 through the Newton’s interpolation method where M5 =
9M + 137A, and My = 13M + 271A, and A, is the cost of addition in F,,.

So if we neglect the addition cost in I, , then we have the optimal cost in )5 and
I, [21].

Table 2 Operations cost by El
Mrabet et al.

k My Sk I, Ii

5 9M IM 65M 4M
7 13M 13M  102M 6M
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Where Is = 3fi + 2Ms + I, + 10M, Ir = 4fi + 3My + I, + 14M, I, = 25M and
fi=(k—1)M if k is prime [8].

Also according to [20], Yu Dai et al. presented the following costs of arith-
metic operations in the field ;10 and Fj14 for the curves BW10-511 and BW14-351

respectively :

Table 3 Operation costs by Yu Dai et al.

k M S I, fi

10 2Ms 3Ms5 Is + 2Ms5 + 2S5 8M
14 2M7 3M~ I7 +2M7 + 257 12M

Note that in the table 3, the costs is obtained from [20] by neglecting some additions
and modular reduction in IF,s and )7, also by supposing that M,, = M and S,, = S in
F, where M, and S, represent the multiplication without reduction and the squaring
without reduction in IF,, respectively.

4.4 Evaluation of z-superoptimal Pairing on BW10 — 511 and
BW14 — 351

The z-superoptimal pairing on BW10 — 511 from Theorem 2 is given by

p -1
—r v

02, (@, P) = ((flz-,Q(P) Site@ () - (o6t (P) - fz,Qw(P»)pQ)

From the seed z = 27 + 213 + 226 — 232 we have log,(z) = 32, HWa_yar(z) = 4 and
|I’| — 232 _ 226 _ 213 _ 27.

By using the formula of Eq. 9, we compute f = f; o(P) - flgﬁQ(QSZ(P)) and
9= 1ol o(@*(P)) - fia).@(8(P)) as follow :

C = 31[(7TM5 + 6S5 + 4 x 10M)+] + 30[8 M5 + 4S5]
+ 3[(11Ms5 + 3S5) + 8Ms)
= 8701 M.

The last step consists to compute (ny - d;l)_'qc - (ng - dg_l)p2 at cost of 3 multi-
plications, 2 inversions, 1 p?>-Frobenius and 1 exponentiation by —z in Fp10. For the
cost of 3Mo +2Io + 1f; + 1E_, = 3Mig + 2@10 + 1 f{g + 32M1o + 3510 = 921M. The

total cost of the Miller loop is then 9622M.
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Similarly, the z-superoptimal pairing on BW 14 — 351 from Theorem 2 is given by

pk-1

—x P

020y, (Q.P) = ((fx,Q(P) St @) - (Falg(@*(P))- fﬂ,Q(qs(P)))_”)

From the seed x = 26 — 212 — 214 — 222 we have logy () = 22, HWo_nar(z) = 4 and
|I| — 222 + 214 + 212 _ 26.

By using the formula of Eq. 9, we compute f = fiz.o(P) - f|;\1,Q(¢2(P)) and
9= Fia o(8*(P)) - fiay 0(¢(P)) as follow :

C = 21[(TM7 + 657 + 4 x 14M)+] 4 20[8 My + 4S]
+ 3[(11M7 + 3S7) + 8Mj]

= 8703 M.
The last step consists to compute (ny - al]Tl)’“C “(ng - dg ')~ at cost of 3 multipli-
cations, 3 inversions, 1 p-Frobenius and 1 exponentiation by —z in Fjia. For the cost
of 3My4 + 3114 + lfé +1E_, = 3My4 + 3114 + 1ff4 + 22M14 + 3514 = 1241M. The
total cost of the Miller loop is then 9944 M.

5 Comparison

In Table 4, we compare the theoretical costs of the optimal ate pairing done by Yu
Dai et al. and the x-superoptimal pairing done in this paper for the BW10-511 and
BW14-351 curves.

Table 4 Comparison of the computation cost of the x-superoptimal pairing of our work
with the optimal ate pairing done by Yu Dai et al. on BW10-511 and BW14-351 curve at
128-bit security level.

Curve Pairing Miller loop  Final exponentiation Total cost
optimal Ate [20] 11123 M 16060M + I, 27183M + I

BW10 — 511  z-superoptimal(this work) 9622 M 16060M + I 25682M + Iy
optimal Ate [20] 12681 M 19190M + I, 31871M + I

BW14 — 351 z-superoptimal (this work) 9944 M 19190M + I 29134M + I

Note that in the Table 4, the costs of the miller loop and final exponentiation of
the optimal ate pairings for BW10-511 and BW14-351 [20] is obtained by neglecting
some additions and modular reduction in IF 7, also by supposing that M, = S, = M in
F, where M, and S, represent the multiplication without reduction and the squaring
without reduction in IF), respectively.

From Table 4, we observe that the Miller loop of the new formula of x-superoptimal
pairing is about 13.5% and 21.6% faster than the optimal ate pairing on BW10 —
511 and BW14 — 351 curves respectively done by Yu Dai et al. [20] and the overall
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improvement (Miller loop and final exponentiation) is about 5.5% and 8.6% over their
optimal ate pairing respectively.

6 Conclusion

In this paper, We found two new formulas of x-superoptimal pairing faster than opti-
mal ate pairing on BW10-511 and BW14-351 curves. Their Miller loop is about 13.5%
and 21.6% faster than the optimal ate pairing on BW10 — 511 and BW14 — 351
respectively done by Yu Dai et al. The overall improvement (Miller loop and final
exponentiation) is about 5.5% and 8.6% respectively over the other pairing. We also
implemented the x-superoptimal pairing on BW10-511 and BW14-351 curves in the
MAGMA software to ensure correctness of our formulas.
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