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Abstract. This paper studies the hardness of decision Module Learning
with Errors (MLWE) under linear leakage, which has been used as a
foundation to derive more efficient lattice-based zero-knowledge proofs
in a recent paradigm of Lyubashevsky, Nguyen, and Seiler (PKC 21).
Unlike in the plain LWE setting, it was unknown whether this problem
remains provably hard in the module/ring setting.

This work shows a reduction from the standard search MLWE to deci-
sion MLWE with linear leakage. Thus, the main problem remains hard
asymptotically as long as the non-leakage version of MLWE is hard. Addi-
tionally, we also refine the paradigm of Lyubashevsky, Nguyen, and Seiler
(PKC 21) by showing a more fine-grained tradeoff between efficiency and
leakage. This can lead to further optimizations of lattice proofs under the
paradigm.

1 Introduction

Ring/Module Learning with Errors (RLWE/MLWE) is an important foundation
in the category of lattice-based cryptography, which is a plausible direction for
post-quantum cryptography. RLWE/MLWE facilities more efficient constructions
of public-key encryption, e.g., several candidates in the NIST PQC call, as well
as advanced crypto systems including identity-based encryption [1,27,46,47] and
fully homomorphic encryption [16], in comparison to those based on the plain
LWE [2,3,14]. Due to the efficiency advantage, this problem has drawn a lot of
attentions since its proposal [29,37,38,45].

Zero-knowledge proof (ZKP) is a key technical tool in many applications
with strong privacy requirements. Towards quantum-safe solutions, researchers
have put a lot of efforts in the direction of lattice-based ZKP [7,9,11,19, 20,23,
32,35, 36, 39]. Despite feasibility results (though not practical) in the standard
common reference string (CRS) model [43], many new highly efficient solutions
are constructed in the random oracle model in recent years, using the technique of
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Fiat-Shamir with aborts [32]. In recent years, tremendous progress has been made
to optimize the concrete efficiency, e.g., improving the proof sizes for showing
knowledge of an s with small coefficients satisfying As = ¢, from 384 KB [11] to
47 KB [23]. Additionally, research in this line has deep impacts on the design of
efficient lattice-based signatures [19,20,34] and as well other privacy-preserving
protocols [24,25,30].

Recently, Lyubashevsky, Nguyen, and Seiler [36] identified a new paradigm
that can improve the proof size by roughly 30% over the prior best construc-
tions [23,35], by using leakage to trade efficiency. More specifically, they derive a
novel modified rejection sampling strategy, called subset rejection sampling, that
leaks one bit of the randomness of a one-time commitment, which is used in the
commit-and-prove paradigm. This key technique to the efficiency improvements,
is allowing smaller proofs. For security, as long as the one-time commitment is
leakage resilient against this class of leakage, then the overall scheme is secure.

Now, the question turns to whether we can prove that the one-time com-
mitment is leakage resilient to one bit. To do this, the work [36] showed that
this task can be reduced to a leakage version of the decisional MLWE problem
against linear functions,’ i.e., as long as the decisional MLWE problem is leakage
resilient for linear functions (over the coefficients of the secret and the error),
then so is the one-time commitment against the same class, implying security
against the bit leakage applied to any linear function.

Despite the fact that there are reduction results showing positive results in
the plain-LWE settings [4,36,41], it was identified as an important open question
in [36] whether the same results carry to the ring setting. On the other hand, the
work [36] speculated that one-bit leakage will not hurt security, at least under
the currently best known attacks. However, it is not clear whether the leakage
version of RLWE/MLWE is inherently hard or we just have not found an attack
yet by exploiting the ring structure with the leakage. This motivates the main
research goal of the work:

(Main Research Goal) Determine whether the leakage version of de-
cisional RLWE/MLWE against linear functions (as required in [36]) is
inherently hard (as RLWE/MLWE).

The new rejection sampling paradigm [36] provides a promising opportunity for
achieving more practical lattice proofs, with numerous identified applications.
Therefore, it is crucial to thoroughly investigate the underlying hardness foun-
dations, to ensure that using leakage to trade efficiency does not hurt security in
a provable manner. This would enhance the confidence in the practical adoption
of this emerging paradigm. Our main goal is the key to achieve this.

1.1 Our Results

This work provides an affirmative answer to the main task. Particularly, our
main result is to prove the following informal theorem.

51In fact, the work [36] only needs a slightly weaker version known as extended
(R)LWE.



Theorem 1.1 (Main Result, Informally Stated) Under the hardness of search
RLWE (for appropriate parameters), the decisional RLWE under leakage of linear
functions (required as [36]) is hard.

In summary, our result provides stronger theoretical justification, increasing con-
fidence in the foundation of the design paradigm [36]. This result has practical
implications, as it can be applied to enhance the efficiency of Zero-Knowledge
Proofs (ZKP) and other lattice-based cryptographic systems. Additionally, our
reduction can be generalized to the module setting, i.e., MLWE, offereing more
flexibility in terms of design choices.

An important aspect of our contribution is that our reduction works in the
full-splitting setting, where ¢R completely splits into linear factors. Before this
paper, as far as we know, there is limited knowledge regarding MLWE/RLWE
with leakage in the full-splitting setting, as compared to the low-splitting set-
ting [31]. Given that the full-splitting structure plays a crucial role in various
efficient lattice proofs, including some recent works of [7,23,33] for establishing
more general relations and improving efficiency, our advances in this setting are
significant.5 We present further details in the technical overview (Section 1.2)
and Section 4.

Our second contribution is to refine the subset rejection sampling strategy
of [36], showing a more fine-grained tradeoff between efficiency and leakage, in
the case of full-splitting underlying ring. Particularly, as listed in Table 1, if we
allow log, 6 bits of leakage, the rejection sampling parameter o can be slightly
improved from 175.67 to 171.42, which slightly reduces the proof size from 16.56
KB to 16.48 KB. This can be further stretched — using logq bits of leakage
to improve the parameters by a factor of 52% (83.138 versus 175.67), which
reduces the proof size by a factor of 10% (14.96 KB versus 16.56 KB). Here,
q is the underlying modulus. By Theorem 1.1, the problem remains hard in
these leakage settings, at least asymptotically. An interesting open problem is to
determine concrete security of ¢-bit leakage and the efficiency tradeoff, finding
the optimal parameters for the best efficiency. We present more details later in
the technical overview and Section 4.4.

1.2 Technical Overview

In this section, we present an overview of our techniques. First we describe the
computational problem of the main focus — decisional Module Learning with Er-
rors (MLWE) with linear leakage, and then the hardness results and applications.

Problem Statement. Let R, denote some (polynomial) residual ring of degree
d and modulus g, e.g., Ry, = Z4[X]/(X9+1), and later on R refers the underlying
ring and ¢ is the modulus. We notice that the MLWE problem can be stated as the
following: given a ring matrix/vector A € Ry"*" and a ring vector b= A -s+e

5 In the very recent work [33], while the full-splitting structure is not required to
prove the £2 norm, it is still necessary to prove the £o, norm or the knowledge of the
component-wise product of two vectors.



rep. « Size of z;: kndlog,(12 - «) [
Rej, ~ 6 2241.41 22.042KB 0
Rej; ~ 6 175.67 16.56 KB 1
Rej,|  ~6 171.42 16.48 KB log, 6
Rej, ~ 6 83.138 14.96 KB ~ 32

Table 1. Rough comparison of efficiency under different rejection sampling
algorithms for the opening protocol with full-splitting underlying ring in
Fig. 2. Here rep. denotes prover’s expected repetition times, [ the number of
leakage bits, a the derivation of the discrete Gaussian, which will influences
the proof size of z;. The concrete parameters are listed using the following
example setting: the dimension 7 of z; is 3, the ring dimension d is 1024, the
modulus ¢ is roughly 232, and the boosting parameter k is 4.

where s € Ry is some secret ring vector and e € Ry is some small error ring
vector, the search problem asks to find the secret s and the decision version asks
to distinguish b from a uniformly random vector. The module setting captures
both the RLWE and plain LWE as special cases — if the module rank is one, i.e.,
n = 1, then the problem is RLWE. On the other hand, if the underlying ring has
degree d = 1, then this is the plain LWE. All these variants have been extensively
studied [29,37,42] and we have strong confidence in their hardness.

To study the leakage version of the MLWE, we first define the leakage function
of our interests, which is the class required in [36]. Let Lq o/ (s, €) be defined as
(¢(a), P(s)) + (¢(a’), p(e)) € Zy, where ¢ is the coefficient embedding function,
i.e., it maps a ring element into a vector of Zg that represents the coefficient
vector with respect to the power basis (1, X, X2,..., X971), and maps ring vec-
tors Ry to ng, analogously. In this work, we consider the class that contains
all such functions regarding the inner product of the coefficient embeddings over
both the secret s and the error e.” Again, we would emphasize that leakage over
both the secret and error is a critical requirement in the paradigm of [36].

Given the above context, MLWE with linear leakage can be defined in a
simple way — the adversary/solver is given Lg o/ (S, €) in addition to the regular
MLWE samples. The task of the problem then becomes to find the secret s or
distinguish b from the uniform vector, given the leakage. We notice that this
problem is very related to another notion called extended MLWE [12] with the
following difference: the extended MLWE chooses a,a’ from a small discrete
Gaussian distribution, yet our leakage version of MLWE allows the adversary to
specify a,a’ in the beginning of the experiment. Thus, our leakage version of
MLWE is stronger than the extended MLWE.

For the application need, we consider the case where the secret s is sampled
according to the discrete Gaussian distribution, the same as the error e.

Some Prior Results. We first review previous works and then discuss their lim-
itations, particularly the obstacles they face in analyzing the foundation of [36].

" In fact, our leakage class in the main body is slightly more general, i.e., the leakage
function can include slight multiplicative shifts. Nevertheless, this simplified version
is sufficient to demonstrate our core ideas in the introduction.



— In the context of plain LWE, it was demonstrated that the extended LWE is
provably as hard as LWE [4,41]. However, as highlighted in [36], this technique
does not extend to the ring/module setting due to either a loss of exponential
reduction or a dimension mismatch during the reduction transformation.

— The work [12] (and the later journal version [13]) studied a version of ex-
tended MLWE. Their leakage function takes the form (z, e), where the inner
product is defined according to the ring vectors. It should be noted that
there exists a gap between the reduction in [13] and the application of ZKP
in [36], as the latter requires the leakage is over both the secret and error,
and the inner product is defined according to the vectors over Z, (under the
coefficient embeddings). Besides, their reduction limits to the MLWE (i.e.
module rank k > 2), and is unable to capture the case of RLWE.

— Two recent and concurrent works [22,28] considered the case of MLWE with
leakages. Among them, [22] examined a scenario where the leakage is applied
to the error but not the secret, and [28] examined the scenario where the
leakage is applied to both the secrete and error. However, these two works
both have several limitations. Specifically, the leakage function in [22] takes
the form e - Z + €', where Z is a low-norm ring matrix specified by the
adversary and e’ is an independent Gaussian error hidden to the adversary.
As their analysis relies on the inclusion of €', their results are not expected
to be applicable to our setting and are therefore insufficient for analyzing the

framework of [36]. [28] specified the leakage function with the form c- (Z) +y,

where y is a gaussian vector hidden to adversary. The analysis of [28] is also
unable to be directly applied for the framework of [36], as the latter requires

to analyze the leakage function with the form <¢ (Z) 7(zﬁ(z)>, which can

not be simulated by the function in [28].
We note that it is unknown whether our results can be inferred from those
of [22,28] or vice versa, so we consider them as incomparable results.

— Another approach to analyze leakage is by employing the lossy-matrix tech-
nique [5,15,31], yet the current developments have several limitations. For
instance, the work [5] is only applicable to the plain LWE setting due to the
absence of the leftover hash lemma in the ring setting at that time. The
work [15] is limited to the search version, and it was unclear how to extend
their techniques to the decision version. The work [31] derived a ring-leftover
hash lemma (LHL), and generalized the analysis of [5] to the module set-
ting, i.e., MLWE. Nonetheless, there are subtleties where their analytical
techniques [31] cannot be applied, as elaborated below.

Particularly, let n be the module rank, d be the ring dimension, and ¢R
splits into ¢ factors for 1 < ¢ < d. Their result (particularly the ring LHL)
requires that n = w(c) in order to guarantee the required entropy lower
bound. Thus, in the low-splitting setting (e.g., ¢ = 2), the techniques [31]
can be used to analyze for n = O(1), e.g., n = 2. However, for the high-
splitting (e.g., ¢ = d), then their technique requires n > d. To choose more
competitive parameters in many practical works, n is set to be O(1) (even



1 for the RLWE), e.g., [23]. Thus, the technique of [31] is not sufficient to
analyze these practical parameter choices in the full/high splitting setting.

— Besides the reductions of several versions of MLWEwith leakages, the work
[18] also considers the concrete security estimation of (M)LWE with side
information. We note that the reduction and concrete security estimation are
two different perspectives for studying the hardness of (M)LWE with leakages.
Combining the two ways provides us more comprehensive understanding
about the hardness of this problem.

To summarize, we observe that the setting involving low module rank and
high-splitting is not well understood compared to other settings. As many effi-
cient lattice proofs rely on specific algebraic advantages in this setting, e.g., [7,
23], and [33] for more general relationships, there is a strong motivation to ad-
dress the challenges and develop new analytical techniques for the foundation
and applications.

Our New Analysis. To achieve this, we prove a new reduction from search
MLWE (without leakage) to decisional MLWE with linear leakage, meaning that
the linear leakage does not decrease the hardness up to a polynomial factor. Our
proof structure is similar to that of [29,31,37], consisting of six steps as Figure 1.
Below we briefly elaborate on the intermediate problems and the technical ad-
vances over the prior work, i.e., why prior analyses do not go through directly
and how our new techniques solve the challenges.

Our reduction works in the case where ¢R splits completely into d ideals with
linear degree, i.e., ¢R = (1 ...qq. Next we describe the notations in the diagram
— S and D to denote search and decision version. LE denotes leakage of linear
error and LS denotes leakage of linear secret (and error), and (A)/(W) denotes
average-case/worst-case over the secret distribution. The q,-MLWE problem asks
the solver to find s mod g;. The decisional MLWELE' is to distinguish b + h
where h is either from A? or A*~! defined as follow. A’ is uniformly random
mod q;R for all j <7, and 0 mod all the other ideals, i.e., q;R’s for j > i.



[ S-MLWE * n.q.x Thm 3.8
Step (1)

{ S-MLWELE, * kg, ]
Step (2) l Lemma 3.11

[ (W)_qi_MLWELEm*,n,k.q-X J
Step (3) 1 Lemma 3.14

(W)-D-MLWELE}, , 4 ]
Step (4) 1 Lemma 3.16

[ (A)_D_MLWELE;'n,n,k.q,X ]
Step (5) l Lemma 3.17

K[ D-MLWELEnniqy |
, Step (6)
[ D-MLWE-LS,.7 1 kg, Lemma 3.18

Fig. 1. Our reduction route

Thm 3.9

In our reduction route, we introduce an intermediate problem denoted as
MLWELE, for which the leakage function is only applied to the error. We first
establish the one-way hardness of MLWELE on the hardness of search MLWE.
The idea of this step is directly from a random guess of leakage, resulting 1/¢
reduction loss. Then we further show a search-to-decision reduction of MLWELE,
which follows the framework from [31,37], but makes several important changes.
Finally, we show a reduction from the intermediate problem MLWELE to our
target MLWE-LS problem.

Now we briefly discuss each step in the figure. As Steps (1), (3), (4) and (5)
follow essentially the same idea from the prior work [31,37], we do not repeat
the ideas. So next we focus on Steps (2) and (6).

For Step (2), we would like to prove the following — if we can find s mod gq; for
some 4, then we can find s (given leakage of error). To achieve this, we first try to
apply the automorphism argument of [31,37] — finding o(s) mod g, implies find-
ing s mod q; for another j. By going through all the automorphisms, we would
recover s modulo every ideal, and thus by the Chinese Remainder Theorem re-
cover s. This idea faces a subtlety in the presence of leakage — the reduction needs
to simulate Ly (q)(c(e)) faithfully in order to call the underlying solver that finds
o(s) mod q,. For general leakage functions, this task is unclear. Fortunately for
the linear leakage in our case, we can prove (¢(a),d(e)) = (¢(c(a)), d(c(e)))
under the coeflicient embedding in the cyclotomic rings of two’s powers. This
implies that the linear leakage is invariant under automorphism, and thus our
reduction can faithfully simulate the leakage and complete the process as in the
prior work.

We remark that this invariance of linear leakage under automorphism is non-
trivial. Particularly, it requires that the bases corresponding to the coefficient



embeddings are invariant (up to some re-ordering and sign) under automor-
phisms. This requirement however, does not always hold, and even for some
rings such a basis does not exist. Currently, we only know that the Normal Inte-
gral Basis (NIB) mentioned in [31] and the power basis of cyclotomic rings with
2’s powers considered in this paper meet this requirement.

For Step (6), our target is to show a reduction from MLWE with linear leakage
of error to MLWE with linear leakage of both secret and error — if we can transfor-
m an instance of MLWELE to a valid instance of MLWE-LS or a random sample to
another random sample, then we can distinguish the instance of MLWELE from
random sample by invoking the distinguisher of MLWE-LS. Our idea is some-
how similar to the hardness reduction of HNF-MLWE in prior works [6,29], but
needs very subtle analysis due to the introduced hints and leakage. Briefly, let
(a,b,z,(c1, - ,ck), (0(2), P(cre, - -+, cre)) be the instance of MLWELE, where z
and (c1,- -+ ,c) are the hints of leakage. The goal is to simulate an instance of
MLWE-LS with the form: (a’,V',2’, (¢}, -+ ,¢c}), (6(2), d(c(s,€),- -, c)(s,€))).
We can use the similar approach of the hardness reduction of HNF-MLWE to
transform b to b’ = (a’, €) + e, where € is the error vector corresponding to the
invoked instances, and e is the error of the initial instance. Thus the leakage in
MLWE-LS can be simulated by the linear combination of the leakages of error
obtained during calling the MLWELE oracle.

We would like to point out a subtle issue involved in this transformation
where the hints 2/, (¢}, -+ ,¢},) should be consistent with the leakage. As de-
scribed above, our reduction is similar to the approach of the hardness reduc-
tion of HNF-MLWE, and thus requires to sample n + 1 instances of MLWELE.
Therefore, we need to determine the hint vectors (2’,¢},--- ,¢,) of MLWE-LS
from n+ 1 tuples of hints of MLWELE. We tackle this barrier by a precise design
of hints 2" and (¢}, - - , ¢}.), which makes use of the linearity of our leakage func-
tion and the ability of the adversary of MLWELE. The details can be referred to
Lemma 3.18 in Section 3.

Our Second Contribution. Under the hardness of MLWE with linear leakage,
our second contribution shows how to further improve the generalized rejec-
tion sampling paradigm of [36], deriving a more fine-grained tradeoff between
efficiency and leakage. We elaborate on the high level ideas below.

Briefly speaking, the rejection sampling-style lattice proofs have the follow-
ing structure: z = y + c¢s, where c is some small ring element, s is some small
secret, ¥y is some Gaussian mask, and z is the proof message sent to the veri-
fier. To achieve zero-knowledge, y must wipe out the information of s. If y is
super-polynomially larger than cs, then this is the well-known smudging noise
technique [41]. However, this would require a very large proof z. To reduce the
size, Lyubashevsky [32] introduced the rejection sampling technique where z
might be set to 1 with a certain probability. In this way, the dependency on s
can be removed with a much smaller y. To further improve the size, [36] iden-
tified a new way — by imposing an additional condition on (¢(z),c¢(s)) > 0 (or
rejecting the case when the inner product is negative), one can further reduce
the size of y. This comes at the price of leaking one bit, i.e., the sign bit. If



MLWE under linear leakage is hard, then leaking this bit would not hurt security
of the protocol.

To further improve the size of y, we observe that we can use a stronger
condition (¢(z),co(s)) > T for some parameter T > 0. Intuitively, a larger T
can result in smaller proof, yet at the cost of more leakage. If we completely leak
(p(2),co(s)), the size of y can be minimized. However, if the whole Z, element
is leaked, then the concrete hardness might be affected by the attack of [18].
Even though [18] does not solve the MLWE asymptotically, leaking log g-bits
(i.e., one element in Z,) might decrease the concrete security by a noticeable
amount, whereas leaking one or two bits might not (as the framework of [18]
does not apply). Therefore, stretching the leakage too much might be worse
in practice. We leave it as an interesting open problem to determine the best
tradeoff between leakage and concrete security.

A recent work [28] developed new ideas to improve the proof of knowl-
edge protocols in [36]. Specifically, their approach can remove the computa-
tional overhead from repetition (abort) in the framework of [36]. We clarify
that same as [36], our framework also requires more computational overhead
compared with [28]. However, our framework can achieve better communication
overhead than [28]. Concretely, the output size of our improved algorithm is s-
maller than [28]. As a fair comparison, we calculate the parameters under the
same benchmark defined in [28]. By accurate calculation, we can achieve output
size that is approximately 3.6x smaller than their output size. More details of
comparison can be referred to the end part of Section 4.4.

2 Preliminaries

Notations. In this paper, Z and R denote the sets of integers and real numbers.
We use A to denote the security parameter, which is the implicit input for all
algorithms presented in this paper. A function f(A) > 0 is negligible and denoted
by negl()) if for any ¢ > 0 and sufficiently large A, f(A) < 1/A°. A probability is
called to be overwhelming if it is 1—negl(A). A column vector is denoted by a bold
lower case letter (e.g., ). A matrix is denoted by a bold upper case letter (e.g.,
A). For a vector z, its Euclidean norm (also known as the 2 norm) is defined to
be ||| = (3, #2)'/2. For a matrix A, its ith column vector is denoted by a; and
its transposition is denoted by AT. And the norm of an element in Ry will be
the norm of its unique representative with coefficients in [—(¢ —1)/2, (¢ — 1)/2].
For positive 8 € R, we use Sg to denote the set of all polynomials of infinity
norm less than 3, i.e., Sg ={a € R | |lal]jc < B}

For positive integers n, ¢, let [n] denote the set {1,...,n} and Z, denote the

ring of integers modulo ¢. For a distribution or a set X, we write x & X to
denote the operation of sampling an uniformly random x according to X. We
denote as Supp(X) the support of a distribution X. For two distributions X,Y’,
we let SD(X,Y") denote their statistical distance. We write X ~ Y to mean that

they are statistically close, and X 2Y to say that they are computationally
indistinguishable.



2.1 Cyclotomic Rings

Throughout this paper, we use R to denote a polynomial ring of the form
Z[X]/(®,, (X)), where &,,(X) is the m!" cyclotomic polynomial. For an inte-
ger q € Z, we also consider the quotient ring R, = R/¢R. We recall that for d
being a power of 2, the 2d-th cyclotomic polynomial is given as ®o4(z) = 2%+ 1.
Then the ring of integers of the 2d-th cyclotomic field R = Z[z]/(z? + 1). Thus,
we can use the coefficients of an integer polynomial modulo (2™ + 1) to represent
a ring element.

Embedding and Rotation. In this work, we view elements of R as Z? through
certain embeddings. For example, for R = Z[z]/(z?+ 1) with d a power of 2, we
view any a = ag + a1 + - - - + ag_12%" 1 € R for a; € Z as the coefficient vector
(ag, -+ ,aq—1), and denote ¢(a) = (ag, -+ ,aq-1); and for R = Z[z]/P,(X)
with m a prime, we view any b= by + b1 + -+ 4+ bp_1(" P € R for b; € Z as
(bo,- -+ ,bg—1), where ¢ is the m-th root of unity. Similarly, we denote Rot(a) as
rotation matrix of a, i.e.,

#(a mod gR)"
: dqRr)"
Rot(a) — ¢a-x m:0 qR)
dla -zt .mod qR) "

It’s easy to verify ¢(sr) = ¢(s) - Rot(r) = ¢(rs) = ¢(r) - Rot(s) for any s,r € R,,.

Ideal Factorization. An ideal I C R is an additive subgroup that is closed
under multiplication by R. For an integer prime ¢ € Z, ¢R is an ideal of R, and
the factorization of ¢R is as ¢R = II;q, where g, are distinct prime ideals, each

of norm q% with ¢ the number of distinct ideals.

The number field Q[X]/(®,,(X)) has ¢(m) automorphisms oy, which are
defined by o1(¢) = ¢* for k € Z7,. Particularly, for Q[X]/(X? + 1), o} are
defined by 01 (X) = X*. The following lemma says that the automorphisms oy,
“act transitively” on the prime ideals g, i.e., each g; is sent to each q; by some
automorphism oy.

Lemma 2.1 ( [37], Lemma 2.16) For anyi,j € Z;,, we have 0;(q;) = q;/;-
Next we recall the Chinese Remainder Theorem (CRT) for R.

Lemma 2.2 (Chinese Remainder Theorem) Let q; be pairwise coprime (q;+
q; = R for any i # j) ideals in R = Z[X]/(®Pm (X)), then natural ring homo-

morphism is an isomorphism: R/(Hl qi)R - @, (R/4:R).

2.2 Discrete Gaussian Distribution

For a ring R of degree d, we can define the discrete Gaussian distribution over
it in the following way.

10



Definition 2.3 For any positive integer £, the discrete Gaussian distribution
over RY centered around v € R® with standard deviation o > 0 is given by

o llz—v]? /20
S ere € 1R

When v = 0, we just write D% for simplicity.

We also need to use the following facts about the discrete Gaussian distribu-
tion.

Lemma 2.4 (Generalize of [8]) For any positive integer £ and any real o > 0,
a sample sampled from D% defined as above has norm at most o+/{d except with
probability at most 2724,

Lemma 2.5 (Lemma 4.3 in [32]) For any vector v € R™ and any o,r > 0,

7‘2
Pr[|(z,v)| >r: 2z & D' < 2e ziwiPeZ,

2.3 MLWE

Now we introduce the hard problems discussed in this paper, which are denoted
as S-MLWE and D-MLWE, and we consider the “non-dual” version problems.

Definition 2.6 (S-MLWE [29]) The search MLWE problem with parameters
n,m,q, and an error distribution x such that Supp(x) € R denoted as S-MLWE,, ,,, 4

is defined as follows. For s & R™, use Ag s to denote the distribution of (a, (a, s)+

e) € Ry x Ry, where a & Ry and e & x- The goal is to find secret s from m
samples.

Definition 2.7 (S-MLWE in HNF [29]) The search MLWE problem with pa-
rameters n,m,q, and an error distribution x such that Supp(x) € R denoted

as S-MLWE,, 1, ¢ is defined as follows. For s & X", use Ay s to denote the

distribution of (a, (a, s) +e) € Ry X Ry, where a & Ry and e & X. The goal is
to find secret s from m samples.

Definition 2.8 (D-MLWE in HNF [29]) The decision MLWE problem with pa-
rameters n,m,q, and an error distribution x such that Supp(x) € R denoted as

D-MLWE,, ,.4,x 15 defined as follows. For s & X", use Aq s to denote the dis-

tribution of (a, (a, s) +e) € Ry x Ry, where a & Ry and e & x. The goal is to
distinguish m samples from either Ay s or U(R7, Ry).

We notice that the latter two types MLWE problems defined above are the
so-called “Hermite Normal Form” version, which can be easily reduced to the
standard MLWE via the approach in [6]. For standard MLWE, it is known to
be at least as hard as certain standard lattice problems over ideal lattice in the
worst case [29]. It should be pointed out that RLWE is the special case of n = 1.
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3 Hardness: MLWE with Linear Leakage

In this section, we present our main result for the MLWE under linear leakage.
First we describe a table of parameters used in this section. Then we define the
class of linear leakage in the ring/module setting, and Module Learning with
Errors, i.e., MLWE in the leakage setting of this class. Finally we present the
reduction result.

Parameters Description
MLWE rank
number of MLWE samples
modulus of MLWE
ring dimension
number of prime ideal factors of ¢R
number of computing inner product times

sl |33

Table 2. Notation of parameters in this section

Definition 3.1 Let I,q,d,k > 0 be integers, R = Z[X]/(X¢ + 1). For z =
(2i)iew € R’;l,c =(c1,...,¢,)" € ’R’;, we define the function L, . : Rfl — Zq
as Ly c(x) = Efﬂ(d)(zi), o(cix)), where ¢ is a “coefficient embedding” map
from Ré to Zgl, i.e., embeds each ring element in R, as a vector in ZZ.

Here we can think of & as the secret, and the linear leakage is regarding the inner
product of the coefficients as specified above. Additionally, the parameter [ is the
dimension of the secret key that can be set as m or n, or m + n, the parameter
k is a dynamic parameter that is related to the latter applications (boosting
soundness of ZKP protocol in Section 4), the leakage can also multiplicatively
shift the secret to ¢(c;x) specified by the parameters ¢;’s.

Next we define the search and decision versions of MLWE, with linear leakage.
We note that, the hard problems we focus on in this work are with the “Hermite
Normal Form”. Particularly, the leakage function is defined over both secret and
noise. Besides, in our hard problems, the leakage hints (z and c¢) can be specified
by the solver (adversary). The adversary in our definition is less restricted than
prior “Extended LWE” assumptions for which the hints need to be designated
by the challenger, and thus makes our hardness result stronger.

Definition 3.2 (MLWE with Linear Secret Leakage, HNF, Search) Let
m,n,q, k,d > 0 be integers, R = Z[X]/(X? + 1), x be error distribution over
R. We define the search problem S-MLWE-LS,,, p, k¢ by the experiment between
the adversary A and the challenger C as:

— A specifies k pairs {(2i, ¢i)}ieq1,... 1}, where z; € R, ¢; € Ry, and sends
{(zi,¢i) bieqr, o k) to C.

12



— C first samples © < x"*T™, A & Ry ™, and computes b = [A|L,]-x € R
Then, for z = (2i)iem), ¢ = (c1,- - ,ck) !, C computes y = Ly (). Finally,
C returns (A, b,y) to A.

— A finally attempts to find s.

The search problem S-MLWE-LS,,, 1, k.q.y 5 hard, if it holds: for any z = (z{,..., sz)T €
ng(n+m), (c1,--,cp)' € R’; and every PPT adversary A that

Pr[A(A,b,z, (c1, 7+ ,ck),y) = s} < negl(\).

Definition 3.3 (MLWE with Linear Secret Leakage, HNF, Decision) Let
m,n,q,k,d > 0 be integers, R = Z[X]|/(X?+1), x be error distribution over R.
We define the decision problem D-MLWE-LS,;, , k.4~ by the experiment between
adversary A and challenger C as:

— A specifies k pairs {(zi,¢i)}iegr,... 1}y, where z; € R;’H‘”, ¢i € Ry, and sends
{(zi ci)biegr, iy to C.
— C first samples x < x" T, A & Ry™™™, and computes b = [A|L,]-x € R,

and also samples u & Ry Then, for z = (2i)icp), ¢ = (c1,- - e, C

computes y = L, o(x). Finally, C samples a random bit b € {0,1}, and
sends (A, b,y) to Aifb=1, or sends (A, u,y) to A if b=0.
— A finally outputs a bit b’ as the guess of b.
The advantage of A in the game is defined as Advﬁﬂ!‘x\f;}c‘ﬁ% = |Pr[b’ = b] —% .
The decision problem D-MLWE-LS,, 1, k.q.x 5 hard, if it holds: for any z €
RI;("—H”), (c1,--,cp)' € R’; and every PPT adversary A that

D-MLWE-LS
AL | < negl().

In addition, we present two intermediate hard problems, denoted as S-MLWELE
and D-MLWELE, which will be used in the hardness reduction of D-MLWE-LS,,, 5 k 4.

Definition 3.4 (MLWE with Linear Error Leakage, Search) Letm,n,q,k,d >
0 be integers, R = Z[X|/(X<+1), x be error distribution over R. We define the
search problem S-MLWE-LS,,, ,, k. q.x by the experiment between adversary A and
challenger C as:

— A specifies k pairs {(zi,¢i)}ieq1,.. ky, where z; € Ry, ¢; € Ry, and sends
{(zi,ci) Yieqr, o iy to C.

— C first samples s & R™ e+ x™, A & Ry ", and computes b= A-s+e €
Ry Then, for z = (zi)ick), ¢ = (c1,- ,cr) T, C computes y = L o(e).
Finally, C returns (A, b,y) to A.

— A finally attempts to find s.

The search problem S-MLWELE,,, 1, k.q.x s hard, if it holds: for any z = (2] ,...,z] )" €
Rﬁm, (c1,--,cp)' € R’; and every PPT adversary A that

Pr[A(A,As +ez(c1, k), Y) = s} < negl(\).
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Definition 3.5 (MLWE with Linear Error Leakage, Decision) Letm,n,q,k,d >
0 be integers, R = Z[X]/(X% + 1), x be error distribution over R. We define

the decision problem D-MLWELE,, ,, 1 4 by the experiment between adversary

A and challenger C as:

— A specifies k pairs {(zi,¢i)}ieq,... ky, where z; € Ry, ¢; € Ry, and sends
{(ZZ‘, Ci)}ie{l,m k‘} to C
— C first samples s & R™ e+ x™, A & Ry ", and computesb = A-s+e €
Ry, and also samples u & Ry Then, for z = (2i)icix), ¢ = (1, can) T,
C computes y = L, (x). Finally, C samples a random bit b € {0,1}, and
sends (A,b,y) to A if b=1, or sends (A,u,y) to A if b=0.
— A finally outputs a bit b’ as the guess of b.
The advantage of A in the game is defined as Advﬁﬂ!‘,‘{f}fd% = [Pr[b/ =b] — 1|
The decision problem D-MIWELE,, ,, 1 4~ @ hard, if it holds: for any z €
R’;m, (c1,--,cp)' € R’; and every PPT adversary A that

AdeZ,—M_XYqE,I?fd,X < negl(\).
Remark 3.6 Notice that in Definition 3.3, it allows that A specifies leakage
query tuples, i.e., (z;,¢;), before obtaining the MLWE samples. However, for
our applications on efficient non-interactive ZKP in Section 4, the leakage hints
(zi,¢;) are sampled by the challenger. Clearly the security in the former case
is much stronger, as the adversary in the case is less restricted. Thus, in this
section, we just focus on the former one. For completeness, we also present the
formal definition on the latter case denoted as “extended MLWE” in Defintion
3.7.

Definition 3.7 (Extended MLWE, HNF, Decision) Let m,n,q,k,d > 0
be integers, R = Z[X]/(X? + 1), x be error distribution over R. We define
the decision problem Extended D-MLWE,, ,, 1.4,y 0y the experiment between ad-
versary A and challenger C as:

— C first samples © < x" ™, A & Ry™™, and computes b = [A|L,]-x € R,
and also samples u & Ry Then, C specifies k pairs {(2zi,¢i)}ieq1, .. k)5
where z; € R;”*", ¢ € Rq and computes y = L, o(x). Finally, C samples a
random bit b € {0,1}, and sends (A, b,{(zi,¢i)}icqr, 1} y) to Aifb =1,
or sends (A, u,{(2i,¢)}ieq1,.. k},y) to Aifb=0.

— A finally outputs a bit b’ as the guess of b.

The advantage of A in the game is defined as Advﬁﬁf{’ﬁ):g{'}ggi = [Pr[b/ =b] — 3.
The decision problem Extended D-MLWE,,, ,, k.4 i hard, if it holds: for any
z € R’;(n+m), (c1,---,cx) € R’; and every PPT adversary A that

Ext-D-MLWE
AdV.A7m,n,q,k7d,X S negl(A)
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Now we will give our concrete reductions. To start, we first show a reduction
from S-MLWE,,, ,.q,x to S-MLWELE,,, », 1.4, Generally, a search problem with
log g bits of leakage can only decrease security by a factor of ¢. Therefore, if
g = poly(X), then the leakage version can be reduced from the non-leakage
version of the problem.

Theorem 3.8 Let m,n,k,d,q > 0 be integers, and q is a polynomial of the
security parameter A\, R = Z[X]/(X?+1), x be error distribution over R. There
exists a PPT reduction from S-MLWE,, ., ,, to S-MLWELE,,, ., 1.q.x, such that if
€ is the advantage of S-MLWELE,, ,, 1 4.5 solver, then ¢’ = %6 is the advantage
of S-MLWE,;, .4, solver.

Proof. The reduction works as follow. Given (A,b) € Ry"™*™ x Ry', where
b= As+e,s & R"™, e « x™, it receives z = (21, ,2zg), (c1, - ,cx) from

the solver of S-MLWELE,, ,, x, and samples r & Z4. Eventually, it sends
(A,b,z,(c1, -+ ,ck),r) to the solver of S-MLWELE,, ,, &, and outputs what
the solver outputs.

We now analyze the reduction. It’s clear to see the components A, b, z, (¢1, -+, ¢x)
are valid components of S-MLWE-LS,,, ,, x , instance. If r = (¢(2), ¢(c1e,-- -, c1€)),
then the instance generated by the reduction is a valid instance for S-MLWELE,,, ,, .
solver. Otherwise, it is invalid.

It remains to analyze the probabilities that r = (¢(2), ¢(c1e, - ,c1€)). As
(p(z),d(c1e,--- ,c1€)) € Zy, we have 7 = (P(2z), ¢(c1e, - -+ , c1e)) with probabil-
ity at least %. The theorem then follows from a routine calculation. ad

The hardness result of D-MLWELE as an important intermediate reduction
of our main result can be summarized as the following Theorem.

Theorem 3.9 Let m,n,k,d > 0 be integers, R = Z[X]|/(X? + 1), q be the
prime modulus such that ¢R splits as gR = q1 -+ - qe, where £ = d/c for a con-
stant ¢ € Z and q > (%, x be an error distribution that is invariant under all
the automorphisms of K = Q[X|\(X? + 1). There exists a reduction from S-
MLWELE s+ n.k,q,x t0 D-MLWELE, y, k. g,x, Such that if € is the advantage of D-
MLWE-LS,; n.k,q,x SOlver, thene’ > 1—¢ is the advantage of S-MLWELE 7+ 1 k,q,x
solver, and m* = {q°mn - [1/£2].

Proof. We first summarize the reduction route as follows, and then explain the
concrete steps later:

S-MUWELE g 2 (W)-qi-MUWELE e g 2 (W)-D-MLWELE?

m,n,k,q,x

B, (4)-D-MLWELE! B, D-MLWELE 11 1 o

m,n,k,q,x

To start, we define the first intermediate assumption (W)-q;-MLWELE, .+ 1, kg,
as follows.

Definition 3.10 ((W)-q;-MLWELE, .« 1, k,q,x) Let m*,n,k,d > 0 be integers,
R = 7Z[X]/(X%+1), q be the modulus such that R splits as ¢R = qy - - - q¢, where
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{=d/c for a constant ¢ € Z, x be error distribution over R. For any q;,1 € [{],
the worst-case search problem q;-MLWELE,,« , . ¢+ @5 defined as: given access to
(A,As + e,z (c1,  cr), (9(2), dcre, - - cre))) for some arbitrary s € Ry,
where A & R;”*X",e — X", z e R’;m and (c1,--+ ,cx) € R’; as defined in
Definition 3.2, find s mod q;.

Then, we have the following reduction.

Lemma 3.11 (S-MLWELE - 1, k.q.x t0 (W)-qi-MLWELE 1+ 1 .q.x) Let m*

d > 0 be integers, R = Z[X]/(X%+1), q be the modulus such that ¢R splits com-
pletely as qR = q1 - - - q¢, where £ = d/c for a constant ¢ € Z, x be error distribu-
tion over R and invariant under all the automorphisms of K = Q[X]\(X?+1).
Then for every i € {1,--- L}, there exists a deterministic poly-time reduction
from S-MLWELE .« p k.q.x t0 (W)-q;-MLWELE, = 1, 1 q,x» Such that if 1 —¢ is the
advantage of (W)-q;-MLWELE, - ,, 1. 4.y solver, then 1 — le is the advantage of
S-MLWELE,+ 1 k,q,x S0lver, where € < %, and m* = Im*.

Proof. To prove this theorem, we will work on an arbitrary ¢« € {1,--- ,¢}. And
the same argument can be extended to any other i’s. So, throughout the rest of
the proof, we will view i as an arbitrary fixed index.

For 7 € {1,--- ,£}, let o, be an automorphism that maps g, to q;. We know
that all these automorphisms exist as K = Q[X]\(X?+1) is a Galois extension.
Then the reduction proceeds as follow.

— For each 7 € {1,--- , ¢}, the reduction runs through the following steps.
e For given sample (A, b, z, (c1,- -+ ,cr), (¢(2), d(cre, - - -, cxe))), transfor-
m it to (o0,(A),0.(b),0-(2),0:(c1, - ,ck), (#(2), d(c1e, - -, cre))).
o Send the transformed sample to the q;-MLWELE,,« ,, 1., oracle.
e Upon receiving the answer n € (R/q;R)", store o-1(n) € (R/q.R)".
— Next, the reduction combines all {o-*(n)},c(1,... ¢} by the Chinese Remain-
der Theorem. Then it outputs the combined value s’ € Ry-

We now show that for each 7 € [¢], 07 1(n) = s mod q,R. To show this, we
prove that the distribution of the transformed samples is correctly distributed
as the q;-MLWELE,,,~ ,, . ,, oracle requires. Particularly, for (A, b, z, (¢1,- -+, ck),
(p(2),p(cre, -+ ,ce))), o-(A) is uniformly random in UT(’RZI"*X”) = ’RZI”*X” as
o is an automorphism. Next we have o,(b) =o0,(A-s+e)=0,(A) -0,(s) +

o-(e). It remains to show (¢(z), ¢(cie,- - ,cre)) = (d(o,(2)), p(or(cre, -+, cre))).

If this holds, then (o,(A),o.(b),0-(2),0:(c1, - ,ck), (H(2),d(c1e,- -, cre)))
would be the correct distribution that the q;-MLWELE,,« ,, 1, oracle expects,
and then the oracle would return n = o0,(s) mod ¢;R (with a non-negligible
probability). Thus, we have o71(n) = s mod qR. Now we focus on proving

(6(2), ¢lcre, - ,exe)) = (B(o-(2)), dlor(cre, - - cre))).
We write (¢(2), d(cie, - cre)) = 3200 3001 (0(2i4), dlejes)), (blo-(2)),
Plor(cre, - ,cpe))) =D, 2521@(07(%‘,3‘))7 ¢(o+(cje;))). If we can show that

(d(zi,5), d(cjes)) = (dlor(2i5)), d(or(cje;))) for any i, 7, then the argument we
need to prove follows. Without loss of generality, we just consider the case
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i = j = 1, and other cases are similar. We write 211 = ap + a1 X + -+ +
ad_lefl and cie; = bg + 01 X + - + bd_leil. Then <¢(Zl71),¢(0161)> =
((ag,- - ,ag—1),(bos--- ;bg—1)). On the other hand, o.(X) = X7, where 7/ €
Z3, is an index corresponding to 7. Thus, 0, (21,1) = ao+a1 X" 4 Fag_ X @DT

mod (X9+1) = aj+a) X +---+a),_, X971 Therefore, (|agl,- - -, |ag—1]) is equiva-
lent to (Jagl,- - - ,|a,_;|) up to a permutation. Similarly, let o, (c1e1) = by+b X+
oo b X9 then (|bol, - - -, [ba—1]) is equivalent to (|by],-- -, [b),_,]) up to the
same permutation. Furthermore, for 4, j € {0, --- ,d—1} if a; = Sign(4, j)a’; where

Sign(i,j) = 1 or —1, then b; = Sign(i, j)b}. As a result, Z?;OI a;b; = Z?;OI asbl,
and thus (¢(z1,1), ¢(cie1)) = (¢(0+(21,1)), d(0-(cre1))).

Finally, by the Chinese Reminder Theorem, s mod ¢R can be reconstructed
from {s mod q,R}._;. If the advantage of q;-MLWELE,,« , k., solver is 1 — ¢,
then by a union bound, the probability that all the {s mod q,R}%_, are correct
answers is 1 — fe. This completes the proof. ad

In order to describe the second intermediate assumption, the following defi-
nition is needed.

Definition 3.12 (Hybrid MLWELE distribution) Fori € {1,---,¢}, a dis-

tribution x over Ry and s & R™, we define the distribution Aﬁn*7k7s,X over
RZI*X"XR;"* xR’;m* XREXZq as: sample (A, b, z, (c1,- - ,cx), (#(2), d(cre, -, cre)))
as Definition 3.10 and output (A, b+ h,z,(c1, -+ ,ck), {(d(2), p(cre,- -, ce)))
where h € RZI"* are uniformly random mod q;R for all j < i, and O over mod

all the other ideals, i.e., q;R’s for j > i.

We note that A) . , _ is the original distribution as Definition 3.10, A7 . , .
is the distribution as the random case defined in Definition 3.3, and the other
Afn*, ks S are intermediate hybrids, which will be used via a hybrid argument
later.

Now, the second intermediate assumption is as follows.
Definition 3.13 ((W)-D-MLWELE . ) The worst-case D—I\/ILWElLEfn’n’k’q’X
problem is defined as follows: given access to an oracle sampling from A;, , o
for arbitrary s € Supp(x™) and j € {i — 1,i}, find j.

The following lemma states a reduction from (W)-qi-MLWELE, . k.q,y tO
(W)-D-MLWELE,,, ,, ;. , -
Lemma 3.14 ((W)-q;-MLWELE ,+ kg5 to (W)-D-MLWELE], . ) For
any i € {1,--- £}, and ideal q; with N(q;) = q¥* = ¢° where ¢ > 1 is
a constant integer, there exists a probabilistic polynomial time reduction from

qi-MLWELE .+ kg, tO (W)-D-MLWELEﬁnm’k)q,X, such that if € is the advan-
tage of (W)—D—MLWELE:Amn,k,q’)< solver, then ¢ > 1 — ¢ is the advantage of

4i-MLWELE, ,+ 1 kg, Solver, where m* = ¢‘mn - [%].

Proof. At a high level, the reduction recovers s mod g;R by finding s; mod ¢;R,
-, 8, mod ¢; R, sequentially. For each s; mod q;R with ¢t € [n], the reduction
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tries each of its possible values, and uses the (W)-D-M LWELEfmn’k,q,X oracle to
determine which trial is correct.

Without loss of generality, we consider the case of s; mod q; R, and other cases
are similar. For each trial, the reduction transforms sample from A’ so that

i m,k,s,x
the resulting sample is distributed according to A:;}C six if the trial equal to the

value of 51 mod q;RY, or otherwise, A, , . . Then the (W)-D-M LWELE;”L),WO<
oracle can be used to distinguish the two cases, and thus the reduction can
determine whether this trial is correct. Since there are N(gq;) = ¢° = poly(n)
possible values, the reduction’s running time is upper bounded by a polynomial.
Moreover, the reduction needs to call (W)—D—I\/ILWELEfn’n’k’q’X oracle [ %] times
in order to get a sufficient confidence (at least 1 — ¢, this can be argued by the
classical Chernoff bound, and similar analysis can refer to [44]), and each call
takes m samples, where ¢ is the advantage of (W)-D-M LWELEi,L7n7k7q,>< oracle.
Thus, in total the reduction needs up to m* = ¢“mn - [8%1 samples.

Below we just describe the transformation, and note that the other steps of
the reduction are trivial (ref. [37]). Given a sample (A, b, z, (c1,- - ,cx), (¢(2),

d(cre,- -+ ,cpe))) and a trial value g € R, the reduction computes a sample

(A/» b/a zI7 (C/la T 762)7 <¢(Z,)7 ¢(Clle/7 e ,C;CC/»)
:(A + Yv b+h+ 9y, =z, (Clv e 7Ck)7 <¢(z)7 (b(clev te 7Cke>>)7

1 0---0
where Y = | @ - ¢ eR;"X"7y:(y1,... Y

Ym 0 -0
the distributions that are uniformly random mod g;R and 0 mod all the other
q;R’s. h € Ry is uniformly random mod q;R for all j <4, and is 0 mod q;R’s
for j > 1.
It is clear that A’ is uniformly random over Ry ™, because A is uniformly
random over R;”X". On the other hand, b’ can be written as

)T are sampled according to

b=b+h+gy
=As+e+h+gy
=A's+e+h+(9—51)y.

If 51 = g mod ¢;R, then by the Chinese Remainder Theorem (Lemma 2.2), (s; —
9)y = 0 mod ¢R. In this case, (A", b, 2/,(c},- -+ ,¢}), (¢(2'), d(c €, ,c)e)))
is distributed according to AZ}C’S’X. Otherwise if s; # g mod ¢;R, we claim that
(s1—g)y mod ¢; R is uniformly random mod ¢; R and is 0 mod all the other ideals
q;R’s for j # i: as R/q; is a field, (s1 — g)y mod q;R is uniformly random for
a random y mod q;R, and any (s;1 —g) # 0 mod q;R. Therefore, (¢ —s1)y+ h
is uniformly random mod q;R for all j < ¢, and is 0 mod all the remaining
q;R’s. Thus, the distribution of (A’,b', 2/, (¢}, -+, c&},), (¢(2), p(ch €, -+ ,c}€)))

follows Afn’ kos,x 1L this case, completing the proof. a

The third intermediate assumption in the reduction route is as follows.
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Definition 3.15 (Average-case Decision LWE relative to q;) Foric {1,--- ¢}
and a distribution x over error Ry, we say that an algorithm solves the D- I\/ILWELE
problem if with a non-negligible probability over the choice of a random s <+

U(Rg), it has a non-negligible difference in acceptance probability on inputs from
i—1
zn,,k,s,x

m,n,k,q,x

versus inputs from Am kosox-
;

We have the worst-case to average-case reduction as follows.

Lemma 3.16 (Worst-case to Average-case) There exists a randomized poly-
time reduction from worst-case (W)-D- MLWELEm n,k,q,x L0 average-case D- MLWELE!

such that if € is the advantage ofD MLWELE? distinguisher, then € is the
advantage of (W)-D-MLWELE?

m,n,k,q,x’

m,n,k,q,x

monk.gy distinguisher.

Proof. Given sample (A,b,z,(c1, - ,ck), (p(2), d(cre,--- ,cre))) « Al kX
for arbitrary s € Ry, the reduction transforms it into

(A, b+As' +h,z, (C1, e 7Ck)7 <¢(Z)7 ¢(Clea cee 7cke)>>)7

where 5" & Ry, and h € R} is uniformly random mod ;R for all j < v (where
v < 1), and 0 over mod all the other ideals. It is easy to see that for all s € Ry

max{v,i}
m,k,s,x to AmkU(R")

Formally, the reduction is executed by repeating the following steps a poly-
nomial number of times: Choose a s’ from Ry uniformly at random, and then
estimate the acceptance probability of the oracle on the following two input
distributions: the first is obtained from our input by applying the above trans-
formation with parameters s, and 7 — 1; the second is obtained similarly using
parameters s’, and 4. If in any of these polynomial number of attempts a non-
negligible difference is observed between the two acceptance probabilities, output

— 17; otherwise output “i”.

If the input distribution is Am ks, then in each of the attempts, the t-
wo distributions on which we estimate the oracle’s acceptance probability are
exactly the same, and we output “¢” with overwhelming probability. If the in-

put distribution is Ajn ks> We estimate the oracle’s acceptance probability on

i—1
Am,k,s-l—U('RZI‘),X and Am k,s+U(Ry),x"

Let B*~!(s’) and Bi(s’) be the two distributions on the vector which our

reduction uses as input to the oracle. The average of B*!(s’) over s’ chosen

independently from U(Ry), is Ajn 2 SHU(RD) x and similarly with B’ and A°.

Let S be the set of all vectors s for which the oracle has a non-negligible
difference in acceptance probability on B~1(s’) and B*(s’). By assumption, the
measure of S under U(R}) is non-negligible, then the measure of S under s + s’
is also non-negligible. This finishes the proof. ad

and i € {1,---,/¢}, this transformation maps A’

The following lemma states the step (4) of the reduction route.

Lemma 3.17 (D- MLWELEm kg b0 D- MLWELE,,, . k,q,x) For any ora-
cle solving the D- MLWELEmnk,qX problem with advantage €, there exists an
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i € {1,---,£} and an efficient algorithm that solves D—MLWELEfn,mk’,LX with
advantage € /0 using this oracle.

Proof (Sketch). This lemma can be proved by a simple hybrid argument. As
the hybrid argument is standard, we just sketch the main idea: suppose there
exists an algorithm that solves D-MLWELE,, ,, 1. 4, With advantage ¢, i.e., it
distinguishes the two distributions defined as Definition 3.3. Then the algorithm
must be able to distinguish some neighboring hybrids, i.e., Aimk’s’x and Ai;}ﬂ’s’x,
with advantage /¢, as there are ¢ intermediate hybrids. O

The proof of Theorem 3.9 follows from Lemmas 3.11, 3.14, 3.16 and 3.17. O

Finally, we show a reduction from D-MLWELE,, ,, k.q., to D-MLWE-LS,, 1, k.q.
as follows.

Lemma 3.18 (D-MLWELE,,,(r4)2 n,k,q,x t0 D-MLWE-LS,, 1, k.q,x) There ex-

ists a probabilistic poly-time reduction from D-MLWELE,,, (,4)2 . k,q,x 10 D-MLWE-LS, 1 k. q,x 5
such that if € is the advantage of D-MLWE-LS,, 1, 1.q.x distinguisher, then € is

the advantage of D-MLWELE,,,(,q4)2 distinguisher.

nyk,q,x

Proof. Given a sample (a,b, z, (c1, - ,ck), (¢(2), p(cre, -+, cre))) from the in-
stance of D-MLWELE y, kg, where a < R}, b = (a,s) + e or b is a ran-
dom vector over R,. Our target is to transform it into a valid instance of
D-MLWE-LS1 1. k,g,x-

In a first stage, we additionally take several samples {(a;, b;, z;, (c1,- - , k),
(d(24), p(cres, - scpe;)))}® from the instance of D-MLWELE; ,, j 4. and con-
struct a set of n tuples {(a;, b;, 24, (c1,- - ,¢ck), (H(2i), p(cre4, -+, cre;)))} such
that the a;’s are linearly independent over R, and generate Ry. It’s easy to
check, after drawing (nd)? different samples, we can obtain such a set of tuples
with overwhelming probability. We define A = (a],---,a,)),b = (by,--- ,by,).
Then, if b; = (a;,s) +e; foralli € {1,--- ,n}, we have b= AT - s+ e, where e
is sampled from x".

In a second stage, we compute

(a/ = 7("&)71 - a, bl = b+ <al7b>7zl = (ZIV o 722)7 (Cly e ,Ck),5+26¢), (1)

where 6 = (@(2), p(c1e, -+ ,cre)), 0; = (P(z;), p(cres, -, cre;)) for every i €
{1,---,k}, z; € Ryt is defined as follows: for each i € [n], let z; = (231, , zik),
then z7, = z;; for every j € {1,--- ,n} and 2/, ., = z;. As a is uniformly at
random, we have a’ is also uniformly at random. Now, for b, we consider two
cases:

~Ifbe Ry is uniformly at random, then (a’,b’) is also uniformly at random.

8 Here we choose the instances with different z; and the same hint tuple (e1,+ ycn),
this sampling procedure is reasonable, as the hint vectors can be specified by the
adversary.
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—Ifb=A- s+e, then
V=(a,s)+e—((A)" T -a,A-s5)+(a',e)=(a' e)+e.

It remains to show that the hints 2/, (c1,- -+ ,¢x) and the leakage 6 + Y. §; are
consistent with the secret and error pair (e, e). In other words, we need to show
that

<¢(z/)7 (b(cl(e? e)v co ,Ck(e’e)» =0+ Zéz
It’s clear that 4 + Zzn 51 = <(¢(Z1)7 e a¢(zn)7 ¢(Z)), ¢((Clela o ackel)a Y

(c1en, -+ ,cren), (cre,- -+ ,cre))). Moreover, for each i, we have 0; =
SE_(Bzig) dlcjen)) = i (B(25,) d(cjer)), and 6 = S5 (6(2)), d(cze)) =
Z§:1<¢(2;7n+1)7 é(cje)). Therefore,

n k k
5+Z(§1 = ZZ ]Z Cﬂel Z Jn—i-l C] )>
2.2,

k
= Z(cb(Z?)»Ci(&e)) = (¢(2'), dlci(e ), s cule,€))).

According the argument above, we have that the tuple defined by (1) is valid
instance for D-MLWE-LS; ,, 1,q,y distinguisher, as desired. O

Combine Theorem 3.9 ,Theorem 3.8 and Lemma 3.18, the hardness of D-
MLWE-LS can be reduced to the hardness of the fundamental problem S-MLWE
by the following Corollary.

Corollary 3.19 Let m,n,k,d > 0 be integers, R = Z[X]/(X? + 1), q be the
modulus such that gR splits as ¢gR = q1 - - - q¢, where £ = d/c¢ for a constant ¢ € Z,
x be an error distributions over R that is invariant under all the automorphisms
of K = Q[X]/(X? +1). There exists a reduction from S-MLWE,« , 4\ to D-
MLWE-LS,, n.k.q,x» Such that if € is the advantage of D-MLWE-LS,,, ,, 1. 4~ Solver,
then ¢’ > % - (1 = ) is the advantage of S-MLWE,,« , 4 solver, and m* =
Lgcmm3d? - [1/2].

Remark 3.20 In our reduction, we consider the ring Z|X]/(X% + 1) which is
frequently used in many applications. It should be noted that we can generalize
the ring to the more general cyclotomic setting by representing a ring element
as integer linear combinations of a certain Z-basis of the ring. Then, the map ¢
and the automorphism are defined according to the Z-basis.
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4 Application: More Efficient Opening Proof for
One-Time BDLOP Commitment

In this section, we present an important application of MLWE with linear leak-
age, leading to more efficient opening proofs for one-time BDLOP commitments
under the paradigm [36]. Our particular contribution is to derive a more fine-
grained tradeoff between efficiency and leakage of the paradigm [36], which can
potentially lead to even more efficient proofs.

The section is organized as follow. We first recall the classical opening proof
for BDLOP commitment in [9], together with two rejection sampling algorithm-
s [32,36] in Section 4.1. Then in Section 4.2, we further generalize the subset
rejection sampling algorithm proposed by [36] in two ways: (1) we use a smaller
subset S, for the accepting condition; (2) we extends the constant value M to
a real-valued function M of (v, z), whose output can vary based on the input.
These two ideas can improve efficiency of the opening proof for the setting of
one-time BDLOP commitment. Finally, in Section 4.4, we compare in detail the
efficiency differences of the opening protocol under four different rejection sam-
pling algorithms in Figs. 3 and 4. Below we first present the parameters used in
this section in Table 3.

Parameters Description
R Cyclotomic Ring R = Z[X]/(X? + 1) used in this section
d ring dimension of R
Sg Set of all elements in R with o, norm at most 3
q modulus of BDLOP commitment
n,l,n dimension parameters of BDLOP commitment
C Challenge set of the opening ZKP system for BDLOP commitment
K C={ceR: |l =5 llcfo =1}
m dimension parameters of rejection sampling
k the parameter with respect to boosting soundness
M function from (V,Z™) to R
« derivation of discrete Gaussian distribution for rejection sampling
Su The subset of Z™ used for subset rejection sampling
M,c¢ constant parameters for subset rejection sampling
rep prover’s expected repetition times for one non-abort
l the number of irreducible ideal modulo g, i.e., gR = q1---q¢
[ the bit-length of randomness leakage during the opening proof

Table 3. Notation of parameters in this section

4.1 Classical Opening Proof of BDLOP Commitment and Rejection
Sampling Algorithms

Let us first recall the standard opening proof for BDLOP commitment scheme
in [9]. Particularly, for a BDLOP commitment scheme with public parameters
A, e R A € RZX”, a message vector m € Rf] is committed as comm :=
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t1 - A1 0 $ n . .
{ tz} = [ Az] r+ [m}’ where r < S 3 Without loss of generality, we assume

that ¢R splits as ¢R = q1---q¢, where £ = d/c for a constant ¢ € Z, and
q — 1 =2((mod4l). Clearly, if £ = d, we say the ring R is full-splitting.

According to [7,9], in order to prove knowledge of an opening to comm, one
just needs to give an approximate proof for the first equation t; = Ay - r in the
form of a three-round Schnorr-type X-protocol. Particularly in the first step,
the prover first chooses a random vector y, and then sends w = Ay to the
verifier. Then, the verifier sends a short polynomial ¢ € C C R as a challenge.
Finally, the prover replies with the vector z = y—+cr. To achieve zero-knowledge,
intuitively the masking vector y is used to hide the private randomness r of the
commitment comm. Trivially one can set y to be super-polynomially larger than
cr as some smudging noise, yet this would incur a large overhead in the proof
size. To improve efficiency, [32] introduced the technique of rejection sampling
that outputs L instead of z with an appropriate probability, effectively wiping
out the dependency of cr in z.

Furthermore, in some settings such as proving the infinity norm of a vector as
in [7,23,36], we need to set the underlying ring R to be full-splitting. In this case,
the above mentioned initial X-protocol can only provide 1/¢ soundness, which
is far away from negligible. In order to boost soundness, the work [7] applys
Galois automorphisms. At a high level, given r, ¢1, t> as before, the prover P first
generates yy,--- ,y; < D{. Then it outputs (wy,---,w}), where w; = Ay - y,.
After receiving a challenge ¢ < C from the verifier, P computes

zi=y,+0 ) rfori=1,---k

where 0 := 04,7, € Aut(Rg) is the automorphism of order kd/¢ and k is a
divisor of d. After this, the prover applies rejection sampling Rej(z, v, o) where
z=2z| |z, and v =0%c) - r|--- loF=1(c) - r. If it does not abort, then P
outputs z. Finally, the verifier checks that z is small and

Alzi = w; + ai_l(c) . t1

fori=1,--- ,l;:. As argued by [7], this protocol has soundness around g~*.

More formally, the protocol is described in Fig. 2, and the used rejection
sampling algorithm is described as Rej, in Fig. 3.

Particularly, if we sample y, from the discrete Gaussian distribution with
derivation a, i.e., y; +— D!, then the vector z; = y,+0'~!(c)r follows the shifted

discrete Gaussian distribution DJ , centered at v = ¢%(c) - 7| --- HJ’;_l(c) T
According to [32], we can “transform” the distribution D} , into the distribution
DI
MDY,
where M is some positive integer so that this ratio is always smaller than 1.
To further determine the concrete value for M, we need to compute an upper

DTI
bound of <> as
Dv,a

Loc _ Z,V U < || L —
—— =exp (2 5 exp 202 =M, (2)

D7, by outputting z = z1]| ---||z; with probability (or otherwise L),
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Prover P Verifier V

Inputs:

A€ R:;Xn A1,A2

Ay € BT B>a-\d
m € Rﬁ, T Sg

ti=A;-7r ti,ts

to=As-r+m

Fori:l,.‘.,/;::

y; + Di
w;
cde
c
Fori:L..v.,/Ac:
zi=y,; + Ulfl(c) -7
Rej; ((2:), (™ (c) - 7r),0) = 1, abort Z;

For i = 1,...,]%, check:
lzill < B _
Az =w; +0171(C) -t

Fig. 2. Opening proof of BDLOP commitment through using our generalized rejection
sampling, where j =0,...,3.
where the above inequality is obtained through using a standard one-dimensional
tail bound for the inner product of a discrete Gaussian with arbitrary vector.
Clearly, if we want to set M = exp(1), then we need to set a = 12||v||. In this
case, the size of z is about kndlog(12a) = kndlog(144||v||), which depends on
the value of . This is essentially the intuition of [32].

In a recent work, Lyubashevsky et al. [36] observed that a much tighter upper
bound for the ratio D /D! . would imply a much smaller «, further lowering

v,
the size of z. Particularly, if we assume that (z,v) > 0, then we have

Da —2(z,v) + ||v|? il

D3 o *Pp ( 202 = AP a2 (3)
In this case, if we want to set M = exp(l) in the following rejection sam-
pling procedure again, we can set a = ||v||/v/2, which results in a decrease of

around a factor of 17. This will clearly reduce the size of z to l%nd log(12a) =
kndlog(8.487||v||). More formally, Lyubashevsky et al. [36] call such more effi-
cient rejection sampling as subset rejection sampling, which is described as Rej;
in Fig. 3. Clearly, Rej; can improve the size of the proof protocol in Fig. 2.

Additional costs of [36]. It is not for free however for the improvement [36].
All the above analyses have a precondition — (z,v) > 0. For randomly chosen
y, r, this precondition happens with a probability ~ 1/2. This means that if we
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Rejo(z,v, @) Rej, (z,v, @)
01 u < [0,1) 01 If (z,v) <0
02 If u > - ~exp(_2(z’+;”””2) 02 return 1
03  return 1 03 u < [0,1)
04 Else 04 If u > ﬁ -exp(W)
05 return 0 05 return 1
06 Else
07 return 0

Fig. 3. Rejection Sampling. Here, implicitly, the outcome 1 implies abort, and 0 implies
non-abort.

want to leverage the above subset rejection sampling, the prover will first abort
the protocol with a probability =~ 1/2 to ensure (z,v) > 0, and then conduct the
regular rejection sampling. So, for the same constant value M, even the output
size of z is reduced, the running time of the prover inherently becomes almost 2
times longer than that of [9].

Of course, one can easily balance the prover’s running time and the size of
his output z. Particularly, we can set the upper bound of probability ratio to be
M /2, which will derive that the finally expected abort time is about M. But,

this will result in a slightly larger o/, i.e., @' = ay /%.

Besides and more importantly, there is a security concern. After the prover
outputting z successfully, it imposes the precondition (z,v) > 0, which leaks al-
most one bit information of r to the adversary. In this case, we need to consider
whether this would affect the security of the opening proof of the BDLOP com-
mitment, and even the whole privacy-preserving protocols.

To analyze this, Lyubashevsky et al. [36] identified a new variant of extended
MLWE, and prove security of the protocol based on the variant of extended
MLWE. As noticed in the introduction, this extended MLWE can be captured
by MLWE with linear leakage analyzed in Section 3 of this work, using a formal
reduction argument. This strengthens the foundation of the paradigm, as the
leakage variant is no easier than the standard MLWE asymptotically. Thus, we
would be more confident in the practical parameters of [36] obtained by crypt-
analysis arguments.

4.2 More Efficient One-Time Opening Proof through Using
Generalized Subset Rejection Sampling Algorithms

Now we define our new generalized subset rejection sampling algorithms Rej, and
Rej; as in Fig. 4. Then we show that the algorithms themselves can be simulat-
ed, and the opening protocol with Rej, or Rej; satisfies correctness, knowledge
soundness and simulatability. This means we can replace Rej, or Rej; for the
protocol in Fig. 2 in a black-box way, by using our generalized algorithms.
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Rejy (2, v, a)

01 If (z,v) < c- afv]
02 return 1

03 u < [0,1)
04 If u > exp(
05 return 1

06 Else
07 return 0

*2(z7v)+\|vH2)
2a2

Rej;(z,v, o)
01 If {z,v) ¢ [0, (@® *In M) /3]
02 return 1
03 u < [0,1)
04 If u >
exp

xp(
05 return 1

06 Else
07 return 0

—2(z,v)+[|v]?
2a2

1
5(v.27, - exp(
«@

)

. ) Fig. 4. Generalized Rejection Sampling.,
Simulation of Generalized Subset Rejection Sampling

To argue that the algorithms Rej, and Rej; themselves can be simulated success-
fully, we first define a more general version of subset rejection sampling algorithm
A, i.e., Rej; and Rej; can be viewed as two special cases of A. Then we show
that A can be simulated successfully by another algorithm F in Theorem 4.1.
Furthermore, by setting parameters appropriately, we can obtain two Theorems

4.3 and 4.4, which correspond to Rej, and Rej;, respectively.

Theorem 4.1 (Generalized Subset Rejection Sampling) Let V be an ar-
bitrary set, and h : V — R and f : Z™ — R be probability distributions. Define
a family of set S, C Z™ for v € V. Suppose gy : Z™ — R is a family of prob-
ability distributions indezxed by all v € V and there exist two constants M > 1,

1>~2>0, and a function M : V x Z™ — R, which satisfy:

VoeV,ze8,: M(v,2)-gu(2) > f(2)
VoeV,ze 8, : 1< M(v,2) <M

VvGV:Zf(z)Z*y.

zESU

then the output distribution of the following algorithm A:

v
&g,
if z ¢ S, then abort

™o o~

output (z,v) with probability I CBrNE)]

f(z)

1s identical to the distribution of the following algorithm F:

v
z(ifA
if z ¢ Sy then abort

™ Lo o =

Moreover, the probability of A and F outputting something is at least /M.

output (z,v) with probability 1/ M(v, 2).
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Proof. Given v € V, if z € SU, the probability of A outputting z € Z™ is

gu(2) - M(vgi)gv(z) = N{((;)Z). Otherwise, the probability that A outputs z ¢ S,

is 0. As a result, it holds

Pr[A outputs something] = Z h(v) Z /\/{((5,)2) > %
veV 2e8,
Notice also that the probability of F outputting something is E(v,z)€VxS‘v ]1/\(/11)()1{(;)) >
47 - Besides, it holds
1
A(Aa f) = 5 Z ) |'A(U7Z) - I(U,Z)‘
(v,2)EV XS,
1 f(2) f(2)
— h (2) - _
PILCIDY ’g @) M) 00 Mv,2)
veV zES,
1 f(z) f(z)
=-N"»n -
2 Z ) Z ‘M(v,z) M(v, z)
veV 2e8,

=0.

a

Remark 4.2 We note that compared with the original rejection sampling of
Lemma 8.2 in [36], this generalized version just extends the constant value M
to a real-valued function M(v, z), whose output may vary based on (v, z).

Next, we consider the special case where v € V. C Z™, f := D', g, := D',
constant M = 1 and the constant function M(v, z) = 1. Thus, we have the
following theorem for the rejection sampling algorithm Rej,.

Theorem 4.3 Let V be an arbitrary subset of Z™, and h : V' — R be probability
distribution. Let M = 1. Given any v € V and any constant ¢, define Sy, =
{z: {(z,v) > c-o||v||}. Then it holds that the output distribution of As:

L. vdn

2. z& D,

3. ifz¢ S’v,c then abort

4. output (z,v) with probability Li,:‘f;((zz)).

is identical to the distribution of the following algorithm Fs:
1. v % h

2. z < Dy}

3. if z ¢ Sy, then abort
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4. output (z,v) with probability 1.

Moreover, the probability of Az and Fa outputting something is at least o, where
« is the probability of a randomly chosen vector from Dy, belonging to Sy .

Next, we consider the special case where v € V. C Z™, f := DI}, g, =
Dy, and M(v, z) = exp <M) Thus, we have the following theorem for the

v, o2

rejection sampling algorithm Rejs,.

Theorem 4.4 Let M be a constant and V' be an arbitrary subset of Z™, and
h : V. — R be probability distribution. Given any v € V, define S, = {z :
(z,v) > c-a||v||}. Then there exists a function M(v,z) = exp (3%72‘2)) with 1 <

M(v,z) < M and M(v, z)- Dy, (2) > D' (z), such that the output distribution
Of .,43 .'9

1. v % h
2. 2& Doy
3. ifz¢ S’v,c then abort
m 2
4. output (z,v) with probability exp(3<§;> B%I)Dma(z) = exp (W)

is identical to the distribution of the following algorithm Fs:

v % h

z < DY

if z ¢ Sy, then abort

output (z,v) with probability po !

Moreover, the probability of A3 and F3 outputting something is at least {5, where

™ Lo o =

7 18 the probability of a randomly chosen vector from Dy, belonging to S’mc.

Security of Opening Proof Protocol with Rej, and Rej;

Here, we need to prove that the opening proof protocol with Rej, or Rejs; sat-
isfies correctness, knowledge soundness and simulatability, whose formal defi-
nitions are deferred to Appendix A.l. Similar to [36], we first represent the
opening proof of BDLOP commitment as the commit-and-prove functionality
CP = (Gen, Com, Prove, Verify), and then show that C'P satisfies simulatabili-
ty, since the properties of correctness and knowledge soundness can be proven
almost identically as in [7].

More formally, with random oracle H : {0,1}* — C, the commit-and-prove
functionality CP = (Gen, Com, Prove, Verify) with respect to the language Ry, is
described as follows, where Ry, is defined as (params,z, m) € R, < m € R, for
certain statement z.

9 For such function M(v,z) = exp (3(;;;))’ the condition M(wv, z) € [1, M] implies
(z,v) € [0, (a®-In M)/3].
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— Gen(1"): Given a security parameter \, the algorithm generates a commit-
ment public parameter params, which specifies Rfl as message space, S C R"
as randomness space, and R"*! as the commitment space. Besides, it also
generates Ay € Ry™", As € Rflx”. Without loss of generality, for the under-
lying ring R = Z[X]/(X? + 1) and modulus ¢, we assume that ¢R splits as
qR = q1---q¢, where £ = d/c for a constant ¢ € Z, and ¢ — 1 = 2¢(mod4/).
Clearly, if ¢ = d, we say the ring R is full-splitting.

Besides, the algorithm further chooses k as the public boosting parameter,'?
such that k|d and ¢~ /% is negligible in ), and set ¢ := Toqirr € Aut(Rg)
is the automorphism of order kd/¢.

— Com(params, m;r): Given params, m € sz, and randomness r € S7, the
algorithm generates a commitment comm := {2} = [ij T+ {?n} .

— Prove(params, x, comm, m, r): Given params, comm € RZ}‘H, and randomness
r € S7, the algorithm first samples y, + D" and computes ¢ = H({A1-y,})
for i € [k]. Then, it computes z; =y, + 0~ (¢)-r and gets b + Rej; ((24), (c-
r),a) for j =2 or 3. If b = 0, it outputs 7 = (¢, z) with z := (z;). Otherwise
abort.

— Verify(params, x,comm, 7): given params, comm, 7, the algorithm parse comm
ast; € R",ty € R!, and parse 7 as (c, z) with z 1= (z;). If [|z;]| < a-Vd 7
and ¢ = H({A; - z; — 07 1(c)t1}), accept. Otherwise, reject.

Furthermore, we have the following theorem.

Theorem 4.5 In the random oracle model, if D-MLWE-LS
tion holds, then the CP with Rej, or Rej; is simulatable.

’ﬂ+lﬂ7j€7q’X assump-

Proof. We complete this proof through using hybrid argument. More formally,
we define several hybrids as follows.

Hybridy: In this hybrid, all algorithms runs the real C'P.

Hybrid, : This hybrid is identical to Hybrid, except that the Prove algorithm is
replaced with the following Prove;:

— Prove; (params, z,m,r): the algorithm first samples y, + D? and ¢ «+
C, for i € [k]. Then, it computes z; = y; + 0"~ !(c) - r and gets b
Rej;((zi), (0" (e) - 7),a) for j = 2 or 3. If b = 0, it outputs 7 = (c, 2)
with 2z := (2;), and program ¢ = H({A1z; — o 1(c)t1}).

Clearly, Hybrid, and Hybrid; are identical except that the random oracle H
is programmed at {A; -y, }. Thus, Hybrid, and Hybrid; are indistinguishable (if
such value has not been previously queried) for all PPT adversaries, which can
be argued similarly as for zero-knowledge property in [9,20]. Here, we omit this
detailed proof for simplicity.

19 Of course, the number of k will affect the proof size of opening proof. Thus, we try
to set it as small as possible.
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Hybrid,: This hybrid is identical to Hybrid;, except that the Prove; algorithm
is replaced with the following Proves:

— Provey(params, x,m, r): the algorithm first sample z := (2z;) + DX and
¢ < C. Then, it gets b + F;((2;), ("7 (¢) - 7), ) for i = 2 or 3, where F; is
the algorithms defined in Theorem 4.3 or Theorem 4.4. If b = 0, it outputs
7 = (¢, z) and program ¢ = H({A1z; — o L(c)t,1}).

Clearly, Hybrid; and Hybrid, are identical for all adversaries, due to Theorem
4.3 or Theorem 4.4.

Hybrid;: This hybrid is identical to Hybridy, except that the Com and Provey
algorithms are replaced with the following Com; and Proves:

— Comj(params, z): given params, the algorithm samples ¢, & Ry ta & Rfl
and outputs comm* = (¢1,t2). )

— Proves(params, z,comm*): the algorithm first sample z := (z;) < DF7,
& SY and ¢ « C. Then, it gets b + F;(z, (c""1(c) - r*),a) for j = 2 or
3. If b= 0, it outputs ™ = (¢, 2) and program ¢ = H({A1z; — o' 1(c)t1}).

Hybrid, and Hybrid, are computational indistinguishability for all PPT adver-
saries, based on the assumption of D-MLWE-LS with y = 5. Partic-
ularly, we have the following formal lemma.

n+l,n,k,q,x’

Lemma 4.6 If the assumption D-MLWE-LS I
Hybrid; are computationally indistinguishable.

holds, then Hybrid, and

Proof. Notice that if the assumption D-MLWE-LS
the extended MIWE, .,
ticularly, the extended MLWE,  _, e
tribution for i € [k], yet the leakage version D-MLWE-LS, ;7o x
adversary to specify (z := (2;),¢) in the beginning of the experiment. Thus,

. . L e hplds, tl}en so does
assumption, just as analyzed in Section 1. Par-
chooses (z := (z;),¢) from certain dis-

allows the

D—I\/ILWE—LSnH e is stronger than the extended MLWE, e i.e., the
D-MLWE-LS g assumption implies the extended MLWE, |, - x assump-
tion.

Then, we focus on establishing the following reduction process: if given an
adversary A who can distinguish Hybrid, and Hybrid; with probability e, we
can construct another algorithm B who can solve the extended MLWE
problem with probability €.

n+l,n,k,q.x

Concretely, suppose that B is given a tuple ((Al, Ay), (t1,u), z,¢, (z, (0" (c) -

for z + D" c <« C,r «+ S) and i € []AC] Firstly, A outputs m. Then, B sets
to = u + m. Finally, if (z, (c""!(c) - 7)) > callc- 7| (corresponding to Rej,) or
(z,(c""Y(c) 7)) € [0,a?*In M] (corresponding to Rej;), then B sets and outputs
m = (¢, 2z), and sends (t1,t2,7) to the adversary. Otherwise, it aborts. At the
end, B outputs the bit sent from the adversary A.

It is easy to verified that if t; = Ajr and u = Ayr, then the (,ts,7) is
followed the distribution of Hybrid,. Otherwise, if ¢1,u are chosen uniformly at
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random and also independent from 7, the (1, ts, ) is followed the distribution

of Hybrids. Hence, B can efficiently solve the extended MLWE nderdx problem
with probability . According to the assumption on the hardness of the extended
MLWE, , mian € is negligible. a

And in Hybrid, all vectors are uniformly at random, so the it suffices simulatabil-
ity. Overall the statement of Theorem 4.5 holds, according to hybrid argument.
O

4.3 Further Decreasing Standard Deviation

It should be noted that the boosting procedure in Figure 2 enlarges the norm
of the vector z by a factor of k, compared with the original proof with non-
splitting underlying ring R in [9]. To deal with this issue, the work [35] proposed
a simple modification of the protocol. Suppose ¢R splits completely, i.e., £ = d.
C is the distribution over R, where each coefficient of a challenge ¢ < C' are
independently identically distributed with Pr(0) = 1/2 and Pr(1) = Pr(1) = 1/4.

Let us define the distribution C' over RF, through first sampling ¢ = ¢o +
c14...+ca_1X?¥ 1« C and rewrite it as ¢ = ¢j + 4 X +- - - +c;%_1Xk*1 where

d/k—1

o . ik
;= E Ciipi X
=0

and then output (cf,...,c}). By definition of ¢ := Oodjit1 € Aut(R,), we have
that o(c;) = ¢} for each i. Therefore, we have

k—1
o'(c) =) o' (X7)e;.
j=0

Now we can sketch the modified protocol as follows. P samples y/, - - ,y% from

D‘fj, and then sends w} = A; - y;. Upon receiving a challenge ¢ < C, the prover

computes cf, - - - ,C}PI as above, and sets 2} as
! / /
21 Y1 G T
I ! /
Z3 Y2 €7
= . +
’ / /
A A c. -7
Zk Yi k-1

Since each ¢; has only at most d/ k non-zero coefficients, one can decrease the
standard deviation possibly by a factor of k. Finally, the prover applies rejection
sampling Rej;(z,v,0) where z = 2zi[|--- ||z} and v = ¢ - 7| -~ |}, - 7. After
receiving vectors 27, the verifier first checks whether Ay -z} = wj +¢;_; - ¢; for

i=1,---,k and that each z} is small or not.
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4.4 Comparison of Efficiency

Intuitively, by using Rej, or Rej;, we can get much better upper bounds for
DDTZ than Equations (2) and (3), allowing us to derive much smaller values
for a. Particularly, for Rej, and the corresponding Theorem 4.3, if we use the

condition that (z,v) > ¢ a|v||, then we have

DD _ g (Um0 g (el 110)

D3 o(2) 202 202

Here, we set —2c¢-a|v|| + ||v]|? = (=2c-a+||v|)) - ||v] = 0. Thus, we just need

to set a = HZLCH Besides, we notice that the event of Rej,’s abort only depends on
whether the random vector z is in the subset Sv’c, for any fixed v and ¢. Clearly,
by careful balancing the parameter ¢, we can get a much smaller «, for the same
expected repetition times. The detailed example data are listed in Fig. 4.
Then, for Rej; and the related Theorem 4.4, if we assume that M(v,z) =

exp (%), then we have

—2(z,0) +|v]|?
pae) e (FERE) s ol -
M(v,z) Dl o(z) exp (3<véz>) —oxp 2a2 -
Here, we set —8¢ - a|v|| + ||v]|?> = (=8¢ - a + ||Jv||) - |v|| = 0. Thus, we just need
to set a = %. Besides, we notice that the probability of Rej;’s abort depends

on S’v,c and function M(v, z), i.e., the probability of Rej;’s non-abort is Pr[z €
& 1
depends on the choice of ¢. Notice also that, the condition M(v,z) € [1, M]
implies (z,v) € [0,(a? - InM)/3]. Thus, through setting different M, we can
compute the prover’s expected repetition numbers for one time non-abort, and
the detailed data are listed in Fig. 4.

According to the above principles, we can determine the concrete proof sizes
under various sets of parameters. The detailed numbers are presented in Tables
1 and 4.

, for z & D7 Clearly, for any fixed v, «, z & D™, Pr[z € S,

Comparison with [28]. As mentioned in the introduction, a concurrent work
[28] also improves the state-of-the-art proof of knowledge protocols for BDLOP
commitment schemes. Particularly, they remove the additional computational
overheads produced by the rejections in the framework of [36], and provide a
comparison of the output size under their framework with that under [36]’s
framework. We clarify that as a framework similar to [36], our framework al-
so needs more computational overheads than [28]. For the output size, we can
provide a fair comparison between our framework and theirs by utilize the bench-
mark introduced in Section 5.1 of [28].

Concretely, same to [28], we measure the hardness of MSIS and MLWE in
terms of the root Hermite factor §, targeting for & ~ 1.0043 which gives 128-
bit security. In this case, the parameters can be set as: ¢ =~ 232, d = 128,k =
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M ¢ rep. @ Size of z [
Rei 3 ~3 11 - ||| kndlog,(12 - 11 - ||v]])
ejo - “ 0
6 ~ 6 6.74 - ||v|| kndlog,(12-6.74 - ||v||)
3 ~3 | 111 kndlog(12 - 1.11 - ||v]|)
Rej; 4 0 ~ 0.85 - ||| kndlog,(12-0.85 - ||v]|) 1
6 ~6 | 0.675-||v|| | kndlog,(12-0.675 - |v]|)
0.438 | ~3 1.142 - ||v]| kndlog,(12-1.155 - ||v]]) | log,3
Rej, 1 0.672 | ~4 | 0.744-|v| | kndlogy(12-0.744 - ||v])) 2
097 | =6 0.515 - ||v|| kndlog,(12-0.515 - ||v]]) | log, 6
1149 | ~8 | 0435-|v| | kndlog,(12-0.435 - |lv||) 3
1.8 05 |~58| 0.25|v kndlog,(12-0.25 - |[v]])
Rejs 2 0.5 |~6.48 0.25-|v| kndlog,(12-0.25 - ||v||) | log,q
2.5 05 |[~81| 0.25-|v kndlog,(12-0.25 - ||v]|)

Table 4. Comparison with the usage of different rejection sampling algorithms for the
protocol in Figs. 2 and 4, where M and ¢ denote the parameters for each of four al-
gorithms, rep. denotes prover’s expected repetition times for one non-abort, n denotes
the dimension of z, d denotes the ring dimension of the underlying ring R, k denotes
the parameter for boosting the soundness. And [ denotes the number of leakage bits on
random during the security proof. Moreover, v = (¢°(c)r|| ... |c" ™ (¢)r), where 7 is the
randomness vector for BDLOP commitment, and c¢ is the challenge from the verifier in
the opening proof protocol.

32,4 = 1. As claimed in [28], one should set n = 6,7 = 10 to achieve the
128-bit security in the framework of [36], and they can set n = 5,7 = 9 to
achieve the same security level. On the other hand, their output size is bounded

by (ka1 + a2)y/(n+n+{€)d/m, where a; > 2\/w,ag > 2v/2k -

2log(2d(1+1/¢€))
™
to be consistent with the 128-bit security. Under these parameters, the output

size of [28] is approximately 35490 ({2-norm of the output vector z, following
from the presentation of [28]). In our case, we set n = 6,17 = 10, albeit our

improvement of [36]’s framework. Meanwhile, the output size in our framework
r(n+L+n)d
T

, and ¢ is a security parameter that should be set at most 27128

is bounded by 7 - , where 7 = 0.25 in Rej;. Therefore, output size of
our framework is approximately 9824.

To sum up, the output size in our framework is smaller than that in [28]
(approximate 3.6x). Consequently, our framework and [28]’s framework provide

a trade-off between computational overhead and communication overhead.
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A Supplementary Preliminaries

A.1 Commit-and-Prove

Let’s recall the commit-and-prove paradigm. Let R; be a polynomial-time ver-
ifiable relation containing (ck,z,w). We call ck the commitment key, = the s-
tatement and w the witness. Then, we can define the language L. as the set of
statements x for which there exists a witness w such that (ck,x,w) € Ry,.

Now, the commit-and-prove functionality for a relation R; can be defined
as follows. Formally, a commit-and-prove functionality (CP) consists of four
algorithms C'P = (Gen, Com, Prove, Verify), where Com, Verify should be deter-
ministic whereas Gen, Prove are probabilistic.

— Gen(1*): Given a security parameter \, generates a commitment key ck. The
commitment key specifies a message space M a randomness space R, and
commitment space Ceg.

— Comgg(m;r): Given a commitment key ck, a message m € M, and ran-
domness r € R, returns a commitment comm € Cgp.

— Proveci(z, ((my,71), -+, (Mp,7y))): Given a commitment key ck, statement
2 and commitment openings m; € Mg, ; € Rer and (ck, x, (mq,--+ ,my)) €
Ry, returns a proof .

— Verify_, (z,commy, - - - ,comm,,, 7): Given a commitment key ck, a statement
x, a proof 7 and commitments comm; € C., outputs 1 (accept) or 0 (reject).

This paradigm should satisfies the following properties:

Correctness . The commit-and-prove functionality CP has statistical correct-
ness with correctness error p : N — [0, 1] if for all adversaries A:

P {ck — Gen(lx); (zyma,r1,- 0 M, Tn) < A(ck); ci = Comeg (mi;r5);

] < o0,

where A outputs m; € Mk, r; € Rex so that (ck,z, (mq,--- ,my,)) € RL.

7 < Proveck(z, ((m1,71), -+, (Mn,m0))) : Verify, (z,c1,+ -+ ,cn,m) =0

Knowledge Soundness . The commit-and-prove functionality CP is knowl-
edge sound with knowledge error € : N — [0,1] if for all PPT A there exists an
expected polynomial time extractor £ so that:
ck Gen(]‘)\); (m7 Cily,° " ,Cn, ﬂ—) <~ A(Ck)’ ((mT7 71{)7 Tty (m:u T:L)) <~ 5(81? e 7077«) :
T
Verifyck(wa C1," - ,Cn,ﬂ') =1A ((Ckvxv (mty o am;)) ¢ R Vv 3, Com(mf; Tz*) # Ci) ,

is less or equal to €(\), where £ outputs m; € M, and r € Rex.
Simulatability . The commit-and-prove functionality CP is simulatable if there

exist PPT simulators SimCom and SimProve such that for all PPT adversaries

A:

p ck Gen(l)‘); (zyma, - ymp) < A(ck);ri, - o & Vi, ¢; = Comer(mi, 13);
T
m < Proveck(z, (m1,7r1), -+, (Mn, 7)) : (ck,x,(m1, -+ ;my)) € Rp AN A(c1, -+ ,cn,m) =1
N ck «— Gen(17); (x,ma, - -+ ,mn) « A(ck);c1, -+, ¢n < SimCome(2);
~bFr ’
7 <= SimProveck(z,c1, -+ ,¢n) & (ckyx, (ma, -+ ,myn)) € R AA(cr, -+ ,en,m) =1

37



where £ is a probability distribution on R.

The difference between simulatability and zero-knowledge is that randomness
ri, -+ ,T, is directly generated from £ as it would in the real-world protocol
rather than chosen from adversary.
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